adws

Amazon EKS O EZZ|7|0|Me| HA & &= MA|

AWS HZ 710|E

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS HE 710|= Amazon EKS OfZE[70|Mo| HA L =#23 MH|

AWS TZF 710|E: Amazon EKS OHEZ 2|7 0|M2e| HA &l 527 M7

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazonl| & & 4l ELC
Ho{ELZ|7{Lt DA ESE YL £

|XF212 Amazon 2| A& E£= MH|ALF &7, Amazon ERHE O|O|X|E
= 2o
2 7|Et 2 E 4 EE= Amazont M F A O|HLE #240| UL T3 BAHLQE A Q0| HE AR K

4+ UAs LASZE A8 + Sl&LICH AmazonO| 2R 5tHX| ©f

Rp&FRILICE,




R=W|

212y

=22
= T

Z 270142l HA &

=

Amazon EKS Of

AWS HE 7to|=

Table of Contents

LH
)
wl

—

ol

ok

LH
1
__AL

|

o

B B Od et

ol
ar

-

<0
ok

1]

H

~ N AN ™M O O & & O
........1

1|

B

e

Kl

A

.10
.. 10

-1

H e

Amazon EKS €

o

L O TR U P PU ST OU PR PPPOURPPI

1L

Liveness

<+

13

5]

E A7 of

X

F A
24 At
= o

.13

I

g 93

A [ [

| By

100

or
Hr

13

1 SRR

5]

=

=

gk

x

odo4
[ |

. 14
.14
.15
.15
.. 16
7
. 18

-+
i |

-

10
[

ol
o

pa

T

T

(o)

!

T

N

m

o

4
a3l

N

7

Ok

.19
19

Kl

0i0

. 20

.. 22
. 24

S <

27
.. 31
33

DOO0WwoOT

.. 34
35

. 37
39

1

K0




AWS HE 710|= Amazon EKS OfZE[70|Mo| HA L =#23 MH|

Vet e eeeeeeeeeeeeeeeeeeeasttt—————eeetataaaeeaeeeeaaaaaanaabrar——arraaaaaaaaaaaaaaaans 40
O e ————————eteeeeeeeeeeeeaaeeiatts————eeeeaaaaaaaaeaaaaaaaaa—————————aaaaaans 44
P e e e e e e e e e e e e eeeaa————————eettaaaeeaeaaaaaeaiaabbr—————ataaaaaaaaaeeaaaaanes 46
O USSP 49
R e e oo oo a—————————eeteeeeeeeeeeeaaeeeattaa————etaataaaaaaaaeaaaaaaaaaararraaneaees 49
S ettt ———————eeeeeeeeeeeeeeeeeeiattt——————ettaaaaaaeaaaaaaaaiaaa—a———ataaaaaaaaaaans 52
L OO RUURURTRRRN 55
U et e e e e e oo e eeaaa———————eeeteeeeeeeeeaaaaeeeattaaa——eeeataaaaaaeaaeaaaaaaaanrarraaeeeees 57
N et e e e e e e et eeeeeeetttt—————eeeeeeeeeeeeaeeaaaiiassee—eeeetttaaaaeeaaeaaaaaaaaaarareeeees 57
N e e e e oo e e e e —t————————eeeeeeeeeeaeeaeeeaaaaa———eeeeataaaaaeaaeaaaaaaaaaaraaeaaaes 58
Z e et ———————eeeeeeeeeeeeeeeeeeiiseteee——eeeeeeaaaaeaeeaeaaaaiiatttaeaerreaaaaaaaaaaaaaaaaaans 59
.............................................................................................................................................................. Ix




AWS HE 710|= Amazon EKS OfZE[70|Mo| HA L =#23 MH|

Amazon EKS OiE 2|70l n7tEE A S#=E et 4
A

Haofei Feng, Frank Fan, Rus Kalakutskiy, Amazon Web Services(AWS)

2025'4 10E(EA 7|5)

OHZ 27|01 MAIOIM TIHSH(HA) & B BastE W2 ol 00l 7S BT AR 2E
(RPO) & 57 AlZt S E(RTO)E E43tE O

24

O ZeLct =%|0| ofZ2[7 0|42 Kubernetes
gtZ3o 2 nto|azlo|Mstm #chEErol et 225t =E 7S £F Mo Chdt =7t A& &7t
&t Q& LICH Amazon Elastic Kubernetes Service(Amazon EKS)E AF2 3t Z1E|0|L{&H El o Z 2
AolME IHRE E8Xo=E HEIF = UAsLICH

0| 7}0|= 0| ME Amazon EKS OFO|2 2 A{H|A OZ 2|7 0|ME gmgm zelsty| @3t gl 224zl

BY NY 23 el MEE RHE| SHEL BHAIE A3 AR HEE TR ol ol
AFOIE £ of7|=YE 0t JHLRFOI | F{F 3 XIZIS MBELIC Kubernetes 7t ofEEIA(042| T
5, oPEA QU SR AS Qs Ol2E ME A S THs0] PR 2YS T




AWS H¥ Jtol= Amazon EKS OHZ 2710|440 HA & 542 A7

35 M ZE2 Kubernetes?t T S &S ZILICH Amazon EKS ZHEE Z8Ql 7I84 &l =S¢z
Amazon Web Services(AWS)0i| M Er2[&FLICH 222 00|32 MH|A ofE2[AH|0|Me| ds1

of &E&t IS 0|E = U ol ¥ #ElF LI

e

Amazon EKSO| M 718 d1 S#=0| Fo{t o EEF0|HE DA e ChEg 78 LA E {5kl

- OtO|Z ZMH[A o EE[FH0|M: 2= & Z1E|0]L

- 23 2E MO Y. =4l ZHEE R, ZE, Amazon Virtual Private Cloud(Amazon VPC) Z1E{|0|L1
LI E2{3 QIE{H0]|A(CNI)S} .58 AMAR T4 24, MH[A HA| ALO|E5L, kube-proxy

. T2 BE AS: Ol2E T4 QA0 THE HEEH, 42 HEEH, HENT BA AT W YT
clolg] AE 2K

« Kubernetes 71EE Z Q!

- Qzeh e HERI A HESRF o{Eetolda

Kubernetes 22{AE LI0|AM izl 71E R4S HEste M3 Ml 74K e AbEof Ciatio] 7Ho|=
oMe ChE FXE CHELICH

2 YoYU iso 2 Hof THRI YIZEE BASH T
e |M0] B0l 7H5 40| FOISLICH T

0

FEEI=RCW 2


https://docs.aws.amazon.com/eks/latest/userguide/managing-vpc-cni.html
https://docs.aws.amazon.com/eks/latest/userguide/managing-vpc-cni.html
https://cluster-api-aws.sigs.k8s.io/topics/failure-domains/
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« maxSkew 20| X&'l whenUnsatisfiable: DoNotSchedule &7 minDomains& A2 35}
0] A7|E2{0] CHEF 3= QT ALES MAIEHLIC,

« whenUnsatisfiable: ScheduleAnywayZE AI&304E & QlL|ChmaxSkew.

spec:
selector:
matchLabels:
app: <your-app-label>
replicas: 3
template:
metadata:
labels: <your-app-label>
spec:
serviceAccountName: <ServiceAccountName>

topologySpreadConstraints:
- labelSelector:
matchLabels:
app: <your-app-label>
maxSkew: 1
topologyKey: topology.kubernetes.io/zone # <---spread those pods evenly over
all availability zones
whenUnsatisfiable: ScheduleAnyway



https://kubernetes.io/docs/concepts/scheduling-eviction/topology-spread-constraints/
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- labelSelector:
matchLabels:
app: <your-app-label>
maxSkew: 1
topologyKey: kubernetes.io/hostname # <---spread those pods evenly over all
nodes
whenUnsatisfiable: ScheduleAnyway

7l SRAE MM EEZX| 24 MO £

defaultConstraints:
- maxSkew: 3
topologyKey: "kubernetes.io/hostname"
whenUnsatisfiable: ScheduleAnyway
- maxSkew: 5
topologyKey: "topology.kubernetes.io/zone"
whenUnsatisfiable: ScheduleAnyway
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https://kubernetes.io/docs/concepts/scheduling-eviction/topology-spread-constraints/#internal-default-constraints
https://github.com/aws/containers-roadmap/issues/1468
https://github.com/aws/containers-roadmap/issues/1468
https://open-policy-agent.github.io/gatekeeper/website/docs/
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O| 33 ¥iml M| =0llA ConstraintTemplate AFEE|l=E E0o{&E L
Ctk8stopologyspreadrequired_template.yml.

apiVersion: templates.gatekeeper.sh/vl
kind: ConstraintTemplate
metadata:
name: k8stopologyspreadrequired
spec:
crd:
spec:
names:
kind: K8sTopologySpreadRequired
validation:
openAPIV3Schema:
type: object
properties:
message:
type: string
targets:
- target: admission.k8s.gatekeeper.sh
rego: |
package k8stopologyspreadrequired

get_message(parameters, _default) =3D msg {
not parameters.message
msg :=_default

}

get_message(parameters, _default) =3D msg {
msg := parameters.message

}

violation[{"msg": msg}] {
input.review.kind.kind ="Deployment"
not input.review.object.spec.template.spec.topologySpreadConstraint
def_msg :"Pod Topology Spread Constraints are required for Deployments"
msg :get_message(input.parameters, def_msg)
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CI2 ZEE constraints YAML OHILIHIAEE Ho{&L|
Ctk8stopologyspreadrequired_constraint.yml.

apiVersion: constraints.gatekeeper.sh/vlbetal
kind: K8sTopologySpreadRequired
metadata:
name: require-topologyspread-for-deployments
spec:
match:
kinds:
- apiGroups: ["apps"]
kinds: ["Deployment"]
namespaces: ## Without theses two lines will apply to the whole cluster
- "example"
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https://github.com/kubernetes/autoscaler/tree/master/cluster-autoscaler
https://karpenter.sh/
https://kubernetes-sigs.github.io/aws-load-balancer-controller/latest/
https://coredns.io/
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» RemovePodsViolatingTopologySpreadConstraint

» RemovePodsViolatingInterPodAntiAffinity

» RemoveDuplicates
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https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#inter-pod-affinity-and-anti-affinity
https://github.com/kubernetes-sigs/descheduler
https://github.com/kubernetes-sigs/descheduler?tab=readme-ov-file#removepodsviolatingtopologyspreadconstraint
https://github.com/kubernetes-sigs/descheduler?tab=readme-ov-file#removepodsviolatinginterpodantiaffinity
https://github.com/kubernetes-sigs/descheduler?tab=readme-ov-file#removeduplicates
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apiVersion: karpenter.sh/vlbetal
kind: NodePool
metadata:
name: default
spec:
disruption:
consolidationPolicy: WhenUnderutilized
expireAfter: 720h

9| 22 WhenUnderutilized E=& A8 consolidationPolicys QU&LICIWhenEmpty.

« consolidationPolicyE& Z A% 3™ WhenUnderutilizedKarpenter= S&2 QIS ZE &=
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https://karpenter.sh/docs/concepts/disruption/#consolidation
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apiVersion: policy/vlbetal
kind: PodDisruptionBudget

metadata:
name: my-svc-pdb
spec:
minAvailable: 3
selector:
matchLabels:

app: my-svc
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https://kubernetes.io/docs/tasks/configure-pod-container/configure-liveness-readiness-startup-probes/
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https://nginx.org/en/docs/http/load_balancing.html#nginx_load_balancing_health_checks
https://istio.io/latest/docs/tasks/traffic-management/circuit-breaking/
https://docs.aws.amazon.com/eks/latest/best-practices/load-balancing.html#_availability_and_pod_lifecycle
https://kubernetes.io/docs/concepts/containers/container-lifecycle-hooks/
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apiVersion: apps/vl
kind: Deployment
metadata:

name: nginx
spec:

containers:

- name: nginx
lifecycle:
# This "sleep" preStop hook delays the Pod shutdown until

# after the Ingress Controller removes the matching Endpoint or EndpointSlice
preStop:

exec:
command:
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