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param(
[string] $DomainName,
[string] $Username, #Service Account username
[string] $Firstname, #Service Account Firstname
[string] $Lastname, #Service Account Lastname
[string] $saOU, #0U where Service Account is created
[string] $delegateOrganizationalUnit #0U where Service Account has delegation

#Retrieve Active Directory domain credentials of a Domain Admin
$DomainCredential =

#Import Active Directory PowerShell module

#Create Service Account in specified OU

New-Active DirectoryUser -Credential $DomainCredential -SamAccountName $Username -
UserPrincipalName "$Username@$DomainName" -Name "$Firstname $Lastname" -GivenName
$Firstname -Surname $Lastname -Enabled $True -ChangePasswordAtLogon $False -
DisplayName "$Lastname, $Firstname" -Path $saOU -CannotChangePassword $True -
PasswordNotRequired $True

$user = Get-Active Directoryuser -Identity $Username

$userSID = [System.Security.Principal.SecurityIdentifier] $user.SID

#Connect to Active Directory drive
Set-Location Active Directory:

$ACL = Get-Acl -Path $delegateOrganizationalUnit
$Identity = [System.Security.Principal.IdentityReference] $userSID

#GUID of Active Directory Class

$Computers = [GUID]"bf967a86-0de6-11d0-a285-00aad0@3049¢e2"
$ResetPassword = [GUID]"00299570-246d-11d0-a768-00aa006e0529"
$ValidatedDNSHostName = [GUID]"72e39547-7b18-11d1-adef-00c@4fd8d5cd"
$ValidatedSPN = [GUID]"f3a64788-5306-11d1-a9c5-0000f80367c1"
$AccountRestrictions = [GUID]"4cl164200-20c0-11d0-a768-00aad06e@529"

#Delegation list
$rules = @()

Active Directory MH|A ™ = 2 H|X{E 8
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$rules += $(New-Object System.DirectoryServices.ActiveDirectoryAccessRule($Identity,
"CreateChild, DeleteChild", "Allow", $Computers, "All"))

$rules += $(New-Object System.DirectoryServices.ActiveDirectoryAccessRule($Identity,
"ExtendedRight", "Allow", $ResetPassword, "Descendents", $Computers))

$rules += $(New-Object System.DirectoryServices.ActiveDirectoryAccessRule($Identity,
"ReadProperty, WriteProperty", "Allow", $AccountRestrictions, "Descendents",
$Computers))

$rules += $(New-Object System.DirectoryServices.ActiveDirectoryAccessRule($userSID,
"Self", "Allow", $ValidatedDNSHostName, "Descendents", $Computers))

$rules += $(New-Object System.DirectoryServices.ActiveDirectoryAccessRule($userSID,
"Self", "Allow", $ValidatedSPN, "Descendents", $Computers))

#Set delegation
foreach($rule in $rules) {
$ACL .AddAccessRule($rule)

}
Set-Acl -Path $delegateOrganizationalUnit -AclObject $ACL
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/data-protection.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://www.netapp.com/pdf.html?item=/media/12385-tr4571.pdf
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/storage-tiers.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/volume-data-tiering.html#data-tiering-policy
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https://aws.amazon.com/blogs/storage/migrating-file-shares-to-amazon-fsx-for-netapp-ontap-using-aws-datasync/
https://kb.netapp.com/onprem/ontap/os/What_is_maxdirsize
https://www.netapp.com/pdf.html?item=/media/12385-tr4571.pdf
https://www.netapp.com/pdf.html?item=/media/12385-tr4571.pdf
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/monitoring-cloudwatch.html
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/file-system-metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/volume-data-tiering.html#storage-tiering-thresholds
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/high-availability-AZ.html
https://aws.amazon.com/fsx/netapp-ontap/pricing/
https://aws.amazon.com/fsx/netapp-ontap/pricing/
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/supported-fsx-clients.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-manage-prereqs.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/modify-volume-tiering-policy.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/modify-volume-tiering-policy.html
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/volume-data-tiering.html#storage-tiering-thresholds
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/manage-volume-capacity.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/modify-volume-tiering-policy.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/modify-volume-tiering-policy.html
https://aws.amazon.com/fsx/netapp-ontap/pricing/
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/supported-clients-fsx.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/managing-volumes.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/create-smb-shares.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/volume-data-tiering.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/file-system-metrics.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_TieringPolicy.html
https://aws.amazon.com/getting-started/decision-guides/storage-on-aws-how-to-choose/
https://aws.amazon.com/fsx/netapp-ontap/pricing/
https://aws.amazon.com/blogs/storage/migrating-file-shares-to-amazon-fsx-for-netapp-ontap-using-aws-datasync/
https://www.netapp.com/pdf.html?item=/media/12385-tr4571.pdf
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