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https://aws.amazon.com/security/post-quantum-cryptography/
https://aws.amazon.com/security/cryptographic-computing/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
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https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://gitlab.com/cryptsetup/cryptsetup/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
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* AWS CloudTrail

* Amazon DynamoDB

« Amazon Elastic Compute Cloud(Amazon EC2) & Amazon Elastic Block Store(Amazon EBS)

* Amazon Elastic Container Registry(Amazon ECR)

* Amazon Elastic Container Service(Amazon ECS)

* Amazon Elastic File System(Amazon EFS)

* Amazon Elastic Kubernetes Service(Amazon EKS)
* AWS Encryption SDK

+ AWS Key Management Service (AWS KMS)

+ AWS Lambda

* Amazon Relational Database Service(RDS)

* AWS Secrets Manager

* Amazon Simple Storage Service(S3)
* Amazon Virtual Private Cloud(VPC)
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-kms-key-policy-for-cloudtrail-update-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-kms-key-policy-for-cloudtrail-update-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-log-file-validation-enabling.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-and-interface-VPC.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-and-interface-VPC.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-kms-key-policy-for-cloudtrail.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-encryption-enabled.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-permissions-for-sns-notifications.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-permissions-for-sns-notifications.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/blogs/mt/aws-cloudtrail-best-practices/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
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https://docs.aws.amazon.com/dynamodb-encryption-client/latest/devguide/what-is-ddb-encrypt.html
https://docs.aws.amazon.com/dynamodb-encryption-client/latest/devguide/what-is-ddb-encrypt.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-ddb.html#iam-policies-ddb
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DAXEncryptionAtRest.html
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DAXEncryptionInTransit.html
https://docs.aws.amazon.com/config/latest/developerguide/dax-encryption-enabled.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
https://docs.aws.amazon.com/ebs/latest/userguide/what-is-ebs.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-encryption.html
https://docs.aws.amazon.com/ebs/latest/userguide/work-with-ebs-encr.html#encryption-by-default
https://aws.amazon.com/blogs/security/how-to-protect-data-at-rest-with-amazon-ec2-instance-store-encryption/
https://aws.amazon.com/blogs/security/how-to-protect-data-at-rest-with-amazon-ec2-instance-store-encryption/
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https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/encryption-at-rest.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/encryption-at-rest.html
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_gateways.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_gateways.html
https://aws.amazon.com/blogs/containers/enable-traffic-encryption-between-services-in-aws-app-mesh-using-aws-certificate-manager-or-customer-provided-certificates/
https://aws.amazon.com/blogs/containers/enable-traffic-encryption-between-services-in-aws-app-mesh-using-aws-certificate-manager-or-customer-provided-certificates/
https://aws.amazon.com/blogs/containers/enable-traffic-encryption-between-services-in-aws-app-mesh-using-aws-certificate-manager-or-customer-provided-certificates/
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
https://aws.amazon.com/blogs/aws/aws-nitro-enclaves-isolated-ec2-environments-to-process-confidential-data/
https://aws.amazon.com/blogs/aws/aws-nitro-enclaves-isolated-ec2-environments-to-process-confidential-data/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/create-tls-listener.html
https://aws.amazon.com/blogs/aws/new-application-load-balancer-sni/
https://aws.amazon.com/blogs/aws/new-application-load-balancer-sni/
https://aws.amazon.com/blogs/compute/maintaining-transport-layer-security-all-the-way-to-your-container-part-2-using-aws-certificate-manager-private-certificate-authority/
https://aws.amazon.com/blogs/compute/maintaining-transport-layer-security-all-the-way-to-your-container-part-2-using-aws-certificate-manager-private-certificate-authority/
https://www.envoyproxy.io/docs/envoy/latest/configuration/security/secret
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-mutual-tls-file-provided
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
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https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/config/latest/developerguide/efs-encrypted-check.html
https://docs.aws.amazon.com/efs/latest/ug/efs-enforce-encryption.html
https://docs.aws.amazon.com/efs/latest/ug/efs-enforce-encryption.html
https://docs.aws.amazon.com/efs/latest/ug/efs-mount-helper.html
https://docs.aws.amazon.com/efs/latest/ug/efs-mount-helper.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/efs/latest/ug/using-iam-to-enforce-encryption-at-rest.html
https://docs.aws.amazon.com/efs/latest/ug/using-iam-to-enforce-encryption-at-rest.html
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https://docs.aws.amazon.com/whitepapers/latest/efs-encrypted-file-systems/encryption-of-data-in-transit.html
https://docs.aws.amazon.com/eks/latest/userguide/getting-started.html
https://etcd.io/docs/v3.5/faq/
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-encryption.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-encryption.html
https://github.com/aws/secrets-store-csi-driver-provider-aws
https://docs.aws.amazon.com/eks/latest/userguide/ebs-csi.html
https://docs.aws.amazon.com/eks/latest/userguide/efs-csi.html
https://kubernetes.io/docs/tasks/administer-cluster/encrypt-data/
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https://aws.amazon.com/blogs/containers/using-eks-encryption-provider-support-for-defense-in-depth/
https://aws.amazon.com/blogs/containers/using-eks-encryption-provider-support-for-defense-in-depth/
https://docs.aws.amazon.com/eks/latest/userguide/enable-kms.html
https://docs.aws.amazon.com/eks/latest/userguide/enable-kms.html
https://kubernetes.io/docs/reference/access-authn-authz/authorization/
https://kubernetes.io/docs/concepts/configuration/secret/
https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://github.com/kubernetes-sigs/aws-encryption-provider
https://github.com/aws/secrets-store-csi-driver-provider-aws
https://github.com/aws/secrets-store-csi-driver-provider-aws
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
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https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/programming-languages.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/supported-algorithms.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/best-practices.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/configure.html#config-keys
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/configure.html#config-keys
https://docs.aws.amazon.com/cli/latest/reference/kms/re-encrypt.html
https://aws.amazon.com/blogs/security/improved-client-side-encryption-explicit-keyids-and-key-commitment/
https://aws.amazon.com/blogs/security/improved-client-side-encryption-explicit-keyids-and-key-commitment/
https://docs.aws.amazon.com/kms/latest/developerguide/requests-per-second.html
https://docs.aws.amazon.com/kms/latest/developerguide/requests-per-second.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/data-key-caching.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/thresholds.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/thresholds.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/thresholds.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/thresholds.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/implement-caching.html
https://aws.amazon.com/blogs/security/aws-encryption-sdk-how-to-decide-if-data-key-caching-is-right-for-your-application/
https://aws.amazon.com/blogs/security/aws-encryption-sdk-how-to-decide-if-data-key-caching-is-right-for-your-application/
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://aws.amazon.com/kms/features/#AWS_Service_Integration
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#kms_keys
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html#key-policy-default-allow-root-enable-iam
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html#mrk-sync-properties
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requestedregion
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#grant-best-practices
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
https://docs.aws.amazon.com/kms/latest/developerguide/enabling-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/tagging-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/programming-aliases.html
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awskeymanagementservice.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awskeymanagementservice.html
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https://docs.aws.amazon.com/config/latest/developerguide/iam-customer-policy-blocked-kms-actions.html
https://docs.aws.amazon.com/config/latest/developerguide/iam-inline-policy-blocked-kms-actions.html
https://aws.amazon.com/blogs/mt/identity-guide-preventive-controls-with-aws-identity-scps/
https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-auth.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-encryption
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_WorkingWithParamGroups.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.Keys.html#Overview.Encryption.Keys.encryptioncontext
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html#Overview.Encryption.Enabling
https://docs.aws.amazon.com/config/latest/developerguide/rds-storage-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-snapshot-encrypted.html
https://docs.aws.amazon.com/securityhub/latest/userguide/rds-controls.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html#security-encryption-encryption-context
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
https://docs.aws.amazon.com/kms/latest/APIReference/API_GrantConstraints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/default-encryption-faq.html
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https://aws.amazon.com/blogs/security/how-to-use-bucket-policies-and-apply-defense-in-depth-to-help-secure-your-amazon-s3-data/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingClientSideEncryption.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-server-side-encryption-enabled.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/add-bucket-policy.html
https://aws.amazon.com/premiumsupport/knowledge-center/s3-bucket-policy-for-config-rule/
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-ssl-requests-only.html
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https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/userguide/security-group-rules.html
https://docs.aws.amazon.com/vpc/latest/userguide/security-group-rules.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
https://docs.aws.amazon.com/kms/latest/developerguide/best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/service-integration.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-protection.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/encryption-best-practices.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/aws-cryptography-services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/aws-cryptography-services.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
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https://aws.amazon.com/what-is/generative-ai/
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
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https://aws.amazon.com/what-is/large-language-model/
https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege

AWS HE 7tol= of CHEt 53 28 At & 715 AWS AH|A

2|E QdC|oF A|AH

M
0zl
7

= SRF HO|EE HX X%

ol
rr

AAEIRIL|C}H EndiannessE EZESHAMIR.

o
-

Z|H &&(ML)

THE QI4| B steroll Y TEIET 7IHE ALSSHE Q1B Kisol Bt RHYULICH MLE AHE QlE|Y
(loT) CIO|E{Qt Z2 7|Z E HI0|E{E BAM5tT s4stod IEIS o2 SH ZEs Maghct
KEMEt B2 7[H &8 BZstMAR

7|2 2|

29]of
HFE 2O EE MO HE HEE A4SES MAE AZEYoULICH BRols HRE] ALK
S WastLt, QIZE HEE K567, RT UMAE JIKES £ ASLICH Belofel o2k b
olzi2, #, BAIPlol, E20| Sot, ATto|flod, 7|27 S0 g Lict

AWS AMH|A = @l 2} A
A5t0{ O|O|EE M&E st A
DynamoDB= #2|& MH|A 9]

MZ A~ AAR(MES)

0I)|I

S AN L EHES AWS 2851, AAS A= A=ZQIEof HAl
FLICF. Amazon Simple Storage Service(Amazon S3) 2! Amazon
{LICt O|§ F435HE MH|AZITE §LICH.

fJxHEE +%4§, ol SHMEI MBS R Hetsts MM ZR2MAS £, BLEZ, EM3H 2 Flo]
°|O‘| A|AE-IIOIL_||:|.

MAP

olo|2Bo|M 758t =2 =8 A X SHM2.



https://aws.amazon.com/what-is/machine-learning/

AWS HE 7tol= of CHEt 53 28 At & 715 AWS AH|A

HZHUE

EFRE MEStn EF AMElE RO AU E AASId -G A T2 MAILICH o
HUES &8 Al RHAME Z&tstn 71MsHE F7I1LCE REAIEE LIS 2 AWS Well-Architected
Framework2| 2= H7HL|E

HH AH

mjo
mt
P
o
X
FO

ZE o] Ol #E| A™EE AWS A™E M elst 2E A™. AWS OrganizationsdtLt Q| 7|2 §t i
of stLtol =& M et 2 = JU&Lct

2lAATFXBHE 0T ClHEO[A | CHEF AA/F 5 THEHE 7|82 2 5t= B M2M(machine-to-
machine) E4l ZZ EZQ|L|C}.

oro|Z 2 MH|A
3 MOIEI APIE S8 S4I5T Yo 2 ARR XH¥| B0l ARSHE ARE 57 MHIAYLICH
ofE 501, 28 AAHE B, OIS Sof HIALIA ol TOH, BT, BA 59| 519 ¥

£ Y, ot
| &

o i EEl= 0to|3 2 AMH ICt. otO|Z 2 MH[A 0| O|He 2 BIMY, fodst

Tt EEE 4 aL
S, 2412 I, HALS 7H5 8 22, 29421 S0| UALICH AFMIE LIZ 2 AWS MEEIA M|
A AHZ 501 DFO|TEMHIA SEHE HEFHALL

Olo| a2 AHH|A ofZ|El &

Zt OHZE|7H0|Hd Z2MAE OIO|ZZMHIAZ A™EE S8 74 QA E AFE504 o Z 2|7 0|4
g AFstE M2 WAILICEH o248t Olo|Z Z MH|AE B APIE AFE 35104 & X o|El QIE{H 0|
AE S5 SAIFLICEH ofZ2|7|0|Me] £ 7|s0f Cist =20i %A O ot 7|Ex{Q| Z} oto|a =
E AUCIo|E, i 2 ZHE = A&Lct AFAMEH L& 2 oA 002 2EMH[A 32 FHE
A

Migration Acceleration Program(MAP)

N
Ho
0¥
u
AT

o

tT =7| ofo|adio|M HIZ S ArAH5t
st AWS Z 2 Il |CtH MAPO|E Bl
oo zifo|4d B 20t ekl oo e (o]
g Elo] /A&LCt.

-1
A
OII

ZXo| ElE=R ™MEHs
= ME I
— L. =2 O

ol ==0| &l &

ﬁ

r [

> T

o |0 o
ity

Al oto[zefloldE ~MAH
M ALtE|2 & RtS3tet

d [©
e
HT 1> > i

I--IJ>|
B o
i



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html

AWS HE 7tol= of CHEt 53 28 At & 715 AWS AH|A

CHT+2 0Fo|22f|o|M

OfZE(70ld ZEEE|20| CHCH~E {0|EE Soll 2EtRE= 0|Sste Z2MAR, Zt 9o|E
oM o B2 H% |70l o] Cf W E £ 2 o|SELICt O] EFAMHE 0| BHA[0AM B2 2
AtEiet B ES AFEstod B, =7 & Z2 M4 0| 0to|ae oM HER|E F3dsto] AkS3t A BIY
gt MESE Sall /2 == oto|aeo|ME ZhAStEfLICH 0|22 AWS 0r0|Z1ef0|M HEfo| M| &
A L C

olo|zgilo|Md HE 2

HESISID UL K3 Y4E So S22 slolaBolE Vs ols Bl ool
JolM BE B Eols YHHoR AZEIENM Y w<m4m L& 2A7H U £Q7, 0O
80144 AX|LIod, JHL K, DevOps HETH7H ZEEILICH HEIZato|= ofZElAH0IM ZEES)
29| 20~50%E & M2 AR AXEE £ 9l vEElE HEHOZ TAE0] YSLICH KA

3 Lige ol ZHx MES| 2eteE npo| 230l BE 2| 7hol=9f ntola oM e Blof Cit
Mg HxsAlR.

oto|zd|o|44 HIEtE O|E

otola@lole 2= ste of TR e ofZ 2/ 014 L Muol CHet & 2t ool ol miElol=
M= CHE otolzaolA HIEFEIOlE] ME7H ZstLct. 0to|1a oA HIELEIOE 2] 2 = CHA
Meul "ot 3 & gl AWS A Zo| laLct,

Oto|=1ef|o]M mHE

A& X|= Otolzelo|4 =, oto|a o]+ i, oto|z 2ol o E2l7H| 0| EE= MH|AE KA

o
o| dHs5t= EHF 7hseh oto[adio|M LTt of: AWS Application Migration ServiceE AHE
504 Amazon EC2Z 0Oio|1dio|ME ElZABIELICEH

Migration Portfolio Assessment(MPA)

Z oto|ago|Mst7| IF HIZLIA ALRIE AE5t7| /et HEE MSste 2t =7 Lt
AWS ECtRE. MPAE #AMEt ZEZD|Q HWINAMH MHE 72 =M, 712 #%, TCO H|u, 0t0]
J20|M H|E 24d)et oto|a ol A& (o EE|7 0| Ti|o|E| 244 2 H|o|E{ =&, o Z (7|0
M O g3t, otolaeold eMEe| XM, flol2 HE)2 MIELICh MPA EF(ZO0 He)E 2
E AWS ZAMHEQ APN TIEL{ ZAMHETJI FEE AISE = JU&LICH

oto|ado|M EH| e HIHMRA)

AWS CAFE AlE35lof =&
1, AlEFE AR E SlAGH| 2

o|M &=H| 7t0|EE & ZE5HAAI2. MRAE AWS O0|284|0|M M2Fo| & EHmY EHAH|I Q)L



https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://mpa.accelerate.amazonaws.com/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/

AWS HE 7tol= of CHEt 53 28 At & 715 AWS AH|A

oto|zzeilol4d H=f

9Z2EE 2 nto|adolMshe Ol AHSEIE M2 WAIRILICH AWS B2tRE.
80{Zlo| 7R B =2 AE D T2 ntol2B01MS T4 85t 2lsH 5 S

#Hchat
HISS M BB FO0IT HAS B3| I3 TARIHA EE D=4l ohEaIA o)A
I ST olzatE Betesol M E2A0|: 718 A0| £ AIAHOR MEtsHE ZeLich
REMIEH LIS 2 o ohZ BIA| 0144 BAChSH TS A SHMS AWS SEH2E

#HCHst ZH| Aef ot
£ = OfE2|FH|0l40] BThEt FH| AEHS THetstT, OF, 9IE W B4 Agstn, T3] 3T
OHEZIHOIM| #3 MEIE DL & KIHY 4 QXIS Helsts ol Z0| Sl BotelLic
Tl AT ChA of7|=iR|ol AR, HChS ZRMA 0| T TS Ol UAE S RHMIS| s
2o 3 mhotE HAHE siAshy| S A% AEILICH AHMIE LIS 2 of ofE 2l 0l4dof Chet
FiCHsh Z 0l AEl BoHE AZSHML AWS ZBt2C

2= BB OIM(BEEIA RF)

2UsHA HAPE ZENAS AFS5H0] B MHIAR AHEIE OHEEIHOIMILICH D=4 of
2|7/ 0l Mol 2 7hX| EH0| RlesLICh Bt OB EIAH 014 JIS0ll Chet +27+ SFsHH TA) of
7|=i% 728 ZSH0k BLICH T HlolAT} HXIH 2i=alA| ofEEIAOIMS Tls
L JHAMSHE HE of SESHZILICH Ol2{3t 2HIE s#Z5t7| 215 0Ho| 22 MulA of 7=
3 4 QaLIch AHAIE I8 DHO|S2MEIAR Dal4 98 2318 A XA,

J—m m|o
2Py
ﬁw_
Q'I_l
X

MPA

Oro|aeiol/M XEZEE|Q BIHE HESHAMIR.

MQTT

HAIXKICH7|E HE E5H TMES HESAMR.

HE|ZCHA EF
0ic{ EEiA0f CHE o F(271 ol & o At & stLt o F)E dgsts Ol =20| =le Z2MAL
Ct. o & S04, ML 2&0| '0| M &2 MR7t2, ASAQIIR, FUERIIIR? E= 0l 10| 7HE

HHE 4E ME HFe FRUIIR?EtT 22 = J&LICH



https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS HE 7tol= of CHEt 53 28 At & 715 AWS AH|A

HE 7t

oIr
ro
o
|H

ct

Z2EHM Q3 EE%%%?%OMﬂE°HMEﬁL*“&_Eé HHEJ
olF 7tsdE

IE"z: o
AMEHE AIRE Zdg HAHEHL|CH

3]
0x
|5 >
Hu
0x
pial

LE[T HMHA KMo HZEsHM L.

olo|adjlojM Z2MA B AA I 27 FSEE|E oFo|adolM YWedlLICH o] 2 71E &
X| B7tE itstH YEtMoz 21 S26tX| pf2 3 ==0f AFSELICH

Ol
A SEE HEstMR

OLA

rr

AAQERCE Qmalol AE|E MEHsHX| 25T CHA AlARIO] 2 AFSHE OFO| a0l el
o} Y32 Cof (7T ofZ2iFolMe Dol aaolM EolE A4 RS 4+ Qe of we
HE EX| AP EE AlASE St YHHoR EQ3 REM a2 Cof AR ELICH

OPC-UA

ofr

Open Process Communications - Unified Architecture& & Z35tMIR.

Open Process Communications - & & 0OF7|ElX{(OPC-UA)

|8t M2M(Machinemachine-to-machine) &4 ZZ £ 2 QlL|C}. OPC-UAE Oi|O|E]
3, QI1E L HEt Ro{ HAHL &5 REY EES MIELICH

mo rx
bor 12
Pal
Ol
o
i
4o




AWS HE 7tol= of CHEt 53 28 At & 715 AWS AH|A

MHIA &0 2het Alef(SLA)E X|det7| flsh T IT 2&O0| MZollH MSst7|2 oF&E LIS
2 B2l st Aofluct
E|

CIAHE 4 758t Zoljlo] QI olslf, W7t ofl¥ &F= £E0l= Ol E20| ZlE AR A3zA
E gl gtgd @] Abgi|@lu|ct. XM LH2 2 AWS Well-Architected Framework2| 28 &H| AE

S| 40 &7 2550 A 2, H| 2 QZELE Mo{stE StES0] L AZE Qo] AlA
HolL|ch MZolM OT 2 HE 7|&(IT) AIARICS| S& 2 Industry 4.0 33410| 34l FHQL|Ct

o
4o
N
(=3
x
o
02
fjo
.?nl_'
)
lgﬁ
Q'I_I
rr
|H
HU
=
I

N
o
o
o
\_?ﬂ
e}
Ofm
]
mjo
4>
e
]
rC
[ul
pal
>
ok
L

Z& | 2Eol Cigt ZE o|HEE ZZ AWS CloudTrail 3H= AWS H|H oM MAE FXL|ct
AWS Organizations Ol EQIYUe =Zloj &8 ZH AWS A off MME|1 2 Ao 58 £&E
LICk REAIEE L& 2 CloudTrail 22| Creating a trail for an organization2 & X35t A AL

= Z| g7 ZE|(OCM)

Hu

AtEf, 23t Y 24 #-olM Soist . oho|XQl HIZ LA SHAS

Ct. OCM2 #H=t ME{E 7t&3tst, [ 22X E sidstn, 25t &

M ZZ0] Mz 2 Aa" W ME S EH|stn e & U= X[ LICH AWS
|.

oM ECIRE AE T2 ME| ZHRF!

o
LICH RtAIEE LI 2 ALS 7I0[EE& HESIMAIR
LE|Z! HMA K0{(OAC)
CloudFront0| A Amazon Simple Storage Service(S3) 2EHIZE E353517| I HMAE X|Etst=

12 SMULICH OACE AWS KMS (SSE-KMS)E At88t 2E M & 5351 AWS 272+ S3 H
Zloj| CHEF &2 PUT & DELETE LF0IM 2E S3 H{Zl2 X|§E L ct

Q2|7 YA ID(OAI)

CloudFront0i A Amazon S3 2EI=
5t CloudFront= Amazon S37} @l



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS HE 7tol= of CHEt 53 28 At & 715 AWS AH|A

X CloudFront bH

ZE SSHME S3 HZlo| ZExO| AMAE £ USLICH O MESED FA4E
M2 KoIE MZ s

OACE EZSIAAR.

ORR

28 72 HZsHMR.

OlRHIRE (S

<
B
@)

AWS Security Reference Architecture0ll A= O EE|Z0|MT O 2
O|AE H55t7| I QIHI2E, OFRHIRE U ZAH VPCE HIESIT A

LICH

P
et A

ArERLE 4o 7HE = Qe ZICH HetE ddst7| 28 IAM EoF Ao AAE= IAM EE[
k=1 S

= x
[ =
FHRIL|CH REM[EH LB 2 1AM B A e| HEr ZHE HESHA AL,

FHRl Algd HE (PII)

x|3 E7{L} CHE 23 OlO[E{S BT W2 XIS I JHRlo) AIME BElMeR SR Ol AR
£ ol HEQILICH POl o2 OB, 4, 912 K2 50| gL

SELcolM #A 2% JI52 MBsHe S 0H0|TEOIMI} BT 51912 TR sHe YA0| A
BolE pALICH BalojSe AT 2IE, RESHE 2 T HOiSE BES eYsts ol TR
B L2 A ALFEH Q00| HEHE FE 4 gL



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS HE 7tol= of CHEt 53 28 At & 715 AWS AH|A

PLM

I.

- ), BHA ZHE K|IHSFHLHEIAA 7|8 22 &),

£ U= A AWS Organizations &L|CHA{H|A |04

BHolst HLHRIZ B 7|¥
D E AR ChEt 2ich Het
=

mo (0%
o ok
mot

~
x
o

.

—

GO HMA THEH X 7|E F AHYE T|Elez SEMo= POIHEA-IHI/\QI olole &2 E 2]
7|& A= oto|2 =2 MH|ATH S YU CIOIE AEEIX| 7|&2 AI8dtE 2 7+ EM7H &5t H
Lt 4S50l MatE =+ U&LICH 27 Argol 7+ &eet E|0|E1 AEO'IE A& 3t 0ol 3 2 MY

AE O A FHst T S HHHEE =Y = A&LICH XpAM[EH LI82 DFO|3 2 MH|A A

OlF X|&E &3 E ARSHAAR.

XEZC EIt

oto|z2ei|olME 7 =lst 7| <lsl of & 2|7 0]

i
T2 MAULICH RHMIEH L2 0to|a 8|0l EH| MElf BIHE R ESHAAIL.
274X}

WHERE HO0{|M falsedtA o2 Q|x|$t true EEEE HIEHSHE 22| ZZAQILICE

ZUR FAICH2

& ol #2le| Hio|HE EE{@stE Tlo|EH oA 22| =|X3t 7[-lL|ct o|ZH| otH 2 AHIS
ClO|EH Ol A0 HMSt 1 XM E|stoF st HIOIE 2| 2ol E0{E1 #2| Y50l THELIC
of| & & Ko

O|HE g2 S X[t & MAHE 2ot Mo{L|Ct O] Moz HIER o CHEF FE AMALE A
| et= #HE g UX[ste ol =20| &= 17 Zo{MUL[CH ApMEH LH& 2 Implementing security
9| Preventative controlsE& & Z3HAA|2.

|A~A00 AMAE = AWS U2l AEE[RLICE O] AEE[= LMoz | AWS
FE MEXRIS| RE MERIAULICH RHMEF LIS IAM HB M| g E0{ & 7
HZsHAA2.

ol
n K
i

[
]
2
F|ﬁ
z
X
HT
HI

59


https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts

AWS FHE Fhol= of gt ot 35t 2o Abefl & 715 AWS AH|A

Amazon Route 5301 A{ &tLt O|4f 2| VPC L =212t 5t =mH|lod| CHEF DNS #{2loi SE et &
ol cier FEI7H HZ Aol ULIch REM[EF LIE 2 Route 53 B MLl ZEto|8! S AT

[=)

TH 0|&EF BlAAS HHZE WX|GHE S MAHE 2ot Mo{LIct olz{8t Mo{= BlAAT Z2H|
MIE|7| Mol B|AAE AMELICEH BlAAT HEES £E45HK| toM Z2HIMHIEIX| et&L
CH XEMIBH LIS 2 AWS Control Tower B A Q| &lo{ 2% 7l0|=EE 2t &= st 2O Ao 7340] A
oy MoiE HEFML. AWS

NME =8 F7| ZE2|(PLM)

A, e 2 EARE 8T 2 sk, HFR L HMHol| O|=27|7HX| ™A =B F7| St MFZF ol o

FEILICH

ZTETE 7Q
BHLLM ZEZEQ| EUS IS TFLEO| QMO ZE AS5t0{ LIS SE S MggLct o] 7|
He S 2YS 5H2 HYo 2 LiF7{Lt oflH| SE S BtEMo 2 7 A|E st L =& St O A
EELICE 0| Sl 22 8F | Mafdu gt g JHMstn 2t MESHE[T 7HRISHE At E
UE = JU&Lct

AL

75t
HIOIE{MIE Q| 7HQIl AlHX}E RIE2| EAIR Zto 2 HitE Z2MAQLICH 7tHEE 7HRI HEE &
Z5te O 20| 2 += JU&LIct 71E5HE olo|E= 0{Z™6| 74Q!l Cllo|E 2 ZtFElLct.

HAl/7 = (pub/sub)

OO|ZEMHIA ZHol HIS 7| 418 R[50 =& SEHME LICt. o & =04
OtO|Z 2 AMH|A 7[8F MESOA OFO|Z 2 MH[AE CHE OHO|3 2 S& = U Mo
O|HIE HIAIXRIE HAIE o= U&LICH AAE2 HA| MH|AE HE6HX| 1= M OFO[Z ZAMH|A

g Fte + &Lt



https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS HE 7tol= of CHEt 53 28 At & 715 AWS AH|A

HE| H =

SQL 27 Ci|o|E{H| 0| A A|AEI Q| T|O|E{ol UM ASHE O AFSElE X|ET 22 L7 EhAY
LICH

el A& 27

CllO|E{H|O|A MH|A Z|A3 T2 J2H0| O|O|E{H|0|A Bt EE B85 7| MELCH & %Mo A&l
MESt = BRULICH A, MEH AHE, 83 MY, &2 oteto|e vl 2 ojo|EH o] A 2l El
Cllo|ECS| ¢HE o2 Qla e g = JU&LCh.

el MY, 8H, S MS(RACHE HESAML.

Retrieval Augmented Generation2 & Z3sHHIL.

2 4494 o

ZAN7t 222 7R HFE A|IARO|L Ci|O|E{of CHEt HMAE XTSI S MHAE dH AZE
lo{ Lt

RASCI O|EZIA

7| ME L2 ME L= Hlo|EHo]Aa 2] AtE LI 22§ ¢i7| M8 SHEL R et Estod
7|2 diolEHlo|lAo| 2EE EY & JU&LICH

KA A|

[m

Q 61



AWS HE 7tol= of CHEt 53 28 At & 715 AWS AH|A

Recovery Point Objective(RPO)
Otx[2f HIO|E |7 AlX 0|F S8 &l= z[cH AlZFLICE ofof ket otx|2 S| Al MH|A& &
Tt Atolof 31& == HIOIEH £ 42 ZtF &= Hel7t A™-ELICH

Recovery Time Objective(RTO)
MH|A SEI MHH|A S/ At0]e] &8 7H5E X[ AlZhILICH.

2B

7RE X SHMI2.

2lS
x|215] Qodol Aws Bl44 BELICH 2 AWS BIF £ LHZ e, OHEis U S A2 HB 6|
SlsH M2 ZHalEln SEMULICH AHME LIS S AZOIM ASE £ o= XIHS FZ AWS 2IH
StAlS.

5|7
%Xt 22 oiFsHE ML 7I-ILICE o8 Sof, ‘0l B Hotol T7EHE BNE E7| 215 ML
DS MY 517 DUS AHS5tod Fof TS LTI AbA(O!: BE)S J|Eho 2 Feyo] ojo 7t
Zg ol5g 4 AsLich

2|z AE

release

02
do
]IO

HIZ Z2MAM HE A E Z2EHHE B#E22 SAATIE L|ct,

KHHH x|

K4+ OH
7RE FZESHMR
=23
SHo| MEstHLE STE = U= ofE2IFo|Me| 7S ULICH oM SIS A=E W 178
M 577+ Lol 7 AFELIC AWS 28R E. RFMIEH LI 2 AWS EEtRE SRS

ol
=
HESML.



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://aws.amazon.com/resilience/
https://aws.amazon.com/resilience/

AWS HE 7tol= of CHEt 53 28 At & 715 AWS AH|A

2l4a 7|H YA

Amazon S3 HZ, ACZQIE, 225t 7| S0 ElAA0] HHE HMLILICH 0] ROl HHM2 x|
A7t 51BE 2ot FA, KIUElE Sy WSS *

RACI(Responsible, Accountable, Consulted, Informed) OHE 2| A

2.|='
o
9'|_|
rr
N
m
B
Y o
mo J

Hot 7|E0 M dofLt AL REXQI o|HEE sidst =5 M7AE 2ot Mo{iLch RtMEF Lig2

Implementing security controls on AWS2| Responsive controls& & =35t & A|2.

retain

HZESHMLR.

7

n
fjo
x
0x
g'l_l
N
>
2
—
—
E
o
Hob
m
2
o
o
>
[>
o
I
=3
30
rr
>
Jal']
ok
4>
30
rr
2
o
o
>
[>
M
ik
P
Q'I_l

AEFE Al 7= x| Al
st ol0| AME =&E = U&LICH RtAE LI82 RAGE FAULITE HZsHMARL.

imex|
B4R 2ot 015 HEo| HMASE [AE O oA BHE7| flal 2o 5 E FIIMo 2 A
O|EstE T2 MAQILICH

& 3l 4 HM|A X|0{(RCAC)

HMA E0| HelEl 7|20l 48t sQL
2 FdELch
RPO

EH
e

AlE A8 ELICEH RCACE & Mt & otA3

ST AHSEE HRotMR.

=7 A7t SES BESMR.



https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/

AWS HE 7tol= of CHEt 53 28 At & 715 AWS AH|A

2is
=5 AU S8t ol LR Y| 45 FE AHS YAULIC Yittoz oRgol s ¢
= stojolLt MAHE 7ZhAS5HY| QIsh S BrE LI

SAML 2.0

B2 ID M3 U#(idP)ollM ArE 5t JHL ™ EEQLICE O] 7|5 & A8 35HH 28 SSO(Single
Sign-On)& AWS Management Console At& & = QB2 ALS At 2o 2E ALSAtod| CHSH
=2 o

IAMO| M AFERIE MAMSHK| A0 23QI57{LE AWS API 2l S £ + U&LICH SAML
2.0 7|8t meilo| Mo CHEt REMIEH LI 2 IAM AE M Q| SAML 2.0 7|8 H|{Eo|Md HEE &=
SHAA|IL.

SCADA

Z= mof 2 OlolE] EE 2 HZXEAMR.

SCP
MH|A X0 HAME =M

secret
o= &% E= AMSKH AHE 1 Zo| ¢S 3tEl Ao 2 X{&35t= AWS Secrets Manager”7 |2
= MetE 2T JU&LICH 2ot &t Z2f0t HIEHH OB E FHELICH 2ot &5 242 HiO|LHE]
Ct BEXIYE = 048] EAFL Y &= Q& LICH KM LH& 2 Secrets Manager 2425 M 2| Secrets
Manager 20t 2t 3 0i 0| [UELIN?E RZJIML

HdHE Set 2ot

A e Z2 HAE E| 202 TEd5tE AAH] AIX|L|o{R! M gAIlLICEH
H ok Ko

Q1% X7} ok Flora
-

= N = MEE
L ULICH EoF Mofoll= oY, B Xl CHE X ALH ol of 1| 7| &2 {0l A&LICH

=or Zst

74 EWg S0f T 7ol ChEt X{FS S0l= ZMAYLICH Of 0|4 TRsHX| g2 2144 X
74, El4 Mt Rojol Hot I Abe| TH, T4 Yol SRS Y5 HIE A4S S0 50| 047

64


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html

AWS HE 7tol= of CHEt 53 28 At & 715 AWS AH|A

Hol & 9l oHIE BE|(SIEM) AIAE

Hob ME BHE|(SIM)QF E o O|HIE BE|(SEM) AlARIS Zstste EF L ME|AQILICH SIEM Al
AR2 M, HESIT, ClHtolA U 7|Et 2201 CIOIEIE +F, BUER & BAstof AR 2
(o]

oF ElSHE B Kot LEIS SG&Lich

2ot OHEN AR STt L SHZSES AT AFK HolEm Z2 I YE Tt
Olz{3t A SSHe ROt 2 ALRllE TEistE O £20| Bl Bl Ei CHS AWS 2ot Kof A
gUCH XS 8H 2ol 2= VPC £ OF =7, Amazon EC2 QIAEA WX| M& E= Xt
5% 2# So| YaLict

e & ot 23t

CIOIEIZ AWS AHIA 4 Al5H= T} CHAFOILA CIOJEIE ot & 8h8tLict
MHIA Rlof H™(SCP)

AWS Organizations0ll &8t Z=/0| ZE ™o CHet HEt2 5L BB ASZE Mo{st= AL
Ct. SCP= 2[Rt AA8 Xt = A 2 IS L

2 ®OlFLIC SCPE 58 2= FE HE =

U XIHE = JU&LICH RHAlE LiE

M.

MH|A AEXZQIE

off cHer T el URLYLICE AWS A—II:IIA. AEZoIE % AtEstod o MH|&o Z2aeid &
Alo2 IFE 4 U&LICH RIS LIS 2 AWS i ZZ 0| AWS MH|A A= ZOlEE &4

MH|A =Foi 2-8F H|2F(SLA)

IT &o| nZof|H| MZ35t7|2 5T LY

0l
2
X
T

>.
N

S Mz 2 85)2 BAIE Aokt

MHIA £Z X|E(SLI)



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html

lgj
H
il
Rl
&
=)
i
olr

>
=
%
x
E
>.

AWS HE 7tol= off CHeh &f

SEC 2O U T F4E AWS 2Isi9t TR MY MBsHE THALICH AWS £ B+
SOl Hotg HESHE U, ASAHE B2teCol Bote BEELICH RIAE LI8S B5 MU D
=

SLA

MHIA +=Z HSE HZESAML.

SLI
MH|A =& EAZ|E HESHAL

SLO
MHIA =& SEE FX5HME

2% ol Az 2
HOHS Z2MEE 25T 7HS S| I3t IERLIC M2 JI5T ME YElavt HolsH
$4) j0| BHE/0] MEZR HE Ho| BHE0{TILICH 018 S3 ZHO| AT MH|A FRE X
SHI, YA A JHMSHT, A5 HAS XIME £ JBLICH RMIE LSS ol ofZ a7
Ol #Arhstoll ChEH EHAlY M2 WAIS AZ MR AWS Sat

SPOF
Crol BHoH XIBS AESMR

AEF AZF|O
stLtol 2 ME El0|28 A8 shol ERMM £ SHE ClOIEIE ME ST Lt olarol &te &
B EI01BE ABSH0{ ClOE| S 88 HTSE HOlEHOIA 2T 2L 0 TAE HOL
glofsteA i HIALA QHBEIMARO R MRS LI

Strangler Fig THE

A MK ALH 715E HEMez OhA| BFdstT WAsto 2=
&t

M2 44 ol H{EH2 F3int 20| LIFZ Xet 25 SFE 94

I



https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html

AWS HE 7tol= off cHgt ek & 3t @ Ab2fl L 715 AWS AHIA
St CHASH= 40t HIKELICH Martin Fowler7t 2= 2|4 A|ARIZ CHA| 2HdE [ RS el
sl= dieHo 2 o] mE1S Tl L|cH o] MBS XMsts de{o| o = 9-IE1|O|L-I 2! Amazon API

2 M|

GatewayE Al&35104 7|Z 2| Microsoft ASP.NET(ASMX) AE MEIXMOZ FLHsSISE W

0

VPCO| IP 4 HRILICEH MEH2 BU 7HE FAHol| & F3ljok &Lch.

# 5 Mo A Cllo|E{ E5(SCADA)

1M stEF012F AZEQ0{E ALEsto] S 2|X Attt Z2HM 5fdE ZLIE st AlAH

i

B

St 7|1 M350 LIOIEE & =36t S35 6t 53t & ULICH

M EIAE
AEX &5 2EE AlZT0lM5tod A EXME HXISHHLE H52 ZLIEZStE YASE A
ARIZ E|AERLICH Amazon CloudWatch Synthetics& AF8 35101 O|2{8 EIAEE A& 4= Q!
=
= .

22 ot 7|-2f Ho{LICH B E AFEstH Bl
A, del, dM & ZEEE = JU&LICH REAEF LI 2 AWS 2440 EfT X|

gE = =
CHY B
K= MLOIM ol E35tEdE gt 2, 2t ¢t E FLch olE S0, M= dHolM cHe M

ME Z2gY + A&l

T 67


https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html

AWS HE 7tol= of CHEt 53 28 At & 715 AWS AH|A

.
=1 H

0
I
I

HEE ol TS &2 FHstc Ol AISElE =T ULICH XY SSols HS2 79t 2t =8
5 +

=
OF & Ut 5Q] B2 0| LBHEI0] UALICH 2t UE B0l CHEH 014 22 AlZH ARK U T &

SEEE:
£
ML 20| &8 4 9l Hl0|EIE MBste ZLich &2 Clo|Efolis HEro| Z#Elofof &L
o} st ¢ TBIES &2 ClolEolM CHAH @IS shad Eholl 2121 ClolE S48 thE st e
51, OlB{8 HEIS Hrists ML 282 S4B LICH 22 Ohg ML 2US A8stoi iy e 22
= A CIOIE{ol CHEH i =52 & 4 USLICH

& HolES o]

VPCS 2Zh0/A HERIE 435 HAZZst= O ASE = Qe
8t LI 2 AWS Transit Gateway AdE A 2| T& HO|EL| 0|2 Foi¢d

Eda 7|83 E=2

LR} 715 SRRIOIM RHZ 7158 TEST HIAES CH2 ST HZ ALES 7|2 2@tz
Hersts M WAIILICH 01F VIR H@ils Y, Z2EM o/ U Z2EM B0 £RHo
CEE

MEE 4 i ML

AEXIE CHA15H04 AWS Organizations & SHE Ao Z X0 ZHe SIS X|H= M
I:I|¢01| e 204 AZE = e MU|AE ZE M ZF A ™o AMH[A 48 dES

212 SAELICH RHMIEH LIS A Q| CHE AWS MH|A 2 AWS Organizations 71 AHS £
2= 5tM 2 AWS Organizations .

2AHAQ| BT of2{ B LU ol g S0, @
CHE CHE AITOIM Ol2{2t EAIE 042 B Brstod

I|xt & EHo|H SESF AT DevOps B. IIAt F # Bl 2= AZE0{ 7o Rlod 7HsEF #
ol S5 &d 7|E[E EEELICH



https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html

AWS HE 7tol= of CHEt 53 28 At & 715 AWS AH|A

C

FAIA]
=o

ML
ot

ol& ML 22| AME|IHE XollE = U= FHEESHU SRS HU LEX(X] 2 HEE LIE
Li= 7HELct St Adols F 7tX| 0| }gLct QlAIBXM S AMH2 Xgtxo|n S
8t CllO|E{od| o|5H W M5t= dtMH, @45t E=2F A2 O|O|E{0f LIKHEl = 0|= 2t FEH2{4of 2|5H
g MSHLICEH RFMIEH LI 2 Quantifying uncertainty in deep learning systems 7F0|E & & Z & & A|
Q.
AHESHE|R] f2 &
ZIQ & K|2 2|5 MQXHHIHI ’5! 401 74 x|E ME3EHHL 3

=3 8% 7E S0l UaL
49l 87

AEEX|E Elrstn 952 THAIFIT] flcl S UHI0IE = HE| Y S st HIO|EH| O]

r

EH7T K04

CIZXEE|e &4 FE HEW 22 HE AEE FHsts Z2AHA & EFLICH

VPC I|0o{¥
Zotold IP F4E A85tod ESEHE Bt *BE = I st F VPC Zhel AZILICH RHMIEH LY
&2 Amazon VPC MEA2| VPC T|o{2/0[Et? g B ZSHMAIR.

|OFA—|
o

s

>
[>
HL
jo
Irg
02
>
N
rr
>
|H
[m
Ho
=
g
rr
Q'I_l

M
Jo
=
!
]
e
-
ful



https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS HE 7tol= of CHEt 53 28 At & 715 AWS AH|A

& FHAl
Kb HMASHE 2|4 22 CO|HE Z&sHeE HIH FHAIJLICH HIH FHA|| M CIO|E{H|O|A Q1A
EHAE 212 £ 7| 20 F HE 2L ClAT oM ol HJECt WS Lch.

2 dlolH

AH M2 5tx| b ClolEILIC 0/& ERol HlOIEIE #HalY me Yoz XA =&
2|27}k S ELc

o
o

A
T
M B ZEQt ofH Aoz E ZhAEl & T Eof OS] AlLHS

OIS BF S HMSHHLE S4RH ol MTH 9IS TI¥oz 3
S ol g8t

S3ste SQL B4QLIch & Bas
7t =
HA o

QaEE
T4 ™ of Z2|FH|o|M0|Lt gHllE L2 M|A Z0| HIRLIA 7HR|E HESIE ElAA Y IAE DS
dLct.

QIAER
olo|aBlo|ld ZZ2MENMH EH XU MEE EY 5t 2T 28QLICH Z I3 AEZIS S&X
O|X|Pt ZZMEO|LCIE KFTAEZE X|HELICI o€ E0{, ZEEZC|IQ {IALAEZ2 fECF
OlM 2M=2| X|Y, lol= A =&l oto|zefo|H HEHOIE =&l& HEELICH ZEZEC|IQ /3
AEZI2 0|38t AHAFE Olo|ado|Md I3 AE Rl MEsta, oto|ag|o|lM I AEZIS A9
ofZ2|7|o|MHE oto|zeflo|MErL]Ct.

WORM
M7Z|E Bt BIo| e17|E XML

WQF

AWS QI3 2 ZAZ Zp3E BIXsIAML.

gF 1 A7 BEol 217|(WORM)

GIOJES Bt 1 A1 CIOIE{7H ARIEIHL £ HEIX| 22 sHe AEEIX| DHYLICH Mt AUs
ABRHE TF OHE ClOIEIE HS 4 UXIT HBE ££ giaLich 0] CloE A5 2] Rz}

£ HEY & Sl Aoz ZhxELh

W 70



AWS HE 7tol= of CHEt 53 28 At & 715 AWS AH|A

Z

MZolo| HaZ29!

MZ ol FloFAe B8 ot B2, YHHo 2 WofLict,

M=z olo| Fefd

LLMO| 2t 42 s~&st7| fI8F XIHE MSotx|2 2ol =F0| 2 + Ue o™ (%)= MSshx| &

LLM2 AP 2 El X[A 2 AL8Sto] HUE Melsiof FLICH Mz ZFZEQ| 51tE

LZ CPU U HIZ 2| ALB 0| 5% OIEHRl of E2|7 0l ILICt. 0to| 230l Z2HMEo| M Ol
2{3t OB I OIS AR BXIsHE %0l YebsieiLict.




AWS H¥ 7t0|=

of CHEt &35 T AbE| 2 7| AWS AH|A
77 #odo = MBEIS MoiLich RMIBE Hoimh fI=2 %oio] LIS O| 4S5t ZERolls 2ol KM
O| MerLct.

Ixxii



	AWS 권장 가이드
	Table of Contents
	AWS 서비스의 암호화 모범 사례 및 기능
	수강 대상

	암호화 알고리즘 및 AWS 서비스
	AWS 암호화 서비스
	암호화 알고리즘

	일반 암호화 모범 사례
	데이터 분류
	전송 중 데이터 암호화
	저장 데이터 암호화

	AWS 서비스의 암호화 모범 사례
	에 대한 암호화 모범 사례 AWS CloudTrail
	Amazon DynamoDB의 암호화 모범 사례
	Amazon EC2 및 Amazon EBS의 암호화 모범 사례
	Amazon ECR의 암호화 모범 사례
	Amazon ECS의 암호화 모범 사례
	Amazon EFS의 암호화 모범 사례
	Amazon EKS의 암호화 모범 사례
	에 대한 암호화 모범 사례 AWS Encryption SDK
	에 대한 암호화 모범 사례 AWS Key Management Service
	에 대한 암호화 모범 사례 AWS Lambda
	Amazon RDS의 암호화 모범 사례
	에 대한 암호화 모범 사례 AWS Secrets Manager
	Amazon S3의 암호화 모범 사례
	Amazon VPC의 암호화 모범 사례

	리소스
	문서 기록
	AWS 권장 가이드 용어집
	숫자
	A
	B
	C
	D
	E
	F
	G
	H
	정보
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

