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(AWS CDK)
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 AWS CodePipeline
« GitLab CI/CD
» GitHub Actions
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https://github.com/aws-samples/aws-devops-pipeline-accelerator
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.gitlab.com/ee/ci/index.html
https://docs.github.com/en/actions
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https://www.jenkins.io/doc/book/
https://pipelines.devops.aws.dev/
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Cl/CD services and tools

GitLab CI/CD GitHub Actions

Entry points

&

AWS CDK

AWS CodePipeline

Standardized pipeline templates (Docker)

@D DD o6 &
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CloudFormation

Terraform
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scripts Docker images controls environments
L% ( _/T &
Applications using accelerators
- ® ;
| 101 |
*r—
<P O+ i
1 |
1 Configuration Java application I
| parameters l :
1 |
1 |
1 Stage 1 Stage 2 Stage N |
1 |
1 1
| (Job1) (Job1) (Job1) |
1 1
1 |
, (2002 ,
e ] 4
1 |
| 1] i
*r—
<P O+ i
1 1




AWS HE 7t0|= AWS DevOps Pipeline AcceleratorE AF&3104 laC m}O|Z2}Ql E &35}

Cholojae ohg YR EZ 0 758 BodE LI
1. DPA 7|2 744 @4 & OfE 2701 742 F|¥ro @ st CHest Chle Rig Zatsts B T
54 molZatelelLict.

2. DPAE YHIXMO 2 A E|= 471X| CI/ICD MH|A 2 23 E X|EL|Cct 5 ES A mlo|zztelo|
|C}.

3. IO|ZEtRl X2 CI/CD AMH|A X =70 SEIXQI M E 7t5E 23 BIEE ASELICH

0 ]
=

=
4. Zt mo|Z 2ol 242 0|S M 2sH 7t Docker O|O| X0l A A& E/L|ICH. Amazon Elastic
Container Registry(Amazon ECR) Z|Z X|EZ|= O|248t =71 O|0|X|E AL L|CH

5. DPAOI= A8 X XIEE + = 7|8 MS 2ot o7t 23t E|o] Q&L
6. LtO|Z2tl20i of ZE|7 0|4 S HHEZELICH AWS 22t

7. TUHE & S A mo|zetQl MAE LEtLE B M ULCH FE2 Tl AR g0 et
CHELICH

K| 0| x4
[y — |

8. O E 2|7 0| PR ALE ZEEfLICH 24 7|s AB2 H
.|

e Fyme =
9. oHB 2|70l TIUM Kol 2t TatOlelE TAE LI 0l2ft 74 metolels ol zatel

! =
xtojo| S&tm} 2912 Xo|stL|C},

O Z 2[7{|0|ME DPA

CHS Ol0IX[= Java 7|2F O Z 2|70 mto|Z2tlo| & mo|ZEtQlE EoiFELICH HE F B A7
ZLH 3= AHO|IE X Z=2EHM #Zol tiZst7| f/8t 2|4 oholZgelof So4ZhLct

m m R Rk R

Initialize required
configs

Download and verify
artifact

Dev deploy

Package artifacts License scanning Publish package application

npm test Secret detection Ev'd“c:::: license

Evidence for secret
detection

npm build H npm lint

’ ‘ DAST ’

SAST scan

Evidence security
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Evidence npm tests
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https://pipelines.devops.aws.dev/application-pipeline/index.html
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ELICH HiE & EHA|7F B2UHE I == AEO|A L Z2HM 240 B Z 57| {8 2 2|A mo|Z 22l
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Publish Terraform
artifacts

Terraform format 1aC SAST Package artifacts Secret detection Dev terraform plan Dev terraform apply

‘ Terraform init

Dev terratest ’

Evidence for license
scan

Terraform validate tfsec or checkov test

Evidence for secret

terrascan detection

Evidence security
scans.

Rzt ZZH|MZ0| DPAE AFEE M= CHS At ol RalstAMIL.

o ZIEZX|EC|0|M l5tE O|HE Y2 oto|Z 22l 40| BEE 0|ZILICH & E0{pull
20i ZIAAE ZZH|XIEK]| t&LICHAWS 222 E. a8{Lt pull 30| 7|2 B3R 2 WEH |
M o o|Z eIl BIAAEN Z2H|XIFLICHAWS E8HRE

« I}O|Z2}QIL tfsec, Checkov Ll Terrascandt ZH2 Eot AZH EFE A2 5}04 Terraform oto|= g}
Rl HZE TI™5H7| Hof 2ot Xo{E M B & LICt CloudFormation| A< THO|Z 2RI cfn_nag &

Oi

cfn-linte AF2EFLICH AWS CDKe| AL mo|Z 2212 cdk-nagt AFEEHL|CH.

« DPAE ™2 Docker O|O|X|E 44445t 11 Amazon ECR 2|ZX|EZ|0IAM ZAEISLICH o|2{8t
Docker O|0|X|0f|= Terraform CLI AWS CLIZ! ToolkitZt AWS CDK Z2 =77t & E|o{ & L|Ct.
oto|Z 2tol2 MEHSH CI/CD £F Mof| 2 A|i0] HEFY Sof o|g48t =7 & AFEEFLIC
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https://aquasecurity.github.io/tfsec/v1.28.4/
https://www.checkov.io/1.Welcome/What%20is%20Checkov.html
https://runterrascan.io/docs/
https://github.com/stelligent/cfn_nag
https://github.com/aws-cloudformation/cfn-lint
https://github.com/cdklabs/cdk-nag
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DevOps Pipeline Accelerator AH&

DevOps Pipeline Accelerator(DPA)E= &gt CI/ICD MH|A & =7 & X[§gfLct. O 0
2 CI/ICD MHIA £ =7 E AF85t0d Q1= 2 } EEHIH'— 2 Q|8 mo|Zztelg E&ESlste Yo

CHer X|&at HE E MS et

« CodePipeline2 A& 3l09 Terraform & CloudFormation B Z ! Hi £

« GitLab CI/CDE& A2 304 Terraform, AWS CDK 2! CloudFormation 2/ Z 2! H| =

CodePipelineE AF& 3109 Terraform & CloudFormation ElZ 2! HY
A

DPANME & YT 25 AWS CodePipeline 2 A& 35104 Terrafor 2! CloudFormation laC& 4 Aleq
ClO|E{ & M ggfLIct. o] MMl MH=0] AbE Arzd|oll CHaH CHS HErLIC.

DPA Z|Z X|EZ2|0{= Terraform &! CloudFormation® ZC{7f £& E|o{ U/&LICt o8t 2 Eol=
CHE 5 712l 3+ EC7F =& Elod /U&LICE

« pipeline-modules -0| E2{0|l= E&&tE THO|Z 2t X E HIZ 57| I8t I =71 & E|o] U&L
Ct.

- 37E -0l EHol= DPA Bt & 2Fdoil HEZ ready-to-use &= U £ buildspec It 0| Z & E[0{ Q!
&LCt.

NI

- M4 AWS AHH

- laC RIE2 2 AI85t0{ 2|AAE ZE2H|XEE &= U= HE

« AWS CodeCommit 2|Z X|E 2| 2 CodePipeline 4 2AE MM £ e Het

CodePipeline AFHE 9


https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/aws-codepipeline/terraform
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/aws-codepipeline/cloudformation
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« cfn I|nt._ CloudFormation YAML EE&= JSON ®IZZ!Z AWS CloudFormation 2|AA AP H|1W S
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+ TFLint= Terraform ZEO|AM &AM 27 et 2
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1. Ct23} Zo| & 702 7H¥ CodeCommit 2|ZX|EE|E MHEFL|Ct.

I

dol x

0%

T|oq
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« common-repo -O| 2|ZX|EZ|0ll= S5 2to[E 242, buildspec It & =
L|C}.

« app-repo -O| Z|ZX|E2|0ol= QI=Z2tE HHE 7| f|E Terraform EE= CloudFormation & 2!
O| ZgHz|of U&LICEH

X|&2 AWS CodeCommit 2| ZX|EE| MAS XML,

2. common-repo E|ZX[EE[0M 2t= EHE g LICtshared. GitHub DPA 2|Z X|E2[2]
Terraform B &= CloudFormation 3% Z2H0MAM M £2EHEZ buildspec THY S SAELICH X|E2
AWS CodeCommit 2| ZX|E2|0f| T} M E= FIHE HESHML.

3. app-repo EZX|EZ|MM 2t EEHE W/ E&LICtentrypoint. GitHub DPA E|ZX|E 2|29

Terraform = CloudFormation I E2C0IM M ECZ oS SAFELICE o248 ohdof CH
5t ALMIEH LI 2 MME R ZSHMREII™ JSON T of 3.

4. Terraform EE&= CloudFormation oAl C|RIE{2|E HE§ CHS CHS od|A|of| 2l app-repo £
£ FMFLICt olz48t CIE{2|oll&= Amazon Elastic Compute Cloud(Amazon EC2) QIAEA =
Amazon Simple Storage Service(Amazon S3) HZ! 2 HiZ 5t= Oi| M7t & T[o] &Lt

5.0 F MM & stLEE AlS TI-ELICH
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- WO|Z Q! M4 9 EbA| Ho|(Terraform)
A
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https://github.com/aws-cloudformation/cfn-lint
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-resource-specification.html
https://github.com/stelligent/cfn_nag
https://www.checkov.io/1.Welcome/What%20is%20Checkov.html
https://github.com/terraform-linters/tflint
https://github.com/aquasecurity/tfsec
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-create-repository.html
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/aws-codepipeline/terraform/shared
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/aws-codepipeline/cloudformation/shared
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-create-file.html
https://github.com/aws-samples/aws-devops-pipeline-accelerator/blob/main/examples/aws_codepipeline/terraform/entrypoint/terraform-infrastructure.json
https://github.com/aws-samples/aws-devops-pipeline-accelerator/blob/main/examples/aws_codepipeline/cloudformation/entrypoint/config.json
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/examples/aws_codepipeline/terraform
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/examples/aws_codepipeline/cloudformation

AWS HE 7t0|= AWS DevOps Pipeline AcceleratorE AF&3104 laC m}O|Z2}Ql E &35}

uto|metol 4 &l EhA| Ho|(Terraform)

1. GitHubOllM 24 I AE|0|M2 2 DevOps Pipeline Accelerator(DPA) 2| X|E2|& SA|EL|CH

2. SHE 2|ZX|E2|0|M aws-codepipeline/terraform/pipeline-modules ZCHZ O|S g
L[CF.

3. terraform.tfvars I+ 0{| A Terraform &'EH & AWS Identity and Access Management (IAM) 3&H &
HeE UO0|EStT AEELICY.

4. Docker O|0|X|E M EELICI X[&EI2 CodeBuild(GitHub)HIME AFE35H7| @8 =74 O|0|X| MMHE
2 ZE M 2. .GitHub

5. terraform.tfvars It 20i| HO|El builder_image 42 UC|O|EE LICH.

6. CIS B l2dstL|ct. O|FH A 5™ TerraformS S& Q1= 27t =7|3, 0|2 27| & = ElL|C}

terraform init
terraform plan
terraform apply

7. AWS H™Hol 23218t LICt CodePipeline 20 A ZtO|Z2}QI0| ML= K| & QI L|C}.

2t A | A0l failed HEHRI BR O

8. Ml CodePipeline I} O|Z 2} 10| 244 =|Hoi| CHE AWS CodeBuild Af IAM & 0| XIS 2 MMHEL
Ch XIS 2 M Eo| &9l 0|E2 2 BH LICI-codebuild-role. QIZ2IE HIEZ 5= O 22
gt HEte 20| ¥& 2 Aolo|EFLICE

M EAE g=sgL

mto|Z 2+l M 2l B & 9|(CloudFormation)

1. GitHubOllM 24 I AE|0|M2Z DevOps Pipeline Accelerator(DPA) 2| X|E2|& SA|EL|Ct

2. 5X|E 2|ZX[E2|0M aws-codepipeline/cloudformation/pipeline-modules EHZE
ols &Lt

3. pipeline-cft.yaml CloudFormation B & X! 2 H{Z & L|Ct OS2 A=of| MESHOF §t= E= met0|
E{ILICt.

« ArtifactsBucket - UO|O|EE mto|ZEtQl OlE|HET} X et &l E[ZX|EE|Q| O|F

- EcrDockerRepository - image E{27} Q= Amazon ECR 2|ZX|E 2|2| URI(Uniform
Resource |dentifier)

« CodeCommitAppRepo - HZZ!0| Z & El CodeCommit 2|ZX|EZ|2] O|F

« CodeCommitBaseRepo - 3% ItUO0| £ El CodeCommit 2| ZX|EE[2| O|F
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https://github.com/aws-samples/aws-devops-pipeline-accelerator
https://github.com/aws-samples/aws-devops-pipeline-accelerator/blob/main/shared-docker/docker-images/README.md
https://console.aws.amazon.com/codesuite/codepipeline/home
https://github.com/aws-samples/aws-devops-pipeline-accelerator
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« CodeCommitRepoBranch - CodeCommit 2| ZX|E2| EZHx[2| O|F

« SNSMailAddress - ItO|Z2}QI & E{oil CHEF Amazon Simple Notification Service(Amazon SNS)

UEg W oY Fo

X|Z&2 CloudFormation AAHA{ Q| AEH o2 EXR A L.
4. AWS A™Holl 23 2lgfL|C} CodePipeline &0 A THO|ZER10| MM E|R= K| &QlghL|Ct

5. Ml CodePipeline ItO|Z 2} 10| A4 £|THoi| CHEF AWS CodeBuild A IAM 2&0| XIS 2 AMAEL|
Cl. RIS o 2 MAZI0| Adgto| 0|22 2 B LICt-codebuild-role. QIZEIE HiZSHE O] R
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"build_stage_required" : "true",

"test_stage_required" : "true",

"predeploy_stage_required": "true",

"deploy_stage_required": "true",

"postdeploy_stage_required": "true",

"destroy_stage_required": "true",

"bucket":"tf-state-dpa", # S3 bucket used for Terraform backend
"key":"terraform_test.tfstate", # S3 key to be used
"region":"us-east-1",

"dynamodb_table":"tf-state-dpa" # DynamoDB Table for Terraform backend

CloudFormation &% Tl
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacks.html
https://console.aws.amazon.com/codesuite/codepipeline/home

AWS HE 7t0|= AWS DevOps Pipeline AcceleratorE AF&3104 laC m}O|Z2}Ql E &35}

"init_stage_required" : "true",

"test_stage_required" : "true",

"createinfra_stage_required": "true",

"envType" : "cloudformation",

"stage_required" : "true",

"cft_s3_bucket" : "pipeline-bucket", #S3 bucket from the destination
account to keep CFT templates

"stack_name" : "aws-cft-poc", #CloudFormation stack name

"account! @ MEEFEEKAkEkkEAN #Destination AWS account to
deploy stack

"roleName" : "codestack-poc-cross-account-role", #Cross-account IAM role name

"region" : "us-east-1",

"destroy_stack" : "false" #To destroy the provisioned
stack, set this value to "true"

}

GitLab CI/CDE A2 35}0q4 Terraform, AWS CDK 2! CloudFormation

DPAOE Terraform HIZE |8t 714 RAE AL $t= GitLab CI/CD ®E3! AWS Cloud
Development Kit (AWS CDK)Z} CloudFormation laC ZE7F Z & |04 Q&LICH O] MMofA=0] Al
8 Mteof cHsl Che 2 dEELICH

INTS e

- laC HIZZIZ2 AI8510{ 2|AAE Z2H|XIE £ = HEt
« GitLab CI/CD 7|52 X|&ste ZE 89| 2lo|MA Z2|, Z2|0|Y EE= AE{=ZEI0|= H{F o]
= GitLab A

« £7 Docker O|0|X|Z & HE dst= = 7 G E GitLab 4 2L
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AWS CloudFormation Linter(cfn-lint)= CloudFormation YAML E£= JSON EIZ&!2 AWS
CloudFormation 2|AA AF2FTF H|w 6l04 & Ql5HE BIE{QIL|C} 8 E|AA &40 58 2L &2l
U D AR 49 2R OHE HAE ¥

cfn_nag= WEIE Z 445101 CloudFormation EE X/ 0| & AHA HOot ZAE AlESe LE AA LT
OIL_||:|.

= .

A =zt 2ot K X[(KICS)

FE AMHSE QE AA TRALIC

tfsec2 Terrafor cof ARl A2 E 80| =X &elste M 3 e B =2QIL|CH
x|7‘<|

1. gitlab-ci C|EIEE|E SAtst0] GitLab 2% 2 &0 32 EFLICEH
2. ojE2[7o|40| DPA RIEZ/0| & El GitLab 22 O E0f| HAMAE £ JU=X| =HQlFLICt
3. ofE 2|70l Mo B¢ ChS1t Zo| mto|=Z2telo| DPAYE TS ZefghLch

e Terraform

include:
- project: <GITLAB_GROUP_PATH/<REPOSITORY_NAME>
ref: main # best practise to create release tag and use the same
file: gitlab-ci/entrypoints/gitlab/terraform-infrastructure.yml

« AWS CDK

include:
- project: <GITLAB_GROUP_PATH/<REPOSITORY_NAME>
ref: main # best practise to create release tag and use the same
file: gitlab-ci/entrypoints/gitlab/cdk-infrastructure.yml

* CloudFormation

include:
- project: <GITLAB_GROUP_PATH/<REPOSITORY_NAME>



https://github.com/cdklabs/cdk-nag#readme
https://github.com/aws-cloudformation/cfn-lint
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-resource-specification.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-resource-specification.html
https://github.com/stelligent/cfn_nag
https://www.checkov.io/1.Welcome/What%20is%20Checkov.html
https://github.com/Checkmarx/kics
https://github.com/aquasecurity/tfsec
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ref: main # best practise to create release tag and use the same
file: gitlab-ci/entrypoints/gitlab/cf-infrastructure.yml

o
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t2{0d C} L

0jo

A
e

4. OjE 2|7 0| 2| ZZL DEV 2! INTEGRATION B30 AM HIZE &5}
Ct.

AWS_REGION: us-east-2 # region where deployment should happen

DEV_AWS_ACCOUNT: 123456789012 # Dev environment AWS account number

DEV_ARN_ROLE: arn:aws:iam::123456789012:ro0le/dpa-gitlab-access-role # IAM role ARN
that will be used to provision resources in Dev

DEV_DEPLOY: "true" # true / false to enable deployment to DEV environment

DEV_ENV: "dev" # Dev environment name

INT_AWS_ACCOUNT: 123456789012 # Integration environment AWS account number
INT_ARN_ROLE: arn:aws:iam::123456789012:role/dpa-gitlab-access-role # IAM role ARN
that will be used to provision resources in Integration

INT_DEPLOY: "true" # true / false to enable deployment to Integration environment
INT_ENV: "int" # Integration environment name
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https://docs.aws.amazon.com/prescriptive-guidance/latest/devops-pipeline-accelerator/devops-pipeline-accelerator.rss
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
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