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"Version": "2012-10-17",
"Statement": [
{
"Sid":. "",
"Effect": "Allow",
"Principal": {
"Service": "rolesanywhere.amazonaws.com"
.
"Action": [
"sts:AssumeRole",
"sts:SetSourceldentity",
"sts:TagSession"
1,
"Condition": {
"StringEquals": {
"sts:Sourceldentity": [
"${sourceldentityPrefix}${sourceIdentityValue}"
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": "rolesanywhere.amazonaws.com
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"Action": [
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"sts:AssumeRole",
"sts:SetSourceldentity",
"sts:TagSession"

1,
"Condition": {
"StringEquals": {
"aws:PrincipalTag/x509Subject/CN": "application-1.com"
I
"ArnEquals": {
"aws:SourceArn": [

"arn:aws:rolesanywhere:<region>:<account-ID>:trust-anchor/<TA_ID>"
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid". "",

"Effect": "Allow",

"Principal": {
"Service": "rolesanywhere.amazonaws.com"

},

"Action": [
"sts:AssumeRole",
"sts:SetSourceldentity",
"sts:TagSession"

1,

"Condition": {
"StringEquals": {

"aws:PrincipalTag/x509Subject/CN": "application-2.com"
.
"ArnEquals": {
"aws:SourceArn": [
"arn:aws:rolesanywhere:<region>:<account-ID>:trust-anchor/
<TA_ID>"
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https://docs.aws.amazon.com/privateca/latest/userguide/pca-resource-sharing.html
https://docs.aws.amazon.com/privateca/latest/userguide/pca-rbp.html
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:ListBucket",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucketl",
"arn:aws:s3:::amzn-s3-demo-bucketl/*"

]

}
]
}

g 10 CHer M=

A2 Amazon Elastic Compute Cloud(Amazon EC2) ¢!
I.

42 &1l Amazon S32| B{Z! 1 & B{Z! 201 CH

"Allow",
L

"ec2:DescribeInstances"

DescribeInstances &
C}.
{
"Version": "2012-10-17",
"Statement": [
{
"Effect":
"Action":
1,

"Resource": [

"arn:aws:ec2:us-east-1:123456789012

[ - —_
= (=)
UL =i

:instance/i-01234567890abcdef"
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"Effect": "Allow",

"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:PutObject",
"s3:PutObjectAcl",
"s3:PutObjectLegalHold",
"s3:PutObjectTagging"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucketl",
"arn:aws:s3:::amzn-s3-demo-bucketl/*",
"arn:aws:s3:::amzn-s3-demo-bucket2",
"arn:aws:s3:::amzn-s3-demo-bucket2/*"
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetObject",
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"s3:GetObjectTagging",
"s3:GetObjectVersion"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket2",
"arn:aws:s3:::amzn-s3-demo-bucket2/*"

o3&t 20 CHEH MZ ZE2 Amazon EC2 QIAEIAO]| CHEt Describelnstances U {51
Amazon S32| HHZ! 1 &l EHZ! 20f CHer L8 =S FEELCt.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ec2:DescribelInstances"
1,
"Resource": [
"arn:aws:ec2:us-east-1:567890123456:instance/i-05678901234ghijk"
]
1,
{

"Effect": "Allow",

"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:PutObject",
"s3:PutObjectAcl",
"s3:PutObjectLegalHold",
"s3:PutObjectTagging"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucketl",
"arn:aws:s3:::amzn-s3-demo-bucketl/*",
"arn:aws:s3:::amzn-s3-demo-bucket2",
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"arn:aws:s3:::amzn-s3-demo-bucket2/*"
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https://docs.aws.amazon.com/prescriptive-guidance/latest/certificate-based-access-controls/certificate-based-access-controls.rss
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
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https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
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https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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