adws

AWS Key Management Service 28 Atz

AWS HZ 710|E

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS HE 710|= AWS Key Management Service 28 Atz

AWS HE 7}0|E: AWS Key Management Service 2 8 Atz

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon®| & & 3 HME C|X2I2 Amazon 2| & == MH|ALF &7, Amazon ERHE O|O|X|E
HO{LEE| Lt D H ES2 Lo Z £ U= WA 2 MEE =+ gi&LICH AmazonO| &R 5HX| &

2 7|Et 2E & FE = Amazondt A|F BHO|HLE BZ0| UHALE F 2HAH o5 of EhAHQI0] SHE &7
Rto| RRAFILCE,




AWS HE 7to|=

AWS Key Management Service 22 AF2i|

Table of Contents

L SRS 1
SE HIELIA A ettt 1
BIEE AWS KIVIS KEYS vvvoeeeeeeeeeeeeeeeeee oo oo e e oo e oo eee e 2
E I = OO 3
B | B ettt e e 3
T R Al ettt r ettt sens 4

T A B O] A e e 6
KMS F| AR B H B A B oo 6

2 L0 = TSRS 8
B B e e 8
BT OO B @ BBl e e e 9

Ol B B T B oot 10
CIOIEHIOIA T Bl .ottt 11

PCI DSS L O ] R B B et e e e e e e e 12
Amazon EC2 Auto ScalingMtIA KMS F| A& ..o 12

E L OSSPSR 13

D R T I Rl oot e e e 13
AmMazon EBSQ| F| TER ...ttt 13
AMAazon RDSCO| F| TERI ..ottt e e e te e eee e 15
AMAazon S3E| F| TERI| ..o 15
TERAR T QAR T IR e, 16
AWS ENCryption SDKAFE ... .o oottt ettt e eae e 16
KEZ B D QM A BB et et 17
T B T A B e s 17
N T e e e e 19
QFEE TIHE QHAIA KO oo 20
A TIHE QHAIA KO e, 21

A B B A A e e et ee e rea e 22
N | [ = ST T U PRRPRURO 23
=N = U I =TRSOOSR 24
L E B AW S KM S Bl R e 24
ALY S | L= TSROSO 25

Rl B B A L B ] e, 26

(O [o T s N Lot T e OO 27




AWS HE 710|= AWS Key Management Service 28 Atz

= A == U URTORPUROR 27
=== b RO 29
T A B R B oo et 29
AMAZON S3 EHZ T oot 29
KO T = I B B TR T RO PO 30
T e e et e et e e e et e e e e e e — et e e e e e e e e aar—aa e 30
B HL I Bl e e 30
D A e et e e et e e e e 32
AV S KM S A A ettt e et e et e e e e 32
e T 32
AV S T Th O | oo 32

B B e e 32

72 O 1= 32

e e e e e e e 32

B Lo N ORI 33
B A e e e e e e e —eeee———eeeee—teeeeiteeeaeeeeeaaeteeaa—eeaaa—teeaa—eeran—eeeaarreeaan—reeaans 33
A e e et e e e e e e e e e e e 33

B S S TP 33
T == O 34
B 0 B e e ettt e e e e e e e e e e e e e e 35
B e e eeeeeeeeeetaeeeeeaeeeeetaeeeeetaeeeesetateeeetaseeeetaaeetttteteteteerrteteratarerraareaees 35
A et eeaeeeaeeeeaeeeaeeeaaeeraeeeaaeeeaaeeeeneeeaneeeetaeeeaaeeerera e eranns 36

= 38

K e e ee et eeeeeteeeeetaeeeeeeaeeeeeteeeeetaeeeeeaeeeeeaeeretreera e eerans 40

3 N 43

o e e eeeaeeeaeeeaeeeaeeeaeeeaaeeeaaeeraeeeaaeeeeeeraaeera e e eranns 47

e e e e ee e e et eeeaeeeaeeeaeeeaaeeeaaeeteneeeeneeetateeanaeeeaaeeraaeeraaeerteeraeeraaars 49
R 50
N 51
B e e e e e —eeeer——eeea—eeeaareeeeanneeeaaeeeeaa—eeeaaeeeeaaenesaanneeeaaeresaanneeeans 53

L oottt et eeeeaeeeeaeeeaaeeeeaeeeeaeeeaeeaaeeeteeesaeeeanteeaaeeeaaeeeaeeraneeraeerreeranaeraaeraanns 55
1 56
0 TR 60

P e et e eeaeeeaaeeeeaeeeeteeeeaeeeaeeetaeeeaeeeaeertaeeraeeraaeranaaes 62
Qi e eee et eeeeaaeeeeetaeeeeeaeeeeetaeeeeetaeeeeeateeretaeeeteaneeereaaeerraarerres 65
N 65




AWS HE 710|= AWS Key Management Service 28 Atz

S e oo e eeeeeeeeeeeeeeeeeeee——e——————aeeeeeeeeeeeeeeeeteeeettteteee—————————————————aaaaaaaaaaaees 68
e et ettt ettt e oo eeeeeeeeeeeeeeeeeeeeeetttteetettt———————————aaaeeeeeeeeeeaeeeeeeeeeererrrrrrrrrn——. 71
U oo ettt ettt oo e e e e e oo oot eeeeeeeeee———————————eeeeeeeeeeeeeeeeeeeeeettteteea——————————————————— e aaaaaaaaaaees 73
N e ettt oo oot eeeeeeeeeea—————..eeeeeeeeeeeeeeeeeeeteetteeetteettt—————————__aaaeaeeeeeeaeaeeeeeeererrrrrrrrrntes 73
N ettt ettt eeeeeeeeeeeeeeeeeeeeeeteeetee—————————————aaaeaeeeeeeaeaeeeeeeerererrrrrnrnta, 74
Z e eeeeeeeeeeeeeeeeeeeeeeeeeteeee————————————————aaaeeeeeeeeeeeaaeeeeeeeeeeerrrrrrrrr———_ 75
......................................................................................................................................................... IXxvi




AWS HE 710|= AWS Key Management Service 28 Atz

AWS Key Management Service 23 A}z

Amazon Web Services(7|04X})

2025'A 3EH(EA 7|5)

AWS Key Management Service (AWS KMS)= C|O|HE 23 6t= Ol Ar&3te ¢ =3 7|E A A4
st Mofe == U7 siF = #EIY MH|AQLICH O] 7I0|EMMEE ERHo R AS5tes WHE M

D5t D T ALE|E AWS KMS MZ2ELICH 0| S5 74 SMS HlmstD Lo 7HE X3t ME

E MEig = JaLct

ol 7lo|=ol= =X Bz et HEE E&5t 1 o] ALS At|ofl CHEH MBEE T3 AWS KMS 5=

& AtS5t= Wedol cist HE AtE ol Z& Elof Q&LICH OHS RHHE AFS St S HE AIE S

oo4shLct.

. 7l el - 22l 2 7| AEE|X| MEHof CHEF QY S M

- O[0|H 2% - AtA| o Z 27| 0|M LHoi M CIO|EE & E 3t [t AHERHE CHAISH0] AWS AH[A
HOIEE 5 35tete XN

« HAA BE|- AWS KMS 7| X2 &I AWS Identity and Access Management (IAM) 222 A} 35}04
ofE 7|gk HAM|A M0{(RBAC) EE= &4 7|HF HM|A XM|0{(ABAC)E F34ErLICY.

- CtE AY Y CHE 21 of 7|BIA - it 2 HHEE I8 HE A uct

- ZM 2 HIS el - -8 U ASE HIE H dHol| CHEF HE AL S ol ELct

« EX|XMo{-KMS 7|, ¥535t A I 25 5tE OO|E{Q| HEHE ZLIE{RIELICE

=< EE
« AANHE CHE - HIO|H 2= HHME E4otx| ol ¥R E 78S +EEHLICHL

CIOIBE HIZL|IAO S2st RIZ e A LICH & AEsHH IHIOIE1§ H3stn #elst= O A
Tle 33 718 AWS KMSE 28 = U&LICH CIO|E A8 Y™, CIOIEof HMAE £ JUE A
X+, CllolEf et 38 WS Mo{LIct o] 7Hol== THE A, AIﬁ.E:*! EFEIXP 2 2ot METHF MEEA

L} M&E|s 2
o|5t 7491 }A
=|

7|dda 2

stOOIE|E E56tE O T20| Tle 4538 2H ALEE F28ste 0 =22 F7|
s MH|A. o] 7to|=o| HE AtE S OlsHstm 7345t AWS &HF Z&|oi| M Ti|olH
'# AELICH O EE QF AIE0| IR Mo 2 B YRR Ee ™ &
= E= 43 iE:L Hol ZHAEl @ F AFE 0| QYEX| odE 0ol #AHIQIOIHIOIE ES 7 A2 558
£ Q&LICH AWS KMS }AWS 2 HE0M CIOIEE B335t ol 20| &= &edof Chst REAISH LY
22 AWS KMS M 2] 0il A AWS KMS &3 A2 2 AWS MH|A EHZEFIMR.

|
ul'u H

o

E H

A
[>

LA A1

_,_
RN


https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/service-integration.html

AWS HE 710|= AWS Key Management Service 28 Atz

HE AWS KMS keys

AWS Key Management Service (AWS KMS)E& At&5tT A{H|A0f| ME 5= C|O|Eof| AL E =
A5 7|18 YHE = JELIch 7|2 2lad K2 KMS 7|0|H, I & Al 7HX| 0| /A{&LIct

o=
AN L—

&t 53t EE(AES) CHE 7| - AES2| Galois Counter Mode(GCM) 2 E0M A E|= 256H|E
LICt ol24et ZI= 3717t 4KB O|EHRI Ci|O|E{e| QIE &l & &3 3 S5 351E NS Lt 7+&
Mol €| 7|L|Ct o ZEI7 0|440i| A AL 5t HLE ALZRHE CHAISHO{ HIOIEHE AWS AMH
2 SolM A5t Wt 242 CHE dIo|H 7|& E&5t= ol ASELICH
- RSA E£= Eb JM HICHE 7| ™ - Ol2{St 7|= CIYE 7|2 AL £ Qe B2 d1EES K|
HELICH goelE met =8 L S35t MY 2 2ol 2edol| AFSE = USLICH
- Al 7|8t HIAIR| 215 ZE(HMAC) ZHdg +=&st7|
ol AF& El= 256H|E 7|ILIC.

Fo| xFoq
- 1 -+

o #
ror
[l
o
!
o
Al
ol
N
rr
X
0F
s
bok

KMS 7| MH|A0M Lt HAEZ LHEH = gI&LICH KMS 7|= MHE|20|AM AL 5= SHE0]
Hot RE(HSM)0l| olal M E|T s 2ot 2E LHUIMEF A E 5= JU&LICH Ol 7| &4 2 WX
st7l AWS KMS ¢{etel 7|2 2ot S-eLitt. S=(HI01T) H = (AN E2lTol M= ol2{et HSMs
OSCCAQ| QIEE drt&LIct OHE 2 & 2 Me=o A8 El= HSMs EeF =& 32| NIST LH0i| A

FIPS 140 =2 1240] 2t ZAE AWS KMS ElLICH 7|12 B35 5t= Ol 20| AWS KMS E/=9| A7
ol xflofoil CHEt REMIEH LHE 2 AWS Key Management Service & 231 M5 HEE 2 XML,

KMS 7|& At835t0 ¢33t 555 MY = =0l 2iedg s~&85t7| 9|8l CrY st 255 APIsE AWS
KMS AL 3t0{o] C|O|E{E MEE 4 QY&LICH KMS 717L ClolE] 7I2lE 7| f8Eg E56= 7| &
5 7|MEH HSSHEE MEE £ U&LICH 2Z ofZ 2|70l = AF8XHE CHAl5tod C|OIEE
AWS MH|A EZ 5= LHOIM AFE3H7| AWS KMS IS0l TI0|E 7|18 LHEH £+ d&Lich ClolE
719 AHE2 2E 7| el AlA-M UEtMo|H SF YE3tetnE gFLICH S5 Y=3HE A85HH
KMS 7| ot2foll M EI AWS KMS 2535t ?[5H Bl oI E 2 EUll= ci &l 218 olo|E & &
2leteE H4 AARE|M Oo|H 7|18 M8E = A&Lct.

REMIE LI 2 AWS KMS AR A 2] AWS KMS keys 2 AWS KMS &t 551 E4 &5 2 HESHAM2.



https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-cryptography.html
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https://aws.amazon.com/kms/pricing/
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https://csrc.nist.gov/Projects/cryptographic-module-validation-program/modules-in-process/IUT-List
https://csrc.nist.gov/Projects/cryptographic-module-validation-program/modules-in-process/IUT-List
https://docs.aws.amazon.com/payment-cryptography/latest/userguide/what-is.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-store-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-store-overview.html#default-key-store
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-encryption.html
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/data-protection.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-db-encryption.html
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-db-encryption.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/what-is-database-encryption-sdk.html
https://en.wikipedia.org/wiki/Salt_(cryptography)
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https://docs.aws.amazon.com/kms/latest/developerguide/requests-per-second.html
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/autoscaling-service-linked-role.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-data-protection.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-data-protection.html
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https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-creating-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-attaching-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-attaching-volume.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Stop_Start.html#starting-stopping-instances
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-detaching-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-deleting-volume.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-creating-snapshot.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-creating-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-fast-snapshot-restore.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/LaunchingAndUsingInstances.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-attaching-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-attaching-volume.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-deleting-volume.html

AWS HE 710|= AWS Key Management Service 28 Atz

(@ Note
AHAES EALSIT CHA SAO| AIRE|E 2535 7|18 88 4= QELICH AHAS EAlstD
5= KMS 7|12 5388 & AHAFO| A Amazon Machine Image(AMI)E MMe = &
L|Ct REMIEE LI Amazon EC2 AEA{ 2| Amazon EBS & 5352 2 ZX5tM2. Amazon EC2

Amazon RDS2Q| 7| ||

Amazon Relational Database Service(RDS)2t Z2 & MH|A 2| AL H|0|E &5 3t= MH|A LK
M sdE|HO| M MSELICHAWS KMS. CHS X|&ofl 2t Amazon RDS | O|E{H| O A QIAEIA S| 7|
g wAehct

Amazon RDS O|O|E{H[0|A 2| KMS Z7|& 1 *||524H

1 |O|E{H|0|A 0| ALHAFS MABHLICH XIZ2 Amazon RDS AEAQ| £5 o

1. &E3tE 3
CE S

HAES M A0 SAELICH & 33tel B9 M KMS 7|& RIEELICH X[&E Amazon RDS
AN

3. M AAE AMAE8H0{ Al Amazon RDS 2EHAEE Y LICH XIE 2 Amazon RDS HE A Q|
AZ S92 HZT M. 7IBXMoz SHAEE M KMS 7|8 A EHLICH

4. M ClolE{#io]agt 1 otoll Rl= ClolE{e| S #QlghLCt.

5. MOPO|EHo|AE z2HMoZ M

ok

berLich
_I

=
6. O| CIO|E{H0|AE Z2EM &30
SHAI2.

oAstT AMAENLICH X[ 2 DB QIAEHA AN E BHE

Amazon S3 &! S 2| EX|e| 7| A

Amazon Simple Storage Service(Amazon S3)2| Z< Zix||o| ¢f 535} 7|E vi@ste{™ A E ol Cf
Al Bt oF BLICH 24X E CHA| 2Hde A 7] 2ol M M 228t 7|18 BAIMo = X[HEHELICH 0]
Fed A% Fedoll CHaH Af =5t

=7 5t24™H Amazon S3 Hi x| ZFd S AFESHH ELICH 2] M™H
MHE X|HELICH 02 S04 SSE-KMSE ME{E T keyldE QI24E £ auau b,

= Amazon S3 S 2|t SX|(SRR)E A8Y + &LICH SSR2 T& &2 HAE CHAl & =te
o

-
= A&Lch

Amazon RDS9| 7| 1A 15


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ManagingManualBackups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ManagingManualBackups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CopySnapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CopySnapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_RestoreFromSnapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_DeleteInstance.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_DeleteInstance.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/batch-ops.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html#srr-scenario
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https://docs.aws.amazon.com/kms/latest/developerguide/importing-keys-conceptual.html#import-keys-protect
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html#rotate-keys-manually
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/data-key-caching.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingClientSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingClientSideEncryption.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/what-is-database-encryption-sdk.html
https://docs.aws.amazon.com/aws-crypto-tools/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_id-based
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_resource-based
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html#key-policy-default-allow-root-enable-iam
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html#Principal_specifying
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html#Principal_specifying
https://aws.amazon.com/contact-us/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grantee-principal
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudwatch-alarms-for-cloudtrail.html#cloudwatch-alarms-for-cloudtrail-iam-policy-changes
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudwatch-alarms-for-cloudtrail.html#cloudwatch-alarms-for-cloudtrail-iam-policy-changes
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https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principaltag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/kms/latest/developerguide/customer-managed-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/kms/latest/developerguide/abac.html
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https://docs.aws.amazon.com/kms/latest/developerguide/conditions-kms.html#conditions-kms-encryption-context-keys
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_access-denied.html

AWS HE 710|= AWS Key Management Service 28 Atz

of CHet B K| & BL|E{3 2 Atg| AWS KMS

=F K| 2! 2 LIE{2I2 AWS Key Management Service (AWS KMS) 7|2| 7}8 4, Atelff 2! AFEZFE o|5H
t= Ol S8 FEULICH ZLIEHZS AWS &F Mo Hot AEld, 7188 W Hs2 RXlst= O =
20| ELICh.= KMS 7| 2 AWS KMS &g ZLIE 7| @8t ot =+ & AWS MBS &Lct. of A
Mo M= Ol2{3t =7 & F4d5t At&3stod &0l Cigt 7HAIEE =0l KMS 7| AFE 2 2ELIE -5t

£ YYE dFELCH

OII

ol MMoMe Chg B x| ¥ ZLEZ FA[ol chal d-Ehct.

- E AL835to{ AWS KMS & 2 L|E{Z] AWS CloudTrail

* 1AM Access AnalyzergE Ar&3t04 KMS Z|of| CHEF HAA 2 LIE{E
« E AWS MH|A ALZ5to CHES| 55 M3 2 LIE{Z] AWS Config
« Amazon CloudWatch Z2 & A835t01 KMS 7| 2LIEHE

« Amazon EventBridgeE At835t0{ S A5t

NS

i
ol

F0{ AWS KMS Zd 2 L|E{Z! AWS CloudTrail

AWS KMS = AtEXRL, g & 7|Etof AWS KMS oJaliof CHEt 2E £ &2 7|5 E = /U= MHIAAWS
CloudTrail @1t S&HElLICH AWS MH|A. CloudTrail2 AWS KMS 22, API, AWS Command Line
Interface (AWS CLI) 20| &2 Z & 5l04 AWS CloudFormation0f CiEt 2 & AWS KMS APIs &2
O[HIE AWS KMS 2 ZHX{ELICI AWS Tools for PowerShell.

CloudTrail2 ListAliases e Z2 27| & AWS KMS &Y Z&fet & &g =24¢
L|CtGetKeyRotationStatus. EE8t CreateKey PutKeyPolicy, and cryptographic
operations such as GenerateDataKey 2ot Z2 KMS 7| ZtElét= 2 2L
CESt DeleteExpiredKeyMaterial,, 29t ZH0| DeleteKey 7t RS 22 AWS KMS
S E35le LR e 2ZSynchronizeMultiRegionKey & LICIRotateKey.

CloudTrail2 4&g AWS A ol M & H3tE IEP ZIE2Hez o|HIE 7|S20|M x| 90U zF

7ISE Hel-olHE APIE8S B, ZMSln, CIRECS D, HEAE = e tIZEE MSELicH
AWS Z|H. 90 0|4 KMS 7| Al2 2 ZLEE %mu ZtAbStE4RH0] CHEE CloudTrail £ MMst =
ol EZ&LICHAWS A, oM ZE2 M8t B AWS OrganizationsZ 2 £ EE= slig ZE|o| 2

o
E AWS 7Ad of Ciet O|HIEE =Zst= O[HIE LIO|E] £AE0{E HEe & JU&LICH

A s Ao ChEt M MAE $ CHE AWS MHIA B A8 stod ol 2YE O[HEE XE,
2o UKSOR SHY 4 YLICh IE S04, CHES £¥E 4 aL

SLIE{R AWS KMS 4 24


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html
https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html
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https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
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https://docs.aws.amazon.com/kms/latest/developerguide/kms-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-eventbridge
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-resources.html#access-analyzer-kms-key
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https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-resources.html#access-analyzer-kms-key
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-findings.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://github.com/awslabs/aws-config-rules
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/cloud-trail-encryption-enabled.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config-rules.html#aws-config-rules-evaluation-modes
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/control-categories.html#control-category-protect
https://docs.aws.amazon.com/config/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_use-managed-rules.html
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https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/kms/latest/developerguide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
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https://docs.aws.amazon.com/kms/latest/developerguide/kms-events.html
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https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-managing-costs.html
https://docs.aws.amazon.com/cost-management/latest/userguide/create-usage-budget.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-key.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-key.html
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https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/data-key-caching.html
https://docs.aws.amazon.com/kms/latest/developerguide/throttling.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/implement-caching.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/implement-caching.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/Welcome.html
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/Welcome.html
https://docs.aws.amazon.com/kms/latest/developerguide/increase-quota.html
https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://docs.aws.amazon.com/athena/latest/ug/cloudtrail-logs.html
https://docs.aws.amazon.com/athena/latest/ug/cloudtrail-logs.html
https://docs.aws.amazon.com/athena/latest/ug/getting-started.html
https://docs.aws.amazon.com/athena/latest/ug/getting-started.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
https://aws.amazon.com/blogs/mt/optimize-aws-cloudtrail-costs-using-advanced-event-selectors/
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https://aws.amazon.com/blogs/mt/optimize-aws-cloudtrail-costs-using-advanced-event-selectors/
https://aws.amazon.com/blogs/mt/optimize-aws-cloudtrail-costs-using-advanced-event-selectors/
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/cli/latest/reference/kms/
https://docs.aws.amazon.com/aws-crypto-tools/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-data-at-rest-encryption/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/privacy-reference-architecture/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-encrypt-existing-and-new-amazon-ebs-volumes.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-remediate-unencrypted-amazon-rds-db-instances-and-clusters.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/monitor-and-remediate-scheduled-deletion-of-aws-kms-keys.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-kms-best-practices/aws-kms-best-practices.rss
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

AWS HE 710|= AWS Key Management Service 28 Atz

szt a2z

2|44 SED AlZE Zotol| HE &% 2ol CHe S cHatE F LICH Amazon Detective 01| A
S JEZE AI85tod Mt 2EO2 AL, Q| MAE2 API & I RAE EYS HAE = AU
&LICt XFMIEH LI 2 Detective A A Q| Data in a behavior graph& & ZE5HMAIL

=l AC|OF A|AE]
7t% ZRE HIO|EE B MESte AIARQLICH EndiannessE & ZE5HA2

=5t T2 MHAQLICEH & S04, ML 2&!0| “Of

| 2
O|HIYo| 2HQI7tR2, AHO| OP':7P°'?” 'Ol MZEES MR7tR, AASAUIIL?Y S| EXME ol &l

AT HES| HIEHQIX| {8 E EHAESIE O AFE K= HE 2| 10| =2 S EEXM OO +
ZFelct

HIHo| SUSH F HE S M= HiE M=FL|Ct 34X o E 2| 0| T2 8 # 7 (mlEHA)of|
M AS T M oHE2(Z0|ME HH2 CHE S E (M) A-ELICEH o] MEFE AIRSHH JdES
Z|ASISHHEM W2 H S £~ l&LCt

bot
CIEHAIE Sall AHS3HE 22 At D QM &8 = &35 222 AlE8o|MHdle AZES|0]
OfZ2|AO|MHULICH QE{H M HEE CIHASE ¥ I EC2 22 AR 22 RE517HLI /8
gLict 22 E 2ol 5t YR CIE 22 7HQ = =& Walst7HLE sHE 5]7] {8t A
LIC}.

=Ll

A AN
Wefojol| ZYE[D £ MOo|H E= R 2BXRIELD 5t B AR AMo{ste £ HIERZ AL
Ct. Botnet 21} 20| ¥ &&= 7t & 2% H7{LIE LICH

=X

ZE 2lZX|EE|e| & E SHULICH E|ZX|E2(o] HExlE X Hm E3X|7F 7|2 2R

LIt Z|& E3X[oMH M ERX|E e CHE M ERiX|0M 7|52 ISt AHLE HOE =7
g = AELICH 7|52 #5567 fls MMsi= EEXIE LetHo =2 J|s E3lx|et ot
7158 EAE EH|7t £|H 7|5 ETX|E 7|2 230l ChA| BEFELICH REAIEH LIE 2 About
branches(GitHub AEAM)E &=t A2,

39



https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches

AWS HE 710|= AWS Key Management Service 28 Atz

=Hoo|a ZelA HAA

T2 HAE Soil SR Lo = HAAE HEto| ol AMA
S el |ch KHAMIEH LI 2 Well-Architected XIEIS| THE! Rt 73 &

ArEAE BtE0o| 7|E QZEt A|IAH ol 7[HAof| HEIREE TEFE AMEE e TR AlAR 2 2l
Zto| Mo RS SAOE o} F|EIXE MAELICL 7|1ZE Q=B E HAsE W 2eteTe ©
=t J2IZE MEFE EYE = AsLUn

H I FHA|

Abed o1
718401 71218 BB 847 2 shs Wk B, 2 HHIS EE DAY AL 010122 Al
OF 7113 & 7Hi HHE HIALIA 2ol mhe} OlF0fE 4 9/

SLICH REAMIBE LIRS Mol AWS
oM ZIENOILISHE 0HOI 2 MHIA Alstel BIXLIA ofg B 410] PAls Mg HEGHIAIS.

HIZL|A 54 A &/(BCP)

CH# 2 oto|ago|Ma e SE
23517 22U MMIE £ U E x|t A= QlL|C)

CAF
AWS 2212 E AME T UHIE FZTSHML

canary H{ 3
2|5 MEXAH HEo| 8l E& ZEIAILICH Eelo| E= B2 M HTE BiEZ st 24/ HT
2 25| nAFct

CCoE

o

Cloud Center of ExcellenceE & = 5tA|

CDC

2% Cllo|E ZXME R =M.



https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS HE 710|= AWS Key Management Service 28 Atz

243 oo/ Z*(CDC)

ClO|E{H|O|A E|0|S 2t Z2 HIO[E 240 #HE LIES FX st #E Aol e HEHC|oIEE
7|55t Z2MAQILICH CHY A|ARIC| #HE LIS A Atst7HLE SXlstod SVISHE ®XIste S

o|CtYet == CDCE M8 = &L

7t AX[L|0{E

AMABRIS| SHAE EHAESY| 6l oMo =2 o E= SH O|HEE T UELICH AWS Fault
InJectl ervic e( WS FIS)E AF&3l0{ AWS KT ZE0| AEPAE 1 SEHS HIste AH™

Cl/ICD
Kl&5 S8 U RISH HE S HTHML

==

=TT
&S MASHE Ol T80l Els BR Z2AALICH BF 2o CfE ML 2L ola 2 of
SELICH Ol4F 2h2 B4 ME CHELICE il 8 Sod, 2Ho| ol0|X|ol RS 7t Y| 0428 Tt
sHof & 4 LIct

CH&f Ol CIOIEHE AWS MH|A = &lst7| ol 240l M T|o|E & e S 3tefLct

282C &4l MEI(CCOE)

22t 2 Atdl| T, 2laA S, oto[aso|M EtEtel MY, o2 Helg S8t =X M
S =X MAoIM EetE M 2ig FTIst= CEoF BYLICH REAMEH LIE2 AWS 2EIRE
AE{ZEI0|ZE ™ME S 29 CCoE HAIEE HZ M.

gotes AR
2 ClO|E| &2E2|X|9F loT ClHtO|A BE[of Yoz AZEE 22IRE 7|E 22I*E HRE
2 ditMe = Ax| H#E 7len HAZE o

mju
ju!]
0
[N

ey zy

T Z&0 A 3L} O|Ak9|
I:L AT 82 22t

2R E AEH BHA|

[m
o
40
[N
ok
oy
mjo
4
jiH]

x
Hr
lgj
s}

0
1
LOL
g'l_l
rr
jn]
>
m
rr
o
02
H
=
°
C

Z%o| 2 oto|zlol[MdE m LetMo 2 HR[= 4TAH: AWS E2EHRE



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html

AWS HE 710|= AWS Key Management Service 28 Atz

c ZRME N 3Y U ss SO ¥ UK 229 BH ZEME MY
. Jl¢h - SERC A ST 2B 7% FAHO): MY E MY, COE Hol, 2% 2Y 75)

- Oto|zglo| - 7 of = 2|7 0|44 Ooto| el o]4d
« Re-invention - X|& 4! MH|A %|Z35l2F SR E &4l
0|24t Bt = Stephen OrbanO| 221 H/AIE The Journey Toward Cloud-First and the Stages
of Adoption on the AWS 22} E Enterprise Strategy = 2 104 A Holi&LICt. AWS Oro|22 0|
M T2k o{H ol UKol Chet AtAIEH LI 2 oto|Zel|o[M #H| 7I0[=E & EESHAML.

AN -

CMDB

T #E| CIO[E{H0|A E HAStM L.

A B|EZXEZ

AAIEQ HBM, ME, AFRE S9| 7|Et AFAMO| HE #E| ZEMAE Sal| ME D A
O|EEX|E xIQLICH YEtXQl 2R E SIEZX|EC|M= GitHub EE=7F Z & ElL|CIBitbucket
Cloud. ZE9| Zt HME Eaix|2t 1 &LIC 00|22 MH|A =M 2 2|ZXI|EEl=E B 7|s
ME LIt B Cl/CD mo|Z2tel2 o E|ZX|EEIE MEE = JU&LICH

ZE Al

Hlo4 QU7HLE, MCHZ A LAXIX| EA7HLE, el E[7AHLE 2171 @l= CIO|IB{E Z &S
LICH & M2 2Lt ClAF 0l M Ci|o[E{H|0]& RQIABIAE 2lo{ok 5t7| E 0l S50 YFE O|X]
M, Ol= HI ZHA0M el= ZAECE =&lL|ch

MRy

= ool

70| HMAEIX| 91 ko2 1k Clo|ERl HOIE. 0/ SRl CloEIE HalE ms Yt
xoz Ll 27t 518Ut 0| GlOJEE H50| %1 IS0l KE AE2IK| HE EE S
b

Ct.
AZ HF7|HHIEE HEE + J&LICH

ZFE HIF(CV)

7| st&E AHE5tod CIXI™ o|O0|X| & HIC|2e 22 AlZFA] Al M E% EMstD FESH=
Al ZE=2lL|Ct 0 & £04 Amazon SageMaker Ali= CVO CHEH O|0|X| M2 YT 2IES MBS EL
Ct.

IFHCEEZE
SIAREQ| FR 70| of|et YEfol M HAELICH O|2 Qle| HIAZET HEHE E56HX| A4S

T UM, ditMo = MTIMo|1 o5t x| ef&LCH.

42


https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/

AWS HE 710|= AWS Key Management Service 28 Atz

744 22| o|0|E{H| 0| A(CMDB)

Eoi H AZES o] 7 249 oY 78S L efst0{ O|O|E{H| 0|2t s IT 2 Z0i Chet
HE Mt gelste el2X|E2(LCH et oz oto|azo[Mel ZEEE|2 AM & 24
EtAo A CMDB2| H|O|E{E A EFLICH

QlL|CH YAML ElZ 212 AI235104 &EHA T2 AWS HAH 2 = & x|
QE{E|Z HHEZ & 4= A&LICH KtMIE LIS 2 AWS Config B M| 234 B g EHESIMIR.

78 & U 2ot HALE AFS R XIE5H7| flsH =eteh = = AWS Config & & 2A| 2 &
2 s o

AZEQ 0] ZBA ZEMALS AA HE HAE, AHO|A U ZZHM OAE RIE56t= T2
MAeluct Cl/ICDeE Yo 2 mo|Zzlelo 2 MHEELICH CI/ICDE 83l ZEMAE AtS35tet
I, 8488 20|10, IE EFS MG,  EH NS E = UsLch RtAE &2 X|S5H

MEo| 0|2 HZXtAAIR. CDE XISH™ HHZE o|0|5t7| = §LCt AtMIEH LIS XS5 HE
(Continuous Delivery)t X[&2Q1 7HE S & ZSHHAIL.

ISKSRE [o]]=)

AE BRI 2l ClolEfet ZHol WIESIZoll D El0f 2l HlolE LTt
Glole| £ 7

T UATE 7IECE HIERIO HIOIEE AlHstn BFste Z2MAQILICEH Ol Z2 X
IOIEJOH CHEH MAst 235 U 2 ZE HMoig AYsls
et 7 eAlLch ClojEH 2RE A

_+_?=.I—IEP KM LHE2 HIOIE EFE HZsHAAIR.

E‘r rr fo

o2 > oM
1 ]
oi—

I:o

Clo|E| EB|ZE

Hile O E80| E|22 Alo|{ EoF 93 &
S Well-Architected Framework0i| A £ oF 2=l

d|
=

Z 24 ClO|E{QH ML 2 S8 0l AHSE OIE] 2ol A8t RHO| EE Algt Ztoll HE 2
clolefel olol 9l st Clole] EBlZEE ML 2 oS0 HEHHQl EF, HEA U BN

MetAld = AU&LCH

43


https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html

AWS HE 710|= AWS Key Management Service 28 Atz

& & HlolH

HIERZE Sitstn = CIOIEYLICH LIER El&aA AO|E 0|5 S HIOIHE Mz & +
ol&L|ct
AA H -

GlOlE] HA|

o

2
T
T
ok
o

T Lo ololeigt £ 25T #Malsts HALICH oM ClOIEE 2|43H518 7

=
3, HI8 U EMEA EHX=Z22 £ AWS 2EHRE £ A&LICH

ME[E = e A SHE 01| HEHZM MEE + Us 2oL AMASIES ot ol T
=0| El= AWS 3| o 7t=elY MEQILICH RHAM|EH LHE2 CIoIE B 752 HEsMR

GO AFE %42

HA| CIO|EHE ML 20| &
Melgttts A2 8§38 ¢o
ojolg =+ U&LICH

ClOIE &7

2tO|ZALO|Z ™Mitoll 24X Clo|E{e] EXet 7|5 & FHotes Z2MA(0: HlolE dd, ™&, XMHZ

).
GO F4]
CIOIEHE =& % ®M2lstE 7HALICH

HAE KI¥sHe ClOlE] 2El AIAHILICH Clo|E] Mofst Aol
0lE{7} Z3te|od Yebsioz 22| & EAdof ALSELICH

ClOIE{H|O| A0 A EO|2 & Ao FZRE BFE7HLE 5t 7| 21T BEE £= FFULICH

ol Oo|E{H O] A =E 240{(DML)

GlOIE{HIOl A0 HE 8 +3(&2, UHOIE W AtM)st7| 913t e £ B

D 44


https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS HE 710|= AWS Key Management Service 28 Atz

DDL

ol gue
olE Qlsh o B B'd DS Wershe WYULICH B YAES AB ol Of HEHE o5 U
Lt oz ol EEtage REE + AaL

SIS

oi] A&l QIS MBS AFEstod U™ HIO|E e 2h o CHY = Zho| i E S A'EstE ML o2l
EoklLct.

Al
=

4oq

Ol

HESIZ et O oto| ol 7|Hd, F2E X 71882 EEst7| /sl ARE

20| Hot HAHLIED M08 AMSHH A Sstste HE 2ot M2 dhalel 0| HEFS iHE—'.*ﬁP
™ AWS Organizations X 2| 024 A &0l 02 ZHEE S AWSF7I6104 E|aAE B8 = /UE
LICE o & E01, &5 &o{ Y2 HAI2 CIEAH 215, HERI MEst L AS3E ARE = UE
L|Ct.

¢ e zelxt

ofl A AWS OrganizationsZ &t | = AMH|AE= AWS HIHH HHE S535to ZE ol AH™EE #HElstn
e Mu|Aof CHEF HEHE BEIE = J&Lct ol2{8t A™E siiY MH|A 9| e ZElAtetn
grLICH REMIEH LI 282l MH|A 552 AWS Organizations A A{2| AWS Organizations
o B AH8E £ e AWS MHIAE FHEFMAIL.

HH 2=
CH& 2t oM o EEIAOIM, M 78 = ZE =HMES MEE = ULE Sl ZEM AL
Ch. HiZ o= 2= Ho|A S| HE AIEE 738t CtS o E (7 0| B FoM sl I EH|O|AE
TE5tD A#stE 2ol ZEELICH

7He &4
LS AZTFAML

= x| Alod
OHE gt M £ EfX| 7|8 U L3S TS MHAHE 2ot MoflLIct o248t Mo{= Z7|IE 2| of
42 xo{E 3|t 2ot O|HEE 2iEl= 24 Ho{MAUL|Ct RtAIEH LI& 2 Implementing security

controls on AWS 2| Detective controlsE & =5 A AL

D 45


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html

AWS HE 710|= AWS Key Management Service 28 Atz

e 7tx|l & oiE (DVSM)

£t £7|0kol M BE Efolg ol B oole{ofl CHt HlolE] $48 E#sHe Of &2 Hlolg 2L
I. r

C}. 224 ElO]E 442 Y¥HHoR HAE HE F= HAEMY EX 4 £ RHULICH Ol
B 442 Quttoz 23| Mo, WE™ W AT B 20l XIHol AHRELICH

SIE Y= AI 2ol 7|2 HZ {IXI0M HIZELIA SEE HdetR| Z5tAH Eatist=
LICt o|2{et o|HE = RIIRHsH, Z7|=X @7/, o|=5tX| §f2 ?
AlZto| si= o=z °._|?J Aol & olay o).

A3 =2(DR)

MsHz Qlgt 7t&s SX| Alztdt HIo|E £ 4 & %|A8ste Ol AFSste MEF & T2 MALCH
REMIEH L& 2 AWS Well-Architected Framework 2| Disaster Recovery of Workloads on AWS:
Recovery in the Cloud& & Z35tM 2.

DML

CllO|E{H|O| A ZEf 21015 & EStAMIR.
Coel 7 A

AE ZFE A7 MBstE Tlgtste THQ E= A HIRL|IA S E0| 01450 SE
EQo] A|IAEIE JHesHE M2 LAILICE o] 7H=E2 ol 2] oflEkAof o3 o] A{AMQl =
Ht C|XQl A Z E Qo] B4l SE M 3l Z(Boston: Addison-Wesley Professional, 2003)0{|
HEIRA& LTt Strangler Fig THE D & 74 Q! 7|8t MAHE AL 5hs W&ol CHEt RhAlISH LY
ZiEl|0[L4 &' Amazon API Gateway& A& 35104 7|& 2| Microsoft ASP.NET(ASMX) & MH|A
Mo 2 FOistste WS FERSIMAIR.

D 46


https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html

AWS HE 710|= AWS Key Management Service 28 Atz

Co|lZE ZIX]|

7|& #4100 WXl F£X. 0 & £0{ AWS CloudFormation & AF&35t0{ A|AEI E[AAO|EZZE
E Y X[et7HLIE At&3t0{ AWS Control Tower 7{H{EA QF A Eo| JFS 012 = U= A
= Eo| HE A2 AXIE = A&L ot

DVSM

EDA

HM OO EME HESML.

EDI

R Ho|H WetE XML,

oAR| HF

loT HE LI 9| AX|oA AOLE ClHFO|AS| HFEE 52 i
g AX| GRS S K[ AlzhE —E-Ol_n_ SH AlZhE 7 = &Lt

%} Cilole W 2H(EDI)

ZX ol HIZLIA M AtS Lk AHMIE LHE2 TAL CIlO[Bf Wweo|2f FUULIN?E Bt

x|
Al2.
et 3t
AEO| g2 £ Qe it El |0|E{E AtO| 2 HESE HFE T2 HALICE
&S3 7|

ot2 3t ¢ BB ols MRS RA| HIES| 235 SAPAULIC 7|9] Lol Cherd 4 2

A E HZelol HOIETH MHE e =ALICt & dC(er AlAEE2 71Y 28 HI0|EE B
MEELICH 2lE A AAR2 7HE 2 S2F HIO|EE HY MEEL

E 47


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
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https://aws.amazon.com/what-is/large-language-model/
https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://aws.amazon.com/resilience/
https://aws.amazon.com/resilience/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
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https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
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