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CloudFormation &1E&! L1 &
"amzns3demobucket": { new CfnBucket(this, "amzns3de
"Type": "AWS::S3::Bucket", mobucket", {
"Properties": { bucketName: "amzn-s3-demo-bucket",
"BucketName": "amzn-s3-demo- bucketEncryption: {
bucket", serverSideEncryptionConfigu
"BucketEncryption": { ration: [
"ServerSideEncryptionConfig {
uration": [ serverSideEncryptionByDefau
{ 1t: {
"ServerSideEncrypt sseAlgorithm: "AES256"
ionByDefault": { }
"SSEAlgorithm": "AES256" }
} 1
} },
] metricsConfigurations: [
. {
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-resource-specification.html
https://www.json.org/json-en.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
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"MetricsConfigurations": [ id: "myConfig"
{ }
"Id": "myConfig" 1,
3} ownershipControls: {
1, rules: [
"OwnershipControls": { {
"Rules": [ objectOwnership: "BucketOw
{ nerPreferred"
"ObjectOwnership": }
"BucketOwnerPreferred" ]
} Y
1 publicAccessBlockConfiguration: {
}, blockPublicAcls: true,
"PublicAccessBlockConfigura blockPublicPolicy: true,
tion": { ignorePublicAcls: true,
"BlockPublicAcls": true, restrictPublicBuckets: true
"BlockPublicPolicy": true, },
"IgnorePublicAcls": true, versioningConfiguration: {
"RestrictPublicBuckets": true status: "Enabled"
Yo }
"VersioningConfiguration": { 1b);

"Status": "Enabled"
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const role = new Bucket(this, "amzn-s3-demo-bucket", {/*...BucketProps*/});
const cfnBucket = role.node.defaultChild;
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https://github.com/aws/aws-cdk
https://www.typescriptlang.org/
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new CfnBucket(this, "amzns3de
mobucket", {

bucketName: "amzn-s3-demo-bucket",

bucketEncryption: {
serverSideEncryptionConfigu
ration: [

{

serverSideEncryptionByDefau

1t: {
sseAlgorithm: "AES256"
}
}
]
1,
metricsConfigurations: [
{
id: "myConfig"
}
1,
ownershipControls: {
rules: [
{

objectOwnership: "BucketOw
nerPreferred"

}
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S3HAE L2 &

new Bucket(this, "amzns3demobucket",

{

bucketName: "amzn-s3-demo-bucket",
encryption: BucketEncryption.S

3_MANAGED,
metrics: [
{
id: "myConfig"
Yo
1,

objectOwnership: ObjectOwnership.BU
CKET_OWNER_PREFERRED,

blockPublicAccess: BlockPubl
icAccess.BLOCK_ALL,

versioned: true
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publicAccessBlockConfiguration: {
blockPublicAcls: true,
blockPublicPolicy: true,
ignorePublicAcls: true,
restrictPublicBuckets: true

1,
versioningConfiguration: {
status: "Enabled"

}
1)
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// Example of referencing an external S3 bucket
const preExistingBucket = Bucket.fromBucketName(this, "external-bucket", "name-of-
bucket-that-already-exists");
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const role = new Role(this, "my-iam-role", {
assumedBy: new FederatedPrincipal('my-identity-provider.com'),
managedPolicies: [
ManagedPolicy.fromAwsManagedPolicyName('"ReadOnlyAccess")
1,
inlinePolicies: {
lambdaPolicy: new PolicyDocument({
statements: [
new PolicyStatement({
effect: Effect.ALLOW,
actions: [ 'lambda:UpdateFunctionCode' ],
resources: [ 'arn:aws:lambda:us-east-1:123456789012:function:my-
function' ]

1)

EH HME AFS:

const role = new Role(this, "my-iam-role", {
assumedBy: new FederatedPrincipal('my-identity-provider.com')

1)

role.addManagedPolicy(ManagedPolicy.fromAwsManagedPolicyName("ReadOnlyAccess"));
role.attachInlinePolicy(new Policy(this, "lambda-policy", {
policyName: "lambdaPolicy",
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statements: [
new PolicyStatement({
effect: Effect.ALLOW,
actions: [ 'lambda:UpdateFunctionCode' ],
resources: [ 'arn:aws:lambda:us-east-1:123456789012:function:my-function' ]

1)
]
IF
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Available templates:
* app: Template for a CDK Application
L 14 -language= ¥

* libs: Template for a CDK Construct lerary

: Example CDK Appllcatmn wlth some constructs

app % sample-app= CloudFormation AB42 Y= 3t 17 AWS 2H3&0] HHZ 5= 2214 AWS CDK
OHEZZ|70|ME LIEHLLICH & MEHSIH MER L3 FE2 YESHTIZ 1ibMENFLICH appE
sample-app AF25IEHOIA AWS CDK X|5tE 2018 MEdS 4= QKB of| HE TypeScriptBh A1EH
g & U&LICHLib. O|= AWS CDK 7t 7|2X 2 E TypeScriptE 2| T JSiigte 2LE LA A|AH]
2 AI85l0] HE FEE X|PElE O E o= Hds 7| MEYULICH Z2MEE AIX1ibstTE M
EHStEdOf CHEt & &2 YWEStE & MENELICH AWS CDK.

ZeHAE & sE ZE Construct A E L3 FEY = UXIEF AE 39| 71T Ll AL At
= Elié 83 X8, 2l H5Y A ASK XY 222U IR I3 FER 7ISsE HE
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// Define the properties passed to the L3 construct
export interface CloudFrontWebsiteProps {
distributionProps: DistributionProps
bucketProps: BucketProps
wafProps: CfnWebAclProps
zone: IHostedZone

// Define the L3 construct
export class CloudFrontWebsite extends Construct {
public distribution: Distribution

constructor(

scope: Construct,

id: string,

props: CloudFrontWebsiteProps
) {

super(scope, id);

const certificate = new Certificate(this, "Certificate", {
domainName: props.zone.zoneName,
validation: CertificateValidation.fromDns(props.zone)
});
const defaultBehavior = {
origin: new S30rigin(new Bucket(this, "bucket", props.bucketProps))
}
const waf = new CfnWebACL(this, "waf", props.wafProps);
this.distribution = new Distribution(this, id, {
.props.distributionProps,
defaultBehavior,
certificate,
domainNames: [this.domainName],
webAclId: waf.attrArn,
D)8
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CloudFront, Amazon S3, Route 53 & ACM2 25 |2 -_rL-E-% AMESHX|BH FACLH 28
HMo|gh2 L1 #EE AFEELICE ol= AWS CDK 7t &t M35| &t 25| X| o2 Zlgtete @
X|oltd webAcl ot =lof| CHer L2 FFE 0] 7| W= LCH 2 M TTLEM L2 TEE 4 AWS CDK
stodof 7[o4& &= U&LICt. [MetA7tol CHEt L2 22 AWS CDK M3 M7HX| L1 +22 At&sHof
WebAcl®LICH L3 F=E AFE5t0] M B AIO|EE MH5tE{H OHE T =& CloudFrontWebsiteAt
ot

const siteADotCom
const siteBDotCom
const siteCDotCom

new CloudFrontWebsite(stack, "siteA", siteAProps);
new CloudFrontWebsite(stack, "siteB", siteBProps);
new CloudFrontWebsite(stack, "siteC", siteCProps);

O| of|M|oflA= CloudFront Distribution L2 #+&0| L3 22| H{E= £Ho 2 L EFLICH Eo
(2l ol ZH2 L3 54 SIHsloF st B 7 U&LIcH AXNZE LSl AFEAF X[ E|AA MMof|
M Distribution CHA| Am{E Z&L|Ct.
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Container Service(Amazon ECS)& L2 #&0| Z& & aws-ecs I7|X| 2|0 = AWS CDK 0i= aws-
ecs-patterns2t= I 7|X|7} L& LICt 0| T{F|X|0 = Amazon ECSE Application Load Balancer,
Network Load Balancer & CH& 2 &1 2% 5t= S Aloll Amazon Elastic Compute Cloud(Amazon
EC2) Zloi CHaH AP M- E ChE et HAE MB35t 0481 L3 20| Z &[0 /&LICH AWS
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export class MyCompanyLambdaFunction extends Function {
constructor(
scope: Construct,
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id: string,
props: Partial<FunctionProps> = {}
) {
super(scope, id, {
handler: 'index.handler',
runtime: Runtime.NODEJS_LATEST,
code: Code.fromAsset( 'src/lambda/${props.functionName || id}'),
..props

oAt clent Z2o| 2|ZX|E2e] EE 2o L2 Function 28 mAE 2 Q& LCt.

new MyCompanyLambdaFunction(this, "MyFunction");

new MyCompanylLambdaFunction(this, "MyOtherFunction");

new MyCompanyLambdaFunction(this, "MyThirdFunction", {
runtime: Runtime.PYTHON_3_11
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export interface CloudFrontInvalidationProps {
distribution: Distribution
region?: string
paths?: string[]

export class CloudFrontInvalidation extends Construct {
constructor(
scope: Construct,
id: string,
props: CloudFrontInvalidationProps
) {
super(scope, id);
const policy = AwsCustomResourcePolicy.fromSdkCalls({
resources:AwsCustomResourcePolicy.ANY_RESOURCE

1)

new AwsCustomResource(scope, ‘${id}Invalidation’, {
policy,
onUpdate: {

service: 'CloudFront',
action: 'createInvalidation',
region: props.region || 'us-east-1',
physicalResourceld:
PhysicalResourceId.fromResponse('Invalidation.Id"'),
parameters: {
DistributionId: props.distribution.distributionId,
InvalidationBatch: {
Paths: {
Quantity: props.paths?.length || 1,
Items: props.paths || ['/*']
.
CallerReference: crypto.randomBytes(5).toString('hex"')
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}

CloudFrontWebsite L3 &0 &AM HEE HIZE AHSstH Ch5F 20| 012 &H +™8E = XU
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new CloudFrontInvalidation(this, 'MyInvalidation', {
distribution: siteADotCom.distribution
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CloudFormation 22| 2
S3BucketDeploymentC

new BucketDeployment(this, 'BucketObjects', {
sources: [Source.asset('./path/to/amzn-s3-demo-bucket')],
destinationBucket: amzn-s3-demo-bucket

1)
St 2t S 857 @5l E446HoF 5= CloudFormation ZE2F H|m & L|C}.

"lambdapolicyAS5E98EQ9": {
"Type": "AWS::IAM::Policy",
"Properties": {
"PolicyDocument": {
"Statement": [
{
"Action": "lambda:UpdateFunctionCode",
"Effect": "Allow",
"Resource": "arn:aws:lambda:us-east-1:123456789012:function:my-function"
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"Version": "2012-10-17"

1,
"PolicyName": "lambdaPolicy",
"Roles": [
{
"Ref": "myiamroleF@9C7974"
}
]
3,

"Metadata": {
"aws:cdk:path": "CdkScratchStack/lambda-policy/Resource"
}

1,
"BucketObjectsAwsClilayer8C081206": {

"Type": "AWS::Lambda::LayerVersion",
"Properties": {
"Content": {
"S3Bucket": {
"Fn::Sub": "cdk-hnb659fds-assets-${AWS: :AccountId}-${AWS: :Region}"
.

"S3Key": "e2277687077a2abf9aelaflcc9565e6715e2ebb62f79ec53aa75a1laf9298f642.zip"

.
"Description": "/opt/awscli/aws"
.
"Metadata": {
"aws:cdk:path": "CdkScratchStack/BucketObjects/AwsClilLayer/Resource",
"aws:asset:path":
"asset.e2277687077a2abf9aelaflcc9565e6715e2ebb62f79ec53aa75a1af9298f642.zip",
"aws:asset:is-bundled": false,
"aws:asset:property": "Content"
}
.
"BucketObjectsCustomResourceB12E6837": {
"Type": "Custom::CDKBucketDeployment",
"Properties": {
"ServiceToken": {

"Fn::GetAtt": [
"CustomCDKBucketDeployment8693BB64968944B69AAFBOCCOEB8756C81C01536",
"Arn"

]

},

"SourceBucketNames": [

{
"Fn::Sub": "cdk-hnb659fds-assets-${AWS: :AccountId}-${AWS: :Region}"
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}
1,

"SourceObjectKeys": [
"f888a9d977f0b5bdbc04alf8f07520ede6e00d4051b9a6a250860a1700924F26.zip"
1,

"DestinationBucketName": {

"Ref": "amzn-s3-demo-bucket77F80CCQ"
I

"Prune": true
I
"UpdateReplacePolicy": "Delete",
"DeletionPolicy": "Delete",
"Metadata": {
"aws:cdk:path": "CdkScratchStack/BucketObjects/CustomResource/Default"
}

iy
"CustomCDKBucketDeployment8693BB64968944B69AAFBOCCOEB8756CServiceRole89A01265": {

"Type": "AWS::IAM::Role",
"Properties": {
"AssumeRolePolicyDocument": {
"Statement": [
{
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {

"Service": "lambda.amazonaws.com"
}
}
1,
"Version": "2012-10-17"
},
"ManagedPolicyArns": [
{
"Fn::Join": [
[
"arn:",
{
"Ref'": "AWS::Partition"
I
":iam::aws:policy/service-role/AWSLambdaBasicExecutionRole"
]
]
}

20
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]
I
"Metadata": {
"aws:cdk:path": "CdkScratchStack/
Custom: : CDKBucketDeployment8693BB64968944B69AAFBOCCOEB8756C/ServiceRole/Resource"
}
},

"CustomCDKBucketDeployment8693BB64968944B69AAFBOCCOEB8756CServiceRoleDefaultPolicy88902FDF" :
{
"Type": "AWS::IAM::Policy",
"Properties": {
"PolicyDocument": {
"Statement": [
{

"Action": [
"s3:GetBucket*",
"s3:GetObject*",
"s3:List*"

1,

"Effect": "Allow",

"Resource": [

{
"Fn::Join": [

mnn
’

L
"arn:",
{
"Ref": "AWS::Partition"
iy
"is3:::",
{
"Fn::Sub": "cdk-hnb659fds-assets-${AWS: :AccountId}-${AWS: :Region}"
iy
||/*||
]
]
iy
{
"Fn::Join": [
L
Ilarn Il’
{

AERRIE Blaa 21
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"Ref": "AWS::Partition"
1,
"is3:::",

{

"Fn::Sub": "cdk-hnb659fds-assets-${AWS: :AccountId}-${AWS: :Region}"

"Action": [
"s3:Abort*",
"s3:DeleteObject*",
"s3:GetBucket*",
"s3:GetObject*",
"s3:List*",
"s3:PutObject",
"s3:PutObjectLegalHold",
"s3:PutObjectRetention",
"s3:PutObjectTagging",
"s3:PutObjectVersionTagging"
1,
"Effect": "Allow",
"Resource": [
{
"Fn::GetAtt": [
"amzns3demobucket77F80CC0Q",

"Azn"
]
I
{
"Fn::Join": [
[
{

"Fn::GetAtt": [
"amzns3demobucket77F80CC0Q",
"Arn"

]

I
n/wn
]
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]
}
]
}
1,
"Version": "2012-10-17"
},
"PolicyName":
"CustomCDKBucketDeployment8693BB64968944B69AAFBOCCIEB8756CServiceRoleDefaultPolicy88902FDF",
"Roles": [
{
"Ref":
"CustomCDKBucketDeployment8693BB64968944B69AAFBOCCOEB8756CServiceRole89A01265"
}
]
.
"Metadata": {
"aws:cdk:path": "CdkScratchStack/
Custom: : CDKBucketDeployment8693BB64968944B69AAFBOCCIEB8756C/ServiceRole/DefaultPolicy/
Resource"
}
.
"CustomCDKBucketDeployment8693BB64968944B69AAFBOCCOEB8756C81C01536": {
"Type": "AWS::Lambda::Function",
"Properties": {

"Code": {
"S3Bucket": {
"Fn::Sub": "cdk-hnb659fds-assets-${AWS: :AccountId}-${AWS: :Region}"
},
"S3Key": "9eb41a5505d37607ac419321497a4f8c21cfOeelf9bsabb29aa04301aeasbc7fd. zip"
},
"Role": {

"Fn::GetAtt": [
"CustomCDKBucketDeployment8693BB64968944B69AAFBOCCOEB8756CServiceRole89A01265",
"Arn"

]

},
"Environment": {

"Variables": {

"AWS_CA_BUNDLE": "/etc/pki/ca-trust/extracted/pem/tls-ca-bundle.pem"

}

.
"Handler": "index.handler",
"Layers": [
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{

"Ref": "BucketObjectsAwsClilayer8C081206"

}

15

"Runtime": "python3.9",
"Timeout": 900
"CustomCDKBucketDeployment8693BB64968944B69AAFBOCCIOEB8756CServiceRoleDefaultPolicy88902FDF",

[
"CustomCDKBucketDeployment8693BB64968944B69AAFBOCCOEB8756CServiceRole89A01265"

},
"DependsOn":

: {
"aws:cdk:path": "CdkScratchStack/

15

"Metadata":

Custom: : CDKBucketDeployment8693BB64968944B69AAFBOCCIEB8756C/Resource",
"asset.9eb41a5505d37607ac419321497a4f8c21cf@eelf9b4abb29aa®430laeasc7fd",

"aws:asset:path":
"aws:asset:is-bundled": false,
"aws:asset:property": "Code"
}
}
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