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M3l AlR

2. DR Orchestrator FAILBACK&EH H4l2 2123 JSON mt2tO/EE el&Lct

3. £ resourceType 7|92 2 DR Orchestrator FAILBACK AE|O|E HAI2 AE|O|E HAIS
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7. Check DB instance statusLambda &&= DB7} AX|E 7} X| Delete DB Instance
status € =QIELICt

. Create Read ReplicalLambda &= M 7|2 Z|T0 %= DB QIAHAZRE EX Z|Tof ¢
7| M8 SHMEe d-dELuict.

. Check DB instance statusLambda &+t ¢47| & SX[& DB QIAHA HE|E &QlehL]
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{
"StatePayload": [
{
"layer": 1,
"resources": [
{

"resourceType": "PromoteRDSReadReplica",
"resourceName": "Promote RDS MySQL Read Replica",

"parameters": {

DR 2 HAEH|O|E| FAILOVER
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"RDSInstanceldentifier": "!Import rds-mysgl-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn"
}
I
{
"resourceType": "FailoverElastiCacheCluster",
"resourceName": "Failover ElastiCache Cluster",
"parameters": {
"GlobalReplicationGroupId": "!Import demo-redis-cluster-global-replication-
group-id",
"TargetRegion": "!Import demo-redis-cluster-target-region",
"TargetReplicationGroupId": "!Import demo-redis-cluster-target-replication-
group-id"
}
}

met0jE MR HE

Ct& EO0|= DR Orchestrator FAILOVER AH|O|E HAIO| AAE5t= metO|E 7t Lo A& LY.

mtZt0|Ef Ol & =ES ofl &f 2t
layer(E%: ZAt) MEl=M A 10 Helgl 2 1E=2,8S

E gl&AE AHE 2 2laATt
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Bl (EHa: AR Hi ) S A Lol 2E 2laazt

HHEE A™—ELIC "resourceType":"

String",

"resourceName":"St
ring",
"parameters": {
"<paraml>":"<!Import
cft-output-1">,
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ut2tO|E O|& MH oil&f 2t
resourceType (E<=: 24t EIAAE AHET| 2 2|4 PromoteRDSReadRepl
%) A RY ica EE FailoverE
lastiCacheCluster
resourceName (B4 AME: Olg{st ElAATE &8t ofZE 2 Promote RDS for MySQL
= AFY) Aol ZEEZEE|QE AH¥37| Read Replica
2?13l
OH7HE = (B AR HE)) AWS Ol O|E{H| O] A T| U 2 H c
= 55 ":"<!Import
cft-
output-1>",
"<param2>":"<!Import
cft-
output-2>",
}
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.Create

AWS HE 7to|=

oM 2tHE CllO|E{H| O] A0f CHEF DR £F M XtS & AWS

. Start
\

i uwlﬁ ~
|
|

l |
Resources , E
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. ResourceType
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CreateRDSReadReplica CreateAuroraSecondaryDBCluster ‘ ‘ No-Ops E
. [
I
i
I
| |
fEndﬁ
L
Bl HA2 O Z Z =0l EAIE JSON Ao 07 H-E 2rot& Lt
{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "CreateRDSReadReplica",
"resourceName": "Create RDS for MySQL Read Replica",
"parameters": {
"RDSInstanceldentifier": "!Import rds-mysql-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn",
"SourceRDSInstanceIdentifier": "!Import rds-mysgl-instance-source-
identifier",
"SourceRegion": "!Import rds-mysql-instance-SourceRegion",
"MultiAz": "!Import rds-mysql-instance-MultiAz",
"DBInstanceClass": "!Import rds-mysql-instance-DBInstanceClass",
"DBSubnetGroup": "!Import rds-mysql-instance-DBSubnetGroup",
"DBSecurityGroup": "!Import rds-mysql-instance-DBSecurityGroup",
"KmsKeyId": "!Import rds-mysql-instance-KmsKeyId",
"BackupRetentionPeriod": "7",

DR 27|AE&|0|E FAILBACK
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"MonitoringInterval": "60",

"StorageEncrypted": "True",

"EnableIAMDatabaseAuthentication": "True",

"DeletionProtection": "True",

"CopyTagsToSnapshot": "True",

"AutoMinorVersionUpgrade": "True",

"Port": "!Import rds-mysql-instance-DBPortNumber",
"MonitoringRoleArn": "!Import rds-mysql-instance-RDSMonitoringRole"

DR 27|AE&|0|E FAILBACK 11
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{
"StatePayload": [
{
"layer": 1,
"resources": [
{

"resourceType": "PlannedFailoverAurora",
"resourceName": "Switchover (planned failover) of Amazon Aurora global

databases (MySQL)",
"parameters": {

"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",

"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier"

}
}
]
}
]
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https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/rds.html#RDS.Client.failover_global_cluster
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html#aurora-global-database-failover
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html#aurora-global-database-failover
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(o]

= JSON ZEE =g LIC}. resourceType
{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "UnPlannedFailoverAurora",
"resourceName": "Performing unplanned failover for Amazon Aurora global

databases (MySQL)",
"parameters": {

"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",

"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier",

"ClusterRegion": "!Import dr-globaldb-cluster-mysql-cluster-region"
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UnPlannedFailoverAuroraMySQL €11 dr-orchestrator-stepfunction-unplanned-
Aurora-failover &'Ef Detach Cluster from Global Database MHAlOIAM 2HE2 S &EF

LICH.




AWS HE 7tol= ol A 2743 CllolE{H| o] A0f CHE DR &5 M X S3 AWS

" PlannedFailoverAurora PromoteRDSReadReplica

\

7. Ol Detach Cluster from Global Database 22 Z 2 O|O|E{H|0|AM EX 2 AFE]
g 22l (M7H) guct.

E FailoverElastiCacheCluster

|
i

.
I
I
I
I

’

olex 2t =8 HU2H 20



AWS H#E 7tol= ol A 2t A1 clolE{H|olA0f CHEF DR

=
=

=
=

M

Xt

=
S

E

F AWS

2 2HAEE S0 ITI/M 7| Y ZREE R

22{AH (dbcluster-02) = S&™

9. dr-orchestrator-stepfunction-FAILOVERAE|O|E 0| & =2 &

AR&LICH

s A
g+

21




AWS HE 7ol oM 2tHE CllO|E{H| O] A0f CHEF DR £F M XtS & AWS
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i | | H |
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Ol 7|& X| (us-east-1) 0lA{ DR Orchestrator FAILBACK &Ef H4lS Al&sE{H
DeletionProtection HX{ Amazon Aurora DB E2B{AEE 502 £%5t1 E H|gM35lalof &
LIC}. DeletionProtection

DR Orchestrator Framework= dr-orchestrator-stepfunction-FAILBACK & Elf HAIE A5}
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Modifying.html
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3. Amazon RDS 2£ £ 0|535t0{ 28{AE| 0|& (dbcluster-01) € MENSt T [Modify] & MEHEIL
Ct.

4. MR 2E0IM AN 2% g5t SolBto] Mg F|Astn &g MEBLIC
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DR Orchestrator FAILBACKZEH H&I2 O|Fe| 7[& X[ () us-east-1 oA Y ZEM|A
ol & ELct.

S SN CHST 20| BHIAIL.
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Z 0|& 8t C}Z Step FunctionsE ME4EFLICEH
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{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "CreateAuroraSecondaryDBCluster",
"resourceName": "To create secondary Aurora MySQL Global Database Cluster",
"parameters": {
"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",
"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier",
"DBClusterName": "!Import dr-globaldb-cluster-mysql-cluster-name",
"SourceDBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-source-
cluster-identifier",
"DBInstanceldentifier": "!Import dr-globaldb-cluster-mysqgl-instance-
identifier",
"Port": "!Import dr-globaldb-cluster-mysql-port",
"DBInstanceClass": "!Import dr-globaldb-cluster-mysql-instance-class"
"DBSubnetGroupName": "!Import dr-globaldb-cluster-mysql-subnet-group-

4

name",

"VpcSecurityGroupIds": "!Import dr-globaldb-cluster-mysql-vpc-security-
group-ids",
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"Engine": "!Import dr-globaldb-cluster-mysql-engine",
"EngineVersion": "!Import dr-globaldb-cluster-mysql-engine-version",
"KmsKeyId": "!Import dr-globaldb-cluster-mysql-KmsKeyId",
"SourceRegion": "!Import dr-globaldb-cluster-mysql-source-region",
"ClusterRegion": "!Import dr-globaldb-cluster-mysql-cluster-region",
"BackupRetentionPeriod": "7",

"MonitoringInterval": "60",

"StorageEncrypted": "True",
"EnableIAMDatabaseAuthentication": "True",

"DeletionProtection": "True",

"CopyTagsToSnapshot": "True",

"AutoMinorVersionUpgrade": "True",

"MonitoringRoleArn": "!Import rds-mysql-instance-RDSMonitoringRole"
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Aurora SQL My SQL & &t ofC|M 2! ElastiCache Amazon (OSSRedis) - 2 2% OIO|E{AE0{E Hi
Z 8 4 Ql&LICh -database EIZ X|E 2| App-StackREADME I lof RlE XIES M2 AMAIL. aws-
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https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automate-cross-region-failover-and-failback-by-using-dr-orchestrator-framework.html
https://aws.amazon.com/free/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.Modifying.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Modifying.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CreateSnapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.RDS_Fea_Regions_DB-eng.Feature.CrossRegionReadReplicas.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/WhatIs.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.AuroraMySQL.html
https://github.com/aws-samples/aws-cross-region-dr-databases/tree/main/App-Stack
https://github.com/aws-samples/aws-cross-region-dr-databases/tree/main/App-Stack
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/outputs-section-structure.html
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AWS CloudFormation LHELHZ| HHE BFE A| AL SHOF B L|7F?
OtL|2. Amazon Aurora 22 O|0|E{H|0|A EEE= Amazon RDS DB QIAEIAO| 22 C}S JSON &
Al (0f:- "RDSInstanceldentifier": "rds-mysql-instance") _E Y dEE = UasU
CF.

DR Orchestrator FAILOVER I3 Z 22 AI23504 5 74 o|&r o] O
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0i. /24 Of7H B4 TUM E O|& 2| E|AAE T™MES0 & AWS 0|4 9| O|O|E{H|O|AE EoH T X|

& £ Ql&LICH CHE Z E of|XMl= Amazon RDS for My SQL ¢17| & SA|& 13 Amazon ElastiCache
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{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "PromoteRDSReadReplica",

"resourceName": "Promote RDS MySQL Read Replica",

"parameters": {
"RDSInstanceldentifier": "!Import rds-mysqgl-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn"
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-disaster-recovery/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-disaster-recovery/welcome.html
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"resourceType": "FailoverElastiCacheCluster",
"resourceName": "Failover ElastiCache Cluster",
"parameters": {
"GlobalReplicationGroupId": "!Import demo-redis-cluster-global-replication-
group-id",
"TargetRegion": "!Import demo-redis-cluster-target-region",
"TargetReplicationGroupId": "!Import demo-redis-cluster-target-replication-
group-id"
}
}
]
}
]
}

Amazon& DR Orchestrator FAILBACK AE{ A2 Algst |
InvalidParameterCombination 2 F & & X|5}24T o4& AH| s{of &L

7}? RDS

"errorMessage": "An error occurred (InvalidParameterCombination) when
calling the DeleteDBInstance operation: Cannot delete protected DB
Instance, please disable deletion protection and try again."
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.Modifying.html
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https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
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https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Redis-Global-Datastore.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html
https://aws.amazon.com/blogs/database/automate-amazon-aurora-global-database-endpoint-management/
https://aws.amazon.com/blogs/database/automate-amazon-aurora-global-database-endpoint-management/
https://aws.amazon.com/blogs/infrastructure-and-automation/disaster-recovery-failover-scenarios-aurora-global-database-terraform/
https://aws.amazon.com/blogs/infrastructure-and-automation/disaster-recovery-failover-scenarios-aurora-global-database-terraform/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-disaster-recovery/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automate-cross-region-failover-and-failback-by-using-dr-orchestrator-framework.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automate-cross-region-failover-and-failback-by-using-dr-orchestrator-framework.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/automate-dr-solution-relational-database/automate-dr-solution-relational-database.rss
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
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https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
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https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
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AWS HZ 710|= ol A 2t7E clo|E{HIo|A0f CHEF DR &£ F M R S3H AWS

SEC 2O U T F4E AWS 2Isi9t TR MY MBsHE THALICH AWS £ B+
SOl Hotg HESHE U, ASAHE B2teCol Bote BEELICH RIAE LI8S B5 MU D
=

2
fl

o
N
o
fljo
i
m
>
N
¥
30
rr
2
L)
|
o
FO
ro
m
ne
4
0x
FO
k>
(=
02
2
N
nx
0z
rok
o
4o

SLI

SLO
MHIA =& SEE FX5HME

28 o Als 2
HOist T2 RE B SFSD JHS3E| 218 HHULICH MER 75D HE YlATt Hols|H
$4) j0| BHE/0] MEZR HE Ho| BHE0{TILICH 018 S3 ZHO| AT MH|A FRE X
Sham, WA A4S THMSHD, A5 HAS KIHE 4 AUSLICH KHMIE LIS oM oHE 25
Ol #Arhstoll ChEH EHAlY M2 WAIS AZ MR AWS Sat

SPOF
Crol BHoH XIBS AESMR

AEF AZF|O
stLtol 2 ME El0|28 A8 shol ERMM £ SHE ClOIEIE ME ST Lt olarol &te &
B EI01BE ABSH0{ ClOE| S 88 HTSE HOlEHOIA 2T 2L 0 TAE HOL
glofsteA i HIALA QHBEIMARO R MRS LI

Strangler Fig THE

A MK ALH 715E HEMez OhA| BFdstT WAsto 2=
&t

M2 44 ol H{EH2 F3int 20| LIFZ Xet 25 SFE 94

I



https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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