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https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://boto3.amazonaws.com/v1/documentation/api/latest/index.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html
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Lambda &7} CtSL|C}.

AWS account
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1 O 1
1 Resolve imports App-Stack I
! Lambda AWS CloudFormation !
1 Input template
! parameters !
' '
. ® 50 @ @ ® ] .
1 1
1 1
1 1
! Failover Aurora Failover Aurora
' '
| Cluster Cluster | VPC peering
1 Step Functions Lan@pda ! connection
' '
h %Z@ —> refou;:e | Cross-Region
: vP Amazon | & ______.* : replication
: DR Orchestrator furors : *
h FAILOVER h
Step Functions Aurora !
: Aurora Replica :
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Check Failover
Status
Lambd

1 Aurora 1
: Standalone cluster

Application users

1. DR Orchestrator FAILOVER &'E{ A|AEI2 2124 JSON IfZt0|EE & LICH.

2. JEf AARI2 resourceType IIEIOIE{E 7|#F2 2 |, Failover Aurora ClustertE
E Promote RDS Read Replica%t Z2 CHE HE] A|AEIE SEFLICIFailover
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3. Failover Aurora Cluster &Ej AAHRI2 CHS Ml EHA ZH2ZtollM Lambda &+& S &&L|Ct
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Application users
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et O] 7|2 2I7()oll M Aurora EE2{AE{0] DeletionProtection CHHE H
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2. DR Orchestrator FAILBACK AfEH A|AEIS

S8E 0 AS
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2/ JSON ItztO|EE ¢

3. & 7|82 Z resourceType DR Orchestrator FAILBACK &EH AlA

Secondary DB Cluster #Ei A|ABRIS S &S

4. Create Aurora Secondary DB Cluster
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5. Resolve import Lambda &£ A
variable-name>"2| AIX| 222 & QIFLIC}.
6. Delete DB Instance Lambda &£ O|F 7|2
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import <export-
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7. Check DB instance status Lambda &% & DB7} 4 ANDelete DB Instance statusE [

THRIE = elgfLch.

8. Create Read Replicalambda &= M 7|2 2[Fo] 2= DB QIAEHAMNM EX E[F0] ¢{7]

HE sHES ddgeLch

—_Oo T

9. Check DB instance status Lambda &£ 217 H& SX|2 DB QIAEA MEHE =l
Ct. 2 Ef7I AVAILABLEO|™ Lambda &= H&38 EES2 5 & &Ef A|IARISE CHA| &35, 0]

AMAEIE 2= ElL|CH

DR AHAEH O|E{ &olf =x|

7|12 2|™(us-east-1)0| CIREHLI 2Y
Orchestrator FAILOVER ME| AAEIS AR

B4~ E2 55510 £HQ E= 047 C|O|E{H|O|A S 2 Frof =x|E = Ql&LCt

[ Start |

[

Layers

l

Resources

3%
|
¥

| ResourceType L:i

: r-/f'{{_i__i_i_i_i__ Pt — l ey ey
FailoverElastiCacheCluster PlannedFailoverAurora UnPlannedFailoverAurora PromoteRDSReadReplica No-Ops
End
MEf AARI2 OHE 2 EQ 20| JSON A9 mietO|EHE LTt
{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "PromoteRDSReadReplica",
"resourceName": "Promote RDS MySQL Read Replica",

"parameters": {
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"RDSInstanceldentifier": "!Import rds-mysgl-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn"
}
I
{
"resourceType": "FailoverElastiCacheCluster",
"resourceName": "Failover ElastiCache Cluster",
"parameters": {
"GlobalReplicationGroupId": "!Import demo-redis-cluster-global-replication-
group-id",
"TargetRegion": "!Import demo-redis-cluster-target-region",
"TargetReplicationGroupId": "!Import demo-redis-cluster-target-replication-
group-id"
}
}
]
}
]
}

mtetolE ME S

Ct2 Eoll= DR Orchestrator FAILOVER &EH A|AEIO|A A

olo
oh
rr
El

FEFOIE7F LEoF Q& LT,

m2loE| o8 M ofl 4t 2t
layer (Z4: £xh X2l AlEAQLC AS 28] 1E=2S

O —l =
OF &Lt
BlAA(ES: A HIR) Bl AS Lol 2 Blars

H4 24 AlISH=]

SEE dFELIC "resourceType":"
String",
"resourceName":"St
ring",

"parameters": {
"<paraml>":"<!Import
cft-output-1">,
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PromoteRDSReadRepl
ica E£= FailoverE
lastiCacheCluster

Promote RDS for MySQL
Read Replica

{
"<paraml>

":"<IImport

cft-
output-1>",

"<param2>":"<!Import

cft-
output-2>",

}

2|™M(us-east-1)0| 7HSZ|™H DR O|HE & DR Orchestrator FAILBACK &FEH A|AE

pel

FLICEH M Z7]&2 2™ (us-west-2)2] O] 7|2 2|T0| A Amazon RDSO| CHEt 17| TE =
5 LICt. O] O|HIE= HEE O|HIEOC|IEZ FE E= AEF
2T AlZto] o & Tt S BX| AT 20| #EE o SE = JU&Lct
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.Create
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.Create
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Resources

\

. ResourceType

_,——'_'_'_'_'_— b
_ . l
CreateRDSReadReplica

o

s
a2
>
>
I
rlo
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I

=2} Z0| JSON

"StatePayload": [
{
"layer": 1,
"resources": [
{

"resourceType": "CreateRDSReadReplica",

' CreateAuroraSecondaryDBCluster ‘

‘ No-Ops

"resourceName": "Create RDS for MySQL Read Replica",

"parameters": {

"RDSInstanceldentifier": "!Import rds-mysql-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn",
"SourceRDSInstanceIdentifier": "!Import rds-mysgl-instance-source-

identifier",

"SourceRegion": "!Import rds-mysql-instance-SourceRegion",
"MultiAz": "!Import rds-mysql-instance-MultiAz",
"DBInstanceClass": "!Import rds-mysql-instance-DBInstanceClass",
"DBSubnetGroup": "!Import rds-mysql-instance-DBSubnetGroup",
"DBSecurityGroup": "!Import rds-mysql-instance-DBSecurityGroup",
"KmsKeyId": "!Import rds-mysql-instance-KmsKeyId",

"BackupRetentionPeriod": "7",

DR 2AAER Ol Zol| =x|
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"MonitoringInterval": "60",

"StorageEncrypted": "True",

"EnableIAMDatabaseAuthentication": "True",

"DeletionProtection": "True",

"CopyTagsToSnapshot": "True",

"AutoMinorVersionUpgrade": "True",

"Port": "!Import rds-mysql-instance-DBPortNumber",
"MonitoringRoleArn": "!Import rds-mysql-instance-RDSMonitoringRole"

DR 27|AEB|O|E ZoH =X 10
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Aurora & Ej & Step Functions & EH T4
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T

S SHE)
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ME|&LCH
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5. [A& AlZH € MBS Input - optional AlMof CHS JSON ZEE =g},

{
"StatePayload": [
{
"layer": 1,
"resources": [
{

"resourceType": "PlannedFailoverAurora",
"resourceName": "Switchover (planned failover) of Amazon Aurora global

databases (MySQL)",
"parameters": {

"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",

"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier"

}
}
]
}
]

}
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html#aurora-global-database-failover
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4. dr-orchestrator-stepfunction-FAILOVERAE|O|E MHAISZ O|SELICEH
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(o]

= JSON ZEE =g LIC}. resourceType
{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "UnPlannedFailoverAurora",
"resourceName": "Performing unplanned failover for Amazon Aurora global

databases (MySQL)",
"parameters": {

"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",

"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier",

"ClusterRegion": "!Import dr-globaldb-cluster-mysql-cluster-region"

6. dr-orchestrator-stepfunction-FAILOVERAEH HAI2 BlAaA R¥EE a2
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}' FailoverElastiCacheCluster i i PlannedFailoverAurora | }' PromoteRDSReadReplica
i | | H |
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Ol 7|& X| (us-east-1) 0lA{ DR Orchestrator FAILBACK &Ef H4lS Al&sE{H
DeletionProtection HX{ Amazon Aurora DB E2B{AEE 502 £%5t1 E H|gM35lalof &
LIC}. DeletionProtection

DR Orchestrator Framework= dr-orchestrator-stepfunction-FAILBACK & Elf HAIE A5}
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Modifying.html
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3. Amazon RDS 2£ £ 0|535t0{ 28{AE| 0|& (dbcluster-01) € MENSt T [Modify] & MEHEIL
Ct.

4. MR 2E0IM AN 2% g5t SolBto] Mg F|Astn &g MEBLIC
5. [BAl M8 2 MEiE O3 [EBAE ] 2 MEighLIct

DR Orchestrator FAILBACKZEH H&I2 O|Fe| 7[& X[ () us-east-1 oA Y ZEM|A
ol & ELct.

S SN CHST 20| BHIAIL.

=]
O|™9o| 7|8 XY (us-east-1) 22 #HZH
Z 0|& 8t C}Z Step FunctionsE ME4EFLICEH
DR Orchestrator FAILBACKAE|OIE HAISZ O|S¢ELICt
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[Al&l A%} € MEHEI T Input - optional A0 CHS JSON ZEE Ql=248HLIC}.
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x
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{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "CreateAuroraSecondaryDBCluster",
"resourceName": "To create secondary Aurora MySQL Global Database Cluster",
"parameters": {
"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",
"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier",
"DBClusterName": "!Import dr-globaldb-cluster-mysql-cluster-name",
"SourceDBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-source-
cluster-identifier",
"DBInstanceldentifier": "!Import dr-globaldb-cluster-mysqgl-instance-
identifier",
"Port": "!Import dr-globaldb-cluster-mysql-port",
"DBInstanceClass": "!Import dr-globaldb-cluster-mysql-instance-class"
"DBSubnetGroupName": "!Import dr-globaldb-cluster-mysql-subnet-group-

4

name",

"VpcSecurityGroupIds": "!Import dr-globaldb-cluster-mysql-vpc-security-
group-ids",
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"Engine": "!Import dr-globaldb-cluster-mysql-engine",
"EngineVersion": "!Import dr-globaldb-cluster-mysql-engine-version",
"KmsKeyId": "!Import dr-globaldb-cluster-mysql-KmsKeyId",
"SourceRegion": "!Import dr-globaldb-cluster-mysql-source-region",
"ClusterRegion": "!Import dr-globaldb-cluster-mysql-cluster-region",
"BackupRetentionPeriod": "7",

"MonitoringInterval": "60",

"StorageEncrypted": "True",
"EnableIAMDatabaseAuthentication": "True",

"DeletionProtection": "True",

"CopyTagsToSnapshot": "True",

"AutoMinorVersionUpgrade": "True",

"MonitoringRoleArn": "!Import rds-mysql-instance-RDSMonitoringRole"
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Secondary-cluster &#Ej H&lO| 2t2 |11 &Eff HAlol 43 EZ0|DR Orchestrator
Failback CtA| M&ELICH

27



AWS H#E 7tol= ol A 2t A1 clolE{H|olA0f CHEF DR

End




AWS HE 7tol= oM 2743 CllolE{H| oA 0f CHE DR £5 M XS3H AWS

10dr-orchestrator-stepfunction-FAILBACKAH|O|E HAI0| 22 E|A&LICEH

CreateRDSReadReplica

| 4 29



AWS HE 7tol= oM 2tHE CllO|E{H| O] A0f CHEF DR £F M XtS & AWS

A= =

E£E2MHiZ

A 27 AEE M $0i= DR Orchestrator Z 2|23 IHE1O| X|ElS M2 MA|L. Amazon &
RDSAurora Amazon0i| CH&t X|&!0| Z & £|0] ElastiCache AU &LICH &£FME HIAESIE{H AP

T A 2 AE A E HE s ol|A| Cllo|E{HI0] A E of HHEZ sHAA 2. AWS

NS e
« O| 22 MHE M3 ™Mo 2 AWS HAIHHIZSHAAIL.
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= ™$&H AWS CloudFormation
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¢ RDSQIAEAE £502 £%5}7{L} Amazon Aurora DB 2AEE £&sl1 H|EMstect.
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O| Cl[O|E{HIO|AE I8t X[ 7t DR £F M2 A|45t7| ?/5H Amazon for My AWS, Amazon RDS
Aurora SQL My SQL & &t ofC|M 2! ElastiCache Amazon (OSSRedis) - 2 2% OIO|E{AE0{E Hi
Z 8 4 Ql&LICh -database EIZ X|E 2| App-StackREADME I lof RlE XIES M2 AMAIL. aws-
cross-region-dr GitHub O] M0l AM 7|2 X|82 us-east-1 0|1 EZX X[ QlL|Ctus-west-2.
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https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automate-cross-region-failover-and-failback-by-using-dr-orchestrator-framework.html
https://aws.amazon.com/free/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.Modifying.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Modifying.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CreateSnapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.RDS_Fea_Regions_DB-eng.Feature.CrossRegionReadReplicas.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/WhatIs.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.AuroraMySQL.html
https://github.com/aws-samples/aws-cross-region-dr-databases/tree/main/App-Stack
https://github.com/aws-samples/aws-cross-region-dr-databases/tree/main/App-Stack
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/outputs-section-structure.html
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Recovery Time Objective(RTO) Z! Recovery Point Objective(RPO)01l CHEH XFAIEH LIE 2 7|8 | O|E
H|O|Aof CHEH RiaH 57 = AWS HEFS HZESHAIL.

AWS CloudFormation LHELHZ| H4+E A Z3HOF & LI7H?

OtL|2. Amazon Aurora 2 2 O|O|E{H|0|A &&= Amazon RDS DB QIAEA 9| ZHE JSON & 4(0f
"RDSInstanceIdentifier": "rds-mysql-instance")2Z Z3 ME& 4 U&L|CH

DR Orchestrator FAILOVER I3 EZE2E AI235+04 £ 0]Aro] AWS
CIlO|E{H|O|AE ol ZXIE = U&LIT?

of, 2= uteto|e ool E ol el 2|AAE ™ME S0 & 0|42 AWS HIO|EH|O|AE FHof =

x|& £ Q&LICh ChS 2= oMol AE Amazon RDS for MySQL &17| M & SA|E 3 Amazon
ElastiCache(Redis OSS) 2 2 H|O|EH AE0{E& HEUEE Fol ZX|ot= LS 2o{ELICt

{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "PromoteRDSReadReplica",
"resourceName": "Promote RDS MySQL Read Replica",
"parameters": {
"RDSInstanceldentifier": "!Import rds-mysqgl-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn"
}
},
{
"resourceType": "FailoverElastiCacheCluster",
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-disaster-recovery/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-disaster-recovery/welcome.html
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"resourceName": "Failover ElastiCache Cluster",
"parameters": {
"GlobalReplicationGroupId": "!Import demo-redis-cluster-global-replication-
group-id",
"TargetRegion": "!Import demo-redis-cluster-target-region",
"TargetReplicationGroupId": "!Import demo-redis-cluster-target-replication-
group-id"
}
}
]
}
]
}
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"errorMessage": "An error occurred (InvalidParameterCombination) when
calling the DeleteDBInstance operation: Cannot delete protected DB
Instance, please disable deletion protection and try again."
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.Modifying.html
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https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
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https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Redis-Global-Datastore.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html
https://aws.amazon.com/blogs/database/automate-amazon-aurora-global-database-endpoint-management/
https://aws.amazon.com/blogs/database/automate-amazon-aurora-global-database-endpoint-management/
https://aws.amazon.com/blogs/infrastructure-and-automation/disaster-recovery-failover-scenarios-aurora-global-database-terraform/
https://aws.amazon.com/blogs/infrastructure-and-automation/disaster-recovery-failover-scenarios-aurora-global-database-terraform/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-disaster-recovery/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automate-cross-region-failover-and-failback-by-using-dr-orchestrator-framework.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automate-cross-region-failover-and-failback-by-using-dr-orchestrator-framework.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/automate-dr-solution-relational-database/automate-dr-solution-relational-database.rss
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
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https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
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