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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.Enabling.html
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.html
https://aws.amazon.com/rds/faqs/#Enhanced_Monitoring
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
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AWS HZ 7to|= Amazon RDS for MySQL & MariaDBO1| Cigt 2 LIE{& & g ;ALF%I

LH= 20| CloudWatch APIE 7|8t 2 FHE|7| IHE ALICH 0o|§ S04, B AWS AH X 2|70
0424 CloudWatch Exporter QIAEA S HHi 504 £~ 7HO| Amazon RDS DB QIAEIAE D L|E{2IE}
™ X8t 2 F(ThrottlingException) & Z = 400 27 7t dHd& = Q&LICH ol2{8t MEtE2 2 =352
M B @ X o Z %|CH 500712 CHE Xl“ g %8s P_'.:_E Z|™MstE YACE HELWZ|E AH85tE X/O|
E&LCt =8 B2 £9] Amazon RDS DB RIAERHAE HH_éP H HIEEEHU E 5 EES
AWS A M5t Zro| LHELHZ| QIARA =& X|Bt5t= CHAl 042 AWS AHE AH83te W0l E&L

o O
oEH

ri

CH AWS A&,

2 212 Prometheus ME{0o| A A | Alertmanagerol| A MZ|ELICt O] == O|HIY, SMS E&=

Slackdt Z2 SHIE TAIKIE SEE FF MA, 2E& L 2t*E5HHLL XIS SH &YS AlEst=

212 I LICH Grafanagte ECHE @ Z AA T3E O|2{8 X|Eof CHEH A|ZHSHE E AIEHLIC.

Grafanac= & JI2Z, S UAEE, YA FE| & X =E2C20 242 -E- 7|52t *% E8e
AlZtet E MSELICH 3t 208 AM U 2N = ol XE U E2IE XSS R HItS

T OOo|E7F & maa UXE M YRS Ee LB 752 E.%:.*E*L—IEP

CloudWaich Prometheus — Grafana

exporter

Amazon RDS Amazon CloudWatch

HZ23L}

Percona Monitoring and Management(PMM)= MySQL 2! MariaDBE 2|8t F &2 2= A4 C|O|EH|

O|lA BEL|E{Z] ztz| 2l ptatMd £ 2 MAL|CH PMM2 DB QIAEIA Al SR SAENM £8 74| A
S KEE #’é!g.*l—ltr. CHAIEE 9| O|O|E{Z2 AlZtslsts 2 UIQF ClO|E{H|0|A AtE| TWIIE 9|3t KIS
O{EHIO|X{Q}t Z2 F7I 7|52 AMEELICE. PMME Al25104 Amazon RDSE ZLIE{RIE £ &L

Ct. 2Lt PMM EEI0IUE(MOIME)E SAEN HMAE £ o3 2 Amazon RDS DB QUARA
o| 7|12 2AEM MxX|E|X| f&LICH CHAIO| =7 = Amazon RDS DB QIARIAO| A5t D, MHH &
7|, INFORMATION_SCHEMA, sys 2 7|0 2! & A7|0+E F2[st1, CloudWatch APIE A& 35101 X|
E 21, 0HE &l FXg £ E3LICH. PMMOI= AWS Identity and Access Management (IAM) AHE
R AMA Z|(IAM 2387t HR5tH ZLIE{Zl0| AL E = 2= Amazon RDS DB I ABAE Xt&2
2 AMtLICH PMM S ClO|E{H0|A ZLEZlS 28 Z 202 E|H Prometheus 2CF O Bt 2
CiO|E{HIO|A Y X|EE R ELICH PMM #HE| EM CHAIEEE AL oPE4'.:'_=| ’SZ A7|0HE #E| A4
2 FsHofF gLICH 2l 24 ol O] ME 7 Amazon RDSO| Mx|zlof !X gt =2l 2| 238 ¢i2
2 Q7| M ELlct cH4l MySQL 2 MariaDB DB RIAE Aperformance_schemaOll A& 2% 2|

H=23Lt 15
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https://prometheus.io/docs/alerting/latest/alertmanager/
https://grafana.com/
https://github.com/grafana/grafana
https://docs.percona.com/percona-monitoring-and-management/setting-up/client/aws.html
https://github.com/percona/pmm
https://docs.percona.com/percona-monitoring-and-management/get-started/query-analytics.html
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DB QIAEIA 0| CHEF CloudWatch X|E

Amazon CloudWatch0ll= Amazon RDS7} RIS 2 2 HA|stE KIE T Z & |0 ?&LICt AWS/RDS
HYAHO|AN &Fdte K|EE QABHA =& X[EO|H, Ol mysqld ZE2M|A 0] ¥Z&F o|0]of M
DB QIAEIA 7} Obl Amazon RDS(AMH|A) QIARA(F, 220 A™E|= ZHE|E Clo|E{H| O]
A gHZ)E LIEFLICH MHEkAM olE{8t 7|2 X|EOo| CHREE2 012 YZet HoloM OS X|E HZof
&ELICH o|& ™ CPUUtilization, WriteIOPS, SwapUsageSO0| Q&LICH 2HWE EFSt
MariaDB & MySQLO| H4&%& £ /= Z 7tX| DB QUAEA X[E T} AU &LICtH

« BinLogDiskUsage - HFO|L{2| 217} *X|6tE ClAT S7to| Lt
« DatabaseConnections - DB QIAEIAO]| CHEF E2I0|HE HERXT 44 +=L|Ct.

* Replicalag- ¢47| & Sx|= DB QI&HATL A4 DB QIAHA LD X|HE[= AlZLICt

CloudWatchof s 714 =<0 X[E HA|

Amazon RDS 8& 741 =< 0|= CHE 22| DB QIAHA X|&£ I RHHE ZLERS T AWS
Management Console2| 85 714 T O/ CHAZEEE S8l AL E 5= QTS ELICE O| CHAIEEE
HolE{Hol& EX sid X 22 el 2Mof MEELIcH 8Lt 85 23 X|Fof oS 85 7 =
O ZEE 88 == glgLch 85 H =0/ XEE 7|Hto 2 ZEE M5t T X
FE 7t CloudWatchoil {040k EFL|Ct.

s 7 E0|= CloudWatchol| X|EE RS2 E HA|ELICH ds 74 =20/0dM S LSt 40|
EIE F2IE = UXI2t CloudWatchol| X|E 7t /28 CloudWatch ZE & F7+6t 1 7|& CloudWatch
CHAIZEO RIZE &H F7HE = U&UCh 7IRE = 28 MA & os.memory.free E=2t 22
Clo|E{H|o|A Ms K|EQLICtdb. Locks. Innodb_row_lock_ time. OS X|E £ %2 Enhanced
Monitoring A47Z0f| k2 & 2F&ILICE Enhanced Monitoring2 118 OS X|ZE 7} 1£01 8 HM = Z|F
L|Ct. Enhanced MonitoringO| 744 2/ MEAEH 7|7t S0t OS X|E 7t =& ELICH RtAEH &2
Amazon RDS MMl & E ZLIEHZE #H7[ L 1178 FZsHMIL.

DB QIAEIAO] CHEF CloudWatch X|E 23


https://dev.mysql.com/doc/refman/8.0/en/mysqld.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-metrics.html
https://console.aws.amazon.com/rds/home#performance-insights-v20206:
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.Cloudwatch.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights_Counters.html
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MySQL [(none)]> SHOW variables LIKE 'version%';
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.overview.html
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.Enabling.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.html
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring-Available-OS-Metrics.html
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.CloudWatchLogs.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.CloudWatchLogs.html
https://repost.aws/knowledge-center/custom-cloudwatch-metrics-rds
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/rds/describe-events.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeEvents.html

AWS HZE 7t0|=

Amazon RDS for MySQL ! MariaDBO1| Ci$t 2 L|E{Z 3! &

Connectivity & security Monitoring Logs & events

CloudWatch alarms (3)

Recent events (9)
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Configuration

Q
Name Y State v
Applicationinsights/RDS-DBS/AWS/RDS/CPUUtIlization/database-1/ oK
Applicationinsights/RD5-DBS/AWS/RD5/ReadLatency/database-1/ 0K
Applicationinsights/RDS-DBS/AWS/RDS/WriteLatency/database-1/ 0K

Maintenance & backups

Tags

Create alarm

Time

November 28, 2022, 14:31 (UTC+01:00)

System notes

Backing up DB instance

Finished DB Instance backup

Applying modification to database instance class

DB Iinstance shutdown

DB instance restarted

Logs (14)
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MName

error/mysgl-error-running.log
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mysqglUpgrade

Last written
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October 10, 2022, 17:05 (UTC+02:00)
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instance"

« O|HE <t L AlZE of: "Date": "2022-12-01T09:20:28.595000+00:00"

O|HIEQ} 2AZAEl MIA|X|. Of: "Message": "Finished updating DB parameter group"

- O|HIE ¥4z 0 "EventCategories": ["configuration change"]
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$ aws rds describe-events --source-identifier database-1 --source-type db-instance

{

"Events": [

{
"Sourceldentifier": "database-1",
"SourceType": "db-instance",
"Message": "CloudWatch Logs Export enabled for logs [audit, error, general,
slowquery]",

"EventCategories": [],
"Date": "2022-12-01T09:20:28.595000+00:00",
"SourceArn": "arn:aws:rds:eu-west-3:111122223333:db:database-1"
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Messages.html
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{
"Sourceldentifier": "database-1",
"SourceType": "db-instance",
"Message": "Finished updating DB parameter group",
"EventCategories": [
"configuration change"
1,
"Date": "2022-12-01T09:22:40.413000+00:00",
"SourceArn": "arn:aws:rds:eu-west-3:111122223333:db:database-1"
}
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://repost.aws/knowledge-center/sns-topics-rds-notifications
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Subscribing.html
https://mariadb.com/kb/en/mariadb-audit-plugin-log-format/
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CHS oMol E ZAF 220{l CONNECT O|HIE T} EAIZ|E 34, AZE AR, o1ZAE SEI0|ME(IP
FA)E HQIStE ZA 210| F2|E EoiELICH ZAF 20 ¢FE 8

L|Ct.

20221201 14:07:05,ip-10-22-1-51,rdsadmin,localhost,821,0,CONNECT,,,@,SOCKET
20221201 14:07:05,ip-10-22-1-51,rdsadmin,localhost,821,@,DISCONNECT,,,@,SOCKET
20221201 14:12:20,ip-10-22-1-51,rdsadmin,localhost,822,0,CONNECT,,,@,SOCKET
20221201 14:12:20,ip-10-22-1-51,rdsadmin,localhost,822,@,DISCONNECT,,,@,SOCKET
20221201 14:17:35,ip-10-22-1-51,rdsadmin,localhost,823,@, CONNECT,,,@,SOCKET
20221201 14:17:35,ip-10-22-1-51,rdsadmin,localhost,823,@,DISCONNECT,,,@,SOCKET
20221201 14:22:50,ip-10-22-1-51,rdsadmin,localhost,824,0,CONNECT,,,@,SOCKET
20221201 14:22:50,ip-10-22-1-51,rdsadmin,localhost,824,0,DISCONNECT,,,@,SOCKET

ol Log Insights #2|l= Ct& 221 Z0|7t 581ocalhostOtCt & 223| G| O|E{H| O| A0
rdsadmin QPIZEIRIS S Eo4ELICE O|2{8t Zot= 50| ZLETZ AAE XHA|Q 22 LHE
Amazon RDS Z 2 M| A M AIZTE[RSZ S LIEHLLICE.

CllolEHIOlIA 2 36


https://dev.mysql.com/doc/refman/8.0/en/error-log.html
https://dev.mysql.com/doc/refman/8.0/en/query-log.html
https://dev.mysql.com/doc/refman/8.0/en/slow-query-log.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Procedural.UploadtoCloudWatch.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Procedural.Watching.html

AWS ¥ 7tol= Amazon RDS for MySQL 2! MariaDBo| CHEt 2 LIE{E 2 2 H{?}\LFE—J
29

[n?]

CloudWatch Logs Insights

Logs Insights sm 3m 1h  3h  12h  Custom
Select log groups, and then run a guery or choose a
sample query.

v
Jaws/frds/instance/database-1/audit X
1 fields @timestamp, @message
2 | filter @message like /(71){CONMECT)/
3 | parse @message ',*,%,' as @instance,@user
4 | parse @message /(7<@ip>\d{1,3}\.\d{1,3}\.\d{1,3.Nd{1,3})/
5 | stats count() AS counter by @user, @ip
5 | sort by @user desc, @counter desc _
T | limit 5@
P
[ un ey e | [rimony |
Queries are allowed to run for up to 15 minutes.
Logs Visualization | Export results v | | Add to dashboard &
showing 1 of 22 records matched @ Hide histagram
22 records (2.3 kB) scanned in 3.25 @ 6 records/fs (746.057 B/s)
2
1
0
03:15 03:30 03:45 04 PM
# Buser &ip counter
v 1 rdsadmin 22
Field Value
@ip

Euser rdsadmin
counter 22
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AWS HZE 7tolE Amazon RDS for MySQL 2! MariaDBO{| CiEH 2 LIE{Z &I -2
2

F 23 ol 7|22 4+ U&SLICHERROR 1114 (HYQ0Q): The table zip_codes is full.
olz{st 52 ZLIEHES0| L7 FME mte = U&LICH EEHE AHE 3504 Amazon RDS H|O|
E{HIO|A 29| AtE ZLIE{ES & 4315104 Amazon RDS 20| AM AF& Xt x| CloudWatch X|E
E Mdsto] &Y miHol| et EH 238 ZLIERSIT o & S5 2[eto| JUe B¢ BEE ddE
= AELICHL HE E0{ 2F 208 ZLIEHTSI I Z#2 5 iEHE AM/aws/rds/instance/
database-1/errorst= 21 2 &0i CiEh X|E EEE MAHELICIERROR. EE IS 2 ERROR A
Meto R E ZS 2 MAstLCH. ZEHE ZI1/E7H Q) 2E 21 HRAEE ZHX|St ERROR"F"7}
ZEE RE 21 O/HE O8] 7H~E& 14 sEILICH EHE 448 £ MySQL & MariaDB 27
EI0M 77t Z4X|E 32 Lel=8 ZEE MdYE += /st

oEH

?.
Ab2

=

_|

CloudWatch CHA|2 =& A3l T CloudWatch Logs InsightsE AI&3l0{ Bl A2 20 2 /7 21
£ DL|E2ste wHol CHet REMIEE LI 2 E 21 H A2 Amazon RDS 2! Amazon Aurora MySQL
2 ZL|E{2I5}= Amazon CloudWatch CHA|EE MM 2 X SHAM 2.
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LA ZEX(EE ZA 2O)29| o|HIEN CHEt 2ot 23 AlZtE BIZEE MSELIc AWS H/H. o
7|0l= ClO|EHIO|A == Bt E B &0l FES 0|E LdTo| &S0l st 2M FHE MBste
Amazon RDSO{| CHBF O[Hl Z&ELICE Amazon RDS for MySQL EE = MariaDBO|A ZHAF FXE

IE 7}
A8ste dYe ot &L
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CreateMetricFilterProcedure.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CreateMetricFilterProcedure.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CreateMetricFilterProcedure.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CountOccurrencesExample.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://aws.amazon.com/blogs/database/creating-an-amazon-cloudwatch-dashboard-to-monitor-amazon-rds-and-amazon-aurora-mysql/
https://aws.amazon.com/blogs/database/creating-an-amazon-cloudwatch-dashboard-to-monitor-amazon-rds-and-amazon-aurora-mysql/
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ClOIE{H|O|A ZAF =M 2 Chant 22 el Z=Eoi Esttdn gLICh Slo[EH| 0|4 LHo A
e CIOIBE EHL e M2 F ? QM| Y ARLIL? & AHE XTI o4C |0l M Ci|O|E{ o
HBMAZHELIH? Heto| U= AEXTH FHEH AAMA Hets ARH&LI?

MySQLI} MariaDB 25 MariaDB Zf Al Z2{1 Q12 Al&35t0{ DB QIAEA ZTAL £ 7|5 FHEL
Ct. ol 2211212 dIO|E{H|O|A0| 2a25t= AFE AL 2! O|O|E{H| 0| A0 CHa M- = RElet &
CIO|E{HO|A &S 2 7ISELICH CIOIEHIO|A &S 7|82 21 ool MEEL|CH ZAF 230]
MIA3HE{T DB QIAEIA T} MARIADB_AUDIT_PLUGIN SMI} &7 AFEAL X|1H SMH OEE AFHE 5!
OF &rLct. AtM[EF LHE 2 Amazon RDS AE A2l MySQLO| CHEF MariaDB ZAF E2{321 X|#E &
ZotM. At 2Ol dEEE E2{al0M MHolst EY Ao =2 MEELICH MariaDB Server A
HMoIM ZAF 23 HAol cHst REMIEH LI 2 golg & l&Lch

1g Mo

AWS Aol CHEF AWS EEHRE ZHAF X2 AWS CloudTrail AMH|AMAM M-S & LIC} CloudTrail
2 Amazon RDSO| CHet API 2 & & O|HEZE ZX{ELICH. 2E Amazon RDS % 0| 2 ZELICt.
CloudTrail2 AFE X}, &t E= CHE AWS MH|A T} =88 Amazon RDS2| 2t B2 EE MZ &L
Ct. O|HIE 0= AWS Management Console0l| A =& 8+ 24 AWS CLIZt SDKs & AWS APls.

UL Q1 ZEAF A|LFE| 20 M= AWS CloudTrail %2 H|O|E{H|0|A ZAF 21 & Amazon RDS O
P gtallok & 4 &LICH o 2 S0 Amazon RDS DB QIAEIA O] H|O|E{H|0| A T2}
se-1)7} | EfA T TF £ AR HEE LI L BHE &M AI7|E AlEsts

A2 salisiedH Cf=2 THAIE E L C}.

1. CIO|E{H|O| A RQIAEAIA O 248 Amazon RDS O|HEE Lt¥database-13t1 8301 M A|
X|7} configuration change U= O|HIET}L U=X| Qg LICFinished updating DB
parameter group.

$ aws rds describe-events --source-identifier database-1 --source-type db-instance
{
"Events": [
{

"Sourceldentifier": "database-1",

"SourceType": "db-instance",

"Message": "Finished updating DB parameter group",

"EventCategories": [

"configuration change"

:]I
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.MySQL.Options.AuditPlugin.html
https://mariadb.com/kb/en/mariadb-audit-plugin-log-format/
https://mariadb.com/kb/en/mariadb-audit-plugin-log-format/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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"Date": "2022-12-01T09:22:40.413000+00:00",
"SourceArn": "arn:aws:rds:eu-west-3:111122223333:db:database-1"

[a

2. DB QIAEIAO|M Al =91 DB Tl 2l0|E{ 222 AlEdstL|C},

$ aws rds describe-db-instances --db-instance-identifier database-1 --query
'DBInstances[*].[DBInstanceldentifier, Engine, DBParameterGroups]'

[
[
"database-1",
"mariadb",
[
{
"DBParameterGroupName": "mariadbl@-6-test",
"ParameterApplyStatus": "pending-reboot"
}
]
]
]

3. AWS CLI & M&35t0{7} BHEE! 2|, 1EHA|0| M ZHAEl Amazon RDS O[HIE FH490| 7|ZF Slof| M
CloudTrail O|HIEE ZAMEIL|CIEventName=ModifyDBParameterGroup. database-1

$ aws cloudtrail --region eu-west-3 lookup-events --lookup-attributes
AttributeKey=EventName, AttributeValue=ModifyDBParameterGroup --start-time
"2022-12-01, 09:00 AM" --end-time "2022-12-01, 09:30 AM"

"eventVersion": "1.08",
"userIdentity": {
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Rolel",
"accountId": "111122223333",
"userName": "Userl"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events-cli.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events-cli.html
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"eventTime": "2022-12-01T09:18:197",
"eventSource": "rds.amazonaws.com",
"eventName": "ModifyDBParameterGroup",
"awsRegion": "eu-west-3",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": {
"parameters": [

{
"isModifiable": false,
"applyMethod": "pending-reboot",
"parameterName": "innodb_log_buffer_size",
"parameterValue": '"8388612"
I
{
"isModifiable": false,
"applyMethod": "pending-reboot",
"parameterName": "innodb_write_io_threads",
"parameterValue": "8"
}
1,
"dBParameterGroupName": "mariadbl@-6-test"
},
"responseElements": {
"dBParameterGroupName": "mariadbl@-6-test"
I

"requestID": "fdf19353-de72-4d3d-bf29-751f375b6378",
"eventID": "Obba7484-0e46-4e71-93a8-bd0@1ca8386fe",
"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

CloudTrail O|HE = 7™ 111122223333Ro01el12| AWS 24&tUser10|2| DB QIAEIAdatabase-10i|
M mariadbl0-6-testAt28H DB IZI0IE I8 £+ HS S E04&ELICI2022-12-01 at
09:18:19 h. F 7He| mtetOlE7t £=HE|D CFS gt 2 A™EE|Q&LICEH

* innodb_log_buffer_size = 8388612
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 innodb_write_io_threads = 8

Z 7} CloudTrail & CloudWatch Logs 7|s
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/monitor-cloudtrail-log-files-with-cloudwatch-logs.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/monitor-cloudtrail-log-files-with-cloudwatch-logs.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_monitor_instances_post_launch_generate_alarms.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_monitor_instances_post_launch_proactive.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_monitor_instances_post_launch_proactive.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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Cloudwatch > Alarms > Create alarm
Step - - TTH
e Specify metric and conditions
conditions
Metric Edit
. l
Graph
) This alarm will trigger when the blue line goes above th vith t
Step
=
Percent Namespace
10,47 AWS/RDS
Ste
Metric name
CPUUtIlization
10.11
Statistic
Q, Average 4
Lk Period
12 14:00
@ crutilization 5 minutes v
Conditions
Threshold type
O static Anomaly detection
Use a value a5 a threshodd )54 k a5 a threshald
whenever CPUUtIlIZatIon s,
© Greater Greater/Equal Lower/Equal Lower
> threshold »= thres! i <= sld t hol
than...
‘30 + ‘
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
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Amazon RDS O|HIE & Amazon EventBridge2£ & £l EventBridge 7212 AI&3l04 SiE O|HE
of CHEE += U&LICE o|§ 504, TS &t ZEAIE JAAH £ DB IAHA L7t SX[E|HLE
AlZHE|H ghalg HIi T ZX|E #|5t= EventBridge &2 MdE = Q&LICH

Amazon X Amazon EventBridge Rules
EventBridge
Rules
¥ Developer resources
A rule watches for specific types of events. When a matching event occurs, the event is routed to the targets associated with

Learn the rule. A rule can be associated with one or more targets.

Sandbox

Quick starts Select event bus
¥ Buses

Event bus

Event buses Select or enter event bus name

Rules default v

Global endpoints

Archives

Replays Rules (2/17)

c | create rute |

¥ Pipes

Pipes @ Q, rds X | 2matches | Anystatus ¥ 1 . 2 &
¥ Integration Name A Status v Type v Description

Partner event sources

API destinations rds-shutdown-database-3 & Enabled Standard

rds-startup-database-3 Enabled Standard

¥ Schema registry P ©

{= Amazon RDS O|HIE ID7}

The DB instance has been stopped O|HEE *XléPE 1_1"’_5!
ern o} ZHo| Ad&dstct.

RDS-EVENT-0087%/2 22 H%!9| Event Patte

_I_o

{
"source": ["aws.rds"],
"detail-type": ["RDS DB Instance Event"],
"detail": {
"SourceArn": ["arn:aws:rds:eu-west-3:111122223333:db:database-3"],
"EventID": ["RDS-EVENT-0087"]
}
}

O| 2|2 DB QlAEAdatabase-38F 2L|E{R&5t 11 RDS-EVENT-0087 O|HEE ZH A& L|Ct.
EventBridge 7} Olt"I EE AX|5tH CHA o2t SlE BlAA EEJERZQER O|HEE MEELICH
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Messages.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
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047|0{| A Amazon RDS QIAE AT S22 [} 85 2Hed2 K| £ &LICH SNS =X, Amazon
Simple Queue Service(Amazon SQS) CH7|, AWS Lambda & =, AWS Systems Manager At&

3}, AWS Batch %f®4, Amazon APl Gateway, Incident Manager@| CHE #H|E|, 7|s S AWS Systems
Manager7t S8t 02 CHe S 2 O|HEE E'd = /&LICH 0o & S0 ¢ & O|HI YDt SMSE M&E
SNS F=HME M35t Y SNS FXM|E EventBridge 2|0 CHA O 2 & = J&LICH Amazon
RDS DB QIAEA I SX|El B Amazon RDSdatabase-3E EventBridgeRDS-EVENT-0087Z O]
HEZE ME5lod ZAX|ELICH 27 CHS EventBridge= CHA, & SNS F=A|E £&8fLICH SNS FAIE
OlHY(Ctg O3 &=X)1t SMSE ELHE=E 78 ELCY.
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. 11:54 al TE
d;.l" AWS Motification Message - |
Message @ < B
NOTICE
Forward (] Attachment
- RDS-Events-1> DB instance
AWS Notlflcatlon Message D Si el U el e
mariadb-3
« RDS-Events-1 <no-reply@sns.amazonaws.com> Satl A
To: « Ob or RDS-Events-1>
{"version":"0""id":"65f0bafe-3
1", 2 Moy s g n non H " aeC_CCSB_
{"version":"0","id":"65f0bafe-3aec-cc58-da98-710e2b35e0a0","detail-type":"RDS DB Instance da98-710e2b35e0a0" "detail-
Event", "source" "aws.rds","account™:" Mtime":"2022-12-03T00:45:112", "region":"eu- type":"RDS DB Instance
west-3","resources":["arn:aws:rds:eu-west-3: :db:database-S"],"detaiI": Event""source":"aws.rds","acc
{"EventCategories":["notification"],"SourceType":"DB_INSTANCE","SourceArn":"arn:aws:rds:eu-west- ount":"012345678912","time":
EY -db:database-3" "Date":"2022-12-03700:45:11. 3837" "Message":"DB instance 2022-12-03T00:45:112" "regi

on":"eu-west-3""resources":
["arn:aws:rds:eu-
west-3:012345678912 :db:dat
- abase-3"],"detail":

If you wish to stop receiving notifications from this topic, please click or visit the link below to {"EventCategories":

stopped"l'Sourceldentlﬁer" "database-3","Event|D":"RDS-EVENT- ODS?"}}]

unsubscribe: ["notification"],"SourceType":"
'>https://sns.eu-west-3.amazonaws.com/unsubscribe.html? DB—‘NST’;\NCE"r"SDUFCEAm":"
Tetal = . . . = e 1 . | _1s o - _ _ arn:aws:rdas:eu-

SubscrlDnonArnfarn.aws._sns.eu west-3: :RDS-Events-1:d911c18e-f196-44c7-af16 west-3: 012345678912 :db:dat
8f14a68a8641&Endpoint= abase-3""Date":"2022-12-03
T00:45:11.383Z" "Message":"

Please do not reply directly to this email. If you have any questions or comments regarding this email, DB instance
please contact us at https://aws.amazon.com/support stopped","Sourceldentifier":"d

atabase-3""EventID":"RDS-
y EVENT-0087"}}
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-eventbridge.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DisableAlarmActions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_EnableAlarmActions.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/disable-alarm-actions.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/enable-alarm-actions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_DescribeAlarmHistory.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/describe-alarm-history.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-migration/welcome.html
https://aws.amazon.com/prescriptive-guidance/?awsf.apg-category-filter=categories%23databases&apg-all-cards.sort-by=item.additionalFields.updateDate&apg-all-cards.sort-order=desc&awsf.apg-content-type-filter=contentsubtype%23pattern&awsf.apg-product-filter=*all&awsf.apg-isv-filter=*all&wsf.apg-env-filter=*all&awsf.apg-rtype-filter=*all
https://aws.amazon.com/prescriptive-guidance/?awsf.apg-category-filter=categories%23databases&apg-all-cards.sort-by=item.additionalFields.updateDate&apg-all-cards.sort-order=desc&awsf.apg-content-type-filter=contentsubtype%23pattern&awsf.apg-product-filter=*all&awsf.apg-isv-filter=*all&wsf.apg-env-filter=*all&awsf.apg-rtype-filter=*all
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://aws.amazon.com/rds/faqs/#Enhanced_Monitoring
https://aws.amazon.com/rds/performance-insights/faqs/
https://aws.amazon.com/blogs/database/importing-amazon-rds-performance-insights-counter-metrics-to-amazon-cloudwatch/
https://aws.amazon.com/blogs/database/importing-amazon-rds-performance-insights-counter-metrics-to-amazon-cloudwatch/
https://aws.amazon.com/blogs/database/creating-an-amazon-cloudwatch-dashboard-to-monitor-amazon-rds-and-amazon-aurora-mysql/
https://aws.amazon.com/blogs/database/creating-an-amazon-cloudwatch-dashboard-to-monitor-amazon-rds-and-amazon-aurora-mysql/
https://aws.amazon.com/blogs/database/tuning-amazon-rds-for-mysql-with-performance-insights/

=)

AWS HE 7t0|= Amazon RDS for MySQL & MariaDBO1| CiEt 2 LIE{ & & 22 ?}\L

T AL
|
BEM 7|5
otz Eoi o] 7o|EQ| = H14 ALE 0| MHEE|of U&LICH EF O O|Eof CHEF A 2S drop{H

RSS I|EE S35 AL.

HE MY Y o
Ms Il =0/of chfet M2 %A ™HEE CloudWatchol 44 20254 32 11¢
Co|E 5 M =220 X|EE HAlst

= greof ci st MM E 4| of

EM&LICE
LHE LHZ[of CHE M E 4| o] LHELHZ[of CHE HME E A 2024'4 62 13
E O|EstT LHE LH7| AMEdo] CH

EE N — 2023H 6% 30

50


https://docs.aws.amazon.com/prescriptive-guidance/latest/amazon-rds-monitoring-alerting/amazon-rds-monitoring-alerting.rss
https://docs.aws.amazon.com/en_us/prescriptive-guidance/latest/amazon-rds-monitoring-alerting/publishing-performance-insights-to-cloudwatch.html
https://docs.aws.amazon.com/en_us/prescriptive-guidance/latest/amazon-rds-monitoring-alerting/publishing-performance-insights-to-cloudwatch.html
https://docs.aws.amazon.com/en_us/prescriptive-guidance/latest/amazon-rds-monitoring-alerting/publishing-performance-insights-to-cloudwatch.html
https://docs.aws.amazon.com/en_us/prescriptive-guidance/latest/amazon-rds-monitoring-alerting/publishing-performance-insights-to-cloudwatch.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/amazon-rds-monitoring-alerting/third-party-monitoring-tools.html#prometheus-grafana
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
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https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
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