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https://github.com/awslabs/autonomous-driving-data-framework/blob/main/docs/deployment_guide.md
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://github.com/awslabs/autonomous-driving-data-framework

AWS HE 7t0|= ADDF(Autonomous Driving Data Framework) 2o+ & 2 710|=

Il AWS responsibility
“Security of the AWS Cloud”

» Software security, including compute, storage, database, and networking

* Hardware security for the AWS global infrastructure, including AWS Regions, Availability
Zones, and edge locations

ADDF core team responsibility

“Security-hardened framework on an as-is basis, as stated in Apache License 2.0”

e Periodic security reviews of releases

 Baseline security features

e Security-hardened default modules*

e Security-hardened deployment and orchestration framework

ADDF user responsibility

“Secure setup, development, customization, and operation”

* General AWS account responsibilities:
o Security controls and checks (directive, detective, preventive, and responsive)
o Multi-account architecture
o Networking design
o Identity and access management

e ADDF responsibilities:

o ADDF setup

o ADDF customization

o ADDF module development
o ADDF operations

o ADDF updates

* Excluding any modules in the ADDF fmodulesfdemo-only/ folder. Those modules exist only for proof-of-concept purposes and didn’t receive security hardening.
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://github.com/awslabs/autonomous-driving-data-framework/blob/main/LICENSE
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