Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS ZAA| &5 st

AR 7Hol=
AWS ZAX| ef£3}: ALEXl 7t0|=

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazonl| & E % HAE C|X}RI2 Amazon 2| ME EE= AMH[ALL 2EASI0] DA 2852 L2 Z
= Ql= HFAO|L} Amazon EZHE O|O|X|E Ho{ 2| wAlo 2 AL 4 &LICH Amazon0| A8
StX| ei2 7IEt EE 4 EE= Amazonit X F A O|7HLt #230| U7HLE =3 2-H|2t 2HA[gI0] sHE A

FAte| RRaFILICE.




AWS ZX| &5 st AEXt7tol=

Table of Contents

AWS Payment CryptographyBt FOIRITER7 ..o, 1
TH ettt ettt 2
Al B 0q ettt ettt e, 4

eI B = RO 4
B B 0q ettt et 6
B A I ettt 11
RE R Bl T e ettt ettt 11
A T QI e ettt ettt 11
ZAEE ZERQ) QM I QlE e e, 12
CHOIE] R Ol T QI e et 13

A B ettt ettt 15
A T T ettt ettt 15
Tl T A A ettt 16
2EHA|: FIB AFBH0d CVV2 L A s 17
SR 2B A O A A A Bl 2 B Ol e 17
A I THE R B A E @ e 18
SRl (AIEH REEE) T B oot 18

T B B e ettt ettt e e 20
T A A ettt ettt e 20

CVVICVV2& 2KEY TDES F| A ettt 21
PIN S 8F TIPEK) A A et 22
HIEH R (RS A) Fl A A oottt 23
PIN EF Ol ZE(PVV) T A e 24
HICHE! ECC F1 A A ettt 25
T LB e et 26
TI BB B HIEE A et 27
T R A Rl e et 27
A I N = N LTS TR USROS 29
S IS | TR 31
CHZI ZIZEON EHBH .ottt 31
I e = L b OO 35
A I . LR 37
Tl LHE LT ettt et e e e e e e e etn s 61
R A ettt 80




AWS ZAA| &5 st ALZ%t 7H0|=

=2O0O O
OHE EIFOI MM A A et 84
A RS 84
FI TERI ] et a ettt b et n et ne e 85
7| 042t HAZAE HE R FI/QUBM TFKALT| oo, 87
T EHTL R ettt a et a et b ettt sene s 88
AWS Payment Cryptography 2| ElTL B e 88
TEOUM F] BHIL B T] et 90
APl QO Z F| BHIL BEE] oot 90
EHZZ0H| CHBE QHAMIA RO] oo 92
EHIE AFE35H04 F104] CHEF HMIA RO oo, 96
e = B O OO 99
EH ) T ettt bttt ettt s ettt s ettt s et senas 99
T SRR 101
i O S e OO 103
CIOIE] R E3f, S|EEF B RH R S B oo 103
g o Vo A =) = PSPPI 104
CHOIE] BHS oottt e et e e e teeeeeneens 109
FEE THOIE] A B Bl e 113
b = | [0 = B TR 114
= | [0 = = e OO 115
N = e e b = L= e R 117
PIN Tl O ] BBl ettt ens 118
1N | L0 = s OO 120
1N |01 = = RSO 123
1T QEARQC) BBl Bl e 125
ETHTHM OOIE] T8 ettt e et 126
ETHTHM OOIE] THE Lottt aens 126
O R 128
LY N O s = L= e SRR 129
Y O OO 130
Y = =R 131
S OIOIE A S R Bl Tl B e, 132
GenerateCardData ...........ccoooiiiiiee e ——————————— 133
VErifyCardData ........cccoooiiiiiii it ———————————————————— 134
GeneratePinData(VISA/ABA FIZAE) ......ov oot 135




AWS ZX| &5 st AEXt7tol=

GeneratePinData(IBM3B24 &) .......coooueieeieeeeee ettt ettt ettt 136
VerifyPinData(HIZHABA FZAR) ..ottt 137
VerifyPinData(IBMBB24&) ....o..oeieeeee ettt et ee et ae et e eteeeaeeneeeaeeneeenens 137

= O = == 138

e o= T = T 139
PIN Tl O E] BBl et e et e et e et s e ete et e e eaeeeeeeenee e 140
Y O s = OO 141
VerifyAuthRequestCryptOgram ........coooiiieee e e e 143
TERALTIILHELHT] Z1 o 143
W= e == PO 144
o = N | R 145
BEERE R EFZRE R MIA ot 145
1L BT 145
R B ettt 162

N = L b e =N TR 180
L N = OO 180
L SRR 183
o= PR 183
T T R B B et e et e e 185

e o= T = T 185

D S N e - OO 185

S T B RS 185
QB HIE T BN THO B e 186
= RSP 186
EITHES ZAE oottt ettt ettt 187
RHE| ElE T REQ ettt e eaneaenea, 187
RO 188
BRI BAEO| ZHE| ettt 188
Amazon VPC 2 AWS PrivateLink AP .......ooooiiiieiee e 188
AWS Payment Cryptography VPC A= ZQIEO0| CHEF T2 AV Lo 189
AWS Payment Cryptography& VPC AIEEQIE A e, 190
VPC EEQIEO QdZE et 190
VPC AEZQIEN CHEF HMIA FMO oo 191
A MRHO| VPC AEEQIE AL o, 195
VPC QUE I QIE B Zl ettt st enesaenas 197
L N | TR 200




AWS ZAA| &5 st ALZ%t 7H0|=

G S S R 202
PIN T B oo e 203
T B Rl e e e 203
L= L B [t -3 PR 205

P 2P T B oo 209
REZE B B Ol A A B ] e 21
T A e e e 21
D B Bl Rl oo e e 212
AWS I B E AL Rl e e et 212
A AE Rl B T T e et 212
A Qe 213
S AFETH0d A BEE| oottt 214
LD B R e e 215
Bl A T R R e 215
OHAIA RIOT B E(ACLY oo eee oo eee e 216

T BE B B e 216
Od B B B e 217
AWS Payment CryptographyZt IAMIF ZFSShe BEA] 217
AWS Payment Cryptography AtZ3 S8 Z[8F R e 217
AWS Payment Cryptography EHZL ZI8BF QIF . e 219
PN s L K o R 219
B B B R | e e e 220
T b e e, 221
AERETE RFAO| HHBEE B 3 UE S S 8 oo 221
AWS Payment Cryptography2| 2& FHO| HHAE = U= IS5 222
KIHE FIZ A0 APl ZE THS oo, 223
BIAAE TR O R TR E B D e 223
Rl B e e e 224
L E B e e 225
(04 (o TU ol =11 == 225
................................................................................................................................................. 225
AWS CloudTrail2| Payment Cryptography ZE .. ..., 226
CloudTrail@] ZIEE ZE Q) OIHIE e, 227
CloudTrail@] TlOIE] OHIE ... e 227
AWS Payment Cryptography Control Plane 21 I &= O[8H .....cooovveiiieeeeeeee e 228

Vi



AWS ZX| &5 st AEXt7tol=

AWS Payment Cryptography CIlO|E] € 23 T &5 OI8H ..o 231

O B Bl Ml T ettt ettt e et et e e ane e 234
| = T 235

37 LR 236
QT T EIOIEIE ..o e, 236
LT = L B PR 236

s - e R 236
R S e RO 237

S I N TR 237

o S R = N = i W 1 R 238
HICHE FI8 AP Bl F| TEKAL ] oot 238

A I L TR 238
EAMNYE IHE TR F[(DUKPT) ZEEF e 238

T A L T ettt ettt et ete et enn e 238

8 e RO 241
HOM B e ettt ettt 242

L I R 244

LA B B RO 247

LR I TR 249

LA = L 1 LR 250

L - e T 250
e I 251

S I B OO 251

FI LHE LT ettt e et e et e et e e e ate s 252

S RS | 252

S T | 252

E= = 1= 253
Tl [ = R 255
........................................................................................................................................................ cclvii

Vii



AWS ZAA| &5 st ALZ%t 7H0|=

AWS Payment Cryptography= & ZA| ES
Zof ek 2A Melof Ar8 &l gE3 g4 2 7| alof chst ‘l*ﬁlﬁé
AQIL|CH AWS Payment Cryptography= M E OIQIAL, ZXN TI&A HE

2 X g5 2y Fet=o ofEZ|F oMol 7t A olSstn ME A 1| HSMs.

o| AAX| 7t= AA(PCI) £
5t= ZHEI™ AWS AMH|

I-UOPIJ—

0| MH|A= PCIPIN, PCI P2PE 2! PCI DSSE Z & st alie YA 22 EFSES MA LIRS,
O| MH|AO|AM & &35t= StES|o{= PCI PTS HSM V3 2! FIPS 140-2 B¢l 3 Q15 & gret&LICt
T2 XA Aty =2 =F0| 7ts Azt & S22 X[ EE MAEIRIELICH AWS Payment
Cryptography= 2t%15| EF24%0|H SIEQI01E T2 H|XM LT, 7| 74 @A S ot™sHA &elstn
Hot AlMolq 715 W2 /X &elste & 2=80/A HSMs°I e R
AWS EE§t Payment Cryptography= ItEL{QL MAIHMO 2 7|8 SRE &= U

O] HAlo| ULt EHIAE M QAE ZRE ER I} iaLCH
AWS Payment Cryptography Z1IEE Z 22| APIE AF85t0{ 7|1& Mdstm #aElE &= U&LIc
AWS Payment Cryptography Cl|O|E{ 2321 APIE AtE5t0{ ZAl| #t3d ERTHM X2| L &t 253 &

Hofl 535t 7|E AL E = UBSLICH
AWS Payment Cryptography= 7|& Z2|5t= Ol A E = U= 5 7152 M3 ELIC
- TDES, AES % RSA 7|& Z &8t CiE & HICHE AWS Payment Cryptography 7|8 A4 2! 22|35t
T CVV dE == DUKPT 7| &1t Z2 9|8 X2 X[EgfLich
= [=|

« AWS Payment Cryptography 7|
E x-|9_°|.o;| o|-7(-| o|.7-|| 7(|.Eo§ x.|7c

« AWS Payment Cryptography 7|01 CH&t HM|A EE=
o|= 0l edAlS A AMK| L+ed 9l im0l E BHLC}.
°

S(HSMs)2 235t M AL A2l ZHol 7] 22

OII
ﬁ

HNAE Fofste Ol AHBE 4 U

2

—1
—

rot

=2Bo=2E OO0,

- Al OESH AHSEH AMA Ao 2 HI8 FXHE 2|8 AWS Payment Cryptography 7|0 Ef1E X|
X

- TR3(MZ 28 7tst 2ot 7| et 7| 25 Arh)of et 7| ¢ 53t 7|(KEK)E AHE 3504 AWS
Payment Cryptography2t HSM(EE= EFAL ZHof| CHE Z|& 7tX 21 LHE Hu|ct

- TR-34(H|CHE 7|2 At 3 CHE 7| B2 gEd)Qt 22 MAIA =HE At835t0{ O|F0f H|CHE 7|
H0{E AF2 3104 AWS Payment Cryptography@t 7|EF A|AE] ZHol| CHE! 7| &5 8 7|(KEK)E 7HK

LHE ct.

jul
0jo

ot 242 o5 3 240l A AWS Payment Cryptography 7|18 AFS & £ Q&

r
[ul



https://aws.amazon.com/payment-cryptography/sla/?did=sla_card&trk=sla_card
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/Welcome.html

AWS ZA 4535t AR 7H0|E

« CHZ EE= HICHE AWS Payment Cryptography 7|2 AFE235t04 CIO|E{E &35 38 53531 2 CHA| ¢

« PCIPIN 7&|of et et HAES - E6tX| of 1 of 53 7| Zhoil RIZ 8 ClO[E{(0dl: 7HE A F At

» CVV, CVV2 E= ARQCS Z 2 7tE AR HI0|HE M5 HL ABELC
« 7tE &RA EE dYstn S HLICH

. MAC M2 M4stHLE HEELICH
71

AWS Payment Cryptographyoll At E|= 7|2 01 & 7HF1t O|E AtE35t04 CIO|EE
2 gotELct.

HL
o
oh
rr
0L
I

E=ES
AWS Payment Cryptography 7|2t A& A&Xt 2I5H% O|F LI HE2 B2 AWS Payment
Cryptography API 40 A 7| ARN AR o AS TEROE AFRE £ QlaLCH HAIS AF25HH oS
2|70|M ZEo| WES FX| ot FIE I iIoI-HI_I- B 745t 2 x|cH 256Kt
o| EXrELct AHE ¥ 2| LH01| M AZE AWS Payme Cryptography 7 5 Aledst
LICt. AWS Payment Cryptography0il A & "é,' O|2e &4t 2 A&tgtL|Ctalias/.

(I
ki O
o T

=3 o

il

9|

0%

A2 oS Z&Lch

alias/<alias-name>

of| Al:
alias/sampleAlias2
7| ARN
7| ARN2 AWS Payment Cryptographyoll 2= 7| &= 2| Amazon 2|24 O|F(ARN)LICH
Payment AWS Cryptography 7|2| T ®5t1 X7 &HE &! ArLct 7| ARNOIE AWS AY, 2™
U 2ERZE HMENID7F ZERELICH ARNS 7| 718 QA9 KL TR E[X| b &LICH M

i x| el B0l B2 BT mEol olE Zhe HE Ol giaLt, S 718
0fE] ¥ JHM™ TRE £F F7|8 747l 7| ARNO| od2d 7H AAEILIC




AWS ZX| &5 st AEXt7tol=

7

7| ARNS| SA2 Ot Z&LCh.

arn:<partition>:payment-cryptography:<region>:<account-id>:alias/<alias-name>

CtE2 7] ARN M E Lt

arn:aws:payment-cryptography:us-east-2:111122223333:key/kwapwabqaifllw2h

A%t
7| ARt 7|of cHEt A Z=0|HO| F StLH(EE= 1 0|4) = AWS Payment Cryptography ZF¢4of| CH
&t QetAQl l2dlL|ct R& 8 7| A™RIE F| Arna Key &Y £ gLt

AWS Payment Cryptography 7|

AWS Payment Cryptography Z|(Z)= 2 E & 53} & 0f A EILIC} F|E create key HHES

ArZ5tod 2 MM HLE 7| 7HXK{R7|& E&5t04 A|lAE0| FI7IHE = U&LICE 7|9 2EIEI2

KeyOrigin £82 ZHEst0{ &Qlg &= &Lt AWS Payment Cryptography= DUKPTHIAM AHS
2f 5 5t = o 7| = 57 7| X|[HEELICH

N

&, 20| A2 Sl 542 Y Al Ho|E|H HEE = lgLIch WU E=

E} §52 £HE &= Q&LICH AWS Payment Cryptography 7| £439| M| 552 Payment
Cryptography APl £ =& & X 3HM 2. AWS

AWS Payment Cryptography 7|0ll= F2 ANSI X9 TR 3101 2|5l Ho| &l ,

g

A2 PCIPIN V3.1 2T AtE 18-30f X|HE CHE K{ZH5tHLE, CHE A™D 254U, LHEH
7| EEE A85t04 7o HIQIE EILICE.

-
o

I

7|l= 7| Amazon 2lAA O|& ()02t st= 1R 8t 2fE AF2 304 AWS Payment Cryptography &
SHE O A A ELICIARN.

@ Note
7|ARNE 7|8 S M35t 7L AWS Payment Cryptography MH|AZ 7HA{2 [ MM EL
Ch m2tM 71 7t 7]| 7152 AL85tod s Uet 7| At R E odE] H FItstH SE 7| 7
d 2471 0od2] 7He| 7| ARNS ot2foll #| XI5t X|BF ZtZto| =& F7|&= CHELICH.



https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/

AWS ZAA| &5 st

HH 804

AWK

FSX Y 7|((AWK)E LEtMo 2 £|SEXHESA T2 MM WEKIF (M Visa &=
Mastercard) 7t0f|l Cl|O|EHE m2tst= O ArEl= Z|LICH X|IZ7HK| AWKE &f = 3l0l 3DESE
& 235l1 0|2 TR31_P0O_PIN_ENCRYPTION KEYE E3IM&LICTH

BDK

C L=
—

CTE5E O M2EE &Y 7|0/ YEHEo 2 PCIPIN 2! PCI

7| oM 7|(BDK)= & 7I1E
UL Z AFSEILICE TR31_B0O_BASE_DRIVATIVATION_KEYZ EA|E

P2PE DUKPT Z 2 A|A 0| &

L|C}.

CMK
7tE OtAE 7|(CMK)E YPtMo 2 S X OFAE] 7|, PAN 2 PSNOIAM ZH4E 5Lt 0|4 9| 71 =
H F7|(E)0|H Yt E3DES ZI1LICt. olq8t Z|= 7HRlst B o H EMV &loi| MHEELICE
CMKZe| o 2= AC, SMI ! SMC 7|7t {l&Lct.

CMK-AC
OHZ2[70lM & Z(AC) 7|= EMV EBMMMO| AR 2 ERMM of 5 & Mst= O AL EIH USE

o| 7= OtAE Z|L|Ct.

CMK-SMI

Hot HIA|R £Z24(SMI) 71E EMVL| LR Z AFE|0o] El MH0|E AT BIEQ Z2 MACS AFR
5to4 7IEE TS E|= HOIZEEQ FAME QIFLICH YB 2| 7L= OtAE F|ILICH

CMK-SMC

Hot HAIR 7|LAISMC) 71= EMVE] Y 2 Bl HO|0|E9 20| FHER MAE|= Clo[EE 25
gtot= ol AASELICH €5 9| 7= OtAE Z|RILC}.

A 0o



AWS ZAA| &5 st ALZ%t 7H0|=

CVK
7= AB FI(CVK)E BT gTEIFES ALS5t0i CVV, CV2 U RALEH Zhg MMstD 28 7
Sote o A8l 7191k TR31 _CO_CARD_VERIFICATION_KEYZ E AlgiLIct.

IMK

22X OFAE F|(IMK) £ EMV & 7HE 74015t o] LR Z AL E|E OtAE 7|QL|CH YHtx{o=z 3
IMK7} RIS, ZZ AC(Z &), SM(FZE/MBE fIet 23 2E 0tAH 7)), SMC(7IE S/
A SSHE et AT RIE OrAE 7)) 7|0d StLHA AFSElLCH

% 7| 7|(IK)E DUKPT Z2MA0| AIE|E & mH 70| 7|2 ot 7|(BDK)OI A mHAE L|C}.
Of Z|oi CHEt ERHAM2 M| E(X| LR ERHMMO| AHEE 0|2 7|18 =& 5t= o AFSELICH.
IKE Md35t7| @8t ot B2 X9.24-1:201701 Ho|E|0] &LICt TDES BDKE At85tE 4%
X9.24-1:20097} M 7ts8t EFEO|H IKe =7| E & &3} 7|(IPEK)2 CHA|E LICH.

IPEK

Z7|PIN &E3t 7|(IPEK)= DUKPT ZE2AM A0 AFEE[= Z=7| 7[0|H 7|2 T4 7|(BDK)0d| A It
HELICEH o Z|of CHet ERHAME2 X2|Z|X] et X|2H ERiM 0] ALZE DI} 7|E =&st= ol M
EELICH IPEK=0| 7|18 At&5t04 CIIO|E| & &3t Y mac 7|18 EEE & Y02 FZE WY
LICH IPEKE MAM3t7| I8t mtA 22 X9.24-1:200001 Zo|z|of Q& LICH AES BDKE AME &
= 82 X9.24-1:20170| M 7t58 EZFO|H IPEK= =7| 7|(IK)E CHAIE LIt

IWK

ER=PN RS 5’|(IWK) 2lgtMo =2 HE*EXH%E F T2 MMt HIERZ(04: Visa &= Mastercard)
Ztol ClO|E{& metste ol A8 El= ZI)LICH XA IWKE &= 3t0f 3DESE &35t
TR31_PO_PIN_ENCRYPTION_KEYZ E AR &LIC}.

KBPK
7| EE 4353} F(KBPK)E 7| EE2 E3550{CIE 7|2 eT/g 5 36tE O AFSZlE Cf
7| /8

2L|CH KBPKE KEK2F RAFSHR|OHKEKE 7| 74 QA E XY ES5tE otH
TR-31 L QALSt A H O MHE KBPK7I 25 7|0F 7ZHdXo 2 TR
o
7| &

£ 42 TR31_KO0_KEY_ENCRYPTION_KEY7} 7|8 S%

TR31_K1_KEY_BLOCK_PROTECTION_KEY7} 2H}& S AL|Ct
KEK
7| &35 FI(KEK) = MS E= MEE QS CHE 7|12 g5 stste O A&l 7

_'_

°"—|E+ CHE 7|18 E35l7| fI8t 718 E'HJL*QE TR-31 EZ0f I

TR31_KO_KEY_ENCRYPTION_KEY L|C},

2} KeyUsage7}

OH

s71 7" 5



AWS ZAA| &5 st ALZ%t 7H0|=

PEK

Il 0O

PIN 2§%3 7|(PEK)= F AR 24| HE E=
o| 2t 7|LIcH IWKSH AWKE E 23 7|1§ T
7
PGK
PGK(E ¥ 7)) £l =l 2 Al
2 MM5lE ol AFSEIX| ot1 PYVet 22 &0l Zt2 MM3S
PVK
PIN 435 7|(PVK)= PVVe Z2 PIN &0l gt S MAMst A
Sl 7t UEHMQRl £ 7HX| /= IBM3624 LEZ A g2 A4
£ TR31_V1_IBM3624_PIN_VERIFICATION_KEY %} Visa/ABA 5 Ztoll ALSElE
TR31_V2_VISA_PIN_VERIFICATION_KEY®ILIC}. O|& El MM 7|2t #fL|ct.

7|t 04

Aol d8xlE S EY 2
EofA HExlo EHAM A FIFELICH
CwV
FtE g0l g2 MEXo= ntalEl AEEo|= ol LR |0 ERHRMO| AlZ|HE HABSHE O Al
S M Hotots gfell|ct ¢nE|&E2ICVV, CAVY, CVV2et Z2 CHE 82 AFSELIN

CHE A& AtEolM= Ol2{Eh B Aoz LIEE[X| §fE + &L

CVVv2
7t 201 Zt 25 AN Ft=o| MH(FEE £H)0| MSMZ QM E|0] 7tET} ¢ ZAR|(ll: M3t
e 22iehe| AEME EHolste Ol A8 ElE M ot of 5 ZtelLich cvvet SUs 2 n2F
2 AM838HK|EF MHIA ZEE 00022 MAE|o] &Lt

iCVV

Cilo|Efoll Z & xlof U&LICE. ol
ZTHHEEIOE RE2M
2 M O|0[E & 7t 2 B0l

iICVVE CVV2-like ZtO|X|BF EMV(Chip) 7= 9| track20] 4 83lE=
22 MH|A ZE 9998 AFE5t0] HlAHE|H CVV1/CVvVv2et CHE S
AN X3 ZHS ddste ol AASEIX| t&LICH oE E0{ & E

7|t &0 6



AWS ZAA| &5 st ALZ%t 7H0|=

CIOIE{E AF235tod OF Bl AEZIO|Z(CVV1)E MA35HHLE 222! FOH(CVV2)E M/dE &= oF
&Lt

222 718 AR ELICH

DUKPT
EMME ot MEl 1] F|(DUKPT)E YUt o 2 2 2|X POS/POIMIAM LE|8 2535 7| AHS S
Molsle Ol Al ElE 7| 2| EZQLIC X|Z7HKX| DUKPTE 3DESE &5 3}of &hstisL]Ct

DUKPTS| 27| &£ ANSI X9.24-3-201701| Ho|E|0o{ Q& LIC}.

ECC(Elliptic Curve Cryptography)= Et#d T &g AHE35101 335t 7|8 HMst= HEE 7|
of 3 A|ARIQILICEH ECCE RSASt &2 7 g

R Hot HCt E2MRIHACE S8
el AbE AL2i|(RSA 7| Z0| > 4096H|E)
ECDH ZFdof| ALE5t7] 2I8H NISTOH| A

ECDH

—
3 ot
|. E
x4
o

53
ofgt

11
M
b
L
9'|_-

ECDH(Elliptic Curve Diffie-Hellman)= 5 2 AA7} 37 20t & 5(0d: KEK &= PEK

2 QL E 585tE 7| Al ZZEZQILIC} ECDHUIM B AR AQLBE 22t 1 R8st HE=2l-= g}

O|2! 7| HO{E 7tX|T RleM, ME HEZ! 7|(AWS X|E €558 I ANt 7| T

O|E{(mtsf & SHA| R L 7 HE)E nEteuct & GAKtE Z2to|8! 7|of CHE Bo| HE
7

S ) =}
2 7|1 S5t0 Bt FMH SH22 Qs A1t 71§ FE(HEY)E = A&LICH

EMV

o m

EMV(2 2l Europay, Mastercard, Visa)= ZX| O[sH2 A Xt 2t &=2dsto] 4% 28 7ts8t 2X &
ol 7|28 ptEE 7|& 7|uct & 71X & ol 2/HIHE stEet AISE & 531 E Z 5104
A% 285t= ZX E{olod chst JLict EMV 7| 29t Z2 £7| 7| MEE 7|HIoZ Z
ZX tEo| tis TR 7|18 ddste WH(E)S 2l0lgict. IMK

HSM
StEQof 2ot ZE(HSM)2 2335 2(of: & 33}, S, CIXKIE ME)t o218 2ol A8 ElE
712 7|18 EEste 22X x|t

KCAAS
Key Custodian As A Service(KCAAS)E 7| Zt2|et 224 E Ct 8t MH|AE MEELIcH Z2A 712

E2 Yetro 2 Fo| 7|8t 7| 4 2 AE AWS Payment CryptographyOll Al X|#45t= TR &4
OS2 HESHU TAHMe 2 HEE 7|18 &Y SSZUA| EE & JUE 0| 7|8 7+ A=

7|t &0 7


https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-5.pdf
https://www.emvco.com/

AWS ZAA| &5 st

BEte = QlEeLc 5t & Ao| X|&HMel 2P sH7t = F|of chEt 7| AR MHIAE NSE
4 QI&LICH KCAAS 22 A= 1240| PCI DSS, PCI PIN X PCI P2PE EZE S E45t WAlo
2 AWS Payment Cryptography@t ZF2 2o MH|A QoM 7| 4 A E HElsteE 2Y BY
2 3 £+ ULE X[HE = A&
KCV
7| &l ZH(KCV)2 AX| 7| Kt 2o BMASHX| T E 7|8 ME Hlwste O T2 A= O
AN W Lot Keve 22 E‘%(%%I 7| I Aoz AFSEIRARIEH O|X| O] &g
2 TR-319 Z2 7| =5 B4 YR E ZFE|0] UGLICH TDES 7|2 B2 KCVE AALE 7|2t
2 22 2k0| 021 8HIO|EE = 3tstT s stE At 5 7t =2 =22l 3HIO|EE |XIstE
HtAlO 2 AAMEIL|CH AES 7|2| 749 KCVE 2124 H|0|E{7} 09| 16H}O|EO|D &5 SEl ZAnt =
7 =2 =2/ 3HI0|EE | K|5t= CMAC € 12|&2 AF8 50 HArELICH
KDH
J| BE 3AEKDH)E TR-349 22 7| IE T2 MAE Sdfl 7|8 Masts &zl £ AAHYY
LICt. AWS Payment Cryptography0ll A 7|1& & & [ KDHE ZtFELIChH
KIF
7| & 7ISKIF)2 &23t 7|18 ZESE A2 ZE5H0{ ZX HH T2 X756t Ol A8 ElE
Hot Al L ct
KRD

EMANM 7IE £Al5H= B x|QL|CH AWS

7| =4l Zx|(KRD)E TR-342F Z2 7| m% =
il 7|2 KRDZ 7+=<o+|,||:+.

KSN
7| U4 HS(KSN)= ETHMMEHE 198 2535 7|18 H443517] 2/ DUKPT &S sh/siis ol /1=
o2 MEE|IE I°'I—IE+ KSN2 Htx{o 2 BDK AlEX}, é S B2 1D, Y 44X 7o
M ™Eto| M 2|2 wotct S7tstE EVMAMM FI2E 2 T HEILICH X9.240] 2 TDESS| BA<L 10
HFO|E KSN2 HtXMo Z 7| M E IDe| B 24H|E, EﬂIII‘-* ID2| B 19H|E, ETHMM 71 2E{9

B2 21HIER #+HE|X|B 7| ME D2} EO|E ID ZHe| BAHI= AWS Payment Cryptography 2| 7|
soll &S FX| f&LICH AESS| A2 12HIO|E KSN2 YBtA o 2 BDK ID2| A< 32H|E, 0
AHXH(ID) | B¢ 32H|E, ETHM I RE{ o] B2 32H|EE FEELICH

MPoC
MPoC(& & stES 02| 2HI Y EHO A|X)= EHOHRIZF AOLEE &= 7|Ef 4'& off-the-shelf &
(COTS) &2 P | CIH}O|AE AI&35104 FIE AKX|AI PINs EE£ HIYUS AXE 28 = U E st
&R Mol Hot 27 A s dsts PCI EELICH

7|t &0



AWS ZA 4535t AR 7H0|E

PAN

7|E HZ HE(PAN)E AEFIELL HE7IEQ Z2 AHEHo| IR ARt L Uitz Zo|
£ 13-19KF2|ULICH M & 6~8XIElE WEISt UZ 2¥S MLFLCH
PIN £5
ME| EE HS B0 PINS Z# e J|E CI0|E 48 Z&she ClojB ESYLICLPINES 3
A2 PIN 252/ I8 PIN E5& HME(5t01 PINS HAMstE YYS EESELICH IR 22

PIN EE2 PIN, PIN Z0|Z2 7 HE[H PANS| YR E= MR E Z& 5= d*7 BE&LIth AWS
Payment Cryptography£ 1SO 9564-1 &4 0, 1, 3 & 42 X|ELICtH AES 7|0l= @Al 471 2
ELICH PINS 2RIt LE HEE e +4& E= L&l olo[E{2| PIN 252 XIHsfof &Lt

POI

POS(ZHOH A2t &7H B2 XHF AL ElE POIY E 5 AM)E 7tE &K
BB MAlIsH7| I 4= 2&5t= st=E901 ClHo|AILICH PO +
2 7|7F QI&LICH QI E PCIPTS POI EHZ 7| S 52 PCI HAIOIEE & ZFHMIL.

PSN

lo
2
b
rr
N

HE2 7|
HICHE! 25 (RSA, ECC)E AH83HE 29 HE2 7l HE2-Zatold 7l ool HES 74 2
AeiLch HEZ-ZEHo|8! 7| mlo{e| A Rtol| CHEt CIO|E{E 2f =38l of 5t = E{E|of HEE]

Hok
7|18 SRstn HiZE = A&ELICH CIX|E ME Yo F2 ABE &Helste ol H=EE 7|71 A

Zzlole! 7|

HICHE 2 E(RSA,ECC)E At&ste 49 ZZIo|H! 7= HEE-Z2to|H! 7| mlo{e] =zo|8! ¢

o AL|ch Z2to|H! 7= O0|EE |3 8tst7L CIX|=EH MBS M5t ol A E LI oY

2 AWS Payment Cryptography 7|2} OF2H7FR|2 Z2H0|Y! 7= HSMsO|A QHEAEHA| M AAEILICH.

HSMo| 2 HZZ|ol|Bt H=EEIH 2 =38t LEE *Elete ol 28t AlZh SRt S ELICH.
PVV

PIN 52l gi(PVVv)2 &Al EE XMEstx| g E2 Helst= U A8 = U= &
L|Ch et 8040|X|2F AWS Payment Cryptography2| Bi2tofl M PVVE Visa £
CE LIEFRLICEH Ol PVWE FtE 3 ™ A|RHA S ® XpA| & PIN &2l 7| =240|

ZAHLICH B EHA0l M AWS Payment Cryptography= EZHZHM H|O|E{E AF& 310 LIE XS

7|t &0 9


https://www.pcisecuritystandards.org/

AWS ZAA| &5 st

2 PVVE CIA| 3P_T'_ AWS Payment Cryptography 1. Z40| A& §t 2t S CHA| H| & L|C}. Ol2d
statAlo 2 JEMo 2 o535t SHA| EEE MACS AR LICEH

RSA 2 &/1eiE
RSA T2 HICHE 7|8 AR 5tod CHE AlATIC 2 T&3ty| 913 THA 7|(0f: TDES 7)& 24
stLich Zatolwl 717k Yxlste AlARE Ho|2E
fa

E diSstn e 7|18 228 £ QlaLch gt
CHE RSA ¢EHE2 RSAE AH85tod 5 3tEl 7|8 HX5H7 S8 CHS 718§ AWS Payment

=3t

o I
Cryptography01| ZEFLICH RSA BfE2 7 & UHo|H 7| 25 HACE 7|
E &SR] 2t MEXS HO|EE A 25t x| &LICH NS 08 & 7| £40| HEE]

04
o
K| eft=x =elst 7| el Cixl| ZIEES 1edsior gLt

TR-34= LR X2 = RSAE ALESIX|EF B o HA0|H &5 28E =+ elaLich

TR-31
TR-31("834] BE2 ANSI X9 TR 31)= 7| CIO|E RtA[et S Ut CIO|E XM 7| £HE Holg
= ACE OIS EEZYS|(ANSNHIM Holdt 7| E5 HAQLICH TR-31 7| 5 A2 7|0 A
ZAE 7| &4 e 2 "olstod 7 S XIELICH AWS ZX &3 8HE= JtsE B9 TR-31 E&ESHE
20{2 AF85to{ M3 7| 2| 2 7| Ex4g HEEHLICH TR-310] ANSI X9.143-20222 CHR E]9}
&LCt

TR-34

TR-34= HICHE 7[#(0l: RSA)E At&3toq CHE 7((0dl: 3DES X AES)E 2t st HHZS
Z2 dTst= ANSI X9.24-22| F34LICt. AWS Payment Cryptography= TR-34 O

= = EO —

&3tod 7[o] eFRe 77| & LHEUWTV|E 518 & LIcH

e zz
MEg A

X9.143
X9.1432 S YU ClOIE| 2Z0lM 7| U 7| S48 E55t7] Qs 0I= F2 EF AT AANSI)O]
MEolst 7| 28 HAQILICH 7| 25 ?

tod &M fxIEL
I

7|t &0


https://webstore.ansi.org/standards/ascx9/ansix91432022

AWS ZAA| &5 st ALZ%t 7H0|=

224 MH|A

AWS Key Management Service

AWS Key Management Service(AWS KMS)= H|O|EE E55t= Ol ArS &l €53 7|18 &A
MAMStD Mo £ Qe ZEI™ MHIAQLICH AWS KMSE stE o 2o 2 E(HSMs)S AL 5t
0 AWS KMS 7|18 E&35t1 HEELICt

AWS CloudHSM

AWS CloudHSM £ AWS ZCIRE0M M8 HE HSM QUIAEAE T Ho||AH MSELICt=
7| MM OOl MH EE= OB 2535 L 553510 Z2 ClYdst 53 &42 MEBE AWS
CloudHSM == }&LC}.

AtMIEE HE

« AWS Payment Cryptography0ll A& El= &0{ I 7HHoi| CHE REM|IBH LHE 2 AWS Payment
Cryptography ConceptsZ & ZE5HMIL.

« AWS Payment Cryptography Control Plane APIO|| CHEt AFMIEH LI 2 AWS Payment Cryptography
Control Plane API X & FZ3IMIR.

« AWS Payment Cryptography Data Plane API0{| CH&t Xt A|IB LI 2 AWS Payment Cryptography
Data Plane API #Z & & Z3tAR.

« AWS Payment Cryptography 7} &
o

p 3IE AF8 3t AWS Payment Cryptography 7|1& 23 35t= &
eHofl CHE REMISH 7| HEE 2535}

¥ QIEE AWS Payment

ZZ2 I A HAlo 2 of S 2 MH|A FIQIX o] URLE! 9=
HEdE Coe QXo| B|x HEIAE | AWS 2| LLPEPOI M
2

CryptographyAtE & LICH. AWS SDKs & HHEE
HIAO CHEE 7|2 JIEXZQIEE XISO 2 AIE35HE

E H
It l&LIcH HeE 2 API %ol Cisf CHE A=ZQIEE X|HE = ?AﬁL—IEL



https://aws.amazon.com/kms/
https://aws.amazon.com/cloudhsm/
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/Welcome.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/Welcome.html

AWS ZX| &= 3t

0= s+

(EHX|L|ot

[— N —|
=)

0|2 M=

(2alZ)

ot Alo} EH
LY (S

0l)

ot Alo} EH
LA

7h)

O} A|o} EH
(&7t

Z2)

us-east-1

us-west-2

ap-south-

ap-northe
ast-3

ap-
southe
ast-1

O
—

In

ZOE

controlplane.payment-cryptography.us-east-2.a
mazonaws.com

controlplane.payment-cryptography.us-east-2.a
pi.aws

controlplane.payment-cryptography.us-east-1.a
mazonaws.com

controlplane.payment-cryptography.us-east-1.a
pi.aws

controlplane.payment-cryptography.us-west-2.a
mazonaws.com

controlplane.payment-cryptography.us-west-2.a
pi.aws

controlplane.payment-cryptography.ap-south-1.
amazonaws.com

controlplane.payment-cryptography.ap-south-1.
api.aws

controlplane.payment-cryptography.ap-
northeast-3.amazonaws.com

controlplane.payment-cryptography.ap-
northeast-3.api.aws

controlplane.payment-cryptography.ap-
southeast-1.amazonaws.com

controlplane.payment-cryptography.ap-
southeast-1.api.aws

ZZ2EE

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS




AWS ZX| &= 3t

2l ol§ XY A=xZQE Z2EE
ObAlO} E  ap-northe  controlplane.payment-cryptography.ap- HTTPS
BT ast-1 northeast-1.amazonaws.com
) HTTPS
controlplane.payment-cryptography.ap-
northeast-1.api.aws
FEH(EE eu-centra controlplane.payment-cryptography.eu-central-  HTTPS
AFEE) |1 1.amazonaws.com
HTTPS
controlplane.payment-cryptography.eu-central-
1.api.aws
FHOIY eu- controlplane.payment-cryptography.eu-west-1.a  HTTPS
HE) west-1 mazonaws.com
HTTPS
controlplane.payment-cryptography.eu-west-1.a
pi.aws
OB I A=ExQIE
2l ol§ XY A=xZQIE ZZEZ
0= &5 us-east-2 dataplane.payment-cryptography.us-ea HTTPS
(275t0] st-2.amazonaws.com
Q) HTTPS
dataplane.payment-cryptography.us-east-2.api.
aws
Ol= &% us-east-1 dataplane.payment-cryptography.us-ea HTTPS
(BR[| o} st-1.amazonaws.com
== HTTPS
dataplane.payment-cryptography.us-east-1.api.
aws
Ol= M5 us-west-2 dataplane.payment-cryptography.us-we HTTPS
(2dl=) st-2.amazonaws.com
HTTPS
FNEEEREETE 13



AWS ZX| &= 3t

2™ ol& XY A=ZOIE I2EZ
dataplane.payment-cryptography.us-west-2.api.
aws
ObAlO} E  ap-south-  dataplane.payment-cryptography.ap-so HTTPS
Hok(EHF 1 uth-1.amazonaws.com
ol) HTTPS
dataplane.payment-cryptography.ap-so
uth-1.api.aws
OFAJo} Ef  ap-northe  dataplane.payment-cryptography.ap-no HTTPS
B (LA ast-3 rtheast-3.amazonaws.com
7h HTTPS
dataplane.payment-cryptography.ap-no
rtheast-3.api.aws
OfAlot Ef  ap- dataplane.payment-cryptography.ap-so HTTPS
BE(A7l  southe utheast-1.amazonaws.com
z=) ast-1 HTTPS
dataplane.payment-cryptography.ap-so
utheast-1.api.aws
OFAJoF Ef  ap-northe  dataplane.payment-cryptography.ap-no HTTPS
B ast-1 rtheast-1.amazonaws.com
) HTTPS
dataplane.payment-cryptography.ap-no
rtheast-1.api.aws
FEEF  eu-centra dataplane.payment-cryptography.eu-central-1.a  HTTPS
AFEE) |1 mazonaws.com
HTTPS
dataplane.payment-cryptography.eu-central-1.a
pi.aws
FHOIY eu- dataplane.payment-cryptography.eu-we HTTPS
ME) west-1 st-1.amazonaws.com
HTTPS
dataplane.payment-cryptography.eu-west-1.api.
aws
OB Y = ZRIE 14



AWS ZAA| &5 st ALZ%t 7H0|=

AWS Payment Cryptography A|ZF3t7|

AWS Payment Cryptography& AlZfsttd™ HA 7|& A de Chs CHEer &3 5ol ALS sl
OF gfLICH ofeh Rt MolM= Cvv2 2tE dd&/Elste ol AL8E 7|18 ddste ZHEE A8 A

g E MIELCt CHE oM E A=t AWS LHol A HHEZ THEAS EfM5E24T O AWS Payment
Cryptography I & & A|Z387HLE GitHubOIM AI8E = U= ME ZE2MEE B MM L.

o
Pl
I
x
(=)
x
rr
m
o 2
N
M
=}
fin
Kl
N}
M
>
oo
9'|_|
L
nQ
Fol
lgﬁ
2
104
fjo
4>
0%
Q'I_l
rr
0L
Iz
mjo
e
=
g'l_-
T
[ul
N
M
n

/A Warning
Ol A MTMO| fRIOIME MB 2tS ASE 4 QUBLICH 7| Yt piSo 22 Z2M 8
FolM=E ME 22 M85HK| et 2ol E&LICH

A
o« A =

« 1EHA: 7] 4

« 2EHA: 7|E AFE35I04 Cvv2 gf Mo
A

o« 3EHA! 2B A M M El Zf =2l

ACHA: HIHEIE EIAE 238

SEMA|: (ME ArE) EE|

MM EH
AlZFst 7] Tof Ct 22 2 elstAlL.

KHAMIEH LIS S ZotEed™ IAM HAHE AR otM 2.

x
o
[>
=)
12
=
[>
ok
[
o
o
o
alo

« AWS CLIO| Ax|=|0o{ RIZ. AWS SDKs =& AWS APIs AFH& 5104 AWS Payment Cryptographyoi|
UM AE =2 UXIEHO| Rt& M| X[E2E AFSELICH AWS CLI.



https://catalog.us-east-1.prod.workshops.aws/workshops/b85843d4-a5e4-40fc-9a96-de0a99312a4b/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/b85843d4-a5e4-40fc-9a96-de0a99312a4b/en-US
https://github.com/aws-samples/samples-for-payment-cryptography-service
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AN Hm BHAE 718 BtEE
Z!0| 3DES(2KEY TDES) 7|1& M4

KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModes(
O &4

B3 2%

o|&
$ aws payment-cryptography create-key --exportable --key-attributes
u} 2t 0| & ChA| B ErLCE.

|8t ARNT} 7| A} ZH(KCV)S Z &

s s4 35829
{
"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5yijbwtxx64pi
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY"
"KeyClass": "SYMMETRIC_KEY"
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,

"Wrap": false,

"Unwrap": false,
"Generate": true,
"Sign": false,

"Verify": true
"DeriveKey": false,
": false

"NoRestrictions":

}
1,
"KeyCheckValue": "CADDA1l",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"Enabled": true,
"Exportable": true
"KeyState": "CREATE_COMPLETE"
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY"
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00"
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"
}

18 7| 4
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7|& LtEHH = KeyArnol 32|35t M2 (0d|: arn:aws:payment-cryptography:us-
east-2:111122223333:key/tqv5yijwtxx64pi). CHS EHA0A O] 2tde +~&ErL|C}.

2CHAH: 7€ AF&35H0{ CVV2 gF M
ol EHAlIME 1572|718 At 5tod X|AEl PAN L BHE Uol| CHEH CVV2E AAdBHLICY

$ aws payment-cryptography-data generate-card-validation-data \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvhyij6wtxx64pi \
--primary-account-number=171234567890123 \
--generation-attributes CardVerificationValue2={CardExpiryDate=0123}

"CardDataGenerationKeyCheckValue": "CADDAl",

"CardDataGenerationKeyIdentifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/tqv5yijbwtxx64pi",

"CardDataType": "CARD_VERIFICATION_VALUE_2",

"CardDataValue": "144"

cardDataValue(O| B 3Xt2| Xt 144)& 7|85 FAM2. CtE EHAH0M 0 2FdE s=4FLICt

3EHA|: 2B A0 M El g =2l
O| ol Alof M= 1EHAHIO| A M8t F|E AFESH04 2EHAH|2| CVV2E ABELICEH

ChS BE S A™dstod CvV2E ASBELICH

$ aws payment-cryptography-data verify-card-validation-data \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyij6wtxx64pi \
--primary-account-number=171234567890123 \
--verification-attributes CardVerificationValue2={CardExpiryDate=0123} \
--validation-data 144

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",

2EHA|: 7|18 AM83to{ Cvv2 gf i 17
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"KeyCheckValue": "CADDA1"
}
O| MH|A&= CVV2E HAEFSE LIEIHLIE HTTP 85 2002 gHErerLIch
ATA!: HI7HE|E HAE
Ol EFAME Cvv2rt SHt2X| ot AEEX| e SE HAEE HEELICH 1EHAM BHE 7|E
At&3stod R E CvVv2E AEsttdn ELICH o & §04 7t AR A7 X Al Z2E CVV2E &
QS RFo{o|| | |:|._

B @2, 0] AR W sty
verify-card-validation-data \

$ aws payment-cryptography-data
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/

tqvbyij6wtxx64pi \
--primary-account-number=171234567890123 \
--verification-attributes CardVerificationValue2={CardExpiryDate=0123} \

--validation-data 999

Card validation data verification failed

L|C2t= HIA|X|QF INVALID_VALIDATION _DATAZ}

Ol MH|AE “7tE HE HIO|H & elof Aufsl&
SES greterch

= Aget &7 4002 HTTP 2

S5 (A1EH ALE) HE|

L

|
A

zO

O|AM| 1EFA0 M HEt 7|& A ME =+

A 7|zh2 7 Lc

$ aws payment-cryptography delete-key \
--key-identifier=arn:aws:payment-cryptography:us-east-2:111122223333:key/

tqv5yij6wtxx64pi
{
IlKeyll : {
"CreateTimestamp": "2022-10-27T08:27:51.795000-07:00",
"DeletePendingTimestamp": "2022-11-03T13:37:12.114000-07:00"

"Enabled": true,
"Exportable": true,

SH

4EHA!: HIHEIE BIAE



AWS ZAA| &5 st

"KeyArn":
tqvbyijbwtxx64pi",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions":
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true

"arn:aws:payment-cryptography:

false,

.

"KeyUsage":
.
"KeyCheckValue": "CADDA1l",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "DELETE_PENDING",
"UsageStartTimestamp":

[a

OlA
AAE

un:r keyState= DELETE_PENDINGZ M |04
7k Mo AN EX| o] &M E F A = U&LIC.

AAEH

"2022-10-27T08:27:

EE 7|83 FMR. deletePendingTimestampe 7|EXS

us-east-2:111122223333:key/

"TR31_C@_CARD_VERIFICATION_KEY"

51.753000-07:00"

=
LIC} restore-keyE & &35+04

02 o
jull

> 2

SEFAL: (M= ALE) HE


https://docs.aws.amazon.com/cli/latest/reference/payment-cryptography/restore-key.html
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CVV/CVV2E 2KEY TDES 7| A
Example
JR=E

2tOlE,

CVV/CVV2 ZtE MAMstT 20l5t 7| &3t 2KEY TDES 7|1& MASL|CH 5t
& 3 EE 2|8t Amazon ElAA O|E(ARN) 2! 7| &Ql Zh(KCV)o| Z&HEL|C}.

(=1

—
k=3
.

$ aws payment-cryptography create-key --exportable --key-attributes

KeyAlgorithm=TDES_2KEY, \
KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY, \
KeyModesOfUse="'{Generate=true,Verify=true}'

E3 ol Al:

-~

"Key": {
"CreateTimestamp": "2022-10-26T16:04:11.642000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
hjprdg5o04jtgs5tw",
"KeyAttributes": {
"KeyAlgorithm": "TDES_2KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": true,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
3,
"KeyUsage": "TR31_CQ_CARD_VERIFICATION_KEY"
3,
"KeyCheckValue": "B72F",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-10-26T16:04:11.559000-07:00"
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Ol B2 PIN Zt2 &5 35t7| I8t 3KEY TDES 7|2 MM8tLCt 0] 7|2 ALE5lo{ ERMZHMof| At
Z 0| =0l PINs £0i PINs 2HHM5HH K& HL &5 iS58 = U&LIcH Y= & mteti|e, &
& 3 E2 98t ARN 2 KCV7F Z&ELICEH

$ aws payment-cryptography create-key --exportable --key-attributes \
KeyAlgorithm=TDES_3KEY,KeyUsage=TR31_PO_PIN_ENCRYPTION_KEY, \

KeyClass=SYMMETRIC_KEY,KeyModesOfUse="'{Encrypt=true,Decrypt=true,Wrap=true,Unwrap=true}'

E24 of Al

{
"Key": {
"CreateTimestamp": "2022-10-27T08:27:51.795000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
3,
"KeyUsage": "TR31_PQ_PIN_ENCRYPTION_KEY"
3,
"KeyCheckValue": "9CA6",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-10-27T08:27:51.753000-07:00"
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Example

Ol BHE2 MZ2 HICHE RSA 2048H|E 7| H0{E MEFLICH M Z2t

E dMFLICt getPublicCertificate APIE At 5t0{ HE2! 7|& HAAME 5= &LICt

.\.L

$ aws payment-cryptography create-key --exportable \
--key-attributes
KeyAlgorithm=RSA_2048,KeyUsage=TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION, \
KeyClass=ASYMMETRIC_KEY_PAIR,KeyModesOfUse="'{Encrypt=true,
Decrypt=True,Wrap=True,Unwrap=True}'

E3 of Al

-~

"Key": {
"CreateTimestamp": "2022-11-15T11:15:42.358000-08:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
nsq2i3mbg6sn775f",
"KeyAttributes": {
"KeyAlgorithm": "RSA_2048",
"KeyClass": "ASYMMETRIC_KEY_PAIR",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
3,
"KeyUsage": "TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION"
3,
"KeyCheckValue": "4QAD487F",
"KeyCheckValueAlgorithm": "CMAC",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-11-15T11:15:42.182000-08:00"
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Ol HAL2 pVV ZtS MAI5H7| QI8 3KEY TDES 7|5 MAELICH O] 7|18 AF&510{ 0|F0f HAHE

PvV& Hlug = = PVWE d8e = J&LCt SHol= ™ mt2ti|E, 45 ££2 ?[2t ARN 2
.

KCV7t =& ELIC

}OI'

$ aws payment-cryptography create-key --exportable \
--key-attributes KeyAlgorithm=TDES_3KEY,KeyUsage=TR31_V2_VISA_PIN_VERIFICATION_KEY,

\
KeyClass=SYMMETRIC_KEY,KeyModesOfUse="'{Generate=true,Verify=truel}'

E24 of Al

{
"Key": {
"CreateTimestamp": "2022-10-27T10:22:59.668000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
j4ubcmnzkelhcbyb",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": true,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
3,
"KeyUsage": "TR31_V2_VISA_PIN_VERIFICATION_KEY"
3,
"KeyCheckValue": "5132",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-10-27T10:22:59.614000-07:00"
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O RS = ot ALkt 7+l ECDH(Elliptic Curve Diffie-Hellman) 7| A2t A545t7] 98 ECC 7| Ho
s CDHE AF23lH 7t TARIS 7] 25 K3 U AR B X2 AF=3t0d XAl ECC 7| T

WEELICH 23 O & THAFKES Zato|8! 7|9 2 AR HE 2! 7|2 A

T

7= FL|C}. _
Al c.fzét%g@s—aé%aé SK|52{H ECDH 7| £& 2 MH1H 22 o8 EE2 ECC 7| 4|
| ul

$ aws payment-cryptography create-key --exportable \
--key-attributes
KeyAlgorithm=ECC_NIST_P256,KeyUsage=TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT, \
KeyClass=ASYMMETRIC_KEY_PAIR, KeyModesOfUse="'{DeriveKey=true}"'
E24 ofl Al

{
"Key": {
"CreateTimestamp": "2024-10-17T01:31:55.908000+00:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-west-2:075556953750:key/
xzydvquwbejfxnwqg",
"KeyAttributes": {
"KeyAlgorithm": "ECC_NIST_P256",
"KeyClass": "ASYMMETRIC_KEY_PAIR",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": true,
"Encrypt": false,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": false,
"Wrap": false
3,
"KeyUsage": "TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT"
3,
"KeyCheckValue": "7E34F19F",
"KeyCheckValueAlgorithm": "CMAC",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2024-10-17T01:31:55.866000+00:00"
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ListKeys 22 AtE3t0od AE & EIToM HMAE £ e 7| S5 7HMHSLICH

Example
$ aws payment-cryptography list-keys

£33 of Al:

-~

"KeyS": [

"CreateTimestamp": "2022-10-12T10:58:28.920000-07:00",
"Enabled": false,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
alsuwfxug3pgybxh",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
b,
"KeyUsage": "TR31_P1_PIN_GENERATION_KEY"
b,
"KeyCheckValue": "369D",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStopTimestamp": "2022-10-27T14:19:42.488000-07:00"
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$ aws payment-cryptography start-key-usage --key-identifier "arn:aws:payment-
cryptography:us-east-2:111122223333:key/alsuwfxug3pgy6xh"

"Key": {
"CreateTimestamp": "2022-10-12T10:58:28.920000-07:00",
"Enabled": true,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
alsuwfxug3pgy6éxh",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
3,
"KeyUsage": "TR31_P1_PIN_GENERATION_KEY"
3,
"KeyCheckValue": "369D",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2022-10-27T14:09:59.468000-07:00"
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O| Al ME E=0l| 7| A8 S SXIGHESE QAT LICH A™ o=
&tstx| o= 8l
& falseE HEEIIELICE Ol 2[AE 7|

$ aws payment-cryptography stop-key-usage --key-identifier "arn:aws:payment-
cryptography:us-east-2:111122223333:key/alsuwfxug3pgy6xh"

"Key": {
"CreateTimestamp": "2022-10-12T10:58:28.920000-07:00",
"Enabled": false,
"Exportable": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
alsuwfxug3pgy6éxh",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
3,
"KeyUsage": "TR31_P1_PIN_GENERATION_KEY"
3,
"KeyCheckValue": "369D",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"KeyState": "CREATE_COMPLETE",
"UsageStopTimestamp": "2022-10-27T14:09:59.468000-07:00"
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/close-account.html
https://console.aws.amazon.com/cloudtrail
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730|11 DeletePendingTimestamp= 7|7} A 4 A2 of 2l

$ aws payment-cryptography delete-key \
--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h",
"KeyAttributes": {
"KeyUsage": "TR31_V2_VISA_PIN_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_3KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

1,

"KeyCheckValue": "QA3674",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": false,

"Exportable": true,

"KeyState": "DELETE_PENDING",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",

"CreateTimestamp": "2023-06-05T12:01:29.969000-07:00",
"UsageStopTimestamp": "2023-06-05T14:31:13.399000-07:00",
"DeletePendingTimestamp": "2023-06-12T14:58:32.865000-07:00"
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deletePendingTimestamp)7t HAE|}E&LICH KeyState= CREATE_COMPLETE gt 2 gtet
|7 DeletePendingTimestampE M74ELICH.

$ aws payment-cryptography restore-key --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333:key/kwapwabqaifllw2h

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h",
"KeyAttributes": {
"KeyUsage": "TR31_V2_VISA_PIN_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_3KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

1,

"KeyCheckValue": "QA3674",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": false,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-08T12:01:29.969000-07:00",
"UsageStopTimestamp": "2023-06-08T14:31:13.399000-07:00"
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+ HI|CHE 7|"H(ECDH)S AF&35104 7| 71X 27|
« HICHE! 7|HE AF23510d 7| 7K 2 7|(RSA 12 T)

« A EAEE 7| D E F|(TR-31)E A8 5tod CHE 718 7HMELICH

» HICHE(RSA, ECC) HEZ! 7| 7} X2 7|
+ RSA H=2! 7| 7}X 27|
- ECCHEE! 7| 7IX27|

37
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html

AWS ZAA| &5 st

CHE! 7| 7} 27|

HICHE 7|82 A8t 7| 7FX{271(TR-34)
Key Encryption Key(KEK) Import Process

AWS Customer AWS Payment Cryptography Certificate Authority

<Get Import Parameters>
Public Certificate

Install Public Certificate on HSM

P
Generate Key Pair on HSM

—

p—

Generate CSR on HSM

Sign CSR
[
Certificate

<Import Signing Certificate>

Generate KEK on HSM
O
O

Export KEK using public key (TR-34)

<IlmportKey>

AWS Customer AWS Payment Cryptography Certificate Authority

TR-34= RSA HICHE! &5 3512 AP 5tod mEtE Qs e 7|12 25 35tet o MEELICH oA 5
cHEE 719| 7|Ug(g=sht FEME(MB)o| 25 EFELICH

XA 71& 7HX{ 224 GitHuboll A AWS Payment Cryptography MZ Z2ME & 2QI5tM . CHE Z
SHEOM 7|E 7t AL LHE L= B of CHEF XIE2 GitHubolM ME I EE AFS5HHLE SHE &

SHESME HBME HZSHML.

1. 7tX7| 7|8 BE 8 S E&Lc

get-parameters-for-importE Z£5t0{ 7t X7| ZEMAE Z7[3LICt O] API= 7|
7t 7|E flE 7| Ho{E ddstD, /ol MEStD, QIEM & QB RFEE BtetELICt o] 7
E M85t HEH 7|E & =3t LICt TR-34 80{2Z&= O|E KRD 21& A2t gFLct. o|zdet 2l

B XM= baseb4z= QLR YL +Ho| FomHo| E- =P ASELICH ImportToken 22 MEE

(LY T o

LICH.

$ aws payment-cryptography get-parameters-for-import \
--key-material-type TR34_KEY_BLOCK \
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https://github.com/aws-samples/samples-for-payment-cryptography-service/tree/main/key-import-export
https://github.com/aws-samples/samples-for-payment-cryptography-service/tree/main/key-import-export/hsm/

AWS ZAA| &5 st ALZ%t 7H0|=

4.

--wrapping-key-algorithm RSA_2048

"ImportToken": "import-token-bwxli6ocftypneu5",
"ParametersValidUntilTimestamp": 1698245002.065,
"WrappingKeyCertificateChain": "LS@tLS1CRUdJITiBDRVJIUSUZJQ@FURS®O....",
"WrappingKeyCertificate": "LSQtLS1CRUdJITiBDRVJUSUZJIQOFURSOQtLSO....",
"WrappingKeyAlgorithm": "RSA_2048"

}

2| of
-

F| AA A|AEIO| I

M|z
Ol

M -dxl

CHE 2 O] HSMsOHl A= 1B Aol A MAE HE 2| Q1B ME Ax
0f 712 LA LioF BrLIC} 047 [0l HsMoil kel TR QIF A A

2E + UL

AA AAEIO|M 7| H0{E 45t AWS Payment Cryptographyoll 215 M Q1 M3

MEE Ho|ZEo| FAEE EFot7| loll & GAXHZ| HIZ SAE E= KDH) 7 HO|ZE0]

AEEE=K
MBELICE O|E flal HEE 7|18 Mdstn HEE] 7| QB AM(X509)E +d5t01 AWS Payment
Cryptography0il CtA| M3 & LIt

HSMOIM 7|E& & E I i HSMO| 7| H0{E AT LICH HSM, EFAF EE=9F 22 MH|A T}
CIEME MAIs AWS Private CA &= &LICt

KeyMaterialTypeO| RootCertificatePublicKeyO|1 KeyUsageTypeO| 2!
importkKey HHE AI835t0{ R E 2IZME AWS Payment Cryptographyoll 2 =& L|
CFTR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE.

St QI Mol B2 importKey BHEEZ 9| KeyMaterialType TrustedCertificatePublicKey
210| KeyUsageTypeDt &7 AFS &L
CHTR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE. 0424 &7t 21E Ao CH3Ho| =2
NMAE gr=g L MeloM O x| 2 72 IE MKeyArnlE F& 71X 7| o Cist
Qlzdo 2 Ab28LCt

E|Z QIS ME 7t X| O AIR. 7t K27 BE ol 2 MSELIC

AA AAEIO|M 7| LHIELHZ|

7| 7tM7| 39
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B2 HSMs & 22 AAEI2 TR-34 EEE ALE6t0 7| HELHZ|E RIHFLICH 1EH|e| HE
2| 7|2 KRD(¥ 53} 215 MZ X|™5tn 3EHA2| 7|12 KDH(MY) 215 A 1gHLICH AWS
Payment Cryptography £ 7tX{ 2248 & A2 TR-34.2012 H|CMS & THA Ao 2 X|HELICEH
O| @42 TR-34 Diebold &4]0|2tn & §L|CH.

5. 3= 7tx27]| 7|

KeyMaterialTypeO| @l importkey APIZ 5 Z&FL|CITR34_KEY_BLOCK. of CHaH 3EHA[ol M 7+
2 OFX|2f CAC| keyARNcertificate-authority-public-key-identifier,0i CH3H 4
Aol efEE 7| 7 @A key-material,of CHSH 3EHAH|Ie| 2= QIBMHE MEELICsigning-
key-certificate. 1Et74Q| import-token2 Z & &fL|C}.

$ aws payment-cryptography import-key \

--key-material="{"Tr34KeyBlock": { \

"CertificateAuthorityPublicKeyIdentifiex": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/zabouwe3574jysdl"”, \

"ImportToken": "import-token-bwxli6ocftypneu5", \

"KeyBlockFormat": "X9_TR34_2012", \

"SigningKeyCertificate":
"LSOtLS1CRUdITiBDRVIUSUZJQOFURSOtLSOtCk1JSUV2RENDQXFTZOF3SUJ...", \

"WrappedKeyBlock":
"308205A106092A864886F70D010702A08205923082058E020101310D300B0609608648016503040201308203.
\

}l

"Key": {
"CreateTimestamp": "2023-06-13T16:52:52.859000-04:00",
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryas4zcza",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
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"Unwrap": true,
"Verify": false,
"Wrap": true
I
"KeyUsage": "TR31_K1_KEY_ENCRYPTION_KEY"
I
"KeyCheckValue": "CB94A2",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyOrigin": "EXTERNAL",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2023-06-13T16:52:52.859000-04:00"

ol
(o]

6. LE3HYEE FHIXI|0| 72 7| A4S

7}X2 KeyUsage7t TR31_KO_KEY_ENCRYPTION_KEY?Q! B2 TR-31€

A83tod &4 7| 7tX 7|00 71§ AME8E += U&LICt CHE 7| RE(d:
TR31_D0O_SYMMETRIC_DATA_ENCRYPTION_KEY)Q| Z< 7|8 &3l =dol 2% Al

1 k(| =
A& LICEH

ot

A
a
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HICHE! 7|#(ECDH)2 A& 3104 7| 7K 27|

Using ECDH to import a key from a HSM

AWS Customer AWS Payment Cryptography HSM Certificate Authority
<Create Key= A
VR keyAm for PARTYV KEYY) ______________ '
<Get Public Key Certificate(PARTYV_KEY1)= A
VR Certificate (CERT_PARTYV KEY1) _ '
Install Public Certificate (CERT_KEY1) N
Generate ECC Key Pair (PARTYU_KEY1 :
Generate CSR :
Sign CSR g }
- Cettificate(ERT PARTYU KEVY)
<Import Cert Chain> (PARTYU) N
Generate KEK on HSM g N
V. . - -1 1o == 52 ) S '
Derive key using ECDH (PARTYU_KEY1,CERT KEY1) N
. Wrapped ECDH Key(AES KEY2) | _____________ '
Export key using (AES_KEY1,AES_KEYZ2 a
- TR3tpayloed | . '
<ImportKey using ECDH> (PAHTYV_KEY1,CEHT_PAHTYU_KE‘H]}
Derive AES_KEY2 :
Import key using TR-31 :
keyArn for AES_KEY1
‘_ ____________________________________________________
AWS Customer AWS Payment Cryptography HSM Certificate Authority
E} ¢4 =4 Diffie-Hellman(ECDH)2 ECC H|CHE &3 3E AL&3t0d AL WwehEl 7| Q10| & ZALRL 7t
ol 3% 718 MHELICH ECDH 71& Al 7|0|2 2 AWS Payment Cryptography= 7|18 K& K| &
&Lt o] Z2MA0|M Y34 KBPK/KEKE ECDHE At&3to4 oM EL|Ct ot E 7= H& e
£ AX 7|12 eiEstE ol ZA| A2 &M, Ol CH2 KBPK, IPEK 7| EEE JIEF 7| €Y &+ QlaLch

7HME I ME A|ARIE RO 2 G AR U(O|L|Al0d|O|E)2t 1 311 AWS Payment Cryptography
E AR V(8EAhEt T &ct
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1. ECC 7| o] A4

E S ZEcreate-keysto{0| T2 M A0 CHEt ECC 7| Ho{E HMFLICE O] API= 7| 7HA
Q7| Ee LHELHZ|E 2IEt 7| Ho{E MM ELICH M4 AlO|ECC 7|E A o|'0=| Ip e
UE 7| BFE XIHELICH ECDHE At&35to4 CHE 7|E nEEIE)E e A

CtTR31_K1_KEY_BLOCK_PROTECTION_KEY.

@ Note
5t? =& ECDHe= o{H SHo =& AEE = U= It 7|E Mt X[EF AWS Payment
Cryptography= 7| T It 7| RP0B AIEE = JUEE 51875104 08 SHOZ 7|

£ d+= MAEste WS MetELch

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=ECC_NIST_P256,KeyUsage=TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT,KeyClass=ASY}
--derive-key-usage "TR31_K1_KEY_BLOCK_PROTECTION_KEY"

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/wc3rjsssquhxtilv",
"KeyAttributes": {
"KeyUsage": "TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT",
"KeyClass": "ASYMMETRIC_KEY_PAIR",
"KeyAlgorithm": "ECC_NIST_P256",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

1,

"KeyCheckValue": "2432827F",
"KeyCheckValueAlgorithm": "CMAC",
"Enabled": true,
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"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2025-03-28T22:03:41.087000-07:00",
"UsageStartTimestamp": "2025-03-28T22:03:41.068000-07:00"

}

2l 7| 01z M 7IK{ 2 7|

N
H
i

Z&get-public-key-certificatedto] £ 2| 2| AWS Payment Cryptography T1&
1174 CAOI M MBS X 509 CIBMZE HER] 7|18 48 Ct.

NI

Example

$ aws payment-cryptography get-public-key-certificate \
--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/wc3rjsssquhxtilv

"KeyCertificate": "LSOQtLS1CRUdITi...",
"KeyCertificateChain": "LS@tLS1CRUdJT..."
}

3. SO AlAHE HEE QIS M AXI(T AR V)

HSMs o 1A MEE HER QISME MR, EE &= AZ|5H0{ O|E AFE35H04 7|E
LHE LHoF EFL|C}t. o770l = HSMO [} 2t MAl| QIZS M Al EEE= 1B AH Q] RE QIS AMBH ZEE £

U&LICH XEMIE LIS 2 HSM HEME B EFHAIR.
4. AA AAHIO|MECC 7] H0o{E MA45tT AWS Payment Cryptographyoll 215 M &2l XS

ECDHOIM ZF EAtAb= 7| H o1& M5t & 7|0l S2lFLICH. AWS Payment Cryptography
oM 7|& FE5te{H™ AL ol HE 2! 7|7t X509 HEE! 7| Ao 2 L FrL|Ct.

HSMOllM 7| & & E W siE HSMol| 7| Hio1& W EELICt 7| 25EHSMs2| B2 7| slHE=E2t
HIR & LICIDO144K3EXO0EQ000. Q1EME *”*cﬂ%* [ YEHE o Z HSMOA CSRE A48t CH2
HSM, E}AF EE=9 ZH2 AMH|A T} QIS ME AAJE AWS Private CA 4= 2&LICtH
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KeyMaterialTypeO| RootCertificatePublicKeyO|1 KeyUsageTypeO| 2!
importKey BEE At835t0{ RE 215 M E AWS Payment Cryptographyoll 2 =& L
CHTR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE.

7+t Q1B MOl AL importKey B2 9| KeyMaterialType TrustedCertificatePublicKey
I:"OI KeyUsageTypelt &7 At &L
CHTR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE. 042 &7t 21E Aof CH3Ho| =2
MAE gr=gLch MQloM ORI S 2 72 IE MKeyArn2lE F& 71X 27| BEo Cist
Q4o Z AFSELICEH

2T QIS ME JHKQR| DA, 7hi2 7| W Sol =K MBE LICH

FARE U HSMO| M ECDHE AFE5t0{ 23| 7] A

BFS HSMs 2 231 AIATIS ECDHE AFS 8t 7| 82 XIMELICH 1B 2] HES 7|8 HE
2| 712 XI&5tD 3EAI0l 718 Zatold! 7|2 KIBELICH THY WHD 22 518 Ths 8 sMe

Al R 22 T THEtOIENS FFolM Hers| YxlsHok BrLICH 2% K| Sto M ohE
Al k

AA AAEIIM 7| LHE LY Z|

OFX[2t o2 EF TR-31 HH S AF235104 AWS Payment Cryptography2 &8 7|2 LHE L

C}. ECDH 4 7|& KBPKZ X|HELICH LHIEE 7| TR-31 & Z&0| MEL|E 2 E TDES
i AES 7| 4 UBLICH B 21 717k LR 7I8HE Zatshok LTt

KeyMaterialTypeO| @! import-key APIE & & LICIDiffieHellmanTr31KeyBlock. o
CHaH 3EFAl0IM 7FX4=2 OFX|2F CAC| KeyARNcertificate-authority-public-key-
identifier,of CHaH 4EHHAIo] BHEE 7| 4 @ Akey-material,of EHOH 3CHA| o] 2l= QB A
E ME&LICtpublic-key-certificate. 1EtH[Q| L2t0[H! 7| ARNS Z & & LICE.

$ aws payment-cryptography import-key \

7| 7tx427|
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ImportDiffieHellmanTr31KeyBlock.html
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--key-material="{
"DiffieHellmanTxr31KeyBlock": {
"CertificateAuthorityPublicKeyIdentifier": "arn:aws:payment-
cryptography:us-east-2:111122223333:key/swseahwtq20j6zi5",
"DexrivationData": {
"SharedInformation": "1234567890"
},
"DeriveKeyAlgoxrithm": "AES_256",
"KeyDerivationFunction": "NIST_SP800",
"KeyDerivationHashAlgoxrithm": "SHA_256",
"PrivateKeyIdentifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/wc3rjsssqguhxtilv"”,
"PublicKeyCertificate™":
"LSOtLS1CRUdITiBDRVIUSUZIQOFURSOtLSOtCk1JSUN....",
"WrappedKeyBlock":
"DO112K1TBOOEOOOOD6O3CCASACB71517906600FF8FOF195A38776A7190A0EF0024F088A5342DB98E2735084A7
}
}l

"Key": {
"CreateTimestamp": "2025-03-13T16:52:52.859000-04:00",
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryas4zcza",
"KeyAttributes": {
"KeyAlgorithm": "TDES_3KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
.
"KeyUsage": "TR31_K1_KEY_ENCRYPTION_KEY"
.
"KeyCheckValue": "CB94A2",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
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"KeyOrigin": "EXTERNAL",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2025-03-13T16:52:52.859000-04:00"

8. ASE HUEEFH IR0 7HK2 7| A

7tX{2 KeyUsage7t TR31_KO_KEY_ENCRYPTION_KEY®! ZH9 TR-312
ME3t0] £& 7| 7t XK{27[0{0]| 7|E AFEE =+ JU&LICt CHE 7| &0

TR31_D0_SYMMETRIC_DATA_ENCRYPTION_KEY)S| A2 7|E &5 35} Zof ZH A SE £
U&LLCt.
HICHE! 7|82 AF23t0d 7| 7FK 2 7|(RSA 1EHZ)

H° AWS Payment Cryptography= TR-34E AI8%& + Qe 32 7| 1 &2 25

K| ELICEH TR-342F OHEH7HX|2 0] 7|¥42 RSA HICHE &5 3HE A 5104 Iﬂ%% 28t o

§§}°H—|EP a2{Lt TR-342 E2l0| HMEME & SAKIZL HO|Z =0 A
FOI R
L

—_I_

RSACHE 7|2 7| 252 ZT&5IX| o2 2 ME Sof 7| HEHO|E{2

Ct.

ED FoII e m

(@ Note
RSA #& Al835lo{ TDES & AES-128 7|12 7t 7Lt LHEE £ QlaL|Ct

1. 77| 27|53 B-¥E SE&LICH

£ 3 £get-parameters- for-lmportoP04 KeyMaterlalTypeOI 2 KT Z2ZMAE £7|5HE
LICIKEY_CRYPTOGRAM. TDES 7|& W& & WrappingKeyAlgorithm [HO{ RSA_2048E AtE
gfLICH TDES RSA_3072 == AES-128 7|8 WERSA_4096& [ EE=& AFSELICE O] APIE
7| 71X 27|18 I8t 7| Ho{E MAIStD, QIZE M REE AME5l04 7|0 MHEStD, QIEM REQ}
RQABEM REE ZF HHEHEILICE O] 7|& AFESto LHIEE 7|& 253 fLIct olg{8t RIS MHE =
Ho| ool S 28 AFSELC

$ aws payment-cryptography get-parameters-for-import \
--key-material-type KEY_CRYPTOGRAM \
--wrapping-key-algorithm RSA_4096
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{
"ImportToken": "import-token-bwxli6ocftypneu5",
"ParametersValidUntilTimestamp": 1698245002.065,
"WrappingKeyCertificateChain": "LS@tLS1CRUdJTiBDRVJIUSUZJQ@OFURS®O...."
"WrappingKeyCertificate": "LSQtLS1CRUdJITiBDRVJUSUZJQOFURSO@tLSO...."
"WrappingKeyAlgorithm": "RSA_4096"

}
7| A& AARO] HEZ| Q1B M Ml

HSMs Bf2 Z2 1B AH0M dHE HER USM(T/EE FE)E MR, 2E = LEZ5t0o{ 0|

AHE3stod 7| LHE LHoF BfLC.
LA AAEIIM 7] LHELZ|

B2 HSMs & 224 A|ARI2 RSA ®E AL85t0d 7| LIELHTIE XIFLICH 1B A o] HEE

7|18 &t 33} 215 AM(WrappingKeyCertificate)Z XIHELICt A2 &|Qlo| et B2 1E
HwrappingKeyCertificateChainQ|& AFEELICH HSMOIM Z7|E LHEE I TE 2 E =
PKCS#1 v2.2 OAEP(SHA 256 EE= SHA 512 AF2)E AF2504 EAI2 RSAZE X|HELICH

2 £ import-key

O|E& AF&3t04 import-key APIE £Z£KeyMaterialType& LICtKeyMaterial. 1&
HImportToken2|®?} 3EHHO| key-material BHEE 7| 78 QA)7} EEfL|CH RSA &2
7| 282 M85IX| A=z 7| otetO|E{(o: 7| AAE)E NS ELICH.

1= LS —

$ cat import-key-cryptogram.json

"KeyMaterial": {
"KeyCryptogram": {
"Exportable": true,
"ImportToken": "import-token-bwxli6ocftypneu5",
"KeyAttributes": {
"KeyAlgorithm": "AES_128",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": true,
"DeriveKey": false,
"Encrypt": true,
"Generate": false,
"NoRestrictions": false,
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$ aws payment-cryptography import-key --cli-input-json file://import-key-

"Sign": false,
"Unwrap": true,
"Verify": false,
"Wrap": true
},
"KeyUsage": "TR31_KO@_KEY_ENCRYPTION_KEY"
},
"WrappedKeyCryptogram": "18874746731....",
"WrappingSpec": "RSA_OAEP_SHA_256"

cryptogram. json

"Key": {
"KeyOrigin": "EXTERNAL",
"Exportable": true,
"KeyCheckValue": "DA1ACF",
"UsageStartTimestamp": 1697643478.92,
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/

kwapwabqaifllw2h",

"CreateTimestamp": 1697643478.92,
"KeyState": "CREATE_COMPLETE",
"KeyAttributes": {
"KeyAlgorithm": "AES_128",
"KeyModesOfUse": {
"Encrypt": true,
"Unwrap": true,
"Verify": false,
"DeriveKey": false,
"Decrypt": true,
"NoRestrictions": false,
"Sign": false,
"Wrap": true,
"Generate": false
},
"KeyUsage": "TR31_KO_KEY_ENCRYPTION_KEY",
"KeyClass": "SYMMETRIC_KEY"
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1,
"KeyCheckValueAlgorithm": "CMAC"

_ 3
Me7lofo] 7|E Ar8E TR31_K1_KEY_BLOCK_PROTECTION KEY—’F— %'QI—IEL 7| /&0
{&(od: TR31_DO_SYMMETRIC_DATA_ENCRYPTION_KEY)Q! B2 7|12 &5 3}
=2
o

g & A&LICH

AH AEE 7| g 7|(TR-31)& AM&E3sto THE 7| 7 SLIch

Import symmetric keys using a pre-established key exchange
key (TR-31)

Source Platform AWS Payment Cryptography

Import Key Encryption Key
KekkKeyAm

Create Working Key :}
Export Working Key using TR-31 :

Import TR-31 wrapped key <KekKeyAm=

04E-| 7|18 WetstHL 7| TAE XHE I BHEHE iMoo 2 M £7| 7| 53t 7|(KEK)E L8t
M2 0| 7| 7+ 248 &2 7[&E Ar&38t7HLE AWS Payment Cryptography 2| 2

TR-34% Ar83stof ae = Q&L

KEKE M8t & 0|& AF85t0{ &% 7|(CHE KEKs. AWS Payment Cryptography= HSM &2 4| of
M 2| A8 |1 X|3H= ANSI TR-312 AF&31040| 7| B K| ErLCt.

1. 7| &E3 7| 7K 2 7|(KEK)

ek
N
30
rr
pal
I
ro
o
C
o

KEKE 0|0| 7kX{2t 0 keyARN(EE keyAlias)2 AL
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g‘zort-key Hae s =& ol ChEt 7| 2535} 7|9 ke
rappingKe .z
gkeyIdentifier. Ofl Cift AA ZSHEO| £E34E Mszék L|Chw
= SE rappedKeyBlock
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Example

$ aws payment-cryptography import-key \

--key-material='{"Tr31KeyBlock": { \

"WrappingKeyIdentifier'": "arn:aws:payment-cryptography:us-

east-2:111122223333:key/ovbicy4ryasbzcza”, \

"WrappedKeyBlock":
"DO112BOAXOOEQ0QVO2EOA3D58252CB67564853373D1EBCC1E23B2ADE7B15E967CC27B85D5999EF58E11662991F
\

}I

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6gaifllw2h",
"KeyAttributes": {
"KeyUsage": "TR31_D@_SYMMETRIC_DATA_ENCRYPTION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "AES_128",
"KeyModesOfUse": {
"Encrypt": true,
"Decrypt": true,
"Wrap": true,
"Unwrap": true,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": false,
"NoRestrictions": false
}
b
"KeyCheckValue": "QA3674",
"KeyCheckValueAlgorithm": "CMAC",
"Enabled": true,
"Exportable": true,
"KeyState": "CREATE_COMPLETE",
"KeyOrigin": "EXTERNAL",
"CreateTimestamp": "2023-06-02T07:38:14.913000-07:00",
"UsageStartTimestamp": "2023-06-02T07:38:14.857000-07:00"
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HICHE(RSA, ECC) HEZ| 7| 7127

I B E QIZEME £|A38H A Qe ghZ(0]H
RSA_2048 2| RQIEME ES5te= HI
SMZ 25 35Hof gLic ECC P384 2l

SME 7tX2 f Bt2 E|X| pLotof °H—|I:+

) Q1B MBHE Z245loF & LICH &, RSA 2048 CAE
P9 st Zd=o|CtE ECC @
. R ol

RSA HEE| 7| 7K 27

AWS Payment Cryptography= IH{E 2| RSA 7|& X.509 QIS MZE 71X = R K|HELICE QB M
E 7tXuiH MK RE QIZEME 7IXMHSLCh 2E B M= 742 Wl Bt = E|X| 2fotok g ict. 2l
& MeE PEM &410]|0{0F 3t base64 2 213 = E[0{0F & LICH.

1. FE Q& AE AWS Payment CryptographyZ 7} X2 7|
FEQBME 7tXe{H Ot BHS AFSELICH
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2. HE#Z 7| 2I5AME AWS Payment CryptographyZ 7tX{2 7|

O|EstEZ20| FM2 CHE AMARC| HER] 7|& AE5t0{ LIOIHE & E3HE [
KeyUsaget= TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION2E X E

_>,'_

OlM HE2] 7|& 7IXE &= U&LICH TR-342t ECDHE ZEH 0| 2|Z QIZEME TP st Ol
I 2
M
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Example

$ aws payment-cryptography import-key \

--key-material='{"Tr31KeyBlock": { \

"WrappingKeyIdentifier'": "arn:aws:payment-cryptography:us-

east-2:111122223333:key/ovbicy4ryasbzcza”, \

"WrappedKeyBlock":
"DO112BOAXOOEQ0QVO2EOA3D58252CB67564853373D1EBCC1E23B2ADE7B15E967CC27B85D5999EF58E11662991F
\

}I

"Key": {
"CreateTimestamp": "2023-08-08T18:55:46.815000+00:00",
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/4kdbxud22e64wcbk",
"KeyAttributes": {
"KeyAlgorithm": "RSA_4096",
"KeyClass": "PUBLIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
b
"KeyUsage": "TR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"
b
"KeyOrigin": "EXTERNAL",
"KeyState": "CREATE_COMPLETE",
"UsageStartTimestamp": "2023-08-08T18:55:46.815000+00:00"
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ECC HEE 7| 7tM27|

AWS Payment Cryptography= &2 ECC 7|& X.509 QIEME 7IXe WE X
E 71X 28{M HX FE CA IS AMe &7 °._|§HE tMHEUCH 2E QUBME 7
ofotok gFLct 218 M= PEM &4|0|0{0F 5tH base64 = 213 2 £|0{oF & L|C}.
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7| 71X 271 57



AWS ZAA| &5 st ALZ%t 7H0|=

Example
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3. HEge el

OI)I

M(Leaf)& AWS Payment CryptographyZ 7}X{2 7|

EIZ ECC QB ME 71X = UK| #HAH AE2[X| 2|0d= AWS Payment Cryptographyoil 9|
Zl gf=7t gi&LICt O|= ECDH & =& AH8e i 2= B M7t HEY | ME (7] 2 LICt
7| LHE L} Z |
it

« 0¥ 7l LHELHZ]

« HICHE 7|HE AME5H0{ 7| LHE LHZI(TR-34)

. HICHA! 7|$(ECDH)S AFE35H04 7| LIE LY 7|

« H|CHE 7|82 AFE 35104 7| LHE L7 |(RSA 2HE)

« A EAEE 7| D E F|(TR-31)E AI85tod CHE 7|8 LHE R LICH

« DUKPT X7| 7| LIE LIZ|(IPEK/IK)

U2 7| 22 s XY

. H|CHE(RSA) 7| LYE LY7|

CHE 7| LAE LA

/A Important
|A A Q] AWS CLI V27t K| &QlstLct dadi|o|=35ted™ AWS CLI A

CHE 718 5 &st o MEELICH ¢538= 7
£ LHE L™ AWS Payment Cryptography7} 7|
24l C|HFO|A(KRD) 7} EiLICH.
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AWS ZA 4535t AR 7H0|E

(@ Note
HSMO| TR-34 LHELHZ|E K|t X|BF TR-34 7IK{ 7|8 X|5HX| ot B2 X TR-342
A8 3504 HSM1F AWS Payment Cryptography 7t0ll &% KEKE MHst= 20| E&Lct O
2 CHS TR-312 AF835t04 LIHX| 7|18 ©EE &= U&LCh.

1. WELZ| Z2MA 7|5

£ AM3lget-parameters-for-exportdt04 7| LIELHZ|E I8t 7| Ho{E MAELICE o] 7| Wo{E At
235104 TR-34 HO|2=0f| A{HEEFLICH TR-34 20{0f|AM 0]= KDH MH 215 MILICH QIZ A=
F=Ho| oo XIHE 7|7t SOt REELICIParametersValidUntilTimestamp.

(® Note

2 E QB ME basebs QA0 U&LICH

Example

$ aws payment-cryptography get-parameters-for-export \
--signing-key-algorithm RSA_2048 \
--key-material-type TR34_KEY_BLOCK

"SigningKeyCertificate":
"LSQtLS1CRUdAITiBDRVJUSUZJIQOFURSOtLSOtCk1ISUV2RENDQXFTZOF3SU]. .. ",
"SigningKeyCertificateChain": "LS@tLS1CRUdJTiBDRVJUSUZJQ@FURSQtLS....",
"SigningKeyAlgorithm": "RSA_2048",

"ExportToken": "export-token-au7pvkbsq4mbup6i",
"ParametersValidUntilTimestamp": "2023-06-13T15:40:24.036000-07:00"

2. AWS Payment Cryptography 215 ME 41 A|IABISZE 71K 7]

1EtA e RIZBM #MelE =4 Ala”e 2 THXFLICH

3. 24 AlAEol Q1B M AN
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H&E HOo|ZEE E3st7| flsl & FALAHKDH)= H
Mo 2 HSM EE= IHEL{2| HSM)2 HEE| 7
Ct. AWS Private CA & A&35t0{ QIEAME e + U 2E ¢l
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Pad
(@)}
(@]

RIBEME &2 F Importkey BHE AtE5t0o RE QIEME AWS Payment Cryptography £ 7}
XMSLICH o] AL KeyMaterialType2 RootCertificatePublickeyZ, KeyUsageTypeE
TR31_S0O_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURELZ A &rL|C}.

2|Z QIZ Mol MHSHE FE 7|0]7] KeyUsageType [ME0IE
TR31_S@ _ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATUREZ AFEErLICH & QIS MHE AWS
Payment Cryptography2 7tx{2 ER 7t gigLICt & QIS ME Qletele s MEE = /A&LCh

(@ Note
O|Ho| RE QUBME 7R A<R0| BHHE HUHELICH 52t elB Aol B2

CtTrustedCertificatePublicKey.

]
Pl
0l
ot
rC

4. 7| HELYZ|

7t 2 KeyMaterialType M El Exportkey APIE 3 &8 LICITR34_KEY_BLOCK. CtE2 A3
&t ok =FL|Ct.

- 2 3EtAH M R E CA2| keyARN CertificateAuthorityPublicKeyIdentifier

- 2 3EHA9| B|Z Q1B M WrappingKeyCertificate

- 2 HEUEd= 7|2l keyARN(EE= HE) --export-key-identifier

« 1Et79| export-token
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Example

$ aws payment-cryptography export-key \

--export-key-identifier "example-export-key" \

--key-material '{"Tr34KeyBlock": { \

"CertificateAuthorityPublicKeyIdentifiex": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/4kd6xud22e64wcbk", \

"ExportToken": "export-token-au7pvkbsq4mbup6i", \

"KeyBlockFoxmat": "X9_TR34_2012", \

"WrappingKeyCertificate":

"LSOtLS1CRUdAITiBDRVIUSUZJQOFURSOtLSOtCk1JSUV2RENDQXFXZOF3SUJBZ01SQ..."} \

}I
{
"WrappedKey": {
"KeyMaterial": "308205A106092A864886F70D010702A08205923082058...",
"WrappedKeyMaterialFormat": "TR34_KEY_BLOCK"
}
}
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HICHE 7|#(ECDH)2 AF&3t0d 7| LHE LK 7|

Using ECDH to export a key from AWS Payment Cryptography

AWS Customer AWS Payment Cryptography(PartyU) HSM(PartyV) Certificate Authority
=Create Key> N
r
keyAm_ KEK1
-
<Get Public Key Certificate(PARTYU _KEY1)> o
r
(. Cerificate (CERT PARTYU KEY1)
Install Public Gertificate (CERT_PARTYU _KEY1) A
r
: Generate ECC Key Pair (IL’AHTYV_KEYH Y
r
: Generate CSR N
r
Sign CSR A
Ld
PR Cenificate(CERT PARTYV KEYY) |
<Import Cert Chain= (PARTYV) N
14
ExportKey(keyamn = keyAm_KEK1,method=ECDH) |
r
TR31_KeyBlock
R L L S
DeriveKey using ECDH N
I ¥
DerivedKe
L
ImportKey (derivedkey, TR31_KeyBlock) N
¥
¢______________________k_es_rf_\zn_ﬁ_E_rsi_v_vzaep_es'_B_tI?wﬁ% _______________________
AWS Customer AWS Payment Cryptography(PartyU) HSM(PartyV) Certificate Authority

Et#4 =M Diffie-Hellman(ECDH)2 ECC H|CHE Y S 35tE AL&304 AF W etEl 7| @10 & S ALK} 7H
ol 28 7|12 MYELICH ECDH 7= Al 7I10|22 AWS Payment CryptographyE 7|8 XM& St X|

ot&LCt ol Z2MA0AM Y3 KBPK/KEKE ECDHE AFHE 8104 EP*”E'L—IEP. ol mbd 7|= CHE
KBPK, BDK, IPEK 7| EEE& 7(Et 7| R8 Y = U= H&stcds 7|18 elEsts ol FA| ASELICH

L= [ AWS Pricing Calculator & ZAFRF U(OILIAIOIE)ZIT &t =41 A|AEIE AR V(ST
AhHeto ghuict.

@® Note
ECDHE ZE OIE 7| R8s WEsie O A8 &= URX|B KEKTZ} OF R MHEE|X| 2 B2
AES-256 7| ™45t O A E £ Qe U M2 &hAldLCt

1. ECC 7| Hjof 44
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% Ecreate-keyst00| ZZ M| A0] CHEF ECC 7| I 0{E M ELICt O] APIE 7| 7HK
7| e HEWWZ|E 98 7| Ho1E M -Ect d4 A|O| ECC 7|& At&5t0q Tt

UE 7| BFE XIHELICH ECDHE AHE5t0 CHE 7| T EIE)E e 42 AL

CHTR31_K1_KEY_BLOCK_PROTECTION_KEY.

A
e

|]:0II ﬂl?,'l

FL

® Note
5t?| =& ECDHe= o{H SHo =& AEE = U= It 7|E At X[EF AWS Payment
Cryptography._ 7|18 B ot 7| RHoiE A SE = UESF 585t0f ot S = 7|

£ d+= MAEste WS HMetELch

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=ECC_NIST_P256,KeyUsage=TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT,KeyClass=ASY}
--derive-key-usage "TR31_K1_KEY_BLOCK_PROTECTION_KEY"

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
wc3rjsssguhxtilv",
"KeyAttributes": {
"KeyUsage": "TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT",
"KeyClass": "ASYMMETRIC_KEY_PAIR",
"KeyAlgorithm": "ECC_NIST_P256",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

.

"KeyCheckValue": "2432827F",
"KeyCheckValueAlgorithm": "CMAC",
"Enabled": true,

"Exportable": true,
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"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2025-03-28T22:03:41.087000-07:00",
"UsageStartTimestamp": "2025-03-28T22:03:41.068000-07:00"

[a

}

N
E
i

2l 7| QB M 7K 7|

E $Z&get-public-key-certificatedtod £ 2| 2| AWS Payment Cryptography &
A CAUA MBS X509 IS AMHE HEZ! 7|E £=4IEHLICH

Example

$ aws payment-cryptography get-public-key-certificate \
--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/wc3rjsssquhxtilv

"KeyCertificate": "LSOQtLS1CRUdITi...",
"KeyCertificateChain": "LS@tLS1CRUdJIT..."
}

3. SOUY AlAHE HEE ASM AXI(ZARLV)

HSMs B2 B2 7|& dHstcd{H 1B A0 dEE =2 QB ME IRl 2= E= AlZ[sHok
grL|Ct. o97|0l= HSMO| 2 FA| QIE M ®|Ql = £ E QIS AL TEE 4 Ql&L|cH 7&|1%
Ol X|&2 HSM MBAME FHZ5IM L.

4. A AMAHIOMECC 7| H0{E A5l AWS Payment Cryptographyoll 215 M Q! M|&

ECDHOIM ZF @ AtAt= 7| H o1& st & 7|0l S| LICH. AWS Payment Cryptography
7t 7|1€ FESt2{™ dOiYo| HER] 7|7t X.509 HER 7| @Ale 2 EHFLICH

HSMOIM ZI1E M&E W e HSMO| 7| Ho{E MAMEL|CH 7| EEHSMsS| B2 7| sl{e=2t
HIRELICIDO144K3EXQQEQQ00. Q1EME MAE m YUt o 2 HSMO|A CSR2 M-t OIS
HSM, EtAF EE=0 22 MH|ATE QIS ME M8 AWS Private CA = U &LICH

z U

KeyMaterialTypeKeyUsageTypeO| 21 importKey HHEZ A&
5to{ R E 215 ME AWS Payment Cryptography0ol| 2 = &fL|
CITR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE. RootCertificatePublicKey
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2l0| KeyUsageTypeDt E7H AFS &L
CTR31_S@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE. 0424 &7t 21&Mof cislio| ==
MAE gr=g L #MeloM O x| e 2 72 IE MKeyArnolE & LHELHZ| B-of Cist
Qlzdo = At2EHLCE.

(® Note

E|Z CIZME 7IKMX| OtAAIL. LHELHY| B o 2% M3 Ect

5.  AWS Payment CryptographytlA 7| & & 7| LHZE L} 7|

71 &= A&LIcH B, elE 7|7k L2 7|2hF Z&dsfok &Lict

$ aws payment-cryptography export-key \
--export-key-identifier arn:aws:payment-cryptography:us-
west-2:529027455495: key/e3a65davghbpjmsh \
--key-material="{
"DiffieHellmanTxr31KeyBlock": {
"CertificateAuthorityPublicKeyIdentifier": "arn:aws:payment-
cryptography:us-east-2:111122223333:key/swseahwtq20j6zi5",
"DerivationData": {
"SharedInformation": "ADEF567890"
}I
"DeriveKeyAlgoxithm": "AES_256",
"KeyDerivationFunction": "NIST_SP800",
"KeyDerivationHashAlgoxithm": "SHA_256",
"PrivateKeyIdentifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/wc3rjsssqguhxtilv"”,
"PublicKeyCertificate": "LSOtLS1CRUdJITiBDRVJUSUZJQOFUR..."
}
3}

"WrappedKey": {
"WrappedKeyMaterialFormat": "TR31_KEY_BLOCK",
"KeyMaterial":
"D@112K1TBOOEQQO0O7012724COFAAF64DASQE2FF4FOA94DF50441143294EQE995DB2171554223EAAS6D078C4CF
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"KeyCheckValue": "E421AD",

"KeyCheckValueAlgorithm": "ANSI_X9_24"

}

6. IIE|V HSMOIA ECDHE AF235t0{ U3|Ad 7| AlAd

ole HSMs 2! 224 A|AEI2 ECDHE AI25t0{ 7| Mg x|
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(@ Note
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AWS ZAA| &5 st AE R

BHEE 71 +45t7] 2IE RSA 7I1E Wdst7LE AEELICH 7= X.509 215 A &H4{o[o{o
LICE 215 A& AWS Payment Cryptography = 7tX{& = A= FE QUBME MEW=X &
L|ct.

= A=
2. FE HE=

ro

S ME AWS Payment Cryptography2 7t 2 7|

--key-material M1 import-key &7 AFE 3504 QIZ M 7HX{ 7|

$ aws payment-cryptography import-key \
--key-material="{"RootCertificatePublicKey": { \
"KeyAttributes": { \
"KeyAlgorithm™": "RSA_4096", \
"KeyClass": "PUBLIC_KEY", \
"KeyModesOfUse": {"Verify": truel}, \
"KeyUsage": "TR31_SO_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"}, \
"PublicKeyCertificate": "LSOtLS1CRUdJITiBDRV..."} \

}l

"Key": {
"CreateTimestamp": "2023-09-14T10:50:32.365000-07:00",
"Enabled": true,
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
nsq2i3mbg6sn775f",
"KeyAttributes": {
"KeyAlgorithm": "RSA_4096",
"KeyClass": "PUBLIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": false,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false

+
"KeyUsage": "TR31_SO@_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE"

+
"KeyOrigin": "EXTERNAL",
"KeyState": "CREATE_COMPLETE",
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"UsageStartTimestamp": "2023-09-14T10:50:32.365000-07:00"

}
}

3. 7| LHELH7|

2 QB ME AFE5tod 7|12 LHELHZ= S AWS Payment Cryptography0ll X|A|gtLIC} CIS S K|

« 2EHAI0|M 7IX{2 R E 215 2| ARN
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Example 0| - 7| LIELHZ|

$ cat export-key.json

"ExportKeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",
"KeyMaterial": {
"KeyCryptogram": {
"CertificateAuthorityPublicKeyIdentifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/zabouwe3574jysdl",
"WrappingKeyCertificate": "LSQtLS1CRUdJTiBDEXAMPLE...",
"WrappingSpec": "RSA_OAEP_SHA_256"

$ aws payment-cryptography export-key \
--cli-input-json file://expoxt-key.json

"WrappedKey": {
"KeyMaterial":
"18874746731E9E1C4562E4116D1C2477063FCB08454D757D81854AEAEEQAS52B1FOD303FA29C02DC82AE778535
"WrappedKeyMaterialFormat": "KEY_CRYPTOGRAM"

[}
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® Note
cHEEl 7= hexBinary @Al 2 £33 E|L|CH A|AEI0]| base642t 22 CHE HIO|LHE| E
0| st 42 Al Hatsor g 5= JUaLch.

>

AH dEE 7| g 7|(TR-31)8 AFEeto THE 7|8 LHEHLICH

024 7| & WEtstHLE 7| A E X|Hote 42 YitHo =2 X 0| 7| +4 LAE A&3HLE
AWS Payment Cryptography01|k| TR- 34% AP%3F04 Z7| 7| ¢33 7|(KEK)E wetgfLICt KEKE o
2| X|#45H= ANSI TR-312 AF83t040| 7|

ol
9
ﬂl
0
oh
(@]
i .
_|T'_
i
=
m
A
m
I
w
Z
Okl
I.I
zi_'
2
X
.

1. 7| ¢Z3 7|(KEK) M
KEKEZ o|0| 2 &3 1 keyARN(EE keyAlias)2 AHEE £+ QUEX| & QIErLIC,
2.  AWS Payment CryptographyOllA{ 7| 2444

7t o 82 718 EELICH Ee CHE AIARM 7|8 8ot 72 7| BEE A8

_'_

o4
HA

iu} FII'

X Q
=18

N
>~O

A
e

WS Payment Cryptography|A{ 7| LIE LH 7|

w
>

o
N
1]
k)
o2
el
C
n

TR-31 FACE LHEH [ LHEE 7(2F AHSE 24

7| LHELYZ| 73



AWS ZAA| &5 st ALZ%t 7H0|=

Example 0f - TR31 7| 252 AtE5t0{ 7| LHELHZ|

$ aws payment-cryptography export-key \
--key-material="{"Tr31KeyBlock": \
{ "WrappingKeyIdentifiex": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ov6icy4ryasbtzcza” }}' \
--export-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp

"WrappedKey": {
"KeyCheckValue": "73C263",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyMaterial":
"DO144KOABOOEOOOOA24D3ACF3005F30A6E31D533EQ07F2E1B17A2A003B338B1E79ESB3AD4AFBF7850FACFOA3784
"WrappedKeyMaterialFormat": "TR31_KEY_BLOCK"
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ol2fgt 27| 7|18 MMstD LIELIE HZFLIES MBELICH TR-31, TR-34 & RSA 2T #g Al
25l0f MME 7|2 LHEY = U&LICH IPEK 7|E | XIEIX| 2620 AWS Payment Cryptography2|
£4 30f AHRE 4 glgLict
KSNQ| %8 & 2 Ztoll 282 M85tX| o &LICH ST AEAHE BDKS} E7H X3 6243 AWS Ef
JE MEE + &Lt

(@ Note

KSNQ| 7H2E § 2 (AES DUKPTL| B2 32H|E)2 IPEK/IK T+Aoi ALS E|X| of &L
S04 12345678901234560001 Z! 123456789012345699992| 21212 S USt IPEKE AiAd&hL|
Ct.

$ aws payment-cryptography export-key \

--key-material='{"Tr31KeyBlock": { \

"WrappingKeyIdentifier": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryas4zcza"}} ' \

--export-key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyij6wtxx64pi \

--export-attributes 'ExportDukptInitialKey={KeySerialNumber=12345678901234560001}'

{
"WrappedKey": {
"KeyCheckValue": "73C263",
"KeyCheckValueAlgorithm": "ANSI_X9_24",
"KeyMaterial":
"BOOO6B1TX00S000038A8A06588B9011FODSEEF1CCAECFA6962647A89195B7A98BDA65DDE7C57FEASQ@7559AF2A5D6C
"WrappedKeyMaterialFormat": "TR31_KEY_BLOCK"

LHEH 7| E2 & x| ™

ASCTR-31 EE TR-34 A2 LHIEL ] 7| EE HEE £HsI7HL F7IE += U&LICH OIS £
oME TR-31 7| EE A0l LHIELHZ| B0 £E £ Qe 2404 CHaH AHEL|Ct.
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0|

*Zhe =% i M Z2t2 AWS Payment Cryptography 2| 34& Zt 2 Ct Cf AM|8tA0|o{oF &FLIC}. O Al:

X 7| Ar& EE7} Generate=True,Verify=True®! 3<% O|& Generate=True,Verify=FalseE #13

= A&LIch

- 717t o|0] LHELHZ| E7tS22 AHE 42 7|18 UEUWT| 75z HEY + gL/t

ne

1LZEL|CH gL Al A|lAEIoZ M& 57| Fof
% 7bK| LEHEQI AlLbE|2 @l et

- 7|18 ZAM EO0IEE L2 M HO[E2 Yetdo 2 7|0 71X{1 LHE L M= ©F Not
Exportablek|2 2 LHELY| 7tSsHE 2 MHELICEH

- AZE 7| HEHO|EHE &l AlAHE| P dHoF st 2 AFSAL X|H HO|ZEE Hdst= CHA
TR-31 B4 S|HE ALSstod HIELH|OIEE 7|0l & &3t Y Ale=z HRQIFELICH

o
« KeyVersion ZEE AI&35t01 7| HTE M50 7| nAE FXELICEH

TR-31/X9.1432 && &HE 2|8 X|2F Payment AWS Cryptography It 2FO|E{E SF35t1 41 Al
AR EE = QE B OHE SIHE A E = UsLICH WEWZ| & 7| 25 slic{ofl cHEt REMIEH LY
E2 APl 710|E9| 7| EE SIHE H XA L.
CtS2 2 AL T 74 BDK 71(0ol: KIF)E LHE LHE of lLCh.
o 7| HZT: 02
« KeyExportability: NON_EXPORTABLE
- KeySetlD: 00ABCDEFAB(002 TDES 7|& L}EtL{T ABCDEFABCD= Z7| 7|2))
7| A8 BEE XIY5HK| §f2 2 20| 7|&= arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp(DeriveKey = true)lA AF& ZEE A&3rL|C}.
(® Note
Ol iAo LHELHZ| 715 S LHELHZ| 87ts2 HtHEt T KIFE Che8 s=8E < Q)
&Lct.

« DUKPTO A2 E|&= IPEK/IKSF 22 Tl 7|

 Ol{Er ot 7|E LHE LY ClHfo|&0E MRIELICH
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_KeyBlockHeaders.html

AWS ZAA| &5 st ALZ%t 7H0|=

Olz= &M §LE3| S ELICH

$ aws payment-cryptography export-key \

--key-material='"{"Tr31KeyBlock": { \

"WrappingKeyIdentifier'": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryas4zcza", \

"KeyBlockHeaders": { \

"KeyModesOfUse": { \

"Derive": true}, \

"KeyExpoxrtability": "NON_EXPORTABLE", \

"KeyVersion": "02", \

"OptionalBlocks": { \

"BI": "OQOABCDEFABCD"}}} \

"\

--export-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp

{

"WrappedKey": {
"WrappedKeyMaterialFormat": "TR31_KEY_BLOCK",
"KeyMaterial": "EXAMPLE_KEY_MATERIAL_TR31",
"KeyCheckValue": "A4C9B3",
"KeyCheckValueAlgorithm": "ANSI_X9_24"

}

HICHE(RSA) 7| LHELHZ|

o2 HEZ| 7|8 LHELHE4H get-public-key-certificate WS AL ELICI O] WHE2 CIS

.

mo ro
r O

x
me of

rh
T >

M

o
Ol

A

41 1o
Im oM
x

T OB M 25 base64 QIFZ0f &LICt.

7| LHELHZ| 79



AWS ZAA| &5 st ALZ%t 7H0|=

(@ Note
ol Zede HS4o| oblLich £4 352 SYs 7|2 718 AR SHE HROIT CHE Q1B A
E ddg + aLitt
Example

$ aws payment-cryptography get-public-key-certificate \
--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/5dza7xqd6soanjtb

{
"KeyCertificate": "LSOQtLS1CRUdITi...",
"KeyCertificateChain": "LS@tLS1CRUdJIT..."

}

LT AS
HZ2 AWS Payment Cryptography 7|2| Zl=¢t O|FILICtH o|§ S0 BEE AI&3IH 7|8
arn:aws:payment-cryptography:us-east-2:111122223333:key/kwapwabqaifllw2h CH
Alalias/test-keyZ X|&E £ Ql&LICH

toh

LIS AEBstod iR E L] 7| ZE(HEE EoiQl) &du A5 sH(Ho[E S82) & oM 7| Al

Mg MESHHL HE 20{E #ElsHR| e HEE 7|82 2 AWS Payment Cryptography 7 (0|

CHEt HMAE 5185t HEE =& U&LICE 0 7|52 ABAC(S 4 7| HM|A A[o{)ofl CHEH AH|
A Kol dELct

HE ol At 7|s2 M EX| BN HAAE 7|8 HEY = U= 7IsoM HIRELUCH HES
AE35HH ZEE O A & M5t FX| 22l = A&LICE 06| E S0 HES AHE5t0{ £ AWS
Payment Cryptography 7|& & &3t AWS Payment Cryptography 7|& #@8Ct 1 7HH6H E21&L
Ct. o] ¢ HES OE 7|12 25t 7|et ot ELIch I EL o E2|ZH oM 88 HEYE 7t R

Est HAIS AFE5HH CHE AWS ZIToMH S A EE O &H MAFEE = Ql&LICE ofE] 2|Fof
M SUs 0|B o] Wilg MMstn ZF HElE sl 2|T1e| AWS Payment Cryptography 7|2t 438t L|
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AWS ZA 4535t AR 7H0|E

o
.LI

AL 2 2| A™EH EE2 ST 210l 242 El AWS Payment Cryptography 7|1& &

CreateAlias APIE AF&3t04 AWS Payment Cryptography 7|2| 23l &

1
30
o>
r
ful

AWS Payment Cryptography API= Zt H/d & 2[M o] HE & 2tustH| AMo{&hL|ct. AP0 BEE
£ M43t (CreateAlias), €2l 0|& 1 913 E keyARNS E 1 (list-aliases), &aln ¢4Z4El AWS
Payment Cryptography 7|& #4731 (update-alias), 22 AMXA|5t=(delete-alias) 2 240| Z & E|04
A& L.
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AWS Payment Cryptography0ll M 8&0| 2 S5t= &2 ot=LIct
A2 SEIX0I AWS ElAAQILICH,

2332 AWS Payment Cryptography 7|2| £430]| o} =lL|Ct. EE4&lof| EH5H Fdsts U2 A4
El 7of| WE2 FX| k& LICH AWS Payment Cryptography 712| A8 MAIst OIS CHE AWS
Payment Cryptography 7|2t AZEIE 5 HE S HUC|0|EE = U&LICH 21ZE AWS Payment
Cryptography 7|0l @& FX| 41 HEZ &KX =% U&LICE AWS Payment Cryptography
718 AX5HHE Y 7|9t ¢iZE 2 E HWEo| #YE|X| et&LICH
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230t S AWS Payment Cryptography 7|= S8t AIH & 2|™oi Qlo{oF &FL|Ct.
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02 £0{ 0| list-aliases £ alias/sampleAliasl HE 0| KeyArn 8O 2 EA|EE=
&3] StLko| CHAF AWS Payment Cryptography 7|2F 93Z4|0{ QIS & EodELICH.

$ aws payment-cryptography list-aliases

{
"Aliases": [
{
"AliasName": "alias/sampleAliasl",
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h"
}
]

odz{ HElE SUst AWS Payment Cryptography 712t 4Z4% 4= Ql&L|CH

sk
0

7|2 47

A
e

rot

0E £04, alias/sampleAliasl; % alias/sampleAlias2 @32 S
&LC},

>
>

$ aws payment-cryptography list-aliases

{
"Aliases": [
{
"AliasName": "alias/sampleAliasl",
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h"
1,
{
"AliasName": "alias/sampleAlias2",
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h"
}
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G2 oS A" & 2[Toll cHolf 5o oF &f LIt

oIE S04, 2t HH W BT 2
e HAEKE TSR 0F 7 wsy| 4902 CASKE CHE B2

= O
Ol Z&LICH & 0|§2 HEY =+ l&LICH JeiLt SEE AMst Jst=

o & £04, 0|2 SE(HX|LIo} S8)0f alias/sampleAlias2 E2/0| /1 O|=F ME (8

=)0l alias/sampleAlias2 HEO| JUE = U&LICE ZF HEF2 T 2T AWS Payment
Cryptography 7|2t ©1ZAE/LICH ZE7} alias/finance-key®t Z2 HE 0|2 E & Zs= B2

ofg] EITI0| M M™AE = U&LICH ZF EIHoM = CHE EE/sampleAlias2E& AFE & LICH RHAlIEH
i 2 ofZCIAH 0| EE ArEE HZEsHML.

30t A E AWS Payment Cryptography 7|1& 4

UpdateAlias &2 A8 3504 &S CHE AWS Payment Cryptography 7|2t 01228 &= ¢/
&LICt o & E0{ alias/sampleAlias2®¥&0| arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h AWS Payment Cryptography 7|2t
AZAEl HR arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi 7|2t HIZAEIT S LCO|EE &= Ql&LICEH

/A Warning

AWS Payment Cryptography= O|& 7|2t M 7|2 7| AtED Z2 £40| 2F SYeHX| A
B5tX| L&LICH CHE 7| RS E YO|o|EstH ofE (A 0|Mof|l 2X|7F Wle = U&E

=E OI'_I_ update—
2 ALK& 2 Q& LIC e M—I 21 AWS Payment Cryptography 7|of
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create-alias HHE AtE5t0{ 7|(ARNSZ EA|E)E stLt o4& o /o DHEE = &Lt
Ol HBH2 HEMo| g&LICt a2 YO 0|E5t2{™ update-alias BE 2 AL SHA|L.
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$ aws payment-cryptography create-alias --alias-name alias/sampleAliasl \
--key-arn arn:aws:payment-cryptography:us-east-2:111122223333:key/

kwapwa6qaifllw2h
{
"Alias": {
"AliasName": "alias/alias/sampleAliasl",
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwabgaifllw2h"
}
}

OHZ 2|7 0| Mo A & AFS

HEE AH85H04 o E 2|7 0|4 Z E0| M AWS Payment Cryptography 7|8 LIEFH = Q& LICEH AWS
Payment Cryptography G| O|E{ 2f24 &l List Keys®t &2 CHE 49| key-identifier TetO|E{E=

H%l 0|8 £ W3 ARNS §{2&LCt.

$ aws payment-cryptography-data generate-card-validation-data --key-identifier alias/
BIN_123456_CVK --primary-account-numbexr=171234567890123 --generation-attributes
CardVerificationValue2={CardExpiryDate=0123}

HH& ARNZ AL 5= B AWS Payment Cryptography 7|0 CHet 248 O &S AWS Payment
Cryptography 7|& & fet Al'do| Helk|o] U2 2ot CHE = U&LCt

30| 7H& Z2dst 8 & & stLE 042 AWS ZIF0 M A E|= o Z 2IA oMo AR SHE ZdL
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AWS Payment Cryptography 7|= 2238 T4 40| Bl thR|E LIEHLITHO| ME|A S| 2535} ZHd
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Example

$ aws payment-cryptography get-key --key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h

IIKeyII : {

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/

kwapwa6qgaifllw2h",

"KeyAttributes": {

"KeyUsage": "TR31_D@_SYMMETRIC_DATA_ENCRYPTION_KEY",

"KeyClass": "SYMMETRIC_KEY",

"KeyAlgorithm": "AES_128",

"KeyModesOfUse": {
"Encrypt": true,
"Decrypt": true,
"Wrap": true,
"Unwrap": true,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": false,
"NoRestrictions": false

3,

"KeyCheckValue": "QA3674",

"KeyCheckValueAlgorithm": "CMAC",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-02T07:38:14.913000-07:00",

"UsageStartTimestamp": "2023-06-02T07:38:14.857000-07:00"

7| 7tx427|
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7| Ho{et HEE HEE /218 M 7HKH 27|

HEZ! 7|/QIB M 7K 27|= KeyArn2 EA|IE HEZ! 7|E YtEtErLICt Payment AWS
ol & ol

Cryptographyoil M M=l 7| Ho{o| HEER! 7| B8 E= 0|0l 7IX2 HE 2! 7| = U&LICH 7t
& QI ALE A= O|0|HE 2 E3&tste 2F MH|A0 HER 7|E MSdte AYL|ct O
2 Payment CryptographyE £ 835tod s OIO|E{E o E2|A|o|Mof ME ST AWS Payment AWS

Cryptography LHOM 25 E[= Z2t0[H! 7|E AtE35t04 LIO|E{E SHEE = U&LICH

O] MHIAE HER! 7|2 7l Q1B MZ BrEtErLICt APl Aol CASF HER! 7| QIS A7} ZEHEL
Cl. & OB 24 25 base64Z QA TELIC.
(® Note
BHEHEl B7H QIBAE E71X4Q1 ol WSS X x| ebaLict HE2 7| RH7H HAE|K
IANEIE Zt API 2] S E0ICH CHE QUBAME HE = JUELICH

Example

$ aws payment-cryptography get-public-key-certificate --key-identifier

arn:aws:payment-cryptography:us-east-2:111122223333:key/nsq2i3mbg6sn775f

"KeyCertificate":
"LSQtLS1CRUAITiBDRVJIUSUZJIQOFURSOtLSOtCk1ISUV2VENDQXFXZ@OF3SUIBZ@1SQUo10Wd2VkpDd3d1Y1dMN1IdYZEpPYY

"KeyCertificateChain":
"LSQtLS1CRUAITiBDRVJIUSUZIQOFURSOtLSOtCk1ISUYQVENDQThtZ@OF3SUIBZ@1SQUt1IN2piaHFKZjJPd3FGUWIS5c3VuC

}
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7| Ef1 x|

AWS Payment Cryptography0ll M= 7|8 4 & i AWS Payment Cryptography 7|04 Ef1& F 75t
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01 Bf 2 ALSAIIL HM|AE + U&LICH

AWS Payment CryptographyOll M= 7|& e [ 7|0l E{2E FItstD 4K 2
7|& 7|0l 3 & KI5t HLE Ef 2 E SHAE = J&Lct HEol= E
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0 £ £0q Alpha ZZHMEof| AL 3= 2 E AWS Payment Cryptography 7|2t Amazon S3 H{Z!0]|
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{
"Key": "Project",
"Value": "Alpha"

I

{
"Key": "BIN",
"Value": "20130622"

}

]

Hooi CHEt LEHAQIl L& 22| AWS ElAA EfT X|HE X 5HMHI 2 Amazon

Bia= ChS 2 X|ELich

- AWS B|AAE A5t FELICH B2 AWS MH|ATLEID XIHE XIHEE2 M2 OHE M
HlAao| 2lAaA0] & 5o ElaATt 20| US 2 LIEN = UELICL HE &

0{ AWS Payment C hy 7|2t Amazon Elastic Block Store(Amazon EBS) €& L= AW
Secrets Manager &£ 9t ?:.*EOH SYeHEIOE €T E = USLICHL BT E AME5Ho{ A SEHE ¢
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« AWS H|22 FABILICH AWS BlAAN EfIE FIIstHE EfOHZ RAHE AFRS 9 H| 0| £
SHE| H|S BT HIME AWS MAELICH O] 7 MEE HIg

S
a =

|52 AI&3sto] Z2HE of Z 2|70
MIE{2] AWS Payment Cryptography H|& & FHME& 4 Q

A& LI

'l'
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AWS Payment Cryptography= TagResource, UntagResource == ListTagsForResource 2 242 At
2% 1 AWS CloudTrail 20 &=28 7|E&fLCt.
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AWS Payment Cryptography APIE 0|3l TxH &t2| S¢l Z|oi CHEt EfTE F7F, A, LIEE = U

&LICH O] tME 2 AWS Command Line Interface (AWS CLI)E AF&35HX|TH AF&XHE 04FH K| P L]
£ Z2O2 AHo{2tE AL E + Q&LICH a8 XIHE + gi&LIc AWS #E[E 7.
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- CreateKey: M 7|0l i1 F7}

« TagResource: 7|0l Ef1 F7| £ HE

« ListResourceTags: 7|04 X|HE E}3 71X 27|
« UntagResource: 7|0 A Ef 1 A K|

CreateKey: A 7|ofl Ef2 F7}

£ 448 W eaE FIHE + A&LICH B2 & XI'd5tedH CreateKey 2%12| Tags ItEHOIE{E At
5t

7|18 MdE m EaE FI+sied™ IAM B M & X7 payment-

cryptography:TagResource HEHE 7HX|1L Q{0{0F BfLIC} Z|ABH HMEtol| AE & 2T ZE 7|
7t Zgtz|ofok BLict RHAIE LI82 Ef 0 CHEF HAMIA FMo{S EESIMIR.

CreateKey 2| 2t2Tags WetO|H 22 CHARXIE 26t EfT 7| & EfT 24 mo 2 LIct. 7|
o| Zt efa0oi= Ct2 Ei1 O|F 0] Qlook LICH ENT Zf2 nullO|HLE Bl EAFU Y &= Q& LCH.
0 E S0{ CHS AWS CLI HZL Project:Alpha Ef7F /= CHAl &5

= C P 71§ ddgfLch & 7i
o|&fo| 7|-2t WO XIHE W= SWE MEstod 2 Ho{E FEFLICH

ol

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, \
KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,6KeyClass=SYMMETRIC_KEY, \
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/Welcome.html
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html
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KeyModesOfUse="'{Generate=true,Verify=true}' \
--tags '[{"Key":"Project","Value":"Alpha"}, {"Key":"BIN", "Value":"123456"}]"

O] Hado| M35t M Z[ofl CHeF HE T} Q= Key A E gHEHEILICH 2Ll Keyol= Ef2 7} Z & E|
X| t&LICH Ef2E 7HXK{224™ ListResourceTags 2 AFEELICH.

TagResource: 7|0 Ef F7} EE= #HE

'I'

TagResource 22 7|of 5tLt O|& S| E{E FItELICE Of 2 dE A& Stod CHE AWS A 2| Ef

Ei2E F7tsted™ M B Z|eF e 2t XIS LICH Bl & HElsied™ 7IE el 7|9 M BT &f
2 XIGgLict 7|9 2 efzoi= CHE e 7|7t Q{oqok &It B 2f2 nullo|7HLt Bl EXtAY &+
A& LICH.

0E S04 ClE B2 of|x| 7|0f UseCase ! BIN E{1E F7+&FLICT

$ aws payment-cryptography tag-resource --resource-arn arn:aws:payment-
cryptography:us-east-2:111122223333:key/kwapwabqaifllw2h --tags
'[{"Key":"UseCase","Value":"Acquiring"}, {"Key":"BIN","Value":"123456"}]"

O| BHO| MCcHE AE|™ HEHO|EE vtetstx| t&LIct 7ol X|HE Efa & Eed™
ListResourceTags XS AL &FL|CH

EE 8t TagResourceE 0|83l 7|&E Bl 2| EfT 22 HAE == U&LICH B gt2 Ht3 e SUst
Ei 7|E Ot E o2 XIHSMIR. =Y HHE| LHEEX| f2 Bl = HEE 7L MAHEIX| et &Lt

o & 01 0| BH2 Project Ef1 gt2 AlphaOilA NoeZ HtELICH

O] B LI 40| http/2002 gHeterLICt HE LHEE 2™ ListTagsForResourceE A3}
ME.

$ aws payment-cryptography tag-resource --resource-arn arn:aws:payment-cryptography:us-
east-2:111122223333:key/kwapwabqaifllw2h \
--tags '[{"Key":"Project","Value":"Noe"}]'

ListResourceTags: 7101 X|HE EN2 7K 7

ListResourceTags 242 7|0l X|'HEl Ef1E 7}A{=ZLICt ResourceArn(keyArn & keyAlias) T2}
O/E{7F 2 8Lict. o] 2Fd2 AF835to CHE AWS AI™O| 7|0l = ElOE & £ &L
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$ aws payment-cryptography list-tags-for-resource --resource-arn arn:aws:payment-
cryptography:us-east-2:111122223333:key/kwapwabqaifllw2h

{
"Tags": [
{
"Key": "BIN",
"Value": "20151120"
},
{
"Key": "Project",
"Value": "Production"
}
]
}
UntagResource: 7|0 A Ef 2 &K
UntagResource X2 7|0l M B2 E ArXMELICH AKME e E AlHsted™ e 7|1& XIFgLICH
| Zted2 Ab25tod CHE AWS HIK Q| 7|0l Ef2E AFA|E 4= gigLIct
M Z 5T UntagResource 24 of(HE S E gtetst x| of& LIt 8 X|IHE Ef 7|71 7|0
Cl Sto™ o QI8 YMAIFILE SE S Hetsl x| eh&LIch =edo] SR =R 2 olst 2T

MezAE|x| gte
ListResourceTags XS +&erL|C}.

oHd
B2 7|0 M Purpose Ef12} SHE Zt2 AFAIELICE

o

& So0{0lH
$ aws payment-cryptography untag-resource \
--resource-arn arn:aws:payment-cryptography:us-east-2:111122223333:key/

kwapwa6qaifllw2h --tag-keys Project
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_UntagResource.html
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payment-cryptography:TagResource

Hot FAM7E 3 E FIMst AL HEE £ QJ&LICH 718 ddste Se el E FItstt{™ 2ot
FAlol £H 7|1z ME FEIXI 2= 1AM E3oi| CHEh #EFol 400k ErL|ct.

payment-cryptography:ListTagsForResource
2ot Fx 7} 710l 1S B 4 YT S HSELICH

payment-cryptography:UntagResource

Hot =A7t I B2 E HAE = UTSE S ELICH

Mo M Ef K| T8

71 8™ £= 1AM Aol M e X|H Hetg M3E = U&LICH ol§ S0d OhE oAl 7] A2 7|0
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"Version": "2012-10-17",

"Id": "example-key-policy",

"Statement": [

{

"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal"”: {"AWS": "arn:aws:iam::111122223333:root"},
"Action": "payment-cryptography:*",
"Resource": "*"

"Sid": "Allow all tagging permissions",

"Effect": "Allow",

"Principal": {"AWS": [
"arn:aws:iam::111122223333:user/LeadAdmin",
"arn:aws:iam::111122223333:user/SupportLead”

13,

"Action": [

"payment-cryptography:TagResource",
"payment-cryptography:ListTagsForResource",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html#access_tags_control-tag-keys

AWS ZAA| &5 st

"payment-cryptography:UntagResource"

1,

"Resource": "*"
.
{

"Sid": "Allow roles to view tags",

"Effect": "Allow",

"Principal": {"AwWS": [
"arn:aws:iam::111122223333:role/Administrator",
"arn:aws:iam::111122223333:role/Developer"

13,

"Action": "payment-cryptography:ListResourceTags",

"Resource": "*"

}

Hot 7<7<1|01I71| 042 Z|ofl CHet Efa R|& HEtES Eo45t24H IA
o| L35 |.E;||:|=| ZF 7|o| 9| x-IxHOE O|°|.| 7=||7é>0| AM A4 XH
U040F EFLICH

OIE 01, CHS IAM A2 2ot FA7} 718 M 4 TS SIS LICH T3 XIME AT BE
7lof 418 BT WRIE 4 QAL O] ZEE B3 2o FA7H Creatoey 40 31 HHIEY
A8 30{ KMS 7|8 BrEE S0 7lof Ef2E £7+8 4 st

"Version": "2012-10-17",
"Statement": [
{

"Sid": "IAMPolicyCreateKeys",

"Effect": "Allow",

"Action": "payment-cryptography:CreateKey",

"Resource": "*"

},
{

"Sid": "IAMPolicyTags",

"Effect": "Allow",

"Action": [
"payment-cryptography:TagResource",
"payment-cryptography:UntagResource",
"payment-cryptography:ListTagsForResource"

1,

"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*"
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html
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« aws:RequestTag

- aws:ResourceTag/tag-key(IAM 243t 5

+ aws:TagKeys

E{ & At835t04 Z[of CHEt HMAE Mo{E M 7HE E2 Y2 aws:RequestTag/tag-key £
aws:TagKeys =74 7|& AI&35l01 18 &l= EfT (E= Bl 7)E A™ st Rt

~—"
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Si{oF ELICt ForAllValues 24HAIE AL otid™ Ol EE B 7[71 HHY |

UX|5HOF B LICE ForAllValues Q&tAtE QM Ef7t gis E<0f
X|HE|X| &t 2™ TagResource & UntagResource7t ATigrL|Ct &g ¢4 4KLof|
IAM AFS Aol o4 7| & 2L AHEE FRSHAAIR.

H_I
+
H
c
D
Mo

"Version": "2012-10-17",
"Statement": [

{
"Sid": "IAMPolicyCreateKey",
"Effect": "Allow",
"Action": "payment-cryptography:CreateKey",
"Resource": "*"
3,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requesttag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-resourcetag
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-tag-keys
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
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{
"Sid": "IAMPolicyViewAllTags",
"Effect": "Allow",
"Action": "payment-cryptography:ListResourceTags",
"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*"

I
{
"Sid": "IAMPolicyManageTags",
"Effect": "Allow",
"Action": [
"payment-cryptography:TagResource",
"payment-cryptography:UntagResource"
1,
"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*",
"Condition": {
"ForAllValues:StringEquals": {"aws:TagKeys": "Project"}
}
}
]
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ListKeys.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ListAliases.html
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« Hot FAo|H EfZE FII HE L AX|E = Q= payment-cryptography:TagResource &
payment- cryptography UntagResource H&t2 20{ = FolsHok &L|Ct EfE AS St
04 7|0 CHEF BMIAE Molste B EHIE HE5IH 2ot FAo|H AL TEHO| i 7I1E AL E
£ Qe HEto| BodE £ U&LICH £ CHE 2ot FX|I7F 2dE £85t= ol 28 7|0 et
HMAE HEE = UELICH 7| DS ¢G5 L HEt 018 Mg Mol gie 7| 2elxtes
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A2 X 74(04: aws :RequestTag/tag-key £ aws:TagKeys)2 AH& 5104 2ot F& 9
1 HE2E §Y 7| §E Bl E= Bl HEHe 2 AeHEhLct
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- X B2 XI'E & B SiA| HEHol AWS AE el ot =AM E HAEstD ERFh F2 oy 2ot

FHE =EELCH 1AM M2 2 E F|of Cigh Bl & BT SHA| HEtE 18 = [AUGLICH ol E
S0{ (Xt 2ElY M2 2ot FA7L 2E Flof Chat Bf2E XIQstn EI2E sHAlstn L& +
UTS SIS FLICH

« Ej0f o|EstE MAM2 MXsl7| Holle| 7|0 Ej2E HE E. LIC AWS A, Z&él24E Ef 2o
ot 2 gsfof B LICH CloudTrail 231 X CloudWatch ZE & AF&5t04 7|0l CHEH AM| A0 S
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g2 E F Ac HO HI A S LEILICL
Xl ef&LICH Bl
st EA2 e UR|st= ZE M B2t 7|E Ej10f| I % ELich g3

+ BRI I8 MR A2 HE URIE ALS S0 E110l S QIAH A0 HIE/0] 2
ot NELTE
AT Yr|shs EATE AT} CHAl BHE R OIF Ef 19k DHEH7HR|Z Z7H0| A Ef10f SS

OlE So{CtSm Z2 IAM XS H4I{E AR 0|E Sall Bt FHME MBR HHl 7| S 0I5 &
5 (HX|L|ot §8) 20| "Project"="Alpha" E{7} Rl FIof CHAHARH & % SIS 2 =
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{

"Version": "2012-10-17",
"Statement": [
{
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_Decrypt.html
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"Sid": "IAMPolicyWithResourceTag",
"Effect": "Allow",
"Action": [
"payment-cryptography:DecryptData"
1,
"Resource": "arn:aws:payment-cryptography:us-east-1:111122223333:key/*",
"Condition": {
"StringEquals": {

"aws:ResourceTag/Project": "Alpha"
}
}
}
]
}
CHS oAl IAM HEH2 Hot FR|7F & 538t 2F ol CHell Hl™Hel ZE F|18§ A S5t S & &Lict
JeqLt 2ot FXA(7F ype"—"Reserved" ENZ7F U47HLE "Type" EH7t Qi 7104 A O[2{3t &= 3t

HUE MEsts A2 o8 &IX| et&LICh

"Version": "2012-10-17",
"Statement": [
{

"Sid": "IAMAllowCryptographicOperations",

"Effect": "Allow",

"Action": [
"payment-cryptography:EncryptData",
"payment-cryptography:DecryptData",
"payment-cryptography:ReEncrypt*"

1,

"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*"

"Sid": "IAMDenyOnTag",

"Effect": "Deny",

"Action": [
"payment-cryptography:EncryptData",
"payment-cryptography:DecryptData",
"payment-cryptography:ReEncrypt*"

1,

"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*",

"Condition": {
"StringEquals": {
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"aws:ResourceTag/Type": "Reserved"

"Sid": "IAMDenyNoTag",

"Effect": "Deny",

"Action": [
"payment-cryptography:EncryptData",
"payment-cryptography:DecryptData",
"payment-cryptography:ReEncrypt*"

1,

"Resource": "arn:aws:kms:*:111122223333:key/*",

"Condition": {

"Null": {
"aws:ResourceTag/Type": "true"

AWS Payment Cryptography 7|2| 7| &% 0|3}

A 7| grEle] HER2 7|9 Hel7t MAESH XEET HEE ot AAZE & {lofok Btk A
ULICH et & 7 M8 EEoMEr HHE & QJ&LICH Ol 7t5E B9 TR-31 9|
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of et ALS THsE ALg REof Al EFELCH

AWS Payment Cryptography0 A= 2R El 7|1& &dE + QIX|BF A St HO|E 2ol &R =8
0| 047|of| XIS -ElLCt.

CHE 7

« TR31_B0_BASE_DERIVATION_KEY
- 518 E 7| ¢ 2|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256
- 318 Ekl= 7| A& 2E £ { DeriveKey = true },{ NoRestrictions = true }

« TR31_CO_CARD_VERIFICATION_KEY
- 518 E 7| ¢ 2|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

. 318ElE 2 A8 EE X7 { Generate = true } ,{ Verify = true } ,{ Generate = true, Verify=
true } ,{ NoRestrictions = true }
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AWS ZX| &5 st AEXt7tol=

+ TR31_D0_SYMMETRIC_DATA_ENCRYPTION_KEY
- &%l 7| ¢ 2|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

« 318El= 2 A8 EE 7 { Encrypt = true, Decrypt = true, Wrap = true, Unwrap = true } ,
{ Encrypt = true, Wrap = true } ,{ Decrypt = true, Unwrap = true } ,{ NoRestrictions = true }

 TR31_EO_EMV_MKEY_APP_CRYPTOGRAMS
- 518F 7| ¢112|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256
- 318 El= 7| A8 2E & { DeriveKey = true }, { NoRestrictions = true }
« TR31_E1_EMV_MKEY_CONFIDENTIALITY
&l 7| ¢12|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256
=3

IlE 71 AH8 2 E 7 { DeriveKey = true }, { NoRestrictions = true }

Tl 7| ¢ 12|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256
E Z gt { DeriveKey = true }, { NoRestrictions = true }
« TR31_E4_EMV_MKEY_DYNAMIC_NUMBERS
&€l 7| &1 2|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256
&= 7| A8 2ZE =% { DeriveKey = true }, { NoRestrictions = true }
« TR31_E5_EMV_MKEY_CARD_PERSONALIZATION
- 518F 7| ¢112|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256
- SBElE 7| AH8 2E X&' { DeriveKey = true }, { NoRestrictions = true }
« TR31_E6_EMV_MKEY_OTHER
- 518F 7| ¢ 2|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256
- 318 E|l= 7| A& 2E Z & { DeriveKey = true }, { NoRestrictions = true }
« TR31_KO_KEY_ENCRYPTION_KEY
- & 7| ¢12|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256
« 318El= 2 A8 EE X7 { Encrypt = true, Decrypt = true, Wrap = true, Unwrap = true } ,
{ Encrypt = true, Wrap = true } ,{ Decrypt = true, Unwrap = true } ,{ NoRestrictions = true }
« TR31_K1_KEY_BLOCK_PROTECTION_KEY
- 58T 7| ¢112|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256
- SI8EE F2 A8 2E X & { Encrypt = true, Decrypt = true, Wrap = true, Unwrap = true } ,
{ Encrypt = true, Wrap = true } ,{ Decrypt = true, Unwrap = true } ,{ NoRestrictions = true }
« TR31_M1_ISO_9797_1_MAC_KEY
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AWS ZX| &5 st AEXt7tol=

- 5{&&l 7| ¢ 2|&: TDES_2KEY ,TDES_3KEY

- 38ElE 2 A8 EE 7 { Generate = true } ,{ Verify = true } ,{ Generate = true, Verify=
true } ,{ NoRestrictions = true }

+ TR31_M3_ISO_9797_3_MAC_KEY
- 5|8 7| ¥ 2[&: TDES_2KEY ,TDES_3KEY

« 318El= T2 A8 EE X7 { Generate = true } ,{ Verify = true } ,{ Generate = true, Verify=
true } ,{ NoRestrictions = true }

+ TR31_M6_ISO_9797_5 CMAC_KEY
- 5|8 7| ¥102|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

- SBElE T2 A8 2E X E: { Generate = true } { Verify = true } ,{ Generate = true, Verify=
true } ,{ NoRestrictions = true }

+ TR31_M7_HMAC_KEY
- &%l 7| ¢ 2|&F: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

« HBEl= F2 A8 EE X F: { Generate = true } ,{ Verify = true } ,{ Generate = true, Verify=
true } ,{ NoRestrictions = true }

+ TR31_PO_PIN_ENCRYPTION_KEY
gl 7| &1 2|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

ol

« 318El= 2 A8 EE T { Encrypt = true, Decrypt = true, Wrap = true, Unwrap = true } ,
{ Encrypt = true, Wrap = true } ,{ Decrypt = true, Unwrap = true } ,{ NoRestrictions = true }

+ TR31_V1_I1BM3624_PIN_VERIFICATION_KEY
- 5|8 7| ¢12|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

« 318El= 2 A8 EE X7 { Generate = true } ,{ Verify = true } ,{ Generate = true, Verify=
true } ,{ NoRestrictions = true }

+ TR31_V2_VISA_PIN_VERIFICATION_KEY
- 5|8 7| ¥12|&: TDES_2KEY ,TDES_3KEY ,AES_128 ,AES_192 ,AES_256

- SBElE T2 A8 2E X & { Generate = true } { Verify = true } ,{ Generate = true, Verify=
true } ,{ NoRestrictions = true }

HICHE 7|

+ TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTION
- H&E 7| ¢ 2|F: RSA_2048 ,RSA_3072 ,RSA_4096

HICHE 7|
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AWS ZX| &5 st AEXt7tol=

- 5I8LlE F2 A8 2E & { Encrypt = true, Decrypt = true, Wrap = true, Unwrap = true },
{ Encrypt = true, Wrap = true } ,{ Decrypt = true, Unwrap = true }
« &1 { Encrypt = true, Wrap = true }= CIO|EHHE & 35}5tHLE 7|1& efEst7| fIE HEER! 7|8
7tME2 M fUSHA &8 SMHULICH
« TR31_SO0_ASYMMETRIC_KEY_FOR_DIGITAL_SIGNATURE
- HE 7| 11 2|&E: RSA 2048 ,RSA_3072 ,RSA_4096
- 5{8F 7| A& 2E X3 { Sign = true } ,{ Verify = true }

« &1 {Verify =true }= FE QBM, FZF QUEM E= TR-348 MY QIS M Z0| HEE 7|E
7tME M fYsHA fREE SHULICH

HICHE 7| 102
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CilOfE %

AWS Payment Cryptography 7|8 M3t & ¢ 235} ol AHS S = A&LICH CHFet

dg Soff 53 s, Cvv2 e 22 THlE g E[&0
S

2 o
o Ir

ot 53512 ClOIEIE HAIE &35 315 7(L 2 5 ROl et HE 7| =5 Zatold 7)7t 9oH 3
¥ 4 QAL O 7] £ HE2 7| glols siA U TH O YNBSS KA Held £ gig

S8 &Yool R &8 7] RS0l CHer XEAEH LIE2 2S5 5ol R 58 7|8 HZstML.

® Note
HZ2HM #Zo|ME BIAE CIOIEE M85 0| E&LICH HIZ2HM ghZoM =2
=M 7|9t o x

|

- ClojE &5t 5535 & M

+ 7= COJEf 4449 3 2ol

. 915 2%(ARQC) 353}

EUPN Ry

I
o
100

0

et 3t 2l sis Y2 TDES, AES L RSAE H|R & CtFet CHE L HICHE 7|& 2 AF&5t0q Tl OlH

& Z 35t HLE SHSSHE Ol AL E 4= Q&LIC E8 0|28t HIMEE DUKPT 2 EMV 7|&2 A
MEl 7|& X|HELICH 7|2 ClO|EE = &5tX| &1 M 7|2 CI|O|EE EE5tEiE AL Ata| 9
? ReEncrypt 382 A& =& J&LICH
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AWS ZA 4535t AR 7H0|E

® Note
ASshm553 E-E MY I 2E 222 hexBinaryZ ZHFELICH o € S04 2f 12 31(16
FlE 3|0 AFXHtE 74(168) 2 EAELICH 28 £34LE hexBinaryE2 EA|E L
Ct

A8 JtsEt ZE S Mol st REMIEH LHE R & S35t 5HS https://docs.aws.amazon.com/payment-

cryptography/latest/DataAPIReference/AP|_DecryptData.html %! it 3 3to| CHEF API CHLHME & =X
StAMI2.

A

» Encrypt data
- O|O|E =

Encrypt data
Encrypt Data APIE= CHE & H|CHE O|0|E €& 3| 7|2 DUKPT 2 EMV I+ 7|& Ar& 3o H|0]
E{E &5 3l5t= ol AL ELICH TDES, RSA, AESE H|R 8 CtFst & na|&0 #Hgo| X[HELICH

7|2 Y22 OlolEHE ¥Zstste Ol AEElE &3t 7|, 538 hexBinary EA10| Yt BHIAE [
O|E{, TDES2 758 % 2 stHiE W 2ot 22 55t S4lct U A E H0]E
£2| 3¢ 8HIO|E 1 20|29 Hif~040F B LICHRSA. &= Ci| O|E
7t olp{8t @7 Mg% EEER| e B O 7| & 4(TDES AES, DUKPT, EMV)& T35 oF &L
Ch CHS Zolle 2 7] f3oi| cist L BlAE o] %|C Z10|2F RSA 7|01 EncryptionAttributes
CHafol M Helsts mE R0l

e +4 RSA_2048 RSA_3072 RSA_4096
OAEP SHA1l 428 684 940

OAEP SHA256 380 636 892

OAEP SHA512 252 508 764
PKCS1 488 744 1000

None 488 744 1000

Encrypt data 104


https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_EncryptData.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_DecryptData.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_DecryptData.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_ReEncryptData.html

AWS ZX| ¢ =35t

AR 7H0|E

7|8 £247t0l= hexBinary &4l0| AlO|HEIAE Z oS5l El C|0|E{2t 253l 7|0 A3 4] Zto| =&
|

ELch At 7t58t 2E SMof CHEt RhAlIEH

Ol Al

o2
fok
l?ﬁ
ro
s
==
X
1]
ok
[Py
[e]l]

LIE2 AP Al

AES CHE 7| AME35tof CIOIEHE ¥ &5 & ErLIC.

DUKPT 7|& ALE 8t ClOo|E| 535}

EMV Tt CHE 71§ AtE5t0q CIlO[E & &5t

RSA 7|E A% CI[O|E] 3 5t

AES CHE 7|& AtE35tod CIOIEE & 33t EfLCt.

(® Note

2 E oAM= 22 7|71 ol0f QUCtT FJHEELICH 7= CreateKey %14 E AtE 5104 st
7Lt ImportKey 24 S ALE 3104 7t E = U&LICH

Encrypt data

105


https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_EncryptData.html

AWS ZA 4535t AR 7H0|E

Example

O| ofAloi| M= CreateKey 2 R4S AFE 504 MEFR7HLE ImportKey 2 E AL& 3610 7t X2 TiE 7|
E Ar&35to] it HIAE H|0|EHE =3 EfLICt o] Y E s&5tEA™ 7|2 KeyModesOfuse &
Encrypt® A% 51 KeyUseE TR31_DO_SYMMETRIC_DATA_ENCRYPTION_KEYZ AdZ&5HoF g
Ch. XkM[EF S M2 2535 &U2 28 7|8 &ZFHMIR.

$ aws payment-cryptography-data encrypt-data --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi --plain-text
31323334313233343132333431323334 --encryption-attributes 'Symmetric={Mode=CBC}'

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",

"KeyCheckValue": "71D7AE",

"CipherText": "33612AB9D6929C3A828EB6030082B2BD"
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AWS ZHM &= 35t

DUKPT 7|E€ At 8t O|O|E &= 5}

Example

O| oilMlof M= DUKPT 7|8 At&35to{ Yt BIAE Cf|0|E{E = stEfLCt. AWS Payment
Cryptography_ TDES 2! AES DUKPT 7| X|HELICH O| 2 YE +35t2{H 7|2 KeyModesOfuse
E DeriveKeyZ A%t KeyUseE TR31_B0O_BASE_DERIVATION_KEYZE A3l 0k & LICt AHA|

242 B3 Alg 9fft 7|8 AESML.

r

$ aws payment-cryptography-data encrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--plain-text 31323334313233343132333431323334 --encryption-attributes
'Dukpt={KeySerialNumber=FFFF9876543210E00001}'

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvbyijbwtxx64pi",

"KeyCheckValue": "71D7AE",

"CipherText": "33612AB9D6929C3A828EB6030082B2BD"

EMV I+ CHE 7[& A& 3to H|O|E & &=t

Example

O| oiMlof M= o|O| MAME EMV Tt CHE F7|E AtS85to{ LBt BIAE C|O|EE
A SstErLICH 0|t Z2 HWHES AFE5t0{ EMV FLE0]| CIO|EE MEE = AUS
LICt o] 242 +&5te{m 7]0 KeyModesOfUse7t 2 A% E|0{ Derive U1

KeyUsage7} TR31_E1_EMV_MKEY_CONFIDENTIALITY EEE 2 M T|of {0{0F &L

=
C}TR31_E6_EMV_MKEY_OTHER. AtM|EF LIE2 & 53 2= F|1E & ESHA

;

$ aws payment-cryptography-data encrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--plain-text 33612AB9D6929C3A828EB6030082B2BD --encryption-attributes

'Emv={MajorKeyDerivationMode=EMV_OPTION_A, PanSequenceNumbex=27,PrimaryAccountNumber=100000000¢
InitializationVectoxr=1500000000000999,MMode=CBC}"
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"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi”,

"KeyCheckValue": "71D7AE",

"CipherText": "33612AB9D6929C3A828EB6030082B2BD"
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RSA 7|E A% OO &= 3}

Example

O| o Aol M= ImportKey Bt AH& 3501 7 K42 RSA HEE! 7|& A8 3tof Yt ElAE H|O|E
E A S5HErLICE o] e s=&5iE{H 7]2] KeyModesOfuseE EncryptZ M3t KeyUseS
TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTIONZ AdZislof fLICt XIMEF SMe2 4535t

stoig 9Ist 7|8 AL,

PKCS #7 2= #/l| X[ E|X| Y= 7|Et THE AM7H|e] B2 MHIAE 3 &E6t7| ol MEstn T EA
7| 'Asymmetric={}'S HEfeto] T PSS MEsIM 2.

$ aws payment-cryptography-data encrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/thfezpmsalcfwmsg
--plain-text 31323334313233343132333431323334 --encryption-attributes
'Asymmetric={PaddingType=0AEP_SHA256}'

"CiphexrText":
"12DF6A2F64CC566D124900D68ESAFEAA794CA819876E258564D525001DQ0AC93047A83FB13 \
E73F06329A100704FA484A15A49FQ6A7A2ES55A241D276491AA91F6D2D8590C60CDES7A642BC64A897F4832A3930

\
OFAEC7981102CAQF7370BFBF757F271EF0BB2516007AB111060A9633D1736A9158042D30C5AE11F8C5473EC70OF067

\
72590DEA1638E2B41FAE6FB1662258596072B13F8E2F62F5D9FAF92C12BB70F42F2ECDCF56AADFOE311D4118FE3591

\
FB672998CCESDOOFFFEQ5D2CD154E3120C5443C8CF9131C7A6A6C0O5F5723B8F5C07A4003A5A6173E1B425E2B5E42AL

\
7A2966734309387C9938B029AFB20828ACFC6DOOCD1539234A4A8D9BO4CDD4F23A",

"KeyArn": "arn:aws:payment-cryptography:us-east-1:111122223333:key/5dza7xqd6soanjtb",
"KeyCheckValue": "FFODE9CE"

ClolE sl =

Decrypt Data APIE CHZ 2! H|CHA! Cl|lo|E| &5 3l 7|2 DUKPT X EMV It 7|2 AFE3lod o 0]
E{E S35}t ol A& ELICt TDES, RSA, AESE H|R 8t Chdt dn2|&D 4ol x| E Lot

ololH a5 109



AWS ZAA| &5 st

AR} 710|1E
718 el24zk2 CloE|E siSste Ol M8 ElE 23 SIS 7|, SIS & hexBinary 40| AO|HEAE
ClolE, Z=7|3 HIE|, EE &5 2E S ZHe siS SAQLCt 7|2 S=2dztol= hexBlnary &4]9|
UHHEIAEZ SIS E C|O|E2t &= 3|5 7|2 A3 gtol Z&EILICH AFE 7ts8t 2E SMof .f
Bt RbM3F LIS Decrypt& API OHLIME R Z MR

Ol Al

AES CHE 7|2 A8t O|O|H 35

DUKPT 7|E& A8 8 HI0|H &l =

EMV Tt CHE 71§ AtE5t0{ CIOIE S &35t
RSA 71§ AtE% CIIOIH i =

AES CHE 7|& AHEEH HIOIH sl =
Example

Ol oMo ME CHE 7|% ArEsto] &t E A E H|O[HE

S ELICH of oMol M= AES 7|1E Eod
F K| TDES_2KEY @ = X|MTDES_3KEYELICH 0] ZHlg +2sl2{H 7|2 KeyModesOfuse S

Decrypt® A%5t 1 KeyUseE TR31_DO_SYMMETRIC_DATA_ENCRYPTION_KEYZE Ad%&dsHok &L
Ch. AfM[EF SM2 253 2UE 2 7|8 FZFHMR.

$ aws payment-cryptography-data decrypt-data --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi --cipher-text
33612AB9D6929C3A828EB6030082B2BD --decryption-attributes 'Symmetric={Mode=CBC}'

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyijbwtxx64pi",

"KeyCheckValue": "71D7AE",

"PlainText": "31323334313233343132333431323334"

ololH a5 110


https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_DecryptData.html

AWS ZAA| &5 st

N

DUKPT Z7|& AFE &t OIO|E a5

(® Note

P2PE 7420l DUKPTS &7H &=

SH= C|O|E{E A28l PCIDSS Q|2 2™ e mf neds
of 5l 48 7= PAN & J|E} 7IE AR

Xb Cllo|E{7t o Z 2l7H|o|bof| EhetE =~ Q& LICH

Example

O| ol Al M= CreateKey 2t S A& 6t0{ M E[A7HLE ImportKey 2 dE AFE 5104 7HX{2 DUKPT
7|8 At&5to{ AO|HEIA E H|O|E{E S SELICt O] S +&5tEi™ 7|2 KeyModesOfuseE
DeriveKeyZ A5l KeyUseE TR31_B0O_BASE_DERIVATION_KEYZ 473t of &FL|Ct Kb
SM2 g3 s 28 7|18 H#ZESMKR. TDES Y E[&E0| DUKPTE AIE5tE B2 AO|HEIAE
olO|E{ Z0|= 16HIO|E Q| His=04of ELICt AES YT E[&S| B AO|HEIAE O|0|E Z0l= 324t
O|E.9| Hf<4~04of BFL|C}.

$ aws payment-cryptography-data decrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--cipher-text 33612AB9D6929C3A828EB6030082B2BD --decryption-attributes
'Dukpt={KeySerialNumber=FFFF9876543210E00001}'

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi",

"KeyCheckValue": "71D7AE",

"PlainText": "31323334313233343132333431323334"

EREET Ty



AWS ZAA| &5 st ALEX

EMV It CHE 7|& AL8stod OB S &3¢

Example

O| MOl A E CreateKey Ztlg A8 5104 MA (7L ImportKey XS AL 5t
04 7tX{2 EMV It CHE 7|18 Ar&3tod &5 BIAE H|0|E{E sHS & LICt o] &
U2 +#52{™ 70l KeyModesOfUse7t 2 M E|0{ Derive U1 KeyUsage
7} TR31_E1_EMV_MKEY_CONFIDENTIALITY & EE*"’“EIO-I 40{0F &L
CITR31_E6_EMV_MKEY_OTHER. AtMIEH LI 2 &

W 0=

POI'

3t U8 718 HESHAMIS.

$ aws payment-cryptography-data decrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--cipher-text 33612AB9D6929C3A828EB6030082B2BD --decryption-attributes

'Emv={MajorKeyDerivationMode=EMV_OPTION_A, PanSequenceNumbex=27,PrimaryAccountNumber=100000000¢
InitializationVector=1500000000000999, MMode=CBC}"'

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yijbwtxx64pi",
"KeyCheckValue": "71D7AE",

"PlainText": "31323334313233343132333431323334"

}

ololH a5 112



AWS ZAA| &5 st ALZ%t 7H0|=

RSA 7|E AF2EH OIOIH S

0

Example

O| o Ao M= CreateKey ErdS Ab83to] MAEI RSA 7| H0{E ALE35t0d ALO|HEIAE H|O|EE
S ELICE o] 2Fdg +=&3tedT 7|2| KeyModesOfUseE Decrypt EA438I2 M35t T KeyUseE
TR31_D1_ASYMMETRIC_KEY_FOR_DATA_ENCRYPTIONZ AdZislof fLICt XIMEF S M2 o

HUs 2lE 7|8 HZEsHMR.

POI'

=3t

Hel MACl B2, e EAIZ| 'Asymmetric={}'S 42F5}04

PKCS #7 &= #4Al| X[ E|X| &= CHE THE
=H k- Y g M7t 2.

ot MH|IAE

$ aws payment-cryptography-data decrypt-data \

--key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/5dza7xqd6soanjtb --cipher-text
8F4C1CAFE7ASDEF9A40OBEDE7F2A264635C. .. \

--decryption-attributes 'Asymmetric={PaddingType=0AEP_SHA256}"'

"KeyArn": "arn:aws:payment-cryptography:us-
east-1:111122223333:key/5dza7xqd6soanjtbh",

"KeyCheckValue": "FFODESCE",

"PlainText": "31323334313233343132333431323334"

7tE Gjo|H &4 & ¢l

tE C|O|E{E MM3lT CVV, CVV2, CVC, DCVVet Z2 7= O|O|E{ol| M mAEl H|o|E{7t 7} = | O]
B0 S& =l=X| = QIgLct.

|

« 7t= O|O|E

- FI= CIO|EH =

o oz

7FtE CllojE] 4o & =el 113



AWS ZHX & 535
Ft= O|O|E A
Generate Card Data API= CVV, CVV2 EE= SX CVVv2et 22 g1 E|&E AFH835H0{ 7H= | 0]
EHE ddst= O AFSELICE Ol AP AFSE = = 7|18 EdH Y53 2ol &8 7| MME
RSN
CVV, CVV2,iCVV, CAVV V7Ll Z2 BI2 4535 42 SUst 455 dTNE|EE AHE5HR|TF =4 ZF
2 CIELIC o & £04 CardVerificationValue10{|& ServiceCode, 7= 35 4l Btz It 21240| &
LICt. CardVerificationValue20ll= O|248t 121 & F 7H2F UX[BF CVV2/CVC22| A< ServiceCode7t
00022 17EE|7| W LICH O-EH7HR|2 iCvv el B2 ServiceCode= 9992 T ELICH &F &1
2IE2 CAVV V8Lt 22 7|&E EHEQO| 8L E HAE = O, 0| AR SHIE U3 22 SZA A
ME Fz=3sHoF gL|Ct.
(® Note
ZHIE A1 E ddsteiH dd U A5 2 «&l R I E SUEF F4l(0d: MMYY &
YYMM)2 2 /235H0F g LICt.
CVV2 MA
Example
I ImMolME PAN U 7t Ot 2 91293t S5 PANO| CHEE CVV2E AAIBLICH 047|ME 7t
7H& &Lt

2l 7|7} dEEIRCt

W

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5byij6wtxx64pi --primary-account-number=171234567890123 --generation-attributes

CardVerificationValue2={CardExpiryDate=0123}

"arn:aws:payment-cryptography:us-east-2:111122223333:key/

{
"KeyArn":
tqvbyijbwtxx64pi",
"KeyCheckValue": "CADDA1",
"ValidationData": "801"
}

F1E clolE] B4


https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_CardVerificationValue1.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_CardVerificationValue2.html

AWS ZAA| &5 st

iICVV A4

Example

o| oMol M=, AMHI

FE 999PAN, 7tE Btz IME 2l={st= XIZE PANO] CHsl iCVVE d&¥
LIch o7|ME 7tE &el 717

P S-SRk 7HE L

A
st
=l

A8 7ts8t 2 Iiet0|E= API & X 7F0|E2| CardVerificationValue1& & X SHMIL.

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/

tqvSyij6wtxx64pi --primary-account-number=171234567890123 --generation-attributes
CardVerificationValuel='{CaxrdExpiryDate=1127,ServiceCode=999}"'

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi”,

"KeyCheckValue": "CADDA1l",

"ValidationData": "8@1"
}

7t O|O|E =2l

Verify Card Datai= DISCOVER_DYNAMIC_CARD_VERIFICATION_CODESt &2 =3} (o]
olEst= M Lnel&E AE35tod Y GE CI|o[HE = elst= o AHSELICt

Q21 gte UMM Z Il E EMMMO| YRR WX EE K| EHE THE Lol H MSE LI
o (o]

ARQC ZZ3HEMV & 7t=0] ALE)E Ef2lete{T ARQC =212 HZotM2.

REMIBE LHE 2 API 2L A Q| VerifyCardValidationDataE & Z3HAI2.

=1

Zho| #QlE|T API= hitp/2002 HHEHEHLICH 20| EQILE|X| Of 2 ZAL hitp/400S BHEHELICH
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_CardVerificationValue1.html
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_VerifyCardValidationData.html

AWS ZAA| &5 st

CVVv2 &2l

Example

o| o Alol ME F0{Zl PANO] CHSH CVV/CVV2E Z

_|
= A == —|— 1T
= AL8RE7E Hel Az S AE 2 fIsH MBS e 2dgtS é’éowl -r|0|'| HEF Al .Q%ON At
& 7|(CVK), PAN, 7t= Bt2d 2 Cvv2 &3] 59| /0| MSELICt 7IE B2 A2 £7| 2t dH

o ALSEl B At UR[sH ok Bf LICEH.

AlE 7tsst 2 £ net0|Ee{= APl & X 7}0|E 2| CardVerificationValue2E& & X 35HM| 2.

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValue2={CardExpiryDate=0123} --validation-data 801

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqv5Syijbwtxx64pi”,

"KeyCheckValue": "CADDAl1"

S EEER e


https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_CardVerificationValue2.html

AWS ZX| &S5t ALZ%t 7H0|=
iCVV =0l
Example

ol M= HAB ol AEE F|(CVK) 3], , MH|A F = 999PAN, 7I= BH2 Mt 2 HB 2 Qal E
2HHAMOf| M M|SEHICVVE A8 504 X|&El PANOI| CHEHiCVVE &olgtLct. 227

iICVViE ALSAE7F 238t Zh(0dl: Cvv2)0| ofL|Et EMV ZtEof Z e ELICH MS Al & AEsHof st
x| 047 & Tmeqstiok gLch.

ME 7tstt 2 E nligto|E{E APl # X 7}0|E 9] CardVerificationValue12 & Z M.

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/tqv5yij6wtxx64pi
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValuel="'{CardExpiryDate=1127,ServiceCode=999} --validation-data 801

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
tqvSyijbwtxx64pi”,

"KeyCheckValue": "CADDA1l",

"ValidationData": "80@1"
}

PIN CIO|E{ &+E AI5tH R El, El &2l ZH(PVV)2 M85t PVV EE= PIN 2 ZAllo]| CHsH 2l

of XIE det HAERZ Elg Eotx| o 8 2 7|of

(® Note
PIN 444 9l 2452 oitxio = wax} 7|50/T PIN #EHe ARHai0l 2|51} 750|122 #
2H0| 7HE M2 HMAE 1Bdstn AAR AE Algo] ME et YME Aot Aol E&L

PIN CIOIE] 4, ggh 5l &ol 117


https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_CardVerificationValue1.html

AWS ZAA| &5 st ALZ%t 7H0|=

|

* PIN CI|O|E] #43F

« PINCIO|E{ MM

« PIN Ci|O|E{ &2l

PIN Cl|O|E{ B4&t

PIN CHOIE| 18 <~ 9288 CIOIED} HSME XOILIK| 53 2 7| HEOIA Ci2 71 HE2 &
55+ PIN G OIE{E WEtst O ALSEILICH 5] 7l HZsHok 5t XIBH X2| AlAT0M ClolEIE
S8 TRt 97 S50l 51 EIX| o= P2PE 2 & 8f0 | A EILICH 712 Qzfgte erastE o
OlE], HIOIE|E @3 3tste ol AFBEIE 955t 7], 9021 22 MAIsHs of AFSElE TtOlELic
CHE Q=Y MEE BHAS Yastets O ASEIE FI9t ST £22S ANt Of ABEIE Tt
Eiot 22 3 E FY matnlefYLich 718 FHS M2 25518 CloE MES 0|8 M4sts o
AH2 8 matolefluict
® Note

|
« PEKO{|A{ DUKPTZ2| PIN
« DUKPTO{A AWKZ 2| PIN

PIN CllO|E] #42t —



AWS ZAA| &5 st

PEKO| A DUKPTZ 2| PIN

Example

O| I MIM= ISOOPIN EE Ar 5= PEK TDES & 5352| PINg DUKPT T E2|&EE Al
AESISO4PIN EEoZ BiEt &L Yetdo 2 OIE A T2 7|71 1SO 404 M
8t CIS CIRAEZ XEIE I8 TDESE CIA| HEHSlE A= 2 £8E £ U&LICH

é’.':' mjo

H)

$ aws payment-cryptography-data translate-pin-data --encrypted-pin-block
"AC17DC148BDA645E" --incoming-translation-
attributes=IsoFormat@="'{PrimaryAccountNumber=171234567890123}"' --incoming-
key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt --outgoing-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/4pmyquwjs3yjbvwe --outgoing-translation-attributes

IsoFormat4="{PrimaryAccountNumbexr=171234567890123}" --outgoing-dukpt-attributes
KeySexrialNumbexr="FFFF9876543210E00008"

"PinBlock": "1F4209C670QE49F83E75CC72E81B787D9",

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",

"KeyCheckValue": "7CC9E2"

PIN Cl|O|E gdgt
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AWS ZAA| &5 st

DUKPTO|AH AWKE S| PIN

Example

1]

0| o AloME AES DUKPTE &5 5=l PINS AWK &S5t Zlo 2 gi8ts)] 2EZ&LIC 715X
O Z &= 0| o} grohdL]Ct.

$ aws payment-cryptography-data translate-pin-data --encrypted-pin-
block "1F4209C670E49F83E75CC72E81B787D9" --outgoing-translation-
attributes=IsoFormat@="'{PrimaxryAccountNumber=171234567890123}"' --outgoing-
key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt --incoming-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/4pmyquwjs3yjbavwe --incoming-translation-attributes
IsoFormat4="{PrimaryAccountNumbexr=171234567890123}" --incoming-dukpt-attributes
KeySerialNumbex="FFFF9876543210E00008"

"PinBlock": "AC17DC148BDA645E",

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",

"KeyCheckValue": "FE23D3"

PIN G| O|E{ A4
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AWS ZA 4535t AR 7H0|E

Zloj| CHEF Visa PVV A 4d

Example

ol of Mol HE £240| &5 & El(PinData.PinBlock) & PIN block (pinData.Offset)7} Zl= M PVV
(29 Bl MMELICt PinData.PinBlock) pinData.Offset). 7| 1232t 2PAN, Pin Verification
Key, Pin Encryption Key, PIN block format®lLIC}.

Ol WHES AFE5tE{H 7|71 f&0|o{oF LIC}TR31_V2_VISA_PIN_VERIFICATION_KEY.

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/iviSksfsuplneuyt
--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_@ --generation-
attributes VisaPin={PinVerificationKeyIndex=1}

"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",

"GenerationKeyCheckValue": "7F2363",

"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ivi5ksfsuplneuyt"”,

"EncryptionKeyCheckValue": "7CC9E2",

"EncryptedPinBlock": "AC17DC148BDA645E",

"PinData": {

"VerificationValue": "5507"

Zlof CHEt IBM3624 El @ I Al A Ad

IBM 3624 PIN 2Z A2 IBM HMEStT T & L|Ct o] &2 AS o[ (YL 2 PAN)QE PIN 7|
(PVK)E At 5104 X/E 7 PINS AABLICH X1Qd T AFAIA THAUE! Zholnd, 7 AXIXF £20f
A—| .l_LI |_'_-||O|E.|E .| FSF .\—éloﬂ. Oio =0 7=|7H§7HO|E|.E 7/:|
i

2 dEEHN 2 42 AE Melste ol ol EEH UL
Ch 74 FAe 20| AMAH7E 7t AX|RF M8 7hs £ EEE FE | 2l nedstx| gherte R
LICE ol2dgr el EHE 5i8et7| ol L= M S nE|&0| AMAH | FILEIRA&LICH 2z iz MEfE
L= FELl) Tl Xt 7| ZFe| AtO|E LIEHHLICH @Z M 2f2 7t WAt = 7tE Z 2 AIA0]

S

Al AWS Payment Cryptography A
g &Lt O™ Chs o|E EM
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AWS ZAA| &5 st ALZ%t 7H0|=

IBM362401|= ChE 2t 22 & 7tx| 40| U&LICH

- Ibm3624NaturalPine Atd £t A5 stEl EH 258 EXHLICH

« Ibm3624PinFromOffset= QEAE T2{5t0{ = 3tE £l S5 YHFLICH
Al

A
* Ibm3624RandomPin= T 2| EE dde OtE LRlste 2=z 40 a5 5tE 2l S 52 ddeL

ct.

« Ibm3624Pin0ffset= AFE A7} MEHSH EIS T12{5t04 El @ T AIS MAMELICT

AWS Payment Cryptography LHE oA CtS

E
W
R
o]
C
n

- MZBE HE 16K2 I ELICH <160| MEBE E MBE 1Y EXE AF25l0{ REZo| Ti=E
B x| = LICE

« PIN & 7|E€ AtEst0{ A5 CIOIEE &= =HErLIct
= =

A KpEILE e CH OH A CA'7H90| OHE E[ 1 1
X

0f| Al

- Of: Eloi| CHEH IBM3624 El 2 Z Al Ao

of: Zloj| CHEH IBM3624 Tl @ T All AlAd

Ol Mol M= £240| & 238 El(PinData.PinBlock) 2! IBM3624 @ Z Al ZtPIN
block(pinData.Offset).PinData.PinBlock) /232 PAN, Z& HIO|E{(YEtM o2 ®), iiE X, Pin
Verification Key, Pin Encryption Key 2 IL|C}FPIN block format.

O] B2 AI25le4H Tl MM 7|71 0|2 TR31_V1_IBM3624 PIN_VERIFICATION_KEY &35 3}
7|7} f&do|o{of EfLICt. TR31_P@®_PIN_ENCRYPTION_KEY
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AWS ZAA| &5 st

Example

i

CHe OIS Ibm3624RandomPing A& 3104 @Jo| Bl M3t C+g 22 8tEl T g21}

IBM3624 2Z 4 Zf2 £=35t= Y'HE o4& LICH Ibm3624RandomPin

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2
--encryption-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/iviSksfsuplneuyt --primary-account-number
171234567890123 --pin-block-format ISO_FORMAT_O --generation-attributes
Ibm3624RandomPin="{DecimalizationTable=9876543210654321,PinValidationDataPadCharactex=D,PinVal

"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",

"GenerationKeyCheckValue": "7F2363",

"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ivi5ksfsuplneuyt"”,

"EncryptionKeyCheckValue": "7CC9E2",

"EncryptedPinBlock": "AC17DC148BDA645E",

"PinData": {

"PinOffset": "5507"

PIN Ci|O|E = ¢l

PIN G[O|&{ QI &= PINO| 2HIEX| & Qlot= O AASELICH 047|0ll= Loz o|Fol| X{E &
B 22 7= ARV POIO] =48 2kt HlWst= redol ZEHEILICH o8 gt 24 240 7|E

e T ESX| 1 F gkS HlwEuch
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AWS ZAA| &5 st

PVW HMEE AF350{ 24 53512 PIN 435

Example

O| Gl AloilAE XIHE PANS| PINS HE & 2Z&LICEH PINS iitxe
S¢t 7= AXIR EE AFERI7 MS St Th ol Zhat HI W L cHIHE
7|Et dAER] SZXte| 4=t El 2o 2 NS E). ol YU=E HB56t7| «ls HEHY
gtste= Ol AHS El= 7I(B5 3 )PANS} & QIE Zf( PV EEE= IWK) T MSELICIPIN offset.
AWS Payment Cryptography7t £l A& =+ U= 32 http/2000] gHEHEIL|CE Elo| B E[X| et 2
A< http/400= BHEHEFLICEH

$ aws payment-cryptography-data verify-pin-data --verification-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifiexr arn:aws:payment-cryptography:us-east-2:111122223333:key/ivi5ksfsuplneuyt
--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_O --
verification-attributes VisaPin="{PinVerificationKeyIndex=1,VerificationValue=5507}" --

encrypted-pin-block AC17DC148BDA645E

"VerificationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",
"VerificationKeyCheckValue": "7F2363",
"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ivi5ksfsuplneuyt"”,
"EncryptionKeyCheckValue": "7CC9E2",

0|0 XZEl IBM3624 El @ = A1l H{msto{ PIN HAS

Ol M ME FIE YZ2RHEZE2 MMt &7/ ool X{EE El @ Z M1t H|w35t0d FIEAK K7L A2
gt PINE ASELICH & M EHOlg(Ee 7tE HEHT 2?2?70t Z B %AE%' %a F)od| Ad

22
FILEHE 243 SAELICL Hol AxlaelaPIE
b
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O] B2 AI25le{H &l MM 7|71 80|27 TR31_V1_IBM3624 PIN_VERIFICATION_KEY &35 3}
7|7} s&olo{of & L|C}t. TR31_PO_PIN_ENCRYPTION_KEY

Example

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2
--encryption-key-identifier arn:aws:payment-cryptography:us-
east-2:111122223333:key/iviSksfsuplneuyt --primary-account-number
171234567890123 --pin-block-format ISO_FORMAT_O --generation-attributes
Ibm3624RandomPin="{DecimalizationTable=9876543210654321,PinValidationDataPadCharactex=D,PinVal

{
"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",
"GenerationKeyCheckValue": "7F2363",
"EncryptionKeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",
"EncryptionKeyCheckValue": "7CC9E2",
"EncryptedPinBlock": "AC17DC148BDA645E",
"PinData": {
"PinOffset": "5507"

[

QIE 2 &3 API= ARQCE & QI5t= O AFEELICH ARQC M2 AWS Payment
Moz E

o
Cryptography2| He|& Sdo{Limd et o = ERHEM HEt £04 AlZH S2F EMV Chip Card(E&= 2
HFY X|Ztot 22 CIX|E S7tE)dM S™ELICH ARQCE ZF ERMMOICE TREH FIES| RE4
25355104 HoiF 1 ERMEM O|O|E{ 7} #XH (0l &) ESHH Mt HeHS| UX|SH=X| &Qlst= O At

AWS Payment Cryptography= ARQCE 7535t EMV 4.4 Book 2 2! Visa 2! Mastercardoll A AL
St ZIEF M Aol HolEl gf2 £ & so] MEIA ARPC 22 d4Adst7| @8t Che st SMS MS &Lt
A8 7tstt ZE SMo| ©MA 552 API 2tLHM 9| VerifyCardValidationData M2 & ZE AL

ARQC ¢ 50l ditHo = CtE =jo| ERELIChF 3ol (et CHE + AUS).

« PAN - PrimaryAccountNumber Z=0i X5 E

& 2F(ARQC) & =3} &0l 125


https://www.emvco.com/specifications/?post_id=80377
https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_VerifyCardValidationData.html

AWS ZAA| &5 st ALZ%t 7H0|=

« PAN A|#HA 135 (PSN) - PanSequenceNumber ZE0f X| & &

- 38 MM 7|(CSK)2t 22 7| ot H'H - SessionKeyDerivationAttributes0ll x| &
- OtAEH 7| It 2 E(0d: EMV &M A) - MajorKeyDerivationMode 0l A x| &

AL O|E{ - TransactionData E =01 X|E& CtEeh EAM, B 7| 8 7= o0& EXtd
(ol: 2 & L)

Keyldentifier 2=0{ X|'dE OtAE Z[L[CEH

. EBMM COH 75

. ESTIM dlolel g

EMM ool 75

M OO/ TEo| HE S LIS a2 7H U HEI Al wet XIS 24 HE L
(2 947 AlZA)E EMV 4.4 Book 2 A4 8.1.1 - T O|E] M=hol] Bo|g|o] eLich XS Ml EE7
©(17.00), 7|E} Z2(0.00), F0§ Z7+QI ZS EHF4 ClOlEf= S 2ol AISHEILIC
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o
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S RYES
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« 0124 -4XI2| 27t ZE
- £ (FE) ENM H|0|E - 0000000017000000000000000124
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https://www.emvco.com/specifications/?post_id=80377

AWS ZX| &5 st AEXt7tol=

ISO 9797 HIME 1 THE

o= SHA:
00000000170000000000000008400080008000084016051700000000093800000B03011203(74 At EE
£ 37HI0|E)

e
00000000170000000000000008400080008000084016051700000000093800000B03011203000000(80
X} EE= 40HIO|E)

ISO 9797 HIAME 2 T

o SHA:
00000000170000000000000008400080008000084016051700000000093800000B1F220103000000(80
X} EE= 40HIOIE)

e
00000000170000000000000008400080008000084016051700000000093800000B1F220103000000800000
Xt EEE 44HLO|E)
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AWS ZA 4535t AR 7H0|E

O Al

Visa CVN10
Example

O| oMo M= Visa CYUN102 AtE&35t04 M E ARQCE ASELICH

AWS Payment Cryptography7t ARQCE ASE & U= E= http/2000| ErEHELICH J24™
ARCQ(TEt 0 27 &t 5)7t ABE|X| o™ http/400 S 2 EHEHELICEH

$ aws payment-cryptography-data verify-auth-request-cryptogram --auth-request-
cryptogram D791093C8A921769 \

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk \

--major-key-derivation-mode EMV_OPTION_A \

--transaction-data
00000000170000000000000008400080008000084016051700000000093800000B03011203000000 \
--session-key-derivation-attributes='{"Visa":{"PanSequenceNumber":"01" \
,""PrimaryAccountNumber":"9137631040001422"}}"

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"

0| Al 128
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Visa CVN18 Z! Visa CVN22

Example

O| of| A|ofl A= Visa CVN18 EE= CVN22 & AtE5t01 MM E ARQCE ASE8l E7&LICt CVN18 &
CVN22 7to| ef 3 5 22 S5t X|EF ETHAMM Of|o|E{of| & & o|o|E{= CHELICH CVN10t H|
otEd el=dgtol Z et &S| o SELc

ba

X
xH
AS T M

I'Illl

-

AWS Payment Cryptography7t ARQCE A& & =+ U= B2 http/2000]| gHEHEILICE. ARCQ7I HE K
X| of2 732 http/4002 EHEHEFLICH.

$ aws payment-cryptography-data verify-auth-request-cryptogram \
--auth-request-cryptogram 61EDCC708B4C97B4

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk \

--major-key-derivation-mode EMV_OPTION_A

--transaction-data
00000000170000000000000008400080008000084016051700000000093800000B1F22010300000000000
\

00000000000000000000000000000000000000000008000000000000000
--session-key-derivation-attributes="'{"EmvCommon":
{"ApplicationTransactionCounter":"000B", \

"PanSequenceNumber":"01", "PrimaxryAccountNumber":"9137631040001422"}}'

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"

}

HMAC 44 & =¢l

HAIX| 215 ZE(MAC)E LEHM SR HAIX|S| FAM(+H 048)2 2E5t= ol ASELICH
HMAC(SHA| 7|2t HIA|X| @15 ZE), CBC-MAC & CMAC(Y%E 7

gk HIAIR] 215 ZE)t 22 &=35t
sHAl= &= 3tE & &3t01 MAC & &lXtol| CHEr F71 EoF2 MSELICH HMACE sliiA| & +& 7[8te

E st= BHE CMACE 25 HSE J[Ee = LT}

O| MH|AS| BE HMAC L1 E2|EE 255} Al &2
:1

37 HIY 7I1E& Ao 719l 7| 7+
409 Zr2 MAIX|2 HIY 7|& 7FKtM 1578 Ef Em e

=
acE EFEEfLICH HIAIX|2] B EXtet
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AWS ZAA| &5 st ALZ%t 7H0|=

CIx|E A‘IE‘S'HE" 7“EoPKI A‘I Ho & ol E—'?—Oﬂ T 7|
Ct.

AWS Payment Cryptography= 0921 82| MACs X| & LICt.
1SO9797 &1 E|& 1

ISO9797_ALGORITHM12| KeyUsage 2 E Al
1IS09797 & T 2|F 3(Retail MAC)

ISO9797_ALGORITHM32| KeyUsage 2 E Al
1IS09797 211 2|& 5(CMAC)

TR31_M6_1SO_9797_5_CMAC_KEY2| KeyUsageZ EA|
HMAC

TR31_M7_HMAC_KEY2| KeyUsage 2 E Al(HMAC_SHA224, HMAC_SHA256, HMAC_SHA384,
HMAC_SHA512 Z &)

MAC A4

MAC API 4432 4TI TIOJEf 2t2 AFR 5H04 &A1 TARRFSL Al THALRE Zhol CIOIE] B S 93t
MAC(HIAIX| Q1 F=)8 Magtoam 7= otaLE| AEEto|Zo| E34 Clo|E9 28 7HE B
GIOIEIE 215 3HE Ol AFSEILICH MAC 4440]l AHS El= ClO|E{oll= HIAIX| CIOJEY, HI MAC %%
3 7| U S S B D8 MAC U8 WHISHE MAC YTEIE0| R EIL MACS! +4 BARE
S MAC HIAIR| CIOIE| MAC 2231 7| 2 2IBIES A8 504 Bl 2 ClOIE €158 fisf ci
MAC 248 CHAI BHELICH BIAIXIS] 8 2XIZIE HAEI7ILE 915 0] ABE MAC 717 BesHx| ot

A< A1 MAC 22 E2tELICH API= O 2 E 2|8t DUPKT MAC, HMAC & EMV MAC & &3t 7|

message-data®| 23 Zt2 hexBinary Cl|O|E{0{0f &fLIC}
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O| oMo M= HMAC & I E|& HMAC_SHA2563 HMAC =3t 7|18 At83dto 7t= HIO|E 215
gt HMAC(SHA| Z|gt HIAIX| @1E 2 E)E M-HELICH Z|oll= KeyUseZt TR31_M7_HMAC_KEYE
M| KeyModeSofUse= GenerateZ M E|0{ Qlo{of & LICH MAC 7|= CreateKeyE £ &36}04
AWS Payment Cryptography £ 4445} 7Lt ImportKeyE Z&35t04 7t X2 = U&LICH

20'
= T
AM
=

Example

$ aws payment-cryptography-data generate-mac \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
gqnobl51ghrzunce6 \
--message-data
"3b313038383439303031303733393431353d32343038323236303030373030303f33" \
--generation-attributes Algorithm=HMAC_SHA256

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl51ghrzunce6,

"KeyCheckValue": "2976E7",

"Mac": "ED87F26E961C6DODDB78DA5038AA2BDDEAODCE@3ESBS5EO6BDDD494F4A7AALTOC!

MAC API7} 7tE 284 O|O|E Q152 28t MAC(HIAIX| C1F ZE)E & lst= ol A 8EI=XI HS
grct. 2152 Ié MAC 72 Mdd352{T MAC dd Al ALS 8 Wt S U 453t 7|18 AS
ok gLt MAC &% 3t 7|= CreateKeyE 3 Z 504 AWS Payment Cryptography 2 24445} 7Lt
ImportKey S z—ga {1 7IX2 £ U&LICH APIE O] 242 28t DUPKT MAC, HMAC 2 EMV MAC
253l 71§ K|ELICH.

Zto| &olz|m ¢ utet0|E| MacDataVerificationSuccessful = Http/2002 Btetstn, O
K| oto™ Mac verification failedE& LtEtLHE HIAIX[QF &7H Http/400E BHEFEFLICE
Ol tiMof A= HMAC & 11 2|&F HMAC_SHA2561t HMAC %3l 7|18 A&3to4 7t= ClO|E] 9152 &
gt HMAC(GHA| Z[gF HIAIX| @1 ZE)E ASBFLICt 7|0ll= KeyUseZt TR31_M7_HMAC_KEYE M’H
|1 KeyModeSofUseE Verify 2 A& E|o{ Qlo{of gL|ct.

MAC &3 131


https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ImportKey.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_ImportKey.html

AWS ZAA| &5 st ALZ%t 7H0|=

Example

$ aws payment-cryptography-data verify-mac \
--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl51ghrzunce6 \
--message-data
"3b343038383439303031303733393431353d32343038323236303030373030303F33" \
--verification-attributes='Algorithm=HMAC_SHA256' \
--mac ED87F26E961C6DODDB78DA5038AA2BDDEAODCE@3ES5B5E96BDDD494F4A7AALTOC

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
gnobl5lghrzunce6,
"KeyCheckValue": "2976E7",
}
ots3s oo olsto=3s
2S5 A2 !t REE 7
S 7ls S TUollet S & aLch EF UL HolME F19| 7| A BETF MEHE 4 ¢
&LICH 8kl X2 O3 EE FXSIMR

(® Note
EH x0| 38 EIHEIE CVV 2 E (generate) & M8t % 0|8

-
(verify)et ZOl ALY = Qle &&EE BE &+ U&LICH

(@)
L

1w
o
It
1
I

rir

S|

» GenerateCardData

» VerifyCardData

« GeneratePinData(VISA/ABA &7 &)
« GeneratePinData(IBM3624 &)

« VerifyPinData(H|XH/ABA & H|2)

« VerifyPinData(IBM3624-&)

- CIo|H &=

- HloJE &5 5

ol
A
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* PIN HO|E{ B8t

« MAC ‘d4/= ¢l

VerifyAuthRequestCryptogram

JHK ZI/LHE LY 7| 7|

OAS 71 &S

GenerateCardData

AP|IIE X QIE 2

AMEX_CARD
_SECURITY
_CODE_VER
SION_1

+ AMEX_CARD
_SECURITY
_CODE_VER
SION_2

GenerateC
ardData

GenerateC « CARD VERI
ardData FICATION_
VALUE_1

+ CARD_VERI
FICATION_
VALUE_2

GenerateC « CARDHOLDE

ardData R_AUTHENT
ICATION_V
ERIFICATI
ON_VALUE

DYNAMIC_C
ARD_VERIF

GenerateC .
ardData

SI8E 7| A8 18 7| ¢1E
&

TR31_C0_C « TDES_2KEY

ARD_VERIF « TDES_3KEY

ICATION_KEY

TR31_C0_C « TDES_2KEY

ARD_VERIF

ICATION_KEY

TR31_E6_E « TDES_2KEY

MV_MKEY_O

THER

TR31_E4_E « TDES_2KEY

MV_MKEY_D

HEE 7| A8

{ Generate =
true },{ Generate
= true, Verify =
true }

{ Generate =
true },{ Generate
= true, Verify =
true }

{ DeriveKey =
true }

{ DeriveKey =
true }

GenerateCardData
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AR 7H0|E

APl = ZQIE

GenerateC
ardData

VerifyCardData

ot
=

oo

oY fob

|.

3f @44k

—

rr

1]

AMEX_CARD
_SECURITY
_CODE_VER
SION_1

+ AMEX_CARD
_SECURITY
_CODE_VER
SION_2

+ CARD_VERI
FICATION_
VALUE_1

+ CARD_VERI
FICATION_
VALUE_2

+ CARDHOLDE
R_AUTHENT
ICATION_V

ICATION_C
ODE

+ DYNAMIC_C
ARD_VERIF
ICATION_V
ALUE

I HEEFIAE

TR31_C0_C
ARD_VERIF
ICATION_KEY

TR31_C0_C
ARD_VERIF
ICATION_KEY

TR31_E6_E

SH8E 71 A8 S8E 7IZ1E FHEE FIAE
& P =g

YNAMIC_NU

MBERS

TR31_E6_E - TDES_2KEY  {DeriveKey =

MV_MKEY_O true }

THER

MV_MKEY_OTHER

188 7| g1

ol
O

+ TDES_2KEY
+ TDES_3KEY

+ TDES_2KEY

+ TDES_2KEY

& 7| M8 EE
5t

{ Generate = true },
{ Generate = true,
Verify = true }

{ Generate = true },
{ Generate = true,
Verify = true }

{ DeriveKey = true }

VerifyCardData
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AWS ZX| &= 3t

ettt =g FHEEIIME S8 7| dnEF H8E 7| A8 BE
2l& =
ERIFICATI
ON_VALUE
- DYNAMIC_C TR31_E4_E - TDES_2KEY { DeriveKey = true }
ARD_VERIF MV_MKEY_D
ICATION_CODE YNAMIC_NUMBERS
- DYNAMIC_C TR31_E6_E - TDES_2KEY { DeriveKey = true }

ARD_VERIF MV_MKEY_OTHER
ICATION_VALUE

GeneratePinData(VISA/ABA & H|&)

VISA_PIN or VISA_PIN_VERIFICATION_VALUE

7l 2 58 7| A s8E 7 YnaE  HBEIIAS ZE
=&
PIN &% 3} 7| TR31_PO_P « TDES_2KEY * { Encrypt = true,
IN_ENCRYP - TDES_3KEY Wrap = true }
TION_KEY * { Encrypt = true,
Decrypt = true,
Wrap = true,
Unwrap = true }
* { NoRestrictions =
true }
PIN 4 7| TR31_V2_V « TDES_3KEY + { Generate = true }
ISA_PIN_VERIFICATI . { Generate = true,
ON_KEY Verify = true }

GeneratePinData(VISA/ABA #| 7| &) 135
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GeneratePinData(IBM3624 &)

IBM3624_PIN_OFFSET,IBM3624_NATURAL_PIN, IBM3624_RANDOM_PIN,
IBM3624_PIN_FROM_OFFSET)

7| 5

PIN & 53} 7|

HEE 7| A8

TR31_P0_P
IN_ENCRYP
TION_KEY

18 7| g1z

ol

+ TDES_2KEY
+ TDES_3KEY

O

5

S

% ofo

IBM3624_N
ATURAL_PI

N, IBM3624_R
ANDOM_PIN

, IBM3624_P

E 7 A8 2E

IN. FROM_OFFSETZ|

He

* { Encrypt = true,
Wrap = true }

* { Encrypt = true,
Decrypt = true,
Wrap = true,
Unwrap = true }

* { NoRestrictions
true }

IBM 3624_PIN_
OFFSETQ| 7%

* { Encrypt = true,
Unwrap = true }

* { Encrypt = true,
Decrypt = true,
Wrap = true,
Unwrap = true }

* { NoRestrictions =

true }

GeneratePinData(IBM36248)
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o

7| &

PIN & 7|

VerifyPinData(H|X}/ABA | 7| &)

VISA_PIN

PIN &4 7|

HEE 7| A8

TR31_V1_|
BM3624_PI
N_VERIFIC
ATION_KEY

18 7| A8

ol

TR31_P0_P
IN_ENCRYP
TION_KEY

TR31_V2_V

ISA_PIN_VERIFICATI

ON_KEY

VerifyPinData(IBM3624 &)

18E 7| e

ol
O

+ TDES_3KEY

188 7l ¢ g

ol
i

+ TDES_2KEY
+ TDES_3KEY

+ TDES_3KEY

* { Generate = true }

* { Generate = true,
Verify = true }

ZHIIAE BE

o
I 00

* { Decrypt = true,
Unwrap = true }

* { Encrypt = true,
Decrypt = true,
Wrap = true,
Unwrap = true }

* { NoRestrictions =
true }

» { Verify = true }
* { Generate = true,
Verify = true }

IBM3624_PIN_OFFSET,IBM3624_NATURAL_PIN, IBM3624_RANDOM_PIN,
IBM3624_PIN_FROM_OFFSET)

VerifyPinData(H|Xt/ABA |7 &)
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PIN 221 7|

GIOIE 3l =

N
30
o

DUKPT

HEE 7| A8

TR31_P0_P
IN_ENCRYP
TION_KEY

TR31_V1_|
BM3624_PI
N_VERIFIC
ATION_KEY

H2E F| A2

TR31_B0_B
ASE_DERIV
ATION_KEY

HEE 7| de

1y

+ TDES_2KEY
+ TDES_3KEY

+ TDES_3KEY

HEE 7| e

Iy

TDES_2KEY
AES_128
AES_192
AES_256

IBM3624_N
ATURAL_PI

N, IBM3624_R
ANDOM_PIN

, IBM3624_P

IN_FROM_OFFSETZ2|

ze

» { Decrypt = true,
Unwrap = true }

{ Encrypt = true,
Decrypt = true,
Wrap = true,
Unwrap = true }

{ NoRestrictions =
true }

{ Verify = true }

{ Generate = true,
Verify = true }

5

&5

= IIAE EE

% ofo

» { DeriveKey = true }

* { NoRestrictions =
true }

ololH a5
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AR 7H0|E

0%

7| &

EMV

RSA

OHE 7

(o]

Ol

ClOE & =3}

0

N
=0
od

DUKPT

HEE 7| A8

TR31_E1_E
MV_MKEY_C
ONFIDENTIALITY

TR31_E6_E
MV_MKEY_OTHER

TR31_D1_A
SYMMETRIC
_KEY_FOR_
DATA_ENCRYPTION

TR31_D0_S
YMMETRIC_
DATA_ENCR
YPTION_KEY

HEE 7| A8

TR31_B0_B
ASE_DERIV
ATION_KEY

HEE 7| g e

ol

TDES_2KEY

RSA_2048
RSA_3072
RSA_4096

TDES_2KEY
TDES_3KEY
AES_128
AES_192
AES_256

18 7| g1z

TDES_2KEY
AES_128
AES_192
AES_256

1y

Iy

HAEE 7| A8 2=

x3

T

{ DeriveKey = true }

{ Decrypt = true,
Unwrap=true}

» {Encrypt=true,
Wrap=true,Decrypt
= true, Unwrap=tr
ue}

» {Decrypt = true,
Unwrap=true}

* {Encrypt=true,
Wrap=true,Decrypt
= true, Unwrap=tr
ue}

* { NoRestrictions =
true }

SI8E 7| A8 EE
5t
=

» { DeriveKey = true }

* { NoRestrictions =
true }

olole ==t
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AWS ZAX| %535 ARt 7H0l=
7| 9 S8 7| A8 sigE 7l gnalEs  H8EIIAME =S
xSt
EMV TR31_E1_E « TDES_2KEY » { DeriveKey = true }
MV_MKEY_C
ONFIDENTIALITY
TR31_E6_E
MV_MKEY_OTHER
RSA TR31_D1_A + RSA_2048 * { Encrypt = true,
SYMMETRIC « RSA 3072 Wrap=true}
_KEY_FOR_ N RSA_4096 O {Encrypt=true,
DATA_ENCRYPT'ON Wrap:true,Decrypt
= true, Unwrap=tr
ue}
CHE 7| TR31_D0_S + TDES_2KEY * {Encrypt = true,
YMMETRIC_ . TDES_3KEY Wrap=true}
DATA_ENCR . AES 128 {Encrypt=true,
YPTION_KEY =
. AES 192 Wrap=true,Decrypt
= true, Unwrap=tr
+ AES_256
ue}
{ NoRestrictions =
true }
PIN G|O|E{
Direction 7| &8 HEE 7| ALE SEE 7| L1 HEE FIAE
& 2 x%
PIHt2E= Olo|[E{  DUKPT TR31_B0_B « TDES_2KEY » { DeriveKey =
AL ASE_DERIV . AES 128 true }
ATION_KEY « AES 192 » { NoRestric
. AES 256 tions = true }

PIN Cl|O|E gdgt
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Direction 7l 2 HgEIIANE  s8EHII LDE HBHIIAS
& = Zoidy
CHI2E H|o|H H| DUKPT(PEK, TR31_PO_P « TDES_2KEY » { Decrypt =
LA AWK, IWK &) IN_ENCRYP . TDES_3KEY true, Unwrap =
TION_KEY . AES_128 true }
- AES_192 BT =
true, Decrypt
> MBS 2dE = true, Wrap =
true, Unwrap =
true }
{ NoRestric
tions = true }
OfZHI2E o]  DUKPT TR31_B0_B « TDES_2KEY { DeriveKey =
E{ CHAF ASE_DERIV « AES 128 true }
ATION_KEY . AES 192 { NoRestric
. AES._256 tions = true }
o2 H}2E oo H| DUKPT(PEK, TR31_PO_P « TDES_2KEY { Encrypt =
E{ CH& IWK, AWK &) IN_ENCRYP « TDES_3KEY true, Wrap =
TION_KEY . AES 128 true }
. AES_192 B =
true, Decrypt
0 NEELASY = true, Wrap =

true, Unwrap =
true }

{ NoRestric
tions = true }

MAC ‘d-&/=el

MAC Z|= HIAIX/CIOIE 222 &= ddste ol ASELICH IIE HYE 8 =+ gie
B2 7| ME EETt MEtE 71§ ddste W2 HELIX| ef&LIch 2L o E Iﬁ
O CtE HitE ot F 9| & T2 stLtel HYUo=ht 7|8 7ML HLE HEE = AU&LICH

MAC ‘d-d/=el 141



AWS ZX| &= 3t

HEE 7| A8

MAC 7|

MAC 7|(£ 0§ MAC)

MAC 7|(CMAC)

MAC 7|(HMAC)

HEE 7| A8

TR31_M1_lI
SO_9797_1
_MAC_KEY

TR31_M1_lI
SO_9797_3
_MAC_KEY

TR31_M6_|
SO_9797_5
_CMAC_KEY

TR31_M7_H
MAC_KEY

HEE 7| de

TDES_2KEY
TDES_3KEY

TDES_2KEY
TDES_3KEY

TDES_2KEY
TDES_3KEY
AES_128
AES_192
AES_256

TDES_2KEY
TDES_3KEY
AES_128
AES_192
AES_256

1y

&

=3

SE 7| A8 2=

T

{ Generate = true }

{ Generate = true,
Verify = true }
{ Verify = true }

{ Generate = true }

{ Generate = true }

{ Generate = true,
Verify = true }

{ Verify = true }

{ Generate = true }

{ Generate = true }

{ Generate = true,
Verify = true }
{ Verify = true }

{ Generate = true }

{ Generate = true }

{ Generate = true,
Verify = true }
{ Verify = true }

{ Generate = true }

MAC 4/l
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VerifyAuthRequestCryptogram

EMV &M

TR31_EO_E
MV_MKEY_A
PP_CRYPTOGRAMS

JtMLIILHELHZ] 7

e 2%

TR-31 2HE 7|
AEIE £+~ = CA 7L
M 7|

HEE 7| A8

TR31_K1_K
EY_BLOCK_
PROTECTION_KEY

TR31_K0_K
EY_ENCRYP
TION_KEY

TR31_S0_A
SYMMETRIC
_KEY_FOR_
DIGITAL_S
IGNATURE

TR31_D1_A
SYMMETRIC
_KEY_FOR_
DATA_ENCRYPTION

18E 7| e

(][]
O

+ TDES_2KEY

o]

18E 7| e

Iy

+ TDES_2KEY
+ TDES_3KEY
+ AES_128

+ RSA_2048
+ RSA_3072
+ RSA_4096

+ RSA_2048
+ RSA_3072
+ RSA_4096

HAEE 7| A8 2=

o
gl

T

» { DeriveKey = true }

HEE 7| A8 2=

XE

T

{ Encrypt = true,
Wrap = true }(LHE
LHZ| T 8)

« {&43Z S =true,
1EHE = true }(7+HX
27| T8)

* { Encrypt = true,

Decrypt = true,

Wrap = true,

Unwrap = true }

» { Verify = true }

* { Encrypt=t
rue,Wrap=true }

VerifyAuthRequestCryptogram
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$4XH AWS Payment Cryptography| A At EIX| &

54
o

0%

7l fEe

0jo

Ct

+ TR31_P1_PIN_GENERATION_KEY
+ TR31_K3_ASYMMETRIC_KEY_FOR_KEY_AGREEMENT
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it ALE AL

AWS Payment Cryptography

(o]
-

8t

| Ab2 AtEilof| ol
Payment Cryptography APIE AE

tMl2.

5

=HA

Fd) 2= 7 dELC

2 97} x|HEIH o3 2ol @lztelo] of

[N

U2 X ALE At

M AlAHM 7lE

H|

Lot

=X

4

Tol

ol
oll

ol
or

[
U

C

Ad
(=]

CVV

&t

e X|MEl F=04 CH

ol
r

11
L

20
=0

Ft=oi Cigricvv ¢

4

<0
r

« EMV ARQC

|
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AWS Zx| 53 AMBR 7Hol=

S2xrQ| Elnt pYVE MAEE{HE PYVE MAISHY| 98 El 201 F7|(PVK)QH E °+§§+% et H o535
ZI2ts F 19| 717t H Lo E XpAl= MH|A oM FEZ HHsHH dEEH F 719t & %
3t wralo= ptedo| ela Lot

PGKE PVV 1 2|& XIA|E 7|Ete 2 5t & T 2|E& TDES_2KEYL| 7|040F & LICH PEKE
TDES_2KEY, TDES_3KEY &= AES_128¢ = QI&LICH 0| B PEKE AlAH LK LR Mo 2
A835l7| 28 70|22 AES_1280| E&LICH PEK7| CHE AAE|(Hf: 7tE HIEQIT, 214K}, ATMs)
to| metol| AFE E|7{L} oto|1Eio|Me] YR Z 0|5 59 B TDES_2KEY7t 38 0|R 2 O X
Mt MEHY = QU&LICEH

PEK ¥4

$ aws payment-cryptography create-key \
--exportable
--key-attributes
KeyAlgorithm=AES_128,KeyUsage=TR31_P@_PIN_ENCRYPTION_KEY,\
KeyClass=SYMMETRIC_KEY,\
KeyModesOfUse="'{Encrypt=true,Decrypt=true,Wrap=true,Unwrap=true}' --
tags='[{"Key":"CARD_BIN","Value":"12345678"}]"

SEH2 F& £ 8t ARNI 7| AAL Z4(KCV)E Z &8t 2% metO|EE ChA| Br3 gL ct
{
"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",
"KeyAttributes": {
"KeyUsage": "TR31_PO_PIN_ENCRYPTION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "AES_128",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
olHf B+ 146
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"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

.

"KeyCheckValue": "7CCOE2",

"KeyCheckValueAlgorithm": "CMAC",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

arn:aws:payment-cryptography:us-east-2:111122223333:key/ivi5ksfsuplneuyt@ 20| 7|2 KeyArn L}
EtLH=E 7|55 SLICt CHS EHA0A] o] Zfdg &EhL|ct.

PVK &

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_V2_VISA_PIN_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,h KeyMc
--tags='[{"Key":"CARD_BIN","Value":"12345678"}]"

SH2 ¥4 S£2 I8 ARNI 7| AL gH(KCV)2 &8t F mt2t0|e{ & ChA| Bt3gfLct
{
IIKeyII: {
"KeyArn": "arn:aws:payment-cryptography:us-

east-2:111122223333:key/ovbicy4ryasbtzcza",
"KeyAttributes": {
"KeyUsage": "TR31_V2_VISA_PIN_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
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"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

},

"KeyCheckValue": "51A200",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

arn:aws:payment-cryptography:us-east-2:111122223333:key/ov6icy4ryas4zcza®t Z 0| 7|& KeyArn
LIEtLH=E 7158l ELICH ChS B 7[0lA o] 2FdE s&gfLict

SEQ| El MM, PV 44, et 5 5HEIPIN 2 PVV BHE

Example

ol of Mol HE £230| &= 35}El (PinData.PinBlock) 2! PIN block (pinData.VerificationValue) 7} &&=
ME2 PvV (F22]) 4Rt 2| £l Mg LIt PinData.PinBlock) pinData.VerificationValue). 7| &2

PAN, Pin Verification Key(¥l ¥4« 7|2t E &), Pin Encryption Key % PIN E5 &4/2]
CH.

r

O| HAHES AFE5tE{H 7|71 f&0|o{oF LICFTR31_V2_VISA_PIN_VERIFICATION_KEY.

$ aws payment-cryptography-data generate-pin-data --generation-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifiexr arn:aws:payment-cryptography:us-east-2:111122223333:key/ivi5ksfsuplneuyt
--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_@ --generation-
attributes VisaPin={PinVerificationKeyIndex=1}

"GenerationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",
"GenerationKeyCheckValue": "7F2363",
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"EncryptionKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/ivi5ksfsuplneuyt"”,

"EncryptionKeyCheckValue": "7CC9E2",

"EncryptedPinBlock": "AC17DC148BDA645E",

"PinData": {
"VerificationValue": "5507"

PVV HMEE AtE5t0] S 5E PIN AS

Example

o] oAl XIHEl PANS|

A2 2ol MBst ool Zhat i mELchFE AKX ‘?=!"-"
e B

Xto| et 3tE gfe= MSE). 0
Zstote ol A8 ElE 7I(FF IWKEHD &)

°
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s

l

ol

AWS Payment Cryptography7t £l &8 + U= 82
A< http/400= BHEHEFLIC

$ aws payment-cryptography-data verify-pin-data --verification-key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/37y2tsl45p5zjbh2 --encryption-
key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/ivi5ksfsuplneuyt
--primary-account-number 171234567890123 --pin-block-format ISO_FORMAT_O --
verification-attributes VisaPin="{PinVerificationKeyIndex=1,VerificationValue=5507}" --
encrypted-pin-block AC17DC148BDA645E

"VerificationKeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/37y2tsl45p5zjbh2",

"VerificationKeyCheckValue": "7F2363",

"EncryptionKeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
iviSksfsuplneuyt",

"EncryptionKeyCheckValue": "7CC9E2",

CVV E= cvwWi MEXo =z 7= ol U|E AEgO|=Zof| E&HEl ZElLICH cvveet SLUsHR| ot

LICHZIE £X[R7E 2 = el 22kl ool AL 7Hs).
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(® Note

CVV, CVV2 gl icvwe 25 Sl ¢t 125 0| of L2t E H|£3HK|BF @129 C|o|E{E w738t
LICt 25 S8 7| 88 TR31_CO_CARD_VERIFICATION KEYE At235HK|TH 2 2 T of CH
| 0| 7|2 AI5tE Zd0| E4LICE ol oflx|et Zto| Al A/e = Ef1E AF2Sto LE
3t 2~ olaL|Ch

= T AAHEH

ol

7| 44

$ aws payment-cryptography create-key --exportable --key-attributes

KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModesC

--tags="[{"Key":"KEY_PURPOSE", "Value":"CVV"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

C}
=

010
rlo
ol
I
]

£2 I8t ARNZ} 7| HA ZL(KCV)2 Z & et @ m2t0|E & ChA| BhEerLICH

~

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
r5203wbqxyféqlqr",
"KeyAttributes": {
"KeyUsage": "TR31_COQ_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

iy
"KeyCheckValue": "DE89F9",

"KeyCheckValueAlgorithm": "ANSI_X9_24",
"Enabled": true,
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"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

arn:aws:payment-cryptography:us-east-2:111122223333:key/r5203wbaxyf6qlqr2t Z 0| 7| KeyArn
LIEHHE=E 7153l SLict Chs BAoM o] &2Fds s&ghLct.

CVV MM
Example

ol olixflofl A= 40| PANOIL, MHIA ZE(ISO/NEC 781304 M o)zt 121011 7H= B2 IRTE 2
X|HEl PANO| CHEH CVVE A4 ghLCt,

A8 7tset 2 E migto|E{E API & X 7}0|E 2| CardVerificationValue12 R Z &ML

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
r5203wbqxyf6qlqr --primary-account-number=171234567890123 --generation-attributes
CardVerificationValuel='{CardExpiryDate=1127,ServiceCode=121}"

"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/r5203wbgxyféqlqr",

"KeyCheckValue": "DE89F9",

"ValidationData": "801"

}
CW 4d3&
Example
Ol iMool M= CVK, , MHIA ZE 121, 7tE BtE Im & HAE S @[oi ETHAM Foi XS E CVWE

2124504 X|HEl PANO CHSt CVVE & QIEtL|Ct PAN

AE 7ls8t B E mi2t0|E= API & X 7}0|E 2| CardVerificationValue12 & X SHMIL.
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® Note
CVW& ArSAt7} l=dst Z/f(01|' CVV2)0| OFL|X|BF HtA o 2 magstripedll ZEHELICH MS
Al & dBslof st=X| 04 E TEdaHof §LIct.

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/r5203wbqxyf6qlqr
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValuel="'{CardExpiryDate=1127,ServiceCode=121} --validation-data 801

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
r5203wbqxyféqlqr",

"KeyCheckValue": "DE89F9",

"ValidationData": "801"
}

CVVv2E MEXMoz 7t SIH| MEL|1 222! FoHol| AFE El= ZHLIct 714 =0 B H &
= 5o EAIE = Ql&LCH 255 dAalo 2 oyt S25HK|0F MHH|A ZE Zfo| CHELCt.

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModes(
--tags="[{"Key" :"KEY_PURPOSE","Value":"CVV2"}, {"Key":"CARD_BIN","Value":"12345678"}]"

SHS & SES 918 ARNZ 7| AL gH(KCV)2 Z& 8t F mt2t0|e{ & ChA| Bt3 gLt
{
IIKeyII: {
"KeyArn": "arn:aws:payment-cryptography:us-

east-2:111122223333:key/7f7g4spf3xcklhzu”,
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
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"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

},

"KeyCheckValue": "AEAS5CD",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

arn:aws:payment-cryptography:us-east-2:111122223333:key/7f7g4spf3xcklhzu2t Z 0| 7|& KeyArn

LIEHHEE 7|58l SLIct chg BAHIM o] 2Fdg s&ighLCt.
CVV2 4
Example

O| oMol AME PAN & 7HE Btz IME U=Ist= XIEE PANOI| CHEF CVV2E A d&LiCH

ME 7ts8t 2 E nlgto|E{E APl # X 7}0|E 9] CardVerificationValue2& & =M.

$ aws payment-cryptography-data generate-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/7f7g4spf3xcklhzu
--primary-account-number=171234567890123 --generation-attributes
CardVerificationValue2='{CaxrdExpiryDate=1127}"

"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/7f7g4spf3xcklhzu",
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"KeyCheckValue": "AEA5CD",
0 II321II

"ValidationData":

AWS ZAA| &5 st

H ERHZM Fof MSE CVWE A& 35}0d

CV2 45
Example
olzd 7t= OHE I PAND HABS 9l
£ srolstLct,
SESC (RS
ABEIX| = &

O| of| Mol AHE CVK
X|HEl PANOI CHEF CVVCVV2
D E nZl0/Ee{= APl & X 70| E 2] CardVerificationValue2 &

Aol &
$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/7f7g4spf3xcklhzu

--primary-account-number=171234567890123 --verification-attributes

CardVerificationValue2='{CardExpiryDate=1127} --validation-data 321

"KeyArn": "arn:aws:payment-cryptography:us-

"KeyCheckValue": "AEA5CD",
0 II8®1II

{
east-2:111122223333:key/7f7g4spf3xcklhzu",
"ValidationData":
}
EX™ Jl=of cisticvy MM = &0l
st 2 E|EE AAESHRIBEiICVVE & FHE LHoi| LA E|0 Q& LICH MHlA
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7| 44

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY, KeyModesC
--tags='[{"Key" :"KEY_PURPOSE", "Value" :"ICVV"}, {"Key":"CARD_BIN","Value":"12345678"}]"

= 2 I8 ARNZ} 7| HAL ZL(KCV)E Z et @& mtet0|E & ChA| BhrEerLICH
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"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
c7dsi763r6s71fp3",
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

3,

"KeyCheckValue": "1201FB",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

arn:aws:payment-cryptography:us-east-2:111122223333:key/c7dsi763r6s7Ifp32F 20| 7|E KeyArn
LIEHHE=E 7153 SLict Chs HAIM o] s s&ghLct.
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iICVV M4

Example

Ol oMol ME |, 9992] PANMH|A T E(ISO/IEC 78130i M &Ho|) &l 7tE ptZ SME 124504 X|HE
PANOI CHHiCVVE MAdstLct.

A8 7ls8t B E mi2t0|E|= API & X 7}0|E9| CardVerificationValue12 & XSHMIL.

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
c7dsi763r6s71fp3 --primary-account-number=171234567890123 --generation-attributes
CardVerificationValuel='{CardExpiryDate=1127,ServiceCode=999}"

"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/c7dsi763r6s71fp3",

"KeyCheckValue": "1201FB",

"ValidationData": "532"

}
iCVV 335
Example
AEo| B2 32 CVK, PAN, 999°| MH|A FE 7t Bt Eit & HEE ETMM Fof M3 E
icvvelLct
A8 7ts8t 2 Iiet0|E= API & X 710|E2| CardVerificationValue1& & X SHMIL.
® Note

iICVVE AFERH7F =248t 24 (od: Cvv2)0| ofL|X|BH ditx o 2 EMV/E tEo0i| Z & LCt. |
3 Al 84 ABdtok =X o4 & TEdsHof &Lct.

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/c7dsi763xr6s71fp3
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--primary-account-number=171234567890123 --verification-attributes
CardVerificationValuel='{CardExpiryDate=1127,ServiceCode=999} --validation-data 532

"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/c7dsi7631r6s71fp3",

"KeyCheckValue": "1201FB",

"ValidationData": "532"

EMV ARQC &¢I &l ARPC A4

ARQC(Authorization Request Cryptogram)= EMV(Z]) ZtE0M MEE 43 2
SQE FIE A8 2 ABste ol MEELIT 7tE, E{Old ¥ ERiZM XA o] H|O|EE SEELICH

=<

HHAl=E o] B Al S8 21230 AWS Payment Cryptography0ll ME =1, 57} LIE MO Z CIHA|
MYE|IH, EHMI &7 MBS E 2kt "l ELICH ol248h 2|0]of A MACRt RAEFLICH EMV 4.4
Book 2=0| &9l M| 7tX| &M, & L3|MH ETHM 7|E HH57| 28t 7| R L8 MM 7
CSKetn &), 2[A HOo|2E, 8E Md YH(ARPC)S Ho|gLCt.

HE IE MAE SEE FIt EHMM TE £ &= Y ZETt LEHLE =ME XIZE = &Lt
CIHE(YEHMO 2 O 0|4 AFEEIX| 2t=) MAIY ot MAZ EXMStHO| MBAML| CHE ER2HM CHE
L|Ct.

XEAMIE LI 2 API 7}H0|=.2] VerifyCardValidationDataZE & X 35HA 2.

7| A

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_EO_EMV_MKEY_APP_CRYPTOGRAMS,6 KeyClass=SYMMETRIC_KEY,b KeyMod
--tags="[{"Key" :"KEY_PURPOSE", "Value":"CVN18"}, {"Key":"CARD_BIN","Value":"12345678"}]"

SEH2 £4 3E2 I8t ARNI 7| AN ZH(KCV)2 Z& 8t 2% ni2tO|E{ & ChA| BtE gk ct,
{
IlKeyll: {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyAttributes": {
"KeyUsage": "TR31_EQ_EMV_MKEY_APP_CRYPTOGRAMS",
oI} BF
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"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

.

"KeyCheckValue": "@8D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk@t Z 0| 7|& KeyArn
LIEtLH=E 715 el ELICH ChS B 7[0lA o] & s gfLich

ARQC ‘4

ARQCE= EMV ZH=E0|MEBF MEL|CH 2t A AWS Payment Cryptographyd|= O|2{8t HIO|ZEE
MEE £ Qe 7|150| Gi&LICH HAE EMo 2 MAS Ho|ZEE MHE 4 Q= oid] 2to|ER4Z|
o CHFEt MAIM LMo 2 MBSt LE{Tl 22 REtUSE ASE £ JU&LCh
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ARQC
Example

AWS Payment Cryptography7t ARQCE ASE + U= B2 http/2000] gHEtEILICEH ME{Ho =
ARPC(SH)E M3t ARQCII AEE & SHol 2T + A&LICH

$ aws payment-cryptography-data verify-auth-request-cryptogram
--auth-request-cryptogram 61EDCC708B4C97B4 --key-identifier
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arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk
--major-key-derivation-mode EMV_OPTION_A --transaction-data
00000000170000000000000008400080008000084016051700000000093800000B1F2201030000000000000000000¢
--session-key-derivation-attributes="'{"EmvCommon":
{"ApplicationTransactionCounter":"000B",

"PanSequenceNumber":"01", "PrimaxryAccountNumber'":"9137631040001422"}}' --auth-response-

attributes="'{"ArpcMethod2": {"CardStatusUpdate'":"12345678"}}"'

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",

"KeyCheckValue": "@8D7B4",

"AuthResponseValue":"2263AC85"

EMV MAC A4 ol &0l
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= MACYILICE EMV MAC2 EtHo = A3 EE XE sliA|et 22 BEE EMV t=0] TE 5= O
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$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_E2_EMV_MKEY_INTEGRITY,KeyClass=SYMMETRIC_KEY, KeyModesOfUs
--tags='[{"Key" :"KEY_PURPOSE", "Value":"CVN18"}, {"Key" :"CARD_BIN","Value":"12345678"}]"
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"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyAttributes": {
"KeyUsage": "TR31_E2_EMV_MKEY_INTEGRITY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

.

"KeyCheckValue": "@8D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk@t Z 0| 7|& KeyArn
LIEILH=E 7|58l SLICt Ct& EH0lM o] 2 dE s=UFLICH.
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® Note
O| B2 L=t HIo|E(o: PIN)7I A& EIX| i BEE 2t AYULICH o]l HHEE Z&5
7| Zofl EMV EncryptE 0| Bt ZAglstod 2 2 3HE CIOIEHE Y2 A A3 BIE| FIHe +
A& LICE.
L IPNPRE([e]]=

HA|X| Ci|O|E{ol= APDU &9t H2do| Z&HElL|ct 3ol et CHE 4= UX|BHO| o ®= &}
Et A E 218 APDU 31lH(84 24 00 00 08) CHZ 0l ATC(0007)7F 2= CHS O™ ERHEHM I
ARQC(999E57FDOF47CACE)ILICt. MH|AE=O| HEQ| LIS AE5HX| L &LICt.

MME 7| ot 2=
Ol HE= MM 7| B g S HolghL|c EMV_COMMON_SESSION_KEYE= YA o =2 Af T

$0i| AL E|= EHEH EMV2000 | AMEX | MASTERCARD_SESSION_KEY | VISAT A& £ Q)&
L|Ct.

MajorKeyDerivationMode
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o
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EMV Ho| ZE A B EE C. 2E A7} 7hE 2HFX 0| AWS Payment Cryptography

Uutr{o 2 & TE 5A £ 1508583 LE 2014 AL E 4= UX|BH 7tE AARIOIA HME 5

7tE AEA HELICEH AEsHX| f= 2 002 LUHELICH

SessionKeyDerivationValue
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Example

$ aws payment-cryptography-data generate-mac --message-data

84240000080007999E57FDOF47CACE --key-identifier arn:aws:payment-
cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk --message-
data 8424000008999E57FDOF47CACEQQ0Q7 --generation-attributes
EmvMac="{MajorKeyDerivationMode=EMV_OPTION_A, PanSequenceNumber="'00"',PrimaryAccountNumber="2235

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk",

"KeyCheckValue": "@8D7B4",
"Mac":"5652EEDF83EAQD84"

|

« ARQC - CVN18/CVN22

« ARQC - CVN10
« CAVV V7

ARQC - CVN18/CVN22
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ARQC - CVN10

CVN102 MMERHEME) 0| ol 7t=EE 7| ot E AtE5t1D CHE HO[2ZEE A& 35l= EMV
EHEHMof| CHBE 0| Visa HIMEQILICH HO|Z= 2EI=0f CHS XFAMIEH LIE 2 AF|0Ho| 22|54
Al

7|Q§Aﬂ

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_EO_EMV_MKEY_APP_CRYPTOGRAMS,6 KeyClass=SYMMETRIC_KEY, KeyMod
--tags='[{"Key" :"KEY_PURPOSE","Value":"CVN10"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

SEHE £4 352 98 ARNTH 7| AN ZH(KCV)2 Z 88t % miatO|E{S ChAl BrdghLch
{
IlKeyll: {
"KeyArn": "arn:aws:payment-cryptography:us-

east-2:111122223333:key/pw3s6nl62t5ushfk",
"KeyAttributes": {

"KeyUsage": "TR31_EQ_EMV_MKEY_APP_CRYPTOGRAMS",

"KeyClass": "SYMMETRIC_KEY",

"KeyAlgorithm": "TDES_2KEY",

"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

I

"KeyCheckValue": "@8D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"
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arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk@t Z 0| 7|& KeyArn
LIEHH=E 7|58l SLIct Chg BAHIM o] g s-grLICt.

ARQC A&
Example
0| of| M0l ME Visa CYUN102 AlE35t04 MM EI ARQCE ASEFLICH

AWS Payment Cryptography7t ARQCE &35
X| ot 2 B2 http/400 SES BHEHEFLICH.
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$ aws payment-cryptography-data verify-auth-request-cryptogram --auth-request-
cryptogram D791093C8A921769 \

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk \

--major-key-derivation-mode EMV_OPTION_A \

--transaction-data
00000000170000000000000008400080008000084016051700000000093800000B03011203000000 \

--session-key-derivation-attributes="'{"Visa":{"PanSequenceNumbexr":"01" \

,"PrimaryAccountNumber":"9137631040001422"}}"

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"
}
CAVV V7
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$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY, KeyModesC

--tags='[{"Key":"KEY_PURPOSE", "Value":"CAVV-V7"},
{"Key" :"CARD_BIN","Value":"12345678"}]"

=1 £ 28 ARNI} 7| HAF ZH(KCV)E T &8t @ nl2t0|E{E CHA| BHEEtLC.

0lo
rlo
ol
I
ol

-~

IlKeyll: {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/dnaeyrjgdjjtwedk",

"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",

"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

+
"KeyCheckValue": "F3FB13",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

arn:aws:payment-cryptography:us-east-2:111122223333:key/dnaeyrjgdjjtwedk 2}t Z' 0| 7|& KeyArn

LIEHLH=E 7|5l ELIC CHS A0l o] e +=~grLICH
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Example

O| oMol M= AFFo]| X[ E CHE 1240] = XIHE EBME Mo CHSH CAVV V72 MEELICt Of
ot1p|E0o| AR ZIEE RHAIZ/MAIEE £ Qoo 2 ZIE po|E0o| 3n Ux|EtCtD 7HE M=
ot ElL|C}.

A8 7ts8t 2 Iiet0|E= API & X 7F0|E2| CardVerificationValue1& & X SHML.

$ aws payment-cryptography-data generate-card-validation-data --key-
identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/

dnaeyrjgdjjtwédk --primary-account-number=171234567890123 --generation-attributes

CardVerificationValuel='{CaxrdExpiryDate=9431,ServiceCode=431}"

"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/dnaeyrjgdjjtwedk",

"KeyCheckValue": "F3FB13",

"ValidationData": "491"

CAVV V7 A3

HAEo| B2 U2 CVK, AlttE 23 7t & A5 Y EBAMM Fof MSE CAvvLICH

A2 7ts8t 2E ul2to|Ee{= APl £ X 7}0|E 9| CardVerificationValue12 & X 5HAM|L.

CAVVE AFEAE7L =238 g2L(odl: CvVv2)0| ot L|X|BH & Z Xt ACSO ofaH AHlAHEILICH &S Al

ot ZABsl{oF sH=X| 0452 mEqstof BLic.

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/dnaeyrjgdjjtwedk

HESZE &+
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AWS ZH| o535t
--primary-account-number=171234567890123 --verification-attributes
CardVerificationValuel='{CardExpiryDate=9431,ServiceCode=431} --validation-data 491

"KeyArn": "arn:aws:payment-cryptography:us-

east-2:111122223333:key/dnaeyrjgdjjtwedk",
"KeyCheckValue": "F3FB13",

"ValidationData": "491"

DHAEPIE S B4

=
+ DCVC3

« ARQC - CVN14/CVN15
« ARQC - CVN12/CVN13

DCVC3
DCVC3= EMV CSK 4! Mastercard CVN12 MHAIECH &M 58X 7|1E &8517| I8t EE CHE M2 WAl
21242 PAN, PSN, Track1/

£ LIEPHLICH B0 2t CHE AR ALE|olE AFZEIL|CH O] &|7H ol A
Track2 Cl|O|E], oS & 4= e <At & EZNM FI2E{(ATC)ILIC}.

7| 44

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_E4_EMV_MKEY_DYNAMIC_NUMBERS, KeyClass=SYMMETRIC_KEY,b KeyMod

--tags='[{"Key" :"KEY_PURPOSE","Value":"DCVC3"}, {"Key" :"CARD_BIN", "Value":"12345678"}]"

SHEH2 F4 3£S I8t ARNI 7| A ZH(KCV)2 Z & et % miZtO/E{ & CHA| BFE gL Ct.
{
IIKeyII: {
"KeyArn": "arn:aws:payment-cryptography:us-

east-2:111122223333:key/hrhéqgbi3sk4y3wq",
"KeyAttributes": {
"KeyUsage": "TR31_E4_EMV_MKEY_DYNAMIC_NUMBERS",

"KeyClass": "SYMMETRIC_KEY",
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"KeyAlgorithm": "TDES_2KEY",

"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

},

"KeyCheckValue": "@8D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

arn:aws:payment-cryptography:us-east-2:111122223333:key/hrh6qgbi3sk4y3wqet Z 0| 7|& KeyArn
LIEtLH=E 7158l ELICH ChS B 7[0lA o] ZF & s gfLict

DCVC3 ‘4%
Example

DCVC3= & 7t=01 ofsf &2 & UXIErO| diX|et 2ol 52z HHEE T J&LICH

$ aws payment-cryptography-data generate-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk
--primary-account-number=5413123456784808 --generation-attributes
DynamicCardVerificationCode="'{ApplicationTransactionCounter=0000, TrackData=5241060000000069D1:

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",

"KeyCheckValue": "@8D7B4",

"ValidationData": "865"
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DCVC3 &A&
Example

0| |0 M= DCVC3E ASELICH ATC= 112] ZI2E{7} 000BE EA|Ele= B2 16%I+-E NMB &
N%ﬁuﬂkWMM#sMaDmmyme&q§«¢“aﬂaﬂ%1§ﬂﬁosﬂaﬂﬂuﬂ
TR 1% 2XHE ZeFl 7|8 s ElLCHOd: 153212 Z3 < validation-data 2t 0| 3210]040k &).

AWS Payment CryptographyE A3 & = U= 3 http/2000] BtetElL|Ct Zto| A E|X| et
http/400 S'E & BteterLct.

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk
--primary-account-number=5413123456784808 --verification-attributes
DynamicCardVerificationCode="'{ApplicationTransactionCounter=000B, TrackData=5241060000000069D1?
--validation-data 398

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"

}

ARQC - CVN14/CVN15

CVN14 ! CVN15= 7| M4l EMV CSK HIMEE & LICt Hefet ETHXM O|0|E{= 0] 5 7+X|
Ao ek CHELICH ERAM Of|o|e 2= Fdof CHEH AHAMIEH LI 2 A

ARQC - CVN12/CVN13

CVN12 2 CYN132 (ST £ Qe =AE ERAMY i Mof| S&6l1 CHE HOIZEE AR
EMV EZHEHME 2|8t 0| Mastercard & Q . HO|ZE ZHI=0{ CHEt RtM|EH LIE2 A7
otofl 2ol AlAI2.

2
r
M

7| 4

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_EO@_EMV_MKEY_APP_CRYPTOGRAMS,6 KeyClass=SYMMETRIC_KEY,b KeyMod
--tags='[{"Key" :"KEY_PURPOSE", "Value":"CVN12"}, {"Key" :"CARD_BIN","Value":"12345678"}]"
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"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/pw3s6nl62t5ushfk",
"KeyAttributes": {
"KeyUsage": "TR31_EQ_EMV_MKEY_APP_CRYPTOGRAMS",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

iy
"KeyCheckValue": "08D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfk 2t Z 0| 7|& KeyArn
LIEtLH=E 7IS 8 SLICH CHS EHA0lA o] 2t s~ ELict

ARQC A&
Example

0| of|XM|ofl A= Mastercard CYN12E Al235t0{ MAE ARQCE ZHSELICE.
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AWS Payment Cryptography7t ARQCE A& & =+ U= 8= http/2000]| gHEHEILICEH ARQC7I HE K

x| gt2 B2 http/400 SE S grEHEFLICH

$ aws payment-cryptography-data verify-auth-request-cryptogram --auth-request-
cryptogram 31BE5D49F14A5F01 \

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk \

--major-key-derivation-mode EMV_OPTION_A \

--transaction-data 0000000015000000000000000840000000000008402312120197695905

\

--session-key-derivation-attributes="'{"Mastexrcard":{"PanSequenceNumbex":"01"

\

,"PrimaryAccountNumbex":"9137631040001422" ,"ApplicationTransactionCounter":"000B", "Unpredictak

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
"KeyCheckValue": "@8D7B4"

American Express £ &

=3
+ CSC1
+ CSC2
.+ ICSC

CSC1

CSC % 12 Classic CSC Y 2|&F 0|2tk BfLICH MHIAE 3,4 EEE 5RI2| AR MBE 4 Q
&Lt

A8 7ts8t 2 E mi2to|E{E API & X 740|E 2] AmexCardSecurityCodeVersion1E & Z5HAIL.

7| 4

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY, KeyModesC
--tags="[{"Key":"KEY_PURPOSE","Value":"CSC1"}, {"Key":"CARD_BIN","Value":"12345678"}]"
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"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/esh6hn7pxdtttzgq",
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

1,

"KeyCheckValue": "8B5077",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

arn:aws:payment-cryptography:us-east-2:111122223333:key/esh6hn7pxdtzgq2t Z 0| 7|& KeyArn
LIEHLH=E VISl ELICH CHS A0 o] 2fdE +=~FrLIcH

CSC1 ‘4
Example

$ aws payment-cryptography-data generate-card-validation-data --key-
identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
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esh6hn7pxdtttzgq --primary-account-number=344131234567848 --generation-attributes
AmexCardSecurityCodeVersionl='{CardExpiryDate=1224}"' --validation-data-length 4

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
esh6hn7pxdtttzgq",

"KeyCheckValue": "8B5077",

"ValidationData": "3938"

CSC1 43
Example
o| oMol E cSC18 AS LIt

AWS Payment CryptographyE A3 & = A= B http/2000]| BtetElL|Ct Zto| AB X[ et
http/400 SE & EHEHerLICE.

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/esh6hn7pxdtttzgq
--primary-account-number=344131234567848 --verification-attributes
AmexCardSecurityCodeVersionl='{CardExpiryDate=1224}'"' --validation-data 3938

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
esh6hn7pxdtttzgq",
"KeyCheckValue": "8B5077"

CSC2

CSC #M 2 H4HE CSC LDEIFOIELE BLICh MEIAE 3,4 £E 512 £A2 MBE + 2
aLich

A8 Jts8t 2 E nf2lolElE APl #Z 7H0]=2] AmexCardSecurityCodeVersion2& HZESHAIL.

7| 44

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY, KeyModesC
--tags="[{"Key":"KEY_PURPOSE","Value":"CSC1"}, {"Key":"CARD_BIN","Value":"12345678"}]"
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"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
erlm445gvunmvoda”,
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyAlgorithm": "TDES_2KEY",
"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": true,
"Sign": false,
"Verify": true,
"DeriveKey": false,
"NoRestrictions": false

1,
"KeyCheckValue": "BF1077",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2023-06-05T06:41:46.648000-07:00",
"UsageStartTimestamp": "2023-06-05T06:41:46.626000-07:00"

arn:aws:payment-cryptography:us-east-2:111122223333:key/erim445qvunmvoda®t Z 0| 7| &
KeyArn LIEtLH=E 7|56l ELICH CHE BHAH0M o] 2fdg =~ ErLCt.

CSC2 %

Ol Aol M= ZO|7+ 421 CSC2E MHELICH CSCE 3,4 == 59| ZO0|2 MME £ U&Lct
American Express2| A< PANs2 15X}2|040F 5tH 34 EE= 372 A|&5HoF & LCt.
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Example

$ aws payment-cryptography-data generate-card-validation-data --key-

identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
erlm445qvunmvoda --primary-account-number=344131234567848 --generation-attributes
AmexCardSecurityCodeVersion2='{CardExpiryDate=1224,ServiceCode=999}' --validation-
data-length 4

{

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/erlm445qvunmvoda",
"KeyCheckValue": "BF1077",

"ValidationData": "3982"

}

CSC2 &%
Example
O| oMol M= CSC2& AB g LICt

AWS Payment CryptographyE A& &= U= B2 http/2000]| gHEHEILICEH ZE0| B EIX| 2
http/400 S & BHeretL|c,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/erlm445qvunmvoda
--primary-account-number=344131234567848 --verification-attributes
AmexCardSecurityCodeVersion2='{CardExpiryDate=1224,ServiceCode=999}' --validation-data
3982

{
"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/erlm445qvunmvoda",
"KeyCheckValue": "BF1077"

}

iCSC

iICSCe= H% CSC Y1 E|EO[2t1 T 5tH CSC HT 28 ALE5t04 AH[AHEILICH MH|AE 3,4 EE
el A2 MBE = A&

(@]

MH|A FE 9998 AF85t0d QIR 7t= 0| ICSCE HIAMELICH MHIA ZE 7028 AL 5tof HIHE
720l iCSCE HakgfLict.
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A& 7ts8 2 E miet0lE{= APl & X 7}0|= 2| AmexCardSecurityCodeVersion2& & X HM 2.

—

7| 44

$ aws payment-cryptography create-key --exportable --key-attributes
KeyAlgorithm=TDES_2KEY,KeyUsage=TR31_CO_CARD_VERIFICATION_KEY,KeyClass=SYMMETRIC_KEY,KeyModes(

--tags="[{"Key" :"KEY_PURPOSE","Value":"CSC1"}, {"Key" :"CARD_BIN","Value":"12345678"}]"

SEH2 4 552 QI8 ARNI 7| A ZH(KCV)2 Z &8 & ml2t0|E{E ChA| B gtLct,

-~

"Key": {
"KeyArn": "arn:aws:payment-cryptography:us-
east-1:111122223333:key/7vrybrbvjcvwtunv",
"KeyAttributes": {
"KeyUsage": "TR31_CO_CARD_VERIFICATION_KEY"
"KeyAlgorithm": "TDES_2KEY",
"KeyClass": "SYMMETRIC_KEY",
"KeyModesOfUse": {
"Decrypt": false,
"DeriveKey": false,
"Encrypt": false,
"Generate": true,
"NoRestrictions": false,
"Sign": false,
"Unwrap": false,
"Verify": true,
"Wrap": false
.

1,
"KeyCheckValue": "7121C7",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",

"KeyState": "CREATE_COMPLETE",

"CreateTimestamp": "2025-01-29T09:19:21.209000-05:00",
"UsageStartTimestamp": "2025-01-29T09:19:21.192000-05:00"

}

arn:aws:payment-cryptography:us-east-1:111122223333:key/7vrybrbvjcvwtunvet Z 0| 7|& KeyArn
LIEILi=E 7|58l SLICH CtS EAH0AM o] 24 S =~ gfLCt.

HERIZH & 176


https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_AmexCardSecurityCodeVersion2.html

AWS ZA 4535t AR 7H0|E

iCSC i

O| M| M= MH|A ZE 7028 AM&3H04 HIZF A 7t=0i CHE Z0|7t 421 iICSCE M FLct.
CSCE 3,4 = 59| Zo|2 & = U&LICt. American Express2| < PANs2 15X}2/040F +H
34 EE= 372 A|&F&HoF & LICE.

Example

$ aws payment-cryptography-data generate-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-1:111122223333:key/7vrybrbvjcvwtunv
--primary-account-number=344131234567848 --generation-attributes
AmexCardSecurityCodeVersion2='{CardExpiryDate=1224,ServiceCode=702}"' --validation-
data-length 4

{
"KeyArn": arn:aws:payment-cryptography:us-east-1:111122223333:key/7vrybrbvjcvwtuny,
"KeyCheckValue": 7121C7,
"ValidationData": "2365"
}
iCSC 43
Example

Ol oMo M= iICSCE HBELCt.

AWS Payment CryptographyE A& &= U= B2 http/2000]| gHEHEILICEH ZEOo| B EIX| 2
http/400 S & BHeretLIc,

$ aws payment-cryptography-data verify-card-validation-data --key-identifier
arn:aws:payment-cryptography:us-east-1:111122223333:key/7vxybrbvjcvwtunv
--primary-account-number=344131234567848 --verification-attributes
AmexCardSecurityCodeVersion2="'{CardExpiryDate=1224,ServiceCode=702}"' --validation-data
2365

"KeyArn": arn:aws:payment-cryptography:us-east-1:111122223333:key/7vrybrbvjcvwtuny,
"KeyCheckValue": 7121C7
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JCB CVN0O4= 7|

IH440| CSK HIMEE 88tLict E21MM ojo|ef TE Toofl ChEt xbAlEH LIS
2 A7|0t MEME &

ZIM L.
ARQC - CVNO1

CVNO12 MM(EAHMME) F& Al 7E 7|H FE2 AIS5tD CHE HO|ZEE AIESt= EMV E
2HZ Mof| CHSF O™ JCB HIMEQILICE O] HIAIR|E VisadlHE AFREIEE 24 0|0 JCBU =

MEBEIHEIE Y O|& 0| JU&LICt HO|ZE ZEI=0i CHEh REM|EH LIS 2 MAHA MEMHE &5
Al2.

7| 4
$ aws payment-cryptography create-key --exportable --key-attributes

KeyAlgorithm=TDES_2KEY, KeyUsage=TR31_EQ_EMV_MKEY_APP_CRYPTOGRAMS, KeyClass=SYMMETRIC_KEY, KeyMod
--tags='[{"Key":"KEY_PURPOSE","Value":"CVN10"}, {"Key":"CARD_BIN","Value":"12345678"}]"

SEH2 F4 3E£S I8t ARNI 7| A ZH(KCV)2 Z &t % TtZtO/E{ & CHA| BtE g LCt.
{
IlKeyll : {
"KeyArn": "arn:aws:payment-cryptography:us-

east-2:111122223333:key/pw3s6nl62t5ushfk",
"KeyAttributes": {

"KeyUsage": "TR31_EQ_EMV_MKEY_APP_CRYPTOGRAMS",

"KeyClass": "SYMMETRIC_KEY",

"KeyAlgorithm": "TDES_2KEY",

"KeyModesOfUse": {
"Encrypt": false,
"Decrypt": false,
"Wrap": false,
"Unwrap": false,
"Generate": false,
"Sign": false,
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"Verify": false,
"DeriveKey": true,
"NoRestrictions": false

},

"KeyCheckValue": "@8D7B4",

"KeyCheckValueAlgorithm": "ANSI_X9_24",

"Enabled": true,

"Exportable": true,

"KeyState": "CREATE_COMPLETE",

"KeyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",
"CreateTimestamp": "2024-03-07T06:41:46.648000-07:00",
"UsageStartTimestamp": "2024-03-07T06:41:46.626000-07:00"

arn:aws:payment-cryptography:us-east-2:111122223333:key/pw3s6nl62t5ushfket Z 0| 7|& KeyArn
LIEILH=E 7|58l SLICt Ct& EH 0l o] 2 dE =T LICE.

ARQC A&
Example

O] ol M|of M= JCB CVNO1E A83104 Y dEl ARQCE HASLICH Ol ot Visa HIAES S
& SMO| A2 E|= 2 1tztO|E{ Q| 0|E 0] AFE ELCY.

AWS Payment Cryptography7t ARQCE A& &= U= B2 http/2000]| gHEHEILICH ARQC7 AB E|
x| f2 B2 http/400 SES gHetEfLICEH

$ aws payment-cryptography-data verify-auth-request-cryptogram --auth-request-
cryptogram D791093C8A921769 \

--key-identifier arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk \

--major-key-derivation-mode EMV_OPTION_A \

--transaction-data
00000000170000000000000008400080008000084016051700000000093800000B03011203000000 \

--session-key-derivation-attributes="'{"Visa":{"PanSequenceNumber":"01" \

,"PrimaryAccountNumber":"9137631040001422"}}"

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
pw3s6nl62t5ushfk",
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"KeyCheckValue": "@8D7B4"
}
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O|E £33 4 O|o|E & 53t= TDES, AES & DUKPT It¥ 7 St

L—I Ct. AWS Payment Cryptography MH|A XX PCI P2PEE
AR IZEEIL_||_—_|.

TranslatePin

PCIPIN ?.UH = % %x|6+ | fl5h &S AlARol= 2o Cldtolaof 7HE A XA EHE ¢l={et &
olofof &LICt et E{OldolM CIRAE R A|AE|(of: ZX HIER
SfotcdH 2 E0Idol M A8 et 712t CHE 7I1& AL 3tod EIE CHA|
Pin H32 & & 3 &l £lZ servicebbbE A& 3101 Bt 7|0 A CHE 7|2 HTI5t
7| g4tstod 0| EHIELIC o] BB AS PEH TDES, AES % DUKPT R 2 Z2 chFeh XA
2} 1SO-0, ISO-3 & 1ISO-42t Z2 El =5 4| Zho 2 HEte = J&Lich

=2 T AAH

VerifyMac

CIOIE{7} M& &0l =™HEIX| =5 ZA E{0|Z2l HIO|E{E MACE XIHE & &LICH Mac &
GenerateMacO| 1ISO-9797-1 & T 2|& 1, 1IS0-9797-1 L T 2|& 1S0-9797-13(A 00 MAC) 2 CMAC
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71eig xI#sHER 2OlEtLc
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EncryptData

DecryptData

ReEncryptData

TranslatePin

CHE diMoiME S 538 B0 &8 S5 7|18 ArE5te WHE EoiELIC 0| A2 7| AEX
53 = 2iE FI(KEK)KLICHTR-31 @4lo| 2iE 7| mtZtO/Eo| M3 E). eHEE 7I= B =
EDAME 2 B 255 BT S AFRE Dol =L =X 0|o{ok gLC.

Example

$ aws payment-cryptography-data decrypt-data --key-identifier
arn:aws:payment-cryptography:us-east-2:111122223333:key/ov6icy4ryasbzcza
--cipher-text 1234123412341234123412341234123A --decryption-attributes
'Symmetric={Mode=CBC,InitializationVector=1234123412341234}" --wrapped-key

WrappedKeyMaterial={"Tr31KeyBlock"="D0112DOTNOOEOOOOBO5A6E82D7FC68B95C84306634B000ODA4701BEIBC

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryas4zcza",

"KeyCheckValue": "QA3674",
"PlainText": "2E138A746A0032023BEF5B85BA5060BA"
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Example

$ aws payment-cryptography-data translate-pin-data --encrypted-pin-block
"C7005A4COFA23E02" --incoming-translation-

attributes=IsoFormat@="'{PrimaryAccountNumber=171234567890123}"
--incoming-key-identifier alias/PARTNER1_KEK --outgoing-key-

identifier alias/ACQUIRER_AWK_PEK --outgoing-translation-attributes
IsoFormat@="{PrimaryAccountNumber=171234567890123}" --incoming-wrapped-key

WrappedKeyMaterial={"Tr31KeyBlock"="D0112POTBOOSO000OEB5D8E63076313162B04245C8CE351C956EA4A16C(

"PinBlock": "2E66192BDA390QC6F",

"KeyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
ovbicy4ryasbzcza",

"KeyCheckValue": "QA3674"
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https://docs.aws.amazon.com/general/latest/gr/payment-cryptography.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#create-interface-endpoint
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#access-service-though-endpoint
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$ aws payment-cryptography list-keys --endpoint-url https://
vpce-1234abcdf5678c90a-09p7654s-us-east-la.ec2.us-east-1.vpce.amazonaws.com
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https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/list-keys.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpcAttribute.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateVpcEndpoint.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpcEndpoint.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#modify-interface-endpoint
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
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{
"Statement": [
{
"Action": "*",
"Effect": "Allow",
"Principal": "*",
"Resource": "*"
}
]
}
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https://docs.aws.amazon.com/payment-cryptography/latest/DataAPIReference/API_DecryptData.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_StopKeyUsage.html
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"Statement": [
{
"Sid": "AllowDecryptAndView",
"Principal": {"AWS": "arn:aws:iam::111122223333:user/ExampleUser"},
"Effect":"Allow",
"Action": [
"payment-cryptography:Decrypt",
"payment-cryptography:GetKey",
"payment-cryptography:ListAliases",
"payment-cryptography:ListKeys",
"payment-cryptography:GetAlias"
1,
"Resource": "arn:aws:payment-cryptography:us-east-2:111122223333:key/
kwapwa6bqaifllw2h"
}
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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"Statement": [
{
"Sid": "AccessForASpecificAccount",
"Principal”: {"AwWS": "*"},
"Action": "payment-cryptography:*",
"Effect": "Deny",
"Resource": "arn:aws:payment-cryptography:*:111122223333:key/*",
"Condition": {
"StringNotEquals": {
"aws:PrincipalAccount": "111122223333"
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$ aws ec2 describe-vpc-endpoints \
--query 'VpcEndpoints[?VpcEndpointId=="vpce-1234abcdf5678c90a"].[PolicyDocument]’
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principalaccount
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcEndpoints.html
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{

"Id": "example-key-1",
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Enable IAM policies",
"Effect": "Allow",
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-iam.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-iam.html
https://docs.aws.amazon.com/payment-cryptography/latest/APIReference/API_CreateKey.html
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"Principal": {"AWS":["111122223333"1]},
"Action": ["payment-cryptography:*"],
"Resource": "*"

"Sid": "Restrict usage to my VPC endpoint",
"Effect": "Deny",
"Principal": "*",
"Action": [
"payment-cryptography:Encrypt",
"payment-cryptography:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-1234abcdf5678c90a"

aws:sourceVpc 271 7|2 AF83504 VPC HIEZQIE T} Q= VPCE 7|EF2 2 AWS Payment
Cryptography 7|01 CHEt HAMAE MEHE = JU&LICH

ChS ME 7| YH20iM 7kx2 Z<0l2k AWS Payment Cryptography 7|1& ZEI5tE BYE 58&
L|Chvpc-12345678. EE8F AWS Payment Cryptography 718 A3t HZ 20 72 Z<o gt

0
233 2ol AL E = U&LIChvpc-2b2b2b2b. OHE 2|7 0|0 5tLte| VPCO|M M- S0|X|Et
#HE| 82 VPCE stLt O AEst= E2, 02t 22 HHME A8E & &Lch
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"Id": "example-key-2",

"Version": "2012-10-17",

"Statement": [

{

"Sid": "Allow administrative actions from vpc-12345678",
"Effect": "Allow",
"Principal": {"AWS": "111122223333"},
"Action": [
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"payment-cryptography:Create*", "payment-
cryptography:Encrypt*", "payment-cryptography:ImportKey*", "payment-
cryptography:GetParametersForImport*",

"payment-cryptography:TagResource", "payment-
cryptography:UntagResource"

1,
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:sourceVpc": "vpc-12345678"

}
}
1,
{
"Sid": "Allow key usage from vpc-2b2b2b2b",
"Effect": "Allow",
"Principal": {"AWS": "111122223333"},
"Action": [
"payment-cryptography:Encrypt", "payment-cryptography:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:sourceVpc": "vpc-2b2b2b2b"
}
}
1,
{
"Sid": "Allow list/read actions from everywhere",
"Effect": "Allow",
"Principal": {"AWS": "111122223333"},
"Action": [
"payment-cryptography:List*", "payment-cryptography:Get*"
1,
"Resource": "*",
}
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"eventVersion": "1.08",

"userIdentity": {
"principalId": "TESTXECZ5U9M4LGF2N6Y5:1-98761b8890c@9a34a",

"arn": "arn:aws:sts::111122223333:assumed-role/samplerole/
i-98761b8890c09a34a",
"accountId": "111122223333",
"accessKeyId": "TESTXECZ5U2ZULLHHMIG",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTXECZ5U9M4LGF2N6Y5",
"arn": "arn:aws:iam::111122223333:r0le/samplerole",
"accountId": "111122223333",
"userName": "samplerole"
},
"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-05-27T19:34:10Z",

"mfaAuthenticated": "false"

1,
"ec2RoleDelivery": "2.0"
}
3,
"eventTime": "2024-05-27T19:49:547",
"eventSource": "payment-cryptography.amazonaws.com",
"eventName": "CreateKey",
"awsRegion": "us-east-1",

"sourceIPAddress": "172.31.85.253",
"userAgent": "aws-cli/2.14.5 Python/3.9.16 Linux/6.1.79-99.167.amzn2023.x86_64

source/x86_64.amzn.2023 prompt/off command/payment-cryptography.create-key",
"requestParameters": {

"keyAttributes": {
"keyUsage": "TR31_M1_IS0O_9797_1_MAC_KEY",
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"keyClass": "SYMMETRIC_KEY",
"keyAlgorithm": "TDES_2KEY",
"keyModesOfUse": {
"encrypt": false,
"decrypt": false,
"wrap": false,
"unwrap": false,
"generate": true,
"sign": false,
"verify": true,
"deriveKey": false,
"noRestrictions": false

}
.
"exportable": true
.
"responseElements": {

Ilkeyll : {

"keyArn": "arn:aws:payment-cryptography:us-east-2:111122223333:key/

kwapwabqaifllw2h",
"keyAttributes": {

"keyUsage": "TR31_M1_IS0_9797_1_MAC_KEY",

"keyClass": "SYMMETRIC_KEY",
"keyAlgorithm": "TDES_2KEY",
"keyModesOfUse": {
"encrypt": false,
"decrypt": false,
"wrap": false,
"unwrap": false,
"generate": true,
"sign": false,
"verify": true,
"deriveKey": false,
"noRestrictions": false

I

"keyCheckValue": "A486ED",
"keyCheckValueAlgorithm": "ANSI_X9_24",
"enabled": true,

"exportable": true,

"keyState": "CREATE_COMPLETE",
"keyOrigin": "AWS_PAYMENT_CRYPTOGRAPHY",

"createTimestamp": "May 27, 2024, 7:49:54 PM",
"usageStartTimestamp": "May 27, 2024, 7:49:54 PM"
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.
"requestID": "f3020b3c-4e86-47f5-808f-14c7a4a99161",
"eventID": "b87c3d30-f3ab-4131-87e8-bc54cfef9d29",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"vpcEndpointId": "vpce-1234abcdf5678c90a",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "vpce-1234abcdf5678c90a-
0028vrvr.controlplane.payment-cryptography.us-east-1.vpce.amazonaws.com"

}
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https://docs.aws.amazon.com/cli/latest/APIReference/API_ImportKey
https://docs.aws.amazon.com/cli/latest/APIReference/API_ExportKey
https://docs.aws.amazon.com/cli/latest/APIReference/API_ImportKey
https://docs.aws.amazon.com/cli/latest/APIReference/API_GetParametersForImport
https://docs.aws.amazon.com/cli/latest/APIReference/API_ImportKey
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https://aws.amazon.com/security-incident-response/
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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AWS CLI EE= AWS APIZt S &35t ALEXRH0|H Z|A 24 HEE 588 2o = YPaLlch I chal,
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{

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
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iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",

iam:ListGroupPolicies",
iam:ListPolicyVersions",
jam:ListPolicies",

jiam:ListUsers"

]I

"Resource": "*"
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"payment-cryptography:*"
1,

"Resource": [

i

iam:ListAttachedGroupPolicies",
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"payment-cryptography:VerifyCardData",
"payment-cryptography:GenerateCardData"

1,

"Resource": [
"arn:aws:payment-cryptography:us-east-2:111122223333:key/

kwapwa6gaifllw2h"

]

}

/A Warning
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"payment-cryptography:VerifyCardData",
"payment-cryptography:GenerateCardData"

1,

"Resource": [
"arn:aws:payment-cryptography:us-east-2:111122223333:key/*"

]

1,
{

"Effect": "Deny",

"Action": [
"payment-cryptography:GenerateCardData"

1,

"Resource": [
"arn:aws:payment-cryptography:us-east-2:111122223333:key/

kwapwa6gaifllw2h"

]

}
]
}
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{

CloudTrailEvent: {
tlsDetails= {

TlsDetails: {
cipherSuite=TLS_AES_128_GCM_SHA256,
tlsVersion=TLSv1.3,
clientProvidedHostHeader=controlplane.paymentcryptography.us-

west-2.amazonaws.com

}

},
requestParameters=CreateKeyInput (
keyAttributes=KeyAttributes(

KeyUsage=TR31_B0@_BASE_DERIVATION_KEY,

keyClass=SYMMETRIC_KEY,

keyAlgorithm=AES_128,
keyModesOfUse=KeyModesOfUse(
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),

encrypt=false,
decrypt=false,
wrap=false
unwrap=false,
generate=false,
sign=false,
verify=false,
deriveKey=true,
noRestrictions=false)

keyCheckValueAlgorithm=null,

exportable=true,

enabled=true,

tags=null),
eventName=CreateKey,
userAgent=Coral/Apache-HttpClient5,
responseElements=CreateKeyOutput(

key=

Key(

keyArn=arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp,

keyAttributes=KeyAttributes(
KeyUsage=TR31_B0@_BASE_DERIVATION_KEY,
keyClass=SYMMETRIC_KEY,
keyAlgorithm=AES_128,
keyModesOfUse=KeyModesOfUse(
encrypt=false,
decrypt=false,
wrap=false,
unwrap=false,
generate=false,
sign=false,
verify=false,
deriveKey=true,
noRestrictions=false)
),
keyCheckValue=FE23D3,
keyCheckValueAlgorithm=ANSI_X9_24,
enabled=true,
exportable=true,
keyState=CREATE_COMPLETE,
keyOrigin=AWS_PAYMENT_CRYPTOGRAPHY,
createTimestamp=Sun May 21 18:58:32 UTC

usageStartTimestamp=Sun May 21 18:58:32 UTC 2023,

usageStopTimestamp=null,

2023,
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deletePendingTimestamp=null,
deleteTimestamp=null)
),
sourceIPAddress=192.158.1.38,
userIdentity={
UserIdentity: {
arn=arn:aws:sts::111122223333:assumed-role/TestAssumeRole-us-west-2/
ControlPlane-IntegTest-68211a2a-3e9d-42b7-86ac-c682520e0410,
invokedBy=null,
accessKeyId=TESTXECZ5U2ZULLHHMIG,
type=AssumedRole,
sessionContext={
SessionContext: {
sessionIssuer={

SessionIssuer: {arn=arn:aws:iam::111122223333:role/TestAssumeRole-us-

west-2,

type=Role,

accountId=111122223333,

userName=TestAssumeRole-us-west-2,

principalId=TESTXECZ5U9M4LGF2N6Y5}
},
attributes={

SessionContextAttributes: {
creationDate=Sun May 21 18:58:31 UTC 2023,
mfaAuthenticated=false

}

},
webIdFederationData=null
}
I

username=null,
principalId=TESTXECZ5U9M4LGF2N6Y5:ControlPlane-User,
accountId=111122223333,
identityProvider=null

}

iy
eventTime=Sun May 21 18:58:32 UTC 2023,

managementEvent=true,
recipientAccountId=111122223333,
awsRegion=us-west-2,
requestID=151cdd67-4321-1234-9999-dcel@d45c92e,
eventVersion=1.08, eventType=AwsApiCall,
readOnly=false,
eventID=c69e3101-eac2-1b4d-b942-019919ad2faf,
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eventSource=payment-cryptography.amazonaws.com,
eventCategory=Management,
additionalEventData={
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CH2 oMol A= AWS Payment Cryptography EncryptData & 204+ £ CloudTrail 21 &5
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{
"Records": [
{

"eventVersion": "1.09",

"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTXECZ5U2ZULLHHMJG:DataPlane-User",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/DataPlane-

Usex",

"accountId": "111122223333",

"accessKeyId": "TESTXECZ5U2ZULLHHMIG",
"userName": "",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTXECZ5U9M4LGF2N6Y5",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"attributes": {

"creationDate": "2024-07-09T14:23:05Z7",
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"mfaAuthenticated": "false"

}
}
I
"eventTime": "2024-07-09T14:24:027",
"eventSource": "payment-cryptography.amazonaws.com",
"eventName": "GenerateCardValidationData",
"awsRegion": "us-east-2",

"sourceIPAddress": "192.158.1.38",

"userAgent": "aws-cli/2.17.6 md/awscrt#0.20.11 ua/2.0 os/macos#23.4.0
md/arch#x86_64 lang/python#3.11.8 md/pyimpl#CPython cfg/retry-mode#standard md/
installer#exe md/prompt#off md/command#payment-cryptography-data.generate-card-
validation-data",

"requestParameters": {

"key_identifier": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp",
"primary_account_number": "*** Sensitive Data Redacted ***",

"generation_attributes": {
"CardVerificationValue2": {
"card_expiry_date": "*** Sensitive Data Redacted ***"

},
"responseElements": null,
"requestID": "f2a99da8-91e2-47a9-b9d2-1706e733991e",
"eventID": "e4eb3785-ac6a-4589-97al-babdd3d4dd9os”,
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::PaymentCryptography::Key",
"ARN": "arn:aws:payment-cryptography:us-
east-2:111122223333:key/5rplquuwozodpwsp"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111122223333",
"eventCategory": "Data",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "dataplane.payment-cryptography.us-
east-2.amazonaws.com"
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