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AWS Partner Central 21 1} &= oA

0f: AssociatePartnerAccount

"eventVersion":"1.08",

"userIdentity":{
"type":"IAMUser",
"principalId":"EX_PRINCIPAL_ID",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"EXAMPLE_KEY_ID",
"userName":"Alice"

3,

"eventTime":"2023-10-11T20:57:3572",

"eventSource":"partnercentral-account-management.amazonaws.com",

"eventName":"AssociatePartnerAccount",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.0.2/24",

"userAgent":"Mozilla/5.0",

"requestParameters":{
"value":"HIDDEN_DUE_TO_SECURITY_REASONS"

b,

"responseElements":null,

"requestID":"FOPAD7MAYFGV73S4T7B3",

"eventID":"fe2a5873-773c-462a-b7c8-810d224de821",

"readOnly":false,

"eventType":"AwsApiCall",

"managementEvent":true,

"recipientAccountId":"123456789012",

"eventCategory":'"Management"

AWS Partner Central 21 I} Y &5 of A 119
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0f: DisassociatePartnerUser

{
"eventVersion":"1.09",
"userIdentity":{
"type":"AssumedRole",
"principalId":"EX_PRINCIPAL_ID",
"arn":"arn:aws:iam::123456789012:role/PartnerCentralRoleForCloudAdmin-1234",
"accountId":"123456789012",
"accessKeyId":"EXAMPLE_KEY_ID",
"invokedBy":"partnercentral-account-management.amazonaws.com"
},
"eventTime":"2023-10-11T20:57:35Z2",
"eventSource":"partnercentral-account-management.amazonaws.com",
"eventName":"AssociatePartnerUser",
"awsRegion":"us-east-1",
"sourceIPAddress":"partnercentral-account-management.amazonaws.com",
"userAgent":"partnercentral-account-management.amazonaws.com",
"requestParameters":{
"partnerUserId":"005123456789012345",
"iamRoleArn":"arn:aws:iam::123456789012:role/PartnerCentralRoleForUser-1234",
"partnerAccountId":"1234567"
.
"responsekElements":null,
"requestID":"655832a6-8452-4088-9a0f-17212fa55765",
"eventID":"f7394769-4a3b-4101-9b00-ee®b86a77d89",
"readOnly":false,
"eventType":"AwsApiCall",
"managementEvent":true,
"recipientAccountId":"123456789012",
"eventCategory":'"Management"
}
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S RURE
1. 1AM &0 2aelgLct.
CH M| A B E|(Access management)0l| A Z2H(Policies)2 MEIEHLICH
3. HM UMHE MEIStD JSONS MEHSH CHF O HAME FI7HE U Ct
JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "CreatePartnerCentralRoles",

"Effect": "Allow",

"Action": [

"iam:CreateRole"

1,

"Resource": [
"arn:aws:iam::*:role/PartnerCentralRoleForCloudAdmin*",
"arn:aws:iam::*:role/PartnexCentralRoleForAce*",
"arn:aws:iam::*:role/PartnerCentralRoleForAlliance*"

]

},
{

"Sid": "AttachPolicyToPartnerCentralCloudAdminRole",

"Effect": "Allow",

"Action": "iam:AttachRolePolicy",

"Resource": "arn:aws:iam::*:role/
PartnerCentralRoleForCloudAdmin*",

"Condition": {
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"ArnLike": {
"iam:PolicyARN": [
"arn:aws:iam::*:policy/
PartnerCentralAccountManagementUserRoleAssociation",
"arn:aws:iam::*:policy/AWSPartnexCentralFullAccess",
"arn:aws:iam::*:policy/
AWSMarketplaceSellerFullAccess"
]

"Sid": "AttachPolicyToPartnerCentralAceRole",
"Effect": "Allow",
"Action": [

"iam:AttachRolePolicy"

1,
"Resource": "arn:aws:iam::*:role/PartnerCentralRoleFoxrAce*",
"Condition": {

"ArnLike": {
"iam:PolicyARN": [
"arn:aws:iam::*:policy/
AWSPartnerCentralOpportunityManagement",
"arn:aws:iam::*:policy/
AWSMarketplaceSellexOfferManagement"
]

"Sid": "AttachPolicyToPartnerCentralAllianceRole",
"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/PartnerCentralRoleForAlliance*",
"Condition": {
"ArnLike": {

"iam:PolicyARN": [
"arn:aws:iam::*:policy/AWSPartnexCentralFullAccess",
"arn:aws:iam::*:policy/

AWSMarketplaceSellerFullAccess"

]
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}
},
{
"Sid": "AssociatePartnerAccount”,
"Effect": "Allow",
"Action": [
"partnexcentral-account-management:AssociatePartnerAccount"”
1,
"Resource": "*"
},
{
"Sid": "SellerRegistration",
"Effect": "Allow",
"Action": [
"aws-marketplace:ListChangeSets",
"aws-marketplace:DescribeChangeSet",
"aws-marketplace:StartChangeSet",
"aws-marketplace:ListEntities",
"aws-marketplace:DescribeEntity"
1,
"Resource": "*"
}
]
}
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/PartnerCentralAccountManagementUserRoleAssociation.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/PartnerCentralAccountManagementUserRoleAssociation.html
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSMarketplaceSellerOfferManagement.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSMarketplaceSellerOfferManagement.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSMarketplaceSellerOfferManagement.html
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSPartnerCentralOpportunityManagement.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetcustom.html#permissionsetsinlineconcept
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "partnercentral-account-management.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html#roles-creatingrole-user-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html#roles-creatingrole-user-console
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"Version":"2012-10-17",
"Statement": [
{

"Action": [

"aws-marketplace:
"aws-marketplace:
"aws-marketplace:
"aws-marketplace:
"aws-marketplace:
"aws-marketplace:

1,

"Effect": "Allow",
"Resource": "*",
"Condition": {
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SearchAgreements",
DescribeAgreement",
GetAgreementTerms",
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DescribeEntity",
StartChangeSet"
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"StringEquals": {
"aws-marketplace:PaxtyType": "Proposer"
},
"ForAllValues:StringEquals": {
"aws-marketplace:AgreementType": [
"PuxrchaseAgreement"
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