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Set up device: Name
Specify name Configure Download file Power on Done
' What do you want to name your device? info
We'll help you set up your -
dEViCE rovide a unique name. You can't edit this name later
my-appliance
Description - Optional
Application development and testing.
The description an ha 28 |
¥ Tags - Optional
, ,l an
You'll use the name to find and identify your device later, so pick Key
something memorable and unigue. The optional description and Q, asset_tag W
tags make it easy to search and select by location or other
Ll th_at yl'_l?u supply. Value - optional
Q, 1234ABCD X
Exit Previous m
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10. Al&sted™ ChES MEELICH

Set up device: Plug in USB device and power on

© © © ® O

Specify name Configure Download file Power on Done

. Plug in the USB storage device, cables, and
P[ng the USB Storage device power on your device infe
and cables in’ and power on Now plug the USB storage device with the configuration file into

your device. Plug in the power cable, ethernet cable (if you're
using that connection type), and press the power button to
finish the initial set up.

The lights will flash for a few moments while the device reads
the configuration and connects to your on-premise network.
MNext the device will automatically establish a secure connection
to your AWS account in the cloud, and all further status and
device settings are then managed from the AWS Panorama
console.

| () Your appliance is now connected and online.

The configuration file is read from the USB storage device when
the device is first powered on. The device connects to your on-
premise network, and then establishes a secure connection to
your AWS account in the cloud. Further management of the
device is done from the AWS Panorama console.

Exit Previous m

= AL T ot70|E et HIERT T4 THUE K2 S Ats
Ch @1Z0| 2= x| 0{Z2t0|HA S| HEf EAISO| =240 A ot
H

AWS Panorama 0{Z2t0|A S8 2 717



AWS Panorama FHEERE FLHA

o{Zzlo|oiA AZ EQ|o] ¢ago|lE

AWS Panorama 0{Z 20| A 0= Linux 24 A, AWS Panorama Application SDK, X|#El= A

_l-I_JI-_

B HIX 2lol=aie] 2 TalQlYTE HIRE of AT EQ o] 74 2471 &L ofZ2tol2iA0]

M2 7SI B EIAOIMS ASY £ TS 524X il F YUCIOIET} MTE Mot AZEY
018 YT0I= BHAIAIS.

il B

O1ZZt0|UA A ZEQ0{E YOI EstE{H

1. AWS Panorama 2& C|HIO|A H|O|X|& ]L|C}.
0{Z 20|

Ad

A8 Mg

I'

dHs M
E:

11
o

L|C

LD
o

AAE AZ ERQJ0{0 AZER0] UOIO|E MX|IE MEHFFLICE

System software Install software update

Version

4.1.34

Updated date
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Add data source

Camera stream details info
Mame

exterior-south
Description - optional

Stream 2 - 720p
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Subsystemg &4 %|5+0{ Ubuntu®t Bash2| Windows & & HH™E2 7tX{ZLICt. Windows0i| A 7Hgh &F
2 MASte ol E20| Z25H Windows0l| A 7Heh 2728 MXE BRI AA|IL.

”E
5

O Z2|A 0| HiZ 37| 17


https://docs.microsoft.com/en-us/windows/wsl/install-win10
https://docs.microsoft.com/en-us/windows/wsl/install-win10
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Python2| THZ|X| & Z|X+2I pipE AF& 304 AWS Panorama OHEZE|AO|ME T stn =7 E MRIE
= RU&LICH oFE Python AFE S0|2tH =4 HHZ EXISHAAIL. Python 32 AFE5t1 pipe AFE
Stx| 2f= B2 24 MA el miZ[X| ZEIRIE ALE 5104 pipE A XI5t7LE pip2t &7 M3 El= M HA
9| Python2 MRISHMAIL.

O| Ak& Mol M= Dockerg At&35t04 ofZ (710l T EE A5t ZE|O[L{E 2 =8 LICt Docker
2l AtO|E 0| A Docker A %|: Docker CIHR2 2 E

0| Xt& Mol = AWS Panorama Application CLIE AF&35104 MEZ oOEZZ|FAHIO|MHE 7IX 1, Il 7|
X|E d=35tn, olE[HE S YZ =8 L|CH AWS Panorama Application CLIE AWS Command Line
Interface (AWS CLI)E AFE35t0{ MHH|A API 2fdE S E8LICE 71 0|0| /e B2 2| HEHSE
AWS CLId28llo|=gfL|Ct. AWS Panorama Application CLI 2/ M %|5t2{HE AWS CLIAFS &L
Ctpip.

$ pip3 install --upgrade awscli panoramacli

HE oEE|7H0|ME T2 2 =501 ZF Y G0l F

M
Q'I_l
>
>
to

- MEZ o Z2|710|d — aws-panorama-sample.zip

HME oiZ2|7 0| 7Hri=27|

HHEHAM AL E ME ol Z2|7H0|MHE 7224 AWS Panorama Application CLIE AFE5HAIA|L.
oHEE|Ao|Me| ECHet DL THAEN = A2l EAIRF HE HEol Cet & E7F Zetklof AU&LCH A
M HE 2 YO|0|ESE{™ panorama-cli import-application HHEE A AAIL.

aws-panorama-sample$ panorama-cli import-application

packages C|HE2|2| SAMPLE_CODE I{Z|X[0ofl= o E 2|70 7|8t O|O|X| panorama-
applicationE& At&3dt= Dockerfile2 HIR & o E2[7|0|Mel Z =2 40| S04 JU&LICH o{Ezet
OlHA MM A™-E|= o E 2|71 0| ZE|0|L{E LE3I2d™ panorama-cli build-container &
HE ASFHAAIL.

aws-panorama-sample$ ACCOUNT_ID=$(aws sts get-caller-identity --output text --query
'Account')

aws-panorama-sample$ panorama-cli build-container --container-asset-name code_asset --

package-path packages/${ACCOUNT_ID}-SAMPLE_CODE-1.0

ME ofZ2|7io|M 7HK{27] 18


https://www.python.org/downloads/
https://docs.docker.com/get-docker/
https://github.com/awsdocs/aws-panorama-developer-guide/releases/download/v1.0-ga/aws-panorama-sample.zip
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AWS Panorama Application CLI2| OFX|2 EHAl= o Z2|7io|Me| ZEQ} TH L EE SE6 1 M
HIAMM MZ25t= Amazon S3 HMA ZOIEN| AHME P2 ESH= ZdQUL|CH AHdtol= 2 71
Ol olOlx], =& X ZfZfof Cieh dEAF mtdol 2 ELICH =E& SSstn ofdlE U=
panorama-cli package-application BH2

aws-panorama-sample$ panorama-cli package-application

Uploading package model

Registered model with patch version
bc9c58bd6f83743f26aa347dc86bfc3dd2451b18f964a6de2cc4570cb6f89119

Uploading package code

Registered code with patch version
11fd7001cb31eab3df6aaed297d600a5ectf641a987044a0c273c78ceb3d5d806

OZ 2|70 HH=
AWS Panorama 2&2 AF2504 O 2|7 0/44E 0{Z2}0[QI A0 HIZ 5 AIAIR.

ofZ2|7 0[S HiZstedH

[e][]

1. AWS Panorama 2% H{EZ OjZ2Z|7|0|M m|0|X|E JL|C}.
2. OHEZ2|7o|M HiZE MEHSHL|CT,

3. OHEZZ|7o|M DL HAES| ERIX graphs/aws-panorama-sample/graph.jsong HAE
HE 7o 2o{&LICt Next(ChZ)E ME4FLICE

4. OHEE|7 0|4 BEO| aws-panorama-sample 238 L|C},

5. HHEZ TS MEAFHLCH

6. HHZE A|ZFS MEAEFL|CE.

7. JES MESHK| o1 OS2 MENELICH

8. LC|HIO|A MEHS MEASH CHZ 0{ZEI0|HAE MEHFFLICH Next(CHS)E MEHEFLICE.

9. OIO|E & MEA EHAMIM 3] 27|8§ MEiStT stHE2t AERIE CIO|E &A 2 FIHELICH
Next(Ct=)& MEHELICH

10. 74 HAHOIM CHES MEighLC

11. HHZE MEHE O R & MEIELICE

12. HiZE! o Z 2|7 0| FE 0of| A aws-panorama-sample2 ME{EFL|CH.

UCIO|EE <l Ol HO|X|E ME TX|7HLI CHE AT RIEE AHE5t0 BHEM HIZE ZLIEHT

SHAAI2.

OHZ2|7|0[M HHZ 5


https://console.aws.amazon.com/panorama/home#deployed-applications
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THERE QLA

Example monitor-deployment.sh

while true; do

aws panorama list-application-instances --query 'ApplicationInstances[?Name=="aws-
panorama-sample ]
sleep 10
done

"Name": "aws-panorama-sample",

"ApplicationInstanceId": "applicationInstance-x264exmpl33gq5pchc2ekoi6uu
"DefaultRuntimeContextDeviceName": "my-appliance",

"Status": "DEPLOYMENT_PENDING",

"HealthStatus": "NOT_AVAILABLE",

"StatusDescription": "Deployment Workflow has been scheduled.",
"CreatedTime": 1630010747.443,

"Arn": "arn:aws:panorama:us-west-2:123456789012:applicationInstance/

applicationInstance-x264exmpl33gq5pchc2ekoibuu”,

"TagS": {}

"Name": "aws-panorama-sample",

"ApplicationInstanceId": "applicationInstance-x264exmpl33gq5pchc2ekoi6uu’

"DefaultRuntimeContextDeviceName": "my-appliance",
"Status": "DEPLOYMENT_PENDING",
"HealthStatus": "NOT_AVAILABLE",

"StatusDescription": "Deployment Workflow has completed data validation.

"CreatedTime": 1630010747 .443,
"Arn": "arn:aws:panorama:us-west-2:123456789012:applicationInstance/

applicationInstance-x264exmpl33gq5pchc2ekoibuu”,

n
7’

1
7’

1
7’

"Tags": {3}
}
2l7lo|M0] A E|X| ot 7 Amazon CloudWatch LogsOllA OHZ 2|70 2! C|HIO|A 2
EQISHMAI2

OHZ2|7|0[M HHZ
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2|70l 3

AWS Panorama THErFRF OFLHA
z2 s
HiZ7t 2t 2 =T o Z2|710[440]| H|C|R AER MEIE AlEst 238 CloudWatch2 2-iLICH.
HeH
4 O[X|E uict.
X o{ECto|¢A 2O 8 HOE = UGLITH

CloudWatch LogsHlM 218
'TERM'

CloudWatch 23 249|213 a8

1.

2. =18
« C|HFO|A 21 - /aws/panorama/devices/device-id

CtS 2 &0i A AWS Panorama O =
- OZ2|70|M 232 - /aws/panorama/devices/device-id/applications/instance-
INITIALIZING APPLICATION

## ENVIRONMENT VARIABLES
'/usr/local/sbin:/usr/local/bin:/usx/sbin:/usxr/bin:/sbin:/bin

id

podman'...}
Configuring parameters
Configuring AWS SDK for Python

2022-08-26 17:43:39 INFO
Initialization complete
epoch length: 160.183 s (0.936 FPS)
805.597 ms

120023.984 ms
1065.129 ms

2022-08-26 17:43:39 INFO
149813.972 ms

container
PROCESSING STREAMS

{'PATH'
xterm'
2022-08-26 17:43:39 INFO
2022-08-26 17:43:39 INFO
2022-08-26 17:43:39 INFO
2022-08-26 17:43:39 INFO
2022-08-26 17:46:19 INFO
2022-08-26 17:46:19 INFO
2022-08-26 17:46:19 INFO
2022-08-26 17:46:19 INFO
2022-08-26 17:46:19 INFO
2022-08-26 17:46:29 INFO
2022-08-26 17:46:29 INFO
2022-08-26 17:46:29 INFO

avg inference time
max inference time
avg frame processing time
max frame processing time
epoch length: 10.562 s (14.202 FPS)
7.185 ms
15.693 ms
66.561 ms
123.774 ms

avg inference time
max inference time
avg frame processing time
max frame processing time
S A2
= o
=
I_

218 HDMI #|0| &

2022-08-26 17:46:29 INFO
2022-08-26 17:46:29 INFO
[lo|Me| HIC|2 E3i2 2
Zz70|M2 AEETF20% O|&el 2
"tiger shark"
Ilcockll Ilhenll’

OHEZ
Ch. 7|2Xo 2 O E
Example squeezenet_classes.json
"great white shark"
stingray",

"goldfish"
electric ray

["tench"
"hammerhead"

ostrich"

21

aE

24
==

1}


https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/squeezenet_classes.json

AWS Panorama FHEERE FLHA

"brambling", "goldfinch", "house finch", "junco", "indigo bunting",
"robin", "bulbul", "jay", "magpie", "chickadee", "water ouzel",
"kite", "bald eagle", "vulture", "great grey owl",

"European fire salamander", "common newt", "eft",

"spotted salamander", "axolotl", "bullfrog", "tree frog",

ME Ddof= B2 52, 24, LBt JIME X & EF 1,000702] E2iA7F J&LICH FHHIEIE Z|2ELE
FHI|EtE 71217 EAAIL

coffee mug (24%)

CreSE 2ol ME OHEC(FOIM2 ZHEE ER REE MSY LI ZH2 Zt SiA0l HE HES
Sofl e Hids S LICH A oiZ2[FHoldo M= Cratad E340| /= A x| 2EE H A5
MSELICH o SE8 ZES AH835t= ME oHEZEZ|A oMol chsi M= ME ofZE 70|, AT RIE,
HEXE HESHUAIR
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SDK for Python AlE

2 & AF83+04 Amazon CloudWatch AWS SDK for Python (Boto) 2 X|EE M&E
A3t5teH o E 2|7 0| Mo X|E ME HEHE Roiste J&E S M5t Qg ol

T

r
oII

—

ME o E2[7o|Moll= st Mol /e JEE Md5t= AWS CloudFormation B Z 30| Z & &
04 Ql&LIct &2 PHEE4™ aws cloudformation deploy BHEE AFSFIAAIL.

$ aws cloudformation deploy --template-file aws-panorama-sample.yml --stack-name aws-
panorama-sample-runtime --capabilities CAPABILITY_NAMED_IAM

of Z 2|7 0|4 XHHH £ 5t2{H

1. AWS Panorama 2% H{{%Z o ZZ|7|0|M H|0|X|E L|C}.

ofZE2|7 0| E MEfErLICE.

HHE71E MEfEFLICEH

w0 D

OHZ2|7|0|M HiZ THAHIE t2 &L Ct. IAM 238 K| %]
O|§ 0| aws-panorama-sample-runtime® A|&35tE= ?:H‘— o1 |c}.

_I_
>
o oto
pal
N
0z
0x
rok
192
ok
mjo
x
gl
9'|_|
r
ful

5. HiZ7} 2t %|™H CloudWatch 2£ & Y€1 AWSPanoramaApplication LA O|AM X|E
E FolgfL|ct. 150=Z 2| lotCt o ZE2|7H0|M2 =Y X2 & FE Alztol CHE X|EE 7|85t
U2 =gt

Si=

HE ofZ 2|7 0| 2t g 2t 28t H AWS Panorama 2 £ At&36to4 o{E2t0[AA0 M SHE OHE
2l70|ME MHE = JU&LIch

0{Zcto|AA0{A of Z2|70|MHE M| 7HstE{H

1. AWS Panorama 2£ H{ % o ZZ|7|0| M H|0|X|& JLICt.

2. OfEZ[7loldE MEFLICH
AFT

3. ClHIO[A0M A ME MEYFFLICH

SDK for Python A& 23


https://console.aws.amazon.com/panorama/home#deployed-applications
https://console.aws.amazon.com/cloudwatch/home#metricsV2:graph=~();namespace=~'AWSPanoramaApplication
https://console.aws.amazon.com/panorama/home#deployed-applications
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AWS Panorama OZ 2|7 0| 7Het

ME off Z2|70|M42 AWS Panorama OHEZ 2|7|0|M 7= 0f CH3H HiR= Ol AR E £ 2 oOHE
Aol Mg KAl OHE 2[F0| M| A|IZIHo 2 AIEE 5= l&LCE

Ct= Ctolo{2 72 AWS Panorama O1Z2t0[1A0M AME|= OHEE|Z0|MO =2 FTHE QAE R
o{F L|Ct. ofZ 2|7 0| Z == AWS Panorama Application SDKE AL& 304 O|0O|X|E 7}7(4 o2

o 85 X Eohx|gh ZHof X AMAE = glELICH ofEE|7o|Md2 AZE ClaEeolof HIC|
QE Etx|Bt 24 UHER A 2/F 2 o|0|X| CIOIEHE M&etx|le &LCh

Sample application

On-premises

,jTr: AWS Panorama Appliance

3 __

BY Amazon Web Services cloud
AWS Panorama SDK

111 Display
QIT AWS Panorama
@ Telemetry s
TTITIT | |£}| |
Application code Model Logs Amazon CloudWatch

O| oflM|ofl A ofZ 2|7 0|42 AWS Panorama Application SDKE AFE35t04 FIHIZI 28 E H|C|2 =8|
2 7t 21, HIC|2 C|o|EE Mx2lstn, A E ZX|ste AFE HI™ 222 HIO|EHE M&EL
Ct. ol Z 270|442 0{Z 20|14 0] Q1ZAE HDMI C|AZ B 0lol| ZE EA|ELICY.

IP cameras

Sections
« OHEEZ|A0|M OHLIHAE

. ME jBEIAHOIMS ASS WE

. 5'-1-U-E-| HlX-I EE o=|

« O[OX[ AP M2

« SDK for Python2 &¢&t X|E HELC
o CI= CHA|

OHZ 2|70l 7Hgt 25
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OHZ 2|7{o|MH DU A E

£ graphs £H9| graph. jsonO|2tE O Q| TtUIL|CH DHLHAEE=
0

ofZ (70l oL |m| &
2 ofE27oldel 1 RAE HolgfL

7[x], &, AX|<t

E
k=1
—

f7|x|= oiE2|F ol Z =, 2, Fioi2t & C|AZ8|01E fIFF 2, 74 & Hio[L 2| Thd L.
HE o Z (70|22 4712 T 7|XIE AL ELICE.

Example graphs/aws-panorama-sample/graph.json - Il 7| X|

"packages": [

{
"name": "123456789012::SAMPLE_CODE",
"version": "1.0"

b

{
"name": "123456789012::SQUEEZENET_PYTORCH_V1",
"version": "1.0"

b

{
"name": "panorama::abstract_rtsp_media_source",
"version": "1.0"

b

{
"name": "panorama::hdmi_data_sink",
"version": "1.0"

}

1,
Mg F W7|X|l= o ZEE[AH 0| L2l packages CIHEE|MM Ho|ELICt 0{7|0f= O] ofZ 2|7 0|4
ot ptEE I cet REO| E0{ JU&LICH CHE & I Z|X|= AWS Panorama MHE|A0|A XS 5t= gt

FtH2F L CIAZER|o] THZ|X|LICH abstract_rtsp_media_source I{7|X|= HiE S0i R 2
& £ U= FtHELS] X2l EAIRFLICH hdmi_data_sink W7|X|E & %|e| HDMI £2f 7HHEE Lt

== mj7[x[oi cHet QIE{m| oA 2 EF ofLI2t HiZ Al R elstE 7| ZLE 7HE & = HITZIK]
metojeuct ZE 3 29 mf7[X[s U £3E X 2
£ HolgfLict 2lEmo|A& = HIC|2 2EZO|HL d=, #E
A& LICH

0 £ £0{, code_node === SAMPLE_CODE I{j7|X|2| QIE{H|O|AE &= EFL|CE.

OHZZ|AH 0| OiLHAE 26
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"nodes": [
{
"name": "code_node",
"interface": "123456789012::SAMPLE_CODE.interface",
"overridable": false,

"launch": "onAppStart"
I

o| QIE{m|o|AE 7| K| 714 T package. jsonol & o|z|of Q&LICE O] RQIE{H0|AE THF|X]
7} H{EL|A 2Z0|H video_inO|2t= HIC|2 AEZT} thresholdEte B A4 X2 o=
o2 =t X|getL(ch £t o] IE{H|0|A= CIAER|Olof HIC|RE £33517] {8 Z =0
video_outO|2t= O|E2| HIC|R AER| HIH7} 2o e XI™ELICt

[ |

Example packages/123456789012-SAMPLE_CODE-1.0/package. json

"nodePackage": {
"envelopeVersion": "2021-01-01",
"name": "SAMPLE_CODE",
"version": "1.0",
"description": "Computer vision application code.",
"assets": [],
"interfaces": [

{
"name": "interface",
"category": "business_logic",
"asset": "code_asset",
"inputs": [
{
"name": "video_in",
"type": "media"
},
{
"name": "threshold",
"type": "float32"
}
1,
"outputs": [
{
"description": "Video stream output",
"name": "video_out",

"type": "media"

OHZZ|AH 0| OiLHAE 27
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OHZ 2|71 0| OHL|HAEO|M camera_node === 7tHEte| HIC|Q AE RIS LIEFALICE 047]0f
= OHEE2|7|0|ME =& [ &0 LtEtLE ClZ T 0|E{7F X't E[0o] /0] 72t AERIZ MEASH
2= MIAIX|I7F EAIELICE

Example graphs/aws-panorama-sample/graph.json - 7}HEI ==

"name": "camera_node",
"interface": "panorama::abstract_rtsp_media_source.rtsp_vl_interface",
"overridable": true,
"launch": "onAppStart",
"decorator": {
"title": "Camera",
"description": "Choose a camera stream."

iy

I2t0/E =E threshold_parame= OHEEI70|MH ZE0M AFBSHE AMEIT AIZL TEt0IEHE
OfgtLIC 7|E2Zt2 600|H HHE Sof MAEHE £ &Lt

(Al

Example graphs/aws-panorama-sample/graph.json— ItZ2t0/E = E

{
"name": "threshold_param",
"interface": "float32",
"value": 60.0,
"overridable": true,
"decorator": {
"title": "Confidence threshold",
"description": "The minimum confidence for a classification to be
recorded."
}
}

OHZZ|AH 0| OiLHAE 28
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CZtHEte| HIC |2 AE

OHZ2|A0|M OiL|HAE 9| OFX|2 MMOl edges= = E ZH 94 E BHELICH
2o AAZL oEt0lEHE 2 E 29| 3o H4E|n I E L E9| H|C|R £3i2 C|AED|olo] 1A
ElLict,

Example graphs/aws-panorama-sample/graph.json — S|

"edges": [
{
"producer": "camera_node.video_out",
"consumer": "code_node.video_in"
b
{
"producer": "code_node.video_out",
"consumer": "output_node.video_in"
b
{
"producer": "threshold_param",
"consumer": "code_node.threshold"
}
]

ME fEEIF OIS AR R WUE

HME o Z2|70|ME RtA| o EEIFHO|Me| AR Ho = MEE £ A&LICH

Zt mf7|x|ef o|&2 AEolA ZRatoF FLICH AE L EP% AERt2E B7H code EEE model 2 A
Hh 7| X| O|& S F%oFE B2 HizE m W7[x| HHo| AR E + U&LICH 2= WF[X|2| O|FS
OZE(7[0|ME LIEILHE OIE 22 HBMAIL.

FE m7|X|e| o|E& HAE5IE{H

—

m7|X| £ 0| ¥4: packages/123456789012-SAMPLE_CODE-1.0/.
CtZ |x[oAM ZHZ|X| O|F S UCIO|ESHMAIL.

N

- OjZ2|#H 0| OfL|HAE - graphs/aws-panorama-sample/graph.json
« I{7|X| 7+ — packages/123456789012-SAMPLE_CODE-1.0/package. json

« lIC A3 2E —3-build-container.sh

HE ofE2|F0|ME AL E = 29
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THERE QLA

ofZ2|7|o|Mel ZEE YHO|0|EstEdH

3
4.
)
6

EO|L1E Y=35t2d™ 3-build-container.shE A& AAIL.

aws-panorama-sample$ ./3-build-container.sh
TMPDIR=$(pwd) docker build -t code_asset packages/123456789012-SAMPLE_CODE-1.0
Sending build context to Docker daemon 61.44kB
Step 1/2 : FROM public.ecr.aws/panorama/panorama-application
---> 9b197f256b48
Step 2/2 : COPY src /panorama
---> 55c35755e9d2
Successfully built 55c¢35755e9d2
Successfully tagged code_asset:latest
docker export --output=code_asset.tar $(docker create code_asset:latest)
gzip -9 code_asset.tar
Updating an existing asset with the same name

{
"name": "code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"98aaxmpllclefb4cde5acl3bd3be5394e5d17064beccee963b4095d83083¢c343.tar.gz",
"descriptorUri":
"1872xmpl129481edd53c52e66d6af8b030f9eb69b1168a29012f01c7034d7a8f. json"
}
]
}

Container asset for the package has been succesfully built at ~/aws-panorama-

sample-dev/
assets/98aaxmpllclef64cde5acl3bd3be5394e5d17064beccee963b4095d83083c343.tar.gz

CLIE= assets ZEH0|A] O|™ ZIE|O|L] RI&tE RIS 2 AMX|5H D 7| K| 4 E UO|O|EE L
Ct.

I 7|X|E YZE35I2dH 4-package-application.pyE A& AAIL.

AWS Panorama 2& H{E offZ2Z[7{[0|M m|0|X|E dL|C}.

of 2|7 0|ME MEfELICE.

HH71& MEfErLICH

HE ofZEE|F0|ME AT HE

30


https://console.aws.amazon.com/panorama/home#deployed-applications
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7. OHEC|F 0| HiZ EAE =& LICE 28t 42 ofE2|7iolHd ofLHAE, FtH et AER &

=
£ Let0[EE HEE = A&LICH

HFE HIE 2Y WY

OHZ2|7[0|Mol|= HFE HIT 20| ZF /o] UELICH AHA ZHE MEStE{H ZH =0
T2 £H35t 11 AWS Panorama Application CLIE AI&35l04 ZEE XHMOZ 7HKHQAAL.

r

C}S 0 Al= MXnet SSD ResNet50 Z 2 M StH, | Ol 22 o] dHEA2| GitHub Z|ZX|EE]
ssd_512_resnet50_v1_voc.tar.gz0| A CI2 2 T A& LY.

0
m% 0o

HME o E2(7Holde| RS HESHE{H

1. ZEo &A mF7|X| EEHO| 0|2 HEFLICEH o E 0
packages/123456789012-SSD_512 RESNET50_V1_V0C-1.0/2 HHZEgLICt
2. CIZ /x| zf7|X| O|§ 2 UOIO|ESAAIL.

« OHEZZ|70|M ODHL|HAE — graphs/aws-panorama-sample/graph.json

« I§7|X| 44 - packages/123456789012-SSD_512 RESNET50_V1_V0C-1.0/
package.json

3. m7|X| £ mtYU(package.json)ollAl. assets (2 Bl HIPZ #4Z88LICH

"nodePackage": {
"envelopeVersion": "2021-01-01",
"name": "SSD_512_RESNET50_V1_vocC",
"version": "1.0",
"description": "Compact classification model",
"assets": [],

4. WF|X| dHBX mt(descriptor. json)E FLICt framework & shape 7t &0 A &
HIOIESIAAI2.

"mlModelDescriptor": {
"envelopeVersion": "2021-01-01",
"framework": "MXNET",

"inputs": [

{
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"name": "data",
"shape": [ 1, 3, 512, 512 ]

1,3,512,512& 2Eo| ¢l2do Z dt= o|O|X| (1), Z o|O|X|e| ZHED (3-- 7t =
, ItetAy o|0|X| 27((512 x 512)& LIEFHLICH HiE Q| gt =M= 2=&otct CHELICh.

5. AWS Panorama Application CLIE At&35t0{ 2= 7tX{ZL|Ct. AWS Panorama Application CLI
DE A MHX IUE 1 RE 0|§0| U assets E2C{0| SAS D I7|X| FH S LHIO|E

aws-panorama-sample$ panorama-cli add-raw-model --model-asset-name model-asset \
--model-local-path ssd _512_resnet50_v1_voc.tar.gz \

--descriptor-path packages/123456789012-SSD_512 RESNET50_V1_V0C-1.0/descriptox.json
\

--packages-path packages/123456789012-SSD_512_RESNET50_V1_V0C-1.0

{
"name": "model-asset",
"implementations": [
{
"type": "model",
"assetUri":
"blal589afe449b346Ff47375c284a1998c3e1522b418a7be8910414911784cel. . tar.gz",
"descriptorUri":
"a6a95089531393f182f05f8beaa86b83325f4a535a5928580273e7fe26f79e78. json"
}
]
}

6. DEES URZE=35t2{M panorama-cli package-application2 A& AAIL.

$ panorama-cli package-application

Uploading package SAMPLE_CODE

Patch Version 1844d5a59150d33f6054b@4bac527a1771fd2365e05f990ccd8444a5ab775809
already registered, ignoring upload

Uploading package SSD_512_RESNET50_V1_VOC

Patch version for the package
244363c74d01e082ad012ebf21e67eef5d81ce@desdbadlae2b69dObc498c8fd

upload: assets/

blal589afe449b346Ff47375c284a1998c3e1522b418a7be8910414911784cel.tar.gz to
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s3://arn:aws:s3:us-west-2:454554846382:accesspoint/panorama-123456789012-
wcbbmbeishfasissz5jefhx
63a/123456789012/nodePackages/SSD_512_RESNET50_V1_VOC/binaries/
blal589afe449b346ff47375c284a1998c3e1522b418a7be8910414911784cel.tar.gz
upload: assets/
a6a9508953t393f182f05f8beaa86b83325f4a535a5928580273e7fe26f79e78. json to

s3://arn:aws:s3:us-west-2:454554846382:accesspoint/panorama-123456789012-
wce6bmbeishf4asissz5jefhx63
a/123456789012/nodePackages/SSD_512_RESNET50_V1_VOC/binaries/
a629508953t393f182f0@5f8beaa86b83325f4a535a5928580273e7fe26f79e78. json

{
"ETag": "\"2381ldabba34f4bc@100c478e67e9ab5e\"",
"ServerSideEncryption": "AES256",
"VersionId": "KbY5fpESdpYamjWzZ@YyGgHo3.LQQWUC2"
}

Registered SSD_512_RESNET50_V1_VOC with patch version
244263c74d01e082ad012ebf21e67eef5d81ce@destdbadlae2b69dObc498c8fd

Uploading package SQUEEZENET_PYTORCH_V1

Patch Version 568138c430e0345061bb36f05a04al1458ac834cd6f93bf18fdacdffb62685530
already registered, ignoring upload

~
o

HE2|7o|MM I EE UCIO|ERLICH CHREES| ZIE= MAISE = /JU&LIch 22 S 2
El A== process_results HIM=o0] Q&LICH

def process_results(self, inference_results, stream):
"""Processes output tensors from a computer vision model and annotates a
video frame."""
for class_tuple in inference_results:
indexes = self.topk(class_tuple[@])
for j in range(2):
label = 'Class [%s], with probability %.3f.'%
(self.classes[indexes[j]], class_tuple[@][indexes[j]])
stream.add_label(label, 0.1, ©0.25 + 0.1*j)

2eof 2t preprocess HAMEE AC|O|ESHoF & == AU&LICtH

olO|X| AFH el

ofZEl7olMd2 o|0lx|E 2= 27| ™o o|0|x|e| 27|& Z=Hst M4 O|0|EE H&hstod
FE S ZHIgLUCH ol Z2(7Holdo] AEstE ZEo= & Hmi 2olo2] &l H—’F—QF ARt F Al
7Ho| Mat Mol U= 224 x 224 A O|0O|X|7t ERELICH OHEE|FH 0|2 2 M4 72 00iA1 1 Al

o|0Ix| AbH ®E| 33
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def preprocess(self, img, width):
resized = cv2.resize(img, (width, width))
mean = [0.485, 0.456, 0.406]
std = [0.229, 0.224, 0.225]
img = resized.astype(np.float32) / 255.
img[:, :, 0]
img_b = img[:, :, 1]
img_c = img[:, :, 2]
# Normalize data in each channel
img_a = (img_a - mean[Q]) / std[0]
img_b (img_b - mean[1]) / std[1]
img_c (img_c - mean[2]) / std[2]
# Put the channels back together
= [[C1, 01, [1]1]
x1[0][0] img_a
x1[@0][1] = img_b
x1[0]1[2] = img_c
return np.asarray(xl)

img_a

ol ZzMAE 02 S&ez 3 oF 7is Helel 22 22 MSELICH ol E&E 2 YAo|x|E
DEnich oHE & e 1S ClolE MELQ| o|O|x|of ME &= MA 2|k UXIEfLICH
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M E o £2[7 0|42 SDK for Python2 At&3+0{ Amazon CloudWatchoi| X| &

Example application.py — SDK for Python

def process_streams(self):
"""Processes one frame of video from one or more video streams."""

logger.info('epoch length: {:.3f} s ({:.3f} FPS)'.format(epoch_time,

epoch_fps))
logger.info('avg inference time: {:.3f} ms'.format(avg_inference_time))
logger.info('max inference time: {:.3f} ms'.format(max_inference_time))
logger.info('avg frame processing time: {:.3f}

ms'.format(avg_frame_processing_time))
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/application.py
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/application.py

AWS Panorama

THERE QLA

logger.info('max frame processing time: {:.3f}
ms'.format(max_frame_processing_time))

self.inference_time_ms = @

self.inference_time_max = 0

self.frame_time_ms = @

self.frame_time_max = 0

self.epoch_start = time.time()

self.put_metric_data('AverageInferenceTime', avg_inference_time)

self.put_metric_data('AverageFrameProcessingTime',
avg_frame_processing_time)

def put_metric_data(self, metric_name, metric_value):
"""Sends a performance metric to CloudwWatch."""

namespace = 'AWSPanoramaApplication'
dimension_name = 'Application Name'
dimension_value = 'aws-panorama-sample'
try:

metric = self.cloudwatch.Metric(namespace, metric_name)
metric.put_data(
Namespace=namespace,
MetricData=[{
'MetricName': metric_name,
'Value': metric_value,

'Unit': 'Milliseconds',
'Dimensions': [
{

'Name': dimension_name,
'Value': dimension_value

},
{
'Name': 'Device ID',
'Value': self.device_id
}

]
)

logger.info("Put data for metric %s.%s'", namespace, metric_name)
except ClientError:
logger.warning("Couldn't put data for metric %s.%s", namespace,
metric_name)
except AttributeError:

logger.warning("CloudWatch client is not available.")

A=l =,
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HHE Sof gt HEIY - Hete d&L|ct JE 2 aws-panorama-sample.yml AWS
CloudFormation & Z X!0i| 2 o|x[o{ U &LICEH.

Example aws-panorama-sample.yml|

Resources:
runtimeRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
Effect: Allow
Principal:
Service:
- panorama.amazonaws.com
Action:
- sts:AssumeRole
Policies:
- PolicyName: cloudwatch-putmetrics
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action: 'cloudwatch:PutMetricData'
Resource: '*'
Path: /service-role/

ME ojZ 27 OIM2 pip® AFS 510 SDK for Python X! 718t B4 $=2 MxIEHLICH ofZ 2l ol
& 2% Dockerfile® HHE Asto] 7|2 OIDIKIg H7 NIBEIE ¥ Sl

a2 IEERE=C)
cholEE{2|E AR[E U

Example Dockerfile

FROM public.ecr.aws/panorama/panorama-application

WORKDIR /panorama

COPY .

RUN pip install --no-cache-dir --upgrade pip && \
pip install --no-cache-dir -r requirements.txt

SDK for Python2 £t X|
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OHZ 2|7 0|4 ZE0i|A AWS SDKE AME3stEiH HX HESE =Hsl04 ol ZE(70l440] AtE St

= D E API Zdof| CHEt MEt2 FIHEFLICH 84488 1-create-role.sh HOICHE A& 3501 AWS
CloudFormation 2EHE AC|O|ERfLICE. 27 CFS OiZ 2|70l ZE0f HE LIS S HIZSHAAL.
7|& BlarE £ AL ALSstE 2ol B Hr ol E&0i T4 Resourcel| O|F0|Lt THE S
X|HEstod o]l HAo| M HRIE %[45stE A0| 7MY E&LICH ZF MH|A0M XSt 2 & 2l
A0 CHEE REM[E L2 MH|A £ & X 2, 2|4 I X 7|8 XA AIR.

CHS EA

AWS Panorama OHZ Z|71|0|M CLIE AtE35t0 OHEE[AH 0| E FFotD MSFE W7|X|IE HHsl=
2hedoil CHEE XIRI2 CLIS| READMEE & ZSHAAIL.

* github.com/aws/aws-panorama-cli

HHE Zof of Z22|7H0|M ZEE ASSie Ol AL e = U ME ZE HAE REE|E[o CHEF AHA
gt LI&2 AWS Panorama M Z E|ZX|EE[E FXstAAIL

« github.com/aws-samples/aws-panorama-samples
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SageMaker Al EE= 7He 2t E0M REE BIES 5= Q&LICH
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EEZES A830{H.264Z QI E HIC|2 AEZ|0f| HAZELICH AWS Panoramae CHFEH it 7t
Hzte| S8 2 HAER LI

Sections

- XEl=E2E

« X|HElE FHHEE

AEEle 22

AWS Panorama® OHEZZ|FHo|ME LUeg B, A2 A= o Z 2|7 0|MH0| AFE| H|Tol| AR SHE 7|
Hes DEdE MSELCcH 23 = ﬂc.’:!-?—-IELOﬂA‘I NIt A gle QA stSE 2 MHE o
=AY AE5D e4s 2EHE ASE = U&LCH
(® Note
AWS PanoramaZ EHIAESH AFM 2lE Dl 222 oo S3A2 X FHAIAL

OHZZ|70|dS HHE & [ AWS Panoramai= SageMaker Al Neo ZIt A2 & At&35to ZHFE HIH
DHElg Aot dtLIct SageMaker Al Neo= Amazon Elastic Compute Cloud(Amazon EC2)2| Q1A E
E= AWS Panorama 0{Z2t0|1A 0t Z2 AX| CIHIO|AY = Q= CHY ESEAM 2282

CCE e x|xstsls HulF{elL|c),

> [>
0°I" £

AWS Panoramat= SageMaker Al NeoO{| A SIX| C|H}O|A0f CHSH K| El= PyTorch, Apache MXNet
2 TensorFlow H™E X|ELICH XA RS Y EE [ SageMaker Al Neo 2/2|A HEOf LIYE
AT HEE AFEE £ QU&LICH SageMaker AIOIME 7| ME O|0|X| EF L TEESE AIE
st & ola| ot

= T AAE

AWS Panorama0®iM REIS A5l B2 AFE H|IT ZE B2 HESHAAIL.

el 2 2 7tz 38
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K| HEl= 7hHEk

£35t= FtHIEke| H.264 H|C|
2 AEZE X|HELICH 2H[7t =4 E Zotet= 7HHIEt 2E RS B o{ZEtoldA = o|O|XKIE

1920x1080 T/ = AEZO| 7IE M| E H|E2 XI5t SS& A7IE FA4LICH

oII

+ Axis — M3057-PLVE, M3058-PLVE, P1448-LE, P3225-LV Mk II
« LaView - LV-PB3040W

« Vivotek — 1B9360-H

* Amcrest - IP2M-841B

* Anpviz — IPC-B850W-S-3X, IPC-D250W-S

« WGCC - Dome PoE 4MP ONVIF

O{ZCI0|HA Q| FFE 0] AF¥FE2 AWS Panorama 0{Z2}0|A ALY E EESHAAIL.
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Service Quotas
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https://docs.aws.amazon.com/general/latest/gr/panorama.html
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSPanoramaFullAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorFullAccess
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https://console.aws.amazon.com/iam/home#/roles/AWSPanoramaApplianceServiceRole?section=trust
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "panorama.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:panorama:us-east-1:123456789012:device/
device-1lk7exmplpvcr3heqwjmesw76ky"
},
"StringEquals": {
"aws:SourceAccount": "123456789012"
}
}
}
]
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https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiot.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awssecretsmanager.html
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Statement:
Effect: Allow
Principal:
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Action:
- sts:AssumeRole
Policies:
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PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action: 'cloudwatch:PutMetricData’
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/aws-panorama-sample.yml
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https://console.aws.amazon.com/panorama/home#devices
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https://console.aws.amazon.com/panorama/home#devices
https://console.aws.amazon.com/panorama/home#devices
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https://docs.aws.amazon.com/general/latest/gr/iot_device_management.html
https://docs.aws.amazon.com/general/latest/gr/iot_device_management.html
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https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
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https://console.aws.amazon.com/panorama/home#data-sources
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AWS Panorama OZ 2|7{|0|M 22|

HE 2l 0|42 AWS Panorama 0{Z 204 A0| A AR E|0{ HIC|2 AEZMM HAFE H|IT =2
#ErLIct Python T =2t 7|7 &g RIS AR sto HAFE HI™ ofZ2|7i0|Me YWEstT QIF
&5 AWS Panorama 0{1Z 20|21 A 0] HfZ & 4= RU&LICt oHEE(FH0|M2 H|CIRE C|AEE (0|2
&5t7{L} AWS SDKE AL&3t04 At E AWS MH|A | MEE = U&L .
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OHZ2|71|0|M HHE

OHEZZ|AHo|ME HE;PEP AWS Panorama Application CLIZ At&3504 AHSZ ofZE[AH 0|ME 7t

M, ZiE0|{E YESt, KW" U2E U SE51, olE2IAHI0|ME QUAHAE WM EFHLICE Of
FHMeE Z EHAIE AHMIS] A SO B2 E 0| A offH &do| - E|l=X| MHEFLICH

OtZ] o Z 2|70l M2 HHZ 5t X| h 2 B RHAMIEH LHE 2 AlE 57| AWS Panorama BEHHE & Z5HAA|
h=d

ME off Z2|F0|MHE ArEXF X' 5t & & 5t= ol CHEE REA|IEH LIE 2 AWS Panorama OHZ 27|
O|M BlE B HESHAAIR

Sections

« AWS Panorama Application CLI A %]
- OHZZ|FH|0|M 7142 7|
- ZdEIO|H O|O|X| =

o« DHEI JIX{2 7]

- OHEC|ZO|M RIAH =

« AWS Panorama 2&& AI&3504 oOfZ 2|7 0|M Hi=E
=
(=)

« OHEC|7 0| HiZ X}

AWS Panorama Application CLI A x|
AWS Panorama Application CLIZ M x|5l24™ pipE AWS CLIAFE & L|Ct.

$ pip3 install --upgrade awscli panoramacli

AWS Panorama Application CLIZ O Z2|7{|0|M 0|0|X|E Y =3t24 Docker7t 2 &FLICE. Linuxoi|
ME gemut 2t A|AE! BlolEB{E|E 2 & LICH. AWS Panorama Application CLIS| A x| & 7
off CHEH XEMIEH LI& 2 =2 M E O] GitHub E|ZX|E 2|0 /= README IS & ZSHAAIL.

» github.com/aws/aws-panorama-cli

WSL2E AI&30{ WindowsO|M EHE &3 A-E5H7| 28 X[E2 Windows0i| A 7HEF 878 A7 &
212 x5 AIAQ.
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ofEZ2|7|0o|M 7t K2 7|

HME o EEI7 0l EEE EtAtOIM XS e of EEIFHO|Me = X YstE B, AWS Panorama
Application CLIE AF&735t0{ OHEE[FH|0|ME 7HK{2LA A2,

my-app$ panorama-cli import-application

Ol A2 ofZ2I7o|M TiF|X|2| OIS A IDE HIELICH mF|X| 0|2 WF|X|7I HHEE= AHE
O| A% IDZ A|EtEfLICH o Z2|AH 0|ME o] HlHol| iz stE B 2 AHHZ ofZ2|#H olMde 7t
X9} o 7| &l&H of & L|C}.

o€ S04, O] MTEMO| ME ojZ2|7lo|Molle FE W7 X[ RE THF|X|7} U2, 22 RIE| EA|
At H’HE IDZ 0|0l X|HE|of U&LICt import-application BE2 CLIZI ¥ I AHO|A LS| AWS
A4 sHoIM FE5E HH IDE AMSSIEE 0|82 HAELICH

/aws-panorama-sample
### assets
### graphs
# ### my-app
# ### graph.json
### packages
### 123456789012-SAMPLE_CODE-1.0
### Dockerfile
### application.py
### descriptor.json
### package.json
### requirements.txt
### squeezenet_classes.json
### 123456789012-SQUEEZENET_PYTORCH-1.0
### descriptor.json
### package.json

HOoH H O B R

El

123456789012= {7 |X| C|REZ| O|F2 O|& F=5t= oHEZ 27 0|44 oL ||
M AHE ID2 CHAELICH aws sts get-caller-identityE AFE3I0{E

g == U&LICH AWS CLL.

AE(graph.json)o]
£35l0 AH IDE #¢l

POI'

$ aws sts get-caller-identity
{
"UserId": "AIDAXMPL7W66UC3GFXMPL",
"Account": "210987654321",
"Arn": "arn:aws:iam::210987654321:user/devenv"

OHZ2|7H0[Md 7tK 27 o


https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/graphs/my-app/graph.json
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SQUEEZENET_PYTORCH-1.0
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ZE o] o|0|x| 2=

O E 2|710|M T == Dockerfileol| Ax|Et OHZE(7|0|MH ZE2} 2t0|E212I7F £ & El Docker Z1E O]
L1 o|0|X|of| miZ| A ELICt. AWS Panorama Application CLI build-container WHEE AI&3104 &
7{ O|0|X|& # &5t U A|AH O|0|X|E LHERILICE

my-app$ panorama-cli build-container --container-asset-name code_asset --package-path
packages/210987654321-SAMPLE_CODE-1.0

{
"name": "code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"5fa5xmplbc8cl6bf8182a5cb97d626767868d3f4d9958a4e49830e1551d227c5.tar.gz",
"descriptorUri":
"1872xmpl129481ed@53c52e66d6af8b030f9eb69b1168a29012f01c7034d7a8f. json"
}
]
}

Container asset for the package has been succesfully built at
assets/5fa5xmplbc8c16bf8182a5chb97d626767868d3f4d9958a4e49830e1551d227c5.tar.gz

O| B2 code_assetO|2t= O|F 2| =71 O|0|X|E M HstT oY AAEE assets EEE2]
.tar.gz O}7tO|E2 LHELICt. CLI= oHEE[F 0|4 2| Dockerfiledll x| El CHE Amazon Elastic
Container Registry(Amazon ECR)0{|A{ o & 2|7{|0|M 7|2 O|0|X|& 7t ZLICt.

CLI= Z4El0|L ot7to|E o= mF|X| MH
T o 25 2 oo SHAIE Ethste 1
Application CLI= & AtH&to| O|§ 2 7|§ 6=
ZZ M Soi o{Z2to|AA0 M AFEELICH

XHdescriptor.json)of CHEt AtatE MadghLct.
& AYMEXIE 0| 0| HFRILICH 58 AWS Panorama
EE2 If7|X| 70| FIIELICE O|24Et Ol 2 Hi =

rr m*

Example packages/123456789012-SAMPLE_CODE-1.0/package.json — A&t 88

oot

"nodePackage": {
"envelopeVersion": "2021-01-01",
"name": "SAMPLE_CODE",
"version": "1.0",

"description": "Computer vision application code."
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/package.json
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"assets": [

{
"name": "code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"5fa5xmplbc8c16bf8182a5ch97d626767868d3f4d9958a4e49830e1551d227c5. tar.gz",
"descriptoxUri":
"1872xmpl129481ed053c52e66d6af8b030f9eb69b1168a29012f01c7034d7a8f . json"
}
]
}
1,
"interfaces": [
{
"name": "interface",
"category": "business_logic",
"asset": "code_asset",
"inputs": [
{
"name": "video_in",
"type": "media"
.
build-container B0 X|HE I = AHLHO| O|F 2 WF|X| 42| asset EE {1 UX[SHoF &

LIC} 2| ool e 5 2L0l 25 code_asset&ILIC}

2 717

Ot7}0|E 7} Rlg & R

ofZ 2|70l o] Rtat Z2Ho| 2 & of7tO|E 7 UHLI HEZR CIREEE 2 E
e B2 add-raw-model

SLICH M 29, AEl0lEE 2Y £ HH0|EE 2Y LA B1Yo|
E=1° A'. ol'O:| 5HL_éI- _u_|.OI° 7|-X=IOA|A|O

>
0

my-app$ panorama-cli add-raw-model --model-asset-name model_asset \
--model-local-path my-model.tar.gz \
--descriptoxr-path packages/210987654321-SQUEEZENET_PYTORCH-1.0/descriptor.json \
--packages-path packages/210987654321-SQUEEZENET_PYTORCH-1.0

MR TUBH A0S0k St B R CIMEElof 2 7IE DS AR 4 ALt £5
ASHHUT DES PR V52 TAEH MUK BUS HHlo|sok B 4 gLt oS S
of Chg A3BES ME Yo o] AU £¥shs WS HoiELIC

DE I 7| 66
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Example util-scripts/update-model-config.sh

#!/bin/bash

set -eo pipefail
MODEL_ASSET=fdlaxmplacc3350a5c2673adacffab@6af54c3fliadabfesta8be24cac687a386e
MODEL_PACKAGE=SQUEEZENET_PYTORCH

ACCOUNT_ID=$(1s packages | grep -Eo '[0-9]1{12}' | head -1)

panorama-cli add-raw-model --model-asset-name model_asset --model-local-path assets/
${MODEL_ASSET}.tar.gz --descriptor-path packages/${ACCOUNT_ID}-${MODEL_PACKAGE}-1.0/
descriptor.json --packages-path packages/${ACCOUNT_ID}-${MODEL_PACKAGE}-1.0

cp packages/${ACCOUNT_ID}-${MODEL_PACKAGE}-1.0/package.json packages/${ACCOUNT_ID}-
${MODEL_PACKAGE}-1.0/package.json.bup

2& 17|X| CIE 20| WA THUoll ChEH 7 AFEH2 CLIZ CHA| 7Hd@ THIHR| M E/X| 2
Ch CLIE ZiEIOILIE CHAl EE o ol Z2IH 0lM ZE T7|X|0| T4 S YH|0|EsHs AT
57 M KA OIB @ AFS3tod 2 W7 |x| 74 elol=8tLict

OfZ2|7ilo]M Xf& M=

D ot7tolE, ZE|ofL] ot A|AE ofFto|E B gfot= OfEE|70|M R E H=

LS| =
E5tT S535t24M package-application HHEE AFSSHAA|

my-app$ panorama-cli package-application

Uploading package SQUEEZENET_PYTORCH

Patch version for the package
5d3cxmplb7113faald130f97f619655d8cal2787¢c751851a0el55e50eb5e3e96

Deregistering previous patch version
e845xmpl8ea®36leb345c313a8dded30294b3a46b486dc8e7cl74ee7aab29362

Asset fdlaxmplacc335@0a5c2673adacffab@6af54c3fladabfes4a8be24cac687a386e.tar.gz already
exists, ignoring upload

upload: assets/87fbxmpl6fl8aeaesdle3ff8bbc6147390feafs47d85b5da34f8374974eccsaaf. json
to s3://arn:aws:s3:us-east-2:212345678901:accesspoint/
panorama-210987654321-6k75xmpl2jypelgzst7uux62ye/210987654321/nodePackages/
SQUEEZENET_PYTORCH/
binaries/87fbxmpl6fl8aeae4dle3ff8bbc6147390feaf47d85b5da34f8374974eccsaaf. json
Called register package version for SQUEEZENET_PYTORCH with patch version
5d3cxmplb7113faaldl30f97f619655d8cal2787c751851a0@el55e50eb5e3e96

Rpar ol = o 7(X| 80l HE ALY 0| @ls E< CLIE 0l& &L

Uploading package SAMPLE_CODE
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Patch Version ca9lxmplca526fe3f07821fb0c514f70ed@c444f34chb9bd3a20e153730b35d70 already
registered, ignoring upload

Register patch version complete for SQUEEZENET_PYTORCH with patch version
5d3cxmplb7113faald130f971f619655d8cal2787c751851a0el55e50eb5e3e96

Register patch version complete for SAMPLE_CODE with patch version
ca91lxmplca526fe3f07821fb0c514f70ed@c4b4T34ch9bd3a20e153730b35d70

All packages uploaded and registered successfully

CLIiE Z m{7|X|e| RFAHS AFEAF AIZ¥ Amazon S3 HAM|A ZQIEo| YZ=8HL|CH. AWS Panorama
= AZ2XE CHAl5to] HAM|A ZRIEE B 2|5 T DescribePackage APIE Sall HEE AMZ&hLct.
CLI= Z mi7|x[e| Atob2 SHE THZ|X|of MBS E X0 Y2EE=E5tT THF|X| 4ol MHE HHS A
235104 AWS Panorama AMH|A0| SE&tLCT
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T el T mtelg o2 graL|Ct o E 2|7 0|M DL HAE = AL I

—_—=TT

4
C
~ 0|=0

ICh & i Zt U2 o Z2[7H0lM OHLIEIAE Zfo HixE Al RITHS|E
. 2HEH0|E I U E AHE st S Ut o E2(70lM iLHAEE M
P

27 o Z 2|A| 0| HiE St 1 J|EF of Z2[AH 0| MEHE T4

o| F&H[e| ZF EtAH ol CHEF AEMIEF LS 2 0N AR E = OEZ2[AH 0| Hi 2 KISt B2 & XS4
Al2.

OHEZ 2|70 HiZ XtS= 69


https://docs.aws.amazon.com/panorama/latest/api/API_CreateApplicationInstance.html

AWS Panorama FHEERE FLHA

AWS Panorama 2&0A{ ojZ 2|7 0| & 2|

AWS Panorama 2& 2 AF&35t04 HiZ El o Z2|F|0|HE &ElgrLICH

Sections
- OHECZ|Z|0|M UO|IO|E EE= S Al
« ™ 2 o Z 2|7 0| ALK

OfZ 2|7 0|4 UO|O|E E= SA

1. AWS Panorama 2& H{Z o Z2|7|0|4 H| 0| X|& JLIC}.
2. OHEE[AHo|lMds MEHEFLICE.

3. HRZ|E MEdgLICE

4. X|&of et M HE EE ofZE2|7olMde ptE LTt

HHE719F HIR 8t 2SS et x|2F O™ ol of ZE|FH|0|ME MHstX|= &= SHM SHT UA&LICH
Ol SME AMEstH A S HTIE SXIotXx| 1 ofEE|FH 0[4d2| HE LIE S E|AESH7L} O]
O] ArAet HYE MElZ e + U&LICh

K & OhZ 2|7 0[4 AT
A8 SHR| g OHEEIF 01N HiTg Halst2{H ofEatoldAolM ARIGHAAIR
JECEMISERC L L

1. AWS Panorama & H{®Z ofZ 2|70 H|0|X|E dL|C}.
2. OHEZZ|AHo|Mg MEdEFLICE.
3. C|HIO|AOIM &XIE
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https://console.aws.amazon.com/panorama/home#deployed-applications
https://console.aws.amazon.com/panorama/home#deployed-applications
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AWS Panorama Application CLI & panorama-cli package-application2 AI&35tH CLI

7} o Z 2|7 o|M | XFAFE Amazon S30]| Y2 E 3511 0| AWS Panorama0l SE&FLICt XH&tof=
AWS Panorama 0{ZE2}0|1A 7} HE Sof CtR2 2 =5t HEO|L2| ZhY(ZIE|0|L] o|0|x| & =2 &) &
MEXRF ot do| ZEELICE IH7|X| RS SFotedH w7 (x|, A & QIE{H|0|AE Holsts Er 9|
H7|x| T8 mtd S MSELct

Che o K= YT} £20| LM /s AE wE ol IhFIx| TAE HoiELIL HlCle Yg S
stolzt A= 210 olnlx| HOlE{of AMAE 4 U&LICL £ s MalE o/0XIE ClAE 0|2

M&ELCH
Example packages/1234567890-SAMPLE_CODE-1.0/package.json
"nodePackage": {

"envelopeVersion": "2021-01-01",
"name": "SAMPLE_CODE",

"version": "1.0",
"description": "Computer vision application code."
"assets": [
{
"name": "code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"3d9bxmplbdb67a3c9730abb19e48d78780b5071f3340ec3871201903d8805328a.tar.gz",
"descriptorUri":
"1872xmpl129481ed053¢c52e66d6af8b030f9eb69b1168a29012f01c7034d7a8f. json"
}
]
}
1,
"interfaces": [
{
"name": "interface",
"category": "business_logic",
"asset": "code_asset",
"inputs": [
{
"name": "video_in",

THZ|X| 71
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Iltypell: Ilmediall

}
1,
"outputs": [
{
"description": "Video stream output",
"name": "video_out",
"type": "media"
}
]
}
]
}
}
0| assets MM 2 AWS Panorama Application CLI7} Amazon S30{| YJ2Z =8 OlE[HE 9| 0|5 & K|
HEfLch ME ofEZI70lMd E= OHE AISKIERE ol Z2[70|ME 7HX{2= B 0| A4M0] H|o

fjo
>
0%
Q'I_l

U7HLE Aol Qi RS B X8 £ Q& LICH panorama-cli package-application
™ AWS Panorama Application CLI7} O] MME 2HIE Zf2 2 AMSLICH
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AWS Panorama O{Z2|7|0|M OL|HAE

OHEZ|70|ME =& [ oHZ2(AH 0| OHLHAEZE 748 Y MBSt AL, o] THU2 o E
2IA0|ME L EQ X7 Q= apjz 2 Mo|EtL|ct oHEZE2|F 0| DHLTHAE S oOfZ2|AH 0|M AA
FE 0| AE0|H graphs CIEE2|oi XZHE LIC}.

Example graphs/aws-panorama-sample/graph.json

"nodeGraph": {
"envelopeVersion": "2021-01-01",

"packages": [
{
"name": "123456789012::SAMPLE_CODE",
"version": "1.0"
I
{
"name": "123456789012::SQUEEZENET_PYTORCH_V1",
"version": "1.0"
I
{
"name": "panorama::abstract_rtsp_media_source",
"version": "1.0"
I
{
"name": "panorama::hdmi_data_sink",
"version": "1.0"
}
1,
"nodes": [
{
"name": "code_node",
"interface": "123456789012::SAMPLE_CODE.interface"
}
{
"name": "model_node",
"interface": "123456789012::SQUEEZENET_PYTORCH_V1.interface"
I
{
"name": "camera_node",
"interface": "panorama::abstract_rtsp_media_source.rtsp_vl_interface",

"overridable": true,
"overrideMandatory": true,
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"decorator": {
"title": "IP camera",
"description": "Choose a camera stream."
}
},
{
"name": "output_node",
"interface": "panorama::hdmi_data_sink.hdmi@"
},
{
"name": "log_level",
"interface": "string",
"value": "INFO",
"overridable": true,
"decorator": {
"title": "Logging level",
"description": "DEBUG, INFO, WARNING, ERROR, or CRITICAL."
}
}
1,
"edges": [
{
"producer": "camera_node.video_out",
"consumer": "code_node.video_in"
.
{
"producer": "code_node.video_out",
"consumer": "output_node.video_in"
.
{
"producer": "log_level",
"consumer": "code_node.log_level"
}
]
}
L|CF. &t
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JSON A 7|0}
OHZ 2|7 0| DHLITAE L XHEIO| 2A{0| B3AlS JSON A 7|0t Ao|E|o] Q)& LICH HHE 57| ™
o JSON A7|0HE ALR35104 A EAO| R EMS ZAE £ UALICH JSON AF|0Hs 0] M9

GitHub E|ZX|EE[|0| M A E = /U&LICH.

- JSON A 7|0} - aws-panorama-developer-guide/resources

JSON A 7|0f 75
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OHEZZ|A0|MH L=

THERE QLA

e R 3E FtHet 2AEE], £, gi2t0/HYLICH =Eol= 20t £23E Holst= QIEH O
A 71 Ql&LICt QIE{m oA E HZE ol mfF|X|, AWS PanoramadlM MEste I7|X| FFE LA SEo =2
Molg 4 laLict
CtS 0o A0 M code_node2t model_nodee MHE OfZE2|AH|0|Moi| Z&E ME Z=of 2E mi7|X|
£ =X gLICH camera_node= AWS Panorama®iMd AM|Z 35t I{F7|X|E AL 35104 HE S0 X|HS
= 7tH2F AEZ S| Xt2| EAIRIE - ELCt.
Example graph.json — =&
"nodes": [
{
"name": "code_node",
"interface": "123456789012::SAMPLE_CODE.interface"
},
{
"name": "model_node",
"interface": "123456789012::SQUEEZENET_PYTORCH_V1.interface"
},
{
"name": '"camera_node",
"interface": "panorama::abstract_rtsp_media_source.rtsp_vl_interface",
"overridable": true,
"overrideMandatory": true,
"decorator": {
"title": "IP camera",
"description": "Choose a camera stream."
}
}
]
N
AX|= ot Eo| £E2Z CIE Eo| =of OHEELICH CHF oMol A 3 ey °*'X|= FtHE AE
2 ol £32 ofE2|7 ol ZE L =9| l3d0i| O E & LICH O|F video_in & video_outE =
E m{7|X|2| QIE{H|o|A0f Holx|o] & LICt

Example graph.json — S X|

"edges": [
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{
"producer": "camera_node.video_out",
"consumer": "code_node.video_in"
iy
{
"producer": "code_node.video_out",
"consumer": "output_node.video_in"
iy
OHEZE|F0|M ZEM= inputs & outputs £ 2 AL&35t0 ¢34 AEZ|0|M O|O|X|E 7t
E£23 AEZ|OZ 0|0|X|E EHHL|C}

Example application.py — H|C|2 /24 2! &=

def process_streams(self):
"""Processes one frame of video from one or more video streams.

frame_start = time.time()

self.frame_num += 1

logger.debug(self.frame_num)

# Loop through attached video streams

streams = self.inputs.video_in.get()

for stream in streams:
self.process_media(stream)

self.outputs.video_out.put(streams)

FeE
O Z 2|7 0| DHL|HAE M F4 LEE AWS Panorama0il A X o|st mi7|X|E o|O|stmd, ofZ 2|7
O|M DHL|HAEO|M RI2| EAIKIZ AFRE 4= Q& LICEH AWS Panoramae 5 7HX| &9 FA L&
X."_l_ol'l’lEl.
- FtHEF AEZ - o ZE(70|M0| HHE Foil AtE5t= ZHHIEZt AERIZ MEdFLICEH

m{7|X| O|& - panorama: :abstract_rtsp_media_source

QIE{H|O|A O|& - rtsp_vl_interface

- HDMI £3 - o Z2[71|0|M0| HIC|2 & EXF S LIEHHLICH

I 7|X| O|& - panorama: :hdmi_data_sink

=) 7

1
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OlE{H|0|A O|2 - hdmi0

CE of|Al= 7t AEE] %ﬂ|aﬂ:m%mmwum02

QE £335l= o ECIF0|Me] 7|E Tl
7|X|, == U AX| MEE E0{FELIC}. AWS Panorama®{|A abstract_rtsp_media_source I{
7|1X|Q] QIE{H|O|AE P%ﬁPE FtHEt === 042 7tHIEt AE RS QB E B2 = &L T
hdmi_data_sink& & ZXsl= E8H L= O-I 20|91 A S| HDMI ZEO|AM S2iC|E H|C|Q HHIHo||
CHEt o ZE 2|70l T E HMA HEHS F0o{gfLCt.

Example graph.json - 4 &

{
"nodeGraph": {
"envelopeVersion": "2021-01-01",
"packages": [
{
"name": "123456789012::SAMPLE_CODE",
"version": "1.0"
},
{
"name": "123456789012::SQUEEZENET_PYTORCH_V1",
"version": "1.0"
},
{
"name": "panorama::abstract_xrtsp_media_source",
"version": "1.0"
}I
{
"name": "panorama::hdmi_data_sink",
"version": "1.0"
}
1,
"nodes": [
{
"name": "camera_node",
"interface'": "panorama::abstract_rtsp_media_source.rtsp_vl_intexrface",
"overridable": true,
"decoratoxr": {
"title": "IP camera",
"description": "Choose a camera stream."
}
},
S =
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{
"name": "output_node",
"interface": "panorama::hdmi_data_sink.hdmi@"
}
1,
"edges": [
{
"producer": "camera_node.video_out",
"consumer": "code_node.video_in"
}I
{
"producer": "code_node.video_out",
"consumer": "output_node.video_in"
}
]

1
o
H‘
n
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Of = 2|7|0|44 mtetalE

I2tOlEE 7|2 82 7HX|H B2 ol ;2 = = ==Lt mtetdlEols 7|2 2fnt ofE
2|70l AL R0l A 8 S E X|Alst= 2 E0IE7t /S + UA&LICH

ietolEe /38

« string- EXtY. of: DEBUG.
« int32 - H=. ofA: 20
float32 - 88 2™ . ollAl: 47.5

« boolean-true == falselL|C}.

CHE Al ZE 20 3o 2 ME s EAEn ZXiets F uteto/EE EoiE LI

Example graph.json — I}t2+0|E

"nodes": [

"name": "detection_threshold",
"interface": "float32",
"value": 20.0,
"overridable": true,
"decorator": {

"title": "Threshold",

"description": "The minimum confidence percentage for a positive
classification."
}
},
{
"name": "log_level",
"interface": "string",
"value": "INFO",
"overridable": true,
"decorator": {
"title": "Logging level",
"description": "DEBUG, INFO, WARNING, ERROR, or CRITICAL."
}
}
1,

mt2tolEH 80
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"edges": [
{
"producer": "detection_threshold",
"consumer": "code_node.threshold"
},
{
"producer": "log_level",
"consumer": "code_node.log_level"
}
]

ofZ2(7[0lM OiLIHAEMAM X7 Ti2t0|EHE +HotHLE HiZ A HElE Sall M 22 MSE =

UELICH REMISH LIS RHBI0IS ALS B HE Al T4 BHIS BIZSHAIAIL.
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MEo|E AEE HIZ Al 74

THERE QLA

HiZ Foi mi2tolEet T4 =8 FELICEH AWS Panorama 2£2 AFE5lo{ HHE S B2, 24
oietolE el gf2 XI’'d35tn 7tHE AE RIS Q=2 MENE = Q& LICH AWS Panorama APIE A}

=
83oto] ofE2|7|0|ME HixstE B2, LHEIOIE A= o|2fet BEE XIFELICH

=202

2QHEIo|E A= o EE[FH 0| LT AE L F 27} HIRELICH 7|2 og"OI A= metolEe| 8
¢ & HolgfLch 7tHiet AERS| B S5 et 2ERo| 8Ll =2 I7[X|E e
gfLICH O3 oh3 o E2l7H ol DL EH A B M T ==& X|Hstes & iEOiI CHEF 2HE2tol=
g HolghLct.

Example overrides.json

{
"nodeGraphOverrides": {
"nodes": [
{
"name": "my_camera",
"interface": "123456789012::exterior-south.exterior-south"
},
{
"name": "my_region",
"interface": "string",
"value": "us-east-1"
}
1,
"packages": [
{
"name": "123456789012::exterior-south",
"version": "1.0"
}
1,
"nodeOverrides": [
{
"replace": "camera_node",
"with": [
{
"name": "my_camera"
}
]
.
{
P pSXel
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"replace": "region",
"with": [
{
"name": "my_region"
}
]

1,
"envelopeVersion": "2021-01-01"

o ol Alod M= stLtel EXHE mhetole{et F4 FtHlet = =0oi CHEt 2EI0|EE HolghLCt.
nodeOverridese O| EAM 2HEI0|E0|AM O{H =7} OHE 2|70l OHLIHAEN UE=X|IE AWS
Panorama0i 2 2{& L|Ct.
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AWS Panorama OZ2|7|0|MH El=

OfEZ 2|7 0|2 AWS Panorama 0{Z2t0|1A M A& E|0] HIC|2 AE RN AFE H|™ =
TAELICH Python Z =8} 717 3 & HE S A stod AFE HIT ofZEIFH0lMdE 75t QIH
= &35ll AWS Panorama 0O{Z2t0|HA0] HiEZE 5= Q&LICt OHE2[70|M2 HIC|2E C|AZR|0|2

&3517{LF AWS SDKE Al&35t0o{ ZIE AWS AMH|A0| &8 &+~ &LCt

).
JH
e Illlo

R

DE2 o|0|XIE EAstod AR, A A T[E 7HA|E Z XKIEfLICH 222 && Soi £ ol0|x|E 78t

—
o2 AH2O| RHOlEHT ZBHER], 1 £5S UOILE HAISHER| BAFLICH A 0|0l ClolE2
2HE SEAFIZL MEZ AR 4 ALt

H
Q0f SAE Er T2HEIE R KF EE 271 X2 Ao ZTE AWS MHlA0] D & g
&t

AEZIo|M O|O|X|E 7K, D20 &5 285t HIC|E £=5t7]| €5l ofZ 2|7 0|4
= AWS Panorama Application SDKE Ar& & LICt. o Z 2|7|0|4 SDK= PyTorch, Apache MXNet,

TensorFlowZ & E ZEE X|5t= Python 2H0|E 22| ILICEH

. E'-I-u-E.| HIA 2E

- OfZz|Fo|M o|OlX| &

. OfZ2/A0|M I =0 A AWS MH|A Elxio=z
« AWS Panorama Application SDK

- 043 AP A

. QlHIC EgjT| x|
« GPU AFE517|

« WindowsOi|A 74 43 M

fok
)]

[
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HFES HIN 2

HAFE HI™ D22 ol0|X[olM 7HAE ZXISIESE S&E AZEQ o] ZZ2aQLICH ZEHS HK
&2 Sofl s 7HA|el o|0|X|E 24450 YTo| EXNE lAlste WS S&aFLct HFE HIH
DE2 o|0|X|E YUMo = grot ZX[E ZHA|ol CHEF HE(o: 7HA f& L {Ix)E 2T LICH AWS
Panoramat= PyTorch, Apache MXNet, TensorFlowZ #+&E AFE HI™ D2 E K| & L|Ct
@ Note
AWS PanoramaiZ E|AEst AIM 2lE REH S52 DEH S HE HXSHAAIR

Sections

« ZEO0MEHE AL
« MEXXIH ZH 2=
. 28 7Y

. 2y

FAEM EE ALE

D2 Ax[E Zefao HE, /X HE L 7|E Co|HE 2T/ E &+ U= otLt o[d el ZAntE grere
LICH CtS ol AlE HICIQ AEZQ| o|O|X|of CiEr FES ddsty REO| £E32 M| =2 EUls

WS HoiELIct

Example application.py - F&

def process_media(self, stream):

"""Runs inference on a frame of video.
image_data = preprocess(stream.image,self.MODEL_DIM)
logger.debug('Image data: {}'.format(image_data))

# Run inference

inference_start = time.time()

inference_results = self.call({"data":image_data}, self.MODEL_NODE)
# Log metrics

inference_time = (time.time() - inference_start) * 1000

if inference_time > self.inference_time_max:

self.inference_time_max = inference_time
self.inference_time_ms += inference_time
# Process results (classification)
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self.process_results(inference_results, stream)

CHe O AlOIAME 718 25 DHo| AIHE Malshs 848 BiELIC M4 DUe 2 sl &
HO|RH RUB 3ol 2B

def process_results(self, inference_results, stream):

"""Processes output tensors from a computer vision model and annotates a video
.Frame mmon

if inference_results is None:

logger.warning("Inference results are None.")
return

max_results = 5

logger.debug('Inference results: {}'.format(inference_results))
class_tuple = inference_results[0]

enum_vals = [(i, val) for i, val in enumerate(class_tuple[0])]
sorted_vals = sorted(enum_vals, key=lambda tup: tup[1l])

top_k = sorted_vals[::-1][:max_results]

indexes = [tup[@] for tup in top_k]

for j in range(max_results):

label = 'Class [%s], with probability %.3f.'% (self.classes[indexes[j]],
class_tuple[@][indexes[j]1])

stream.add_label(label, 0.1, 0.1 + 0.1%7j)

OHZz|7olM A== EEO0| 71E
ghLict.

Hir
ro
LA
mo
A2k

ot Z7|3 S0 REE|= E|lAa4 mto| Bfjo[Sof oiE

ASR R 2 Y

Hal EHE RS ASotHLE X[

e MALIEP SageMaker AI01|A‘| DHg gES 2Ast= C
E I UMNIE KA 2R YeEstT ET5t0d 2 B4 = Amazon EC201 M LHEE = &L
Ct.
(® Note
SageMaker Al NeoO| M X5t ZRYT HAE & mbd FAof CHEt REMIEH LI 2
Amazon SageMaker Al 7} OHLHM Ol X[ 2= ZBIRITE A ZTSHML.
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o] MHEMO| E|Z X|EZ|E TensorFlow SavedModel 24|9| Keras ZEoj CHEH 0| QI EZE HoiF
= o Z 2|7 ol NMBELICH TensorFlow 28 AIE5tH 7H4F 84 t= =3 Z4E[0[L0MH 2
ZZ Aelis = Ql&LICH ME Holl= Amazon EC2 QIAEIANIM REHE YUESHY| {8t HIES0 A
AZET ZEE0] U&LICH

- NASTXE 2E ME o EES(FH 0l

E Dev environment

: Amazon 53
Local build Amazon Sagemaker Neo

I o (ISl |7
"'f"iFtUEﬂ Container

Model

1

environment @ >|0—
& O0—| Compilation job
€ o—
Compiled
Amazon EC2 model
LiLlll
3 3 -
41 G4 |
Cloud build ”E” = :

LU

Build container GPU

AWS Panoramat= SageMaker Al NeoE At&3+01 AWS Panorama 0{Z2}0|21A
2 Aot UgrL|ch 2t =/ 30i CH3H SageMaker Al NeoOll M X|§5tE SHAIS A5t RES
.tar.gz ot7to|=20of miZ| A& LICt.

KEAIEH LH 2 Amazon SageMaker Al FHEEKF OHLHA Q| Neo 2 R ZAutQ Ll HHEZ S A MR,

DE 7S

29 o7 |X|= MR, F7|X]| 7+, 2 ot7t0|2 2 #~EELICH o Z2(7|0|A o|0|X| THZ|X|of| AL}
OFEFER| 2 7| K| A2 AWS Panorama AH|A 0| Amazon S32| 2 & 2l MEXI7F MEE Q|%|E
etg4ELICt

Example packages/123456789012-SQUEEZENET_PYTORCH-1.0/descriptor.json

"mlModelDescriptor": {
"envelopeVersion": "2021-01-01",
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"framework": "PYTORCH",

"frameworkVersion": "1.8",
"precisionMode": "FP1l6",
"inputs": [
{
"name": "data",
"shape": [
1,
3,
224,
224
]
}
]
}
}
® Note

2T HHO| Mol & oFo[L] B X5t A A|2. | E|l= PyTorch, Apache
MXNet, TensorFlow HH™ S5 2 X|#HE|= ZHURXTE HIFHAAIL.

Z2EE 7IX{ 2248 AWS Panorama OHZ 2710|441 CLI import-raw-model HHE AIE5HAIAR. 2
A= JBXE HE5tE 49 0| BHS ChA| A~ Stod o Z2[7H 0| XHAHE YO0l Edt of & L|Ct.

KtMEH LHE 2 HAFE HIT ZE #HE BHE HRstMA2.
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of= |70 o|O|X| 5

AWS Panorama O{1Z2t0|dA = 75 E o|0|X|0|M LHEH ZAE|0|L] Tt Y A|ARIS 2 o Z 2|7 0]
£ AT AWS Panorama OHZ2[7{0|A 7| O|0|X|E AlRH2ZE AF235H= Dockerfile 01l A Of
EZC7|0|Mo| B4 men ZIAAE X|IHELICH

O Z 2|70l o|0|X|& YUE=3t24™H Docker@t AWS Panorama Application CLIE A& 35HAIA|2. O] M
HAMO| ME ofZ2|7|o|Mof U= CFSZ o Al= Ol2{Et AHE AtE|E Eo{E LIt

Example packages/123456789012-SAMPLE_CODE-1.0/Dockerfile

FROM public.ecr.aws/panorama/panorama-application

WORKDIR /panorama

COPY . .

RUN pip install --no-cache-dir --upgrade pip && \
pip install --no-cache-dir -r requirements.txt

CH2 Dockerfile X|&10| AF2={L|C}.

« FROM - OHEZE|7{0|M Z7|& o|0|X|(public.ecr.aws/panorama/panorama-application)&
E g
igfLICt. /panorama= OHEE|70|M ZE A £HE

« WORKDIR - O|O|X|of ] C|HERIE M™ o}
Ot SX|2|0d HEIY Al o Z2|AH o|Me| ZH M CIHER|ofls GFF

ol AFEEILICH o] dH2 dE= o
2 FX| f&LIcty).

- COPY - 2Z Z=Z0iA o|0|X|e| ZEE WUS SAFELICE COPY . .= X CIHIEE|(T 7
Xl ClHEZ)el o2 o|0|x|el 2] CIHEE|Z FSAeLICH 0o & £04, OE2[70|M 2 E
= packages/123456789012-SAMPLE_CODE-1.0/application.pydlAX /panorama/
application.pyZ SAMELICH

« RUN-2E Fof o|O|X|ofMq & BHES Al-MBFLICH EF2 RUN 22 B ALO|0]| &&= AFE St
0 042 BHZ =AtMHo 2 A = U&LICt O] HAl= pip HZ|X| #E|XHE AUO|O|EF CHS

=

requirements. txtof LIZE 2tO|EEH2|E HX|ELICt

4 Al R&8 7|t X|Z(o: ADD LARG)=S ALEE = U&LICH ZE| 0|0l HEIY HEE FItete=
BZ(0dl: ENV)2 AWS Panorama®t &7H AFEE £ Si&LICH. AWS Panorama= ali'g O|O|X|of A £
EHO[L{E A=™StR| &t &LICt O|OIX|E AF86to I A|ARIES LHELHT, ot A|ARI2 0{Z2t0|2

A2 X-IAEI |__||_—_|._

o|0Ix| #+& 90
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S5 oY x| H

requirements.txte= OHEE|ZH0|MO| M AFESt= EHO|EE{E[E X|'H3t= Python 7 AHE oAU
LICH MZ ofZ2|70| 42 Open CVeF AWS SDK for Python (Boto3)E AFEEfLICH

Example packages/123456789012-SAMPLE_CODE-1.0/requirements.txt

boto3==1.24.*
opencv-python==4.6.*

Dockerfile2| pip install B2 0[24Et Et0|EEHEIE oHEE|FH 0| ZEAM 7IK{E = JUEH /
usr/local/1lib Ot2i Q| Python dist-packages C|EE 2|0 Ax|&LICt.

2 AEZ|K]

AWS Panoramate OfZ2|7|0|MH AEE|X|& /opt/aws/panorama/storage CIHEE|E 0L
Ct. o Z2[7o|M2 o] B20IM U2 Mdstn =8e = &Lt AEZ|X| CIHEZ|of ModEl ot
U2 AMEE ol RX|IELICH CHE A It ?|xl= 28 Al X[IELCEH

O|O|X| Rtk 15

AWS Panorama Application CLIZ OfZ2|7{0|4 m{7|X|2| O|0|X|E #+FE [, CLI= T 7|X| C|ZH
2|0iA docker buildE A&ELICt 2™ ofZ2|AH0|MH ZE7L & E o E 2|7 0] 0|E||7<|7P T
SELICH 33 ChE CLI= ZE|0|LE ddst, sliE ot A|ARE LHEL T, 255104 assets &

ol M &L

$ panorama-cli build-container --container-asset-name code_asset --package-path
packages/123456789012-SAMPLE_CODE-1.0

docker build -t code_asset packages/123456789012-SAMPLE_CODE-1.0 --pull

docker export --output=code_asset.tar $(docker create code_asset:latest)

gzip -1 code_asset.tar

{
"name": "code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"6f67xmpl32743ed0e60cl51a02f2f@dalbf70a4ab9d83fe236fa32a6f9b9f808.tar.gz",

"descriptorUri":

"1872xmpl129481ed053c52e66d6af8b030f9eb69b1168a29012f01c7034d7a8f.json"
}
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]

}

Container asset for the package has been succesfully built at /home/
user/aws-panorama-developer-quide/sample-apps/aws-panorama-sample/
assets/6f67xmpl32743ed0e60c151a02f2f0dalbf70a4ab9d83fe236fa32a6f9b9f808.tar.gz

19| JSON &2 CLI7} I{Z|X| +M(package.json)oll F£7}6t11 AWS Panorama MH|A0]| S5
KHaFHo|JLICH EFt CLI= ofEEIAH 0l AF R E(OHEE|7Ho|Mo] TIE) A2 E XI™Hs=
At oS SAHELICH

mx St Mk
0g rr Jf”

Example packages/123456789012-SAMPLE_CODE-1.0/descriptor.json

{
"runtimeDescriptor":
{
"envelopeVersion": "2021-01-01",
"entry":
{
"path": "python3",
"name": "/panorama/application.py"
}
}
}
Ko Z2Ho M AHEXEQF o Z2(74 0] 00| X[= SHA-256 AM342| O|& 2 A BHELICE O] O|F

2 Xt&HO| Amazon S30i| MEE M s AHare| 1 AEAIZ AHSE L—|EF.
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OHZ2|70|M T EO|M AWS MHIA ElIXdXMo =z 55

E M&35tod ol Z2[FH 0| Z =M AWS AHIAE & AWS SDK for Python (Boto) & 4= Q)& LIC.

0| & E0{, ZEOIM Ol E & X|5tH Amazon CloudWatcholl X|EE H A|St7HLE, Amazon SNSE &
8 22l 27U, Amazon S30i 0|0|X|E R{E&5t7LE, F7F X E2IE Q8 Lambda & $2 7tH&o
2 SEE £ Q&LICH CHEE S| AWS MHH|AO|E AWS SDKSF &7 AHE2E = Qe 71 APIZL &

O{ZCt0|HL 0= 7|[EM2 2 AWS AH|A0f AMAE HEFO| gi&LICH HEHE F0o{5te{H of E 2|
7ilolMdoi CHer g = st B S0 ofZ2|7H 0] QAE A0 EFSHAAL.

Sections
« Amazon S3 A2
« AWS loT MQTT X AlE

Amazon S3 Al
Amazon S3E Al&35t04 2| 21t 2! 7|El o Z2[70|M HIO|EHE MY E += U&LICH

import boto3

s3_client=boto3.client("s3")

s3_clients3.upload_file(data_file,
s3_bucket_name,
os.path.basename(data_file))

AWS loT MQTT &A| Al

SDK for Python(Boto3)& At&3t04 AWS loTO|A MQTT F=HZE HAIXIE 2 = UA&LICH O of
M= AWS loT 2£0M 2 elgh 4= Q= 0{Z2t0|UA Q| AHZ 0|2 A OIF 2 XIHE FX|of of
Z 2|7 0| M0] HIAIRFLICH

import boto3

iot_client=boto3.client('iot-data"')

topic = "panorama/panorama_my-appliance_Thing_a@le373b"
iot_client.publish(topic=topic, payload="my message")

C|HFO|A ID EE= AEH
h

7|E} AHEXIE LIEILHE OIS MEHEFLICH HIAIXIE A AlSHE{H oOHE 2|7
O|Mof iot:Publis x|
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£ AYMeoz 3 &8 HEho| Rlo{ok &Lch
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https://docs.aws.amazon.com/iot/latest/developerguide/topics.html
https://console.aws.amazon.com/iot/home#/thinghub
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MQTT CH7|¥E 2 LIEZste{H

1. AWS loT & EHAE 1 0|X|E iL]C}.
2. 75 FHol| =A|e| o|§2 =FLICt. of: panorama/panorama_my-
appliance_Thing_a@1le373b.

3. FHN F=S MEELICH

AWS loT MQTT FXH| AHS 94


https://console.aws.amazon.com/iot/home?region=us-east-1#/test
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AWS Panorama Application SDK

AWS Panorama Application SDK= AWS It=2k0t O Z 2710 i 2 2|8t Python 20|E2{2 L
Ct. o Z2[71|0|M Z =04 A AWS Panorama Application SDKE AtE35+04 HAFE HIM REE ZE5}
2 Ads5tT, 2L HIC|2& &=24F L ct.

rHl

A, =

@ Note

AWS Panorama O Z 2|7|0|M SDK2| Z|Al 7|S0d KM ASE{H 0{ZEt0|IA AZEQ0{E
A 0|ESHAAIL.

O Z 2|70l SDK7} HMolste ZEiAQ HIMEof CHEt REMIEH LIRS Application SDK 2 X & & =X
SHAMAIL.

Sections

. _._E=1 |:|||:|oo.|| Eilﬁg ol gl-x|. z;<_7|.

=

2 HiC|Qo HAE I X} 37}

=1|
=

AWS Panorama SDKE AI235H C|AZR|0|of HIC|2 AEZIS
AR AEf = 7|EF CIOIEIE 2oiFE &)

|:-|Io| xa=| OHE5|31|0|A=|0| S
Ct.

0|

video_in Hide| Z JH&E 7|7|of AZE 7tmH|2t 2E2{Q| o[OIX|LICH O] 7HA| 2| RE=2
panoramasdk.media®L|C}. O|O|X|0f AAEQL MZE &AE FTIE CHE video_out B0l &

get 2 e HMEY gLt

CHS ool M Z o EE2[7H|0|M2 2t Antof Bllo|E&& FIHEfLICH 2t ZAnts 2% fIxlE EXI8
Ol= M=z ChELICH

K

for j in range(max_results):
label = 'Class [%s], with probability %.3f.'% (self.classes[indexes[j]],
class_tuple[@][indexes[j]1]1)
stream.add_label(label, 0.1, 0.1 + 0.1%j)

&34 0|0Ix|ofl 4 K8 F7H5H24H add_rectE AS3HAIAIR. Ol HMEE 03 1 Abol2l 47H 22 A}
S5tod Mxb0| 21% MEIT QB SEF DAEI| 9IRS LIEFRALIC
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/resources/applicationsdk-reference.md
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w,h,c = stream.image.shape
stream.add_rect(x1l/w, yl/h, x2/w, y2/h)
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o2 AfE A

MEl 2B =M ofEE(A0IME 2R A™MStT CHE WOEIRE Z2MA0E CHE AHEE MEY
& &Lt o8 S0 CIHZS QI3 HTTP Ei =S MBste ANE EE X ANE 2UEYs
1 CIO|EE &t ADEE HHE = UA&LICH AWS
042] 7Ho| ABEE A E{H Python EZE Eto|EE{E(o] ABE ZEES AFE5t0 2 T2 M| A0 CH
B ABSE SHELICH TS o Als OHEEIFH01M JHAIS BHS T 012 AR 3104 Al 7Ho| ABES MY
St CIHO M ME o E2[AolMde| Hel RZE HoiELCt
Example packages/123456789012-DEBUG_SERVER-1.0/application.py - H|@I £ =
def main():
panorama = panoramasdk.node()
while True:
try:
# Instantiate application
logger.info('INITIALIZING APPLICATION')
app = Application(panorama)
# Create threads for stream processing, debugger, and client
app.run_thread = threading.Thread(target=app.run_cv)
app.server_thread = threading.Thread(target=app.run_debugger)
app.client_thread = threading.Thread(target=app.run_client)
# Start threads
logger.info('RUNNING APPLICATION')
app.run_thread.start()
logger.info( 'RUNNING SERVER')
app.server_thread.start()
logger.info( 'RUNNING CLIENT')
app.client_thread.start()
# Wait for threads to exit
app.run_thread. join()
app.server_thread.join()
app.client_thread.join()
logger.info( 'RESTARTING APPLICATION')
except:
logger.exception('Exception during processing loop.')
2E ABET SEE|H ofEZ(A 00| A} S ZE CHA| A|RFEILICE run_cv RZ = 7HHIEF AER 9|

10
O|O0|X|E AaletLCt. EX|ASE YHoHLC|IHH Z2NHAE S2SLICH CIHH Z2MHA = HTTP
MHE M-SR AAZ ZSFE == QI&LICH 4 AYEE A& @FE X2lslof &L|ct @F 7t
B7dC|o{ 2O E| K| tom™ A EI A S 2 S =2 EL|C.
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https://docs.python.org/3/library/threading.html
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/debug-server/packages/123456789012-DEBUG_SERVER-1.0/application.py
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Example packages/123456789012-DEBUG_SERVER-1.0/application.py — A 2| £ X

# Processing loop

def run_cv(self):
"""Run computer vision workflow in a loop.
logger.info("PROCESSING STREAMS")
while not self.terminate:

try:
self.process_streams()
# turn off debug logging after 15 loops
if logger.getEffectiveLevel() == logging.DEBUG and self.frame_num ==
15:
logger.setlLevel(logging.INFO)
except:
logger.exception('Exception on processing thread.')
# Stop signal received
logger.info("SHUTTING DOWN SERVER")
self.server.shutdown()
self.server.server_close()
logger.info("EXITING RUN THREAD")
AH|E= ol EC|7H0|412] self THMIE Soll SAIELICH CIHH AB|== o EE[FH0|M XE| RFZE
CEAl AlZH517| @180 stop HIMEE XMooz & ¢LICt ol HAMEECIE AB=0| S5 A5 E

ELE= terminate £42 MMstL|CE

Example packages/123456789012-DEBUG_SERVER-1.0/application.py — & X| HIAHE

# Interrupt processing loop
def stop(self):
"""Signal application to stop processing."""
logger.info("STOPPING APPLICATION")
# Signal processes to stop
self.terminate = True
# HTTP debug server
def run_debugger(self):
"""Process debug commands from local network."""
class ServerHandler(SimpleHTTPRequestHandler):
# Store reference to application
application = self
# Get status
def do_GET(self):
"""Process GET requests."""
logger.info('Get request to {}'.format(self.path))
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if self.path == "/status":
self.send_200('0K")
else:
self.send_error(400)
# Restart application
def do_POST(self):
"""Process POST requests.
logger.info('Post request to {}'.format(self.path))
if self.path == '/restart':
self.send_200("'0K")
ServerHandler.application.stop()
else:
self.send_error(400)
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olHlE Egf= x|

OHZ 2|7 014 ZEt FTH HTTP MHHE A&stod 2ZolM B 2|7 0lMg ZLIE{>ISH L ClHZ
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/A Important
7|22 2 AWS Panorama 0{Z 20|24 = OH ZEO|ME S0{2= EfEHE & otX| &
&LICH O{ZEEt0[AA0M ZEE HH Eot @[30 I Jtsdol gLt ol 7IsE MAEE

=
M= 2F EBlEoEREH 0{S2t0|AE E55t1 QIS E ZCI0[HEQ}t o{E 20|14 7Ho|

Stlg E=5t7| fIEt F7F ZXIE FIHoF gLict.
Ol 7t0|=E0 ZEEIME FIE= HIPR0|H QIF, Mt Hof £= 5358 7135t K| otaL

Cth.

0{Z 20|24 A0{A{ 8000~9000 HR[o| ZEE A == JU&LICL Olz{et ZEE EH 2 E EIRE JIsE
ZCtO|UEZRE ERfEE AT + JU&LICH H% |7H0[44S B Z & [
o{Ecto|dA ol ZEE ofE2|7]|0|d ZE|o|L{e| ZEoi OfEELICH 0{EE0|HA AZES)

oi=le ZE|o|2 MY st ChA| Q& RFol| A %E*% EHLICH X|EE o{Z2t0|A ZEUM 2F

=
Ol +AlE|n SEHE2 Holo| HA| ZEZ MESELICH

OlHleE ZE 71
OHEZ 2|70l T Mol M| {IX|oM ZE OHEE X[E&LCt 2= {7 |X|7t package.jsonO|H

= oH
network E50M ZE =7t 4 Ch7|st= ZEE XIEELICH CFE o AldME ==7} ZE 800i

M = 4IEtCh D MedghL

0>|

Example packages/123456789012-DEBUG_SERVER-1.0/package.json

"outputs": [
{
"description": "Video stream output",
"name": "video_out",

Iltypell: Ilmediall

iF
"network": {
"inboundPoxrts": [
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/debug-server/packages/123456789012-DEBUG_SERVER-1.0/package.json
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{
"port": 80,
"description": "http"

}

]
}
OHEE|7|0|M DHL|HAEN M o{EEto|iA | ZEE o EE(7|0|M Z = ZH| 0|12 ZEof ofE 3}
= o8 #EI2 MAFLICE CFF ol Alol M= C|HFO|A 2| X E 80802 code_node ZAEH|O|L{2| ZE

L
800l O &EstE =S FIHELICH

Example graphs/my-app/graph.json

{
"producer": "model_input_width",
"consumer": "code_node.model_input_width"
1,
{
"producer": "model_input_order",
"consumer": "code_node.model_input_order"
}
1,
"networkRoutingRules": [
{
"node": "code_node",
"containexPort": 80,
"hostPoxt": 8080,
"decorator": {
"title": "Listener port 8080",
"description": "Container monitoring and debug."
}
}
]

OHEZ|70|ME HHZ & [ AWS Panorama &0l A EE= CreateApplicationinstance APIO| HEEl 2

HEIO|E EME A8 5to SYUet &S XIEELICH BHZ Al o] +EE XMB35tod o{Z2to|Aael 2
EE & AQlx| glsloF guict,

Example graphs/my-app/override.json

"replace": "camera_node",

OlHIeE ZE 1M 101


https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/debug-server/graphs/my-app/graph.json
https://docs.aws.amazon.com/panorama/latest/api/API_CreateApplicationInstance.html
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/debug-server/graphs/my-app/override.json
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"with": [

"name": "exterior-north"

]I

"networkRoutingRules": [

{
"node": "code_node",
"containerPort": 80,
"hostPoxrt": 8080

1,
"envelopeVersion": "2021-01-01"
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Example packages/123456789012-DEBUG_SERVER-1.0/application.py — HTTP A{H{

# HTTP debug server
def run_debugger(self):
"""Process debug commands from local network."""
class ServerHandler(SimpleHTTPRequestHandler):
# Store reference to application
application = self

Enf= e 102
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# Get status
def do_GET(self):
"""Process GET requests.
logger.info('Get request to {}'.format(self.path))
if self.path == '/status':
self.send_200("'0K")
else:
self.send_error(400)
# Restart application
def do_POST(self):
"""Process POST requests.
logger.info('Post request to {}'.format(self.path))
if self.path == '/restart':
self.send_200('0K")
ServerHandler.application.stop()

else:
self.send_error(400)
# Send response
def send_200(self, msg):
"""Send 200 (success) response with message."""
self.send_response(200)
self.send_header('Content-Type', 'text/plain')
self.end_headers()
self.wfile.write(msg.encode('utf-8"'))
try:
# Run HTTP server
self.server = HTTPServer(("", self.CONTAINER_PORT), ServerHandler)
self.server.serve_forever(1l)
# Server shut down by run_cv loop
logger.info("EXITING SERVER THREAD")
except:
logger.exception('Exception on server thread.')

MHE /status B20|M GET 28 & +2fst0{ ol Z2|71 o]Adoi| CHer L
OHZ |70l Z CEA| AZEfSt7| IsH /restarto CHEH POST 2FE +E&LCH

0| 7|5 & Aldst7| 2lsl MZ oiZC|FH0|M2 W ol AB=UM HTTP 2Et0|HUEE A™AELICEH 2
COIME = AEf 2l EH HESIIE Sdll /status Z2E HYXMo=z 5&6t0 E 2 =0 ofZZ|
b
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Example packages/123456789012-DEBUG_SERVER-1.0/application.py - HTTP £2+0|1E

# HTTP test client
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def run_client(self):
"""Send HTTP requests to device port to demnostrate debug server functions."""
def client_get():
"""Get container status"""
r = requests.get('http://{}:{}/status’'.format(self.device_ip,
self.DEVICE_PORT))
logger.info('Response: {}'.format(r.text))
return
def client_post():
"""Restart application"""
r = requests.post('http://{}:{}/restart'.format(self.device_ip,
self.DEVICE_PORT))
logger.info('Response: {}'.format(r.text))
return
# Call debug server
while not self.terminate:
try:
time.sleep(30)
client_get()
time.sleep(300)
client_post()
except:
logger.exception('Exception on client thread.')
# stop signal received
logger.info("EXITING CLIENT THREAD")

Hel RFZE= ABEE 2elstn A8 E7H S= [T ofEE(7H0|MEE CHA| AIZRFEFLICH

Example packages/123456789012-DEBUG_SERVER-1.0/application.py — H2! £

def main():
panorama = panoramasdk.node()
while True:
try:
# Instantiate application
logger.info('INITIALIZING APPLICATION')
app = Application(panorama)
# Create threads for stream processing, debugger, and client
app.run_thread = threading.Thread(target=app.run_cv)
app.server_thread = threading.Thread(target=app.run_debugger)
app.client_thread = threading.Thread(target=app.run_client)
# Start threads
logger.info('RUNNING APPLICATION')
app.run_thread.start()
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logger.info( 'RUNNING SERVER')

app.server_thread.start()

logger.info( 'RUNNING CLIENT')

app.client_thread.start()

# Wait for threads to exit

app.run_thread. join()

app.server_thread.join()

app.client_thread.join()

logger.info( 'RESTARTING APPLICATION')
except:

logger.exception('Exception during processing loop.')
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/debug-server/README.md
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HZ2[7|0|40d| CHEF GPU HMIAE & 4d3t5t2{TH AWS Panorama Appllcatlon CLIZ I{7|X|E& L=
gt £ 1f7|X| A UO|O|ESIAAIR. CHS oAl= OHZE2IF0|M T E - =0fl GPU HAMAE F7tst
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o

Example 7 Ate 2 50| Z &l package.json

"nodePackage": {
"envelopeVersion": "2021-01-01",
"name": "SAMPLE_CODE",
"version": "1.0",
"description": "Computer vision application code.",
"assets": [
{
"name": "code_asset",
"implementations": [
{
"type": "container",
"assetUri":
"eba3xmpl71aa387e8f89be9a8c396416cdb80a717bb32103c957a8bf41440b12.tar.gz",
"descriptorUri":
"4abdxmpl5a6f047d2b3047addes44704759d13T0126c00ed9b4309726f6bb43400ba9. json",
"requirements": [

{
"type": "hardware_access",
"inferenceAccelerators": [
{
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"deviceType": "nvhost_gpu",
"sharedResourcePolicy": {

"policy" : "allow_all"
}

1,

"interfaces": [

et I E20| et mi7|E B Atole] 7 |X| 24 E HH0|ESHAAIR.
GPU HAMAE AI235t04 OHEZ 2|7 0|2 b = 524

FMAIL.

o

1. OfZ2|70|M ZE|0|L{E YUEStE{™ build-container HEE Al

$ panorama-cli build-container --container-asset-name code_asset --package-path
packages/123456789012-SAMPLE_CODE-1.0

2. requirements 252 I{7|X| M0 F7I&L|Ct.

3. ZHO|L] Atdt L IHF|X| FHE YZE3FIEd™H package-application BHEHE AISHAAIL
$ panorama-cli package-application
4. OHEE[AHo|lME HiZgLCt.
HNAE A ote M E ol E2/7H01ME EB{H aws-panorama-samples GitHub 2| ZX|EEIE
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Y= 5k AIO.

GPU At

olo
oI
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https://github.com/aws-samples/aws-panorama-samples
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Windows O A{ 7Hel B4 A%

AWS Panorama OHZ 2|7 0|4 S =324 Docker, HHE T, Python2 AFE & LICH Windowsod|
ME Linux & Ubuntu& Windows SubsystemZ} &7 Docker Desktop2 A& 3504 7Her 482 HHE
£ U&Lct. o At& Mol A= AWS Panorama =+ & MEZ o Z2[AH0|Me 2 HAEE JHd #ZH 9
MY Z 2 MAE otLHELICE

Sections
« A EA

« WSL 2 2 Ubuntu A x|

« Docker A x|
« Ubuntu &+

. CI EHA

INN e

w

Ol At& ME 22484 Windows Subsystem for Linux 2(WSL 2)& X|
Ct.

435l = Windows EHZ10| 2 &L

« Windows 10 H{7 1903 O| & (= 18362 O|4}) EE= Windows 11
+ Windows 7|&

* Windows Subsystem for Linux

* Hyper-V

- Tt A ESHE

Ol ‘e M= CHE AL Eof HFO 2 THE EIe LT,

e Ubuntu 20.04
* Python 3.8.5
* Docker 20.10.8
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WSL 2 2 Ubuntu A x|

Windows 10 E{71 2004 O|& ('Y= 19041 O|&)2 A8 35t= B CHS PowerShell - & A& 5104
WSL 22} Ubuntu 20.04& A x|& &= /&LILCH.

> wsl --install -d Ubuntu-20.04

0|7 Windows 12| Z? WSL 2 B M| 0| HHE ?{EF =5 HA| BA X[&E MEAAL

Docker A x|

Docker Deskto p% M x|5l24H hub.docker.comOi M x| T2 13 I|7|X|E CtRE =504 Al3lstAl

A, X7t et MstE 2 Docker  AO|E Docker Desktop WSL 2 backend@| X|&2 24 A2,
Docker Desktop= Al&stn & A& Xt& Aod| et o A| ZHEl| 0| E LESIMAIL.
(@ Note

Docker Desktop2 7|2 HiZO|AMEF DockergE EAstefLICt O At&ME Adst7| Tof| CHE
Linux HHZE 2 MX|EF B2 2lAA, WSL & 2| Docker Desktop A% HF0AM AHE A X[
Ubuntu B Z TH0{| M DockerE & A3l AMAIL.

Ubuntu 43

O|A| Ubuntu 7t} tHAIOA Docker BEE Mg + A&LICH BB E EOIES LedH AlE ol
MHEZE A™ASAMAR. T Y e HElXt BBS A™AstE o AEE = A= ALEX o|E
AEE FIFLIC

e 28 FHE 2 RotedH 7He AREL AZES0{E UH0|ESt T& dRlstAAl

1. Ubuntu2t &7 M3 Ele AZEH0{E UOIO|EStMAIR.

$ sudo apt update && sudo apt upgrade -y && sudo apt autoremove
2. aptg& AE38to{ 7Y =7 E MX(|ELC

$ sudo apt install unzip python3-pip
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https://docs.microsoft.com/en-us/windows/wsl/install-manual
https://hub.docker.com/editions/community/docker-ce-desktop-windows/
https://docs.docker.com/desktop/windows/wsl/
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3. pipE AFE35t0qd Python 2HO|EBHEIE M XIELICH.

$ pip3 install awscli panoramacli

4. M EOEES YT aws configureE A&3to{ AWS CLIE T+ & LICTH
$ aws configure

WM A 7|7t e B IAM 2 £0iAM MMEE = A&LIC

otx|gfe =z ME ojE2[7iolMdE CH2 2 =604 7K ZLICH

HE ofE2|7HolME 7t e{H

—
>.

MZ ofE2|7|o|ME 22 Eoto] FFE ELICHL

$ wget https://github.com/awsdocs/aws-panorama-developer-guide/releases/download/
vl.0-ga/aws-panorama-sample.zip

$ unzip aws-panorama-sample.zip

$ cd aws-panorama-sample

2. EEEIAZZIEE AdSto] HulAUE E|AESIT, oHEE|70|M ZHE|O|LHE £ F&t1, IiF7|X|E
AWS Panorama0l 42 =&rL|Ct.

aws-panorama-sample$ ./0-test-compile.sh
aws-panorama-sample$ ./l-create-role.sh
aws-panorama-sample$ ./2-impoxt-app.sh
aws-panorama-sample$ ./3-build-container.sh
aws-panorama-sample$ ./4-package-app.sh

AWS Panorama Application CLI= I 7|X|& Y2 E35t 11 AWS Panorama AH|A0| SS&L|C}. OfA|
AWS Panorama 2£ 2 MZ M2 HZ T + U&LICH

EME g EMet D HESe{™ ot BHAT| EE= WSLE X|H5te S& 7HE Bt E(IDE)S AtS
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https://console.aws.amazon.com/iamv2/home?#/users

THERE QLA

AWS Panorama

THAF AL Il A|AEIO| UM ASHE{HE I EFAT|2 o411 EFAM EAIZof \\ws1$E Q2dstL|ct,

ol CIHEE|ol= 7He Hale| ot A|AE(Ubuntu-20.04) & Docker C|O|E{2| mt A AléE"Oﬂ CHet

2137} T e E|o] QU&LICE Ubuntu-20.04 OF2H2| home\usernameol At X} C|RE 2|7} QU&LILCE.
(® Note
Ubuntu LHOlAM Windows Ad%[0] Q= T of HMASIE{™ ST /mnt/c CIREE[Z 0|S 5t

AAIR. 02 £0{1s /mnt/c/Users/windows-username/DownloadsS Al&istod CI2
EC ClHEZQ ItY S LIYE = A&LC.

Visual Studio Code S AFS3tE TH2t 2740 M oHZ A0l 2EE HESt D S§ E{Olol A By
2 Alstist £ Ql&LICH. Visual Studio CodeS A x|5H24™ code.visualstudio.com2 WEsHAA|Q. A
x| & 474 wsL &3 Z2 322 FIHEhc

BEs AdstE & Ubuntu {022 CHRHILICE. ofE] BY S X[RdstH M|

Windows E{O|E2 BHS =
= CHE CHZ 8t Linux0ll CHSH PowerShell, 33 T Z E Sl OIS A™E &= &LICH Ctrl+C
514 Ctr+VE A& SA & 20{7|, 22 7158 URL & 7|El &8 71 AFE S X|RELICEH

Windows E{0|'d& A x|6l242 microsoft.comE YW ESIAAIL.
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https://code.visualstudio.com/
https://marketplace.visualstudio.com/items?itemName=ms-vscode-remote.remote-wsl
https://www.microsoft.com/en-us/p/windows-terminal/9n0dx20hk701
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AWS Panorama API

AWS Panorama AMH|A Q| T{E 2! APIE AF2504 C|HIO|A L o Z 2|7 0| 2| KIAZEZE K55
gt £ Ql&LICH. AWS Command Line Interface =5 AWS SDKE A5t 2lAA S HZE 22| o|'
= ATEE F= ofE2Fo|ME e &= /U&LIcH o] MEMO| GitHub 2| ZX|EE|0lE AHA| 2

O| AIZIHo 2 A8E = = AT EEJ E0{ U&LICH

rl

|

* aws-panorama-developer-guide/util-scripts

Sections

- C|Hio|A S5 X S8

« AWS Panorama APIZ 0{Z2}0[HA EZ|
- OHEC|7| 0| HHZ X} S35t

« AWS Panorama APIZ 0{Z 20| A EZ|
« VPCRIEZQIE AIS
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts
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0{Z2}0|HAE m 2 H|X{'E5t24H ProvisionDevice APIE AF23SIAAI. EE ol & i|°| T8 4
Al ot oI5 XMEOO| & E zIP o] ZEELICH S C|ZES T MFAF certi
omni_& AF®3}04 of7to|Eof K& EHLICEH

Example provision-device.sh

if [[ $# -eq 1 1] ; then
DEVICE_NAME=$1
else
echo "Usage: ./provision-device.sh <device-name>"
exit 1
fi
CERTIFICATE_BUNDLE=certificates-omni_${DEVICE_NAME}.zip
aws panorama provision-device --name ${DEVICE_NAME} --output text --query Certificates
| base64 --decode > ${CERTIFICATE_BUNDLE}
echo "Created certificate bundle ${CERTIFICATE_BUNDLE}"

TYotzto|Eo| Hot 215 HE2 58 #of Bt EUCh Z8E USB E2H0[EE AFE 5104 of7to|E
£ O{ZE2t0|UAZ HEHHAR

FtHELE % 5l24™ CreateNodeFromTemplateJob APIE A& 3HAA|2. O] APIE ZHHIZIS| AFHS

X} O, &%, URLO] CHEr RIE2! mEtO|E M E AFSELICH Bash EAtYE 252 ALE5t0{ O HE
JSON -.-_-A'IE ZoiE o+ &L

0

Example register-camera.sh

if [[ $# -eq 3 1] ; then
NAME=$1
USERNAME=$2
URL=%3
else
echo "Usage: ./register-camera.sh <stream-name> <username> <rtsp-url>"
exit 1
fi
echo "Enter camera stream password: "
read PASSWORD
TEMPLATE="{"Username":"MY_USERNAME", "Password":"MY_PASSWORD", "StreamUrl": "MY_URL"}'
TEMPLATE=${TEMPLATE/MY_USERNAME/$USERNAME}
TEMPLATE=${TEMPLATE/MY_PASSWORD/$PASSWORD}
TEMPLATE=${TEMPLATE/MY_URL/$URL}
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https://docs.aws.amazon.com/panorama/latest/api/API_ProvisionDevice.html
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/provision-device.sh
https://docs.aws.amazon.com/panorama/latest/api/API_CreateNodeFromTemplateJob.html
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/register-camera.sh
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echo ${TEMPLATE}
JOB_ID=$(aws panorama create-node-from-template-job --template-type RTSP_CAMERA_STREAM

--output-package-name ${NAME} --output-package-version "1.0" --node-name ${NAME} --
template-parameters "${TEMPLATE}" --output text)

= TtUoA JSON 78S 228 + U&LICH

--template-parameters file://camera-template.json
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THERE QLA

AWS Panorama APIZ 0{Z2}0|

>
.
L]

AWS Panorama APIE AF&735t04 0{Z20|o1A B2 & E XHSEHE = U&LICE
C|HIO|A E 7|
C|HFO|A IDE AFE3504 CIHIO|A S8 & 71X 224™ ListDevices APIE A& AAI2.

$ aws panorama list-devices
"Devices": [
{
"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere",
"Name": "my-appliance",
"CreatedTime": 1652409973.613,
"ProvisioningStatus": "SUCCEEDED",
"LastUpdatedTime": 1652410973.052,
"LeaseExpirationTime": 1652842940.0

O{Z2}0o|H A0 CHEF REMIEH LHE S E 248 DescribeDevice APIE AIESHAAIL.

$ aws panorama describe-device --device-id device-4tafxmplhtmzabv5lsacba4ere
{
"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere",
"Name": "my-appliance",
"Arn": "arn:aws:panorama:us-west-2:123456789012:device/
device-4tafxmplhtmzabv5lsacba4ere”,
"Type": "PANORAMA_APPLIANCE",
"DeviceConnectionStatus": "ONLINE",
"CreatedTime": 1648232043.421,
"ProvisioningStatus": "SUCCEEDED",
"LatestSoftware": "4.3.55",
"CurrentSoftware": "4.3.45",
"SerialNumber": "GFXMPL0013023708",
"Tags": {},
"CurrentNetworkingStatus": {
"Ethernet@Status": {
"IpAddress": "192.168.0.1/24",
"ConnectionStatus": "CONNECTED",
"HwAddress": "8C:XM:PL:60:C5:88"

o{ZztoldA e
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https://docs.aws.amazon.com/panorama/latest/api/API_ListDevices.html
https://docs.aws.amazon.com/panorama/latest/api/API_DescribeDevice.html
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},

"EthernetlStatus": {
"IpAddress": "--",
"ConnectionStatus": "NOT_CONNECTED",
"HwAddress": "8C:XM:PL:60:C5:89"

}

3,
"LeaseExpirationTime": 1652746098.0

O{EZZ}0|dA AZEQ0{ (dad|0o|E

LatestSoftware HHMO| CurrentSoftware 2L}t £|AIQ1 AL & x|E Yad0|EE £ U&LICH.
CreateJobForDevices APIE AF&35104 £M AUO|0|E(OTA) UOI0|E 2 H2 PHE £ U&LICEH

$ aws panorama create-job-for-devices --device-ids device-4tafxmplhtmzabv5lsacba4ere \
--device-job-config '{"O0TAJobConfig": {"ImageVersion": "4.3.55"}}' --job-type OTA

{
"Jobs": [
{
"JobId": "device-4tafxmplhtmzabv5lsacba4ere-0",
"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere"
}
]
}

(o}

AT BIEONAM Bash EAtE 2502 XY 714 mtdo| o|0|X| HEH HEE ME + J&LC

Example check-updates.sh

apply_update() {
DEVICE_ID=%1
NEW_VERSION=$2
CONFIG='{"0OTAJobConfig": {"ImageVersion": "NEW_VERSION"}}'
CONFIG=${CONFIG/NEW_VERSION/$NEW_VERSION}
aws panorama create-job-for-devices --device-ids ${DEVICE_ID} --device-job-config
"${CONFIG}" --job-type OTA
}

0{Z2}0|dA T} X|MHE AZEQo{ HAES CIR2E 5T AHA|A e 2 dd|o|E &L},
DescribeDeviceJob APIE At23t04 C|0|E FI
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https://docs.aws.amazon.com/panorama/latest/api/API_CreateJobForDevices.html
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/check-updates.sh
https://docs.aws.amazon.com/panorama/latest/api/API_DescribeDeviceJob.html
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$ aws panorama describe-device-job --job-id device-4tafxmplhtmzabv5lsacba4ere-0
{

"JobId": "device-4tafxmplhtmzabv5lsacba4ere-0",

"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere",

"DeviceArn": "arn:aws:panorama:us-west-2:559823168634:device/
device-4tafxmplhtmzabv5lsacba4ere”,

"DeviceName": "my-appliance",

"DeviceType": "PANORAMA_APPLIANCE",

"ImageVersion": "4.3.55",

"Status": "REBOOTING",

"CreatedTime": 1652410232.465

Al
=

0%

2l D E Qo] FEE 71X 22{™ ListDevicesJobsE AIE35AAI2.

rn

$ aws panorama list-devices-jobs

{
"Devicelobs": [
{
"DeviceName": "my-appliance",
"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere",
"JobId": "device-4tafxmplhtmzabv5lsacba4ere-0",
"CreatedTime": 1652410232.465
}
]
}

AUH|I0|EE &0l5t1 M= MZE A3 ZEE= 0] MHEMO| GitHub 2|Z X|E 2|0 M check-

0{Z2}0|HAE RHEEISIE{H CreateJobForDevices APIE A2 AIAI.

$ aws panorama create-job-for-devices --device-ids device-4tafxmplhtmzabv5lsacba4ere --
job-type REBOOT
{
"Jobs": [
{
"JobId": "device-4tafxmplhtmzabv5lsacba4ere-0",
"Deviceld": "device-4tafxmplhtmzabv5lsacba4ere"
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https://docs.aws.amazon.com/panorama/latest/api/API_ListDevicesJobs.html
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Example reboot-device.sh — AL

$ ./reboot-device.sh
Getting devices...

0: device-53amxmplyn3gmj72epzanacniy my-se70-1
1: device-6talxmpl5mmik6gh5moba6jium my-manh-24
Choose a device
1
Reboot device device-6talxmpl5mmik6gh5moba6jium? (y/n)y
{

"Jobs": [

{

"DevicelId": "device-6talxmpl5mmik6gh5moba6jium",
"JobId": "device-6talxmpl5mmik6gh5moba6jium-8"
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/reboot-device.sh
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Of= 2|70 Hi 2 RS2t

O Z 2|70 Hi 2 524 AWS Panorama Application CLISFE 25 AF& & LICH AWS Command
Line Interface. OHZ 2|7 0| M ZIE|O|L{E& #5538t & Amazon S3 HM|A ZQIEo0f ofZE[7H0|M 2! 7|
Ef XAtES YZE8FLICE 22{™ CreateApplicationlnstance APIZ AL& 304 oHZ2|710]|44 Wiz &

et

EAE AFZE Ao CHEt REMIEH ZHRIAE 2 X|EI2 MEZ ofE2/70/4 READMES| X|&lE (2

A2,

Sections

. ZAE|0o|{ E=

. AHeol{ YEE W S
- OHEE|70|4d HHZE

- HiZ 2LIE{Z

ZE|o|lH 2E

OHEZ 2|70 ZE|0|LHE YU ESFIE{™ build-container @HE AP-Q%PQAIE?_. 0| H232 Docker 7
EO|LHE YE35l1 assets EEH0| & FE I A|ARIOZ K{E

0>|
11°|'
ﬁ 0

Example 3-build-container.sh

CODE_PACKAGE=SAMPLE_CODE

ACCOUNT_ID=$(aws sts get-caller-identity --output text --query 'Account')

panorama-cli build-container --container-asset-name code_asset --package-path packages/
${ACCOUNT_ID}-${CODE_PACKAGE}-1.0

lII)

BEE AH 7152 A8otod 2o UFE UM IS TABE =2 B2 s E M2 = L

Ct

$ panorama-cli build-container --package-path packages/TAB

ZEOIH YZE I = S5

OHEZ2|70|M2 M2 E5t2{™ package-application BHE A}%%}QAISP_. O] ¥ assets &
2| XFAHE AWS PanoramaZt & 2|5H= Amazon S3 HAM|A X { =2 =38fL|C}.
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https://docs.aws.amazon.com/panorama/latest/api/API_CreateApplicationInstance.html
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/README.md
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/3-build-container.sh
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Example 4-package-app.sh

panorama-cli package-application

AWS Panorama Application CLI= ZF T{7|X|2| IiZ7|X| 7t d(package. json)ol| A &= 3t= Z4El 0|
U MHEX} A E Y250 I F|X[E AWS Panoramall = EZ SS&L|Ct 2™ CHS ol E 2|71 0|
M OjLHAE(graph. json)ollM O|248t = E& 2t X 5t04 o Z2|71|0|MH S HHZ ELICH

O Z2|7|0|M HH =

O Z 2|70 2 Hi =524 CreateApplicationinstance APIE A28 AA|2. O] 2ol E35| CtST
Z2 meto|e{7t AASE Lt

* ManifestPayload - OfZEZ|A|0|Me| =, W7 |X|, x| I met0|EHE Helst= ofZ (7 0]/ Of
LI AE(graph.json)LICH

« ManifestOverridesPayload - & WMl OiL|HAE S| uf2tO|HE MHEolst= F M oiL|m A
ElL|ct ofZ2(AH 0| OfLIHAE = OfEZIA0|M AAS| HH B|AAR 7HFE = USH, 2H
2tO|E OHLHAE = HHZE AFS A X|H5tE HiE AlZH HEE M3

« DefaultRuntimeContextDevice — CHAF C|HFO|AQILCY.
« RuntimeRoleArn - AWS MH|A 2 BlAA0| HMHASHZ| 2{5H OHE2[FH0|M0| AFHE S IAM AE
O ARNILLCE.

« ApplicationInstanceIdToReplace — C|HFO[AOIM M74E 7[E o E2|AH0|M RQUIARAS|ID
L},
=

OLHAE 3 2HEIO|E HOo|ZE= CHE EAM Lol S™E EXtY 2f2 2 XS k040 5= JSON
EMULICEH 0|E ¢lcl AZRIEE TUNM OILIHAEES EXUZ ZESt T jg =T E ALE5101 &
HEME ddgfLh

Example 5-deploy.sh — O{L|H|A E &F 4

GRAPH_PATH="graphs/my-app/graph.json"
OVERRIDE_PATH="graphs/my-app/override.json"

# application manifest

GRAPH=$(cat ${GRAPH_PATH} | tr -d '\n' | tr -d '[:blank:]1")
MANIFEST="$(jq --arg value "${GRAPH}" '.PayloadData="\($value)"' <<< {})"
# manifest override
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https://stedolan.github.io/jq/
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/5-deploy.sh
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OVERRIDE=$(cat ${OVERRIDE_PATH} | tr -d '\n' | tr -d '[:blank:]")
MANIFEST_OVERRIDE="$(jq --arg value "${OVERRIDE}" '.PayloadData="\($value)"' <<< {}H)"

LU

Wy Hel

P |

2|E £ ListDevices APIE AI236104 34l 2|70l SEE CHIO|A S £ 7tx{2 1, O|= Hi
A L

ISR MEE R 2 2 ool MEELCH

=

i
Example 5-deploy.sh — C|HFO|A 57|

echo "Getting devices..."

DEVICES=$(aws panorama list-devices)

DEVICE_NAMES=($((echo ${DEVICES} | jq -r '.Devices |=sort_by(.LastUpdatedTime) |
[.Devices[].Name] | @sh') | tr -d \'\"))

DEVICE_IDS=($((echo ${DEVICES} | jq -r '.Devices |=sort_by(.LastUpdatedTime) |
[.Devices[].DeviceId] | @sh') | tr -d \'\"))

for (( c=0; c<${#DEVICE_NAMES[@]}; c++ ))

do

echo "${c}: ${DEVICE_IDS[${c}]1} ${DEVICE_NAMES[${c3}]1}"

done

echo "Choose a device"

read D_INDEX

echo "Deploying to device ${DEVICE_IDS[${D_INDEX}]}"

echo -n ${DEVICE_IDS[${D_INDEX}]} > device-id.txt

DEVICE_ID=$(cat device-id.txt)

OII

OHEZE|F|o|M A& CtE AT RIE(1-create-role.sh)0l| 2|5 MM EILICH HHZ A3 RIE
ARNZ 7} X SLICt AWS CloudFormation. OfZ 2|7|0|A 0] o|0O| C|H}O|AO| HHZE ZBL
24 oo M s o E2[FH 0| QUARAO[ IDE 7HA{Z LILCE.
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Example 5-deploy.sh — 238 ARN 2! CHA]| Q==

# application role

STACK_NAME=panorama-${NAME}

ROLE_ARN=$(aws cloudformation describe-stacks --stack-name panorama-${PWD##*/} --query
'Stacks[@].0utputs[?0utputKey=="roleArn ].OutputValue' --output text)

ROLE_ARG="--runtime-role-arn=${ROLE_ARN}"

# existing application instance id

if [ -f "application-id.txt" ]; then
EXISTING_APPLICATION=$(cat application-id.txt)
REPLACE_ARG="--application-instance-id-to-replace=${EXISTING_APPLICATION}"
echo "Replacing application instance ${EXISTING_APPLICATION}"
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fi
OIX[YHo2 AT REE BE QAE XESI0{ oHEZ|7| 0|4 QARAE BHET ofZ 27 0|2 Clb}
Olaof HHZELICH MH|IAE AFRIETI LS AA8E + ULF XY sts QlaHA IDE SEHEL

Ct.
Example 5-deploy.sh — O & 2|71[0[M H{ EZ

APPLICATION_ID=$(aws panorama create-application-instance ${REPLACE_ARG} --manifest-

payload="${MANIFEST}" --default-runtime-context-device=${DEVICE_ID} --name=${NAME}
--description="command-line deploy" --tags client=sample --manifest-overrides-

payload="${MANIFEST_OVERRIDE}" ${ROLE_ARG} --output text)

echo "New application instance ${APPLICATION_ID}"

echo -n $APPLICATION_ID > application-id.txt

HiZ 2 LIE{Z

HiEZ & 2 LIE{~5t24™ ListApplicationInstances APIE AFESHAIAIQ. BLIE{ AT ZIEE= ojZ2|7 0]
M CIMER|o mtof A ClHFO|A ID X o E 2|7 0|M QIARA IDE 7HX{21 0|8 AH85t0{ CLI &
22 MAMELICH O OS R XM EYHoz 553U

Example 6-monitor-deployment.sh

APPLICATION_ID=%$(cat application-id.txt)
DEVICE_ID=$(cat device-id.txt)
QUERY="ApplicationInstances[?ApplicationInstanceId==\ APPLICATION_ID\ ]"
QUERY=${QUERY/APPLICATION_ID/$APPLICATION_ID}
MONITOR_CMD="aws panorama list-application-instances --device-id ${DEVICE_ID} --query
${QUERY}"
MONITOR_CMD=${MONITOR_CMD/QUERY/$QUERY}
while true; do
$MONITOR_CMD
sleep 60
done

HiZ 7} 22 £/ Amazon CloudWatch Logs APIE Mo Z $ &S0 208 2 £ Y&LcH 21
27| A3 ZE & CloudWatch Logs GetLogEvents APIE A& &FLICEH

Example view-logs.sh

GROUP="/aws/panorama/devices/MY_DEVICE_ID/applications/MY_APPLICATION_ID"
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GROUP=${GROUP/MY_DEVICE_ID/$DEVICE_ID}
GROUP=${GROUP/MY_APPLICATION_ID/$APPLICATION_ID}
echo "Getting logs for group ${GROUP}."
#set -x
while true
do
LOGS=$(aws logs get-log-events --log-group-name ${GROUP} --log-stream-name
code_node --1limit 150)
readarray -t ENTRIES < <(echo $LOGS | jg -c '.events[].message')
for ENTRY in "${ENTRIES[e@]}"; do
echo "$ENTRY" | tr -d \"
done
sleep 20
done
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AWS Panorama APIZ 0{Z2}0|1A 2|

AWS Panorama APIE Al&735l04 OHEZE2[Z0|ME BLIEZ ST B2l" = U&LICH
o= 2|7|o|M E 7|

O{ZCIO|HAM A Sl ofZ2|7H0|M S8 E 7HK{284H ListApplicationinstances APIE A& 5t
A2,

$ aws panorama list-application-instances
"ApplicationInstances": [
{
"Name": "aws-panorama-sample",
"ApplicationInstanceId": "applicationInstance-ddaxxmpl2z7bg74ywutd7byxuq",
"DefaultRuntimeContextDevice": "device-4tafxmplhtmzabv5lsacba4ere",
"DefaultRuntimeContextDeviceName": "my-appliance",
"Description": "command-line deploy",
"Status": "DEPLOYMENT_SUCCEEDED",
"HealthStatus": "RUNNING",
"StatusDescription": "Application deployed successfully.",
"CreatedTime": 1661902051.925,
"Arn": "arn:aws:panorama:us-east-2:123456789012:applicationInstance/
applicationInstance-ddaxxmpl2z7bg74ywutd7byxuq",

"Tags": {
"client": "sample"
}
Iy
]
}

OHE 2|7 0|M QUIAEIA S| L Eof CHEF REAEH LI 2 £ 24 ListApplicationinstanceNodelnstances
APIE AlZ5IAIA |

$ aws panorama list-application-instance-node-instances --application-instance-id
applicationInstance-ddaxxmpl2z7bg74ywutd7byxuq
{
"NodeInstances": [
{

"NodeInstanceId": "code_node",

"NodeId": "SAMPLE_CODE-1.0-fd3dxmpl-interface",

"PackageName": "SAMPLE_CODE",
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https://docs.aws.amazon.com/panorama/latest/api/API_ListApplicationInstanceNodeInstances.html
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"PackageVersion": "1.0",

"PackagePatchVersion":
"fd3dxmpl2bdfasle6felbe290a79dd2c29cf0l4eadf7416d861ce7715ad5e8a8",

"NodeName": "interface",

"CurrentStatus": "RUNNING"

"NodeInstanceld": "camera_node_override",
"NodeId": "warehouse-floor-1.0-9eabxmpl-warehouse-floor",
"PackageName": "warehouse-floor",
"PackageVersion": "1.0",
"PackagePatchVersion":
"9eabxmple89f0f8b2f2852cca2ab6e7971aa38f1629a210d069045e83697e42a7",
"NodeName": "warehouse-floor",
"CurrentStatus": "RUNNING"
I
{

"NodeInstanceId": "output_node",

"NodeId": "hdmi_data_sink-1.0-9c23xmpl-hdmiQ@",

"PackageName": "hdmi_data_sink",

"PackageVersion": "1.0",

"PackagePatchVersion":
"9c23xmplc4c98b92baeataft676c8b16063d17945a3f6bd8f83f4ff5aa0dob394",

"NodeName": "hdmi@",

"CurrentStatus": "RUNNING"

I
{
"NodeInstancelId": "model_node",
"NodeId": "SQUEEZENET_PYTORCH-1.0-5d3cabda-interface",
"PackageName": "SQUEEZENET_PYTORCH",
"PackageVersion": "1.0",
"PackagePatchVersion":
"5d3cxmplb7113faald130f97f619655d8cal2787c751851a0el55e50eb5e3e96",
"NodeName": "interface",
"CurrentStatus": "RUNNING"
}

FtHEF AEE 22|

SignalApplicationInstanceNodelnstances APIE At&35t0{ 7tHEt AER = EE YAl X5t Y7L E

= U&LICH
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$ aws panorama signal-application-instance-node-instances --application-instance-id
applicationInstance-ddaxxmpl2z7bg74ywutd7byxuq \

--node-signals '[{"NodeInstanceld": "camera_node_override", "Signal":
"PAUSE"}]"
{
"ApplicationInstanceId": "applicationInstance-ddaxxmpl2z7bg74ywutd7byxuq"
}
AFRENM LE S5 7IXetM CHatE Y Alo 2 LA SXISHHL MIHE L EE MBS EL
Ct.

Example pause-camera.sh — AF&

my-app$ ./pause-camera.sh

Getting nodes...

0: SAMPLE_CODE RUNNING
1: warehouse-floor RUNNING
2: hdmi_data_sink RUNNING
3: entrance-north PAUSED
4: SQUEEZENET_PYTORCH RUNNING
Choose a node

1

Signalling node warehouse-floor

+ aws panorama signal-application-instance-node-instances --application-instance-id
applicationInstance-r3a7xmplcbmpjqeds7vj4b6pjy --node-signals '[{"NodeInstanceId":
"warehouse-floor", "Signal": "PAUSE"}]'

{
"ApplicationInstanceId": "applicationInstance-r3a7xmplcbmpjqgeds7vj4b6pjy"
}
FtHIE = EE LAl SXIRUCHIL CHA| A|EFetEH S Ao MEIE = /e JAECHH B2 £2| 7tH2t &
Elg &8 & Qe o/ 524 of3 stolet AERIS oHEtol= HLHAE S| SYUR ¢
24 - Cof I EHAAIR

= 2H2to|E OiL|H A E 7} warehouse-floor® entrance-northéte & 742 7t
HEZt AERE S 12 = =(camera_node)dd| D& & LIC} warehouse-floor AEZI2 O EE|
7]0|M0| A|ZtE| T entrance-north = =7t A&7t 74ZE W7 K| 7|Ct2|H g A4sEL|Ct.

Example override-multicam.json

"nodeGraphOverrides": {
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AWS Panorama FHEERE FLHA

"nodes": [
{
"name": "warehouse-floor",
"interface": "123456789012::warehouse-floor.warehouse-floor",
"launch": "onAppStart"
I
{
"name": "entrance-north",
"interface": "123456789012::entrance-north.entrance-north",
"launch": "onSignal"
},
"packages": [
{
"name": "123456789012: :warehouse-floor",
"version": "1.0"
},
{
"name": "123456789012::entrance-north",
"version": "1.0"
}
1,
"nodeOverrides": [
{
"replace": "camera_node",
"with": [
{
"name": "warehouse-floor"
},
{
"name": "entrance-north"
}
]
}

APIE A& 8t HHZ ol CHE REM[EH LHE 2 OfE 2|71 0| HiXE XS5t BHE HRstAAR.
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CHS MEE AHE35H0{ AWS Panorama& VPC QIEZQIES Ay
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VPC AEZQIEE F7} 7 90| AH|A S| DNS 0|52 AFE35t04 AWS SDK Z2I0|HEZHE EC)
=g 7F7§49|—|EP VPC A= XZQIE ALE0] CHE RFM|EH LI 2 Amazon VPC AHE ME A Q| VPC Q=
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AZAE += U&LICH AWS Direct Connect. 0|28t HH|AE AF& 5104 O|O|E MEHK| & & E|l= Z 2}

o8l MEUIE MHEE = J&LICt o{Ezto|edas ZE2tol8! MEHo| 244511 VPC AEXQIE
E51 AWS MH|A0]| HAM|ASHL|CE.
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https://console.aws.amazon.com/vpc/home#CreateVpcEndpoint:
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html

AWS Panorama FHEERE FLHA

Site-to-Site VPN 2! AWS Direct Connect £ Cl|O|E{ MIE{& Amazon VPCO| St 5 H @435t 7| &8t
MH|AQILICE Site-to-Site VPNS A2 5tH 4 & HESR3 CIHIO|AE AF85t0o{ dAE £ U&LC.
AWS C|HFO|AE AWS Direct Connect AF275t04 @13&H 4= Ql&L|C}.

 Site-to-Site VPN — AWS Site-to-Site VPNEH?
« AWS Direct Connect — AWS Direct ConnectZt?

27 HESIE VPCOl Zatold! MELo| HZs F THg MHIAE I8 VPC ASEQIEE M3
Lt

« Amazon Simple Storage Service — Amazon S3&AWS PrivateLink

« AWS IoT Core — 2IE{H[0|A VPC Y= QIEQ B TH AWS loT Core AHE(HIO|E B & ot 91T
ME 2R

« Amazon Elastic Z1E{|0|Lq B R|AE 2| — Amazon Elastic Z1E{|0|L] B X|AE 2| QIE{m|0|A VPC I=
ZOIE

« Amazon CloudWatch — QIE{m| 0| A VPC = Z 2 E 9} &4 CloudWatch AFE
» Amazon CloudWatch Logs — Q/E{H|0|A VPC M= Z QI E Q| & 74 CloudWatch 271 AL
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VPC AIEXZQIE 2|0{ = Amazon S3 L= Amazon Route 53 Z2I0[|8! S ARl 3dg AL 30k AWS
loT EfLiCH Z2to|8! AR QA2 Amazon S3 HMA ZQIEQ| 519 THQ! L MQTT &= H|IR
8t ot9l THIQlol ERfElg 2HHE VPC A ZQIER Bt eI Zato|y AT ¥Hol ChEt &}

[« Ry |
Mgt L& 2 Amazon Route 53 7H& A} 7}O|E0 M Z2t0|E8! S AEI dedo Z X517 |8 FHESHA A
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https://docs.aws.amazon.com/vpn/latest/s2svpn/
https://docs.aws.amazon.com/directconnect/latest/UserGuide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/iot/latest/developerguide/IoTCore-VPC.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
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BlAAE SAEE £ LT HEE MEUlol BlaAE Zatoly BlAAS SAIE 4 Q|6 Zat
Ol Elaa e QUE{LI|M AMAE = i&sLCt
Example vpc-endpoint.yml — Z2tO[8! MEH!
AWSTemplateFormatVersion: 2010-09-09
Resources:
vpc:
Type: AWS::EC2::VPC
Properties:
CidrBlock: 172.31.0.0/16
EnableDnsHostnames: true
EnableDnsSupport: true
Tags:
- Key: Name
Value: !Ref AWS::StackName
privateSubnetA:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref vpc
AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""
CidrBlock: 172.31.3.0/24
MapPublicIpOnLaunch: false
Tags:
- Key: Name
Value: !Sub ${AWS::StackName}-subnet-a
vpc-endpoint.yml BlZZ2/0{ A= AWS Panorama0i| CHEH VPC HIEZQIEE MM5I= e &
0iF LICt. O] A =X QIEE AF85H0{ AWS SDK EE=E A8 35101 AWS Panorama 2|AAE #E[E &
U&LICH AWS CLI.

Example vpc-endpoint.yml - VPC IEXZQIE
panoramaEndpoint:
Type: AWS::EC2::VPCEndpoint
Properties:
ServiceName: !Sub com.amazonaws.${AWS: :Region}.panorama
VpcId: !Ref vpc
VpcEndpointType: Interface

2|
A~
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/cloudformation-templates/vpc-endpoint.yml
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/cloudformation-templates/vpc-endpoint.yml
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SecurityGroupIds:

- !GetAtt vpc.DefaultSecurityGroup
PrivateDnsEnabled: true

SubnetIds:

- IRef privateSubnetA

- IRef privateSubnetB
PolicyDocument:

2012-10-17

Statement:

- Effect: Allow

"y

Version:

Principal:

Action:
"panorama:*"

Resource:

_ nxn

PolicyDocument= QIEEZQIENM =&Y = U= API 2Y &2 Holste 2laa 7[gh Het
MRILICH MME £35l0{ HEXZQIEE Safl HMAE = Ues & 2 2AAE MEE = UA&H
Ct. REMIEH LI 2 Amazon VPC Al MM | VPC AIEZQIEE S5l MH|A0 CHEE HMA K0S
B ESHAAI2.

MH|AE 2{E VPC 2

vpc-appliance.yml HZ3!2 AWS Panorama O-I% FO|AAOAM AL St
10

=
CEQlEQ Zatoldl ZAEQ

Example vpc-appliance.yml — Z2}0|8! S ARl 4o40] 9

s3Endpoint:
Type: AWS::EC2::VPCEndpoint
Properties:
ServiceName: !Sub com.amazonaws.${AWS: :Region}.s3
VpcId: !Ref vpc
VpcEndpointType: Interface
SecurityGroupIds:

- !GetAtt vpc.DefaultSecurityGroup
PrivateDnsEnabled: false
SubnetIds:

- IRef privateSubnetA

- IRef privateSubnetB

s3apHostedZone:

Type: AWS::Route53::HostedZone
Properties:
Name: !Sub s3-accesspoint.${AWS::Region}.amazonaws.com

A ZQIEJEXQIE
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VPCs:
- VPCId: !'Ref vpc
VPCRegion: !Ref AWS::Region
s3apRecozrds:

Type: AWS::Route53::RecordSet

Properties:
HostedZoneld: !'Ref s3apHostedZone
Name: !Sub "*.s3-accesspoint.${AWS::Region}.amazonaws.com"
Type: CNAME
TTL: 600
# first DNS entry, split on
ResourceRecords:

- !Select [1, !Split [":", !Select [0, !GetAtt s3Endpoint.DnsEntries ] ] ]

:, second value

MZ BEHIZISIo|ME ME VPCE AH235104 Amazon VPC 2! Route 53 E|AA Q| MAd2 Ho{E LT}
VPC BIAAE MHstD MEY 2ot O& 2 VPC IDO| CHet X E B|AAQ| IDE CHA||St0 AFE A}
Bof A ZHEE = U&Lch
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« provision-device.sh — C|HtO|AE T 2 H|X{'J&LCt.
« check-updates.sh — 0{Z2}0|21A AZEQ|o{ YOI0|EE &Ql5tn ME&LCt

« reboot-device.sh — C|HIO|AE &Y

« register-camera.sh — 7tHIEIE

o

« deregister-camera.sh — 7} H|2
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/provision-device.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/check-updates.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/reboot-device.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/register-camera.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/deregister-camera.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/view-logs.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/pause-camera.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/push.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/rename-package.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/samplify.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/update-model-config.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts/cleanup-patches.sh
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/util-scripts
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/cloudformation-templates/alarm-application.yml
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/cloudformation-templates/alarm-device.yml
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/cloudformation-templates/application-role.yml
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/cloudformation-templates/vpc-appliance.yml
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« vpc-endpoint.yml - AMH|A| CHE Z2FO[H! MEU MHH|A HMA HEHO| s VPCE M/ ELICH
AWS Panorama . VPC LHE Q| E|AAE QIE{Llof @436 K| 8 = AWS Panorama 01 91Z25}04
AWS Panorama E|AAE DL|E{EIstT 22| 4 laL|Ct.

O| C|AE{2|2| create-stack.sh A3 ZEE AWS CloudFormation AEHS AAISHL|C} ChFsE &=
O| QI+ E AFSELICH A HmY Clr= RES! 0|§ 0|1 LIHE| lc= "EX of mietO|E{of CHEE 2 H

2to|=lL|Ct,

o& So{Chs B2 ofEEIF0ld vEg S Y&t

$ ./create-stack.sh application-role

ofZ2|7l0[M - Chefet E of 7[Hx] & ALE ALHIE It HE oS 2l7ioldLct,

- ZtHEt 2EB HE - 7tHEt 2ERE HEELICH

« PanoJupyter - AWS Panorama 0{Z 2} 0|21 A 04| M upyterLabS AlRUErLIC.

« Sideloading - O Z2|7|0|4 ZIE|0|HE FFot7{Lt HZSIX| 1= o EE|7H0|MH I EE A0
E ol' A OIAL_||:|.

AWS HAFLIE[=of CiEF =72 X|EZ JHY R &LICH AWS Panorama. GitHubOl[A CHS QEAA T

« cookiecutter-panorama - AWS Panorama OfZ 2[71|0|M& 2|3t Cookiecutter B & 2 LTt

o M HEIY B E MR HE, 220U U FI}HI|C|IR £ SM0| HMASHZ| I8 Python 2

Ik
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/cloudformation-templates/vpc-endpoint.yml
https://github.com/aws-samples/aws-panorama-samples
https://github.com/aws-samples/aws-panorama-samples/tree/main/samples
https://github.com/aws-samples/aws-panorama-samples/tree/main/tools/camera_stream_validation
https://github.com/aws-samples/aws-panorama-samples/tree/main/tools/pano_jupyter
https://github.com/aws-samples/aws-panorama-samples/tree/main/tools/sideloading
https://github.com/mrtj/cookiecutter-panorama
https://github.com/Neosperience/backpack
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THERE QLA

AWS Panorama 2|A&A

AWS Panorama
Ct. AWS Panorama 0{Z2}0|HA = CIEHIE AWS &
ot MEHE ETELICEH ofZEt0|¢AE 74X /U= S¢t
7|= gct.

0{Z2I0|MA = AWS Panorama 2 £ 2 #{2 AI2E ] MAM5t= MH|A 2
L|

CloudWatch Logs & 7|Et AWS MHIAE AISE = Qe HEtE &Lt
Panorama AMH|A @& 8l X} MH|A B|AA EHHEE HXFHAAIL
EMFRE At Ol =80| ZestH 22X 62 CHaE X sHAAIR
ESy

« AWS Panorama 2£0|AM2o| 2 L|E{E
« AWS Panorama 271 27|
« Amazon CloudWatch& A&+ o{ZZfo|ediA &l

OHZ 270l ZLIEE

£Z<£ 2 Amazon CloudWatch0llA{ AWS Panorama Z|AAE
5 22 E0i 21435104 @
AA|ZFe 2 23 E CloudWatch LogsZ M& 5t

2 O =2|7 0| ELIET

DUEEE & A&
AZE FHHIEHS| & Ef

23510l A{ AWS loT
XEMIBH LHE 2 AWS
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AWS Panorama

FHEFRE RFLHA
AWS Panorama 2£0|A2e| 2L|E &
AWS Panorama 2& 2 At&35t04 AWS Panorama 0{Z2+0|HA L FtHEHE ZUERE £ U&L
Ct. 2&£28 AWS IoT AFE35t04 0{E2t0[1A 0| MEfE ZLIE{RIELICY.
AWS Panorama 2 &0 A 0{ZE2+0|1AE ZLIE{E 2™

1. AWS Panorama & & L|C}

2. AWS Panorama 2& LC|HtO|A H|O|X|& dL|ct

3. O{ECto|HAE MEHFL|CE

4. OHEZ|AH O QUARAO| HENE HiE{H S Kol A MEiFLICH

5. O{ZZt0[HAQ| HERT QIEHO|A HEHE EEiH MM S MEASLICH

H| O|X| & Etof o{Z2to|AA | A o EH7F EA|EILICE &EH7F 22t210(H o{Z2to[AA T AWS of
HAAE[0] H7(|Mel MEf HO|O|EE HMESELICH

AWS Panorama 2&
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https://console.aws.amazon.com/panorama/home
https://console.aws.amazon.com/panorama/home#devices
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AWS Panorama 21 27|

AWS Panoramai= Amazon CloudWatch Logs™| O Z2|70|MH & A|AER O|HIEE ETLICH EX
7t ehMEtH O|HIE 235 AFE35l09 AWS Panorama O Z Z2|710|MH € CIHZ &t 7Lt o Z2|7i 0] 2

T8 EME HEY =+ UA&LICH

CloudWatch LogsOlM 22 & Ee2{™

1. CloudWatch 21 2£°| 21 a1 & H0|X|E L|C}.
2. CI& 2&0|M AWS Panorama OHEZZ|7|0|AM L 0{E2}0|HA E1E &0l

IE]
1
30
I
L
ful

« C|HIO|A 213 - /aws/panorama/devices/device-id

- OjZ2|AH0|M 23 - /aws/panorama/devices/device-id/applications/instance-

id
AAER AZERIO{E UO|O|ESH & 0{Z2I0|HAE CHA| Z2H|MSIH T2 H|[X{'2 USB E2}0|E 9]
2T EHoIE £ &LCH
Sections

- ClHIO|A 20 E7|

« OHZEEF0|M 23 27|
- HEZFOIM 2T T
- ZEHIXME 2T 27|

« C|HO|20IM 20 TS

ClHFO|A 21 E 7|

AWS Panorama 0{Z20|1A = C|HIO| A0 CHet 20 22T} HHE5t= ZH o Z 2|7 0| M QIAEI A
CHet 252 MAStLIC ClHo|A Za0lE ofZ (A 0| AEf, AZEQo{ Fadol= L AAR T
Mod| cHgt MEJF ZetELICH

C|HFO|A 21 - /aws/panorama/devices/device-id

 occ_log-ZHEER Z2AMA0| ElLct o] Z2MAE oiZE|70lM HIEZE =Xt T Zf of
Zel7o|Md elaR Aol - E MENE BT ELICE
« ota_log - 74 YOIO|E(OTA) 2 ZEQ0o{ FOd0|EE Z™H5t= ZE2MAL Zotlu|ct.
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https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups
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» syslog- Z2MA Ztol &= HIAIXK|IE IR SH= ClHO|A Q| syslog ZE2AM|A 0| E24]LICE
« kern_log - C|HFO|AQ| Linux 7'l A g8 O|HE QILICY,

« logging_setup_logs - CloudWatch Logs O|O|MEE F85t= T2 AM|A Q| &34t
 cloudwatch_agent_logs - CloudWatch Logs 00| E o &24lL|C},

« shadow_log - AWS loT C|HIO|A ME< 9| E24Q]L|Ct.

oHEZ2|A|o|M 21 E 7|
OZ2|7|0|M QIAEIAO| 20 OE0|= LEo| 0|28 w2t Lo Cist 2 AEZI0| TEE|L|CT

OHZZ|7l0|M 21 - /aws/panorama/devices/device-id/applications/instance-id

- AL - o EZ|70|MH Z =2 AWS Panorama Application SDK2| £24QlLIC}. /opt/aws/
panorama/logsOiA{ ofZE|70|M 2O E ElAHELICH

d.odo et F8 Q8 2 T2 M AL E3AQ]LC

EZ-JtH2t AERIO HIC|IRE C|2ES= ZEMA Q| £34QILC.

« CIAZH0|-HDMI ZEQ| H|C|Q &3ig HI{Z

+ mds — 0{Z 20|14 M|EIE|O|E Mol 23 fLCt.

M4
M
o
o
to

« console_output - ZE ZHEH|O|L{0M &

CloudWatch Logs0ll 27t ZEAE|X| et= B2 SHIE AWS 2[Fol| U=X| &elstM Al JZ CHH
o{Zctol|dA o] AWS @44 EE= 01Z20|1A AWS Identity and Access Management (IAM) 23&H 0|
CHst #Hetoll 2X7F /JUE = A&LICh

ofEZ|#Hold 21 74

Python 27{& F#435104 /opt/aws/panorama/logst 21 It 7|5 5HAA|2. 0{ZEI0|HAE
O| #|%|e| 22 & CloudWatch LogsZ AEZ|YFLICE C|lAT S7HE L4F BLO| AA83HX| etoed™

Z|CH Zt Y 37| 10MB, Y 7+ 12 AFSHAAIL. LS doME ZHE HtEE HMEE EoiEL]
Ct.

Example application.py - 274 7

def get_logger(name=__name__,level=1ogging.INFOQ):
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-device-shadows.html
https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/application.py#L181
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logger = logging.getlLogger(name)

logger.setlLevel(level)

LOG_PATH = '/opt/aws/panorama/logs'

handler = RotatingFileHandlex("{}/app.log".format(LOG_PATH), maxBytes=10000000,
backupCount=1)

formatter = logging.Formatter(fmt='%(asctime)s %(levelname)-8s %(message)s',

datefmt="%Y-%m-%d %H:%M:%S"')

handler.setFormatter(formatter)

logger.addHandler(handler)

return logger

22 HRlolM 27HE X7|3t5t 1 ofZ 270l = R0 A ASSHAAIR.

Example application.py — 274 7|3}

def main():
try:

logger.info("INITIALIZING APPLICATION")

app = Application()

logger.info("PROCESSING STREAMS")

while True:
app.process_streams()
# turn off debug logging after 150 loops
if logger.getEffectivelevel() == logging.DEBUG and app.frame_num == 150:

logger.setlLevel(logging.INFO)

except:
logger.exception('Exception during processing loop.')

logger = get_logger(level=logging.INFO)
main()

IZ2H|MY 210 EH7|

Z = H[X{'d &0il AWS Panorama 0{1ZZ}0|21A = T4 0}7t0|E & 0{EEI0[AAZ TS stE O AL
= USB E2t0|E0| EO & SAIELICE Olz43t EO 8 AFE5t0] 2[4l AZEQo{ HTE M85t
o{Ecto|dAol ZZ=H|X'E EXME A + A&LICH

/A Important
ZZ2H|IXE 2O L2ZEQ0{ HT 4.3.23 0|4 22 AO|0|EEl o{ZEI0[HAN ASE =
AAI=| L’|E|-
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https://github.com/awsdocs/aws-panorama-developer-guide/blob/main/sample-apps/aws-panorama-sample/packages/123456789012-SAMPLE_CODE-1.0/application.py#L205
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oHE Aol B

- /panorama/occ.log - AWS Panorama ZIEEt{ AZE Qo 2 Q|L]C}.

- /panorama/ota_agent.log - AWS Panorama F4 G|0|E 0f| 0| ME 2 QlL|C}.
« /panorama/syslog.log - Linux A& 23 lL|C}

« /panorama/kern.log - Linux 7 23 LIC}.

C|HFO|AMIM B &

C|HbO|A B! o Z2|7H0|M 227t CloudWatch LogsHl EA|Z|X| et = < USB EEIO|EE A8 5104
ClHtolA0AM &5 5HEl 2 0|0|X|E 7HK{8 = QL& LICH AWS Panorama AfH|A B0 AHEXLE CH
Altod I8 sliSet CItHZE RIHE £ &t

HAHE =24H oS st=9o17F 2 gL

« USB ECIO|H - %A 1GBL| K& Z7I0| YUEF
AWS Panorama O{ZZt0|HA MM 21 Tt

mlo ”
F?.i
op
"
2
>
oo
]
r
[l

ClHtO|AMM 2O & & 5tEdH™

1. panorama & 2t0ll managed_logs EC7t /= USB E2I0|EE FHI|ELICY.

/

### panorama
### managed_logs

USB EC}O|EE C|HIO|A 0] 242 EL|C.
AWS Panorama 0{Z20[1A 0| 7
AWS Panorama 0{Z 20|14 9|
Clutola7t 21 & ClHO|AN| SAEILICH T Soil= ¢l LED7t mEt Mo 2 ZAErelL|Ct,

I

I

J124™ managed_logs C|EE 2|0 M panorama_device_log_vi_dd_hh_mm.img Aol 2

O odeg de + A&Lch
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Amazon CloudWatchE& AtE8t 0{Z20|2dA L o E2[FH 0| 2L
E{&

ﬂI|I=I

o{Zzto|dA 7 222! AENQl B, AWS Panoramas= & %|E Amazon CloudWatchZ &8
Ct. CIoudWatch F20|M O3t X|EE S5 JZ 9 CHA|EE = XHAI5H0{ 0{Z 2} 0|A SHES T
LIE& F E|HF0|"7F ZFQI0| E|HLE o EE|ZO|M| @ F 71 U ME A gediF= ZEE M

=
CloudWatch &0 X|E 27|

1. AWS Panorama 22 9| X|E H O|X|(PanoramaDeviceMetrics HAHO|A)E JL|C},
At3 A7|0HE HEHEFLICEH

2
3. X
4

=sto{ ez of F7FfLICH

mlo
>
0o
g
-

CIE SHE M6t D22 & ALSA X|Hste{H JeiZ 2 EAIE X[ & Bl M
b 712Me 2 JelZe 2 & X[E0i CHSH Average SHE ALSELICH

o
/|

CloudWatcholl= A A| £ 2 E|0{7} I&LICH Z2| Elo{ YA IZE QT X|E, CHAIEE, BE,

o -

21 3 2AIO|E0f CHEF CloudWatch 2 20| B3tEIL|CEH REA|SH LI 2 CloudWatch 222

=]

7|'§| 3|.AIA|O

CloudWatchod| CHet RFAM|EF HE = Amazon CloudWatch AF2 AEME R ZSHAAIL.

Sections

. CIHHOIA XIE A

- OHEEFHOIM XIE AE

. A 7y

ClHFO|A R|E AFE

o{Zzto|dAa 7l 222! AENQl BL, 5% %|Z Amazon CloudWatchZ T&gFL|Ct O|2{8t X|EE At
275104 C|H}O|A S 52 TLIE{RISt T C|HIO|AT} QZ BRI AtE|7} E|H BEE E2|HE £ &L

Ct.
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https://console.aws.amazon.com/cloudwatch/home#metricsV2:graph=~();namespace=~'PanoramaDeviceMetrics
https://aws.amazon.com/cloudwatch/pricing/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/
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* DeviceActive - C|HIO|ATH & HEIY [ F7|Mez MEELICH

A} - Deviceld Z!DeviceName.

Average SH|2 &7H DeviceActive X|EE &I L|Ct

OfZ |70l X|E ALE

o

P

OfEZ2|AH 0| MM @771 LMt K| EE Amazon CloudWatchZ A& EFL|CH o|z{st X|EE &2
o1 ojE2|70o|MH A&o| XLl R EAEE EC|HE = YU&LICt.

« ApplicationErrors - 7| ofEZ|7|0|M 27 +LICt

At - ApplicationInstanceName R ApplicationInstanceld.

Sum SHe &7 o ZEIF 0l X|EE = elgrLICh

AEVE
RE7L LA S =0t I RIS gofiH ZEE BtEAA|R. o & S04, ApplicationErrors X|
Eo|gAH7I 2082 SSH1E RXIE M &S E= FEE BtE = JUaLct

1. Amazon CloudWatch 2£& 2| Z= H 0|X|& dL|C}.

2. BE Md(Create alarm)2 MEHFHA| 2.

3. X|E MEHZ MEHSI T ClHfo|Aof CHEE X|E(0d|: applicationInstance-
gk75xmplgbgtenlnmz4ehiu7xa,my-application® ApplicationErrors)E at&L|C}.

4. X|gofmet ZES =, =k U O|§ S FEAAIL.

T A&l X[&2 Amazon CloudWatch AFE AEMO| CloudWatch ZE MAZ FESIHAAIL.
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https://console.aws.amazon.com/cloudwatch/home#alarmsV2:
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
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_,_X-” H7=|

CtE Ao M= AWS Panorama 2&, 0{Z2+0|¢iA == SDKE MEE [ HME =
EXofl CHEr 22X a2 =i MS 0{7|0f LI EIX| o2 EXE YdsteE B2

0
gfLICH
=9 M3 HES AH85tod sl EXME EnstAAIL.

-

Amazon CloudWatch Logs 2 &0l A AL X2 0{Z2t0|dA 0| CHE 2T E EQIE
2to|iAE OfZEFH0IM =, 0{ZE2H0|A AT EQ 0], AWS loT ZZA|A0] -I’éL“SEIE E:L%
Az sh|ct. RFMIBH LI AWS Panorama 271 27| BHH 2 XS A A2,

I 2 H|KM
FA: (macOS) AFE{7} USB-C O{RIE{et &7 MSE USB EEI0|EE 2IAGHK| Z&FLICE.

Aol o|0] A E|o{ = USB-C 0{RiE{0 USB ECIO|EE AASIH o EX7F & dle = A&l
Ct o{RHE{E ECIRUCH7L 0|0] A E USB EH0|20] CHA| AAS E A,

EA: XtA| USB ECIOIEHE AFSE I =2 H|X'E 0| AlmlghL|Ct.

ZX: 0{Z2I0|HAC I USB 2.0 ZEE AM2E [ Z2H|X{L0| AMujstL|C}

AWS Panorama 0{Z2+0|HA = 1~32GB2| USB E2iA| HIZ 2| C|HFO|A QL S8 E|X|PH 25 S 8tE
Xz etguct Z2H|X{Jo USB 2.0 ZEE ASE M & J7tX| 27t =QlE[R&Lct LarEl At
E dop{H &4 MEE USB EEIO|EE USB 3.0 ZE(HDMI ZE )of AF3HAAI2.

Lenovo ThinkEdge® SE702| A< USB E2t0|E = o{Z2t0[dA0| Z & E[o] UK et&LICH X4
1GBo| X{& &7t0] 9= USB 3.0 EEI0|EE AISEHAA2.

O.l EI_I. |O-|A __I.LA-I

ZM: £ Sof o{ZztoldAo0f Bl ZEd0| EAIELICH

Z7|RYAMBL(F 12 £Q2)8 2EE 7, ojEEI0IN E Dule st ofZ 2|7 olMe AlRst
£ S0t 12 0l Bl 81312 EAIFLICH 3t 0 2t0|Q1AT}t #HE & CIAER| 018 HZstE ofB2t
O|HA0|M HIC|27t &3 E[X| f&LICt

A M HES =21 S 1M ofEcto|AAT} BFEsHR| i & LI
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https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups
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O{ZEt0|¢A T} Ot MGHH SR E|IE Ole ZICH 10271 AEILICH S8 A|FHAE AIZHSIE{H M HE
T2 LICH HHE Zro| A S5 2 AWS Panorama 0{ZEI0|91A HHE

A d8E HEsHL EAdE QIEME nAlstzdi™ M 74 of7to|2 & H-dgstioF Lt

XME SR ¢fe +4d o710
ICt. AWS Panorama &2 A& 5+0{ 0{E2I0|MAE ANt T M £ o}t
O|EE M O{EZCI0|HAE MMELICE.

AWS Panorama = CI2EZE§H C|HIO|A QIS M EE= HERT FHE
HE MAIRE = Ql&L

O E 2|70l 74
27l of2f OHEEIAOIMS MEE T HOMI B2 A S 3te OfE 270142 MofE 4 siaLich

£ 02 oiE /7ol E HiZstE B2 7HE =20 A E o Z2[7i[0]440] HDMI &3
S LIEP Ol of Z2|7l|o|Me| o] SX|=/H CHE ol EE|70[M0] ERE MEE =+ U&LICH
HZ 2|71 0]4d0f|BF E=5oi| CHEF HM|A HetE Fodsted™ CHE o E 2|7 0]4d2] o = 2[71|0[4A oHL
EoM &8 =2t siiY WX|E M5t ZHEHESH M A2,

0

0 H
[N
N
30
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o > 1

E
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EX: ofZ (70| £=290| 20f| EAIE|X| §f&LICH

Python £7{1E& F#435104 /opt/aws/panorama/logsH 21 It 7|E35IAA|2. ZE ZH 0|
rEol 20 AEZ HMHELCH EE &840l 92 AEZIS console- outputOIEFE HEo|21
AE 20l ZHXELICH printE AFE83HE B flush=True SMHE AFE304 HIAIX|7} &2 {10
do|X| A& SHA A2,

Q5 : You've reached the maximum number of versions for package SAMPLE_CODE. Deregister
unused package versions and try again.

AA: AWS Panorama AH|A

ofZ2|7|o|Mol HE LIS b Z g motct A&Est= Zf 7|X|e| TZ| x| 51k RHik ot A S LEEFLH
IC ]

22 X[ AFEIEE MEsto{ ALE3HR| i lTH | HHEE &5 F[45

25 liveMediaO0: Failed to get SDP description: Connection to server failed: Connection timed out
(-115)
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25 : liveMediaO: Failed to get SDP description: 404 Not Found; with the result code: 404

25 liveMediaO: Failed to get SDP description: DESCRIBE send() failed: Broken pipe; with the result
code: -32

A 7t = E 23

T

o{Z2to|iA Tt o E 2|7 0| Me| FtHIEt AE R0l 12 E = gi&LICH 0] B2 o EE[F0[M0|
Application AWS Panorama SDKO{|A H|C|2 Z 7€ 7|Cl2l& S0t HIC|2 £240] H|oq {!74Lt of
Xgoz X2 Za|dold D EELICH o{EEo|HA AZ EQ|0{7t FtHI2t AERI0|| QIAZ2 A5t
T FtHet == 230] Et ot @7 E 7ISELICH FtH et AER URLO| 2HIEX|, HERZ LHQ|
FtHIZt et 01 Z 20|14 7Hol RTSP EEHE 2 Bt Y = JUeX| Hlst A2, XMEH L2 AWS
Panorama 0{ZE2I0|AE HE ST o 4517 HHE HESHAIL.

25 : ERROR finalizelnterface(35) Camera credential fetching for port [username] failed
£*{:0CC 21

FtHEF AERO| Xk ZHO| U= AWS Secrets Manager 20t &5 £ &2 £+ QI&LICH FIHEI AE

22 AKlst o ChA| st A2,
25 : Camera did not provide an H264 encoded stream
Ex: tHEt =t E 23

FtHet AE2lof H.264 0]2]ef Q1A 0| U&LICHO: H.265). H.264 7IH|Et A E RIS AL& 35104 O &
2l70|ME M Z st AL, X|HEl= FHHIEtol CHEr REMIEE L8 2 X2 El= FHHIEF BH3E H Z st

A2,
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AWS Panorama?| £ ¢t
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSPanoramaFullAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/service-role/AWSPanoramaServiceLinkedRolePolicy
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/service-role/AWSPanoramaApplianceServiceRolePolicy
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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