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{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
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"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",

jam:ListUsers"

]I

"Resource": "*"
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« "Action": ["one:*DevicelInstanceConfiguration"]

O|Z 7| 3™ "Devicelnstance"(GetDeviceInstanceConfiguration, )2 ZLH= 2E Amazon
One Enterprise 2t210| 31 ElL|CICreateDeviceInstanceConfiguration.
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RebootDevice

CreateDevicelnstanceConfigu
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CreateSite

DeleteSite

GetSiteAddress

UpdateSite

UpdateSiteAddress

CreateDeviceConfigurationTe
mplate
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arn:aws:one:region:accountID :device-i
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arn:aws:one:region:accountID :device-i
nstance/deviceInstanceld /configuration/version
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-

arn:aws:one:region:accountID :device-i
nstance/deviceInstanceId /configuration/version

AO|IE
arn:aws:one:region:accountID :site/siteId
AOIE
arn:aws:one:region:accountID :site/siteId
AOIE
arn:aws:one:region:accountID :site/siteId
AO|IE
arn:aws:one:region:accountID :site/siteId
AO|E
arn:aws:one:region:accountID :site/siteId
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arn:aws:one:region:accountID
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:device-configuration-templ
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one:* B E Amazon One Enterprise 24 &g + Q&LICt
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "FullAccessStatementID",
"Effect": "Allow",
"Action": [
"one:*"
1,
"Resource": "*"
}
]
}
AmazonOneEnterpriseReadOnlyAccess
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one:Get* Amazon One Enterprise ZIAAE 7S LIC.
one:List* Amazon One Enterprise 2|AA S L}

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Sid": "ReadOnlyAccessStatementID",
"Effect": "Allow",
"Action": [
"one:Get*",
"one:List*"
]I
"Resource": "*"
}
]
}

AmazonOneEnterpriselnstallerAccess
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one:ListDeviceInstances Amazon One C|HFO|A QIAEAE LIQE =~ Ql&LICH
one:ListSites Amazon One Enterprise AlO|EE LIQE 4 d&LICH
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"Version":"2012-10-17",
"Statement": [
{

"Sid": "InstallerAccessStatementID",

"Effect": "Allow",
"Action": [

"one:CreateDeviceActivationQxCode",

"one:GetDeviceInstance",
"one:GetSite",
"one:GetSiteAddress",
"one:ListDevicelInstances",
"one:ListSites"
1,
"Resource": "*"

}

]

}
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source": ["aws.one"],

"detail-type": ["New Successful Enrollment",
"New Successful Un-enrollment",
"Unsuccessful Enrollment",

"Unsuccessful Un-enrollment",

"Successful Recognition",

"Unsuccessful Recognition",

"New Alert(s) Detected",

"Some Alert(s) Cleared"]

}
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userStatus
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"id": "51e022b4-7ce6-34e0-264b-370948fc1123",
"detail-type": "Some Alert(s) Cleared",
"source": "aws.one",

"account": "123456789012",

"time": "2025-07-17T19:32:42Z",

"region": "us-east-1",
"resources":
[
"arn:aws:one:us-east-1:123456789012:devicelnstance/F5JRte5]z21Tgx"
1,
"detail":
{
"version": "1.0.0",
"data":
{
"clearedAlerts":
[
{
"statusCode": "USBDisconnected",
"reportedAt": "Thu Jul 17 19:32:42 UTC 2025"
}
1,
"currentAlerts":
1,
"currentAlertsCount": 0,
"assetTagId": "0000123456",
"deviceInstanceName": "device_name",
"siteName": "site_name",
"siteArn": "arn:aws:one:us-east-1:123456789012:site/12345678901234"
}
}
}

ClHHO|A &EN7E Mo 2 HEH
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"version": "Q",

"id": "@7af4893-ef9f-965a-d245-3f0c8bd3c123",
"detail-type": "New Alert(s) Detected",
"source": "aws.one",

"account": "123456789012",
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"time": "2025-07-17T19:26:58Z",
"region": "us-east-1",
"resources":
[
"arn:aws:one:us-east-1:123456789012:deviceInstance/12345678901234"
1,
"detail":
{
"version": "1.0.0",
"data":
{
"newAlerts":
[
{
"statusCode": "USBDisconnected",
"reportedAt": "Thu Jul 17 19:26:58 UTC 2025"
}
1,
"currentAlerts":
[
{
"statusCode": "USBDisconnected",
"reportedAt": "Thu Jul 17 19:26:58 UTC 2025"
}
1,
"currentAlertsCount": 1,
"assetTagId": "0000123456",
"deviceInstanceName": "device_name",
"siteName": "site_name",
"siteArn": "arn:aws:one:us-east-1:123456789012:site/12345678901234"
}
}
}
ClHtO|A Q20| 2222 HEE

O|X| ClHFO| A7} QIE{Hof AZAE|& LICEH

"version": "Q",
"id": "ebecea28-dd60-5061-29f8-dfbc902f4123",
"detail-type": "Some Alert(s) Cleared",

"source": "aws.one",
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"account": "123456789012",
"time": "2025-07-17T18:28:237",

"region": "us-east-1",
"resources":
[
"arn:aws:one:us-east-1:123456789012:devicelnstance/12345678901234"
1,
"detail":
{
"version": "1.0.0",
"data":
{
"clearedAlerts":
[
{
"statusCode": "NetworkDisconnected",
"reportedAt": "Thu Jul 17 18:28:23 UTC 2025"
}
1,
"currentAlerts":
[1,
"currentAlertsCount": 0,
"assetTagId": "0000123456",
"deviceInstanceName": "device_name",
"siteName": "site_name",
"siteArn": "arn:aws:one:us-east-1:123456789012:site/12345678901234"
}
}

C|HO|A 40| 2Z2IRle 2 BHEFH
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"version": "Q",

"id": "ebecea28-dd60-5061-29f8-dfbc902f4123",
"detail-type": "New Alert(s) Detected",
"source": "aws.one",

"account": "123456789012",

"time": "2025-07-17T18:28:237Z",

"region": "us-east-1",

"resources":
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[
"arn:aws:one:us-east-1:123456789012:devicelnstance/12345678901234"
1,
"detail":
{
"version": "1.0.0",
"data":
{
"newAlerts":
[
{
"statusCode": "NetworkDisconnected",
"reportedAt": "Thu Jul 17 18:28:23 UTC 2025"
}
1,
"currentAlerts":
[
{
"statusCode": "NetworkDisconnected",
"reportedAt": "Thu Jul 17 18:28:23 UTC 2025"
}
1,
"currentAlertsCount": 1,
"assetTagId": "0000123456",
"deviceInstanceName": "device_name",
"siteName": "site_name",
"siteArn": "arn:aws:one:us-east-1:123456789012:site/12345678901234"
}
}
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDAKDBGOAT6C2EXAMPLE:J_DOE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/J_DOE",
"accountId": "123456789012",
"accessKeyId": "AKIALAVPULGA71EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDAKDBGOAT6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
1,
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-10-11T06:28:04Z",
"mfaAuthenticated": "false"

.
"eventTime": "2023-10-11T07:19:09Z7",

"eventSource": "one.amazonaws.com",
"eventName": "CreateSite",
"awsRegion": "us-east-1",
"sourceIPAddress": "XXX.XXX.XXX.XXX",
"userAgent": "userAgent",
"requestParameters": {

"name': "***!",

"description": "***",

"address": {

"addressLinel": "#***",
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"addressLine2": "#x*",
"addressLine3": "*x*",
"city": "EXAMPLE_CITY",
"postalCode": "12345",
"countryCode": "EXAMPLE_COUNTRY",
"stateOrRegion": "EXAMPLE_STATE"
},
"clientToken": "abcl2d34-567e-8910-1112-12fghi@jk131"
},
"responseElements": {
"stateOrRegion": "EXAMPLE_STATE",
"createdAtInMillis": 1697008749263,
"city": "EXAMPLE_CITY",
"countryCode": "EXAMPLE_COUNTRY",
"deviceInstanceCount": 0,
"postalCode": "12345",
"name'": "**xx",
"description'": "***",
"siteId": " abCdefGl2hijkL",
"siteArn": "arn:aws:one:us-east-1:123456789012:site/abCdefGl2hijkL",
"tags': "xF**"
I
"requestID": "labcd23e-f4gh-567j-klm8-9np01q2341r56",
"eventID": "1234a56b-c78d-9e0f-glh2-34jk56m7n890",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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Device instances

A device instance Is a virtual representation of a device that inherits user-defined configurations. A device instance Is associated with an Amazon One device during activation

Unactivated instances Activated instances

Activated instances (1)

| Q. Find resource
Name - Instance state ¥ Device health < Device connectivity v Asset 1D
PentesterDI6-SUSPECTED_DEVICE_MOVEMENT_FROM_ACTIVATION_SITE_TEST @_\_E.'?f{-'jf‘. Device Instance Is locked due to ¥ fed AssetTagCanary

extended inactivity. Confirm or update
device location to remediate.
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