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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
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"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
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"iam:GetGroupPolicy",
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"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
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"Statement": [
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{
"Effect": "Allow",
"Action": [
"one:*"
1,
"Resource": "*"
},
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UpdateDevicelnstance
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RebootDevice

CreateDevicelnstanceConfigu
ration

GetDevicelnstanceConfigurat
ion

Z|AA

—_—

arn:aws:one:region:accountID
nstance/deviceInstanceld
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AP| 2] 2l
CreateSite AIOIE

arn:aws:one:region:accountID :site/siteld
DeleteSite ALO|E

arn:aws:one:region:accountID :site/siteId
GetSiteAddress AOIE

arn:aws:one:region:accountID :site/siteId
UpdateSite AOIE

arn:aws:one:region:accountID :site/siteld
UpdateSiteAddress ALO|E

arn:aws:one:region:accountID :site/siteId
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arn:aws:one:region:accountID :device-configuration-templ

ate/templateld
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arn:aws:one:region:accountID :device-configuration-templ
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@o",
"Effect": "Allow",
"Action": [
"one:GetSite",
"one:GetSiteAddress"
1,
"Resource": [
"arn:aws:one:region:accountID:site/siteId"

= il Mo e EX 7 2lof CHE Amazon One Enterprise 21 A2 7| 24 7HE & LICY.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Deny",
"Action": [
"one:DeleteSite",
"one:UpdateSiteAddress"
1)
"Resource": "arn:aws:one:region:accountID:site/siteId"
}
]
}
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "FullAccessStatementID",

"Effect": "Allow",

"Action": [

"one:*"
1,

"Resource": "*"

AmazonOneEnterpriseReadOnlyAccess
0| ZZ2 I E Amazon One Enterprise Z|A&A 2l Zedof| 7| M Het=2 BoigL|ct
one:Get* Amazon One Enterprise ZIAAE 7HK{S LICH.

one:List* Amazon One Enterprise ZIAA S LIQGEL|CH

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ReadOnlyAccessStatementID",
"Effect": "Allow",
"Action": [
"one:Get*",
"one:List*"
1,
"Resource": "*"
}
]
}

AmazonOneEnterpriselnstallerAccess

| a2 2 AME ClHto|A QIAEIAO]| CHEH &8l QR ZEE MM5lod ZE AIO|EO|M ClHIO|AE
A5l e = Qe AMBHE 97| L Ay| HEHE RodgtLct

NEEEEEE] 74



Amazon One
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one:ListDeviceInstances Amazon One C|HIO|A Q1A

one:ListSites Amazon One Enterprise AlO|EE LIQE 4 d&LICH

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "InstallerAccessStatementID",

"Effect": "Allow",

"Action": [
"one:CreateDeviceActivationQrCode",
"one:GetDeviceInstance",
"one:GetSite",
"one:GetSiteAddress",
"one:ListDevicelInstances",
"one:ListSites"

1,

"Resource": "*"

}
]
}
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6. O|HIE I{EHO| /U= #EIZ MENT OS2 MENFLICEH
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Eiz|o RI=X| ElgfLCt
8. ME o|HE %o AWS O|HEE ME4EFLICE
9. M HHM AFER X|H TES MEHFHLICH
10. OIHIE THES 44440 M OJHIE AATH aws:one O|T B4 Al &2 30| 2l JSONS F7H#fL
Ct.
source": ["aws.one"],
"detail-type": ["New Successful Enrollment",
"New Successful Un-enrollment",
"Unsuccessful Enrollment",
"Unsuccessful Un-enrollment",
"Successful Recognition",
"Unsuccessful Recognition"]
}
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11. Next(CHZ)& MEHELICEH
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ClHIO|A7I R E HEH EQIE ST3&LICH
C|HIO|A &EN7 SRE HEH
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siteArn
+ devicelnstance?7} U= ALO|E Q| ArnLICE.
data
REX| EE QEHM A SHMEIAE
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- devicelnstance7} QIE{l0i| 1A K|

t: CONNECTED, DISCONNECTED
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- 7tS#t 2f: CONNECTED, DISCONNECTED

currentHealthStatus
+ devicelnstance7} 2 & &Ef &Qlg S =X| {2 E LIEFMHLICE

« 7bSEt 24 HEALTHY, CRITICAL

previousHealthStatus
« OFX|2F &9l Al devicelnstance7t 2 E AE| &0l2 1}

-« 7ts¢8t 2t HEALTHY, CRITICAL

Ol

{=X| {F & LtEFHLICE.
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assetTagld
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devicelnstanceName
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« C|HIO|A @dZ0| 2Z2lQloz &=

ClHrO|A &EN7F HE o2 HEH

ClHO|A 7 R E AEHE T™EZH D CIHIO|A QIAEA AE7I 52 AEHOA HEALTHYZ BHAE L
L|C}.

o>

"version": "Q",
"id": "11232345564-96a4-ef3f-b739-b6aa5b193afb",
"detail-type": "Device Health Status Changed To Healthy",
"source": "aws.one",
"account": "123456789012",
"time": "2022-10-22T18:43:48Z",
"region": "us-east-1",
"resources": ["arn:aws:one:us-east-1:123456789012:device-instance/12345678901234"],
"detail": {
"version": "1.0.0",
"metadata": {
"siteName": "Site name",
"siteArn": "arn:aws:one:us-east-1:123456789012:site/12345678901234"
.
"data": {
"currentHealthStatus": "HEALTHY",
"previousHealthStatus": "CRITICAL",
"assetTagId": "0Q000195169",
"deviceInstanceName": "Device name"

C|HtO|A &EN7E QRIS 2 #HEH

C|HtO|A T} StLE O|4fof 4FEH & Qlof AuiF T Cluto|A QUARA HEf7F HEALTHYOA CRITICALEZ
HEE[R& LI

"version": "Q",

"id": "11232345564-96a4-ef3f-b739-b6aa5b193afb",
"detail-type": "Device Health Status Changed To Critical",
"source": "aws.one",
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"account": "123456789012",
"time": "2022-10-22T18:43:487Z",
"region": "us-east-1",
"resources": ["arn:aws:one:us-east-1:123456789012:device-instance/12345678901234"],
"detail": {
"version": "1.0.0",
"metadata": {
"siteName": "Site name",
"siteArn": "arn:aws:one:us-east-1:123456789012:site/12345678901234"
.
"data": {
"currentHealthStatus": "CRITICAL",
"previousHealthStatus": "HEALTHY",
"assetTagId": "0000195169",
"deviceInstanceName": "Device name"

C|HtO|A 2140| 2Eiele =z HEH

ClHFO|A 7} QIE{:lol 42 E|o] /{1 ClHtO|A QIARA O] 4 A Ef7F DISCONNECTEDOI| A
CONNECTEDE HEE|R&LICEH

{
"version": "Q",
"id": "11232345564-96a4-ef3f-b739-b6aa5b193afb",
"detail-type": "Device Connectivity Changed To Online",
"source": "aws.one",

"account": "123456789012",
"time": "2022-10-22T718:43:48Z",

"region": "us-east-1",
"resources": ["arn:aws:one:us-east-1:123456789012:device-instance/12345678901234"],
"detail": {
"version": "1.0.0",
"metadata": {
"siteName": "Site name",
"siteArn": "arn:aws:one:us-east-1:123456789012:site/12345678901234"
},
"data": {

"currentConnectivity": "CONNECTED",
"previousConnectivity": "DISCONNECTED",
"assetTagId": "0000195169",

ClHtolA edZo| 2Etelez HEE
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"deviceInstanceName": "Device name"

C|HtO|A Q10| 2Izelo 2 HAH

ClHFO|AZF QIE{:lol A E|o] /K| 2f 11 CIHtO|A QIARA O] 44 &Ef7F DISCONNECTED FROM
CONNECTEDEZE HEE|R&LICEH.

{
"version": "Q",
"id": "11232345564-96a4-ef3f-b739-b6aa5b193afb",
"detail-type": "Device Connectivity Changed To 0ffline",
"source": "aws.one",
"account": "123456789012",
"time": "2022-10-22T18:43:487",
"region": "us-east-1",
"resources": ["arn:aws:one:us-east-1:123456789012:device-instance/12345678901234"],
"detail": {
"version": "1.0.0",
"metadata": {
"siteName": "Site name",
"siteArn": "arn:aws:one:us-east-1:123456789012:site/12345678901234"
.
"data": {
"currentConnectivity": "DISCONNECTED",
"previousConnectivity": "CONNECTED",
"assetTagId": "0Q000195169",
"deviceInstanceName": "Device name"
}
}
}
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Enterprise0ll Cigt ZE API 2 &2 O|HIEZ R LICt ZRX{E S & 0= Amazon One Enterprise
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R Rl 1)

« CloudTrail X| 4 MH|A & E%
« CloudTrailoi CH&F Amazon SNS &2 T4
« 0424 2|0l M CloudTrail 21 m} 2F7| &l 042] A& 0i| M CloudTrail 21 T} 2+7|

'I'

5 & Amazon One Enterprise 2242 CloudTrailolAd 2Z =/l 2 M3HEILICFAmazon One
Enterprise0l| AFRE[= & E|AA L T 7| 0 & E04 ListSites, RebootDevice,
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« CHE AWS MH|20iM 2FE =X oiF LICH.

KEAMIEH LI CloudTrail userldentity 2 A2 FHZESHMIR.

Amazon One Enterprise 21 It &= 0|3}

CloudTrail 21 mt o= stLt ol 20 =0 =|
CHel @242 LIEHHH % =i =ted otmol AlZF, Q& uiztn

= | o
CloudTrail 21 T2 HE2| API 2 350| T2 A= EF0|AT} olLZE §H &= M2 EAZIX]
e&Lict

CI=22 CreateSite 22 E0{F £ CloudTrail 2 &S 0| LIEHH o AL}

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDAKDBGOAT6C2EXAMPLE:J_DOE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/J_DOE",
"accountId": "123456789012",
"accessKeyId": "AKIALAVPULGA71EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDAKDBGOAT6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-10-11T06:28:04Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2023-10-11T07:19:097",
"eventSource": "one.amazonaws.com",
"eventName": "CreateSite",
"awsRegion": "us-east-1",

"sourceIPAddress": "XXX.XXX.XXX.XXX",
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Amazon One

AR 7H0|E

"userAgent": "userAgent",
"requestParameters": {
"name'": "**xx",
"description'": "***",
"address": {
"addressLinel": "***",
"addressLine2": "***",
"addressLine3": "x*x",
"city": "EXAMPLE_CITY",
"postalCode": "12345",
"countryCode": "EXAMPLE_COUNTRY",
"stateOrRegion": "EXAMPLE_STATE"
},

"clientToken": "abcl2d34-567e-8910-1112-12fghi@jk131"

},

"responseElements": {
"stateOrRegion": "EXAMPLE_STATE",
"createdAtInMillis": 1697008749263,
"city": "EXAMPLE_CITY",
"countryCode": "EXAMPLE_COUNTRY",
"deviceInstanceCount": 0,
"postalCode": "12345",

"name": "*x*",
"description"; LN
"siteId": " abCdefGl2hijkL",

"siteArn": "arn:aws:one:us-east-1:123456789012:site/abCdefGl2hijkL",

"tagS": Nk k kMl

iy

"requestID": "labcd23e-f4gh-567j-k1lm8-9np01q2341r56",
"eventID": "1234a56b-c78d-9e0f-glh2-34jk56m7n890",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"
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Device instances

Unactivated instances Activated instances

Activated instances (1)

A device instance is a virtual representation of a device that inherits user-defined configurations.

| Q. Find resource
Name - Instance state ¥ Device health < Device connectivity v Asset 1D
PentesterDI6-SUSPECTED_DEVICE_MOVEMENT_FROM_ACTIVATION_SITE_TEST @_\_E.'?f{-'jf‘. Device Instance Is locked due to ¥ fed AssetTagCanary

A device instance Is associated with an Amazon One device during activation

extended inactivity. Confirm or update
device location to remediate.
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