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aws odb get-oci-onboarding-status
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cluster BHEHE AFSELICT

aws odb create-cloud-vm-cluster --region us-east-1 \

--cloud-exadata-infrastructure-id arn:aws:odb:us-east-1:111111111111:cloud-exadata-
infrastructure/exa_aaaaaaaaaa \

--odb-network-id arn:aws:odb:us-east-1:111111111111:o0db-network/odbnet_aaaaaaaaaa \

--cpu-core-count 4 \

--display-name "Shared-VMC-1" \

--gi-version "19.0.0.0" \

--hostname "vmchost" \

--ssh-public-keys "ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQ..." \
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--cloud-exadata-infrastructure-id arn:aws:odb:us-east-1:111111111111:cloud-exadata-
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--odb-network-id arn:aws:odb:us-east-1:111111111111:o0db-network/odbnet_aaaaaaaaaa\
--display-name "Shared-AVMC-1" \

--autonomous-data-storage-size-in-tbs 8 \

--cpu-core-count-per-node 16
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aws odb create-odb-peering-connection \
--odb-network-id odbnet_1234567890@abcdef \

--peer-network-id vpc-abcdef1234567890
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aws ec2 create-route \
--route-table-id rtb-1234567890abcdef \

--destination-cidr-block 10.0.0.0/16 \
--odb-network-arn arn:aws:odb:us-east-1:111111111111:0db-network/

odbnet_1234567890abcdef
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AWS CLI

ODB I|0{2! @44 E AfX|624% delete-odb-peering-connection WH 2 AL ELICH

aws odb delete-odb-peering-connection \
--odb-peering-connection-id odbpcx-1234567890abcdef
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# nslookup s3.us-east-1.amazonaws.com
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« Oracle Secure Backup2 RMANZ} S3 7Fo| HIO|E M& 2 #|™MstELCt.

- 7t S AEZ|X|= HRotX| A&LICt

=1L
« Oracle Secure Backup2 24 O|C|o{e] =& F7|& &t2lghLict.

Oracle Secure Backup2 AH& 304 Amazon S301 ¥4 5t24™

1. Exadata VM AH{0{| Oracle Secure Backup ZEE MAx|&rLICH X2 EAIRF ZkE AWS HAA F|
U A HMA 7|2 HFELICH XEAMIEH L& 2 Oracle Secure Backup Cloud Module S AHE 504

2oRER H249| Oracle ABME EXSHAML2.

cd $ORACLE_HOME/lib

java -jar osbws_install.jar -AWSID aws-access-key-id -AWSKey aws-secret-access-
key -walletDir $ORACLE_HOME/dbs/osbws_wallet -location us-west-2 -useHttps -
awsEndPoint s3.us-west-2.amazonaws.com

2. RMANO| st W Adnt 7|&2 ClHO|A& RS FEFLICH

RMAN target /

RMAN> CONFIGURE CHANNEL DEVICE TYPE 'SBT_TAPE' PARMS 'SBT_LIBRARY=/u@2/app/oracle/
product/19.0.0.0/dbhome_2/1ib/1ibosbws.so, ENV=(0SB_WS_PFILE=/u@2/app/oracle/
product/19.0.0.0/dbhome_2/dbs/osbwssmalikdbl.ora)’;

RMAN> CONFIGURE DEFAULT DEVICE TYPE TO 'SBT_TAPE';

3. TES FHUELICH

L

Oracle 9F7T HHQ

I
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RMAN> SHOW ALL;

4. CllO|E{H|o|AE #AerLICt.

RMAN> BACKUP DATABASE;

5. ol ¥E8Hoz AR ER=X] EHelgL/ch

RMAN> LIST BACKUP OF DATABASE SUMMARY;

Amazon EC20{ A AWS Storage GatewayE AF& 3104 Amazon S304| 24

B2 AWS ZERE AEZ|X| AMH|A0| 9125 SH0|EEIE
HHQio| 42 Storage GatewayE A& 3t0{ Amazon S304| &%
2= Q&LIC}H Oracle Secure Backup 7|1} & 2| 2HQ{o| =T

AWS Storage Gateway= 2 Z2{|0|A &
MH|ARILICE Oracle Database@AWS
ME I 7|Ht Hd QIS E2E MAME
F7|8 #elguc

O] £F M0l M= Storage GatewayE F45t7| {8t 1= 2| Amazon EC2 RQIAFAE MdgrL|Ct
8t Amazon EBS 8 &2 F7}5+04 Amazon S301 17| 2! M 7|2 FH &g LICt

ol 7|2 ctE2a 22 o|-o| AU&LICh

- S U 2AE2X|= Eestx| &Lt

Storage GatewayE H{Z 351 It S RE Hste{H

mo

O
I-J
N

1. AWS Management Console(https://console.aws.amazon.com/storagegateway/home/)
OlES0IE 443t AWS EITIg MyBHLICE

2. Amazon EC2 QIAEHAE F{EZ AI&304 Amazon S3 It HO|EIO|E HHE St &35t
C}. Storage Gateway AFHE MHA 0| Q= S3 File Gateway& A2 A} K| Amazon EC2 S AE HY
Zo| x|ae mELICH

It HO|EOIE T8 W CHSE +sHok &fLICH

« A 2EE[X|82=Z 7|7} 150GiB 0|42l Amazon EBS 2&& otLt Ol F7HefLICH
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https://console.aws.amazon.com/storagegateway/home/
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« EHot JEO|NFS HMAE /5 TCP/UDP ZE 2049E YLICH O|EH 5t NFS It SR E

ME 4 e

« HO|EQIO| &3l F0i L3[4 HTTP HAMA
802 YLICH EMSlst £o= 0| ZEE EHE

3. ODB WIE2|32} Storage Gateway Zt2| L 2}0|H! ¢4Z4 S 2|8t Amazon VPC A= EZ Q!
ghoict REMIE Li82 QIE{H0|A VPC AEZQIEE ALE5H0{ AWS A{H|AOf HAA
Me.

4. Storage Gateway 2&2 S35 Amazon S3 H{Zlol| et I SRE HMELICH REAIEH LIS

0 ¢ dEE HxstMe

51&3t7| 2lsl ==& EBf=Zlof Cia TCP ZE

FIO

[e]]]

Storage GatewayE At&35t0q{ G| O|EAH|O| A& Amazon S301| BH45tE{H

1. E{0I'olM sshE& AL&35l0{ Exadata VM2| DNS O|E0f 91Z4&LICt. DNS 0|5
Oracle Database@AWS 2| Amazon S301| CHEF A& A} EH2|3 Bl S st AP
SHMIR.

2. NFS EME </8l Exadata VM EB{AE Ao CIZEEIE M 8§t ot odlol A= /home/
oracle/sgw_mount/ C|HEE|E M LICH

o™
VSR ES

mkdir /home/oracle/sgw_mount/

3. 22 HdE C|™E 2|0 NFS SR & A LICE CHS oMo M= /home/oracle/
sgw_mount/ CIEEE[H SFE M LICH SG-IP-address& Storage Gateway IP TAZ Hf
D your-bucket-name2 S3 HZA! O|F 22 HFELICH.

sudo mount -t nfs -o nolock,hard SG-IP-address:/your-bucket-name /home/oracle/
sgw_mount/
4. RMANO| 24231 H|O|EH[0|AE B RHE! C[RIE{2|ol B g LCt. O ol Aol H=

=
rman_local_bkp AM'dE M5t B X[ B2 E AtE5to{ ] =Zto| FAIE X[HELICH

$ rman TARGET /
RMAN> ALLOCATE CHANNEL rman_local_bkp DEVICE TYPE DISK;
RMAN> BACKUP FORMAT '/home/oracle/sgw_mount/%U' DATABASE;

5. EfX{ Cl=E{2(of 8] mlUo| MME|RF=XR| ERIELICH CHS HAMHE F 7He| Y =g &
04&LILC}.

$ 1s -lart /home/oracle/sgw_mount/
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total 8569632

-IW-I----- 1 oracle asmdba 1112223334 Jul 10 20:51 la2b34cd_1234_1_1
drwxrwxrwx 1 nobody nobody @ Jul 10 20:56 .
-IW-I----- 1 oracle asmdba 5556667778 Jul 10 20:56 la2b34cd_1235_1_1

S3 Ef A X|HE AFE35H0{ Amazon S301 2ied

Amazon S3 EtAl| K|S AR50 A 2Zof| A el MAISH OIS Amazon S30i| EAFE & Q&L
Ct. O] 7|42 2EZ4 AEE|X|0f e e MdE O B A X QIE{H|0|AE AF& 3104 Amazon S32
MEELICH Clo|EE F ' wHdsHor st2 2 8] A|ZHO| CHE 7K Tt ZIL|Ct.

—
(® Note
AE|O|E gio] ErX K| 2 AF25104 Amazon S32 A eHedsle 42 K| E|X| ok &LCt.

RMANOI|E Amazon S3 SR XIE QIE{TIO|ASH Z8HE|x| b S THe AlA® Heto| B
gt
= .

0| 7|%2 Oracle Secure Backupt Z2 O|C|0{ ZZ|Xt0f| ZIO|MAE Foi{E ZR I} QiaL|Ch ¥
ol = F7|E #elguct

S3 EFX| X|™M 8 AF2 35104 Amazon S301| 2424524

1. E{0|'2oiAM ssh& AF83+0{ Exadata VM2| DNS O|S0il ¢4Z§fLICt. DNS 0|5
Oracle Database@AWS 2| Amazon S301| CHEF A& A} EH2|3 Bl S st AP
SHAI2.

2. Exadata VM Z2{AE ME{0| Amazon S3 B A X2 Mx|FLIcH Mx| & Fdof cist XEAl| 8t
LI 2 Amazon S3 AH& A AM S| Mountpoint for Amazon S3& & E3HM2.

$ sudo yum install ./mount-s3.rpm
3. BHo|M mount-s3E& Adsto] MX|E &QlgfLch.

$ mount-s3 --version
mount-s3 1.19.0

4. Exadata VM 2BAE AMH 22 AEE|X|0l S7F 8 C|HEE|E g LIct SIOo|EH o]
AE ol 2Z C|HE{2|of B8t O} S S3 Aol SAMELICEH CHS oM E /ue2/
rman_bkp_local C|HEZIE MMEL|ct.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/mountpoint.html
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mkdir /u@2/rman_bkp_local

5. Amazon S3 Ef X X|&of cist CIZEE{2|E MMELICt CFS ololA= /home/oracle/s3mount
CIMEZ|E Mgt

$ mkdir /home/oracle/s3mount

6. B X|IHE AHE38104 Amazon S3 HAE B AMELICH CHS o X|0i| A= /home/oracle/
s3mount C|EE{ 2|0l S3 HZAE B AT LICH your-s3-bucket-nameE& Amazon S3 HHZ! O|&
O Z HiEL|CE.

$ mount-s3 s3://your-s3-bucket-name /home/oracle/s3mount

7. Amazon S3 HHZ! Z2EHIX 0| HMAE = UE=X| =lEL|Ct

$ 1s -lart /home/oracle/s3mount

8. RMANE CH4 OO|E{H|o|A 0| HAZAS T 2 AH|O|E CIZE{2|of BdgiLICt S oMM E
rman_local_bkp Z'dS MA35lT /u@2/rman_bkp_local/ BZE AI&35l0q e =Zto| &
Alg XIEEuct.

$ rman TARGET /

RMAN> ALLOCATE CHANNEL rman_local_bkp DEVICE TYPE DISK;
RMAN> BACKUP FORMAT '/u@2/rman_bkp_local/%U' DATABASE;

9. 4ol =& CIEEE|o dIIR=X] F It

$ cd /u@2/rman_bkp_local/

$ 1s -lart

total 4252128

drwxr-xr-x 8 oracle oinstall 4096 Jul 10 02:13 ..

-TW-T----- 1 oracle asmdba 1112223334 Jul 10 02:13 abcdl1234_1921_1_1
drwxr-xr-x 2 oracle oinstall 4096 Jul 10 02:13 .
-TW-T----- 1 oracle asmdba 5556667778 Jul 10 02:14 abcdl1234_1922_1_1

10. 2Z AH|0|A C|EE{Z|0 A Amazon S3 Ef Rl X|XHo 2 Q] mlalg = ALEHL|CE

cp /u@2/rman_bkp_local/* /home/oracle/s3mount/
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11. LY E2 Amazon S30]| d3 Mo 2 SARI=X] = QlghL|Ct.

$ 1s -lart /home/oracle/s3mount/

total 4252112

drwx------ 6 oracle oinstall 225 Jul 10 02:09 ..

drwxr-xr-x 2 oracle oinstall @ Jul 10 02:24 .

-rw-r--r-- 1 oracle oinstall 1112223334 Jul 10 02:24 abcd1234_1921_1_1
-rw-r--r-- 1 oracle oinstall 5556667778 Jul 10 ©2:24 abcd1234_1922_1_1

Amazon S301 CHEF 21 HM|A H|E st
ODB WHIE /30X Amazon S30i| I O|4& 2| HA|AE LRIl Qi AR HIEMSE &~ &L
S30f| CHEH 2 HEQIT HMAE &M35t5H7{LE HIE 36 = Amazon S304| CHEF Oracle 2|3 &
dofl CHEt HERT HMAME &S FX| t&LICH

rH
g

Amazon S301| CHEF 1M HMAE HIE H3stedH

1. https://console.aws.amazon.com/odb/0ll A Oracle Database@AWS &2 L|Ct.
2. B FolM OoDB HEXHIE ME4ELICH

3. Amazon S3 HMAE HIEHSI5IEi= ODB HIEXHIE MEELCH

4. ¥ ML

5. S3 HAM|A M3 2teleto| MEHZ F|AFLICE

6. ODBUE®Z Y& H=FLICH

AWS CLI

s3-access II2O/E{Q &7 update-odb-network B S AFSEHLICEH

aws odb update-odb-network \
--odb-network-id odb-network-id \
--s3-access DISABLED

S30f| CHEF A~ b AEt n


https://console.aws.amazon.com/odb/
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Amazon S3 S& =X siZ&

Amazon S30{| CHEF Oracle & 2|3 Y IF = Amazon S30i| CHEE &7 MM A EX|7} LAMlsteE B2

oS EX a2 BAE TedstA 2.

Ad & ole
HA 3

Ol O|E{H| 0| A0 Al Amazon S30i| HM|AE

- ODB WE{|30i CH3H Amazon S3 HAM|A 7L #4350 JU=X| &l

2735104 s3Access 4EN7t Enabled®IX| EQlgL|Ct.

A2 A
- 2HIE 2|7 DNS 0|&92l s3.region.amazonaws.com2 At&35tD QUe=X| &QIghL|Ct

« Oracle Cl|O|E{H|O|A0f| Amazon S30i M ASHE O 28t HEto| U =X &QlghL|ct.

Oracle Z2|3 gid Almj

2 =Holsthe.
« Amazon S30{ Ci§t Oracle EZ|E #HH2 7|2 Mo 2 g4
C}. 8iod0| AlIist= ZAS Oracle H|O|E{H|O|A 210{M EX & HA|X|E

3t
=]
« MH|A E& S|AAE &02150{ Amazon VPC Lattice ZIA A7} AMCHZ -‘rw5|o+ Ql=x| &Qlst

getx|of U2 X HI% §P§

L|C}.
FEEd KHE EHOY SR|of CHEH

e Oracle # S ERE =

K| Oracle Supportol 2|5t & A[2. AbA|EH LIE S
Oracle Database@AWSO]| CHEF X[ ¢ 8H7| MIME & ESHM L.
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Amazon Redshift?} Oracle Database@AWS M Z ETL S&t

HNMZ ETL S &2 Amazon Redshiftof Al 042 AA 0| EZHZHM 31 204 H|0O|E{E AIE £+ AU E &
= B #eld £F MLt ol £F M2 AFE M Oracle Exadata®il A A& E|= Oracle Cl| O|E{H| O]
A = M8 Exadata 91 Z 22| Autonomous G| O|E{H| 0| A 04| A Amazon Redshift2 Ci|O|E{& 2 |&
£ &L X5 S7I|3E 7|12 F£&, MEH MANETL) ZZMAE LX[ELICH =8 AAIZEEM 3l
Al I ZEE X|HELICEH RFMEH LHE 2 Amazon Redshift 2t 2] SHLHAM S| X2 ETL S8 & X 5HA
2.

MZETL Sgf2 22 M3gLict

« MA|ZtClOIE] = - x| AlZhE %436t HA Oracle CllO|E{H| 0| A0 A Amazon Redshift2 2| X|
£%1{01 Cf|o|Ef 57|38

. =2EsETL THO|Z QI M7 - AFRAL XM OB E8 22 M2 1551 9X| g eyt ¢
=

- U QHGIE A -AWSAPIE S8 RIS MY U 2E|

[

B 02
tou

rn

nl

°

m

om F
o

(@]

t7|E4%] - Oracle Database@AWS2t AWS £ 41 MH|A Zho| HE et SE

HL
e
o3
on
N
i
2
OH
09

=3 U AWS IAM HAM|A |04

Amazon Redshift= Oracle Database@AWS2t2| M2 ETL S&oll CHsl F7F =22 st X| ot&
LICH ME ETL SEo| UEZE MdE 88 C|o|EHE d-gstm x2lste ol AA8El=
Redshift 2[A~A0] CHsH 2= 0| @FELICH RHAIEH LI 2 Amazon Redshift 2 22 & Z5HAIL.

Oracle Database@AWSOIAM XM ZE ETL S 2 XI¢dst= ClOIEH|
O|A HZ
M2 ETL £8€ C+2 Oracle CIOIE{#[0|A XS x|2gLIC

* Oracle Exadata — Oracle Database 19c

o M 2l=Zz}to| Autonomous G| O|E{H|O|A - Oracle Database 19¢ ! 23ai
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Oracle Database@AWSOIA M2 ETL S8 0| 2 &35t= &4

NZ ETL S&& S35l Oracle Database@AWSE Amazon Redshiftol| G| O|E{& 1I%EF T &Lt
& &0l M= Amazon VPC LatticeE &835t0{ E9t HER|T 422 HMELICI 8448 Olo|E 24X
(CDC) 7|2 &lAlZt LIO|E S7|3t& EFELICE AWS Glue APIE S35l S& 2 EFEIZFL—IEF.

Mz ETL S8 ot7|Ex{ofl= Ch&Eo| Z&ELCt

o HOtHZ _H0|E M4 2 5 TLS L E 2484E £3F SSL/TLS &5 5 AR

« AWS Secrets Manager - AWS Key Management ServiceE AF&3}04 O|O|E{H|O|A X}Z4 5 3! QI
SME Tt A XME

« AWS Glue S& - MZ ETL S& 2 ¢I8t & &2l 2emola M3

SK= oS B

iy
e
02
el
C
n

1. ZLE 24840{ A SSLZ At &35104 Oracle | O|E{H|O| A0 CHEH E Ot @473 M
MESSE Of|O|E{H| 0| A, A7|OF L H|o|Eo| 7| MA HZE =&l
450l MAZH SXIE 9IF #18 HlolH Z%(CDC) &H

2x|E do|E{E CH4 Amazon Redshift 22{AE{0] A2 7|

/A Important
MZETL S&2 7|E8XoZ g3l /o] QK| et &LICH AWS Glue APIE
gLIC}. Oracle Database@AWS APIE AI&3t04 M2 ETL S &2 &Y d™E &= isLch

Oracle Database@AWSO|M MZ ETL S &2 &t A =7

Mz ETL S&E 2867 ™ol Chs AAY Z27dg SFstex| gL

QRO A @7 AbY

« Oracle Database@AWS & - ZEH|XMEED A& 52l vM FEHAE 7} 5tLt |4 U=X| &elg
L|CF.

- MZ ETLO| &dstE & -vM 23

2t

-I = Autonomous VM E2{AE{7} N2 ETLO| & A5HE
ODB HE{3 2t ¢dZ k[0 /JU=X] s

L|CF.
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K| El= Oracle CI|O|E{HIO|A BT - Oracle Database 19¢(Oracle Exadata) &= Oracle Database

19¢/23ai(™8& 1= 2+2| Autonomous HIO|E{H|O|A)E A& 3H{oF &FLICt

S8t AWS 2| - AA Oracle Cl|O|E{H| 0| A 2 CHAY Amazon Redshift 22 AE{7 & 18t AWS Z

Toi| 2{o{ofF ErLIct.

Oracle G| O|E{H|O|A A =7

C

& Y22 Oracle C|O|E{H|O|AE T Y + JU&LICH

SH ALER EH

SXlsteds 2 212

0%

ClO|E{H| 0| & (PDB)0| M & =KH| A AHE A/ E7LICH

ol

Oracle Exadatal| 2 - E9F &t 5 2 ODBZEROETLADMIN A2 XIE MAIshLCt.

« Mg 21z 2}o| Autonomous CiO|E{H|0|A Q| AR - 7|& GGADMIN AFZXIE AL EHL|CE

SH| ALEXtolA Chs HEtE FoFLch

-- For Autonomous Database on Dedicated Infrastructure only
ALTER USER GGADMIN ACCOUNT UNLOCK;
ALTER USER GGADMIN IDENTIFIED BY ggadmin-password;

-- For Oracle Exadata only
GRANT SELECT ON any-replicated-table TO "ODBZEROETLADMIN";
GRANT LOGMINING to "ODBZEROETLADMIN";

-- Grant the following permissions to all services.

-- For Oracle Exadata, use the ODBZEROETLADMIN user. For Autonomous Database
Dedicated Infrastructure,

-- use the GGADMIN user.

GRANT CREATE SESSION TO "ODBZEROETLADMIN",;

GRANT SELECT ANY TRANSACTION TO "ODBZEROETLADMIN";

GRANT SELECT ON V_$ARCHIVED_LOG TO "ODBZEROETLADMIN";
GRANT SELECT ON V_$LOG TO "ODBZEROETLADMIN";

GRANT SELECT ON V_$LOGFILE TO "ODBZEROETLADMIN";

GRANT SELECT ON V_$LOGMNR_LOGS TO "ODBZEROETLADMIN";
GRANT SELECT ON V_$LOGMNR_CONTENTS TO "ODBZEROETLADMIN";
GRANT SELECT ON V_$DATABASE TO "ODBZEROETLADMIN";

GRANT SELECT ON V_$THREAD TO "ODBZEROETLADMIN";

GRANT SELECT ON V_$PARAMETER TO "ODBZEROETLADMIN";

on

ol

O|E{H|O|A AP = A
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GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT
GRANT

SELECT ON V_$NLS_PARAMETERS TO "ODBZEROETLADMIN";
SELECT ON V_$TIMEZONE_NAMES TO "ODBZEROETLADMIN";
SELECT ON V_$TRANSACTION TO "ODBZEROETLADMIN";
SELECT ON V_$CONTAINERS TO "ODBZEROETLADMIN";
SELECT ON ALL_INDEXES TO "ODBZEROETLADMIN";
SELECT ON ALL_OBJECTS TO "ODBZEROETLADMIN";
SELECT ON ALL_TABLES TO "ODBZEROETLADMIN";

SELECT ON ALL_USERS TO "ODBZEROETLADMIN";

SELECT ON ALL_CATALOG TO "ODBZEROETLADMIN";
SELECT ON ALL_CONSTRAINTS TO "ODBZEROETLADMIN";
SELECT ON ALL_CONS_COLUMNS TO "ODBZEROETLADMIN";
SELECT ON ALL_TAB_COLS TO "ODBZEROETLADMIN";
SELECT ON ALL_IND_COLUMNS TO "ODBZEROETLADMIN";

SELECT ON ALL_ENCRYPTED_COLUMNS TO "ODBZEROETLADMIN";

SELECT ON ALL_LOG_GROUPS TO "ODBZEROETLADMIN";
SELECT ON ALL_TAB_PARTITIONS TO "ODBZEROETLADMIN";
SELECT ON SYS.DBA_REGISTRY TO "ODBZEROETLADMIN";
SELECT ON SYS.0BJ$ TO "ODBZEROETLADMIN";

SELECT ON DBA_TABLESPACES TO "ODBZEROETLADMIN";
SELECT ON DBA_OBJECTS TO "ODBZEROETLADMIN";

SELECT ON SYS.ENC$ TO "ODBZEROETLADMIN";

SELECT ON GV_$TRANSACTION TO "ODBZEROETLADMIN";
SELECT ON V_$DATAGUARD_STATS TO "ODBZEROETLADMIN";

SELECT ON V_$DATABASE_INCARNATION TO "ODBZEROETLADMIN";

EXECUTE ON SYS.DBMS_CRYPTO TO "ODBZEROETLADMIN";
SELECT ON SYS.DBA_DIRECTORIES TO "ODBZEROETLADMIN";
SELECT ON ALL_VIEWS TO "ODBZEROETLADMIN";

SELECT ON DBA_SEGMENTS TO "ODBZEROETLADMIN";

SELECT ON V_$TRANSPORTABLE_PLATFORM TO "ODBZEROETLADMIN";

CREATE ANY DIRECTORY TO "ODBZEROETLADMIN";

EXECUTE ON DBMS_FILE_TRANSFER TO "ODBZEROETLADMIN";
EXECUTE ON DBMS_FILE_GROUP TO "ODBZEROETLADMIN";
EXECUTE on DBMSLOGMNR to "ODBZEROETLADMIN";

SELECT on V_$LOGMNRLOGS to "ODBZEROETLADMIN";
SELECT on V_$LOGMNRCONTENTS to "ODBZEROETLADMIN";
LOGMINING to "ODBZEROETLADMIN";

SELECT ON GV_$CELL_STATE TO "ODBZEROETLADMIN";

A
Oracle CI|O|E{H[O|AMH ES ZZE

-- Check if supplemental logging

& &43t5t0f #Zd OlO|E|E FLICH

is enabled

ClO|E{H|O|A AP =
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SELECT supplemental_log_data_min FROM v$database;

-- Enable supplemental logging if not already enabled.

-- For Oracle Exadata, enable supplemental logging on both the CDB and PDB.
-- For Autonomous Database on Dedicated Infrastructure, enable supplemental logging on

the PDB only.
ALTER DATABASE ADD SUPPLEMENTAL LOG DATA;

-- For Autonomous Database on Dedicated Infrastructure only
ALTER DATABASE ADD SUPPLEMENTAL LOG DATA (PRIMARY KEY) COLUMNS;

-- Archive current online redo log
ALTER SYSTEM ARCHIVE LOG CURRENT;

Oracle Database@AWS2} Amazon Redshift ol M2 ETL S& 2 MM5tedH ssLE 74
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Oracle Exadata G| O|E{H|O|A o] AL

ZLE 24840k SSLE =522 F/d8liof LICE o] 2 doll= CtSo| =&

« listener.ora0lA (PROTOCOL=tcps)(PORT=2484) 7+
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1. AWS Key Management Service0l Al 128 22| 7|(CMK)E A& Lict.

OoOHE
2. CMKE AI83t0{ AWS Secrets Manageroﬂ CllO|E{EHIO|A Xt Z3HE KEFLICEH
3. Oracle Database@AWS HMAE SIS 2las HMES FGLICH

—_— —

TDE 7| IDe} & Z & 71X 224™ Oracle2 AWS Database Migration Service2| AAZ ALE3517| 2|3
XHE= &S5t Yol HE 7|22 ASELICH CHE -2 base64 walletS 48 LCt.
base64 -i cwallet.sso > wallet.b64
CtS od|Mof M= Oracle Exadatall 29+ ¢ $ & 2 04&ELIC}H asm_service_namel| B
111.11.11.112 VM =E2| 714 IPE LIEFHLICEH ASM BIAL{E SCANO| S£28 £ o&Lct
{
"database_info": [
{
"name": "ODBDB_ZETLPDB",
"service_name": "ODBDB_ZETLPDB.paas.oracle.com",
"username": "ODBZEROETLADMIN",
"password": "secure_password",
"tde_key_id": "ORACLE.SECURITY.DB.ENCRYPTION.key_id",
"tde_password": "tde_password",
"certificateWallet": "base64_encoded_wallet_content"
}
1,
"asm_info": {
"asm_user": "odbzeroetlasm",
"asm_password": "secure_password",
"asm_service_name": "111.11.11.11:2484/+ASM"
}
}

Ct2 oMo M= M 21Z 22| Autonomous Ci|O|E{H|O|A0] CHEE 2o &5 & HoiFL|Ct.

- =

"database_info": [
{
"database_name": "ZETLACD_ZETLADBMORECPU",

"service_name": "ZETLADBMORECPU_high.adw.oraclecloud.com",
"username": 'ggadmin",

"password": "secure_password",
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"certificateWallet": "base64_encoded_wallet_content"
}
]
}
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6. MZ ETL S&& HMErLiCt
7. Amazon Redshiftoll A CH&F E|0|E & MAdgFLICt
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3. MZETLSEE g8&tsted= ODB HESIZE MEHEFLICH
4. ¥ ML

5 HMNZ=Z ETLS ME{FLICEH

6. A&S MEstn ¥ MEELICH

AWS CLI
NZ ETL S &/dsl5t2d™ --zero-etl-access I2HO|E{Q}F &7H update-odb-network &
HE AFSELICH

aws odb update-odb-network \
--odb-network-id odb-network-id \
--zero-etl-access ENABLED

a4 VM EBAEC HZEE ODB LIES{Z0i Chall M2 ETL S8 Edststti{™ update-odb-
network BHES AFSELICH Ol HYE2 MZ ETL S0l et HERT elzats FEELICH

aws odb update-odb-network \
--odb-network-id your-odb-network-id \
--zero-etl-access ENABLED

2EtAH|: Oracle | O|E{H|O| A T4

A Z7doi| HBE CHE Oracle HIO|E{H|O|A FHE 2= &HLCE.
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- =X AISXE MYt et MEtE Fo{FLIch.
- HEEICHA| A 208 ggsteict.
« SSLZ T4 L|CHOracle ExadataBt sHE).

- NG St= B ASM ALEALE ™ ELICHOracle ExadataBh sl ).

3EHAl: AWS Secrets Manager & AWS Key Management Service 447
128 22l 7|(CMK)E M5t o|o|E{H|o|A Xt3 Z3HS MEELICH

1. create-key BHE2 A& 304 AWS Key Management Service|A{ CMK

gLt

aws kms create-key \
--description "ODB Zero-ETL Integration Key" \
--key-usage ENCRYPT_DECRYPT \
--key-spec SYMMETRIC_DEFAULT

2. AWS Secrets Manager0i| G| O|E{H|O|A X}Z4 SHE X%

et
[
il

aws secretsmanager create-secret \
--name "ODBZeroETLCredentials" \
--description "Credentials for Oracle Database@AWS Zero-ETL integration" \
--kms-key-id your-cmk-key-arn \
--secret-string file://secret-content.json

3. HEotof

ol

of 2lAA HAME 24745104 Oracle Database@AWS HMAE S EFLIC}.

aws secretsmanager put-resource-policy \
--secret-id "ODBZeroETLCredentials" \
--resource-policy file://secret-resource-policy.json

o] B0 M secret-resource-policy.jsondl= CHS JSONO| Z & E|o{ QU&LICH.

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

3EtA|: AWS Secrets Manager 2! AWS Key Management Service A% 82
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"Principal": {
"Sexvice": "zetl.odb.amazonaws.com"

},

"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,
"Resource": "*"
}
]
}
4. CMKOl| 2|lAaA HAMg HAZATILICE CMK ElAaA HAMols A E3HE MZ ETL S8 2 X567 9
&l Oracle Database@AWS AH|A @{EFXI2F Amazon Redshift AH|A {EFRF 250 CHEF HEHO|

I 8|00k rLCt.

aws kms put-key-policy \
--key-id your-cmk-key-arn \
--policy-name default \
--policy file://cmk-resource-policy.json

cmk-resource-policy.json ItLof= CtE HA E0| L E|o{of &LICH & #Hmf 22
Oracle Database@AWS AH|A HMAE &t F M| &2 Amazon Redshift7} &3 3tE! C|
OlE 2fd 2 @lall KMS Z|of CHEt Het R0oiE HHSI 5 {8 Lt

MO

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow ODB service access",
"Effect": "Allow",
"Principal": {
"Service": "zetl.odb.amazonaws.com"
}I
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey",
"kms :CreateGrant"

1,
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"Resource": "*"

3,

{
"Sid": "Allows the Redshift service principal to add a grant to a KMS

key",
"Effect": "Allow",
"Principal": {
"Sexvice": "redshift.amazonaws.com"
},
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms :EncryptionContext: {context-key}": "{context-value}"
},
"ForAllValues:StringEquals": {
"kms :GrantOperations": [
"Decrypt",
"GenerateDataKey",
"CreateGrant"

ATHA| IAM HEE 2o

183t 1AM B g Mgstn o gLct

[e]]}

MZ ETL S& 2Ys

aws iam create-policy \
--policy-name "ODBZeroETLIntegrationPolicy" \
--policy-document file://odb-zetl-iam-policy.json

aws iam attach-user-policy \
--user-name your-iam-username \
--policy-arn policy-arn

) L HetE Fo{FLict
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Oracle Database@AWS AFS A} OFLHA]

JSON

"Version'":"2012-10-17",
"Statement": [

{

"Sid": "ODBGlueIntegrationAccess",

"Effect": "Allow",

"Action": [
"glue:CreateIntegration”,
"glue:ModifyIntegration",
"glue:DeleteIntegration”,
"glue:DescribeIntegrations",
"glue:DescribeInboundIntegrations"

1,

"Resource": "*"

"Sid": "ODBZetlOperations",
"Effect": "Allow",

"Action": "odb:CreateOutboundIntegration”,

"Resource": "*"

"Sid": "ODBRedshiftFullAccess",

"Effect": "Allow",

"Action": [
"redshift:*",
"redshift-serverless:*",
"ec2:DescribeAccountAttributes”,
"ec2:DescribeAddresses"”,
"ec2:DescribeAvailabilityZones",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribelInternetGateways",
"sns:CreateTopic",
"sns:Get*",
"sns:List*",
"cloudwatch:Describe*",

"cloudwatch:Get*",

"cloudwatch:List*",
"cloudwatch:PutMetricAlarm",

ATHA 1AM HEH T
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"cloudwatch:EnableAlarmActions"”,
"cloudwatch:DisableAlarmActions",
"tag:GetResources",
"tag:UntagResources",
"tag:GetTagValues",
"tag:GetTagKeys",
"tag:TagResources"

1,

"Resource": "*"

"Sid": "ODBRedshiftDataAPI",

"Effect": "Allow",

"Action": [
"redshift-data:ExecuteStatement",
"redshift-data:CancelStatement”,
"redshift-data:ListStatements",
"redshift-data:GetStatementResult",
"redshift-data:DescribeStatement”,
"redshift-data:ListDatabases",
"redshift-data:ListSchemas",
"redshift-data:ListTables",
"redshift-data:DescribeTable"

]I

"Resource": "*"

"Sid": "ODBKMSAccess",
"Effect": "Allow",
"Action": [
"kms :CreateKey",
"kms :DescribeKey",
"kms:Encrypt",
"kms :Decrypt",
"kms : GenerateDataKey",
"kms:ListKeys",
"kms :CreateAlias",
"kms:ListAliases"

1,
"Resource": "*"
},
{
"Sid": "ODBSecretsManagerAccess",

"Effect": "Allow",
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"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:CreateSecret”,
"secretsmanager:UpdateSecret",
"secretsmanager:DeleteSecret"”,
"secretsmanager:DescribeSecret",
"secretsmanager:ListSecrets",
"secretsmanager:GetResourcePolicy",
"secretsmanager:PutResourcePolicy",
"secretsmanager:ValidateResourcePolicy"

1,

"Resource": "*"

5EtH|: Amazon Redshift 2| A A AJRH J1 A4

Amazon Redshift 2HAEM 2lAA HME MH5t04 QHIRE &2 £QI=LCt.

aws redshift put-resource-policy \
--no-verify-ssl \
--resource-arn "your-redshift-cluster-arn" \
--policy '{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "redshift.amazonaws.com"
},
"Action": [
"redshift:AuthorizeInboundIntegration"
1)
"Condition": {
"StringEquals": {
"aws:SourceArn": "your-vm-cluster-arn"
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"Effect": "Allow",

"Principal": {
"AWS": "your-account-id"

1,

"Action": [
"redshift:CreateInboundIntegration"

]
A\

--region us-west-2

® Tip
IEE AWS 220 LIE Qal £ SMHE AI8E £ UALICE Ol SM2 8522 s~8g &
2 90| Z 23t Amazon Redshift 422 AtS o2 L A48HL|C}.

6EHHl: AWS GlueE AIE35t0{ M2 ETL S8 A

AWS Glue create-integration WHE Al25l0{ MZ ETL S &2 MAMELICH ol BHEHME &
A VM E2AE{Q CHA Amazon Redshift A H O|AE K| & LICH.

Ct= oMol M= Exadata VM EHAEMH A-E| 1D /= pdb10|2tHE PDB2te| &&= MdgLCt
AA ARNOIAM cloud-vm-clusterE cloud-autonomous-vm-cluster 2 CHA| 504 Autonomous
VM 2HAEE MAME £ QIELICH KMS 7| X2 MEH AterlL|Ct. 7|2 K|ZdstH 3EHA: AWS

AA H

Secrets Manager 2! AWS Key Management Service A& 0{lAM MM8t 7|9 CHE £ Y& LIC}.

aws glue create-integration \

--integration-name "MyODBZeroETLIntegration" \
--source-arn "arn:aws:odb:region:account:cloud-vm-cluster/cluster-id" \
--target-arn "arn:aws:redshift:region:account:namespace/namespace-id" \
--data-filter "include: pdbl.*.*" \
--integration-config '{

"RefreshInterval": "10",

"IntegrationMode": "DEFAULT",

"SourcePropertiesMap": {

"secret-arn": "arn:aws:secretsmanager:region:account:secret:secret-name"
}
'\

--description "Zero-ETL integration for Oracle to Amazon Redshift" \

6EHAl: AWS GlueE AHE5l0 M2 ETL S&F M4 88
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--kms-key-id "arn:aws:kms:region:account:key/key-id"

BH2 ST ARNS HHEtstn oEHE creatlngOE MMBLICH describe-integrations E&
2 AE5l0{ S HEHE ZLIEHZE = J&LICH

aws glue describe-integrations \
--integration-identifier integration-id

/A Important
S8t 5Ltol PDBEH XIMEILICH HIOJE TE{E include: pdbl.*.*9t 22 Crel PDBE
X|HsHoF ELICH AAE S80| ML= s AWS 2[™ L HHof lo{of & L|Ct.
7t Amazon Redshiftol A CHAS Cl|O|E{H| O] A Al A

S3ro| 43t z|™ Amazon Redshift 22{AE{0]| CHAF C|O|E{H|O|AE MMHEFLICE

-- Connect to your Amazon Redshift cluster
psql -h your-redshift-endpoint -U username -d database

-- Create database from integration
CREATE DATABASE target_database_name
FROM INTEGRATION 'integration-id'
DATABASE "source_pdb_name";

CH&f Ci|O|E{H|0|AE et & SKH|E HIoIEHE #HElg = JU&Lch

-- List databases to verify creation

\1

-- Connect to the new database
\c target_database_name

-- List tables to see replicated data
\dt

72 7A|: Amazon Redshiftol A CHAS Ci| O|E{H| O] A 244
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XMZ ETL ¢ &2l

AWS GluedM & AEfE 2|5t Oracle 8943 A& 0| Amazon Redshiftoll S Al = X| &Ql5t
0 S&0| 2 S3t=X| &QIELICt.

1. %%I- AI-EH% il‘Ol%I-L_“:l._

aws glue describe-integrations \
--integration-identifier integration-id

AEl= ACTIVE EE= REPLICATINGO|o{oF &FL|C}.
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2 CHEXZ MEFLICEH & E0{mytable(ltEE i3)2 445+ Oracle ClO|E{ AFH2 E[O|
£ O|E S MYTABLEZ XMEELIC x| MA 2ol x| o|ES IS ER F2™ Oracle G| O|E
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« Amazon Redshift #2|= BA|IMOZ QIRE|X| ot= 3t 7|EXMo 2 AZRK ZHA| 0|80 2 MMEL
Ct. 0 & S0{ MYTABLE(I}I= E i3)2| #El= mytable Mt

Amazon Redshift ZE{E M35t 1 C|O|EHE #2IE mel Ated|l XHo|&oll F2|5HM|L. Oracle

Database@AWSO]| CHEt ZE{2 112{ AFE 2 Amazon RDS for Oraclel} S & LIC} Oracle Ci| O|E{H|
O|AO| M CHAE X7} | O|E{ ZE{of o P& O|x|E X|oi CHE 0d = Amazon Relational Database
Service AFH& MHA{Q| RDS for Oracle MM & EHZEFHAMR.
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ol ELct.

S JEi ZLEE

Glue APIE AtE75101 AWS X2 ETL s&2| &EllE ELIEHZELICEH

# Check status of a specific integration
aws glue describe-integrations \
--integration-identifier integration-id

# List all integrations in your account
aws glue describe-integrations

- modifying - 88 78 YOI0|E &
+ needs_attention — S0
- failed - S0 277
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o —
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JSON

"Version":"2012-10-17",

"Statement":

{

[

"Sid": "AllowODBAndEC2Actions",
"Effect": "Allow",
"Action": [

1,

"odb:GetOciOnboardingStatus",
"odb:CreateOdbNetwork",
"odb:DeleteOdbNetwork",
"odb:GetOdbNetwork",
"odb:ListOdbNetworks",
"odb:UpdateOdbNetwork",
"odb:CreateOdbPeeringConnection”,
"odb:DeleteOdbPeeringConnection”,
"odb:GetOdbPeeringConnection",
"odb:ListOdbPeexringConnections”,
"odb:PutResourcePolicy",
"odb:GetResourcePolicy",
"odb:DeleteResourcePolicy",
"ec2:DescribeVpcs",
"ec2:DescribeAvailabilityZones",

"ec2:DescribeVpcEndpointAssociations"”,

"ec2:CreateVpcEndpoint",
"ec2:DeleteVpcEndpoints”,
"ec2:DescribeVpcEndpoints"

"Resource": "*"

"Sid": "AllowSLRActions",
"Effect": "Allow",
"Action": [

1,

"iam:CreateServicelLinkedRole"

"Resource": "*",
"Condition": {

"StringEquals": {
"iam:AWSServiceName": [
"odb.amazonaws.com",
"vpc-lattice.amazonaws.com"
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]
}
}
}I
{
"Sid": "AllowTaggingActions",
"Effect": "Allow",
"Action": [
"odb:TagResource",
"odb:UntagResouxce",
"odb:ListTagsFoxrResource"
]I
"Resource": "arn:aws:odb:*:*:odb-netwoxrk/*"
}I
{
"Sid": "AllowOdbVpcLatticeActions",
"Effect": "Allow",
"Action": [
"vpc-lattice:CreateServiceNetwork",
"vpc-lattice:DeleteServiceNetwork",
"vpc-lattice:GetServiceNetwork",
"vpc-lattice:CreateServiceNetworkResourceAssociation",
"vpc-lattice:DeleteServiceNetworkResourceAssociation"”,
"vpc-lattice:GetServiceNetworkResourceAssociation",
"vpc-lattice:CreateResourceGateway",
"vpc-lattice:DeleteResourceGateway"”,
"vpc-lattice:GetResourceGateway",
"vpc-lattice:CreateServiceNetworkVpcEndpointAssociation"
1,
"Resource": "*"
}

-~

"Version": "2012-10-17",

ID 7lgh E2

113



Oracle Database@AWS

Oracle Database@AWS AFS A} OFLHA]

"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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{
"Action": "iam:CreateServicelLinkedRole",
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/aws-service-role/odb.amazonaws.com/
AWSServiceRoleForODB",
"Condition": {

"StringlLike": {
"iam:AWSServiceName":"odb.amazonaws.com",
"iam:AWSServiceName":"vpc-lattice.amazonaws.com"

}

}
}
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE:yourRole",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/yourRole",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"attributes": {
"creationDate": "2024-11-06T21:17:297",
"mfaAuthenticated": "false"

},

"eventTime": "2024-11-06T21:17:447Z",
"eventSource": "odb.amazonaws.com",
"eventName": "CreateOdbNetwork",
"awsRegion": "us-east-1",
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"sourceIPAddress": "192.0.2.0",
"userAgent": "python-requests/2.28.2",
"requestParameters": {
"availabilityZoneId": "usel-az6",
"backupSubnetCidr": "123.45.6.7/89",
"clientSubnetCidr": "123.44.6.7/89",
"clientToken": "testClientToken",
"defaultDnsPrefix": "testlLabel",
"displayName": "yourOdbNetwork"
I
"responseElements": {
"displayName": "yourOdbNetwork",
"odbNetworkId": "odbnet_1234567",
"status": "PROVISIONING"
},
"requestID": "daf2e3f5-96a3-4df7-a026-863f96db793e",
"eventID": "797163d3-5726-441d-80a7-6eeb7464acd4",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": "odb.us-east-1.amazonaws.com"

;
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