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Nimble Studio File Transfer

- HZ M #elE gdststH
Amazon S3 22 T 0| K|

« (HE) MEAM 253 7] R 22 AWS Key Management Service 7|(SSE-KMS)E MEHEHL
C}.

« SSE-KMS 7|7} Q1= A< UHE &3t KMS 7| MM Rt& A2l x|&ofl et M A3stct.
- CtEt 7| ol CHEt REMIEH LHE 2 AWS Key Management Service 7HE At OFLHHP_I 124 7
2 AWS 7| HO|X|E & ZESHAIR. CHE AMEFO| CHE AWS AIEAE o] HAE AHEE =+ A &
o T2 22| 7|8 AFEsHok BfLICH HAE et Fols 7|18 HEst 7| 0'|E=|—?—':’§ ZHHE 7
2 HZg ddsloF gLict

- CIE ZE YD AEXR 7|8 dE2 7IBUL2 2 SLCh

IAM HA|A FI2H A A

-1 O O

CHEo 2 83 HZ! dd Mol M 48 Amazon S3 HZ!of| #HEHS

_I?I_ 45 AM OHA-”A X-IxHQ
sHoF ELCt O3 Cl2 si|E MRS |AM MA EE= |AM AR RHod| @dZ235H0
X4
o

AHS M
I Ct. O] IAM AI2RH=
AgtLct

Ao
O T

File Transfer7} Amazon S3 H{Z!0of| M| ASHE O] 28 2o 015

| &I MM RS Mol X|Z2 2D O JSON M EAME

YA MEE ROl AWS KMS key HAof| 2t E2k &Lt

>
0o
]
r

IAM AF2 AT A{2| JSON EHof
Ct. AF2 3ok 3=

- JSON R E3/0f Ot S HIAEE 21245109 Amazon S3 YEE I CIREC=0| 28t AHMA Het

=

o
« S3 3ol x| AKIE §185IedH CHS Bl A E 9| Sid “OptionalActions" £ AFHE 350 HH 2 0]
LIFE 22 ZSHAAIR. S3 ZA| AXIE 5185t X| foEdi™ ol2{3 2y S Z&te et
it

"Statement": [
{

"Sid": "ListBucketContents",

"Action": [
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:PutObject",
"s3:GetObject",
"s3:GetObjectTagging"



https://aws.amazon.com/s3/pricing/
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-json-editor
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1,
"Effect": "Allow",

"Resource": [

"arn:aws:s3:::bucket-name",
"arn:aws:s3:: :bucket-name/*"

1,

"Sid": "KMSKeyAccess",
"Action": [
"kms:GenerateDataKey*",
"kms:Encrypt",
"kms:Decrypt"
1,
"Effect": "Allow",
"Resource": "arn:aws:kms:key-region:account-number:key/key-id"

"Sid": "OptionalActions",

"Action": [
"s3:DeleteObject",
"s3:DeleteObjectVersion",
"s3:ListBucketVersions",
"s3:AbortMultipartUpload"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:::bucket-name/*"

1,

1,
"Version": "2012-10-17"

bucket-name& S3 H{Z! M0 MASH B{Z! O|E2 2 HIELILC.

# #a# 718 AWS B e X[ 2 HI T AA|2.

« account-numberE AWS A& H5 2 HiEL|C}.

key-idE S3 HZ! Mo 2EHA 0| M AMEHEF KMS F7|2] IDE HFELC.

« KMS 7| IDE 3224™ S3 H{Z! 7|0l CiEh A% 27| Rk& Mol 3ol CHt S3 ! 7| MA
B7]e| X|IHE wELICH

IAM KA A MY 13


https://docs.aws.amazon.com/AmazonS3/latest/userguide/viewing-bucket-key-settings.html
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Using an Amazon Managed KMS key (SSE-S3)
lefLct.
g 2719 X[ nEL

- HZlol &4 KMS 7|7t UEX| &©
« S3 HZ F|of ChEh % 27| At& Mol HA ol ChEk S3 A 7| A
Ct,
- KMS 7|1E AIE35tX| of= B2 2EHE ZI->dE + A&LCH
« KMS 7|7} HZ!ol 234|004 /= AL AWS KMS key (SSE-KMS) AHE 9| X|&IE 2 AML.
21295104 Amazon S3 YZE L 2 Cof 28 HMA HE

=y %Joﬂ ChE Ela
“OptionalActions"
Lot eiaL

"Statement": [
{
"Sid": "ListBucketContents",
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation",

"s3:PutObject",

"s3:GetObject",
"s3:GetObjectTagging"

1,
"Effect":

"Resource": [
:bucket-name",

"arn:aws:s3:::
"arn:aws:s3:::bucket-name/*"

"Allow",

1,

{
"Sid": "OptionalActions",
"Action": [

"s3:DeleteObject",
's3:DeleteObjectVersion",



https://docs.aws.amazon.com/AmazonS3/latest/userguide/viewing-bucket-key-settings.html
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"s3:ListBucketVersions",
"s3:AbortMultipartUpload"

1,
"Effect": "Allow",

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:: :bucket-name/*"

1,
1,
"Version": "2012-10-17"

» bucket-nameg S3 HHZ! MAo|M MM HZ! O|E2 2 HiELIC
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1. EZ AWS CLI AFE{o| & ExI5tHL ¢aelo|=35t2{H AFHE AWS Command Line Interface A
BHM 2| AWS Command Line Interface H{Z 2 &[0 Ltk U= XIES EMAIL.

2. MT7FdEx4E 3% dH9 XI’E!CHI AWS CLI 2t F+A35HMAIL

3. aws nimble helpE A&5t04 dX| = YICO|=E &QlELICt ol BB2 A 7Is
Nimble Studio BE S5 EAIFLICH
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b, 4THHOIA Of AL REOHIH| F048H Stk A =
o. GEHHIOIA 7IE B R HZS MASLICH IAM ML A M MofAf BHE T o] BolEt
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5. Ct5 BHE2 APsto| BHE T2 EHZ MR =X| EIELICt aws --profile [name of

profile you created in step 4] sts get-caller-identity
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html#cli-configure-files-using-profiles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
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filetransfer® X|&=L|C}.

$ aws --profile filetransfer sts get-caller-identity
"UserId": "ARXXXXXXXXXXXXXXXXXXX:username",

"Account": "123456789012",
"Arn": "arn:aws:sts::123456789012 : XXXXXXXXXXXXXXX..."

A& AWS Command Line Interface A& AMOIAM AFEE = = F7F AWS CLI 22+ X|o{o]| CHEH 2404
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https://aws.amazon.com/s3/storage-classes/
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https://aws.amazon.com/s3/pricing
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2. EEC2 0%
(
oM MEE MEYEHLICE
3. Nimble Studio0A ARC|2 M XAFEMOM &2 ARLC|2 IDE =& L|Ct.
4. KMEES MEHELICEH
CLI
O|X|| File Transfer Ax|7} &t 2oL | 74 mfele WAISHL|CH
-8 s WEsedH
1. ZFEo YU HAE HE AT EQ0{E AI25I04 1A T dL|ct.

AFE{0M User/<your username> EEHZ O|SFLIC}. .filetransfer

BIAE HEJ|2 filetransfer.yaml It dLICtH

a. Windows: Z
ECE YD

b. macOS: Cmd+Shift+GE g LICt. 2™ CtS ~/.filetransferE 2 LICt &l
AE HEIJ|Z filetransfer.yaml Tt dL|Ch

c. Linux: IAE HMEIT|E AF85104 filetransfer.yaml IS L|ct oS
~/.filetransfer/configuration.yamloi d&L|CH

Ctg H-E 7 mhdol HolghLlct = gtol A &Lt MEd% 7H2 NS sHok g LCt

a. studio_id: Nimble Studio|M AFLC|2 MM XI&MIM 32 ARLC|Q IDE =298
C}.

b. max_active_checksums: SA|0| HEIclE 7HE MI3AN £

oM AHE 7h58 CPU 204 =& Z1t6tH Z10 HIAIX|I7} EAIE[T 0]
2 MstELIC REMIEH LI 2 File Transfer A3 4 MME & E5HMQ
c. max_active_transfers: SA|0| XMEIEl= 0¥ oty 8 =4FLICt
T ot Uod| StLt o & ol WA FHE HolghLch HAE FHo| He gf2 MYAXIXK| gtesz
5o = esljor eLct zF 4 Fdof chall g #HeE HolgfLict

protocols:
s3:
remote_configuration:
demo:
name:
bucket: my-bucket

demo
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Nimble Studio File Transfer

region: us-west-2
profile: my-profile
storage_class: standard
auto_tuning: true
chunk_size: 25

threads: 10
checksum_algorithm: md5_hex
max_age: ""

accelerated: false

file_order: []

filter: ""

upload_hot_folder:
enabled: false
local_source_folder:
s3_destination_folder:

enable_metadata_filter: true

mnn

mni

local: ""

mni

bucket: .;.'EE%}_T'_ Ct
0

region: HZO| 2|X[&t AWS 2| E 2={fLCt.

profile: Z2|XF7F A% AWS CLI MlA40| 4EHH|0| A BHE =2 EIo| 0|2 S =24%tLICt. O]
= 2 Zg E35Hi Amazon Simple Storage Service(S3)01| HMAE 4 QU&LICH THE =2

S5 7tMt{H E0ld #of Ch5 BHEE AAEfLICH aws configure list
storage_class: 7|22 standardE AHE|0{ J&LICE O] Hrof HEEl= A2 TS
ot Zr& Lok,

* reduced_redundancy

* standard_ia

* onezone_ia

+ intelligent_tiering

* glacier

* deep_archive

* glacier_ir
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10.

11.

12.

13.

14.

15.

16.

17.

® Note

Amazon S39| 2 & AEZ|X| EaiA0 AH HZ=F &LIC} S3 Glacier Deep
Archive EE = S3 Glacier Flexible RetrievalE Al 35t File Transferodl M 2=
8t 4% = File Transferol| 214 CIRZEE 4= Q& LICH AEE|IX| A0 CHEE XEA
8t LI&2 Amazon S3 AEE|X| EiAE XML,

auto_tuning: I 3 7|oi et M3 37| zlch 4 MEE RS2 ZHEELICH 7|2
2 trueZ MAE|0 /&LICE

chunk_size: Zt AB|E0|M M8 H3 37|(MB)E 23 LIC} auto_tuningO| trueZ A
HEl F2 ol €= HREHX| ta LU

threads: Zt 71 ol

auto_tuningO| trueZ MHE F2
o o

z A
2 op
ol
N r
L

U'I

checksum_algorithm: S30f| I}UE UECE I AI El= M3 doE[EFLCH md
hex(71&2}), xxhash, xxhash64, xxh3 checksum algorithms S0{A{ MEHE 4= Q&L
CH.

(MEH AFEHMax Age: Max Age AlZh Zf Ol 9 A AlZE OOl M EHL £+HE D2
File Transfer& A|3t&fLICH EH2l= m(2), (A|7F) d(2), w(F)2 EFHEELICH EF7F MSE

Xl of2 A 742 = B2 X|™ELICH o & £01, 5dE & 43}._4 K|t 5 Sob MAds| 7L}
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18.
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=
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filetransfer upload [transfer profile] [relative path]
a. [## ###]2 MEStEis TS T2 E=E CHAFLICH
b. [## ##]2 YE2Csicde 0t L= C|HEHE{ 2o B2 2 CHA|EHL|Ct.
i. ool B2 /(&elA)E AESHR| & LTt 0dAl: Users/username/Desktop/
folderl
i. Mol Z2E AIS5HX| oM. Mol Y B2 = /(&2 ANE Al=FErLCH o|A: /
Users/username/Desktop/folderl
c. BAHo|: filetransfer upload [transfer profile name] /Users/username/

Desktop/folderl

File Transfer= It A0 M File Transfer A3 & s™&FLICH M3 S mto| of 7|x| &t A =7

=X #XI5H7] e F7t I FAE 4B AFSELCH M3Mdo| 2t2 | HE 0| AIFFE LT
o|C|od SHA| S S (MHL)2 M35t File Transfer= IH 0| MHLO| HolEl & 20 YX[st=X| &2l
g UAELICH MHL2 HE FHHEF oo &4 M3 &7 5t XML Tt L(Ct

el
S SreiS S HsHEIH Y Bol EALE FIHE & YBLICH BT AS2 M AFLIC

1= Y
--help A& 7tset Eelaet BES LIFELICH

--checksum- File Transfer7t &5t A3 M A S Holgh|ct. x|
algorithm Z|E= gL md5, XXHash, XXHash64 ! XXH3.

filetrans
fer --help

filetrans
fer upload
[remote
configura
tion]
[relative
path] --
checksum-
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Zela M of|
--force LEL S0l &aelol &2 ZA Aderct 7|2 filetrans
O =2 File Transfer= O|0| M& 3t o2 ™MESHX[ f&  fer upload
LIC}. [remote
_ _ configura
ZAN Zei3= File Transfer7t 2E ZE EE= S22 F A tion]
fﬁ_% juL—lE{P §|R7|': S CIRECHor e T2 A2 [relative
K 3._ 20 o L|Cf.
APK| | & ct et o
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LICt o & £01, 2d = Xt 22 Soto| U2 Ct2 [remote
51 3500= K|t 3500 S0to| S HEZE=EFL configura

tion]

In © o

[relative
path] --max-
age Ilzdll

0

424
o
ot

—
3 HA
&hjc

o
A
M

_I-

1=
ot
| =2

lor
=

o
=
S

In & ne 4o
_<a

—_

o
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retry-count

4

Zeia 33



Nimble Studio File Transfer

Zefa

--chunk-size

--auto-tuning

--max-active-
checksums

MB EHele| H3 37|(7]
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nih

zlo g M3ao = (7| Eoia= Y=2=ofgt

of

filetrans
fer upload
[remote
configura
tion]
[relative
path] --
chunk-size
50

filetrans
fer upload
[remote
configura
tion]
[relative
path] --
auto-tuning
true

filetrans
fer upload
[remote
configura
tion]
[relative
path] --
max-active-
checksums 5

Zoia



Nimble Studio File Transfer

Zefa

--max-active-
transfers

--prefix

--profile
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of

filetrans
fer upload
[remote
configura
tion]
[relative
path] --
max-active-
transfers
10

filetrans
fer upload
[remote
configura
tion]
[relative
path] --
prefix my/
s3/path

filetrans
fer upload
[remote
configura
tion]
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path] --
profile
my_named_
profile
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Ea)2 L o
--threads UZEG AP E (7|82 10) filetrans
fer upload
[remote
configura
tion]
[relative
path] --
threads 10
FILETRANS 7|8 .filetransfer EHE MHOFrLICH FILETRANS
FER_CONFI FER_CONFI
G DIR ol = 74 mUT o OlEHIOIA TS KT B ¢ DIR-Dec
T E CIHEC|IE Holg = U&LICH FILETRANS .
FER_CONFIG_DIR Off CHEF Zto| MHEIX| eiAE &4 configl
? 7|Ee ~/ . filetransfer 7t ASELICL LA OIE . (.
2 0i%™3| configuration.yaml E &= configura fer upload
tion.yaml 2|2 checksum-cache.db Z X|&H3H et
of gLich Thelo| gloRt M2 BHEO{ZILICY, S
tion]
[relative
path]

a. Windows: Z
oE ¥

b. macOS: Cmd+Shift+GE =g |ct OH CtS

E o1& Ar8stod 7 TS Pt

ZAHFE{0|A User/<your username> Z2HZ O|S & L|C}.
BIAE HE|7|Z filetransfer.yaml I+ JL|C

HZ|7|2 filetransfer.yaml TS iL|CH.

c. Linux EIAE TZE|7|2 A

~/.filetransfer/configuration.yaml0i Q&L|C}.

.filetransfer &

~/.filetransferE Q=igiLIC HIAE

8235104 filetransfer.yaml IS L|Ct o

Mt

EERT

»O

36



Nimble Studio File Transfer INT=IY A To] =]

2.

Cl2 ZEE A25t04 Al hot_folder MME AMAIgHL|C}H

hot folders:
- enabled: true
local_source_folder: /Users/user/myhotfolder
name: my_hot_folder
remote_configurations:
- remote_configuration_name: example_configuration
s3_destination_folder: my/s3/prefix

enabled7} true2 M E ZL0]|0 & Z2EC{7} & ASHEIL|CT

File Transfer® Al&3t0{ ZLIE{2I6lEdE ZE20 {XI2 local_source_folderE HELICE
oY A2 ol ™A ZAZ[C:\path\to\upload-hot-folder(Windows) &£& /path/to/
upload-hot-folder(Linux 2 macOS)]7t Z & =|o{of & LIC}H.

remote_configurations0ilAd
a. remote_configuration_name2 AtE ¥4 70| 0|E2Z HIELICH ¥4 #+42
protocols.s3.transfer_profiles OF2Hol LI E[o{ Qd&LICEH

b. (MEY At&) s3_destination_folderg& WS YR ESIEd= S3 CHY EEHE HEELICEH
S ZH7} ol & g2 ™ File Transfer7t Amazon S30i| E2HE MAstL|Ct Zfo| A E|X| ot

2 32 12 HA ol FEof Bix[ELICH

c. (ME{AE)047|of HSt= BHE HE FE E§=FE FUHE = JUELIch 2H F EC7L &
YA FHE AIE5t0d YEEE AIATELICE 0|E S8l ot HAo| H=2ed B 3 ECHE
MYEE &= U&Lict

OS2 odE] & ECE Z&e YEC 3 EC 4o of LICt o] ofoll= & EEH7E F 7H A&

CH.

a. X Hm & ZC{= Media/drive EHE ZAISHEE MMELICE 0] 2o mHlo| &7}
T|H F Ho| HAZ =7} ARHEILICE SHLEE examplel S RS A 6D CHE SLIE

example2 ¥4 72 A EELICH 24 U2 E0|= HY s3_destination_folder7t AHE

hot folders:
- enabled: true
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local_source_folder: /Media/drive
name: my_hot_folder
remote_configurations:
- remote_configuration_name: examplel
s3_destination_folder: my/s3/folder
- remote_configuration_name: example2
s3_destination_folder: second/folder
- enabled: true
local_source_folder: /Users/userl/my_hot_folder
name: another_hot_folder
remote_configurations:
- remote_configuration_name: another_configuration
s3_destination_folder: example/folder

(@ Note
CHE (daemon)& AIEf5H7ALE & EC7t &7 H°*HIO| T ™A ECofl Chsll Xts A
ZEJt AFELICEH Ol SE 2 HstX| 2f= B GUIE €1 &g F4g + &Lt

ChS BEE AEstod 714 mhdof
I =5

fIRIIME ol2Er BES

File Transfer= Deep Archive == Glacier 2AEZ|X| A 0= AY ORECEE £ gi&LICH CHE
AAEO] KEE|0] U7| HZ LICE O|2Et Rl A= CHE WHo 2 ntdg ZHAatof &L ct Ct
At AAHIIM ZXE HM5HE Lol CHEE AHAIEH LIS 2 oF 7 0|2 El ZHA| S8 FXStMR. &
Eg|X| EciAo0f cHEt REMIEH LIE S Amazon S3 AEE[X| 2EHAE B ZFIMR

(@ Note
EH AREOM H™ ZEE HIEEstet=s Aol E4LICH HFEo| A ZE7F E45tEH
Zd £0l M0l BHE 4 AaLich AHIM HX7| 2E HIE 43k macOSE HiE)E ME
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CLIE At85t0{ CI22EEE Al&stEdH

filetransfer download [transfer profile]
[relative path]

a. [## ###]E MEsttde TS T2 EHZ A& Lct
b. [## ##]8 TtUS CIREC 8 A2 2 CHA|EL|Ct.

i. & B2 /(gefA)E AlZHSEK| E&LIC oA Users/username/Desktop/
folderl

i. M ZE2EE AFSStX| 0tM. Hol Y B2 = /(&eiA)ZE AIZFELICH oA /
Users/username/Desktop/folderl

c. BHoO: filetransfer download [transfer profile name] /Users/
username/Desktop/folderl

L

File Transfer= ZZ File Transfer G|O|E{t{|0| A Z4A}Sl04 MEHSH I 20| 0|0| CIRZE LU EX]
lgrLct.

ol
T2 Zof BHIE F7h5t0I S IAUS S 4 UYALICH BT ASS MY AL
Zoia M of
--help AME JtsE Ecliaet HEE LEELICE filetrans
fer --help
--checksum- File Transfer7t =&5t= M3 HehS HolghLlct. X[ filetrans
algorithm &= Zf: md5, XXHash, XXHash64 & XXH3. fer
download
[remote
configura
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--enable-
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--filter
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