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1. O

0jo

H2IS ALE510{ SSH 2CI0|HEZ £=E7|of| 3= EFL|LCt.
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Amazon EC2 QIAEIAZ HIZE =Zl7|0of| 212l
Amazon EC2 QIAEAZ Hi EZ El Strategy Recommendations =& 7|0l 21 Q15t2{™

- Lt BHE AE5t0 SSH 2EI0|HERE =T 7|0 @& LICt.

ssh -i "Keyname.pem" ec2-user@CollectorIPAddress
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Keyname.pem =& 7| AMIOIA Amazon EC2 QIAEAE A[ZHE M MdE Zztols! 7| L|Ct

47| Strategy Recommendations =%&7| A4

<

o MMo| M= %‘%"é collector setup %‘%‘% A& 3104 Migration Hub Strategy
Mote dS dFELCH o233t 782 2
of| XZHELICE.

collector setup BWHES AR5l248 HA{ C}2 docker exec HHE AFE5t0{ £X 7| Docker 74

EO[LA0| bash & All44

mo- o

collector setup BHE2CIS BHES 25 MLE0 2 MAMSIX|OH ZF HHES JIHHMO =2 A-E
T U&Lct
« collector setup --aws-configurations-AWS 748 MMELICH.

« collector setup --vcenter-configurations - vCenter +A& A& gLICH.

(® Note

vCenter 7t ™2 =& 7|7l vCentero| M EAEE[= ZR0E 7k LICH JBLt BE
collector setup --vcenter-configurationsZ AF&3t04vCenter +48 MHE &
MZ M8 = U&LICH

« collector setup --remote-server-configurations- 2 M #4S MY LICH

o= = =
« collector setup --version-control-configurations - H{% #2| FA2 MAELICH

collector setup
2. of dBE CHZE AWS T o CHEt B2 E URFLICIAWS 76 8.

vCenter 743 Aol MHE CHZ vCenter 7 HEE 2348tLC}.
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5. HH 2e| 78 A0 MBE 2 HA e 79 HEE U™ELIch

o
6. Olo|E| =& & 28 &2 Windows 2! Linux A &H|2| X|&lof Wzl =&7| HIo|EE £ &E £
QI £ Windows ! Linux AHE Z&H|gfLC}.

AWS A& M-

ok

collector setup B™ &= collector setup --aws-configurations HHEE ALSE |

AWS 88 M 5le{H

1. Have you setup IAM permissions... &0 Y(0)& =g LICt. Strategy Recommendations A&
A 21 o4&t of EFA|of 2t AWSMigrationHubStrategyCollector #2183 HAME AFE 50 &=
7o HMAE AAESKE HMHE [ o248 HEtE M™gLct

2. O ttAHof et =ET|o HMHASH7| 2UsH Mg ALS XTI A= AWS HHoA AMA F|oF Eot
7|8 =48rLICtStrategy Recommendations AHS A 2! 4§
3. BI™(H: us-west-2)2 =dFLIC}. Strategy RecommendationsOlAM AFHE 5t 2™ S0l E

=5
Qo &= 22 MEdSLICE o|2HEt 2| S5/ 2 AWS et &= 9| Strategy Recommendations

endpoints& & X HAM|L.

4. Upload collector related metrics to migration hub strategy service? 2201 Y(0i)E =2I&rLIC} X|

E YE &= MYE X|¥S AWS MBste ol =F0| FLulct

5. Upload collector related logs to migration hub strategy service? 220 Y(0i)E 23&tLICt 21

o| ME = MAe X[#E AWS MBS st= ol =&0| Euct

CHS ool A= AwS T80l CHEr oMl F 52 Z&3to] EALIE LIS EoiELICH

Have you setup IAM permissions in you AWS account as per the user guide? [Y/N]: Y
Choose one of the following options for providing user credentials:

1. Long term AWS credentials

2. Temporary AWS credentials

Enter your options [1-2]: 2

AWS session token:

AWS access key ID [None]:

AWS secret access Key [None]:

AWS region name [us-west-2]:

AWS configurations are saved successfully

Upload collector related metrics to migration hub strategy service? By default
collector will upload metrics. [Y/N]: Y

AWS 74 14
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Upload collector related logs to migration hub strategy service? By default collector

will upload logs. [Y/N]: Y

Application data collector configurations are saved successfully
Start registering application data collector

Application data collector is registered successfully.

vCenter 743 A™

collector setup B E= collector setup --vcenter-configurations & AFS A

vCenter 74 MH

1. VMware vCenter 29 Q152 AL&35l04 Q1F8tEd= 732 Would you like to authenticate using
=
=

VMware vCenter credentials Z& 0 Y(0i))

(® Note
VMware vCenter 2ot 215 & A& 5104 215524 CHA MBE{0d| VMware =71 A X| &

04 Qlo{of gL|Ct.

A E URL(vCenter IP 4 EE= URL)E =g LICH O CHS VMware vCenter2| ALE XL O

LS E AUZELCt.

2. Windows MHE F/d3l2{= A< Do you have Windows machines managed by VMware
vCenter 220 Y(0i)E 238fL]C}.

Windows2| At X} O|EX &t S E l=dFhL|Ct

(® Note
Windows #Z3 M7} Active Dlrectory THQlH &5tE B CLIE AH83H04 B4 MH

TFMEE M€ AHE X OI& 8 domain-name\username2L 2 245l oF &fLIC} o & &

01, =M@l O|& O| exampledomainO|11 AF& X} O|F O| Administrator@! F< CLIO| =235}

= AF& Xt O| &2 exampledomain\Administrator & L|Ct.

3. Linux MHHE F43t24= B Setup for Linux using VMware vCenter 2201 Y(0{)& /=24EtL|
Ct.

Linux2| Ar& X} Ol &= & gLt

vCenter 714
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4. vCenter 2|F AMHoi CHEt HAE M E0t 0I5 2 dXstEdi= B Would you like to setup
credentials for servers outside vCenter using NTLM for Windows 2! SSH/Cert based for Linux &
=0l Y(oi)E =FLict

5. vCenter Q80| A 22| E|l= Windows A|AEI0]| CHE EoF 215 0| vCenter Windows A|AEl 0|

CHeh Hot Qa2 e M AMSE 2o 2151 S Y < Would you like to use the same

Windows credentials used during vCenter setup 220 Y(0)& U= LICt 2 K| 2fS™H N(ot
LI)2 f=agtLct.

Y(ol)= Est™ Chsat 22 ZE 0| LIEFELICH

a. Are you okay with collector accepting and locally storing server certificates on your behalf
during first interaction with windows servers? Z201 Y(0i)& l24gFLC}.

b. SSH @I&& F435l24™ Enter your options 201 12 24%tL|C}.

SSH Q1E 2 AL83t7|2 M=t B2 WHE 7| 2o 152 Linux A S ALsHok gLt
KEMIEE LIS Linux MEHOIA] 7| 7|8F Q15 A% EHelg EFXSHAAIL.

CtS ool A= VMware vCenter 430 CHSt of|Al| & =S £ & 501 EAILE L8 Eo{FLICt.

Your Linux remote server configurations are saved successfully.

collector setup —vcenter-configurations

Start setting up vCenter configurations for remote execution

Note: Authenticating using VMware vCenter credentials requires VMware tools to be
installed on the target servers

Would you like to authenticate using VMware vCenter credentials? [Y/N]: y

NOTE: Your vSphere user must have Guest Operations privileges enabled.

Host Url for VMware vCenter: domain-name

Username for VMware vCenter: username

Password for VMware vCenter: password

Reenter password for VMware vCenter: password

Successfully stored vCenter credentials...

Do you have Windows machines managed by VMware vCenter? [Y/N]: vy

NOTE: For the best experience, we recommend that you create a new Active Directory user
in the Domain Admins group.

Username for Windows (Domain\User): username
Password for Windows: password

vCenter 7' 16
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Reenter password for Windows: password

Successfully stored windows credentials...

You can verify your setup for vCenter windows machines is correct with "collector diag-
check"

Do you have Linux machines managed by VMWare vCenter? [Y/N]: y

Username for Linux: username

Password for Linux: password

Reenter password for Linux: password

Successfully stored linux credentials...

You can verify your setup for vCenter linux machines is correct with "collector diag-
check"

Would you like to setup credentials for servers not managed by vCenter using NTLM for
windows and SSH/Cert based for Linux? [Y/N]: y

Setting up target server for remote execution:

Would you like to setup credentials for servers not managed by vCenter using NLTM for
Windows [Y/N]: vy

Would you like to use the same Windows credentials used during vCenter setup? [Y/N]: y

Are you okay with collector accepting and locally storing server certificates on your
behalf during first interaction with windows servers? These certificates will be used
by collector for secure communication with windows servers [Y/N]: y

Successfully stored windows server credentials...

Please note that all windows server certificates are stored in directory /opt/amazon/
application-data-collector/remote-auth/windows/certs

Please note the IP address of the collector and run the script specified in the user
documentation on all the windows servers in your inventory

You can verify your setup for remote windows machines is correct with "collector diag-
check"

Would you like to setup credentials for servers not managed by vCenter using SSH/Cert
based for Linux? [Y/N]: vy

Choose one of the following options for remote authentication:

1. SSH based authentication

2. Certificate based authentication

Enter your options [1-2]: 1

Would you like to use the same Linux credentials used during vCenter setup? [Y/N]: vy
Generating SSH key on this machine...

Successfully generated SSH key pair

SSH key pair path: /opt/amazon/application-data-collector/remote-auth/linux/keys/
id_rsa_assessment

Please add the public key "id_rsa_assessment.pub" to the "$HOME/.ssh/authorized_keys"
file in your remote machines.

vCenter 7' 17
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You can verify your setup for remote linux machines is correct with "collector diag-
check

274 A A A

collector setup BHE = collector setup --remote-server-configurations WA Al
g Al 9174 Me 74 9

1. Windows MEHE F/d35tEd= B Would you like to setup credentials for servers not managed
by vCenter using NLTM for Windows ZZ01 Y(0)& =38 L|Ct.

WinRM2| AFE XL O|ET &S E =AELCt

(@ Note
Windows #Z3 M7} Active Directory TH|QI0]| &£35t= Z<2 CLIE AH&3t04 4 MHH
TN XMZE M ALK O|EE domain-name\usernameS 2 1235l of &L|Ct 02 S
04, =Ml 0|Z 0| exampledomainO| 1 A2 X} O|& O] Administrator®! Z4< CLIof| /245t
= A2 Xl 0| 2 exampledomain\Administrator & LIC}.

Are you okay with collector accepting and locally storing server certificates on your behalf during
first interaction with windows servers? Z&01 Y(0)& I23&L|Ct Windows Server 1& M= C|
SlE{2| /opt/amazon/application-data-collector/remote-auth/windows/certso
MEELCH

M M 20 Q1B 2 Windows MEHO = AsHOF BFLICH XEAIEH LASS Windows AEHOIA 24
7 Mef T4 A4 EHRIS BESHIAIR.

- =

2. Linux MHHE F43t2d= ZB< Setup for Linux using SSH or Cert 2201 Y(0i)& =248rL|C}.

3. SSH 7| 7|gt 215 E F 44524 Enter your options ZE0i 12 /=248 L|C}.

SSH Q152 AI8517|2 MEis B MME 7| 2o
&t LI Linux MB{olAM 7| 7|EF Q15 M7 EHHE TS AIL

4. 2B XM 7|8t 215 F/45t24™ Enter your options EE0f| 28 =248}

RUBM 7lgt 15 Ao ChEt XAE LISE Linux MHOIM QI M 718t 015 67 Mg Bz
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CHE OllolAE 179 M 7401 Tt ofXl #22 Zarstod EAEE LIS S HoiELICt,

Setting up target server for remote execution
Would you like to setup credentials for servers not managed by vCenter using NLTM for
Windows [Y/N]: y

NOTE: For the best experience, we recommend that you create a new Active Directory user
in the Domain Admins group.

Username for WinRM (Domain\User): username

Password for WinRM: password

Reenter password for WinRM: password

Are you okay with collector accepting and locally storing server certificates on your
behalf during first interaction with windows servers? These certificates will be used
by collector for secure communication with windows servers [Y/N]: Y

Successfully stored windows server credentials...

Please note that all windows server certificates are stored in directory /opt/amazon/
application-data-collector/remote-auth/windows/certs

Please note the IP address of the collector and run the script specified in the user
documentation on all the windows servers in your inventory

Would you like to setup credentials for servers not managed by vCenter using SSH/Cert
based for Linux? [Y/N]: Y

Choose one of the following options for remote authentication:

1. SSH based authentication

2. Certificate based authentication

Enter your options [1-2]: 1

User name for remote server: username

Generating SSH key on this machine...

SSH key pair path: /opt/amazon/application-data-collector/remote-auth/linux/keys/
id_rsa_assessment

Please add the public key "id_rsa_assessment.pub" to the "$HOME/.ssh/authorized_keys"
file in your remote machines.

Your Linux remote server configurations are saved successfully.

HE el 78 -

collector setup BH E= collector setup --version-control-configurations B
A Al T ZhE| 2 P

1. Set up source code analysis? ZE01 Y(0)E =23&FL|CH.

2. Git M = xZQIEE F43t2{T Enter your options EE0{ 12 23&tL|Ct
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GIT M AIEZQIEZ github.comS 23&tLICH.

3. GitHub Enterprise ServerE T 435}24™ Enter your options ZF0{| 28 =FLIC}.
GIT server endpoint: git-enterprise-endpointt Z 0| https:// @10| AIE{ZE}0|= A= Z QI
EE =gt

4. Gitusernamell J1QI& HM|A tokens R=IFLICEH

5. C#IZEE 2M3le{= @< Do you have any csharp repositories that should be analyzed on a
windows machine? ZE0{ Y(0i)& =& LIt

(® Note
Porting Assistant for NET T& At&ofl CHall NET 2|ZX|E2|E E495t2{™ Porting
Assistant for NET O|&] W7} =12 MX = Windows AAEI2 X350k & L|CH XA
8t LI 2 Porting Assistant for .NET A2 A{2] Getting started with Porting Assistant
for NET2 & Z35HMI2.

6. Would you like to reuse existing windows credentials on this machine? 2201 CH3ll C# & A
£ BA2 2[5 Windows A|AEIO| O|F0] --remote-server-configurations E&= --
vcenter-configurations Ao U E MBS E Eot 15 SUEH Eot QIS 2 A 85t 4
2 Y(o)E YgstLch,

M ot QIE S @lsteE AR N(otLIR)S gLt

7. VMWare vCenter Windows Machlne H ot 2152 ALE3t24™ Choose one of the following options
for windows credentialsOfl 12 &/=24gL|C}.

8. Windows A|AEIO| P =AE Ql24ELICE

CHE OOl M BT 22| T A0l CHE oM S8 Earstod EAIEE LISS BodFLIC

Set up for source code analysis [Y/N]: vy

Choose one of the following options for version control type:
1. GIT

2. GIT Enterprise

3. Azure DevOps - Git

Enter your options [1-3]: 3

Your server endpoint: dev.azure.com (http://dev.azure.com/)
Your DevOps Organization name: <Your organization name>

HH 2el 74 20
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Personal access token [None]:
Your version control credentials are saved successfully.
Do you have any csharp repositories that should be analyzed on a windows machine? [Y/

N]: vy

Would you like to reuse existing windows credentials on this machine? [Y/N]: y
Choose one of the following options for windows credentials:

1. VMWare vCenter Windows Machine

2. Standard Windows Machine

Enter your options [1-2]:

1

Windows machine IP Address: <Your windows machine IP address>

Using VMWare vCenter Windows Machine credentials
Successfully stored windows server credentials...

CIOIE =& 28 223 Windows & Linux AMB{ &H]

(@ Note
vCenter £ 9t Q15 & Al 35104 Strategy Recommendations OfZ 2|7 0|44 TI|O|E{ +=ZI7|E M
F

Hete d<oll= ofl EA7I 2L ei&L

HA M 78S M-8 & collector setup command EEE collector setup --remote-

=2 O -
server-configurations &2 At&3dt= B Strategy Recommendations O Z 2|7 0|4 H|O|E
=877t HE Mol HIO|EE =& = UEF HZE AHE ZFHIatof FLiCt.
® Note

ZZlO|H IP FAE AF85H0] Mol @188 £ U=X| & elstiof gLict ¢ A 2512
Virtual Private Cloud(VPC)E& S3all 832 d&5t= W0l AWS CHEF XFMIEH X[E2 Amazon

=5
Virtual Private Cloud Al MBEME & X5HMI2.

21


https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html

Migration Hub Strategy Recommendations AL 7Hol=

¢4 Linux M ZH]
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Linux ME{0llAM Z| 7|8t 21E M-
1. ZiEfo|He| CtE E£{0l|AM id_rsa_assessment.pubZt= O|E 22 MME HEZ] 7|8 SAFELICH

/opt/amazon/application-data-collector/remote-auth/linux/keys.
2. SAMEHER F|E ZE ¥ AAHIO| $HOME/ . ssh/authorized_keys mFoi| F7}EHLICH.
A& £ Qe IOl e B touch £ vim BHS AF&5to{ A ghL|ct.

3. A MHe|l & EC{7t M & 755 olet x| FIELICH 7772 3¢ HSstx| et&LICH
%

Linux MEHoIM QIS A 7|8 015 A%

A MH FEE 78 W Linux& 2B A 7|8 Q15 S HYsI=S = Et T2 Strategy
Recommendations OHZ 2|7{|0|d Cl|O|E{ =& 7[0{M HIO|EHE +&E o UH TS EAHE +stok
st|CH

= .

0 rol-

OfZ 217|014 Aol CH3H Q1F 7I2HCA)Ol 0l0] MHElo] Yl B of SME HEEHLICH
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AR 7H0|E

Linux AH

Provide your test server IP address: IP address
Start checking connectivity & credentials...
Connectivity and Credential Checks succeeded
Start checking permissions...
Permission Check succeeded
Start checking 0S version...
0S version check succeeded
Start checking Linux Bash installation...
Linux Bash installation check succeeded
All diagnostic checks complete successfully.
This server is correctly set up and ready for data collection.

Windows A{H{

Windows PowerShell Version Check succeeded
Provide your test server IP address: IP address
Start checking connectivity & credentials...
Connectivity and Credential Checks succeeded
Start checking permissions...
Permission Check succeeded
Start checking 0S version...
0S version check succeeded
Start checking Windows architecture type...
Windows Architecture Type Check succeeded
All diagnostic checks complete successfully.
This server is correctly set up and ready for data collection.

w
>
2

"

o

ENERSSEEE

25



Migration Hub Strategy Recommendations AL 7Hol=

T

CHS o= 24 A E¢ Q150 X & B2 EAlEE 2F HAIXIE 2oiFLICH

Unable to authenticate the server credentials with IP address ${IPAddress}.
Ensure that your credentials are accurate and the server is configured correctly.
Use the following command to reset incorrect credentials.

collector setup —remote-server-configurations
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

StLE S| Amazon S3 H{Zlof HA|A

o| oMol =2l IAM AFZ ROl H| Amazon S3 HHZ! & stLtQlof| CHEH AWS 1% HM|IA HHEHS Foqst
B4 LICtamzn-s3-demo-bucket. &t ALEXL7F ZAE F7t L0|E I AKX S &
o ghck.

Ol B0 M= s3:PutObject, s3:GetObject 2 s3:DeleteObject HEHS AL Xtof|H o
B0F OFL|2l s3:ListAl1MyBuckets, s3:GetBucketLocation & s3:ListBucket H&HT F04
gLct olg{gt Het2 2&0| 2ot F71 HetdL|ch Edt Z2&0M A E FAL A2 & 204
718 & + 22{™ s3:PutObjectAcl & s3:GetObjectAcl 0| ERELICH AR XRFoi A H
2 2o{5tT E£2 A85l0 HEtS HAESIE oA &2 oA Q14 ALS X HAE AL 35104 H
Zlof| CHEF HA|A K02 FHEFIAML.
{
"Version":"2012-10-17",
"Statement": [
{

A BE JlEr g of A 71


https://docs.aws.amazon.com/AmazonS3/latest/userguide/walkthrough1.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/walkthrough1.html
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"Effect":"Allow",

"Action": [
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"Resource":"arn:aws:s3:::*

"Sid":"ViewSpecificBucketInfo",
"Effect":"Allow",
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"Action":[
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"Resource":"arn:aws:s3:::amzn-s3-demo-bucket/*"
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-identifiers.html#FindCanonicalId
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html

Migration Hub Strategy Recommendations AL 7Hol=

Migration Hub Strategy Recommendations & 2IE{H|O|A VPC HIEXZQIE
(AWS PrivateLink)

QIE{H|O|A VPC AIEZQIEE M50 VPC2} Migration Hub Strategy Recommendations 7+0i| =
co|8l A2 MHE = U&LICH QIEH|o|A AEXZQIEE 2 S ELICH AWS PrivateLinkE At
5t 2IE{ HO|E|0| AWS PrivateLink, NAT C|HFO|A, VPN 244 EEt AWS Direct Connect &4
Z 910| Strategy Recommendations API 2Fof H|S7HE HMAE = U&LICH VPCL| QIARA
£ Strategy Recommendations API2t S415t= Ol HEER! IP A8 EHRZE 5HX| of&LICt vPCet
Strategy Recommendations 7F2| EE{E2 Amazon UIE R/ LHO| A Blo{Lt K| et & L|C}.

Zt QIE{mf|o|A A= ZQIEE MEUIOIA StLt o4 o] Et2d%] I E 2|3 QIE{T|0|AZ EFHELIC
REMIEH LI 2 Amazon VPC AL Aol QIE|T| 0|4 VPC QU= QI (AWS PrivateLink) & & 2
Me.

Strategy Recommendations VPC AIEZQIE 1124 At

Strategy Recommendations0i| CiEt QIE{H|O|A VPC A= ZQIEE MH 57| Tl Amazon VPC AL
MEMIM CIE{Ho|A A= ZQIE &4 3l A|st AFE T} AWS PrivateLink & & 22 HESHoF & L|Ct

Strategy Recommendations= VPCO|M 2 E API 2 {0l CHet & &2 X|4ELICH Strategy
RecommendationsE £ 5 At835t2d™H VPC A=EXQIEE 5ok & LCt

Strategy Recommendations0i| CHet IE{H[O|A VPC AEEZQIE MY
Amazon VPC £ 5= AWS Command Line Interface (AWS CLI)2 AM& 3109 Strategy
|5t

Recommendations0i| CHEH VPC AEXZQIEE MME &= UELICH AHAM|SH LHE 2 Amazon VPC AHE
MEMO| CIE{HO|A AIEZQIE MAME2 XML,

CHE MH|A 0| & AH&3}0q Strategy Recommendations& VPC A= ZQIEE MAFHLICH.

e com.amazonaws.region.migrationhub-strategy

A= ZQlE0]| Z2}0|E!l DNSE AI2 35}

A<, 2I™of CHEt 7|2 DNS 0|8 & A8 35}0q Strategy
Recommendations0i| CHEH APl 2™ E =

&t £ Ql&LICH o € £04 0|8 migrationhub-

REMIEH L& 2 Amazon VPC AHS DB A2 QIE{H[O|A AEZQIEE Soff AH|A HHAE EZSHA
(@]

L.

VPC A= ZQIE(AWS PrivateLink) 78


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-limits-endpoints.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
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{
"Statement": [
{
"Principal":"*",
"Effect":"Allow",
"Action":[
"migrationhub-strategy:ListContacts",
1,
"Resource":"*"
}
]
}
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
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https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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» GetApplicationComponentStrategies

» GetApplicationComponentDetails

* GetAssesment

» GetlmportFileTask

* GetPortfolioPreferences

* GetPortfolioSummary

* GetServerDetails

+ GetServerStrategies

» ListApplicationComponents

* ListCollectors

» ListlmportFileTask

* ListServers

* PutPortfolioPreferences

» StartAssessment

» StartimportFileTask

» StopAssessment

» UpdateApplicationComponetConfig

* UpdateServerConfig
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetApplicationComponentStrategies.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetApplicationComponentDetails.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetAssessment.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetImportFileTask.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetPortfolioPreferences.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetPortfolioSummary.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetServerDetails.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetServerStrategies.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListApplicationComponents.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListCollectors.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListImportFileTask.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_ListServers.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_PutPortfolioPreferences.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_StartAssessment.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_StartImportFileTask.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_StopAssessment.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_UpdateApplicationComponetConfig.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_UpdateServerConfig.html
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C2 2 GetServerDetails 22 E0{F £ CloudTrail 21 &= 0| LIEHH od A lLCt

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "777777777777",
"arn": "arn:aws:sts::111122223333:assumed-role/myUserName/..."
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "777777777777",
"arn": "arn:aws:iam::111122223333:ro0le/myUserName",
"accountId": "111122223333",
"userName": "myUserName"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2021-09-20T01:07:16Z",
"mfaAuthenticated": "false"

.
"eventTime": "2021-09-20T01:07:43Z7",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetServerDetails.html
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"eventSource": "migrationhub-strategy.amazonaws.com",
"eventName": "GetServerDetails",
"awsRegion": "us-west-2",
"sourceIPAddress": "",
"userAgent": "",
"requestParameters": {
"serverId": "ads-server-006"
I

"responseElements": null,

"requestID": "@7D681279BD94AED",

"eventID": "cdc4b7ed-el71-4cef-975a-ad829d4123e8",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"
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https://docs.aws.amazon.com/general/latest/gr/migrationhubstrategy.html#limits_migrationhubstrategy
https://docs.aws.amazon.com/general/latest/gr/migrationhubstrategy.html#limits_migrationhubstrategy
https://console.aws.amazon.com/servicequotas/home
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
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