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"Version": "2012-10-17",
"Statement": [

{
"Sid": "LookoutVisionS3BucketAccessPermissions",
"Effect": "Allow",
"Action": [

"s3:GetBucketLocation",
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"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket"

"Sid": "LookoutVisionS30bjectAccessPermissions",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket/*"
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
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https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
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https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-cli.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://aws.amazon.com/developer/language/java/
https://aws.amazon.com/developer/tools/#IDE_and_IDE_Toolkits
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-api.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-api.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtogetcredentials.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtogetcredentials.html
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/interact-with-aws-services.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/interact-with-aws-services.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DetectAnomalies.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/Welcome.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
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https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_CreateDataset
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_CreateModel
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_OutputConfig.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "LookoutVisionS3BucketAccess",
"Effect": "Allow",
"Action": "s3:GetBucketLocation",
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket"
1,
"Condition": {
"Bool": {
"aws:ViaAWSService": "true"
}
}
},
{
"Sid": "LookoutVisionS30bjectAccess",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket/*"
1,
"Condition": {
"Bool": {
"aws:ViaAWSService": "true"
}
}
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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aws lookoutvision list-projects \
--profile lookoutvision-access

Python

Ol Z== AWS M A SDK 0i|A| GitHub 2| ZX|EZ[0fA] 7tA{R ZdLICh ™A ol Xl= o
Zlo M EelstM L.

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0

from botocore.exceptions import ClientError
import boto3

class GettingStarted:

@staticmethod

def list_projects(lookoutvision_client):
Lists information about the projects that are in in your AWS account
and in the current AWS Region.

:param lookoutvision_client: A Boto3 Lookout for Vision client.
try:
response = lookoutvision_client.list_projects()
for project in response["Projects"]:
print("Project: " + project["ProjectName"])
print("ARN: " + project["ProjectArn"])
print()
print("Done!")
except ClientError:
raise
def main():
session = boto3.Session(profile_name='lookoutvision-access')
lookoutvision_client = session.client("lookoutvision")

GettingStarted.list_projects(lookoutvision_client)
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/python/example_code/lookoutvision/train_host.py
https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/python/example_code/lookoutvision/train_host.py
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if __name__ == "__main__":
main()
Java V2

ol ZE = AWS AT A SDK Oixl GitHub 2IZ XIS 20l 7HRi2 ZILich, M| olixl= of
710 ZelstM L.

b

/*
Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
SPDX-License-Identifier: Apache-2.0

*/

package com.example.lookoutvision;

import software.amazon.awssdk.auth.credentials.ProfileCredentialsProvider;
import software.amazon.awssdk.services.lookoutvision.LookoutVisionClient;
import software.amazon.awssdk.services.lookoutvision.model.ProjectMetadata;
import
software.amazon.awssdk.services.lookoutvision.paginators.ListProjectsIterable;
import software.amazon.awssdk.services.lookoutvision.model.ListProjectsRequest;
import
software.amazon.awssdk.services.lookoutvision.model.LookoutVisionException;

import java.util.Arraylist;
import java.util.list;

import java.util.logging.level;
import java.util.logging.lLogger;

public class GettingStarted {

public static final Logger logger =
Logger.getlLogger(GettingStarted.class.getName());

/**
* Lists the Amazon Lookoutfor Vision projects in the current AWS account
and
* AWS Region.

* @param lfvClient  An Amazon Lookout for Vision client.
* @return List<ProjectMetadata> Metadata for each project.

*/

M
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/javav2/example_code/lookoutvision/src/main/java/com/example/lookoutvision/ListProjects.java
https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/javav2/example_code/lookoutvision/src/main/java/com/example/lookoutvision/ListProjects.java

Amazon Lookout for Vision

1fvClient)

public static List<ProjectMetadata> listProjects(LookoutVisionClient
throws LookoutVisionException {

logger.log(Level.INFO, "Getting projects:");
.maxResults(100)
.build();

ListProjectsRequest listProjectsRequest

JHeER 7Hol=

List<ProjectMetadata> projectMetadata

ListProjectsIterable projects

ListProjectsRequest.builder()
1fvClient.listProjectsPaginator(listProjectsRequest);

new ArraylList<>();
projects.stream().flatMap(r -> r.projects().stream())
.forEach(project -> {

projectMetadata.add(project);
1)

return projectMetadata;

logger.log(Level.INFO, project.projectName());
logger.log(Level.INFO, "Finished getting projects.");

try {

public static void main(String[] args) throws Exception {

// Get the Lookout for Vision client.
LookoutVisionClient 1fvClient

.build();

List<ProjectMetadata> projects

LookoutVisionClient.builder()
System.out.printf("Projects%n

for (ProjectMetadata project
Amazon Lookout for Visio

&f

credentialsProvider(ProfileCredentialsProvider.create("lookoutvision-access"))

n & 5

=2

M

: projects) {
S n
System.out.printf("ARN: %s%

System.out.printf("Name: %s%n", project.projectName());

Projects.listProjects(1fvClient);
n");
I,]Il

, project.projectArn());
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System.out.printf("Date: %s%n%n",
project.creationTimestamp().toString());

}

} catch (LookoutVisionException 1fvError) {
logger.log(Level.SEVERE, "Could not list projects: {0}: {1}",
new Object[] { 1fvError.awsErrorDetails().errorCode(),
1fvError.awsErrorDetails().errorMessage() });
System.out.println(String.format("Could not list projects: %s",
1fvError.getMessage()));
System.exit(1);
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "LookoutVisionKmsDescribeAccess",
"Effect": "Allow",
"Action": "kms:DescribeKey",
"Resource": "kms_key_arn"
},
{
"Sid": "LookoutVisionKmsCreateGrantAccess",

5EHA|: (MEH AFEH RER| AWS KMS 7| AFS 21


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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"Effect": "Allow",
"Action": "kms:CreateGrant",
"Resource": "kms_key_arn",
"Condition": {
"StringlLike": {
"kms:ViaService": "lookoutvision.*.amazonaws.com"
},
"Bool": {
"kms:GrantIsForAWSResource": "true"
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1B LTI AE Tl M 9l ojOjx| Y2 E

0| M x}of| A= Amazon Lookout for Vision B M Z|ZX|E2|E HFE SHMELICH 2HCIS
Python (H{%1 3.7 O|&h) AT EEE AIE5t0{ DL AE TS PHE T & o|0|X[e OtA 3 O|O|X|
E X|™H8t Amazon S3 9{x|0] Y2 EELICH OiLIHAE TtUS A& 35H0{ RIS MEFLct LS
24 ME LS| HAE O|O|X|E AHE5t0d 2ZRIZ Al & &= U&LICt

OiLHAE oS M5t o|0[X|§ Y= =52

1. Amazon Lookout for Vision 21%4 9| X|&|0f| [} 2} Amazon Lookout for Vision2 &5t AA|2.
AWS Python& SDKE M x|3HoF gL|C}.

2. Lookout for VisionZ At&3stE{E AWS E[T10IAM S3 HIIE dHd
3. Amazon S3 HHZI0|A O|& 0| getting-startedQ! EHE M LICH

4. Amazon S3 URI2} Amazon 2|4 A O|& (ARN)2 ZHol 7|S 3l ELICH 0|8 AF&3to{ Hte M
Hotn A3 BEE A™E = A&LCh

I

LICE.

=202
5. ARIEE $E5t= AKX s3:PutObject U2 S EE 4 Q= HEHO| YU=X| &Rl5HY
AR . CHE HHME AEE = A&t Het2 gYettiH Het €8 852 FXstMR.
{
"Version": "2012-10-17",
"Statement": [{
"Sid": "Statementl",
"Effect": "Allow",
"Action": [
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3::: ARN for S3 folder in step 4/*"
]
}]
}
6. O|20| lookoutvision-accessZ X|HE 24 2 Zlo| 9/1 T2 E| AL K}toi|AH| oA EHH 2]
Teto| U= K| EHRUSHAA|R. RHAEH LIE2 2EZ EAFE{MAM Z2E ALS BHE FXTstAA.
7. zip TR getting-started.zipE CHR2EE A AIR. zip TIHU0|E AIZ HIOIEHHMEQ M A3 &

E7t ZEE|o] U&LIC
8. getting-started.zip Ito| &&FS EL|Ct.

9. BB ZEFZEOMCISS A™dELICH

1A OiLE A E nted 44 2 o|0|X| Y= = 32


https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html#installation
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-folders.html#create-folder
samples/getting-started.zip

Amazon Lookout for Vision XL 7Hol=

a. getting-started EHZ O|S§LICt.

b. Cg BHES A5t OiLHAE It U2 M5t & o|0|X|et o|0|X| OtAFE 4EHAHof
M 7|1& 8t Amazon S3 ZZ20l| YZ=8rLct.

python getting_started.py S3-URI-from-step-4

c. AJRIEJAREIH AFEIET} Create dataset using manifest file: CHS0| E
Al8tE train.manifest WMAUL| 2 E 7|58l SLICH. 2= s3://path to getting
started folder/manifests/train.manifestt SAlaHof ghLCt.

20 A 2 E MM

Ol Aol A= 0|0l Amazon S3 HiZl0l Y23 o|0|X|9+ THIHAE T
HlolE| MIEE MABILICH T8 18 SWE M43D S oheol Bol AT E Heleric,

AEst7| LT AE ThUol A ClolE MIEE M45t2 2 o|ole| ME olOlX|of Blol2e xIHE &
27t ei& LIk XA o|0lx|2 H|o|E| MEE BHE M= o|O[X[of 2lo|&& X|ZH3Hok .‘;.*L—IEL NV (K
LiE2 o|0|X| 2llo|= X|E BHEE HESMAIR

/A Important
2 HBHOE & Al7|E dlolgt Higo| #aELc

Clg
=]

It

=

mjo

&dst

rr

1. https://console.aws.amazon.com/lookoutvision/H| A Amazon Lookout for Vision2 3L|C}.

2. OllM Amazon S3 HZ! 2 Mt 2|t SUE AWS 2|70d| {0{oF B LICH EfA: DHL|EH| A E T}
2 A 2 o|0|X| MEE. K|9S HEste{H BAdol M 24x EA[E! X|3o| 0| M=HErLCY.
O Chg MEtstede R[S MEiEL(C.

3. Get started& MEHELICY.
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Machine Learning

Amazon Lookout for Vision
Spot product defects using

computer vision to automate
quality inspection

A machine learning service that uses computer vision to automate visual inspection of product defects.

How it works

4, ZZXE MMM ZEME HE7|E MESSHLCE

Dashboard i+

v Overview

Total anomalies detected Total images processed

Getting started

Get started on the project dashboard, create a project, add
training images, and test anomaly detection on your own

product lines.

Pricing

Total anomaly ratio

[Py Y T NS (R J SR T SRS TN S,

1d3d1w1m3m6m‘c‘

R

Projects (9)

‘ Create project

1

2

>

0

=

ZME 4o Ho|x[o|M CtEE T LICH

-

x2™ME 0|§0f getting-started2 24gtL|CH
E A

202 MY
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Create project i

(® The first step in creating an anomaly detection model is to create a project. A project manages the datasets X
and the versions of a model that you create. To ensure the best results, your project should address a single
use case.

Project details

getting-started

< eadst have no more than 255 characters. Valid characters are a-z, A-Z, 0-9, - and _ only. Name must begin with an
alphanumeric character.

e

Cancel

6. Z2ME HO[X| &S YA Mol HIOJE| ME Mg Mgt
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getting-started i«

v How it works

How to prepare your dataset

Create dataset

Add images to your
dataset. The images are
used to train and test your
model. For better results,
include images with
normal and anomalous
conte

Create dataset

B

Add labels

Add labels to classify the
images in your dataset as
normal or anomalous.

How to train your model

@

Train model

Train your model with your dataset.
After training, your model can
detect anomalies in new images.
Your model might require further
training before you can use it.

7. OIO|EH|0o|A W HO|XK|oAM CHEE - T LICH

a. EUOO|E ME BHETI|E

b. olOlx| & F#4
MEfEFLICEH

c. .manifest I} | x|0of=

3l & LA E 12 2| Amazon S3 %]

to getting started folder/manifests/train.manifestd} Hl%

MEdgFLICH

1EHA: L HAE m

M4 9 olojx HEE

M Moi| A SageMaker Ground Truth2 2i|0|& 0| X|'HEl o|0|X| 7t X2 7|&

O| 6.cEHAOMM Z7|F

d. OIO|E ME MdS MEigL|Ct.

2 o|zq4st
= H e

LICt. Amazon S3 & %|&=

s3://path
Sl OF §fL|Ch.
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Create dataset .«

Dataset configuration

Co option

© Create a single dataset

Simplify model training by using a single dataset.
Recommended for most use cases. Later, you can add a
test dataset for finer control over training images, test

Create a training dataset and a test dataset

Use separate training and test datasets to get advanced
control over training, testing, and performance tuning.
Later, you can revert to a single dataset project by
deleting the test dataset.

n: images, and performance tuning.

What are training datasets and test datasets?
« A training dataset teaches your model to find anomalies in images.
« A test dataset evaluates the performance of your trained model.

Image source configuration

Import images Info
Import images from one of the sources below.

Import images from 53 bucket
Use images from an existing 53 bucket
by entering the 53 bucket URI You can
automatically add labels based on your
53 bucket folder names.

Upload images from your
computer

Add images by uploading files from
your local computer. You're limited to
uploading 30 images at one time.

Import images labeled by
SageMaker Ground Truth
Provide the location of your .manifest
file. If you've labeled datasets in a
different format, convert them to a
.manifest format.

Manifest file location
53 bucket location of your manifest file

The maximum manifest file size is 1 GB.

Canc Create dataset

202 MY
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8. ZEZME MF HE THIOIXIQ-I o|O|x| Ml Mof M Cllo|E{ ME o|D|X|E = lEtLICt. 2 HIO[EMIE
olOlx|of Ciet 2F X o|0|X| B HE (OtAa3 L o2 = Blo|8)E 2 = &LIct o|o|x|
£ HMSI7LE, Blolg XY &El (BlolE xIF/EIolg eis) W2 ol0lX|E ZE{Zst AL, olOlx]|
of €& ole &5 tllolg2 7IE2 2 O|0|X|§ EEZY = J&LICH

© Allimages (63) Q 12 - >
Labeled (63)
Unlabeled (0) anomaly-0.jpg anomaly-10.jpg anomaly-11.jpg
(31)
(32)
Anomaly labels
Q, Find anomaly labels
Select all
Anomaly Anomaly Anomaly
cracked (32)
IV Anomaly labels (1) @ » Anomaly labels (1) ©® » Anomaly labels (1) ©®
v
M cracked
9. ZEZNE MNE ME HO|XK|oM 2R && S MESSLICH
N
getting-started . ( rain model )
v How it works: Prepare your datasets
[ 1 1. Classify images 2. Add anomalous areas
Classify images as normal or an anomaly. Classify multiple images at W If you want your model to also find anomalous areas,
= a time by first selecting the desired images. If you don't need your define your anomaly labels, such as a scratch or dent.
model to find anomalous areas, then you don't need to define any Then use the annotation tool to mark anomalous areas
anomaly labels. and choose anomaly labels.
You have enough labeled images to train a model.
» You can improve the quality of your model by adding more labeled images.
» Unlabeled images aren't used for training.
e Click 'Train model' above to start training a model.
10. 2 =& H|o|X|o|M 2= &S METLICH

202 MY
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1. REHE 85D 4287122 Ciet dXtod 2E =348 MERrLICH
12. Z2ME D& H|o[X[ofA f&0| AlZTEl WE &HlE + U&LICH RE HHO| HEf He #lst
of $RH AEHE OIS AN, B StA S R 5He Ol 2|4 302 ZEILICH MEf7t s 2a=
HZEH 30| MBXoR R E WL
13. 220l ZLH 22 Ho|X[oM 2E 1S MEHEFLICEH
Amazon Lookout for Vision Projects getting-started Models
Models (1) info
Q 1 >
Model v Status v Date created A Precision v Recall v
Model 1 @ ,T’?”,’,‘?',‘SFP,’,“,PPEF? September 21st, 2022 100% 100%
\__/ \___/
14. ZEO| MF Y& Ho|X[olAM Hs x|E ol Bt AotE HSHAAI. OHE0i| A8 += /U=
X|E= ChEot Z &L
- DM £ 27 olF0f CiE MA 2 M5 KIE (HUT, MES, F1HD)
Model performance metrics info
Status Status message Date created
® Training complete Training completed successfully. September 21, 2022 11:55 (UTC-07:00)
Train duration Test images
20 minutes 17 seconds 20 images
Precision Recall F1 score
100% 100% 100%
10 anomalies were correct out of 10 anomalies were predicted out of The overall model performance.
10 total predictions 10 total anomalies
- EHIAE o|O|X|ollM YZAE of @ &5 BjolEof ChEt ds XIE (B 10U, F1 M=)
39
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Amazon Lookout for Vision

Performance per label (1) info

Q
Label A Test images v F1 score v Average loU v
cracked 10 86.1% 74.53%
« H£AE olO|x[of CHEF o & (EF, 2€ 0t&3, ol = l|0]E)
Images (20) info
Q 1 2 8 >
anomaly-35.jpg

anomaly-38.jpg

normal-125.jpgy

@ Correct @ Correct @ Correct
Prediction Confidence Prediction Confidence Prediction Confidence
Normal 95% Anomaly 95.3% Anomaly 95.4%

lw Anomaly labels (1) ® p Anomaly labels (1) ®

B cracked

1t 7+ of H|OfX|ofl EA|El Antet CHE & U&LICH REAIEH LY

pd a2 HEdE™Mol22 Wit 4
22 Amazon Lookout for Vision Z& 7§ BHS B X SHAAI.

SEHA|: Z& AlF
ABIS AIRELICH RIS LIS 221E

Ol EtAloM= o|0lX|§ EME -’.-_‘-I:II7P

Amazon Lookout for Vision &2
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® Note
2Eg A¥sts AlZtol et 2 30| HPELICH 5B 2H SX(oIM 2HS HX|Al7|H &
LICH
DS AT
1. ZREO MF HE Ho|x|o|Md ZE A8 S MBS O S 22l =0l API SE S MEiELCH
Amazon Lookout for Vision Projects getting-started Models Model 1
MOdel 1 Info | Run trial detection m
Create +
v How it works: Evaluate your model Cl_ bbb ,D

2. AWS CLI B2 MMof|A{ start-model AWS CLI B2 S AT

AWS CLI commands

Use CLI commands to start, stop your model or detect anomalies in images.

Start model

Use start-model to start running your model. A model takes a few minutes to start. Check the status in the performance metrics tab or the models view for youppsest

aws lookoutvision start-model \
--project-name getting-started \
--model-version 1 \
--min-inference-units 1

3.  AWS CLI 7} Amazon Lookout for Vision 2&& A5t 2|1t S LS AWS 2o A A
2 AME|0] Q=K| =olEtL|ct ol AWS CLI AFR 5= AWS 2|ME B35 e{H MMHE x5}
MEAWS SDKS M x|.

4, HH ZEIZEOM start-model BHEE ¢=d5t0 RS A|ZFELICH lookoutvision Z2E!
2 Ar835t0d A4 3HE
A2

4 ZHE 71X4224M --profile lookoutvision-access O§7f B8 F7}
O Al:

&t
aws lookoutvision start-model \
--project-name getting-started \
--model-version 1 \
--min-inference-units 1 \

SEFA: 2 AR} “
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--profile lookoutvision-access

M 5£0| ¥3stH ChE £30| ZAIELUCH

"Status": "STARTING_HOSTING"

o

M
>

2 E0t7t B Folq Z=RS MEdFLCH

Amazon Lookout for Vision X Amazon Lookout for Vision Projects getting-started Models 1 Integrate cloud

Integrate API to the cloud
Dashboard

Projects

AWS CLI commands

Use CLI commands to start, stop your model or detect anomalies in images.

¥ getting-started

Dataset

Trial detections Start model

Use start-model to start running your model. A model takes a few minutes to start. Check the status in the performance

Edge model packages New metrics tab or the models view for your project.

aws lookoutvision start-model \
--project-name getting-started \
--model-version 1 \
--min-inference-units 1

Detect anomalies

After your model starts, use detect-anomalies to detect anomalies in a JPEG or PNG format image file.

aws lookoutvision detect-anomalies \
--project-name getting-started \
--model-version 1 \
--content-type image/jpeg \
--body /path/to/image.jpeg

e ol 2 (2 1) AEi7t BAREOE EAIE K| VIctEl AR, ZRME
DEE e AlZ! Mol YCkH 24 DE w0l #2E WK JICHEIML.

Copy

(]

Copy

of| A o]0

SEHA: = AIF
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Models (1) info

Q
1 >
Model v Status Date created A Precision ¥ Recall ¥
Model 1 ® Hosted September 21st, 2022 100% 100%

\——-/

ATHA|: O[O K| 2 A

O| A= 22 E AF235t04 O|0|X|E AT LICH ZHFE{2| Lookout for Vision dHEAM 2|EZX|EE|

off U AlESt7] test-images ECIOM AL E & U= oA 0|0|X|E MSELICH RHAMIEH LI 2
olOX[ofA of&f EIX| EFRE HEstMAIR.

O|0|X|& EAstedH

1. 2d Ho|X|oM R 12 MEeist|c

Models (1) info

Q
1 >
Model v Status V Date created A Precision ¥ Recall v
@ (® Hosted September 21st, 2022 100% 100%
v
2. ZHIOIME HE HOIX|oM 2 AL S MEIEHCHS E2L 1 API S& 2 MEIELICEH
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Amazon Lookout for Vision Projects getting-started Models Model 1

MOdEl 1 Info | Run trial detection

Create

<| Integrate API to the cloud D
v

w How it works: Evaluate your model

3. AWS CLI H2d MMoj A detect-anomalies AWS CLI H232 S ALgfLICH.

Detect anomalies

After your model starts, use detect-anomalies to detect anomalies in a JPEG or PNG format image file.

aws lookoutvision detect-anomalies \ Copy

--project-name getting-started \
--model-version 1 \
--content-type image/jpeg \
--body /path/to/image.jpeg

4, HHZEZEO|M O/ EtAH Q| detect-anomalies BWHES 24504 H|H A O|O|X|E &
MLt ZFE{o] AIEHEL7| test-images EE0IM BE! 0|O|X|E --body OH7H <=0
K&t AAI2. lookoutvision Z2ES AI235t04 Xt ZHE 71X 22{H --profile
lookoutvision-access O§7H B8 FI7I5HAAIL. 0l Al:

aws lookoutvision detect-anomalies \
--project-name getting-started \
--model-version 1 \
--content-type image/jpeg \
--body /path/to/test-images/test-anomaly-1.jpg \
--profile lookoutvision-access

"DetectAnomalyResult": {
"Source": {
"Type": "direct"
},
"IsAnomalous": true,
"Confidence": 0.983975887298584,
"Anomalies": [

{

"Name": "background",

4EHA|: o|O|x| E4 44
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"PixelAnomaly": {

"TotalPercentageArea":
"Color": "#FFFFFF"
}
},
{
"Name": "cracked",
"PixelAnomaly": {
"TotalPercentageArea":
"Color": "#23A436"
}
}
1,
"AnomalyMask" :
}
}
5. Ct22 o] E=oi CiEt Rol At LCt,

IsAnomalous2 S E EF0| CHE 22
HX| tof falseS AASIAAIL.

LS — L—

ILICF olOlx|7} HI'H & 0lH true

0.9818974137306213,

0.018102575093507767,

"iVBORWOKGgoAAAANSUhEUgAAAKAAAAMACA. .. ... "

g Mgs,

H

« Confidence Amazon Lookout for VisionO| 0i 0] CHal| 4= AZEE LIEHHE B35 A

o aLch 02 7Y E2

AMZ|EOo|1

« Anomalies O|O|X|0{A &h7d
PixelAnomaly2 0iQ| &5 9 z’_é
0| MA (Color)E X f

12 7t%

| S2lLIC} NameE 02| &5 dilo|E]L|Ct.

=2 AE[E L

(TotalPercentageArea) I} 02| &5 &|O|

Zof& olnlxlol M LA o2l ¥ olQlo] YA L33

H=

=
= ‘HiE" ol & SE ZEE|0] UE
= H

« AnomalyMask2 EAME F4&o|M

CHS ollxlet Zol SEe HEE A&sto EAME o|0|X[2t o2l OtAZ & EFsto A =
gLICH oA 22 EF A HES CE EAESS HEoHAMR

ATt o|Olx| EA
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Classification:
Prediction: Anomalous
Confidence: 99.9%
Segmentation:

4EHA|: o|O|x| E4 46
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E£0{o| &t o|O|X|E EMELIC} 1lookoutvision

6. HH ZFIZEO|M AlES7]| test-images
ZZEE AR50 X1 SHE 71X28{™ --profile lookoutvision-access Oi7H HL-E
FIFSHAAIL. o Al:

aws lookoutvision detect-anomalies \
--project-name getting-started \
--model-version 1 \
--content-type image/jpeg \

--body /path/to/test-images/test-normal-1.jpg \

--profile lookoutvision-access

"DetectAnomalyResult": {
"Source": {
"Type": "direct"
.
"IsAnomalous": false,
"Confidence":
"Anomalies": [

{

"Name": "background",
"PixelAnomaly": {

0.9916400909423828,

"TotalPercentageArea": 1.0,

"Color":

1,
"AnomalyMask" :

[

7. &3Z0fM IsAnomalous®| false Zt2 O|0|X|E H|EH A O] €

==

=
O|5lAMA|2. Confidence2 AI25IH ER

"#FFFFFF"

"iVBORWOKGgoAAAANSUhEUgAAAKAAAA. . ...

£ Aoz 2FEchs Hol &7
off cHer ¢lZ|= & Zdste ol =&0| 'uich £t

Anomalies HIZO|= background 0iQ| &= BilO|28t U&LICEH

ATt o|Olx| EA
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Copy

Amazon Lookout for Vision
. =
S5Et7: 22 X
Ol FAMHE 2 3A8E SX[gfLict ZHo| dx|= AlZHEHE F0| FIHELICH o 2ERIE Al
E3otX| ot= B Ol& &X|aHok gfLict CHS Hol| 2HRE M 2RS CHA| AJEFE &= U&LICH REA|IEH
LH& 2 Amazon Lookout for Vision 22 A|Ef5H7| EHRE B ZHAAIL.
ZHE EX|5EH
1. EHMEHOM 22 Mot
Amazon Lookout for Vision X Amazon Lookout for Vision Projects getting-started Models 1 Integrate cloud
Integrate API to the cloud
Dashboard
Projects
& cetinc taried AWS CLI commands
Use CLI commands to start, stop your model or detect anomalies in images.
Start model
Use start-model to start running your model. A model takes a few minutes to start. Check the status in the performance
metrics tab or the models view for your project.

Dataset

aws lookoutvision start-model \
--project-name getting-started \

Trial detections
--model-version 1 \
--min-inference-units 1

Detect anomalies
After your model starts, use detect-anomalies to detect anomalies in a JPEG or PNG format image file.

aws lookoutvision detect-anomalies \
--project-name getting-started \

--model-version 1 \
--content-type image/jpeg \

--body /path/to/image.jpeg

212 MEfELCH

24 mo|X|oMH &2

(]

Copy
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Models (1) info

Q
1 >
Model v Status Date created A Precision ¥ Recall ¥
Model 1 ® Hosted September 21st, 2022 100% 100%
v

3. BYO MR HE HOIKIIM BH AZS MEE C}S 22 2S0l AP S 2 MEELICH

Amazon Lookout for Vision

Model 1 Info

Projects getting-started Models Model 1

| Run trial detection m

Create
v How it works: Evaluate your model

<| Integrate API to the cloud D
e —————————

4. AWS CLI B MMM stop-model AWS CLI BHEE SAMELICEH
Stop model

Use stop-model to stop your model running. You are charged for the amount of time your model runs.

aws lookoutvision stop-model \

Copy
--project-name getting-started \
--model-version 1

5. W2 T E I E 0 A

O|™ EtHQ| stop-model AWS CLI B E 2l245lo ZRIE S X|gL|C}.
lookoutvision ZE2LZ AI&35t04 A4E FHE 7tX{2E{™ --profile lookoutvision-
access D74 HE FIHSHA A, oAl

aws lookoutvision stop-model \

--project-name getting-started \
--model-version 1 \

--profile lookoutvision-access

AIxS
==

fok
1¥]

0| d&stH Lt

njo

E£30| Z AIELICE.

5EHA!: 2 FX|
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(
"Status": "STOPPING_HOSTING"
}
6. &2 S0MIHA 2% S HOIKIOIM RS MEUEL
7. AEjdo| nE MENVI LS 2 M 2EO| ZX|E A
(=)
CtS EHA|

LICE.

AF BHE ol0IX|2 2UE OHE FHI ElM x| Z2RES

|CF.

2LCH.

= Amazon Lookout for Vision 2£ 1} AWS SDKE Al&35lo1 2

SgELIct of X
e dyst=
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Amazon Lookout for Vision 2 & A Ad

Amazon Lookout for Vision ZE2 2 & st&0i AR E 0|0 X|0|AM ZIHEIS &Fol M o|O|X|of o|aro]
ot 717 && REQULICEH O]l EHHoME RRIE MM T I5te B E 2o ELICH

=X &
pEls nsst & pEO| M52 WIHELICH XM LI 2 Amazon Lookout for Vision 22! 744 EF
28 BRI AAI

A 22 MAISH7| ol Amazon Lookout for Vision 0|8 2 Amazon Lookout for Vision
2lo{E &= 0| E&LICEH. AWS SDKE A& 35t= A< Amazon Lookout for Vision 2fd =&
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https://console.aws.amazon.com/lookoutvision/
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_CreateProject
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_CreateDataset

Amazon Lookout for Vision

JHeER 7Hol=

ZZME (SDK) A4

o & MX|5tX| 2t 2 B X AWS SDKs AWS CLI & Mx|st FHELICH XpMIEH LIS 2 4EHAL:
AWS CLI 2 AWS SDKs &d EHHE HESHAAIR.

(=]
CHS ofxl ZEE Adsiod ZES dd7Lict

CLI

project-namel| Z{2 ZEMEO| AIEE O|F2E HAFLIC.

aws lookoutvision create-project --project-name project name \
--profile lookoutvision-access

Python

Ol ZE= AWS MEM SDK A GitHub 2|ZX|EE|HIM 7tx{2 LIt A oAM= of

7|0lA ZHolstH 2.

@staticmethod
def create_project(lookoutvision_client, project_name):

Creates a new Lookout for Vision project.

:param lookoutvision_client: A Boto3 Lookout for Vision client.
:param project_name: The name for the new project.
:return project_arn: The ARN of the new project.
try:
logger.info("Creating project: %s'", project_name)
response =
lookoutvision_client.create_project(ProjectName=project_name)
project_arn = response["ProjectMetadata"]["ProjectArn"]
logger.info("project ARN: %s", project_arn)
except ClientError:
logger.exception("Couldn't create project %s.", project_name)
raise
else:
return project_azrn
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/python/example_code/lookoutvision/train_host.py
https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/python/example_code/lookoutvision/train_host.py
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Java V2

Ol ZE= AWS ME XM SDK of|Al| GitHub 2IZX|EE2|0|M 7FK=2 ZAILICH MA oM= O_=|
7|0l M ZHelstM 2.

/**

* Creates an Amazon Lookout for Vision project.

*

* @param lfvClient An Amazon Lookout for Vision client.

* @param projectName The name of the project that you want to create.

* @return ProjectMetadata Metadata information about the created project.
*/
public static ProjectMetadata createProject(LookoutVisionClient 1lfvClient,
String projectName)

throws LookoutVisionException {

logger.log(Level .INFO, "Creating project: {03}", projectName);
CreateProjectRequest createProjectRequest =
CreateProjectRequest.builder().projectName(projectName)
.build();

CreateProjectResponse response =
1fvClient.createProject(createProjectRequest);

logger.log(Level.INFO, "Project created. ARN: {0}",
response.projectMetadata().projectArn());

return response.projectMetadata();
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/javav2/example_code/lookoutvision/src/main/java/com/example/lookoutvision/CreateProject.java
https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/javav2/example_code/lookoutvision/src/main/java/com/example/lookoutvision/CreateProject.java
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_CreateDataset
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### train-normal_2.jpg
### .
### .

Amazon S3 H{Z!2| O|0|X|& AI&3t04 O|O|E{ MIEE MM EL|Ct.

CtS MRH= Amazon S3 HZ!o| XY & £ 7 0dlA| o|O|X|E A& 35tod C|o|E| MEE &= LICH XA
O|0|X|E AtEstedH At S Ellol=2 X2 fler 20 UHo| EE EH FX2E YHs AR

5 Ol HAtollME B OE' CIOIE| ME Z2HME = Hro| 1S & HAE GO/ MEE At8steE
HF

ZE2HEES MMELICS SR 240 Z2HME (ARSI} EASDZ 1~40H
I.

Amazon S3 HZ!of| X{Z &l O|0|X|E AL83tof HIOIEl HEE dde + JU&LICH

1 oP" 2 C5HK| ot 7S Amazon S3 B{Zlo]| AJZ o|O|X|2 2= 8tLC}. KFAM|SH LIS o|O|
X E5 O|O|E ME B2 XA AIL.

[

2. https://console.aws.amazon.com/lookoutvision/OﬂA-I Amazon Lookout for Vision 2

113
mo
2
r
_ITI_

3. 2IZ EfM Zol M Z2MES MEHEHL|CH

O|X[7} LA &{Lct.

5. ClIOIE ME Mg MEIFLICH CIOIEHME 4 HO|X[7F EAIELICH

Amazon S3 H{Z! 60


https://console.aws.amazon.com/lookoutvision/

Amazon Lookout for Vision XL 7Hol=

® Tip
AlZESt7| QHHE (2= B2 1S O|O|E| MESt EIAE O|0| HMIE BHET|E MESHAl
o

6. EFUOOIEH ME ® = & X EIAE H|o|E ME 2| ®E MEjetT HAHE H2AM2.

Single dataset

>

a. GIOJE| ME 74 Mo B BlOJE| ME BHE 7|8 MeisfLict

b. O|O|X| &4 F

0
J

>

J MMo 7~9EH Aol HEE UELICH

0
d

Separate training and test datasets

a. CO|E{ ME 72 MMoiM &4 HIOIE ME L E|AE OB ME BHETIE MEHEFLICEH
b. 84 CO|E{ MEQ| AR &4 O|E ME ME MHE MMoj 7~9EtAH|o| ME E Ql248fL|C},
c. EIAE H|O|E{ MEQS| AR E|AE HIO|E ME ME HE MMof 7~9EtH o] MEE Q248!
LIC}.
® Note
&4 OO|E MESH HIAE I0|E MEOo= MZ CHE 0o|0|X| AATFUE = U&E
LI|C}.
7. Amazon S3 HHZ!0|A O|O|X| 7}K{27|& MESEFLICH

8. S3 URIO| Amazon S3 HHZ! x| & E B2 & =FLICt bucket2(E) Amazon S3 HHZ! 9|
O|lEo 2 HAgLICt

a. HUOOIE NE ZE2ME F= 84 H|0|E MEE d8sts E2 &2 Y=FLICH
s3://bucket/circuitboard/train/

b. EIAE HO|E MEE BFSE{H OIS S 2USHAHIR.

s3://bucket/circuitboard/test/

9. ECE 7|82 2 o|O|x|of Bllo|E A& HEE =gt

Amazon S3 HZ! 61



Amazon Lookout for Vision XL 7Hol=

10. COIE ME dds MEigLICt ellolE ol XIEEl o|0[x|7t =& & C|o|E ME H[o|X|7F L&
Ct.

1. 22 sf&of L2 ErAlof el 2’2 E ETstM 2.

Amazon SageMaker Al Ground Truth O{L|HAE 1S AL 3104 G| O|EH
ME 44

HZ S5 Al7|I HAESHE Ol AL " =+ = o|0|x| & o|O|x| ti|o|E ol CH
C}. Amazon S3 H{Z/of DLIHAE 0t Y2 X{EstD 0|F AL 35tod O|0|E| ME
F IWI IIIHL—IJLﬂ*E U M5 P 7Lt Amazon SageMaker Al Ground Truth &f

FIF

i
>
|m
—rTi
mO
2
FIF
5 o H

19 oz o2 T
ok

2 mm ro =2
W ox HI

i

|

« Amazon SageMaker Ground Truth 221 AF& 5} 7|

« DHLTHAE T BHE 7|

Amazon SageMaker Ground Truth ¢ AL 3517

o|O|x[of Ello|E € XIYst= Cle= &Y 8t AlZto] ZE! += U&LICH 6 S04, 04|9| &5 F2of ota
3 & HestA aele ol 1071 23 = A&LCt o[0|X|7F 1007H2tH Bilo]2 2 XIHste ol & Alzt
| 43 == U&Lct o|O|X|oil 2 BlolE2 XI™5t= CHel Amazon SageMaker Ground TruthE A}

83tz W Ioish EAMAR.

@)

Amazon SageMaker Al Ground TruthE A& 3 MENSH Z =2 4~ 21 Amazon Mechanical Turk EE=
LS Z2tolt! 2] Ql2do| 2t & AFE5t04 Bilo[= 0| X|HE O|0|X| MEE e = A&LICH &t
Mgt LI Amazon SageMaker Al Ground TruthE& AF& 35104 O|O|E] Bi|0|2 X|HE HZTHAMIL.

Amazon Mechanical Turk& A& st= Ol= H|& 0| £1HELICt EE§ Amazon Ground Truth 2H! | =t
g 22 5te Ol HEo| 2E = U&LICH HIE0o| EX7F ElHL 2RIE 27 & & Al7{oF 5t
Zao
—_ =

742 Amazon Lookout for Vision 2 AFE3Sto4 o|O|X|of Bijo|E& X|Hst= Zd0| E&LICH

l'l

Amazon SageMaker Al Ground Truth 2i|0|2 X|8 2fdS At&35to{ O|0|X| 27 =& & o|0|X| 2
2ol 2MeEt o|O|X|of 2llo|22 XIYE = JU&LICH 20| 225 |MH £ OfLHAE TS AFS
3104 Amazon Lookout for Vision Cl|O|E{M EE A EHL|C}.

U HAE T 62


https://docs.aws.amazon.com/sagemaker/latest/dg/sms.html

Amazon Lookout for Vision XL 7Hol=

olOIX| 2/

o|0|x| 27 ZE& o|0[x|ofl 2t E XI'¥sted™ o|0IX| EF (EfY Bil0l=) =redol| CHEr e & &Y
A

olnlx| M2t 2HS o|Ojx|of B0l XIHsHH olnIx| BF (Y 20lE) M 93t ol
XI5 B Madst AN, 17 CHS B oi7stod lnlx| oln| &I M2 3t 5ol 9lst 2ol
XI% Brig M sHAAlR

Bo|Z X[H 2 YS AFE5t04 O|0|X| MESH ZEO| 22 DiLHAE TS BtE =X JU&LICH HE
£04, 0|0X| EF (Et oil0|8) U2 Z 0o|0|X|E MESHE = U&LICH & £240 2 Lookout for
Vision O|O|E{M|EE M8t & Amazon Lookout for Vision 2£ & AI& 3504 CIO|E{ME o|O|X|of| Al
235 oAz et of 2 5 Bllolg2 F7HE LI

Amazon SageMaker Al Ground Truth2 0O|0|X| 2i|0|& x|

CHS XM*to A= Amazon SageMaker Al Ground Truth O|0O|X| &|0|€ X

X Hste S Eo{ELICE o] Mite= OIEIIX| ME3s ojLiBAAE
o|O|x| Zllo|=Z XY &2 odZstod O|O|X| & OHLIHAE mdg
EHAE C|O|E{ MEE BHE2{H O| HXtE “Fgow# EHAE HO|E ME
o

2 o|O|x|of glo|E
Ad

=} 5l MEHRio 2

o
gL ZEMEO| HE 9
Q

=
OILHAE mjele gre Al

1. EHEE & dd (Z£)ol XIFol wet o|0|x| 27 (EFY Bl0lE) S <IEt Ground Truth 2

a. 10EHAloIAE Bl HE EECHe B0l M ollXIE A=
(B BllolE)E MetatLict
b. 16EHHIo] 7S ol0IX| £5 (B 2lol2) ol x| £ Mol A I ol4 2ol
2t 5 JHol Blolg g %1%
2. g0l ol0Ix| EFE SR Y WK 7ICHEIAIAIL.
3. olOlx| M23 Y CO|EIMES Bles B C

I
Q'I_l
kl
2
2
30
oo
|0
Hu
o
=}
Ral
[T
3

a. Amazon SageMaker Al Ground Truth 2£0{ A 2llo|2 X|H 2] H0|X|E dLCt.
b. O|Fol M4t 2tdg MEdEFLICH O™ & o7t &8st Lot
7

=] =
c. 5 i 0lM Chain(242)S MEBHLIC ] Al Hl0|XI7H QRILic

L HAE T 63
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https://console.aws.amazon.com/lookoutvision/

Amazon Lookout for Vision XL 7Hol=

Single dataset
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Separate training and test datasets
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{"source-ref":"s3://lookoutvision-console-us-east-1-nnnnnnnnnn/gt-job/manifest/
IMG_1133.png", "anomaly-label":1,"anomaly-label-metadata":{"confidence":0.95, "job-

name":"labeling-job/testclconsolebucket","class-name":"normal", "human-
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Amazon Lookout for Vision XL 7Hol=

HE

annotated":"yes","creation-date":"2020-04-15T20:17:23.433061","type" :"groundtruth/
image-classification"}}
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anomaly&lL|C},

s

"source-ref": "s3: //bucket/image/anomaly/abnormal-1.jpg",
"anomaly-label-metadata": {

"confidence": 1,

"job-name": "labeling-job/auto-label",

"class-name": "anomaly",
"human-annotated": "yes",
"creation-date": "2020-11-10T03:37:09.600",
"type": "groundtruth/image-classification"

3,
"anomaly-label": 1
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"source-ref": "s3: //bucket/image/normal/2020-10-20_12-14-55_613.jpeg",
"anomaly-label-metadata": {
"confidence": 1,
"job-name": "labeling-job/auto-label",
"class-name": "normal",
"human-annotated": "yes",
"creation-date": "2020-11-10T03:37:09.603",
"type": "groundtruth/image-classification"
},
"anomaly-label": 0
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{"source-ref":"s3://path-to-image", "anomaly-label":1, "anomaly-label-metadata":
{"class-name":"anomaly", "creation-date":"2021-10-12T14:16:45.668", "human-
annotated":"yes","job-name":"labeling-job/classification-job","type":"groundtruth/
image-classification","confidence":1}, "anomaly-mask-ref":"s3://path-to-

image", "anomaly-mask-ref-metadata":{"internal-color-map":{"@":{"class-

name" : "BACKGROUND", "hex-color":"#ffffff", "confidence":0.0},"1":{"class-
name":"scratch", "hex-color":"#2ca@2c", "confidence":0.0},"2":{"class-

name":"dent", "hex-color":"#1f77b4","confidence":0.03}}, "type":"groundtruth/
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semantic-segmentation", "human-annotated":"yes", "creation-
date":"2021-11-23T20:31:57.758889","job-name":"labeling-job/segmentation-job"}}
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"source-ref": "s3://path-to-image",
"anomaly-label": 1,
"anomaly-label-metadata": {

"class-name": "anomaly",

"creation-date": "2021-10-12T14:16:45.668",

"human-annotated": "yes",
"job-name": "labeling-job/classification-job",
"type": "groundtruth/image-classification",

"confidence": 1
},
"anomaly-mask-ref": "s3://path-to-image",
"anomaly-mask-ref-metadata": {
"internal-color-map": {
"o": {
"class-name": "BACKGROUND",
"hex-color": "#ffffff",
"confidence": 0.0
},
"1 {
"class-name": '"scratch",
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"hex-color": "#2ca02c",
"confidence": 0.0
},
"2m: {
"class-name": '"dent",
"hex-colox": "#1f77b4",
"confidence": 0.0
}
},
"type": "groundtruth/semantic-segmentation",
"human-annotated": "yes",
"creation-date": "2021-11-23T20:31:57.758889",
"job-name": "labeling-job/segmentation-job"
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o & S04, Ch5 CSV L2 oAl o|0[x[e] YF o|0lx|§ HHELICH

s3://s3bucket/circuitboard/train/anomaly/train-anomaly_1.jpg, anomaly
s3://s3bucket/circuitboard/train/anomaly/train-anomaly_10.jpg,anomaly
s3://s3bucket/circuitboard/train/anomaly/train-anomaly_11.jpg,anomaly
s3://s3bucket/circuitboard/train/normal/train-normal_1.jpg,normal
s3://s3bucket/circuitboard/train/normal/train-normal_10. jpg,normal
s3://s3bucket/circuitboard/train/normal/train-normal_11. jpg,normal

AT BE= Zt 2ol CH3H JSON 2212 AT LICE 0 & S0, Ct&2 & WMl & (s3://s3bucket/
circuitboard/train/anomaly/train-anomaly_1.jpg,anomaly)2| JSON 2tQI1Q]L|C}.

{"source-ref": "s3://s3bucket/csv_test/train_anomaly_1.jpg", "anomaly-label":
1,"anomaly-label-metadata": {"confidence": 1,"job-name": "labeling-job/anomaly-

classification"”,"class-name": "anomaly", "human-annotated": "yes", "creation-date":
"2022-02-04T22:47:07","type": "groundtruth/image-classification"}}

CSV utdoi o|O0|X|e] Amazon S3 BE27t Z&E[0 UX| i B --s3-path BHE eI

B F
o4 o|0O|X|oi| CHEF Amazon S3 B2 E X|™HstAA|2.

i
o

A&

MM Mol AT RIEE= CSV oo &2 0|0/|X[2F normal =& anomaly 0]2]
9| 0|E||7<| F7t Jex| gLt S5F o|0|/X| E= O|0|X| EF F 7t ¢z |H AR EE C}

22 sdELich

- I E o|O|x|oi cHE % #imi R &8 o[0|X| & 52 &= M7HE Csv mof 7|SghLct
(@)

utdof o|0|X|7t EFE E*E 7ISFHLICH

to
4u Hu
I=]
Bl
El
4u
M
N
J
ok
C
[ul

I 0l normallt anomaly7t 1= O

OHLHAE e MAMSHK| OtM L.

LF molE 2 csv UM 5 o|0|X| EE BR QLRI UHE & HEI} TEHELICH @F
CSV ItUES ALE35tof 23 Csv U2 YO|o|ER CHE AT B EE CHA| A>T LICH EE= errors
CSV mtdE ALE5t0q O|0|X| B/ 2R/ 7t Bit 1Ret olOlx| &=t o|O|X|gt 2gteteE 55 XMAHE
CSV Il UOO|EFAAIR. UOI0IEE B3 AM7HE CSV LS AI85101 AT RIEE CHA| A
ot

22 CSV Lol E=0|Lt LRI il 89 A3 REE= 55 XM7HE o|0|X| CSV mpdat @ F 10|

Hlo{ Qle o= ArX|EL|Ct.
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ol Matoll A= CSV THYUS BHE 1 Python A3 ZEE Al3sto] ILIHAE TtUS BHELICH 0 A3
2/E £ Python H 3.72 HAEEZ|ARELICEH

= =)

CSV ItoiM OHLHAE S M52 H

1. ZF ol Ct2 2=8 Z&ste CcSv 2 MAELcH (olOlxIE & &). CSv o] 3] &2
F7tstX| OtM[2.
(= ==
0|0|X| O|& =& Amazon S3 0|0|X| A olo|x|e| ofle| &= & (normalkE
2 0 & £04s3://s3bucket/circ =anomaly).

uitboard/train/anomaly/train-
anomaly_10.jpg ®LICt. Amazon S3 A=
7t Rl ololx|et 2= X[ et 2 O|0|X|E &

g +& glgut,

0d: s3://s3bucket/circuitboard/train/anomaly/image_10. jpg, anomaly EE=
image_11.jpg,normal

2. Csvmas MEELICH

3. L3 Python 23R EE A™ELICE CFE Q& MSstM 2.

« csv_file: 1EtAH[0I M AMAISH CcSV mhd

o (MBY AL --s3-path s3://path_to_folder/— O|O|X| T 0|0l F7IE Amazon
S3EE (EE= 1). = 19| o|O|X|of ot% S3 AER7I ZFHE|0] UK A2 AR --s3-path &
S M8

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

# SPDX-License-Identifier: Apache-2.0

Purpose

Shows how to create an Amazon Lookout for Vision manifest file from a CSV file.
The CSV file format is image location,anomaly classification (normal or anomaly)
For example:

s3://s3bucket/circuitboard/train/anomaly/train_11.jpg, anomaly
s3://s3bucket/circuitboard/train/normal/train_1.jpg, normal
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If necessary, use the bucket argument to specify the Amazon S3 bucket folder for
the images.

from datetime import datetime, timezone
import argparse

import logging

import csv

import os

import json

logger = logging.getlLogger(__name_ )

def check_errors(csv_file):
Checks for duplicate images and incorrect classifications in a CSV file.
If duplicate images or invalid anomaly assignments are found, an errors CSV
file
and deduplicated CSV file are created. Only the first
occurrence of a duplicate is recorded. Other duplicates are recorded in the
errors file.
:param csv_file: The source CSV file
:return: True if errors or duplicates are found, otherwise false.

logger.info("Checking %s.", csv_file)

errors_found = False

errors_file = f"{os.path.splitext(csv_file)[0]}_errors.csv"

deduplicated_file = f"{os.path.splitext(csv_file)[0]}_deduplicated.csv"

with open(csv_file, 'r', encoding="UTF-8") as input_file,\
open(deduplicated_file, 'w', encoding="UTF-8") as dedup,\
open(errors_file, 'w', encoding="UTF-8") as errors:

reader = csv.reader(input_file, delimiter="',")

dedup_writer = csv.writer(dedup)

error_writer = csv.writer(errors)

line =1

entries = set()

for row in reader:

# Skip empty lines.

o
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if not ''.join(row).strip():

continue

# Record any incorrect classifications.
if not row[1].lower() == "normal" and not row[1l].lower() == "anomaly":
error_writer.writerow(
[1line, row[@], row[1], "INVALID_CLASSIFICATION"])
errors_found = True

# Write first image entry to dedup file and record duplicates.
key = row[0]
if key not in entries:
dedup_writer.writerow(row)
entries.add(key)
else:
error_writer.writerow([line, row[@], row[1], "DUPLICATE"])
errors_found = True
line += 1

if errors_found:
logger.info("Errors found check %s.
else:
os.remove(errors_file)
os.remove(deduplicated_file)

, errors_file)

return errors_found

def create_manifest_file(csv_file, manifest_file, s3_path):

Read a CSV file and create an Amazon Lookout for Vision classification manifest
file.

:param csv_file: The source CSV file.

:param manifest_file: The name of the manifest file to create.

:param s3_path: The Amazon S3 path to the folder that contains the images.

logger.info("Processing CSV file %s.", csv_file)

image_count = 0
anomalous_count = @

with open(csv_file, newline='"', encoding="UTF-8") as csvfile,\
open(manifest_file, "w", encoding="UTF-8") as output_file:

o
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image_classifications = csv.reader(
csvfile, delimiter=',', quotechar='|")

# Process each row (image) in the CSV file.
for row in image_classifications:

# Skip empty lines.
''.join(row).strip():
continue

if not

source_ref = str(s3_path) + row[0]
classification = 0@

if row[1l].lower() == 'anomaly':
classification = 1
anomalous_count += 1

# Create the JSON line.
json_line = {}
json_line['source-ref'] = source_ref
json_line[ 'anomaly-label'] = str(classification)

metadata = {}

metadata['confidence'] =1

metadatal['job-name'] = "labeling-job/anomaly-classification"
metadata['class-name'] = row[1l]

metadatal 'human-annotated'] = "yes"

[J

metadata['creation-date'] = datetime.now(timezone.utc).strftime('%Y-%m-
%ATSH:%M:%S.%f ")
metadatal['type'] = "groundtruth/image-classification"

json_line['anomaly-label-metadata'] = metadata

output_file.write(json.dumps(json_line))
output_file.write('\n")
image_count += 1

logger.info("Finished creating manifest file %s.\n"
"Images: %s\nAnomalous: %s",
manifest_file,
image_count,
anomalous_count)

return image_count, anomalous_count
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def add_arguments(parser):
Add command line arguments to the parser.
:param parser: The command line parser.

parser.add_argument(
"csv_file", help="The CSV file that you want to process."

parser.add_argument(
"--s3_path", help="The Amazon S3 bucket and folder path for the images."
" If not supplied, column 1 is assumed to include the Amazon S3 path.",
required=False

)

def main():

logging.basicConfig(level=1ogging.INFO,
format="%(levelname)s: %(message)s")

try:

# Get command line arguments.
parser = argparse.ArgumentParser(usage=argparse.SUPPRESS)
add_arguments(parser)
args = parser.parse_args()
s3_path = args.s3_path
if s3_path is None:
s3_path = ""

csv_file = args.csv_file
csv_file_no_extension = os.path.splitext(csv_file)[0]
manifest_file = csv_file_no_extension + '.manifest'

# Create manifest file if there are no duplicate images.
if check_errors(csv_file):
print(f"Issues found. Use {csv_file_no_extension}_errors.csv "\
"to view duplicates and errors.")
print(f"{csv_file}_deduplicated.csv contains the first"\
"occurrence of a duplicate.\n"
"Update as necessary with the correct information.")
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print(f"Re-run the script with
{csv_file_no_extension}_deduplicated.csv")
else:
print('No duplicates found. Creating manifest file.')

image_count, anomalous_count = create_manifest_file(csv_file,
manifest_file, s3_path)

print(f"Finished creating manifest file: {manifest_file} \n")

normal_count = image_count-anomalous_count
print(f"Images processed: {image_count}")
print(f"Normal: {normal_count}")
print(f"Anomalous: {anomalous_count}")

except FileNotFoundError as err:
logger.exception("File not found.:%s", err)
print(f"File not found: {err}. Check your input CSV file.")
if __name__ == "__main__":
main()

a. 2F IIUS AI85lod 55 MHE csv It EE= @34 csv e do|E gLt
b. YHIOIEE &= N7 CSV It Y E= UO|O|EE 2 CSV U2 AH835t0d AT BEE Cf
Al A>ELICE
5. HIAE CIOIEHMIEE AtE5tEds B 1~4HHE 8535101 H|AE C|0|H MEE OiL|HAE 1t
g BtEAMe
6. tol d 10i M X|HBHEE --s3-path WHE0IM X|H$H) Amazon S3 HHZ!

il il
X|E SAELICE O|0|X|E SAtStEdH BE ZEZEo|M CFS TP S UM LICH

7. HUBIAE T2 Ho[EME BHEY| (2£)2l X1l mat ClolE] MES MAsLich AWS
#2 Mg HESMLILITAE 12 (SDK)Z CIOIEIME BHE 7.
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OfLmAE otz CIo[EHME BHE7| (2E)

CH2 ™xto M= Amazon S3 HZ!0l K& El SageMaker Al ZA LA E Tt 744 £71 &
= HAE O|O|E{ MEE MM5t= H-E EoiELICt

CIOIEHMIEE MMdEt £ OIOIE{MIEo o|O|X|E - F£7I5HHLt o|O|X|of BIO|E S F7IE £ &L
Ch. RFMIEH LIRS H|0|E] MEof 0|0|X| F7} BHHE IR SHAIAIL.

SageMaker Al Ground Truth @A O{LIHAE Tt UE ALE 3104 Cl|OIEf MIEE dMst2dH(E L)

1. 7|& Amazon Lookout for Vision & SageMaker Al Ground Truth &4 O{L|HAE nl2 M4
St7HLE AP EFLICH REAIE LIS 2 DL HAE mpQl BHE Y| BHHE BT AAIL.

2. 0ol 232l AWS Management Console 311 https://console.aws.amazon.com/s3/ Amazon S3 2
£2 odL|c}
=2=E=2 -«| .

2= &2
U= dYet 200l DL AE nels == 8 L|C,

=
Amazon S3 HHZ!0i| O|O|X|E XHEE ECHE MHEE == U&LICH

= e Zo] O|0|X|E YZEgLCT

I T

/A Important
Zt JSON 2t2l9| source-ref EE Zf2 £ 9| o|O|x|oi| ofE =|o{of BfL|Ct.

7. https://console.aws.amazon.com/lookoutvision/0{| A< Amazon Lookout for Vision 2£ & 3L|C}.
8. Get startedE MEHEILIC.

9. 2IZ EtM ZtofM Z2HMES MENSFLC.

10. OHLIHIAE mtdol| It Zz=ME S MEIFTL|CH
11. &S g4 Aol M Ho|EHME
o

12. U OOIE ME ® == 84 L E|AE CIOIE ME 22| #g MEistT BHE [MEAMS.
Single dataset

1. EFU Clo|E ME BrE7(E MEHEfLICEH

2. O|O|X| ¥ 7 MMM SageMaker Ground TruthZ i|0|£ 0] X|HE o|0|X| 7tK{27|
E MEigtL|Ct

3. .manifest I} ?{x|2| AL OjLIHAE mo| x| =dgLCt.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-folder.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/upload-objects.html
https://console.aws.amazon.com/lookoutvision/
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Separate training and test datasets

1. 12 HIO|EHAME % HAE HO|EHME BHET|E MEIRFLICE.
2

2. 1= CIO|EHME MF HE MM A SageMaker Ground TruthZ i|0|£ 0| X|HEl o|0|X|
M7 |1E MEHEELICE.

ofL|m A E mtdof #|XIE =TI

Jio

3. .manifest I} | x|ofl 0

4. E|AE O|OIEME MEHE MMol M SageMaker Ground TruthZ 2i|0]£ 0| X|HEl o|O| K|
7|18 MEfRFLICEH

5. .manifest It Y 2| X|0f| B|AE DHLIHAE mtdo| 2|X|§ =gfL(ct
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5t4 ClOIE] MIESt B AE HlOJE| MEolE MZ CHE 0lDIx| 2471 218 4 &
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I
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https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_CreateDataset
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MAIR. 7K RE &2t HE 277 Ydst= 82 Statusel &
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El HIAIX| (StatusMessage) 7t A& ELICY.

E2 0l ME 27| B2 &
2 CREATE_FAILEDE MHE|T

e
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.I.

® Tip
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1. AEE ME5t0 L HAE oS Mg L|Ct Amazon Lookout for Vision Lab Python =
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CIlO|E{MIE & H 3244 HA] DeleteDataset@ £ 7|Z O|O|E{M|EE AMA||$t C}2, CreateDatasetS
SE5t04 SUSHCIOIEME S| M HIO|EHMEE BtEML. RIMIEH LHE 2 Cl|0|E| ME APA| B

ClolE| ZgtS BHE & REg BHE 4 QaLICH XHMIE LIS 2 29 2te (SDK) B8 X 5HAIA

ListDataSetEntries& £ &304 Cl|O|E{ M E LHo| M 2|o|E 0| X[~ E! O|0|X| (JSON 2teHhE = = U&
LICt UpdateDatasetEntries& ££35t04 2l|0|= 0| = O|OIX|E F7IE £ U&LICH

HIAE U 22 Clo/EME0] CHet Y2 E Bedw HOlE] ME 27|28 XA

CIO|E{M E (SDK)E Bt=2{H™

1. OF&] M™x|etX| 2 B¢ L AWS SDKs AWS CLI E Mx[5tD 7 eIt RFM[EF L2 45
_|

0

L HAE T 83


https://github.com/aws-samples/amazon-lookout-for-vision/blob/main/Amazon%20Lookout%20for%20Vision%20Lab.ipynb
https://github.com/awsdocs/aws-doc-sdk-examples/blob/master/python/example_code/lookoutvision/datasets.py
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_UpdateDatasetEntries
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DeleteDataset
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_ListDatasetEntries
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2. Ch3 oX| ZEE ArE5t0{ DO|E MIEE ddstM 2.

CLI

project-name2 C|O|HHMIEQt @dZstE{= ZEMEO| O|F AULICH
« dataset-type BtE2i= OIO|EHMIE & (trainEttest)
A

« dataset-source Amazon S3 OHL|H|

« Bucket2 OL|HAE meE xZ &S Amazon S3 B{Z! 2| 0|S ¢lL|Ct.

* Key2 Amazon S3 HZ!o| /= DHLIHAE mto| FAz el mtel o|SelLc.

aws lookoutvision create-dataset --project-name project\
--dataset-type train or test\
--dataset-source '{ "GroundTruthManifest": { "S30bject": { "Bucket": "bucket",
"Key": "manifest file" } } }' \
--profile lookoutvision-access

Python

Ol ZE= AWS MEXM SDK of|A| GitHub EIZ X|EZ|0M 7hA2 JLct M| o A= of
ZI0lM EelstM 2.

@staticmethod
def create_dataset(lookoutvision_client, project_name, manifest_file,
dataset_type):

Creates a new Lookout for Vision dataset

:param lookoutvision_client: A Lookout for Vision Boto3 client.
:param project_name: The name of the project in which you want to
create a dataset.

:param bucket: The bucket that contains the manifest file.

:param manifest_file: The path and name of the manifest file.

:param dataset_type: The type of the dataset (train or test).

try:
bucket, key = manifest_file.replace("s3://", "").split("/", 1)
logger.info("Creating %s dataset type...", dataset_type)
dataset = {
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/python/example_code/lookoutvision/train_host.py
https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/python/example_code/lookoutvision/train_host.py
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"GroundTruthManifest": {"S30bject": {"Bucket": bucket, "Key":

key}}
}
response = lookoutvision_client.create_dataset(
ProjectName=project_name,
DatasetType=dataset_type,
DatasetSource=dataset,
)
logger.info("Dataset Status: %s", response['"DatasetMetadata"]
["Status"])

logger.info(
"Dataset Status Message: %s",
response["DatasetMetadata"]["StatusMessage"],
)
logger.info("Dataset Type: %s
["DatasetType"])

, response["DatasetMetadata"]

# Wait until either created or failed.
finished = False
status = ""
dataset_description = {3}
while finished is False:
dataset_description = lookoutvision_client.describe_dataset(
ProjectName=project_name, DatasetType=dataset_type

)
status = dataset_description["DatasetDescription"]["Status"]
if status == "CREATE_IN_PROGRESS":
logger.info("Dataset creation in progress...")
time.sleep(2)
elif status == "CREATE_COMPLETE":

logger.info("Dataset created.")
finished = True
else:

logger.info(
"Dataset creation failed: %s",
dataset_description["DatasetDescription"]

["StatusMessage"],
)

finished = True

if status != "CREATE_COMPLETE":
message = dataset_description["DatasetDescription"]
["StatusMessage"]
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logger.exception("Couldn't create dataset: %s", message)
raise Exception(f"Couldn't create dataset: {messagel}")

except ClientError:
logger.exception("Service error: Couldn't create dataset.")
raise

Java V2

o)

| 2E= AWS HEHAM SDK oA GitHub Z|ZX|E 2| AM 7FR{2 ZAILICH TA| od| K= 04

710 ZelstM L.

* Creates an Amazon Lookout for Vision dataset from a manifest file.
* Returns after Lookout for Vision creates the dataset.

* @param 1fvClient An Amazon Lookout for Vision client.
* @param projectName The name of the project in which you want to create a
* dataset.
* @param datasetType The type of dataset that you want to create (train or
& test).
* @param bucket The S3 bucket that contains the manifest file.
* @param manifestFile The name and location of the manifest file within the S3
& bucket.
* @return DatasetDescription The description of the created dataset.
*/
public static DatasetDescription createDataset(LookoutVisionClient 1lfvClient,
String projectName,
String datasetType,
String bucket,
String manifestFile)
throws LookoutVisionException, InterruptedException {

logger.log(Level .INFO, "Creating {0} dataset for project {1}",
new Object[] { projectName, datasetType });

// Build the request. If no bucket supplied, setup for empty dataset
creation.

CreateDatasetRequest createDatasetRequest = null;

if (bucket != null && manifestFile != null) {
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/javav2/example_code/lookoutvision/src/main/java/com/example/lookoutvision/CreateDataset.java
https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/javav2/example_code/lookoutvision/src/main/java/com/example/lookoutvision/CreateDataset.java
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InputS30bject s30bject = InputS30bject.builder()
.bucket(bucket)
.key(manifestFile)

.build();

DatasetGroundTruthManifest groundTruthManifest =
DatasetGroundTruthManifest.builder()
.s30bject(s30bject)
.build();

DatasetSource datasetSource = DatasetSource.builder()
.groundTruthManifest(groundTruthManifest)

.build();

createDatasetRequest = CreateDatasetRequest.builder()

.projectName(projectName)
.datasetType(datasetType)
.datasetSource(datasetSource)
.build();

} else {

createDatasetRequest = CreateDatasetRequest.builder()

.projectName(projectName)

.datasetType(datasetType)

.build();
1fvClient.createDataset(createDatasetRequest);
DatasetDescription datasetDescription = null;

boolean finished = false;

// Wait until dataset is created, or failure occurs.
while (!finished) {

datasetDescription = describeDataset(1lfvClient, projectName,

datasetType);

switch (datasetDescription.status()) {
case CREATE_COMPLETE:

logger.log(Level.INFO, "{@}dataset created for

project {1}",

new Object[] { datasetType,

projectName });

o

O | | u}

[>
[m
[

87



JHeER 7Hol=

Amazon Lookout for Vision

finished = true;

break;

case CREATE_IN_PROGRESS:
logger.log(Level.INFO, "{@} dataset creating for

project {1}",
new Object[] { datasetType,

projectName });
TimeUnit.SECONDS.sleep(5);

break;

case CREATE_FAILED:

logger.log(Level.SEVERE,
"{0} dataset creation failed for

project {1}. Error {2}",
new Object[] { datasetType,

projectName,

datasetDescription.statusAsString() });
finished = true;

break;

default:
"{0} error when

logger.log(Level.SEVERE,

creating {1} dataset for project {2}",
new Object[] { datasetType,

projectName,

datasetDescription.statusAsString() });
finished = true;

break;

logger.log(Level.INFO, "Dataset info. Status: {@}\n Message: {1} }",
new Object[] { datasetDescription.statusAsString(),
datasetDescription.statusMessage() });

return datasetDescription;
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« output bucket Amazon Lookout for VisionO| 21 ZA1}tE X{& 5= Amazon S3 H
Zlo| O|Eo &2 EA|EILICE.
« output folder &t& ZANE MEE £ O|F2 &7 EAIELICY.
- Key2 E}19| 7| O|F LCt.

« Value® tag_key2t Azt AIZI gL ILICEH

aws lookoutvision create-model --project-name "project name'"\
--output-config '{ "S3Location": { "Bucket": "output bucket", "Prefix":

"output folder" } }'\
--tags '[{"Key":"Key","Value":"Value"}]' \
--profile lookoutvision-access

Python

Ol ZE= AWS MHEM SDK of|A| GitHub ZIZX|EZ[MM 7hA2 ZLct A oX= o
7|0l M EelstM 2.

@staticmethod
def create_model(
lookoutvision_client,
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project_name,
training_results,
tag_key=None,
tag_key_value=None,

Creates a version of a Lookout for Vision model.

:param lookoutvision_client: A Boto3 Lookout for Vision client.
:param project_name: The name of the project in which you want to create

model.
:param training_results: The Amazon S3 location where training results
are stored.
:param tag_key: The key for a tag to add to the model.
:param tag_key_value - A value associated with the tag_key.
return: The model status and version.

try:
logger.info("Training model...")
output_bucket, output_folder = training_results.replace("s3://",
"").split(
nnoq
)

output_config = {
"S3Location": {"Bucket": output_bucket, "Prefix": output_folder}
}
tags = []
if tag_key is not None:
tags = [{"Key": tag_key, "Value": tag_key_value}]

response = lookoutvision_client.create_model(
ProjectName=project_name, OutputConfig=output_config, Tags=tags

logger.info("ARN: %s", response["ModelMetadata"]["ModelArn"])

logger.info("Version: %s", response["ModelMetadata"]
["ModelVersion"])

logger.info("Started training...")

print("Training started. Training might take several hours to
complete.")

# Wait until training completes.
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finished = False
status = "UNKNOWN"
while finished is False:
model_description = lookoutvision_client.describe_model(
ProjectName=project_name,
ModelVersion=response["ModelMetadata"]["ModelVersion"],

)

status = model_description["ModelDescription"]["Status"]

if status == "TRAINING":
logger.info("Model training in progress...")
time.sleep(600)
continue

if status == "TRAINED":
logger.info("Model was successfully trained.")
else:
logger.info(
"Model training failed: %s ",
model_description["ModelDescription"]J["StatusMessage"],
)
finished = True
except ClientError:
logger.exception("Couldn't train model.")
raise
else:
return status, response["ModelMetadata"]["ModelVersion"]

Java V2

Ol ZE= AWS MEM SDK Al GitHub 2|ZX|EE|HIM 7tX{2 LIt A oAM= of
ZI0lM EelstH 2.

/**
* Creates an Amazon Lookout for Vision model. The function returns after model
* training completes. Model training can take multiple hours to complete.
* You are charged for the amount of time it takes to successfully train a
model.
* Returns after Lookout for Vision creates the dataset.
*
* @param 1fvClient  An Amazon Lookout for Vision client.
* @param projectName The name of the project in which you want to create a

ZH &4 (SDK)
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ks model.

* @param description A description for the model.

* @param bucket The S3 bucket in which Lookout for Vision stores the
& training results.

* @param folder The location of the training results within the S3

ik bucket.

* @return ModelDescription The description of the created model.

*/

public static ModelDescription createModel(LookoutVisionClient 1fvClient, String
projectName,

String description, String bucket, String folder)

throws LookoutVisionException, InterruptedException {

logger.log(Level.INFO, "Creating model for project: {0}.", new Object[]
{ projectName });

// Setup input parameters.

S3Location s3Location = S3Location.builder()
.bucket(bucket)
.prefix(folder)
.build();

OutputConfig config = OutputConfig.builder()
.s3Location(s3Location)
.build();

CreateModelRequest createModelRequest = CreateModelRequest.builder()
.projectName(projectName)
.description(description)
.outputConfig(config)
.build();

// Create and train the model.

CreateModelResponse response =
1fvClient.createModel(createModelRequest);

String modelVersion = response.modelMetadata().modelVersion();

boolean finished = false;

DescribeModelResponse descriptionResponse = null;

// Wait until training finishes or fails.

do {
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DescribeModelRequest describeModelRequest =
DescribeModelRequest.buildexr()
.projectName(projectName)
.modelVersion(modelVersion)
.build();

descriptionResponse =
1fvClient.describeModel(describeModelRequest);

switch (descriptionResponse.modelDescription().status()) {
case TRAINED:
logger.log(Level.INFO, "Model training completed
for project {0} version {1}.",
new Object[] { projectName,
modelVersion });
finished = true;
break;

case TRAINING:
logger.log(Level.INFO,
"Model training in progress for
project {0} version {1}.",
new Object[] { projectName,
modelVersion });
TimeUnit.SECONDS.sleep(60);

break;

case TRAINING_FAILED:
logger.log(Level.SEVERE,
"Model training failed for for
project {0} version {1}.",
new Object[] { projectName,
modelVersion });
finished = true;
break;

default:
logger.log(Level.SEVERE,
"Unexpected error when training
model project {0} version {1}: {2}.",
new Object[] { projectName,
modelVersion,
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descriptionResponse.modelDescription()

.status() });

finished = true;
break;

}
} while (!finished);

return descriptionResponse.modelDescription();

}
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"source-ref": "s3://path-to-image",
"anomaly-label": 1,
"anomaly-label-metadata": {
"class-name": "anomaly",
"creation-date": "2021-10-12T14:16:45.668",
"human-annotated": "yes",
"job-name": "labeling-job/classification-job"
"type": "groundtruth/image-classification",
"confidence": 1
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},
"anomaly-mask-ref": "s3://path-to-image",
"anomaly-mask-ref-metadata": {
"internal-color-map": {
"0": {
"class-name": "BACKGROUND",
"hex-color": "#ffffff",
"confidence": 0.0

},
"1t {
"class-name": '"scratch",
"hex-color": "#2ca02c",
"confidence": 0.0
I
"2m: {
"class-name": "dent",
"hex-coloxr": "#1f77b4",
"confidence": 0.0
}
I
"type": "groundtruth/semantic-segmentation",
"human-annotated": "yes",
"creation-date": "2021-11-23T20:31:57.758889",
"job-name": "labeling-job/segmentation-job"
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img = Image.open('path to local copy of mask file')
colors = img.convert('RGB').getcolors() #this converts the mode to RGB
for color in colors:

print('#%02x%02x%02x"' % color[1])

3. Mol &= xI”FE Z ololx|of cial olOlx|2e] JSON E2tR10iAM hex-color EEE 0| E s}
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4. DHLTHAE mplg XEEch.

5. ZEMEO|M 7|& IO|E{HEE AT K| LICH

6. YOO|EE HLHAE mUZ AE5to] ZEME| M CIO|IEMEE T LICH.

7. ZEEZ SEATFIML.

st2d= o|0|x|o| cHal &
ol&| |ICH oA R EE=

&£ = 5|19 6':|'74|01IA-|'— UpdateDataSetEntries 22 &35t 0|0
ClO|EEl JSON 2t2l2 AIZ35to4 C|lo|E{MIE 2| 74w o|O|X|E
{ Bf2 o[O|X| =7} (SDK) =2 HTSAML.

19
jni
[
m =
% o
4> Im

OtA 3 O|O|X|= PNG &4l0] otLct.

O|0|X| =& RAIE =™ A|7|= A< 0t& 3 O|0|X|= PNG &4lolofof EL|Ct OfLIHAE @
CIoIEf MIEE Rt=E &= B anomaly-mask-refollM & Z=3tE 0lA 3 0|0|X|7F PNG & 4|0l
A L. DP*EL O|O|X|7} PNG & 4|0| otl B2 PNG & Al 2 43l oF Lict. o|O| x|

T 0|&E .pngE HIT = WES 2= SE6HK| et&LICH

Amazon Lookout for Vision 2& 0| A EE= SageMaker Al Ground Tru
3 o|0|X|= PNG BAc 2 MHELICH o283t HdH g HEE ERe algLch

OiL|HAE mtdofA PNG7F of il & 4{e| OfA 3 o|0|X|& +YstEi™

1. EAE HETJIE AESto{ HIOIHMEE B EE Ol AFSE OiLIHAE TS FLCt

Zk JSON 2+2! (olO|x|)oll ciaf o|O|x|7F PNG & Al O|0|X|€ anomaly-mask-ref & Z3st=X|
O

2. 4 544l
SOISHMR. REMIEH LIS DHL|IAE el OHE 7| THelg R XRS5 AA|L.

3. OHUHAE mUS MEdELIC

4, ZRMEOM 7|Z HO|E{MEE AX|EFL|CH

5. AUCIO|EE OfLIHAE mUS AHE5t0d ZEME | M C|O|EMEE gLt

6. ZEZ SSAZIML.

ObA 3 0|0|X|= PNG & 4l0| of /Lt 104


https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_UpdateDatasetEntries.html

Amazon Lookout for Vision TR 7H0|E

MEst £= 7 ollo|S0| REE S HLE F2 =& LICH

cllO|= 0| FE&[HU R stH £740| AuistHL 50| Hoix|lz ZE g BhE + /U&LICh Ho]
EIMES| 2 o|O|x|of 2llolE& XI™st= W0l E&LICH 2 & o|Olx|ol| 8i|o|&& XI™HstK| gfot =2

E-
2 a0l ATsL 2™ Ai50| MEE B2 Ol0IKIE o FIHHML.

Che g Helsthle
. BY¥ DU B 39 0kA 37} GloJEA ol0jXIS) 014 E&E Ax{stH| 7te1ok BLICt Clo|E
MES| DtAZE 2Ql5t2H Z2REof ClOIEIME Zzi2lolM 0lDIXIE SHelsthle. W He
ol0|X| DhAZE CHAl ZEIMIR. AHAIEH LIS 2 OI0IX| A& S (2&) BHIS BTFHAAIR.
- COIEf ME olnlx|o| | 0l0lXI7t BREIQEX| HOIstMIQ. Ol0|X| 28 DHE Tes B
2| olOlxlof o2l &S Eﬂ 21} o|0x| 0bAZ T} YK EHOIFAIR.
oft ol DY (MEs EE BF) S W Qx| y|odsts 20| ERELC BR SHE
2| o|0|xloil Ch#t Ol0IX| DhAZ 7} BR 3| b&LICH 2% RS Clo|EAHIE olalXlols okAZ
2 £7h3%| DAL,
+2HEl BhS Yol OlE 5
1. Z2MEO| HOIEME HaialE wuic
2. 2hgo| g OlIXIE TEIYSod BHHO| 9 O|OIXIS 2OIE 4 Lo
3. CHg 5 SILE 2 8ELIC
. olojxl 2R 2YeS BeE B2 #lolZol XIEX| g2 2 ol0jx|& ER AL
. olojXl ¥ 2YS B=E B2 #lolZol XIMEIX o2 2 0l0IXIE EF 51 M55t
MAI2
4. OlOIXI BY DUE BEE B 0tAAT GE BRE 2E WA QYO BLAIE F7H8HIA
2
5. DS SSAITIMEL
2257 F2E lolgg +Hsx| o #lolgo| XIE o|0IXIE of 7t 7Lt ClolEME

oM Fg2 dh= o|0|X|E AM7Hst= Lol E&LICE O] U2 E& EE= UpdateDatasetEntries 2
2 A85to £8E £+ U&LICH RHMIE LI8 2 HI0|E| MEoi o|O|X| F7} B8 FHESIHMAIL.

MEst =& 27 dllo|20| &5 HU FE ERELICH 105


https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_UpdateDatasetEntries.html

Amazon Lookout for Vision XL 7Hol=

O|OIXIE M74et7 |2 MEEt F2 CIOIEHMENA O|0|X|E AME +~ g2z JTs &2 ol0|X]
7t ¢i= CIO|E{MIE & CHA| BFS0{0F FLICE RHAIEH LIE 2 COIE MIE|A o|OfX[ A A[et7| E&E

SEIPNEN

MEst =& 27 dllo|20| &5 HU FE ERELICH 106



Amazon Lookout for Vision XL 7Hol=

Amazon Lookout for Vision 2 & 7|

8t& &0 Lookout for Vision2 EHIAE C|O|E| MER REE HAES T I ZOE AE35t0{ 85 K|
EE YUELICH 85 X EE ME5l0{ ZH | ds52 TIHE + /U&Lct 2R3t A2 CIo|EH ME
E INM37| It =XIE F[Et Ot Z2 2 AESE = st

ZHEO| M50 HFRAHRH AESE AFE £ JUELICH AAMEH LIE2 =74El Amazon Lookout for
Vision 2 & &2l EHEE HESHAAIR.

A

- 1EAH: 2Elo| &5 HIt

« 206 2E JiM

- 88 XE 27

- TotE ol A St 2H HS

oA BEIo| M5 ot

—

I} DescribeModel 20| M5 X|Eof| HHAE = U&LICEH Amazon Lookout for Vision E|
HO|E| MEOo| CHEt @ Ms x|EQF 2= 748 o|O|X|of cHEt oS ZADE MZ2&L|ch 20|
Dol AR E&0s Z ol 5 pjlo|Eof CHst 2 X|ET EAIFELICH

AT [> T
mee |m- e

E2L£0M s R|EQ HAE o|OIR
DescribeModel S S8t M5 X|E

B2 85 X|E 27| (SDK)E & Zst A2,

AoHAA.
=]

EME OlOIX| ol F0il HMIAHE ol CHEH REMIEH LY

O|0X| &/ X|E

Amazon Lookout for Vision2 E|AE &0 Z& 0| Mdsl= EF0I CHSH CI=RA 22 2 X EE NS
%I-L_||:|.
= .

02
I
1

E
o
Mo

T
!
1

164 2o Hs "It 107


https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DescribeModel

A 7h0|=

=13
=

Amazon Lookout for Vision

olOlx| &

el

5t
=

of CHEt 29F 0|0

= dlol=

F

=3
=}

2Eo| o|O0lx| g 2EIQI A2 Amazon Lookout for Vision2 Z 0§ 2|

<+

K

T Intersection

|_

S
[l

« Union (loU)0d| CH

LH

T

K

0

LICt =& 0| o|Olx|of o8 E=7 =& xlo{ LTt

F

s
S H

= A

C}
=
Js

o
o ol
=

o

0K K-
Kl /<
o4 =T

74
=

ILICEH ol & S01, Z&IE 7[7[0i[A

M| E|AE H|0|E{ M EOod CH

(=]
(-

Amazon Lookout for Vision

StA o EE ol = (7 3H)elHIEg

o
o

MR 230l Hish

LICH

M0

K

-,
NI

LH

0

0—12L|Ct. Amazon Lookout for Vision

| —
—

o
E

=)
=]

LICE.

F

T AE

100)22

tCheE s LIEFRLICH 0| & S04, 2

©

o
o

(3

F

oK

85707t

LICH. o

t 20l AlMHELICE

2ol 1007He| o|O|x|7} HIE & ol2t of

&) 15747t §8 B (A

857+ 74 %!

4

<0
ro

8571/ (&

ro

__A_H

S 4071 o|O|X|BF SHIZH o=

=
=

= o

S
o

ac{Lt ZE o] 100742 0f 2|

L0
ot

[

ol
KIr
3
il
oK

Kl

iy

0.40)0il A O $&LICtH 0] Z

0.40 (, 40/(40 + 60)

Ki
7l

ol
ol
il

z
_

2CHA: 2El 7

LK

=ME

LICt. O]

F

=
=

ol

0
<l

—_—
[Ile)

XEA

108

H

ol
=

2

ofll

ololx| £


https://en.wikipedia.org/wiki/Precision_and_recall

Amazon Lookout for Vision XL 7Hol=

i

=2 MAIELCH B AE Co[EH MEo e & HIEY olO|
A

4 2
X = S HHEY2Z SHEH Sl ol == B AL

38 X|EE QEICZ QIfH HIEO| B0l E& &0 S2EFLICH A& BEES MAHX L= Ol =
H ool EE ZARE o2 £ £ /& LICH Amazon Lookout for Vision2 T | E|AE C|O|E] All
XIE 2t MBELict.

AMEE2 HIEHS XM EIAE o|0|X| & SH=2H B XIE HIES LIEHHLICH 0= EAE HI0|E ME
9| OIEIIX|01I HIE Y ololx|7t Mz ZEXME mf 22Ol LotLt Xt 0|8 HEHH |FE += JA=XIE
b ZHEE S42 S0 2ol AlMELICH

HH

HE S 7 (0—100)22 E Al

o
fjo

Mg Hele 0—12LCt. Amazon Lookout for Vision &2 g2

TS ZI0| =245 O U2 H|I-HA o|O0|X|7t 2 AMEE|IS S LIEHLICE o & E0{ HIAE
ClO|E{ ME0d 1007H2] H] |7} & °*EI01 QAEP 78 EZ70&L|ct 22 0| 100742] H| & At
O|0|X| & 907HE 2HI=H| EFX|8l

A

£ 27 9071/ (& 274 907H+2 & 107H) = 0.90 A&

MedE 2401 0.900|H 20| E|AE C|o|E MEO e CHEEL| HIEY o|0|X|§ SHIZH| | &5t
S LIEPLICH 22o] #4%] o|0[X] & 20708 HEotH| o Eot= < MEE2 0.20 (5, 20/
(20 + 80) = 0.20)2 ot & L|Ct.

FIF

ol 3« 2 & 7iudstE ”AE odatioF FLICH RHAMIEH L8 2 2B A 2 7

rz
T
o
mjo
o
7]
9'|_|
>
>
0

REMEE LIE2 HEE S AFE S H s,

Amazon Lookout for Vision2 E|AE Cl|O|E{ MEO| CHet W7 P& Ms M4 2 MI2eLct E75], o
o

| =
Y= ERE QY 2 Hds2 U A e Mo =3 B F1 M X 22 SHELICH

FIESE HUSS MHES 25 D248 TH SHUUYUC 2Y 45 HHE 00IM 1 Abolo] 2l
HUE BTN 2ol 450 HATLICH ofE 50| HUET}0.90)

o]

=

—
LICH Zfol 2+ 5 A&
o

1 MEE0[1.0e =&

MEHE 109


https://en.wikipedia.org/wiki/Precision_and_recall

Amazon Lookout for Vision XL 7Hol=

o & 01 YEHL70.300|2 RHEH=20] 1.02! B2 Z0| ZHO| 850| EX| gf2 B F1 e
0.46LICt OMEH7HRI2 HEETF =11(0.95) A2 0| ¥ 27H(0.20) F1 M= 0.33LCH F 8 2

T F1 87t 20 ol 2Eol| X7 [{SE LIEHALICH

REMEH LHE2 F1 H+ & B XS,

Union (loU)0d| CHBt ‘B Intersection

BAE o|0|x|e| oflQ &= nta3et REO| HAE o|0|x|of CHalf o F5t= ol &= nta3 7ho|

= HE S 79X Amazon Lookout for Vision2 Z 02| &5 gj|o|E o CHE W+ IOUE HHetsid olO|
X 28 ZEofMet gkekE L[

HHE S Zio| Zom DEo| 2Hd ol of & ofA3 E HAE o|0|X[Q| ntAT ot HESHAH LUXIAIZIXK| oF
=EChe 7S LIERAHLICH

CHS o|0|X|= I0U7F Y& L|cH F&HAd
LIEFLHE T2t OtA 3 E 26 6| HK|

3= oM & Wo 2, E|AE o|0lx|e| otA3 &
ei&uct

LS

=

CtZ olOlX|= I0U7t O] E&LICH et oA T (HAE o|0|X|)= FEM 0tA3 (oS OtAz)=Z 2F
38| 7ted™ U& L

Union (loU)oll CHEF W2 Intersection 110


https://en.wikipedia.org/wiki/F1_score

Amazon Lookout for Vision XL 7Hol=

A1 HIAE

« O[OIx|7t HIE S

20HA|: R E JYM

Ms XEEe REES JjME
oM BE of 2| ZX|6tX

A Aoz LIEHd £ Ql&LICH o€ S04, ZEO| BHAE HO|H ME
| o
JHdslor ot= E? Cha

A
o
RotH DO X EO| HELICH(F, MEE XIEL| g0l *5). 22
a

fjo

- 3ty WEIAE OlE] M ol0lX|ofl 2lolg 0l MCHZ XIFElo] =X EOISHHL.

. AW WA ZXS} L2 0l0/K| Zx| Z712| FHHAE Foln SUs Ko AHE Yoz 2
2 &AL,

- olDIxlofl W LB EAIEIER| HOIsAAIR. oIS S0 ZRMEM 74 2Eo| ol Z
xlste 7S olnlxlof CHE SH7t SH=X| HQISHMIR.

- Blolgol XIHE 0l0IXIE B& X HAE ClOIEMEN T £7HHMR. BIAE CloIE ME o] KiE
21 HLUT I} FOILIXIE 2YUS HEHS 1 A50| BX| 22 B2 HAE HOE| MEE B3
EHEa | 23422 Ao & + ol

I:II X

MUT L EoiRlE B2 B
L URISHER| A2

2 O|0o|E| MES} E|AE O|0O|E]| ME
5 2 LngmmMEw”ﬂm“

2 =4S CHESHK] ‘BHIF_F E|AE o|0|x|2| o|0|X|= 2| gf2 F2, 5f& Clo|H MEoi ol
Ol & =g Z&st= O|0|XKIE FIHetAA2. B|AE HO|E| ME o|0|X|= ofl &8 Z=7of &x|

|
Srx|gk & & olOlxlE ol Eh Aol £otx| k= 2 EHIAE H|0|H MEE YO|0|EsML.

REMIEE L8 2 o B2 oldlx| &7t EF3E XSt A2, BllolE 0] X|EE o|0[X|§ && ClolE Al
Eoll F7tstE E CHE G2 MY B Xl 3HYe ddstT ZnE #Qlste ALch a- oS 4

A EHAE 111



Amazon Lookout for Vision XL 7Hol=

B2 0lDIXIE o4 CIOIE] MEO £7He 4 UALICH RHMSH LIS ToLE 20l 5toi2 S5t
HESAAIL.

Bt 2 EIAE CIOIE MEO] B85 Cherst &4 olIxIgt HIZY Ol0IX|7} US| EHelstAL. Of
oIzl E':é'oﬂkl 274 = B4 ol0Ix|9t HIF4 ol0IX|l KBS LbetLiok BrLIT

= 5 OlDIXIE M3 7| Y ERMXIAE{S 22 T4 240 9%
HAQI 0l0IXlE T4 2471 BR HIEIAL FREIE 5 AAHOIAM LA

g & e OHgE REo| ol S LIEFLHOF ZFLICH

- BXIE ol fol cHet REHO| B 10Ut K2 B¢ B¢ 2ol 0fAT £ 2 FHstMA 2. &
Feix|e 22 YR ALS Atellel B2 ZEI2 HAE o|0|X|e| A& A3EHx|<t 04 H|x5HK|EH =
dEHE2 M2 A32XIE -’_ESE.'%E* T AELICH 154 7oz Ho{xq Qe F 7o BME o=

R |CF.

AlA|2. o|O| K| 37IE 64x64‘i!“'01|k|

« 02| 3 7|7} Z2 AL O|0|X|E HWEO|EIUZ LIF 1 ol
Eof| AF23tE Zdo| E4LICH o/ A &4 2ol o|O|XK|M T 2 3 7|2 AE S &0le = s
L|C}.

4 WEIAE GlOJE MES HME $ols DU MBS 5T WBIHSHAAIL. RME LIgS 2
S DS AT AAIR

SHAIE Sofl 2| M50 HEAMS o2 LIELH BotE 20l 5¢fo| IS E|AE O o|E]
MEO| Z7hstod ZHo| M52 2QIg 4+ USLICH Mets Fol= 45 XIET} OH &0l At x|
EE 2Qlsfof BLICH REMIS LIS S TuHEH 201 Shois S5t 0 75 BHS ARt AAlR.

22£0|M 22|10 DescribeModel S 5 £5101 d5 X|EE 712 = U&LICH

=AM
- M5 X|E E7| (2
- M5 X|E 27| (SDK)

M5 X|E 27 112



Amazon Lookout for Vision XL 7Hol=

Amazon Lookout for Vision &2 E|AE &0 &gt 270 CHist CI=20 22 85 X|EE EoiE L
Ct.

2
o
Mo

b
!
1

Ol B DHOI B 2ools Z o2 #S Bolgol ths CHE T 28 45 KIET EAIELICH

- o2l &= cllo|E0| ¢HE EAE O|O]K[ LT

- F1 8%

« Union (loU)0ll CH3t B Intersection

BlAE 2o 712 Mddol= B|AE C|olE MEQ| o|0|x[ol CHet & HE X 2E of=0| ZAIELICH
3 EIAE Cjo|H ME2| 7HE o|O|X|of CHEF of & X & cilo]= &2 &l = A&LICh

H7l0M d5 XEE 7IXE YWHYE 2o ELICL

11
mlo
el

>

=]

x

rr
||:|

Ji
[m

lo

Hd

mE

https://console.aws.amazon.com/lookoutvision/0{| A Amazon Lookout for Vision 2& 2 3L|C}.

-_—

Get started& MEHEILIC.

217 et Fof M Z2ME S MEfFLCt

Z2ME 27(0fM OISt 1A st DHO| HHMO| ZEHE Z2MES MetsLICH

Ha
i
o
4 o 1x

©® N O o M W N
Hd ro
I IR
x om

n
oo m
>
0%
=3
=0
o
Q'I_l
x
FO

D Eo| B4 E o|0|x|of CHall BHE £/ ol o cHet A 22 X[&

S =
(HET, [ E, F1 M=)7F ZEElo] U&LICH

Q)

HI
o Me
)
oIr
A

EH
1z
g
2

b. ZEO|ol0x| 2g ZEQl F2 Blo|2F &5 Mol ofel ellolEo] 74E B AE o|O
Kl =7 2gELICH 8 ZF of @] &= Ellol=oi| CiEt X[E (F1 ™=, BZ I0V)E & = A&

M5 X|E B7|(B2) 113


https://console.aws.amazon.com/lookoutvision/

Amazon Lookout for Vision XL 7Hol=

Lookout for Vision0| 2& & H7tst= Ol Ar&5teE 2 HAE
FLICH o7|ofl= 2ol =& ELICH

c. HAE At 742 MAMoiAM
o|O|x|of CHEH A E MS

I rr

- D E HAE o|O|X|of CHEF HE (true positive) & 2 (false negative) 257 oS (H4 &
= HIE&he| & +=lLCt.

-+ Zf H|&E o|0|x|ol CHEF 27/ ol =. o|0|x| otefofl HHo| ZAZIH FE BRS¢
AX 2F et dRIFLIcH 2%X| o™ 2EO| o|0|X[& SHIZ | B 7 stk Rt WL

- O|0X| 28 REE A5t ZE o] o|0|X[of &F 8 oi|2 &= eflo|=1t o2l &5 eflo]
£o| Mt Lx[st= olO|x| otA=3 74 EAIELICH

Ms X|E 27| (SDK)

DescribeModel 242 At&3dto{ R0l gt R d5 X|E (27), B7I oiuHAE, 22 o CHet B
o

]
7t AoE 7tME =+ A&

2o 85 XIE 7IKH27|

EIAE S0 REoM =83t EF o|S0f CHEt 22 M XE (HYUT, MFHE LF1 Ha)e
DescribeModelE 5 &36}0q EIEHEl performance Z=0f HHeHElL|CH
"Performance": {
"F1Score": 0.8,
"Recall": 0.8,
"Precision": 0.9
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of CHer 2 & o| o & 0| Z&E/LIC. Amazon Lookout for Vision2 7} LI HAEE Amazon S3 H{Z!
of| X{&&rL|Ct. DescribeModel 2| & LH EvaluationManifest ZEOAM ¥ %IE 71X £

A& LIC

"EvaluationManifest": {
"Bucket": "lookoutvision-us-east-1-nnnnnnnnnn",
"Key": "my-sdk-project-model-output/EvaluationManifest-my-sdk-

project-1.json"

[u-}

A2 EvaluationManifest-project name.json®LICt (A ZEE 2E £ 7|
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o] =& g|od Q&LIC}. O] confidence EE = Amazon Lookout for VisionO| 0|04 CH3H
AE HoiELch

o
0jo
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or MK
[

"source-ref"*: "s3://customerbucket/path/to/image.jpg",
"source-ref-metadata": {
"creation-date": "2020-05-22T21:33:37.201882"

iy

// Test dataset ground truth
"anomaly-label": 1,
"anomaly-label-metadata": {
"class-name": "anomaly",
"type": "groundtruth/image-classification",
"human-annotated": "yes",
"creation-date": "2020-05-22T21:33:37.201882",
"job-name": "labeling-job/anomaly-detection"
.
// Anomaly label detected by Lookout for Vision
"anomaly-label-detected": 1,
"anomaly-label-detected-metadata": {

"class-name": "anomaly",
"confidence": 0.9,
"type": "groundtruth/image-classification",

"human-annotated": "no",
"creation-date": "2020-05-22T21:33:37.201882",
"job-name": "training-job/anomaly-detection",
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"model-arn": "lookoutvision-some-model-arn",
"project-name": "lookoutvision-some-project-name",
"model-version": "lookoutvision-some-model-version"
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"EvaluationResult": {
"Bucket": "lookoutvision-us-east-1-nnnnnnnnnn",
"Key": "my-sdk-project-model-output/EvaluationResult-my-sdk-project-1.json"

}
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"ModelArn": "string", // The Amazon Resource Name (ARN) of the model

{
"Version": 1,
"EvaluationDetails":
{
version.
"EvaluationEndTimestamp": "strin

evaluation finished.
"NumberOfTrainingImages": int,

successfully used for training.
"NumberOfTestingImages": int

successfully used for testing.

g",

// The UTC date and time that

// The number of images that were

// The number of images that were

.
"AggregatedEvaluationResults":
{
"Metrics":
{ //Classification metrics.
"ROCAUC": float, // ROC area under the curve.
"AveragePrecision": float, // The average precision of the model.
"Precision": float, // The overall precision of the model.
"Recall": float, // The overall recall of the model.
"F1Score": float, // The overal F1 score for the model.

"PixelAnomalyClassMetrics":

[
{
"Precision": float,
label.
"Recall": float,
"F1Score": float,
label.

"AIOU" : float,
Union for the anomaly label.
"ClassName": "string

//Segmentation metrics.

// The precision for the anomaly

// The recall for the anomaly label.
// The F1 score for the anomaly

// The average Intersection Over

" // The anomaly label.
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CLI

CHS 2fS HEgLch

project-name2 A|ZfétE{= REO| Z&E ZE2ME 0|F§2E O|SELICEH

model-version2 Al&StEiE REHO| HEMSZ O|s & LICH
--min-inference-units2 M 83td{= F& H2 =Lt
(MEH AFE) --max-inference-units® Amazon Lookout for Vision0ll M 2&E XSS

2 AU O ABE 4 U= 2Ch RE B9 474K SRLICH

aws lookoutvision start-model --project-name "project name"\
--model-version model version\
--min-inference-units minimum number of units\
--max-inference-units max number of units \
--profile lookoutvision-access

Python
0| == AWS AEM SDK oA GitHub EIZX|E 2| 7S Lch A olXlE 04 7|0f| A
EOISHAMI2.
@staticmethod

def start_model(
lookoutvision_client, project_name, model_version,
min_inference_units, max_inference_units = None):

Starts the hosting of a Lookout for Vision model.

:param lookoutvision_client: A Boto3 Lookout for Vision client.
:param project_name: The name of the project that contains the version

of the
model that you want to start hosting.
:param model_version: The version of the model that you want to start
hosting.
:param min_inference_units: The number of inference units to use for
hosting.

:param max_inference_units: (Optional) The maximum number of inference
units that
Lookout for Vision can use to automatically scale the model.
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/python/example_code/lookoutvision/train_host.py

Amazon Lookout for Vision XL 7Hol=

try:
logger.info(
"Starting model version %s for project %s'", model_version,
project_name)

if max_inference_units is None:
lookoutvision_client.start_model(
ProjectName = project_name,
ModelVersion = model_version,
MinInferenceUnits = min_inference_units)

else:
lookoutvision_client.start_model(
ProjectName = project_name,
ModelVersion = model_version,
MinInferenceUnits = min_inference_units,
MaxInferenceUnits = max_inference_units)

print("Starting hosting...")

status = ""
finished = False

# Wait until hosted or failed.
while finished is False:
model_description = lookoutvision_client.describe_model(
ProjectName=project_name, ModelVersion=model_version)
status = model_description["ModelDescription"]["Status"]

if status == "STARTING_HOSTING":
logger.info("Host starting in progress...")
time.sleep(10)
continue

if status == "HOSTED":

logger.info("Model is hosted and ready for use.")
finished = True
continue

logger.info("Model hosting failed and the model can't be used.")
finished = True

if status != "HOSTED":

2 e AIZHSEHT| (SDK) 129
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logger.error("Error hosting model: %s", status)
raise Exception(f"Error hosting model: {status}")
except ClientError:
logger.exception("Couldn't host model.")
raise

A== AWS AE A SDK 0d|A| GitHub Z|ZX|E 2|0l 7FR{SL|Ch ™A o Al= 047[0f| M

* Starts hosting an Amazon Lookout for Vision model. Returns when the model has
* started or if hosting fails. You are charged for the amount of time that a
* model is hosted. To stop hosting a model, use the StopModel operation.

* @param lfvClient  An Amazon Lookout for Vision client.

* @param projectName The name of the project that contains the model that you
* want to host.

* @modelVersion The version of the model that you want to host.

* @minInferenceUnits The number of inference units to use for hosting.

* @maxInferenceUnits The maximum number of inference units that Lookout for

& Vision can use for automatically scaling the model. If the
* value is null, automatic scaling doesn't happen.

* @return ModelDescription The description of the model, which includes the

* model hosting status.

*/

public static ModelDescription startModel(LookoutVisionClient 1fvClient, String
projectName, String modelVersion,

Integer minInferenceUnits, Integer maxInferenceUnits) throws
LookoutVisionException, InterruptedException {

logger.log(Level.INFO, "Starting Model version {0} for project {1}.",
new Object[] { modelVersion, projectName });

StartModelRequest startModelRequest = null;
if (maxInferenceUnits == null) {
startModelRequest =
StartModelRequest.builder().projectName(projectName).modelVersion(modelVersion)

.minInferenceUnits(minInferenceUnits).build();
} else {
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startModelRequest =
StartModelRequest.builder().projectName(projectName).modelVersion(modelVersion)

.minInferenceUnits(minInferenceUnits).maxInferenceUnits(maxInferenceUnits).build();

}

// Start hosting the model.
1fvClient.startModel(startModelRequest);

DescribeModelRequest describeModelRequest =
DescribeModelRequest.builder().projectName(projectName)
.modelVersion(modelVersion).build();

ModelDescription modelDescription = null;

boolean finished = false;
// Wait until model is hosted or failure occurs.
do {

modelDescription =
1fvClient.describeModel(describeModelRequest).modelDescription();

switch (modelDescription.status()) {

case HOSTED:
logger.log(Level.INFO, "Model version {0} for project {1} is
running.",
new Object[] { modelVersion, projectName });
finished = true;
break;

case STARTING_HOSTING:
logger.log(Level.INFO, "Model version {0} for project {1} is
starting.",
new Object[] { modelVersion, projectName });

TimeUnit.SECONDS.sleep(60);

break;
case HOSTING_FAILED:
logger.log(Level .SEVERE, "Hosting failed for model version {0} for
project {1}.",
new Object[] { modelVersion, projectName });
finished = true;
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break;

default:

logger.log(Level .SEVERE, "Unexpected error when hosting model
version {0} for project {1}: {2}.",

new Object[] { projectName, modelVersion,
modelDescription.status() });

finished = true;
break;

} while (!finished);

logger.log(Level.INFO, "Finished starting model version {0} for project {1}
status: {2}",

new Object[] { modelVersion, projectName,
modelDescription.statusMessage() });

return modelDescription;
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24l (SDK) € &X|stz{H

1. OFE| M™X[etX| 2 ZS'—?— 2 AWS SDKs AWS CLI & Mx[stT F g LICt RtMIEE LHE2 4EHA:
_|

CLI
CHE ghE Mg

« project-name2 SX|5t2i= 20| Z&E Z2ME O|FS 2 O|SELCH.

« model-version2 &X|5t2is RO HHMS = O|SFLICI

aws lookoutvision stop-model --project-name "project name"\
--model-version model version \
--profile lookoutvision-access

Python
0| ZE &= AWS B A SDK oA GitHub Z|ZX|EZ|0|M 7S LICh HA| of|xl|l= 047|0f M
EOIStM .
@staticmethod
def stop_model(lookoutvision_client, project_name, model_version):
Stops a running Lookout for Vision Model.
:param lookoutvision_client: A Boto3 Lookout for Vision client.
:param project_name: The name of the project that contains the version
of
the model that you want to stop hosting.
:param model_version: The version of the model that you want to stop
hosting.

try:
logger.info("Stopping model version %s for %s", model_version,
project_name)
response = lookoutvision_client.stop_model(
ProjectName=project_name, ModelVersion=model_version

)
logger.info("Stopping hosting...")
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status = response["Status"]
finished = False

# Wait until stopped or failed.
while finished is False:
model_description = lookoutvision_client.describe_model(
ProjectName=project_name, ModelVersion=model_version

)
status = model_description["ModelDescription"]["Status"]
if status == "STOPPING_HOSTING":
logger.info("Host stopping in progress...")
time.sleep(10)
continue
if status == "TRAINED":

logger.info("Model is no longer hosted.")
finished = True
continue

logger.info("Failed to stop model: %s ", status)
finished = True

if status != "TRAINED":
logger.error("Error stopping model: %s", status)
raise Exception(f"Error stopping model: {status}")
except ClientError:
logger.exception("Couldn't stop hosting model.")
raise

Java V2

AWS MHEXM SDK oAl GitHub 2|ZX|E2|0|M 7FKAS LICH TA| ol AMl= 0470l A

|2.

@)
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|
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rr

o
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/**

*

Stops the hosting an Amazon Lookout for Vision model. Returns when model has
* stopped or if hosting fails.

* @param 1fvClient  An Amazon Lookout for Vision client.
* @param projectName The name of the project that contains the model that you
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ks want to stop hosting.

* @modelVersion The version of the model that you want to stop hosting.

* @return ModelDescription The description of the model, which includes the
& model hosting status.

*/

public static ModelDescription stopModel(LookoutVisionClient 1fvClient, String
projectName,
String modelVersion) throws LookoutVisionException,
InterruptedException {

logger.log(Level.INFO, "Stopping Model version {0} for project {1}.",
new Object[] { modelVersion, projectName });

StopModelRequest stopModelRequest = StopModelRequest.builder()
.projectName(projectName)
.modelVersion(modelVersion)

.build();

// Stop hosting the model.
1fvClient.stopModel(stopModelRequest);

DescribeModelRequest describeModelRequest =
DescribeModelRequest.builder()
.projectName(projectName)
.modelVersion(modelVersion)
.build();

ModelDescription modelDescription = null;
boolean finished = false;
// Wait until model is stopped or failure occurs.

do {

modelDescription =
1fvClient.describeModel(describeModelRequest).modelDescription();

switch (modelDescription.status()) {
case TRAINED:

logger.log(Level.INFO, "Model version {0} for
project {1} has stopped.",
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new Object[] { modelVersion,
projectName });
finished = true;
break;

case STOPPING_HOSTING:
logger.log(Level.INFO, "Model version {0} for
project {1} is stopping.",
new Object[] { modelVersion,
projectName });

TimeUnit.SECONDS.sleep(60);

break;

default:
logger.log(Level.SEVERE,
"Unexpected error when stopping
model version {0} for project {1}: {2}.",
new Object[] { projectName,
modelVersion,

modelDescription.status() });
finished = true;
break;

} while (!finished);

logger.log(Level.INFO, "Finished stopping model version {0} for project
{1} status: {2}",
new Object[] { modelVersion, projectName,
modelDescription.statusMessage() });

return modelDescription;

2 g =X (SDK) 137



Amazon Lookout for Vision XL 7Hol=

olO|X[ol M Of & B K

S 2 B X|stedH
ol

oh

#24El Amazon Lookout for Vision ZEE A& 3}04 0|0O|X|0{|A{ O] 4+ 3
DetectAnomalles d2 S EFLICH DetectAnomalies®| ZAutol= O|O|X|E 5tLt 0|42l o 2|7t

o =3} of =of CHet AlR|Zf0| ZEHEIL|CH Do WA M|ES melol 7
|4 344 0| RIX|E EodF &= L otAa3 T EEELICH

= mlo

I}

ook

DetectAnomaliesOll MEst= O|0[X[2] LH|9t £0| X[+= 2R E 5f& A7 ol AEE o|0|X|<t
Zrotof gfLct.

DetectAnomalies% O|0|X|E PNG E£ JPG &4 o|0|x|2 grotSlLict. olo|x|e 2E &&0f
2 2 Ar&3st= Q0| E&LICE 0| & 04, PNG 84! O|O|X[Z2 2
|0]X|2 DetectAnomalies E &5 AAIL.

DetectAnomalies2 EE35t7| T0i| X StartModel &1}t &7A RS Al%f
M8t LI 2 Amazon Lookout for Vision 2 & A|Xt57| EHHE B X
(&) ot 2o AFE5t= o4 Z X[ &9l o 2t 2F 0| FotE
StopModel 2 UE AtE5t0] ZRAIE SX|SHAAIL. REA[EH LIE=2 A

SK[ot7| EHHE HZEsHAAR.

3
Q

N

(@]

>

-

(@]

@]
S
(@]

C

c
o
-
<
@,

(@)

-]
o
i

A

« DetectAnomalies 2 E35}7|

« DetectAnomalies S O3l

- O[O|X|7} H4=E|%{QIX| 07 20l

- 2R Y HESHE EA|

« AWS Lambda & +& AL835t0{ 0|4 &7

DetectAnomalies &35} 7

DetectAnomalies =& S &35t2{M CtS 2 X[ 35HoF & LICEH
. ZRME AR TA St ZHO| ZEE Z2ME 0|8
« ModelVersion — AF&35tEdE 2&O| HALICEH

- ContentType — EM35t24= O|0|X| FEULICH. f&8 2t2 image/png (PNG &4 o|0O|x[) &
image/jpeg (JPG @Al o|O|x]) LICt,

DetectAnomalies & 35l7| 138


https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DetectAnomalies

Amazon Lookout for Vision

JHeER 7Hol=

- =& — O|0JX|& LtEtLi= Y E[X] ot 2 27! HtO[E LT
ol0lx|= 2 &0 AHEE o|0|x[2t = 7|7} Zrotok gfL|ct.
CtZ odlol= DetectAnomaliesE& EYMO R S &E5t= WHO| Lt /& LICE Python & Java o K|
o| gf+ SHE ALEstod 0|0|X|7 HE[ZQIX| 0iF Ol M & +E EEE + USLICH
AWS CLI
O] AWS CLI B2 DetectAnomalies CLI £ doi| CiEt JSON £242 EA|EFLICt CHS &= nof
2tOlE{o] gfS HARLICH
- project name: AI83teis T2MEQ| O|F
« model version: AF&35tE{e ZRQ| HT
- content type: Ab&3t2d= O|0X| @A K& 8 2t image/png (PNG & 4| 0|0O[X[) &
image/jpeg (JPG &4 o|0|X|) RIL|CH.
« file name: AAE3l24i= O|0|X[o] ZE X It O|F S HELICH THY 0| content-
typell| 2t LR|st=X| &It A A2,
aws lookoutvision detect-anomalies --project-name project name\
--model-version model version\
--content-type content type\
--body file name \
--profile lookoutvision-access
Python

MA| ZE oKX= GitHubE & X sHAAI

def detect_anomalies(lookoutvision_client, project_name, model_version, photo):

Calls DetectAnomalies using the supplied project, model version, and image.

:param lookoutvision_client: A Lookout for Vision Boto3 client.

:param project: The project that contains the model that you want to use.
:param model_version: The version of the model that you want to use.
:param photo: The photo that you want to analyze.

:return: The DetectAnomalyResult object that contains the analysis results.
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image_type = imghdr.what(photo)

if image_type == "jpeg":
content_type = "image/jpeg"
elif image_type == "png":
content_type = "image/png"
else:

logger.info("Invalid image type for %s", photo)
raise ValueError(
f"Invalid file format. Supply a jpeg or png format file: {photo}")

# Get images bytes for call to detect_anomalies
with open(photo, "rb") as image:
response = lookoutvision_client.detect_anomalies(
ProjectName=project_name,
ContentType=content_type,
Body=image.read(),
ModelVersion=model_version)

return response[ 'DetectAnomalyResult']

Java V2

public static DetectAnomalyResult detectAnomalies(LookoutVisionClient 1fvClient,
String projectName,
String modelVersion,
String photo) throws IOException, LookoutVisionException {
/**
* Creates an Amazon Lookout for Vision dataset from a manifest file.

* Returns after Lookout for Vision creates the dataset.
*

* @param lfvClient An Amazon Lookout for Vision client.
* @param projectName The name of the project in which you want to create a
ki dataset.

* @param modelVersion The version of the model that you want to use.

* @param photo The photo that you want to analyze.

* @return DetectAnomalyResult The analysis result from DetectAnomalies.

*/

logger.log(Level .INFO, "Processing local file: {0}", photo);
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// Get image bytes.

InputStream sourceStream = new FileInputStream(new File(photo));
SdkBytes imageSDKBytes = SdkBytes.fromInputStream(sourceStream);
byte[] imageBytes = imageSDKBytes.asByteArray();

// Get the image type. Can be image/jpeg or image/png.
String contentType = getImageType(imageBytes);

// Detect anomalies in the supplied image.
DetectAnomaliesRequest request =
DetectAnomaliesRequest.builder().projectName(projectName)
.modelVersion(modelVersion).contentType(contentType).build();

DetectAnomaliesResponse response = 1lfvClient.detectAnomalies(request,
RequestBody.fromBytes(imageBytes));

/*
* Tip: You can also use the following to analyze a local file.
* Path path = Paths.get(photo);
* DetectAnomaliesResponse response = 1lfvClient.detectAnomalies(request,
path);
*/

DetectAnomalyResult result = response.detectAnomalyResult();
String prediction = "Prediction: Normal";

if (Boolean.TRUE.equals(result.isAnomalous())) {
prediction = "Prediction: Anomalous";

// Convert confidence to percentage.

NumberFormat defaultFormat = NumberFormat.getPercentInstance();

defaultFormat.setMinimumFractionDigits(1);

String confidence = String.format("Confidence: %s",
defaultFormat.format(result.confidence()));

// Log classification result.

String photoPath = "File: " + photo;

String[] imagelLines = { photoPath, prediction, confidence };

logger.log(Level.INFO, "Image: {@}\nAnomalous: {1}\nConfidence {2}",
imagelines);

return result;
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// Gets the image mime type. Supported formats are image/jpeg and image/png.
private static String getImageType(byte[] image) throws IOException {

InputStream is = new BufferedInputStream(new ByteArrayInputStream(image));
String mimeType = URLConnection.guessContentTypeFromStream(is);

logger.log(Level.INFO, "Image type: {0}", mimeType);

if (mimeType.equals("image/jpeg") || mimeType.equals("image/png")) {
return mimeType;

}

// Not a supported file type.

logger.log(Level .SEVERE, "Unsupported image type: {03}", mimeType);

throw new IOException(String.format("Wrong image type. %s format isn't

supported.", mimeType));

}

DetectAnomalies & 0|5l
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{

"DetectAnomalyResult": {

"Source": {
"Type": "direct"
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}I

"IsAnomalous": true,
"Confidence": 0.9996867775917053
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{
"DetectAnomalyResult": {
"Source": {
"Type": "direct"
.
"IsAnomalous": true,
"Confidence": 0.9996814727783203,
"Anomalies": [
{
"Name": "background",
"PixelAnomaly": {
"TotalPercentageArea": 0.998999834060669,
"Color": "#FFFFFF"
}
.
{
"Name": "scratch",
"PixelAnomaly": {
"TotalPercentageArea": 0.0004034999874420464,
"Color": "#7ED321"
}
},
{
"Name": "dent",
"PixelAnomaly": {
"TotalPercentageArea": 0.0005966666503809392,
"Color": "#4DDSFF"
}
}
1,
"AnomalyMask": "iVBORw@..... "
}
}

Ol QIx| 27| MElistE HH2 AHE Ateiet R foi whet ChELICH &

144

]

Il
o
A
o
2
I
L
e

o|0Ix|7} ==l



Amazon Lookout for Vision XL 7Hol=

- MESt

=
T

Elil

IsAnomalous O|O|X|E H#H= 83510 Confidence ZEE AF235104 O|0|X|7} AKX 2 H4E]

=]

| =TT —
Molx| gEe + A& 7/f0| F255 MET 7} FOoELICH ol S0 *'EI':7P 80% & =15t
£ 802 MEoi 2ol ot HEE + J&aLcH BEF 22 E= 0|0[X| 28 ZE= EME 0

Dlxla 22351 A OIAL||_—_|._

= IIT 2 T AAHE

Python

XMA ZE oAM= GitHubE & Z5HAAIL.

def reject_on_classification(image, prediction, confidence_limit):

Returns True if the anomaly confidence is greater than or equal to

the supplied confidence limit.

:param image: The name of the image file that was analyzed.

:param prediction: The DetectAnomalyResult object returned from
DetectAnomalies

:param confidence_limit: The minimum acceptable confidence. Float value
between @ and 1.

:return: True if the error condition indicates an anomaly, otherwise False.

reject = False
logger.info("Checking classification for %s", image)

if prediction['IsAnomalous'] and prediction['Confidence'] >=
confidence_limit:

reject = True
reject_info=(f"Rejected: Anomaly confidence
({prediction['Confidence']:.2%}) is greater"
f" than limit ({confidence_limit:.2%})")
logger.info("%s", reject_info)

if not reject:
logger.info("No anomalies found.")
return reject
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Java V2

public static boolean rejectOnClassification(String image, DetectAnomalyResult
prediction, float minConfidence) {
/**
* Rejects an image based on its anomaly classification and prediction

* confidence
*

* @param image The file name of the analyzed image.

* @param prediction The prediction for an image analyzed with

& DetectAnomalies.

* @param minConfidence The minimum acceptable confidence for the prediction
ik (0-1).

* @return boolean True if the image is anomalous, otherwise False.

*/
Boolean reject = false;
logger.log(Level.INFO, "Checking classification for {0}", image);

String[] logParameters = { prediction.confidence().toString(),
String.valueOf(minConfidence) };

if (Boolean.TRUE.equals(prediction.isAnomalous()) && prediction.confidence()
>= minConfidence) {
logger.log(Level.INFO, "Rejected: Anomaly confidence {0} is greater than
confidence limit {11}",
logParameters);
reject = true;
}
if (Boolean.FALSE.equals(reject))
logger.log(Level.INFO, ": No anomalies found.");

return reject;
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def reject_on_coverage(image, prediction, confidence_limit, anomaly_label,
coverage_limit):

Checks if the coverage area of an anomaly is greater than the coverage limit
and if

the prediction confidence is greater than the confidence limit.
:param image: The name of the image file that was analyzed.

:param prediction: The DetectAnomalyResult object returned from
DetectAnomalies

:param confidence_limit: The minimum acceptable confidence (float 0-1).

:anomaly_label: The anomaly label for the type of anomaly that you want to
check.

:coverage_limit: The maximum acceptable percentage coverage of an anomaly
(float 0-1).

:return: True if the error condition indicates an anomaly, otherwise False.

reject = False
logger.info("Checking coverage for %s", image)

if prediction['IsAnomalous'] and prediction['Confidence'] >=
confidence_limit:

for anomaly in prediction['Anomalies']:
if (anomaly['Name'] == anomaly_label and

anomaly['PixelAnomaly']['TotalPercentageArea'] >
(coverage_limit)):

reject = True
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reject_info=(f"Rejected: Anomaly confidence
({prediction['Confidence']:.2%}) "
f"is greater than limit ({confidence_limit:.2%}) and
{anomaly['Name']} "
f"coverage ({anomaly['PixelAnomaly']
['TotalPercentageArea']:.2%}) "
f"is greater than limit ({coverage_limit:.2%})")

logger.info("%s", reject_info)

if not reject:
logger.info("No anomalies found.")

return reject

Java V2

public static Boolean rejectOnCoverage(String image, DetectAnomalyResult
prediction, float minConfidence,
String anomalyType, float maxCoverage) {

/-k-k

* Rejects an image based on a maximum allowable coverage area for an
anomaly

* type.

*

* @param image The file name of the analyzed image.

* @param prediction The prediction for an image analyzed with

& DetectAnomalies.

* @param minConfidence The minimum acceptable confidence for the prediction

kS (0-1).

* @param anomalyTypes The anomaly type to check.

* @param maxCoverage The maximum allowable coverage area of the anomaly
type.

Xk (0-1).

* @return boolean True if the coverage area of the anomaly type exceeds the
* maximum allowed, otherwise False.

*/

Boolean reject = false;

logger.log(Level.INFO, "Checking coverage for {0}", image);
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if (Boolean.TRUE.equals(prediction.isAnomalous()) && prediction.confidence()

>= minConfidence) {
for (Anomaly anomaly : prediction.anomalies()) {

if (Objects.equals(anomaly.name(), anomalyType)
&& anomaly.pixelAnomaly().totalPercentageArea() >=

maxCoverage) {

String[] logParameters = { prediction.confidence().toString(),
String.valueOf(minConfidence),

String.valueOf(anomaly.pixelAnomaly().totalPercentageArea()),
String.valueOf(maxCoverage) };
logger.log(Level.INFO,
"Rejected: Anomaly confidence {0} is greater than

confidence limit {1} and " +
"{23} anomaly type coverage is higher than

coverage limit {3}\n",
logParameters);

reject = true;

if (Boolean.FALSE.equals(reject))
logger.log(Level.INFO, ": No anomalies found.");

return reject;

[a
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def reject_on_anomaly_types(image, prediction, confidence_limit,

anomaly_types_limit):

Checks if the number of anomaly types is greater than than the anomaly types

limit and if the prediction confidence is greater than the confidence limit.

:param image: The name of the image file that was analyzed.

:param prediction: The DetectAnomalyResult object returned from
DetectAnomalies

:param confidence: The minimum acceptable confidence. Float value between 0
and 1.

:param anomaly_types_limit: The maximum number of allowable anomaly types
(Integer).

:return: True if the error condition indicates an anomaly, otherwise False.

logger.info("Checking number of anomaly types for %s'",image)

reject = False

if prediction['IsAnomalous'] and prediction['Confidence'] >=
confidence_limit:

anomaly_types = {anomaly['Name'] for anomaly in prediction['Anomalies']\
if anomaly['Name'] != 'background'}

if len (anomaly_types) > anomaly_types_limit:
reject = True
reject_info = (f"Rejected: Anomaly confidence
({prediction['Confidence']:.2%}) "
f"is greater than limit ({confidence_limit:.2%}) and "
f"the number of anomaly types ({len(anomaly_types)-1}) is "
f'"greater than the limit ({anomaly_types_limit})")

logger.info("%s", reject_info)
if not reject:

logger.info("No anomalies found.")
return reject

Java V2

public static Boolean rejectOnAnomalyTypeCount(String image, DetectAnomalyResult
prediction,
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float minConfidence, Integer maxAnomalyTypes) {

/**

* Rejects an image based on a maximum allowable number of anomaly types.

*

* @param image The file name of the analyzed image.

* @param prediction The prediction for an image analyzed with

& DetectAnomalies.

* @param minConfidence  The minimum acceptable confidence for the
predictio

& (0-1).

* @param maxAnomalyTypes The maximum allowable number of anomaly types.

*

* @return boolean True if the image contains more than the maximum allowed
ks anomaly types, otherwise False.

*/
Boolean reject = false;
logger.log(Level.INFO, "Checking coverage for {0}", image);
Set<String> defectTypes = new HashSet<>();

if (Boolean.TRUE.equals(prediction.isAnomalous()) && prediction.confidence()
>= minConfidence) {
for (Anomaly anomaly : prediction.anomalies()) {
defectTypes.add(anomaly.name());
}
// Reduce defect types by one to account for 'background' anomaly type.
if ((defectTypes.size() - 1) > maxAnomalyTypes) {

String[] logParameters = { prediction.confidence().toString(),
String.valueOf(minConfidence),
String.valueOf(defectTypes.size()),
String.valueOf(maxAnomalyTypes) };

logger.log(Level.INFO, "Rejected: Anomaly confidence {0} is >=

minimum confidence {1} and " +
"the number of anomaly types {2} > the allowable number of
anomaly types {3}\n", logParameters);

reject = true;

if (Boolean.FALSE.equals(reject))

MEst 151



Amazon Lookout for Vision Hefxt 7tol=
logger.log(Level.INFO, ": No anomalies found.");
return reject;
}
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import argparse

import logging

import io

import boto3

from PIL import Image, ImageDraw, ImageFont

from botocore.exceptions import ClientError

logger = logging.getlLogger(__name__)

class ShowAnomalies:

Class to detect and show anomalies in an image analyzed by detect_anomalies.

@staticmethod

def draw_line(draw, text, fnt, y_coordinate, color):
Draws a line of text on the supplied drawing surface.
:param draw: The surface on which to draw the text.
:param text: The text to draw in the drawing surface.
:param fnt: The font for the text.
:param y_coordinate: The y position for the text.
:param color: The color for the text.
:returns The y coordinate for the next line of text.
text_width, text_height = draw.textsize(text, fnt)
draw.rectangle([(10, y_coordinate), (text_width + 10,

y_coordinate + text_height)],
fill="black")

draw.text((10, y_coordinate), text, fill=color, font=fnt)

y_coordinate += text_height

return y_coordinate

@staticmethod
def draw_analysis_text(image, analysis):

Draws classification and segmentation info onto supplied image
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overlay analysis results on an image analyzed by detect_anomalies.
:param analysis: The response from a call to detect_anomalies.
:returns Nothing

## Calculate a reasonable font size based on image width.
font_size = int(image.size[0]/32)

fnt = ImageFont.truetype('/Library/Fonts/Tahoma.ttf', font_size)
draw = ImageDraw.Draw(image)
y_coordinate = 0
# Draw classification information.
prediction = "Anomalous" if analysis["DetectAnomalyResult"]
["IsAnomalous"] \
else "Normal"
confidence = analysis["DetectAnomalyResult"]["Confidence"]
found_anomalies = analysis["DetectAnomalyResult"]['Anomalies']

segmentation_info = False

logger.info("Prediction: %s", format(prediction))
logger.info("Confidence: %s", format(confidence))

y_coordinate 0
y_coordinate ShowAnomalies.draw_line(
draw, "Classification", fnt, y_coordinate, "white")
y_coordinate = ShowAnomalies.draw_line(
draw, f" Prediction: {prediction}", fnt, y_coordinate, "white")
y_coordinate = ShowAnomalies.draw_line(
draw, f" Confidence: {confidence:.2%}", fnt, y_coordinate, "white")

# Draw segmentation information, if present.
if (len(found_anomalies)) > 1:
logger.info("Anomalies:")

y_coordinate = ShowAnomalies.draw_line(
draw, "Segmentation:", fnt, y_coordinate, "white")

for i in range(l, len(found_anomalies)):

# Only display info if more than 0% coverage found.
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percent_coverage = found_anomalies[i]['PixelAnomaly']
['TotalPercentageArea']
if percent_coverage > 0:
segmentation_info = True
logger.info(" %s", found_anomalies[i]['Name'])

logger.info(" Color: %s",
found_anomalies[i]['PixelAnomaly']['Coloxr'])
logger.info(" Area: %s'", percent_coverage)
y_coordinate = ShowAnomalies.draw_line(
draw,

f" Anomaly: {found_anomalies[i]['Name']}. Area:
{percent_coverage:.2%}",

fnt,

y_coordinate,

found_anomalies[i]['PixelAnomaly']['Coloxr'])

if not segmentation_info:
y_coordinate = ShowAnomalies.draw_line(
draw, "No segmentation information found.", fnt,
y_coordinate, "white")

@staticmethod
def show_anomaly_prediction(lookoutvision_client, project_name,
model_version, photo):

Detects anomalies in an image (jpg/png) by using your Amazon Lookout for

Vision
model. Displays the image and overlays prediction information text.
:param lookoutvision_client: An Amazon Lookout for Vision Boto3 client.
:param project_name: The name of the project that contains the model
that

you want to use.

:param model_version: The version of the model that you want to use.
:param photo: The path and name of the image in which you want to detect
anomalies.

try:

logger.info("Detecting anomalies in %s", photo)

image = Image.open(photo)
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{photo}"

image_type = Image.MIME[image.format]

# Check that image type is valid.
if image_type not in ("image/jpeg", "image/png"):
logger.info("Invalid image type for %s", photo)
raise ValueError(
f"Invalid file format. Supply a jpeg or png format file:

# Get images bytes for call to detect_anomalies.
image_bytes = io.BytesIO()
image.save(image_bytes, format=image.format)
image_bytes = image_bytes.getvalue()

# Analyze the image.

response = lookoutvision_client.detect_anomalies(
ProjectName=project_name,
ContentType=image_type,
Body=image_bytes,
ModelVersion=model_version

# Overlay mask onto analyzed image.
image_mask_bytes = response['"DetectAnomalyResult"]["AnomalyMask"]
image_mask = Image.open(io.BytesIO(image_mask_bytes))

final_img = Image.blend(image, image_mask, 0.5) \
if response["DetectAnomalyResult"]["IsAnomalous"] else image

# Overlay analysis output on image.
ShowAnomalies.draw_analysis_text(final_img, response)

final_img.show()

except ClientError as err:

logger.info(format(err))
raise

def add_arguments(parser):

Adds command line arguments to the parser.
:param parser: The command line parser.
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parser.add_argument(
"project", help="The project containing the model that you want to use."

)

parser.add_argument(

)

"version", help="The version of the model that you want to use."

parser.add_argument(

"image",
help="The file that you want to analyze. "
"Supply a local file path.",

def main():

Entrypoint for anomaly detection example.

try:

logging.basicConfig(level=1ogging.INFO,
format="%(levelname)s: %(message)s")

session = boto3.Session(
profile_name="'lookoutvision-access"')

lookoutvision_client = session.client("lookoutvision")
parser = argparse.ArgumentParser(usage=argparse.SUPPRESS)
add_arguments(parser)

args = parser.parse_args()

# Analyze the image and show results.
ShowAnomalies.show_anomaly_prediction(

lookoutvision_client, args.project, args.version, args.image

except ClientError as err:

print("A service error occured: " +
format(err.response["Error"]J["Message"]))

except FileNotFoundError as err:
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print("The supplied file couldn't be found: " + err.filename)
except ValueError as err:

print("A value error occured. " + format(err))
else:

print("Successfully completed analysis.")

if __name__ == "__main__":
main()

Java 2
CIS oA 2 E= MSE o|0|X|of| ] o|& 2 X[ LICH BEEWAM CIS M0l S ELICH

* project: AI&3dte{z= ZEMEO| 0|F
. version— ZE2ME LHo|M AR50 A 5t BE B{A.

- image— 2Z 0|0|X| I (JPEG EEE= PNG &4l o| Az 3l mpel,

/*
Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
SPDX-License-Identifier: Apache-2.0

*/

package com.example.lookoutvision;

import software.amazon.awssdk.auth.credentials.ProfileCredentialsProvider;
import software.amazon.awssdk.core.SdkBytes;

import software.amazon.awssdk.core.sync.RequestBody;

import software.amazon.awssdk.services.lookoutvision.LookoutVisionClient;
import software.amazon.awssdk.services.lookoutvision.model.Anomaly;

import
software.amazon.awssdk.services.lookoutvision.model.DetectAnomaliesRequest;
import
software.amazon.awssdk.services.lookoutvision.model.DetectAnomaliesResponse;

import software.amazon.awssdk.services.lookoutvision.model.DetectAnomalyResult;

import
software.amazon.awssdk.services.lookoutvision.model.LookoutVisionException;

import java.io.BufferedInputStream;
import java.io.ByteArrayInputStream;
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import
import
import
import
import
import

import
import
import
import
import
import

import
import

java.io.File;
java.io.FileInputStream;
java.io.FileNotFoundException;
java.io.IOException;
java.io.InputStream;
java.net.URLConnection;

java.text.NumberFormat;
java.awt.*;
java.awt.font.LineMetrics;
java.awt.image.BufferedImage;
javax.imageio.ImagelIO;
javax.swing.*;

java.util.logging.Level;
java.util.logging.Logger;

// Finds anomalies on a supplied image.

public
/**

class ShowAnomalies extends JPanel {

* Finds and displays anomalies on a supplied image.

*/

private static final long serialVersionUID = 1L;

private transient BufferedImage image;

private transient BufferedImage maskImage;

private transient Dimension dimension;

public static final Logger logger =
Logger.getlLogger(ShowAnomalies.class.getName());

//

Constructor. Finds anomalies in a local image file.

public ShowAnomalies(LookoutVisionClient 1fvClient, String projectName,
String modelVersion,

String photo) throws IOException, LookoutVisionException {
logger.log(Level.INFO, "Processing local file: {@}", photo);
maskImage = null;

// Get image bytes and buffered image.
InputStream sourceStream = new FileInputStream(new File(photo));

SdkBytes imageSDKBytes = SdkBytes.fromInputStream(sourceStream);
byte[] imageBytes = imageSDKBytes.asByteArray();
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ByteArrayInputStream inputStream = new
ByteArrayInputStream(imageSDKBytes.asByteArray());
image = ImageIO.read(inputStream);

// Get the image type. Can be image/jpeg or image/png.
String contentType = getImageType(imageBytes);

// Set the size of the window that shows the image.
setWindowDimensions();

// Detect anomalies in the supplied image.
DetectAnomaliesRequest request =
DetectAnomaliesRequest.builder().projectName(projectName)
.modelVersion(modelVersion).contentType(contentType).build();

DetectAnomaliesResponse response = lfvClient.detectAnomalies(request,
RequestBody.fromBytes(imageBytes));

/*
* Tip: You can also use the following to analyze a local file.
* Path path = Paths.get(photo);

* DetectAnomaliesResponse response = lfvClient.detectAnomalies(request,

path);
*/

DetectAnomalyResult result = response.detectAnomalyResult();
if (result.anomalyMask() != null){
SdkBytes maskSDKBytes = result.anomalyMask();
ByteArrayInputStream maskInputStream = new

ByteArrayInputStream(maskSDKBytes.asByteArray());
maskImage = ImageIO.read(maskInputStream);

drawImageInfo(result);

// Sets window dimensions to 1/2 screen size, unless image is smaller.
public void setWindowDimensions() {
dimension = java.awt.Toolkit.getDefaultToolkit().getScreenSize();

dimension.width = (int) dimension.getWidth() / 2;
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dimension.height = (int) dimension.getHeight() / 2;

if (image.getWidth() < dimension.width || image.getHeight() <

dimension.height) {

dimension.width = image.getWidth();
dimension.height = image.getHeight();
}

setPreferredSize(dimension);

private int drawlLine(Graphics2D g2d, String line, FontMetrics metrics, int
yPos, Color color) {

/**

*

*

*

Draws a line of text at the spsecified y position and color.
confidence

@param g2D The Graphics2D object for the image.
@param line The line of text to draw.

@param metrics The font information to use.
@param yPos The y position for the line of text.

@return The yPos for the next line of text.

*/

int indent = 10;

// Get text height, width, and descent.

int textWidth = metrics.stringWidth(line);
LineMetrics 1lm = metrics.getlLineMetrics(line, g2d);
int textHeight = (int) lm.getHeight();

int descent = (int) lm.getDescent();

int y2Pos = (yPos + textHeight) - descent;

// Draw black rectangle.
g2d.setColor(Color.BLACK);

g2d.fillRect(indent, yPos, textWidth, textHeight);
// Draw text.

g2d.setColor(color);

g2d.drawString(line, indent, y2Pos);

yPos += textHeight;
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return yPos;

public void drawImageInfo(DetectAnomalyResult result) {

/**

* Draws the results from DetectAnomalies onto the output image.

*

*

*

*

*/

@param result The response from a call to
DetectAnomalies.

// Set up drawing.
Graphics2D g2d = image.createGraphics();

if (result.anomalyMask() != null){
Composite composite = g2d.getComposite();

g2d.setComposite(AlphaComposite.SrcOver.derive(@.5));
int x = (image.getWidth() - maskImage.getWidth()) / 2;
int y = (image.getHeight() - maskImage.getHeight()) / 2;

g2d.drawImage(maskImage, x, y, null);
// Set composite for overlaying text.
g2d.setComposite(composite);

//Calculate font size based on arbitary 32 pixel image width.

int fontSize = (image.getWidth() / 32);

g2d.setFont(new Font("Tahoma", Font.PLAIN, fontSize));
Font font = g2d.getFont();

FontMetrics metrics = g2d.getFontMetrics(font);

// Get classification information.

String prediction = "Prediction: Normal";

if (Boolean.TRUE.equals(result.isAnomalous())) {

prediction = "Prediction: Anomalous";

// Convert prediction to percentage.
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NumberFormat defaultFormat = NumberFormat.getPercentInstance();

defaultFormat.setMinimumFractionDigits(1);

String confidence = String.format("Confidence: %s",
defaultFormat.format(result.confidence()));

// Draw classification information.
int yPos = 0;

yPos = drawlLine(g2d, "Classification:", metrics, yPos, Color.WHITE);
yPos = drawlLine(g2d, prediction, metrics, yPos, Color.WHITE);
yPos = drawlLine(g2d, confidence, metrics, yPos, Color.WHITE);

// Draw segmentation info.
yPos = drawlLine(g2d, "Segmentation:", metrics, yPos, Color.WHITE);

// Ignore background label, so size must be > 1
if (result.anomalies().size() > 1) {
for (Anomaly anomaly : result.anomalies()) {
if (anomaly.name().equals("background"))
continue;
String label = String.format("Anomaly: %s. Area: %s",
anomaly.name(),

defaultFormat.format(anomaly.pixelAnomaly().totalPercentageArea()));
Color anomalyColor =
Color.decode((anomaly.pixelAnomaly().coloxr()));
yPos = drawlLine(g2d, label, metrics, yPos, anomalyColor);

} else {
drawLine(g2d, "None found.", metrics, yPos, Color.WHITE);

g2d.dispose();

@Override
public void paintComponent(Graphics g)
/**
* Draws the image and analysis results.
*
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* @param g The Graphics context object for drawing.

& DetectAnomalies.
*

*/

Graphics2D g2d = (Graphics2D) g; // Create a Java2D version of g.

// Draw the image.
g2d.drawImage(image, @, @, dimension.width, dimension.height, this);

// Gets the image mime type. Supported formats are image/jpeg and image/png.

private String getImageType(byte[] image) throws IOException

/**
* Gets the file type of a supplied image. Raises an exception if the image
* isn't compatible with with Amazon Lookout for Vision.

*

* @param image The image that you want to check.
*

* @return String The type of the image.
*/

InputStream is = new BufferedInputStream(new
ByteArrayInputStream(image));
String mimeType = URLConnection.guessContentTypeFromStream(is);

logger.log(Level.INFO, "Image type: {0}", mimeType);

if (mimeType.equals("image/jpeg") || mimeType.equals("image/png")) {
return mimeType;
}
// Not a supported file type.
logger.log(Level .SEVERE, "Unsupported image type: {03}", mimeType);
throw new IOException(String.format("Wrong image type. %s format isn't
supported.", mimeType));
}

public static void main(String[] args) throws Exception {

String photo = null;
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String projectName = null;
String modelVersion = null;

final String USAGE = "\n" +

"Usage:\n" +
" DetectAnomalies <project> <version> <image> \n\n" +
"Where:\n" +

" project - The Lookout for Vision project.\n\n" +

" version - The version of the model within the project.\n\n"

" image - The path and filename of a local image. \n\n";

try {

if (args.length != 3) {
System.out.println(USAGE);
System.exit(1l);

projectName = args[0];
modelVersion = args[1l];
photo = args[2];
ShowAnomalies panel = null;

// Get the Lookout for Vision client.
LookoutVisionClient 1fvClient = LookoutVisionClient.builder()

.credentialsProvider(ProfileCredentialsProvider.create("lookoutvision-access"))

photo);

.build();

// Create frame and panel.
JFrame frame = new JFrame(photo);
frame.setDefaultCloseOperation(JFrame.EXIT_ON_CLOSE);

panel = new ShowAnomalies(lfvClient, projectName, modelVersion,

frame.setContentPane(panel);
frame.pack();
frame.setVisible(true);

} catch (LookoutVisionException 1fvError) {
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logger.log(Level .SEVERE, "Lookout for Vision client error: {0}:
{1}",
new Object[] { 1fvError.awsErrorDetails().errorCode(),
1fvError.awsErrorDetails().errorMessage() });
System.out.println(String.format("lookout for vision client error:
%s'", lfvError.getMessage()));
System.exit(1);

} catch (FileNotFoundException fileError) {
logger.log(Level .SEVERE, "Could not find file: {0}",
fileError.getMessage());
System.out.println(String.format("Could not find file: %s",
fileError.getMessage()));
System.exit(1l);

} catch (IOException ioError) {
logger.log(Level .SEVERE, "IO error {@}", ioError.getMessage());
System.out.println(String.format("I0 error: %s",
ioError.getMessage()));
System.exit(1l);
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Amazon Lookout for Vision Hefxt 7tol=
7| ok
MODEL_VERSION ALEsleis 2ol A L|CH
CONFIDENCE oS 0| HIHA ™Mot 2 AZ[E o] 2[4t
(0-100) &uLct. AME[E7 FomMH BF 7 Hae
oz 7|-7<5IL_||_-_|._
8. X&2 MEiStof B8 HE XEFLCH
9. TEH ol Al A0IM IAM 2E£0| S F Al g S MEHFHL|CY.
10. Tt ol M Bt F7, aCts eletel M Mdg MEdsL|CE
11. JSONS MEHS D 7|&E HME ClE ¥Mo 2 HiELCH
{
"Version": "2012-10-17",
"Statement": [
{
"Action": "lookoutvision:DetectAnomalies",
"Resource": "*",
"Effect": "Allow",
"Sid": "DetectAnomaliesAccess"
}
]
}
12. Next(CtZ)E MEHELICH
13. M ME HE ol H2 0|F (0d: DetectAnomalies-access)= &/=23gfLICt.
14, HA M8 S MENFLCE
15. Amazon S3 HHZ!ol| 2448 O|0(|X|E MESt= B 10~14EtAE Bt=FLICt
a. MMEAHOME CIS HME ABSHAAIL. ##/## ##E Amazon S3 HZ! 2 EAM3t2{= o|0|
Xlo| E{ ZEZ dHiEL|Ct.
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "S3Access",
"Effect": "Allow",

"Action": "s3:GetObject",
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"Resource": "arn:aws:s3:::bucket/folder path/*"

}

o= =

b. 13EtAH0|AHE S3Bucket-access@t Z2 CIE X2 0|22 MEHEFLILCE.

2EHA: (ME AR AT dd (2E)

O| &A= oM E Al™St= o 24 A& O] oFElLICt. DetectAnomalies 242 AWS SDK for
Python(Boto3)2| £ Z 7|& Lambda Python EZ30f & E LIC} Lambda &
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pip install boto3 --target python/.
zip boto3-layer.zip -r python/
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4. GBI Fo|M HES MEiELCE

5. HS dgS MEiELct

6. Name(O|&)1 Description(&H)=2 I=4&FL|C}.

7. zZip Ot UEEE MEAE £ YECSE MENELICH
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1. Lambda 2£8 Al

https://console.aws.amazon.com/lambda/ AWS Lambda 2& 2
1Et7H: AWS Lambda & = dH8(Z£)0M 488 Lambda & +& JLICt

a
b

2. FCE BHg MEfgrL|Ct.
2

=H=
E A A0|M lambda_function.pyl| ZEE CE3F 20| HIAIL.

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0

Purpose

An AWS lambda function that analyzes images with an Amazon Lookout for Vision
model.

import baseb4

import imghdr

from os import environ

from io import BytesIO

import logging

import boto3
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from botocore.exceptions import ClientError

logger = logging.getlLogger(__name_ )

# Get the model and confidence.

project_name = environ['PROJECT_NAME']
model_version = environ['MODEL_VERSION']
min_confidence = int(environ.get('CONFIDENCE', 50))

lookoutvision_client = boto3.client('lookoutvision')

def lambda_handler(event, context):
Lambda handler function
param: event: The event object for the Lambda function.
param: context: The context object for the lambda function.
return: The labels found in the image passed in the event
object.

try:

file_name = ""

# Determine image source.

if 'image' in event:
# Decode the encoded image
image_bytes = event['image'].encode('utf-8"')
img_b64decoded = base64.b64decode(image_bytes)
image_type = get_image_type(img_b64decoded)
image = BytesIO(img_b64decoded)
file_name = event['filename']

elif 'S30bject' in event:
bucket = boto3.resource('s3').Bucket(event['S30bject']['Bucket'])
image_object = bucket.Object(event['S30bject']['Name'])
image = image_object.get().get('Body').read()
image_type = get_image_type(image)
file_name = f"s3://{event['S30bject']['Bucket']}/{event['S30bject']
['Name']}"
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else:
raise ValueError(

'Invalid image source. Only base 64 encoded image bytes or images

in S3 buckets are supported.')

# Analyze the image.

response = lookoutvision_client.detect_anomalies(
ProjectName=project_name,
ContentType=image_type,
Body=image,
ModelVersion=model_version)

reject = reject_on_classification(
response[ 'DetectAnomalyResult'],
confidence_limit=float(environ['CONFIDENCE'])/100)

status = "anomalous" if reject else "normal"

lambda_response = {
"statusCode": 200,
"body": {
"Reject": reject,
"RejectMessage": f"Image {file_name} is {status}."

except ClientError as err:
error_message = f"Couldn't analyze {file_namel}. " + \
err.response[ 'Exrror'][ 'Message']

lambda_response = {
'statusCode': 400,
"body': {
"Error": err.response['Error']['Code'],
"ErrorMessage": error_message,
"Image": file_name

logger.error("Error function %s: %s",
context.invoked_function_arn, error_message)

except ValueError as val_error:

lambda_response = {

3EtA: Python ZE F7I (E&)
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'statusCode': 400,

'body': {
"Error": "ValueError",
"ErrorMessage": format(val_error),
"Image": event['filename']

}

logger.error("Error function %s: %s",
context.invoked_function_arn, format(val_error))

return lambda_response

def get_image_type(image):

Gets the format of the image. Raises an error
if the type is not PNG or JPEG.

:param image: The image that you want to check.
:return The type of the image.

image_type = imghdr.what(None, image)

if image_type == "jpeg":
content_type = "image/jpeg"
elif image_type == "png":

content_type = "image/png"
else:
logger.info("Invalid image type")
raise ValueError(
"Invalid file format. Supply a jpeg or png format file.")
return content_type

def reject_on_classification(prediction, confidence_limit):

Returns True if the anomaly confidence is greater than or equal to

the supplied confidence limit.

:param image: The name of the image file that was analyzed.

:param prediction: The DetectAnomalyResult object returned from DetectAnomalies

:param confidence_limit: The minimum acceptable confidence. Float value between
0 and 1.

:return: True if the error condition indicates an anomaly, otherwise False.
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reject = False

if prediction['IsAnomalous'] and prediction['Confidence'] >= confidence_limit:
reject = True
reject_info = (f"Rejected: Anomaly confidence
({prediction['Confidence']:.2%}) is greater"
f" than limit ({confidence_limit:.2%})")
logger.info("%s", reject_info)

if not reject:
logger.info("No anomalies found.")
return reject

T
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4CtAH: Lambda &% EHIA
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"Version": "2012-10-17",
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"Statement": [

{
"Sid": "LambdaPermission",
"Effect": "Allow",
"Action": "lambda:InvokeFunction",
"Resource": "ARN for lambda function"
}

Lambda 2£ 9| &4 7120 A Lambda &4 & %0 Cigt ARNS 7}KE =

OHA|A H

o
e

MSsted™ AAERE 2

I
e
rr

o

Ag ol Hehe FItetMlR:

O| Ar&XF 2! & AWS IAM Identity Center:

Het MEE MAEHLICEH AWS IAM Identity Center AFE A O] HEH ME
(& LICt
- HOtOIE SZXHE S35 IAMOIA ZE|Zl= AFSRL:

M Al M M| Create a role for a third-

party ldentlty provider (federat|on)2| XI’.';.'% = ok

« 1AM ALK}

« AISXI7FRE £+ e dets MAMEFLICH IAM AFR AH A 04| M Create a role for an

IAM user®| X|&E [MEL|CH

« (HEEX|Q
Ct. IAM A}

OFO ol-.-

rH

B0l A ALERE(

x|
£)of HEt Ftol X|ES MEAMSL.
4Tt

b. AWS SDK for Python2 A x|5t1 T LICH RtAIE LHE=2

2)HMS ALSRIOIH B AL ABAHE ASAE 2Bl
S

FIHEL

Al: AWS CLI 2 AWS SDKs

ME CHRIS R E5HAIA| Q.

c. 127 AWS Lambda &= ME(EZ&)| 7TEHAHMIM X|Het RS AZELICH

2. C}8 AEE client.py O|&2| mpoi| X{ZH&LICH.

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0

Purpose: Shows how to call the anomaly detection
AWS Lambda function.
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from botocore.exceptions import ClientError

import argparse

import logging

import baseb4

import json

import boto3

from os import environ

logger = logging.getlLogger(__name_ )

def analyze_image(function_name, image):
Analyzes an image with an AWS Lambda function.
:param image: The image that you want to analyze.
:return The status and classification result for
the image analysis.

lambda_client = boto3.client('lambda')
lambda_payload = {3}

if image.startswith('s3://'):
logger.info("Analyzing image from S3 bucket: %s", image)
bucket, key = image.replace("s3://", "").split("/", 1)
s3_object = {
'Bucket': bucket,
'"Name': key
}
lambda_payload = {"S30bject": s3_object}

# Call the lambda function with the image.
else:
with open(image, 'rb') as image_file:
logger.info("Analyzing local image image: %s ", image)
image_bytes = image_file.read()
data = baseb4.b64encode(image_bytes).decode("utf8")
lambda_payload = {"image": data, "filename": image}

response = lambda_client.invoke(FunctionName=function_name,
Payload=json.dumps(lambda_payload))
return json.loads(response['Payload'].read().decode())
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def add_arguments(parser):
Adds command line arguments to the parser.
:param parser: The command line parser.

parser.add_argument(
"function", help="The name of the AWS Lambda function "
"that you want to use to analyze the image.")
parser.add_argument(
"image", help="The local image that you want to analyze.")

def main():

Entrypoint for script.
try:
logging.basicConfig(level=1ogging.INFO,
format="%(levelname)s: %(message)s")

# Get command line arguments.

parser = argparse.ArgumentParser(usage=argparse.SUPPRESS)
add_arguments(parser)

args = parser.parse_args()

# Analyze image and display results.

result = analyze_image(args.function, args.image)

status = result['statusCode']

if status == 200:
classification = result['body']
print(f"classification: {classification['Reject']}")
print(f"Message: {classification['RejectMessage']}")
else:
print(f"Error: {result['statusCode']}")
print(f"Message: {result['body']}")

except ClientError as error:
logging.error(error)
print(error)
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if __name__ == "__main__":
main()
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https://www.nvidia.com/en-us/autonomous-machines/embedded-systems/jetson-agx-xavier/
https://www.nvidia.com/en-us/autonomous-machines/embedded-systems/jetson-agx-xavier/
https://en.wikipedia.org/wiki/AArch64
https://aws.amazon.com/blogs/aws/now-available-ec2-instances-g4-with-nvidia-t4-tensor-core-gpus/
https://aws.amazon.com/blogs/aws/now-available-ec2-instances-g4-with-nvidia-t4-tensor-core-gpus/
https://aws.amazon.com/blogs/aws/now-available-ec2-instances-g4-with-nvidia-t4-tensor-core-gpus/
https://aws.amazon.com/blogs/aws/now-available-ec2-instances-g4-with-nvidia-t4-tensor-core-gpus/
https://aws.amazon.com/blogs/aws/now-available-ec2-instances-g4-with-nvidia-t4-tensor-core-gpus/
https://en.wikipedia.org/wiki/X86-64
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https://aws.amazon.com/blogs/aws/new-ec2-instances-g5-with-nvidia-a10g-tensor-core-gpus/
https://aws.amazon.com/blogs/aws/new-ec2-instances-g5-with-nvidia-a10g-tensor-core-gpus/
https://aws.amazon.com/blogs/aws/new-ec2-instances-g5-with-nvidia-a10g-tensor-core-gpus/
https://aws.amazon.com/blogs/aws/new-ec2-instances-g5-with-nvidia-a10g-tensor-core-gpus/
https://aws.amazon.com/blogs/aws/new-ec2-instances-g5-with-nvidia-a10g-tensor-core-gpus/
https://en.wikipedia.org/wiki/X86-64
https://aws.amazon.com/ec2/instance-types/c5/
https://aws.amazon.com/ec2/instance-types/c5/
https://en.wikipedia.org/wiki/X86-64
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AT EQ0] XHEl= HA
NVIDIA TensorRT 8.2.0

Lookout for Vision Edge Agent HX 1.xE {8t 3.8 EE 3.9
Python %! Python 74 &4

AWS loT Greengrass Version 2 Z.0{ C|H}O|A M

Amazon Lookout for Vision2 AWS loT Greengrass Version 2 £ AF235t04 2 & 74 @4 Amazon
Lookout for Vision Edge Agent 741 @4 2! 220|¢1E o E2|AH0|MH 71 LA E AWS IoT

Greengrass V2 301 C|HtO|A O ZFEFSHA| HHE S = U&LICEH AL E = /U= C|Hto|A & 5t ES 0
off CHEH XEAMI8H LI 2 AWS loT Greengrass Version 2 .0 C|HFO|A @7 ALE EHRE R ERFHAIL.
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(][]

1. GPU Zlo|lE{E|E MHMEELICI. GPU 74 FES A2
M.

a. CUDAE X|H5t= GPU7I JU=X| &QIStM L. XAl LHE 2 CUDA-Capable GPU7} /=X

b. C}2 & slLIE £&5l04 7|7|0ofl CUDA, CuDNN 2! TensorRTE A& gfL|Ct.

« Jetson C|HIO|AE AIE3lE AR, JetPack T 4.4 - 4.6.12 Mx|StM L. REMIEE LIS
JetPack O} 7t0| 2 & & ZFHAAIL.

- x86 7|t St=Q0{1E AF235l1 NVIDIA GPU O0FO|3 20} 7|2 %{7} Ampere 0|7 H{ZIQ1 A
? (AFE 450[8.0 02, CtF2 TS YA
1. Linux& NVIDIA CUDA & x| 70|= 9| X|&lof }2F CUDA BT 10.28 M gfLct.
2. NVIDIA CuDNN A A9| x|&of 2t cuDNNE A X|gLCt,
3. NVIDIA TENSORRT &EA{o| X|&lofl [t2} TensorRT (H% 7.1.3 0|4}, 8.0.0 O|HE M
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https://docs.nvidia.com/cuda/cuda-installation-guide-linux/index.html#verify-you-have-cuda-enabled-system
https://docs.nvidia.com/cuda/cuda-installation-guide-linux/index.html#verify-you-have-cuda-enabled-system
https://developer.nvidia.com/embedded/jetpack-archive
https://docs.nvidia.com/cuda/archive/10.2/cuda-installation-guide-linux/index.html
https://docs.nvidia.com/deeplearning/cudnn/install-guide/index.html
https://docs.nvidia.com/deeplearning/tensorrt/install-guide/index.html

Amazon Lookout for Vision XL 7Hol=

1. Linux& NVIDIA CUDA A x| 7to|= 2| X[Fof 2t CUDA HHZE 11.28 A gfLich
2. NVIDIA CuDNN AEAM Ol X|&lof 2} cuDNN2 A x[&FLICt.
3. NVIDIA TENSORRT EEA{ Q| X|&of 2t TensorRT (HA 8.2.0)& A& gfLICh

2. AWS loT Greengrass Version 2 Z0{ C|H}O|A0]| Z0{ AZ EQ|0{E MR[ELICH AFA[EF LIS

AWS loT Greengrass Version 2 7H2 X} 2HLHA{O|A{ AWS loT Greengrass Core 4~ E 9J[04 AE-i
%2 AESAAIL.

3. ZEES XMFESt= Amazon S3 HHZ!0 M 212248 AWS loT Greengrass Version 2 A% F0f &4
St= IAM FE(EZ wE dghof HEt2 9_4?=i'§.* LICE REAIEH LI 2 F4 24 ofE[HEof CHE
S3 HZ! HMA {88 FEFIMAIR.

4. B ZFIZEOMCHS HBE UZ35t0{ Pythontt Python 7t&f BtE3E Fo{ T x|l Ax|EfLICH.

sudo apt install python3.8 python3-venv python3.8-venv

= BHE AL&5t04 Greengrass ALEXHE HIC|R O E0 FItEFLICH O|Z H| 5t Greengrass
b HHESH 14 Q AT7F GPUO| HMAE &~ Ql&LICH

sudo usermod -a -G video ggc_user

6. (MEH ALE) CHE AF8 A2 R E] Lookout for Vision Edge Agent APIE S &5t2{H E 8 ALSAIE
ggc_groupdll F7tEFLICt Ol S8l AHEXt= Unix THIQ! A2U& &3l Lookout for Vision S|
olo|TMERt SAIE = A&LICH

sudo usermod -a -G ggc_group $(whoami)
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https://docs.nvidia.com/cuda/archive/11.2.0/cuda-installation-guide-linux/index.html
https://docs.nvidia.com/deeplearning/cudnn/install-guide/index.html
https://docs.nvidia.com/deeplearning/tensorrt/install-guide/index.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/getting-started.html#install-greengrass-v2
https://docs.aws.amazon.com/greengrass/v2/developerguide/getting-started.html#install-greengrass-v2
https://docs.aws.amazon.com/greengrass/v2/developerguide/device-service-role.html#device-service-role-access-s3-bucket
https://docs.aws.amazon.com/greengrass/v2/developerguide/device-service-role.html#device-service-role-access-s3-bucket
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https://www.nvidia.com/en-us/autonomous-machines/embedded-systems/jetson-agx-xavier/
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1. Lookout for Vision0{| A I{Z7|Z %] olE|[HE (2ZE 7 24) E M&E St Ol AL&8t= Amazon
S3 HZIE MM HLE 71E HAIE MAFS = LICH

https://console.aws.amazon.com/lookoutvision/0{| A Amazon Lookout for Vision 2&2 3L|C}.
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https://semver.org/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://console.aws.amazon.com/lookoutvision/
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12. AWS loT Greengrass Version 20|Ad 22 F4 @ A& |5 HI Z6t2{T Greengrass0oi| A HiE 7|
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D (SDK)S I 7| &l 5t 24

1. OFZE| Mx|stK| of2 AL AWS CLI 2 AWS SDKsE Mx|stm FAIBLICH REMIBH LIS 2 4EHA:

AWS CLI 2/ AWS SDKs M EHE HZSHAAIL
2. ZHEH I &HZ Al&tE = QlE SHIE HEHo| QYU=X| 2ol of shL|ct. REAMIEF LIE 2
StartModelPackagingJobE & ZE 3t AA|2.

3. CH3 CLI BEES AMEstod CHY CIHIO|A EEE CHY S &0 X H ZEE 7[5 &+ A&Lich

Target platform

CHS CLI &2 NVIDIA HMZ{E0|E{E AI835I0{ CHat ESHER RS 7|8 sl= WHE

HoiE LIt

ook

« project_name2 I7|&5t2i= 2&O0| X

- model_version2 m7|& st ZEO| S E HELCH

« (M4 AME) description2 2R I{7|E ZFedof CHEt

« architecture 2% 78 @A E A&3= AWS loT Greengrass Version 2 Z0{ C|H}O|A
9| o} 7|ElX{(ARM64 EE = X86_64) 2.

« gpu_code R& HEAEE AlH5t= F0{ C|HIO|A LS| GPU ZEE HAELICH

nx
0F
0
Hu
[
I
-
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« trt_ver 304 C|HIO|AO| MX|E TensorRT HHS 2 BHZAELICE.
« cuda_ver 304 C|HIO|AO| MX|EF CUDA HHS 2 BH4ZAFLICE.
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https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_StartModelPackagingJob
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DescribeModelPackagingJob
https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/javav2/example_code/lookoutvision/src/main/java/com/example/lookoutvision/StartModelPackagingJob.java
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_StartModelPackagingJob.html

Amazon Lookout for Vision XL 7Hol=

« component_nameE HdH5tEis RE 71 LA9| 0|22 HHELICH AWS loT
Greengrass V2.

« (M= AFE) component_version2 I7|E HYoM HEEls ZE 78 249 HTS
major minor.patch @A|Z AL ELICH 0|& §011.0.02 7#4 249 A

13 E
i = Zela Lo

* bucket2 I{7|& Eo| 2E 7+ 24 OlE|[HEE X{&H3t= Amazon S3 HHZIS 2 ¥4

o (ME4 AE) component_description2 22 71 @A MHOZ BiZAELICE

aws lookoutvision start-model-packaging-job \
--project-name project_name \
--model-version model_version \
--description="description" \
--configuration
"Greengrass={TargetPlatform={0s='LINUX',Arch="'architecture', Accelerator="NVIDIA'}, Compi
code\": \"gpu_code\", \"trt-ver\": \"trt_ver\", \"cuda-ver\":
\"cuda_ver\"}"',S30utputLocation={Bucket="'bucket',Prefix="prefix'},ComponentName="Compor
{Key="tag_key2',Value="tag_value2'}]1}" \
--profile lookoutvision-access

IPNE

aws lookoutvision start-model-packaging-job \
--project-name test-project-01 \
--model-version 1 \
--description="Model Packaging Job for G4 Instance using TargetPlatform
Option" \
--configuration
"Greengrass={TargetPlatform={0s='LINUX',Arch="'X86_64"',Accelerator="NVIDIA'}, CompilerOpt
code\": \"sm_75\", \"trt-ver\": \"7.1.3\", \"cuda-ver\":
\"10.2\"}"',S30utputLocation={Bucket="bucket',Prefix="'test-project-01/
folder'}, ComponentName="'SampleComponentNameX86TargetPlatform', ComponentVersion='0.1.0",C

2 m7|& (SDK) 191
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is my component', Tags=[{Key='modelKey®@',Value="'modelValue'},
{Key="modelKeyl',Value="modelValue'}]13}" \
--profile lookoutvision-access
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bucket2 mf7|& 2d0o| REH 7T 24 OIE|HE E XZESH= Amazon S3 HAIS = #44
ghLict.

prefix2 If7|& 2{0| 22 71 Q4 OlE|HEE K& 5= Amazon S3 HZ! LI {Ix[2
s LICt

(ME4 ALE) tag_keyl 2 tag_key2e= 2 HEHEN HMEE E}T9| 7|2 BHAFLIC
(MEH AR tag_valuel X tag_value2e R HELEN HEE Ef19| 7| G2 E ¥

aws lookoutvision start-model-packaging-job \
--project-name project_name \
--model-version model_version \
--description="description" \
--configuration
"Greengrass={TargetDevice='jetson_xavier',6 S30utputlLocation={Bucket="'bucket',6 Prefix="'pre
{Key="'tag_key2',Value="tag_value2'}1}" \
--profile lookoutvision-access
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O Al

aws lookoutvision start-model-packaging-job \
--project-name project_01 \
--model-version 1 \
--description="description" \

--configuration
"Greengrass={TargetDevice='jetson_xavier',6 S30utputlLocation={Bucket="'bucket',6 Prefix="'con

model component',6 Tags=[{Key="'tag_keyl',6Value="'tag_valuel'},
{Key="tag_key2',Value="tag_value2'}1}" \
--profile lookoutvision-access

4. SHEH2lJobName ZtE 7ISELICt ol YE= ChZ BAHIM EEfLICH oAl

{
"JobName": "6bcfdoff-90c3-4463-9a89-6b4be3daf972"
}
5. Eo| #Hxl HENE 7tX{2= Ol DescribeModelPackagingJob2 AFSELICH CH2S HEE
L|C}.

« project_name2 A& 52 ZEME O|§2 = HtELICEH
0

xil
« job_name O|™ EHO0M 7|E 3 & Q| O|F§2 2 HELICE

aws lookoutvision describe-model-packaging-job \
--project-name project_name \
--job-name job_name \
--profile lookoutvision-access

StatusztO| SUCCEEDEDO|™H 2 mj7 | %fdo| 2 =& ZALICt 20| CHE E2 F Al 7ICHEl

Z CHAl A|E3HA A2,
6. = AE5t0 HIEZE HSELICI AWS loT Greengrass V2. AkA|EH LI 2 CIHIO|A0 24 24
HHEE EHRE EZSHA AR

DE o7 |E Aol oigh HE 727

Amazon Lookout for Vision 2& %! AWS SDKE AF&35t04 MAs 2E 17 |2 =redoi CHEt HEE 7}

Mg & A&Lch

= 715 Aol het B2 HM2 7] 193
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z=x
. 2E oA s MR Jixe Y| (22
. 28 7|E 5o HE (SDK) 7HR27

H

d o7 d &Y HE 77| (&)

2d 7| A M E MM (22)

1. https://console.aws.amazon.com/lookoutvision/0llA Amazon Lookout for Vision 2&& JLIC}.

2. Get startedE MEEFL|CE,

3. 2FEMEM Z=MEE MENEFLICE

4. ZEHME MMM Eais 2 1f7|E edo| ZEHE Z2MES ML)

5. 2% £t Ao Z2ME O|FoM WK 2 17 |X|S MEtLict

6. 2 m7|E ated MMolM BRis 2Y 7| Aedg MesLch Y 7| & Aol MR HE

SR m7|d & HE (SDK) 7HK 27|

(o}

AWS SDKE At835to ZEMEO| B 17| 2 YE LHFstT §d 2 m7|Z 2ol cHet HEE
7t = UgLct

SEHIi7|E Y S5
ListModelPackagingJobs APIE £ &£36t0{ ZE2EMEO| D& I{7 | AU Z LIEY £ JU&LICH SHO
= ZF 22 07| & 2hdof cHet = ModelPackaglngJobMetadata A S 50| Z&E L

Ct. E3t S 50| S|ME 4= ot EENMed AEE = A= HOoIX| & EEL Z§

Tjof A&LICH

il |-II

DE o7 S HHe Lttt

1. O}&! Mx%|6HK| ot2 7B AWS CLI & AWS SDKsE Mx|stm FArL|Ct REM|IEH LIS 45HA:
AWS CLI 2/ AWS SDKs A

2. CIS CLI BHE ALE3FIAAIR. project_name2 AIE35l2{E ZZMEQ| O|E2 2 #HZAELICH.

aws lookoutvision list-model-packaging-jobs \
--project-name project_name \
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https://console.aws.amazon.com/lookoutvision/
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_ListModelPackagingJobs
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_ModelPackagingJobMetadata
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--profile lookoutvision-access

DE o7 EE dY

DescribeModelPackagingJob APIE At&5t0o] 2= 7| & 2ol CHet MEE 7S LIct 82 %
ol #x] MEfet 7|EF HEJF Z & El ModelPackagingDescription ZH| I L|C}.

{7|X|& dEsted™

1. OFZ Mx|5HX| &t2 B AWS CLI 2! AWS SDKsE Mx|stDn e LIC XM LH2 S 45EHA:
AWS CLI 2/ AWS SDKs A% B E FHESIAA|L.

2. LIS CLI BEE A8tAA2. COhES HEELICH

« project_name2 A& 52 ZEME O|§2 = HtELICEH

+ job_name %@io| 0|5 lL|C}. StartModelPackagingJob2 &3t ¢4 0|5 (JobName)2
d&Lct.

aws lookoutvision describe-model-packaging-job \
--project-name project_name \
--job-name job_name \
--profile lookoutvision-access

Zeto|HE ofZ2|A0ld 7 d 24 Y

Z2t0o|HE ofE 270l FH A= AFERI7} 2 St= AFEAF K| AWS 10T Greengrass Version
2 7+ 2AlLICH AWS IoT Greengrass Version 2 204 C|HFO|A0{| A Amazon Lookout for Vision 2
A2 ME5te Ol EREt HIZELIA 2E|E FHELICH

ZHEof HMASHZ| 230 22H0IHE ofZE 2|7 0| 74 2 A= Lookout for Vision Edge Agent 74 2
A8 AFSELICE Lookout for Vision Edge Agent 4 A= ZEE AM&35t0{ O|0|X|E M5t 2
of ClHtO|AOIM 2= E 2tE[etE Ol AH&st= APIE MSEfLICH

Lookout for Vision Edge Agent API= $H73 Z2AM S ES et Z2EZQ! gRPCE At &3tod T3
ElLict REMEH I8 2 gRPCE B Z3SHAAIL. gRPCIE X _=.i_
g = A&LCt oAl Python ZEE NS &LICH REAMIEF L

MEEAS EHHE ARSHAAR.
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https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DescribeModelPackagingJob
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_ModelPackagingDescription
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_StartModelPackagingJob
https://grpc.io/
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@® Note
Lookout for Vision Edge Agent 7t @A E HIZs= 22 74 Q40| 4 &=L ct 24
T AE FofClHto|aof HiZESH Fof ClHto|A| RiS2 =2 HiZEE LICH

1. gRPCE A6t 5 142 MXst 1 EFAL 2lo|EEEIE MRIELICt
2. DHIS A% I EE MM,
3. AEE AKX XM 7 QA Z 30{ C|HFO|AO| HYZ &L},

A& Xt X|’d GStreamer THO|Z 2[RI M Ol B XIE =t YHE 2oiF = 2E0[AUE ofE 2|7
o|lM 7 49| 0 &= https://github.com/awslabs/aws-greengrass-labs-lookoutvision-gstreamer2 %t

oA

£ ztdst7| fIsh 7HY ZE2 Amazon Lookout for Vision Z& 714 24 L B

Z2I0|¢1E FE= gRPC Z2I0|1EE A& 5104 Amazon Lookout for Vision S K| | O|HEOf| KM A
S A8 5to{ 7le B2 M35 DetectAnomalies oA 2 =0

EME
S&58E dRlsts gHE 2oiELICh

ZE0|ME FE IS 2zt FolE MER XE 7T 2AE BET MER X|E T4 248 olx|
ClHRofA0f BHEZBfLICE AHAMIEE L& 2 ZCi0[2E o Z2[FH0IM 748 24 dE BHES M EsHalAl
2.

|

« EtAL & E FItst7]

i
o
X
0
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https://github.com/awslabs/aws-greengrass-labs-lookoutvision-gstreamer
https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-development-tools.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/develop-greengrass-components.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/develop-greengrass-components.html
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gRPC M

7Het B+ E o ME Lookout for Vision Edge Agent APIE £ &357| {all 2= 0|M AF83H= gRPC 22t
O|1ET} B ErL|Ct 0|2 | 324 Lookout for Vision Edge Agent2| . protoAH|A Ho| mt& At
83510 gRPC AE{S A MErLCt.

® Note

Lookout for Vision Edge Agent O Z 2|7 0| HE 0| M MH|A Ho| ot

2 7t & A&LICt o E2|7H 0] #HHE 2 Lookout for Vision Edge Agent

TE A7 2E FY 240 B4z MxIE W Mx|ELICH ofEE/7

O|M HE2 /greengrass/v2/packages/artifacts-unarchived/
aws.iot.lookoutvision.EdgeAgent/edge_agent_version/
lookoutvision_edge_agent0l Q&LICH AHE &2l Lookout for Vision W X| 00| ME H
Mo 2 edge_agent_versiong WAt A[2. ofE 2|7 0| HE S B2 E{™ Lookout for
Vision 2| 0| 0| MEE 3 0{ C|HIO[A 0 HHAE&H{OF TFL|CH.

gRPCE dHste{H LI5S +stAL.

1. zip IUQ! proto.zipE CHR2EESHAMIL. zip THU0Y|=.proto MH|A H9O| mt Y (edge-
agent.proto)0| £0{ Q&LICH.

¥ edge-agent.protoO| Z&E EHZE O|SELICE

4. Chg BEE AHE3St0q Python 22t0|ME QIE{H0[AE H-GELICH

%%bash

python3 -m pip install grpcio

python3 -m pip install grpcio-tools

python3 -m grpc_tools.protoc --proto_path=. --python_out=. --grpc_python_out=.
edge-agent.proto

HE0o| S35t 2] CIHME 2|0l AF edge_agent_pb2_grpc.py & edge_agent_pb2.py
O| dELct.

5. RHES AIE5t= 2EI0|ME FEE MM, AMEH LIS E8t0|HE oHEE[AH 0lME 74
LANM R AME HHE FXFAAIR

i
o
nx
0
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samples/proto.zip
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EtAt &4 F7tst7|

S&ELICH REAIEE LY

DetectAnomalies O Xl ZE£ Pillow 2t0|EE{2IE AI235t04 0|O|X| ZdE
22 O|0|X| HIO|EE AI&35l0{ O|& REFE B X|ELICIH EHHE & ZTFHAAIL.

CtE HEE ALE3510d Pilow 2tO|EE2|§ MXR[EfLICH

python3 -m pip install Pillow

ZCIOo|ME ofEC|FH ol 71 E RAM Z- ALS

ZCI0|¢E ol ZC|F0|ME 7+ A9 RHIZ AIE5HE EHl= EctRE0 SARE EEHE M85 =
CtAH|QF H|=&FL|Ct.
1. B A™ES AIZFEFLICEH

=
2. o|O|X|olM ol& & A XIELICH

Amazon Lookout for Vision Edge OI|0|ME= 2 A|ZtSt, o|O|X|olAM O|& 2 ZX|etn, ZEHE
SXe = U= APIE MSELICEH APIE AHE35t04 ClHO|A S| RS L5t D HiZ & 2=Eod| CHE
HEE g £ &LICt RHMIEH LI 2 Amazon Lookout for Vision Edge Agent APl £ X Bt &
ZSMAIRL.

gRPC MEf I=E 2Ql510{ ©7 HEE A2 £ AUALICH RME LIS2 OF HE 7107 Helg
A (@}

gRPC7} X|HstE 2 E HOE ALEstod ZEE HEE & U&ELICH oA Python =& MSELICH

M

- 22I0|UE HEE|FH|O|M 715 LA AH ME
- ZEAY

- OlY ZXx|

- 283X

* ClHIO|AO| 2 =5

- ZY MY

c 2R HE I
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https://python-pillow.org/
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Zcto[AE o EE|F0|E 78 Ao A ME

CHE ZEE AFE735H0q Lookout for Vision S X| O O|MEE Sal| 220 CHE HMAE HM™EHLICEH

import grpc
from edge_agent_pb2_grpc import EdgeAgentStub
import edge_agent_pb2 as pb2

# Creating stub.
with grpc.insecure_channel("unix:///tmp/aws.iot.lookoutvision.EdgeAgent.sock") as
channel:
stub = EdgeAgentStub(channel)
# Add additional code that works with Edge Agent in this block to prevent resources
leakage

2 AR

S E5t0{ ZEE AR ELICH 222 AlEFstE O Alztol 22! &= l&Lict
S EHH X AEHE =HOIE 5= Q& LICH status EE 20| RunningO|™ Z & 0|
P

D]

StartModel APIE
DescribeModel &

oA 2=

component_name# RE T QA 9| O|ESZ HH T AAIL.
import time

import grpc
from edge_agent_pb2_grpc import EdgeAgentStub
import edge_agent_pb2 as pb2

model_component_name = "component_name"

def start_model_if needed(stub, model_name):

# Starting model if needed.

while True:
model_description_response =

stub.DescribeModel(pb2.DescribeModelRequest(model_component=model_name))
print(f"DescribeModel() returned {model_description_responsel}")
if model_description_response.model_description.status == pb2.RUNNING:
print("Model is already running.")
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break
elif model_description_response.model_description.status == pb2.STOPPED:

print("Starting the model.")
stub.StartModel(pb2.StartModelRequest(model_component=model_name))
continue

elif model_description_response.model_description.status == pb2.FAILED:
raise Exception(f"model {model_name} failed to start")

print(f"Waiting for model to start.")

if model_description_response.model_description.status != pb2.STARTING:
break

time.sleep(1.0)

# Creating stub.
with grpc.insecure_channel("unix:///tmp/aws.iot.lookoutvision.EdgeAgent.sock") as

channel:
stub = EdgeAgentStub(channel)
start_model_if_needed(stub, model_component_name)

ole &%l

_

DetectAnomaliesAPIE A& 35H04 0|0|X|2| O|& & Z X|&L|Ct.

O| DetectAnomalies 240{ = O|O|X| HIETHO| RGB888 Y= YAIOZ MEE WO = of &L
Ch Xl HIO|E= W7HM DS, F HW HIO|E= =M D2, Ml ¢ HIO|E= THEHM DS
LIEHHLICH o|O|X|& CHE ¥4l (o: BGR)2 2 MBS 3st= E< DetectAnomalies2| 0 F2 SHIEX| &t

&Lt

7|2%2 Z OpenCVE O|O|X| HIEHo| BGR EAlE AL & LICH OpenCVE A& 75}04
DetectAnomaliesZ £44g O|0|X|& ZIX{st= B O|O|X[E DetectAnomaliesOf MY 37| ™
of O|O|X|E RGB888 ¥AloZ HgtsloF & LILCt.

DetectAnomaliesOl MEst= O|0[X[2] LH|2t £0| X[+= 2R E 3f& A7 ol AEE o|0|X|<t
Zotof gfLCt.

O|0|X| HIOIEE AtEst0d Ol =& B X|FLICH

o|O|x|£ o|0|x| HFO|E 2 K|S st0q OIEIIIIOI olgE HXlE + UA&LICH O XoME 24 THY

Al&Hlof X{ZEl o|O|x|ol A o|0|X| HO|E & HAELICH.

sample. jpgE EM35tedE o|0|X| I} Uo| O|F 2 Z HFELICH component_nameE BY 74 @4
O| O|ESZ HITAMAIL.
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import time

from PIL import Image

import grpc

from edge_agent_pb2_grpc import EdgeAgentStub
import edge_agent_pb2 as pb2

model_component_name = "component_name"

# Detecting anomalies.
def detect_anomalies(stub, model_name, image_path):
image = Image.open(image_path)
image = image.convert("RGB")
detect_anomalies_response = stub.DetectAnomalies(
pb2.DetectAnomaliesRequest(
model_component=model_name,
bitmap=pb2.Bitmap(
width=image.size[0],
height=image.size[1],
byte_data=bytes(image.tobytes())

)

print(f"Image is anomalous -
{detect_anomalies_response.detect_anomaly_result.is_anomalous}")

return detect_anomalies_response.detect_anomaly_result

# Creating stub.

with grpc.insecure_channel("unix:///tmp/aws.iot.lookoutvision.EdgeAgent.sock") as

channel:
stub = EdgeAgentStub(channel)
start_model_if_needed(stub, model_component_name)
detect_anomalies(stub, model_component_name, "sample.jpg")

2 W22 MIHES AHS3H0 014 TR 8 EXIFLIC

L|Ct %|4fo] M52 LHE{™ DetectAnomalies 20| 28 HZE2IE AF25tE 70| £

LI & DetectAnomalies EHHE H XS AAI2.

&LICh RHAIE
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DE SX]

TYS O OlY AR S| ot Fe 2 A

02

2 & X|st= StopModel APIILICE.

stop_model_response = stub.StopModel(
pb2.StopModelRequest(
model_component=model_component_name

)

print(f"New status of the model is {stop_model_response.status}")

Clotolao] 2 =2

the section called “ListModels” APIS Al &304 C|HFO|AO| HIZE REIE LIQPE &= U&LICH.

models_list_response = stub.ListModels(
pb2.ListModelsRequest()

)

for model in models_list_response.models:
print(f"Model Details {model}")

2 A

]

DescribeModel APIE & 35t04 7|7|0 HHEZ =l 2 Hof Cist MEE g 4 Ql&L|C}
DescribeModel & A5t DI O| 34X AEHE 7IX2 = O KEELICE olE
DetectAnomalies2 S &35t7| Mo HA R o] A SCIX| &olof FLICH oM ZE= 22! A%

CI= odlXMQF 20| RpcError QI X A5l0{ 2F HEE 71K E = U&LICH F AEf 2 =0 CHt
KMEH LI 2 APIC| 2 X S 58 HZSHAAIR

# Error handling.

try:
stub.DetectAnomalies(detect_anomalies_request)

except grpc.RpcError as e:
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print(f"Error code: {e.code()}, Status: {e.details()}")

Zcto|HE ofEE|Fold 71 d 24 dd

CAEE MHstn ZEI0|ME ofEZ|7HolMd ZEE FHIRHSH Z2I0|HE ofZEZAH 0l 7
E MME + laLich MMH5tE 4 Q4= AWS loT Greengrass Version 2 Z0{ C|HFO|A0]|
e AFS A XIE 7 A LICH AWS 10T Greengrass V2. 2448t Bl|A|Z|= APQ-XP INESIE ks
QAE MEELICH glAlZ/o= BiZSHof st 2E S540| ZE k(o] U&LICH 0] ZL Amazon
Lookout for Vision & TH7|Zo|AM Mee D FHAE XIHELICH o248t 74 24 Ao
CHE REMIEH LHE 2 AWS loT Greengrass Version 2 T4 24 BAZ| X E FHE5HAAIL.

ol ZAe| MAtIME BIAIZ| TFUA 22I0IHE OHEZ2|F0IME T4 QA S MAMStT ALK AWS
loT Greengrass V2 k|5 74 QAR HAlste YHS EoiFLICH AWS loT Greengrass V2 & &
= AWS SDKE AI236l0d 1M QA E HAIE £ Ql&LCt.

A REAE 2AE pte= dof CHet REMIBH LI 2 AWS 10T Greengrass V2HEAM Q| CHE2
FMAIL.

I 075

]]>|'
OII

« CIHO|ANM T8 2AE JIL st D BAESIMAIL.

+ Create AWS loT Greengrass 7+ @4
O

« FO{C|HIO|AO| HiZEE 7

|
« 2CI0|ME o EE|7H0o|ME 7 RAE HAlsHZ| 28 IAM T8t

- CiAIT 4

« Zeto|¢E ofEE|F0|M 7 HA(EE)

- 2CI0|ME ofEE|7Ho|MHd T (SDK) HAl

220|HE OfZ 2|0l A A HAISH7| I8t 1AM 8t
Z2lo|iE oHZZ|AOIM P QAS OHE T AHA|StEA™ CHS 1 ZH2 IAM HEto| e Bt

* greengrass:CreateComponentVersion
* greengrass:DescribeComponent

* s3:PutObject
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https://docs.aws.amazon.com/greengrass/v2/developerguide/component-recipe-reference.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/getting-started.html#create-first-component
https://docs.aws.amazon.com/greengrass/v2/developerguide/create-components.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/publish-components.html
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il Al 4

Ol xtol M= ZHEHEt 22to|HE o ZEE(AHI01M 74 QA 9| BiA|LIE A FLCH
lookoutvision_edge_agent_example.pyl| ZE& CIHIO|AO HIZE 2EH S LF°"‘HI|=| T
QAE Fo{C|HtO|AM HHEZE & ASS 2 AYELICH £24S HiM 74 QAE HiZ & & 724

QA ZOE HOSAAL. RpAEH LIE2 CIHIO|A0 78 24 HIZ BHHE X ﬂ*'*lo #HI[7t £
T O] HXIE AMEStod HIZLIA 2| Fedste ZE9| BAIE BFEAAIL,

HlAlZl= JSON EE= YAML EA] nt =z e LICH B8 Amazon S3 HZ!0| 22t0|AE of E2[7H|0|
MISE AZCEFLICH

Zcto|HUE o EE|F0|ME T 24 BA|IE BHSEdH

1. OFE| St X| A AT gRPC AF WU S BHELICH XhM[EH LHE 2 gRPC A7 HHIE R T SHAlA|
o
2. OIS ZEE lookoutvision_edge_agent_example.pyOl2t= Tt XZELICE.

import grpc
from edge_agent_pb2_grpc import EdgeAgentStub
import edge_agent_pb2 as pb2

# Creating stub.
with grpc.insecure_channel("unix:///tmp/aws.iot.lookoutvision.EdgeAgent.sock") as
channel:
stub = EdgeAgentStub(channel)
# Add additional code that works with Edge Agent in this block to prevent
resources leakage

models_list_response = stub.ListModels(
pb2.ListModelsRequest()
)

for model in models_list_response.models:
print(f"Model Details {model}")

3. Amazon S3 HHZ!2 MM (& 7|&E HZ! AFE)5t04 ECI0|HE OEZE|F|0|ME FH 249 AA
otde MEetLch HZ!2 AWS A1 AWS loT Greengrass Version 2 2! Amazon Lookout for
Vision2 At&3H= AWS Z|7oi| QJofof & Lct.

4. O|™ EhAHo M Bt Amazon S3 H{Z!01l 1lookoutvision_edge_agent_example. py,
edge_agent_pb2_grpc.py and edge_agent_pb2.py2 HYZ2=&L|C} Zt ot
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
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9| Amazon S3 A2 E 7|E&LICt gRPC 4%0i| A edge_agent_pb2_grpc.py &

edge_agent_pb2.pyE MM ELICH.

5. HE7||M S 22 JSON EE= YAML HIA|I| Tt LS ddgfLct

« model_component2 & 71 QA9| O|FCZ MEELICH RIMEH LIB2 #+4 24 A

CHelg HESAAIL,

oo

« URI &3 lookoutvision_edge_agent_example.pyedge_agent_pb2_grpc.py, ¥
edge_agent_pb2.py2| S3 A2 2 HZEELICt

JSON
{
"RecipeFormatVersion": "2020-01-25",
"ComponentName": "com.lookoutvision.EdgeAgentPythonExample",
"ComponentVersion": "1.0.0",
"ComponentType": "aws.greengrass.generic",
"ComponentDescription": "Lookout for Vision Edge Agent Sample Application",
"ComponentPublisher": "Sample App Publisher",
"ComponentDependencies": {
"model_component": {
"VersionRequirement": ">=1.0.0",
"DependencyType": "HARD"
}
I
"Manifests": [
{
"Platform": {
"os": "linux"
1,

"Lifecycle": {
"install": "pip3 install grpcio grpcio-tools protobuf Pillow",
"run": {
"script": "python3 {artifacts:path}/
lookoutvision_edge_agent_example.py"

}
.
"Artifacts": [
{
"Uri": "S3 path to lookoutvision_edge_agent_example.py"
.
{
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"Uri": "S3 path to edge_agent_pb2_grpc.py

I
{
"Uri": "S3 path to edge_agent_pb2.py"
}
]
}
1,
"Lifecycle": {3}
}
YAML

RecipeFormatVersion: 2020-01-25
ComponentName: com.lookoutvison.EdgeAgentPythonExample
ComponentVersion: 1.0.0
ComponentDescription: Lookout for Vision Edge Agent Sample Application
ComponentPublisher: Sample App Publisher
ComponentDependencies:
model_component:
VersionRequirement: '>=1.0.0'
DependencyType: HARD
Manifests:
- Platform:
os: linux
Lifecycle:
install: |-
pip3 install grpcio
pip3 install grpcio-tools
pip3 install protobuf
pip3 install Pillow
run:
script: |-
python3 {artifacts:path}/lookout_vision_agent_example.py
Artifacts:
- URI: S3 path to lookoutvision_edge_agent_example.py
- URI: S3 path to edge_agent_pb2_grpc.py
- URI: S3 path to edge_agent_pb2.py

6. JSON EEE YAML mt 2 AFE{ofl K& ErL|Ct.

7. LIS & stLE s&sto] 2Et0|UE ol EEFH 0| 78 248 eI

ZCto|HE ofEE|F01M 718 24 dY 206



Amazon Lookout for Vision XL 7Hol=
« AWS IoT Greengrass 2& 2 A StE{HE s LICIE2H0|1E ofZ2|70|1M 74 24 7|

Al (_——.-1_4\_)
« AWS SDKE AIE3Ie{HE s LICIZCI0|E o Z2|7 0| 7 2 A (SDK) HlAl.

Zcto[ME o EE|F0IME 78 24 HA (EE)
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o

AWS loT Greengrass V2 2&2 AI&35t01 Z2I0|ME o E2(F|0|MH 7 QAE A

ZZI0|HE ofZ 2|70l 7 @A E HAlstEH

1. OFE] BHEX| A UCHH BlA|x| M4 S +2sto] 22I0[HUE oHEE|7H0|MH 7 24 BIA|Z|E Bt

SLlch

https://console.aws.amazon.com/iot/ AWS loT Greengrass &2 iL|C}.

21z Bt & o| Greengrass OlAM T+ QA E MEHFHLICE

L 8 A0 78 24 MMHS MESFHL|CH

JSON 4| HA|Z|IE ArEotE{H 74 24 M HO|X[o| M BA|Z|E JSONSE U2{S MEY

LICEH YAML &4 BAIZIE AL 6tE4H BAITIE YAMLE =g MEfEL|CH

HAIZ[OAM 7| & SA|Z|E B AlZ] 40| A BHE JSON = YAML B A|Z|2 CHAE L CH

7. TE A S MEIELIC
O

ZCAH oM T @A E HiAEZ B LICH

o b~ 0N

]

o

Zcto|ME ol ZEF0M 2E 2
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>

CreateComponentVersion APIE At&35t01 Z2I0|1E o EE2(AHO|M 8 QLA E HAI" = UA&LCH

Z220|HE ofZE2|7H0|MH M 24 (SDK) & HlAlstE{™

1. OFE| BHEX| A ACtH B AT M4 S +=&5to{ EI0|HE ofZZAI0IME M 24 BlA|Z|IE Bt
SLct.

2. BHZEZEAMCIE BES 2sto{ S2t0|HE ofZ2(AH0lMH 74 LA E MFLCH B
AL MHoM et BlAlZ| Tt Lol O|E S E recipe-fileS HEELICH

aws greengrassv2 create-component-version --inline-recipe fileb://recipe-file

Chs ErAoAM EF L

>
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zZ
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r
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o
0
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rr

0l0

ol 74 ea0
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https://console.aws.amazon.com/greengrass/
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_CreateComponentVersion.html
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3. CI3 BHE A835to Eetol OHEZEZ[AHO|M M 24 HEHE 7HX{ZLICt. component-

= E
arn2 O|F HHAOM 7|E 8t X2 ARNSZ HF M|, componentState?] 20|
DEPLOYABLEO|™ Z2}0|01E 22 T2 33 1A @ A7t FH|E ZddL|ct.

aws greengrassv2 describe-component --arn component-arn

4. Ct2oz ZEto|HE ofEEIF0lME H RAE HIZELICH

C|HFO|AO| 748 24 HHE

2 7 49 ZEH0|E o E2|AH 0| 7 2AE AWS loT Greengrass Version 2 201 C|H}O|
204 HHZEZ 524 AWS loT Greengrass V2 &2 AF&5H7HLE CreateDeployment APIE AFS & LILCE
ALAIEH LI 2AWS loT Greengrass Version 2 JHEH AL OFLHA S| HHE M4 S FHESHMIR. F0{ C|HtO|
A0 HHEE 74 QAE HOO|EstE Yol CHE XM LIS 2 HHEZ =8 XS MAIL.

=X

. 7

-
0z

0x
0 [F0 (kO

ol
0x

__I.L

E A835tod 1 QLA E HHES24™ CtF HFH0| AWS loT Greengrass V2 2 BHLICH.

0x
FO
>
==
Hl
i
Jdo
ok
>
=
H
Ok

greengrass:ListComponents

greengrass:ListComponentVersions

greengrass:ListCoreDevices
* greengrass:CreateDeployment
* greengrass:GetDeployment

* greengrass:ListDeployments

FLICH REMIEH LHE = AWS loT

ok

CreateDeployment 2! GetDeploymentE S 40| Qlo{of
Greengrass V20i| M Ho|3t 28 & TS A,

IAM HEH 70l ChE REMISH LIS S ALS X Bt S BESHAAR.
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https://docs.aws.amazon.com/greengrass/v2/APIReference/API_CreateDeployment.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/create-deployments.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/revise-deployments.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotgreengrassv2.html#awsiotgreengrassv2-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotgreengrassv2.html#awsiotgreengrassv2-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html
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T A HlE (ED)

Ctg HAHE Ar&5to4 E2I0|E o EEIA 0| T4 RAE F o ClHto|A0] HHESHAA|R. EEH0|
E o EZ|Fo|M2 BH 74 24 (Lookout for Vision Edge Agentod k2t EF2F &) oi| 2 E k&L
Ct. 22t0|ME OHEZ|AHIO|M 78 RLAE HiZSHH 2= 71 24 2 Lookout for Vision Edge Agent
O| HZ T A[ZFELICH

® Note

J|Z HHEO| T4 @48 £7HE £ UBLICL A2 250 TA 4 HEY 25 sl

A& 35t24™ AWS loT Greengrass V2 201 C|H}O|
82 AWS loT Greengrass Version 2 204 C|HFO|A M E

o |>
mo
]
1o
Q'I_-
E

T QA E C|HO[AO] HYZStE{H™

1. https://console.aws.amazon.com/iot/ AWS loT Greengrass 2&2 LIC}
2. 2% B 3ol GreengrassOll M HIZE MEHEHLICE

3. HHEOIM 2 MEdFLICE

4. e X8 HO|X[oM Ctg &S =~ ELICH.

1. HiZ G oteol|l M El=eh HixZ O|F 2 Y™{stHLt

H

2. HHZ CH& oA Zof ClHtO|AE MBYS T CHY OIF

0jo

3. Ct&S MEgLCH

k=3
=
5. T4 24 M= Ho|x|olM CHE S S #ELICH
1. L 78 Q40 2E0|HE 88 Z2 13 74 49| O|F S MEHFLICE
(com.lookoutvison.EdgeAgentPythonExample).

2. Ct2 S MEghL

6. T8 A T HOo|X[oM 34X 7 HE RX|StD CHS S ME4EHLICEH
7. 12 HE TS HO|X[oM 3R MHE RX|StD CHE S ME4EHLICE
8. Z4E W O|X|0{A HIEE MEHGI0{ LA @A HIEE A|ZEL|CH
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https://console.aws.amazon.com/greengrass/

JHeER 7Hol=

Amazon Lookout for Vision

HiZ 2FElf &2l (25)
AWS loT Greengrass V2 2& 0| M HiXZ 2 EHE =©
24

Q A 7} the section called “£2}0|2H1E O Z 2|7 0| M
HE 88

St=| L|E|-_

I MEf F

[
2 Hi

QA0 HHZ =l Lookout for Vision Z & S£0| 2101 =
e 2edof CHEF AHMIEE LHE

EI-OI_|3

S Fe uErt #2E $ 280l

AWS SDKE Al235t0d HiZ AENE

e

— =
A
—

HE 2FEY
AEHS}
£ 91 /greengrass/v2/
270

H
=t
(=]

2.
Felst 2™
https://console.aws.amazon.com/iot/ AWS loT Greengrass &=
LICH.
=S LICH.
e ze

2l EhA ol M Zof ClHtolA B
Greengrass A0{ C|HFO|AOIAM Z 04 C|HIO[AE M
X HiZ MEHE HoiT™ Hix B2 MEHFL|CH

ted (& Ef7t 2t =) 04 ClHO|A MM EDO|E
logs/com.lookoutvison.EdgeAgentPythonExample.log0liA ZE+0|HE ofZE|7
SHAMAI2. HHZ O oAl BiA|TZIQ I EE ALES

HHEZ 7} 4335
= 20|
lookoutvision_edge_agent_example.py2| £21i0| Z & ELICH OiAl:

1.
2.
3.
4.
5.
ol 2 4 ZIE &9l

Model Details model_component:"ModelComponent"
2 2 Amazon Lookout for

T8 24 (SDK) HH=
Ctg HAHE ArE5t0 2EI0|ME oHEE|7HO|M T 24, BH AH
Vision Edge Agent& F.0{ C|H}O|A0f HHEZ S A,
deployment.json IS M4d5t0{ 714 QAO HIZ FMHS HolghL|ct. o A2 CH=Z oilA|

1.
ot H|x g LICH.
210

"targetArn":"targetArn",
"com.lookoutvison.EdgeAgentPythonExample": {
"1.0.0",

"components": {

"componentVersion":
"configurationUpdate": {

}
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https://docs.aws.amazon.com/greengrass/v2/developerguide/monitor-logs.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/check-deployment-status.html
https://console.aws.amazon.com/greengrass/
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}
}

}

« targetArn EEOWM targetArn2(E) OIS BAICE HIZ CHY SR X|HE AE EE ME
& 9| Amazon 2|4 A O|§(ARN)2 2 HiELILCH.
« AF=Z:arn:aws:iot:region:account-id:thing/thingName
« ME O&: arn:aws:iot:region:account-id:thinggroup/thingGroupName
2. HHE CH&ol s=Hsteds 7|1&E HIZ 7t U=X] &Rl AR, THEE LI
a. CIS HWYHS Asslod Hix CHAM Ol HHEZ E LIQELICH £ target AWS IoT AFE EEE A2 O

o
Amazon ElAA O|&(ARN)targetArn2 2 HFEL|CH #&H AWS 2T Qs AFE Q|
oM B qws iot list-thingsS AFS3SHAAIL.

aws greengrassv2 list-deployments --target-arn targetArn

Eroll= cHafol| CHBE %[ Al HHEZ S 50| & ko] J&LICt 80| H|o] /= B Chaof 7|
A= [JOIE 2, 3EAHE HHE = U&LICH OJZEX| oM™ g HAHM ALESE
EHol M deploymentIde SAHELICEH

Alti5to] HYZ O] M MEE JtX{=2L|ct. 0|28 M ME o= HIEH| 0B, F
A 40| ZEELICH deploymentIdE ™ B9 IDE HiZLICH

4> T 00

oz 1
ko Olo
b 0

aws greengrassv2 get-deployment --deployment-id deploymentId

Eoll M CHS 71-2f 42 deployment.json2 2 SAFEHLICH A HHZ 0| A{ O[3t

deploymentName— HiZ 9| O|&.

« components—HIEOS| M 24 FH QA E M7{5tE{4H O| A 7 LA E A7
SHAAIL.

« deploymentPolicies— HiXE Z4%H,
« tags— HHEZ Q| EiT.

3. Che TS M¥stod Clutolao| 74 248 HESLICH SE Ol deploymentId 2t 7|58
LICH

aws greengrassv2 create-deployment \
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--cli-input-json file://path/to/deployment. json

4. Ct3 BES 4&sto] HiZ 4EHE =QIFLICH deployment-id2 O|T™ EtAH0IM 7[S 8 g2
B35t LICH deploymentStatus®| 21Ol COMPLETEDQ! A HiZ 7} MZXMo 2 =2 El 2L
Ct.

aws greengrassv2 get-deployment --deployment-id deployment-id

5. HH{EI} Y55t 30{ ClHto|A0|M EHOIE S Y1 /greengrass/v2/logs/
com.lookoutvison.EdgeAgentPythonExample.logOtA S2}0|Q1E ofZ 2|7 0|4
TE A EOE HQSHMAIR. HHEO|M oiA| BA|TIRt AEE AI8%tE B2 E0E
lookoutvision_edge_agent_example.py2| £E210| L& ELIC}. O Al:

Model Details model_component:"ModelComponent"

Amazon Lookout for Vision Edge Agent APl &=
O] M/M2 Amazon Lookout for Vision Edge Agent0dl CH8H API & Z= QlL|C},
DEZ ALE35t0{ O|&f E K|

DetectAnomalies APIZ AF&3104 AWS loT Greengrass Version 2 304 C|HIO| A0 A8 S0 2 &
2 A&3toq o|O|x[e| o|&E & X|ELCt,

el MY 7X@ 7|

2 0{ C|HtO|A0] HiZE 2o CHet MEE 71X 2= AP

rr

» ListModels

» DescribeModel

EI:-II Al

0%

304 C|HFO|A0] HiE £[= Amazon Lookout for Vision 22 & A|ZHSt1 S X|5t7| {8 APIQILICE.

» StartModel
 StopModel

Lookout Edge Agent APl X & &ol2 M 212
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DetectAnomalies

M€ olOlx|oiM ol

fjo

HX[gfLch

DetectAnomalies®| & ¥Alofl= o|O|X|of 5tLt Ol 2| of| 2|7} Z & E|o] QJICH=E B2 oS 1t of
Eo0f CcHer AMZEIZf0| ZEELICH ZEIo| B REIQI AL 2Cofl= Ct=0| Z&ELIC

OII

o ZtofQ K3 1get Mao=2 T ESE 0tA 3 0|0|K|L|CH DetectAnomaliesO| OfA 3 O]
OXI& 3% HEzlol K& 5t7{Lt 0tA3 E O|0|X| HIO|ER Btetst = & & &= U&Lct

 ofe| RFEol Zefst= ol0lx|e| HEE SALICH
- Ot&3 o|Ofx|of = olel FEol 16T+ Mo elLict

(® Note

DetectAnomalies®} &7 AI235t= 2 20| A& S 0|0{oF & LICt. DescribeModel
o X MEHE EQIE = UELICH 2RIE A|ZHSE{H™ StartModel BHH S & =354
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o
»
rII
E=]
=
o

DetectAnomalies QIE{Z|E RGB888 &Alo| m{ZIEl HIEH (0|O|X|)E X

Es w7ZIMMEZ2, F HW HIO|E= M RHE 2, Ml HY HiO|E = uhatM A2 LIEFHLICE. o|O|
X|E CtE Al (0d: BGR)2E A3 5tE < DetectAnomalies?| 06| &2 S2HI2X| f&LICtH

7|2% o2 OpenCVE O|0|X| HIER0| BGR &Alg AFEEFLICH OpenCVE A& 5104

DetectAnomaliesZ £A4% O|0|X|& ZIX{st= @< O|O|X[& DetectAnomaliesOf MY 37| ™

of O|0|X|E RGB888 Ao 2 Hgtafof §L|Ct.

XHElE Z|A o|O|X| 37|= 64x64 = ILICH X E|= Z|CH O|O|X| 2 7|= 4096x4096 % A lL|C}.

Protobuf HIAIX| £E= S} HZ 2| MOHEE Sl 0|0[X|E T&Y = U&LICH 2 O|0IX|E
protobuf H|A|X|2 %2335} 5™ DetectAnomaliesOll CHEt £ & X1 A|ZHO| 3 H| &0 = U&LICEH

XA AZhE z[AEetedH S/ HZElE AL8stE 20| E&LICH

OH

rpc DetectAnomalies(DetectAnomaliesRequest) returns (DetectAnomaliesResponse);

DetectAnomaliesRequest

DetectAnomalies®| /23 mlztO|E.
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message Bitmap {
int32 width = 1;
int32 height = 2;
oneof data {
bytes byte_data = 3;
SharedMemoryHandle shared_memory_handle = 4;

}

message SharedMemoryHandle {
string name = 1;
uint64 size
uint64 offset = 3;

1
N

message AnomalyMaskParams {
SharedMemoryHandle shared_memory_handle = 2;

}

message DetectAnomaliesRequest {

string model_component = 1;

Bitmap bitmap = 2;

AnomalyMaskParams anomaly_mask_params = 3;

}

Bitmap

DetectAnomalies®t &7 2240 A E O|OIX].
width

o|0lx|Q| LAH|(= )

height

o[dlx|el =Ool(EHd)

byte_data
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protobuf HIA[X|of 4 El 0|0O|X| HO|E.
shared_memory_handle

37 HEEl MZHE MEE o|0|X| HIOIE
SharedMemoryHandle

POSIX 37 HZ22| MIAHEE LIEFHLICE

name

POSIX HZZ2| MOIHEQ| O|FULICH 25 HEZ| Mol cheh XEMIEH L& 2 shm_openg

A2,

size

LI KoM AlEstE ol0lx| tHH 27| (HIOIE).

offset

37 HZE|l MIHEL| AZ 2EFE O|0|X| HIHS| A|XF FE7HX|2| 2 Z M (HIO|E)
AnomalyMaskParams

of | OtA3 & £335t7| @Iet metOlE. (M HE|o|M ZH).

shared_memory_handle

7

AL

0
40

)
ro

ofA = 9| O|O|X| HFO|EE E&ELICH (shared_memory_handleO| M3 &l X|
DetectAnomaliesRequest

model_component

A835leiE 20| ZEE AWS loT Greengrass V2 714 49| 0| lL|CH
bitmap

DetectAnomalies®t &7 2440l ALEE O[OIX|.

anomaly_mask_params

OtA3 &24g Q5 Mei™ nlzto|E. (M HE| oM ZE).
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https://man7.org/linux/man-pages/man3/shm_open.3.html
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DetectAnomaliesResponse

DetectAnomalies®| &.

message DetectAnomalyResult {
bool is_anomalous = 1;

float confidence = 2
Bitmap anomaly_mask 3;
repeated Anomaly anomalies = 4;
float anomaly_score = 5;

float anomaly_threshold = 6;

}

1 ~e

message Anomaly {
string name = 1;
PixelAnomaly pixel_anomaly = 2;

message PixelAnomaly {
float total_percentage_area = 1;
string hex_color = 2;

}

message DetectAnomaliesResponse {
DetectAnomalyResult detect_anomaly_result = 1;

}

o4

oo

%
o|0|X[ol M L 74E o|& S LIEFHLICH (M HE|o[M ZH).
name

O|O|X[o M & Z4El of 2] 72| O|&. name2 &H& ClIOIE MEQ| O] R0l DHEELICH O] MH|A
£ DetectAnomalies®| SE 0l HiZB 0| RS RS2 2 & UL

pixel_anomaly

ool e Taets LA otA ol chet MR LI
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PixelAnomaly

hex_color

ololx|e] ole| REE LIEILHE 16T My ZLLICH MY 2 & To[E HME| AEE o] R
A &foil ofEELICH

DetectAnomalyResult

is_anomalous

o|O[x[of| oi| 2|7t 8 Elod EX| 04F & LIEFHLICE trued OlOIX[0l| o 2|7} 23 &l FL.
false= O[OIX|7I &2l 82

confidence

DetectAnomalies®| 0|5 2| HE Mo CHSt AlZ|E. confidences 01+ 1 AO|Q| B8 A 2t
LIC}.

anomaly_mask

oI

B2 0t2&39| o|O0|X| HIO|EE ZFE

rIo

shared_memory_handleO| M| & Z| x| &f FLC (M Z2HE] o] 44

ZE.

212 Aol M HZAE 074 Ol 0| ollQl &S =2, (MIHE|OlM 2 R).
anomaly_score

o|O|x|ol| CHal of| & &l o] =0l o F=0| gi= ol0[x|o A HotLt Edo{L=XIE HE FiPﬁPE
AHILICH anomaly_score= ~ (Yt O|0O|X[2te| %|A HR}) 0.001A 1.0 (KBt olOIXK|2te] Z|CH
i) Helol #8 A ZHILICE Amazon Lookout for Vision2 O|O|X|of| CHE of| 50| Hat el B 01|
T anomaly_scored| CHEF gt2 gtetghLct.

> b

anomaly_threshold
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GOl EE BR/7I YK HIHACRIXIE &2
anomaly_threshold®| gtECt 3 7Lt &2 O[O|X
anomaly_threshold Ot2i{e| anomaly_score
£ anomaly_thresholdZ/2 22 E &t&
anomaly_threshold /2 &5t 7{L} HEE

ME| ZE
Ac =Kt
Mab 0
UNKNOWN 2
INVALID_ ARGUMENT 3
NOT_FOUND 5

RESOURCE_EXHAUSTED 8

FAILED_PRECONDITION 9

INTERNAL 13

AlZ M Amazon Lookout for Vision0i| A 7|&HEFLICEH.

A4
= o

DetectAnomalies 2 0F

2 43HoE sAMELICH

O|&fof =] mtetolE{7t
ot &LICH REMIEH LA
2F MHAIXIE &It

ro por I-
9'|_|
Ral
a2
>
i

FO oo 40 o

0 € £ 01 Lookout for Vision
Edge Agent= DetectAno
malies 2 S &5t L E
2t == &Lk RtAIsH LY
22 27 HAIXIE &elstAl
o

-l .

DetectAnomalies

RUNNING &E{7} o}l 2 &lof|
CHall S & E|&LCt

LIS MH|A QF 7} gh A3

L|C.

o>

DetectAnomalies

218



Amazon Lookout for Vision XL 7Hol=

DescribeModel

AWS loT Greengrass Version 2 0{ C|Ht 0| A0f Hf 2 El Amazon Lookout for Vision 2 S HHEE L
C}.

rpc DescribeModel(DescribeModelRequest) returns (DescribeModelResponse);

DescribeModelRequest

message DescribeModelRequest {
string model_component = 1;

}

model_component
MEstedE 20| ZEE AWS loT Greengrass V2 74 2 49| 0| ILICt.

DescribeModelResponse

message ModelDescription {
string model_component = 1;
string lookout_vision_model_arn = 2;
ModelStatus status = 3;
string status_message = 4;

}

message DescribeModelResponse {
ModelDescription model_description = 1;

}

ModelDescription

model_component

Amazon Lookout for Vision 222 Z&5t= AWS loT Greengrass Version 2 74 Q49| 0| lLCt.
lookout_vision_model_arn

AWS loT Greengrass V2 74 @A E M5t = O AFHEE Amazon Lookout for Vision 22 2| Amazon
2|aA O|F ARNYILICE
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status
DEo| XY SEILICH REAMIEH LI 2 ModelStatus EHd S & ESHMAIL.
status_message
2 Ao AFEf MA|X|ILICE.
MEf =
Ic =Kt =
Ma 0 SEO| dEF&LICH
UNKNOWN 2 ot £~ Qe QF | WMMEL
C}
INVALID ARGUMENT 3 StLt O| &t o 1= m2tO|E{ 7t
FE K| t&LICEH RFMISEE LK
22 2F HAIXIZ &2l5HA|
(e
NOT_FOUND 5 MBE olgE 7tz mHElg &
2 £ gigLch
INTERNAL 13 LHE MH|A @F 7 2hM3S
LIC}.
ListModels

AWS loT Greengrass Version 2 Z0{ C|HIO|A0] H{Z & 2H S L} &gfL|Ct

rpc ListModels(ListModelsRequest) returns (ListModelsResponse);

ListModelsRequest

message ListModelsRequest {3}
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ListModelsResponse

message ModelMetadata {
string model_component = 1;
string lookout_vision_model_arn =
ModelStatus status = 3;
string status_message = 4;

message ListModelsResponse {

repeated ModelMetadata models = 1;

}

ModelMetadata

model_component

Amazon Lookout for Vision &S Z &5

lookout_vision_model_arn

AWS loT Greengrass V2 74 QA E dM5t= O AHS

2| A4 O|Z(ARN)QILICH.

status

Dol R AEHRILICEH REAISH LHE 2 ModelStatus &

status_message

DEof #ef HAIXILICE.

AE| I E
Ic =Kt
M4 0

OII

= AWS loT Greengrass Version 2 743 @ 49| 0| &JL|C}.

=l Amazon Lookout for Vision 2 & 2] Amazon

AR

ListModels
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ac =Kt =
UNKNOWN 2 oF 4= Ol= QR 7} HhAlSHA |
Ct.
INTERNAL 13 LIS MH|A @F 7} ghMsia
L|CH.
StartModel

AWS loT Greengrass Version 2 701 C|HO|A0|M A™E|= REE AZRLICH R ARMS A|ZHS}
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rpc StartModel(StartModelRequest) returns (StartModelResponse);

StartModelRequest

message StartModelRequest {
string model_component = 1;

}

model_component
AlEtetede 20| Z&El AWS loT Greengrass Version 2 4 Q49| 0|§lL]C}

StartModelResponse

message StartModelResponse {
ModelStatus status = 1;

}
status
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rpc StopModel(StopModelRequest) returns (StopModelResponse);
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StopModelRequest

message StopModelRequest {
string model_component = 1;

}

model_component
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StopModelResponse

message StopModelResponse {
ModelStatus status = 1;

status
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ModelStatus
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enum ModelStatus {
STOPPED = 0;
STARTING = 1;
RUNNING = 2;
FAILED 3;

STOPPING 4;
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¥ Overview
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aws lookoutvision describe-project --project-name project_name \
--profile lookoutvision-access
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@staticmethod

def list_projects(lookoutvision_client):
Lists information about the projects that are in in your AWS account
and in the current AWS Region.

:param lookoutvision_client: A Boto3 Lookout for Vision client.
try:
response = lookoutvision_client.list_projects()
for project in response["Projects"]:
print("Project: " + project["ProjectName"])
print("\tARN: " + project["ProjectArn"])
print("\tCreated: " + str(["CreationTimestamp"]))
print("Datasets")
project_description = lookoutvision_client.describe_project(
ProjectName=project["ProjectName"]
)
if not project_description["ProjectDescription"]["Datasets"]:
print("\tNo datasets")
else:
for dataset in project_description["ProjectDescription"][
"Datasets"

print(f"\ttype: {dataset['DatasetType']}")
print(f"\tStatus: {dataset['StatusMessage']}")

print("Models")

response_models = lookoutvision_client.list_models(
ProjectName=project["ProjectName"]

)

if not response_models["Models"]:
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print("\tNo models")
else:
for model in response_models["Models"]:
Models.describe_model(
lookoutvision_client,
project["ProjectName"],
model["ModelVersion"],

PLint(M--mm s e e - \n")
print("Done!")
except ClientError:
logger.exception("Problem listing projects.")
raise

A== AWS AE A SDK 0d|A| GitHub Z|ZX|E 2|0 7RSS L|Ch ™A o Al= 047[0f| M

* Lists the Amazon Lookout for Vision projects in the current AWS account and
AWS

* Region.

*

* @param lfvClient  An Amazon Lookout for Vision client.

* @param projectName The name of the project that you want to create.

* @return List<ProjectMetadata> Metadata for each project.

*/
public static List<ProjectMetadata> listProjects(LookoutVisionClient 1fvClient)

throws LookoutVisionException {

logger.log(Level.INFO, "Getting projects:");

ListProjectsRequest listProjectsRequest = ListProjectsRequest.builder()
.maxResults(100)
.build();

List<ProjectMetadata> projectMetadata = new ArraylList<>();
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ListProjectsIterable projects =
1fvClient.listProjectsPaginator(listProjectsRequest);

projects.stream().flatMap(r -> r.projects().stream())
.forEach(project -> {

projectMetadata.add(project);
logger.log(Level.INFO, project.projectName());

1)

logger.log(Level.INFO, "Finished getting projects.");

return projectMetadata;
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O] Mx|5HX| &t 2 B2 AWS CLI & AWS SDKsE Mx|5t1 A& LICH REMISH LI 2 4EHA:
AWS CLI 2! AWS SDKs A7 BHHE 2 Z35HAAI2.
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AWS CLI

project-name?l| Z{2 AKX|stE{= MEO| o|Ec2 HAELICH

aws lookoutvision delete-project --project-name project_name \
--profile lookoutvision-access

Python
Ol == AWS B XM SDK oA GitHub EIZX|E 2| 7tX{Z LICE ™A oAl 047|0d| A
EHolstM 2.

@staticmethod
def delete_project(lookoutvision_client, project_name):

Deletes a Lookout for Vision Model

:param lookoutvision_client: A Boto3 Lookout for Vision client.
:param project_name: The name of the project that you want to delete.

try:
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logger.info("Deleting project: %s", project_name)
response =
lookoutvision_client.delete_project(ProjectName=project_name)
logger.info("Deleted project ARN: %s ", response["ProjectArn"])
except ClientError as err:
logger.exception("Couldn't delete project %s.", project_name)
raise

Java V2

®)

IE

|
Felst

rr

AWS MM SDK oAl GitHub 2|Z X|E 2|0 M 7FASLICH A& o XM= 047 |0l A

2.

fok
x

d

/**
* Deletes an Amazon Lookout for Vision project.
*
* @param 1lfvClient  An Amazon Lookout for Vision client.
* @param projectName The name of the project that you want to create.
* @return String The ARN of the deleted project.
*/
public static String deleteProject(LookoutVisionClient 1fvClient, String
projectName)
throws LookoutVisionException {

logger.log(Level.INFO, "Deleting project: {0}", projectName);
DeleteProjectRequest deleteProjectRequest =
DeleteProjectRequest.builder()
.projectName(projectName)

.build();

DeleteProjectResponse response =
1fvClient.deleteProject(deleteProjectRequest);

logger.log(Level.INFO, "Deleted project: {@} ARN: {1}",
new Object[] { projectName, response.projectArn() });

return response.projectArn();
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aws lookoutvision describe-dataset --project-name project name\
--dataset-type train or test \
--profile lookoutvision-access
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@staticmethod
def describe_dataset(lookoutvision_client, project_name, dataset_type):

Gets information about a Lookout for Vision dataset.

:param lookoutvision_client: A Boto3 Lookout for Vision client.
:param project_name: The name of the project that contains the dataset
that
you want to describe.
:param dataset_type: The type (train or test) of the dataset that you
want
to describe.
try:
response = lookoutvision_client.describe_dataset(
ProjectName=project_name, DatasetType=dataset_type
)
print(f"Name: {response['DatasetDescription']['ProjectName']}")
print(f"Type: {response['DatasetDescription']['DatasetType']}")
print(f"Status: {response['DatasetDescription']['Status']}")
print(f"Message: {response['DatasetDescription']['StatusMessage']}")
print(f"Images: {response['DatasetDescription']['ImageStats']
['Total']1}")
print(f"Labeled: {response['DatasetDescription']['ImageStats']
['Labeled']}")
print(f"Normal: {response['DatasetDescription']['ImageStats']
['Normal']}")
print(f"Anomaly: {response['DatasetDescription']['ImageStats']
['Anomaly']1}")
except ClientError:
logger.exception("Service error: problem listing datasets.")
raise
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print("Done.")
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* Gets the description for a Amazon Lookout for Vision dataset.

* @param 1lfvClient  An Amazon Lookout for Vision client.
* @param projectName The name of the project in which you want to describe a

* dataset.

* @param datasetType The type of the dataset that you want to describe (train
* or test).

* @return DatasetDescription A description of the dataset.

*/

public static DatasetDescription describeDataset(LookoutVisionClient 1fvClient,
String projectName,
String datasetType) throws LookoutVisionException {

logger.log(Level.INFO, "Describing {0} dataset for project {1}",
new Object[] { datasetType, projectName });

DescribeDatasetRequest describeDatasetRequest =
DescribeDatasetRequest.builder()
.projectName(projectName)
.datasetType(datasetType)
.build();

DescribeDatasetResponse describeDatasetResponse =
1fvClient.describeDataset(describeDatasetRequest);

DatasetDescription datasetDescription =
describeDatasetResponse.datasetDescription();

logger.log(Level.INFO, "Project: {@}\n"
"Created: {1}\n"
"Type: {2}\n"

"Total: {3}\n"
"Labeled: {4}\n"
"Normal: {53}\n"
"Anomalous: {63}\n",

+ + + + + +
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datasetDescription.

datasetDescription.

datasetDescription.

datasetDescription.

return datas

new Object[] {
datasetDescription.projectName(),

datasetDescription.creationTimestamp(),

datasetDescription.datasetType(),

imageStats().total().toString(),

imageStats().labeled().toString(),

imageStats().normal().toString(),

imageStats().anomaly().toString(),
1}

etDescription;
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aws lookoutvision update-dataset-entries\
--project-name project\
--dataset-type train or test\
--changes fileb://manifest file \
--profile lookoutvision-access
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Python
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@staticmethod
def update_dataset_entries(lookoutvision_client, project_name, dataset_type,
updates_file):
Adds dataset entries to an Amazon Lookout for Vision dataset.
:param lookoutvision_client: The Amazon Rekognition Custom Labels Boto3
client.
:param project_name: The project that contains the dataset that you want
to update.
:param dataset_type: The type of the dataset that you want to update
(train or test).
:param updates_file: The manifest file of JSON Lines that contains the
updates.
try:
status = ""
status_message = ""
manifest_file = ""
# Update dataset entries
logger.info(f"""Updating {dataset_type} dataset for project
{project_name}
with entries from {updates_file}.""")

with open(updates_file) as f:
manifest_file = f.read()

lookoutvision_client.update_dataset_entries(
ProjectName=project_name,
DatasetType=dataset_type,
Changes=manifest_file,

finished = False
while finished == False:
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dataset =
lookoutvision_client.describe_dataset(ProjectName=project_name,

DatasetType=dataset_type)

status = dataset['DatasetDescription']['Status']
status_message = dataset['DatasetDescription']['StatusMessage']

if status == "UPDATE_IN_PROGRESS":
logger.info(
(f"Updating {dataset_type} dataset for project
{project_name}."))
time.sleep(5)
continue

if status == "UPDATE_FAILED_ROLLBACK_IN_PROGRESS":
logger.info(
(f"Update failed, rolling back {dataset_type} dataset
for project {project_name}."))
time.sleep(5)
continue

if status == "UPDATE_COMPLETE":
logger.info(
f"Dataset updated: {status} : {status_message} :
{dataset_type} dataset for project {project_namel}.")
finished = True
continue

if status == "UPDATE_FAILED_ROLLBACK_COMPLETE":
logger.info(
f'"Rollback complated after update failure: {status} :
{status_message} : {dataset_type} dataset for project {project_name}.")
finished = True
continue

logger.exception(
f"Failed. Unexpected state for dataset update: {status} :
{status_message} : {dataset_type} dataset for project {project_name}.")
raise Exception(
f"Failed. Unexpected state for dataset update: {status} :
{status_message} :{dataset_type} dataset for project {project_namel}.")

logger.info(f"Added entries to dataset.")
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return status, status_message

except ClientError as err:
logger.exception(
f"Couldn't update dataset: {err.response['Error']['Message']}")
raise
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* Updates an Amazon Lookout for Vision dataset from a manifest file.
* Returns after Lookout for Vision updates the dataset.

* @param 1fvClient An Amazon Lookout for Vision client.

* @param projectName The name of the project in which you want to update a

* dataset.

* @param datasetType The type of the dataset that you want to update (train or
kS test).

* @param manifestFile The name and location of a local manifest file that you
want to

* use to update the dataset.
* @return DatasetStatus The status of the updated dataset.
*/

public static DatasetStatus updateDatasetEntries(LookoutVisionClient 1fvClient,
String projectName,
String datasetType, String updateFile) throws
FileNotFoundException, LookoutVisionException,
InterruptedException {

logger.log(Level.INFO, "Updating {0} dataset for project {1}",
new Object[] { datasetType, projectName });

InputStream sourceStream = new FileInputStream(updateFile);
SdkBytes sourceBytes = SdkBytes.fromInputStream(sourceStream);

UpdateDatasetEntriesRequest updateDatasetEntriesRequest =
UpdateDatasetEntriesRequest.builder()
.projectName(projectName)
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.datasetType(datasetType)
.changes(sourceBytes)
.build();

1fvClient.updateDatasetEntries(updateDatasetEntriesRequest);

boolean finished = false;
DatasetStatus status = null;

// Wait until update completes.
do {

DescribeDatasetRequest describeDatasetRequest =
DescribeDatasetRequest.builder()
.projectName(projectName)
.datasetType(datasetType)
.build();
DescribeDatasetResponse describeDatasetResponse = 1fv(Client
.describeDataset(describeDatasetRequest);

DatasetDescription datasetDescription =
describeDatasetResponse.datasetDescription();

status = datasetDescription.status();
switch (status) {

case UPDATE_COMPLETE:
logger.log(Level.INFO, "{@} Dataset updated for
project {1}.",
new Object[] { datasetType,
projectName });
finished = true;
break;

case UPDATE_IN_PROGRESS:

logger.log(Level.INFO, "{@} Dataset update for
project {1} in progress.",
new Object[] { datasetType,
projectName });
TimeUnit.SECONDS.sleep(5);
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break;

case UPDATE_FAILED_ROLLBACK_IN_PROGRESS:
logger.log(Level.SEVERE,
"{0} Dataset update failed for
project {1}. Rolling back",
new Object[] { datasetType,
projectName });

TimeUnit.SECONDS.sleep(5);
break;

case UPDATE_FAILED_ROLLBACK_COMPLETE:
logger.log(Level.SEVERE,
"{0} Dataset update failed for
project {1}. Rollback completed.",
new Object[] { datasetType,
projectName });
finished = true;
break;

default:
logger.log(Level.SEVERE,
"{0} Dataset update failed for
project {1}. Unexpected error returned.",
new Object[] { datasetType,
projectName });
finished = true;

} while (!finished);

return status;
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aws lookoutvision delete-dataset --project-name project name\
--dataset-type dataset type \
--profile lookoutvision-access
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@staticmethod
def delete_dataset(lookoutvision_client, project_name, dataset_type):
Deletes a Lookout for Vision dataset
:param lookoutvision_client: A Boto3 Lookout for Vision client.
:param project_name: The name of the project that contains the dataset
that

you want to delete.

:param dataset_type: The type (train or test) of the dataset that you
want to delete.

try:
logger.info(

"Deleting the %s dataset for project %s.", dataset_type,
project_name
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)

lookoutvision_client.delete_dataset(
ProjectName=project_name, DatasetType=dataset_type
)
logger.info("Dataset deleted.")
except ClientError:
logger.exception("Service error: Couldn't delete dataset.")
raise
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/**

* Deletes the train or test dataset in an Amazon Lookout for Vision project.

* @param lfvClient  An Amazon Lookout for Vision client.
* @param projectName The name of the project in which you want to delete a

ki dataset.

* @param datasetType The type of the dataset that you want to delete (train or
ki test).

* @return Nothing.

*/

public static void deleteDataset(LookoutVisionClient 1fvClient, String
projectName, String datasetType)
throws LookoutVisionException {

logger.log(Level.INFO, "Deleting {@} dataset for project {1}",
new Object[] { datasetType, projectName });

DeleteDatasetRequest deleteDatasetRequest =
DeleteDatasetRequest.builder()
.projectName(projectName)
.datasetType(datasetType)
.build();

1fvClient.deleteDataset(deleteDatasetRequest);

logger.log(Level .INFO, "Deleted {@} dataset for project {1}",
new Object[] { datasetType, projectName });
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "PutExports",
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"Effect": "Allow",

"Action": [
"S3:PutObjectTagging",
"S3:PutObject"

1,

"Resource": "arn:aws:s3:::bucket/path/*"

"Sid": "GetSourceRefs",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion"
1,

"Resource": "*"

-
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Shows how to export the datasets (manifest files and images)
from an Amazon Lookout for Vision project to a new Amazon
S3 location.

import argparse
import json
import logging

import boto3
from botocore.exceptions import ClientError

logger = logging.getlLogger(__name_ )

def copy_file(s3_resource, source_file, destination_file):
Copies a file from a source Amazon S3 folder to a destination
Amazon S3 folder.
The destination can be in a different S3 bucket.
:param s3: An Amazon S3 Boto3 resource.
:param source_file: The Amazon S3 path to the source file.
:param destination_file: The destination Amazon S3 path for
the copy operation.

source_bucket, source_key = source_file.replace("s3://", "").split("/", 1)

destination_bucket, destination_key = destination_file.replace("s3://",

"").split(
II/II’ 1

try:
bucket = s3_resource.Bucket(destination_bucket)
dest_object = bucket.Object(destination_key)

dest_object.copy_from(CopySource={"Bucket": source_bucket, "Key":

source_key})
dest_object.wait_until_exists()
logger.info("Copied %s to %s", source_file, destination_file)
except ClientError as error:
if error.response["Error"]J["Code"] == "404":
error_message = (
f"Failed to copy {source_file} to "

Z2ME (SDK) ol M CllO|E ME LHELHZ|

253



Amazon Lookout for Vision

JHeER 7Hol=

f"{destination_file}. : {error.response['Error']['Message']}"

)

logger.warning(error_message)

error.response["Error"]["Message"] = error_message
raise

def upload_manifest_file(s3_resource, manifest_file, destination):
Uploads a manifest file to a destination Amazon S3 folder.
:param s3: An Amazon S3 Boto3 resource.
:param manifest_file: The manifest file that you want to upload.
:destination: The Amazon S3 folder location to upload the manifest
file to.

destination_bucket, destination_key = destination.replace("s3://",
"").Split("/"’ 1)

bucket = s3_resource.Bucket(destination_bucket)

put_data = open(manifest_file, "rb")
obj = bucket.Object(destination_key + manifest_file)

try:
obj.put(Body=put_data)
obj.wait_until_exists()
logger.info("Put manifest file '%s' to bucket '%s'.

, obj.key,
obj.bucket_name)
except ClientError:
logger.exception(
"Couldn't put manifest file '%s' to bucket '%s'.", obj.key,
obj.bucket_name
)
raise
finally:
if getattr(put_data, "close", None):
put_data.close()

def get_dataset_types(lookoutvision_client, project):

Determines the types of the datasets (train or test) in an
Amazon Lookout for Vision project.
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:param lookoutvision_client: A Lookout for Vision Boto3 client.
:param project: The Lookout for Vision project that you want to check.
:return: The dataset types in the project.

try:
response = lookoutvision_client.describe_project(ProjectName=project)

datasets []
for dataset in response["ProjectDescription"]["Datasets"]:
if dataset["Status"] in ("CREATE_COMPLETE", "UPDATE_COMPLETE"):
datasets.append(dataset["DatasetType"])
return datasets

except lookoutvision_client.exceptions.ResourceNotFoundException:
logger.exception("Project %s not found.", project)
raise

def process_json_line(s3_resource, entry, dataset_type, destination):
Creates a JSON line for a new manifest file, copies image and mask to
destination.
:param s3_resource: An Amazon S3 Boto3 resource.
:param entry: A JSON line from the manifest file.
:param dataset_type: The type (train or test) of the dataset that
you want to create the manifest file for.
:param destination: The destination Amazon S3 folder for the manifest
file and dataset images.
:return: A JSON line with details for the destination location.

entry_json = json.loads(entry)

print(f"source: {entry_json['source-ref']}")

# Use existing folder paths to ensure console added image names don't clash.
bucket, key = entry_json["source-ref"].replace("s3://", "").split("/", 1)
logger.info("Source location: %s/%s", bucket, key)

destination_image_location = destination + dataset_type + "/images/" + key

copy_file(s3_resource, entry_json["source-ref"], destination_image_location)
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# Update JSON for writing.
entry_json["source-ref"] = destination_image_location

if "anomaly-mask-ref" in entry_json:
source_anomaly_ref = entry_json["anomaly-mask-ref"]
mask_bucket, mask_key = source_anomaly_ref.replace("s3://", "").split("/",
1)

destination_mask_location = destination + dataset_type + "/masks/" +
mask_key
entry_json["anomaly-mask-ref"] = destination_mask_location

copy_file(s3_resource, source_anomaly_ref, entry_json["anomaly-mask-ref"])

return entry_json

def write_manifest_file(
lookoutvision_client, s3_resource, project, dataset_type, destination

Creates a manifest file for a dataset. Copies the manifest file and

dataset images (and masks, if present) to the specified Amazon S3 destination.
:param lookoutvision_client: A Lookout for Vision Boto3 client.

:param project: The Lookout for Vision project that you want to use.

:param dataset_type: The type (train or test) of the dataset that

you want to create the manifest file for.

:param destination: The destination Amazon S3 folder for the manifest file

and dataset images.

try:
# Create a reusable Paginator
paginator = lookoutvision_client.get_paginator("list_dataset_entries")

# Create a Pagelterator from the Paginator

page_iterator = paginator.paginate(
ProjectName=project,
DatasetType=dataset_type,
PaginationConfig={"PageSize": 100},

output_manifest_file = dataset_type + ".manifest"
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# Create manifest file then upload to Amazon S3 with images.
with open(output_manifest_file, "w", encoding="utf-8") as manifest_file:
for page in page_iterator:
for entry in page["DatasetEntries"]:
try:
entry_json = process_json_line(
s3_resource, entry, dataset_type, destination

manifest_file.write(json.dumps(entry_json) + "\n")

except ClientError as error:

if error.response["Error"]["Code"] == "404":
print(error.response["Error"]["Message"])
print(f"Excluded JSON line: {entry}")

else:
raise

upload_manifest_file(
s3_resource, output_manifest_file, destination + "datasets/"

except ClientError:
logger.exception("Problem getting dataset_entries")
raise

def export_datasets(lookoutvision_client, s3_resource, project, destination):
Exports the datasets from an Amazon Lookout for Vision project to a specified
Amazon S3 destination.
:param project: The Lookout for Vision project that you want to use.
:param destination: The destination Amazon S3 folder for the exported datasets.
# Add trailing backslash, if missing.
destination = destination if destination[-1] == "/" else destination + "/"

print(f"Exporting project {project} datasets to {destination}.")
# Get each dataset and export to destination.
dataset_types = get_dataset_types(lookoutvision_client, project)

for dataset in dataset_types:
logger.info("Copying %s dataset to %s.", dataset, destination)
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def

def

write_manifest_file(
lookoutvision_client, s3_resource, project, dataset, destination

print("Exported dataset locations")
for dataset in dataset_types:
print(f" {dataset}: {destination}datasets/{dataset}.manifest")

print("Done.")

add_arguments(parser):
Adds command line arguments to the parser.
:param parser: The command line parser.

parser.add_argument("project", help="The project that contains the dataset.")
parser.add_argument("destination", help="The destination Amazon S3 folder.")

main():

Exports the datasets from an Amazon Lookout for Vision project to a
destination Amazon S3 location.

logging.basicConfig(level=1logging.INFO, format="%(levelname)s: %(message)s")
parser = argparse.ArgumentParser(usage=argparse.SUPPRESS)
add_arguments(parser)

args = parser.parse_args()

try:
session = boto3.Session(profile_name="1lookoutvision-access")
lookoutvision_client = session.client("lookoutvision™")
s3_resource = session.resource("s3")

export_datasets(
lookoutvision_client, s3_resource, args.project, args.destination
)
except ClientError as err:
logger.exception(err)
print(f"Failed: {format(err)}")
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if __name__ == "__main__":
main()
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aws lookoutvision list-models --project-name project name \
--profile lookoutvision-access

describe-model BEE AtEstod ZEol| CHE YEE 7FMFLICH TS 242 HEELICH

« project-name EQI¥

 model-version 4

aws lookoutvision describe-model --project-name project name\
--model-version model version \
--profile lookoutvision-access

Python
0| 2= &= AWS M A SDK Oi|A| GitHub 2|Z X|E 2|0l M 7RIS LICH Z&| o K& 0470 M
ZOIStMIL.
@staticmethod
def describe_models(lookoutvision_client, project_name):
Gets information about all models in a Lookout for Vision project.
:param lookoutvision_client: A Boto3 Lookout for Vision client.
:param project_name: The name of the project that you want to use.
try:
response =
lookoutvision_client.list_models(ProjectName=project_name)

print("Project: " + project_name)
for model in response["Models"]:
Models.describe_model(
lookoutvision_client, project_name, model["ModelVersion"]

)
print()
print("Done...")
except ClientError:
logger.exception("Couldn't list models.")

raise
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* Lists the models in an Amazon Lookout for Vision project.

* @param lfvClient  An Amazon Lookout for Vision client.
* @param projectName The name of the project that contains the models that

*

you want to list.

* @return List <Metadata> A list of models in the project.

*/

public static List<ModelMetadata> listModels(LookoutVisionClient 1lfvClient,
String projectName)

throws LookoutVisionException {

ListModelsRequest listModelsRequest = ListModelsRequest.builder()
.projectName(projectName)
.build();

// Get a list of models in the supplied project.
ListModelsResponse response = 1fvClient.listModels(listModelsRequest);

for (ModelMetadata model : response.models()) {
logger.log(Level.INFO, "Model ARN: {@}\nVersion: {1}\nStatus:

{2}\nMessage: {3}", new Object[] {

model.modelArn(),

model .modelVersion(),
model.statusMessage(),
model.statusAsString() });

return response.models();
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CLI

« project-name2 AXE ZHO| & E Z2ME O|F§2E HFFLICEH

+ model-version2 &N

aws lookoutvision delete-model --project-name project name\
--model-version model version \
--profile lookoutvision-access

Python
Ol Z=E= AWS MBA SDK oAl GitHub Z|ZX|EZ|0IA 7S LICH A oAM= 047]0d A
EOIStM 2.
@staticmethod
def delete_model(lookoutvision_client, project_name, model_version):
Deletes a Lookout for Vision model. The model must first be stopped and
can't
be in training.
:param lookoutvision_client: A Boto3 Lookout for Vision client.
:param project_name: The name of the project that contains the desired
model.

:param model_version: The version of the model that you want to delete.
try:
logger.info("Deleting model: %s", model_version)
lookoutvision_client.delete_model(
ProjectName=project_name, ModelVersion=model_version

model_exists = True
while model_exists:
response =
lookoutvision_client.list_models(ProjectName=project_name)

model_exists = False
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for model in response["Models"]:
if model["ModelVersion"] == model_version:
model_exists = True

if model_exists is False:
logger.info("Model deleted")

else:
logger.info("Model is being deleted...")
time.sleep(2)

logger.info("Deleted Model: %s", model_version)
except ClientError:

logger.exception("Couldn't delete model.")

raise
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* Deletes an Amazon Lookout for Vision model.
*
* @param 1fvClient An Amazon Lookout for Vision client. Returns after the
model is deleted.
* @param projectName The name of the project that contains the model that you
want to delete.
* @param modelVersion The version of the model that you want to delete.
* @return void
*/
public static void deleteModel(LookoutVisionClient 1fvClient,
String projectName,
String modelVersion) throws LookoutVisionException,
InterruptedException {

DeleteModelRequest deleteModelRequest = DeleteModelRequest.builder()
.projectName(projectName)
.modelVersion(modelVersion)

.build();

1fvClient.deleteModel(deleteModelRequest);
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boolean deleted = false;
do {

ListModelsRequest listModelsRequest =
ListModelsRequest.builder()
.projectName(projectName)
.build();

// Get a list of models in the supplied project.
ListModelsResponse response =
1fvClient.listModels(1listModelsRequest);

ModelMetadata modelMetadata = response.models().stream()
.filter(model ->
model.modelVersion().equals(modelVersion)).findFirst()
.0rElse(null);

if (modelMetadata == null) {
deleted = true;
logger.log(Level.INFO, "Deleted: Model version {0} of
project {1}.",
new Object[] { modelVersion,
projectName });

} else {
logger.log(Level.INFO, "Not yet deleted: Model version
{0} of project {1}.",
new Object[] { modelVersion,

projectName });
TimeUnit.SECONDS.sleep(60);

} while (!deleted);
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aws lookoutvision create-model --project-name "project name'"\

--output-config '{ "S3Location": { "Bucket": "output bucket", "Prefix": "output
folder" } }'\

--tags '[{"Key":"Key","Value":"Value"}]' \

--profile lookoutvision-access
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aws lookoutvision tag-resource --resource-arn "resource-arn"\
--tags '[{"Key":"Key","Value":"Value"}]' \
--profile lookoutvision-access
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aws lookoutvision list-tags-for-resource --resource-arn resource-arn \
--profile lookoutvision-access
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aws lookoutvision untag-resource --resource-arn resource-arn\
--tag-keys '["Key"]' \
--profile lookoutvision-access
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{

"Sid": "SpecificProjectOnly",

"Effect": "Allow",

"Action": [

"lookoutvision:DetectAnomalies"

1,

"Resource": "arn:aws:lookoutvision:us-east-1:123456789012:model/myproject/*"
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"LookoutVision:DetectAnomalies"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/stage": "production"
}
}
}
]
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"LookoutVision:DeleteModel",
"LookoutVision:StopModel"
1)
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/stage": "production"
}
}
}
]
}
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"Version": "2012-10-17",

AWS 223 &2 295


https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DescribeDataset
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DescribeModel
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DescribeModelPackagingJob
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_DescribeProject
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_ListDatasetEntries
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_ListModels
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_ListModels
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_ListProjects
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_ListTagsForResource

Amazon Lookout for Vision XL 7Hol=

"Statement": [
{

"Sid": "LookoutVisionReadOnlyAccess",

"Effect": "Allow",

"Action": [
"lookoutvision:DescribeDataset",
"lookoutvision:DescribeModel",
"lookoutvision:DescribeProject",
"lookoutvision:DescribeModelPackagingJob",
"lookoutvision:ListDatasetEntries",
"lookoutvision:ListModels",
"lookoutvision:ListProjects",
"lookoutvision:ListTagsForResource",
"lookoutvision:ListModelPackagingJobs™"

1,

"Resource": "*"
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "LookoutVisionFullAccess",
"Effect": "Allow",
"Action": [
"lookoutvision:*"
1,
"Resource": "*"
}
]
}
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 LookoutVisionConsoleTagSelectorAccess— A& Ef 7| 2 E{T Zt AM|ot2 el = Q!
& LICt. Lookout for Vision2 0|24t #HEt= ALE5t01 Ef el 2& HO|X| LM Ef 7| 2 Ef
Zhol et HE A" S MBS ELICH.

« LookoutVisionConsoleKmsKeySelectorAccess - AWS Key Management Service (KMS) 7|
L3S LIPEE £+ Q&LICH Amazon Lookout for Vision2 O] Het2 ALE35t0{ 253518 28t 1
7 BE|E KMS 7|8 X|¢dtE £ Lookout for Vision Zredo| A Ef MEH & =0f KMS 7|E *f
= LICH.

A

I

"Version": "2012-10-17",
"Statement": [
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{

"Sid": "LookoutVisionFullAccess",
"Effect": "Allow",
"Action": [

"lookoutvision:*"

1,

"Resource": "*"

"Sid": "LookoutVisionConsoleS3BucketSearchAccess",
"Effect": "Allow",
"Action": [
"s3:ListAl1MyBuckets"
1,

"Resource": "*"

"Sid": "LookoutVisionConsoleS3BucketFirstUseSetupAccess",

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:PutBucketVersioning",
"s3:PutLifecycleConfiguration",
"s3:PutEncryptionConfiguration",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": "arn:aws:s3:::lookoutvision-*"

"Sid": "LookoutVisionConsoleS3BucketAccess",
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:GetBucketAcl",
"s3:GetBucketVersioning"
1,

"Resource": "arn:aws:s3:::lookoutvision-*"

"Sid": "LookoutVisionConsoleS30bjectAccess",
"Effect": "Allow",
"Action": [

"s3:GetObject",
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"s3:GetObjectVersion",
"s3:PutObject",
"s3:AbortMultipartUpload",
"s3:ListMultipartUploadParts"

1,

"Resource": "arn:aws:s3:::lookoutvision-*/*"
},
{

"Sid": "LookoutVisionConsoleDatasetlLabelingToolsAccess",

"Effect": "Allow",

"Action": [
"groundtruthlabeling:RunGenerateManifestByCrawlingJob",
"groundtruthlabeling:AssociatePatchToManifestJob",
"groundtruthlabeling:DescribeConsoleJob"

1,

"Resource": "*"

},
{

"Sid": "LookoutVisionConsoleDashboardAccess",

"Effect": "Allow",

"Action": [

"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics"
1,
"Resource": "*"
I
{

"Sid": "LookoutVisionConsoleTagSelectorAccess",

"Effect": "Allow",

"Action": [

"tag:GetTagKeys",
"tag:GetTagValues"
1,
"Resource": "*"
},
{

"Sid": "LookoutVisionConsoleKmsKeySelectorAccess",

"Effect": "Allow",

"Action": [

"kms:ListAliases"

1,

"Resource": "*"

}
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "LookoutVisionReadOnlyAccess",
"Effect": "Allow",
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"Action": [
"lookoutvision:DescribeDataset",
"lookoutvision:DescribeModel",
"lookoutvision:DescribeProject",
"lookoutvision:DescribeTrialDetection",
"lookoutvision:DescribeModelPackagingJob",
"lookoutvision:ListDatasetEntries",
"lookoutvision:ListModels",
"lookoutvision:ListProjects",
"lookoutvision:ListTagsForResource",
"lookoutvision:ListTrialDetections",
"lookoutvision:ListModelPackagingJobs™"

1,

"Resource": "*"

"Sid": "LookoutVisionConsoleS3BucketSearchAccess",
"Effect": "Allow",
"Action": [
"s3:ListAl1MyBuckets"
1,

"Resource": "*"

"Sid": "LookoutVisionConsoleS30bjectReadAccess",
"Effect": "Allow",
"Action": [

"s3:GetObject",

"s3:GetObjectVersion"

1,

"Resource": "arn:aws:s3:::lookoutvision-*/*"

"Sid": "LookoutVisionConsoleDashboardAccess",
"Effect": "Allow",
"Action": [
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics"
1,

"Resource": "*"
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lookoutvision:GetWidget on resource: my-example-widget

O] B2, lookoutvision:GetWidget S AL& 304 my-example-widget E|AA0] HMAE
£ QT Z mateojackson AFS A} A S 0| 0| E3HOF EHLIC}.
20| 28 B2 AWS ZE[RtH BolstHIQ. ElAte 230l Xt 5HE MS & At Lt

iam:PassRole2 T35 CISL|X| S

iam:PassRole S +™E = = HEH0| gicts 27/ 7t == &= Lookout for Vision0l| &S
HEY = JRE HHME HH0|E
UF AWS MH|A olMHE M MH|A g BE= MH|A HAZE AE 2 WHste il 7|1E HEE i M
HIAO MEE 4= &LICH o[ st2d™ AL RI7E Mu|A0f dE S HEYE = s HEE 7K1

240{oF ELIct.

CtZ 0lAl 2F = marymajor2h= IAM AFE X7 2& & AF& 3104 Lookout for Vision0| A &4 S =2l
st2{ st= Aol YlgLIch StRIEF 2 Y S =-otEd™ MHH|A g0l Fo48t #HEHO| AMHH|A0
0{0F LICt. Mary= MH|A0| g8 MEE = Ue HErE 7K UX| et&LIch.

X a4 305

Ho



Amazon Lookout for Vision XL 7Hol=

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
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{

"eventVersion": "1.08",

Lookout for Vision 21 I} &=of CHet o|35H 313


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/lookout-for-vision/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAYN4CJAYDEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/MyUser",
"accountId": "123456789012",
"accessKeyId": "ASIAYN4CJAYEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAYN4CJAYDCGEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-11-20T13:15:09Z2"

}

}
},
"eventTime": "2020-11-20T13:15:437Z",
"eventSource": "lookoutvision.amazonaws.com",
"eventName": "CreateDataset",
"awsRegion": "us-east-1",
"sourceIPAddress": "128.0.0.1",
"userAgent": "aws-cli/3",

"requestParameters": {
"projectName": "P1",
"datasetType": "train",
"datasetSource": {

"groundTruthManifest": {

"s30bject": {
"bucket": "myuser-bucketname",
"key": "training.manifest"

}

iy

"clientToken": "EXAMPLE-0526-47dd-a5d3-2ca975820a34"
iy
"responseElements": {

"status": "CREATE_IN_PROGRESS"
iy
"requestID": "EXAMPLE-15el-4bc9-be38-cda2537c75bf",
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"eventID": "EXAMPLE-c5e7-43e0-8449-8d9b87el5ach",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": '"Management",
"recipientAccountId": "123456789012"
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
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https://aws.amazon.com/cloudformation/
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{
"Statement": [
{
"Principal":"*",
"Effect":"Allow",
"Action":[
"lookoutvision:DetectAnomalies"
1,
"Resource": "arn:aws:lookoutvision:us-west-2:123456789012:model/myProject/
myModel"
}
]
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https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/export-dataset-sdk.html
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https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/create-dataset-groundtruth-labeling-lob.html
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/running-model.html
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/running-model.html
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https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/package-settings.html#package-settings-target-platform-cpu-accelerator
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/running-model.html
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https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/models-devices.html
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/models-devices.html
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/su-create-console-bucket.html
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/su-create-console-bucket.html
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