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aws license-manager create-license-asset-group \
--name "Windows Server Group" \
--description "License asset group for Windows Server instances" \
--license-asset-group-configurations UsageDimension=vCPU \
--associated-license-asset-ruleset-arns arn:aws:license-
manager:region:account:ruleset/ruleset-id \
--client-token unique-token
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aws license-manager update-license-asset-group \

--license-asset-group-arn arn:aws:license-manager:region:account:license-asset-
group/group-id \

--name "Updated Windows Server Group" \

--description "Updated description for Windows Server instances"

2FO|MA RHAF 1 & ARA|

i
o

A Tostx| o2 BolMA R IES AME 4 BLICH O] HUS MY 248 4 gioH 2t
E = A}
-

O|MA RHAF IS0} IAEI F=| ME

Z£ S MEst0{ Bto|MA R OF S AK|stedH

1. https://console.aws.amazon.com/license-manager/0l A License Manager 2£ & jLIC}.

2. EMFo|MEIO|MHAE MENELICE

3. ElolidA Rt O E MMM StLE O|4f o] EtO|MdA Rt I &S AEE £ UK ZQlELIC
4. MM E Zto|MA Xt DES MEHSIE{™ SHQIEt S MEStD &Y, AK|IE MEHFLICH £ &=

KA E MEfE O 2tolidA RHAE O35 0| T O|X|o| M AT X HE S MEHEFLICH

5. CIO|MA XM OEE GFMoZ AX|ste{H HIAE HXH0] confirmE =28 CHS ANIE M
EHSFLICEH



https://docs.aws.amazon.com/cli/latest/reference/license-manager/update-license-asset-group.html
https://console.aws.amazon.com/license-manager/

AWS License Manager Add a permission2|

/A Important

| XI-O-IQ AlSH

eresLict,

CLIE At&stod EfO|MA R T &S A K| 5tedH

FL|CH REMIEH LH2 2 AWS CLI H2d 25 2 3t

11°I'

« delete-license-asset-group BHE ALS
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aws license-manager delete-license-asset-group \
--license-asset-group-arn arn:aws:license-manager:region:account:license-asset-

group/group-id
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--license-asset-group-arn arn:aws:license-manager:region:account:license-asset-
group/group-id
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aws license-manager list-license-asset-groups \
--max-results 50 \
--next-token token-from-previous-call
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aws license-manager list-assets-for-license-asset-group \

--license-asset-group-arn arn:aws:license-manager:region:account:license-asset-
group/group-id
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aws license-manager create-license-asset-ruleset \
--name "Custom Windows Ruleset" \
--description "Custom ruleset for Windows Server tracking" \
--rules '[

{
"RuleStatement": {

"InstanceRuleStatement": {
"MatchingRuleStatement": {
"Attribute": "Platform",
"Values": ["Windows"]

}
1"\

--client-token unique-token
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aws license-manager update-license-asset-ruleset \

--license-asset-ruleset-arn arn:aws:license-manager:region:account:ruleset/
ruleset-id \

--name "Updated Custom Windows Ruleset" \

--description "Updated description for Windows Server tracking"
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aws license-manager delete-license-asset-ruleset \
--license-asset-ruleset-arn arn:aws:license-manager:region:account:ruleset/
ruleset-id
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aws license-manager get-license-asset-ruleset \
--license-asset-ruleset-arn arn:aws:license-manager:region:account:ruleset/

ruleset-id
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* New-LICMLicenseConfiguration(AWS Tools for PowerShell)
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https://docs.aws.amazon.com/cli/latest/reference/license-manager/create-license-configuration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-LICMLicenseConfiguration.html
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html
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1. https://console.aws.amazon.com/license-manager/0l| A License Manager 2& 2 ¥JLICl.
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2023 10® 142 AWS License Manager O|Z0{|0{l A 2HO|MA
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* ram:EnableSharingWithAwsOrganization
* iam:CreateServicelLinkedRole
* organizations:enableAWSServiceAccess

* organizations:DescribeOrganization

Ct= MAHE S8 Number of accounts per organization for License ManagerO CHEt
stCrare
=

A 2T ES FHA 7|2 2[CH e 2 =3 & &Lt
License Manager2| X|#HE|= H'H &2 2 =2lgiH

1. describe-organization AWS CLI BHE AtE5t0{ U E ALE5t0] TE| Q| ARNZ EQIgfLCt.

aws organizations describe-organization

{
"Organization": {
"Id": "o-abcdel2345",
"Arn": "arn:aws:organizations::111122223333:0rganization/o-abcdel2345",
"FeatureSet": "ALL",
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https://console.aws.amazon.com/license-manager/
https://docs.aws.amazon.com/general/latest/gr/licensemanager.html#limits_license-manager
https://docs.aws.amazon.com/cli/latest/reference/organizations/describe-organization.html
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AWS License Manager
"111122223333",
"MasterAccountEmail": "name+torgsidentifier@example.com",

"MasterAccountArn": "arn:aws:organizations::111122223333:account/o-

abcdel2345/111122223333",
"MasterAccountId":
[

"AvailablePolicyTypes":
"SERVICE_CONTROL_POLICY",

{
"Type":
"Status": "ENABLED"
}
]
}
}
2. get-resource-shares AWS CLI BHEEZ AtE5t0{ 242 ALE5t0{ ZE|9| ARNS =FQIFLCH
aws ram get-resource-shares --resource-owner SELF --tag-filters
tagKey=Service, tagValues=LicenseManager --region us-east-1
{
"resourceShares": [
{
"resourceShareArn": "arn:aws:ram:us-east-1:111122223333:resource-share/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"name": "licenseManagerResourceShare-111122223333",
"owningAccountId": "111122223333",
"allowExternalPrincipals": true,
"status": "ACTIVE",
"tags": [
{
"key": "Service",
"value": "LicenseManager"
}
1,
"creationTime": "2023-10-04T12:52:10.021000-07:00",
"lastUpdatedTime": "2023-10-04T12:52:10.021000-07:00",
"featureSet": "STANDARD"
}
]
}
3. enable-sharing-with-aws-organization AWS CLI BE 2 At&5t0{ AWS RAMLCIS 1} 2|44 37
g gdsg
IHA| Zeld etolda 3% 35


https://docs.aws.amazon.com/cli/latest/reference/ram/get-resource-shares.html
https://docs.aws.amazon.com/cli/latest/reference/ram/enable-sharing-with-aws-organization.html
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aws ram enable-sharing-with-aws-organization

"returnValue": true

Ilst -aws-service-access-for-organization AWS CLI H&EE A& 35104 Organizations S5 AMH|A 2
oF =|7t License Manager0i| CH3H & 45t E|of U=X| 0I5t AWS RAMCHS 2 s&8E = U
&Lt

aws organizations list-aws-service-access-for-organization

{
"EnabledServicePrincipals": [
{
"ServicePrincipal": "license-manager.amazonaws.com",
"DateEnabled": "2023-10-04T12:50:59.814000-07:00"
1,
{
"ServicePrincipal": "license-manager.member-account.amazonaws.com",
"DateEnabled": "2023-10-04T12:50:59.565000-07:00"
1,
{
"ServicePrincipal": "ram.amazonaws.com",
"DateEnabled": "2023-10-04T13:06:34.771000-07:00"
}
]
}
/A Important

7t Z=|ojo| &elg et@shs O 2ICH 6AIZH AWS RAM O] Z& 4 l&Lich o] Z2 A2
£ fEsHoF ALY £ AsLICH

4. associate-resource-share AWS CLI BEZ AF&3t0] License Manager 2|24 S|RE Z 210 A4
745t L| |:|.
=Hd .

aws ram associate-resource-share --resource-share-arn arn:aws:ram:us-
east-1:111122223333:resource-share/alb2c3d4-5678-90ab-cdef-EXAMPLE11111 --

KA ZEld elo|MAa 38 36
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principals arn:aws:organizations::111122223333:0rganization/o-abcdel2345 --
region us-east-1

{
"resourceShareAssociations": [
{
"resourceShareArn": "arn:aws:ram:us-east-1:111122223333:resource-share/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"associatedEntity": "arn:aws:organizations::111122223333:0rganization/o-

abcdel2345",
"associationType": "PRINCIPAL",
"status": "ASSOCIATING",
"external": false

get-resource-share-associations AWS CLI BEE AF&5t0{ ElaA S/ HZE2| status7t 2IX|
&Qlg 4~ l&LICH ASSOCIATED

aws ram get-resource-share-associations --association-type "PRINCIPAL" --principal
arn:aws:organizations::111122223333:0rganization/o-abcdel2345--resource-share-
arns arn:aws:ram:us-east-1:111122223333:resource-share/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111 --region us-east-1

{
"resourceShareAssociations": [
{
"resourceShareArn": "arn:aws:ram:us-east-1:111122223333:resource-share/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"resourceShareName": "licenseManagerResourceShare-111122223333",
"associatedEntity": "arn:aws:organizations::111122223333:o0rganization/o-
abcdel2345",
"associationType": "PRINCIPAL",
"status": "ASSOCIATED",
"creationTime": "2023-10-04T13:12:33.422000-07:00",
"lastUpdatedTime": "2023-10-04T13:12:34.663000-07:00",
"external": false
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 update-license-configuration(AWS CLI)

» Update-LICMLicenseConfiguration(AWS Tools for PowerShell)
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 update-license-configuration(AWS CLI)

» Update-LICMLicenseConfiguration(AWS Tools for PowerShell)

License Manager0i| A A& 2 2[& 2to[dA AfK|

KHA| 22l etolMAE ArXlsted™ MY 2 E ElaL 0| A2 S sHA|sok LICH A 2to[MA 3o
2 CHAl AlEFeliofF st 82 AhAl| #H2lE EtoIMAE AHAE = U&LICH AZE o] $a9=ilgl 2tol

_>,i
2
re
N

o HZEIR 7|E BlaA0| 97 BT

A ofg I5t, OOl EEl oF &t
£ frgsts AHA 22l etolHAg MZ BIE S 7[E 2

AE AR
e 4 9laLoh

ZE£E MEs0{ AtAl| 2 2|™ 2to|MAE A XSt

1. https://console.aws.amazon.com/license-manager/0l| A License Manager 2& 2 LICl.

2. 2% ErA Eo|M AHA| #2l™ 2ol MAE MEIELICEH

3. XA #EIE 2to[MdA 2| 0|F S MEHSI04 Bto|MdA ME HE mo|X|E YLCt,

4. 2lAA0M L EAAE MENSID(INEMOE = UEE) 2|44 44 SHANE MEIELICH S5
Of Hlo{ /U= m77tX| gh=gFL|ct.

5 A AXNE MEHFLICH =l HIAIXIZF LEEFLEHE AR E MHEHSH LT

BIES ALS5tod XbA| 22l 2tolMAE Ak shedH

« delete-license-configuration(AWS CLI)

» Remove-LICMLicenseConfiguration(AWS Tools for PowerShell)

A 2™ 2to[MA ALK 40


https://console.aws.amazon.com/license-manager/
https://docs.aws.amazon.com/cli/latest/reference/license-manager/update-license-configuration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Update-LICMLicenseConfiguration.html
https://console.aws.amazon.com/license-manager/
https://docs.aws.amazon.com/cli/latest/reference/license-manager/delete-license-configuration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-LICMLicenseConfiguration.html

AWS License Manager Add a permission2|

License Manager®| At 2t2|& 2tOo[MA 3

AHA| #2138 2to|MA 7Al0| EH|E|H 22t A|Z HFLIE0| ¢Z2E = JU&LICH J28{H 782 0|&E
ot M 2laA0| HIZE Y AMete = J&gLlct &9l Ar&Xt= XIHE AMIOIM EC2 RIAEIA
E HESHA AIEE = o, #Elkt= 7|8 A3 License Manager CHA|EEE &3 2H0[4MA QI
EEE FHE = AGLICH AlZ XMoot CHAIEE S22 Sl A8 E-E O 2H MEE = U&L

/A Important
AWS = 2 ZEQ|0{ SZ UM | ZAt ZE2M A &O{5HX| A&LICH D2 AHE EF
Helo| e EH 2ho|MA AHekof| o|7{5tod FEIE AE3HAH olaitD License Managerol| 4= %!
Mol A& LY.

>0

met |

AHAN HAE AYREE BEE WX HSELICH AHEAE A8 XI?_
Molstm, License ManagerE HIZE £ 3H: S Al AFS R H 77 S &
ZlLICh StE MEte 748t B2, License Managertl A ElA&A7F AR EIXR| EE & & = U&LIC

5% M7} SR EIH 2H0o|MAT} ZBIAET AL THs 3 2tolMA E2 pHatElLID 7|2xoz
F=HME M7t BX|E|H 2to|MdA T EE[ARlo E2 gHEHEILICH OBt BX(|E QIARA Z3

(includedStoppedInstances)O| TrueE MHEE B2 SX|E QIABHAE HE FXE|T 2tO[M
MBS 2 HLHELICH o= 2ho|MA Z=7Hof 2t A1™ & EHoi| ZtAH[@0| QIAR AN BIO|MAE &

=
sliof st d<ol fSELCH

o >

ZE0iC 2 U 75 F40f Chst M2 4HAl0| L2 22, License Managers CHS 1} 2t
H7HLIES R|FLICt

rlo
hrd
®
=

bl

« AtA| 22l 2to|MAE AMIZH =8 2 2P XA E= T|EF AT EQ|0{e| BlO|[MAE FH
A2, AMIo] 2to|MA HEIZ Q1488 F ZEM O EGH ASE = UZE HAE £
Olg{et AMIZRE S| 2 & HiZ= ALV} o F & F7} 2 & 5t K| Lot = License Manage
M AIs2 2 FXMEL|C} Systems Manager XS 3t VM 7K 7|/LHE LI 7| & Packer S2
AMI 75 H7{LIE0| 2to|MA =g e = U&LCH.

« Amazon EC2 A|Zt &I Z 2! &l AWS CloudFormation - 2F0|MA H 212 AMIsO| Z23HE Zd0| 7|
2 gMo| ot B EC2 A|Z EIZ B! EE = CloudFormation B Z 20| M AMEHX] miztOlE{2 X|H
Q —“.*— ol&L|Ct. OIE—|°F HESIS ALSE HHi_ License Managerg At&35t0{ =XELICt XHA]

22| 2tolMA IDs K| stod EC2 Al RIES! EEE

S
ﬂ||ﬂl
om -

=}
o
o
o
9
i
> -

e
I
9_
9'|_-
I
S
0z
lo
Pal
a -
=

AHA| 22l 2tolMA A 41


https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/vm-import/latest/userguide/
https://www.packer.io/docs/builders/amazon.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-templates.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/

AWS License Manager Add a permission2|

AWS = BtO|MA FX O|O|EHE 4 F8 AWS HHS S A0 BMAE =
2 FZ AWS g LICt. = 2to[MA =X | o|E{of| HAM|AE = igL

ot 2XNE AXE = A&Lct

= Qizhet 12 ojo|gf
A

|E{E A0

h
i
E
(@]

KA 228 2o MA L AMI 24

n

1o

HAHE License Manager 2& 2 AF&5t04 AtAl| 22/ Eto[MAE AMISH 21dstE U E &0
Ct. Ol HXIME 7I&E RHA 22l LicenseE dtLt 014 E®5t 1 UCt 7HEELICH AMAE
AL, AR AL, SRStE AMIO] ZHA| ZHE2(E Bto|MAE @

oA AlE el RhA| 22 EtolMdAagt HAAY + laLch O™
2l 2to| M ALt AZAE K| of LB FHXH AHol| 2 AL XIE X

z0

4o 4> o
O

= Aol AMIE AHA| 2213 2to| A9 047351 0] A KoM AMIC| QIAEAIA A|ZHS FXiE
A&LICH StE MEtoll T2t License Managere 7+ QIARIA A g AEHELICH AZE
gtoll =25t License Managere &7+ QIARIA A|Zhg L 2IL|CH

4> H

Uet 21T LHol M AMIE S AtetD sHiE AMIO]| A E 2to|MA 20| U= F2 i 2to[MA T
2 M AMIeH At S = AZELICH M AMIHIM QIARIAE A% License Manager7t QIAEA
1 <

E:

A >

St
=

=

ICt. OtEHIERIZ 2HO[MA F490| AAE A 521 QIAEANM M AMIE 4 M5t
A FH2 M AMIZ AFS 2 2 44| License Manager= A AMIOIA A|ZH5HE QI
L|CF.

[> St mm oX Of

mu ort 1
8 LI
¢ rx

|
x
3|

/A Warning

License Managere= 2| 7t QIARA FXMZ X|@SHX| i &LICt 2to[MA F4do| AZE AMI

e

AHA| 22l etoldAet AMIE @145t H

1. https://console.aws.amazon.com/license-manager/0i| A{ License Manager &2 3LIC}.

2. 2% B oM xtA 2ElS 2tojAE MEfELICH

A A= AMI

roll

3. XAl g2l etoldA ol o|F & MEsto] BHolMA MIF HE H 0|X|E HLICH

E HodH AZE AMIE MEIELICEH
4, AZE AMIE HE4EFLICH

=
& 7t5E AMIOIA StLE Ol& o]l AMIE MEist 1 dAE MEfgfLct

KHA| 22l 2toldA E 42


https://console.aws.amazon.com/license-manager/

AWS License Manager Add a permission2|

MI01| CHEH AMI 242 HRIE

- A0l stLt o|&f o] AMIE ARstD Q= B2, &ARstD U=
LICH CHE MIE ALER AEol gt AZEE

MEistElE HIAIXIZE EAIE
LICH & els MEfErL|CE.

«  LCHE AEM M-SR SRE ZE AMIE ALSXE Hl-Hol| 2t AZF LI

O|AM A2 dZE AMIZ} 2FOo|MA ME ME H|o|X|2| AZE AMI B0d| E A|IEILICEH

KbA| 22|13 2o|MA b AMI 242 SHA

CtS ™RH= License Manager E—é‘-% A83tod RHxl| 22l 2ho|MAE AMISH 21 SliAlGHE WHe
HoiELICH S5 FAE AMI= A2 liME &= gi&LICE License Manager= 8A|ZtOICH S5 F|AEl
AMIE olstT AISo 2 A4S aiMELICH

AHA| 22l etold A’ AMIE 44 sliA|shEdH

1. https://console.aws.amazon.com/license-manager/0|| A License Manager 2& 2 3L|C}.
2. 21z EtM Ztoj| M AFA| 2HE2IE 2o|MA S MEHSHLCY.

3. XAl 22l etolddAa o] o|F 2 MBSt 2o[MA MF HE H0[X|E JLCt.

4. Associated AMIs(AZE AMIE MEHFFLICH

5. AMIE ME5t 1 AMI 214 SHA|E MEErLICH

License Managert| A £0{El 2t0|MA

rr

Ho4El 2to|MAE ZE0| AWS Marketplace, AWS Data Exchange0ll A F+Oi8H M|Zof CHt 2tolMA
O|7LE AZ EQ0{E B EIY Mt S&et A28 2 Fofet MEo EH gt 2ol A L|Ct. 2t
O|MMA BFEZ|Xt= AWS License Manager & AF&35t04 O|2& 2to|MA O] AL S #E[StD HEtol2tn
e AHS HEHE EY AWS Aol HiZ & £ QlaLch

AWS Data Exchange X|&o0i| b Z &l Gi|O|E 2t0|AM A= AWS Data Exchange& AWS &35l HZHo| A
SEILICE oM 2tO|MAE HHESIE{™ HA 5 S AWS MarketplaceE & 43}sHoF & LICH KHA|
g L8 2 ZE0M 75 SRE FESAM L.

2ol M A 2HE|XF7F AWS Marketplace 2HO[MA AWS O TEHS HI'H0d| HHE ST =&K7L £ 0o{El 2}
O|MAE Bt M35 SHHE Sl AWS H™o| 52 AI8E £ U&LICH AWS Marketplace. H|
HO| MEN HMAE = U&LICH HE S04 2t0|MA EE[X7H0| A Amazon Machine Image(AMI)
E T 00 AWS Marketplace 5t AWS H|’Hof| HetE b2 5= 39 AWS Marketplace 2 Amazon
EC2E AF873104 AMIOIA Amazon EC2 QIAEIAE A|RHE 4= Ql&LICE



https://console.aws.amazon.com/license-manager/
https://docs.aws.amazon.com/marketplace/latest/buyerguide/what-is-marketplace.html
https://docs.aws.amazon.com/data-exchange/latest/userguide/what-is.html
https://docs.aws.amazon.com/marketplace/latest/buyerguide/organizations-sharing.html

AWS License Manager Add a permission2|

=X

« 20{El oA BT

- License Managerd| A £ 04El 2tO[MA E 2|

« License Manager T8t H{

- License Manager0il M H3t £04 =25 3l 45t
+ License Manager®| T8t £ 0401 CHEF 2t

0]
« License Manager®| 04X} A0 CHEF CloudWatch X|E

F04E Zto|dA 27|

License Manageroil= Q15 &l Heto] et F04E 2to|MAE E1 #rE[g + U= Bo| ZAIELICH
F04El 2to|MA m|o|X|ol= ChExt Z2 B0l ZAIE & U&LICH

I

LH 2ol A

O| B2 License Manager0ilA 5 0{E!l 2l0|MAE & + U= AMA HEHO| U= ZE AASRITE AL
A&LICH Bol= 2tojda D X HE olEnH 22 2 B
7t

o1 2to|MA Mol RI&LICH o] HOo|X|oA Z

EHO|MA QoKX E| 2 E[AI)

ol B ZE BAKIE AT 4 UaLIch ol T Lh 2E Aol HoiE ME U 2tolMdao
& Ji4 8 Lidsts &7 MMo| U&LICH E8 XE OlF % HoiE glolMa 4 5 2 MBZo| &
Mg KM MEste EoF ZEHE XME MME EAIELC

Ol B2 ZE| TIRIT AHRE 4 UALICH Bol= BHolMA ID U HE 1B 22 2 2tolMdAo]
CHEH 27 Z8HE LY Z /ol S04El 2Ho|MA Mo 2lgLICt o] Ho|X|olAf 2 2tolMAof o
37t HEE 2 4 sl

License Manager0{| A £ 0{&l 2} 0|4 A EtE|

£ 04El 20| A= License Manager &0 EA|ELICH =4IXt= R0{E 2tO|MAE 25t E4
statioF ME S M = UELICH 2to|MAE 85t T &d3ste WH2 2Ho|MAT AIZEIRIE

x| 048 AWS Marketplace, H/&0| ZZ|o| H | QIX| 0458 AWS Organizations, =
Of & Mstx|o] U=X| o2 o et St &iLICt

Hod=l glo|MA 27| 44



AWS License Manager Add a permission2|

2o4El 2to|MAao]= Bto|MA HIEHHIO|Ee| 3 RA 2| SX|7F 2R ELICE. License Manageri Zt
ROiEl BHO|MASH B HEE CHE AWS 2IT0) AHE Q2 RIS LICH Ol 35 20| MA T} Rod
= 2E 2[HE & RoMq 2 = U&LCH

AWS Marketplace 2! AWS Data Exchange2| 2t0[A

. TIE TS BHOlMAE RECE £2E|T FAEHELICH
. BE IS ASE 4+ U TEQ BE AN TES TOHSD W Aol 2HolMAS HE
o 2 AOIA 2HOlHAT} RSO 42ELICt. 28] AHoILt B AHHoIM LiSol 2ol

OII
-

—
g gdzteg + et

- SEE HF 7Is0| EE3E =R o #E AYM 252 Folist T " Ao 2o[AE HHE
&t

H 2] AT M BtolMATL RSS2 S ELICH

ZroNRte| 2l A

« License ManagerE Al&46t0d 2tO|MAE HIZSt= MEof Cit 2lo|MAE £EHst 1 gAd3t8l ok
gruct.
. EE 7152 A8 £ e =20 #E| AEHMM MES Foist M AHl™Hof| 2Ho[MAE HHE

Al HHo M 2folidAaTt RtS2 2 2 ELICH 2| AEolL B Aol LESof 2tolMda

o
iEI-g2|.ol- A OIAL_||:|.

OII
-

=
e

SE M7 7l50| E4sE mElo| gl HYM MBS Foistn B H Kol 2loltAE bl
04 M A&l M 2to|MA T} RS2 $2HELC.
Console (My licenses)

Tt AWS A ™o Cis Fo4El 2to|MAE E1 2hE[g = U&LICH

H oM Fo{El 2tO|MAE B E[StE{H

1. https://console.aws.amazon.com/license-manager/0l A License Manager 2£& jLIC}.

2 EI-AH 7c<>|-0.||k| et =lo;|5| E|.0|A-|/\E AHEH %H |E|-

3. A ME =0l ot B LH 2tolMdAa RS MEMRFLICH

4. (MEAEY) CHET 22 EE M2 AE5t0] EAIE|E EloldA 52| HeIE XIEELICH
+ ME SKU - BO[MAE MAE mf BlolMA WEXE7H Holst o] Bto|MA 0] ME AlERt

Lich S Y&t A& SKU7t ofe] Isvol EXiE = U&LICH.
« AR} - 2holMA = 2Xt o] ARNRILICEH

Hoi=l glo|MA | 45


https://console.aws.amazon.com/license-manager/

AWS License Manager Add a permission2|

- &Ef - 2to|MAof HEHRILICE of: A& 7HS.
ctoladAof CHEr =71 HEE Eed™ 2to|MdA IDE MEYSHoq 2to|MdA 7He H|O|X[E LLC.

cho|MA 22 XE7L 0|2 2] RIE{E|Ql ZHR AWS MarketplaceX 7| HEt £0{ AEjE £ EHF
SLICt CHE & StLHE =YstMlR.

- 2lo|MA

MAE A& AEStX| of2E{™ 2to|MA JHe H|O|X|Z2 Sot7tA 2tolMA HIgd
ElL|Ct HIg d3tEl 2tolMAE Hl& AtEsied™ 2ol JH H0]X|=2 Zot7tAM

Console (Aggregated licenses)

ol R E Aol M &7Aet, Het FoiE Eto|MAE =+ U&LICH

/A Important
204El 2to|MA0| =& ™A E7|E AHE5tE{T HX{ AWS License Manager 2

AWS Organizations At&3t0{ @123t oF & LICt AtAMIEH LHE 2 License Manager2| A% E
g AESHAAIL.

Mk
x
2

0| M #H[&H Ztof| 2o{El 2tOo[MAE & 2[5HE4d AWS Organizations

> w0 Dd

https://console.aws.amazon.com/license-manager/0| A License Manager 2& 2 3L|C}.

=AY B0IA] M3t RO4E BtO|MA S MEBHLICE
R M= B 20| obd B ZIAIE BHolMA B MEBLICH
(M= AbSH CHRTH 22 TE| 2442 AFRSH04 EAIElE BHOIMA S8 0| €I XIMELICH

« M& SKU - 2to|MAE A IE m 2to|MA ErZXt7F Holgt o] 2to|MA ol M&E AEXH
LIch S8t ME SKU7Zt o] Isvoll ERHE = U &LICt

. 20Uz} - BHOlM AT} RO04E Z 0] AL

1=l 20| M A 22| 76


https://console.aws.amazon.com/license-manager/

AWS License Manager

Add a permission2|

5. BholAo| cHEt FIt HEE E2{H 2to|MA IDE MEHGI0] EhOo|MA MlE
LiCt.

6. cto|MA HZXH7L 0|Q|e| AIEE[Rl B CFE & StLEE AWS Marketplace
- Cto|MA E-gstE MENELICH At Fof MEflE gt

Y& Holx|§ ¥

s>ELc

2 A5 El 2O MAE HiS AF26HK| 2o it Elo|MA 7He HO|X|2 Sol7FAM 2ol A H|E A
3& MEMSHH ELIC B8t E 2to|MAE A& ALE5E{H 2toldA JHe H|O|X|2 Zot7HAM
2tolA EM5tE MENSHH ELCH

AWS CLI
E AM83t0od 204El 2lo|MAZ 2 AWS CLI & = Ql&LCt

AWS CLIE AI835t0{ £04El 2lo|MAE EHE|5te{™

* accept-grant

 create-grant-version

* get-grant

* list-licenses

« list-received-grants

* list-received-grants-for-organization

» list-received-licenses

« list-received-licenses-for-organization

* reject-grant

License Manager T8 Hi

ZE 7|52 g4set dEjollq =& ol el AN
E Mdstod R0o4El 2to|MA0|MH ZEof| HEHS
0{ 2! 7'= 2 AWS Organizations

HII fjo

]])l'
9'|_-
e

Organizations &

0

CHE & & 71Xz HEF 5o &

« XIEE HHEEF AWS A ™

£ cto|dA gE[xel ¢, HEF 0
HH%F = U&LICE ol CHEr REMIEF LHE 2 AWS
(@)

e Hi

47


https://docs.aws.amazon.com/cli/latest/reference/license-manager/accept-grant.html
https://docs.aws.amazon.com/cli/latest/reference/license-manager/create-grant-version.html
https://docs.aws.amazon.com/cli/latest/reference/license-manager/get-grant.html
https://docs.aws.amazon.com/cli/latest/reference/license-manager/list-licenses.html
https://docs.aws.amazon.com/cli/latest/reference/license-manager/list-received-grants.html
https://docs.aws.amazon.com/cli/latest/reference/license-manager/list-received-grants-for-organization.html
https://docs.aws.amazon.com/cli/latest/reference/license-manager/list-received-licenses.html
https://docs.aws.amazon.com/cli/latest/reference/license-manager/list-received-licenses-for-organization.html
https://docs.aws.amazon.com/cli/latest/reference/license-manager/reject-grant.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html

AWS License Manager Add a permission2|

« ZY RE-ZX A 2E AEE 2R ELIC
- ZH ER(OU)EHEIX| 8t 8) - RIFE oU & X[HE oue| S™E OUo U= ZE AHEE Z&8F
L|ct.
(® Note
2to[MAE =|0H 2,000712] Het F0iE I = U&LIC

AWS License Manager 2
01E MAdst m == D &

LICt o & S04 ARNZ Lt

£ Ar8sto{ HetE AWS CLI HiZ & =+ QI&LICEH E2£0|M HEF 7
A 2 X8 =+ UX|ZF ARN SA2 A S CLISH B 7H AtSsHoF &
 FARELICH

oo TIr m
P H

2%/ ID ARN

arn:aws:organizations::<account-id-of-management-account>:organization/
o-<organization-id>

2% OU ARN

arn:aws:organizations::<account-id-of-management-account>:ou/
o-<organization-id>/ou-<organizational-unit-id>

Console
Ei2E BtEE{H(E L)

1.  https://console.aws.amazon.com/license-manager/0l| A License Manager 2£& & jLILC}.

EfAH Ztof| M HEH 204El 2fO|MAE MEHEHL|CE.

2 =R
3. EBto|MA IDE MEistod 2tolMA JH HO|XIE HFLCt.
4. TEHF0o{ MMM HE Fof dHS MEFLICH
5 =

[N )
Heh 2od ME ME mjidol|M CtS 2 =38&Lct.

a. W Foiel SMoILt +=AXE AlHstE Ol =50| Bl HEF Fo{2| 0|§2 LU™FLICH
C =

b. T8 204 £=&IXto] AWS A ID, AWS Organizations OU ID EE= ARN £ AWS
Organizations ID 5= ARNS /=24&fL|C}.
c. et Fo{ S MEILICE

Tt el = 48


https://console.aws.amazon.com/license-manager/

AWS License Manager Add a permission2|

6. e2holdA e mo|x|e| HEt Fof midod siiE Het Foi F=0| ZAIELICEH Het F049|
7| dEil= £ ER SYULICH 4IX7F HEF F0iE +E5H eV HEez HEL T
H4Z

=
MRP7E Hel F04E& HESHH HRESZ BT HEELICH

AWS CLI

AWS CLI E AI83lo4 HEt2 HIE & &= QU&LICH AWS License Manager APIE A& M= =&
D EE= OUE ARN &4Alo 2 X|Z3lofF &L|C}.

LtedstedH

Kl

AWS CLIZE AI835t0{ TEH 20452 M5

* create-grant
« list-distributed-grants

et 504 M7 HE mo|x|ol= Hetol CHEr AMA HEFS F0o48H A =
2tO|MAE HiZ Bt & Z} AHo M 718Xz 2to[dAE HIE E3tetHLE EE&E + A&LICH

S04El BHo|M A0l CHEH FHEH So47h MAEIH 2 ARl BHEEILICH R04E BHO[MAE $2t5T
ZA5kaH0k S04 £ AR ASE 4 A LICH HEH R0d B8 T2 A0l AWS Marketplaceo]
M RIZsHe M3t 2o atolM Aol ChEt &7k S0 Z3E £ laLinh

712xoz HoiEl 2to|MAo Cist e Hod 7§ m|o|x|e] ArEfE Pending Acceptance IL[C}.

8t 20{€ Accept, Accept and Activate EE&= Rejectst= & MEAE = Q&LICH = E[}FX]

OF ot & EAMSHE|X| ot 2 HEt F042| HEHE DisabledLICt =2 2 EMSLE Mt 2o HEf=
(o]

S04El BHOIMAE $2hsh T BAISHEHOF £04 £ AR ASE £ QBLICH VRSS2 Soi 2to|
Mo| HEt £of M HE HOIX|] HEH= £2 BT SRLICH BtOlMAE £ 23 3l Bas &
(o)

® Tip
ZEO| 22| AHAHM MBEls HEt H0{E RSS2 &8 = U&LICH Mt 20{ ks =
1 HO|X|0o] /e =R A™HE 2| A

2t 2 2rd3tste{™ AWS License Manager &2 | Ay
I.

HE 2ol 25 A E 49


https://docs.aws.amazon.com/cli/latest/reference/license-manager/create-grant.html
https://docs.aws.amazon.com/cli/latest/reference/license-manager/list-distributed-grants.html
https://docs.aws.amazon.com/license-manager/latest/userguide/settings.html

AWS License Manager Add a permission2|

oM S U MEZof CHall = 7H2| 2FO|MAE AWS Marketplace S Aol & A43518 ¢
= 74 = E(0d: MEoi cHEt 374 M etat H|S 7 Mot EE= ME o cHEt +

M EZol chet Fo4El 2folMAa) S 2R & stLIE FIE & A&LICH

Jn
o
o
rx
>
to
ofn
e
ro

1. SYEt MEol Cist 7|1& HMEt 048 HIFHE 5 CHE M HEt F0{8 M35 MAIR

2. Mf HEt 2048 M35t D 7|E &g HEt £04E HIF M5t M HEt 2042 CHAISIE S XIH g
LIC}. License Manager 2& 2 AL 35t74LI AWS CLIE AFSE &= &Lt
a. License Manager 2& 2 Ar&5t0 M| HEt £04E & 35tstT & M 2048 CHAlstEd= 4

L o & MEqErLCE.
b. CreateGrantVersion APIE AFE35104 Activel| StatusE 7+%!
ActivationOverrideBehavioro| CHSH ALL_GRANTS_PERMITTED_BY_ISSUERE X|%5}0d

M Het F0{§ & d3ststlAlL.

Console

=& 2 Ar835to] TEH F0iE EHEE & U&LICH oA 7HX2 Het FoiE &
=

License Manager 2= = =
A3ttt & et R0iE HHEX| 087 S4M0| EAIE AWS Marketplaces A& LICH.
- ZlOolidA ZE|R= HEH R0oiE E5te M 24 R0o4E CHAE K| iR E X|HsfoF &

. HEt RoixtE 39

|
K| i E MEHMO 2

[ AlGoill CHEE HEF F01E g9se m E43HE HEF F048 CiAE
T= '—"171 |

. HBH R0 £ AR HE ROIRI} BHE HIEE 3 Sodofl ] BAISHE Mt Fodo| T of

—
=
£ X|™stx| gf2 B2 et F0iE E-&e m M=ysH{ok grL|ct

https://console.aws.amazon.com/license-manager/0| A License Manager 2

—

EFAY B0l A HEH ROJE BHO[MAE MEtBHIC

A
—
|§& M=istod Het F04 7§ | O|X|E ¥LICH.
=
=

o B LN
]
rok
1§
A

T 0 =
EAIE 9 HA5HE M Sof MEst MAIR

CHAE x| ofF ol CHEF &3t S M
/

22 MBI £ ARKHE H0d $4IRH 0| 7IE #AEHE
x| of T #Et £047t HAIBHEILIC

50



AWS License Manager Add a permission2]
b. ol — Ol M2 MEHSIH S Ut MFof CHEh Heh Fo47} HIg &3t HolEl 4= &R et
F0{ = &Xhyofl CHet M HEF F o7t &3t E LI
i. 7F XIEER&LICH AWS A H.
T oue| " A,

=~

6. (MEH AL HEt —?'—045 %“Si% £ O|RE M3stAA2
7. 2= &Kol activateE U=5tD EMSHE MEAELICH
AWS CLI

* accept-grant
 create-grant-version

* list-received-grants

* list-received-grants-for-organization

* reject-grant

License Manager2| T8t £ 040 CHt 2}O[MA 2FEH

2to|MA 0| dEjol= 2to|MA o TMA 718 A SR 7tsdE EoiF £ 2toldA JEfet 2to[MA
04

CHS EolE Fo4E etolMAao| Chefet HEf7E LieE A& LI

Status =ES

A& 7ts EIO|MAE A5t S/E = JU&LICH

ANEIls BEF & 2to|MA = ot X{E| S0IEE2 ALY £ Q&
LICt.

HIE &3 2to|MA Y= A7} 2to|MAE HIEHSRT|

2toldA AEH 51


https://docs.aws.amazon.com/cli/latest/reference/license-manager/accept-grant.html
https://docs.aws.amazon.com/cli/latest/reference/license-manager/create-grant-version.html
https://docs.aws.amazon.com/cli/latest/reference/license-manager/list-received-grants.html
https://docs.aws.amazon.com/cli/latest/reference/license-manager/list-received-grants-for-organization.html
https://docs.aws.amazon.com/cli/latest/reference/license-manager/reject-grant.html

AWS License Manager

Add a permission2|

Status

SUSPENDED

ot2 =

E& S_4H

DELETED

ChE Zolls HE Foie Ot

Status

Ho
u
Of
o
lu
M
Hu

H
3
O
1>
1

REJECTED

ACTIVE

Auig 3E=Z
DELETED
BH& 5 MA

DISABLED

4o

et

OldAE LA BEERICEE AE

ok

1
50

O|MA Z|Zho| Z%t 7| E 0 2fo[MAE A

O|MAE ol & XE| Fo|2Z AIE £ gf

m>

O|MA 7Aool FAE[7] Eoi 2to|MAE

A8 & gigLich

SEN7F LEoF Q&L

>

_|

.?d

©

A ok

[

o e

H

[

(m}
o

gt F0{7} HiZ == SLIC

G| AR HEF F 0 MR TE
x| et k&Lt

— T

1 I
n

of = MR}7F Het F04E HESLICH

o
il

P #2tejof HEt of £ AIX|7} A

E M3l |ASLICH eto|MATE &

o L
n L
N

gy ro
;S
N
>

ro
I o >
L b
== 4
Hl ljm
Ny =
> ol0
5w
o 4
o> 30
LI |
s oL
Ami

o
4L
2
Pal
sl
Bl
o
4L
o
1]
iz
Pl
¥
I
r
_lTI_

52



AWS License Manager Add a permission2|

Status =l
QIER 22 ZElof cHet HEH 2047} B Z E| 7L 3| 2R

).

&LICH Het Fo{ MF HEols =% L Z A
Hoil cHet st2f Het Fo4 HENZF EAIELICEH

License Manager®| =+ 04X} 74|74 01| CH &t CloudWatch K|

ZHoOfXt &= 2tolMAo] CHEF 20471 A8 7|18 ME 82 MEHSIE T 78T B2, License
Manager= EHOHXIAIE, FE FO{XF HE L AFE 0| 7[5 El= AH0d| CloudWatch XI E LHE L
TOHRE AE2 EHOlA7E 22 AWS HH 8t 2H0|MAE FONFI7LE Rofeh2 L|Ct RHAIE LHE2
oA 2to|MA Eo{E B EFHAM L.

A CHA|EE

Mo Ee S8 AZEQ o SZUA(SV) ofZ (A 0lH0| FOHXF AZEL| 2to|MA 0] CHEH AHEE 7
E5t= B2, AHE0| 7|8 &= A™D FE FOiAL HHo|= License Manager 2& 2| AFE CHAIEE
| 0| X|0oi| AH& 7|Z 0| = CloudWatch 2{X0| ZAIELICH FO§RH= AWS Organlzatlonsoil)\‘l 2}O| 4
AE HIZFH AEHL| KR = & UGLICH A8 THA|E = H0[X[e] 2EiZ &= AL 7[5 0| & E 2
£ cto|MAof CHaH AL E &= AU &LICH

CHS ol0lX[= AHE CHAIE = oM Lct.

TONRH AEE X E 53


https://docs.aws.amazon.com//license-manager/seller-issued-licenses.html#isv-grant-licenses

AWS License Manager Add a permission2|

Usage Dashboard l All Usage ¥
1h 3h 12h 1d 3d 1w Custom | C
ConsumedQuota : ConsumedData : Storage Used
Percentage Gigabytes Gigabytes
100 145 14!
50 7 72
( 0 s
07:00 13:00 19:00 01:00 07:00 13:00 19:00 01:00 07:00 13:00 19:00 01:00
Time Time Time
ConsumedBandwidth : ConsumedDevices
Gigabytes Count
300 30
150 - 15 -7""—--_,____7_ _7____,..--""’
0 Y
07:00 13:00 19:00 01:00 07:00 13:00 19:00 01:00
Time Time
O|MA E M
cho|MA E A
b5t
=

o2 E AWS 2|1 X A™HHM AZEQ| o BlO|MA ZEEEIQE T}
A

|23t 7152 MS gL

. 7|2 CHAIEE E7|
« JiYE 2lo|MA XM O F BT

s A EIM MY

7|2 CHAIEE E 7|

|
1
|>

eto|MA ZHE O35 THAIE =0 E ¢ TE 7|E2o= 4257 2to|MA Rtk T F 0| AAZE &

H Z T 80 EAIELICH

« Ct3 SollAM MEH: X[ 1,3, 6 E£= 12708 E= AASA X|EH S H<
O

. R W HOIE AL St A HES Algstn H% M X

gtoldAa 24 54



AWS License Manager Add a permission2|

CHEHE AlZ =t

o JcHE 2|2 OIRAE 7HX7HH RFMIEH QIAEA =5 2 £+ AU&LC
- CIO|MA REE AL
o KAl 22|E 2o|MA - AZ EQ o] 22 A 2| BYOL

- 204E 2I0|MA - AWS Marketplace Ee= EFAF ZE L AWSK|E EHO[MA

i 2ho[MA XHat OF 27

EECH2 Mol M 2tolMdAa Rt a5 S MEstod MF HEE SLICh

Q0 &
M 5E

. BHOIMA RHAF IE LHOIM SHE & QIARIA £

. BHOIMA RHM 18 Lol SXE|S SoiE atolMa

. BHOIMA RHAF 2E LHOIA SHElS A 2EIE tolMa

OB El 24

—

2tol4a RHat 18 Ljol M Z5E &3 7,30 = 1002 OlLHo| ZAIE 2lojda =5

® Note
o HE ZAlg EedH 2lo|MA ptE I E F M8l oF EHLIC License ManagerOll A XA 2
2I& 2lo|MdA HES(B) #X5HML

gl 2IO|MA =M= 2O|MA KA OE LHO|AH XL
0=l 2to|MA B =of CHEF 2FO|MA AH| IHEIS EA

-
>.
1.}|>

2hO[MA RboE T F0i A Erof et X|Eof CHEF REAIEH LI 2 MM E F X 5HM2Amazon CloudWatch&
A& 3104 License Manager 2 LIE{&.

7HE 2foldA R

il

= 55



AWS License Manager Add a permission2|

AH2 H A AMA

AWS License Manager= At Zt2[& 2to|MA I 2Ho|MA Xt O ZF0i CHE ZE QI ALS
1 7|58 MIELICH REAl| 2212 2to|MA0| CHe H7| E M EE= 2HO[MA Rt

CIMHE ETME M504 ZE| Mo 2to|[MHA AE, A H & E
& LC},

AHA| 221 2tolMdA B M
RHA 223 BtolMa &

Aol Zt& HlAlstod #E ol CHE
Ct.

K& 2213 2ol MA 29F H 11 A

MEE Bto|MA £=of CHEF HEQ} 2tO|MA £ 2to|MA 75
3 oholMA ol ChE M2 BEE =& FLICH

2lAA A2 E A

AHA| 22l etoldAa A8 ETIME ddstedH

1. https://console.aws.amazon.com/license-manager/0| A License Manager &2 JLICt.

2. M IfdoiM ALE EDM(EHo[MA B4 oreﬂ)s ME#SEL|CH,

3. A8 EIA 4dgs MEfE OFS mtet0lEE ZalFLoh

a.

c. MAME HIAMRHES MEELICH
d. HIZE MEistL|Ch 24Alztotch 3 84, 7ot} 8 ¥ = 3020tct B

D
rx
gl
>
0ok
I
IJ
M
-
N
ol
A
>
Kl
x
L]
>.
[>
i
o)l
Bl
ok
4>
30
>
r
ful

AN EHTA M 56


https://console.aws.amazon.com/license-manager/

AWS License Manager Add a permission2|

CLIE At&35to{ XbAl| #E2|1™ 2to|MHA ETME Mdsted™

« create-license-manager-report-generator @2 AFSELICH

aws license-manager create-license-manager-report-generator \
--report-generator-name "Daily License Usage Report" \
--type LicenseUsageReport \
--report-context '{
"licenseConfigurationArns": [
"arn:aws:license-manager:region:account:license-configuration/lic-config-

id"
]
'\
--report-frequency '{
"value": 1,
"period": "DAY"
'\

--client-token unique-token

E EIME =X L} o4z AWS 2™ &A™ Az EQo] 2to|MA F XM E4E
E XMooz HastLct o|l3gt ETME HAME|o] EHo|MA KA 2 Fof ofE =

1. https://console.aws.amazon.com/license-manager/0ll A License Manager &2 3LI|LCt.

2. EHAM oM A4S ETAM(EI0IMA A ofeh)E MEHEfLICE.

Het CHS mel0IEE ZQolgfuoh

jo
rx
JITI

3. BIO|MA XA 182 H A AN

a. BE1XMo|o|E e MEHE Ql2dE

b. EECI2 S50iA 2toldA Xpok IS ML

c. M HRE MEiSlod T He Lol 2E E[AAE LIAELICH

d. (MEH AME) ETIE FII5t{ A ETM 2|AAE FHE = JU&LICH

57


https://console.aws.amazon.com/license-manager/

Add a permission2|

AWS License Manager

AH A4
S o

t24H

i
o

CLIE AI275l0q BIO|MA XA I8 E 1AM

Hlo| 2C|ME 2 1 M0l create-license-manager-report-generator &&

e

mo Jm

x4
o
A

ok r\l

OIEOz

L|C

_

P
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https://docs.aws.amazon.com/awssupport/latest/user/case-management.html#creating-a-support-case
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- BIO|MA RYE WS 7| ™o e QIARATE SX|El & Ejoqof g LICH XbM|EH LHE = Amazon
EC2 AE HBE MOl QIARA FX| L AZFE HZESIAR

- CHA QIABHAOIM BX| YXIE &d5tet A et Z2MATF MufEhL|CH RHAIBH LI 2 License
ManagerOi| A 2t0|MA R HE EX SHE EHH S FESHAAL.

« CHA QIABEAAE AWS Systems Manager Inventory2 Tt 433l 0k gHLICH REAIBH LIS 2 AWS

r EC2 QIAEA M &l AWS Systems

Systems Manager At& ME A 9| Systems Manager fo
Manager QIHIEZ|E & X

SHMI2.

« AEXFEE ol chs HEtol R{oqok ErLct

* Ssm:

* Ssm.

* Ssm

* sSsm:

* sSsm:

* Ssm

* ec2:

* ec2:

GetInventory

StartAutomationExecution

:GetAutomationExecution

SendCommand

GetCommandInvocation

:DescribeInstanceInformation

DescribeImages

DescribeInstances
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Stop_Start.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Stop_Start.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-setting-up-ec2.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-inventory.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-inventory.html
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* ec2:StartInstances

* ec2:StopInstances
 license-manager:CreatelLicenseConversionTaskForResource
 license-manager:GetLicenseConversionTask

* license-manager:ListLicenseConversionTasks

* license-manager:GetLicenseConfiguration

* license-manager:ListUsageForLicenseConfiguration

* license-manager:ListlLicenseSpecificationsForResource

* license-manager:ListAssociationsForLicenseConfiguration

* license-manager:ListlLicenseConfigurations
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-inventory.html
https://docs.aws.amazon.com//vm-import/latest/userguide/vmimport-image-import.html#import-vm-image
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RHEL for SAP
- SAP 2! AO|0|E MH|AE RHEL #48t2] F2 Runinstance:0010 AtE 24t 21ZAE AWS
Marketplace A& 2 =& AWS Marketplace At& 5040l A QIAEIAE A|ZF5H{oF B LIC}
740

- AWSH|E #=2 Red Hatol H AMI SE2 2 THIiE F S22 Hetsts F< 2tol[ida HEt S
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Ubuntu

« OIAEIALE Ubuntu LTSE Al&lstof gfL|Ct.
« Ubuntu Pro Client= Ubuntu 24 ®|A|of| Ax|xc|o{ Qlo{oF &rL|Ct.

- CI2 H™E Al&35tod Ubuntu Pro Client7} A x| Elo] Q= X| &olgtL|Ct.

pro --version

- BYE 2+ AL HHEE HO[O|ESNOF 5t 82 ChE Y& &~5t04 Ubuntu Pro
i 1 x| 5 A

apt-get update && apt-get dist-upgrade

« Ubuntu Pro -_rLE% M5t YO|IO|EE Wop{H QIAE AT} 048] A EZQIE O
Rlo{oF BHL|CH CIAEIAO|M TCP £ E 4432 £E5ll £0{2= O} HI2E Egj=Elo| IS = x
ClEO| =E oriﬁ 5{&3HoF & LCt.

« contracts.canonical.com - Ubuntu Pro & 433}oi| At E/L|C}.

« esm.ubuntu.com - CHE & 2| AMH|A0] CHEH APT E[ZX|E 2| HAM[A| AHSEILICE.
- api.snapcraft.io - A Mx| & Aof ALSE L|CH

« dashboard.snapcraft.io - A AX| & Ao AFEE LICH

* login.ubuntu.com - A= M x| I Ao AASELICEH

« cloudfront.cdn.snapcraftcontent.com - ZE = 7Y HE X3 (CDN)E CIREE=S= Ol AFSE
L|Ct.

« livepatch.canonical.com - 2tO0|EI{ x| ME{OIM I X|E C}2ZE5HE Ol AFSELICEH
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https://canonical-ubuntu-pro-client.readthedocs-hosted.com/en/latest/references/network_requirements/
https://snapcraft.io/docs/network-requirements
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etO|MA R B X|E
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https://console.aws.amazon.com/license-manager/
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* Windows BYOL
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4. (M AE) QABIA ID EE A B 30| 2HE KIBEH0I ALS TS QIAHAE TEfRE
.
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
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aws ec2 describe-instances --instance-ids <instance-id> --query
"Reservations[*].Instances[*].{InstancelId: Instanceld, PlatformDetails:
PlatformDetails, ProductCode: ProductCode, UsageOperation: UsageOperation,
UsageOperationUpdateTime: UsageOperationUpdateTimel}"

>
O

P

describe-instances B0 CHEF S XM LIt &1 2 UsageOperation 22 2t
of #tRAEl M3 HE I EQILICI UsageOperationUpdateTime2 T ZE7 YHIO|E
FAL|CH XM LHE 2 Amazon RDS API & Z 9| Describelnstances MM &AM L.

> Iz 0o
|> rlo

m o
\d

r

"InstancelId": "i-0123456789abcdef",

"Platform details": "Windows with SQL Server Enterprise",
"UsageOperation": "RunInstances:0800",
"UsageOperationUpdateTime: "2021-08-16T21:16:16.000Z"

@ Note

SQL Server Enterprise BYOLS A& 3H= Windows Server2| AFE 22 @ F0| SUsHAH &
TE[2 2 Windows BYOLS| AHS =it S g LCt.

Windows ServerE 2t0|MA Z &0 BYOLE FEHEFLICE.
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A
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https://docs.aws.amazon.com//AWSEC2/latest/APIReference/API_DescribeInstances.html
https://docs.aws.amazon.com//vm-import/latest/userguide/vmimport-image-import.html#import-vm-image
https://docs.aws.amazon.com//vm-import/latest/userguide/vmimport-image-import.html#import-vm-image
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AWS License Manager
1. QUAEAQ|BlO|IMA R
ARNS Z CHA||E LICE.

aws license-manager create-license-conversion-task-for-resource \

--resource-arn <instance_arn> \
--source-license-context UsageOperation=RunInstances:0002 \

--destination-license-context UsageOperation=RunInstances:0800
2. ElO|MAE HEst & WindowsE & d3tstedH 2 AMA 2l Windows Server KMS AME{7}F RFHA]
KMS MHHE 7I2|7|=5 XI5 oF & LICt Windows QIAE A0 2015104 Chs WS M#E

LICF.

T

slmgr.vbs /skms <your-kms-address>

Windows ServerE BYOLO| A 2}0|M
E1A O] KMS AH

Windows ServerE BYOLO{| A 2FO|MA
E AWS KMS MHE AtISo 2 MEHErL

QUAEAO| ZIO|MA RS BYOLO|M BHO|MA ZF o2 HEt5tE{H Chs WA M-S0 ARNS
#Hetsleds QA A Ol ARNS 2 CHAIELICE.
aws license-manager create-license-conversion-task-for-resource \
--resource-arn <instance_arn> \
--source-license-context UsageOperation=RunInstances:0800 \
--destination-license-context UsageOperation=RunInstances:0002
Windows Server2t SQL Server& 25 BYOLO|M 2tO|MA ZFO 2 B4t
SAlof o2 MES MEHE = JA&LICt 6| E S04 stLte| 2to|MA f- BHEI S 2 Windows Server
2 SQL Server 2T & HEHE = &Lt
Windows Server QIAEIAO| BLO[MA RS BYOLO|A] 2HO|MA ZEo 2 #8351 SQL Server
A EEOR wHEhsl 2T OHS WS A stol ARNS wHatslzis Qla

StandardE BYOLO{| A 2FO[A
EAAO| ARNC 2 CHX|EFL|LCT.

aws license-manager create-license-conversion-task-for-resource \

--resource-arn <instance_arn> \
--source-license-context UsageOperation=RunInstances:0800 \

-
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--destination-license-context UsageOperation=RunInstances:0006

License Manager0ll A Linux& 2to|MA % HE

License Manager 2& £=8 At8350{ SAP QIAEIAE M7 Ubuntu LTS, RHEL & RHEL2| 2t0|M
&

=
=
A RYEE HE AWS CLI & &= &L|Ct.
A
- License Manager 2& 2 AF&35t04 2l0|MHA R wHE
« E ME5I0q El0|MA R BE AWS CLI
« Ubuntu Pro 5 A7

License Manager 2& 2 AI&35t04 2t0[MA R HHE

License Manager 2&2 A&35t0{ 2t0|MA RS wHEreE = &Lt

(® Note

S X|El A4Ef0| AWS Systems Manager QIH E 2|0]] 913 E QIAEAD E AIELICEH

1. https://console.aws.amazon.com/license-manager/0{| A License Manager &2 L|Ct
2. 21F B EFHo|M EIo|MA 73 HHEHS MEIEH CHS Blo|MA R et Mg MENELIC
3. LA RAAMANC ¢ HEtstzis QlaEHAS ESHESZ MEHELICE

« SAP& RHEL

« Ubuntu LTS

+ Windows BYOL

« Windows 20| MA Z &

4. (M= AR QIABRIA ID EE= AFS Y Lol 4f2 XIHsto] A8 ThsEt QIAHAS EEHEE L

=3
5. 2lolMAE HEGHLE QAHAS ME 3 Ch32 Mg
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https://console.aws.amazon.com/license-manager/
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7. EtoldAa R HE Fdol BFEst=X| #Qlstn #HEh AR S MEHELICH

E A836tod 2lo|MA R #E AWS CLI

oM EtO|MA R BiEtE AlZ5iE{H QAR A Ol ZlO|MA R O| MEEHR| & I8t CHE E2tolMA
-|C-’r%§ HE S 5o 2Qft 5o 2 48 AWS CLISHoF gFLct Metet 75 &0 CHet XhAIEF LK
2 License Manager0i| M Linux0ll Mg gt 5 8 MM2 X5t

QIAEIAO| BHO|MA R O

AWS CLIE dx[etn AEM=X] =g LIch RMEH LHE 2 ERI, YHIolE E M7 AWS CLI & F
d2 HESM 2 AWS CLI.

/A Important

EY HAS AT OIS BAHOM Zest RE £398 4 AWS CLI SIES E 40| 0| E 5l
OF & £ Q& LIC} create-license-conversion-task-for-resource AWS CLI &2
£ AlgE HEto| UeXK| EQIELICEH REAISH L2 BHOo|MA ZE|AHE IAM HAH MM EHlg

AN

SRl QUAEAIAQL AZAEI ElO|MA RS EQl5e{™ CHS AWS CLI B S AlSEtLICH QIARA ID
E BIo|MA fR8E A™Hsities QABAQ| IDE WwA|EL|CE

aws ec2 describe-instances --instance-ids <instance-id> --query
"Reservations[*].Instances[*].{InstancelId: Instanceld, PlatformDetails:
PlatformDetails, UsageOperation: UsageOperation, UsageOperationUpdateTime:
UsageOperationUpdateTime}"

CtEZ2 descrlbe instances B&of Cigt 8 XM ILICt UsageOperation {2 20| A9t £HEA

=3 FAEQLICH RunInstancesQ| A& 2 72 QIAE AT AWS M| F EIO[MHAE AIE

st 9/&'%% LIEFHLICEH UsageOperationUpdateTime HF Z =71 UO|O|EE AlZHILICH R}
NIt L2 Amazon RDS API & Z 9| Describelnstances MM g FHESHMIR.

"InstanceId": "i-0123456789abcdef",
"Platform details": "Linux/UNIX",

88

-

EfoldA R HE
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"UsageOperation": "RunInstances",
"UsageOperationUpdateTime: "2021-08-16T21:16:16.000Z"

Red Hatol| X|24x|= B

Red Hat Enterprise Linux(RHEL) A &0 Ci5H C}& gdetof X[HELICE Zf HEtol= §H 44 2 Che
CHO|MA HEIAETL ZQSIH FIF LF AFE0| U2

als
30 o
>
T
o

HA 2 AC|0|E MH|AE A8 3= SAPE RHEL( AWS 0l A EHO AWS Marketplace)0dl A HA & 40|
O|E MH|AE AH&3HE SAP& RHEL(0I A Red Hat0oll A EtOf AWS Marketplace) 2 8

CLI & oA

aws license-manager create-license-conversion-task-for-resource \
--Tresource-arn <instance_arn> \
--source-license-context

"UsageOperation=RunInstances:0010, ProductCodes=[{ProductCodeType=marketplace, ProductCodeIld=<sc
\

--destination-license-context
"UsageOperation=RunInstances:00g0, ProductCodes=[{ProductCodeType=marketplace, ProductCodeIld=<de

F

ot
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« HA & UOI0|E MH|ATF ZEEl SAPE RHEL(MA ZHOH AWS Marketplace)oll= MEZ #+5 AWS
of et CHst ME ZE IDs(OFE B 0lA ZE)7t AU &LICH AWS Marketplace . EC2 describe-
instances SE0|M QIAEAO| ZHIE XMZE ZE IDE =Ql5tML.

« HA 2 2HI0|E MH|A7} 8 El SAPE RHEL(2l Red Hatol| A EHOf AWS Marketplace)oll =
du61110g9lwrc996awt04qyql(NA & Global)Z 952qwcsxkm430zxhpy32i7w8g(EMEA)EH=E = 7+HX|
MZ ZE IDs. Ar&3liof 5t= &S 2 2[Tofl et CHE LI Marketplace0d| A RHEL for SAP with
HA ! Update Services +5& & l5tod 8T #+50| FAURUX| &QISHM 2.

HEtE 2ol X|H %ol E2Eto| ZEto|8! 7|50l chal §1&8 S 5of gi= &t H
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CLI HE of|x:

aws license-manager create-license-conversion-task-for-resource \
--resource-arn <instance_arn> \
--source-license-context
"UsageOperation=RunInstances:0010,ProductCodes=[{ProductCodeType=marketplace, ProductCodeId=<sc
\

--destination-license-context "UsageOperation=RunInstances:00g0"

F

It

al:

« HA 2 AO[0|E MH|A7F ZEE SAP& RHEL(0|A EHOf AWS Marketplace)Hl= A& T+5 AWS
of 2k Ch 8t AWS Marketplace A& ZE IDs(OFAZ20|A FE)7F U&LICH EC2 describe-
instances SEH0I|A QIAEIAO| Z2HIE XME ZE IDE EQISHMR.

 Red Hat 5 (2| Red Hat0llA{ EtOf AWS Marketplace)oll& QUAE A FIHE ME T =7 QF
Ct.

o>
r

« MH:SaaS NME ZEE= EC2 QIARAN HAAELX| Ao 2 TTZH2 create-license-conversion-
task-for-resource CLI HHE S EE M & MEB Z=E Z&5HK| gtofof gLCt,

BHetE Foll= XY o] EeEto| Z2tols! 7|sol sl 318 =S =0 gi= 8t HA
A (EFOHRE: AWS AWS Marketplace)& A& 610 QIABA S SAPE RHELE CHA| &t o= gigLCh

KEMIEE LI 2 X3 7H0[& dEE HEStML.

Red Hat 20| M A Z 8 (LI)O| A RHEL(0| A Red Hat # 0O AWS Marketplace) £ &t

CLI & oA

aws license-manager create-license-conversion-task-for-resource \
--resource-arn <instance_arn> \
--source-license-context "UsageOperation=RunInstances:0010" \
--destination-license-context
"UsageOperation=RunInstances:00g0@, ProductCodes=[{ProductCodeType=marketplace, ProductCodeIld=<de

F

It

al:

« RHEL(2| Red Hat0llAM EtOHE AWS Marketplace)l= 6¢d5fxzrad0cu2j23p692xytz(NA & Global)2t
6t1yup6mik9ng3ge36n33xghw(EMEA)Zt= F 7HX| M&E ZE IDs. AF&38H0F 5t= &2 2T
2t CFE LICH RHEL for SAP with HA 2! Update Services 7152 MarketplaceOllA| Q1504 o{H 7
SQIX| EelstM 2.
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« AWS RIAEIA & Red Hat Enterprise Linux(RHEL)0|=

2k

AWS License Manager

Z3HLI) AWS O 2 8t

—

Add a permission2|
£ Red Hat Enterprise Linux(RHEL)0{|A Red Hat 2} 0|4

CLI EE of|x:

aws license-manager create-license-conversion-task-for-resource \
--resource-arn <instance_arn> \

--source-license-context
"UsageOperation=RunInstances,ProductCodes=[{ProductCodeType=marketplace, ProductCodeId=<source
\

--destination-license-context "UsageOperation=RunInstances:0010"

CC

-

rr

SOt Z&LCh

aws license-manager create-license-conversion-task-for-resource \
--Tresource-arn <instance_arn> \

--source-license-context
"UsageOperation=RunInstances:00g0, ProductCodes=[{ProductCodeType=marketplace, ProductCodeIld=<sc
\

--destination-license-context "UsageOperation=RunInstances:0010"

g

& Red Hat Enterprise Linux(RHEL) AWS 0i|= 6cd5fxzrad0cu2j23p692xytz(NA & GIobaI)QP
6t1yup6mik9ng3ge36n33xghw(EMEA)ZHE & 7HX| A& ZE IDs. Al

S3alloF 5t= S 2|x0] rr
2} CFEL|Ct. EC2 describe-instances SE0f|A{ QIAEIA O

gE2
SAAO| 2HIE X|E ZE IDE EQIsHMI2.

M2 = Runinstances EE =
Runinstances:00g00| /2 £ A&

A £ U&LICH ol AUAEATL 22 AWS ME AMIZ Red Hat
Enterprise Linux(RHEL)OM| A A|ZE[RI=X| OfLIH LIS 0| FEo 2 #HRtE|I=X|of| 2t St &
LICF. EC2 describe-instances S E0|A QIAEIAO| ZHIE Al HUS EQIGHMIL2.

CLI B oA

aws license-manager create-license-conversion-task-for-resource \

--resource-arn <instance_arn> \

--source-license-context "UsageOperation=RunInstances:0010" \
--destination-license-context "UsageOperation=RunInstances:00g0"
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 Red Hat 75 (2| Red Hat0ol| A E 0O AWS Marketplace)0i= QIAE
Ct.

ok

MNE zZ=7 9isL
o M- S33S ME IE=EC2 QUAE AN AL K| o2 17 create-license-conversion-
task-for-resource CLI @@ 2 S £ M & NME Z=EE E&5HK| obotofF gFLICH.
 Red Hat 75 (0{ M Red Hatoi| 2|31 ZHOHE! AWS Marketplace)2 CLI W&ol £ X7t +53HofF &

Lich. St Tl CHE AF Qs TS obE XIHE|X| et LI

Red Hat 5 (2| Red HatO| A E-OH AWS Marketplace)0llA Red Hat 20| MA ZEH(LNS 2 B8t

CLI HE of|x:

aws license-manager create-license-conversion-task-for-resource \
--resource-arn <instance_arn> \
--source-license-context "UsageOperation=RunInstances:00g0" \
--destination-license-context "UsageOperation=RunInstances:0010"
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QIABIAL BlolMA WE Solg Madsty| Tol FX| Aehodof SHLICH DAL BholMA HEH Ko
BHRE[HL Almfat7| Tol QAHAE AISSHHLE BRI A o ELICH ol 2E atolda

S HEol ot 2+ At SYELcH
CH& Ol CHS Marketplace M& & 5tHLtQl B2

« HA & UOI0|E MH|ATF ZEEl SAPE RHEL(2| Red Hat0ll A EHOH AWS Marketplace)
« RHEL(2| Red Hat0i| A £ O AWS Marketplace)
 Red Hat 5 (0{ A Red Hat0l| A EOi AWS Marketplace)

JHCIE 12 CLI H™EE 555617| Tofl Marketplaceol &4 50| Qlofok LiCh 2 K| gt
0 B3t QHO| HEL|HL MIiE = U&LICH &1 & 2| CLIOA 2Ho|MA Bt Zedg MAE i
License Manager= 1242 CH& HMEO| A S22 2 55t2{D 5t K| L &LCt.
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Ubuntu Pro2 g4&t

AFAE Ubuntu LTSO[A] Ubuntu ProZ #4261 7| o] QIAEIAO| HA MEHoAM Elo|MA EES
A U e T E[04 Qlo{oF §fLICt

A 7t
off CHEE B8 AP =71 BFE B RS AL,

1. QIAEAO[ ARNE X|'d AWS CLI stHMOM CtS BHES Al eLct.

aws license-manager create-license-conversion-task-for-resource \
--resource-arn <instance_arn> \
--source-license-context UsageOperation=RunInstances \
--destination-license-context UsageOperation=RunInstances:0g00

2. QIARA LHoAM CHS BHEE AASH0{ Ubuntu Pro 75 & EHO]| CHEE MR HEE HAMSIAAIR.

pro status

pro status
STATUS DESCRIPTION
Common Criteria EAL2 Provisioning Packages
Security compliance and audit tools
Expanded Security Maintenance for Applications
esm-infra enabled Expanded Security Maintenance for Infrastructure
fips NIST-certified core packages

fips-updates NIST-certified core packages with priority security updates
livepatch enabled Canonical Livepatch service

Enable services with: pro enable <service>

Account:
Subscription:
Valid until: i Dec 31 08:00:80 9999 UTC

Technical support level: « itial

Ubuntu Pro &5 &7

uok

20| MA 83 HHEE Ubuntu LTSO|AM Ubuntu Pro2 B85t = OIgk Al & £ & LICH Ubuntu Pro
0flA Ubuntu LTSZ HH&tal{of 5t B X2 &S N ESHoF &Lct RHAEH L2 x| #H oA
MAS BRSNS,

License Manager@| E|iZ1A| B4E

ALE Ateflol 7tE MEStE S QIARA S| HIHAIE HAY = U&LICH modify-instance-placement
AWS CLI BEE At&35t0{ CH3 El'dA| Zhol| T2te = U&LICH.
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Dedicated Instance
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Mg ZAE

SAE glAA OB

g ZAE HIAA| R 2 TEsie{H AHo| QARAE AZE = U= 7t8 F0|

E7F Qo{of ELICH M8 SAEE ALEste Yol CHE REAMIEH LHE 2 Amazon Elastic Compute

AE BlAA T8 ElHAl REOE oS 5t2{w HHol stLt 0|40 SAE 2|44 TE0| lofof B
Ch CIABHAE SAE Z|4AA IFOE AIZ5tE{H QIARAN SAE B|lAA OF0l| ¢HZE XNt
Ut 2to|MA METL Qlo{oF B LICE XEAMIEH LHE 2 License Managerl| SAE 2|AA OF EHHE
ZSHAAIL

HAl g2t Bt

HHAA| fHEtol= Chg 1t 22 X8 AFE ol M ELICH.

Linux 87 ZE= £ E HHAA| R A 5{SELICH.

3% ElidAlol= Windows BYOL ZA| ZEE AI8E £+ i&LICtH

Windows Server 2}0|MA T8 M I == 2 E HIHA| REHAM HSELICH

X|HE|l= 2 E SQL Server 0fC|A4 & SUSE(SLES) 2I0|MA 28 2| ZEE SR EIHA L ™ME
QIAEAAO|M HSELICH X2 M8 SAR U SAE BlAA OAEWME O[28t ZA ZEE A

8¢ + gLt
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default

aws ec2 modify-instance-placement --instance-id <instance_id> \
--tenancy default

dedicated

aws ec2 modify-instance-placement --instance-id <instance_id> \
--tenancy dedicated

QAUAEAE AHO| E|iAA[0A XtS HIRXIE AFE 0] host EllidA|Z #H4EstE{H CHS

02
ol
o
>
02t
ot
T

aws ec2 modify-instance-placement --instance-id <instance_id> \
--tenancy host --affinity default

QIAEAAE 20| H|IHA|MM EXME MR SAEE MO 2 5104 host EIHAIR H4ZZ5tE{mH Ot &
P M™ELIC

aws ec2 modify-instance-placement --instance-id <instance_id> \
--tenancy host --affinity host --host-id <host_id>

AE UO| EHHAAMM ZAE E|AA OES AE35t04 host EIAIZ HAStE{H O BHE
L|C

1> o
o2 [>
g o

_

aws ec2 modify-instance-placement --instance-id <instance_id> \
--tenancy host --host-resource-group-arn <host_resource_group_arn>
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 CreatelLicenseConversionTaskForResource 212 X MA o2 $E35IE
(InvalidParameterValueException) 7t & 20 & LICH ResourcelD - QIAEA T} ZlO[MA R
5t= Ol R 5X| of2 MEHQILICEH

Hq 74
[y -

0%
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« EC2 RQIAEA[RIABAIE SX|5tX| ZF&LICH EC2 Stoplnstances. ol CHet 30| /0{oF f L
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Ol 2XI& sl &dsted™ EC2 Windows 2IAEA 01| Windows H&E 2150| Alufist o|F= F UL
LI77t?9o| EtAHE £=&5t0{ Systems Manager AWSSupport-ActivateWindowsWithAmazonLicense
Automation TS A& 310 WindowsE &3t st7LE QIAE AN 2015104 =S 22 AWS KMS
MHE HEtst A2,

CIAEIA = Amazon 225 AMIO|A A|ZHEILICH BYOL AMIOIM ®Z AlEHE
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CreatelLicenseConversionTaskForResource 22 AXMroZ &5 S0

Q F(InvalidParameterValueException) 7t & Mz &L|Ct ResourcelD - QIAE AT} B}O|

MA RS HEse ol RE6HX| &2 SEjL/C
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CH&F QIABIAOIM StopInstances EC2 APl 5f¢d2
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6. (MEAY) F7F DY B ZAE ElAA DM AIFE + Ues QaEHA THEE|E MEHE
LICF.

7. XA #rElE gto|dAol F Fo EE &% J(gh XtA| 2 E|E 2to[AE St o] MEiELICEH

8. (M= AHY) B2l B2 B & otLt Ol FIhefLCh

9. MAd(Create)S MEHEILICY.

License ManagerdlH SAE B|lAA OF 228

AWS Resource Access Manager & At&310{1E S5l ZAE ElAA IEE SREY &= UELICHAWS

Organizations. EAE B|lAA OF A 22/ 2tO|MAE SR & FEH HAEH2 3/ 2AE
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2. ZAE PlAA IES MEABILICH
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& S=0iM T8 SAEE F7l3RiE SAE 2|44 080 0|82 22
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License Managerl| 2AE B|AA TE0M QUAEA AIE
RQAEAE A [ SAE EZ|&A IES XIHY &= UELICH 0| S04 CHS run-instances BHEE
ABE & UBLICH Zof = 47 7| KA B2l 2lolMAE AMIZH 2 ZsHoF BLICH

aws ec2 run-instances --min-count 2 --max-count 2 \
--instance-type c5.2xlarge --image-id ami-0Oabcdef1234567890 \
--placement="Tenancy=host, HostResourceGroupArn=arn"
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* ec2:CreateNetworkInterface
* ec2:DeleteNetworkInterface
* ec2:DescribeNetworkInterfaces
* ec2:CreateNetworkInterfacePermission
* ec2:DescribeSubnets
- Directory Service - € C|HE{Z|E 2t2[&LCt
* ds:DescribeDirectories
* ds:AuthorizeApplication
* ds:UnauthorizeApplication
* ds:GetAuthorizedApplicationDetails
* ds:DescribeDomainControllers
* Route 53 - 2t &S # & LICH
« route53:DeleteHealthCheck
* route53:ChangeResourceRecordSets
* route53:GetHostedZone
* route53:ListHostedZonesByName
* route53:ListHostedZones
* route53:ListHostedZonesByVPC
* route53:CreateHostedZone
» route53:DeleteHostedZone
* route53:ListResourceRecordSets
» route53:GetHealthCheckCount
« route53:AssociateVPCWithHostedZone
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* ec2:CreateVpcEndpoint

* ec2:DeleteVpcEndpoints

* ec2:DescribeVpcEndpoints
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* ec2:DescribeSecurityGroups
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K& KMS 7|2 AME 304 Microsoft RDS License Serverl| 22| At74 8 ¢35
£ License Manager 2401l HM|ASH= O AFESt= Leol HAE A28l of g
= Secrets Manager7t KMS 7|0 @4 M| A 504 Microsoft RDS License Server 20t 015 t5 £ f 55}
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JSON

{
"Version":"2012-10-17",
"Id": "key-policy",
"Statement": [
{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:xo0le/RoleName"
}I
"Action": [
"kms :Decrypt"
1,
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"Condition": {
"StringLike": {
"kms:ViaService": '"secretsmanager.*.amazonaws.com"

"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:role/aws-
service-role/license-manager-user-subscriptions.amazonaws.com/
AWSServiceRoleForAWSLicenseManagerUserSubscriptionsService"

},

"Action": "kms:Decrypt",
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"Resource": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"Condition": {
"StringlLike": {
"kms:ViaService": "secretsmanager.*.amazonaws.com"

}
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aws license-manager-user-subscriptions associate-user --username <user_name> --
instance-id <instance_id> --identity-provider ""ActiveDirectoryIdentityProvider" =
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{"DirectoryId" = "<directory_id>"}" --domain <self-managed-domain-name>
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aws license-manager-user-subscriptions start-product-subscription
--username <user_name> --product <product_name> --identity-provider
""ActiveDirectoryIdentityProvider" = {"DirectorylId" = "<directory_id>"}"
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aws license-manager-user-subscriptions start-product-subscription
--username <user_name> --product <product_name> --identity-provider
'ActiveDirectoryIdentityProvider" = {"DirectoryId" = "<directory id>"}' --
domain <self-managed-domain-name>

INESES o 129


https://console.aws.amazon.com/license-manager/
https://docs.aws.amazon.com/license-manager-user-subscriptions/latest/APIReference/API_StartProductSubscription.html
https://docs.aws.amazon.com/license-manager-user-subscriptions/latest/APIReference/API_StartProductSubscription.html

AWS License Manager Add a permission2|

st AZ EQof MCllo|Eo] CHEt REMIEH LHE 2 License Managerd| A AFEAE Z[8F 501 K|
§O|o.| xﬂ_-u.a A-IIA=|<> xl-xo|.A1|o

TSt ARt 75 YEfQI ALS A} ool EA[ELICE.
o gdel A AFE X MME2 2|5 Active Directory GPO T/

7|2X 2 2 Microsoft RDS&= A& Xt 7|8t 5 XMEFE M3 3t= EC2 Windows QIAEIAMAM SA|
ol Z|CH 27H2| AFE X MM E S{EELICH RDS License Server AIEZQIEE L Met £ Cl30H Z
O| Active Directory & E& ZHA|(GPO)E AI&35t01 5 7l O|& 2| AL Xt AMME SAl0| HESHES
Microsoft RDSE T74& = QU&L|Ct.

NS Ta

AEXL Bt Eo M EFO[MA MEHE sl ok & L|Ct 2to[MA MHHE Mdste{H AME FESHMR3
EHA: RDS 2FO|MA AHB{ 7.

T

1. GPOE Fdste Ol AI8ste =7 = LS 20| GPOE A st= {Ixlof ek FetElL/ct

CHRIHEER S &Y

-
0x

Active Directory TH|QI ZIEE {0 B2[AF2 23215t Windows O & S 2| 2£2
L|CH.

MM SAENM 22 MM 1A

License Server0i| Z2|XI2 205t 2ZH OE o

12
e

Sy

JLIct.

=
2. #e|l2& Es M EEToMM O2E E ”% HZst0d Microsoft RDSE Sall e 4st= MM 54

EE X|™gLICE RDS License Server2| YI= ZQIE & License Manager M& M HE H 0| x|
£ =9] list-license-server-endpoints %‘%‘2 Ar&35tod & E =+ A &LICH AWS CLI.

3. HAMQAIE MM SAEQ| IO|IMA BEE 2 MXS T Per User MAH&HLICE.

RDS License Server for License Manager 74301 CH&F R} A5t HQ-E z+5t7| FAlthe section called

“3EH7|: RDS #4370 Mg EZ35HMIL. Microsoft RDS M4 S AE 9| 4o CHEt RtAlIEH LIS Bt
O|MA HHAOAIE MM SAEE HESHAML.

=7t Mg fIgt PO #+d 130


https://docs.aws.amazon.com/cli/latest/reference/license-manager-user-subscriptions/list-license-server-endpoints.html
https://learn.microsoft.com/en-us/windows-server/remote/remote-desktop-services/rds-license-session-hosts
https://learn.microsoft.com/en-us/windows-server/remote/remote-desktop-services/rds-license-session-hosts

AWS License Manager Add a permission2|

3R/ E AWS License Manager At&35t0{ WA A& A|Zf6t7| AWS Managed
Microsoft AD

N

AWS License Manager= 3 /& AF&35t0d Wit HE 7|2 AWS Managed Microsoft ADX| 52
|

ZH2 CIMEE £ FA AZ L8R 58 SL0IAM BHEISHE SAlol of2] AYol AARAE H
zg £ AgUch

&0

- CIMEZ| ARA HHE - 221Z AD7F EX5tD 715 #El= HEste 2toldA 2R AB LT
- CIMEZ| &K AE - 37 ADE AH835t01 A AH 75 QAAEHAE AlFshs AWS HE LT

AN E=A

AE3E7| Fol Che g HEUER| HelstMl 2.

CIME 2] AR A A AWS Managed Microsoft AD 2| - 52 A|o{st2{= CIRE 2| ARAH HE/
oHO|MA EE[RF AH-Eoll AX gt

- CIHEE ARA AMI ZE C|2E{2| AH|AF AN ZHo| HE Q|3 oA,
A2

- CIEEZ] ARKH HH 2] AWS Marketplace 041 23t License Manager M&Eoi| CHEt T 5:

o

. E4IAM BB - ALK 7[H TS IAM HE S BE

» Visual Studio Professional 2022

 Visual Studio Enterprise 2022

» Office LTSC Professional Plus

« Office LTSC E&

- M8 75 ZeEls CIEEE ARA AZ2 2 MEHELUCH

. CIMElE] ARA ATS S8 S8 2 - 250| o2] A- Zx4g 4 x|
el ARK AHOR HRELIC

- AE ol HES{Z dZ0| EFLCh

Hd
rn
4
Jn
o
0o
ro
n

R A 2ho|MA BE|RE 131


https://docs.aws.amazon.com/license-manager/latest/userguide/user-based-subscription-role.html
https://aws.amazon.com/Marketplace/pp/prodview-zo3zltrbpgr5i
https://aws.amazon.com/Marketplace/pp/prodview-dzstlnjdl3izg
https://aws.amazon.com/Marketplace/pp/prodview-bh46d5p2hapns
https://aws.amazon.com/Marketplace/pp/prodview-4riznyn4eqlbw

AWS License Manager

Add a permission2|

FEEERIE(LES

DIRECTORY OWNER ACCOUNT E‘S DIRECTORY CONSUMER ACCOUNT

DIREGTORY
OWNER VPC-0 —
@ @ SHARED AWS MANAGED
Directory Sharing— . Microsoft AD
lMS

{example.com)

AWS_ MANAGED DIRECTORY

Microsoft AD CONSUMER VPC-1
(example.com)

VPC Peering

Launch EC2 Instance
(Office/VS)

Share MP
I Subscription

A

Subscribe to MP Products
Office/VS Subscribe

l User @ Associate User
to Instance

: License Manager
(o) Onboarding

{—ucense Manager |
Onboarding
AWS AWS License Manager @

Marketplace User Subscriptions

Wi AH License Manager 7|52 MM st= 4

WA H’E License Manager 7|52 A7 5t24M:

1. CIMEE] AR AG/E oA 2ERH AEE dERLIcH
2. CIHE{2| AHIRF A F48HLCH

3. HE®I3 A2 MHE LI

4. AAEIAE HiZSt D ALSAH AZEE HEIRfLICH

i AE 2toldA elxt

132



AWS License Manager Add a permission2|

1EHA: CI™E 2] AfAetolMA 2E|R A" 8

MM 9 Z R AWS Managed Microsoft AD

1. VPC AWS Managed Microsoft AD 00| gi= < MdgLict

o o
2. ClEEHZ Ss0 dBE CHE C[RE2|IE CIEEE2| AKX Ao SRELICH
3. C|HEZ|7} oS AKX 2l 202 SHtEH 2AE|of Ql=X| =HlstL|c}

ME T=

1. E O|S#LICt AWS Marketplace.

2. ZEQPFFAME, Visual Studio EE= Office 2 RDS SALZ &of 25 LIC}.

3. License Manager Create Grants& A& 3104 C|EE 2| AH|AF A1} Visual Studio B = Office T

52 SFYLUCHL Ee ZXo| S FX| ef2B2 2 o|2{gh A'E 2| AWS Marketplace ME S

1=2 O
Sg + &Lt F04E EI0|MA S HASHAIR.
4. T5 JEi7tEd SEIQIX] FlgfLCt

License Manager0ll 85

o A 0N

2EHA: CIMEE| AHIRF AE 7 - 37 AD7F U= AE

2 CiEal 23

1. AWS CIEEE| MH|& & YL

2. &% CIHEEZ o|SELcH

3. 3% CIHEE =0 ot +=f&Lch

4. AEol g E M CIME2] IDE 7|5 SLICt

oA AE etoldA gelxt 133


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_directory_sharing.html
https://docs.aws.amazon.com/license-manager/latest/userguide/granted-licenses.html

AWS License Manager Add a permission2|

MP T = =&

License Manager Grants0| Al AWS Marketplace M Z 0| CHet Het F0{E 2 ELICE E= MES T
=g AWS Marketplace . CreateGrant AP1)O|A XEA|IS| 2 OotEMIL.

License Manager0ll 85

1. EtolMa gl 28 YU
2. AZR VI8 TS0 2 olSstof MBS MeEct
3. ZRCIHE2 D Y MES AH8stod SEE LD
4. S5 eiE SelELIc

3EtHl: VPCs ZF HERIZ 4 HdH

Amazon EC2 QIAEIAZE C|AHE 2|0l EHIQ! ZQI5tE{d VPCs Ztol L ERIZ o422 AX sl ok
Ct. & VPCs. O] AlM0o{AME Amazon VPC I|0{2IE A5l W2 EoiELCt

I

L

VPC I|0{3 M

1. EIMEI2I £ VP03 CIElz) 4614 VPC-1 ZHol Sftol VPC Tlofe o42ig e of
CIME{2| 2R VPC-0Tt CIME{E| £H|X VPC-2 Zhol| & CHE 9178 MA8LIC VPC-0
VPC—1

2. VPCs I|o{2 AAZ 7tE|7|= VPC B2 E HIO|E0| B2 & F7tst04 I|o{2 HAHEL| CHE VPCE
EffEE 2t E 5o m|o{2E VPC 7Ho| EBHE BtRElS E/gstELict.

3. CIHEZ &AKRA VPC-01t Z[o{R AAS FIIs5t0{ Zf CIHEE| AH|RI VPC 2R E E|OIES T
MELIC H5te B Internet GatewayE 435104 C|HE| 2| AH[A} VPCsO| AAE =X JU&

LICt. O|=H| 5t C|=E{ 2| AH|XF VPCso| QIARAT E QI ZQIE +235t= Amazon EC2
Systems Manager O|O|ME 2} S&E = U&LICEH

HotOE 74

ol2HI2E T2l E|o]20] AWS Managed Microsoft AD Z2E 21} ZEE £7}504 OfRHI2RE E
cHEl S M35t & C|RE 2| AHIRF VPCse| 2ot IE 2 FELCt E5 CI-E 2| AH|XF A
ECiZEg 5835 E QlHRE 73| E|0|20i AWS Managed Microsoft AD Z2ZEZ1 ZEE F7|35}
o QIHI2E EffEE st 8 CIEEZ| Ml ZHEER] VPCse| Eot &8 7/ 8gfLch
HotIE F At

2 H|XF AHH VPCs:

oA AE etoldA gelxt 134


https://docs.aws.amazon.com/license-manager/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/vpc/latest/peering/create-vpc-peering-connection.html#create-vpc-peering-connection-remote
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html#route-tables-vpc-peering
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html#route-tables-vpc-peering
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_getting_started_prereqs.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html

AWS License Manager Add a permission2|

- C|EEE] ARA VPCEO| Ot RHIRE ECi= & M35

- L4 AD ZEO|M 4158

CIAE 2| A% % VPC:

- TCP 53(DNS)

- UDP 53(DNS)

« TCP 88(Kerberos)

+ UDP 88(Kerberos)

. TCP 135(RPC)

- TCP 389(LDAP)

- UDP 389(LDAP)

- TCP 445(SMB)

« TCP 464(Kerberos &%)

« UDP 464(Kerberos &%)

» TCP 636(LDAPS)

 TCP 9389(Active Directory & AMH|A)
- TCP 3268-3269(2 2% 7IE 2 1)
« TCP 1024-65535(5 * RPC)

Active Directory PowerShell 2 & %! 7|E} #2| =7} TH QI ZHEE{e S4lstE ol AHE5tE
Active Directory Web Services(ADWS)0l= ZE 93897 2 FL|Ct.

ATHA|: QIABIA HHE L ALS X 44 2 E|

AEA FE(CIHEEE AR A™EHE SHE)

1. Zlo|MaA el 248 gulct.
2. A=2Xl 7|8t 1502 o|s &L}
3. AIBK 75 M=




Add a permission2|

AWS License Manager

ol
ol
or
ol
LHr

M

[
il
<
ol
Hi

=

Kl

£

<l
ol

CtH,

L

F

SHS
O H

FHIE =+

C
—

Aol AMo]

B2E

LICH

F

S
=

Amazon EC2 22 0|

1.

FL|CH

EHS
==

ol

t License Manager AMIE %

bk
i —

3.

LICE.

45t
=

-

Kl

ok

T
N

s
—

AHHEo Mol EAHE =~ELICt.

=
[

e R

License Manager 22 LIC}.

AEX HZE=Z 0|S

1.

LICE.

F

=
=

2.

AWS Managed Microsoft AD AFZ X} Of

5.

=
<l

ol
Ki

ol

L

A Zt HESRI=Z

1.

136

A A 2to|MA zhE| R}



AWS License Manager Add a permission2|

AMNEXF= EX

1. AL&X7tod| =X = lgfLIC AWS Managed Microsoft AD.

CIME{Z| ARK ALl 7= AEHE 2ol

A WON

E

|m
do
m
2
MY
fjo
it
ro
]
L
n

1. DHCP 2M NMEEZE &QlgtL|Ct.
2. DNS AMH #+ 42 =QelghLct.

3. AH[X QIABIAOM O|F &QlE E|AEELICH

) = EAES

« AWS License Manager At& A
« AWS C[EIEZ| MH[A dHA

. CIMEfE 29

+ Amazon EC2 QIAEIAE 042 HH 2! VPC2| AWS Managed Microsoft AD C|HE{2|0] =HQl =
Rl5t= ¥ VPCs

« F04El Efo[MA

El AWS Marketplace AMIO|A{of edZ2&

(oF |
I_ =2
WS Systems Manager = QIAEHAE Actlve

1
i
n
ro

o 02
>

o
=
@
o
—
o
>
<

Bto|MA ZEF AMIOIA QIAEIA A|EH —


https://docs.aws.amazon.com/license-manager/latest/userguide/user-based-subscriptions.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_directory_sharing.html
https://aws.amazon.com/blogs/security/how-to-domain-join-amazon-ec2-instances-aws-managed-microsoft-ad-directory-multiple-accounts-vpcs/
https://aws.amazon.com/blogs/security/how-to-domain-join-amazon-ec2-instances-aws-managed-microsoft-ad-directory-multiple-accounts-vpcs/
https://docs.aws.amazon.com/license-manager/latest/userguide/granted-licenses.html

AWS License Manager Add a permission2|

CHQlo Z=elstm 2lAA0 ChE F7F 74 U L5 E AITELICH QAABAE ASE FH|7t & A&
R oleEE 2ME 225 O 2 2080| Z& & UELIC License Manager 2£ 2| AF& X} ¢4 1| 0|
KoM QARIA O ZEN7L EHQIX| RISt E|AAE AHEE EHIVE EIUJ=X] &g = J&LICH
/A Important
AlEtStE QIARATL Y EE fIiME B AP‘* QT A E SFsHof gfLict =7+
Mg 228 £ gle BlasEs FSRELULCH XHAIEH LI 2 License Manager0ll A AFHE X} 7| Bl
=2 ddst7| @l AAH = A License Manageroﬂkl MEX ZIE 5 EXM HEE HZ
StAAIR
AERE7|E 502 QIARA AR

https://console.aws.amazon.com/ec2/0{| A Amazon EC2 2&0i HAM AT LICE
O|0|X[olM AMI ZHEF 2D E MEAEHLICH
AWS Marketplace AMIE MEHEL|CE

A oxtol ME ol 2 =St Enter 7|1E FELICH o & £04, Visual StudioE AME

£ A&LCh

HH AIRFoI X Amazon Web ServicesE ME4EFLICEH

AERL 718 =2 MS5t7| 5 QIAEAE AlZH5iE2d= M Zof CHal MEdS MEAFHL(CE
H&5t2{™ A& S MEFLCE

AMIZ QIAEIA A|EHE MEHEH|C}

CtSE = QlstH A OFH AL

B w0 b =

© © N o o

a. Graviton 7|2t0| o}l Nitro 7|8 QIAEIA R3S MEHSHL|CT

b. QUAEAE AWS Managed Microsoft AD C|EE{Z|0f (1EE + U= VPCY MELIE MEHE
LICt.

d IZAHE HEE &&5tn QAEI A Systems Manager 7|52 &3 IAM Q&S MEH
grLict
=]

AWS Marketplace AMIO| A QIAFAE Mt B2 AEXII MEE 55t A
E XE2 M3ste lAHAS Q4450 oF g LICEH

THH
o
>
0lo
et
1
z0
B

2ho|MA I3 AMIOIA QIAEIA A|Zf 138


https://console.aws.amazon.com/ec2/

AWS License Manager Add a permission2|

EXM 2 AX HXH AMIOIA QIAEA AR

Office LTSC Professional Plus, Office LTSC Standard EE = Microsoft Visual StudioZ X|gst= AMIO]|
M UABAE A|Z5H A|Z2 72O 2 AMIC| |4l Windows 28 AN BHT(M: Windows Server
2025)2 2 MHELIC EH Y #A HHE AMIZE A 3HE{H CHS EHAIE 2N L.

1. https://console.aws.amazon.com/marketplace AWS Marketplace &2 LILC}.

2. B HolM TS B2 MU

3. T=4uE thasdtsty| flal 7= ool MM == LR E AMY & U&LICH of: 0ffice
LTSC Professional Plus, Office LTSC Standard EE= Visual Studio Enterprise.

4. TS YOI M QIABIA AIZHE MENBHLICH /0 AIXE 74 molx|7h QRILCH

5 0|™ B9 Windows OS ESSHES 7|40 2 5H= AMIOIA] 0,_& 1A E AlEHStE{MH AT E Qo]
7 of2lof /= H&| AWS Marketplace & ALO|E 213 & MEHEILICH O|Z A 5t HT S50
M MEHS & ol= 21 [|0|X|2 O|=&fL|Ct.

6. O] 220 X|E/= Windows OS ZSHE o] %4l AMI BT 0| E A|EILICE. AlZEH5EE{E Windows
OS HH™E MEiEFL|CE

Microsoft Office 2! Microsoft Visual Studio MIES 25 AF235t0{ QIAEIA A|Zf

License ManagerE &3ll EC2 Image Builder ItO|Z2}21E 28445}0{ Microsoft Office & Microsoft
Visual Studio MZO0| 25 Bt AMIE AL&35t0 AFM A X|El EC2 QIARAE AZE £ &LCt Tt
O|Z 2} 212 Visual Studio Professional 2022 ! Office LTSC Professional Plus 20242} ZH0| MEHt K|
Z2 oY AMIO| HERSIE 2 E AMIE 2ERLCH OHCIS 2E NMES AHSE £H[7t & HE2
S AMIO|A QIABHIAE AlRFE = Q& LTt

Pl
2

e

License ManagerE &3ll EC2 Image Builder It O|Z 2212 dM35t7| Mo CtE22 =QIstMIL.

« 5 74 Ol ol AFER} 7|8 35 A|E(0: Visual Studio Enterprise 5 2! Office LTSC Professional
TE)0f CHal &+ AWS Marketplace 7+ 50| QU &LICH.

« 7|’d0{ EC2 Image Builder 21Z2} 7430| Q& LICt. Image Builder?t O|0|X|& UEE [ AAE 5=
VPC, MEUY Hot I8 U |AM QIAEA T2 02 MO|gfL|Ct @i B2 EC2 Image Builder &2
Z0f| M Mgt

2to|MA Z B AMIOIM QUAEIA A|ZE 139


https://console.aws.amazon.com/marketplace
https://console.aws.amazon.com/imagebuilder/home#/infrastructureConfigurations/create
https://console.aws.amazon.com/imagebuilder/home#/infrastructureConfigurations/create

AWS License Manager Add a permission2|

127l CHE A& EC2 o|0|X| & mto|= 2+l 4

1. https://console.aws.amazon.com/license-manager/0{| A License Manager 2& 2 ®3LIC}.

2. EHAMEHOAER 7|g FEUM ME R mo|Z2tRlg MENEFLICE.

3. EC2Image Builder ZtO|Z2}Q| B S MEHTIL|CE

4, [Oio|Z=gtel Md1S MEfEhL(Ct

5. Windows HHZ0I M & 5t Windows Server HH S MESEFL|C

6. AMBolM E&e 2to|MA MES 5 71 o|of MEHFLICE. AWS Marketplace0l| M <=5t A1EH
gt Windows X1t 3 2tk|= AMEEH EA[EL|CH

7. [EC2Image Builder 21Z 2} 7190 A HHAHM 7|&E =zt 89S MEdgLICt

8. [THO|Z2tel Mg MeiELic,

MM % License Managere EC2 Image BU|Ider01| 7|2 o|O|x| lAlz|et uto| =2l AT L|Ct

EC2 Image Builder &0 A & A| Zt0|Z2tQlE A™E = JU&LICY.
@ Note
License Manager= CHS MZE AMIE 2EstE O 28t mto|Z 2t Qlnt s S B Alm| Bk A4 A48t
L|Ct. EC2 Image Builder 2&2 S48l THo|Z 29I ZE|5tD UH[0|EE = /U&LICE

2B mto|zEielE Alestod AMI 4

1. EC2 Image Builder Z}O|Z2}QI Bi0{ M mO|Z 2}QIS MEYSI T Image Builderol M 27|E MENE
L|CH.
2. EC2Image Builder 2£0i| A mto|Z=2}Ql A S MEISto{ IEE A|ZFELICEH

3. dert 2= m7hR] Z|chILC

3CHA|: CFS ®ZE AMIOA] QIAEIA A|Z}

oo|ZglQl 2eEyt et2 E|H Ol ged = 5t
L|C}.

A83sto] 23 AMIOIA QIARIAE AZY £ Q&

M A: EC2 Image Builder 2£ 0l M A=

ol
o
m
>
=
2
i
I>

NE 140


https://console.aws.amazon.com/license-manager/

AWS License Manager Add a permission2|

1. EC2Image Builder 2&0|M 2HEE 22§ oto|=Z 2l Lt
2. £ o|0|x|oM x[4&l =M MEE AMIE F&LICH
3. AMI 23 E MEst0o{ EC2 Z2&0IAM €I AMIOIA QUABRIA A|ZFS AE4FEL|CH
4. CIZ2 EQletHM Az OHHALE &2 & LICH
a. Graviton 7|2+0| ot Nitro 7|8F QIAEIA R3S MEHSH |C},
b. QIAEATI} AWS Managed Microsoft AD C|REE 20 4Z2E = U= VPCet MEHS MEHS
L|CF.

RIAEAIAO0 M Active Directory22| 1AE 5183t= £ I§S MEHFLICH

d IZAME HEE &5l QIAE A Systems Manager 7|15 & ${&3t= IAM (&g S MEY
ghlct.
5. CQIAEA AZtZ MEHEFL|CH

Ijo
%

M B: EC2 2&0i M A&

—

https://console.aws.amazon.com/ec2/H| A Amazon EC2 & 01| HAMAELICT

o|O|X|oll A AMIs AMEHSHL|C}.

N

3. HO|ZERloM WEE AMIE R &LICH mo|Z 2Rl M AMIsol= MFA7L 22 0I&0| A&
LICtlicense-manager-created-.

4. AMIE MEHST AMIO|A QIARA A|ZFE MEAEFL|CEH

=
5. CHBS SHOlstBIM AlSH OHEALE SR ELICH

a. Graviton 7|80 OFl Nitro 7|8F QIAEIA 32 MEHSH|C}

b. QIAEATI} AWS Managed Microsoft AD C|REE{Z[0| 4Z2E = U= VPCet MELE MEdS
L|C}.

License Manager 2 & 0| QIARA

& P
oto] QIABIAE AIEE = ULT EL

Meigt 22 Bo|MA FMEO| ALK ARIE|T A 2HOlMA T} HO{El MEfZ QIAEIAT} AISHEILICH
7h HABHEIH ASAT ST MBS TS 5T QIATAG o4

|t

2ho|MA I3 AMIOIA QIAEIA A|Zf 141


https://console.aws.amazon.com/ec2/

AWS License Manager Add a permission2|

RDPE ALE3t0{ ALEA} 7| 5 QAR A0l @4

NZg MZ35
EAAOf O:|7E=|%I-

/A Important
EC2 QIARHAE Y5t AASKHE ol £EHlstE BHE2 of 2080| £22F + U&LICH 2
ABAO| AMASHT MES AMEstE{H QAEHAO| 44 HE|7F EZ0[o{0F FLCH

AERE 718 TS0 QAHAE A5t

1. https://console.aws.amazon.com/license-manager/0| A License Manager &2 LI}

2. 2IF BN FHO| AIEXE 7|8 FEO|M ALERT AZE S MEIELICEH

3. AER AZ HO|X[H|M QUAFAO| & ENT} E M OIX| & QlELICtH

4. AA MR HEE &5t o ERSIBEE QIARHA IDE 7|85 SLIC

5. QZE ALEKte| HA ALK Ol 2 XIHSIHM RDPE AFE 504 Windows QIAEIA 0| @720
LIGE HAHE MEAMAR

Microsoft Office 7+ 501 CHEH wate] MY =8

52 FE OIHIRE E= O RHIRE ECHECZRE HERT BAAE ESELICH EoF OF
ofl CHsll Holsl= #2I2 EC2 Windows QIAEIAO|AM AF2 X} 7|8 2= Microsoft OfficeE N|235}7|
2{5H & &S5t VPC ElAA Q| Wate] o482 Lt

Chs EHAIE AF85tod MEUID Hot D88 WEE & &LICH License Managers MH g AHE3}0d
Microsoft Office® ANEEZQIEE T Z H|X{'JELICI AWS PrivateLink. VPC A= ZIE0f CHEH R}A| S
L2 2t FoIL|7F AWS PrivateLink?& & X 35HM| 2. Amazon Virtual Private Cloud A& A9 .

1. https://console.aws.amazon.com/license-manager/0ll A License Manager &2 3LI|LCt.

FA Z ol Aol AL} 718 715 m|o|X|= o|SEfLCH.

N
ro
IR
m
).

[== R |
3. Hate MY E HESE{™ Microsoft Office 75 xﬂ—z— EHZ MENS CHS Eated MM A Eo M
Elg MeigtLich Do Wate WE ohst 4K @Rluich
4. MYE HEE F XY S UEISI0] YO|O|ESHHL FAE MEHSH0] AN HHEE RKRIEFLICH
QUAEIAO] A 142


https://console.aws.amazon.com/license-manager/
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html#connect-rdp
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://console.aws.amazon.com/license-manager/

AWS License Manager Add a permission2|

License Manager7t O[2{8t &0 Cist vHiEE 2 Est= O ZE & HE 22 = UA&LICh
License Manager AF& Xt 7|8F f250i CHet 75 AFEXF 22
License Manager™| A1 Microsoft Office &! Visual Studio MZ #50i Ciet 24 X Eoo| Hadeg 2
gotn 7= 2laa0] et FE AMAE WX[SHT| /61 CHS 1t Z 0| AFSXF A M[A E

LICH

QIABANM AHEX AZA A

License Manager A& Xt 7|8 Microsoft Office 5 £ Visual Studio M& 7152 S AESHE QIAE
A0 M AFEXLE o4 SHAlISH0] 2l|AA0| CHEE HMAE W 7{E L.

MNEX = FA

ol A RF 7|8 Microsoft Office EE £ Visual Studio M& TS0 AFBXHE 75 A AWS
License Manager 5+04 s 7HQlol| CHEF 725 @2 YMS SX|gFLC.

® Note
Active Directory0ll A AL XFE AFA||EH = Microsoft Office 2! Visual Studio A& 2| AF& X} 243
Ee 752 HEELX| ekaLIch QARARIO| AE KHstE{H 7= ME AR HE H|o|X|
ol M License Manager2| AL XHE 44 sHA[SHoOF & LICE O3 Ot S AL R e| 252 F A8l
of ct,
0| &AM = Active Directory 2|8 CFHEX| & LICH

LiS

« License Manager AtE A} 7|8t 52 XS st= QIAEHANM ALEX 244 Sl

« License Managero| A AFE AL 7|8 & S0 ALEAE 725 Fa

License Manager AtE Xt 7|8t 5 NS st= LUATHAMM ALEXF 42 SHA|

License Manager AFEX} 7|8 1 5& XMSste QAEHAO CHEF AHSAF HMHAE K7HstEd™ i 2
ABAO|M F5E ALSAE HE iKY = USLICEH Ol HE A2 AMER 75 ”EHOI s

FX| et&LICH AF8RF 5 E FAstD ofY 7HRlol CHEt 7= 252 SXlottdH M2 HZESHA
LLlicense Managerdl M AFE X} 7|8t M|E S0 AR 25 FA.

TS AISA 22| 143



AWS License Manager Add a permission2|

QUAEANM 75 ALSAF AZ SHiA|

https://console.aws.amazon.com/license-manager/0| A License Manager 2& 2 JLILCt.
ol ALER 7|8 TS0 AR AA S MESEfLICEH

_||-I
AP%M% Ad aiMg QABAE MEYFILICH

0N~

=H
HAZEE oHXE AEX O|F S MEE Chs ALS AL 14 sliiM|E M=iErLICH

License ManagerO|l A AL Xt 7(8E X E £ S0IM AFS A 5 F4

2
Hok
EHO A &

=03

>

—LI IJ mo mo

S X|5t24™ Microsoft Office EE = Visual Studio AF& X} 7|8 15 MEOM AFEXIE 715
LIC}. Microsoft RDSE AF8 X7 5 MES MB35te QAEAN HAZAE m 2HolMA M
El 22t0|¢E HM|A BHO|MA(CAL) EE 0 AASA 50| Zgof 2t &8 AASKIER
ElLIC XEMIBH LI 2 License Manager2| Microsoft RDS Z2XA| BHHE HZSHAAIL.

[0

=1
=
&

ol

/A Important

Microsoft Office E Visual Studio AFE A} 7|8t 15 MEQ| A #52 FAsie{H HY
M AZ2E 2E QIAEAO|M Active Directory AFEXHE 9473 HAl|5HoF & LICH.

¥

AERE 7|8 KE TFSHM AFEA 75 Fa

1. https://console.aws.amazon.com/license-manager/0| A License Manager 2& 2 JLILCt.
2. 21ZF HMEFHO ASK 7|8 S0 MES MEIELICH

3. AEXF
4

52 Flasttis MES MEELICH
T=E FIAE MER O|F S MEE O3 AASK 5 FAE MEELICH

License Manager 247304 M Active Directory S & F|&

A 7[gk +50f o o4& AL 3HX| 2t 224 License Manager *"“NIH Active DirectoryE S5 Z
2= A&LICt License Manager AH0| M CIEEE| 182 85 F AT CIEEE= AN E X
ICt. M™Ho|M CIHEEZ|E S5 F|45tH™ License Managero| A AP%XP 7|8 =2 25 s |
1o ALEALE f Ol Q1 E = Qi&LICH.

°T"0I!0

LR [/ P
rurm

Pl
2

=

License Manager 20| C|HE{Z| S§2 F[A57] T CHS 22 s=~sHok Lt

Active Directory S5 F|4& 144


https://console.aws.amazon.com/license-manager/
https://console.aws.amazon.com/license-manager/

AWS License Manager Add a permission2|

1. QUAEAONM AR 244 SllM| &5 FAsted= CIHEEIE & X6t 4 QIARHA9|

2. B2E 75 AMEXRIF AUAHANM 44 SHA|E F QIAHAE FZELICE Active DirectoryE &
Aot RE QAEHATJ SR E WHK| gHEELICE

tE 8t Active Directory0ll &35t ALEX 715 FAE S&E F|A S0 4G AFE (Mg SX|5HoF &
LIC}.

T

w

SEEAES
/A Important

Microsoft RDS SAL A& X0 Active DirectoryE Al835t= A< AD S§2 F|4A st AMK|5H7|
Mof| AZEl 2to|MA M A=ZQIEE AbX|SH oF L|CH

License Manager 4472304 M Active Directory 5§ F&

E Z &2 =R F F hitps://console.aws.amazon.com/license-manager/ License Manager &
&2 At
1. 2IF A Fold ddg MEighLct
2. A™ mo|x|el AWS Managed Microsoft AD AlM0j| M X[7HE MEHEHL|CE.
3. EeEtHAEE =250 CIHEE|IE MAHEX| #Rlstn MHE H=EhL|Ch

M7HE MEfEH MA I 0] X|2] AWS Managed Microsoft AD AlMof| C|ZIE{Z| ID2F 74 AEH7} EA|
ElLch 74 ZZ MA 7L 22 5/H AWS Managed Microsoft AD AlMo{| A CIRE{Z|7F M 7{E LIC.

License Manager0| A AFE X} (8 75 EX| il 2

CHS2 AWS License Manageroil A AFE Xt 7[8F 15 Al & e + Q= EXE sfidste ol ==0| &
= &M a2 Lot

=x

. QIAEIA FE F4 2 Y

. NS TS HE PN AL 22X s

. N8R 75 QIAHA AR AT} EX HZ
. BtolMA A8 F4 28 HZ

=H & 145


https://console.aws.amazon.com/license-manager/

AWS License Manager Add a permission2|

QIAEA 94 =X s &
o = Muf EX siE

Systems Manager 12 x| 512

HO

Systems Manager Run Command £ Xl 3112
Microsoft RDS 2t0|M 4 Ao EA sHZ

Microsoft Office & ¢/5 &l =4l siZ&
Active DirectoryE M A& + gl= A 514

AWSServiceRoleForAWSLicenseManagerUserSubscriptionsService Service Linked Role(SLR)=
AbR|E £ o= 21| 5123

HA L— —

RDS SAL MEZoi chet 715 =X oH Tt l&LIct
2to|MA =7 SHIEA EAILIX| &
RDS 2to|MA ZIE7| 22X sHZA
NERS

A ZR 50 cHet ZX 2= sHZ
HIgd oA Edo|a 75 e EX| sHZ
RQIAEIAG MEXL AE EX sHZE

RDS SALE 010|204 & HEL|X| 2 CALEE =X siZ
ANEX 75 MEO| U EC2 QIAEAMM HES =

VPC HEZQIET} L A- MHE
License Managero| A MA48t 2 E vPC

# 2|3 Active Directory0l A AL X} 0| #47Z
SEE QIAEHA|AM AL XL 472 SHA
MER 5 QUARIAN FIH AZE Q0 MR
AMNEX 75 QIAEIAQ| elEo0] 210 H
AZR B QIARIAO
AR 75 QIAEAC RDPE £ = ALSA £
Office 3! Visual Studio& AtA| #E2[3 AD XM Z 2| ALS %t
X|#El= Windows 2 A

x| E|= Office & Visual Studio HH7

0|7 Windows Server HT0I| M AFEAF 25 AL

A = 2|0l M License Manager AFE X 15 AFS

EA sz 146



AWS License Manager Add a permission2|

 AWS Supportof E2|5t7| 2|2 El

OlatiA A B4 2R o2

AR 7|8t 52 MBst= QIAHAT A HE E5ttiH M 4EE | XISHOF & LICH HIEHA S

E EAE QUAEHAE O Ol EHe AN 2F A2 §F5HX| 2 &LICH License Manager= H|Z& &

QIABAO| ERE AT otX|CH HA HEIE S0t 5= ole lAHAE SEELICH

AR 718t 58 MBst7| I5H AZE QIARATL Z7| 82 RIEE = Qi QAEHAE BEE
E AlZfstod AL XE 7|8t 52 HMB3Hok

A

LICE Ol AlLt2|2dME 74 BME sH5tn A QIAEA
grLich XEM|I8H LI& 2 License Manager0i| A A H
ZAAL.

AMNEX 75 ME 74 A 2| sl Z

OFRHIRE HES|T HAMA ZXNZ Qs ME F40| g = JU&LICt 0|§ sliZstedH 7|2 2ot
J50| Z EHQ HEED S| L ES(3 QE{H|O|ALF SSMe| IP FAEO| 0t ZHIRE EB{EE

518
SHe x| 2olstLict,
. 7l2 2ot 18 M0l ZHQl HESE LEST QEBolA P AR OlRHIRE EBITS

0|5t Al st=X| & lgLct.

« License Manager AWS Managed Microsoft AD £7} ZZH|X{JE VPCO| 7|2 Eot IEE AIS
te F 7Hol HES|3 QI O|AE MgELCt |28t IE{m o|A = CIRE{Z[e] E4 MH|A
750l AFEELICE 7|2 2t &0l 24 EHQ HEED | HERA QEHO|A P FAEE T
Hl HEEHAIM AH85te 2ot IES 29| ot RHIRE EHEE {&st=X| g LICH XhAl
gt LHE2 22| QLA 2| Directory Service AtE XL 7|8 52 M5t 7| e A =7 & A4

Z =2 HEMLR.

. ALK 7|H TS £ VPC ASEQIEE MBHe QIAHA M Ol REHEE QL HHAE 7
st
IR HHR S QIE{H ANAE

AWS Systems Manager A2 A

1o
o

(o]

14

r

ZZH|I™M Z2MATF 22 E|™ License ManagerOll A A48t QIE{HO|AN CHE Bt OES
= U&L|CH £t MEHE Hot OF 2 ZF THIQl HAEER 9 HERXHZ QIEHO|A IPv4 =4

T i

02 HL mot

[
-

LS|

=

mo &
H
[0
3|_'
olo
glzl
=)
I
r
_ITI_
_>'1_
=
ro
=
0
rlo
>
3
Q
N
@]
-}
<
=
C
o
9
=
8
(0]
o
(@]
C
o
>
O HR

147


user-based-subscriptions.html#usubs-prerequisites
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_getting_started_what_gets_created.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_getting_started_what_gets_created.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-setting-up-ec2.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html

AWS License Manager Add a permission2|

M-SRt 5 QAHA AlF Ao =X siiZ

El

0f21 7HK| OIR.E QI8 AABIA AlZHO| ATHE 4 U&LICH CHSS QIAEIA Ato] MIE £ Qe

o JhK| YEtEQl 2 /|QL|C}.

HAE AME = UK U LICH MES B ESH M Rthe section called “QIAEIA

—_ =
o QUAEATI EH Q0| ZOIE 4= Ql=X| & QIgtL|Ct MME & X 5HM| Rthe section called “E=H|Q1 &

=t
=

* Route53 OF2HI2E sHM7| AEZQIE HE0| MH |0 YU=X| ST LICH XHME B2 EED
HIAIZ Integrating your Directory Service's DNS resolution with Amazon Route 53 Resolvers&
ZotMR.

« MEX 5 AMIsE 7(Eto 2 MEE AE R X[H AMIsO| M QIATAE AlEet= 32 AHEXRE X
AMls.

ctolda ™ &4 X

Ol
o sl

o4
=

Microsoft Office0l| A AF& A} 7|8t 52 MB35 Active DirectoryE T8t B2 2|A AT} License
Manager7}t d4dst= VPC JIEZQIEof (ZE = Q=X| =l ok & LICH A=EZQIEo = AHEAE
7\gt FE2 M3B5te QIAEAO| TCP ZE 16882 S8t QIHIRE Eci= o] 2 FLct.

Reachability AnalyzerE AF& st AL X} 7|Et TS 2 MBstE QAEHAC HEQZ -1 vPC o

EZQIEJ MOHZ FEEIUREX] HUE = UGLICH ALER 7[E 252 MS st MELIoAM A%

El QIAEA IDE HES 2 X|HS5HD Microsoft Office ME8 22 Z2H|X'JE VPC A=ZQRIEE Ol
Ho=2 X|HE £ Y& ZZEEZZ TCPE X|Hstn M8 Z2o| i ZEZ 16882 KIHEL
Ch. REMIEH LHE 2 HIOIES0] & QIE{T|0jA VPC AEZQIEO| 474 EXIE SHZ5HET 0% 7| ok
LM E FESHAML.

A-EXt= LI XM ZE S ALEstt{™ RDPE At&35t01 AHEX} 7|8 7152 K|St QlAaHHA0
Zg = lofoF gLt UAHA AA 2| siZof CHEF REMIEF LI& 2 Amazon EC2 AHE M 9|

A& XKL= License Manager A 0fl 72 44El Active DirectoryQ| AF& X} IDE A XL 7|8 25 MHES A
Zot= QIAE Aof Q38 £ Qlo{ok BfLICt T MH|Qlof 7t USHR| 28 QIAEHAE ZFELICH

=H & 148


https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-your-directory-services-dns-resolution-with-amazon-route-53-resolvers/
https://docs.aws.amazon.com/vpc/latest/reachability/what-is-reachability-analyzer.html
https://aws.amazon.com/premiumsupport/knowledge-center/vpc-fix-gateway-or-interface-endpoint/
https://aws.amazon.com/premiumsupport/knowledge-center/vpc-fix-gateway-or-interface-endpoint/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/troubleshoot-connect-windows-instance.html
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_windows_instance.html
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https://docs.microsoft.com/en-US/troubleshoot/windows-server/identity/troubleshoot-errors-join-computer-to-domain
https://docs.aws.amazon.com/systems-manager/latest/userguide/troubleshooting-ssm-agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/troubleshooting-managed-instances.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/troubleshooting-managed-instances.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/monitor-commands.html
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https://docs.aws.amazon.com/license-manager/latest/userguide/user-based-subscription-role.html
https://docs.aws.amazon.com/license-manager/latest/userguide/user-based-subscription-role.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/slrconcept.html
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https://learn.microsoft.com/en-us/troubleshoot/windows-server/remote/cannot-connect-rds-no-license-server
https://learn.microsoft.com/en-us/troubleshoot/windows-server/remote/cannot-connect-rds-no-license-server
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https://docs.aws.amazon.com//directoryservice/latest/admin-guide/ms_ad_troubleshooting_trust_creation.html
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_getting_started_admin_account.html

AWS License Manager Add a permission2|

AEAt 75 QIAEAO RDPE = /U= AFSAL =

MEXRL 7|8t T 52 MBsts ULAHAE X|EIE AZ EQ|0] MFO0 License Manager AtE Xt 7t
F5 M0 HAIE CHZ 3 Hof 2I<.||:H JHo| M AL X Mg x|ELICH 7|22 2 WindowsE
2E 79| Windows ME{0|M 4% 22 Zfstod 2|0 27| HA oA3 & AEE

SI8ELICH SA ABAHE 28 0|’<‘> A8ste{H T ZH0| RDS 2to|M e MEHE HEsHofF BFLICt.

—

ﬁ
o X9
o
u
_>'~|_
e
1L
mlo

Office X! Visual Studio® A&l 22|13 AD M E 2| AL X}

A&l 22| ClEE 2|l AFSAHE 94726t E{H KA & 2lE CI=E 2|QF AWS Managed Microsoft AD
ClHE{Z| 7hol| Feter Z2|AE AMZ[E MA5HoF &L ct RhA[EH LHE2 & 2| 2L 2| Directory

Service Xt&M: AWS Managed Microsoft AD 2 AFAl| £ 2|3 Active Directory = H|2I ZHo| AIZ[ £HA|
MY AZTSAL.

K| El= Windows 2 #| A

X|HEl= Windows 2 A Z8HE 0l CHEF AFAMISH LHE 2 MME £ X 5HA|Sthe section called “X| ¢
Il= AT EQ|o] 5.

K| El&= Office 2! Visual Studio B

ALERE 7|8 =50 X|HElE AZEQ0{0f CHEF REM[EH LIRS MM E BT X 5HM|Rthe section called
‘K| AT EQ o]

0|Z1 Windows Server HAHO|M A X 25 AR

Office LTSC Professional Plus, Office LTSC Standard &= = Microsoft Visual StudioZ X|25t= AMI
oM QUAEHAE AIESIH AR 2 7|BXMO 2 AMIC| 2[4l Windows OS Z8HE BT (0l: Windows
Server 2022)2 2 MM ELIC 0| 0OS EHE HTSZE AESIE{H CHS EHAHE [EAM L.

1. ol AWS Marketplace 2& 2 ¥JL|Chhttps://console.aws.amazon.com/marketplace.

2. M FoM 75 BEIE MEIELICE

3. A5 AME 7tAEEY| f5H 75 ol T E= LR E AME = /U &LICt. of: Office LTSC
Professional Plus, Office LTSC Standard % Visual Studio Enterprise.

4. 75 Tl M M QIARA A[ZHE MEdSFL|CE TJ24™ Al T4 H 0| X[7F B EILCY.

5. O|™ BT 2| Windows OS ESHE S 7|US 2 5t= AMIOIA QIAEAE AIESE{H AZ E Q|04 H

™ ofehol Q= ™| AWS Marketplace B AIO|E I3 E MEHEILICE O|ZAH| 31 HH S S0l M
MEHSE 2~ Ql= 1A T|0|X|2 0|S&L|C}

AN sz 155

Ho


https://docs.aws.amazon.com/license-manager/latest/userguide/user-based-subscriptions.html
https://docs.aws.amazon.com/license-manager/latest/userguide/user-based-subscriptions.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_tutorial_setup_trust.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_tutorial_setup_trust.html
https://console.aws.amazon.com/marketplace
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"license-manager:CreatelLicense",
"license-manager:CreatelLicenseVersion",
"license-manager:ListlLicenses",
"license-manager:ListLicenseVersions",
"license-manager:GetLicense",
"license-manager:DeletelLicense",
"license-manager:CheckoutlLicense",
"license-manager:CheckInLicense",
"license-manager:ExtendLicenseConsumption"”,
"license-manager:GetLicenseUsage",
"license-manager:CreateGrant",
"license-manager:CreateGrantVersion",
"license-manager:DeleteGrant",
"license-manager:GetGrant",
"license-manager:ListDistributedGrants"

1,

"Resource": "*"
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aws iam create-role
--role-name AWSLicenseManagerConsumptionRole

--description "Role used to consume licenses using AWS License Manager"
--max-session-duration 3600

--assume-role-policy-document file://trust-policy-document.json

M3E trust-policy-document.json It CtE Of| A2t Zotof 5tH, AHEXF 1R 2| AWS A X
ID7F E2 U2 A AHSZ Cixl|zlo{oF & Lct.

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "openid-license-manager.amazonaws.com"
}I
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"ForAnyValue:StringLike": {
"openid-license-manager.amazonaws.com:amxr": "aws:license-
manager :token-issuer-123456789012:123456789012"
}
}
}
]
}
o+ e

173


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/create-role.html

AWS License Manager Add a permission2|

3™ Ch attach-role-policy @& & A& 3104 AWSLicenseManagerConsumptionPolicy AWS & 2%
=2 AWSLicenseManagerConsumptionRole 23&Hofl F7}&tL|C}.

aws iam attach-role-policy

--policy-arn arn:aws:iam::aws:policy/service-role/
AWSLicenseManagerConsumptionPolicy

--role-name AWSLicenseManagerConsumptionRole

License Manager0i| A EO{A}7t gF =23 2H0[4MdA 24

Ct& ™Atof 2t AWS Management Console2 At&5t= 20| H| 2 04& 2lo|[MA EES HMF L
Ct. EE&= CreateLicense API 24 E At&35t04 2tO|MAE MEe = JU&LICEH

=& AL85to{ 2to|dAE MM stedH
1. https://console.aws.amazon.com/license-manager/0{| A License Manager 2&2 L|CI.

2% ol M Zofx &= 2to|MAE MEHELICE

Eto|MA Hes MEfEhL|Ct

> DN

eto|MA HEtH|O|E ol CHell Ot S HE & M3 L

u
o
x
I>

O|F - FONKtO|H| EA[E O|F(EICH 150%F).

- 2to|MA dF — of eto|MAE CHE 2to|MAet FESE MEX DT (ZICH 400%t).

« ME SKU — M|E SKU.

« AR — =4IXto| O|F(ZIAF EE= THR).

- & 2™ - etoldA o] Aws E[HULICH Eto[MAE ™ MAM AL E & UXIEH & EIT0d A
OF 2tO|MAE HEE & JU&LICH 8 Foles 2toldAol & Elrig HEY + l&LIc

- AMEIE —oiF = g AAEX| EE Mo AAsHR] 2% 0%,
« A8 7 -BO|MAE Q& o] A EstedH Y A8 71 SME MEistT, 2Z 2Rl A
2tO|MAE AL dtedH A8 S MEELICH 2[CH A& AlZH(E)S &3{stod 2to|MA o AL Tt
S 7lzte d™guo
6. IZxtolChs YEE LU=ELICt

EHOH A} 22 2Fo|MA A 174


https://docs.aws.amazon.com/cli/latest/reference/iam/attach-role-policy.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_CreateLicense.html
https://console.aws.amazon.com/license-manager/

AWS License Manager Add a permission2|

« AWS KMS 7| I3 - License Manager=0| 7|& At&36t0{ &2 Rtoi| MBSt & UEL[CH XA
gt LHE 2 License Manager0l Al 2t0[4A O] &S5 M BHHHE FXSHMAIR.

- Y=ZXt Ol§ — ToHAIS| &= FHUL|CH

- BlZ=of EoiRF — M= &S HlLICH
o

12
1o o
c
20
—
I°
r
ful

o H2FURL — 2IO|MA A

7. Tetel B2 etolMAaTt ARt A Fodst= 7ISol CHet CHE HE & MSELICH

o
il
|
1
>
Ral
1o
o
Ojm
o
T
n

J
. HA R - Fx| RES MU O1S 20 K4 B MBEUC
. SAIRETE B Tof 2HO|MAE HTQUsHok S B H2Q 5182 MeELICH
o SRR EIAAE FD) NS E ETS0I AR & Rl B AUE 5SS MUELIL O B
M8 MeEsE S AR £7t 23 0| 238 4+ e,
8. EHOlMA Mg Metghic

License Manager ErOHXF7} ISV T ZHoi| 7| 2FO|MAE grZ§F HEh o

M 2to|MAE F718t & AWS Management Console2 AF& 3104 AWS A& 0| /e 12| Al 2to]M
AE B0ig = UESLICH = AIXt= BIO|MAE AH86H7| Mofl 51718 == 5HoF BfLICH RtAIEF LI

License Manager0il A £ 04El 2t 0|MA EHHE HESHAAI2.

ok

A
e

T ZHof| A AWS H 0| ¢i= A License Manager APIE AI&3t04 T ZHO| E2IO|MAE AIE
=2 5

Z£ S MEs0{ ol A 2to|MAE FodstE{H

1. https://console.aws.amazon.com/license-manager/0ll A License Manager 2£&& L|C}.

21% Bl ol M BOHRE W BtOIMAS MEBtLIC

2toltdA 0| IDE MEiS0] M|F HE m|o|X|E Llct

> Mo
x

m

=

o

r

[w]

2
3
4. Tt RofolA] Het fof MY
5

o =
et 70 MF HEolM Chs HEE 2=FLICH

. HEH £04 0|8 — M £of O|FYULICH HA 7|5 S HAEets ol AL ELICH

[l

« AWS HI™E ID - 2fo|MA = 4XEol AWS HIE HE L
- g2tolMAa Het

ZOfRtol A Y2 & 2foldA Fod 175


https://console.aws.amazon.com/license-manager/

AWS License Manager Add a permission2|

. 2ARTE HOIE MBS ABY £ U B AS
%

u
o
x
|>
o >
>
>
N
olo
=0
0ot
2
jul
ro
>
oo
N
J
mo
=
HL
e
4%
20
Hn
J
9'|_|
A
e
Pl
oo
N
J
Pl
[[p]
3'_'

1. CreateToken APl 2fdE 2IHMO 2 S E50{ IWT EELZE QIAEEI ME IR EEE 7HM4S

M EHA|o] CreateToken2 ZRE &2 MZ 18 EZE X|&5t0{ GetAccessToken AP XHd
2 AHYMoE 3E510 YA| HMA EES s AIFLICE
3. AssumeRoleWithWebldentity APl 2212 £ £ 350{ GetAccessToken O|F B0 AHof| M &2
HM|A EZ D A8 AWSLicenseManagerConsumptionRole 23&h€ X|Z&35t04 &I A| AWS X
EBE 7St

AWS License Manager &0 EE2 Hd3l2{H

1. License Manager Z&0|A& AWS | 10| Ar&3tci= &4 2to[MA Mo CHet 2to|MA M[F
M m|o|X|Z o|S & LCt.

2. EZ 4 MEsto] LAl HMA EES SGELICH

@
<
kI
]
1o
$
rot
ne
>
Pl
i
[0
0%

176


https://docs.aws.amazon.com/license-manager/latest/APIReference/API_CreateToken.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/API_GetAccessToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
https://console.aws.amazon.com/license-manager

AWS License Manager

Add a permission2|

® Note
UA HMA EES XS MHE M License Manager7t AFE XHE CHAISH0 M

HIAO HMAE & JUESF MH|A Heg S ddstets HAIXKIZH EAIELICH

AWSLicenseManagerConsumptionRoleZ} Z2 AMH|A d&to| MAAELICH

3. token.csvIIUES CIREESHHLE, EE EXAIQ0| MMHE|H SASHAIL.

/A Important
Ol M7t Ol EEE UIR2EESHLE £ & U FRUS AZULICH EES CI22EE =
orxgt 2IRlof AE XMEstE W0l E&LICH MH|A B LM AMEXI M EES
A A B A O

License Manager0i| A EtOHR} 7} =3t 2 o[ M A &0l

x
z
rol

License Managerg Ar&35tH 0424 AFEXI7F H 2o A0
& £ 9l&LICH CheckoutLicense API g =
L|CF.

el
1A
|0
HU
ol
M
Q'I_l
>
>

0dl: aws:123456789012:issuer:issuer-fingerprint

« M& SKU - 2to|MAE M de i 2to|MdA ErZxp7F Holst of 2tolMA o ME AMERLIC
oS

L. 1=

O

- =
Ut ME SKU7Zt ofed ISVol| EME &= JU&LICH et MEE = U= 7| XIZ0]| &
gt
=

0f: 1a2b3c4d2f5e69f440bae30eaec9570bb1fb7358824f9ddfa1aa5a0daEXAMPLE

- et —#MIAoREY = UE VIS, FHE 7IsE XEste 32 T2 0LICE oilA:

"Entitlements": [

{
"Name": "DataTransfer",
"Unit": "Gigabytes",
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"Name": "DataStorage",
"Unit": "Gigabytes",
"Value": 5
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AWS License Manager

aws organizations deregister-delegated-administrator --service-
principal=license-manager-linux-subscriptions.amazonaws.com --account-
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"eventVersion":"1.05",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDAIF2US5EXAMPLEH5APG",
"arn":"arn:aws:iam::123456789012:user/Administrator",
"accountId":"012345678901",
"accessKeyId":"AKIDEXAMPLE",
"userName":"Administrator"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/license-manager/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"eventTime":"2019-02-15T06:48:3772",
"eventSource":"license-manager.amazonaws.com",
"eventName":"DeletelLicenseConfiguration",
"awsRegion":"us-east-1",
"sourceIPAddress":"203.0.113.83",
"userAgent":"aws-cli/2.4.6 Python/3.8.8 Linux",
"requestParameters":{
"licenseConfigurationArn":"arn:aws:license-manager:us-
east-1:123456789012:1icense-configuration:1ic-9ab477f4bEXAMPLES5f3ec@8a5423f77"
I
"responsekElements":null,
"requestID":"3366df5f-4166-415f-9437-c38EXAMPLE48",
"eventID":"6c2c949b-1a81-406a-a0d7-52EXAMPLE5Sbd",
"eventType":"AwsApiCall",
"recipientAccountId":"012345678901"
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"Statement":[{
"Effect":"effect",
"Action":"action",
"Resource":"arn",
"Condition":{

"condition":{
"key":"value"
}

}
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JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid": "VisualEditox0",

"Effect": "Allow",

"Action": [
"license-manager:Createlicense",
"license-manager:ListlLicenses",
"license-manager:CreatelLicenseVersion",
"license-manager:ListlLicenseVersions",
"license-manager:GetLicense",
"license-managerx:DeletelLicense",
"license-manager:CheckoutLicense",
"license-manager:CheckInLicense",

"kms : GetPublicKey"

]I

"Resource": "*"
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https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-idp.html
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https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-user.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://console.aws.amazon.com/license-manager/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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ec2:Describelnstances
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ec2:DescribeHosts
ssm:ListInventoryEntries
ssm:GetInventory
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ssm:GetCommandInvocation

ssm:SendCommand

ssm:SendCommand

2lA&A ARN

AWSLicenseManagerM
emberAccountRole

arn:aws:s3:::aws-license-
manager-service-*

arn:aws:s3:::aws-license-
manager-service-*

arn:aws:s3:::aws-license-
manager-service-*

arn:aws: :sns:*:*:aws-

license-manager-service-
*

arn:aws:ec2:*:*:instance/
*

arn:aws:ssm:*:*:managed-
instance/*
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s3:

s3:

s3:

s3:

s3:

s3:
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ListBucket

GetLifecycleConfiguration

PutLifecycleConfiguration

GetBucketPolicy

PutBucketPolicy

AbortMultipartUpload

PutObject

GetObject

ListBucketMultipartUploads

ListMultipartUploadParts

DeleteObject

athena:GetQueryExecution

athena:GetQueryResults
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arn:aws:s3:::aws-license-
manager-service-*

arn:aws:s3:::aws-license-
manager-service-*

arn:aws:s3:::aws-license-
manager-service-*

arn:aws:s3:::aws-license-
manager-service-*

arn:aws:s3:::aws-license-
manager-service-*

arn:aws:s3:::aws-license-
manager-service-*

arn:aws:s3:::aws-license-
manager-service-*

arn:aws:s3:::aws-license-
manager-service-*

arn:aws:s3:::aws-license-
manager-service-*

arn:aws:s3:::aws-license-
manager-service-*

arn:aws:s3:::aws-license-
manager-service-*/re
source-sync/*
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athena:StartQueryExecution
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glue:
glue:
glue:
glue:
glue:

glue:

GetTable
GetPartition
GetPartitions
CreateTable
UpdateTable
DeleteTable
UpdateJob

UpdateCrawler

organizations:DescribeOrganization

organizations:ListAccounts

organizations:DescribeAccount

organizations:ListChildren

organizations:ListParents

organizations:ListAccountsForParent

organizations:ListRoots

organizations:ListAWSServiceAccessFo

rOrganization

ram:GetResourceShares

ram:GetResourceShareAssociations

ram:TagResource
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ram:CreateResourceShare <
ram:AssociateResourceShare x
ram:DisassociateResourceShare X
ram:UpdateResourceShare *
ram:DeleteResourceShare <
resource-groups:PutGroupPolicy *
iam:GetRole =
iam:PassRole arn:aws:iam::*:role/
LicenseManagerServiceReso
urceDataSyncRole*
cloudformation:UpdateStack arn:aws:cloudforma
tion:*:*:stack/Lic
enseManagerCrossAc
countCloudDiscover
yStack/*
cloudformation:CreateStack arn:aws:cloudforma
tion:*:*:stack/Lic
enseManagerCrossAc
countCloudDiscover
yStack/*
cloudformation:DeleteStack arn:aws:cloudforma
tion:*:*:stack/Lic
enseManagerCrossAc
countCloudDiscover
yStack/*
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* arn:aws:glue:*:*:database/license_manager_resource_sync
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ssm:GetInventory 55
ssm:CreateAssociation *
ssm:CreateResourceDataSync *
ssm:DeleteResourceDataSync *
ssm:ListResourceDataSync *
ssm:ListAssociations *
ram:AcceptResourceSharelInvitation *
ram:GetResourceSharelnvitations *

of Ao HAHoi CHEF HEHE Ee{m MMHE AWS Management Console R & 5t Al

2 AWSLicenseManagerMemberAccountRolePolicy.

AWS 2|38 H3: AWSLicenseManagerConsumptionPolicy

AWSLicenseManagerConsumptionPolicy H2{& IAM IDO| 91Z2& = Q&LICH O] HA2 Bto|
MAE AE5t= O 2R B License Manager AP 240 M| AE = = HEtE Fo{LICh xpAlE
LH8 2 License Manageroll A EHONKE7| 2hZ 8t BlO|MA ALS EHRIS

0

O] Matio| MEtE2 Ee{ AWS Management Console0i| A
AWSLicenseManagerConsumptionPolicyE & X stMI2.

AWS ZHE|3 HAY:
AWSLicenseManagerUserSubscriptionsServiceRolePolicy

Ol HAM2 License Manager7t API 22 ZHMO 2 S E510{ AFSAL 7|8 75 E|AAE #EE
! =
—

UL = AWSServiceRoleForAWSLicenseManagerUserSubscriptionsServicezt

AWSLicenseManagerConsumptionPolicy 220


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSLicenseManagerMemberAccountRolePolicy
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSLicenseManagerConsumptionPolicy

AWS License Manager

Add a permission2|

HIA 9472 d&tofl AZAELIC RIMIEH LI 2 License Manager - AFE A} 7|8 715 48t EHd S Rt x5
AAI2.
ofgh ME MM License Manager?t X|HE B|AA0M CHS &Y 2RSTE S{EELICH

xHod 2lAA ARN

ds:DescribeDirectories
ds:GetAuthorizedApplicationDetails
ec2:CreateTags
ec2:Describelnstances
ec2:DescribeNetworklInterfaces
ec2:DescribeSecurityGroupRules
ec2:DescribeSubnets
ec2:DescribeVpcPeeringConnections
ec2:Terminatelnstances
route53:GetHostedZone
route53:ListResourceRecordSets

secretsmanager:GetSecretValue

ssm:Describelnstancelnformation
ssm:GetCommandInvocation
ssm:Getlnventory
ssm:ListCommandInvocations

ssm:SendCommand

arn:aws:ec2:*:*:instance/* '

arn:aws:ec2:*:*:instance/* '

arn:aws:secretsmanager:*:*:secret:li
cense-manager-user-*

arn:aws:ssm:*::document/AWS-
RunPowerShellScript 2
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arn:aws:ec2:*:*:instance/* 2
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{
"name":"EntitlementCount",
"unit":"Count",
"value":"1"

}

1,
"expiration":"2020-12-01TQ0:47:35",
"issuedAt":"2020-11-30T23:47:35",
"licenseArn":"arn:aws:license-

manager: :123456789012:1icense:1-6585590917ad46858328ff02dEXAMPLE",
"licenseConsumptionToken":"306eb19afd354ba79c3687b9bEXAMPLE",
"nodeId":"100.20.15.10",
"checkoutMetadata":{

"Mac" :"ABCDEFGHI"
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