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https://docs.aws.amazon.com/kms/latest/developerguide/services-ebs.html
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// Instantiate the SDK

final AwsCrypto crypto = new AwsCrypto();

// Set up the KmsMasterKeyProvider backed by the default credentials
final KmsMasterKeyProvider prov = new KmsMasterKeyProvider(keyId);
// Do the encryption

final byte[] ciphertext = crypto.encryptData(prov, message);
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final KmsMasterKeyProvider prov = new KmsMasterKeyProvider(keyId);
// Decrypt the data
final CryptoResult<byte[], KmsMasterKey> res = crypto.decryptData(prov, ciphertext);
// We need to check the KMS key to ensure that the
// assumed key was used
if (!res.getMasterKeyIds().get(0).equals(keyId)) {
throw new IllegalStateException("Wrong key id!");

}
byte[] plaintext = res.getResult();
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CreateKey &

CreateKey APl Z&9| ATZ AWS KMS key 7t & ELICt

CH2 2 @ 71K CreateKey 28 FEQILICEH

{
"Description": "string",
"KeySpec": "string",
"KeyUsage": "string",
"Origin": "string";
"Policy": "string"

}
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https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateKey.html#API_CreateKey_RequestSyntax
https://docs.aws.amazon.com/kms/latest/developerguide/importing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/custom-key-store-overview.html
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateKey.html#API_CreateKey_ResponseSyntax
https://docs.aws.amazon.com/kms/latest/developerguide/kms-alias.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
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"ImportToken": blob,
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https://docs.aws.amazon.com/kms/latest/APIReference/API_ImportKeyMaterial.html
https://docs.aws.amazon.com/kms/latest/developerguide/importing-keys.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GetParametersForImport.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_ImportKeyMaterial.html#API_ImportKeyMaterial_RequestSyntax
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"KeyId": "string",
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https://docs.aws.amazon.com/kms/latest/APIReference/API_Enable.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Disable.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Disable.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_ScheduleKeyDeletion.html
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https://docs.aws.amazon.com/kms/latest/APIReference/API_ReEncrypt.html
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
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» GenerateDataKey

» GenerateDataKeyWithoutPlaintext

» GenerateDataKeyPair

» GenerateDataKeyPairWithoutPlaintext
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“EncryptionContext”: {“string” : “string”},
“GrantTokens”: [“string”],

“KeyId”: “string”,

“NumberOfBytes”: “number”
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https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyWithoutPlaintext.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyPair.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyPairWithoutPlaintext.html
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https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
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"CiphertextBlob": "blob",
"KeyId": "string",
"Plaintext": "blob"

}
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"CiphertextBlob": "blob",
"EncryptionContext": { "string" : "string" }
"GrantTokens": ["string"]
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"CiphertextBlob": "blob",
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CiphertextBlob

CIAl &t 258 O|O|E{o] &t 58 HIAEQIL|CE

A= 2HE A CHA| &f 35t 25



AWS KMS &= 3 Mg HE

AWS Key Management Service

DestinationEncryptionContext
oM AFSE

o 5 5}

(MEH4 ALE) HIOIE{E CHA
AERL/CH

DestinationKeyld
HIO|E{E CtA| ¥ E3tst= Ol A ElE 72
GrantTokens
(MEf AME) S35} Hlg e MEte RIZsHe HEt 2048 LIEHE H8t Roi E2 2
Ct.
SourceKeyld
(M4 AME) CIO|E{E == 3tste ol AHR ElE 71| 7| At L.
SourceEncryptionContext
M= Ab®) CiphertextBlob Tt2tOlE{of X|HE HOIEE & E5tstn S & 5t5HE O ALS
of 35t HRAEILICH
Ol Z2MAE UM MTS 253t U A53t 5YS AL 5, 12 45t HAET 12 &S
st MAEOM HESt= 7| HBKE AtE5t04 2|8t KMS 7|& AL& 8t 2l HBKZ = = 2HElLCt
Ol BH| AL El & KMS 7|7t S e B2 0| BH2 1 A5 35 HIAEE 0| HT 2| HBKOIM Z|
A 7Ol HBKZ |0l E & LCt.
SE #FE2 o3 Z&LUn
{
"CiphertextBlob": blob,
"DestinationEncryptionAlgorithm": "string",
"KeyId": "string",
"SourceEncryptionAlgorithm": "string",
"SourceKeyId": "string"
}
S £ ofEZ|7o|Mo| 7|2 Yt HIAEO| AME|MHE &ol5lE{E B Bhetk|= SourceKeyld7t 2HHE
IDRIX| 2 QlsHof &hLct

HE! 4~ CHAl 2f 2 3t

EEE A



AWS Key Management Service

AWS KMS &= 3 Mg HE

=

AWS KMS LiE =
AWS KMS LR = ™ MAHlof 4tE 7| 22| MH|A S| HSMs2 & &5t E55t= O 2 eL|Ct
=X
- THQ 2 =2l AEY
. L Sl o
o CI& 21X 7|o] EXN ZEMA
c WFEMHES
CHQl 2 EH QI AEN
LHOl A AIZ|E £ QlE LHE AWS KMS QIE{E|o| 25 A2 = HQlol2tn AWS 2| gLt =
Qlojl= AlZ|E 4= Q= AEE| ME, #2 ME U =HQl 7I2te 2ot 7| MEJF ZEHELICH ZH Q! 7|
= THelo] QI HSM ZHoll 2R E/LICH =M@l AEje ClS E=2 TA=EL|CtH
O|&(Name)

o]l THIelg A5t =H|Ql o|ELCt
M H{(Members)

HEEZ MY 7| L HER| A2 7|2 T &350 M Qo] HE{QI HSMe| S5 lL|C}.

2 A Xt(Operators)

O MH|A Q| QAALXIE LIEILHE AEE|, HER| MY 7| ! 48 AWS KMS 28Xt £ MH|A &

AE)O| FEQLCI
T Zl(Rules)

HSMOIlMH HH 2 AlgsT| {6 SFsHok st 2 H&o| 2 72 SEE QLY.
Tl 7

SHQ LHolM S AFE S =@l 7|(CHE 7))ol SEILCH
MA| THIQ! AEfE HSMOIMBH AL & 4= Ql&LICH ZHQ) AE = HSM ZH|Q! HE Zhol LIEHH =
Hel EE2c2 M S7|3HE LICE.

THQ X THQ! & E



AWS Key Management Service AWS KMS &35} ME HE

EHel 7

THQlo| ZE HSME (DK, }2H= &do| =i

O
=EI2 S5 STRELICH L= TH Ol A

2l 71§ SRELICH olz{Eh 7|2 =M el LHELHZ|
THelol 2RI HSMR R 7t E += /JU&LCt

|_

_|
rr

ZTHQI 7| ME (DK, Jolls B4 84 THlQl 7| sttet HIEASHE ofe] THQl 7|7t ZeElLch T
Ol 7l 7| el MF AE - 158 AWS F4SES Y DHELICH THQI 7| T ol Lirks £
Mol 7|2 ¢ E5tE 2E 7IZ KMS 7IE M B4 THQl 7|2 ChAl 2= StEiLIC 24 Soiel 7= A
EKTE 9 25t5te ol ASELICH SR E THQl 7l 220 DHE 02l 7| 9 SUs Y+ 5
OF O|Fi0f @ 2 8HEl EKTE S2 5H5Hs ClofE A8 E 4 QlaLict

LHEWH E0Ql EZ

ol &7ERE Zhol HEHE ™

Jlsez ol 521 Zolelo] #E tiofct ol
MEIE LR o= M ~ELICH T

% Of grLct.
2l LIEH EHQ EE2o2 M LHE L& LY.

O|&(Name)

Ol MH|A 0| 2HXIE LIEHLE AEE|, HEE ME 7| & Aol S5 LI

HSM =M@ Mol HEES A™AsSH7| flsl SFatofF st 2t B2 AHH 73 S5 LI
=

ot 5 sHEl =Ml Z|(Encrypted domain keys)

S5 &53LE Q! FILcH ZHQl 7= 2ol LIPEE ZF Mol ME Hiu{ol o3 &35t
HEz2| Aef 7|2 85 &2lELch.
M (Signature)

HSMOl A &8t =Rl & Elfol CHE MBoz, =M Q! JEiE LHEH T HIQlo| Hi{odok & LICH.

LHEH EHQ EE2 THIQ LHoM 2 Sst= AEE|of CHE 7|2 EB{AE AAE FEELICH

Toel 7| 28


https://csrc.nist.gov/publications/detail/sp/800-57-part-1/rev-5/final

AWS Key Management Service AWS KMS &35} ME HE

T el AEl 2|

THQI MEfE HE 915 TS Sof BEITILICH 03 HZ AFolE THelol ARIY £+ Us &
JHR BE 4, HSM HZ Aol CHEH 23 74 2%, THQl 7| T Sol ZHELICH T+ olnlx|
of EAIE 74Tk 20| Ol2{8t TS QB E MM sreint el FREE ST

Z70etEn S 5 S SEiQ HSMol= Rhal| S8 E HIOHE R4 88 7| ME, ME 7| o X 7| A

g 7l Ho{7t ZEELICH &5 Z2MAE Sl AWS KMS 28A= 22| & Hm HSMof| A Hde

71 EHelg d8g + UA&LICH ol ZZ7| EHIQl2 o] FXoA o|Hof Helgh A THQl SEf=
SELUCH 22 BEE Soll THle] HelEl Zf HSM Hol dX[ELICH

HSMO| Z7| =mHQlof =€l e oiQlol Hel& 2ol utelFEL|ct Ol2{g #=2 1Y
A3 7|1 AH8sts BHO|Lt ZAE = T HQ! HEHE HEst= TS Mo{gfLIct &35 7|18
.l

A-&dte 1B E M4 API X 40| o]0 Ho| AR & LICH

O o
o
2
rr

(1) modify domain -
update domain

-
HSEM @ state
L .
-
update domain

HSM @ state
@ update domain L )
-
: update domain
Ell'ﬂ
& @ state
L. >

/o] o|0fX|= =M Q! dEf7 +HElE YHE EoiELICH ZEMAE O W BAZ 2 EELCH

@ new domain token

&

L

1. THelg ™5t #H 7|8 H-EHOo| HSM2 Z ™S ELICH

2. M THQ! AEf7} MME|D M2 LHEH E0Ql E2o 2 LHELHEILICH HSMe| A Ele £ E| K|
of&LICH &, ¥4 ALgo| HSMO| M £| x| ef&LCt.

3. 5 tHmf

2 ME LHIEH el EZ9| Zt HSMO R MEE|o ZH QI AEHE M EHSI EZS
|.

4. HEH A =HIQ EE20] LIYE HSM2 By T HQI EEE QIS8 £ &Lch E8t = HQl 7|
o|EE E1 THQS ZE HSMOAH EHIQ! HEHE UCIO|EE =% AU&LICH

CHQ e e 29



AWS Key Management Service AWS KMS &35} ME HE

HSM2 M=z Y S&letx| ef&Lch cHdl 23 H{FHo| =HQ! Efol CHet HEE 2 siod M2
WHEH =Ml E20| SSELICH ZHele] MH[A SAE HHE EH Qo] 2& HSMo| A =0
SENE HiZsh= O AFSELICH

THQIol HE| U EIS HSM BE| B4 8 S5 SHELICH THQ Aelol 23 THel el

g S $¥ELC

oo

A
o

e EE

HSMO| =HIQlof|l M & El5HH| o 8T =M ele| LIHX| 2E F =23 77t HIZ 2|0 M oA E L

Tl =2

HSMO| A =H|@lofl ZQIE|7{Lt F4AH =M@l & EH7F M =R A EfZ MC|O|EELICH O] HAIX|
E 0I&35l7| fIt Z7| A& MES| AAZ 7|&E TH Q0| AFSELIC}.

CHel 4l

|_

Ht

HSMoi| A =Rl BHELICH T oo HE HSMO]| HlZ & £ Qe & Hm| T 0 EZ
grLICH.

mjo
o

HSMOM BEE Adst= ol 2R #H 7= MEE s=dgLich
Eoel 7] A

M el 7| BrEo 24 MRl 7= EAIELICH O|F A ot 7| & & 717t HIg g&tEl 7=
o|Satn =Ml &EfolM 7t 2 HIg H3HE 7|74 MZHELICH

MHIA ZAE = AWS KMS Q44HAHeE HSMs 7He| E&20] dBE F 7t x| HFAHUE, QIS E Al
ME A MY 8 WD HSM MHlA $AE Z2E2g ASSHs Q15 E HMMS Saf 23 2L
=

LHE S& 2ot 30



AWS Key Management Service AWS KMS &35} ME HE

AR 7} HSMO| MBte B8t Hot B3 752 2 8E + YL S Mg
NEIS BUS A S QIS E MulA 2UREKMS FI9t BT

3H o =— o
gLCt 2ZE D 7|8 Hot 25 HE = AWS Q1 Z 2 MAofq E=ElL

57| fldtie M2 CHE F 7tK| 7| MY &2 AWS KMS AFSELICH 3 Hmll= o]
E A8 mlo] BrAl 7| A A Aol CHEF HE AFEF(7HE 2)0ll C(1, 2, ECC DH)E H9|

o AMAH o= M H“* 717t = Z71R7t L&Lct ol Z7|Rh= HX ECDH A Y 7|
7t U -’F*._ P% QI Al EF4 S M C|Diffie-Hellman(ECDH) 7|2 MA35tD MEELICH O] &2
ECDHE Al235tE stLto| UA| 9I9+ 274 H¥* 7|§ AMEELICt ol= &lol& C(1, 2, ECC DH)<Q| 1t
Mell|ct o Wdg  mjA ECDHEt T gLict.

=l 7] M- @2 C(2, 2, ECC, DH)ILICH o] g Ao & EAIRIE HA M 7|2 7HK|H QA

ECDH 7|1& MM, MY & WwEtefLICh o] &ed2 ZtZ ECDHE A8 3dhE 2712 A 7|9 27H2] A

7|1& AMS & LICt o|= BO|E C(2, 2, ECC, DH)2| mtAelL|Ct. o] #Ed2 ECDH &I A| E£= ECDHEE}
T BLICh 2 E ECDH 71& secp384r1(NIST-P384) S A10] MAIEIL|CEH

O| LiE B2t AAH= HSM AWS KMS &IL|Ct HSM2 =3 QIE{H|0[AE XMBsiH &S & EfY
CE g4 22X QI ola= gi&LICH 28 HSM2 £7(8F o THoM &S d™ste O
et 453t 7|8 Ar8stod Z2H|X'FELICE HSMe| BIF e ef 335t 8 2Aas FEd HEE(o
Bt M ZIH, HSMO| 2|5t 7L o] 5t x| i 2 S& E= AHHEE HIRE &S EHE Sloid f X|
S &iLCH

Command Authgnticated APIs
Host & Domain Management

'Session Authen]?cated APIs
Customer Key Operations

J/

HSM

7l 49 31


http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Ar2.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Ar2.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Ar2.pdf

AWS Key Management Service AWS KMS &35} ME HE

A MY Y

Quorum-signed FZ2 2GX7F HsMol Calf Al=igfL|ct o] Ao e ™Y 7|H BES e M

Yot o QlEste Lol Choll dEEfLICH o] 722 o ZHEHEFLICH 0§ S01 Foo BE S| < Bar
Agfo| & M7t QIS E[ofok ELICH #H 7(gh BHo| U A AS2 M BHZ o|Fo{ &L 5
WA= X7 BEe ddste Ao, F Hm Bl MBE FIH 2GR0l A MESHE ZolH, Al

i BAls A5 st diste AL

00

ol 7HHE = st7| ?lsH 2HAte| HEE 9| ol o318k ME7H{QOS0|1, #H #& METIQR =
{Command;, Ruleg 4}(0171X Zf Rule2 ‘E'.%E ME)O|H, |4 JH==7F N {Role, N}Ol2t 1 7HE &L
Ct. HHO| ol HH 22 SF5td™ siE BHo| chal| LIKE 73 & 5tHE S5t S {QOSe)7t
of LI¥E &Y MEZ B ol|lo|H &Eoll & %3H FELICH M HAZ ROl AH 7= U 2%} Al
E= THO! #ef 2 LHEH =0l EEo MEELUICH

A E &7| Signer= Sigy = Sign(dOyp¢, Command) B0l MEELICH F Hm

Sign(dOpy, Command) B0l HEEfLICH O|F 22 MBE HAIXIE A™FE ¢

Ct. HSM2 CtS 2 =Lt

1. ZF MEoi cHall =HIQ! & EHolM Signere| H=2! 7| & FE6tT BWHO| MBS ASELICH
Ct.

2. Signer ME 7| B&of et 722 EF6t=X| &QlghL

CISE MM

7| Ztd2 Q|2 CHA AWS KMS SAEQF HSMs. 0|28t W2 &35t 7|0l M WA, a7 &
oF th gt #hedo] IELITH Ol BBE AMH|A SAEQLHSM 7+o| MM 215 AMdE Salf o
ot ol2{er Mdols MEIY 2ol 7|REE 2FELICH Ol2{Et MME Sl ddxls BFoIME
Uit HAE ColE 7| X S5 5HE HAIX|7F BHetELICH B2 342 Salf o248t Mg of 88
T 5 st7| flst Mol QIS &Lt

O| ZEEZ2 HSMI} MH|A ZAE 7Ho] &% Q&
olall AlZHE|T HSMoT| 2|8l &t 2 E|L|Ct. S

Of MM 7|7} etEl LHEHH 7| EEE BtetELIch L2 7| E2ol= |®& 7[7H0| & &I, o] 7|zt

Of X[LtH MH[A SAETL MM 7|E CHA| 458l of hLICt.

rok
m
@)
O
T
m
N
N
19
mjo
ook
o
r
ful
El
o
rlo
x
o
[>

MHIA SAEE= EH QI HE{0|H XtE 5 ME 7| H0o{(dHOS;, QHOS))2t HSM2| X123 ZH T{ I
2|

S8 7|2 SHIE AMES 7HX|L J&ULCEH 1t 38 MB 7| MEE AH85t0 =H Qe MH[A 34
E 2t HSM 7ol AL8E = U= Ml 7|§ HdstH " EfLICH LIE2H 7] EZols R& 7IZHol U
04 I 7|Zho| X|LtEd Af 7| & &aliofF gfLICH.

2 ME T 32



AWS Key Management Service AWS KMS &35} ME HE

+— (U, Sigy)

((Qp. ESK, EKT) Sigs) —m

<: Authenticated Session > .
HSM Operator

Sl 7] 2ol MM 7|7t E

I0I'
il
fjo

ol ZzMAE 3 A&t ZHIQIS| HSM HIH 7o E2F Sl
QBICHE 748 MHIA SAET} QIAIGHHA AIRHEILICH

- A=

1. MHIA SAE7J}ECDH A| 7| H o (dy, Q))& ME5t1 X+ & 7| Sig1 = Sign(d0S,Q¢)E At
83504 MYELICH.

2. HSMO| 3l =2l EE S Ar835tod £AIE HER] 7|9 ME 2 &0Ql5t 1 ECDH YAl 7| 04 (dy,
Q) E dEgLct OH S o[¢t 20 A SSHE ALSE mlof A 7| A AAHlo CHEt HE AE
(PHE)oll 2t ECDH 7| et t=5to{ ¥4 El 256H|E AES-GCM 7|& 7 A ELICH HSMO| M2
2 256H|E AES-GCM MM 7|18 MMELICH HaE 7|2 MM 7|18 ¢3535t5t0] 23 5HE MM 7
(ESK)E BtELICH 8t LIEW 7| E2 EKTZM ZHQ! 7|2 AI23stod MM 7|5 °+§§ ghLct.
OFx|2te 2 Xt 3 7| 1|04 Sig, = Sign(dHSK, (Q,, ESK, EKT))ZE AF&3510q Bh&h Ztofl MHEE L

2 ME83sto = AE (o] MEE FHQIFLICH I3 ChE MH|A
[ 5 Al 7| A & 7ol CHEE A AFEH(ZHED)Of (2t ECDH
7l ngte ARHLICH OH2 22, ESKE 553515101 MM 7| SKE 7HMSLICH.

MM 7| SKE At83stod SF =3t HEE HSMe =
SAETL AEE 2E HE0olE EKT7F Z & ELICH
Ct

Hd = gLt 0| CLI%E_I MlMg B8 MulA
HSME S8t 3{AEl MM 7| SKE AR50 SEHatLC}

CHE 2™ 7]el A Z2H|A

AWS KMS £ 2I™ ZF SH| HFHLIE S AF85t0d KMS 712 7| 7t @ AE HSMO{|A{ CHE HSM AWS
2l o2 SAELCHAWS 2|, ol HIFHLIEO| 2&35t2{™ =X|5t= KMS 7|7 oS 2| 7]0{0F &
L|Ct. & 2|™o| M CHE 22 KMS 7|8 SAE [ 2[He| HSME2 Ae|E UERZ0 U= F
M SAE = igLich chdl 2™ ZH SH Fof| nEtE HAIX|7F ZEA| MHIAE Sal HEELICH

HA EH

2T ZF =X ol AWS KMS HSMOIM B El 2 & HAIR|= =X ME 7|8 AH835to{ 253t Walo
2 MYELICH RSK(S X ME 7)= NIST P-384 Z40| ECDSA 7| LIt ZE 2™ stk 0|4 ol
=0 =|

RSKE A fotH, 2t RSKe HER 71 4= SLEH AWS IE[MO| CHE R E 2™t SFELICH

ChE 2™ 719 SH Z2MA 33


http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Ar2.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Ar2.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Ar2.pdf

AWS Key Management Service AWS KMS &35} ME HE

EIMANM EIMBE 2 8 248 SAtste 2|™ ¢ SHM Z=zMa= ch&1 2o 3 SgLch

1. 2/ BE| HSM NIST P-384 9| &/A| ECDH 7|2l RAKB(RepIication Agreement Key B)E ‘4
HELICH RAKBL HER 7H QAE Z5

2. E|™ AS| HSM2 RAKBL| HEE| 71 d QA E It I:|'c> NIST P-384 =MO| CHE °'A| ECDH 7|
21 RAKA(Replication Agreement Key A)E 4 8fLICt. HSM2 RAKA % RAKBL| HEE 714
420 ECDH 7| A MHE A™dst £230iM CHE 7| RWK(Replication Wrapping Key)E T2 gf
LICH RWKE SAMElE CHS 2™ KMS 7|2 E 23355t o AHSELICH

3. RAKAS| HEZ| 714 A2 RWKE H3535HE 7| 748 4= ZEA| HH|AE S3ll 2/x Bo
HSME &2 ™S ELICEH

4. 2| B2 HSM2 RAKAS| HHER] 74 QA2 RWKE AtE35l04 &= =
Ct HSM2 RAKB2t RAKAS| T{E2]| 7+ @A 0i CH3ll ECDH 7| A7d MHE A& sto{ RWKE I}
Agflct,

5. B[ B2l HSM2 RWKE At&35to] Z|TT AL 7| 7 QA E |E 5 LCH

L8 B35

O MH|A0] ofal ME 7|9 F7F MHIA HFMHEE2 2E2QI HSM, LHEH = HQ EZ2o| OHE HIF
g AER[X|, & ESHE KMS 72| 0|58t AEE|X|IE AR50 MBS ELICH 2EZ BRI HSM2 7|&
CoQlol HELICEH 22+2! AEf7} of i M2 U =9l E ol #odste W Melstn, 2 Z 212l
HSM2 M@l & Eljoll 7|&E HSM Mt 8 YatH EAIE LICH

LT MAE 2ITe| RE KMS 7|7t 7|2 AEE|X| AAEIN HEE 22+ HSMs EE= KMS 7| Al
EJt FHReHH &4 El= AWS RE YXI5H7| I8 JAYULICH AWS KMS keys 7HX2 7| 748 24
= CHE KMS 7|0 MBS E LH7 S ESoi & EIX| k& LCt 2[ Aol Zol7t ddst= B AWS
KMS7IXE 7| 7+ QLA E KMS 7|2 CHA| 7kR{etof & 4= &Lt

Zabol HSMTH S HSMoll A A 3H7| I8 XH2 BT S2ISQI ofed XI2IH Ixlof 2 2L

EfRlEls osial Lol 310l MEELIC 4 STol= olafst X2 E 2 AWST| Sish T 7ol S 2l &
OllA AWS ot 2IRtot AWS KMS 2URL7H B B 0|4 TR BHLICH Of2{8t HHZ Ol AHSS o AWS
KMS &FRF 2{Z10] 21010F SHE LS Z4=40f of3H 2HalEILIC

LiTE 22 34



AWS Key Management Service AWS KMS &35} ME HE

o HEH A

O| 2ol 2B El 2fod, 7|, 7|0A} L AAN CHE HE= OIS &1 AE2E HZSHML.
=HA
« 2Foq

o 7|

jul
1jo
J
J
=
rr
S
MO
x
=
x
o
|.
rok
JO

FO{7} LEet A&LICH

Coel 7

ECDH

Elliptic Curve Diffie-Hellman
ECDHE

Elliptic Curve Diffie-Hellman Ephemeral

ECDSA

Elliptic Curve Digital Signature Algorithm
EKT




AWS Key Management Service

AWS KMS &= 3 Mg HE

ESK

A3 EHE MM 7|

Galois Counter Mode

HBK

HSM E4Q1 7|
HBKID

HSM Q4 7| Alixt
HSM

Rivest Shamir and Adleman(& = 5})

secp384r1

240l ¢f

SHA256

Fol
lgﬁ
|H
juf]
e
w
(0]
D
o
[m
e
19
JH
x
io
FH
M

ol

CIOINAE Z0| 256H|E 2| E ot S Al

e
|
o
L]
Ol

7|
Che e ol 2MolM 2 E st 718 Molsts 32Ut

HBK

HSM 24 7| HSM e 7|= S AHS 7|7} THYE|E 256H|E FE FleiLic

DK

THQ! 7|: ZHIQ! 7|= 256H|E AES-GCM 7|L|ct ZHRlel 2E Hi Zto]
o 7| Rt 2 L HSM MH|A SAE MM 7|12 ES5tE O AF2ELCH

SREIHHSM

7|

36



AWS Key Management Service AWS KMS &35} ME HE

DKEK
CHQl 7| 253 7 EHQ 7| 24535 7= SAEN A MAE AES-256-GCM 7|0|{ HSM &4
EoM ZHQ MEHE S7|3t6tE S| EHIQ 7| MEE &35 356HE O AFRELICE

(dHAK,QHAK)

HSM 7|2f 7| H|04: A|ZHEl 2 E HSMOI = secp384r1(NIST-P384) S Mol 2ZHZ MM E EL I M

Diffie-Hellman 7|2f 7| H|0{7} Q& LICt.
(dE, QE)

UAl A 7| H0f: HSM & MH|A SAEE= YA| A 71§ MMELICH O] 7|= secp384r1(NIST-
P384) BMof /= EF 2 M Diffie-Hellman 7|2ILICH 0] 7|= ZH Q! E20M EHQl 7| &= 5
7|8 &7 fletl SAE 7 453 7|8 MYste 429 DS S48 E5357| /5 HSM A

Al
HIA B AE MM 7|8 MESHE ZRo| T JHR AR Atslol A MAEILICH

(dHSK,QHSK)

M

—

JH

HSM M@ 7| T|o]: A|ZHEl B E HSMOY= secp384r1(NIST-P384) T Mol 22 AMA= Ef 2
CIXIE ME 7| Ho{7} U&LICH

(dOS,Q0S)
SAuX MY 7| Ho{: MH|A SAE 2¥XI2t AWS KMS 28X 25 CHE T H|Q! IR Al A}
e olsste o A8 ElE Al 38 MY Z[7F U&LC

K
ClloIE] &3l 71: SHA256 7|8t HMACE AI35tE 7H2E{ ZE=0{ A NIST SP800-108 KDFE A}
235l= HBKO| A Tt El 256H|E AES-GCM 7| lL|Ct.

SK
MM Z]: MH|A S AE 2AXEeF HSM Ztol| wetEl 215 El Bl =4 Diffie-Hellman 72| 212
MAME| MM 7|QLCH IEto| 2xe MH|A SAEQ EH QI HE Zto| SEAI2 BE5 5= ZdQlL|
Ct.

7|04 Rt

CHS 7HQITt = =|0] O] EAod| Z7|odZH & LICt.

» Ken Beer, ZX[HIQ! - KMS, AWS &= 3}
- Matthew Campagna, 2.2+ 22| A x|L|o{, AWS & 5 5}

7|04 &} 37



AWS Key Management Service AWS KMS &35} ME HE

_ o=
ATDEE

AWS Key Management Service HSMsO0{| CiEt AtAISH LI& 2 NIST AFE £t 2|laA ME 2535
D2 245 Z233 Z4M 1 o|X|2 0|535t04 AWS Key Management Service HSM2 ZAHEHL|C},

Amazon Web Services, L+ & ZE(H™ 1.0), “ AWS API 2% M3, http://docs.aws.amazon.com/
general/latest/gr/signing_aws_api_requests.html.

Amazon Web Services, “What is the” AWS Encryption SDK, http://docs.aws.amazon.com/encryption-
sdk/latest/developer-guide/introduction.html.

4. 2ot Al EFE, 201214 8

=
—
g & A&LICH

Federal Information Processing Standards Publications, FIPS PUB 180
O

2 https://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.180-4.pdfol A QI

=

Federal Information Processing Standards Publication 197, Announcing the Advanced Encryption
Standard (AES), 2001'=4 11€&. http://csrc.nist.gov/publications/fips/fips197/fips-197.pdfH| A & QI&H =

A& LICH

Federal Information Processing Standards Publication 198-1, The Keyed-Hash Message
Authentication Code (HMAC), 2008 7°&. http://csrc.nist.gov/publications/fips/fips198-1/
FIPS-198-1_final.pdfoll A & Q18 &= Ql&LICt.

NIST Special Publication 800-52 Revision 2, Guidelines for the Selection, Configuration, and Use
of Transport Layer Security(TLS) Implementations, 2019'd 8 2. https://nvipubs.nist.gov/nistpubs/
SpecialPublications/NIST.SP.800-52r2.pdf.

PKCS#1 v2.2: RSA Cryptography Standard (RFC 8017), Internet Engineering Task Force(IETF),
20162 11, https://tools.ietf.org/html/rfc8017.

Recommendation for Block Cipher Modes of Operation: Galois/Counter Mode (GCM) and GMAC,
NIST Special Publication 800-38D, 20072 11&. http://csrc.nist.gov/publications/nistpubs/800-38D/
SP-800-38D.pdfol| A = QIE 4= U&LICH

Recommendation for Block Cipher Modes of Operation: The XTS-AES Mode for Confidentiality on
Storage Devices, NIST Special Publication 800-38E, 2010'4 1&. https://nvipubs.nist.gov/nistpubs/
Legacy/SP/nistspecialpublication800-38e.pdfo{l A &1t £~ Ql&L|CH.

Recommendation for Key Derivation Using Pseudorandom Functions, NIST Special
Publication 800-108, 20093 10&, https://nvlpubs.nist.gov/nistpubs/legacy/sp/
nistspecialpublication800-108.pdfoll A &rQI& 4~ Q& LT},

ARED 38


https://csrc.nist.gov/projects/cryptographic-module-validation-program/validated-modules/search
https://csrc.nist.gov/projects/cryptographic-module-validation-program/validated-modules/search
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.180-4.pdf
http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf
http://csrc.nist.gov/publications/fips/fips198-1/FIPS-198-1_final.pdf
http://csrc.nist.gov/publications/fips/fips198-1/FIPS-198-1_final.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-52r2.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-52r2.pdf
https://tools.ietf.org/html/rfc8017
http://csrc.nist.gov/publications/nistpubs/800-38D/SP-800-38D.pdf
http://csrc.nist.gov/publications/nistpubs/800-38D/SP-800-38D.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38e.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38e.pdf
https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-108.pdf
https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-108.pdf

AWS Key Management Service AWS KMS &35} ME HE

Recommendation for Key Management - Part 1: General (Revision 5), NIST Special Publication
800-57A, 2020 5, https://doi.org/10.6028/NIST.SP.800-57pt1r504| M & Qg =~ Ql&L|C}.

Recommendation for Pair-Wise Key Establishment Schemes Using Discrete Logarithm Cryptography
(Revised), NIST Special Publication 800-56A Revision 3, 2018'A 4. https://nvipubs.nist.gov/
nistpubs/SpecialPublications/NIST.SP.800-56Ar3.pdfoi M & 218 4= Ql&LICE,

Recommendation for Random Number Generation Using Deterministic Random Bit Generators,
NIST Special Publication 800-90A Revision 1, 2015 1&, https://nvipubs.nist.gov/nistpubs/
SpecialPublications/NIST.SP.800-90Ar1.pdfoll M & QI& &~ & L|C}.

SEC 2: Recommended Elliptic Curve Domain Parameters, Standards for Efficient Cryptography
Group, Version 2.0, 2010'24 18 27,

Use of Elliptic Curve Cryptography(ECC) Algorithms in Cryptographic Message Syntax(CMS), Brown,
D., Turner, S., Internet Engineering Task Force, 201023 7&, http://tools.ietf.org/html/rfc5753].

X9.62-2005: Public Key Cryptography for the Financial Services Industry: The Elliptic Curve Digital
Signature Algorithm(ECDSA), American National Standards Institute, 2005'A.

39

mt
k=l
Ao
o


https://doi.org/10.6028/NIST.SP.800-57pt1r5
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Ar3.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Ar3.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-90Ar1.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-90Ar1.pdf
https://datatracker.ietf.org/doc/html/rfc5753/

AWS Key Management Service AWS KMS &35} ME HE

ol
l?j
=
I

Al
HL
=)
1
F_Bj
Ho
X
N
i

AWS KMS ¢f

CHE Zo|ME AWS Key Management Service 2t 33t M2 HEof CHEF MHEMoIM HAE 5 AE
off CHa AEELICH 8t MEXERE 2 o|HdE - 5t7| fla B M7t A+F Uolo|EE LI

HE AFE MNH =L
AUOOIE LIE xted 134 AWS KMS 2021'A 102! 28

ReplicateKey Of CHEH MIE
HE7} FILE[RELICE

DM OtAE 7|(CMK) 2l & 20214 82 30
07} AWS KMS keyZ} KMS
7|2 "h @& Lict

gl
x
rE
oX

]
P
I
L]
>

Ol 7ZI0|EE KMS €53 ME 2020 122 30
ME 7|2 HME 7|E2 2 &

HE[IELICH

40


https://docs.aws.amazon.com/kms/latest/cryptographic-details/replicate-key-details.html
https://docs.aws.amazon.com/kms/latest/cryptographic-details/basic-concepts.html

AWS Key Management Service

4

AWS KMS &35t M5 HE

7|A #HAL 2 XS ElE HAULICH MSE

2 ol Li8ol ¥

f&ste 320

rr

o4

o
a

2

xli



	AWS Key Management Service
	Table of Contents
	의 암호화 세부 정보 소개 AWS KMS
	기본 개념
	AWS KMS 설계 목표

	AWS Key Management Service 파운데이션
	암호 프리미티브
	엔트로피 및 난수 생성
	대칭 키 작업(암호화만 해당)
	비대칭 키 작업(암호화, 디지털 서명 및 서명 확인)
	키 유도 함수
	AWS KMS 디지털 서명의 내부 사용
	봉투 암호화

	AWS KMS key 계층 구조

	AWS KMS 사용 사례
	Amazon EBS 볼륨 암호화
	클라이언트측 암호화

	작업 AWS KMS keys
	CreateKey 호출
	키 구성 요소 가져오기
	ImportKeyMaterial 호출

	키 활성화 및 비활성화
	키 삭제
	키 구성 요소 교체

	고객 데이터 작업
	데이터 키 생성
	암호화
	Decrypt
	암호화된 객체 다시 암호화

	AWS KMS 내부 작업
	도메인 및 도메인 상태
	도메인 키
	내보낸 도메인 토큰
	도메인 상태 관리

	내부 통신 보안
	키 설정
	HSM 보안 경계
	쿼럼 서명 명령
	인증된 세션

	다중 리전 키의 복제 프로세스
	내구성 보호

	레퍼런스
	약어
	키
	기여자
	참고문헌

	AWS KMS 암호화 세부 정보에 대한 문서 기록
	

