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https://console.aws.amazon.com/kinesis/
https://docs.aws.amazon.com/cli/latest/reference/kinesis/create-stream.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-KINStream.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-KINStream.html
https://docs.aws.amazon.com/streams/latest/dev/amazon-kinesis-streams.html
https://docs.aws.amazon.com/streams/latest/dev/amazon-kinesis-streams.html
https://console.aws.amazon.com/firehose/
https://console.aws.amazon.com/firehose/
https://docs.aws.amazon.com/cli/latest/reference/firehose/create-delivery-stream.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-KINFDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://portal.aws.amazon.com/billing/signup
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_billing.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_billing.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_tags.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_examples.html
https://aws.amazon.com/
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https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/systems-manager/latest/userguide/
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https://github.com/awslabs/kinesis-agent-windows/releases
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/msiexec
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-maintenance.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-state.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#ssm_region
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2. AWS Systems Manager 2& 2 LI|C}.https://console.aws.amazon.com/systems-manager/.

—

3. B FOl-C HEIE MU IEY MBS M 0SB MELICHBY MY,
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Run a command

Command docurment
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-install-ssm-win.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-install-ssm-win.html
https://console.aws.amazon.com/systems-manager/
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PowerShell € AF2 3104 Windows2 Kinesis 0|0|FE A x|

BEIAE HE7|2 AF25104 Ot HA S nplol| £ AT PowerShell AT ZEZ X{&HELICH 22

ElInstallKinesisAgent.ps1ChS oA IL|CH.

Param(
[ValidateSet("prod", "beta", "test")]
[string] $environment = 'prod',

[string] $version,
[string] $baseurl

# Self-elevate the script if required.
if (-Not ([Security.Principal.WindowsPrincipall]

[Security.Principal.WindowsIdentity]::GetCurrent()).IsInRole([Security.Principal.WindowsBuiltlI

'Administrator')) {

if ([int](Get-CimInstance -Class Win32_OperatingSystem | Select-Object -

ExpandProperty BuildNumber) -ge 6000) {
$CommandLine = '-File "' + $MyInvocation.MyCommand.Path + '" '
$MyInvocation.UnboundArguments

PowerShell 2 AF& 3104 Windows& Kinesis 0f|0|ME M x
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Start-Process -FilePath PowerShell.exe -Verb Runas -ArgumentList $CommandLine
Exit

# Allows input to change base url. Useful for testing.
if ($baseurl) {
if (!$baseUrl.Endswith("/")) {
throw "Invalid baseurl param value. Must end with a trailing forward slash

QVAD N
}
$kinesistapBaseUrl = $baseurl
} else {
$kinesistapBaseUrl = "https://s3-us-west-2.amazonaws.com/kinesis-agent-windows/
downloads/"
}

Write-Host "Using $kinesistapBaseUrl as base url"

$webClient = New-Object System.Net.WebClient

try {

$packagedson = $webClient.DownloadString($kinesistapBaseUrl + 'packages.json' + '?
_t='" + [System.DateTime]::Now.Ticks) | ConvertFrom-Json
} catch {

throw "Downloading package list failed."

if ($version) {
$kinesistapPackage = $packagelson.packages | Where-Object { $_.packageName -eq
"AWSKinesisTap.$version.nupkg" }

if ($null -eq $kinesistapPackage) {
throw "No package found matching input version $version"

}
} else {
$packagedson = $packagelson.packages | Where-Object { $_.packageName -match
".nupkg" }

$kinesistapPackage = $packagelson[Q]

$packageName = $kinesistapPackage.packageName

PowerShell € AF&3t0{ Windows& Kinesis 0|0|TE Mx
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$checksum = $kinesistapPackage.checksum

#Create %TEMP%/kinesistap if not exists

$kinesistapTempDir = Join-Path $env:TEMP 'kinesistap'

if (![System.IO0.Directory]::Exists($kinesistapTempDir)) {[void]
[System.I0.Directory]::CreateDirectory($kinesistapTempDir)}

#Download KinesisTap.x.x.x.x.nupkg package

$kinesistapNupkgPath = Join-Path $kinesistapTempDir $packageName
$webClient.DownloadFile($kinesistapBaseUrl + $packageName, $kinesistapNupkgPath)
$kinesistapUnzipPath = $kinesistapNupkgPath.Replace('.nupkg', '')

# Calculates hash of downloaded file. Downlevel compatible using .Net hashing on PS < 4
if ($PSVersionTable.PSVersion.Major -ge 4) {

$calculatedHash = Get-FileHash $kinesistapNupkgPath -Algorithm SHA256

$hashAsString = $calculatedHash.Hash.TolLower()

} else {
$sha256 = New-Object System.Security.Cryptography.SHA256CryptoServiceProvider
$calculatedHash =

[System.BitConverter]::ToString($sha256.ComputeHash([System.I0.File]: :ReadAllBytes($kinesistar
$hashAsString = $calculatedHash.Replace("-", "").ToLower()

}
if ($checksum -eq $hashAsString) {
Write-Host 'Local file hash matches checksum.' -ForegroundColor Green
} else {
throw ("Get-FileHash does not match! Package may be corrupted.")
}

#Delete Unzip path if not empty
if ([System.IO.Directory]::Exists($kinesistapUnzipPath)) {Remove-Item -Path
$kinesistapUnzipPath -Recurse -Force}

#Unzip KinesisTap.x.x.x.x.nupkg package

$null =
[System.Reflection.Assembly]::LoadWithPartialName('System.IO.Compression.FileSystem')
[System.I0.Compression.ZipFile]::ExtractToDirectory($kinesistapNupkgPath,
$kinesistapUnzipPath)

#Execute chocolaeyInstall.psl in the package and wait for completion.
$installScript = Join-Path $kinesistapUnzipPath '\tools\chocolateyInstall.psl'
& $installScript

# Verify service installed.

PowerShell € AF&3t0{ Windows& Kinesis 0|0|TE Mx 20
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$serviceName = 'AWSKinesisTap'
$service = Get-Service -Name $serviceName -ErrorAction Ignore
if ($null -eq $service) {

throw ("Service not installed correctly.")

} else {
Write-Host "Kinesis Tap Installed." -ForegroundColor Green
Write-Host "After configuring run the following to start the service: Start-Service
-Name $serviceName." -ForegroundColor Green
}
TE|R HEt BE ZFLE Y2 Juict mtdo| 22 =& CIEEE|o|M CHE B-EE AL85tod 23
YES MELIC

PowerShell.exe -File ".\InstallKinesisAgent.psl"
E™ 2| Windows& Kinesis 0O|MEE Mx|5t2{H-versionS M2 MEHFLICY.
PowerShell.exe -File ".\InstallKinesisAgent.psl" -version "version"
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Start-Service -Name AWSKinesisTap
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ZH

- 72 FE T

M

—

>

PN

e

A
L

4
e

=

* sin

e I}O

[
z
e

« XIS YHOlo|lE 74

« Windows & Kinesis 0f|0|ME T4 o]

M 7Y

e
ib:
gl

718 #+8 =

OlO|ARAZE 228 Amazon Kinesis O|0|ME A4 1
JSON EAML|ct.

e
lo
N
rc
-
M
rr
ul
il
po
Ml
U
o
Hel
oo
r

{
"Sources": [ 1,
"Sinks": [ 1,
"Pipes": [ 1]

}

« 9| ZfSourcesdtLt O|& 9| IL|CH AA MO,
« 9| ZfSinksdtLt O|&Fof LICH.sink 4494,

« | ZfPipesstLt O|&f o] QILICH IO A4,
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CtZ oAM= et ™ etappsettings. jsonTd TS A& 3104 Kinesis Cl| O|E Firehose0l| Windows
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{
"Sources": [
{
"LogName": "Application",
"Id": "ApplicationLog",
"SourceType": "WindowsEventLogSource"
}
1,
"Sinks": [
{
"StreamName": "ApplicationLogFirehoseStream",
"Region": "us-west-2",
"Id": "MyKinesisFirehoseSink",
"SinkType": "KinesisFirehose"
}
1,
"Pipes": [
{
"Id": "ApplicationLogTotestKinesisFirehoseSink",
"SourceRef": "ApplicationLog",
"SinkRef": "MyKinesisFirehoseSink"
}
]
}
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Overview
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2 o] 7IX| Ao Z MZBE/EZDirectorySource M2 AFE5HH 21 1}
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o2 2FE PAo=R HEE £ et

CH2 2 oM lLIChDirectorySourceM:

"Id": "myLog",

"SourceType": "DirectorySource",

"Directory": "C:\\Program Data\\MyCompany\\MyService\\logs",
"FileNameFilter": "*.log",

"IncludeSubdirectories": true,

"IncludeDirectoryFilter": "cpul\\cpu-1;cpul\\cpu-2;load;memory",
"RecordParser": "Timestamp",

"TimestampFormat": "yyyy-MM-dd HH:mm:ss.ffff",

"Pattern": "\\d{z}-\\d{2}-\\d(2}",

"ExtractionPattern": "",

"TimeZoneKind": "UTC",

"SkipLines": 0,

"Encoding": "utf-16",
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"ExtractionRegexOptions": "Multiline"
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SourceType
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[FATAL][2017/05/03 21:31:00.534][0x00003ca8][0000059c][J[ActivationSubSystem]
[GetActivationForSystemID][@] 'ActivationException.File: EQCASLicensingSubSystem.cpp'
[FATAL][2017/05/03 21:31:00.535][0x00003ca8][0000059c][J[ActivationSubSystem]
[GetActivationForSystemID][@] 'ActivationException.Line: 3999'
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NA{3IONINLLATININCLATIANINCLATIANINL(?<SubSystem>\w+)\I\[ (?<Module>\w+)\I\[[*]1*\]1 '(?

<Message>.*)'$
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"Id": "PrintLog",

"SourceType": "DirectorySource",

"Directory": "C:\\temp\\PrintLogTest",

"FileNameFilter": "*.log",

"RecordParser": "Regex",

"TimestampFormat": "yyyy/MM/dd HH:mm:ss.fff",

"Pattern”: "A\\D\\wH\\I\\L[(?<TimeStamp>\\d{4}/\\d{2}/\\d{2} \\d{2}:\\d{2}:\\d{21\\.
\\d{33)\\1",
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"ExtractionPattern": "M\[(?<Severity>\\w+)\\I\\[(?<TimeStamp>\\d{4}/\\d{2}/\\d{2}
N\\A{2} :\\d{2} :\\d{2I\\ AN CIONNINNLLATIN\NINNL LA T S\NINNL LA TTS\NINN\ L (?<SubSystem>\\w
+)\\I\\L(?<Module>\\w+)\\I\\[[*]I1*\\] '(?<Message>.*)'$",
"TimeZoneKind": "UTC"
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"NPS-
MASTER", "IAS",03/22/2018,23:07:55,1, "userl", "Domainl\user1",,,,,,,,0,"192.168.86.137", "Nate
- Test 1",,,,,,,1,,0,"311 1 192.168.0.213 ©03/15/2018 08:14:29
1", s rrrrrrrrresrrerrrerrrerss,'Use Windows authentication for all users",1,,,,
"NPS-
MASTER", "IAS",03/22/2018,23:07:55,3,,"Domain1\user1",,,,,,,,0,"192.168.86.137", "Nate
- Test 1",,,,,,,1,,16,"311 1 192.168.0.213 03/15/2018 08:14:29
1Y, s s rsrrrrsrrerssrererrerss,'Use Windows authentication for all users",1,,,,
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tDelimitedZ|ZE TAE ALE51040| IAEE ZiX| EHCE & BM & = JU&LICH JH O
2 JSON & 4|9| [f|0|E{E Kinesis Data Firehose &2 AEZ|YELICH,

"Sources": [

{
IIIdII: "NPS",
"SourceType": "DirectorySource",
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"Directory": "C:\\temp\\NPS",

"FileNameFilter": "*.log",

"RecordParser": "Delimited",

"Delimitexr": ",",

"Headers": "ComputerName,ServiceName,Record-Date,Record-Time,Packet-
Type,User-Name, Fully-Qualified-Distinguished-Name,Called-Station-ID,Calling-Station-
ID,Callback-Number, Framed-IP-Address,NAS-Identifier,NAS-IP-Address,NAS-Port,Client-
Vendor,Client-IP-Address,Client-Friendly-Name, Event-Timestamp,Port-Limit, NAS-Port-
Type, Connect-Info,Framed-Protocol,Service-Type,Authentication-Type,Policy-Name, Reason-
Code,Class,Session-Timeout, Idle-Timeout, Termination-Action, EAP-Friendly-Name, Acct-
Status-Type,Acct-Delay-Time, Acct-Input-Octets,Acct-Output-Octets,Acct-Session-Id,Acct-
Authentic,Acct-Session-Time,Acct-Input-Packets,Acct-Output-Packets,Acct-Terminate-
Cause,Acct-Multi-Ssn-ID,Acct-Link-Count,Acct-Interim-Interval, Tunnel-Type, Tunnel-
Medium-Type, Tunnel-Client-Endpt, Tunnel-Server-Endpt,Acct-Tunnel-Conn, Tunnel-Pvt-
Group-ID,Tunnel-Assignment-ID, Tunnel-Preference, MS-Acct-Auth-Type,MS-Acct-EAP-Type, MS-
RAS-Version, MS-RAS-Vendor,MS-CHAP-Error, MS-CHAP-Domain, MS-MPPE-Encryption-Types, MS-
MPPE-Encryption-Policy,Proxy-Policy-Name, Provider-Type, Provider-Name, Remote-Server-
Address,MS-RAS-Client-Name, MS-RAS-Client-Version",

"TimestampField": "{Record-Date} {Record-Time}",

"TimestampFormat": "MM/dd/yyyy HH:mm:ss"

}

1,

"Sinks": [
{

"Id": "npslogtest",

"SinkType": "KinesisFirehose",

"Region": "us-west-2",

"StreamName": "npslogtest",

"Format": "json"

}

1,

"Pipes": [
{

"Id": "W3SVCLoglToKinesisStream",

"SourceRef": "NPS",

"SinkRef": "npslogtest"

}
]
}
Kinesis CI|O|E{ mtO|0{Z A 2 AEZ|YE|= JSON A9 HIO|E = Ct21t 2 &Lct
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"ComputerName": "NPS-MASTER",
"ServiceName": "IAS",
"Record-Date": "03/22/2018",
"Record-Time": "23:07:55",
"Packet-Type": "1",
"User-Name": "userl",

"Fully-Qualified-Distinguished-Name":

"Called-Station-ID": "",
"Calling-Station-ID": "",
"Callback-Number": "",
"Framed-IP-Address": "",
"NAS-Identifier": "",
"NAS-IP-Address": "",
"NAS-Port": "",
"Client-Vendor": "0@",

"Client-IP-Address": "192.168.86.137",

"Domainl\\userl",

"Client-Friendly-Name": "Nate - Test 1",

"Event-Timestamp": "",
"Port-Limit": "",
"NAS-Port-Type": "",
"Connect-Info": "",
"Framed-Protocol": "",
"Service-Type": "",
"Authentication-Type": "1",
"Policy-Name": "",

"Reason-Code": "0",

"Class": "311 1 192.168.0.213 03/15/2018 08:14:29 1",

"Session-Timeout": "",
"Idle-Timeout": "",
"Termination-Action": "",
"EAP-Friendly-Name": "",
"Acct-Status-Type": "",
"Acct-Delay-Time": "",
"Acct-Input-Octets": "",
"Acct-Output-Octets": "",
"Acct-Session-Id": "",
"Acct-Authentic": "",
"Acct-Session-Time": "",
"Acct-Input-Packets": "",
"Acct-Output-Packets": "",
"Acct-Terminate-Cause": "",
"Acct-Multi-Ssn-ID": "",
"Acct-Link-Count": "",

"Acct-Interim-Interval": "",
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"Tunnel-Type":
"Tunnel-Medium-Type":
"Tunnel-Client-Endpt":
"Tunnel-Server-Endpt":
"Acct-Tunnel-Conn": "",
"Tunnel-Pvt-Group-ID":
"Tunnel-Assignment-ID":
"Tunnel-Preference":
"MS-Acct-Auth-Type":
"MS-Acct-EAP-Type": "",
"MS-RAS-Version": "",
"MS-RAS-Vendor":
"MS-CHAP-Exror": "",
"MS-CHAP-Domain": "",

’

’

’

mnn
’

"MS-MPPE-Encryption-Types": ,

"MS-MPPE-Encryption-Policy":
"Proxy-Policy-Name": "Use Windows authentication for

"Provider-Type": "1",

mnn
’

"Provider-Name":

"Remote-Server-Address":

"MS-RAS-Client-Name":

"MS-RAS-Client-Version":

MM

T8 2N

SysLogZl|Z = 7|
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SysLogTimeStamp
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Hostname
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Program
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Message
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mn
’

’

A4 04
= o
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o

syslog7} EBHEt 27 1 Q
2 AIZELICE
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=
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syslog2 ZBHE 23 mo| Q!
FE2| o|FLICt.

all users",
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TimeStamp

CtS2 JSONS E BHetE
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12 Mo
P2l

| SysLog Ci|O|E{2] of L Ct.

{
"SysLogTimeStamp": "Jun 18 01:34:56",
"Hostname": "myhostl.example.mydomain.com",
"Program": "mymailservice:"
"Message": "Info: ICID 123456789 close",
"TimeStamp": "2017-06-18T01:34.56.000"

}

Summary

CHSol A8 E == UE 7I-2t Hofel 2
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A EH

of grElo] &Lt

7| OI&

SourceType

Directory
FileNameFilter
RecordParser

TimestampField

TimestampFormat
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PTimestampField 7}
PSS}
Pattern o| Es= At&Regex
ExtractionPattern o| A< MEH A& Regex = A

Regex& 37} X|
AR jsonE
xmlformat

rr ox o% lo
Q'I_l
r|r

Delimiter O| &= AteDelimited
HeaderPattern o| B ME4 A}
&Delimited
Headers O| AL ME4 A}
&Delimited
RecordPattern O| B MEH A}

0|l

&fDelimited

CommentPattern o| AL MEH A}
StDelimited

l

0

TimeZoneKind

He M A

Regex,Timestamp

0 lo

,SysLog, ZSinglelLin
eJson Et ARME ZIE7}
Ale] & mj

SkipLines DE 5ol oiet M= ALE

Exchange 2EIA4A T4

OlExchangelLogSource$
Exchanget 0481 /2| 21
W MN8to{ FE M & +

E2 00| RAZE AXCUX|MMH 2Z0E =85t
HAoZ 218 MAHLICH ol A4 KL BF
= o] =

- AA

X|EtDirectorySourceR&SRegexd|ZE TtA

Exchange 24 A T 38



>
0o
1z
0%
x

Microsoft Windows& Amazon Kinesis 00| E

O M ZtEHEFLICExchangeLogSource. 21 IOl M Alg2 C|AtQIstn M3 E 27t 97|
ElLct oS oM LICHExchangeLogSource42A:

{
"Id": "MyExchangelLog",
"SourceType": "ExchangelLogSource",
"Directory": "C:\\temp\\ExchangelLogTest",
"FileNameFilter": "*.log"
}
£ Wk MA2 ChF 7|-2f Ho{E MSE =+ A&LIct
SourceType
2|E{E EAtA0|0{0F EL|Ck"ExchangelLogSource" (E<).
Directory
21 00| S0 = CIHER|S ZE QLI (EH ALY,
FileNameFilter
MeEjxio = oteleste mhe OfF x| WEoll mhat 231 ololE{7h £ EElE ClziEElel T T
£ AMetefLIct o] 7]-gt &2 XI¥stx| gfe™ 7|EMe 2 CIHMED|e| RE oo 21 Cf|o|H
7t =&E
TimestampField
S =el L-*FKP 2 AlZtE X oPE do| o|FLICE o] 7| - Zt W2 MEi Algo|H E= Ol&

W3SVE2ZE1AA A

O|wW3SVCLogSourceR&2 Windows& IIS (2IEH HE MH|A) oM 238 +&st= o AASE L
C}.

Ct2 2 oA ILICh.w3SVCLogSourceMQd:

"Id": "MyW3SVCLog",
"SourceType": "W3SVCLogSource",
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"Directory": "C:\\inetpub\\logs\\LogFiles\\W3SvC1",
"FileNameFilter": "*.log"

EFW3SVCLogSourceMd2 ChF 7|-Zt HO{E N3 = U&LICh

SourceType

2IEE EAtF0[0{0F B LICH"W3SVCLogSource" (& =).

Directory

23 Yol £0{ e CIEEE|e] Z= LI (B Al

o

)-

FileNameFilter

Meisioz otdeste n OlF XIE mEol mah 23 clolE £ Rl ClEfElel Tt
S MEHerLIch of 712t W XIMstx| gfopt ylEMo R ClE 2o 2E THUolA 211 Hlo|H

UlsSource T4d

OlUlsSourcef &2 00|32 AXE SharePoint Z9IEO|M 238 £=&l5t= o AF2ELICH CfS
2 oM L|Ct.ulsSourceMeH:

{
"Id": "UlsSource",
"SourceType": "UlsSource",
"Directory": "C:\\temp\\uls",
"FileNameFilter": "*.log"

}

ESUlsSourcetd2 Chg 7|-2t HO1E NMBE = U&LICH
SourceType

2IE{H EXtolook B LICE"UlsSource" (B).

Directory

23 ntYo| £0{ e CIEEE|e] ZZLICH (B Al
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FileNameFilter

MeisoR otUeste nH OF I

Hedodl et 23 cllolEf7h =& ElE= ClME2|of ot R
£ MEtEfLICH o] 7|2t ¥ S X|Ystx| gt ™

H 7|E2xdo 2 C|HERZ|e RE mtalofM 2 of|o|F
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OlwindowsEventLogSourceR &2 Windows O|HIE 21 AMH|A0A OHEE +E5t= O AHEE
LICt CH2 2 oML WindowsEventLogSource19d:

{
"Id": "mySecuritylog",
"SourceType": "WindowsEventLogSource",
"LogName": "Security"

}

S FwindowsEventLogSourceMo12 C+3 7|-gf HO{E M3 E = l&Lict
SourceType

2IE{E EAt0olo{oF EL|CH "WindowsEventLogSource" (2 =).
LogName
OHE = X|HEl 230 =& ELCt Lptxel Zf2 CtS ot Z&L|ChApplication,Security,
N

= —
QiSystemE AF8E £ QUX|TF &8 Windows O|HE 21 O|EE X|IHE = U&LICt o] 7|-Zk
H o7t EgrLct.

1

Query
MEHX o 2 ofH O|HIE7} E3E|=X|E M EHELIClWindowsEventLogSource. O] 7| - ZF W&
XHE5tx| ete™ 7|[2Mo 2 B E O|HEYI E=ELICE O gte| #+Eof CHE REMIE LHE2 Tt
() 2 &ZE LA 0[HE 22| 2 O[HE XMLOM|A Windows MHEME R XS AAR. 2O £F
Molof chet REMIEH LI 2 BHHE R XM AIR.0[HE 20| Windows MBME R ESHAA|
<

IncludeEventData
MEHMO 2 0| 7|-gf WOl 2to["true". d3Mo 2 XEste = Q= O|HIE O|o|E{8F Z & ElL|
Ct. o 7|-2f W2 MEd At 0| X|H5tK| o™ SZ AL 2t O|HIE O|O|E{ 7t =& EIX| i & LCt.
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https://msdn.microsoft.com/en-us/library/bb399427(v=vs.90).aspx
https://docs.microsoft.com/en-us/windows/desktop/eventlog/event-types
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O|HE C|O|E{E £ &5t o] 220 AEE[YE|= |O|E{Q| 0| 3H s0id = JU&
LICt O|HIE S| x|C 3 7|= O|HIE O|O|E{7t 223 El 262,143HI0|ET} E £ U&LICH

o #& 24 & £3windowsEventLogSourced= Ch& HE 7+ ZEHELICEH

30
0ok
X
I

= O

EventId PSR O|HIE RO AlHEXtL[CH

Description EAYE  OHEQ ME HEE MUY= HAE
olL|ct

LevelDisplayName EAY  OMHEHF (TR, Z1, ¥E 843 4
A, Ao ZEAF B StLb) L(Ch

LogName EAYE oHEVL 7| E fx| (Yetrel
Zt2Application ,Security,
LSystem, 22t 2 7t50|U
CH).

MachineName A OIHIEE 7|S& HAFEALICH

ProviderName =AM OHEE 7|8t S T2 E=
MH|A

TimeCreated EAYE IS0 8601 BASE O|HET| B Mst
a2

Index M E30JU= S LCt

UserName =AY 2Tl 3 7SS UENsL
Ct

Keywords =AY OoHEQS IULICE EFE A2 CH

LIChAuditFailure (&

=
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ess ( 101 H ot ZEAL o[
),Classic®t &7 & o|HE
(RaiseEvent #<)Correlati
on Hint (T& O|HIE),SQM(M
HA F& HZFHLIE O|HIE)wDI
Context(Windows &IEF Q1 Z 2} Z4E
AE O|HIE) 2wDI Diag(Windows
ZICh el= gt FIT O|HIE).
EventData List 27 O|HEo. CHet 22 A F7} o
object O|E{ (M= AHE) of CH & gt B<oilet
Z 3 ELICIncludeEventData 7I-
7 | _Il—u.trueu
CHE2 JSONSE HEHE O|HIE of M| LICH.
{L
"EventId": 7036,
"Description": "The Amazon SSM Agent service entered the stopped state."
"LevelDisplayName": "Informational",
"LogName": "System",
"MachineName": "mymachine.mycompany.com",
"ProviderName": "Service Control Manager",
"TimeCreated": "2017-10-04T16:42:53.8921205Z7",
"Index": 462335,
"UserName": null,
"Keywords": "Classic",
"EventData": [
"Amazon SSM Agent",
"stopped",
"rPctBAMZFhYubF8zVLcrBd3bTTcNzHvY5]c2Br@aMrxxx=="
1}
- = —
FHNEREIEZTLAFY
WindowsEventLogPollingSourceE Z3 7lgt HIFHLIEE Ar835tod FHE o7 g2t
Ux|sHe OIHE 2I0IM 2E A O|HES S+ RELICH B 7242 0tx|%f 2 Sof +&
HFMEEIZUAA TH 43
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El O|HE Zof 2} 100ms0 A 5000ms AtO|HIAM S 2 H|O|EELICE CHS2 oML
Ct.windowsEventLogPollingSourced2:

"Id": "MySecuritylog",

"SourceType": "WindowsEventLogPollingSource",
"LogName": "Security",

"IncludeEventData": "true",

"Query": "",

"CustomFilters": "ExcludeOwnSecurityEvents"

EFwWindowsEventLogPollingSourceMi2 CtF 7|-2t H0{E X3 & = U&LICH
SourceType

2|E{E EA20[0{0F & LICH "WindowsEventLogPollingSource" (E<).

LogName
238 XHEFLUCH f&8t M2 OS0 ¢ 4&LICHApplication,Security,SystemE = 7|E}
REE 207t A&
IncludeEventData

MEf AL LI YAltrues JSON 2 XMLE AEE|UE [ F£7} EventData ZEE|== x| g
LIch Z7|22f2 false.

Query
MES ALEF LI Windows O|HIE 2 1= XPath A& AL835t0{ O|HEE RE|ste 7IsS |"'°.;4?=.F
o]

LICt.Query. RtM|B LEE 2 HHHE FZSHMA|IR.0HIE F 2| & o[HIE XMLOAM Microsoft 4
ME & x5 AAQ.

CustomFilters

MEd AL QILICH MOIZEcz2 FEE EHE 55 (;). O3 EEE X8 = U&LCh

ExcludeOwnSecurityEvents

Windows& Kinesis 0| 0| HE 0| MM E Eot O|HEE X 2|&hL|Ct.
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OlwindowsETWEventSourceR&2 ETW (Windows& O|HE FX) gt=
203 3 MH|A O|HIE FMg =& st= ol AFSELICH RHMISH W82 &

£5101 M Windows ABME B Z 5t AAIL.

CH=22 o MLt windowsETWEventSourceA19d:

{
"Id": "ClrETWEventSource",
"SourceType": "WindowsETWEventSource",
"ProviderName": "Microsoft-Windows-DotNETRuntime",
"TraceLevel": "Verbose",
"MatchAnyKeyword": 32768

}

P EFWindowsETWEventSourceMI2 CHE 7|-¢t HO{E M3 &= U&LICt.

SourceType
2IE{E EXt0[o{oF EL|CH "WindowsETWEventSource" (2 4).
ProviderName

Lste ol A8 E O|HE SSAHE X|IEELICH 0] 0|§2 HXIE SZXHo1 Chs
29 1T

logman query providers

TracelLevel

=&lsllol ot= FX o|HE HFE X|TELICH o1& &l= g2 T3 2 &L

Ct.Critical,ErrorWarning,Informational, ZVerbose. & &t 9|0

Atof| k2t CHE L.

N —

MeistETW B2

MatchAnyKeyword

Zt HIE7} 7Y 7|9I= 8 UEHHE 64H|E AHLICH & 7|/ Es +=EE O|HIES| HF
| Z = 7ot A E W TraceLeveldf CHEF Xt
ZAtof ciet REA[Ek LH
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https://docs.microsoft.com/en-us/windows/desktop/etw/event-tracing-portal
https://docs.microsoft.com/en-us/windows/desktop/etw/event-tracing-portal
https://docs.microsoft.com/en-us/dotnet/framework/performance/clr-etw-keywords-and-levels
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XStz 2 Z2 XA X|AlsH= CLR ETW 22 XAHof| CHsl A42&8tL|ct. JSON
6 &l &+ E X|5HX| e X[BtMatchAnyKeyword E A0 Hi |

504, o] &+ E 2lEE F 25104 XYY =

g s QJ&LICH o|§ S04, T3 2 A5t

O{ExceptionKeyword2!SecurityKeyword(0x00000400):

{
"Id": "MyClrETWEventSource",
"SourceType": "WindowsETWEventSource",
"ProviderName": "Microsoft-Windows-DotNETRuntime",
"TracelLevel": "Verbose",
"MatchAnyKeyword": "0x00008000, 0x00000400"

}

SZAtol chal X[HE 2E F|19E7t EE3tE| =& 5t2{™ ORS AL&35t04 042 7|9IE 4t 2
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st i SZ Aol A HEELICH

O| Z23WindowsETWEventSourcedls Zt O|HIE O] CHEH CtS HE 7 =& EL|C}H
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{

"EventName": "Exception/Start",

"ProviderName": "Microsoft-Windows-DotNETRuntime",

"FormattedMessage": "ExceptionType=System.Exception;\r
\nExceptionMessage=Intentionally unhandled exception.;\r\nExceptionEIP=0x2ab0499;\r
\nExceptionHRESULT=-2,146,233,088;\r\nExceptionFlags=CLSCompliant;\r\nClrInstanceID=9

"ProcessID": 3328,

"ExecutingThreadID": 6172,

"MachineName": "MyHost.MyCompany.com",

"Payload":

{
"ExceptionType": "System.Exception",
"ExceptionMessage": "Intentionally unhandled exception.”
"ExceptionEIP": 44762265,
"ExceptionHRESULT": -2146233088,
"ExceptionFlags": 16,
"ClrInstanceID": 9
}
}
- . o
¥I7|1S7I2H 24 Fd
OlwindowsPerformanceCounterSourceR & Windows0lMH &8s 7I2E HE=IE £+ &IgLICt
Cl22 oM YLICt.windowsPerformanceCounterSourceMod:
{
"Id": "MyPerformanceCounter",
"SourceType": "WindowsPerformanceCounterSource",
"Categories": [{
"Category": "Server",
"Counters": ["Files Open", "Logon Total", "Logon/sec", "Pool Nonpaged Bytes"]
},
47
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{

"Category": "System",

"Counters": ["Processes", "Processor Queue Length", "System Up Time"]
.
{

"Category": "LogicalDisk",

"Instances": "*",

"Counters": [

1no

% Free Space", "Avg. Disk Queue Length",

0o
1z
0%
x

{
"Counter": "Disk Reads/sec",
"Unit": "Count/Second"
},
"Disk Writes/sec"
]
.
{
"Category": "Network Adapter",
"Instances": "ALocal Area Connection\* \d$",
"Counters": ["Bytes Received/sec", "Bytes Sent/sec"]
}
]

}

P FWindowsPerformanceCounterSourceMPiL CtS 7|-Zf Ho{E X3 & £+ U &LICt.
SourceType

2|E{e EXt0|0{oF grL|Ck "WindowsPerformanceCounterSource" (Z=).
Categories
WindowsHlM =& 85 7I2EH HEZ 1§ &2 XI™gLIch 4 x| Jgd= s 22
7|-2k Ho{7F MEELIct.
Category
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HEZ 726 TS RIBELICH ().

Instances

HAE DRet A5 2 E Eo| e o BAl s JHA FE e XIMHLIC oS Sof ¥3
JHLogicalDiskolls ClA3 Eat0l2E Yelo| &5 FH2E7t YLt 0] 713t Hofs Mk
NBOILICH SIS FHEE ABE 4 2IELICh 278 A8 50 0f2] QIAEIAS U|AZIL
ot 2E QIABIAM 2t2 FAISHEIM_Total.
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X HE Hol s =& HE=ZIE XI™GFLIC o 7|-2t Ho{7t Lt 2
E ABE = U&LICH*LU?E AL 5104 048 7F9-E'|E LX|AIZLICE CtE2 XIEE = Us
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Windows & Kinesis M|0|ME &= O|F0|M & X[IE -?r—’TSEFE# A= ghL|ct, olg{et &&0| Stf
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g = J&LCH 7t2Eo| ECt S&st B3 IS 71-2F o1& AFE 35t A L|CE
Counter

FI2E 9| o|§ lLICt. o] 7|-gf mH|o{7} e 'hLCt.
Rename
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FI2E{QF AatEl ZEol o|0|lLICt. &
CloudWatch API & =.

Chee S 728 AYe 2oiFE oo
{
"Counter": "Disk Reads/sec,
"Rename": "Disk Reads per second",
"Unit": "Count/Second"
}

WindowsPerformanceCounterSource Amazon CloudWatch &3 & x| 35t= THO|Zof| ARt

MEE + U&LICH Windows& Kinesis 00|ME Q| 7|& ME X|ET CloudWatch 2 AEEIE"EI=
B[ EEo| A3 E A ELICH MH[A A|E % Kinesis Agent for Windows& 2318 ZAAIst0{ & k|
7twindowsPerformanceCounterSourceM2 H A A AIL. PowerShell 2 AHE 3t 0 H=F, €I
AEA QI 51 2F{0f Cf 3t @55 0|28 &0l gLt

II2E MEQ HAALE FI2EE X850 ZE HFof Cigr HEE 2248 PowerShell #0|M CIS &
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Get-Counter -ListSet * | Sort-Object

FHSE| E|to| 2t 72 E{0l| AFRE £ Q)= QIAEIAE 5015174 PowerShell 20l A CHS ofXIQF £
Abet Y AELIC

Get-Counter -Counter "\Process(*)\% Processor Time"

9| ZfCounterOi7} 40| B=Z & 5tLI040F EfLICH PathsWithInstancesHE] 2ol LIQEElGet -
Counter -ListSetd@™d =&Z O|s&LICH.

Windows & Kinesis 00| E 7|2 X|l& HEZ AA

Cteot 22 Yit™el HER AA Qo =windowsPerformanceCounterSource®d (271572
2 F4) 0l M CloudWatch &3 82 Windows& Kinesis Ml0|FEof CHEt HERIE +=&5t=
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B QIARA MEZS BAEMOE MHO|H EH AA E= 4304 Q 7E"E|X| et&LICH o QIAE
A HEZRE AA = A3 Modof et & Id. ZH AAEE AT Qe ME CE HEZ! &g
7HE == &LlcH
Windows & Kinesis O|0|FE HE 2! 0|2 2] 7|2 M2 22 2WindowsE Kinesis 00| E HEZ! 2
=
1-

Bl OIAEA HEZIO A EHE EFAI2 HEZ|Q| O|§LICH o€ E™ ChS1 Z&Lch

"MetricsFilter": "SourcesFailedToStart;SinksFailedToStart"
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O|CloudWatchLogs&l3 &2 Amazon CloudWatch Logs LogsZ 7|51 O|HEE AERIE L
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CloudWatch Logs.

Ct=2 CloudWatch Logs &3 M249] o &IL|C}.

{
"Id": "MyCloudwWatchLogsSink",
"SinkType": "CloudWatchLogs",
"BufferInterval": "60",
"BufferSize": "100",
"Region": "us-west-2",
"LogGroup": "MyTestLogGroup",
"LogStream": "MyTestStream"

}
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"Id": "LocalFileSink",

"SinkType": "FileSystem",

"FilePath": "C:\\ProgramData\\Amazon\\local_sink.txt",
"Format": "json",

"TextDecoration": "",

"ObjectDecoration": ""

O|FileSystemT &2 Ct&nt Zr2 7[-2f mlo{lL|ct.
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SinkType

2IE{E EX+E0[0{0F & LICHFileSystem.
FilePath
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"Id": "LocalFileSink",

"SinkType": "FileSystem",

"FilePath": "C:\\ProgramData\\Amazon\\local_sink.txt",
"TextDecoration": "",

"RequestsPerSecond": "100",

"BufferSize": "10",

"MaxBatchSize": "1024"
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5. YO|0|EAWSKinesisTap.exe.configIt 2 O|%PROGRAMFILES%\Amazon
\AWSKinesisTapC|HEE|E Z2!5t0{ O|T HH 0| HMHE T2 00| O|F 2 X[HFLICH.
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Kinesis Data Streams

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorQ",
"Effect": "Allow",
"Action": [
"kinesis:PutRecord",
"kinesis:PutRecords"
1)
"Resource": "arn:aws:kinesis:*:*:stream/*"
}
]
}
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Edel™ AY = AER O|E2Z HetS XMetetedd ARN o HHst E

EE 5 H
Ch. XtM[EH LI 2 Q| “Kinesis Data Streams 2| Amazon 2|4 A O|& (ARN) 2 EZSHAA I IAMSE
AF& 3104 Amazon Kinesis Data Streams 2|A A0 CHEF A M| A X|04.

Kinesis Data Firehose

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditorl",

"Effect": "Allow",

"Action": [
"firehose:PutRecord",
"firehose:PutRecordBatch"

1,

"Resource": "arn:aws:firehose:*:*:deliverystream/*"

}
]
}

EHE™ AHE= TS AEZ O|ESE HEHE MEH5t2{™H ARN o MGt HEE EH o2
HFEL|CH XM LH 2 B8 BT X5 AA|2.Amazon Kinesis Data Firehose & S8F M| A K|

CloudWatch

"Version": "2012-10-17",
"Statement": [

{
"Sid": "VisualEditor2",
"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*"
}

AEMIEE L2 e CH 2 X SHA AR .CloudWatch 2|A A0 CHEF HM|A HEH 22| 7H2 2]Amazon
CloudWatch Logs.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/iam-access-control-overview-cw.html
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "VisualEditor3",
"Effect": "Allow",
"Action": [
"logs:DescribelogGroups",
"logs:DescribelLogStreams",
"logs:PutLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:*"
1,
{
"Sid": "VisualEditor4",
"Effect": "Allow",
"Action": "logs:PutLogEvents",
"Resource": "arn:aws:logs:*:*:log-group:*:*:*"
}
]
}
SH M AN 2008 £ 20 AER0] Tt HMAE XEHsH2{E ARNS| MAE HEE MY
B gto 2 HRELICH RIMIBH LIS S TS R 5H4AIAIR CloudWatch Logs 2l4£0f CHEH M|~ H
st 2t2| 7H2 ©|Amazon CloudWatch Logs.

Kinesis IO|MENM 20 08 L 20 AEZIS MM £~ Qe F7F #HEH0| U= CloudWatch 21

"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditor5",

"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:DescribelogGroups",
"logs:DescribelLogStreams",
"logs:PutLogEvents"
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/iam-access-control-overview-cwl.html
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"Resource": "arn:aws:logs:*:*:log-group:*"
},
{
"Sid": "VisualEditor6",
"Effect": "Allow",
"Action": "logs:PutLogEvents",
"Resource": "arn:aws:logs:*:*:log-group:*:*:*"
},
{
"Sid": "VisualEditor7",
"Effect": "Allow",
"Action": "logs:CreatelLogGroup",
"Resource": "*"
}
]
}
SN EM, AY 2108 £ 23 A2 i HMAE HBHsHEHE ARNS| MK
[ g3 HP"‘I—IEP AtME LHE2 HEHE x4
st 2t2| 7§ 2 ©|Amazon CloudWatch Logs.
EC2 i1 i & T of H et HEt
B H 2 E 2 AFE5t0dec2tagids S A0l =ec2:Describe* ™
{
"Version": "2012-10-17",
"Statement": [{
"Sid": "VisualEditor8",
"Effect": "Allow",
"Action": "ec2:Describe*",
"Resource": "*"
}
]
}
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TdProfileRefreshingAWSCredentialProviderAWS Xt74 5 M

2 1%l

&to|2 2= ol AWS Systems Manager AF2810 AWS X123 ZHE ZHE[SHE B AlAH 22|
At=c:\Windows\System32\config\systemprofile\.aws\credentials. 5t0|E2|= &4
£ 2|8t Systems Manager of CiEF XA LIS 2350|221 Bt EE ?/8F AWS Systems Manager A
HO|AWS Systems Manager At X} 710|=

AWS .net SDKE M At SHE RIS 2 MENGHX| fo

ZProfileRefreshingAWSCredentialProviderZ2{12I2 AF835t04 At BHES MZ T R[L
CH.
CI2 g &g 4+ AU&LICHCredentialRefSHE HZXE £+ U= ZEAWS 57|58 7
Mo|Credentials™HO|E R ESIMAIR.CredentialTypes 40| 2 H™HE|0] U&L
Ct.ProfileRefreshingAWSCredentialProviderCHS oMol ZAIE CHE E AFSELICEH
{
"Sinks": [{
"Id": "myCloudwWatchLogsSink",
"SinkType": "CloudWatchLogs",
"CredentialRef": "ssmcred",
"Region": "us-west-2",
"LogGroup": "myLogGroup",
"LogStream": "myLogStream"
1,
"Credentials": [{
"Id": "ssmcred",
"CredentialType": "ProfileRefreshingAWSCredentialProvider",
"Profile": "default",
"FilePath": "SUSERPROFILE%//.aws//credentials",
"RefreshingInterval": 300
1]
}
e 58 Hols 7-dt Ho{Z ChEn 22 §E2 =2 7/ ELCH
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43 HOlE M85to] XIHE +UE EXEE HolCredentialRefE 23510 0| AtH 5F 7
Mg FEFLcH
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CredentialType

BIEE EXAYEE M™ProfileRefreshingAWSCredentialProvider.
Profile
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FilePath
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TextDecoration
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ComputerName: "MyComputer2",
DT: "2017-10-17 21:09:04"
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"ObjectDecorationEx":
"attributel={expressionl};attribute2={expression2};attribute3={expression3}(;...)"

o€ E0{Ct20 Z&LICtObjectDecorationExE 8 S AFSELICEH

"ObjectDecorationEx":
"host={env:ComputerName};message={upper(_record)};time={format(_timestamp,

IyyyyMMddl )}Il
ZIEE 2 =& gHetELlct.
System log message

Aol ofst ghet E 2t =4 ChE 1 20| JSON 2| 2:

{
"host": "EC2AMAZ-1234",
"message": "SYSTEM LOG MESSAGE",
"time": "20210201"
}
E34| =40 CHE REA[EH LHE2 EHHE R ZSHMAIR EA 7| Bl CHREES| 3
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"TextDecorationEx": "Message '{lower(_record)}' at {format(_timestamp, 'yyyy-MM-
ddl )}Il

22 e £ QU&LICHTextDecorationExE AFE3510{ JSON A E R HE &+ Ql&LICH
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"TextDecorationEx": "@{ \"var\": \"{upper($myvari)F\" }"
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_FilePath

_Position
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regexp_extract('Info: MID 118667291 ICID 197973259 RID @ To: <jdeacme.com>', 'To: (\\
\\S+)', 1)
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format(date(2018, 11, 28), 'MMddyyyy')

Variables

24 HEH 22Y: 50| M| 7HX| 0| U&LILCt.

.« 27 42 AEtsel 7E+%$message. OIHIE Z4Rol &4, O[HET} AIHQI #S S Ei OHE
71 JSON ZiA| 2l B &2 s{Zst= O AFSELICH X Hof SHO[L S5 EXL7F L& &
Aeosn 228

Xl HLE AF2$'date created'.
C FOISHE Ol AFSELICH 2 E

C
Hu
nx
L
m
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1o
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m
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n
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27 O|HEE OISt Z2 F7t HE HEE KI§ELICH

_filepath
_filename
_position

_linenumber

.
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ATl
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o 0X .
or

274 ¥4 EC2 QIAEIA HIEHH|O|E] EEE EC2TagE sHAIE L
2 £0|2{H HFALE AFE5to] AM HR|E MEHsteE [ol E&L
:ComputerName},{ec2:Instanceld}, ¥{ec2tag:Name}.
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Windows & Kinesis (|O|MEE CI=21t Z4 2 7|12 AN Z& 7|s2 R|HELICE 2l & StLt2=NULLO|
steE XMElSHEE MAEIX| 54 &L|CHNULL NULLZEA| 7t ghetElLCt

//string functions

int length(string input)

string lower(string input)

string lpad(string input, int size, string padstring)
string ltrim(string input)

string rpad(string input, int size, string padstring)
string rtrim(string input)

string substr(string input, int start)

string substr(string input, int start, int length)
string trim(string input)

string upper(string str)

//reqgular expression functions
string regexp_extract(string input, string pattern)
string regexp_extract(string input, string pattern, int group)

//date functions

DateTime date(int year, int month, int day)

DateTime date(int year, int month, int day, int hour, int minute, int second)
DateTime date(int year, int month, int day, int hour, int minute, int second, int
millisecond)

//conversion functions

int? parse_int(string input)

decimal? parse_decimal(string input)

DateTime? parse_date(string input, string format)
string format(object o, string format)

//coalesce functions

object coalesce(object objl, object obj2)

object coalesce(object objl, object obj2, object obj3)

object coalesce(object objl, object obj2, object obj3, object obj4)

object coalesce(object objl, object obj2, object obj3, object obj4, object obj5)

object coalesce(object objl, object obj2, object obj3, object obj4, object obj5, object
obijb6)
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OlKinesisStream,KinesisFirehose, Z!CloudWatchLogs&3 MAHoi=LogStreamtE
=StreamName7|-2f HO1& U=ZerLICt o228t 7|-gt 2l 2fol= Windows& Kinesis 0| O| M E0f 2]
o AASS R AME|= M FHEJ ZEE £ U&LICH CloudwatchLogs,LogGroup7|-2f W
Z R 5tH Windows& Kinesis H|O|TE o o3| AASS 2 SAlE[= M FEE Z&EE = JU&LcH
He= BHESIZ AL85H0 K| HELICH prefix:variablename}0i7|M 2t & =2 S0 24 L
Chprefix:= ME AFEQLICH X|HEl= HF A= ChEoF 2 &L ch

- env— HE X Z2 0|2 4 = g2 sHMFELICE

- ec2— H XTI 22 0|2l EC2 QIAEA MEHH|O|EH 2 & QIFLCt.

« ec2tag— H FEIJF 22 0|2l EC2 QIAHA EfT gto 2 = QIELICE Olec2:Describe*™
52 QIAEA EfT0] HMASE Ol ZErLCh XHAISH LIS EC2 Bl B4 & & of 28t HEt
MME BZSAR.

MFAME XIHsx| gteH 30 22 0| o &3 ¥H7t= BRvariablenameO|™ g4 & X7}
24 W o 2 SHMELICH OZX| ot 2 B9 LiCh.variablename= & 5t= Clinstance_id&E
ThostnameZ A35tH B X7 SUB O|F 2l EC2 HIEIHIO|H gt 2 &QIgL|ct JZEX| &
O™ wx FH XTI EQIE|X| & LCh
ClS2 WHe X E AMEdte &8 71-24f Ho{ef of fLCt.

"LogStream": "LogStream_{instance_id}"

"LogStream": "LogStream_{hostname}"

"LogStream": "LogStream_{ec2:local-hostname}"

"LogStream": "LogStream_{computernamel}"

"LogStream": "LogStream_{env:computername}"

O|CloudWatchLogs&l3 Mo12 EO| ¥l 21 FE O|HE Bl|ZEQ| Bl AR Z I 2
AEZO|0|E2 HAE = U d

AA
{timestamp:timeformat} ¥

"LogStream": "LogStream_{timestamp:yyyyMMdd}"

EIE= OHE HZE712017H 63 5401 ME ZBRLogStreamO|T ofxf|0i| A 7|-gf m o
—"LogStream_20170605".
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Teto| U= BRCloudWatchLogs &3 82 M E 0|E2 7|HIcE HRH B ASE M E
1 AERE OHE = U&LICH O E 43 REUME AER O|F 0|2[e £t #+40| ER357| ME
of ol &g +=&#E =+ elgLct

E U R AN LSS S4 W4 ChRTH QSLICH REME LIS S A3 BA 74 MMg

A3 ciz|d 7
OlKinesisStream,KinesisFirehose, Z!CloudWatchLogs&l3 MAR2 UA|XQI 044 EX|Z QI
3t ol2{3t &3 R HZEE AWS MH|AZ AEZ|YSHX| R HZEQ| CH7|¥S MEIMo R i

steh = &LIcH G| SEE M F L AS 2E2Y MAIZE Y& sitd{H 43 MAM CHS
7|-2t ‘&S AFSELICH

QueueType

|I7HALIZE S| SFE XIGELICH X|HElE et dt2files BIZE7} Tl M CH
L | 71-2t ‘&2 Windows& Kinesis 00| E S| 7 7|52 & H3t5t
2 32 7|8 S5 2 HzZelog ci7lst o HIZ 2l ch7 [ AMetoi

QueuePath

CH7| Sl B2 =0 ol £0{ (e EH B2 E XIGELIC of 71-2f Ho{E M= AbZ Lot
7|2 2f2 &LICH.%PROGRAMDATA%\KinesisTap\Queue\AI7|E0{7|A 2t & 52 Ct5o Z&L
Chal7|=ol gtez &Y & AMERULICtIde 3 1o CHE.

QueueMaxBatches

FCE f7|do] U2 [ Kinesis Windows2 O|O|ME 7 AFRE 4= Q&=
|

o2 0l 712k 4ol gtoll U HMElT ZCh HHol= £ T3t 2

¥2 |0 Oof [>

gt 2z X{2| & Z|CH HO|EKinesisStream,KinesisFirehose,
ICloudWatchLogs &3 &2 ZrZf 5MB, 4MB 2! 1MBQILICE O] A[gtol| EE st AEZ|Y A

o7t CH7 (ol F7HEIR| b0 S8 = gie AlmfE 2 EuL|ct o] 7|-2f Ho{= MEf AbE It
7|2Zt2 10,00074 2] Hi x| L|C}

Mol CHEt ZEA| 24

AWS MH|AM| HMASHE ZE WindowsE Kinesis HIO|ME A3 S| CHEt ZEAE F445ted
M%Program Files%\Amazon\KinesisTap\AWSKinesisTap.exe.config. X|&2CS ()2
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RS AI . proxy ol MMME HZESAAI2. NETE AWS SDKO| CHEH 4 m} el 2= O| NETE
AWS SDK 7HEFXF OFLHA.

Ci BE2 AT & 4d0iM AT w4 T

Ct2 MM E ALEStE A3 #+M4E2 E0{ ELICHRegionE d 0| ZLol|l CHEIRegiond 7|-2k
H|0{E. RoleARN, 142 EC2 Ei1 7|& XI"8MyRoleARNE aliT 7|ot it El gto 2 WIHEL|CH

"Id": "myCloudwWatchLogsSink",
"SinkType": "CloudWatchLogs",
"LogGroup": "EC2Logs",
"LogStream": "logs-{instance_id}"
"Region": "{env:Region}"
"RoleARN": "{ec2tag:MyRoleARN}"

AWS A3 0{ M RoleARN &3S A28 I AWS STS 2I& IC ZoIE 74

0| 7|52 Amazon EC2 KinesisPap2 AF2 3t 1Ro1eARNS A S AF& 504 CHA AWS MH|AE QIS E
OIF IAM HE 2 JHHE = Us LT

M & o ZMUseSTSRegionalEndpointstotruedAf OO|IMET} X[ BHE AIBSEE XH
& 4= U&LICH (0:https://sts.us-east-1.amazonaws.com) CHAl M4 B (o:https://
sts.amazonaws.com). X[ STS 22 ALS5tH 2o CHEt &= CH7| AlZtO] E0{ED 22
27 MH|A0|M Ao o] ¥EFol AetE LICt

AWS A3 VPC AEZQIE A

o3 FEHM VPC AEZQRIEE XYY = A& L
Ct.CloudwatchLogs,CloudWatch,KinesisStreams, 2 KinesisFirehosesink &. VPC 2=
EZQIEE 0|85tH QEY HO|EO|, NAT C|HFO|A, VPN @42 EE= AWS Direct Connect 214 ¢10]

& AWS PrivateLink2 X| &5t XS E[E AWS MH|A 2 VPC AIEZQIE MHH|AO| HIZ7HE 1288
4 BLITH VPCO| IAEIALE MHlAS BlAAS S4lts Ol HER| IP 48 TR 2 x| gaL
Ch VPC2t 7|EF MH|A Ztol EBHEI2 Amazon HIESITE Blo{LtX| t&LICH RFASH LI 2 BHRE
EHZ st AAIR.VPC 2= Z O1E O|Amazon VPC AFE M A.

VPC QIEZQIE=ServiceURLEE 2| C}F o X0l ZA|El CH2CloudWatchLogssink 7432 AMEH
gt g2 d™ELict ServiceURLO| EA|E gt 2VPC HEXZQIE HHEHEH0| A Amazon VPC 2

e U2 S50M e 84 74 81


https://docs.aws.amazon.com/sdk-for-net/v2/developer-guide/net-dg-config-ref.html#net-dg-config-ref-elements-proxy
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
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"Id": "myCloudwWatchLogsSink",

"SinkType": "CloudWatchLogs",

"LogGroup": "EC2Logs",

"LogStream": "logs-{instance_id}",
"ServiceURL":"https://vpce-ablc234de56-ab7cdefg.logs.us-east-1.vpce.amazonaws.com"

CHA Z S Al =B T

0l 7158 A8sHH NET CHAI AWS SDKOl LASHEl TS A| K| 242 AL 3to] 43 T4oz ZRA| A
HE Y £ aLCH olFols ZEAIS ASSHES ofo/HES TAsHE SUS WS NETS
712 7158 A8sts ZolgaLth 0l 758 ZR A Tl HolE ZEAIE S8 2E HTTP/S

Mg isoz seudaLt

A ZEA| HHOIAM HO|HEE ALE 52 B ol 4 S ALE5t7| lsl RHE HEE 2Tt gla
L|Ct.
22 £ 88 4 2&LICHProxyHost WProxyPort 4448 AL&5t04 ChS o2t 20| CHA| ZS A
g F gk
{
"Id": "myCloudWatchLogsSink",
"SinkType": "CloudWatchLogs",
"LogGroup": "EC2Logs",
"LogStream": "logs-{instance_id}",
"Region": "us-west-2",
"ProxyHost": "myproxy.mydnsdomain.com",
"ProxyPort": "8080"
}

oo Med

MEIO|Z MRAE ALESt0 AAE HAAFLICH (a4 MOl B 413 (sink 42) Microsoft Windows 0|
CHEF Amazon Kinesis O|O|ME o 21218 L|C} THo|=Z M1 JSON A ZE EFHELICH WindowsE&
Kinesis 0| O|ME 7} A|ZHE|TH X| X El ufo|=Z ol CHEF AA0M 21, O|HIE EE= M EZ!0| £EIE/L|Ct
OAHCHS Y IHo|= et HAATE AT E AFR5H0{ CHY S AWS MHIAZ AEE|YEILICE
Me19| of|lLC},

Ct +O]

0jo
rlo
=
|H
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"Id": "MyAppLogToCloudwWatchLogs",
"SourceRef": "MyApplLog",
"SinkRef": "MyCloudWatchLogsSink"

|
- ooz 74

« Windows HIE 2! 1} 0| Z & Kinesis 0{|0|FME T4

molz 74y

DE mtolz MAdol= k5 7I-2f mo{7h 2&E + U&LICH

}o|Z 2| O|F 2 RIHELICH (). 74 ot LHol| A 735HoF B LICH.

23 HI0|E{7} AAM A3 2 MESE [ mlo|=of o MEL|E H

Jat
BHLICH R|HE|= SUsH e RegexFllterPlpe IL|Ct. O] 42 P%

HAE EHo| ChEt H7 EHA TEZS ST £ aLich TE
=o ClojEf THo|ZalRIo 2 MEstol M U M HISS BY 4

ArgLch 7|2 22 HErE M3 etx| e ALt

FilterPattern

off CHEt H+t EFHAIZ XIHELICRegexFilterPiped 32 MEE|7| ™ol AA0M =& 2

FE (0:ExtractionPattern7|-gf H0{E =dgFL|Ct.DirectorySource
ZIE{3 & & Q&LICIRegexFilterPipeMIFHLIE MEE/LICH Ol HFALIE S

7| Fof| $I2H HAE E ol CHsh 2HS5t7| R YULICH 0] 7| - 3t W2 M=

7}RegexFilterPipeR &2l gto| Z&ELICt

Ct22 oA ILICt.RegexFilterPipeItO| T 4401

{
"Id": "MyAppLog2ToFirehose",
"Type": "RegexFilterPipe",

LE{2I5H = Ol AFS /e THo|=Z2lQl 21 Bl|Z EERegexFilterPipeR
= Y7t EA0|HZEL| 7|2 HAE FH UX| & M ASELCH YEE 7

o =

3 mo|=
XEEI 2
2 AFE 35104
A4St
AFEHO|X|8t mho| =

molz 74
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"SourceRef": "MyAppLog2",
"SinkRef": "MyFirehose",
"FilterPattern": "~(10|11),.*",
"IgnoreCase": false,
"Negate": false
}
SourceRef
Ol& (ol &2 XIH1d7|-2t ‘4) 2 Sall utol|=ol Cigt 21, o|HE I HEZ HIO|EE =&dt=
AAE HOlsts A4 MO HOlFLICH(TS).
SinkRef
O|& (@l 22 XI™H1d7|- 2t ‘&) mo|=of Ciet 21, Of =] CIO|EHE 4lst= &3 E
Holstes A3 Metol (L)
IgnoreCase
ME AL ILICH CFS 2t A& & LIChtrueE=false. 2 MHE FRtrue2 HYsHH YA
2 A EXHE 7 26tK| = WACR Bz =ot YX[FLICH
Negate
MEH AFEFQILICH CHS 2t S8 LICh trueEEEfalse. 2 MY El HARtrue, IH0|Z EE
MEgrLcter g4l oF Ux|[sH ok ' LICt
A 7 mhd ol 06 =RegexFilterPipeI}tO|Z R0l CHEt RHAEH LIS 2IHO[Z AHE.
Windows M E 2! I} 0| Z & Kinesis O|0|ME 7
cte 7|12 M& HEZR AAT QU&LICH_KinesisTapMetricsSource0 A Windows
£ Kinesis 0| 0|MEo0f CHEt HEZ2IE MAMetLICH Qe ARCloudwatch?t A3 M
Id2|MyCloudWatchSinke| A< CtE o Al| ZtO|Z 2}l M442 Windows& Kinesis M| 0| ME 7}

MEt HEYS s 432 Fa B

{
"Id": "KinesisAgentMetricsToCloudWatch",
"SourceRef": "_KinesisTapMetricsSource",
"SinkRef": "MyCloudWatchSink"

}

Windows HEZ| m}o|Z &

Kinesis O O|ME T
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Windows & Kinesis O|0|FME 7|2 N2 HEZ AA0 CHt XM LI 2WindowsE Kinesis 01| 0|7
E 72 ME HEER AA,

T4 It Aol M Windows s ZI2E HEZE AEE|US= Z? Windows& Kinesis 00| M E HE
2| &l Windows 85 7I2E HEZ 250 5Ust A3 E AIE5ts Al HE ol mjo|Zol A3 E AIE
st Zdo| E&Lct

Ats Lol 4

ArZappsettings.jsonT4 IUE A& 3504 Microsoft Windows& Amazon Kinesis 0 0| E ot
Windows& Kinesis 00| E Q| 14 EP 12 XSS E YH0|EE = /&Lt YHI0|E SEFE H|of
st2dMPlugins?| - 2t ‘A2 OS2 Z 2 7+ ool SUSt =& 0Lt Sources,Sinks, ZPipes.

OlPlugins?|- Zt W2 AA A3 Dl mo|Zo| HFof Y
58 K|H™HELICH o & £04 Windows & Kinesis 00| M E

oE|
=

=

=

MHappsettings.jsonT4 T2 U2AFLICH E22{1212 JSON A2 EFHEIH & Type|-Z
Ho{E UZELICt O|TypeZ& {2 loi CHsl CHE 7|-2f Ho{E X|HE = JU=XIE AEE Lt X|&
e SOl g2 o3 &Lt

PackageUpdate

Windows& Kinesis 0O|ME 7} T{7|X| HA 7t A DU F7|XMO 2 &0l E 2 X|&MEHL|ct. 7|
X| ™ mdof CHE EHZE 2] Windows& Kinesis 01|0|7F_E P Adx|z[o{of BTt FE AlE|TH Windows
& Kinesis M|O0|ME 7} siE HHE C2 EE 5101 AX|ELICH OlPackageUpdate&e{1Ql 7I-2
Hlo{= ChE&at Z&Lct.

Type

k2 At olofof g LIt PackageUpdateO|d Ea=@lLCt.
Interval

7| X| HF Tt of| M E—XFE:' EANE=HE AIES

(o]

O| 7|-2k mlol= M= AASULICE o 2t S XIFatX| &
o™ AUO|o|E #elo| + % T|x| ef&Lict

PackageVersion
mj 7| X| {7 JSON m el |x|E X[EefLict U2 Y SR
3:

(file://), & AIO|E (http://) == Amazon S3 (s 1 //mycompany/
config/agent-package-version.jsonE Windowso Kinesis M|O|E7tconfig/

S YoolE 4 85
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Microsoft Windows& Amazon Kinesis 01/0|

agent package-version. jsonI
g 7|gte 2 H0|EE +-sHokErLICE.

[ 2 Amazon S3 AL CH/AEAE FEELIC

@ Note
o| ZtolPackageVersion7|-zt
CtE2 7[R HE DU ol LHEE E0iF = oM LC.

{
"Name": "AWSKinesisTap",
"Version": "1.0.0.106",

"https://s3-us-west-2.amazonaws.com/kinesis-agent-windows/

"PackageUrl":
downloads/AWSKinesisTap.{Version}.nupkg

MEO| HHME X|IHEL

}
OlVersionZ|-Zt £ of&! Mx|E|X| &t 72 M%|E Kinesis 0|0|%
2 Z9o|PackageUrle ALEXRI7F X[ 2t S SHARLICHVersion7|-
i S == 7| K| HT

Xt291.0.0.106. O| 4
MZELCH oq mf7|X| HH

Ct. Ol{Version}#H=
Kinesis Agent

= o245t |},
2 A olC&2

Ol of| Alod| M H4*E T
I T AAL T

A -‘l'llo'lE =
ool Hote - HTHO| XMEE[= B |7kRUAS
IS AF25tod . 2 HiE Zof M I:I-I ol @ sMe AASHZ| {5l Windows2
O M HHME EoIR5t= S8 MOo{E &= U&LICtH Windows& Kinesis H|0|ME HHZE &
ot2{ StLt o4 o IHZ|X| T WS ¥1E510] ALEX B E0M & S5ts R 2 LE{T
Windows & Kinesis M|O0|ME Q| O|™ HHTE X|'H&rLICt
FA2 CHE 7 |X| A ool At MEHE &O0|5tH|5H7| 2
82 B2 EXSIMR. A3

O|PackageVersion?| -
4= CHAlof| CHEE REM|SH

o| &k
off M=~ iAo FEFSe &Lt
CHA 4.
AccessKey
Amazon S3 I 7|X| H mt o CHEt HMAE QIS E [ AASE AAMA 7|1 XIEHELICEH O]
7|-2f Hoiz B At LICt O] 7|-2f Ho{& Mt Est= A2 HE K| &LICH HE = o
A els g2 2ls F4.
SecretKey
Il U 7|& X|EE LIt o] 7
S&Lch HE = oA

Amazon S3 I 7|X| HF mof| CHEF HMAE QIBSE [ AFR2E H|
HESHX| o

gt wlol= M= AR ULICE O] 7|-2f Ho{E A

Ol HIEHS O|= T Ad.
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Region
Amazon S3 O|AM I 7| x| BT mpUoi| MMAE ] AR E 2™ A=zl
7|-2k Moz MEd AFELCt.
ProfileName
Amazon S3 TH7| K| HH L Uof CHEE HMIAE QUSE M AFSE 2ot T2 E S X[™ELCH Xt
Mgt Lige2 215 74 MME XML, o] 7I-gf Hois MEf AFE ILICH
RoleARN
WA A ALEE|20i M Amazon S3 THZ|X| T T of CHEF HMAE QIS [ e A
XIHgrLC RIMEH L8 215 7 MME & ESM2. 0] 7I-2f Ho{s MEY AP ILICEH
JO%X| et 2 A*RPackageUpdateZ{a!0| X|HE|™ AClo|E7I ER K| = l5t7| ?[aH o7 |
K| HA ool AAE[X| et &LCt.
ConfigUpdate
Windows & Kinesis 00| ME 7} O|0|EElappsettings. jsonTd It 1l 2R, & AIO|IE
= Amazon S3. YO|O|EEl 7/ It 0| U= B Windows& Kinesis H|O|ME MM CHREZE S
o{ Ax|gLICt.ConfigUpdate7|-Zf Ho{= CHS T ZH&L|CH
Type
7t 2 EXtY o|ofof g LICt.ConfigUpdateO|dd EaQlL|C}.
Interval
M TN oedg &olstes BITE BEAIYUE EAIZE B EHRIZE X|-HELICH o] 7| - 2 A2 MEH
MEO|IH XIEEIX| et A2 7[&24t2 5 2lLCt g0l 12t o™ 71 mt Y AH|0|E7} =
QIE|X| et & LCt,
Source
UOOIEE M U 32 QIXIE XIHELICH ot o S gl /U2 = UEL
Ct (file://), & AFOIE (http://) EEE Amazon S3 (s3://). & E04 Zts3://
s& Kinesis 00| EJtconfig/
dLct.

mycompany/config/appsettings.json= Window
appsettings.jsonIt2lmycompanyAmazon S3 HHZ! !
EAE FEELC

(& Note
| Zt0lSource?|-Zt &2 Amazon S3 A< CH/A
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Ol37I5t7| Ish 4= ChAlodl )5
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24 AMA-”HNM M otde MHEE I
S 5t7d M R xyF TE E HE o & 9)
Windows2 Kinesis 01 0|7 x -?—
grLlct. . \appsettings. json. 0| 7|-Z
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047} EH=~ L.

AccessKey
g AMA 7IE K|I-HELICH o] 7|-2t
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RoleARN
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Ct22 oM LICtappsettings. jsonAtE =2
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EE 8t Olappsettings. jsonTA mof XM{ZHElmycompanyOl2HE Amazon S3 HHZ!2] O|&
Olconfig/appsettings.json. 2f 30=0tCt sHE U O| 24A 4 mtat H|WEL|CH MEZ CHE
722 Ydo|EE 744 10| Amazon S3 0lA CH2 2E E| Tappsettings. jsonTA IS /298t
L|CF.

{
"Sources": [
{
"Id": "ApplicationLogSource",
"SourceType": "DirectorySource",
"Directory": "C:\\LogSource\\",
"FileNameFilter": "*.log",
"RecordParser": "SinglelLine"
}
1,
"Sinks": [
{
"Id": "ApplicationLogKinesisFirehoseSink",
"SinkType": "KinesisFirehose",
"StreamName": "ApplicationLogFirehoseDeliveryStream",
"Region": "us-east-1"
}
1,
"Pipes": [
{
"Id": "ApplicationLogSourceToApplicationLogKinesisFirehoseSink",
"SourceRef": "ApplicationLogSource",
"SinkRef": "ApplicationLogKinesisFirehoseSink"
}
1,
"Plugins": [
{
"Type": "PackageUpdate"
"Interval": "120",
"PackageVersion": "s3://mycompany/config/agent-package-version.json"
1,
{

"Type": "ConfigUpdate",
"Interval": "30",
"Source": "s3://mycompany/config/appsettings.json",
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"Destination": ".\appSettings.json"
}
]
}

Windows & Kinesis 00| E T4 of

Olappsettings.jsonT4 T2 Microsoft Windows& Amazon Kinesis 00| ME 7} 21, O|HIE
1 HEZE £E5t= w2 Ao{st= JSON EMLICt E 8 Windows2 Kinesis 00| E 7} sHE
CIO|E{& gHetstn O|& CHY et AWS ME|AE AER|UStE WS Mo 74 Ttdol A4,
43 Y ool Medofl cHEt RhAIEH LHE 24 A M sink 4194, IO M4,

CHS AlMdol= o] 7HX| AlLEE|0f CHEr 714 mbo| of 7k 23 E|o{ &Lt

o C}EEH AA0|M Kinesis Data Streams 22 AEZ|Y

T2 o|HE ZO0M A3 2 AEZY

CHefet

ve

A0l M Kinesis Data Streams @2 AEZ|Y

CtZ ol Ml=appsettings. jsonT A TpU2 CHABH A A0 A Kinesis Data Streams 2 £, Windows
M5 72E{0l A Amazon CloudWatch HEZl0f| 0|2 AEZ|Y 21 2l O|HEE Hof FL|C}.

>
\d

CtE Id2 2 THU| A syslog B4 2T B|ZEE . logmt Y HEHLICHC:\LogSource
\C|HE{2|ESyslogKinesisDataStreamus-east-1 2|0 A Kinesis C|0|E{ AE R AEE]
LICt. Ol O|MEE ZERICIIL LIS 0l CHA| AlE st B0 21 ntdo| 2 & O|o[EH 7t ™
SEE S MZ U7t MYELICH AI8X X[EH 88 ZEJM BZEE ol Mg = U

—SyslogKinesisDataStreamStreams.

DirectorySource,SysLogflZE 7 & £4

"Sources": [

{
"Id": "SyslogDirectorySource",
"SourceType": "DirectorySource",
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"Directory": "C:\\LogSource\\",
"FileNameFilter": "*.log",
"RecordParser": "SyslLog",
"TimeZoneKind": "UTC",
"InitialPosition": "Bookmark"
}
1,
"Sinks": [
{
"Id": "KinesisStreamSink",
"SinkType": "KinesisStream",
"StreamName": "SyslogKinesisDataStream",
"Region": "us-east-1"
}
1,
"Pipes": [
{
"Id": "SyslogDS2KSSink",
"SourceRef": "SyslogDirectorySource",
"SinkRef": "KinesisStreamSink"

2 M7

Bl

DirectorySource,SingleLineJsond|ZE ¢

_l"_'l
mO

12 2E YoM JSON Aol 2 P|ZEE . logTh Y EHEHERILICHC:\LogSource\LC|
JsonKinesisDataStreamus-east-1 2|0 M Kinesis C|0|E{ AEZ| AEZ|QIL|C}. o] 7|-
AEZ|UE7| MolComputerNameUDT7 = HAFE 0|8 L BZET} '| | El= IR 2 A
7 Zf JSON ZiA|of| F7HELICH AHER X|H 88 ZEIH0|M HZEE el1 *EE
sonKinesisDataStreamStreams.

iU}
fjn

o]
AN

molI
)

(-]

oy s g ol
g I oo
g 2

mlm

{
"Sources": [

{
"Id": "JsonLogSource",
"SourceType": "DirectorySource",
"RecordParser": "SinglelLineJson",
"Directory": "C:\\LogSource\\",
"FileNameFilter": "*.log",
"InitialPosition": 0

}
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1,
"Sinks": [
{

"Id": "KinesisStreamSink",
"SinkType": "KinesisStream",
"StreamName": "JsonKinesisDataStream",
"Region": "us-east-1",
"Format": "json",

"ObjectDecoration": "ComputerName={ComputerName};DT={timestamp:yyyy-MM-dd
HH:mm:ss}"
}
1,
"Pipes": [
{
"Id": "JsonLogSourceToKinesisStreamSink",
"SourceRef": "JsonLogSource",
"SinkRef": "KinesisStreamSink"

ExchangelLogSource

CH2 oY Microsoft ExchangeOll 2|3l MM =1 . 1ogE & HRILICEHC:\temp\ExchangeLog\C|Z!
E{2|EExchangeKinesisDataStreamJSON &4|9| us-east-1 2|T10i| A Kinesis HIO|E| A E 2]
LIC}. Exchange 2 1= JSON & 4|0]| ofL|X|2F Windows& Kinesis IO|MEE= 208 & 445104
JSONS 2 H#HEHet 4= Ql&LICt o 7|-Zf Ho{E AEZ|Y5H7| MollComputerName UDT7 &= HFE
O|§ Y BZE7 XMElzle I 2 AlZHZt2 Z&steE ZH JSON ZA|oll FIHELICH AR XK 8
 Z2JYM HZEE el ®MEIF & U=ExchangeKinesisDataStreamStreams.

"Sources": [
{
"Id": "ExchangeSource",
"SourceType": "ExchangelLogSource",
"Directory": "C:\\temp\\ExchangelLog\",
"FileNameFilter": "*.log"
}
1,
"Sinks": [
{

"Id": "KinesisStreamSink",
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"SinkType": "KinesisStream",

"StreamName": "ExchangeKinesisDataStream",
"Region": "us-east-1",

"Format": "json",

"ObjectDecoration": "ComputerName={ComputerName};DT={timestamp:yyyy-MM-dd
HH:mm:ss}"
}
1,
"Pipes": [
{
"Id": "ExchangeSourceToKinesisStreamSink",
"SourceRef": "ExchangeSource",
"SinkRef": "KinesisStreamSink"

W3SVCLogSource

ChS o2 s mtlo| & %[0 KEE Windows 21 H|Z=0f CHst 1S (e HE MH|A)
E71ISKinesisDataStreamus-east-1 2|70l A Kinesis C|O|E{ AEZ| AEZIQIL|C}H A}-‘?-x} INESESS

2 Z2JHM HIZEE o1 MHEE = UEIISKinesisDataStreamStreams. ISE Y
ME{L|Ct.

"Sources": [
{
"Id": "IISLogSource",
"SourceType": "W3SVCLogSource",
"Directory": "C:\\inetpub\\logs\\LogFiles\\W3SvC1",
"FileNameFilter": "*.log"
}
1,
"Sinks": [
{
"Id": "KinesisStreamSink",
"SinkType": "KinesisStream",
"StreamName": "IISKinesisDataStream",
"Region": "us-east-1"
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"Pipes": [
{
"Id": "IISLogSourceToKinesisStreamSink",
"SourceRef": "IISLogSource",
"SinkRef": "KinesisStreamSink"
}

WindowsEventLogSouxrce# 2| &

CtS ot AEZ 27 O|HIE =& Windows A|AE] O|HIE 20| MCriticalE==Error(2
7L} ZH2) €SystemKinesisDataStreamJSON & 49| us-east-1 Z|Z10{ M
Kinesis CIO|E{ AERIQLICH ALEXF X|H S8 T2 MM BZEE 41 M2 = A

—=SystemKinesisDataStreamStreams.

{
"Sources": [
{
"Id": "SystemLogSource",
"SourceType": "WindowsEventLogSource",
"LogName": "System",
"Query": "*[System/Level<=2]"
}
1,
"Sinks": [
{
"Id": "KinesisStreamSink",
"SinkType": "KinesisStream",
"StreamName": "SystemKinesisDataStream",
"Region": "us-east-1",
"Format": "json"
}
1,
"Pipes": [
{
"Id": "SLSourceToKSSink",
"SourceRef": "SystemLogSource",
"SinkRef": "KinesisStreamSink"
}
]
}
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WindowsETWEventSouxce

Ct= Tt Y2 Microsoft CLR (& 2104 ZEFR]) of| 2| & EH ot O|HIE
EClrKinesisDataStreamJSON &Al9| us-east-1 2|10 M Kinesis G| O|E

~EQ

LICt AHS A

ANE 88 z20-0MBZEE 2l MEIE &= YW=ClrKinesisDataStreamStreams.

{
"Sources": [
{
"Id": "ClrETWEventSource",
"SourceType": "WindowsETWEventSource",
"ProviderName": "Microsoft-Windows-DotNETRuntime",
"TracelLevel": "Verbose",
"MatchAnyKeyword": "0x00008000, 0x00000400"
}
1,
"Sinks": [
{
"Id": "KinesisStreamSink",
"SinkType": "KinesisStream",
"StreamName": "ClrKinesisDataStream",
"Region": "us-east-1",
"Format": "json"
}
1,
"Pipes": [
{
"Id": "ETWSourceToKSSink",
"SourceRef": "ClrETWEventSource",
"SinkRef": "KinesisStreamSink"
}
]
}

WindowsPexrformanceCounterSource

CIS o2 Aodes & ot =, MEE 0|F & 20 Al

™ 9O| CloudWatch X|Z0i CHEt A

CloudWatch 0{|A O|248t X|EE
_|

orzle Hijs AEE MRS & QA |0},

, X ClAa3 17| £, us-east-1 &l
I8 7ls8t Cla3 27t HIgo|| st s FI2EE AE2|YELICH
a o a

CHZ O CHA|EEE BtE T, Y AH|Z

fO| Z1HE|H
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"Sources": [

{
"Id": "PerformanceCounter",
"SourceType": "WindowsPerformanceCounterSource",
"Categories": [
{
"Category": "Server",
"Counters": [
"Files Open",
"Logon Total"
]
I
{
"Category": "LogicalDisk",
"Instances": "*",
"Counters": [
"% Free Space",
{
"Counter": "Disk Reads/sec",
"Unit": "Count/Second"
}
]
}
1,
}
1,
"Sinks": [
{
"Namespace": "MyServiceMetrics",
"Region": "us-east-1",
"Id": "CloudWatchSink",
"SinkType": "CloudWatch"
}
1,
"Pipes": [
{
"Id": "PerformanceCounterToCloudWatch",
"SourceRef": "PerformanceCounter",
"SinkRef": "CloudWatchSink"
}
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CHZ olMlEappsettings. jsonTA IS Windows O Z 2|710| M O|HE 23 & Microsoft
Windows& Amazon Kinesis 0f|0|ME Q| Ct et A3 2 AEZ|LUst= RAE 204 FLICH A& 2| of
=KinesisStream2CloudwWatchdl3 |Roi CHet REAMISH LHE 2L EF & A0 A Kinesis Data
Streams S 2 AE 2.

KinesisFirehose

CIS oY AER|Critical E=EErrorWindows S& T2 21 O|HE
EwindowsLogFirehoseDeliveryStreamus-east-1 2|%10| A Kinesis Data Firehose T1& AEZ!
Kinesis Data Firehose 0| CHet ¢1Z20| SEE|tH O|HE = HX| HIZ2 2|0 CH7|EL|ct O CHS Z e
gt B2 40| SHE Wtx| cla3 o] mtdof CHZ[&FLICH 27 Chg O|HIE= CH7 o gio{x M
O|HE 7} M&=EIL|C}.

ClO|E mto|=2tQl @ F Atgof et AEE|YUE HIO|EHE 02 TR AEE[X| U E4 MH|A0 X
X5t T = Kinesis Data FirehoseE F#44& £ Ql&LICt

{
"Sources": [
{
"Id": "ApplicationLogSource",
"SourceType": "WindowsEventLogSource",
"LogName": "Application",
"Query": "*[System/Level<=2]"
}
1,
"Sinks": [
{
"Id": "WindowsLogKinesisFirehoseSink",
"SinkType": "KinesisFirehose",
"StreamName": "WindowsLogFirehoseDeliveryStream",
"Region": "us-east-1",
"QueueType": "file"
}
1,
"Pipes": [
{
"Id": "ALSource2ALKFSink",
"SourceRef": "ApplicationLogSource",
"SinkRef": "WindowsLogKinesisFirehoseSink"

Windows 22 Z2 33 o|HE ZJ0|M A3E AEER|Y 97



0o
1z
0%
x

Microsoft Windows& Amazon Kinesis 00| E At

}

CloudWatchLogs

It AEZICritical EEError22HRE x| 21 AE 2loi CHE Windows OHZ 2|
M 273 o|HIEMyServiceApplicationlLog-Group21 IS MMt 2+ &
O| O|§2Stream-. AEZIO| MM E 4%} 2| @, 22| & L 2Kt2| FME B LCH
(0dl:Stream-20180501= 2018 4 5 & 1 Uoi| A4Ad B AE2QlL|CH).

{
"Sources": [
{
"Id": "ApplicationLogSource",
"SourceType": "WindowsEventLogSource",
"LogName": "Application",
"Query": "*[System/Level<=2]"
}
1,
"Sinks": [
{
"Id": "CloudWatchLogsSink",
"SinkType": "CloudWatchLogs",
"LogGroup": "MyServiceApplicationLog-Group",
"LogStream": "Stream-{timestamp:yyyyMMdd}",
"Region": "us-east-1",
"Format": "json"
}
1,
"Pipes": [
{
"Id": "ALSource2CWLSink",
"SourceRef": "ApplicationLogSource",
"SinkRef": "CloudWatchLogsSink"
}
]
}
I O|Z AlS

CtS olMl=appsettings.jsonTd ItU2 mto|Z 27 7|52 AL 5t WS 2o ELC}.

oHo|Z AL 98



Microsoft Windows& Amazon Kinesis 00| E

Ol oAM= B2 §FEc:\LogSource
\OlApplicationLogFirehoseDeliveryStreamKinesis Data Firehose &
ol XIME M AL XISt & 0F ZEFilterPattern7|-gf Ho{e| FENZE E AIELICE £75]

21 1to| E0HQEE =11E Kinesis Data Firehose 2 AE 2| Y E/L|CT.

"Sources": [
{
"Id": "ApplicationLogSource",
"SourceType": "DirectorySource",
"Directory": "C:\\LogSource\\",
"FileNameFilter": "*.log",
"RecordParser": "SinglelLine"

}
1,
"Sinks": [
{
"Id": "ApplicationLogKinesisFirehoseSink",
"SinkType": "KinesisFirehose",
"StreamName": "ApplicationLogFirehoseDeliveryStream",
"Region": "us-east-1"
}
1,
"Pipes": [
{
"Id": "ALSourceToALKFSink",
"Type": "RegexFilterPipe",
"SourceRef": "ApplicationLogSource",
"SinkRef": "ApplicationLogKinesisFirehoseSink",
"FilterPattern": "~(10|11),.*"

o] AA Gl Hjo|= A
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"Sources": [

{
"Id": "ApplicationLog",
"SourceType": "WindowsEventLogSource",
"LogName": "Application"

1,

{
"Id": "SecuritylLog",
"SourceType": "WindowsEventLogSource",
"LogName": "Security"

},

{
"Id": "SystemlLog",
"SourceType": "WindowsEventLogSource",
"LogName": "System"

}
1,
"Sinks": [

{
"Id": "EventLogSink",
"SinkType": "KinesisFirehose",
"StreamName": "EventLogStream",
"Format": "json"

1,
1,
"Pipes": [

{
"Id": "ApplicationLogToFirehose",
"SourceRef": "ApplicationLog",
"SinkRef": "EventLogSink"

},

{
"Id": "SecuritylLogToFirehose",
"SourceRef": "Securitylog",
"SinkRef": "EventLogSink"

1,

{
"Id": "SystemLogToFirehose",
"SourceRef": "SystemlLog",
"SinkRef": "EventLogSink"

}
]
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o L2 xS g43856H7] I8 72 M2 2 Microsoft Windows& Amazon Kinesis H|0|ME = 01|0|
ME & 30f it SHE =&35t01 AWS 2 MEELICE Ol HEo|= 71l Al HE It ZEHE[o] /UK|
of&LICH AWS MEIAE &SI HLE AEE|Yst= OIO|E= X&' E[X| et &LICH 60=20tCH 2F 1~2KB
o| o| HHEZ! H|O|E{& =T &fLCt.

O3 7 + & U ME S SEOIRE £ Bl
| |

2 Gl |
Eappsettings.jsonTd U A4 23 Y 00|z SUS FESE MHEELICE

"Telemetrics":
{ "off": "true" }

& So{Chs 78 U2 44, 43 W MO|ZE F P51 #E FET HIFGEELICH

{
"Sources": [
{
"Id": "ApplicationLogSource",
"SourceType": "DirectorySource",
"Directory": "C:\\LogSource\\",
"FileNameFilter": "*.log",
"RecordParser": "SinglelLine"
}
1,
"Sinks": [
{
"Id": "ApplicationLogKinesisFirehoseSink",
"SinkType": "KinesisFirehose",
"StreamName": "ApplicationLogFirehoseDeliveryStream",
"Region": "us-east-1"
}
1,
"Pipes": [
{
"Id": "ApplicationLogSourceToApplicationLogKinesisFirehoseSink",
"SourceRef": "ApplicationLogSource",
"SinkRef": "ApplicationLogKinesisFirehoseSink"
}
1,
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"Telemetrics":

{
"off": "true"
}
}
oA 2M0| gdstEl 4« O3 HERIE &Lt
ClientId
AZEQo{7} MXIE W RS2 €T E 17 IDYLICH
ClientTimestamp
247{ 20| £ T L L AlZtelLiCt

OSDescription
24 #A ME.
DotnetFramework
R Gl Z B3 LT

54

MemoryUsage
Windows & Kinesis 0 O|MEM| A At 35t= HZ 2| & (MB) LICH
=) YLICh & S04, 0.012 1%

g olol&

CPUUsage
Windows & Kinesis 0|0|™E CPU A2 E
Ol AL Amazon EC2 @IAH

LICH
Alsll =0 7

Instanceld
Windows & Kinesis 0| 0| E 7} Amazon EC2 QIAEAA O] A
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InstanceType (string)
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+ Windows & Kinesis 0 0|MEE AL&3+0{ JSON & Alo] 21 TS Amazon Simple Storage
Service(Amazon S3)& &3HAmazon Kinesis Data Firehose. Windows& Kinesis 0 0| E 04| CHEF
AtME LI 200|222 AZE RIE 28 Amazon Kinesis HO|TE R F UL,

o | HAIS AI2510d AEE|AUSHY| Mol 2 HI0|E{E AP A|ZILICEH REAIEH LIS A3 FHAl 7
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« AF&Amazon AthenaE AI&3510{ EH S/ 2O HIZAEE AMELICE

Prerequisites

AWS H’H0| ot X gi= FRAWS HE - stLt

i
)

22 o+ AL

=

o EHA[1: AWS MH|A 4

« EHA| 2: Windows & Kinesis O|O|ME M x|, 744 2 AlSH
« EtA| 3: Amazon S3 0i M 21 H|0|E{ # 2|

- OHZ BHA

CHAl 1: AWS MH|A A

CtS SHAlofl 2t Microsoft Windows & Amazon Kinesis 00| EE At& 3104 21 C|O|E{E Simple
Storage Service (Amazon S3) 2 AEZ|Y5t7| {8t #32 EH|gfLct. RhAE LHE 2 AFH Z740]
CHEF REMIEH LIS 2 X4 A: Amazon S3 2 JSON 21 It AEE|Y,

AWS 2| 2&2 AF8 3504 AWS Identity and Access Management (IAM), Amazon S3, Kinesis Data
Firehose 2! Amazon Elastic Compute Cloud (Amazon EC2) & F4435t0{ EC2 QIAEIA 0| Amazon
S33Z 2O H|O|EE AEE|YUE &H|E &LCh.
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« Amazon S3 HZ!& MMErL|C}

« Kinesis Data Firehose T1& AE 2| MM

« Windows& Kinesis 0{0|MEE A5t 7| 28t Amazon EC2 QIAEA

Ch= BHA

>

IAM XxH Ol od5 -

O_Is_t_lE?O

Windows & Kinesis 0l|0|ME 7} &7 KinKinesis Data Firechose M4 AEZ/0| HZEE AEZ|LUE =
UL T HE2 Foidl= CfS HMS MMELIC

"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditorl",

"Effect": "Allow",

"Action": [
"firehose:PutRecord",
"firehose:PutRecordBatch"

1,

"Resource": "arn:aws:firehose:region:account-id:deliverystream/log-

delivery-stream"

}

Replaceregiong Kinesis Data Firehose T1& AEZ|0| MME AWS 2|T9| O|§ 2 Z HtELICH (us-
east-1(0i:). Replaceaccount-idE T& AEZ|0| M/EE AWS 7o CHEt 12X 2] HH IDE Hi =
L|C}.

SHAY DR0IM XIS MEYEH £ K| MEISE MBBHLICH SR 2 Q1B 12712 S HE (D) SXI
MEIEHA B0l 8 MEiErLIct

Ctg HAHE ArE5to HAg MAMELICt MM O|§ 2 XI™HELICtlog-delivery-stream-

access-policy.
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https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_policy-validator.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_policies.html#troubleshoot_viseditor-restructure
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_policies.html#troubleshoot_viseditor-restructure
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Create policy

A policy defines the AWS permissions that you can assign o a us

Visual editor JSON
=
“Version": "2812-18-17",
“Statement™: [
{
"8id": "WisualEditorl™,

"Effect™: "Allew”,
"Action™: [
“firehose:PutRecord”,

“firehose: PutRecordBatch”™
"arn:aws:firehose:us-east-1:812345678981 :deliverystream/log-delivery-stream”

1.

"Resource™:

Kinesis Data Firehose 7} S3 B{Z!0i| CHEF M| A HEHE F 04

AL,

1. Ol #H

"Version":

"2012-10-17",

S

P

rr

)
ok
fjo

AH Ad
S o

21, group, or role. You can creale and edit a policy in the visual editor and using JSON, Leam more

Shed

Import managed policy

Cancel Review policy

P

[e]]}

® o213 2ol

XIE AF83lodfirehose-s3-access-policyChHS JSONS A2 36104 X ol &
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"Statement":
[
{

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:: :bucket-name/*"

]

},
{
"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,
"Resource": [

"arn:aws:logs:region:account-id:log-group
group:log-stream:firehose-error-log-stream"

]

:firehose-error-log-

Replacebucket-name& 27} MEEl= 1) HZ! 0|§2 2 HIELICE Replaceregion&
CloudWatch 21 21 & ¥ 21 AEZ|0| dHE AWS 2| = AR LICEH O|= Kinesis
Data Firehose € &3l Amazon S3 £ H|0|E{E AEE|WUSt= SOt YMst= LRE 7IS517| 2
8t ZdQlL|C}. Replaceaccount-idE& 21 18 2 21 AEZ|0| MAME AXo| 12k 2| HIH ID
2 dHiELct.
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A policy defines the AWS parmissions that you Can assign 1o 3 user, group, of rple. You Can create and it 3 policy in the visual editor and using JSON, Leam more
Visual editor  JSON mport managed pobicy
“{
“Version™: "2812-18-17",
“Statement™:
[

“Effect™: "Allow",
“Action™: [

3:: imycompanyname-streamed- logs -bucket™,

31 imycompanyname-streamed- logs-bucket /*"
}.
{
"Effect”: "Allow™,
“Action”: [
"logs:PutLogEvents”
1
“"Resource™: [
“arn:aws:logs:us-east-1:812345678981: log-group: firehose-error-log-group: log-stream: firchose-error-log-stream”
]
}
]
}
2. 1AM 2&2| B FHolM g S MEiSt D JE BHET|E e LI
3. IE4E MEASLICEAWS MH[AEY REE MEISH FKinesisAH|AE MBI LICH
4. MEHKinesis Data FirehoseAt& Atei|of CHaH ME4SH F O HEL.
5. M AMXxlol & 2dgtL|Ct firehose-s3-access-policyS MEHGI T ST HA S MENSH O}
St dE
6. OllAx{dE o|F 4 Xtolfirehose-s3-access-role.
7. ofg Mug Mg

1. 1AM 2£0| HM FolM g M5t g BET(E MHELICH
2. MEE MEBLICEAWS MH|ANE fE S MEHE FEC2

IAM 3 2 odg 7 108
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4. ZAM AXtof log-delivery-stream-access-policy% =gkt

5
6. OlAMAE Ol 4 Xtolkinesis-agent-instance-role.
7 A

Amazon S3 HHZ!& MAMEhL|Ct.

Kinesis Data Firehose 0(|A 218 AEE|US= S3 HAIS MeLICt

21 AEZ[X|E S3 HAE WdstedH

1. https://console.aws.amazon.com/s3/0l A Amazon S3 &2 LIt

2. HZIBHET|IE MEiELCH

3. O MBucket name#&t Ktof| MEHEE TR 3 S3 HHZ! O|F 2 U LICHIAM G 2l o3 4.

4. HAES MME Z|TS MESEHLICE 0|2 YHHE O Z Kinesis Data Firehose & AER 2
Amazon EC2 RQIAEAE BtEE{= 21t SLELCt

5. CreateE ME{EFLICE.

Kinesis Data Firehose & AE 2| A A]

Amazon S3 AEZ|U = HZEE X{ZE Kinesis Data Firehose & AEZ|2 MAIstL|CEH

0z

Kinesis Data Firehose M& AEZ|S MAM5iE{™

1. Kinesis Data Firehose & & 2https://console.aws.amazon.com/firehose/.

Create Delivery Stream2 MEHEFLI|C}H

0i| MDelivery stream name & Xt0{|log-delivery-stream.

> w0 D

of i BtAAE MEHS T X PUT L= 7[EF A4,

Amazon S3 HHZ!lg MggLict.
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https://console.aws.amazon.com/s3/
https://console.aws.amazon.com/firehose/
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New delivery stream (2]
Delivery streams load data, automatically and continuously, to the destinations that you specify. Kinesis Firehose resources

are not covered under the AWS Free Tier, and usage-based charges apply. For more information, see Kinesis Firehose
pricing.

Delivery stream name* log-delivery-stream

Acceptable characters are uppercase and lowercase letters, numbers, underscores,
hyphens, and periods.

Choose source

Choose how you would prefer to send records to the delivery stream.

Firehose data flow overview

Source Firehose delivery stream Destination
Source Processed
opnh | — records records — | ODD

LoD
LOODb

““““ Optional

Source* @ Direct PUT or other sources
Choose this option to send records directly to the delivery stream, or to send records from
AWS loT, CloudWatch Logs, or CloudWalch Events.

Kinesis stream

L AV N VS S SV SV S S S S S S N .

5. [Next]& MEAsL|Ct

6. MEICHSE CHA[ =gt

7. SHX|oi CH3HAmazon S3.

8. off Cff &S3 Il g8t HA ol O|F 2 MEHELICHAmazon S3 HAZ MM ELICEH.

Kinesis Data Firehose & AE 2| 444
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Select destination (2]

Destination* ® Amazon S3 @
Amazon Redshift €
Amazon Elasticsearch Service €
Splunk €

Firehose to S3 data flow overview

Source Firehose delivery stream S3 bucket

oo | — e |-
D D D [a @ @ (destination)
OO B®RME:

If processing fails

S3 bucket
________________________ _b
[Co—]
______ Optional (optional backup)
53 destination
83 bucket® mycompanyname-streamed-log... * - Create new

View mycompanyname-streamed-logs-bucket in 53 console &

0
-
M
=
>
L
1]
(]
1]

i ]

* Required Cancel Previous m

9. [Next]& ME4FLICE

10. oM 7744 x}tol60.

11. AEHIAM FEE MEISITIME 5L
A

=
12. SIAM G E MENStTIfirehose-s3-access-role.

Kinesis Data Firehose T& AE 2| MY 111
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13. [Allow]S MEHBFL|C}H,

Kinesis Data Firehose & AEZ| MM
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Configure settings (2]

Configure buffer, compression, logging, and 1AM role settings for your delivery stream.

S3 buffer conditions

Firehose buffers incoming records before delivering them to your S3 bucket. Record delivery will be triggered once either of
these conditions has been satisfied. Learn more

Buffer size® 5 MB

Specify a buffer size between 1-128 MB

Buffer interval® 60 seconds

Specify a buffer interval between 60-900 seconds

S3 compression and encryption

Firehose can compress records before delivering them to your 33 bucket. Compressed records can also be encrypted in the
53 bucket using a KMS master key. Learn more

53 compression® @ Disabled
GZIP

Snappy
Zip

53 encryption® @ Disabled
Enabled

Error logging

Firehose can log record delivery errors to CloudWatch Logs. If enabled, a CloudWatch log group and corresponding log
streams are created on your behalf. Learn more

Error logging® Disabled
® Enabled

IAM role

Firehose uses an 1AM role to access your specified resources, such as the S3 bucket and KMS key. Learn more

IAM role* firehose-s3-access-role

— - Create TEw orThoose
Kinesis Data Firehose & AE 2| 444 o = 113
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14. [Next]S ME#ErLICE.

15. Create delivery stream(T& AE | M) S MEHFLICH

Windows & Kinesis 0| 0| MEE A5 | 28 Amazon EC2 QIAEIA M

0Z

Kinesis Cl|O|E{ T} O|0{E AE E| EO HZEE AER|AUSH7| 25 WindowsE Kinesis O|O|MEE
ME3IE EC2 QIAEAE MMEHLLCE.

1. https://console.aws.amazon.com/ec2/0| Al Amazon EC2 £ & LC}.

2. 9| X|&& W= A A|2.Amazon EC2 Windows IAEIA AlZFSI7|CHS F7F BHAIE AFESHAA|2L.

« of C BHAM & E MBSt Tkinesis-agent-instance-role.
- HEZ| QlE{Llofl A ZEl VPC (Virtual Private Cloud) 7t 8= @< Amazon EC2 AFE 8t M
Holwindows IAEAE Amazon EC2 AHS MEA.
o AFE E= TR O AFEMMTF QIAE AN CHE HMAE A|Etst=E B 22 MHEHLUL
AL EFLICH REMIE L8 2 BHHE FH XS A AI2.Amazon EC2 ALE 8 A% O|Windows Q1A
A8 Amazon EC2 A& M A.

- 7|Z Key pair X|&stE 72 7| Tofo] 7HQ! F|ofl AMAE 4 Qlojok BLICH EE M key pair

-

oT
ddstn zZeto|8! 7|§ et 2ol MEELICH
« AEst7| ol QIARATE M Fo|n F il Ef &l & F M7 2= E W K| 7|CHE L
Ct.
- QAEAOE HER IP FAT EHRELICH Y EX| A2 FREEA IP F42/Windows 214
A& Amazon EC2 AHE MEA.
CHS EHA

EHA| 2: Windows 2 Kinesis 0 0|ME Mx|, 74 2l AlH

Al 2: Windows & Kinesis O|O|ME Mx|, 4 4! AlSH

o| tHMHE AWS Zt 2| 24

M8 30iWindows & Kinesis O|O|MEE Al&H5L7| 218 Amazon
EC2 OlAE-{/\ AHA—| j_F'_-| |:|. |_=_L

%
QIAEIAO] OIO|ZZAZE 2128 Amazon Kinesis (0| MEE M
IMES 748 TS &4 U HiE & CFSAWAF|HAABIMHIAE M

%|3t 1, Windows & Kinesis 010
EHSFLICEH

Windows & Kinesis O|0|MEE A&5t7| 2|8 Amazon EC2 QIARA A

z
0%
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/EC2_GetStarted.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/get-set-up-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/get-set-up-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/get-set-up-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/elastic-ip-addresses-eip.html
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1. Remore H|lA3E ZEEZ (RDP) 2 E5l| CIAE AN HZHo 2 o448 EHAH| 2: QIAEIA O
2174 o|Windows IAEI AR Amazon EC2 AHE MBA.

2. QUAHAONM Windows M ZtE[XHE AFE5t0o4 ALE R & 2FE|XFo| CHEF Microsoft Internet
EXplorer ob Zt3l A2 AR5 T2 AABLICH RIMIEH LIRS BHS B ARSHAA

2 .Internet Explorer 22t Zr3} 42 sHA|5t= YH00|A2AZE TechNet # AFO|EE R X5t
AAIQ
= 4.

3. Q2UAEAON|M WindowsE Kinesis M|O|MEE MX|5tD +EELICH RIASH LIE2 ’I=2
Kinesis 00| ME Adx| MIME B X SHMIR.

olo

4. QIAEANM HZEE AFHE304 Windows& Kinesis 00|ME T4 njlg pHELICH ot o}

g &[0l MEELICH%PROGRAMFILES%\Amazon\AWSKinesisTap\appsettings.json. C}
g 2HXE T4 Dol F7hELIC
{
"Sources": [
{
"Id": "JsonLogSource",
"SourceType": "DirectorySource",
"RecordParser": "SinglelLineJson",
"Directory": "C:\\LogSource\\",
"FileNameFilter": "*.log",
"InitialPosition": @
}
1,
"Sinks": [
{
"Id": "FirehoselLogStream",
"SinkType": "KinesisFirehose",
"StreamName": "log-delivery-stream",
"Region": "us-east-1",
"Format": "json",
"ObjectDecoration": "ComputerName={ComputerName};DT={timestamp:yyyy-MM-dd
HH:mm:ss}"
}
1)
"Pipes": [
{
"Id": "JsonLogSourceToFirehoselLogStream",
"SourceRef": "JsonLogSource",
"SinkRef": "FirehoselLogStream"
}
]

EF7A| 2: Windows 2 Kinesis O0|ME Mx|, 74 2 Al 115
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https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/EC2_GetStarted.html#ec2-connect-to-instance-windows
https://blogs.technet.microsoft.com/chenley/2011/03/10/how-to-turn-off-internet-explorer-enhanced-security-configuration/
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}

0| It U2 Windows& Kinesis 00| E7tc:\logsource\C|H E 2| (source) € Kinesis Data
Firehose & AEZI0f| FIH§LICH1og-delivery-stream(sink). Zf 21 2|2 =7} Kinesis
Data Firehose 2 AEE|YE|7| Hof| AFE O|ED EFQUABRZ 7} & FEl F 7He| F7} 7|-4f Mo
2 gdE&L ot

5. ‘dMc:\LogSource\C|HEZIE HEDT HE2EHS AIE5t0dtest.logitU S sl C[E 2|0
ZFItghct

{ "Message": "Copasetic message 1", "Severity": "Information" }
{ "Message": "Copasetic message 2", "Severity": "Information" }
{ "Message": "Problem message 2", "Severity": "Error" }

{ "Message": "Copasetic message 3", "Severity": "Information" }

6. ASEl PowerShell MMM CF2 H2d

fjo

A FHO{AWA F|HA[ABRIMHH|A:

Start-Service -ServiceName AWSKinesisTap

7. U EMIIE AP%%P {%PROGRAMDATA%\Amazon\AWSKinesisTap\logsC|HEZ|o| 222l
gLch 2[dl 20 g ¥uict 23 o2 ChZ ot ZHotok ghLC.

2018-09-28 23:51:02.2472 Amazon.KinesisTap.Hosting.LogManager INFO Registered
factory Amazon.KinesisTap.AWS.AWSEventSinkFactory.

2018-09-28 23:51:02.2784 Amazon.KinesisTap.Hosting.LogManager INFO Registered
factory Amazon.KinesisTap.Windows.PerformanceCounterSinkFactory.

2018-09-28 23:51:02.5753 Amazon.KinesisTap.Hosting.LogManager INFO Registered
factory Amazon.KinesisTap.Core.DirectorySourceFactory.

2018-09-28 23:51:02.5909 Amazon.KinesisTap.Hosting.LogManager INFO Registered
factory Amazon.KinesisTap.ExchangeSource.ExchangeSourceFactory.

2018-09-28 23:51:02.5909 Amazon.KinesisTap.Hosting.LogManager INFO Registered
factory Amazon.KinesisTap.Uls.UlsSourceFactory.

2018-09-28 23:51:02.5909 Amazon.KinesisTap.Hosting.LogManager INFO Registered
factory Amazon.KinesisTap.Windows.WindowsSourceFactory.

2018-09-28 23:51:02.9347 Amazon.KinesisTap.Hosting.LogManager INFO Registered
factory Amazon.KinesisTap.Core.Pipes.PipeFactory.

2018-09-28 23:51:03.5128 Amazon.KinesisTap.Hosting.LogManager INFO Registered
factory Amazon.KinesisTap.AutoUpdate.AutoUpdateFactory.

2018-09-28 23:51:03.5440 Amazon.KinesisTap.Hosting.LogManager INFO Performance
counter sink started.

EF7A| 2: Windows 2 Kinesis O0|ME Mx|, 74 2 Al 116
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2018-09-28 23:51:03.7628 Amazon.KinesisTap.Hosting.LogManager INFO
KinesisFirehoseSink id FirehoselLogStream for StreamName log-delivery-stream

started.

2018-09-28 23:51:03.7784 Amazon.KinesisTap.Hosting.LogManager INFO Connected source
JsonLogSource to sink FirehoselLogStream

2018-09-28 23:51:03.7940 Amazon.KinesisTap.Hosting.LogManager INFO DirectorySource
id JsonLogSource watching directory C:\LogSource\ with filter *.log started.

Ol 21 T2 MH|ATF AIXEIReH 23 B|ZETF #&lc:\LogSource\E[HEE[o] 22
—Hel JSON A2 L8 EMEILICH HAFE 0|8 L EfUAE o CHEH 7(-2F 4
ol Z 7§A|ofl FIHEILICH 2™ CFS Kinesis Data Firehose 2 AE 2| ELICH
8. 1~2 & ¢toll 4+t Amazon S3 HZISE O|S & L|CtAmazon S3 HAE MdELICEAWS
Management Console2 AFE & LICH 2|0 24 E 2 E MU= X| & elghuct.

Ol HZ!ol= =M A o ECH7t UELICH SlHiE ECEHE Po{ S o EHE EAIELICEH siE &
HE ¥o{ e Emol ECE EAFLICH sHE EHE Fo{ AM Alzh(UTC) of CHE EHE &
AlgtuCt i ECE Yo{ O|F 22 Al&tste= StLt O|&fol @52 EAIRLIClog-delivery-
stream.
Qverview
Q
+ Create foider US East (M. Virginia) &
Viewing 1101
Hame Last modified Size Storage class

[ log-gelvery-stream-1-2018-09-28-23-51-05-072ddd T T-bS00-4205-bd 71 -bEecd4c Sep 28 2018 4521 PMGMTOT0D 45808 Standarg

0. A #2048 Hof 21 MZE7} Amazon S3 ABHOR MEEIEX| &olsT Hats
FAE 7|5 MBHLICH 2E X0l SHEH TAEH ZHAE CHST HIRFLIC

{"Message":"Copasetic message 1", "Severity":"Information", "ComputerName":"EC2AMAZ-
ABCDEFGH","DT":"2018-09-28 23:51:04"}

{"Message":"Copasetic message 2","Severity":"Information", "ComputerName":"EC2AMAZ-
ABCDEFGH","DT":"2018-09-28 23:51:04"}

{"Message":"Problem message 2","Severity":"Error", "ComputerName":"EC2AMAZ-
ABCDEFGH","DT":"2018-09-28 23:51:04"}

{"Message":"Copasetic message 3", "Severity":"Information", "ComputerName":"EC2AMAZ-
ABCDEFGH", "DT":"2018-09-28 23:51:04"}

EF7A| 2: Windows 2 Kinesis O0|ME Mx|, 74 2 Al 17
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10. CtE EX & StLIE slidst= Yol cheh RhM|EH LI 200|324 ZE RIE 2 & Amazon

Kinesis 00| M E EX| 3H4&:

Windows& Kinesis 00| ME 21 ntof @& 7} & LCt.

Amazon S3 Z!

Ao
Amazon S3 &5 9| LI&0| SHIEX| et&LICE.

CHS B A

7| 3: Amazon S3 oA 21 Cl|0|E{ 2 2]

EH74| 3: Amazon S3 0lA 21 H|0|E R 2|

OFO|AR2AZE RIE 28 Amazon Kinesis M| O[T E O| OFX|2} EFH|0| A A& A/Amazon AthenaE AHE

504 Amazon Simple Storage Service (Amazon S3) 0| & El 21 H|0|EE # 2l&Lct.

1. https://console.aws.amazon.com/athena/0ll A Athena 2&& LIC}.

2. Ost7| 7|15 & MEELICH (+) & AMEstod M #2| FE BFE + /U&LICH

cHs B
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https://console.aws.amazon.com/athena/home
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New query 1 +

Save as Create view from query

Results

CREATE DATABASE logdatabase

CREATE EXTERNAL TABLE logs (
Message string,
Severity string,
ComputerName string,
DT timestamp
)
ROW FORMAT SERDE 'org.openx.data.jsonserde.JsonSerDe'
LOCATION 's3://bucket/year/month/day/hour/"’

SELECT * FROM logs
SELECT * FROM logs WHERE severity = 'Error'

Format query

Clear

EtA| 3: Amazon S3 0ilA 21 H|o|E] 2|
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(= ..
Replaceyear,month,day hour01| Amazon 83 23 JLFO'OI UTCE ddE L, &, & & AlZH

= gLt

4. of CH st IAEE MEH 8HL|CI.CREATE DATABASEE S OIRA QEZ CIxZ 2|8t C
AlSll 0|7d2 Athena Lol 21 Ci|0|E{H|0|A S BHELICH

5. ofCcH gt EAAEE MEH 8HL|CI.CREATE EXTERNAL TABLEES OIRA QLEEZLCIHFZ 2
a E

Ct2 32l Mg, ol A 5t 21 o|o|E{2t &7 S3 B{Z!2 & = 3l= Athen
JSONZQ| AZ|0}E Athena El|lO|2 2| AZ|Oloi| OH&E & LICEH

R o E a S o S = =
6. AWM HAE MEISELECTRS 0}RA Q2% O5E 323 Ct37a| A%, o Holgo &
C— (=] — -_—
A2 EAIELICH
Li}
New query 1 & New query 2 @ +
<
logdacabase
AL TABLE logs |
tring, I
""'.'.:"r"'x data.jsonserde.Json
mycompanynamne=at reamed=logs=bucket /2018/08/28/2
SE-ECT = FROM locgs
CLECT * FROM logs WHERE severity = 'Error’
Save as Create view from query  (Run time: 1.39 seconds, Data scanned: 0.46KB) Format query Clear
B "
Results
message severity computername dt
1 Copasetic message 1 Informiation ECZAMAZ-KTUSTTT 2018-09-28 23:51:04.000
2  Copasetic message 2 Informiaticn ECZAMAZ-KTUSITT 2018-09-28 23:51:04.000
3 Problem message 2 Error ECZAMAZ-KTUSITT 2018-09-28 23:51:04.000
4 Copaselic message 3 Information ECZAMAZ-KTUSITT 2018-09-28 23:51:04.000
= = =) o = = = o S =
7. F M HIAE MEASELECTES OIRA QEZ B2 ZEEH OS2l ™. ol 2O BZEE
3 v AR S E= o0 L
%“F_F itAIError—.——.: AMZAZLICEH ol{et SR #El= HAHZ 2 2

EtA| 3: Amazon S3 0ilA 21 H|o|E] 2|
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New query 1 @ New query 2 @ +

CREATE DATABASE leogdacabass

CRER L TABLE log= |
Message at
Severity =
Computerfame :-".1"-'-
DT timestamp

]

ROW ECRV T SERDE ‘or
LOCATION '.-'..s:. JSmycon

SELECT = _.—_—l":J 1a

Save as Create view from query  (Run time: 1.8 seconds, Data scanned: 0.46KE)

Results

message severity computername

1 Problem message 2 Error EC2AMAZ-KTUSITT

Cts EA

>
=
w
i}
L
r
f
mjo
>
0l0
g'l_l
hrd
k2]
m>
x
o
=2
0=
0
o
E
I>
i
2
a
g'l_-
=
n

Format query

dt
2018-09-28 23:51:04 000

/A Important
OIAEAIA LHOf QK| ©F

AWS Z | E[o{E Z &5t

I> rlo
T

g S=st7| ©Ntx| 2

a. Kinesis Data Firehose 2 & 2 https://console.aws.amazon.com/firehose/.
b, MM XMa AEZ|2 MEHSH|C}
c. AME MEfgfLich
d. MEFEs AEZ AF|
cha B

Clear

AEA
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https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/EC2_GetStarted.html#ec2-connect-to-instance-windows
https://aws.amazon.com/free/
https://console.aws.amazon.com/firehose/
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3. S3HZE MAELICH X|H2 2 HZsHAAIR.83 HAE AA[5tEd P 02 A sHok &L
77t?2|Amazon Simple Storage Service 2& ALEAF SHLIAM.

KEMEH LIE 2 CHE FHE HZstAA2.

OIO|ARAZE 21F 22 Amazon Kinesis 0| 0| HE 744
Amazon Kinesis Data Firehose EF 21017} 272
Amazon S3 0|2t F£iQl7127?

Amazon Athena F£S1217}?
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<?xml version="1.0" encoding="utf-8" ?>

<nlog xmlns="http://www.nlog-project.org/schemas/NLog.xsd"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://www.nlog-project.org/schemas/NLog.xsd NLog.xsd"
autoReload="true"
throwExceptions="false"
internallLoglLevel="0ff" internallLogFile="c:\temp\nlog-internal.log" >

<l--

See https://github.com/nlog/nlog/wiki/Configuration-file
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for information on customizing logging rules and outputs.
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<targets>

<l--

add your targets here

See https://github.com/nlog/NLog/wiki/Targets for possible targets.

See https://github.com/nlog/NLog/wiki/Layout-Renderers for the possible layout

renderers.

-=>

<target name="logfile"
xsi:type="File"
layout="%${longdate} ${logger} ${uppercase:${level}} ${messagel}"
fileName="${specialfolder:folder=CommonApplicationDatal}/Amazon/
KinesisTap/logs/KinesisTap.log"
maxArchiveFiles="90"
archiveFileName="${specialfolder:folder=CommonApplicationData}/Amazon/

KinesisTap/logs/Archive- {############ #4444} . log"
archiveNumbering="Date"
archiveDateFormat="yyyy-MM-dd"
archiveEvery="Day"

/>
</targets>
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<logger name="*" minlevel="Debug" writeTo="logfile" />

</rules>
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Type any key to exit this program...

File: c:\foo\logl.log ChangeType: Created
File: c:\foo\logl.log ChangeType: Deleted
File: c:\foo\logl.log ChangeType: Created
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File: c:\foo\logl.log ChangeType: Changed
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cd /D %PROGRAMFILES%\Amazon\AWSKinesisTap
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Windows& Kinesis 00|ME A A FE =https://github.com/awslabs/kinesis-agent-windows.
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3. NuGetZE A83t0{ Microsoft.Extensions.Configuration.Abstractions If7|X|E M
x|grLct.

4. NuGetE At83l04 System.Reactive I{7|X|E M x|ELICI.

5. NuGetE A&3}0{ Microsoft.Extensions.Logging I{7|X|E& MX|&LICH.
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using System;
using Amazon.KinesisTap.Core;
using Microsoft.Extensions.Configuration;
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namespace MyCompany.MySources

{
public class RandomSourceFactory : IFactory<ISource>
{
public void RegisterFactory(IFactoryCatalog<ISource> catalog)
{
catalog.RegisterFactory("randomsource", this);
}

public ISource CreateInstance(string entry, IPlugInContext context)

{

IConfiguration config = context.Configuration;

switch (entry.TolLower())
{
case "randomsource":
string rateString = config["Rate"];
string maxString = config["Max"];
TimeSpan rate;
int max;

if (string.IsNullOrxWhiteSpace(rateString))

{
rate = TimeSpan.FromSeconds(30);
}
else
{
if (!TimeSpan.TryParse(rateString, out rate))
{
throw new Exception($"Rate {rateString} is invalid for
RandomSource.");
}
}
if (string.IsNullOrWhiteSpace(maxString))
{
max = 1000;
}
else
{

if (!int.TryParse(maxString, out max))
{
throw new Exception($"Max {maxString} is invalid for
RandomSource.");
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return new RandomSource(rate, max, context);
default:
throw new ArgumentException($"Source {entry} is not
recognized.", entry);

}
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using System;

using System.Collections.Generic;

using System.Ling;

using System.Text;

using System.Threading.Tasks;

using Amazon.KinesisTap.Core;

using Microsoft.Extensions.Configuration;

namespace MyCompany.MySinks

{
public class NullSinkFactory : IFactory<IEventSink>
{
public void RegisterFactory(IFactoryCatalog<IEventSink> catalog)
{
catalog.RegisterFactory("nullsink", this);
}

public IEventSink CreateInstance(string entry, IPlugInContext context)

{

IConfiguration config = context.Configuration;

switch (entry.ToLower())
{

case "nullsink":
return new NullSink(context);
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default:
throw new Exception("Unrecognized sink type {entry}.");
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using System;

using System.Reactive.Subjects;
using System.Timers;

using Amazon.KinesisTap.Core;

using Microsoft.Extensions.Logging;

namespace MyCompany.MySources
{
public class RandomSource : EventSource<RandomData>, IDisposable
{
private TimeSpan _rate;
private int _max;
private Timer _timer = null;
private Random _random = new Random();
private ISubject<IEnvelope<RandomData>> _recordSubject = new
Subject<IEnvelope<RandomData>>();

public RandomSource(TimeSpan rate, int max, IPlugInContext context)

base(context)

_rate = rate;
_max = max;
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}
public override void Start()
{
try
{

CleanupTimex();
_timer = new Timer(_rate.TotalMilliseconds);
_timer.Elapsed += (Object source, ElapsedEventArgs args) =>

{
var data = new RandomData()
{
RandomValue = _random.Next(_max)
};
_recordSubject.OnNext(new Envelope<RandomData>(data));
};

_timer.AutoReset = true;
_timer.Enabled = true;
_logger?.LogInformation($"Random source id {this.Id} started with
rate {_rate.TotalMilliseconds}.");
}
catch (Exception e)
{
_logger?.LogError($"Exception during start of RandomSource id
{this.Id}: {el}");

}
}
public override void Stop()
{
try
{
CleanupTimex();
_logger?.LogInformation($"Random source id {this.Id} stopped.");
}
catch (Exception e)
{

_logger?.LogError($"Exception during stop of RandomSource id
{this.Id}: {el}");
}

private void CleanupTimex()
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{
if (_timer != null)
{
_timer.Enabled = false;
_timer?.Dispose();
_timer = null;
}
}
public override IDisposable Subscribe(IObserver<IEnvelope<RandomData>>
observer)
{
return this._recordSubject.Subscribe(observer);
}
public void Dispose()
{
CleanupTimez();
}
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namespace MyCompany.MySources

{
public class RandomData
{
public int RandomValue { get; set; }
}
}
3. O|Fo Yol E Z2MEE HutUst AL,
4. O{MZ2|& Windows& Kinesis 0| 0| E 0| MX| C|ZE{Z|0f| = AR LICY.
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using Amazon.KinesisTap.Core;
using Microsoft.Extensions.Logging;

namespace MyCompany.MySinks

{
public class NullSink : EventSink
{
public NullSink(IPlugInContext context) : base(context)
{
}
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public override void OnNext(IEnvelope envelope)

{
_logger.LogInformation($"Null sink {Id} received
{GetRecord(envelope)}.");

}
public override void Start()
{
_logger.LogInformation($"Null sink {Id} starting.");
}
public override void Stop()
{
_logger.LogInformation($"Null sink {Id} stopped.");
}

O ool M=NullSink a3 EeiA = 4 HEventSinkZEeA = BHIZEE JSON & XMLt 2
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J012 M8 == U&LIChappsettings. jsonT A o

{

"Sources": [

{
"Id": "MyRandomSource",
"SourceType": "RandomSource",
"Rate": "00:00:10",
"Max": 50

}

1,

"Sinks": [

{

"Id": "MyNullSink",
"SinkType": "NullSink",
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"Format": "json"
}
1,
"Pipes": [
{
"Id": "MyRandomToNullPipe",
"SourceRef": "MyRandomSource",
"SinkRef": "MyNullSink"
}
]
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2018-10-18 12:36:36.3647 Amazon.KinesisTap.Hosting.LogManager INFO Registered
factory Amazon.KinesisTap.AWS.AWSEventSinkFactory.

2018-10-18 12:36:36.4018 Amazon.KinesisTap.Hosting.LogManager INFO Registered
factory Amazon.KinesisTap.Windows.PerformanceCounterSinkFactory.

2018-10-18 12:36:36.4018 Amazon.KinesisTap.Hosting.LogManager INFO Registered
factory MyCompany.MySinks.NullSinkFactory.

2018-10-18 12:36:36.6926 Amazon.KinesisTap.Hosting.LogManager INFO Registered
factory Amazon.KinesisTap.Core.DirectorySourceFactory.

2018-10-18 12:36:36.6926 Amazon.KinesisTap.Hosting.LogManager INFO Registered
factory Amazon.KinesisTap.ExchangeSource.ExchangeSourceFactory.

2018-10-18 12:36:36.6926 Amazon.KinesisTap.Hosting.LogManager INFO Registered
factory Amazon.KinesisTap.Uls.UlsSourceFactory.

Windows Z£2{12! 438 Kinesis 0I|0|ME 73 148



0o
1z
0%
x

Microsoft Windows& Amazon Kinesis 00| E At

2018-10-18 12:36:36.6926 Amazon.KinesisTap.Hosting.LogManager INFO Registered
factory Amazon.KinesisTap.Windows.WindowsSourceFactory.

2018-10-18 12:36:36.6926 Amazon.KinesisTap.Hosting.LogManager INFO Registered
factory MyCompany.MySources.RandomSourceFactory.

2018-10-18 12:36:36.9601 Amazon.KinesisTap.Hosting.LogManager INFO Registered
factory Amazon.KinesisTap.Core.Pipes.PipeFactory.

2018-10-18 12:36:37.4694 Amazon.KinesisTap.Hosting.LogManager INFO Registered
factory Amazon.KinesisTap.AutoUpdate.AutoUpdateFactory.

2018-10-18 12:36:37.4807 Amazon.KinesisTap.Hosting.LogManager INFO Performance
counter sink started.

2018-10-18 12:36:37.6250 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink starting.

2018-10-18 12:36:37.6250 Amazon.KinesisTap.Hosting.LogManager INFO Connected source
MyRandomSource to sink MyNullSink

2018-10-18 12:36:37.6333 Amazon.KinesisTap.Hosting.LogManager INFO Random source id
MyRandomSource started with rate 10000.

2018-10-18 12:36:47.8084 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":14}.

2018-10-18 12:36:57.6339 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":5}.

2018-10-18 12:37:07.6490 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":9}.

2018-10-18 12:37:17.6494 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":47}.

2018-10-18 12:37:27.6520 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":25}.

2018-10-18 12:37:37.6676 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":21}.

2018-10-18 12:37:47.6688 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":29}.

2018-10-18 12:37:57.6700 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":22}.

2018-10-18 12:38:07.6838 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":32}.

2018-10-18 12:38:17.6848 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":12}.

2018-10-18 12:38:27.6866 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":46}.

2018-10-18 12:38:37.6880 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":48}.

2018-10-18 12:38:47.6893 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":39}.

2018-10-18 12:38:57.6906 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":18}.
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2018-10-18 12:39:07.6995 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":6}.

2018-10-18 12:39:17.7004 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":0}.

2018-10-18 12:39:27.7021 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":3}.

2018-10-18 12:39:37.7023 Amazon.KinesisTap.Hosting.LogManager INFO Null sink
MyNullSink received {"RandomValue":19}.
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https://docs.aws.amazon.com/kinesis-agent-windows/latest/userguide/update-configuration-options.html
https://docs.aws.amazon.com/kinesis-agent-windows/latest/userguide/update-configuration-options.html
https://docs.aws.amazon.com/kinesis-agent-windows/latest/userguide/what-is-kinesis-agent-windows.html
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For the latest AWS terminology, see the AWS glossary in the AWS General Reference.
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https://docs.aws.amazon.com/general/latest/gr/glos-chap.html
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