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2 2|8t CloudWatchol| CHEt HA|A FHEHS FoiFLICE Of

[0 O
[o][]

4o

ol 7|sg SME = e HE2 A
AEf 228 /8t DynamoDB, 012}
H AIX| HAIE AWS IoT Core 2|8t

r_ox n
o

pl=)
u

BEh MHIA=E CiAlstE AE S ELICH AWS loT Events.
1. ChZ HEH2 71T 1AM g2 BrELICH IAM g Aol CHEt REAMIEH XIRI2 1AM AFHE B A2
AWS MH|A0| HEHE Qe Hg HES HEstM2

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DynamoDBAccess",
"Effect": "Allow",
"Action": [
"dynamodb:GetItem",
"dynamodb:PutItem",
2B - 1AM 24E M 7
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"dynamodb:UpdateItem",
"dynamodb:DeleteItem",
"dynamodb:Query",
"dynamodb:Scan"

1,
"Resource": "arn:aws:dynamodb:your-region:your-account-id:table/
EventsStateTable"
1,
{
"Sid": "SchedulerAccess",
"Effect": "Allow",
"Action": [
"scheduler:CreateSchedule",
"scheduler:DeleteSchedule"
1,
"Resource": "arn:aws:scheduler:your-region:your-account-id:schedule/*"
},
{
"Sid": "KinesisAccess",
"Effect": "Allow",
"Action": [
"kinesis:GetRecords",
"kinesis:GetShardIterator",
"kinesis:DescribeStream",
"kinesis:ListStreams"
1,
"Resource": "arn:aws:kinesis:your-region:your-account-id:stream/*"
1,
{
"Sid": "IoTPublishAccess",
"Effect": "Allow",
"Action": "iot:Publish",
"Resource": "arn:aws:iot:your-region:your-account-id:topic/*"
1,
{
"Effect": "Allow",
"Action": "logs:CreatelLogGroup",
"Resource": "arn:aws:logs:your-region:your-account-id:*"
},
{

"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

2CA - IAM O F A 8
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1,
"Resource": [
"arn:aws:logs: :your-account-id:log-group:/aws/lambda/your-lambda:*"

]
}
]
}

2. CHZ IAM g IE| HAMS F7FSLICH AE HAS RIHE AWS MHIATH HR 8 i S
= UZF IAM HE S TUSES S ELICH IAM A2 HAH Mol Chg XEAIEH X[Z2 1AM A
g MdEMo| AASXE X[H AZ HHE AL 504 g M2 FESHAM L.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": [
"scheduler.amazonaws.com",
"lambda.amazonaws.com",
"iot.amazonaws.com"

]

},
"Action": "sts:AssumeRole"
}
]
}

3EtA|: Amazon Kinesis Data Streams 2443

AWS Management Console ==& AF&35t0{ Amazon Kinesis Data Streams& & L|CH AWS CLI.

Console

E Al235t04 Kinesis Cl|0|E| AE 2|2 AMAd5t2484 Amazon Kinesis Data Streams 7H2F Kb OFL{ A 2]
HO|E{ AEE M Ho|X|of = HXHE AWS Management Consolellt 2 M| 2.

C|H}O|A £t HIAIX| HO|2ZE A 7|0 2 AFE £8 XXt Ct.
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AWS CLI

w

CLIZ AF2735l04 Amazon Kinesis Data StreamsS 2435104 C|H}O|A 0| M CI[O|E{E £=ZEl§t1
E* IEP

HII
w2

Kinesis Data Streams=0]| 0hO|2&{|0|Moi M| LIOIE =& 7|5 € CHAllst= O AFEE LICH AWS
loT Events. loT C|HFO|AO|A MAIZH AEZ|Y IOIEIE £Z, X2 L BEAd5t= &
X0l Bt S x| B8l S Ao §248t O|O|E| X 2| 2! CHE AWS MH|A2Le| S8 M3ErLICt.

aws kinesis create-stream --stream-name your-kinesis-stream-name --shard-count 4 --
region your-region

C|HFO|A =2 HIA|X| HO|2E I 7|0 [} 2F AFE =& =™ 8HLC.

ACHA: MQTT HIAIX| 2tRE 3] M = LH0|E
M MQTT HIAIX| 2tRE #EI2 ML 7|&E #EI2 HOo|EE = U&LICh
Console

M MQTT HIAIX| 2R E F=I0| EHREX| EE 7|& 722 UOUO|EE £ UEX| EQlELICY.
AWS loT Core 2&2
=M ol M HIAIX| 2t E S MBS Ot 7218 MEHELICH

MMM HIAIXK| Bt EIS MEIE O &l MEIgLICH

HAlS AI_-|EHoI-L_||:|.

o oK~ w N o=
H ™
L]
>

oo=2
72 &4 X" Ho|X|o| A AWS loT Core %! 0|0l 7% 0| L= LICH #3 MH -
MEH ALEHO M O|HIEE X E2|5tT U2 AlE510q Kinesis Data Streams0il ME st MBS
=dstLCt.

7. SQL & #H Ho|x|olM sQL 2ol ct&2 =8t F C}Z S SELECT * FROM 'your-
database' MEHEILICY.

8. & A o4 m|o|X|e| & EHol| M kinesisE MEHEILICY,
9. AERZof CHEt Kinesis AE 2|2 MEASHLICE IHE|M 7|01 your-instance-idS 243t
Ch IAM 3ghof| 2gtet e S MElH Chg 73] 21 FI7HE MEiEhLICE

REMEH LHE 2 ClHtO|A CO|EE CHE MHIAZ Ef2Est= AWS loT 73 ddE HESAL.
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AWS CLI

1. CIE EH=E =*& ﬁE SON otelg MAMehL|Ct o] JSON #+7d EP°'8 CIAEIA IDE 1}
E|M 7|2 AF835H0{ =X HlA MESt T X|HEl Kinesis AE E =
AWS loT Core TH+2l2

{
"sql": "SELECT * FROM 'your-config-file'",
"description": "Rule to process events and forward to Kinesis Data Streams",
"actions": [
{
"kinesis": {
"streamName": "your-kinesis-stream-name",
"roleArn": "arn:aws:iam::your-account-id:role/service-role/your-
iam-role",
"partitionKey": "${your-instance-id}"
}
}
1,
"ruleDisabled": false,
"awsIotSqglVersion": "2016-03-23"
}

2. E MEdtod MQTT A H&& Yd7LICt AWS CLI. O] EA[0 A= AWS CLI & At&5}0d
events_rule. json It0 HO|El 42 ALESI0{ AWS IoT Core A &2 ML

Ct.

aws iot create-topic-rule \
--rule-name "your-iot-core-rule" \
--topic-rule-payload file://your-file-name. json

5CHAH|: CHA MQTT FX|e| IEXZQIE 71K 27|

fjo

CHE MQTT FHE ALEstod A7t

gk A HIAIRIE HAIT £ FA5tT o|F™of| X2I8t 7Is
HFZ L|CF AWS loT Events. QIEZQIEE

2%
AWS #H& gl Elﬂoﬂ Tsguct
Console

1. AWS loT Core 2£ 2 ¢jL|Ct.

=
2. 21T B mjol 47 MMM THIQ 7

Mgt

nllo
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3. iot:Data-ATS =M@l #E& MEsto 9| MTF HE m|o|X[E HLICt
4. EO0Q O|F 7t SAELICH O] g2 =X QIEQILICH AEXQIE Zf2 0|F HAHOM E

QtEE MY ELICH

AWS CLI

CIS WS Aslistod Ao chsr g Al HIA|RIE HAISHZ| 28 AWS loT Core IEZQIEE 7}X
SL|Ct

aws iot describe-endpoint --endpoint-type iot:Data-ATS --region your-region

6T 7Al: Amazon DynamoDB E{|0|E 24

Mz 2 £FM ot7 =0l M ClHtola

Amazon DynamoDB E|0|&2 2| & el Z2| 7|52 ChA[sto =
X&stn BElg = Ue & 7tsstn fedeh S AWS loT EventsXﬂ

AEO X7 EREH 2R
Sk

Console

Amazon DynamoDB El|0|& 2 dA5t04 Z4X|7| 2= O| AEfE FXIFLICH XFMIEH LHE 2 Amazon
DynamoDB 7H& X} SFLHAM 2| D ynamoDBoilA‘I Elolg MAS 2 x&tM2. DynamoDB

ElO|Z MF HE= OS2 AFSELICH

- E|O|E O|Foil ME4Et E|O|Z O|F 2 =dgrLiCt.
« TE|M F|0j RI&l| QUAEA IDE @

=
= =
- E0|Z Mol 7|2 dHEE MEE =+ /U&LICH

AWS CLI
Ct& BES A& 5tod DynamoDB El0|2 2 4&FfLICt

aws dynamodb create-table \

--table-name your-table-name \

--attribute-definitions AttributeName=your-instance-
id,AttributeType=S \

--key-schema AttributeName=your-instance-id,KeyType=HASH \

6EH7l: Amazon DynamoDB E{|0]E2 44 12
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7EtH: AWS Lambda &+ M&(E£)

o
Lambda &= 2 X7 22 7l 22 thAst= 20{ ®2| ATl &2 FLICH AWS IoT Events.
O| oMol M= CHE AWS AMH|AQF S8 |0 =4I CIO|EE XElst, &EE &t 2lst, HolE 73
of 2t Erede E 2| s .
NodeJS HEIE AF235104 Lambda & +& MMELICH st ZEE &4 +E CHXSt{CIR T E &2
£ AEEhLCt
1.  AWS Lambda console2 @3L|C}.
2. & ddg MEdELIC
3. &= O|EQo| ol ™gct
4. NodedS 22 xE TEISZ MEAFIL|CI.
5. 7|8 A¥ Y HE EECIR0M 7|E A AFS S MEIEH CHE O™ BEHAH0IAM MAIsH IAM 4E
2 MEfshL|CH
6. = ddg MEiEhL|Ct
7. SlE ZQE A+E XS F O2 I E 42 0 d&LCt
8. E=It MYE = ICE BolM Chg 2 E oXE 20421 your-destination-endpoint ¢I=
IZOIEE AMEX 1R HAoZ HhELICH

import { DynamoDBClient, GetItemCommand } from '@aws-sdk/client-dynamodb';

import { PutItemCommand } from '@aws-sdk/client-dynamodb';

import { IoTDataPlaneClient, PublishCommand } from "@aws-sdk/client-iot-data-plane";
import { SchedulerClient, CreateScheduleCommand, DeleteScheduleCommand } from "@Eaws-
sdk/client-scheduler"; // ES Modules import

//// External Clients and Constants
const scheduler = new SchedulerClient({});
const iot = new IoTDataPlaneClient({
endpoint: 'https://your-destination-endpoint-ats.iot.your-region.amazonaws.com/"

1)
const ddb = new DynamoDBClient({});

//// Lambda Handler function
export const handler = async (event) => {

7EH7H): AWS Lambda &4 MA(2 ) 13
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console.log('Incoming event:', JSON.stringify(event, null, 2));
if (!event.Records) {

throw new Error('No records found in event');
const processedRecords = [];

for (const record of event.Records) {

try {
if (record.eventSource !== 'aws:kinesis') {
console.log( "Skipping non-Kinesis record from ${record.eventSource}');
continue;
}

// Assumes that we are processing records from Kinesis

const payload = record.kinesis.data;

const decodedData = Buffer.from(payload, 'base64').toString();
console.log("decoded payload is ", decodedData);

const output = await handleDecodedData(decodedData);

// Add additional processing logic here
const processedData = {
output,
sequenceNumber: record.kinesis.sequenceNumber,
partitionKey: record.kinesis.partitionKey,
timestamp: record.kinesis.approximateArrivalTimestamp

i
processedRecords.push(processedData);

} catch (error) {
console.error('Error processing record:', error);
console.error('Failed record:',6 record);
// Decide whether to throw error or continue processing other records
// throw error; // Uncomment to stop processing on first error

return {
statusCode: 200,
body: JSON.stringify({
message: 'Processing complete’,

7EHAl: AWS Lambda &4 MA(22) 14
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processedCount: processedRecords.length,
records: processedRecords
b
};
};

// Helper function to handle decoded data
async function handleDecodedData(payload) {
try {
// Parse the decoded data
const parsedData = JSON.parse(payload);

// Extract instanceId

const instanceld = parsedData.instanceld;

// Parse the input field

const inputData = JSON.parse(parsedData.payload);
const temperature = inputData.temperature;

console.log('For Instanceld: ', instanceld, ' the temperature is:',
temperature);

await iotEvents.process(instanceld, inputData)

return {
instanceld,
temperature,
// Add any other fields you want to return
rawInput: inputData
I
} catch (error) {
console.error('Error handling decoded data:', error);
throw error;

//// Classes for declaring/defining the state machine
class CurrentState {
constructor(instanceld, stateName, variables, inputs) {
this.stateName = stateName;
this.variables = variables;
this.inputs = inputs;
this.instanceld = instanceld

7EHAl: AWS Lambda &+ M4 (EZ£)
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static async load(instanceld) {
console.log( 'Loading state for id ${instanceId}’);
try {
const { Item: { state: { S: stateContent } } } = await ddb.send(new
GetItemCommand({
TableName: 'EventsStateTable',
Key: {
"InstanceId': { S: ‘${instanceld}’ }
}
1)

const { stateName, variables, inputs } = JSON.parse(stateContent);

return new CurrentState(instanceld, stateName, variables, inputs);
} catch (e) {

console.log( 'No state for id ${instanceId}: ${el}’);

return undefined;

static async save(instanceld, state) {
console.log( 'Saving state for id ${instanceId}’);
await ddb.send(new PutItemCommand({
TableName: 'your-events-state-table-name',
Item: {
"InstanceId': { S: ‘${instanceld}’ },
'state': { S: state }
}
1)

setVariable(name, value) {
this.variables[name] = value;

changeState(stateName) {
console.log( "Changing state from ${this.stateName} to ${stateNamel});
this.stateName = stateName;

async setTimer(instanceld, frequencyInMinutes, payload) {
console.log( 'Setting timer ${instanceId} for frequency of ${frequencyInMinutes}
minutes’);

7EHAl: AWS Lambda &4 MA(22) 16
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const baseb4Payload = Buffer.from(JSON.stringify(payload)).toString();
console.log(base6b4Payload);

const scheduleName = ‘your-schedule-name-${instanceld}-schedule";
const scheduleParams = {

Name: scheduleName,

FlexibleTimeWindow: {

Mode: 'OFF'
},
ScheduleExpression: ‘rate(${frequencyInMinutes} minutes)",
Target: {

Arn: "arn:aws::kinesis:your-region:your-account-id:stream/your-kinesis-

stream-name",

RoleArn: "arn:aws::iam::your-account-id:role/service-role/your-iam-

role",
Input: base64Payload,
KinesisParameters: {
PartitionKey: instanceld,
},
RetryPolicy: {
MaximumRetryAttempts: 3
}
},
};
const command = new CreateScheduleCommand(scheduleParams);
console.log( 'Sending command to set timer ${JSON.stringify(command)}');
await scheduler.send(command);
}

async clearTimer(instanceld) {
console.log( Cleaning timer ${instanceld}’);

const scheduleName = “your-schedule-name-${instanceld}-schdule";
const command = new DeleteScheduleCommand({
Name: scheduleName

1)

await scheduler.send(command);

async executeAction(actionType, actionPayload) {
console.log( "Will execute the ${actionType} with payload ${actionPayload}
await iot.send(new PublishCommand({

)

7EHAl: AWS Lambda &+ M4 (EZ£)
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topic: ‘${this.instancelId}’,
payload: actionPayload,

gqos: @
1)
}
setInput(value) {
this.inputs = { ...this.inputs, ...value };
}

input(name) {
return this.inputs[name];

class IoTEvents {

constructor(initialState) {
this.initialState = initialState;
this.states = {};

state(name) {
const state = new IoTEventsState();
this.states[name] = state;
return state;

async process(instanceId, input) {
let currentState = await CurrentState.load(instanceld) || new
CurrentState(instanceld, this.initialState, {3}, {3});
currentState.setInput(input);

console.log( "With inputs as: ${JSON.stringify(currentState)l}’);
const state = this.states[currentState.stateName];

currentState = await state.evaluate(currentState);
console.log( "With output as: ${JSON.stringify(currentState)l}’);

await CurrentState.save(instanceld, JSON.stringify(currentState));

7EHAl: AWS Lambda &4 MA(22) 18
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class Event {
constructor(condition, action) {
this.condition = condition;
this.action = action;

class IoTEventsState {
constructor() {
this.eventsList = []

events(eventListArg) {
this.eventsList.push(...eventListArg);
return this;

async evaluate(currentState) {
for (const e of this.eventsList) {
console.log( ‘Evaluating event ${e.condition}’);
if (e.condition(currentState)) {
console.log( Event condition met’);
// Execute any action as defined in iotEvents DM Definition
await e.action(currentState);

return currentState;

////// DetectorModel Definitions - replace with your own defintions
let processAlarmStateEvent = new Event(
(currentState) => {
const source = currentState.input('source');
return (
currentState.input('temperature') < 70
)i
}
async (currentState) => {
currentState.changeState( 'normal');
await currentState.clearTimer(currentState.instanceld)
await currentState.executeAction('MQTT', ‘{"state": "alarm cleared, timer
deleted" }°);

7EHH: AWS Lambda &4 MA(22) 19
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}
);

let processTimerEvent = new Event(
(currentState) => {
const source = currentState.input('source');
console.log( ‘Evaluating timer event with source ${source}’);

const booleanOutput = (source !== undefined && source !== null &&
typeof source === 'string' &&
source.tolLowerCase() === 'timer' &&
// check if the currentState == state from the timer payload
currentState.input('currentState') !== undefined &&
currentState.input('currentState') !== null &&
currentState.input('currentState').toLowerCase !== 'normal');

console.log( ‘Timer event evaluated as ${booleanOutput}’);
return booleanOutput;

5o
async (currentState) => {
await currentState.executeAction('MQTT', “{"state": "timer timed out in
Alarming state" }°);
}

);

let processNormalEvent = new Event(
(currentState) => currentState.input('temperature') > 70,
async (currentState) => {
currentState.changeState('alarm');
await currentState.executeAction('MQTT', *{"state": "alarm detected, timer
started" });
await currentState.setTimer(currentState.instanceld, 5, {
"instanceld": currentState.instanceld,
"payload":"{\"currentState\": \"alarm\", \"source\": \"timer\"}"

});
}
);
const iotEvents = new IoTEvents('normal');
iotEvents
.state('normal')
.events(
[
processNormalEvent
1);
iotEvents

.state('alarm')

7EHH: AWS Lambda &4 MA(22) 20
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.events([
processAlarmStateEvent,
processTimerEvent

]

);

8Et7|: Amazon Kinesis Data Streams E 2|74 F£7}

F

ofr

AWS Management Console EE£& AF& 35104 Lambda & 40 Kinesis Data Streams EZ2|7HE& F7}§

LICH AWS CLI.

Lambda & 401 Kinesis Data Streams E2|71& F7}5t™ Cl|0|E| £ & mjo|= EPOU_'—P 2l 22 7t9|
HEAIDL ObEHERIZ E0{2E 10T HIOIE AE

d4do| M™E2 27} 21232 AWS loT Events X-lEI%}
oz

= dbAlT
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o
o

Console

KM LI 2 AWS Lambda 7HEt A} OFLHA 2| O|HIE AA OfZ MAIS A X504 Lambda & +E

SE3IML.

O[HE AA DHE ME ME| CIS S AFSELICH

« &= O|§oiof AF&E Lambda O|& 2 FLICI7EHH: AWS Lambda & MM(E£)
o AH|R} - MEH AFEHOI A Kinesis AE 20| ARNS Ql248tL|C}.

« Hi%| 3 7/0i 102 &l=d&tL|Ct.

AWS CLI

aws lambda create-event-source-mapping \

--function-name your-lambda-name \

--event-source arn:aws:kinesis:your-region:your-account-id:stream/your-kinesis-
stream-name \

--batch-size 10 \

--starting-position LATEST \

--region your-region
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{

"instanceId": "your-instance-id",
"payload": "{\"temperature\":78}"

ChE (= fAtehH 2EET7F ZEE FA ol AAIE MQTT HIAIX|7t EA|Z|ofok B LCH,

rH

"state": "alarm detected, timer started"
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= Solution %t0|
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SiteWise
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&4 HESHE 2 AR ™ QI RF&tof| chel ZE 4 AWS IoT SiteWise M

2. Oto|lzglo|lde Zt o Ciall MQTT €& &EfE ACTIVEZ #HZgfLICH

Properties
M
Property Type
Attributes
[ 0O Attributes (1) ]
"Alarm-Recipient: B MQTT Notification status
O Measurements (2) [ ] [ ACTIVE v ]
O Transforms (0) Must be less than 2048 characters. Motification will be published to topic $aws/sitewise/fasset
models/ [assetsf
O Metrics (2) /properties/

v

3. SHE 2 B S40f ohsh BRIt IS FH BRE VIS SUC

REMIEE L8 2 O dEM ElAaAE B RSt 2.

« AWS loT SiteWise AFR MEMO| MQTT FA|0| M RHAF £ 42 Of5HENLICE

1A R S0l MQTT 23! Zdgst 23


https://docs.aws.amazon.com/iot-sitewise/latest/userguide/configure-alarms.html#configure-alarm-threshold-value-console
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/mqtt-topics.html
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« AWS loT 7Het X} QHLHA S| MQTT FAl.

2CHH|: AWS Lambda &4~ A Ad

—_

MQTT FANIAM HAIBH TQV HHLE S 17| &8t Lambda &£ E AMAIstT 718 ZH2 CloudWatchod| H|
AlEFL|C}. O] Lambda &4 E AWS loT Core HIA|X| #EI0IA E2|7{E CHA Zfdo 2 A2 EHLCE.

1.  AWS Lambda console2 ¢iL|C}.

2. @+ dds M=o

3. = Ol§2l ol U™ LIC

4. NodeJS 22.xE HEIH2 =2 MEHFfLICEL

5. 7|8 A A HE EFOR0M 7|E A A8 MEE O ol BHAlMIM Mg IAM A

@ Note

ol FxtolME ZXI7| 22 0|0 0ho|ZB|0IMFCET THEEHLICH IAM A O] gl 3
S MME HESMR222.

import json
import boto3
from datetime import datetime

# Initialize CloudWatch client
cloudwatch = boto3.client('cloudwatch')

def lambda_handler(message, context):
try:
# Parse the incoming IoT message
# Extract relevant information
asset_id = message['payload']['assetId']
property_id = messagel[ 'payload']['propertylId’']

# Process each value in the values array
for value in messagel[ 'payload']['values']:
# Extract timestamp and value

2EH7A|: AWS Lambda & 2444 24


https://docs.aws.amazon.com/iot/latest/developerguide/topics.html
https://console.aws.amazon.com/lambda
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timestamp = datetime.fromtimestamp(value['timestamp']['timeInSeconds'])
metric_value = value['value']['doubleValue']
quality = value.get('quality', 'UNKNOWN')

# Publish to CloudWatch

response = cloudwatch.put_metric_data(
Namespace="'IoTSiteWise/AssetMetrics"',
MetricData=[

{
'MetricName': f'Property_your-property-id',
'Value': metric_value,
'Timestamp': timestamp,
'Dimensions': [
{
'Name': 'AssetId',
'Value': 'your-asset-id'
},
{
'Name': 'Quality’,
'Value': quality
}
]
}
]
)
return {

'statusCode': 200,
'"body': json.dumps('Successfully published metrics to CloudWatch')

except Exception as e:
print(f'Error processing message: {str(e)}')
return {
'statusCode': 500,
'body': json.dumps(f'Error: {str(e)l}')

3CHA|: AWS 10T Core HIA|X| BFSE! 7 E| AlA

«  AEA: MQTT HIAIX] ZHAA] ARFoll dhet HIAIXIZ7F ZEA|EH CHE HE2E A2{gfLC

3EHAl: AWS loT Core HIA|X| BIRE! 72! A4 25


https://docs.aws.amazon.com/iot/latest/developerguide/iot-repub-rule.html

AWS loT Events FHEERE FLHA

a. OMIAIX| 2t
b. FHzlel A

SELECT * FROM '$aws/sitewise/asset-models/your-asset-model-id/assets/your-
asset-id/properties/your-property-id'

c. = x+0401|A-| Lambda 42 MENSI0{0 M M El CI|O|E{& CloudWatch AWS loT
SiteWise 2 M&EHLICEH oAl

Rule actions info
Select one or more actions to happen when the above rule is matched by an inbound message. Actions define additional activities that occur when messages arrive, like storing them in a database, invoking cloud functions, or sending notifications.
You can add up to 10 actions.

Action 1

Send a message to a Lambda function
Lambda function Info
[ ListenForSiteWiseUpdates v ] @ ( View E) ( Create a Lambda function E)
Lambda function version
( starest ) @
Add rule action

4TS A: CloudWatch X|E E 7|

CIlO|E{E £=Z/& [ AWS loT SiteWiseOl| A O|F10]| MEHSH M1 EHA|: XA S0 MQTT &2 24
sl20i M *”HEP Lambda &4 Z O|O|E{E BIREELICI2EH Al AWS Lambda &= 444, o] BFAH|0f| A
= Lambda7} X|EZ CloudWatchZ X&st=x| &Qleh £ &Lt

1. CloudWatch AWS Management ConsoleE& 3 L|C}.
2% B M POl X|EE MEiEtChE 2 &
ZEO| URLE MEHSt0{ dLCt.

o
AA BHO M CloudWatch £2320| of|A[QF H|< & LICH O] AA ME &= X|E OIO|E{7}
CloudWatchZ 252 &1 US 2 &elgL|ct.

> »w D

"view": "timeSeries",
"stacked": false,
"metrics": [
[ "IoTSiteWise/AssetMetrics", "Property_your-property-id-hash", "Quality"
"GOOD", "AssetId", "your-asset-id-hash", { "id": "ml" } ]
1,

"region": "your-region"

4EHA]: CloudWatch X|E E7|


https://console.aws.amazon.com/cloudwatch/
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}

5CHH|: CloudWatch A& A Ad

Amazon CloudWatch AFE MM O| HA A |ZIE 7|82 2 CloudWatch A& A4d M&xfof el 2t
22 X|ZEof cHEt ZEE MMEL|Ct Amazon CloudWatch

(@ Note
Amazon CloudWatchQ| A2 2/ dofl= 0424 SM0| &LICH CloudWatch ZE0i| CHEH XEAl
gt L& Amazon CloudWatch AF2 AT A 2| Amazon CloudWatch ZE A2 & X 5HA|
2. Amazon CloudWatch

6ErA|: (MEH AFE) CloudWatch BEE 2 7HX{ 27| AWS IoT SiteWise

CloudWatch &
CIoudWatch 4

&Hed 9l Lambdas AWS loT SiteWise AF2510{ HIO|E{E 2 CIA| ELHEE

H g
BEE e = A&LICH 0| SEE S8l SiteWise Monitor Z=0IM ZE JEf X &

HI
).
o
>
ro
]

1. 2f ZEE Rt Rl £Ho=2 FTLICLH RHMIEH LIE 2 AWS IoT SiteWise AHE AEAM 2|
oM QI ZAE HolE AWS loT SiteWise R X SIAMI2.

2.  AWS loT SiteWise A2 A A 2| BatchPutAssetPropertyValue APIE AF&3t0{ A CO|E{E 2
M&3t= Lambda &8 MM LICH AWS loT SiteWise.

3. ZBE HEi7t ¥H4EE M Lambda &8 S &35 TS CloudWatch & &2 MHELICH RFMIE

LH& 2 Amazon CloudWatch Al AEMO| ZE =4 MME &AM L.

5EA|: CloudWatch ZE M4 27


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/define-external-alarms.html
https://docs.aws.amazon.com/iot-sitewise/latest/APIReference/API_BatchPutAssetPropertyValue.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions.html

AWS loT Events FHEERE FLHA

A AWS loT Events™

of Mol A= AWS A% A4 AWS loT Events, TR BH HEt 74, 2lAA0] CHEH M A BHE| 48
% 5 Mol Chet 7tol= 8 MZELICH

A
o MZ AWS A

« 0f CHEF M8t A& AWS loT Events

A% AWS H™H

ol 7t AWS HIH

0| Q= AR CI2 EHAHIE AWS A X et2 50 MAIstL|CtH
of 7tlstEdEd AWS HIH

1. https://portal.aws.amazon.com/billing/signup2 jLIC}.

2. 22t XAl AFE S mELICH

S5 A & & £= HAE HAXIE &1 M 7|Hez el A= & U™ste 1ol A&L
Ch
off 7t2stH AWS HIHAWS AE FE ALSXAH0| SJELICH RE ASK0HE AHe 2ZE

AWS MH|A Bl B|AA| HMAE HEHO| U&LICH 2ot B AlE|= AFEXFol Al B 2| HAM|A
et &€E35t0, FE ALSKIP AFE5H0d FE AL HM A HEtO| 2He 5 Zidg &35t A
olLc}

= -

AWS = 7t Z2MAT 22 E F &0l o|H g E-HL|Ct M E K| hitps://aws.amazon.com/S &
.l

OlS3tn L ARg M=sto] Bl A B8 21 ANE BaY + &Lk
2[R HM A HEro| = AR &8

ofl 7HRIEt £ UNEIQI FY0| £E ASRHE ALSSHKI LES BE| ABKHE AWS ATEE AWS

M AWS HH 28


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
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HOoFAWS A& R E AL}

1. RE ASKHE M5 AWS AF olH Y FAE 2450 HIH AR RAWS Management
Console20{| 2 QIFL[C} CHE H|O|X|o|M HILHZ E =dFLct.
FE ASRHE A8 3tod 2015k ol 0| WRstH AWS 201 User Guide2| RE A S 1t
2 27012 AEFMR

2. REMBROILE ABMFAS HHEELIC

I.

ﬁ
rlo
>
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_I_
lo
>
S
wn
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E
:
oto
rTu
ME>

)oll CHE 7+ MFA ClHO|A &S E

2k

ZE(XL HAMA HEPO| U MK Y

1. 1AM Identity CenterS & 43} gFL|C}.

X|E2 AWS IAM Identity Center AHE HHEA 2| AWS IAM Identity Centerid 2 & ZHMIR.
2. 1AM Identity Center0i| A AFEXFoi|AH| 22| HAM|A HEHES FoiFLICt

£ X4 838 &£ IAM Identity Center CIHE{2| 2 AtEst= Lol Ciet Ai&MH= ALS AWS
IAM Identity Center MBAM2| 7|2 Z[2 2 AL X HAMA F4Z IAM Identity Center C|EE{ 2| &
Z3ML.

22| KM A HEro| UeE AHSAtZ 210l

«  |AM IDentity Center Ar&Xt2 23 215t2{2 IAM Identity Center AFSAHE MM E M O|HIY F=
E MEE 232 URLE M8 E LIt

IAM Identity Center A& XHE AFE5t0{ 20015t Ol 0| HReHH AWS 221 AHE MY
A—|o| AWS OHA-||/\ ;‘tE"Ol §10|° xl-x°|.k||o'

It ALSREOIH AMA HE S

1. 1AM Identity Center0flAM |4 HEH M 28 A E 2= WM MEE Mo

X|&2AWS IAM Identity Center A& MM Q| Create a permission setE & ZHA2.

2. AN8XE a5 gE35t1, 2E0] Single Sign-On M A HEHS S EFLICEH

X|E2 AWS IAM Identity Center AtE HHEAM 2| Add groupsE & Z ML
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https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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of CH&F H&t A% AWS IoT Events

ot2{™ L**E*%t Tetg F3ste 240 S ELICH AWS loT Events. O] Al
Hsh|Ct AWS loT Events. AWS CLI 23 E=
85104 2[AAN HMASHHLIMM Y &

AWS Identity and Access Management (IAM) Z2&£2 M
E s™so| et gg o 2t HEt YAME MY = UELICH AWS IoT Events.

IAM AFE AHMO|E AWS BlAAN HHAE + e HEHS OHHSHA AMo{st= ErEdof CHEE REA
Bt METF Lo l&LICH &2l "E = of CHEE 2, 2lAA 2 =7 F[E AWS loT Events AWS loT
Events& Z5A| 2.

IAM 2&E AL8st0d g A HetE W5t 2hElsted™ IAM A& M: IAM A4 S AFE 5104 AWS Al
g7 AN A HEF R[S HESHAHR
(® Note

7lE 1~128%Y = /eSS Z&E + U&LICH

« a-z MHO|o| CHE Rt EE

« XXH0-9)

rr
b
A0
>

of| CH8t =24 &t AWS loT Events

AWS IoT Events & AFS35ITH CHE AWS MH|AE AL&6teE U2 EC|HE = U&LICH o|FA 5t
2™ AL AHE CHAISH0d Ol Zhede +&E 4= Q= AWS loT Events HEt2 £ 0450k & L|Ct. O]
MMol= 5] =81 2|AA0M OlzE ZE EHUsS T &= Q= HEHS Foists oAl HRo| X
gtzlo] U&LIcH Eoof wet ## & account-id HEE HASMAIR. 755HH HMAE £ Q=
EY E|AAE HESEE ALt & HEsH ok 2FLICH IAM 2& 2 AFE5H04 = 2|EF Amazon
SNS Z2lg M&E = Q= M2 AWS loT Events off 2048 = Ql&LICtH

AWS loT Events £ EtO|HE A&st7HLt & AHY + e oS HUS KIRELICH

¢ setTimerZ EO|H M4,
e resetTimer® E}O|MH RHAIZ.

e« clearTimerZ E}O|H AA.

of et &t 4% AWS loT Events 30


https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotevents.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
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« setVariableZ H4 MAd

AWS loT Events = AWS MH|AE AFSE £ Q= CFS &S X[HELICH

« iotTopicPublishZ MQTT FX{|oi CHEt HIAIX] HAl
« iotEventsZ AWS loT Events 0 ¢/23 Zto 2 H|0|E M5
« iotSiteWiseZ AWS loT SiteWise2| X4 & 440f H|O|E{E 2 HL|Ct.

» dynamoDBZ Amazon DynamoDB E|0|= 0] H|0|E T&.
» dynamoDBv2 2 Amazon DynamoDB E{|0|=0i| Cl|O|E| M&.
 firehose Amazon Data Firehose 2AEZS 2 H|0|E{E ™
« lambda® AWS Lambda &+ 2 &.

« snsZ FA[ Lol Ho[E TS,

SEfLCh

* sgsZ Amazon SQS CH7|&oi| HIO|H MS.

Example %4

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iot:Publish",

"Resource": "arn:aws:iot:<region>:<account_id>:topic/*"
},
{
"Effect": "Allow",
"Action": "iotevents:BatchPutMessage",
"Resource": "arn:aws:iotevents:<region>:<account_id>:input/*"
I
{
"Effect": "Allow",
"Action": "iotsitewise:BatchPutAssetPropertyValue",
"Resource": "*"
},
{

"Effect": "Allow",
"Action": "dynamodb:PutItem",

"Resource": "arn:aws:dynamodb:<region>:<account_id>:table/*"

£
I°
&
ro
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"Allow",

L

"firehose:PutRecord",
"firehose:PutRecordBatch"

},

{
"Effect":
"Action":
1,
"Resource":

},

{
"Effect":
"Action":
"Resource"

.

{
"Effect":
"Action":
"Resource"

},

{
"Effect":
"Action":
"Resource"

}

]

"arn:aws:firehose:<region>:<account_id>:deliverystream/*"

"Allow",
"lambda:InvokeFunction",
: "arn:aws:lambda:<region>:<account_id>:function:*"

"Allow",
"sns:Publish",
: "arn:aws:sns:<region>:<account_id>:*"

"Allow",
"sqgs:SendMessage",
: "arn:aws:sqs:<region>:<account_id>:*"

ol A 23 O|O|E{ 25 AWS IoT Events

X7 2RI AHSE 2= HIO|E{of CHEE HMA HEtE Roig = U= MEE TEdste W0l 82
gLlch ™A MetE MEtst D AX|B AX(7| 22 E PHEHLE HO|0IEE = U= AR E= E|E]
7t U} B2, Y AAEX E= QE|E[of 23 2t S YO 0|EE = = HEt: Fo{sHoF gLct.
% iotevents:UpdateDetectorModel & iotevents:CreateDetectorModel0d CHEF #HEtS
Hoist= W 2/of iotevents:UpdateInputRouting HEtE §043HoF & LICtH
Example
CZ2 MM E iotevents:UpdateInputRoutingoll CHEH HEt HAE 2o FLIC.
{

"Version": "2012-10-17",

"Statement": [
EEENEETD 32
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{
"Sid": "updateRoutingPolicy",
"Effect": "Allow",
"Action": [
"iotevents:UpdateInputRouting"
1,
"Resource": "*"
}
]
}
oted=ztE “*"0f “Resource’E U=I5t= CHAI Amazon 2|44 O|F(ARN) 134 S5 2 Xx|H35104 0]
Het2 &d 3o = MEte += U&LICH 0|8 S8l AAS A = JHA 7t 448t 7L 0| EB K
7| 2EM ALEstE 3 olo|E{of CHEF AMAE At &= U&LICH.

ol CHet Amazon CloudWatch 224 23& 24 AWS loT Events

CHS H2 2 A= AWS loT Events 7+ At
oY ol AE HMS MBS e
ofgt By
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:PutMetricFilter",
"logs:PutRetentionPolicy",
"logs:GetLogEvents",
"logs:DeleteLogStream"
1,
"Resource": [
"arn:aws:logs:*:*:*"
]
}
]
}

8 Xt CH4l CloudWatcholl 218 MESESE 585

Amazon CloudWatch 22 23& &34
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {

"Service": [

iotevents.amazonaws.com"

]
iy

"Action": "sts:AssumeRole"

AR CHE T 2 R
LIk, xbAIEE LIS

SES SN =N [y s P L (o AL oF [o] -1
SIS AWS MH[AO| FEg 2 MY E = /U= ALK He 208 &
Z5tMl2.
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
1,
"Resource": "arn:aws:iam::<account-id>:role/Role_To_Pass"
}
]

Cl2 S AF2510q CloudWatch 212| 2|AA
E CloudWatch 2EZIo| 23 o|HEZ A

2 0
== =

O/\

HMag Ql24stL|ct. o|Z A 5124 AWS loT Events
T A&LCH

Amazon CloudWatch 22 4&

34


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
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aws logs put-resource-policy --policy-name ioteventslLoggingPolicy --policy-
document "{ \"Version\": \"2012-10-17\", \"Statement\": [ { \"Sid\":
\"IoTEventsToCloudWatchLogs\", \"Effect\": \"Allow\", \"Principal\": { \"Service\":

[ \"iotevents.amazonaws.com\" ] }, \"Action\":\"logs:PutLogEvents\", \"Resource\": \"*

\"} 11

ChS HEE AI85l0 22 S UZELICH roleArnS WHEE 21 Y =E HHELICH

aws iotevents put-logging-options --cli-input-json "{ \"loggingOptions\": {\"roleArn\":
\"arn:aws:iam::123456789012:role/testLoggingRole\", \"level\": \"INFO\", \"enabled\":
true } }"

ol CH8F Amazon SNS H|A| & @4& 2= AWS |oT Events

Amazon SNS AWS loT Events 2 S&35l2{H oH™stD E285Q &2 MEE 6l AlSst Het 22|
7t ZELct o] 7}0|=E 0| AME=7F Amazon SNS FX|0f HIA|X[E AWS loT Events HIAIE = U E

IAM & & WM E 5 Z2AMAE LR LICH

=M= AWS loT Events 7t Ab&XE CHAI SNS HIAIR|E MESIE S 5185t & H A
%

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sns:*"
1,
"Effect": "Allow",
"Resource": "arn:aws:sns:us-east-1:123456789012:testAction"
}
]
}
NERSE
{

"Version": "2012-10-17",

Amazon SNS H|A[Z] d& =4 =
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"Statement": [

{

"Sid". ",
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
},

"Action": "sts:AssumeRole"

Amazon SNS HIA| & dgh =24
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AWS loT Events 2& A|&H5H7

O MMo M= AWS loT Events Z&2 AF835t0{ @23 2 ZX|7| REE st W2 Eo{ELICH
AZIo| F 7t X| HEH, & Hef HEft 0tef EHE ZRAZELICH °"7£|01|H EYE g0l EH

2 215t 20| Ha o EHo M 1t AEfE TRHEIL

X0l & EHE L EILCt 2f2d FH=E710] 33| IS o= CHA| &7 Iat OfeH 2 Ho{X|H 2o Ha éi
EN2 Sol7t1 I CE Amazon SNS HIA|X|2 &2l HA|X|E 2|t

ZaolME AFBRIZE XIEE 4 ol Ol2] BHE 07l of2 JHol ZXI7| B B %
ch. 222 A5t CHE ASAIT} At AR ZR|7| 2HE JHKIQ AL 2Kl 2Ee
AWS EIZIOIM NBE £ RlLITL 217l 2US HHLE F2 A 2Tl B2 S Y
7Lt CHA| &S5t AFS'El ©f8 ARNS D0l 3o ELICh

AWS loT Events &2 At&wstod ChE0 CHal otELIct

2/21 ol

Clatolagt Z2MAE BLIE{RS2IH §7 5% Cl0|EIS AWS loT EventsZ2 2'dl ¥ 0] 2lo]
of BLICh Ol MIAIXIE Yo 20fl & 5tod SHELICH AWS loT Events. 042 74X| &o 2

ol TS +# 4 aLict,

« BatchPutMessage X242 A2 &tL|C}

« O|M HAIX| HIO|EHE T™E5t= AWS loT & 2 Zlof CHEt AWS IoT Events 21 # &2 AWS
loT CoreXfA48L|C} AWS IoT Events. 2133 LIE 2 0o|§ 22 AlEdalof & LCt.

« 0llM CreateDataset 2 AWS loT AnalyticsAt &304 2 CIO|E{ MEE M8

=]
CtcontentDeliveryRules. O|Z{2F =2 O|O|E| ME 2EIXI} At S22 MEE[= AWS loT
Events 2122 K| gLICH.

C|HFO[£0f A O -I?_P dAloz O|O|EHE H&sted™ 2K stLt ol4fof =& Holsfok gfLICt. O]
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https://console.aws.amazon.com/iotevents/
https://docs.aws.amazon.com/iotevents/latest/apireference/API_iotevents-data_BatchPutMessage.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-rule-actions.html#iotevents-rule
https://docs.aws.amazon.com/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate-create-dataset
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ol RF&MOIME 2Elo| EM AEHO| So47tHLF Z2E ) Amazon SNS HIA|X|E Ao 2 FM&
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7Het R} OFLHA
& TE O CLI BHS ALS5to] £38 4 QlaLich T Z2 ofF EHHlolM AR m ALS
A0t ARX[GIEE X7 22 0|§2 HHEsHAAIL.
aws iotevents describe-detector-model --detector-model-name motorDetectorModel >
motorDetectorModel. json

O™ chsxt "R

LHgo| Z&E Y (motorDetectorModel. json)O| MAIEL|CH.
"detectorModel": {

"detectorModelConfiguration": {
"status": "ACTIVE",

"lastUpdateTime": 1552072424.212,

"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1552072424.212,
"detectorModelArn": "arn:aws:iotevents:us-
west-2:123456789012:detectorModel/motorDetectorModel",
"key": "motorid",
"detectorModelName": "motorDetectorModel",
"detectorModelVersion": "1"
},

"detectorModelDefinition": {
"states": [

{
"onInput": {
"transitionEvents": [
{
"eventName": "Overpressurized",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value":
"$variable.pressureThresholdBreached + 3"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
> 70",
"nextState":

"Dangerous"”
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"events": []
.
"stateName": "Normal",
"onEnter": {

"events": [

{
"eventName": "init",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value": "OQ"
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "Back to Normal",
"actions": [],
"condition": "$variable.pressureThresholdBreached <=
&& $input.Pressurelnput.sensorData.pressure <= 70",
"nextState": "Normal"
}
1,
"events": [
{
"eventName": "Overpressurized",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value": "3"

Hx7| 2 dY
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}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
> 70"
I
{
"eventName": "Pressure Okay",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value":
"$variable.pressureThresholdBreached - 1"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
<= 70"
}
]
},
"stateName": "Dangerous",
"onEnter": {
"events": [
{
"eventName": "Pressure Threshold Breached",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:MyIoTButtonSNSTopic"
}
}
1,
"condition": "$variable.pressureThresholdBreached > 1"
}
]
I
"onExit": {
"events": [
{
"eventName": "Normal Pressure Restored",
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"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:IoTVirtualButtonTopic"
}
}
1,
"condition": "true"
}
]
}
}
1,
"initialStateName": "Normal"
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HAIRIE MEste 42 &2 2 2E ID2F 22 HAIRCl EH £4E & si= ¢2dg Md35too| O
O|E{E AXE 4= YUSLICH ZE2MAE JSON It 248 Molstm, 23 H|0|E ZRIEE X|H
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"motorid": "Fulton-A32",

"sensorData": {
"pressure": 23,
"temperature": 47

835104 pressure HIO|E{Qt motorid (HAIX|E &8 S CIHIO|AE 4]
S AHA
=

HEE + A&Lich

aws iotevents create-input --cli-input-json file://pressurelnput.json

I+ pressureInput.jsontl= CHE 0| & k|01 &Lt

{
"inputName": "Pressurelnput”,
"inputDescription": "Pressure readings from a motor",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorData.pressure" },
{ "jsonPath": "motorid" }
]
}
}
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AWS loT Events 21242 #4504 C|H} 0|4 CI|O|Ef ZHA{ollM 2E{2e| &3] |o|E{& 2 stE HIAIX]
E 7oz inputE BFSUELICE GIME AlGst| flai ZE o et & tiSste A X7 2E
g dmEZl&Lch

“Normal” & “Dangerous”Q| F 7tX| & EfE MgL|Ct. ZF ZX|7|(QIAaEA)= HHE I "Normal”
ME 2 MEFELICH QIAEAE key “‘motorid’of CHEE TRt 22 717! =30| T AFstH MM EL

Ct.

LR|7| QLAEATL 70 Ol Q| &2 =72 4151 "Dangerous” & EHE TBHE|T Amazon SNS
HAIXIE 212 2t =3 H-ZL0] M4 (70 O|EHS 2 33| 2% =24E|M ZX|7|= "Normal”
MENZ Sol7t1 CHE Amazon SNS HIA|X|E 25 X|R7| HEfZ EHL|CH

Of oilA| ZXx[7| 2= 2 & 2|0i Amazon 2|4 A O[F(ARN)O| "targetArn"' "arn:aws:Sns:us-
east-1:123456789012:underPressureAction" & "targetArn"' "arn:aws:sns:us-
east-1:123456789012:pressureClearedAction"2 2 EA|El F 72| Amazon SNS FXNIE
AFICt D 7HE gL

ALAIEH L& Amazon Simple Notification Service ZHE At SHLHME & ESHAAIL. O 7&|HHQI M
2 Amazon Simple Notification Service APl & Z 2| CreateTopic 22 FH A AAIL.

CC

Lol oMol M= XA s HEto| Q= AWS Identity and Access Management (IAM)

gte MMRCtD 7PEEL|ct o &4& o ARN2 ZX|7| 22 oo "roleArn":
"arn:aws:iam::123456789012:r0le/IoTEventsRole" 1} 20| T A|EILICH of CHEF HEH A7
AWS loT Events@| Et7|of| [It2t O &S 45t & ol ARNS ZX|7| 2= Holo| MAFt 2[x|of
SAMSHMAIRL.

CHE AWS CLI BE 2 AIE5to Z4 X7 RS dde = J&Lich

aws iotevents create-detector-model --cli-input-json file://motorDetectorModel.json

i

"motorDetectorModel. json" I}U0|= CHE I ETF X E[0] JU&LICEH

{

"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
"states": [

{

"stateName": "Normal",
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"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "0Q"
}
}
]
}
]
I
"onInput": {
"transitionEvents": [
{
"eventName": "Overpressurized",
"condition": "$input.Pressurelnput.sensorData.pressure > 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached + 3"
}
}
1,
"nextState": "Dangerous"
}
]
}
I
{
"stateName": "Dangerous",

"onEnter": {
"events": [

{
"eventName": "Pressure Threshold Breached",
"condition": "$variable.pressureThresholdBreached > 1",
"actions": [
{
"sns": {

CIHRO|A SEHE LIEHLHE Z X7 ZEHE HHSHAIR.
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"targetArn": "arn:aws:sns:us-
east-1:123456789012:underPressureAction"
}
}
]
}
]
I
"onInput": {
"events": [
{
"eventName": "Overpressurized",
"condition": "$input.Pressurelnput.sensorData.pressure > 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "3"
}
}
]
I
{
"eventName": "Pressure Okay",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "BackToNormal",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70 &&
$variable.pressureThresholdBreached <= 1",
"nextState": "Normal"
}
]
I

CIHRO|A SEHE LIEHLHE Z X7 ZEHE HHSHAIR.
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"onExit": {
"events": [
{
"eventName": "Normal Pressure Restored",
"condition": "true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:pressureClearedAction”
}
}
]
}
]
}
}
1,
"initialStateName": "Normal"
I
"key" : "motorid",
"roleArn": "arn:aws:iam::123456789012:r0le/IoTEventsRole"
}
ol M ZX[7|of &l2ie = HIA|X| & AWS loT Events
O|A| Cluto|A0IM ELH HAIX|Sl B2 HEE AlHEst= 0|
Ql242 AAI510{ C|HFO|A O|O|E| Z4&] & X). O|F A4
detector model2 HEM&LICHOIM CIHIO|A HEHE LIELLHE=

A& LICHAWS loT Events

S0l M= EE—IQ_I 1ot o|HIE o] BHES
FRI7| 23 AWS IoT

Events & ZX).

ol K| E 2t=5t2{™ C|Hto|A (0] ARol= AWS CLI 7 M x| E
HLAAIL.

(® Note

X7 22 g dYst AL 7I1E 2 X7 22 E Uo0[EsHH M
Ol HIAIXIE = dlst 1 HX|Z|(QIAHA)E HE5HT| A% 3F7| ot

7| 2 E Ho[0|EstH O] 7|ZF S ofF HEol Z[ghet

CHS AWS CLI BEE AL8stod (At S fthet= HIOIE7H =

AFE) 2| HAIXIE ZX|7[of 32

2

ZrR|Z]0f] HIAIRIE Qo2 X

—— ()
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aws iotevents-data batch-put-message --cli-input-json file://highPressureMessage.json
--cli-binary-format raw-in-base64-out

It “highPressureMessage. json’oll& CHS 0| Z & E[0{ QU&LICH.

"messages": [

{
"messageId": "00001",
"inputName": "Pressurelnput",

"payload": "{\"motorid\": \"Fulton-A32\", \"sensorData\": {\"pressure\": 80,
\"temperature\": 39} }"

}

MEElE Z AR messageIdE ¥HZsHoF BFLICt B4Z5H K| of2 24 AWS loT Events A|AEO]|
M HAIX| 55 M7HE s>t HAIX|of X[t 582 O|Lfol| & E CHE HIAlXImessageIDet S
& HIAIX|7t U= B2RE HAIX|IE AWS loT Events F AlELICt

Ol 2E{ "Fulton-A32"2| O|HIEE 2 L|E{ZS}7| &E 7I'X|7|(O| E._ﬁ)7|- MM=EL|CH o] Z
X7l MMER2 el "Normal" AEIZ So{ZtL|C oK HAHZLES 43

7| {20 & A| "Dangerous" AEHZ MEELICH 28{™ ZX|7|= ARNO| arn:aws:sns:us-
east-1:123456789012:underPressureAction®! Amazon SNS YIEZQIEZ M A|X|
L|C}.

[/
KAl
O

g'l_l

CHS AWS CLI Bd 2 A3listod 23] A2t OIEFe| TlolE{7t L&t &l HAIX|E ™SELICH

aws iotevents-data batch-put-message --cli-input-json file://normalPressureMessage.json
--cli-binary-format raw-in-base64-out

It normalPressureMessage. json0lE CHZ 0| L& E[0] /U &LICH.

"messages": [

{
"messageld": "00002",
"inputName": "PressurelInput",

ZR[7]0] HAIXIE ¢2icz N
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"payload": "{\"motorid\": \"Fulton-A32\", \"sensorData\": {\"pressure\": 60
\"temperature\": 29} }"
}

58 O|Lioi BatchPutMessage @¥@2 £ && miotct T 0| messageIdE #HE5H

OF EfLICH MHIAIXIE F H O ELHAAIL. HIAIX|7} Ml tH MEE|H 2E “Fulton-

A32"9| L X|Z7|[(RUAEIA)7F Amazon SNS YIEZQIE "arn:aws:sns:us-
east-1:123456789012:pressureClearedAction"2Z MA|X|E 2L "Normal" HEHE C}
Al I=3gLch

(@ Note
BatchPutMessageE& At83t0q & B0l oz HIAIXIE £ = A &LICt 3t X|BF O|24EF HIA|
X7t Melkle =Me BEEEX| f&Lch HAIXR|(REH7E =MOE MEIE =5 sted AKX
£ &t Hof 5Lt E LT APIZF S EE mojct 5 M2 2 7ICi2| A A 2.

rlH)|I

CI=22 o] MMof| A= ZEX| 7] 22! of| M2 MAI=ElI SNS HA|X| H 0|2 E 9] 0 AL}

IoT> {

"eventTime" :1558129816420,

"payload":{
"actionExecutionId":"5d7444df-a655-3587-a609-dbd7a0f55267",
"detector":{

"detectorModelName" :"motorDetectorModel",
"keyValue":"Fulton-A32",
"detectorModelVersion":"1"

},

"eventTriggerDetails":{
"inputName":"PressureInput",
"messageld":"00001",
"triggerType'":"Message"

I
"state":{
"stateName":"Dangerous",
"variables":{
"pressureThresholdBreached":3
},

ZR[7]0] HAIXIE ¢2icz N
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"timers":{}
}
}I

"eventName":"Pressure Threshold Breached"

B4 2 el O[HE WA Al

IoT> {
"eventTime" :1558129925568,
"payload":{

"actionExecutionId":"7e25fd38-2533-303d-899f-c979792al12cb",

"detector": {
"detectorModelName":"motorDetectorModel",
"keyValue":"Fulton-A32",
"detectorModelVersion":"1"

.

"eventTriggerDetails":{
"inputName":"PressureInput",
"messageld":"00004",
"triggerType'":"Message"

},

"state":{
"stateName":'"Dangerous",
"variables":{

"pressureThresholdBreached":0
.
"timers":{}
}
},

"eventName":"Normal Pressure Restored"

EtO|HE Holet < sl Eto|He| X HEiE SNS HA|IX| HO|ZE0 = FEA[FELICE

HAIX| HO|ZE0E HAIXK|ZF HESE AIX (T, SNS o] AE AM) 2| ZX|Z|(QIAEA) AEO]
CHet ME 7} ZEELICEH https://docs.aws.amazon.com/iotevents/latest/apireference/AP|_iotevents-
data_DescribeDetector.htm| 212 At&3t04 & X|7| A Efof| CHEE FALEF HEE ¥2 = U&LCh

AWS loT Events Z X|7| 2 & A8t ! X &+ At

dx7| e SHE i nedsior & S ALY 2 O Z &L
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_iotevents-data_DescribeDetector.html

AWS loT Events THEERF OFLHA

=

It

actions ZE A2 &

actions Zf2 Al SEQULICH HME F 7 o4 7FE £ QUX|BH ZF ZHF|ol| = SHLto| Zhed Bt
5 ELILCt.

Example

"actions": [

{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}
{
"setVariable": {
"variableName": "temperatureIsTooHigh",
"value": "$variable.temperatureIsTooHigh - 1"
}
}

condition ZE ALS HH
condition(E) transitionEvents| E &=0|0H CHE F<R0i= ME) AL ILICH.
S condition HEEJl 8l 8% Ol= "condition": truelt Z&LICtH

A EFAO I Aol B2 Ztolofof gLict Anyt B2 Zfol ol AL Y 22 falselt
| Zl nextStateZ2 Q| Mt EE actions 2 AR E|X| ot&L|Ct

LS

2
x
A
0z

7|2Mo 2 W 0| O|HE MYEI 32 M 22 A8 = QAL 22 08 L CHE O|HEQ]
Z2 BIlstes Ol A = aLIch M 242 A8 E &= iU ST onInput, onEnter &=
£ onExit EEQ| O|HE ZZoi AL E[i&LICt

Zx|7] 2= HoloM evaluationMethod IFZIOIE{E % 5t04 O SEf
evaluationMethodE& SERIALE MHE5IH BT UH|O|EE|T O[HE
E Z7do| BItEL|cH O%X| 281 evaluationMethod& BATCHE M7
S, e LHo| BTt YOO|EE|D 2 & O|HIE Z740| HItHE Fof Bt & El
ElLic.

SO A—IEHE Of i
AL 7|12t 2 M
LHo| O|HIET} =3
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"Dangerous" &El, onInput EEMM ZZ0| SEE|= ZR (A =2 =0l 70 o5t B

- oT - o
), "Pressure Okay" O|HIEQ| "$variable.pressureThresholdBreached"7} St Zt

aghc

{
"eventName": "Pressure Okay",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}
]
}

ZtX|7|= "$variable.pressureThresholdBreached" 7} 00l ZEFHE M (F,

=2 A=
ZX[Z17F 70 Ol5t2| ofad EHZIS 1Ko 2 Ml H S AIZS ) "Normal" AFEH
2 ChA| ™Etz[o{oF B LICH transitionEvents2| "BackToNormal" O[HE &=
"$variable.pressureThresholdBreached" 7} 12C}t & 7L} ZH2X|(00] otE) EIAESIT

"$input.Pressurelnput.sensorData.pressure"0llA M8t #xH Z£0l 70 O|EHQIX| CFA|
2 QI5Hof g LCt.

"transitionEvents": [

{
"eventName": "BackToNormal",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70 &&
$variable.pressureThresholdBreached <= 1",
"nextState": "Normal"
}
]
HA E7C=>|

C
"$variable.pressureThresholdBreached" ol M&E ZtS & Ql5t
"Overpressurized" O[HEO|M #H ZL0| 322 EHEIX|EH O

= O
A8 & Qithe ™Mol RelstMAl2.
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712Mo 2 ZAEEO| onInput EE0| E0{Z MHOCE condition2(E) onInputdM K|t
Ao olsf H7H BR[| Tl U ME[ AR AlHS| M 2B & & USLICH onEnter

L onExitT OFEHZFR|QLICH HEHE U=ASHHLE SEE M B0 MBE HE ALE
onEnter EE= onExit EEO| X|HE CIE ZZHWME AIEE £+ & LCt.

HX|7] 2 HOO|E Al x| Azt

ZXI7| 2UE HCI0IE, A U KA sHE 3
I(QIAEIA)H AREIT M =Y AF8SH0] %
Ch. M ZX[7] 2-O| M =D Af 20| AR
Mol ZxI7| DHM MAE ZX|7I7H Ui
X|7| 2ol M Bolst ARS AL W £ ABL

Ct.
2121 7|o| T

Q121 7lofl= ZHo| SIS EIXIE 7| HEE U 443 Holot EHAIM 7| 2t BE
=lo2 Rofo} BLICH OIS S0i TSI 22 HIAIK Hol2E 7+ Ucka FhE gL
{

"motor id": "A32",
"sensorData" {
"motor pressure": 56,
"motor temperature": 39

}
}
Ct2 2 ALEstod 2l2dg HolghLct
{
"inputName": "Pressurelnput",
"inputDescription": "Pressure readings from a motor",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorData. motor pressure " },
{ "jsonPath": "'motor id'" }
]
}
}

2 BHA0ME MEZ AE5t0od o|28t 7|2| 2t 2 R &= sHok grLICt

$input.PressureInput.sensorData. motor pressure’

2 (UpdateDetectorModel & X), MM El
X718 ChA| M5t 7 (K| 2Fzkol X|d0] &
gt Foil CHA| dELICt of 7|zt Setol= ol
A& MEl” = J&LIch o] 7|zt Setoll= o™ &

re =olst
L O =2 L-

27| 2 A L A s
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AWS loT Events THErFRF OFLHA
FMo| 2l of-E AF28 HVAC 2% X|0o{ AWS loT Events

CHS ol JSON It & YR oll= FA0| QlEtRIe 2 ZE (o] 0| RESHX| 2f2 JSONO| L
Olz48t ol M| o] MA| HE(FAM AL 0i:0il M HVAC 2% X0 AF2 AWS loT Eventsofl A & QI&h 4

A& LICH

O| M= ChE XS +dE = U= 2 ZHY| Mo 2EH S FEELICH

. ol Y2 BLIEIST Mofshe Ol AL E 4 /= ZXI7| 2 SIS FolgtLict ZxI7| 2
AHALE 2t Godof CHsH A4 EILICH

+ 2 Hof Yeiol o] MMM 8 ClOIEIE £ EBHLICH

. S xloo] 25 TS WHHLIC

. QIABIATL AR BQI S0t 2 ¥oiol &S metO|EIE AW sT Ol2{Et WatnlEIE MARELICH

. dodof MAE SMOR %7} EE ARIELIC

. L BRIE 25 4 s 24 HEIUS XIHHAAIL

- HIEAER MBS HRELIC

. MM B SHLOIM XIHE YAZEC 2T EAHL HTHT HOEE B9 FA LY TE WU &
SAI7IE Iy RS Folsto

. HIEAER 5HZ W eE 248 BaELID

A

« oM ZX[7] 2o CHEF 123 Z 2| AWS loT Events

« AWS loT Events ZX|7| 2& Ho| MY

+ BatchUpdateDetectorE AF&35L09 AWS loT Events Z X|7| 2 & AC|0|E
« 9| 21240i BatchPutMessage AF& AWS loT Events

« oM MQTT HIA[X| =& AWS IoT Events

« 0J|A{ Amazon SNS H|A|X| 2144 AWS IoT Events

+ 0{ M DescribeDetector APl 73 AWS loT Events

« O = AWS loT Core 2ZI AFHE AWS loT Events

oM & X|7| 2o CHEt &l=23 2| AWS loT Events

oft] FAo| 2 & HLIE{Z st Mofst= Ol A E = e stLtel ZX([7| 2=EE BFSE{n gL
: = A t
—

Zt FHolle 2L & Enste WM7E o4 7 IS = UEUICH Z4 FH0lE St T XI7F 242 otLt
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M olo, Ol X|E 7HHL 1M Y 9| 2 E |0
Z4RX|7| CIAEAZ X|o{E L|C}.

o

=+ QACHD 7hEELICH 2 S 2 stLte

0

DLEZst T Moiste Fdoict SMo| 27| Eo Mo ZEtO|E{7t CHE = U222 E ZF FAFof|
sHE met0|E{E M3 ST S 'seedTemperatureInput'S HO|gL|ct o248t l2d HIAIX| & 5hLt
£ AWS loT EventsOil 2 LHEH sHE Qdof| M At 5tEdE TietOlE{7F Z&E A Z4X|7| ZE QIAEA
7t S EELLch Y 3ol Mol ch3at Z&LCh.

CLI H=:

aws iotevents create-input --cli-input-json file://seedInput.json

I} : seedInput.json
{
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values.",

"inputDefinition": {
"attributes": [

{ "jsonPath": "areald" },
{ "jsonPath": "desiredTemperature" 3},
{ "jsonPath": "allowedError" },
{ "jsonPath": "rangeHigh" 3},
{ "jsonPath": "rangelLow" },
{ "jsonPath": "anomalousHigh" },
{ "jsonPath": "anomalousLow" },
{ "jsonPath": "sensorCount" },
{ "jsonPath": "noDelay" }
]
}
}
SE:
{

"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/
seedTemperatureInput",
"lastUpdateTime": 1557519620.736,
"creationTime": 1557519620.736,
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"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values."

Notes
« ZE HAIXIOA 'areald' =4IE ZF TRKo| CHEH M ZX[7] QUIAEA T A ELICH
'areaDetectorModel’ H2o[9| 'key' HEE HZXSIAMAIR.

« WHF 2= 'allowedError'of olal sHE X
C

'desiredTemperature'® CIE £ AU&L
« MMt 'rangeHigh'ECt =2 2T & E05tH X717t 242 EDstD FA| HZ & X|E 7t

SgfLch

+ M7t 'rangelow' 2Ot H2 REE E1stH AX|7IE ATO|AE E1stn FA| Y HRIS

7ts gt
« MM7} "anomalousHigh' 2Ct &=74L} 'anomalousLow' ECH 2 R E E1dE 3 AX|7|
E HEAHI MM HEZS E0sX|0t EDE 2 BEZ2 FAIELICH

I-?.o
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CLI H&:

aws iotevents create-input --cli-input-json file://temperaturelInput.json

m}Ql: temperatureInput.json
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{
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorId" },
{ "jsonPath": "areald" },
{ "jsonPath": "sensorData.temperature" }
]
}
}
SH:
{
"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/temperaturelnput",
"lastUpdateTime": 1557519707.399,
"creationTime": 1557519707.399,
"inputName": "temperatureInput",
"inputDescription": "Temperature sensor unit data."
}
}
Notes

« ol ZHX|7| LAAEANM MME Z7 MofetHL 2ELIE{Z St Ol 'sensorId' 7t AFSEIX| &t &
LIC}. 7+7<|7| OIAEJAﬂ 2 gdElof AiSez HEELICH 0|& Soll 277+ Ldst Mol HIH
iog @.ga.g A-I|A-|7|. = _—;|_7é|-1_|- _JI&_ olg) =9I |.O| *"EH7|- E| MlH(KI-

= —_
xlo wg 458 EL—I {2lste %7 ZX17| 20| Y202 AFSEE HR)E Adste o ASE
d'2

= =1
= ELch 3t 50| e HI|Mo 2 OHE B9 'sensorl (o) i FHof rhsest
ZO|Lt 7R € AMYEstE ol =0l ELlch
.M 2 ®yH UX|7| QAHAR 3} EstE O 'areald’ 7F ASELICH ZX[7] QIAH

|
d' =4IF Zt 10 CHEH MEILICH 'areaDetectorModel'

AWS loT Events Z X|7| 2 & &o| MM

'areaDetectorModel' OA|ofl= FA40| QIEIRIS 2 E|o{ U&LICH
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CLI H&:

aws iotevents create-detector-model --cli-input-json file://areaDetectorModel. json

It Y: areaDetectorModel. json

"detectorModelName": "areaDetectorModel",
"detectorModelDefinition": {
"states": [
{

"stateName": "start",

// In the 'start' state we set up the operation parameters of the new detector
instance.

// We get here when the first input message arrives. If that is a
'seedTemperatureInput’

// message, we save the operation parameters, then transition to the 'idle'
state. If

//  the first message is a 'temperaturelInput', we wait here until we get a

// 'seedTemperaturelnput' input to ensure our operation parameters are set.
We can

// also reenter this state using the 'BatchUpdateDetector' API. This enables
us to

// reset the operation parameters without needing to delete the detector
instance.

"onEnter": {

"events": [

{
"eventName": "prepare",
"condition": "true",
"actions": [
{

"setVariable": {
// initialize 'sensorId' to an invalid value (@) until an actual
sensor reading
// arrives
"variableName": "sensorId",
"value": "OQ"

"setVariable": {

ZxR7| 2 Ho| My
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// initialize 'reportedTemperature' to an invalid value (0.1) until
an actual

// sensor reading arrives

"variableName": "reportedTemperature",

"value": "0.1"

"setVariable": {
// When using 'BatchUpdateDetector' to re-enter this state, this
variable should
// be set to true.

"variableName": "resetMe",
"value": "false"
}
}
]
}
]
I
"onInput": {
"transitionEvents": [
{
"eventName": "initialize",
"condition": "$input.seedTemperatureInput.sensorCount > @",
// When a 'seedTemperaturelnput' message with a valid 'sensorCount' is
received,
// we use it to set the operational parameters for the area to be
monitored.

"actions": [

{
"setVariable": {
"variableName": "rangeHigh",
"value": "$input.seedTemperatureInput.rangeHigh"
}
I
{
"setVariable": {
"variableName": "rangelLow",
"value": "$input.seedTemperatureInput.rangelLow"
}
I
{

"setVariable": {
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"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
I
{
"setVariable": {
// Assume we're at the desired temperature when we start.
"variableName": "averageTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
},
{
"setVariable": {
"variableName": "allowedError",
"value": "$input.seedTemperatureInput.allowedError"
}
},
{
"setVariable": {
"variableName": "anomalousHigh",
"value": "$input.seedTemperatureInput.anomalousHigh"
}
},
{
"setVariable": {
"variableName": "anomalousLow",
"value": "$input.seedTemperatureInput.anomalousLow"
}
},
{
"setVariable": {
"variableName": "sensorCount",
"value": "$input.seedTemperatureInput.sensorCount"
}
},
{
"setVariable": {
"variableName": "noDelay",
"value": "$input.seedTemperaturelnput.noDelay == true"
}
}

1,

"nextState": "idle"

iy
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"eventName": "reset",

"condition": "($variable.resetMe == true) &&
($input.temperaturelnput.sensorData.temperature < $variable.anomalousHigh &&
$input.temperaturelnput.sensorData.temperature > $variable.anomalouslLow)",

// This event is triggered if we have reentered the 'start' state using
the

// 'BatchUpdateDetector' API with 'resetMe' set to true. When we
reenter using

// 'BatchUpdateDetector' we do not automatically continue to the 'idle'
state, but

// wait in 'start' until the next input message arrives. This event
enables us to

// transition to 'idle' on the next valid 'temperaturelInput' message
that arrives.

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
1,
"nextState": "idle"
}
]
I
"onExit": {
"events": [
{
"eventName": "resetHeatCool",
"condition": "true",
// Make sure the heating and cooling units are off before entering
'idle'.
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
},
{

sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"

ZxR7| 2 Ho| My

78



AWS IoT Events

THERE QLA

}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"
}
}
]
}
]
}
},
{
"stateName": "idle",
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
// By storing the 'sensorId' and the 'temperature' in variables, we make
them
// available in any messages we send out to report anomalies, spikes,
or just

//  if needed for debugging.
"actions": [

{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
I
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
}
}
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]

1,
{
"eventName": "changeDesired",
"condition": "$input.seedTemperaturelnput.desiredTemperature !=
$variable.desiredTemperature",
// This event enables us to change the desired temperature at any time by
sending a
// 'seedTemperatureInput' message. But note that other operational
parameters are not
// read or changed.
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
1,
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
// If a valid temperature reading arrives, we use it to update the
average temperature.
// For simplicity, we assume our sensors will be sending updates at
about the same rate,
// so we can calculate an approximate average by giving equal weight to
each reading we receive.
"actions": [
{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"

}

}
1,

"transitionEvents": [
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"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelnput.sensorData.temperature <=

$variable.anomalousLow",

// When an anomalous reading arrives, send an MQTT message, but stay in
the current state.

"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "idle"
},
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",

// When even a single temperature reading arrives that is above the
'rangeHigh', take

//  emergency action to begin cooling, and report a high temperature

spike.
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
I
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
I
{
"setVariable": {
// This is necessary because we want to set a timer to delay the
shutoff
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// of a cooling/heating unit, but we only want to set the timer

when we
// enter that new state initially.

"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",

// When even a single temperature reading arrives that is below the
'rangeLow', take

//  emergency action to begin heating, and report a low-temperature

spike.
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,

"nextState": "heating"
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"eventName": "highTemperatureThreshold",

"condition": "(((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >
($variable.desiredTemperature + $variable.allowedError))",

// When the average temperature is above the desired temperature plus the
allowed error factor,

// it is time to start cooling. Note that we calculate the average
temperature here again

// because the value stored in the 'averageTemperature' variable is not
yet available for use

// in our condition.

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
},
{
"eventName": "lowTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) <
($variable.desiredTemperature - $variable.allowedError))",
// When the average temperature is below the desired temperature minus

the allowed error factor,
// it is time to start heating. Note that we calculate the average

temperature here again

ZxR7| 2 Ho| My

83



AWS loT Events FHEERE FLHA

// because the value stored in the 'averageTemperature' variable is not
yet available for use

// in our condition.

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
3,
{

"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"

}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
}
]
}
I
{
"stateName": "cooling",

"onEnter": {
"events": [
{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
// If the operational parameters specify that there should be a minimum
time that the
// heating and cooling units should be run before being shut off again,
we set
// a timer to ensure the proper operation here.
"actions": [
{
"setTimer": {
"timerName": "coolingTimer",
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"seconds": 180

}
},
{
"setVariable": {
// We use this 'goodToGo' variable to store the status of the timer
expiration
// for use in conditions that also use input variable values. If
// 'timeout()' is used in such mixed conditionals, its value is
lost.
"variableName": "goodToGo",
"value": "false"
}
}
]
I
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
// If the heating/cooling unit shutoff delay is not used, no need to
wait.
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
I
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"
}
}
]
}
]
I
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"onInput": {
"events": [

// These are events that occur when an input is received (if the condition

is
// satisfied), but don't cause a transition to another state.
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
I
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
}
}
]
I
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureIlnput.desiredTemperature"
}
}
]
},
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [
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"setVariable": {

"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
I
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"coolingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,

"transitionEvents": [

// Note that some tests of temperature values (for example, the test for an
anomalous value)

// must be placed here in the 'transitionEvents' because they work
together with the tests

// in the other conditions to ensure that we implement the proper
"if..elseif..else" logic.

// But each transition event must have a destination state ('nextState'),
and even if that

// is actually the current state, the "onEnter" events for this state
will be executed again.

// This is the reason for the 'enteringNewState' variable and related.

{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelnput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
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1,
"nextState": "cooling"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"
}
1,
{
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"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"

}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
},
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) <=
($variable.desiredTemperature - $variable.allowedError)) && $variable.goodToGo ==
true",

"actions": [

{

sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}

I

{
"iotTopicPublish": {

"mqttTopic": "hvac/Cooling/Off"

}
1,

"nextState": "idle"

"stateName": "heating",
"onEnter": {
"events": [
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"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [

{

"setTimer": {
"timerName": "heatingTimer",
"seconds": 120

}
},
{

"setVariable": {
"variableName": "goodToGo",
"value": "false"

}

}
]
},
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
{

"setVariable": {
"variableName": "goodToGo",
"value": "true"

}

}
]
},
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{

"setVariable": {
"variableName": "enteringNewState",
"value": "false"

}

}
]
}
]
},
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"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
I
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
}
}
]
I
{
"eventName": "changeDesired",
"condition": "$input.seedTemperaturelnput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
},
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelnput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
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}
}
]
I
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"heatingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperatureInput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "heating"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
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"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperatureInput.sensorData.temperature <

$variable.rangeLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "heating"
1,
{
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"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >=
($variable.desiredTemperature + $variable.allowedError)) && $variable.goodToGo ==
true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"

}
]I

"nextState": "idle"

1,

"initialStateName": "start"

iy
"key": "areald",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"

[}

0[0
I

~

"detectorModelConfiguration": {

"status": "ACTIVATING",

"lastUpdateTime": 1557523491.168,

"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",

"creationTime": 1557523491.168,

"detectorModelArn": "arn:aws:iotevents:us-west-2:123456789012:detectorModel/
areaDetectorModel",

"key": "areald",

"detectorModelName": "areaDetectorModel",

AX7| 2 Ho| Mo 94



AWS loT Events FHEERE FLHA

"detectorModelVersion": "1"

BatchUpdateDetectorE At&3+04 AWS loT Events Z'X|7| 2 & AC[0|E

BatchUpdateDetector X2 AI&35t04 EtO|H & = Zf2 L E5t0{ ZK|7| QIAEHAE Tl
AEfZ OHE £ Q& LICH CHS of|MIolM BatchUpdateDetector 22 2 ZLIE{R! 2! Ao

212 13
Ol doqo| 2t E mlztO|E{E AMAMEELICEH o] ZHdg 6 ZX|7| ZE S AN, RiAA == HOo|E
& ZI@ Qi0| O|E =& £ &LICt
CLI B

aws iotevents-data batch-update-detector --cli-input-json file://areaDM.BUD.json

u}l: areaDM.BUD. json

"detectors": [

{
"messageId": "0001",
"detectorModelName": "areaDetectorModel",
"keyValue": "Areabl",

"state": {
"stateName": "start",
"variables": [
{
"name": "desiredTemperature",
"value": "22"
I
{
"name": "averageTemperature",
"value": "22"
I
{
"name": "allowedError",
"value": "1.0"
I
{

"name": "rangeHigh",
"value": "30.0"
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},

{
"name": "rangeLow",
"value": "15.0"

},

{
"name": "anomalousHigh",
"value": "60.0"

},

{
"name": "anomalousLow",
"value": "0.0"

},

{
"name": "sensorCount",
"value": "12"

},

{
"name": "noDelay",
"value": "true"

},

{
"name": "goodToGo",
"value": "true"

},

{
"name": "sensorId",
"value": "OQ"

},

{
"name": "reportedTemperature",
"value": "0Q.1"

},

{

"name": "resetMe",

// When 'resetMe' is true, our detector model knows that we have reentered
the 'start' state

//  to reset operational parameters, and will allow the next valid
temperature sensor

// reading to cause the transition to the 'idle' state.

"value": "true"

}
1,

"timers": [
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]
}
}
]
}
SrCtH.
[« —
{
"batchUpdateDetectorErrorEntries": []
}

O| 21240l BatchPutMessage AF2 AWS loT Events

Example 1

BatchPutMessage U2 ALE5t0i 2= Ao X ZLIEE 52 & dof Cigt 25 mEt0|EE
M= "seedTemperatureInput" HAIXIE 2 &= QU&LICH AH7F AWS loT Events 4= 04 A
S8 B E HAIXR[E M ZX|7] QAR A "areald"E HELICE S XIEH A ZHX|7| QIARHAE M
22 70 it "seedTemperatureInput" HAIX|7t =AIE IHHR| "idle" 2 HEHE #HH 5 A
Lt 2 ZLEZD Eha = il 2 x| Mo{E AIRFSER| f&LICH

CL| H&:

aws iotevents-data batch-put-message --cli-input-json file://seedExample.json --cli-
binary-format raw-in-base64-out

ut: seedExample. json

"messages": [
{
"messageld": "00001",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \'"desiredTemperature\": 20.0, \"allowedError
\": 0.7, \"rangeHigh\": 30.0, \"rangeLow\": 15.0, \"anomalousHigh\": 60.0,
\"anomalousLow\": 0.0, \"sensorCount\": 10, \"noDelay\": false}"

}

21240 BatchPutMessage AHS
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ocCk.
[=3—
{
"BatchPutMessageErrorEntries": []
}
Example
2

BatchPutMessage &g &3l "temperatureInput" HIAIXIE T&5t0] XIHE Ko{ & 2LIE
2] oodo] Q)= AMAMol 2 M Oo|E|E E1E £ 9laL|ch

CLI H&H:

aws iotevents-data batch-put-message --cli-input-json file://temperatureExample.json --
cli-binary-format raw-in-base64-out

It YU: temperatureExample. json

"messages": [
{
"messageld": "0Q0005",
"inputName": "temperaturelnput",
"payload": "{\"sensorId\": \"@5\", \"areaId\": \"Area51\", \'"sensorData\":
{\"temperature\": 23.12} }"
}

[

0l
Il

~

"BatchPutMessageErrorEntries": []

[a

Example 3

BatchPutMessage ¢

ol Hste 2k g HE

5H "seedTemperatureInput" HIAIXIE &350 F04F Fiof CH

met o
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CLI H&H:

aws iotevents-data batch-put-message --cli-input-json file://seedSetDesiredTemp.json --
cli-binary-format raw-in-base64-out

I} seedSetDesiredTemp. json
{
"messages": [
{
"messageld": "00001",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 23.0}"
}
]
}
orcCh.
[« —
{
"BatchPutMessageErrorEntries": []
}

ol A MQTT HIA|X| =& AWS loT Events

MM AFEY 2lAATF "BatchPutMessage" APIE A2 E £ QIX|EF ZZ MQTT Z2CI0|HEE At
235t04 3T CIlO|E{E AWS IoT Core HIAIX| EE2FHZ MEE £ Q= ZL AWS IoT Core FA 1

2|2 M50 MA|X| CIO|E{E AWS loT Events &I2{o 2 EB|C|2ME = Ql&LICH CHE =2 MQTT

AWS loT Events 2] "areaId" ! "sensorId" €12 ZE2} HIAIX| HO|ZE "temp" EEO9|
"sensorData.temperature" EEE 7tX{QtAMO| CIOIHE E +&ot= FAl| #Elo| Holadu|tt
AWS loT Events "temperatureInput".

CLI H=:

aws iot create-topic-rule --cli-input-json file://temperatureTopicRule.json

It seedSetDesiredTemp. json
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"ruleName": "temperatureTopicRule",
"topicRulePayload": {
"sql": "SELECT topic(3) as areald, topic(4) as sensorld, temp as
sensorData.temperature FROM 'update/temperature/#'",

"description": "Ingest temperature sensor messages into IoT Events",
"actions": [
{
"iotEvents": {
"inputName": "temperaturelnput",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/anotheRole"
}
}
1,

"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23"

[a

0lo

=N

Ojo

]

M7t ctS Ho|2E2 &7 =X "update/temperature/Area51/03" 0l CHEF HIAIX|E EL=
aL.

{ "temp": 24.5 }

Oz 7| st CH2 "BatchPutMessage" APl & 0| 3=l AWS loT Events Z3&{& O|O|E{7}od| =%
ELch.
=

aws iotevents-data batch-put-message --cli-input-json file://spoofExample.json --cli-
binary-format raw-in-base64-out

u}l: spoofExample. json

"messages": [
{
"messageId": "54321",
"inputName": "temperaturelnput",
"payload": "{\"sensorId\": \"@3\", \"areaId\": \"Area51\", \"sensorData\":
{\"temperature\": 24.5} }"
}
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]

0| A< Amazon SNS H|A|X| 4843 AWS IoT Events
CI=SE "Area51" 4 X|7| QIAE A A MAEI SNS HIA|X|2| of| &l L|C}.

AWS loT Events = Amazon SNS2t S&5t0] ZX|El O|HIEE 7[gto 2 RIS MMH5tD HAR £
A&LICH o] MMof A= AWS loT Events & X|7| QIAEIA  E3| "Area51" Z X|7|7F Amazon SNS H|
AXKIE HM85tE WS E0o{ELICE O] oMol AHE AWS loT Events ZHX|7| LHO| CHRFSH AFEH & Of
HIE o] o3 E2|7HE|l= Amazon SNS 2 20| xot ZHIXE Ho{ FH, AlAlzH £E LS4 |8l
Amazon SNS AWS loT Events 2t& A5t 7IsS E0oi&LICH

Heating system off command> {
"eventTime":1557520274729,

"payload":{
"actionExecutionId":"f3159081-bac3-38a4-96f7-74af0940d0as",
"detector":{

"detectorModelName":"areaDetectorModel", "keyValue'":"Area51", "detectorModelVersion":"1"}, "event
{"inputName":"seedTemperatureInput", "messageId":"00001", "triggerType":"Message"}, "state":
{"stateName":"start", "variables":

{"sensorCount":10, "rangeHigh":30.0, "resetMe":false, "enteringNewState" :true, "averageTemperature"
{}1}}, "eventName" : "resetHeatCool"}

Cooling system off command> {"eventTime":1557520274729,"payload":
{"actionExecutionId":"98f6alb5-8f40-3cdb-9256-93afd4d66192", "detector":
{"detectorModelName":"areaDetectorModel", "keyValue":"Area51", "detectorModelVersion":"1"}, "event
{"inputName":"seedTemperatureInput", "messageId":"00001","triggerType":"Message"}, "state":
{"stateName":"start", "variables":

{"sensorCount":10, "rangeHigh":30.0, "resetMe":false, "enteringNewState" :true, "averageTemperature"
{}1}}, "eventName" : "resetHeatCool"}

0f| A DescribeDetector API £43 AWS loT Events

9| DescribeDetector API AWS IoT Events £ AF&3IH §3 ZX|7| QAAEHAN CHE HE HE

AME = lgLCt O] B2 ZX|7(o| T4XH o EN, = 2t 2! &M Eto|Hoi| CiEt QIALOIEE XS
L|Ct. O] APIE AtE5tH AWS IoT Events & X|7|2| MA|Zt &EHE ZELIE{ZS109 IoT O[HIE R{E2| =2
29| C|HE, B4 I 22|E S0l5tH & = USLICH

Amazon SNS HIA|X| 244 101
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CLI H&:

aws iotevents-data describe-detector --detector-model-name areaDetectorModel --key-

value Area5l1

C}.
= .

0l0

~

"detector": {
"lastUpdateTime": 1557521572.216,
"creationTime": 1557520274.405,

"state": {
"variables": [

{
"name": "resetMe",
"value": "false"

.

{
"name": "rangelLow",
"value": "15.0"

.

{
"name": "noDelay",
"value": "false"

.

{
"name": "desiredTemperature",
"value": "20.0"

.

{
"name": "anomalousLow",
"value": "0.0"

.

{
"name": "sensorId",
"value": "\"OQ1\""

.

{
"name": "sensorCount",
"value": "10"

.

{

DescribeDetector API 7 102
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"name": "rangeHigh",
"value": "30.0"
},
{
"name": "enteringNewState",
"value": "false"
},
{
"name": "averageTemperature",
"value": "19.572"
},
{
"name": "allowedError",
"value": "0Q.7"
},
{
"name": "anomalousHigh",
"value": "60.0"
},
{
"name": "reportedTemperature",
"value": "15.72"
},
{
"name": "goodToGo",
"value": "false"
}
1,
"stateName": "idle",
"timers": [
{
"timestamp": 1557520454.0,
"name": "idleTimer"
}
]
I
"keyValue": "Areabl",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"
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ol T&! AWS IoT Core Tl AFE AWS IoT Events

CHE =12 AWS loT Core MQTT HIAIX|E ME? YHIOIE 27 HAIXIZ CHA| AAIZRLICH ZX|7|
zdlof o|a Mo{zlE Zt dodo| ik & x| L HZH H k|0 AWS loT Core AFE 0| Ho|z|oq QICtD 7}
HMtLictk o] olMof A= 0|E0] "Area51HeatingUnit" & "Area51CoolingUnit"Ql &= H

ogfi&LIct.

lJI

OII
0

o

CL| H&:

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOffRule.json

utl: ADMShadowCool0ffRule. json

{
"ruleName": "ADMShadowCoolOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/Off'",
"description": "areaDetectorModel mqtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}

SH:[HIo /UZ

CLI H&:

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOnRule.json
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ut2l: ADMShadowCoolOnRule. json

{
"ruleName": "ADMShadowCoolOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/On'",
"description": "areaDetectorModel mqtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}

SH:[HIof US

CLI HZ:
aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOffRule. json

u}l: ADMShadowHeatOffRule. json

{
"ruleName": "ADMShadowHeatOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/Off'",
"description": "areaDetectorModel mqtt topic publish to heating unit shadow
request",

"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [

{
"republish": {

105
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"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/

update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"

[}

SH:[HIf US

Ll -

@)

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOnRule.json

m}l: ADMShadowHeatOnRule. json

{
"ruleName": "ADMShadowHeatOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/On'",
"description": "areaDetectorModel mqgtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}

SHE:[HI US
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oA Cl[O|E] =41 2! 24 ER[7HE X|HSt= &2 AWS loT
Events

AWS loT Events = X|EE O|HE = M2t o|HEE HX|E ] 2US E|HE = U&LICH 7[E
HUE Holstod EtO|HE AL StHLE H& dYst 7Lt TIO|E{E CHE AWS E2|laA

LICE o|2det HUE T gst ArE X} X|H5t04 CH et oT O|HIE O] CHE XIS SEHE Hdst
£ dof=Lch

® Note
X7 2EM SEE GolF m
o
=

o =
UELICH RHAMEH LIS 2 E34

nek
1

EAtd Clo|E Q! mi2tOlE ol CHEF E3AE ALS
xF
=]

AWS loT Events = EfO|HE AtE5t7HLE H-E Y + = Ohs M YS X|HELIcH

e setTimerZ EO|H M Ad.
e resetTimerZ E}O|H RHAH.
e clearTimerZ E}O|H ArA.

« setVariableZ B4 MAd

AWS loT Events = AWS MH|AE AISE == Ue CFS Y E X|HELICH

« iotTopicPublishZ MQTT FXl|oi CHEF HIAIX[ HAl

« iotEventsE AWS loT Events 0f &/21 Zto 2 H|0|E T 4.

« jotSiteWiseZ AWS loT SiteWise2| At&F & 4404 O O|E

L= [

» dynamoDBZ Amazon DynamoDB E| 0|20 H|0|E F&.

« dynamoDBv2 2 Amazon DynamoDB E{|O|=0i Cl|O|E| M &.
™

« firehose Amazon Data Firehose AEZ|O 2 H|0|E{E

OF

ghLict.
« lambdaZ AWS Lambda &£+ 5 &.
« snsE FA| &Zloi Cllo|H ™S,

* sgsZ Amazon SQS CH7|&ol HO|H ™S,
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AWS loT Events 7|2 A& ElO|H & B4 Er ] AFS

AWS loT Events = E}O|HE A 5t7HLE H-E MAHE == Ue O B YE X|HELICH

e setTimerZ EO|H MAd.
e resetTimer2 E}O|H A,
e clearTimerZ E}O|H AA.

¢ setVariableZ B4 MAd

ElO|H EHoq A%

1T H 2 O

Set timer action

setTimer 2 UE AFESIH = B2 X|SE|= EIO|HE BHE = J&Lch
More information (2)

Eto|HE Mde i CtS mtet0IEHE X stiok gfLict

timerName

Eto|lHe| o|& LCt.

durationExpression

(M= ALE) EtolHel X|& AlZH(

B

yLct.

K& Alzh 2340 GotEl At 7t 7k 2 E+2 LRIELICH o|§ S01 Efo|HE 60.99
Zz dYotH 7(zh medAe| BIH ZAnt= 60= LICH

KEAIEE LIS 2olEE{™ AWS loT Events APl & X 0| SetTimerActionE & X5t AA|L

EtO|H 2red A
Reset timer action

resetTimer 212 AI23IH EFO|HE o|Fol ™WIHE X|& AlZH E34Al otz MZEYst
Ct.
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More information (1)
EtO|HE MAHHEe mw ChE meEt0IEE X1 sH ok gf LCt.
timerName
Eto|mHe| o|& Lct.

AWS loT Events = EtO|HE MAEY mf 7|7k 2 S X B7tot x| L &LICH

KEAIEH LHE 2 AWS IoT Events APl & X O] ResetTimerAction2 & X35 AA|2.

EtO|H 2 X[ 7|
Clear timer action

clearTimer 22 AIE3IH 7|E EIO|HE AAME £ U&LICH

More information (1)
EtO|HE AfAe M CFZ mtetn|EHE X[FsHok gfLict
timerName

Eto|lHe| o|F LCt.

KM LHE 2 AWS loT Events APl & X 9| ClearTimerActiong & X5 A|

SRS ERELS

Set variable action

M8 MME 1) 2 TEH0IEE RIZsHok BrLIC

Etolod &t X[ 7] 109
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value

KA B Li2 2 2olEE{HH AWS loT Events APl £ = 9| SetVariableAction2 & X5t AA|L.

AWS loT Events = AWS MHIAE AIE £ U&= OIS XY S K| EhL|Ct

« iotTopicPublishZ MQTT F=A[of CHEt HIAIX] HIAl

« iotEventsZ AWS loT Events 0 /23 Zto 2 O|0|E M5
e jotSiteWiseZ AWS loT SiteWisel| A} AF & 40d H|O|E{E EHL|Ct.

» dynamoDBZ Amazon DynamoDB E|0|= 0] H|O|E T&.

» dynamoDBv2 & Amazon DynamoDB E| 0|2 0i G| 0| T&.
« firehose Amazon Data Firehose 2AE RIS Z H|O|EHHE ™
« lambdaZ AWS Lambda &+ 2 &.

« snsE FA| ZZ0f H0|E TS,

Of>
ok

2fLICt.

» sqsZ Amazon SQS CH7|of HO|E H&.

/A Important

o Xto4sk AWS IoT Events 2! MH|A 250 CHSH S L8 AWS 2|2 AWS MEHSHoF g L|CE.
KHE= 2| S22 Amazon Web Services 2t ZF = 0| A AWS IoT Events AIEZQIE

+ AWS loT Events 240 CHEF CHE AWS EIAAE MEE [ SYUE AWS 22 ALE 5 oF
grLICH AWS 2| E MEtstE 8 AWS Z2lAaA0| HMASHE Ol EM7F Ue = UE&LICE.

Zodof CHaH JSONS 2 EZ HO|ZEE AWS loT Events A448tL|ct. o 2Hd |
748t olHE QL ZXI7| BE QAR A Tt HEI} s RE £4-2t Hoi7t
x| IZE8 TEARAN REX RUNE 4S5 ELICE KAE LIS E AWS loT
2tz 0| O|HIE CO|E|S TE|Z, B8 9l %2|5HE E 344 U Payload® HZE5HAAIR.

JIBMoRE=
O|Z=0f &= &
;‘T’;sl'ElL.lEI- XI-?=-II hrg
Events API

ESIm J
\'IJ
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_SetVariableAction.html
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AWS loT Core

THERE QLA

loT topic publish action

AWS |oT Core S Sall HIAIX| EEFE Sl MQTT AWS loT HIA|XIE HAIE = U&LIC.
X|HE|lE B S &2 Amazon Web Services &HH £ X0 M AWS loT Core §I=EZQIE 4l &
(@)

e HESHA

jo
it

AWS loT HIA|X| EE27{= HA| AWS loT 22t0|AE| M 5 ZEI0|HFEE HA|X|E T&5H04

=
Z2CI0|HEE AZFLICH RHMEE LHE 2 AWS loT i At MOl ClHO|A SA Z=2EZ2 2 &
ZotM2.

More information (2)
MQTT HIAIX|E HIAIE H CHS mt2tO/E{E K|ZdstoF g LICE.
mqttTopic

HIAIXIE =415t MQTT &ALt

X7 2RI MY E s Ee 3 Zf2 ALE5to] HEL0| MQTT F£A| 0|§ 2 SHeE
Molg = A&Lct
payload
(MEH ALEH 7|2 HO|ZE0E 2tdg EE|7H{E o|HESN UX|7| ZE QIAE A CHEH HE T}
AfAE DE &M-7F H o7t E%*E'L Ch 8t HO|IZEE AFEXL X|IHE =& JU&LICH ApMIE
LHE 2 AWS IoT Events API & Z 2| Payload & FHZE A AIL.
® Note
AWS loT Events AMH|A dgofl (42 El 20| iot:Publish HEtE Foist=X| &l
LICH REMIEE Li22 of CHEt X124 2 2! HA|A 22| AWS loT Events TS EFZSHAIA|
2.
KEMIBE LI AWS loT Events APl & = 9| |otTopicPublishActiong & X8 AA|2.
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AWS loT Events

THERE QLA

loT Events action

AWS loT Events 2fd 2 S35Hof Cl|O|E{E @&

=H= O
= 2™ 52 Amazon Web Services

ZotM2.

AWS loT Events & AFE3lH ZHH| EF

&tH| EE= C|HFO|A E319| Fol| EE= 2 s HEE ZLIE{RSH D 0]
o{Et O|HIETL Hr e [ S EE|HE = JU&LICH RHAMIEH LHE2 AWS loT Events 7HEF R} OF
LHA Q| 2F FodIL|77F AWS IoT Events?E E XML,

More information (2)

Z Clo|EE ©™&e i ot = mtet0|EeE X% AWS loT EventsshioF & LICEH

inputName
ClO|E{E +=415H= AWS loT Events 2/219| 0|& @lL|Ct.

payload
(MEH ALE 712 HO|EEO = B E EE|748H O|HES ZHX|7| 2 QAT A0 CHEF HE 7t
UE BE Hd-2t Ho{7t ZEELICH 3 HO|ZEE MEXE XIHE = JU&LICH RhAM[E
LHE 2 AWS IoT Events API & Z 2| Payload& & Z3HMAIR

® Note

AWS loT Events AMH|A <igtof o

A= HA0| iotevents:BatchPutMessage HEHS
Foist= K| &lgrL|ct RtMIEF L& 2 of CHE Xt B 3 HAM[A £E[ AWS loT Events
g EXRSHAAIR.
REMIE LHE

2 AWS loT Events AP| & X

[= ]

9| |otEventsAction2 R X5t AIL.

AWS loT Events

112


https://docs.aws.amazon.com/general/latest/gr/iot-events.html
https://docs.aws.amazon.com/iotevents/latest/developerguide/what-is-iotevents.html
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AWS loT SiteWise

THERE QLA

loT SiteWise action

AWS loT SiteWise 22 Saio| Attt HHO 2 H|O[EE TEE & A&LICH AWS IoT SiteWise.
X|HxlE |7F_‘| 5%8 Amazon Web Services Yt & Z0of|A{ AWS IoT SiteWise HI=EZQIE 4l &

AWS loT SiteWise & CHE 4t ZHH|0|A TIO|E{E =&, 74 L EME £ = 2" MH|A
QLIch REAMIEH LH 2 AWS IoT SiteWiseAl& AHA{ 2| AWS loT SiteWise O|EF FOIQIL[7F? Ml

Mg FEFAMR.

More information (11)

O| RAiAt Mo 2 H|0|E|E MEE mf Ch2 mtetO|E{E X|& AWS loT SiteWisedHoF & L|Ct.

/A Important
CIlO|E{E £=4Al5lE4H AWS loT SiteWiseO|l M 7|&E RtAb S S AL 38l oF & LCH.

« AWS loT Events 2&
AlE435HoF &L Ct.

+>
jo
>
oo
Q'I_l
rr
i

B2 E X|™HpropertyAliasstod CHe A S MHS

- E A83lE B2 CHA Rt 488 Al¥propertyIdst2d™ assetId & & 5tLt
propertyAlias EE&= & CHE X|'H3H{0F AWS CLIE LICE.

REMIEH LI 2 2otE 24T AWS loT SiteWise AFHE AEAMO| A CIO|E{ AERIE RHAF &
Aol HEE & X5t AL,
propertyAlias
(M4 AFEH) REAF £540 SZQILICH EHAIS XIYE +5 QgL

assetld

(MEH AL XIHE £40] U= R IDYULICH EHEAE X|HE =& J&LICH

propertyld

(A1=H AFEH) RHAH 454 IDRILICH

H
o
i
|0
Ral
0
ok
4>
|.|-|
30
>
r
ful
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4

H
tO|0H TRUE EE&= FALSEO40f
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7
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=
T

£49| dataTypeoi 2t CHS
ae

) timeInSecondsO0iA]
LH2 2 AWS loT SiteWise API
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I.

—

=
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Ml

E AlZtdL|ct,
timeInSeconds
offsetInNanos
/A Important
booleanValue

quality
timestamp
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M

doubleValue
(ME ALE REAE & ZE2 ALl E3AE X|HE o2 USLICH EHAS AIS
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(® Note

AWS loT Events AH|A oi8tol 4Z3=l =40
iotsitewise:BatchPutAssetPropertyValue ™&t2 £0{5t=X
gt LIE2 of CHet Xt 58 2l HAM[A 2] AWS loT Events Et

o
mjo
oA
I
g'l_l
>
>
to

AEAMIEE LH22 AWS IoT Events API & X 9| |otSiteWiseAction2 & X5 AAIL.

Amazon DynamoDB
DynamoDB action

Amazon DynamoDB & &3l C|0|E{& DynamoDB E|O|E2 Bl &= A&LIC
O|E9o| 8t ol X|Het 2t Ho|ZE 0| 2 E £M-ZF Ho{7} = AIELICH X5
=

|.
Amazon Web Services &8t £ & 9| Amazon DynamoDB IE X QIE 2!

ok

1l

i
|0

%
P
_o'l_l
>
>
to

Amazon DynamoDBE 22 2[& NoSQL HIO|E{H|O|A& MH|AZ M HEE 2 E 4t &7H 2
T 0lEF Jtstt 52 M3ELCt RiAE i8S 2 otEE{™ Amazon DynamoDB 7HE Rt LK
M2| What Is DynamoDB?& & Z 3 &A|2.

More information (10)

DynamoDB H|O|E 2| §t ¥=Z C|0|E{E 2 = CtS mteto|Ee & XI55 ok g Lct

Amazon DynamoDB
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tableName
Cllo|E{& == £l3t= DynamoDB E|0|&2| O|& &LIC}. tableName Zt2 DynamoDB Ei|0|= 2|
EfO|€ o|& 1 Ux|alok ELICH EdAlES X|HE == UYSLICH.

hashKeyField
Al ZI(ZEIM 712t &)ol 0|5 LIC} hashKeyField Zf2 DynamoDB Ei|0|& 2| m}lE|M
7|2t L x|SoF EFLICH EdAlE XIHE == U&LILCE.

hashKeyType

(MEd AL SHA| 7]2] CIOIE] FAIQULICH SHA| 7| &2l 2F2 STRING EE= NUMBERO|0{0F &
LICH Z7|122f2 STRINGR!L|CH E$

Mg xIHE 5 AaLin
hashKeyValue
SHAl 7|2 Zt LIt hashKeyValue2(=) CHA| RIER S AFSELICEH o2&t HEX2 HEHY

|
Al CIOIE{E MSELICH B34S X|EE = U&LICH

rangeKeyField

g —ﬁ*— A&LICH

rangeKeyType

o

(MES AL 2| 7(2| lo|E fELICE Al 7| R& 2l 2t STRING EE= NUMBERO|040f
LICH Z7|12Zf2 STRINGLICH E 34

rangeKeyValue

| 7|12| ZtrLICt rangeKeyValue2(£)

0
4o

D= ANS CHA RS2 S AFSELICH ol 8 &
E52 HEY A HIO|HE MIELICH EHAME XIEE = U&LICH

xHod

o

(MES AL & E &Ho| fPLICH EFHAE XIHE = JUauct &Y 22 ot & stLt
040 g LCt.
« INSERT - CIO|EHE& M &S 22 DynamoDB E|0|20 & &LICt. o|Zdo] 7|2 gfLICt
« UPDATE - DynamoDB El|0|&2| 7|& &S & M C|0|EHE YdIo|E gLt
Do
=

 DELETE - DynamoDB E|0|g22| 7|& & AKX B LICE.
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payloadField

(MEH AFEH ZH] T O|ZE & £ 4I8H= DynamoDB €9| 0| ILIC} 7|£ 0|52 payload¥

payload
(MES ALE 7|8 HOo|ZEO = e EC|I7E O|HES ZX|7| 2 QUARAN CHE HE T
UNe DE £/d-Zf Wo{7F ZEELICH 8 HO|ZEE AFEXF X HE == USLICH REAMIE
LI AWS IoT Events API & Z 9| Payload& R Z S MAIL,

EM Oo|Z2E f&0| EAIYEQ! ZL DynamoDBAction2 H| JSON H|O|E{E O|Z! T|O|E{2
DynamoDB E{|0|&0{| 2 &{L|Ct. DynamoDB 2& 2 Cl|O|E{E Base64 QIZEE HAER EA|
5'L|Ct payloadField Zt2 payload-field_rawRlLICt EFHAEZ X|HE £+ QYU&LICH

@ Note
AWS IoT Events AH|A 238tol| (4=l 20| dynamodb: PutItem HEHS S 0{5t =X
ErolstL|Ct RIMIBH L2 of CHEt 122 53 2l M| A ZHE| AWS loT Events EH2 2=
SHAAI2.

REMIBE LHE 2 AWS loT Events APl £ Z 9| DynamoDBAction2 & E 5t AL

Amazon DynamoDB(v2)

DynamoDBv2 action

Amazon DynamoDB(v2) 242 A& 324 DynamoDB E|O|20f CIO|E{E £ £ Ql&LCt.
DynamoDB H|O|E 2| H doil= X|&Et ’Sf J_1|0|§E°| &°d-gf mloq sttt = AIEL|Ct |
HateE 2™ S8 2 Amazon Web Services B & Z= 9] Amazon DynamoDB @IE ZQIE 2l &H&t
22 HETSAAIR.

Amazon DynamoDB= 2t 2|2 NoSQL H|O|E{H|0|A MHIAZ M RE B 221t &7 w2
T oE 753t 452 M3 gL RtAE LHE S 2 ot22{™H Amazon DynamoDB 7HE X} LK
M2| What Is DynamoDB?& & Z &AL,

r>i

OH

More information (2)

82 oh3 Tet0|HE X|GsH ok grLict

rr

DynamoDB E|0|E 2| 0{t{ ¥ = C|0|HE ELH
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tableName

CllO|E{& =+~ 4!5t= DynamoDB E|0|£ 2| O|F ILICt. EFHAE X[HE =& JU&LIC
payload

(MEH AR 7|2 HO|2E0d= 22 EE[7E O|HIES UX|7| BH QIAF A CHEt HET}

Rle BE %442t mlof7t ZEELICH 3 HO|ZEE AKX RIME 45 AaLich xhAlE

L& 2 AWS loT Events API & X 2| Payload& & X3t MA|2.

/A Important
HOo|2EE 82 JSONO|o{ofF ghL|Ct. EAE XIHE =& J&LIC
® Note

AWS loT Events MH|A 23gtof @44 El 20| dynamodb: PutItem T2 R oist=xX|
goIstL|Ct REMIEH LIS 2 of CHE R4 5% & AMA 2] AWS IoT Events EHHS &%
SHAAI2.

KEMIBH LI 2 AWS loT Events API & Z 2| DynamoDBv2ActionS & X5t AI2.

Amazon Data Firehose
Firehose action

Amazon Data Firehose 212 AF2 5™ Firehose T4 AEZ|O 2 [H|0|E{E ME & 4 Q&L
XHE= 2| SE 29| Amazon Data Firehose 21= E O
Services &Ht & =X,

Amazon Data Firehose= Amazon Simple Storage Service(Amazon Simple Storage Service),
Amazon Redshift, Amazon OpenSearch Service(OpenSearch Service) 2! Splunk2} ZH2 CHAM o
Azt AEE|Y OO|EE MB5t7| {8 2t 2™ MP|AJLCt XEAM|EH LHE 2 Amazon Data
Firehose 70 A+ LA 2| Amazon Data FirehoseEt?2 & Z3HMIR.

More information (3)

Firehose & AEB o2 H|O|HE M&E M Chs Tet0|HE X sH ok grLich
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_Payload.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_DynamoDBv2Action.html
https://docs.aws.amazon.com/general/latest/gr/fh.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html

AWS loT Events FHEERE FLHA

deliveryStreamName
CIlO|E{& #=4l8l = Firehose & AE 29| 0|5 QlL|CI.

separator
(MES ALY) At FEXHE A 5104 Firehose & AERIOE MELE|= 4 CIO|EE BEIE
= Aguct 22X Z2E2 '\n'(F HIE), '\t' (&), '\r\n'(Windows A{ &) E£= ', ' (&l £)0]
of gLlct

payload
(MEH ALE 712 HO|ZEo = B E EE|74E O|HES ZX|7| ZE QA A CHEF HE 7t
UE BE -7t Ho{7t ZEELICH 3 HO|ZEE MEX X[HE = JU&LICH RHAE
LHE 2 AWS IoT Events API & Z 2| Payload& & Z &AL,

(@ Note

AWS loT Events AMH|A @3&tof ¢1ZE HAH 0|
K| &gt xtMEt LHE2 of CHer Rt 5F 3 %‘*MIJ\ ZH2[ AWS IoT Events EHH S

HZstHAIR.

_h
H
H
)
0
(@]
0n
('D
'U
C
+
X
(]
(@)
(@)
H
o
]
0
_,_
ﬂl
O
-
0 ol
-T
rir

KEMIEH LIE 2 AWS IoT Events APl & X O] FirehoseAction2 & XA AL,

AWS Lambda

Lambda action

AWS Lambda 22
O|H} =

==
o
Web Services &+ X

f Lambda &¥TE SE& =+
(@)

5 2
oflA AWS Lambda 9I= Z QI

AWS Lambda = MHE Z 2 H|XMstHLE 2H2l5HK] @

I.

% =202
QlLCt. RbAIBH LHE 2 AWS Lambda 7HEFX}F OFLHA{ 2] 2t 9d.°=!L_|77P AWS Lambda?Z& & = 35tAll
o

More information (2)

Lambda & +& &% [ C}S ul2tO|E{E K| &6l oF &hLct.
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functionAxrn

payload
(MEH ALE 712 HO|ZEO = B1dE EE|748H O|HES ZHX|7| 2 QAT A0 CHEF HE 7t
UE BE Hd-2t Ho{7t ZEELICH 3 HO|ZEE MEX XIEE = JU&LICH RhAM[E
LHE 2 AWS IoT Events API & Z 2| Payload& & Z3HMAIR
® Note

AWS loT Events AH|A 23&tof ¢4Z2El Z2H0| 1ambda: InvokeFunction H8t2 F o045}

EX| I LICH REAMEH LI&2 of CHE Xt B & AMA #E[ AWS loT Events EF &S

SEL FSIN-3

KM LI 2 AWS loT Events APl & X 2| LambdaActionE & X235t AA|L.

= =

Amazon Simple Notification Service

SNS action

Amazon SNS FX| HA| S AL& 3t Amazon SNS HIA|X|E AAIE &= U&

= T AM=||—||-_-I' xl'l"_gl'f |
Mol F 52 Amazon Web Services &8t £ Z 9] Amazon Simple Notification Service IE X QIE
HESHAAIR.

ok

o J
on J
mo T

ol

=

Amazon Simple Notification Service(Amazon SNS)E 715 SQI A= XZQIE = ZZI0|HE0
CHEF HIAIR| ME E= ME2 27 L 22lsts f MH[AJLICH REMIEF 2 = Amazon Simple
Notification 7H2f Xt LA 2| What is Amazon SNS?E & XA A|2.

(® Note

Amazon SNS FA| Al 2242 Amazon SNS FIFO(MUME)E K| HEHK| ot&LICH 73
AZIS 2tx EAHS AH|AO|Z 2 Amazon SNS Z10| A|ZHE ) HIAIX|7} X|HEl =M2

O - =
EAEX fE + A&LICH

S= T AAEH

Amazon Simple Notification Service
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More information (2)

ol

Amazon SNS HIA[X|E HIAIE M CtS 2tOE & X|'gst ok gfLICt

I

targetArn

HIAIX|7} M4E E|l&= Amazon SNS CHA O] ARNRILICE.

payload
(MEH ALE 712 HO|ZEO = B E EE|748H O|HE S ZHX|7| 2 QAT A0 CHEF HE 7t
UE BE Hd-2t Ho{7t T ELICH 3 HO|ZEE MEXE XIHE = JU&LICH RHAM[E
LHE 2 AWS IoT Events API & Z 9| Payload& FHZESHAAIL
® Note

AWS loT Events AMH|A dgtofl 24ZEl 20| sns:Publish HEtE Foist=X| &l
LICt REM|EE LI of CHEF AFZ2 =34 2l HM|A BH2| AWS loT Events EFHI2 2 ESHAIA|
o

T

REMIEH LI 2 AWS loT Events APl & X 2| SNSTopicPublishActionS & ZHAAIL.

Amazon Simple Queue Service

SQS action
Amazon SQS 22 &35 Amazon SQS CH7|UE MMEE = UELICH X|HElE 2 FEL
Amazon Web Services L& & %= 9| Amazon Simple Queue Service QIEZQIE 4l &I=2Fg XX
SHAIA|IL.

Amazon Simple Queue Service(Amazon SQS)&= Li721 /1 7184 0| SFo{t Hot S AR Y
718 NZ25t0H O|E E6l EAFAZEQ0{ A|IAEIT I AE St ERgd £ 9

pl I —2 Reipd e — = .

AtAMIEH HE = Amazon Simple Queue Service 7HE R} 2HLHA Q| What is Amazon Simple Queue
Service?& R ZHAAIL.
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https://docs.aws.amazon.com/general/latest/gr/sqs-service.html
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® Note

I-o
Al

Amazon SQS %42 >Amazon SQS FIFO(MUME) FXME X|sHX| et&Lct & o
S 0| =

|-5|=| =1 =
T2 2t 248 MH|A 0|22 Amazon SQS AEE m HAIXZE RIEE =42
EAMEIX| 8 o A&LICH

AHEH
More information (3)
Amazon SQS CH7 ¥ 2 MM&E i CH2 ut2t0|EeE K[ sHoF & LCt.
queuelrl

CIlO|E{E& #=Al8lE Amazon SQS CH7 | o] URLYILICE.

useBaseb4

(MEd ALEHE X|H5HEH7) O|O|E{E Base64 HIAEZ AWS loT Events QI3 &8 L|CHTRUE. 7|
222 FALSERILICE

payload
(MEH AL 7|E HOo|Z=0lE 2 g E2|HE o|HIEQ ZEX|7| ZE QIAEIAO CHEH HE T}
AUE DE SM-ZF mof7h ZEELICH E5t Ho|ZEE ASA XIHE & JU&LICH RHAIEH
LIS AWS IoT Events APl 2 X 9| Payload& & Z &AL,
® Note
AWS loT Events AMH|A &0l HAZEl 20| sqs:SendMessage THetE F0{st=X| &

OIErL|C REAM|SH LHE 2 of CHE RFZ4 S 2l HAM|A 2HE| AWS loT Events

Chelg Azt
MAI.

—

KEMIBE LI 2 AWS loT Events API & Z= 9| SNSTopicPublishActiong & X3 AIA|L.

Amazon SNS2F AWS |oT Core T+&| AEIS A5t - E EC|HE == U&LICH AWS Lambda .

O|& &3l Amazon Connect®t Z2 CHE AH|ALE 2|AF ERP(TIALA ZHpd #F2]) O E 2|7 0|MEE A E

y
stod ZXIE F& = U&LICH
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® Note

CiZ GOl B2 AERE MAIZte = &5t #{E[6t2{ Amazon Kinesis@t 22 Ct
E AWS MH|AE AL E = UELICH 047|0lM =7| 241 228 ChSof ZutE ZX|7]of
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EHAS +4ICIOIEE Wbt AN S 85D, S5 &Y EE M) TE0| 245 X218 2
Hote o ASELICHE ZXI7| 2YS M6 AE0IEY 0 38 KIFsHs B 7x| $HS AWS
7 VA

o
loT Events M3 & LICH. E3HAIZ AFE S0 EIEE 22 XIHsHHL § 24f2 XI'E5t7] o 34
£ T™7Ie AWS IoT Events £ Q! &LIC}H

« OlM C|HIO|A HIO|E{E EEE st A E Holst= 7 & AWS loT Events

o Of CHEF 3 A of M| & AFE AWS IoT Events

ol A ClttolA B o|E{E HE{Ze D &g Holsts T2 AWS loT
Events

E#A2 ClHHolA ClOJEIS TE{YStD 5reig Holshs T2 MBBLICH AWS loT Events E

Mol BIEST, QIAHRE B4, AT U CHA HEXS ASE 4 2ALICH Ol2f3t T4 QA8 Zerstod

Z2stm Rt EHAIZ M45t0d loT CIOIEIS XEIStL, AlME +¥stD, SXYS E53L, Y
X =1

x|7) 29 Lol M =2l A8e L2 4 laLich
S

* Integer
- 10%l=

 String

H
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String

T DIARHE 25 2XHQ0jofof BHLICH BAMY BIEIES EH2MHSE()R H040F FLICH

OAXl: 'my' + 'string' -> 'mystring’

o 3t7]: +

F I|QI4kRt= 25 =Rpoqok §LCE.

Of % i HHT) B ShLb OI40| 10147} ObLl 9 L4l ATHE WS RE H4 2t

CH
e
s

Pl

7| *

+)
¥

Wy
ol

o

Hh
rir

OA: 13 | 5->13
2l &

°
u]

ofX&: 13 & 5->5
e XOR: A

oAl: 13 ~ 5->8
* NOT: ~

of|All: ~13 -> -14

MHT

momN oo
oo X o
A

my!

mjo

A

]

A

5

0jo
I

jo

|y
X
I
my
Ol
v
i
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° %: >
o 3-8
- E= ]
® Note
| |2l 3t A0 Holx|X| 2 Clo|E7t & & A2 s 519 EFHAI2 falselt
Z 0| #=ELCt.
s
=2 -
LIS E A85t0 EEHA Lo 808 O EEE =+ U&LICH
AWS loT Events E314l0]| Af2E &
AWS loT Events = ZX[7| 2& E3HA 0| 7|52 7HM517| I8t LIE &+ MEE MSELICH o|z48t
B48 AFS5HE ol El, R Wal null 29l E1 R Ay, o ol 2R £% W HIE
Bt 2tdES s -E £ U&LICH o248t & +E &850 SE X2l AWS loT Events 222 445}04
loT OHEZ 2|7{o|Mo| HMEIMOl S EMHE INME = U&LICH
718 A& &=+
timeout("timer-name")
X|HE ElO|H7} Bt =X| 04582 true WItEILICE “timer-name“g AFZ X7}
O[8t E}O|H O|E2 2 HIFO{ IS EE E7|SHAA|L. O|HIE Zrdof M ELO|H

S

£ Holgt CtF EtO|HE AlEfst7LE, ZHEE st 7HLE, o|Tol| Heolgh Eto|HE Xx|2
& &LCH ZE detectorModelDefinition.states.onInput|onEnter|
onExit.events.actions.setTimer.timerName2 X 3IAAIL.

B MEfOl A AE ELOIIHE CHE AEfoll M BEY 4 aLIch Eholni7h A EElE HEHE 2
215}7| F0f EfO|HE BHE AEHE WEsHok BrLict

o€ £0{ AX|7| 22 0= TemperatureChecked & Et= 5 7HK| HEN7} U&
L|CtRecordUpdated. TemperatureChecked A EH0{A{ EO|HE M MZM&LICH
TemperatureChecked 2 EjO{|A{ EtO|HE AtE 524 HX{ RecordUpdated & EfE &= 5H
Of fLICt.

E3 Aol et & 126



THERE QLA

1 7 0|&0=
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@ Note
AIR| ElO|H BHE & %S & Q1% Mgt timeout ()0l trueZ HHEHE

falseZ HIEHEIL|CT

convert(type, expression)
| B4 0| 2t 2 BIHELICH ## 22 String, Boolean EE&
ILEE AFE5HHU Z|ET 2 E ERIEE BItE]

C

EEEETS
Totod Q& st atS HHEELIC

DecimalO|0{0OF E,FL,| _
= E3AZ AT A, OFHE 2R
- B2 > BXY

2XYE "true" = "false" S HHEHELICE

. =2

[ =
. BAYE > 108

XHE BAES &8 1084+ £30[040F 5tH, 2HX| oM ¢

convert( )7t &8 ¢t 2 gttt x| oM S Zt0| &8 EHA T RESHK| A &LICH O]

A= falselt SUSHH £ AO| &Mt O|HES| UE Z nextState X|HE O|HEQ}

actionsQ 2 XEtg E|7{5H K| &f&LCt

£04, 22 MyInputO| HIAIX| {

isNull(expression)
EFAIO|NULLE EHEtE|™ true2 WIHELICEH O E
null }& £AI6tH CHE 2 trueZ WIHE| X[ isUndefined($input.MyInput.a)E

falseZ HWI7HEILICH

isNull($input.MyInput.a)

olz2d
y H 1

MyInputO| HIAIX] { "

isUndefined(expression)
EFA0| Holz|X| o UCHH true 2 WIHEILICEH o € E0
= TAMSHCIE 2 falseZ2 HIHE|X|PF isNull($input.MyInput.a)E truez

null }2
HIHELICE.

isUndefined($input.MyInput.a)
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triggexType("type")
## 22 "Message" EE= "Timer"7t E = A&LICE CHZ o x|t Z 0| EfO|H7} BH= E[04 Si
Z72 It F0I2t™ trueE WIHELICH

Y O[HIEZ} LIEtLHE= O|HIE

triggerType("Timer")

= U3 HAIXKIZF A E[QIELICH

-

triggerType("Message")
currentInput("input")
ZHE Hot 50|2HH

of S MIA|X|7} LIE}LH= O|HIE
"AbOIt" }E J\Algl_

23 CommandZt HIAIX] { "value":

Hﬂ

RIEE 22 HAIXIE 2et7 I i

true® HIHELICH o &
rue® "WILEL F

HOS2t

currentInput("Command")
ololto o

1A OMAME S 20| AR Efo|HTE BF= E|X] OFR

Ol &+E AtE35t0{ CHS EH4
2 X0l HItE|1 UK =HRlE = JU&Lct
currentInput("Command") && $input.Command.value == "Abort"
SR Y| B4
startsWith(expressionl, expression2)
I 2R EHAICZ AISBICHH true2 BIIELICH I8 S
= TASHHECIES 2 true2 HIHE

A Hm Xt B3HAlo| F

MyInputO| HA|X] { "status": "offline"}2 4l

of, U

LICF.

startswWith($input.MyInput.status, "off")

S EHA D5 X1 2O 2 WItElofol BLICH  EHA 5 sLIET 2A1Y 3O 2 Wit
x| oto ™ B4 ol 717t HOlE/X| SH&LICH M2 2 #ElX| ShaLict
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endsWith(expressionl, expression2)

M EAE E3HAI0| F B XY EFHACR BULCHH trueZ WIHELICH & E04,
2124 MyInputO| MIA|X| { "status": "offline" }2 £¢ |3P':'=| CHE 2 trueZ TWIHEIL
Ct.

endsWith($input.MyInput.status, "line")

T EHAZF 2R o2 YItk|o{ok ELICE F B34 & StLIZtE 2AME ZIo 2 HItE|

Xl etom ol A7t Holk|X| St &L #HEt2 s> E|X| &L
contains(expressionl, expression2)

AN EXHE A F H EAHE o440 ZEE[0] UCHH true2 WIHELICH K&

£04, 2124 MyInputO| HIAIX| { "status": "offline" }2 #ASIHLCIS2 trueZ ot

= |c}

= .

contains($input.MyInput.value, "fli")

T EHN 25 BAY HO2 WHL0(} HUICL £ EHY 3 LT 2R o2 WS
x| ghom gh40| A7l Molx| ghaLich HEe S3E|x| e
SO S

bitor(expressionl, expression2)

\_/

M4 EFHAO| HIEH ORS HIIHELICHOIE OR Q42 M9l CHE 3= HIEo| CHal ==
o€ £01, = MyInputO| HIAIX| { "valuel": 13, "value2": 5 }E #ASIHLCIZ2
1322 HWIHEL|C}H

bitor($input.MyInput.valuel, $input.MyInput.value2)

Y gtoz GrtElo{oF FLICH & B34 T otLivt M o2 FIHEX| &

M BT
40| AT} Holx|x| ebaLICH Hete S HEIx| SbaLIcH

o|'-|-

bitand(expressionl, expression2)

M4 E3AIO| HIEH ANDE H7HELICHOIE AND Qd4H2 H=9| CHS Eli= HIE o CHEH =&
E). & E04, = MyInputO| HIAIX| { "valuel": 13, "value2": 5 }& ¢I5tH Ct
=2 52 HItE Ut

FH
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T EHA DT M4 o2 BIE/ofo} LI £ EHA E sL7L B4 o BItEIX| of
O Bt40| Znt7t HOIE|K| Sb&LIC HErS SYEIX| ofaLICH

bitxor(expressionl, expressionZ2)

o| H|E ¥ XORS H7HEILICHOI# XOR @142 H40| thEHe HI=ofl Chal 42

Mae BEHA
E). & E04, = MyInputO| HIAIX| { "valuel": 13, "value2": 5 }& ¢I5tH Ct
22 82 HWIHELICH

bitxor($input.MyInput.valuel, $input.MyInput.value2)

F EHA RF M o2 Hrtk|ofof gLICH F EFHA B StLVF H g2 HILE|X] o
o™ g0 A7t MolE|X| et&LCt HE2 > E[X| pf&LC.

bitnot(expression)
M4 EFAIO| HIEH NOT2 HIIHELICHOIE NOT Q442 M= HIEoof| CHaH +#E). & E
04, 2124 MyInputO| MIAIX| { "value": 13 }& $£AISIHCIS2 -142 WILELICH

bitnot($input.MyInput.value)

FEHAN DT Y Yoz Grtz[ofok LT F BHA & sty 4 ez BILEIR] ©f
o g0 A7t ol K| pi&LICH HE2 +HEX| gh&LICH

AWS |oT Events E$4410| @l2d 4l B44~0f CHEF R X
ol

$input.input-name.path-to-data

input-name2(=) &2 M U E AFE35tod BHE =L|Ct

0 € £01, inputDefinition.attributes.jsonPath &

TemperatureInput 20| U= B CtF AFS 758 EH=o 2L0| LIEE =+ ?J%L—IEP.

"temperature": 78.5,
"date": "2018-10-03T16:09:092"

[T

temperature ZE 72 & Z5i2{™ Ct
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$input.TemperatureInput.temperature

2 [n]12 AL85tod HiEe| HIHE & xe & J&LICH olE So{osn &

"temperatures": [
78.4,
77.9,
78.8

1,
"date": "2018-10-03T16:09:092"

[u-}

CtS BEoR 2/ 78.82 &g = UsLCH
$input.Temperaturelnput.temperatures[2]

A
II:I__I_

$variable.variable-name

4Lt

E

variable-name= CreateDetectorModel 242 AF235104 29

o E =01
detectorDefinition.states.onInputEvents.actions.setVariable.variableName&
A& 3sto{ Holgt O|FO| XI'HE TechnicianID 7t U= B2 O BHE AFE5H0q g0

7tE =20 XIGE(BAY) 2 HEE + UL

$variable.TechnicianID

setVariable 2 Al2&HM
4%

S
H&LICH HyrE dEHE SN

a-zA-Z][a-zA-Z0-9_]1*E [EX| f= A%}

= AZTOIME ST AEAE WE()22 Rofof BLITH oS

oA
=1
=5
o
1>
:tzé
o
—
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'${expression}"
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"{\"sensor"\:\"11\"}"
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"{\"sensor_id\":\"${$input.GreenhouseInput.sensors[@].sensor1}\",\"temperature\":
\"${$input.GreenhouseInput.temperature*9/5+32}\"}"
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aws iotevents create-input --cli-input-json file://seedInput.json

I}l seedInput.json

"seedTemperatureInput",

"inputName":
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"inputDescription": "Temperature seed values.",
"inputDefinition": {
"attributes": [

{ "jsonPath": "areald" },
{ "jsonPath": "desiredTemperature" },
{ "jsonPath": "allowedError" },
{ "jsonPath": "rangeHigh" },
{ "jsonPath": "rangeLow" 3},
{ "jsonPath": "anomalousHigh" },
{ "jsonPath": "anomalousLow" },
{ "jsonPath": "sensorCount" },
{ "jsonPath": "noDelay" }
]
}
}
SE:
{

"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/
seedTemperatureInput",
"lastUpdateTime": 1557519620.736,
"creationTime": 1557519620.736,
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values."

Zoof et ZF Y40l ZF M7} temperatureInpute T&sHoF g LICEH

aws iotevents create-input --cli-input-json file://temperatureInput.json

It Y: temperaturelnput.json

{
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data.",
"inputDefinition": {
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"attributes": [

{ "jsonPath": "sensorId" },
{ "jsonPath": "areald" },

{ "jsonPath": "sensorData.temperature" }

[a

0lo
I

-~

"inputConfiguration": {
"status": "ACTIVE",

"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/temperaturelnput",
"lastUpdateTime": 1557519707.399,

"creationTime": 1557519707.399,

"inputName": "temperatureInput",

"inputDescription": "Temperature sensor unit data."
}

E AH83510{ HVAC A|AHRI0|| CHEF 24 X7 & Ho| AWS IoT Events
areaDetectorModel s Zf ZX|7| QIAEAO| 2tE B A S ™HO|EL|CE Zf state machine @IAHE
A 2 MM EEZIE 2T CH2 o] TS0 etk HERE B445t D Mo HIAIX|E 2L,

= 1L--d

CLI HE2 ChSE A8 gL

aws iotevents create-detector-model --cli-input-json file://areaDetectorModel. json

mtQl: areaDetectorModel. json

{
"detectorModelName": "areaDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "start",
"onEnter": {
"events": [
{
X7 2 Hol
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"eventName": "prepare",
"condition": "true",
"actions": [

{

"setVariable": {
"variableName": "sensorId",
"value": "0Q"

}

},
{

"setVariable": {
"variableName": "reportedTemperature",
"value": "0.1"

}

},
{

"setVariable": {
"variableName": "resetMe",
"value": "false"

]
},
"onInput": {
"transitionEvents": [
{
"eventName": "initialize",
"condition": "$input.seedTemperatureInput.sensorCount > 0",
"actions": [
{
"setVariable": {
"variableName": "rangeHigh",
"value": "$input.seedTemperaturelnput.rangeHigh"
}
},
{
"setVariable": {
"variableName": "rangelLow",
"value": "$input.seedTemperaturelnput.rangeLow"
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1,

"setVariable": {

"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput
}
},
{
"setVariable": {
"variableName": "averageTemperature",
"value": "$input.seedTemperatureInput
}
},
{
"setVariable": {
"variableName": "allowedError",
"value": "$input.seedTemperatureInput.
}
},
{
"setVariable": {
"variableName": "anomalousHigh",
"value": "$input.seedTemperaturelnput.
}
},
{
"setVariable": {
"variableName": "anomalousLow",
"value": "$input.seedTemperatureInput.
}
},
{
"setVariable": {
"variableName": "sensorCount",
"value": "$input.seedTemperatureInput.
}
},
{
"setVariable": {
"variableName": "noDelay",
"value": "$input.seedTemperatureInput.
}
}

"nextState": "idle"

iy

.desiredTemperature"

.desiredTemperature"

allowedError"

anomalousHigh"

anomalousLow"

sensorCount"

noDelay == true"

axrzI2d ™
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"eventName": "reset",

"condition": "($variable.resetMe == true) &&
($input.temperaturelnput.sensorData.temperature < $variable.anomalousHigh &&
$input.temperaturelnput.sensorData.temperature > $variable.anomalouslLow)",

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
1,
"nextState": "idle"
}
]
I
"onExit": {
"events": [
{
"eventName": "resetHeatCool",
"condition": "true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"
}
}
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"stateName": "idle",
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperaturelnput.sensorData.temperature"

]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=
$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
I
{
"eventName": "calculateAverage",

X7 2 Ho
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"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.anomalousHigh && $input.temperatureInput.sensorData.temperature >
$variable.anomalousLow",

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelnput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "idle"
},
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
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},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
},
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
I
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,

"nextState": "heating"

==
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"eventName": "highTemperatureThreshold",

"condition": "(((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >
($variable.desiredTemperature + $variable.allowedError))",

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
3,
{

"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"

}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
},
{
"eventName": "lowTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <
($variable.desiredTemperature - $variable.allowedError))",
"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
3,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
3,
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{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
}
]
}
I
{
"stateName": "cooling",

"onEnter": {
"events": [
{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [
{
"setTimer": {
"timerName": "coolingTimer",
"seconds": 180
}
I
{
"setVariable": {
"variableName": "goodToGo",
"value": "false"

]
I
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"

HX|7| 2k

o
lo

147



AWS IoT Events

THERE QLA

}
}
]
I
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"
}
}
]
}
]
I
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperaturelnput.sensorData.temperature"
}
}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

X7 2 Ho
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{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
1,
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
},
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"coolingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelnput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
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"iotTopicPublish": {

"mqttTopic": "temperatureSensor/anomaly"
}
}

1,

"nextState": "cooling"
1,
{

"eventName": "highTemperatureSpike",

"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
1,
{

"iotTopicPublish": {
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"mqttTopic": "hvac/Cooling/Off"

}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
},
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) <=
($variable.desiredTemperature - $variable.allowedError)) && $variable.goodToGo ==

true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"
}
}
1,
"nextState": "idle"
}
]
}
},
{
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"stateName": "heating",
"onEnter": {
"events": [

{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [
{
"setTimer": {
"timerName": "heatingTimer",
"seconds": 120
}
},
{

"setVariable": {
"variableName": "goodToGo",
"value": "false"

}

}
]
},
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
{

"setVariable": {
"variableName": "goodToGo",
"value": "true"

}

}
]
},
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{

"setVariable": {
"variableName": "enteringNewState",
"value": "false"

}

}
]
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}
]
},
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
I
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
}
}
]
I
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureIlnput.desiredTemperature"
}
}
]
},
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
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"setVariable": {

"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
I
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"heatingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "heating"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [
{
"iotTopicPublish": {
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"mqttTopic": "temperatureSensor/spike"

sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"

"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"

"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"

"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"

"setVariable": {
"variableName": "enteringNewState",
"value": "true"

}
1,

"nextState": "cooling"

iy

"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.rangelLow",
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"

1,

HX|7| 2k
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"nextState": "heating"

iy

"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >=
($variable.desiredTemperature + $variable.allowedError)) && $variable.goodToGo ==
true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"

}
]I

"nextState": "idle"

1,

"initialStateName": "start"

iy
"key": "areald",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"

}
SH:
{
"detectorModelConfiguration": {
"status": "ACTIVATING",
"lastUpdateTime": 1557523491.168,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1557523491.168,
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"detectorModelArn": "arn:aws:iotevents:us-west-2:123456789012:detectorModel/

areaDetectorModel",
"key": "areald",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

S| HVAC A|AHEIo] CHEF BatchPutMessage 0|l AWS loT Events

Z7| %S utetilEE

fun
o

O| of A0l M BatchPutMessage2(=) Yol CHEE 4 X|7| QIARHAE TF

HolstE ol AFSELICH

aws iotevents-data batch-put-message --cli-input-json file://seedExample.json --cli-

binary-format raw-in-base64-out

I} : seedExample. json

"messages": [
{
"messageld": "0000l1",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 20.0, \"allowedError
\": 0.7, \"rangeHigh\": 30.0, \"rangeLow\": 15.0, \"anomalousHigh\": 60.0,
\"anomalousLow\": 0.0, \"sensorCount\": 10, \"noDelay\": false}"

}

[a

0l
Il

-~

"BatchPutMessageErrorEntries": []

[

O| ol Alol A BatchPutMessage2(E) B LH B Mol CiEr 2 MM BS2HE 2105t ol Al

SELh
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aws iotevents-data batch-put-message --cli-input-json file://temperatureExample.json --
cli-binary-format raw-in-base64-out

utQl: temperatureExample. json

"messages": [
{
"messageId": "0Q0005",
"inputName": "temperatureInput",
"payload": "{\"sensorId\": \"@5\", \"areaId\": \"Area51\", \"sensorData\":
{\"temperature\": 23.12} }"

}
]
}
oCt.
O H-
{
"BatchPutMessageErrorEntries": []
}
O| of|M|ofl A BatchPutMessage2(=) &8 K[| Hote= 2 & WE5te= ol AHSELICH

CHS S AFSELICH

rlo

CLI BH

aws iotevents-data batch-put-message --cli-input-json file://seedSetDesiredTemp.json --
cli-binary-format raw-in-base64-out

2l seedSetDesiredTemp. json

{
"messages": [
{
"messageId": "00001",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 23.0}"
}
]
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}

0lo
I

-~

"BatchPutMessageErrorEntries": []

[

Area51 A X|7| QLUAEA|A MM E Amazon SNS HIA|X|2] 0f:

Heating system off command> {
"eventTime":1557520274729,

"payload":{
"actionExecutionId":"f3159081-bac3-38a4-96f7-74af0940d0as",
"detector":{

"detectorModelName":"areaDetectorModel",
"keyValue":"Area51",
"detectorModelVersion":"1"

},

"eventTriggerDetails":{
"inputName":"seedTemperaturelnput",
"messageld":"00001",
"triggerType'":"Message"

.

"state":{

"stateName":"start",

"variables":{
"sensorCount":10,
"rangeHigh":30.0,
"resetMe":false,
"enteringNewState":true,
"averageTemperature":20.0,
"rangelLow":15.0,
"noDelay":false,
"allowedError":0.7,
"desiredTemperature":20.0,
"anomalousHigh":60.0,
"reportedTemperature":0.1,
"anomalousLow":0.0,
"sensorId":0

}I

BatchputMessage Oi|A|
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"timers":{}
}
}I

"eventName":"resetHeatCool"

Cooling system off command> {
"eventTime":1557520274729,

"payload":{
"actionExecutionId":"98f6alb5-8f40-3cdb-9256-93afd4d66192",
"detector":{

"detectorModelName":"areaDetectorModel",
"keyValue":"Area51",
"detectorModelVersion":"1"

3,

"eventTriggerDetails":{
"inputName":"seedTemperaturelnput",
"messageld":"00001",
"triggerType":"Message"

b

"state":{

"stateName":"start",

"variables":{
"sensorCount":10,
"rangeHigh":30.0,
"resetMe":false,
"enteringNewState":true,
"averageTemperature":20.0,
"rangelLow":15.0,
"noDelay":false,
"allowedError":0.7,
"desiredTemperature":20.0,
"anomalousHigh":60.0,
"reportedTemperature":0.1,
"anomalousLow":0.0,
"sensorId":0

3,

"timers":{}

}
b

"eventName":"resetHeatCool"
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AWS loT Events
O| o Al M= DescribeDetector APIE AFE35H04 ZHX|7| QIAEIA O
MLk
aws iotevents-data describe-detector --detector-model-name areaDetectorModel --key-

value Area51

C}.
= .

0l

-~

"detector": {
"lastUpdateTime": 1557521572.216,
1557520274. 405,

"creationTime":

"state": {
"variables":

{

L

"resetMe",

Ilnamell .
"false"

"value":

iy
{

"rangelLow",

"name" :
Il15.®"

"value":

.
{

"name": "noDelay",
"value": "false"

iy

{
"name": "desiredTemperature",

"value": "20.0"
1,
{

"anomalousLow",

"name" :
IIQ.QII

"value":

iy
{

"sensorId",

Il\ll@l\ll n

Ilnamell .
"value":

iy
{

"name": "sensorCount",
"Value"- Il1®ll
161
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"name": "rangeHigh",
"value": "30.0"
},
{
"name": "enteringNewState",
"value": "false"
},
{
"name": "averageTemperature",
"value": "19.572"
},
{
"name": "allowedError",
"value": "0Q.7"
},
{
"name": "anomalousHigh",
"value": "60.0"
},
{
"name": "reportedTemperature",
"value": "15.72"
},
{
"name": "goodToGo",
"value": "false"
}
1,
"stateName": "idle",
"timers": [
{
"timestamp": 1557520454.0,
"name": "idleTimer"
}
]
I
"keyValue": "Areabl",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"
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9| HVAC A|AEI0] CHE BatchUpdateDetector 04 Al AWS IoT Events

>.
E
ol
El
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O| o A|olA BatchUpdateDetector2(£) 28 52! ZX|7| QAAEHA
ol At ELCt.

EEMOIHVAC A|AH! #E|oflE 0o42d B X|7[of CHEF B x| MTIO|E7} 2 st AL 7| Er&aL|Ct o] Al
Mo e ZX|7]0]l AWS IoT Events2| Hi x| CI0|E 7|8 AI25tE &S Eo{EL|Ct 0] Ao
I2IOIEE SAlo =H5tn &AHZIES HOIO|ESHod CIHIO|A E5I0M SH &dE ™St iR
AAEIE Mo 2 ZE|StE 7S 7St W E otELCt

CLI HH2 CISE A &Lt

aws iotevents-data batch-update-detector --cli-input-json file://areaDM.BUD.json

m}: areaDM.BUD. json

{
"detectors": [
{
"messageld": "0001",
"detectorModelName": "areaDetectorModel",
"keyValue": "Areab5l",
"state": {
"stateName": "start",
"variables": [
{
"name": "desiredTemperature",
"value": "22"
},
{
"name": "averageTemperature",
"value": "22"
},
{
"name": "allowedError",
"value": "1.0"
},
{
"name": "rangeHigh",
"value": "30.0"
},
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]I

}

Ilnamell .

"value":

Ilnamell .

"value":

Ilnamell .

"value":

Ilnamell .

"value":

Ilnamell .

"value":

Ilnamell .

"value":

Ilnamell .

"value":

Ilnamell .

"value":

Ilnamell .

"value":

"timers": [

"rangelLow",
Il15-®"

"anomalousHigh",
Il6®.®"

"anomalousLow",
IIQ.QII

"sensorCount",
Il12ll

"noDelay",
Iltruell

"goodToGo",
Iltruell

"sensorId",
Il@ll

"reportedTemperature",
Il®.1ll

"resetMe",
Iltruell
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An error occurred (InvalidRequestException) when calling the BatchUpdateDetector
operation: Number of variables in the detector exceeds the limit 10

}

AWS loT Core T+&! 2I&l & AWS IoT Events

CtS &2 AWS loT Events MQTT HIAIX|E MELR YOIO|E 2% HIAIX|Z CHA] AIA|EFLICEH Z K|
7| ZEof ol Mozle 2 Yol Lieh B x| Ll HZE k|0 AWS loT Core AF20| Ho|x|o{ QlCtm
7 ghLct.

Ol ofAloi M= O|F 0l Area51HeatingUnit & Area51CoolingUnit@! 52 Mol

- O

CLI HE2 CheE AS gL

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOffRule.json

ut2l: ADMShadowCool0ffRule. json

{
"ruleName": "ADMShadowCoolOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/Off'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/ADMShadowRole"
}
}
]
}
}

SH:[HIf US
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aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOnRule.json

utl: ADMShadowCoolOnRule. json

{
"ruleName": "ADMShadowCoolOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/On'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/ADMShadowRole"
}
}
]
}
}

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOffRule.json

utl: ADMShadowHeatOffRule. json

{
"ruleName": "ADMShadowHeatOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/Off'",
"description": "areaDetectorModel mqgtt topic publish to heating unit shadow
request",

"ruleDisabled": false,
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"awsIotSqlVersion": "2016-03-23",
"actions": [

{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}

SH:[HIof UE]

LI BHE2 oSS ASELICH

rlo

@)

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOnRule.json

utl: ADMShadowHeatOnRule. json

{
"ruleName": "ADMShadowHeatOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/On'",
"description'": "areaDetectorModel mqtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/ADMShadowRole"
}
}
]
}
}

SH:[HI US
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#Create Pressure Input

aws iotevents create-input --cli-input-json file://pressurelnput.json
aws iotevents describe-input --input-name PressureInput
aws iotevents update-input --cli-input-json file://pressurelnput.json
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aws iotevents
aws iotevents

list-inputs
delete-input --input-name Pressurelnput

#Create Temperature Input

iotevents
iotevents
iotevents
iotevents
iotevents

aws
aws
aws
aws
aws

#Create Motor
aws iotevents
aws iotevents
aws iotevents

create-input --cli-input-json file://temperaturelnput.json
describe-input --input-name TemperaturelInput

update-input --cli-input-json file://temperaturelnput.json
list-inputs

delete-input --input-name TemperatureIlnput

Event Detector using pressure and temperature input
create-detector-model --cli-input-json file://motorDetectorModel.json
describe-detector-model --detector-model-name motorDetectorModel
update-detector-model --cli-input-json file://

updateMotorDetectorModel. json

aws iotevents
aws iotevents
aws iotevents

#Create Crane
aws iotevents
aws iotevents
aws iotevents

list-detector-models
list-detector-model-versions --detector-model-name motorDetectorModel
delete-detector-model --detector-model-name motorDetectorModel

Event Detector using temperature input

create-detector-model --cli-input-json file://craneDetectorModel. json
describe-detector-model --detector-model-name craneDetectorModel
update-detector-model --cli-input-json file://

updateCraneDetectorModel. json

aws iotevents
aws iotevents
aws iotevents

list-detector-models
list-detector-model-versions --detector-model-name craneDetectorModel
delete-detector-model --detector-model-name craneDetectorModel

#Replace cranelds

sed -i

'' "s/100008/100009/g" messages/*

#Replace motorIds

sed

-i '' "s/200008/200009/9" messages/*

#Send HighPressure message

aws iotevents-

data batch-put-message --cli-input-json file://messages/

highPressureMessage.json --cli-binary-format raw-in-base64-out

#Send HighTemperature message

aws iotevents-

data batch-put-message --cli-input-json file://messages/

highTemperatureMessage.json --cli-binary-format raw-in-base64-out

#Send LowPressure message

0%
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aws iotevents-data batch-put-message --cli-input-json file://messages/
lowPressureMessage.json --cli-binary-format raw-in-base64-out

#Send LowTemperature message

aws iotevents-data batch-put-message --cli-input-json file://messages/
lowTemperatureMessage.json --cli-binary-format raw-in-base64-out

C
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=

Y craneDetectorModel. json

"detectorModelName": "craneDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "OQ"
}
}
]
}
]
},
"onInput": {

"events": [
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{
"eventName": "Overheated",
"condition": "$input.Temperaturelnput.temperature > 35",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "$variable.craneThresholdBreached + 1"
}
}
]
I
{
"eventName": "Crane Threshold Breached",
"condition": "$variable.craneThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:CraneSNSTopic"
}
}
]
I
{
"eventName": "Underheated",
"condition": "$input.Temperaturelnput.temperature < 25",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "0Q"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"
I
"key": "craneid",

"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"
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7|1 #x7| 22 Mol|o|E5tEd™. m: updateCraneDetectorModel. json

"detectorModelName": "craneDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "OQ"
}
.
{
"setVariable": {
"variableName": "alarmRaised",
"value": "'false'"
}
}
]
}
]
.
"onInput": {
"events": [
{
"eventName": "Overheated",
"condition": "$input.TemperatureInput.temperature > 30",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "$variable.craneThresholdBreached + 1"

#dr7I 2 =
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}
]
},
{
"eventName": "Crane Threshold Breached",
"condition": "$variable.craneThresholdBreached > 5 &&
$variable.alarmRaised == 'false'",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:CraneSNSTopic"
}
I
{
"setVariable": {
"variableName": "alarmRaised",
"value": "'true'"
}
}
]
I
{
"eventName": "Underheated",
"condition": "$input.TemperatureInput.temperature < 10",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "0Q"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"
I
"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

#dr7I 2 =
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It motorDetectorModel. json

"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "OQ"
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "Overheated And Overpressurized",
"condition": "$input.Pressurelnput.pressure > 70 &&

$input.TemperatureInput.temperature > 30",
"actions": [

{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "$variable.motorThresholdBreached + 1"
}
}
]
I
{
"eventName": "Motor Threshold Breached",
"condition": "$variable.motorThresholdBreached > 5",
"actions": [
{
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"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:MotorSNSTopic"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"

iy
"key": "motorId",
"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

7|1 #x7| 228 Yol|o|EStEd™. m: updateMotorDetectorModel. json

"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "OQ"
}
}
]
}
]
},
"onInput": {

"events": [
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"eventName": "Overheated And Overpressurized",

"condition": "$input.Pressurelnput.pressure > 70 &&
$input.TemperatureInput.temperature > 30",

"actions": [

{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "$variable.motorThresholdBreached + 1"
}
}
]
},
{
"eventName": "Motor Threshold Breached",
"condition": "$variable.motorThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:MotorSNSTopic"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"
},
"roleArn":

"arn:aws:iam: :123456789012:role/columboSNSRole"
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"inputName": "PressurelInput",
"inputDescription": "this is a pressure input description",
"inputDefinition": {
"attributes": [
{"jsonPath": "pressure"}

2l temperatureInput.json

"inputName": "Temperaturelnput",
"inputDescription": "this is temperature input description",

"inputDefinition": {
"attributes": [
{"jsonPath": "temperature"}
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m}l: highPressureMessage. json

{
"messages": [

{
"messageId": "1",
"inputName": "PressurelInput",
"payload": "{\"craneid\": \"100009\", \"pressure\": 80, \"motorid\":

\"200009\"}"
}
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]

It Y: highTemperatureMessage. json

{
"messages": [
{
"messageId": "2",
"inputName": "Temperaturelnput",
"payload": "{\"craneid\": \"100009\", \"temperature\":
\"200009\"}"
}
]
}

It Y: lowPressureMessage. json

{
"messages": [
{
"messageId": "1",
"inputName": "PressurelInput",
"payload": "{\"craneid\": \"100009\", \"pressure\": 20,
\"200009\"}"
}
]
}

It : lowTemperatureMessage. json

40, \"motorid\":

\"motorid\":

{
"messages": [
{
"messageId": "2",
"inputName": "TemperatureInput",
"payload": "{\"craneid\": \"100009\", \"temperature\": 20, \"motorid\":
\"200009\"}"
}
]
}
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{
"detectorModelName": "EventDetectionSensorsAndApplications",

"detectorModelDefinition": {
"states": [

{
"onInput": {
"transitionEvents": [],
"events": []
},
"stateName": "Device_exception",
"onEnter": {
"events": [
{
"eventName": "Send_mqtt",
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "Device_stolen"
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
"onInput": {

"transitionEvents": [
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{
"eventName": "To_in_use",
"actions": [],
"condition": "$variable.position !=
$input.AWS_IoTEvents_Blueprints_Tracking_DeviceInput.gps_position",
"nextState": "Device_in_use"
}
1,
"events": []
I
"stateName": "Device_idle",

"onEnter": {
"events": [

{
"eventName": "Set_position",
"actions": [
{
"setVariable": {
"variableName": "position",
"value":
"$input.AWS_IoTEvents_Blueprints_Tracking_DeviceInput.gps_position"
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "To_exception",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_Tracking_UserInput.device_id !=
$input.AWS_IoTEvents_Blueprints_Tracking_DeviceInput.device_id",
"nextState": "Device_exception"

1,
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"events": []
.
"stateName": "Device_in_use",
"onEnter": {

"events": []

.
"onExit": {
"events": []
}
}
1,
"initialStateName": "Device_idle"
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{

"detectorModelDefinition": {
"states": [

{
"onInput": {
"transitionEvents": [
{
"eventName": "To_normal",
"actions": [],
"condition":
"currentInput(\"AWS_IoTEvents_Blueprints_Heartbeat_Input\")",
"nextState": "Normal"
}
1,
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"events": []

iy

"stateName": "Offline",
"onEnter": {
"events": [

{
"eventName": "Send_notification",
"actions": [
{
"sns": {
"targetArn": "sns-topic-arn"
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "Go_offline",
"actions": [],
"condition": "timeout(\"awake\")",
"nextState": "Offline"
}
1,
"events": [
{
"eventName": "Reset_timer",
"actions": [
{
"resetTimer": {
"timerName": "awake"
}
}
1,
"condition":

"currentInput(\"AWS_IoTEvents_Blueprints_Heartbeat_Input\")"
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}I

"stateName": "Normal",
"onEnter": {
"events": [

{
"eventName": "Create_timer",
"actions": [
{
"setTimer": {
"seconds": 300,
"timerName": "awake"
}
}
1,
"condition":
"$input.AWS_IoTEvents_Blueprints_Heartbeat_Input.value > Q"
}
]
},
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"

of:2| ISA BE AWS loT Events

DE2 AWS loT Events &0 M AEE + = EER & stLtlLIcH HO|E 2lsH 07|
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N}

"detectorModelName": "AWS_IoTEvents_Blueprints_ISA_Alarm",
"detectorModelDefinition": {
"states": [

{
"onInput": {
"transitionEvents": [
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"eventName": "unshelve",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"rtnunack\"",

"nextState": "RTN_Unacknowledged"

.

{
"eventName": "unshelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"ack\"",
"nextState": "Acknowledged"

.

{
"eventName": "unshelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"unack\"",
"nextState": "Unacknowledged"

I
{
"eventName": "unshelve",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"normal\"",
"nextState": "Normal"
}
1,
"events": []
},
"stateName": "Shelved",

"onEnter": {
"events": []

},

"onExit": {
"events": []

HT
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"onInput": {
"transitionEvents": [
{
"eventName": "abnormal_condition",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value > $variable.higher_threshold ||
$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value < $variable.lower_threshold",
"nextState": "Unacknowledged"

.

{
"eventName": "acknowledge",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"acknowledge\"",

"nextState": "Normal"

},

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

.

{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

},

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

1,

"events": []
},
"stateName": "RTN_Unacknowledged",
"onEnter": {

"events": [

HT
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{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"rtnunack\""
}
}
1,
"condition": "true"
}
]
.
"onExit": {
"events": []
}
.
{
"onInput": {
"transitionEvents": [
{
"eventName": "abnormal_condition",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value > $variable.higher_threshold ||

$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value < $variable.lower_threshold",
"nextState": "Unacknowledged"

},

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

I

{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

},

{
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"eventName": "suppression",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",

"nextState": "Suppressed_by_design"

}
1,
"events": [
{
"eventName": "Create Config variables",
"actions": [
{
"setVariable": {
"variableName": "lower_threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.lower_threshold"
}
I
{
"setVariable": {
"variableName": "higher_threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.higher_threshold"
}
}
1,
"condition": "$variable.lower_threshold !=
$variable.lower_threshold"
}
]
},
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"normal\""
}
}
1,
ISA EE
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"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "acknowledge",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"acknowledge\"",
"nextState": "Acknowledged"
1,
{

"eventName": "return_to_normal",

"actions": [],

"condition":
"($input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value <= $variable.higher_threshold
&& $input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value >=
$variable.lower_threshold)",

"nextState": "RTN_Unacknowledged"

},

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

I

{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

},

{
"eventName": "suppression",

"actions": [],
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"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

}
1,
"events": []
},
"stateName": "Unacknowledged",

"onEnter": {
"events": [

{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"unack\""
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{

"eventName": "unsuppression",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"normal\"",

"nextState": "Normal"

},
{
"eventName": "unsuppression",

"actions": [],

HT
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"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"unack\"",

"nextState": "Unacknowledged"

1,
"eventName": "unsuppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"ack\"",
"nextState": "Acknowledged"

1,
"eventName": "unsuppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"rtnunack\"",
"nextState": "RTN_Unacknowledged"

}
1,
"events": []
I
"stateName": "Suppressed_by_design",

"onEnter": {
"events": []

I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "return_to_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"rtnunack\"",
"nextState": "RTN_Unacknowledged"
1,
{
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"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"unack\"",

"nextState": "Unacknowledged"

},
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"ack\"",

"nextState": "Acknowledged"

},
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"normal\"",

"nextState": "Normal"

}
1,
"events": []
I
"stateName": "Out_of_service",
"onEnter": {
"events": []
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{

"eventName": "re-alarm",

"actions": [],

"condition": "timeout(\"snooze\")",

"nextState": "Unacknowledged"

},
{
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"eventName": "return_to_normal",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"reset\"",
"nextState": "Normal"
I
{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

},

{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

I

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

1,
"events": []
I
"stateName": "Acknowledged",
"onEnter": {
"events": [
{
"eventName": "Create Timer",
"actions": [
{
"setTimer": {
"seconds": 60,
"timerName": "snooze"

]I

"condition": "true"

ISA B&
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},
{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"ack\""
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"

I

"detectorModelDescription":
device is in an Alarming State in accordance to the ISA 18.2.",
"arn:aws:iam: :123456789012:role/IoTEventsRole",

"This detector model is used to detect if a monitored

"roleArn":
"key": "alarmId"
}
0. & AF&35to{ ZHEE ZE 2= AWS loT Events
Ol &4 X|7| ZEIS AWS loT Events Z2&0|M A E £ Qe HIZZ! & stLIQLICH THO|E |5l 017]
ol ZEE[o] UA&LICH
{
"detectorModelDefinition": {
"states": [
{
"onInput": {
"transitionEvents": [
{
"eventName": "not_fixed",

"actions": [],
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"condition": "timeout(\"snoozeTime\")",
"nextState": "Alarming"
},
{
"eventName": "reset",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"reset\"",

"nextState": "Normal"
}
1,
"events": [
{
"eventName": "DND",
"actions": [
{
"setVariable": {
"variableName": "dnd_active",
"value": "1"
}
}
1,
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"dnd\""
}
]
},
"stateName": "Snooze",
"onEnter": {
"events": [
{
"eventName": "Create Timer",
"actions": [
{
"setTimer": {
"seconds": 120,
"timerName": "snoozeTime"
}
}
1,
"condition": "true"
}
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"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "out_of_range",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.value > $variable.threshold",
"nextState": "Alarming"
}
1,
"events": [
{
"eventName": "Create Config variables",
"actions": [
{
"setVariable": {
"variableName": "threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.threshold"
}
}
1,
"condition": "$variable.threshold != $variable.threshold"
}
]
},
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "Init",
"actions": [
{
"setVariable": {
"variableName": "dnd_active",
"value": "OQ"
}
}

1,
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"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "reset",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"reset\"",

"nextState": "Normal"
I
{
"eventName": "acknowledge",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"acknowledge\"",

"nextState": "Snooze"
}
1,
"events": [
{
"eventName": "Escalated Alarm Notification",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:escalatedAlarmNotification”
}
}
1,
"condition": "timeout(\"unacknowledgeTIme\")"
}
]
},
"stateName": "Alarming",

"onEnter": {
"events": [
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{
"eventName": "Alarm Notification",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:alarmNotification"
}
},
{
"setTimer": {
"seconds": 300,
"timerName": "unacknowledgeTIme"
}
}
1,
"condition": "$variable.dnd_active != 1"
}
]
I
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"
},
"detectorModelDescription": "This detector model is used to detect if a monitored

device is in an Alarming State.",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"key": "alarmId"
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Lambda & £ UEH

of| A I A:

18 3t= IAM & 0] lo{oF gfL|Ct,

OII

SMS 22l ELlE A< 7 Amazon SES 2! Amazon SNSZ =4 AWS

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ses:GetIdentityVerificationAttributes",
"ses:SendEmail",
"ses:VerifyEmailIdentity"

1,

"Resource": "*"

.
{

"Effect": "Allow",

"Action": [

"sns:Publish",
"sns:0ptInPhoneNumber",
"sns:CheckIfPhoneNumberIsOptedOut",
"sms-voice:DescribeOptedOutNumbers"

1,

"Resource": "*"

.
{

"Effect": "Deny",

"Action": "sns:Publish",

"Resource": "arn:aws:sns:*:*:*"

},

{
"Effect" : "Allow",
"Action" : [

"logs:CreatelLogGroup",

"logs:CreatelLogStream",
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"logs:PutLogEvents"
1,

"Resource" : "*"
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aws cloudformation create-stack --stack-name notificationLambda-stack --template-
body file://notificationLambda.template.yaml --capabilities CAPABILITY_IAM

O| CloudFormation El£&/& %3504 Lambda & 2} 11 SiE2 AL A X|HE = U&L|CH

(@ Note
B4 2R E £ ¢ HAISELICH #4571 RE &4 238
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= 3

g 2E 8%

CloudFormation 2&0|A ABS MMFHLE 2 HE =T USLICH RIMIEH LIS dotEE{™H AWS
CloudFormation AF& M AMO| AEH 218 A XFHA AL,

o CHEF AF2 A} X|™ Lambda & 4= A4 AWS loT Events
Lambda &4+E MA5t7{Lt AWS loT EventsO| M XM 25t &4 =g £ U&Lct.

AEXt X|H Lambda & & BHEE{H CHE 2T ALg 0| M E LIt

« Lambda &7t X|HE X2 £alist T AWS B|AAN HMAE £ UEE 55t HEHS F7}
gruct,

« 0| M E3t= Lambda & +E A5t Z< Python 3.7 HEIE ME4SHOF AWS loT EventsgrL|
C}.

of| X Lambda & =

import boto3

import json

import logging

import datetime

logger = logging.getlLogger()
logger.setlLevel(logging.INFO)
ses = boto3.client('ses"')

sns = boto3.client('sns')
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def check_value(target):
if target:
return True
return False

# Check whether email is verified. Only verified emails are allowed to send emails to

or from.
def check_email(email):
if not check_value(email):
return False
result = ses.get_identity_verification_attributes(Identities=[email])
attr = result['VerificationAttributes']
if (email not in attr or attr[email]['VerificationStatus'] != 'Success'):
logging.info('Verification email for {} sent. You must have all the emails
verified before sending email.'.format(email))
ses.verify_email_identity(EmailAddress=email)
return False
return True

# Check whether the phone holder has opted out of receiving SMS messages from your
account
def check_phone_number(phone_number):
try:
result = sns.check_if_phone_number_is_opted_out(phoneNumber=phone_number)
if (result['isOptedOut']):
logger.info( 'phoneNumber {} is not opt in of receiving SMS messages. Phone
number must be opt in first.'.format(phone_number))
return False
return True
except Exception as e:
logging.error('Your phone number {} must be in E.164 format in SSO. Exception
thrown: {}'.format(phone_number, e))
return False

def check_emails(emails):
result = True
for email in emails:
if not check_email(email):
result = False
return result

def lambda_handler(event, context):
logging.info('Received event: ' + json.dumps(event))
nep = json.loads(event.get('notificationEventPayload'))
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alarm_state = nep['alarmState']
default_msg = 'Alarm ' + alarm_state['stateName'] + '\n'
timestamp =

datetime.datetime.utcfromtimestamp(float(nep['stateUpdateTime'])/1000).strftime('%Y-

%m-%d %H:%M:%S"')

alarm_msg = "{} {3} {3 at {3 UTC ".format(nep['alarmModelName'], nep.get('keyValue',

'Singleton'), alarm_state['stateName'], timestamp)

default_msg += 'Sev: ' + str(nep['severity']) + '\n'

if (alarm_state['ruleEvaluation']):
property = alarm_state['ruleEvaluation']['simpleRule']['inputProperty']
default_msg += 'Current Value: ' + str(property) + '\n'
operator = alarm_state['ruleEvaluation']['simpleRule']['operator']
threshold = alarm_state['ruleEvaluation']['simpleRule']['threshold"']
alarm_msg += '({} {3 {})'.format(str(property), operator, str(threshold))

default_msg += alarm_msg + '\n'

emails = event.get('emailConfigurations', [])
logger.info('Start Sending Emails')
for email in emails:

from_adr = email.get('from')

to_adrs = email.get('to', [])

cc_adrs = email.get('cc', [])

bcc_adrs = email.get('bcc', []1)

msg = default_msg + '\n' + email.get('additionalMessage',6 '')

subject = email.get('subject', alarm_msg)

fa_ver = check_email(from_adr)

tas_ver = check_emails(to_adrs)

ccas_ver = check_emails(cc_adrs)

bccas_ver = check_emails(bcc_adrs)

if (fa_ver and tas_ver and ccas_ver and bccas_ver):

ses.send_email (Source=from_adr,
Destination={'ToAddresses': to_adrs, 'CcAddresses': cc_adrs,

'BccAddresses': bcc_adrs},

Message={'Subject': {'Data': subject}, 'Body': {'Text': {'Data':

msg}}})

logger.info('Emails have been sent')

logger.info('Start Sending SNS message to SMS')
sns_configs = event.get('smsConfigurations', [])
for sns_config in sns_configs:
sns_msg = default_msg + '\n' + sns_config.get('additionalMessage', '')
phone_numbers = sns_config.get('phoneNumbers', [])
sender_id = sns_config.get('senderId')
for phone_number in phone_numbers:
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if check_phone_number(phone_number):
if check_value(sender_id):

sns.publish(PhoneNumber=phone_number, Message=sns_msg,
MessageAttributes={'AWS.SNS.SMS.SenderID':{'DataType': 'String', 'StringValue':

sender_id}})
else:

sns.publish(PhoneNumber=phone_number, Message=sns_msg)

logger.info('SNS messages have been sent')

AtMEF HE = AWS LambdaZl& A} AHA{S| AWS Lambda (O))2F £

CloudFormation ElZ 2!

218 AF8 8104 Lambda B 48 AASHAAIL.

M|kl

C}2 CloudFormation &

AWSTemplateFormatVersion: '2010-09-09'
Description: 'Notification Lambda for Alarm Model'
Resources:
NotificationLambdaRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Effect: Allow
Principal:
Service: lambda.amazonaws.com
Action: sts:AssumeRole

Path: "/"
ManagedPolicyArns:
- 'arn:aws:iam::aws:policy/AWSLambdaExecute’
Policies:
- PolicyName: "NotificationLambda"
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Action:

- "ses:GetIdentityVerificationAttributes"
- "ses:SendEmail"
- "ses:VerifyEmailIdentity"
Resource: "*"
- Effect: "Allow"
Action:
- "sns:Publish"
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- "sns:0ptInPhoneNumber"
- "sns:CheckIfPhoneNumberIsOptedOut"
- "sms-voice:DescribeOptedOutNumbers
Resource: "*"
- Effect: "Deny"
Action:
- "sns:Publish"

Resource: "arn:aws:sns:*:*;*"

NotificationLambdaFunction:
Type: AWS::Lambda::Function
Properties:
Role: !GetAtt NotificationLambdaRole.Arn
Runtime: python3.7
Handler: index.lambda_handler
Timeout: 300
MemorySize: 3008
Code:
ZipFile: |
import boto3
import json
import logging
import datetime
logger = logging.getlLogger()
logger.setlLevel(logging.INFO)
ses = boto3.client('ses"')
sns = boto3.client('sns')
def check_value(target):
if target:
return True
return False

# Check whether email is verified. Only verified emails are allowed to send
emails to or from.
def check_email(email):
if not check_value(email):
return False
result = ses.get_identity_verification_attributes(Identities=[email])
attr = result['VerificationAttributes']
if (email not in attr or attr[email]['VerificationStatus'] != 'Success'):
logging.info('Verification email for {} sent. You must have all the
emails verified before sending email.'.format(email))
ses.verify_email_identity(EmailAddress=email)
return False
return True
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# Check whether the phone holder has opted out of receiving SMS messages from
your account
def check_phone_number(phone_number):
try:
result = sns.check_if_phone_number_is_opted_out(phoneNumber=phone_number)
if (result['isOptedOut']):
logger.info( 'phoneNumber {} is not opt in of receiving SMS messages.
Phone number must be opt in first.'.format(phone_number))
return False
return True
except Exception as e:
logging.error('Your phone number {} must be in E.164 format in SSO.
Exception thrown: {}'.format(phone_number, e))
return False

def check_emails(emails):
result = True
for email in emails:
if not check_email(email):
result = False
return result

def lambda_handler(event, context):
logging.info('Received event: ' + json.dumps(event))
nep = json.loads(event.get('notificationEventPayload'))
alarm_state = nep['alarmState']
default_msg = 'Alarm ' + alarm_state['stateName'] + '\n'
timestamp =
datetime.datetime.utcfromtimestamp(float(nep['stateUpdateTime'])/1000).strftime('%Y-
%m-%d %H:%M:%S"')
alarm_msg = "{} {} {3} at {3} UTC ".format(nep['alarmModelName'],
nep.get('keyValue', 'Singleton'), alarm_state['stateName'], timestamp)
default_msg += 'Sev: ' + str(nep['severity']) + '\n'
if (alarm_state['ruleEvaluation']):
property = alarm_state['ruleEvaluation']['simpleRule']['inputProperty']
default_msg += 'Current Value: ' + str(property) + '\n'
operator = alarm_state['ruleEvaluation']['simpleRule'][ 'operator']
threshold = alarm_state['ruleEvaluation']['simpleRule']['threshold"']
alarm_msg += '({} {3 {})'.format(str(property), operator, str(threshold))
default_msg += alarm_msg + '\n'

emails = event.get('emailConfigurations', [])
logger.info('Start Sending Emails')
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for email in emails:
from_adr = email.get('from')
to_adrs = email.get('to', [])
cc_adrs = email.get('cc', [])
bcc_adrs = email.get('bcc', []1)
msg = default_msg + '\n' + email.get('additionalMessage',6 '')
subject = email.get('subject', alarm_msg)
fa_ver = check_email(from_adr)
tas_ver = check_emails(to_adrs)
ccas_ver = check_emails(cc_adrs)
bccas_ver = check_emails(bcc_adrs)
if (fa_ver and tas_ver and ccas_ver and bccas_ver):
ses.send_email (Source=from_adr,
Destination={'ToAddresses': to_adrs, 'CcAddresses':
cc_adrs, 'BccAddresses': bcc_adrs},
Message={'Subject': {'Data': subject}, 'Body': {'Text':
{'Data': msg}}})
logger.info('Emails have been sent')

logger.info('Start Sending SNS message to SMS')
sns_configs = event.get('smsConfigurations', [])
for sns_config in sns_configs:
sns_msg = default_msg + '\n' + sns_config.get('additionalMessage', '')
phone_numbers = sns_config.get('phoneNumbers', [])
sender_id = sns_config.get('senderId')
for phone_number in phone_numbers:
if check_phone_number(phone_number):
if check_value(sender_id):
sns.publish(PhoneNumber=phone_number, Message=sns_msg,
MessageAttributes={'AWS.SNS.SMS.SenderID':{'DataType': 'String', 'StringValue':
sender_id}})
else:
sns.publish(PhoneNumber=phone_number, Message=sns_msg)
logger.info('SNS messages have been sent')
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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"Resource": "arn:aws:iotevents:us-east-1:123456789012:detectorModel/*"
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"Effect": "Allow",

"Action": [
"iotevents-data:BatchPutMessage",
"iotevents-data:BatchUpdateDetector",
"iotevents:CreateDetectorModel",
"iotevents:CreatelInput",
"iotevents:DeleteDetectorModel",
"iotevents:DeleteInput",
"iotevents-data:DescribeDetector",
"iotevents:DescribeDetectorModel",
"iotevents:DescribeInput",
"iotevents:DescribeloggingOptions",
"iotevents:ListDetectorModelVersions",
"iotevents:ListDetectorModels",
"iotevents-data:ListDetectors",
"iotevents:ListInputs",
"iotevents:ListTagsForResource",
"iotevents:PutLoggingOptions",
"iotevents:TagResource",
"iotevents:UntagResource",
"iotevents:UpdateDetectorModel",
"iotevents:UpdateInput",
"iotevents:UpdateInputRouting"

1,

"Resource": "arn:${Partition}:iotevents:${Region}:${Account}:detectorModel/
${detectorModelName}",

"Resource": "arn:${Partition}:iotevents:${Region}:${Account}:input/
${inputName}"

}
]

}
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"Version": "2012-10-17"
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy
"iam:ListGroupsForUser"
"iam:ListAttachedUserPolicies
"iam:ListUserPolicies",
"iam:GetUser"
:*:user/${aws:usernamel}"

15
"Resource": [
"arn:aws:iam:

"NavigateInConsole",

{
"Sid":
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy
"iam:GetPolicyVersion"
"iam:GetPolicy'
"iam:ListAttachedGroupPolicies"
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
StLES|] AWS loT Events 212301 M| A
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O] ¥ jotevents: ListInputs iotevents:DescribeInput, iotevents:CreateInput,
1otevents DeleteInput l iotevents:UpdateInput T2 AFSXIO|AH R 04T LICH AFE XL

of| A H Hoisl1 2£8 A83504 EH|AE 3= Amazon Simple Storage Service(Amazon S3)0f
CHEr 04IX1| &2 AL A HAME AH85H0{ Aol CHEF HMIA Mo{E & EFHAMIL.
{

"Version":"2012-10-17",
"Statement": [
{
"Sid":"ListInputsInConsole",
"Effect":"Allow",
"Action":[
"iotevents:ListInputs"

1,

"Resource

arn:aws:iotevents:::*"

"Sid":"ViewSpecificInputInfo",

"Effect":"Allow",

"Action":[
"iotevents:DescribeInput"

1,

"Resource

:"arn:aws:iotevents:::exampleInput"

"Sid":"ManageInputs",

"Effect":"Allow",

"Action":[
"iotevents:CreatelInput",
"iotevents:DeleteInput",
"iotevents:DescribeInput",
"iotevents:ListInputs",
"iotevents:UpdateInput"

1,

"Resource

:"arn:aws:iotevents:::exampleInput/*"
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListInputsInConsole",
"Effect": "Allow",
"Action": "iotevents:ListInputs",
"Resource": "*"
},
{
"Sid": "ViewInputsIfOwner",
"Effect": "Allow",
"Action": "iotevents:ListInputs",
"Resource": "arn:aws:iotevents:*:*:input/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:usernamel}"}
}
}
]
}

O| M2 H ol AL XIoi|H AZAE = A&LICE Bl AFEXRE7H AWS loT Events ### 28410
richard-roe 8™ ##0 Owner=richard-roe = Ef1E X|&H&H0F & L|Clowner=richard-
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AWS loT Events.
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Off CHEF HM|A THEHO| R Oo{E MH|A Eot FA|7F = ZE MHIAO CHEt CIOIE{E ES5t=0l &
20| El= =78 AWS XS &LICt.

2lAA A M aws: SourceArn & aws:SourceAccount M 74 HEIAE 7|2 A2

5loq 2|AA0f CHE MH|AZE AWS loT Events £045t= Het2 A|etslE 7d0| E4LICH BHef

aws :SourceArn 240l Amazon S3 HHZ! ARNZF 22 ™ ID7F Z& ko] UX| et A2, HEHS A&
StoMH F ™M ZH ZHEIAE F|8 EF AFS5Hof gfLICt & ™ =7 HEHAE 7|9 AHES Z&Et
aws:SourceArn 2 25 A5t B, aws:SourceAccount Zf & aws:SourceArn Zfol A™

5}
2 St HX HEE0|M A EE B2 BtEA| SUE Y IDE AtEstioF &LCH.

StLtS| BIAADE TR MH|A HMAQ} HAL|TE §{25t2{= AR aws:SourceArnE AI23A|L2.
g AHe 2 E BlAAT WA ME|A A0 MIAL|E | 5{&5tE{= B aws:SourceAccount&
ME3FHAAIL. aws:SourceArn®| 72 sts:AssumeRole @81} ZHE ZAX|7| 2R = BE 2
= olofoF gLt

25T tizlel EXMEREH E5dte 71 204l W2 2|AA O TX| ARNO| Z

& El aws:SourceArn 22H T HEHAE 7|8 AFE35tE ZAYLICH 2AAQ| T

M ARNZ 2& 3% Er& 048] 2|AAE X|Hsle B2, ARNS| & = gl F&0i O
3 AU=EFIE(*)E ZE B aws:SourceArn M T4 HEIAE F|E AL ELICE of:

arn:aws:iotevents:*:123456789012: *.
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o 0f: X|™HEl 2|2 AWS loT Events S|AA0]| MM A
o of:0f CHEt 24 &M £ AWS loT Events

of: AWS IoT Events Zf X|7| 2 &loi| CHEF B oF A M| A

ol MM EX ZHX|7| Do CHEF MMA HEHS OHEISHH RodstE IAM A2 M5t
= A2 2o{ELICH AWS IoT Events. O M2 Z71S AFE5H04 XM E AWS HE L AWS loT
Events MH|ADH 82 =50 Eot HIES S F7HE = UL S FLICH Of oMo HE dE 0|
WindTurbine@1O|2t= ZX[7| 2 0||TF HMAE = Q

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account_id"
b,
"ArnEquals": {
"aws:SourceArn":
"arn:aws:iotevents:region:account_id:detectorModel/WindTurbinedl"
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of: AWS loT Events Z& Z &0 CHEF 2 oF HA|A
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
},

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account_id"

1,
"ArnEquals": {
"aws:SourceArn": "arn:aws:iotevents:region:account_id:alarmModel/*"

of: XM El 2|2 AWS loT Events 2| A A0 HAHA

o| oA ME EX AWS 2|X 2| AWS loT Events 2| AA0| HAHASEE IAM A
£ Ho{EL|Ct IAM HA0j M 2|78 ARNs AF25HHH CFst X|2[% 3°39| AWS lo
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£ o ==20| & = J&Lct o] o] 212 us-east-1LICH.

"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
.

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account_id"

iy
"ArnEquals": {
"aws:SourceArn": "arn:aws:iotevents:us-east-l1:account_id:*"

of:0f CHEr 2Z4 SM £ AWS loT Events

st 222 ofBal7oldg BLIEIE, ClZ % ZHASHE T AWS 10T Events 2 8fLICH 0f 44
oMENM AIEE £+~ Qe 24 SMof Cist 7HR E MBELICH AWS loT Events.

O| o M|of M=7t CloudWatch Logsoll CIO|E{& AWS IoT Events 245t 8 51&5t= IAM &S F
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Principal": {
"Service": [

"iotevents.amazonaws.com"

]

},

"Action": "sts:AssumeRole",

"Condition": {
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"StringEquals": {

"aws:SourceAccount": "account_id"

},

"ArnEquals": {
"aws:SourceArn": "arn:aws:iotevents:region:account_id:*"

}

}
}
]
}
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CtZ oAl 27 = mateojackson IAM AFERI7F 2&£E ALE3H04 #40] CHEL MR HEE EBi1 K|
Ot iotevents:ListInputs TEHO| Q= A0l e MELICt

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotevents:ListInputs on resource: my-example-input
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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"timestamp": "2019-03-15T15:56:29.412Z",
"level”: "DEBUG",

"logMessage": "Summary of message evaluation",
"context": "MessageEvaluation",
"status": "Success",

"messageld": "SensorAggregate_2th846h",
"keyValue": "boiler_1",
"detectorModelName": "BoilerAlarmDetector",
"initialState": "high_temp_alarm",
"initialVariables": {
"high_temp_count": 1,
"high_pressure_count": 1
},
"finalState": "no_alarm",
"finalVariables": {
"high_temp_count": 0,
"high_pressure_count": 0
.
"message": "{ \"temp\": 34.9, \"pressure\": 84.5}",
"messageType": "CUSTOMER_MESSAGE",
"conditionEvaluationResults": [

{
"result": "True",
"eventName": "alarm_cleared",
"state": "high_temp_alarm",
"lifeCycle": "OnInput",
"hasTransition": true

.

{
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"result": "Skipped",
"eventName": "alarm_escalated",
"state": "high_temp_alarm",
"lifeCycle": "OnInput",
"hasTransition": true,

"resultDetails": "Skipped due to transition from alarm_cleared event"

},

{
"result": "True",
"eventName": "should_recall_technician",
"state": "no_alarm",
"lifeCycle": "OnEnter",
"hasTransition": true

}

]
}
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"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/bertholt-brecht",
"accountId": "123456789012",
"accessKeyId": "access-key-id",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-08T18:53:58Z"
I
"sessionIssuer": {
"type": "Role",
"principalld": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",

"userName": "Admin"
}
}
},
"eventTime": "2019-02-08T19:02:44Z",
"eventSource": "iotevents.amazonaws.com",
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"eventName": "DescribeDetector",

"awsRegion": "us-east-1",

"sourceIPAddress": "192.168.0.1",

"userAgent": "aws-cli/1.15.65 Python/3.7.1 Darwin/16.7.0 botocore/1.10.65",

"requestParameters": {
"detectorModelName": "pressureThresholdEventDetector-brecht",
"keyValue": "1"

.

"responseElements": null,

"requestID": "Q0f41283-eal@f-4e85-959f-bee37454627a",

"eventID": "5eb0180d-052b-49d9-a289-0eb8d08d4c27",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

of: CloudTrailofl CH &t CreateDetectorModel &+

CI2 2 CreateDetectorModel 2 g MHSIE= CloudTrail 21 @5 204 &= o AQL|CH

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-Lambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEvents-RoleForIotEvents-
ABC123DEF456/IotEvents-Lambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABC123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABC123DEF456"

}

.
"eventTime": "2019-02-07T23:54:437",
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"eventSource": "iotevents.amazonaws.com",
"eventName": "CreateDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel",
"key": "HIDDEN_DUE_TO_SECURITY_REASONS",
"roleArn": "arn:aws:iam::123456789012:role/events_action_execution_role"
.
"responseElements": null,
"requestID": "cecfbfal-e452-4fa6-b86b-89a89f392b66",
"eventID": "8138d46b-50a3-4af0-9c5e-5af5ef75ea55",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

0d|: CloudTrailoi| CHEt Createlnput 24

CHH2 2 Createlnput XS MHESHE CloudTraill 21 S5 204 FE= o AlQLICH

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-Lambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABC123DEF456/IotEvents-Lambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABC123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABC123DEF456"
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},

"eventTime": "2019-02-07T23:54:437",

"eventSource": "iotevents.amazonaws.com",

"eventName": "CreatelInput",

"awsRegion": "us-east-1",

"sourceIPAddress": "192.168.0.1",

"userAgent": "aws-internal/3",

"requestParameters": {
"inputName": "batchputmessagedetectorupdated",
"inputDescription": "batchputmessagedetectorupdated"

},

"responseElements": null,

"requestID": "fb315af4-39e9-4114-94d1-89c9183394cl",
"eventID": "6d8cf67b-2a03-46e6-bbff-ell3a7bdedle",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

0{: CloudTrailoil CH&F DeleteDetectorModel ]

CFH2 2 DeleteDetectorModel g MHSI= CloudTrail 21 &5 & 204 &= o AIQLICEH

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"
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}
.
"eventTime": "2019-02-07T23:54:117",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DeleteDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel"
},
"responseElements": null,
"requestID": "149064cl-4e24-4160-a5b2-1065e63ee2e4",
"eventID": "7669db89-dcc@-4c42-904b-f24b764dd808",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

0d|: CloudTrailoi| CHEl Deletelnput &f

CH=2 2 Deletelnput HYE MYESH= CloudTrail 23 852 204 F= o AQILICEH

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"
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}
.
"eventTime": "2019-02-07T23:54:38Z7",
"eventSource": "iotevents.amazonaws.com",
"eventName": "Deletelnput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"errorCode": "ResourceNotFoundException",
"errorMessage": "Input of name: NoSuchInput not found",

"requestParameters": {
"inputName": "NoSuchInput"
},
"responseElements": null,
"requestID": "ce6d28ac-5baf-423d-a5c3-afd009c967e3",
"eventID": "be@ef@ld-1c28-48cd-895e-c3ff3172c08e",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

0of: CloudTrailoll CH &t DescribeDetectorModel &+ 2]

C}2 2 DescribeDetectorModel & MHESH= CloudTrail 21 &5 & 204 &= o AIQLICEH

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AAKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
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"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:54:20Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel"
},
"responseElements": null,
"requestID": "18al1l1622-8193-49a9-85cb-1fa6d3929394",
"eventID": "1ad80ff8-3e2b-4073-ac38-9cb3385beb4",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

04|: CloudTrailod| CHEt Describelnput & 4

CH=2 2 DescribeInput 2 S MHSHE CloudTrail 21 €58 204 & 0| A|QLICH

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AAKIAI44QHS8DHBEXAMPLE",
"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
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"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:56:09Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {

"inputName": "input_createinput"
.

"responseElements": null,

"requestID": "3af64l1lfa-d8af-41c9-ba77-ac9c6260f8b8",
"eventID": "bc4eb6cc@®-55f7-45c1-b597-ec99aal4c81a”,
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

0i|: CloudTrailol| CHE DescribeLoggingOptions X4

CtZ& DescribeloggingOptions &S MESt= CloudTrail 21 &S5 204 = of| AlLICH

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
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"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:237",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeloggingOptions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": null,

"responseElements": null,

"requestID": "b624b6c5-aa33-41d8-867b-025ec747ee8f",
"eventID": "9c7ce626-25c8-413a-96e7-92b823d6c850",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

of: CloudTrailol CH$t ListDetectorModels ZHed

C}S2 ListDetectorModels 2 MHSI= CloudTrail 21 &5 8 E0{ T o AlQLICH.

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"
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}

}
},
"eventTime": "2019-02-07T23:53:237",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectorModels",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"nextToken": "CkZEZXR1Y3RvcklvZGVsM19saXNOZGVOZWNOb3Jtb2R1bHNOZXNOX2V10OWIKkZTk1YT",
"maxResults": 3

},

"responseElements": null,

"requestID": "6d70f262-da95-4bb5-94b4-c08369df75bb",

"eventID": "2d@la25c-d5c7-4233-99fe-celb8ec05516",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

0i: CloudTrailofl CHS} ListDetectorModelVersions ZF ¢4

CI2 2 ListDetectorModelVersions 2l MAH3= CloudTrail 21 &= E0{ T= oAl
LIC}.

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
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"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",

"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:337",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectorModelVersions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel",
"maxResults": 2
},
"responseElements": null,
"requestID": "ebecb277-6bd8-44ea-8abd-fbf40ac4see",
"eventID": "fc628la2-3fac-4ele-98e@-cab560b8b8be",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

0od|: CloudTrailoll CHEt ListDetectors &4

C}S & ListDetectors &S MHSE CloudTrail 21 §5 8 E0{ &&= o A|_ILICH

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
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"principalId": "AKIAI44QH8DHBEXAMPLE",

"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-

ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:53:547",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectors",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {

"detectorModelName": "batchputmessagedetectorinstancecreated",

"stateName": "HIDDEN_DUE_TO_SECURITY_REASONS"
.

"responseElements": null,

"requestID": "4783666d-1e87-42a8-85f7-22d43068af94",
"eventID": "@d2b7e9b-afeb6-4aef-afd2-a@bble9614a9",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

0d|: CloudTrailod| CH$t Listinputs & ¢S

CHE2 ListInputs QS AHSt= CloudTrall 21 #=g £0f F= of AlLICH

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",

"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-

ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
I

"sessionIssuer": {
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"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:577",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListInputs",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"nextToken": "CkhjYW5hcnlfdGVzdF9pbnB1ldF9saXN@ZGVOZWNOb3Jtb2R1bHNOZXN@ZDU30GZ",
"maxResults": 3

},

"responseElements": null,

"requestID": "dd6762al-1f24-4e63-a986-5ea3938a03da",

"eventID": "c500f6d8-e271-4366-8f20-da4413752469",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

0|: CloudTrailoll CHF PutLoggingOptions 2 ¢4

CtZ 2 PutLoggingOptions &S AHSI= CloudTrail 21 52 20 F= o AlLICt

"eventVersion": "1.05",
"userIdentity": {

"type": "AssumedRole",

"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",

"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"

}I
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"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:56:437",
"eventSource": "iotevents.amazonaws.com",
"eventName": "PutLoggingOptions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"loggingOptions": {
"roleArn": "arn:aws:iam::123456789012:r0le/logging__logging_role",
"level": "INFO",
"enabled": false
}
},
"responseElements": null,
"requestID": "df570e50-fbl19-4636-9ec@-el150a94bc52c",
"eventID": "3247f928-26aa-471le-b669-e4a9eb6fbc42c",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

od|: CloudTrailoil CH8 UpdateDetectorModel &4

CtZ2 UpdateDetectorModel %S HESt= CloudTrail 21 &5 £204 F= o AlLICH

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
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"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}
}
.
"eventTime": "2019-02-07T23:55:517",
"eventSource": "iotevents.amazonaws.com",
"eventName": "UpdateDetectorModel",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {

"detectorModelName": "myDetectorModel",

"roleArn": "arn:aws:iam::123456789012:role/Events_action_execution_role"
.
"responseElements": null,
"requestID": "add29860-cl1c5-4091-9917-d2efl3c356cf",
"eventID": "7baa%9al4-6a52-47dc-aea®-3cace@5147c3",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

0d|: CloudTrailoi| CHEt Updatelnput 24

CHS2 UpdateInput 242 MHESH= CloudTrail 21 =2 £0{ & o AlRILICH.

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
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"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"

},

"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
" "arn:aws:iam: :123456789012:role/IotEventsLambda-RoleForIotEvents-

arn":
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:00Z",
"eventSource": "iotevents.amazonaws.com",
"eventName": "UpdateInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"errorCode": "ResourceNotFoundException",
"errorMessage": "Input of name: NoSuchInput not found",

"requestParameters": {
"inputName": "NoSuchInput",
"inputDescription": "this is a description of an input"

},

"responseElements": null,

"requestID": "58d5d2bb-4110-4c56-896a-ee9156009f41",
"eventID": "c2df24la-fd53-4fd0-936c-ba309e5dc62d",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

0i|: CloudTrailoi| CHEF BatchPutMessage 2Fd

AWS loT Events = O|0|E{ Q23 API 2201 CloudTrail E&2 AI2E £ U &LICH o] oK MHE
BatchPutMessage %42 S48l CIO|E| O|HE| CHEr MR HEE F7HE

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
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"principalld": "AKIAI44QH8DHBEXAMPLE:PrincipalId",
"arn": "arn:aws:sts::123456789012:assumed-role/my-iam-role/my-iam-role-
entity",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/my-iam-role",
"accountId": "123456789012",
"userName": "sample_user_name"
},
"attributes": {
"creationDate": "2024-11-22T18:32:417",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-11-22T18:57:35Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "BatchPutMessage",
"awsRegion": "us-east-1",
"sourceIPAddress": "3.239.107.128",
"userAgent": "aws-internal/3",

"requestParameters": {
"messages": [

{
"messageld": "e306d827-b2e4-4439-9c86-411d4242a397",
"payload": "HIDDEN_DUE_TO_SECURITY_REASONS",
"inputName": "my_input_name"

}

I
"responseElements": {
"batchPutMessageErrorEntries": []
},
"requestID": "cefcb6b63-9ccf-4e31-9177-4aec8e701lbfe",
"eventID": "b994b52c-6011-4e3c-ad5f-e784e732fde0",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::IoTEvents::Input",
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"ARN": "arn:aws:iotevents:us-east-1:123456789012:input/

my_input_name"

1,
"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "iotevents.us-east-1.amazonaws.com"
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"aws:ResourceTag/env" : "prod" S HEFAAIL,

Ilprodll

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Deny",

"Action": [
"iotevents:CreateDetectorModel",
"iotevents:CreateAlarmModel",
"iotevents:CreatelInput",
"iotevents:TagResource"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:RequestTag/env":
}
}
},
{
"Effect": "Deny",
"Action": [

"iotevents:DescribeDetectorModel",
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"iotevents:
"iotevents:
"iotevents:
"iotevents:
:DeleteAlarmModel",
"iotevents:
"iotevents:
"iotevents:

"iotevents

"iotevents

"iotevents

"iotevents:
"iotevents:
"iotevents:
1,
"Resource": "*"

"Condition": {

DescribeAlarmModel",
UpdateDetectorModel",
UpdateAlarmModel",
DeleteDetectorModel",

ListDetectorModelVersions",
ListAlarmModelVersions",
UpdateInput",

:Describelnput",
"iotevents:
:ListTagsForResource",

DeleteInput",
TagResource",

UntagResource",
UpdateInputRouting"

’

"StringLike": {
"aws:ResourceTag/env": "prod"

"Effect": "Allow",

"Action": [

"iotevents:

]I

"Resource": "*"

"StringEquals"

* 10

S50 EiZE SciM XIEE Bl 7ol CHall o042 Ef

{

"aws:ResourceTag/env" : ["dev", "test"]
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Solution

setVariable& onInput, onEnter EEE onExit2 UO|O|EsHH X *2| F=7| Sot
condition2 B7HE M A 2f0| ASEIX| &L CHAl A =7|7t 2t 2 E W7FK| el 2Lol AHS
Eluict ZX|7| 22 HololM evaluationMethod ZtZIO|E{E A 5t04 0| S& 2 HAE 5+ &L
Ct. evaluationMethod& SERIALEZ A% SIH O|HET} HolE *A—IEHE 471 Ao O|E X[ OfH
E Z740| 7tELICH evaluationMethodE& BATCH(Z |22} E HHstH #Hx7 MO|o|EE|D 2
O|HIE Z740| H7tEl Foigt O|HIE T} =~ ELICH.

EXE JE A E

BatchPutMessage& At&3st04 3oz HAIX|E ELitin stH HX|7|7F R E dEi=z
Ct.

fujn
2
IS
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Solution

BatchPutMessageE& At&35104 042 HIAIX|E o2 EUlE A2 HAIX| £= 30| XM2lEle &
M7t EEEX| gb&LICH = ME E&sted™ HAIX|E Bt fHod| stLtA LT «3 0| = QlE w7k x| ol
M BatchPutMessage S0 7|CIZ|MA|L.

474 HIAIX|

APIE AZtMxo 2 $&35l8{1 6™ ('Connection aborted.', error(54, 'Connection
reset by peer')) @F 7| YMELICH

Solution

OISt M. CHE 29| Linux HYZ &

OpenSSLO| TLS 1.1 O|& HHEE A8 304 dAE MHSH=XK]
5FL|C}H macOS AF& A= OpenSSLE |

O|L} Windows H{Z1 7 O|&f 0f A= 0]Z0| 7| =2k olo{of &

ol=3dfof & =& U&LICH
InvalidRequestException M| A|X|

CreateDetectorModel ! UpdateDetectorModel API 2E 2 A|T3IH 2R E Q% 0|4 0] &b
%I-L||:_|.
= .
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P% of ek EXME sHASHAMAI2. REM|IBH LI 2CreateDetectorModel %! UpdateDetectorModel & 2t
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StX| AES

+ seconds® durationExpressiong SA[0| SetTimerActionl| ItZtO/EE AMS
SHAAIL.

« durationExpressionOi CHet EAFY E 344

0 _
At ¥4 ($variable.<variable-name>) E= = Zf($input.<input-name>.<path-to-
datum>)0| Z&E £ JU&LICH

| SR K| HOlstAAlR, 2XHY EFHAE £
=5

Amazon CloudWatch Logs action.setTimer 27/

Amazon CloudWatch LogsE A4%3504 AWS loT Events Z X|7| 2 QAEHAZ | |[E{RIE £ &
LICH CHS 28 AFEE AWS loT EventsI{oi| A & dlst= QAR @ FlL|Ctaction.setTimer.

. @7 <timer-name>2 2 0O|20| X|HE E}O|HO| 7|7t EFAIS A2 TIHE £ Q&LCt.

Solution

durationExpression®| EAtQE E3AIE X2 HEHE = UK

E OIolH /82 3{&&IX| gt&Lct.

O|Hol CHEH 7|z A0 Wrt A7t 31622440 Ch
=

« QB <timer-name>2 2 0|E0| X|HE E} f
7t E34]0| 60~31622400 AHO|Q| ZtS A= a0 BHLIC}

E‘L—“——-I'. EIAM 2 I:IXF |. :|EI=| xl* Al

o1 o=2

Solution
ElO|MH 2| X|& A|ZH0| 31622400 O|5HQIX| & QIS AAI. X|& AlZhe| WoHEl Aat= 7+ 7k
H+Z2 WEEuch
« @F: <timer-name>2=E O|E0| X|HEl E}O|THof| CHE X|& A|Zt EFAIC| WIF A7t 602 CH &
o % !

&LICH JefdE EEsted™ X|& AlZh 234410] 60~31622400 AtO
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Solution
EZAYE E3A0| 7|E Heo S FESteX| et MAIR. 2R £ Aol A HEe
($variable.variable-name) ¥ 23 Zf($input.input-name.path-to-datum)O| &=

= A&
- @F: <timer-name> O|E2| EIO|HE MH5IX| RY}MELICt X[& Azt ZFHAIZ &QISH £ CHA|
AESH FHAIL.

Solution

I2t0|E|E X|&3=X| 2015t O} =2 E}O|HE CHA| AdXI5}

l’—'l

setTimerAction 2fJ& & X 35lo{ HIE
AAIL.

KEAIEE LI 2 AWS IoT Events Z k| 7| 2 & 7HEr A| Amazon CloudWatch 22 4518 2 X 5HAM2.

Amazon CloudWatch H|0|2E @ F

Amazon CloudWatch LogsE A4%5t0{ AWS loT Events Z'X|7| 2 & QIARHAE
LicH CHS 2 2 Ho|ZEE 74E AWS loT EventsI{oil M M4 E|= HHEQ

« 2F: Aol et Z3AS BotE + giGLICH B 0I5, &2 0§ X CloIE B27t 7|1& #H=
2 2124 7t S HESHeX| Holst AR, E8 Ho|2E 37|71 2|0 518 27(Q! 1KB O|2+QIX| &0l
SHAAI2.

Solution
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F% B O|F, 2 O|F L CIO|E B2 E UHRM=X| =HQIStAA|ILR. &Y HO|2=7t 1KBELCH
ol O] LT HIAIX|7} ZEAIE = }&LICH
:<action-type>°| HO|ZE0f CHEt 2EHIX E3HAES Dt ME ~ Q&LICH SHE ZHE A

sto] 2HIx EFAIS AT LICH
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Solution

=ZEX EHA2 EXALQY('string'), B ($variable.variable-name), = gt

($input.input-name.path-to-datum), =AtE 44 L ${}1E Z&ot= EAILEE =g = U
&Lt
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Solution
XHE HOo|2E 30| JSONQ! ZZL AWS loT Events HXA| MH|A 7} E3AIS BEXIUZ TWotet
= QUeEX| &QlgtL|ct HWILE Aute B2 £ XY £+ iaLICH A50of AlufstH o] @771 &
e = A&LcH

o A1 Eo| AMT|AX|TH 2] HO|Z2 =0 CHEF 2EI= E3HAS K58 JSONSE HILE £+~ Qf
&LICH Ho|E HO|ZE &2 JSONILICE.

Solution
7 28X E3HAS @58 JSONSZ TWIte AWS loT Events &= QICIEIE HO|ZE QRS 2
o|5tEd AWS IoT Events 7} JSON AWS loT Events 21 {|0|2E 0| 2EHIX E3AIZ2 Q58 JSON
O Z WIte £ UeX| =olghL|ct

KEAMIBE LH2 2 AWS IoT Events Z

== _ =

SEEX| ef= olo|H &3

HIAIK|: CHE E$A <reference>0 <expression>QZ S & E|X| o=
types>]0| }U&LICt

Solution

CIZ20t Z2 0|} & SILIE @RI e = &Lt

- FZXZOo|HIt Ate ErAO| OHE I|QIMKIQ} S B E|X| b &LCt.

- o MEE Qe RAE2 X|HEIXK| t&LICH

ClolE & [<inferred-

o StL} O|&to| AR &7 & EE L|HAMKIE A8 5tE B, & Exst= ZE HIO|FH 30| S8tk
=X ElstMAI2
€ £E04, CIS EHAM H 22 L HAMK| ==2} & P FO| I|QIALXFQIL|C T|QIAXIE S &
5t7| i = $variable.testVariable + 1 & $variable.testVariableO| &% &= 10
El+~E F x5l oF gict.
S Ha 12(2) + QMR mAM R LIC H2kA] $variable. testVariable2(&) B4 £
= 10818 &z soF Fuct
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‘$variable.testVariable + 1 == 2 && $variable.testVariable’

Lo M Q42 ABSHE B, B4V HESEC

>
i
ot

10 i

o & £04, CtS timeout("time-name") & 0ls ZMSEI} U= EAILE0| 2 HEL

C} ### ## 740l St At X2 A5l 2 2N E T} QY

timeout("timer-name")

(® Note

convert(type, expression) e
7} AtE String, Decimal £ Boolean0|010|= ghoct.

O| < ## kol CiEt HZE AL 8ste 8¢ Bx 9

REMIEH L& 2 AWS IoT Events E#44{0| @12 3 #Hi0i| CHEN X EHE HZESHAAL.

off HIAIRIE ELHX| ZH&LICH. AWS loT Events
HIAIX|: lot EventsOl| HIA|X|E ELHX| ZF&LICE
Solution

OS2 2 0|f 2 LR/ EdE = A&Lich

1jo

« 2124 HIAIX| HIO|2E0i Input attribute Key7l Z&T|of QK| t&LICH.

« Input attribute Key7t &= Holof X|HE 40t SLUet JSON 2o UX| et&LICt

- 2124 M| A|X|7} AWS IoT Events 21230]| Zdo|=l AF|Otet Yx|5HK| St&LICtH

® Note
CIE MH|AOIM OIOIE| 2o7|E & T 277t 2hAigtL|ct.
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Example

0 & E0{ AWS loT Core0i|A{ AWS loT &2 CtF HA|X[2F 74 AufEL|Ct Verify the Input
Attribute key.

Ol 2XM & siZste{™ &= Ho|2= HIAIX| A7|0L7F AWS IoT Events 21 HO|& &8t Input
attribute Key RIx|7} LxIst=X| & IFLICH REMIEH LI 2 oA 2o CHEF 2123 A AWS
loT Events B2 &= 35104 AWS loT Events /232 2 o|5t= WiHE A otE AAIL.

0II

oM EAME Al™Stod Z4X[7| 22 EX| siZE AWS loT Events

AWS loT Events = HX|7| 222 U2 CO|EHE MMSESHX| &t 4X|7| 22 2A45t10 2A 20t E
MAE 2 QlELICHEO| Mol MHE LR1o| EMES AWS loT Events 85104 ZHX|7| 22 E &0l
gLich ol 2 BA sHE £F M2 8t AT =7 A QX8 Z &8 T HEE Qo522 Z K|
7| 2RO A EME L&A Ftot £HE = U&LCt X7 2ROl T x|

of CHEH AFAMISH LHE 2 of CHEE 2 X7 2= A 2! FIEH ZHE AWS |oT Eventsg & XSHAAI.

AWS loT Events &, API, AWS Command Line Interface (AWS CLI) 2= AWS SDKE A&35t0{ Zt
X7| 2 2Mo| Tt 2 7 HAIXIE 2 = U&LICH

(® Note

« AR 2ZEE AASHEAH HH ZE 27 E +sHoF gfLict

o A EFoM ZXI7| RS AESHT| Tol F
gLICt 3ZX| gfe™ ZAX([7| 2EHO| 2 X S5t

* RUNNING & EHOI|M SAlofl Z|CH 107He] EAMg & = U&LICt

I'II

A1 AWS IoT Events (Z2£) == AWS loT

dx|7| 2 E EAlste YHE LdotEe{H ZX|7| 2 &
Events (AWS CLI)0{| A ZfX|7|

A

o Of CHSt ZX[7| 2 2A 4l FIEE -HE AWS loT Events

« ZX|7]| 22 EA AWS loT Events (22)

« AWS loT Events (AWS CLI)OIM ZX|7| 2& £
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£ aLich EHAIZ AL 5tod BIEIE 242 XIMe AL S 22 XIHsy| Mol EHAg Bote
AWS loT Events 4 & LICH E#HAIR T4 K7 whtok BrLICH AHAIEH LIS 2 OIHIE ClO|EE
ZUE{Z), WE 3 MElshe EHA BHS AN

o
Ch 7 2344 B Sofl & IHIOIE1 S4|0| C|o|E{E CHE CIoIE A2z XIS #HEHE AWS loT
Events = U= B 0l2{ Clo|H 4|2 =& ELIct

(® Note
« AWS loT EventsO|M X|&5t= 58 7I's8 CIO|E K82 Hot 10T Lt

e

« AWS loT Events = H+E EAIU = HEHE = Q7| E 0l AWS IoT Events &= &
AIO .u.=|7|.ol- A o-IAL_||:|.

HA =H

- referenced-data— O|O|EHE AtE5tE{H HX| X7 2R M HZEE[= CIO[HE ©
gLt o & £01 DynamoDB H|O|2 £ O|0|E{& ELH2d™H HX{ H|0|2 O|&2 & Zdl=
HMoldlioF 314l ($variable.TableName)ol| B8 AFEE £ Ql&LICH

- referenced-resource— ZX|7| ZHO| AtE5t= ElAAE A 7tS8lofF ELICH E|l&aAE
A E35tE{H B 2|AAE Holdlof ELICH o E Eof 249 28 B2LIEESH Y| {8t 2%
7| REIS Md5t2T g LICH $input. TemperatureInput.sensorData.temperatureE
M85t 2L E HASE{M MX £E0{2= 2L HIOIHE HX|7| 222 2tRE5t= H
($input.TemperatureInput)2 Xo|slok gL|Ct.
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oM AX|7| 2 @7 EX| siZ2 AWS loT Events

oM dHE 2F fE2 & X7 ZEHol cigt 2E HEE M3 stH AME + = HAIX|ol sHE g
LICE o] HIAIX[2t MighEl £F M E AHEstod Z4X|7| RO L7 E iEStAAIR

HAIX| & &FM
» Location

» supported-actions

» service-limits
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* expression-syntax

- data-type
» referenced-data

» referenced-resource

Location
LocationOl CHEF MEJI & E BA At= OS2 2F HIAIX|of s &Lt
« HAIX| — 22 Aol cieh 71 HE7F 04 U&LICH M2, 10 E= 27 HAIXIY = JU&LCt.

&2 M: AWS loT Events 34 X[9EIX| b= Hedg x|&3 B2 0] 27 HAIXIZL EAIE £ &
LIch X2HElE &Y S52 oM HolH =4 & 5] E2[HE X[2et= %1% AWS loT EventsS

supported-actions

supported-actionsOf CHet ME7} 23 & 2 A= Ofg 2 F HIAIX|of sHE&LIC.

T

« HIAIR]: 5fd Holof| R E 5 RE0| UGLICH ## ##.

&2 M: AWS IoT Events $9A X|HE|X| et
L|C}. X|°45|'_ I SE2 of M OlO|E] =41 B! 54 EE|HE K|S}
A xSl AA|D.

|XI7t ZAE 5= A&

Xto1 AWS |oT Events 2

o J?,'_
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mjo
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o
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« M A|X|: DetectorModel Z2|0f| aws-service X0| UK|Bt aws-service MH|ATL I ## #
#0l M K| E|X| ek &LCt.

4 g X8 Zedolof M X[ EIX| AWS loT EventsB $4XH 2IF0IM ZHS Al e £+ Qe &
20| 2LF HAIXI7} EAIE = JA&LICEH Ol BI™M AL " ¢ aéE AWS MH|AZ H|O|EE &
LHEd o & ol ghAisl &~ Q& LICH EE8H AWS loT Events 2! AFE Q1 MH|A 2 Sof CH3H St 2
M2 AWS MEHSHoF BLict

service-limits

oo
z
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=
El_IT'__

rr

service-limitsOf CHgt ME7} = M AdleE ClS 2 F HAIX|of S gLt

- HAIX|: Ho|lz=o0i {8 & 2H= EFA 0| &Ell ## ##2| O|HE ### ##0 QUE content-
expression-size HO|E X|gtE Z oM &LIC.
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£FM: MY Ho|ZEo EEHIEX E£3$14/0]1,024 HIO|EE Z1t5tE B2 0] 2F HAIX|I7F ZAIE
= A&LCH HOo|REQ| EHIE EFHA 77 |E Z|CH 1,024 HIO|E L|LC}.

o HAIX: ZX|7| 2& Holo| AR E HEN =7} states-per-detector-model MEtE ZoFH&L
Ct.
E£FM: 4X[7| 22| #EN7t 207HE Z=1tst= B 0l L7 HAIXIZE EAIE = /&L ZX(7]
S22 x[CH 207H2] HEHE ERE = UsLCH

« HIAIX|: E}OIH ### ##2| R|& AMZH2 Z|Aminimum-timer-durationZ O|40|0{0F &L|C},

£FM: Elo|H X|& A[ZFO| 60 O|2HQ B2 o] 27F HAIX|7t EAIE = U&LICH EFOIH X[ Al
ZF2 60X0{M 31,622,400 AtO|Z MHst= 20| E&LICH EHO|MH X[& AlZhe| E#AIS X|Het
£ 8 & Ak 2340 rtEl At 71 72 a2 LHEELCHL

=

« HAIX: O|HEY SHEE HM =7t AX|7| 2= HO|9| actions-per-event MEtE ZH&LI
Ct.
£FM: o|HED] 107H ol&tol 2tdo| Rl B Ol 2F HIAIXRIZF EAIE £ &g Zx7| 2
9| Zt o|HIEO C Heg = ULt

£ M: ZEfol 20707t HiE T2t O|HIET} Qe B 0l 2F HIAIXIZF EAIE == J&LICH HX|7]
Dol zt AEfoll CHa z[CH 207He| TR O|HEE ERE = JU&LICH
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« HAIX]: HEfS {EE O|HIE =7t UX|7| 2 HO|9| events-per-stateMetE Zuti&LICH.
&2 M: Aol 20717 HE O|HEJ} Qe B2 0| 2F I
O| Z+ &t Efof CHal =ICH 20712l O|HIEE ERE = UE

« HIAIX]: EFY =40t A8 = e 20 X7 22 =& =& LICH 2™ input-name2 &
=|
=

X|7| 29 detector-models-per-input 20| AIHE
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« HIAIX|: 2t doll= &t 7tX| & HolE &= UKXIEF number-of-types 80| B2 40| J&L
Ch HE ol ado = 2l FHAIR

O| 2F HIAIXI7t EAIE &= &LICH Action ZiA| P S Holg 4= l&Lch

M: API 242 AF835tod 2 X7 ZEHE MMt L YOo|ESto B HEof & 7 o|& el &
x4t

oL O
2t 2t g o M| 2 HolsHof g LICH.
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Detector model palette

Detector models

To build a detector model, drag
and drop to add states. Draw
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connection arrows on the canvas
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temperatureDetectorModel Eedit Rerun analysis ‘ | Create input ‘ Publish
loT Events X P ' v P

+

Detector model palette
Detector models

Inputs To build a detector model, drag

Alarm models _— S and drop to add states. Draw
@ &l @ Start I : connection arrows on the canvas

o \ / \ to add transitions between states.

Settings State
9 s TemperatureCheck O
2 events
c
Detector model analysis Learn more [2 v
(1) Al ® (0) Error /A (0) Warning @ (1) Information

@ Info: data-type

Message: Inferred data types [Integer] for $variable.temperatureChecked
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aws iotevents start-detector-model-analysis --cli-input-json file://file-name.json
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Example ZX|7| 2 & X9

"detectorModelDefinition": {
"states": [

{
"stateName": "TemperatureCheck",
"onInput": {
"events": [
{
"eventName": "Temperature Received",
"condition":

"isNull($input.TemperatureInput.sensorData.temperature)==false",
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "IoTEvents/Output"

1,

"transitionEvents": []

I
"onEnter": {
"events": [

{
"eventName": "Init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "temperatureChecked",
"value": "OQ"
}
}
]
}
]
},
"onExit": {

"events": []

Zx|7| 22 2M(AWS CLI)
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"initialStateName": "TemperatureCheck"

AWS CLI & AH83t04 7|1E HX|7| 22 E BAMste B2 o8 & otLiE d=istd Zx7| 22
Oo|E ZAMBtLICE
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aws iotevents describe-detector-model --detector-model-name detector-model-name
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detectorModelDefinition 7HX|E BEIAE TEIT|of SAFELICE.
detectorModelDefinition 2IF0| EZE({})E F7I&LiC.
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"analysisId": "c1133390-14e3-4204-9a66-31efd92as4fed"

3. Ot BEES ddstod B4 HEIE AMELICH

aws iotevents describe-detector-model-analysis --analysis-id "analysis-id"

(® Note
analysis-idE& SAtet 241 IDE HIRAA|L.

Example S& 2| 0f
"status": "COMPLETE"

dEl= Ch5 2t & sl =+ A&
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ol 248 =+ U&LICH

« COMPLETE - ZX|7| &2 WS loT Events 2t2 & L|C}
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® Note
analysis-idE& SAtet B4 IDE HIFRMAL.

aws iotevents get-detector-model-analysis-results --analysis-id "analysis-id"
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"analysisResults": [
{
"type": "data-type",
"level": "INFO",
"message": "Inferred data types [Integer] for
$variable.temperatureChecked",
"locations": []

1,
{
"type": "referenced-resource",
"level": "ERROR",
"message": "Detector Model Definition contains reference to Input

'Temperaturelnput' that does not exist.",
"locations": [

{
"path": "states[@].onInput.events[@]"
}
]
}
]
}
(@ Note
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