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AWS Command Line Interface (AWS CLI)
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/cli/latest/reference/iot/index.html
https://docs.aws.amazon.com/iot/latest/apireference/API_Operations.html
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=Rl Customer Account
loT Mllm‘ Datastore

4 )

Input Parameters:
- Datastore Mame

Dataset ; - TimeRange
< : - Export S3 Bucket
CloudFormation
Template
........ . | Content .
Delivery rule Run Expoﬂ]

53 Buchket
l\scrlpl generated dataset /1 : ( Customer chosen)

AWS CloudFormation Amazon S3Z H|0|E{E WHE L= EIZ3!

¢l Ctolo{a2 22 AWS CloudFormation BlE X2 AtE5t0{ S U8t AWS loT Analytics H|O[E AE 04
LHoll C[O|E| MIEE M/d5t04 EfUARMEE J|pto 2 MEAZ E35tete Z2MAE E0iELICE O]

—= ooo0 —
E S5 AAEXI= &dte 7[2t LHof| &7 IHIOI °._|E% g o~ Ql&LICH EFt olO|E{& Amazon
S3I ez LiEL= 28 = ©& =0 S ELICt

—_

ot Mit= HHE EoiELIC

1. AWS CloudFormation BlZ£&/2 £HI|5t1 YAML T2 XZELICH 0o 2 E0{migrate-

datasource.yamlL|C}.

# Cloudformation Template to migrate an AWS IoT Analytics datastore to an external

dataset
AWSTemplateFormatVersion: 2010-09-09
Description: Migrate an AWS IoT Analytics datastore to an external dataset
Parameters:
DatastoreName:
Type: String
Description: The name of the datastore to migrate.

2EFA|: o|Fof =& E Ho|E LHELHZ|
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AllowedPattern: ~[a-zA-Z0-9_]+$%
TimeRange:

Type: String

Description: |
This is an optional argument to split the source data into multiple files.
The value should follow the SQL syntax of WHERE clause.
E.g. WHERE DATE(Item_TimeStamp) BETWEEN '09/16/2010 05:00:00' and '©9/21/2010

09:00:00'.
Default: ''
MigrationS3Bucket:

Type: String

Description: The S3 Bucket where the datastore will be migrated to.

AllowedPattern: (?!(”xn--|.+-s3alias$))”[a-z0-9][a-2z0-9-1{1,61}[a-2z0-9]1%

MigrationS3BucketPrefix:
Type: String
Description: The prefix of the S3 Bucket where the datastore will be migrated

to.
Default: ''
AllowedPattern: (~([a-zA-Z0-9.\-_1*\/)*$)|(*$)
Resources:
# IAM Role to be assumed by the AWS IoT Analytics service to access the external
dataset

DatastoreMigrationRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17

Statement:
- Effect: Allow
Principal:

Service: iotanalytics.amazonaws.com
Action: sts:AssumeRole
Policies:
- PolicyName: AllowAccessToExternalDataset
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action:
- s3:GetBucketlLocation
- s3:GetObject
- s3:ListBucket
- s3:ListBucketMultipartUploads
- s3:ListMultipartUploadParts

257 o|Tofl =& E HIOIEf LHELHZI 15
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- s3:AbortMultipartUpload
- s3:PutObject
- s3:DeleteObject
Resource:
- !Sub arn:aws:s3:::${MigrationS3Bucket}
- !Sub arn:aws:s3:::${MigrationS3Bucket}/
${MigrationS3BucketPrefix}*

# This dataset that will be created in the external S3 Export

MigratedDataset:
Type: AWS::IoTAnalytics::Dataset
Properties:
DatasetName: !Sub ${DatastoreName}_generated
Actions:

- ActionName: SqglAction
QueryAction:
SqlQuery: !Sub SELECT * FROM ${DatastoreName} ${TimeRange}
ContentDeliveryRules:
- Destination:
S3DestinationConfiguration:
Bucket: !Ref MigrationS3Bucket
Key: !Sub ${MigrationS3BucketPrefix}${DatastoreName}/!
{iotanalytics:scheduleTime}/!{iotanalytics:versionId}.csv
RoleArn: !GetAtt DatastoreMigrationRole.Arn
RetentionPeriod:
Unlimited: true
VersioningConfiguration:
Unlimited: true

2. AWS loT Analytics CIO|E{E LHE LHOF 3t= HIOIE| AE0{E ZAMEELICE 0| 7I0|E0ME Bl
ME Oo|e{ AEO0{E AE & LICHiot_analytics_datastore.

AWS laT Analy > Data stores

Data stores (1 & Create data store

Name Status Last message arrival time Storage information File format Created Last updated Data partitions

® Active

Jun 12, 2024 9:55:08 AM -0400 Service managed JSON Jun 11, 2024 1:59:17 PM -0400 Jun 11, 2024 1:59:17 PM -0400 Not enabled

3. CIOIEHE LHE'd Amazon S3 HHZ!E MM et7HLE A|HEFLICE O] 7I0|E0|ME iot-
analytics-export HZ!S AL & LICH

257 o|Tofl =& E HIOIEf LHELHZI 16
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azon 53 ) Buckets
» Account snapshot - upc.‘trred every 24 hours (T View Storage Lens dashbeard
Gentral purpose buckets Directory buckets
General purpose buckets (6] 1o c Copy ARN Empty Delete Create bucket
@
Name v | AWS Region ¥ | 1AM Access Analyrer Creation date -
| [+] O~ 3y s - G pont I US East [N. Virginia) ui-east-1 Wilw analyzer for us-aadt- Jurve 12, 2024, 09:56:18 (UTC-04:00)
4. AWS CloudFormatio He doggict
* https://console.aws.amazon.com/cloudformation O|& & L|C}
. /\EH AHA—| ° E.E'.lsl._l_ AH ElA/\ AI.R(_U__I,__)% AI_-|E_II'||3=||'|__||_—_|.
« migrate-datasource.yaml IS P2 EILICt
R Create stack
Prerequisite - Prepare
Prepare template
' © Choose an existing template Use a sample template Build from Application Compaser
Specify template
Tomplate souce
Amazon 55 UAL © upload a temalate file Sync fram Git - new
Ugload a tamplate hie
migrate-datascunce. ;-aml b4
$3URL  hitps (/33 us-east-1 amazonews.comycf-templates-dagumrjd movk-us-east-1/2024-06-127134305. 780 Zrer-mgrate-datascurce yaml View i Application Composer
5. AHE0|§2 ™t Ch3 utetolEE M3 =L

+ DatastoreName: 0FO|Z2|0|A45t24= AWS loT Analytics CllO|E{ AE042| 0| &IL]C}.
« MigrationS3Bucket: 0FO| 12|04 El HIO|E{7} K& El= Amazon S3 HZ!L|C}
+ MigrationS3BucketPrefix(41E4 ALE): Amazon S3 HHZ! Q| S AFRILICE.

+ TimeRange(MEd AlE) : LHE L= O|[O|EHE ZE& 5o X[™E AlzZt He|of 2t A4 Cl|0|E
E o ot ZE 28E £ U= SQL WHERE A ]L|C}.

257 o|=ofl = H0o|E{ LHELHZ| 17
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CloudFormation » Stacks ) Create stack

Specify stack details

Step 1

Create stack

ik Provide a stack name
Specify stack details
Step 5 Stack name
Configure stack options I iot-amalytics-data-export
Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 25/128,
Step 4

Review and create

Parameters

Parameters are defned in your template and aliow you to input custom values when you create or update 3 stack.

DatastoreName

The name of the datastore to migrate

I iotanalytics_datastore I I

MigrationS3Bucket

The 53 Bucket whera the dat

store will be migrated to

I iat-analytics-export I I

MigrationS 3 BucketPrefix
The prefix of the 53 Bucket where the datastore will be migrated to

l Enter 5tring |

TimeRange
This is an optional argument to split the source data into multiple fles. The value should follow the SQL syrtax of WHERE clause, Eg WHERE
o tam_TimeStamp) BETWEEN '05/16/2010 050000 and '08/21/2010 09:00:00

| Enter String |

Cancel Previous | -

Capabilities

The followi {3} require bilities: [# le]

This template contains Identity and Access Management (LAM) resources that might provide entities access to make changes to your AWS account. Check that you want to create each of these resources and that
they have the minimum required permissions. Learn more [

1 that AWS CloudF might create IAM resources.

Create change set | Cancel Previous Ii

8. OHIE RHolM &84 HHE HEsI0{ 2tz &LICH
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AR 7H0|E

iot-analytics-data-export
Stack info Events Resources Outputs Parameters Template Change sets
Events (8)

Q, Seorch events

Timestamp Logical ID Status
2024-06-12 09:59:54 UTC-0400 iot-analytics-data-export @) CREATE_COMPLETE
2024-06-12 09:59:54 UTC-0400 MigratedDataset © CREATE_COMPLETE
2024-06-12 09:59:54 UTC-0400 MigratedDataset (@© CREATE_IN_PROGRESS
2024-06-12 09:59:53 UTC-0400 MigratedDataset @® CREATE_IN_PROGRESS

2024-06-12 09:59:52 UTC-0400

2024-06-12 095935 UTC-0400

2024-06-12 09:59:34 UTC-0400

2024-06-12 09:5%:32 UTC-0400

9. Am0| ¥TFo
£ MEE =olsfLict

|J\WS loT Analytics ) Datasets |

Datasets (2)

[ Name

O otanalytics_dataset

DatastoreMigrationRole
DatastoreMigrationRole
DatastoreMigrationRole

iot-analytics-data-export

= iotanalytics_datastare_migrated

(© CREATE_COMPLETE
@® CREATE_IN_PROGRESS
(@© CREATE_IN_PROGRESS

(@® CREATE_IN_PROGRESS

Type Triggers Status
Query No trigger has been set yet. @ active
Query No trigger has been set yet. @ Active

10. HEE ClolH ME

MEHS T X2

2|5t04 CIlO|E ME

Delete Update

Git sync - new

Detailed status

2 2Z Z|TH AWS loT Analytics —» CIO|E{ MEZ 0|5

Created

Jun 11, 2024 1:59:19 PM -0400

Jun 12, 2024 9:59:55 AM 0400

® X

Stack actions ¥ Create stack ¥

Status reason

Resource creation Initiated

Resource creation Initiated

User Initiated

sto4 ofo|z&l|o|MEl o|o|

c | Cremedame

1 @

Last updated
Jun 11, 2024 1:56:19 PM -0400

Jun 12, 2024 9:55:55 AM 0400

LHE Lt

AWS loT Analytics > Dastasets

> iotanalytics_dstastore_migrated

iotanalytics_datastore_migrated

Overview

Dataset ARN info

arncawsdotanalyticsus-east-1:276334286713;

Created

Jun 12, 2024 $:59:53 AM -0400

iz

Type Last updated
Query Jun 12, 2024 9:59:53 AM -0400
Satus
@ Active
Details Content Schedule Dataset content retention settings Dataset content delivery rules Tags
26HA|: ool +ZE dlojEf LI LH7| 19
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11. 2HI== CIo|H MEZS| E2E=

E104| A

AWS loT Analytics ) Datasets ) lotanalytics_datastere_migrated

iotanalytics_datastore_migrated

Run now [ Dalet ‘
Overview
Dataset ARN Infe Croated
armawsiolanalylicsus-east-1:2763342867 13 .dataset/iotanalytics_datastore_migrated Jun 12, 2024 10:21:26 AM -0400
Type Last updated
Query Seni3rRE WE1IE AN a0
& Active
Details Content Schedule Dataset content retention settings Dataset content delivery rules Tags
Dataset contents (1) C
1 @
Date Name Status Duration
Jun 12, 2024 12:00:22 PM -0400 tat @ 415 ¢
. 2 0lM | i 17/2 0f LY 2HA S HE B
12. OFX|2Z2Z Amazon S3 £ £ 01| M iot-analytics-export HHZ!E Qo{ LHEH E2EIXE HEFLIC
] Amazon 53 » Budets > iot-analytics-export » iotanalytics datastore/ > 1N 2652/ |
171L___ . _2652/ (3 copy 53 Rl
Objects Properties
Objects (1) s (&) Actions w Create folder @ upload
o he fundamentat e 3 [2 o o oby hy g ™ 4 ]
Q 1 ®
] Name - Type v Last modified ¥ | Size v Storage class v
s L 507 433 .
= B June 12, 2024, 12:00:28 (UTC-04:00) 38MB Standard
af 565 ke cs

I|Ed R 50of CHSH 2C|HE F 2| Al

AWS loT Analytics HIAE2E
2|o|ME [ AWS Glue

£ Amazon Kinesis Data Streams &=
2l Amazon AthenaZ E&5tH HIO|E| EM T2 MAE S 2HASE =
&L|Ct. = d|o|E| &H]| & g48F AWS Glue 2 7tA5I5H=

=
=

Amazon Data FirehoseZ 00|21

B4 Amazon Athenat= CO|E{E W21 M

F o 250 ois 2C|ME 72| A
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MRl &R M2 MSELICH

LIk EE8F AWS loT Ci|O|E

-
ol
T
=<2

E""""""EAWS Glue
' AWS Glue

Crawler

R
T
Amazon Athena

Amazon 53

O OF
=L =

AWS loT Analytics Y3 Z2E AWS loT Analytics & M| A<{ Amazon Kinesis Data Streams, Amazon S3
Z oto|12l|o| M5t CH 22| 5% 8t AWS IoT CIO|EE AM2lst= 7S 0| &4 & LICt O] ofF7|E %
= &8 Jhsstn LI Aol FHofh AEE|X|Q ZR4st B 7|5 S MBGH2 2 1oT HIOIE0M AAZH

O MEXMQIQIAIOIEE Hg + U&LIC
oro|aefo|MHo| 2 E! & o 7|X| &2 HIE S UXISHZ{THE AFR5H0d MM E E|AAE HEISte X
0| AWS CloudFormation &2 &fL|C}.
CllO|E{ ool Bylo] M AWS loT Analytics 2t E HI2 22 HO|X|E FZSIML. EEQE HIE
IEE AA|Ist= Zd0] E&LICH

Ux|StedH 2t Al M2 Y E O|o|E &

k=3
= O
A QOB ME LHELHZ|: AlZh 7|8 28 Q0| MA| Cl|o|E{ ME
FL&E A5t a0 et 2EIX M fEIS MAe &5 Qla Lt
oto|zzello|M 7to|=of et olo|E =& & 2| mto|=2telE HESHAH Hetstod X|[& X ol oHd
SEZ2 HEE £ Ql&L|CH AWS Glue 2! Amazon AthenaZ &5t Cl|0|E| &H| &l
net 2ME S8E + U&LIct

_||:_xc->|J-|—|_ ==

HMeloolH =&
27t S 7¢HASE| 2 2 ©

PlZEtE grElotx| b

Mo A

O] MZ YAIS AFZ 3 AWS loT Analytics =28 &1t
A QF Atgol O &lH M85t AWS loT HIOIE{0M Z[CH 7HRIE FEE & U&Lct
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https://aws.amazon.com/iot-analytics/pricing/

AWS loT Analytics AL 7Hol=

AlZHSEZ| AWS loT Analytics (2£)

O Xt&ME AFE35104 IoT C|HIO|A Ci|O|E{ol| CHEt R &8t QIMOIEE AMSt= O LR B AWS loT
Analytics ZIAA(TE QACITE EHE MMELICH
® Notes

« CtS A& MM CHEXHE U245 TH7F AWS [oT Analytics AHS2ZE CHEALE AZXE #HE
g LICH

« AWS IoT Analytics 2&0i= #'d, Tto|Z2}Ql, C[0|E{ AE0{ 2 C|O[E MEE dM5t=
HE2 AIESEH7| 7]50] Y&LICEH AWS loT Analytics €0 218 il o] 7|sE & &

= A&LIcH

« O| A& MOME AWS loT Analytics 2IAA S M3

rr

Zf EAE erLHEfLICH

SEELICH
HoiFLIct

of2 X|&Elol th2k AWS loT Analytics &', 0| Z 29I H|O|E{ AE0{ & HIOIE+ ME
EEEHO| RE& MOl A= AWS 10T Core Z2&2 AFE35H0 = EIE HIAIXIE ©EsHE WY
AWS loT Analytics.

E
=

=1
=

=S|
« AWS loT Analytics 2£0{ 231 ¢!

- A Y

« O|O|E{ AE 0] AN

» Lo|ZetRl W

« CIO|EME 44

« E A835tod HIAIX| HO|E{ & AWS loT

FO

—

« AWS loT MHIA|X| ZIgl A&t
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. 23| Ay HHA
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AWS loT Analytics AL 7Hol=

AWS loT Analytics 20| 212l

AlZt5tEdEd AWS H|ZH 0] 2{o{ok BfLICt. o|0] AWS H"H0o| = E< https:/
console.aws.amazon.com/iotanalytics/ O|S gfL|C}.

AWS HHO0| e 4 CHS Aol et A" e MAdshuct
AWS HHE M5t

1. https://portal.aws.amazon.com/billing/signup2 jLIC}.

2. 2che XAl A E WELICH

S& Hx & ™slE 2o ME 7|HER &Ql I EE =2ds5t= 1ol U&LICH
off 7Fl5HH AWS HITAWS HX R E AF2X0| MMEILICH R E AFR0HE Ao 2 E

AWS MH|A &l B|AA0| HMAE HEHO| U&LICH 2ot B AlE|= AFEXFol Al B 2| HAM|A
Hetg 8Es5tn, FE AXIE AR50 FE AL A HMA HEt0| EHRFt 2idg 8l A
oI|__|[_-_|.

= -

be

3. of 212l AWS Management Console 5t 11 https://console.aws.amazon.com/iotanalytics/ O|& &
L|CH.

A 48

e HAlo| 7FBEIX| D FXSHE|X| 22 loT ClHIO|A CIOIEE &5t Bt kS &
Holl met MdS 4Rt

g &8

1. https://console.aws.amazon.com/iotanalytics/2| AWS loT Analytics2 Ci|O|E{ & H| AlAM0f| A &=
H7|§ MEigrLICt.
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https://console.aws.amazon.com/iotanalytics/
https://console.aws.amazon.com/iotanalytics/
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://console.aws.amazon.com/iotanalytics/
https://console.aws.amazon.com/iotanalytics/

AWS loT Analytics

AR 7H0|E

AWS loT Analytics

Channels
Pipelines
Data stores
Datasets

Notebooks

Settings
Documentation [4
Forums [

Contact us [

@ New console experience

Tell us what you think

® Tip

SRR EEE

X

Prepare your data with AWS IoT Analytics

Data stores

Store your processed loT device data to use for
data analysis.

Channels Pipelines

Use your channel to collect raw and Convert raw data from your channel into useful
unprocessed loT device data from other AWS data with activities that transform, filter, and
services. enrich your raw loT device data.

View channels View pipelines View data stores

2. A holx[olM M HHS MEIFFLICH

3. MM M=
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MEd AbEh E
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0jo [IJIIII
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1
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2
=

C.

4. AWS loT Analytics =
Service(Amazon S3) HHZ!ol| & &
5t7{L} Amazon S3 HHZ!E #ElE

a. O]

b. HAICIOIEE MEE

c. CIge M

5. &A 7 I Oo|X|oM7F HIAIX| CllO|EE
AWS loT Core.

nk=v

SHEFLICH.

Haoll CHaH St Ol &b ol AFS AL &
A& 35t AWS loT AnalyticsOof| CHal Mdst= 2|AAE AlEst= Ol =
A

HE X9 mlo|x[oll M Aol CHE MR HEE UZ{gfLICH

ol Ef 1 (7|-2t Hod)E MFoll FHefLICH el
=0| ELCt.

MelE K| et2 #Al 10T C|HHO|A E|O|E{& Amazon Simple Storage

LICE SHA|A S 2E2lg 5= U= RHA| Amazon S3 H{Z! 2 AEH
AWS loT Analytics & U &LIC}H

FEEHME AEEX| FEOIM MH|A 2EIE AEE(X|E ME{ELICEH

7|2k L= F 73S MEfELICH

Z£IE AWS IoT Analytics ol CHEt HEE 248 L|Ct

a. AWS loT Core &AM ZE{E 24%fLICt. 0i: update/environment/dhtl. O| REZ|IY £
HHRO| M= Ol =X HEIE At&36to{ Aol HIA|IX| CIO[HE M&sH EZl&LICt.
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HHO|A EEE @IR|ol M 2 HIAX|o CHsl 042] CO|E AE 0 € A8 Y =+ U&LICH E= To[Z et
T4 A 2F ArFo el HAIXK| Clo|HE EEEE + JU&LICH
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ClO|E{ AE 04 MM

1. https://console.aws.amazon.com/iotanalytics/2] AWS loT AnalyticsZ H|O|E{ EH| MA40{ M Cf| O]
E{ AE0{ E7|E MEfgfLICH

2. Olo|e{ AE0{ I O|K|oJ| A CllO|E{ AE 0] MAdE MEHSHLICE.
3. OIO|E{ AE0{ ME™ME X|Z HO|X|oA TIO|E| AE

ofoil cHet 7|2 HEE LU=

a. OIO|E| AE0{IDOE 78 HIO|E| AE0{IDE 2 LICt 0|8 M8t Fof= O] IDE H
Ag = eigLct

b. (MEHALE) EHTOIM AH EfT FIHE ME4SHO4 5Lt Ol &b o AAEXE X1 EN1(F(-8L w)
E{ AE0{0f £7}ELICE EfTE AFE 8T AWS loT Analytics0l| CHaH A 5HE 24
H5te ol =0l FLlc.

c. CI=

S g MEfSHLICE
4. AEQX|

=2
=
78 78 Ho|x|oAM Io|E ME &HE x|I-gfLCh

a. AEEX| RYIM MH|A #E| AEEZ|IXRIE MEHELICE
b. XZIE CIOIEHE E&E 7|7t 780l F7[8tS MEHFLICE
c. CIS8 MEfgLCt
5. AWS loT Analytics CIO|E{ AE0{= JSON & Parquet T A2 X[ EL|Ct HIO|Ef AE 01 O

O|E-| %MIOE JSON EEE ParquetS MEHEILICEH AWS loT Analytics X[ Ik @& of CHE XA
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https://console.aws.amazon.com/iotanalytics/

AWS loT Analytics AL 7Hol=

CtSS MEdgFLICH

6. (ME{ ALE) CIOIEf AEO{0|M AFE A X THE[ME AWS loT Analytics X|5t2 2 HE|E 0]
E{E #2I5t0 X|¢d AlZH2 JHME 5= Q&LICH X|HEl= AFS AL XY mhE| Mo CHE REAISH LIS
2 ALERH XIE DHE|M B E H XS MAIL.
CtSS MEdgfL(ct

7. MEAANES AES OIS OB AE0] dES MEHELICH

8. M OlO|E{ AE 047} Cl|lO|E] AE 01 HO|X|0d| LIEFLM= K| & QISHAM AL,

42 O|o|E{ AE 040l P1Zd5t24Td mho|Z QIS M Ad5H of
Zlste ZHD0F X| ™5 T HIAIX|7F MS El= HI0|E{ AEO{E A
S22 xS,

gfLch 712 EPOIEEPO._% H0|EHE =+
APERFLICH REMIE L8 2 mto|Z 2ol

Ol REE[HMME A'DES TIOIE 2E0{0i2F A5t mto|Zztels WEELICH Lo of Tl ofE
I ol =

£ ®Melste molzetl €852 FHe = U&LUICH
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1. https://console.aws.amazon.com/iotanalytics/2] AWS loT AnalyticsZ Ci|O|E{ &H| MA40{| M 1} O]
2Rl E7|& MEdFL Y,

® Tip

=t Zof A THo|Zafole MEE &= QlaLich

2. mto|ZztQl mlo|x[oilAM mo|Z 2Rl WS MEErLICEH
3. mo|=Zztelof Chet MF HEE =dgct

a. IO|ZZRlID ¥ A4 Mo mto|ZEtQl o|FS =IefLict

b. TO[ZEIRlof AAE MENRILICEH O] A4 E HO|ZEIRI0] HIAIXIE 242 AWS loT Analytics
A Lot

c. AMelE HAIX|HolE7t ME &l Clo|E AE 042l mto|zEtele| E3g XLt

d. (M= ALE) EHZ0lM StLt ool AbEAF el B2 (71-2f ¥)E mholZetelofl F7HehLct.
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/pipeline-activities.html#aws-iot-analytics-pipeline-activities
https://docs.aws.amazon.com/iotanalytics/latest/userguide/pipeline-activities.html#aws-iot-analytics-pipeline-activities
https://console.aws.amazon.com/iotanalytics/
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g. XlZ2 molzet #SE FItetx| ot ALl HAIX| Z&, g, ZE mlo|x[ol|lAM .

4. M= AEE AES COH3 o|matel Mg MetgLich
5. mo|=eciQ! mo[x|of Af mtof=2telo] LIELHE K| & RIS AAIL
@ Note

CI2E +8E 4+ UT S AWS loT Analytics E|AAE MMHF&LICH

MdS Sl MEI=IX| 52 #HAl 10T ClHHO|A HIA|X| HIO[EE + &' LICH
* loT C|HtO|A& HIA[X] CIOIE{& Ci|O|& AE ool ME = LICH
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(® Note
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/ScheduledEvents.html
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SELECT * FROM my_data_store LIMIT 5
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_BatchPutMessage.html
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{

"thingid": "dht1",

"temperature": 26,

"humidity": 29,

"datetime": "2018-01-26T07:06:01"
}
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"what", "who", "dt"

"overflow", "sensor@l",'"2019-09-16 09:04:00.000"
"overflow", "sensor@2",'"2019-09-16 09:07:00.000"
"underflow", "sensor@l","2019-09-16 11:09:00.000"
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Example

"Version": "2012-10-17",
"Id": "MyPolicyID",
"Statement": [
{
"Sid": "MyStatementSid",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
1,
"Action": [
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::my-iot-analytics-bucket",
"arn:aws:s3:::my-iot-analytics-bucket/*"
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* s3:GetBucketLocation
* s3:PutObject
* s3:DeleteObject
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"Version": "2012-10-17",
"Id": "MyPolicyID",
"Statement": [

{

"Sid": "MyStatementSid",

"Effect": "Allow",

"Principal": {

"Service": "iotanalytics.amazonaws.com"

},

"Action": [

"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET",
"arn:aws:s3:::D0C-EXAMPLE-BUCKET/*"

1,

"Condition": {

"ArnLike": {
"aws:SourceArn": [

"arn:aws:iotanalytics:us-east-1:123456789012:dataset/DOC-

EXAMPLE-DATASET",

"arn:aws:iotanalytics:us-east-1:123456789012:datastore/DOC-

EXAMPLE-DATASTORE"

Amazon S3 &3
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aws iotanalytics create-pipeline --cli-input-json file://mypipeline.json

mypipeline.json o= Ctg Z2EI=7F Z & E[0] JU&LICEH

{
"pipelineName": "mypipeline",
"pipelineActivities": [
{
"channel": {
"name": "mychannelactivity",
"channelName": "mychannel",
"next": "mystoreactivity"
}
I
{
"datastore": {
"name": "mystoreactivity",
"datastoreName": "mydatastore"
}
}
]
}

Cts B&E ddstod 7|& ooz 2telg LhdgrLct

aws iotanalytics list-pipelines

S BE S ddstod 7iE mto|zetele| +dS FlghL|ct
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aws iotanalytics describe-pipeline --pipeline-name mypipeline
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E HIOIEE 7tMe= F 7tX| &S Eo{ELICH HIAIX| E27{ &= BatchPutMessage APIE At
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aws iam create-role --role-name myAnalyticsRole --assume-role-policy-document file://
arpd.json

arpd.json It L2 Ot 22 Ao 2 EQlLCt.

"Version": "2012-10-17",
"Statement": [
{
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"Effect": "Allow",

"Principal": {
"Service": "iot.amazonaws.com"

},
"Action": "sts:AssumeRole"

S

:
I
I

Che A B AE oY
aws iam put-role-policy --role-name myAnalyticsRole --policy-name myAnalyticsPolicy --

1]

—

policy-document file://pd.json

rlo
0

1
I

pd.json It LHE2 CtE0t &

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iotanalytics:BatchPutMessage",
"Resource": [
"arn:aws:iotanalytics:us-west-2:your-account-number:channel/mychannel"
]
}
]
}
AWS loT & 4
g ML

L2 HAIXIE ELiE AWS loT 7

aws iot create-topic-rule --rule-name analyticsTestRule --topic-rule-payload file://

rule.json
rule.json It LIS2 Ct3ut 22 Alo2 ElLCt
{
"sql": "SELECT * FROM 'iot/test'",
AWS loT HIAIX| EE27{ At S 47
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"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [ {
"iotAnalytics": {
"channelName": "mychannel",
"roleArn": "arn:aws:iam::your-account-number:role/myAnalyticsRole"

3]

iot/testE ctR 28l ok st= HIAIXIS MQTT =M Z HHELICH AM'd O|F2 A& S 0| HHaoiA
e ol & AE = HHELICH

ol MQTT HIAIX| T1& AWS loT Analytics
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= 730 Ux|ste 2 E dlo|E{7t oA #2lg ZH|7I E o|o|E{ 2AE 04 AWS IoT Analytics 2 ZEHE
LICt O|E EHIAESIT| 2I5H AWS loT 2£2 AF8 350 HAIX|IE B &= Ql&LICEH

® Note
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0 € 01, HAIX| HOIZE0|M {"temp_01": 29} ==& {"_temp_01": 29}= R ESIX]
Bt {"temp-01": 293}, {"01_temp": 29} E= {"__temp_01": 29}= EZE XL
C}.

1. AWS loT 2£2| 1% &M 3o M E|IAEE MEdEFLICE.

AWS loT HIA|X| E27{ AL 48
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= Sample period Time range
f&]]} AWS IoT Monitor
One day v Week v

® P

| Monitor
Successful connections
Onboard
Manage
Greengrass
Secure
L]
Defend
Act
Test
Feb 14 Feb 15 Feb 16 Feh 17 Feb 18 Feb 19 Feb 20

#- Successful connections

Messages

2. [MQTT client] H O|X|0i| A [Publish] 4|44 9| [Specify a topic]0ll iot/testE =2ieFL|CH HIA|X| H|

2 P
O|Z & M40fl A CFS JSON LI 0| EXist=X| & elstn, 2EHX| f2 d2? &S LU™E LIt

"message": "Hello from the IoT console"

3. [Publish to topic]= ME4ELICE.
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WJ%nMnJmWﬂJﬂ%wwuﬂWw

© 0 - This client will not acknowledge to the Device Gateway that _Q?
ﬂﬁa AWS loT messages are received @
1 - This client will acknowledge to the Device Gateway that

messages are received @

MQTT payload display
© Auto-format JISON payloads (improves readability)
Display payloads as strings (more accurate)

Display raw payloads (in hexadecimal)

Publish
Specify a topic and a message to publish with a QoS of 0.

ot/ | [ |

Test

@ o
S vs
i oree
& sec
£h A
@

O|ZH 5t A AMAISH H|O|E] AEO|Z 2R EE HIA|X|7F AIAIELICE.

BatchPutMessage APl A&

HIAIX| CIO|E{E 7K &= E CHE Y2 BatchPutMessage APl HE 2 A& 35t= AWS loT
Analytics ZA2ILICH O] &S AL StH & FH7I Z& & HAIRIE IR 2t et= AWS

o
loT 7#2lg MYg et glaLich JeiLt M2 Hio|E/HAIXIE M& 35t ClHtolA= AWS
SDKZ dgE LA ZESoE HAE = QUHLE MEFI0iE S AWS CLI & = [010F L
ClBatchPutMessage.
1. MEE HAIXIE Z& 5= messages. json THUS AMFLICHO| o &0l M= EF ShLte| HIA| X[
™).
[

{ "messageld": "message@l", "payload": "{ \"message\": \"Hello from the CLI
\Il }Il }
]

BatchPutMessage AP| AHS 50
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AWS loT Analytics
2. batch-put-message &Y

--channel-name mychannel --messages file://

aws iotanalytics batch-put-message
messages.json --cli-binary-format raw-in-base64-out

FOl&t 2 oA L|C}.

Zte =42 =
== = A

77} oictH, Ch3a &

[]

"batchPutMessageErrorEntries"

+EIE Blo/E DLIEY

F&skod &

AWS loT Analytics 2&2 A M& e HAIX|Z7F R oM =&z

1% A ol M EHIE M

1. AWS loT Analytics & 9 =
MEHSHL|C}

Mol ddg 2l ol S M=
1% AWS loT Channels Q
Analytics @
®
Created Last updated

Status

Name
Sep 13, 2019 10:47:17 AM...  =e=

I %Channels
Sep 13, 2019 10:47:17 AM...

ACTIVE

Pipelines
my_channel

Data stores

mH OfX[oll M 2B MMJFK| ofeHz A3 EELICE 7[2F R AIZ|(1AIZE, 3AIZH 12
Z2EELc x|EE 7I F SeF

StLHE MEistod Heof el EAIE 7|ZHE
O| & Al=[ofoF BFLICH.

Notebooks

2. Mg ME HE
AlZH 1Y, 3 1F) &
O| R =&E HIAIX| =8 LIEIE 2= M
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Channel size

9.5e-7 GB as of Feb 27, 2019 4:00:00 PM -0800.

@&®OP

Tags Edit

No tags

Monitoring
1h 3h 12h 1d 3d 1w El

IncomingMessages

2.00
1.50
1.00 _—
0.5
0
17:00 1715 1730 1745 18.00 1815 18:30 1845 19:00 1915 19:30 19:45 20:00
HO|ZEHQl #S A HQIsty| I3 KA ZLIER 50| Y&LICH THO|Zatelo| M e H
OIRIOIM BS A OFE DLIE{RE 4 QALICH TO|ZEHQlo| YRR HSS KIWHA| o2 B
A% @77} 074 EAIE|ofof gLk

1. AWS IoT Analytics Z£ 2| 215 B ZolM £H|E ME{StT mto|ZEtlS MEEH CFS O|T™of
et mo|ZEtQl o|§ 2 MEfgfLIC
% AWS loT Pipe[ines Create Q'
Analytics @
®
[° Channels Name Created Last updated
I Pipelines
my_pipeline Sep 13, 2019 11:21:01 AM -0700 Sep 13, 2019 11:21:01 AM -0700
Data stores
Data sets
Notebooks
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Monitoring Q
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®
ActivityExecutionError-DatastoreActivity-my_datastore_33
1.00
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0
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PipelineConcurrentExecutionCount
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GilolE #el

Ct. dIO|E{ M E0oi= CIO|Ef AE0{ FE|0f AFB 3=
12 SM0| E04 U&LICH o] Y™ SMHES Amazon
MAgHLICE

OlO|E{E #Elsted™ IO MEE MA-EL
SQLJ—I' O'I E E I' >—< |7|'0'“ ?"IEI
CloudWatch & E 3 A0 AFSH

EH
£ gt
s
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CHS B> S Adstof C|o|E MEE Y d&Lict

0jo

aws iotanalytics create-dataset --cli-input-json file://mydataset.json

07| mydataset.json It Joj| CtS 2EHAT7} L /o] U&LICH

{
"datasetName": "mydataset",
"actions": [
{
"actionName":"myaction",
"queryAction": {
"sqlQuery": "select * from mydatastore"
}
}
]
}

Ch2 BHS A™dstod 22IE A CIOIE ME Z2HAE et
aws iotanalytics create-dataset-content --dataset-name mydataset
HOIE ME 2H =7t MEE|7|7HR| E 2 S¢ 7ICHE! + HSEhlch

7{2|E Clo|E{of AM|A

F{Ele| Aut= csv Alo| ntdz XHEE Oo|E ME 2E = lL|CH ZtU2 Amazon S3

o
=
g & A&LICH O S ool M= 27t £H|Z(o] U/eEX| Helstn mtUE OR2EEss Y

L|C}.
CH2 get-dataset-content HH S A™MELICEH

aws iotanalytics get-dataset-content --dataset-name mydataset
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CIOIE] MEof| OlO|E{7t £ & E B, get-dataset-content= OF2iet 20| status EHEO
"state": "SUCCEEDED"E &Z=&fL|Ct.

"timestamp": 1508189965.746,
"entries": [
{
"entryName": "someEntry",
"dataURI": "https://aws-iot-analytics-datasets-f7253800-859a-472c-aa33-
€23998b31261.s3.amazonaws.com/results/f881f855-c873-49ce-abd9-b50e9611b71f.csv?X-Amz-"

}
1,
"status": {
"state": "SUCCEEDED",
"reason": "A useful comment."
}
}
dataURI= &3 Z1tof Cieh MEE URLYILICE O URL2 B2 7|7HEH AlZt) Setet S & &hLict
HIAEZR0 M2tME LHE | HMASHT| Tof| &4 get-dataset-contentE& E &5t G U

&LICH ol BPE 5 &EtH MEE M URLO| HEE|7| = L/ct
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o| Ho|X|e| F=A:
* Amazon S3

« AWS loT Events

* QuickSight
» Jupyter Notebook

Amazon S3

CIO|E{ M E 2EXE& Amazon Simple Storage Service(S3) 1 loz2 2Ll 7|Z o|o|E] Bllo|aetel &
g E= AL oHE 2|7 0| L A =T 0| M| BMAE & 5HE = UELICEH CreateDataset2|
contentDeliveryRules: :destination::s3DestinationConfiguration EE& & X34
Al
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/GetStartedWithS3.html
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ClOlEf ME 2EIAE °'¥.9§01| HSE £ YBLIC
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O|Z A 5t2{™ CreateDataset2 AF2350{ |O|E| MIES AiAd5t T Zl=of AWS

loT Events /232 X|™&&fLIClcontentDeliveryRules :: destination
iotEventsDestinationConfiguration :: inputName. EE8t "iotevents:BatchPutMessage"&
|35 & Ql= AWS IoT Analytics TEH2 F046t= QetroleArnolE X|ZsHok gfLICt. HIO|E] Al
ol 2EIX 7} MAMHE motct AWS loT Analytics = ZF HIO|E M E Z2H X 52 X[HE AWS loT
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Events &

"what", "who", "dt"

"overflow", "sensor@l", "2019-09-16 09:04:00.000"
"overflow", "sensor@2",'"2019-09-16 09:07:00.000"
"underflow", "sensor@l","2019-09-16 11:09:00.000"

242 AWS loT Analytics 7t St 22 E=7F Z&E HAIXIE 2L/t

{ "what": "overflow", "who": "sensor@l", "dt": "2019-09-16 09:04:00.000" }

{ "what": "overflow", "who": "sensor@2", "dt": "2019-09-16 09:07:00.000" }

A e EE(, what, & 5tLE 0|4 dt)E 2IA5H= AWS loT Events 242 M35t 0 O|HIE | M Of
et 23 ZE 8 AFE85t04 Y2 EE|7H5HHLE LR #H8 MX5t= AWS loT Events ZX|7| 2&
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T ARHE

"retentionPeriod": {

"unlimited": "boolean",
"numberOfDays": "integer"

1,

"versioningConfiguration": {
"unlimited": "boolean",
"maxVersions": "integer"

1,

olz{¢t & metnlEle] MY ChSa 2
AL,
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HtAloZ S

retentionPeriod retentionPeriod:

[R]H et & unlimited = TRUE,
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unlimited = TRUE,
maxVersions A7

ok &
versioningConfigur K|t o0 7te| ™ol Z|ztof ZtA|giol = K| XY 7te| HHEO|
ation: Y74 olst2 SX|[EU Y| HTO| RXIE  Y7H Ol5tE R X[EL
C}. L|C}. Ct.
unlimited =
FALSE, maxVersio
ns=Y

HA|X| HO|REE &

2l HA|IX| HO|2=(C0|E)2| EE O|F AWS loT Analytics:

In
o
i
ro
o
I
|0
Hu
]

« CHAEXRIE FESHX| A &LICH ST HO|Z=E0{M "foo" L "FOO"El= &
FEch.

0E £0{, HAIX| HIO|ZE0M {"temp_01": 29} EE&= {"_temp_01": 29}&
{"temp-01": 293}, {"01_temp": 29} =& {"__temp_01": 29}= HRE X

AWS loT SiteWise CI|O|E{ ZH¢d

AWS I0T SiteWise = CHF2 A4 S Hlofl M CIOIEIE 47, BT, B4 U AIZststs ol ALY 4
Rl BEIE MEIALICH 0] MHIAE M ClHOlA, Z2AA W AIM EHE TH3te ol AR E
4+ 9l Rt R TR AR E MBI
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AWS loT Analytics AL 7Hol=

AWS loT SiteWise AH ZHS AHS3HE 2|8 Lhed | ClOIES TIOJEE S &8 XIEZ Halst
wrlg Holg 4 UALICH AWS 222 E0lM HOIEE £ Tt 2T S A pYg TaE
QUELICH RFAIEH LIZ 2 AWS 10T SiteWise AFE MBEME RZ AR,

o

AWS loT Analytics =2+ S8 |04 AWS loT SiteWise Gl O|E{0i| CHEF SQL #2IE AT of eFg
AWS loT SiteWise = U&LICH AWS loT SiteWise HIO|E{ #{2|E A|ZF3524T AWS loT SiteWise
AE HEMo| AEE|X| 7 Fo| Hitof 2t OB AE0{E HMEL|CH O CHg AWS loT
SiteWise C|O|E{Z H|0|E{ M E MM (EZ) EE=2o| BHAofl [2F AWS loT Analytics CIO|E{| ME

AWS loT SiteWise H|O|E{Z H|0|E| ME M (AWS CLI) 445t £+¢d Cl|0|E{oll SQL #EIE '%c'ii*
L|CH.

=
« AWS loT SiteWise OIO|E{Z AWS IoT Analytics HIO|E{ M E 44

« CloIE ME ZEIX AAMA

« AEM:0lM AWS IoT SiteWise CllO|E{ 2] AWS loT Analytics

AWS loT SiteWise CIO|E{Z AWS IoT Analytics ClIO|E{ M E MM

AWS loT Analytics C|O|E{ M E0i|= OIO|E{ AE0{2| CIOIEHE FEISt= Ol A= SQLE 2 &
s4Al0f X8 L 2l AlZbo] 228 g6l MEi™ ™ol & &[0 YU&LICEH o] 2 SM2
Amazon CloudWatch &% E 3140} SALEF EFHAIS AL 510 e &= U&LICH

® Note

HOlE ME= YitHo =2 H|O|E AR RHE|IHL RHEIX| 22 = U= HIOIH 25
L|Ct. B2 = sQL #HE|E 0| AE0{2| H|O|E{0f & 3t0o{ HIO|E| MIEE AWS loT
Analytics &8 L|Ct.

CHS thAof 2k AWS IoT SiteWise Ci|O|E{0]| CHEH CI[O|E MIE M-S AIZFEFLICEH

|

>
>

« AWS loT SiteWise Cl|O|E{Z O O|E{ MIE M

J(EE)

z [0
z |0

H

« AWS |oT SiteWise HI0O|E{2 H|0|E{ MIE AA4(AWS CLI)

0
0
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AWS loT Analytics AL 7Hol=

AWS loT SiteWise Cl|O|E{2 H|O|E ME MA&(EE)

EkA|of| h2F AWS loT Analytics 2£01i A AWS loT SiteWise HIO|E{0i| CHEt CIIO|E{ MEE 4

gf |—| Ct.

GlOlEME 44

1.
2.

https://console.aws.amazon.com/iotanalytics/| M 1% Ef M Fof| M CIO|E{ MEE MEHEFL|Ct
HIO[E{ ME 4+ HO|X|of M SQL S MENSFLICH
HOlE ME M5 HE XY Ho|X[of| M CIIO|E{ ME S| MF HEE X|EELIct

a. COIO|E|{ MECS| o|§2 =dFLct.

b. OO|E{ AE0{ AAO|A AWS loT SiteWise OIO|E{ AE0{E A= 17 IDE MEIELICY.
c. (M AFZHEHZO|AM StLt o2k o| ALE At ol Ef 2 (7|-2t ‘4)E ClO|E ME

SQL A2 At&35to{ CIO|EE #Elstn A EEol BEegct.

A

a. HdX el 2ol UEI=EE ALS S0 Z(CH 52| TIO|E{E E Alst= SQL 72§ &=

FL|ch

o

SELECT * FROM my_iotsitewise_datastore.asset_metadata LIMIT 5

>

oM X[HEl= saQL 7Isof I:H%F REAME L2 MME AWS loT nalyt.cs,ﬂ7< StMR2 2| sQL
FE A AWS IoT Analytics. == HIO|E{of CHE SE S MBS += U= SH A2l of 2l &
& AM:0ll - AWS loT SiteWise HIO|E{ 2| AWS IoT Analytics &5 2 2 X3HAMAIL.

b. HZ|HAEE MEisto] /240| SHIEX| & Qlstn H 2| Chsol 2o E EHOIEE ZAIE =
A& LICEH

(@ Note

Amazon Athena = & &l S 2| Z|CH =& XH|gtst=22 sQL HE|7 &7zt M-
E|X| et =& XA 2 7|2 ABtsloF & LICH.

(ME4 AE X|HEl 7|2+o| TIO|E{E AHE 5o Cl|O|E| ME RHIXE pteE= A2, UL Clo|E{7t
2| AlZh LHofl =2F5HK| 2f 2 £ U&LICH X[Q1E 85H7| Qs = A = HEE X|HE £
Ql&LIC KM LHE & Amazon CloudWatch EventsE £3H X|94 C|0|E &2l Ef 7| MM &t X
SHAAIL.
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AWS loT Analytics ALEXE 7HO|

6. (M= ANY) FE| L8 &8 HOIX|oM of #E7F BI7IHMez dHETF o950 CIO[E MES
MZ TEE 4 ALtk clolE ME Y- MRIEX| BHED HAE 4 Lt
® Note

O| Ci|o|E{= AWS IoT SiteWise 6 AWS loT Analytics AlZtOICH 2 =RIEILICH HIZ E 6A|
7t O|Md o2 MEiSt= Zdo| E&LCE

—Hd
7. AWS loT Analytlcs =O| C[O|E] ME 2HI=o| HHE ddstT X[HE 7|zt %EF 24 208 X

o
>
>~0
i
C
_|T|_
o
oy
il

Sl
M 280l xvs, F b 8 MY £ s

ClO|E ME Zxt 71 HOo[X|o|M S S MEIS = CHS S HEiFLICH
8. (ME4ALE) AWS loT Events®t 22 £ CHY 0l ClOIE ME ZLto| M& #2lg 7Y = UE
LICE.
ClOIE ME 2= ™ME 72 74 Ho|X|oM S42 MEEt £ OS2 MEELICH
HES OHS ol ME 48 Mg
10. CllO|E{ M E m| o|X|of A CllOIE{ MIE 7} LIEtLE=X| 2 Qs &AL,

9. ME{AEE

AWS loT SiteWise Cl|O|E{Z H|0|E{ ME M 44(AWS CLI)
CS AWS CLI HHEE Al#5104 AWS loT SiteWise DIO|E| #E2IE& A|ZHELICE

o{7|0ll EA|E! oA 0 A= AWS Command Line Interface ()& AFE &HLICFAWS CLI. o CHEH RFA| 8
L& 2 AWS Command Line Interface AHE HAHEME AWS CLIZTZSHMIR. o At E = = CLI &
ol cHet REMIEH LHE 2 AWS Command Line Interface & X 9| iotanalytics® AWS loT Analytics& =
StM 2.

GlOlEME 44

1. LC}2 create-dataset BYES A&35t0{ OIOIE{ MEE MM ELIC
aws iotanalytics create-dataset --cli-input-json file://my_dataset.json

07| my_dataset.json mtof CtZ ZEI=7t 8 E|o{ U&LICH
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/cli/latest/reference/iotanalytics/index.html

AWS loT Analytics AL 7Hol=

{
"datasetName": "my_dataset",
"actions": [
{
"actionName":"my_action",
"queryAction": {
"sqlQuery": "SELECT * FROM my_iotsitewise_datastore.asset_metadata
LIMIT 5"
}
}
]
}

ol M X[El= sQL Z|soll CHEr XkAIEH LHE = £ AWS loT Analytics& Z=3tM2 2] SQL &
244/ AWS loT Analytics. == Ci|O|E{of| CHEt SEE NS = U= 7 FHEIQ o A& M:
04X AWS loT SiteWise HIO|E{ # 2| AWS loT Analytics &= 2 & X35 A AL,

2. [CI3 create-dataset-content BHE0{E A&35t0{ FHE|E ARG HIOIEH ME EH=E ¥4
st|CH
= .

aws iotanalytics create-dataset-content --dataset-name my_dataset

HOolE{ ME EEI=X dMA
SQL #Hzle| ZAut= csv Aol melz HEE HIoIE ME 2= L|C 1Y Amazon S3E S5
A& £ &Lt P% EHAME A7t EH|Zlo] UEX| EQlstn S CIREES e WS

HoiELICt.

|

« O ClIOIE{ MIE E2EIX HMA AWS loT Analytics (2£)

« AWS loT Analytics (AWS CLI)0iM TIO|E ME ZEIx HA|A

oM OIO|E| ME E2EI= HMA AWS loT Analytics (&)

ClO|E| MEoi Tlo|E{7t Z & E 72 AWS loT Analytics 2£0|M SQL # 2| ZE 0|2 ED CIRE

Eg &+ &L
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AWS loT Analytics ALZ%t 7H0|=

AWS loT Analytics G| O|E{ M| E Z1toi| HM|ASE{H

1. 2£9| ool ME o 0o|X|of| A LM ASHE{E CI[O|E| MEL| O|E & MEEFLICE.
HO|X|o|H 2EI=x EHE MEHEFL|CE

2. clole| ME =S ME
Elol20iA ZIE 0l2| Eede Aalol o8 ML Zo] cov THUS

QoF
3. ClolH ME Z&
Ct2 2= gfLch

|>|I

AWS loT Analytics (AWS CLI)0{AM ClIO|E{ M E 2EIX HAA
ClolE| MEO| ClO|E{7t 28 =l A9 SQL #Hal ZME Ol B COhe2S# 4 YaLch

047]0d E A|E! oMol M= AWS Command Line Interface ()& AFS&FLICIAWS CLI. of CHEH RFAlISH
L& 2 AWS Command Line Interface AHE HBEAME AWS CLIEZSHMIR. AHE 7Hs e CLI BZ5of CH
g XFMIBH L& 2 AWS Command Line Interface & £ 9| iotanalytics& AWS loT Analytics& Z5HM 2.

AWS loT Analytics ClO|E{ MIE ZdTtol| HM|A 3t2{2H(AWS CLI)

1. [C}g get-dataset-content BHE A™stod 22| 2 E & QlghLCt.

aws iotanalytics get-dataset-content --dataset-name my_iotsitewise_dataset

2. OlO|E{ MEo| Cllo|E{7t L& El B S 0de 20| get-dataset-content? £240| status
Zi=of "state": "SUCCEEDED"E& E& & LICH.

"timestamp": 1508189965.746,
"entries": [
{
"entryName": "my_entry_name",
"dataURI": "https://aws-iot-analytics-datasets-f7253800-859a-472c-aa33-
€23998b31261.s3.amazonaws.com/results/f881f855-c873-49ce-abd9-b50e9611b71f.csv?X-

Amz-"
}
1,
"status": {
"state": "SUCCEEDED",
"reason": "A useful comment."
}
}
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
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AWS loT Analytics AL 7Hol=

3. get-dataset-content?| £2i0i= £ Zotof cHEt MBEE URLL! dataURIZ} Z & ELCH
O| URL2 %2 7|7HH Alzt) Sotat R 2 8FLICH dataURI URLE YE35t0{ SQL # 2| Ztof H
MAE = JA&Lict

(® Note

I ZZ 20 WEtME LI HMASHZ| ol &4 get-dataset-contentE &6t

£ 82k J&LICH ol BEE 5&F5tH MEE M URLO| dEx|7] 2 LICH.

At& M:0ll X AWS loT SiteWise HIO|E{ # 2] AWS loT Analytics

O| Rt& Mol M=ol A AWS IoT SiteWise ClIO|E{E #{E2[st= WHE E04ELICH AWS IoT Analytics. O|
AEMoME 3 erAof CHet MEZ olo|E| MIEE AWS IoT SiteWise M335H=2| o2 Cl|O|E{E
AtE gLt

/A Important
ol Cl2 7 MM3stn AM83tE 2laad Cist 0| HFE LCH.

=

- MM XA

- Oloje 2= &l =0l
- CllOJE] B M

SH #Hel 4

FECIY 2las HeE

AWS IoT SiteWise ZE A|ZfstE{TH AWS #H[ZH 0| 2{0{0F & LICH AWS loT Analytics. A&0| i 3
20i= H X AWS MAI5 7|0l A AxFol HEf HAE DFEAIAIL.

« Windows, macOS, Linux EE= UnixE A& 3t0{ AWS Management Console0i| M AE = Q= TH
gt Z4FE. XEMIEF LI 2 AWS Management Console A|ZH 57| E & X &HMI2.
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html

AWS loT Analytics

« AWS loT SiteWise AWS loT SiteWise Z &1} RIS
L= CllO|EHE A E2|Y35t= OIO|EILICt C[O|EHE M52
AWS |oT SiteWise O|E MM EBAHE [FE2AM L.

. 2|5t 7|Z d|o|E|f AE0{2| AWS IloT SiteWise Ol £24 drx A EH| O|O|E{. AWS loT
SiteWise Cl|O|E{0d| CHEF TIO|E{ AEO0{E MM 5t= wEdof CHEF XEM|IEE LIE 2 AWS IoT SiteWise

A|..g. Jgg;lk|0| A§E|x| A-|I-I A—|° xl-xo|.k||o

o|stm E2 g4 ZHH|o| Cl|o|E{ & LIE}
T4 AWS IoT SiteWise At A A{2|

(® Note
AWS loT SiteWise HIEIC|O|E{= AiAd Xl AWS |oT SiteWise Cl|O|E{ AE0{0f E A|E|X|BH
HAl OlO|E{7t E A== Ol =[CH 6A|ZH0] AZ! &= /U&LICH O S AWS loT Analytics G| Of

E{ MEE 45t HEHO[E0M HEIE A™-E = JU&LICH

02

CHS EHA

ClolE 22 & &9l

Hole 2= & 22l

T
mjo
Hd

o
o
Q'I_l
rr
0z

= AWS loT

I
S/ =21

rr

O| Xt& Mol # 2|5t ololE
SiteWise Cl|O|E{ M E &lL|C}.

(@ Note
Ol REE[HME lo|EH 2E0fof = M 7He| E|o[E& FEI&f LI

« raw - Z Ah&Fol ME| K| ef 2 Al | ol

mu  H
ok

0|-

L

[ul

=
=
+ asset_metadata - ZF XH&tof| CHEF U HE

==
« asset_hierarchy_metadata - AH&F ZHo| Aol CHEF HEE Z & ehLCt

ol REE|Yo| sQL #HE|lE A steiH

1. AWS IoT SiteWise CIO|EHE H[O|E{ ME Y8 (E&) E=2f Ao 2t AWS loT SiteWise G| O]
E{oil CHEF AWS IoT Analytics ClO|E{ MIEE AWS IoT SiteWise CIO|E{Z H|O|E{ M E H4(AWS

CLI) dgfLct.
2. O| RECIY ™A 0|M CIOIE| ME ZEIE UOIO|EStEdHE CIE2E =& EhLICH

k& M: AWS loT SiteWise HIO|E{ 22|


https://docs.aws.amazon.com/iot-sitewise/latest/userguide/getting-started-demo.html#create-getting-started-demo
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/getting-started-demo.html#create-getting-started-demo
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/configure-storage.html

AWS loT Analytics AL 7Hol=

a. AWS loT Analytics 2& 2| Cl|0|E{ M E | 0| X|0of| A O m|O|X|of A 8445t Ti|O|E{ MIE Q]
O|§2 MEdELICE.

b. CIOIE{ ME 29 Ho|X|oiM HES ME4st0d SQL HEIE - FLICH
A

c. #HElctZol AE HIOIEE EAIStEAH e[ EHIAEE ME4FLICH
= O update-dataset HWHES A0 AWS CLIE AFE35t0 SQL #EIE +=HE £+ A&
L|CF.

aws iotanalytics update-dataset --cli-input-json file://update-query.json

update-query.json8| 2HI=:

{
"datasetName": "my_dataset",
"actions": [
{
"actionName": "myDatasetUpdateAction",
"queryAction": {
"sqlQuery": "SELECT * FROM my_iotsitewise_datastore.asset_metadata
LIMIT 3"
}
}
]
}

3. AWS loT Analytics 2£0|A =8 AL&35104 o|O|E{oi| CH3H CHS #2lE AWS CLIAI# 5104
asset_metadata EH|O|E0| 3o 2 ZEE|UE=X| & QIELICEH

SELECT COUNT(*) FROM my_iotsitewise_datastore.asset_metadata

OF2H7HR|I2, asset_hierarchy_metadata & raw E|O|20]| H|o{ QK| o2 K| &OlE £~ Q&
L|C}.
CHS EHA

CilO|Ef Bf A
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AWS loT Analytics ALE X
Cfl Ol Ef A
AWS loT SiteWise G|O|E{7} A z|o{ O|O|E{ AE0{0] ZE=%|T4 AWS IoT Analytics ClIO|E{ M EE A
st 10 A SQL HE|E A& AWS loT Analytics 501 Rt&tof|l CHE QIAMO|EE AME = &L Ct. T
2 HElz 84 #H2lE A™st7| Tof HIo|EE B At WS EoiELICH
E Bt
7k HES Felglct

=
d2 ZdEolEodH7

SQL #HzZ|Z dlolH
2|25t AWS loT SiteWise AHoF

Al ElO|= 2t
SELECT * FROM my_jotsitewise_datastore.raw LIMIT 5
5104 asset_metadata ElO|

SELECT DISTINCTE At
g Ltgghct.
SELECT DISTINCT assetname FROM my_iotsitewise_datastore.asset_metadata ORDER BY
g A

ol (&g ol
HEE LIY¥35l24{™ WHERE H2

ChS

assetname
3. 57X AWS IoT SiteWise At4Ho| &40 CHE!
SELECT assetpropertyname,
assetpropertyunit,
assetpropertydatatype
FROM my_iotsitewise_datastore.asset_metadata
WHERE assetname = 'Demo Turbine Asset 2'
4. E ME3H CHE of|d|et 20| Clo|E AE042| = 74 0|4 of EH|O|E 0 M CIO|E{E Z=QI AWS IoT
Analytics& = & LICt
SELECT * FROM my_jiotsitewise_datastore.raw AS raw
JOIN my_iotsitewise_datastore.asset_metadata AS asset_metadata
ON raw.seriesId asset_metadata.timeseriesId
FokZHO| HE A E EodH F2|2| JOIN 7|S2 AFESHAAIL.
SELECT DISTINCT parent.assetName as "Parent name"
child.assetName AS "Child name"
67

FROM (
SELECT sourceAssetId AS parent
targetAssetId AS child
FROM my_iotsitewise_datastore.asset_hierarchy_metadata

& M: AWS loT SiteWise CllO[E{ 2|



AWS loT Analytics

WHERE associationType = 'CHILD'
)

AS relations

JOIN my_iotsitewise_datastore.asset_metadata AS child
ON relations.child = child.assetId

JOIN my_iotsitewise_datastore.asset_metadata AS parent
ON relations.parent = parent.assetld

CHS EHA

SH #He| A

SHA #c| A

O|M| AWS IoT SiteWise HIO|EE B Moz 4rd FH[of CiEr 7S 8 QAMOIEE XMBste SH
#HElg e + U&LICH OHF Fcle dMe + e UdF YEE EoiELIt

AWS loT SiteWise O Z23 2t XA O|O|E{of CHEt S| #z2|E Aldisie{™

1. C}S SQL HH2 A&Stod & XH&H(Demo Turbine Asset 4)01| CHEH =&} 24 0] QU
F|Al 2k 3&Lct

SELECT assetName,
assetPropertyName,
assetPropertyUnit,
max_by(value, timeInSeconds) AS Latest
FROM (
SELECT *,
CASE assetPropertyDataType
WHEN 'DOUBLE' THEN
cast(doubleValue AS varchar)
WHEN 'INTEGER' THEN
cast(integerValue AS varchar)
WHEN 'STRING' THEN
stringValue
WHEN 'BOOLEAN' THEN
cast(booleanValue AS varchar)
ELSE NULL
END AS value
FROM my_iotsitewise_datastore.asset_metadata AS asset_metadata
JOIN my_iotsitewise_datastore.raw AS raw
ON raw.seriesId = asset_metadata.timeSeriesId

k& M: AWS loT SiteWise HIO|E{ 22|
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AWS loT Analytics AL 7Hol=

WHERE startYear=2021
AND startMonth=7
AND startDay=8
AND assetName='Demo Turbine Asset &'

)
GROUP BY assetName, assetPropertyName, assetPropertyUnit

2. MEC|O|E Eo|S 1 HA|EOIES ZF X QI5t0] &2l RHt Qo= 2 E Aol 2|0 & &4
S Al & olA |0}

= TI=22 T AAHE

SELECT child_assets_data_set.parentAssetld,
child_assets_data_set.childAssetlId,
asset_metadata.assetPropertyld,
asset_metadata.assetPropertyName,
asset_metadata.timeSeriesId,
raw_data_set.max_speed

FROM (

SELECT sourceAssetId AS parentAssetlId,
targetAssetId AS childAssetId
FROM my_iotsitewise_datastore.asset_hierarchy_metadata
WHERE associationType = 'CHILD'

)

AS child_assets_data_set

JOIN mls_demo.asset_metadata AS asset_metadata

ON asset_metadata.assetId = child_assets_data_set.childAssetId

JOIN (

SELECT seriesId, MAX(doubleValue) AS max_speed
FROM my_iotsitewise_datastore.raw
GROUP BY seriesId

)

AS raw_data_set

ON raw_data_set.seriesId = asset_metadata.timeseriesid

WHERE assetPropertyName = 'Wind Speed'

ORDER BY max_speed DESC

3. AtAH(Demo Turbine Asset 2)01l CHEH &8 & 4(Wind Speed)2| B #t2 F5te{™ LS SQL &
HE AFELICE my_bucket_idE& H{Z!Q| ID2 HIFLICH

SELECT AVG(doubleValue) as "Average wind speed"
FROM my_iotsitewise_datastore.raw
WHERE seriesId =
(SELECT timeseriesId
FROM my_iotsitewise_datastore.asset_metadata as asset_metadata
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WHERE asset_metadata.assetname = 'Demo Turbine Asset 2'
AND asset_metadata.assetpropertyname = 'Wind Speed')

CtS EHA|

SEOlY BlAas BHE

FECIY 2laa HE|

AWS loT SiteWise OIZ & AtA|5tE{H

AWS loT SiteWise CIZ2= 13 £0i AIx|HMo 2 A XM ELICH O2 2|AAS AFEE OFSHM O
CIZE ANE & USLICH CZ2E =822 AMX|SiE{H Ol BHE 36 AMAIL.

1.  AWS CloudFormation Z2& £ 0|S&fL|Ct.

2. Stacks S 501X loTSiteWiseDemoAssets= MEAEL|C.
3. AME ME{ELICH ARME MASIH OIZEoE MYE ZE ElAATE AKX L CH
4. =Oolgtof AxE U=t

AAIsHE ol oF 152 0| ARILICH Cl2 7t AX|ZIX| oo @ EF HEOIM AXME CHAl
Ch CIZ2 7t ChA| AN E[X| 2f 284 AWS CloudFormation 2& 2| EHA|of| 2t AFxfjofl Ay et
E U5 ChAl Al 5HAI2.

k=3
=
L

mom >
PR

A

Cllo|E| AE0{E AtA|Sle{H™

- 2™ OOolE AE0{E AMK|SIE{™ CFHS 0t 20| CLI & delete-datastoreE AT L
Ct.

aws iotanalytics delete-datastore --datastore-name my_JIotSiteWise_datastore

AWS loT Analytics Cl|O|E{ MIEE AfX||5tE4H™

LI B2 delete-datasetES AEEILICE O] 2fdE

LI
g Les HaLich

- Olo|E| MEE ArAl|5tEd{™ CHZ odlet 20| C
=dst7] Mol ClolH MELS| LIES AX
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https://console.aws.amazon.com/cloudformation/
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aws iotanalytics delete-dataset --dataset-name my_dataset

@ Note

ol B2 £3g ddstx| et&Lict

k& M: AWS loT SiteWise HIO|E{ 22| 71



AWS loT Analytics

mo|=zctel S

A Cta=3t 7|5 Tfo| = M2 dlo|E| AE0qol 9dZ85t= Zdo 2, 0| A 6tH™ channel 5
I datastore S Ato|o| mto|=ZEIRl0| ElLICH mOo|Z2IQlo & 82 o F7IE A< S 4 =&t

HIAIX] M2|7t 7Hs 7 LT

=2 oT

RunPlpellneActNIty AHUZ ALSsto M3 HIAIX| Ho|2=0f mto|ZEtRl &S A™E &2
E AZdo|Mall 2 &= U&LICH Ol BHE2 mo|Z 2l #SS /st T CIHZE I S ELICH
RunPipelineActivity2| 0| = At &2 Eo{ELICt

M &S
THo|Zatelol A WA 2SS HEIE HAIKIS A8 ZFYsts channel E50/0fob BLICH
{

"channel": {
"name": "MyChannelActivity",

"channelName": "mychannel",
"next": "MyLambdaActivity"

CIOIBf 2EO01 €S

MElE HlIo|E & ofC|ol MEEX| X|"45t= datastore ES0| OFX[Ef &

{
"datastore": {
"name": "MyDatastoreActivity",
"datastoreName": "mydatastore"
}
}

AWS Lambda &S

lambda 52 L2 S HAIX| MEIE +857| 25 AEEH £ U&LICH & S04, 2R API &
ol £ HIO|IE{ &2 HIAIXIE EZ5t7HLE Amazon DynamoDB2| 222 7|8t 2 HIAIXIE LE{ZE

72

ML S
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_RunPipelineActivity.html

AWS loT Analytics AL 7Hol=

T U&LICH st X[EH H|0|E AE010f S0{7t7| ™o O mto|Z 2Rl &S S A& stod HAIX|E FTtst

T AAE

Hut 71& HAIXIE MHE = el&LIch

JSON

| —
=
(=2~ _
2 HZX5

lambda & 50i AF2E|&= AWS Lambda &%
the section called “Lambda &4 0| A| 17 MM

&= = AWS IoT Analytics ™8H2 §045t24M H S FItatof FLICH of
Mg M exampleFunctionName& Lambda & 2| O|E2 Z HI 11,
| Amazon

"l9l

Lambda HTESE

£0{CHZ CLI &EZ
12345678QQIZE AWS A IDZ HF3# 1, X|HEl Lambda &4+ 2 &35t njo|Z 22l
2|AA O|F(ARN)2 AFS ELICEH

\O

aws lambda add-permission --function-name exampleFunctionName --

action lambda:InvokeFunction --statement-id iotanalytics --principal
iotanalytics.amazonaws.com --source-account 123456789012 --source-arn
arn:aws:iotanalytics:us-east-1:123456789012:pipeline/examplePipeline

YIS o35S grereuich

"Statement”: "{\"Sid\":\"iotanalyticsa\",\"Effect\":\"Allow\",
\"Principal\":{\"Service\":\"iotanalytics.amazonaws.com\"},\"Action\":
\"lambda:InvokeFunction\",\"Resource\":\"arn:aws:lambda:aws-region:aws-
account:function:exampleFunctionName\",\"Condition\":{\"StringEquals\":
{\"AWS:SourceAccount\":\"123456789012\"},\"ArnLike\" : {\"AWS:SourceArn\":
\"arn:aws:iotanalytics:us-east-1:123456789012:pipeline/examplePipeline\"}}}"

}

REMIEt LHE 2 AWS Lambda 72 R} QHLHA{O| A AWS Lambda0i| CH3H 2|AA Z7[8h HA ASE FX

StAAIL.

O| ol Ao M Lambda &f == & HAIX|2| CIOIEHE V| ez HEE FIHELICH ClHO|A= OHS
o Al2t 7 ALE HO| 2 =2 &7 HIAIXIE HAIEfLICEH

"thingid": "00001234abcd",
"temperature": 26,
"humidity": 29,
"location": {

"lat": 52.4332935,

Lambda &4 0| Al 1 73


https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html

AWS loT Analytics AL 7Hol=

"lon": 13.231694
},

ip": "192.168.178.54",
"datetime": "2018-02-15T07:06:01"

J2|x ClHtolao=E ChEt 22 mro|ZehQl Hol7t g ELIC

{
"pipeline": {
"activities": [
{
"channel": {
"channelName": "foobar_channel",
"name": "foobar_channel_activity",
"next": "lambda_foobar_activity"
}
.
{
"lambda": {
"lambdaName": "MyAnalyticsLambdaFunction",
"batchSize": 5,
"name": "lambda_foobar_activity",
"next": "foobar_store_activity"
}
.
{
"datastore": {
"datastoreName": "foobar_datastore",
"name": "foobar_store_activity"
}
}
1,
"name": "foobar_pipeline",
"arn": "arn:aws:iotanalytics:eu-west-1:123456789012:pipeline/foobar_pipeline"
}
}

CHS Lambda Python & 4*(MyAnalyticsLambdaFunction)= HIA|X|0ll GMaps URLI} StM| 2

FIHerLict,

import logging
import sys

=
=

Lambda & =~ 0i| Al 1
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# Configure logging

logger = logging.getlLogger()
logger.setlLevel(logging.INFO)

streamHandler = logging.StreamHandler(stream=sys.stdout)

formatter = logging.Formatter('%(asctime)s - %(name)s - %(levelname)s - %(message)s')
streamHandler.setFormatter(formatter)
logger.addHandler(streamHandler)

def c_to_f(c):
return 9.0/5.0 * c + 32

def lambda_handler(event, context):

logger.info("event before processing: {}".format(event))
maps_url = 'N/A'

for e in event:
#e['foo'] = 'addedByLambda'
if 'location' in e:
lat = e['location']['lat']
lon = e['location']['lon"']
maps_url = "http://maps.google.com/maps?q={}, {}".format(lat,lon)

if 'temperature' in e:
e[ 'temperature_f'] = c_to_f(e['temperature'])

logger.info("maps_url: {}".format(maps_url))
e[ 'maps_url'] = maps_url

logger.info("event after processing: {}".format(event))

return event

Lambda &= 0i|Al 2

738 7le2 HAIX| HOIZEE &F L 2&H35t04 ME U XME H|ES £E0[= RJULICH O] F H
& o A|0lA Lambda & == HAIX| HOIZETL & FE & EAIUZE base64 QA (EIEsHE JSON
HE S LIEILE JAo 2 JH-ELICH & JSONS HhetefLct

import baseb4
import gzip
import json
import logging

Lambda &= 0i|A| 2 75
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import sys

# Configure logging

logger = logging.getlLogger()

logger.setlLevel(logging.INFO)

streamHandler = logging.StreamHandler(stream=sys.stdout)

formatter = logging.Formatter('%(asctime)s - %(name)s - %(levelname)s - %(message)s')
streamHandler.setFormatter(formatter)

logger.addHandler(streamHandler)

def decode_to_bytes(e):
return base64.b64decode(e)

def decompress_to_string(binary_data):
return gzip.decompress(binary_data).decode('utf-8')

def lambda_handler(event, context):
logger.info("event before processing: {}".format(event))

decompressed_data = []

for e in event:
binary_data = decode_to_bytes(e)
decompressed_string = decompress_to_string(binary_data)
decompressed_data.append(json.loads(decompressed_string))

logger.info("event after processing: {}".format(decompressed_data))

return decompressed_data

AddAttributes S

addAttributes &2 HAIXK| LH 7|1&E 4ol el 82 FIHELICH o|FH| otH HIAIXIZF XE
7] Mol ARl RS #HEE = U&LICH HE S0 1 addAttributesE Al&3st0] AZ CHE Al
CHel ClHFOf4 E2lo{of A &Lt

CHS &3 HAIXIE dHEMAIR.

-~

"device":
"id": "device-123",

AddAttributes & & 76
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"coord": [ 47.6152543, -122.3354883 ]

¥s2oar

addAttributes &

"addAttributes": {
"name": "MyAddAttributesActivity",
"attributes": {

"device.id": "id",
"device.coord[@]":
"device.coord[1]":

Illatll ,
Illonll

},
"next": "MyRemoveAttributesActivity"

}
1 coord HiES| 4t FESI04 0|& 1at L 1onOlzt

21k, 2024 HIAIXIZF CHS ol AleF Z o] S ELIC

£ rio
B 0

B ok
0> oM

nr o

~

"device": {
"id": "device-123",
"coord": [ 47.6, -122.3 ]

I,
"id": "device-123",

"lat": 47.6,

"lon": -122.3
&2 ot & ot U&LICH removeAttributes 852 A83t0 0|8 MHE = Q)

e ClHiolAa
&LIC}H
RemoveAttributes &S

HA|R|OM 482 NM7HELICE o & £04 addAttributes

LICH

#5297

removeAttributes g3s
x4

ol HIAIX|ZF QIck D 74

% rfo
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AWS loT Analytics ALERE7H0|=
"device": {
"id": "device-123",
"coord": [ 47.6, -122.3 ]
iy
"id": "device-123",
"lat": 47.6,
"lon": -122.3
}
FE sF0o| 28 OBt E Z&StEE HAIXIE H7alstc{™ CHS removeAttributes #8
2 ArS gLt
{
"removeAttributes": {
"name": "MyRemoveAttributesActivity",
"attributes": [
"device"
1,
"next": "MyDatastoreActivity"
}
}
Jeq{™ mto|= 2l et CHE HIAIX|7t ol S & LICt.
{
"id": "device-123",
"lat": 47.6,
"lon": -122.3
}
SelectAttributes &=
Mot ALE35H04 Mf HIAIX|E HMELICH CHE B E

selectAttributes= HE& HAIX|M X|HE &M
&M HE|H, selectAttributesE HIAIX|S FE

o.
T .

"device": {
"id": "device-123",
"coord": [ 47.6152543, -122.3354883 ]

’

}EHoﬂ M

S dELict ol HAIX|e] B

1To=2 ood™

SelectAttributes &
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"temp": 50,
"hum": 40
iy
"light": 90

"selectAttributes": {
"name": "MySelectAttributesActivity",

"attributes":

[

"device

.temp",

"device.hum",
Illightll
1,

"next": "MyDatastoreActivity"

O At chE HIAIX7F oho|=Z2telE et o|S & LICH.

{
"temp": 50,
"hum": 40,
"light": 90
}
HABS MaE & AL

selectAttributes ¥A| FE =& A

"filter": {
"name": "MyFilterActivity",
"filter": "temp > 40 AND hum < 20",

"next": "MyDatastoreActivity"

FLICH O] &S0 AE s B2 B2 ¢

mo

H
—

-

lok
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}
}
DeviceRegistryEnrich & &
deviceRegistryEnrich &2 &35 AWS loT C|HO|A BIXK|AEZ|O| O|O|E{E HAIX| HO|IZE
of F7tg == JU&LICH o & So{ St 22 HAIX|7t QIct D 7hEgfLIch
{
"temp": 50,
"hum": 40,
"device" {
"thingName": "my-thing"
g3 F7t

}
2 deviceRegistryEnrich

= Uy

{
"deviceRegistryEnrich": {
"metadata",
"roleArn": "arn:aws:iam::<your-account-number>:role:MyEnrichRole",

"name": "MyDeviceRegistryEnrichActivity",
"thingName": "device.thingName",

"attribute":

"next": "MyDatastoreActivity"

Ol £ HlAIX|= o] ol Al Z ol ELCt.

{
"temp" : 50,
"hum" : 40,
"device" {
"thingName" "my-thing"

1,

"metadata" : {
"defaultClientId": "my-thing",

"thingTypeName": "my-thing",

"thingArn": "arn:aws:iot:us-east-1:<your-account-number>:thing/my-thing",

80
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"version": 1,

"thingName": "my-thing",

"attributes": {3},

"thingId": "aaabbbccc-dddeeef-gghh-jjkk-11mmnnoopp"

}
}
25 Ho|o| roleArn TEO| MM3| HEto| RAE dg 2 x|Malof FLICH 0 WL ChS o Alg
22 Het WAME 21 Qlo{of Lt
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing"
1,
"Resource": [
"arn:aws:iot:<region>:<account-id>:thing/<thing-name>"
]
}
]
}

YA2 ChE ot Zotok grLct

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
b
"Action": [
"sts:AssumeRole"
]
}
]
}

DeviceRegistryEnrich & &
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DeviceShadowEnrich &5
deviceShadowEnrich &2 AWS loT C[HIO|A ME? MH|A S| HEE HA|IX|o F7HELICE of
E Eof HAIX|7t CtEat Z&LCh
{
"temp": 50,
"hum": 40,
"device": { "thingName": "my-thing" }

Ct= deviceShadowEnrich ES&:
: {
"name": "MyDeviceShadowEnrichActivity",

"deviceShadowEnrich":
"shadow",
"roleArn": "arn:aws:iam::<your-account-number>:role:MyEnrichRole",

"attribute":
"thingName": "device.thingName",

"MyDatastoreActivity"

"next":

[a

Ait= ChE ol Al2E 22 HIAIX|I LI

{
"temp": 50,
40,

"hum":
"device": {
"thingName": "my-thing"

}I

"shadow": {
"state": {

5 4

: valueX,

"desired":
"attributeX"
.
"reported": {
"attributeX": valueX,
valueX,

I
"delta": {
"attributeX"

82
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.
"metadata": {
"desired": {
"attributel": {
"timestamp": timestamp

},
I
"reported": ": {
"attributel": {
"timestamp": timestamp
I
}
I
"timestamp": timestamp,
"clientToken": "token",
"version": version
}
}
25 0|9 roleArn T X&5| MEto| RAE 3t KIMsHok BLICH O B2 ChST 2R
et WA g 21 Qlo{ok ghLct.
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:GetThingShadow"
1,
"Resource": [
"arn:aws:iot:<region>:<account-id>:thing/<thing-name>"
]
}
]
}

I M| YA2 ChE )k Zhotok 'Lch.

"Version": "2012-10-17",
"Statement": [

DeviceShadowEnrich &€& 83
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{
IlSidll: Illl’
"Effect": "Allow",

"Principal": {

1,
"Action": [
"sts:AssumeRole"

=
=)

100
utok

A
T
HAIX| 2| &4
=
=

math &2
A
T AA

Ct. CHE HIAIXKIE 0|2

{
"tempF": 50,

}

math & & %{2| O0|F

"math": {
"name": "MyMathActivity",

"math": "(tempF - 32) / 2",

ntempcn'

"attribute":
"MyDatastoreActivity"

"next":

21 HAIX|= oSk 2ol Eulct

"Service": "iotanalytics.amazonaws.com"

{
"tempF" : 50,
"tempC": 9

}
s Es
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AR 7H0|E

A
T

math #S0|M= CHS QARE AL E & U&LICH

+ F=7t
- il 7 |
* =57
/ L2
% HEZ

math #S0|M= Ch3 &8 AISE &+ A&LICH

 abs(Decimal)

» acos(Decimal)

+ asin(Decimal)

+ atan(Decimal)

+ atan2(Decimal, Decimal)

* ceil(Decimal)
 cos(Decimal)

» cosh(Decimal)

» exp(Decimal)

* In(Decimal

* log(Decimal

* mod(Decimal, Decimal)

» power(Decimal, Decimal)

» round(Decimal)

+ sign(Decimal)

sin(Decimal)

5 2t = QAFK} & Bf

—_ =

ok
ol
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 sinh(Decimal)
* sqrt(Decimal)
« tan(Decimal)

» tanh(Decimal)

 trunc(Decimal, Integer)

abs(Decimal)

= Ate| ™oz s grerghLict

of: abs(-5)=5.
l+= £ A
Int Int, Q50| Mozt
Decimal Decimal, @14=2| HCHZk
Boolean Undefined .
String Decimal. Zut= Qo MoHZtLICH EXtA
2 Hetg = gls 42 At Undefined &
L{Ct.
Array Undefined .
2R Undefined .
Null Undefined .
Ho|x|X| et = Undefined .

acos(Decimal)

TRl FFALQIS 2|k B2 BHEHEILICH Decimal Qlee &4 ME 7o BIHELEE BHE2IE
LICF.

0f: acos(@) = 1.5707963267948966

S EE UK ¥
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0%

A O
o|_|—|—-|-|-

Int

Decimal

Boolean

String

>
s
|0

|=IX| 2=

asin(Decimal)

2t

Decimal(HHEET), Ql=0| AT AL 74 A
= Undefined 2 gHeHEL|CEH

Decimal(HHEHE L), Qleo| AF AR 2RI
AL A= Undefined &

Undefined .

Undefined .

Undefined .

Undefined .

TRl AAQlE Btefoh B2 HHEHEILICH Decimal Qs B M8 T HIHE =2 BHSEIFEL

Ct.

of: asin(@) = 0.0

ol
—

0%

A O
T T

Int

Decimal

Boolean

Aot
Decimal(HHEEE), Qla=of ARl 714 At
= Undefined Z gtetELICE

Decimal(HHEET), Q9| AALRL 7H4F At
£ Undefined Z BHEHEILICE

Undefined .
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Pl =l

String Decimal(HHHET), Q=0 ARl EAIES
BHeteh = Qe B9 ZA1tE Undefined &L
Ct. 7t& A= Undefined 2 BHEHE[LICEH

Array Undefined .

A Undefined .

Null Undefined .

MO|E|X| £ & Undefined .

atan(Decimal)

XA HEIMEE BiC|OF B2 BHEHEILICEH Decimal Q& &4 M8 Mo HIHYUTZ 2 B2 ElE
L|Ct.
0i: atan(@) = 0.0
Rl £ A}
Int Decimal(HIEEE), QI FEINME, 714 &
I Undefined Z EHEHE[L|CE.
Decimal Decimal(HHELE), Olo HEHME 714 A
IH= Undefined Z BFEHEILICEH
Boolean Undefined .
String Decimal(HIHZT), Rl AUEHME, ERIA
2 HEte = 9l 42 243 = Undefined &
LIC} 7H4 ZAatE Undefined 2 BHEHEILICH
Array Undefined .
24| Undefined .

e 88



AWS loT Analytics AL 7Hol=

ol% 88 el
Null Undefined .
Mo|E|X| & Undefined .

oi: atan(1l, @) =1.5707963267948966

Rl % Rl % Z1t

Int /Decimal Int /Decimal Decimal(HHEZT), x5t X|
HE H(x,y) Atolo] ZtE

Int /Decimal /String Int /Decimal /String Decimal, MEE &Ho| AEHH
E EXEES HEg =0l 8
2 ZA1t= Undefined 4L
Ct.

7|E}F 2k 7|E}F 2k Undefined .

ceil(Decimal)

X|HEE DecimalE 7tE 7172 Int2 SZELICH
of| Al:

ceil(1.2)=2

ceil(11.2) =-1
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ol
—

o

A O
T 1T
Illt

Decimal

7Iet 2t

cos(Decimal)

TRl FAQIE etefeh B2 HErefLICt Decimal Q& B ME ol HIEEEZ Bt

CH.

of: cos(0Q) = 1

0%

AN O
OLI_I_'IT

Int

Decimal

Boolean

String

Array

"Holz|x| et

At

Int, QI &

Int, 2X¥E Decimal 2 &L=l = 717 747t
2 IntE S&8ELUCH EXAMY 2 Decimal £

I.

ok
o

Undefined .

o
o
I

At

Decimal(HHH L), I
£ Undefined Z HHE

Decimal(HHELE), QI
= Undefined Z gHgt

Undefined .

Decimal(I:IHx'“:"E) Rl¢o| IAQl XA
2 Decimal 2 WHEte = Qi 42 Aot
Undefined ®ILICt 7+& ZA3t= Undefined

2 grebELct.

Undefined .
Undefined .
Undefined .

Undefined .

= e A2 At Undefined LC}.
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cosh(Decimal)

SRl WZAAQIS BHCIoh BRI YHEHEILICH Decimal Q14 B4 518 ol IMLUT R #g

0d: cosh(2.3) =5.037220649268761

el 3 ZAnt

Int Decimal(HHEEE), Ql=o| ¥Z I AR 7tef
A= Undefined 2 BHEHEILICH

Decimal Decimal(HHHE L L), Qo] A= ALQL 7He
ZA1lE= Undefined Z gHEHEILICH

Boolean Undefined .

String Decimal(HHELUE), Ql+o| M= J ALl EA}
U2 Decimal 2 HEte = Qis 42 2=
Undefined ®ILICt 7t&F Zdt= Undefined

2 gket=ElL|C},

Array Undefined .

ZHA| Undefined .

Null Undefined .

HMo|x|X| ei& Undefined .

exp(Decimal)

+2 HENZE eE EHEHELICE Decimal Q15 &4 M Mol HIGLE 2 gh23IELICH
ofl: exp(1) =1

el £ ¥ Z1t

Int Decimal(HHHEET), er@l=,

=|
=
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= 8 2t
Decimal Decimal(HHHZ L), el
String Decimal(HHE L), erQl. String2
Decimal 2 BHEter = Qi 32 A=
Undefined IL|C}.
7|Et 4 Undefined .
In(Decimal)

Ql40| R4 RIS YHEHEILIC Decimal Q4 B4 M Mol HIHUT 2 wre e

of: In(e) =1
Rl R Zut
Int Decimal(HHHELT), Qls=0| Xto1 2.
Decimal Decimal(HHEE L), Qlco| Xtd 21
Boolean Undefined .
String Decimal(HHHE L L), Q10| Xtd 2. EA}
UEZ Decimal 2 Wt = Qs B2 ZAdt=
Undefined @lLICH.
Array Undefined .
24 Undefined .
Null Undefined .
Hol|x|x| ef& Undefined .
log(Decimal)

0l4:0| 7|4 10 218 BHEFEILICH Decimal @14 34 &8 Mol HIHUE 2 S

5t &t
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0i: 1og(100) =2.0

ol
—

0%

% g
Int

Decimal
Boolean

String

>
o
lo

|=|X| £S5

mod(Decimal, Decimal)

Int /Decimal

String/Int/Decimal

2 LhE LIHX| S grergrL|ct 8t g

2t

Decimal(HHHET), Ql==9| 7|10 2.

Decimal(HHE L), Ql9| 7|~ 10 2.

Undefined .
Decimal(HHEE L), Q2| 7| 10 2.
String2 Decimal 2 HEtE = Qs 4 &

ItE= Undefined @JLCH.
Undefined .
Undefined .
Undefined .

Undefined .

S ZER 7|59 59 bt

LEZ IR} =&
Int Int, 5 BHm Q1B HO 2 3t
= 33 By 2l

Decimal, & M QI+E Ho
2 st & B Ol

Int /Decimal

X}40| DecimalsZ 4
L dute F Hiy 2l

String/Int/Decimal
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2% ALK} QEZ TR} £
+E HoZ 5= A Hiy €l
FolLCt aEX| g4 A2
Undefined lL|C}.

ZIE} 2k 7|E} gk Undefined .

power(Decimal, Decimal)

—

F 8 -2 HEMSE 3 Hu Q& BHEELICH Decimal @l B ME Mo HIHAERE
HF=221=||C}
[ — Ry = g .

0i: power(2, 5)=32.0

24
=

0%
M

A A
Q1% A 1 Q14 Al 2

|

o2

Int /Decimal Int /Decimal Decimal(HHE L), F BHmY
ol &2 HEM=E A

B Q1.

Int /Decimal /String Int /Decimal /String Decimal(HfEE L), & &

W eleo| &2 HEMS
= XN HH el 2 E BRI
2 DecimalsZ HEHEILICH
String=(E) Decimal(L)
2 HESx| 22 32 ds

Undefined ¢IL|Ct.

7|EF 2k 7|EF 2k Undefined .

round(Decimal)

X|HE DecimalE 7t& 71772 Int 2 BHES R ELICH DecimalOl & Int 2ttt SHEIY B2(0dl: 0.5)

Decimale & E/LICI
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Round(1.2) =1
Round(1.5) =2
Round(1.7) =2
Round(-1.1) =-1

Round(-1.5) =-2

el 2d Zat
Int ol
Decimal Decimal 7t& 7172 Int2 LHEELICE.
String Decimal2 7t% 7t7H2 IntE WWRIELICH &
AU E Decimal 2 HHEHE = Qs 42 4=
Undefined ¢lL|Ct.
ZIEF gk

Undefined .

sign(Decimal)

il

XEE xte| B2 E vt2teLct Ql=o| 2371 Ee{A YU F< 10| EreHElLICt Io| 2F 7} Ot0|
LAY ZL -10| EhgtELICH el=71 0Y B 00| BhetElL|ct

of| Al:

sign(-7) =-1

sign(@) =0

sign(13) =1

ol 23t

Int Int, Int 2{o| B %.

Decimal

Int, Decimal Zt2o| £35.
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le RS PN
String Int, Decimal 2t 835, EAIYE Decimal
Zto 2 HEtE| T Decimal Zfol £5 7} gHEHE
LIC} StringS Decimal 2 #HEHE £~ Qi 4
2 ZA3tE Undefined L|Ct.
1= Undefined .
sin(Decimal)
ZTXHO| AtQIZ BiC|Qt EHY| 2 BHetEL|Ct Decimal Qe &+ M Mo HIEYU T2 BFS2IEL|CH
0f: sin(@) = 0.0
Rl £ A
Int Decimal(HHEEE), 2l AtRL.
Decimal Decimal(HHEEE), 2l ARl
Boolean Undefined .
String Decimal, 2/%9| ALQl. EXIUE Decimal 2
HHEte = ol 49 Z1t= Undefined &lL
Ct.
Array Undefined .
Object Undefined .
Null Undefined .
Undefined Undefined .
sinh(Decimal)
KO ‘M ZALRIE BHREILICEH Decimal 42 B ME TO| BHYLUEZ 2 S 2 ELICH ZAot= Hi™
2T 9| Decimal ZtILICH
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0d: sinh(2.3) = 4.936961805545957

0%

ol 2
Int

Decimal
Boolean

String

Array
Object
Null

Undefined

sqrt(Decimal)

Ao M&2 & Bt LIC Decimal Q&

0i: sqrt(9) =3.0

o2

ol 2
Int

Decimal
Boolean

String

Array

At
Decimal(HHEEE), l=o| & FAtCL
Decimal(HHEL L), Qo A3 AR

Undefined .

Decimal, 9o A M
DecimalZ® 4%t
Undefined QL

e

iu}

Undefined .
Undefined .
Undefined .

Undefined .

+olNM=ZZ2. 2XAIYE Decimal £ HE
= 74—
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Undefined &lL|C}.

Undefined .
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Rl £ At
Object Undefined .
Null Undefined .
Undefined Undefined .
tan(Decimal)
Aol BHHMEE 2iC|ot B2 BHEHEFLICE Decimal 22 & ME Mol iYL 2 EH2 & E L Ct.
0d: tan(3) =-0.1425465430742778
Rl R A1t
Int Decimal(HHHEZ L), Qls9l EHNME
Decimal Decimal(HHE L), Qo EHME,
Boolean Undefined .
String Decimal(I:IH Hag), Qo BHME,. EXbY
2 Decimal 2 HHEHY = Q= 32 Aos
Undefined QILIC}.
Array Undefined .
Object Undefined .
Null Undefined .
Undefined Undefined .
tanh(Decimal)
£AO| WTEIHES BhC|ot E9IR YHEHEHLIC Decimal 242 34 X8 Mo HEUT 2 B2 g
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of: tanh(2.3) = 0.9800963962661914

Rl f¢ 21t

Int Decimal (HIHLT), Qo A ZEIME.

Decimal Decimal(HIHZT), Qo A ZEIME.

Boolean Undefined .

String Decimal(HHELET), Qlo| M ZEIME, X}
UE Decimal 2 HEHE = gls B2 A=
Undefined QILIC}.

Array Undefined .

Object Undefined .

Null Undefined .

Undefined Undefined .

trunc(Decimal, Integer)

5 iR Q148 T WA Q142 KIHE Decimal AHl42 HAFEILICH S SR @147t 02 CH &2 7

J\
_I_
20202 MEELICH £ Hm Q147t 3420 2 79 342 MHELICH B2l 02 ZAntollA F7EL

trunc(2.3, 0)=2
trunc(2.3123, 2)=2.31
trunc(2.888, 2) =2.88

trunc(2.00, 5) =2
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o
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A
Ql%
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A1

Int Int

Int/Decimal/String Int/Decimal

7|E} g4

RunPipelineActivity

CtZ& RunPipelineActivity BEE At&5to{ Ito[= 2l &S 2 H

o
LIt Ol o] T, 43t HM HES BlAESLIC

1. ElAEste{= mo|Z el S0l cher Hol7t L& El maths. json I

"math": {
"name": "MyMathActivity",
"math": "((temp - 32) * 5.0) / 9.0",
"attribute": "tempC"

2. 0| Z 2l &5 HAEON AIEStE o7t ElE HO|Z=E7F =&

"{\"humidity\": 52, \"temp\": 68 }",
"{\"humidity\": 52, \"temp\": 32 }"
]

3. HHE0IM RunPipelineActivities S S &&rLICH

717t Int2 LHRIEL|CEH
XQE2 Decimal Zt2
ElLict EXt #Hetol

2L ZAitE Undefined &L

Ct.

Undefined

El payloads. jsontt

ol
=

RunPipelineActivity
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aws iotanalytics run-pipeline-activity --pipeline-activity file://maths.json --
payloads file://payloads.json --cli-binary-format raw-in-base64-out

{

"logResult": "",

"payloads": [
"eyJodWlpZGl0eSIGNTISINR1bXA10jY4LCIOZW1wQyI6MiBI",
"eyJodWlpZGl@eSIENTIsINR1bXAiOjMyLCIOZW1wQyI6MHO="

]

}

Z1to] ¥7HE HOo|2== Base64 21T EAAILICE Ol EXtEE C|ZESHH CHS ATt A
EI|_||_‘_|.
= .

{"humidity":52,"temp":68,"tempC":20}
{"humidity":52,"temp":32, "tempC":0}
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A HAIX] R E|

AWS loT Analytics £ AFEsHH ' HIO|HE MAEE 4+ A&LICH Ol CHE1 22 ER0l R38E

= A&LICH

- MSFRE MZ AlEstE cHdl, =&8 7| & C|o|BE ChA| Mdstedis 32

- mtolzeels UololEst 7| & C|o[Eof HE Atg 2 MEstod 2|4 JEi= BFERiE B9
- D eSS AEE K] M, M HEF EEE H0|E £E01E #E5t7| ol & E Ho|HE Z st
T AR

E Ar235lod ooz 2tolg S8l #M'd HAIXIZ KX E| AWS loT AnalyticsstE B CHS MEE XM
&t oF &FL|C}.

StartPipelineReprocessing
mo|Zztelg S A HIAIXIL| RX{E[E AlZFEfLICh
ChannelMessages

Mrelsted= stLt ol& el AM'd HAIX| MEE X|-HEL/c

channelMessages Z&|E AR5t B startTime & endTime Zf2 XIHHMHE OF EL
Ct.

s3Paths

M HIAIX|E X{Z 8= Amazon Simple Storage Service(S3) A& Al¥35t= 7| stLt Of
A XEELct 7|o MA| B2 E AFEsHoF 7 Lc

oAl B2
00:00:00/1582940490000_1582940520000_123456789012_mychannel_0_2118.0. jsor

ISR

0%
HO
02

_|C_>|_
Hid HEH M2k Z7: 1~1007H & =.

Zo| Mgt 1~1,024 %}
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endTime
Mr2lE M dolEe| Z& Alzh(A f)IL|ct.
endTime It2tO|E 22 XI™H5t= B channelMessages x| E Ar& M= o ELICH

Y Byagy

5

startTime
2= B Al HIAIX| CllO|E{2] Al&F AlZH(ZEHILICEH

startTime L2tO|E] 2t XI™HSH=E B channelMessages 2| E AF23HM = o ELICEH

= =
pipelineName
MAMEIE AlZHE mtol=etelel o|F LIch
/Y EXH

Z 0| Mt 1~128%L.

A HAIX] M 2[(E2E)

Mol M= AWS IoT Analytics £ 2| XIHE Amazon S3 iAol K& El & CIO|EE RHZE|
HE 2o{FLICt

=
"t
o

o| X
H=
AZFSE7| ol Rix2lstEds A HIAIX|Z7F 22 B2l Amazon S3 HA| KHE Ko U=X| Eeld
AWS loT Analytics 2&0 2 9I8tL|C}

B M Ztol M mo|zztele Z2IEtLct

1
2
3. CHY mo|zgtels HEgfLch
4
5

oM HIAIX| "M EIE MEELICH
uto|ZztQl RfA 2| H O] X|od| A HIAIX| R 2[od CHaH S3 A E MEdEhLICH

SME MSELICH

0jo

AWS loT Analytics &2 C}

. A8 7t BE el Aidel RE 58 ClOIEE ML
+ Xl 1209 - Xl 1209 SO A ClOIEIS MAEIELICH
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https://console.aws.amazon.com/iotanalytics/
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o =&+l H|0|E{2 RiA{ 2Bt}

oF =23 C|o|E & MAE[ELICH

>
()
P2l
Ral
0%
oE
Ho
Ral
0%
[l
>
[
0E

|0l =23 Clo|EE MAMEIELICH HstE AlZ HAE

gLk,

a. Amazon S3 2£2 ASE

b. CH& Amazon S3 ZHX|E MEAEFLICE.

c. SO A I MMo|M 7|E FSAELICH
7. MAE| AlEFS MEdELICH

A HIAIX| RHRHEI(API)

StartPipelineReprocessing APIE AFSE [ CIS AtE Ol ROISHAMAIL.

« startTime L endTime IIZIO|E{= & A| OIO|E{2| =& A|HE X|HSHX|TH O|d2 ChHE el =
HMxlof ntetLct. 71& 7t AlZE Q2 EF2 28 4 QI&LICH startTime2 Z & E|X|oH

endTime2 N Q|E/LICT.

. O] HH2 HISTIACR KIXEIE AIRStD FA| ZIHE Yrersich

M

« XAEIE HAIXZE #Hefel =& =Mool el X2l Zolete 22 el&Lith 7ol SUs =MK|

oF H& S| £ Xl &L

« 24 A|ztotch =|CH 1,0007H2] StartPipelineReprocessing APl & M4d5to{ mlo| =z} 2l

Sofl S A HAIXIE [MAEE = JA&LICH

« A OIOIEE MR Elts 2 F7} HISO0| ¢lgLct.

KM LI 2AWS loT Analytics API & Z 9| StartPipelineReprocessing APIE & Z 5t A AI2.

Mg MxEl Es Fa

oto|Z 2ol X 2| €SS FASH2{™ CancelPipelineReprocessing APIE A& 3H7LE AWS loT
Analytics 2& 2| &= H|0|X|
AMElZl K| et&LIc A2l S CHA| Al=HsHoF &FLCt.

oM A2l FAE MEHEFLICH KX EIE FIASHH LIHX| O|O|EH=

N

M HIAIX| RHF2I(API)
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https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_StartPipelineReprocessing.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CancelPipelineReprocessing.html

AR 7H0|E

| reprocessingSummaries &

HolgLict 2

AWS loT Analytics
DescribePipeline APIE A2 36104 Rix{2| AEHS

E FXsMAIRL.
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeletePipeline.html

AWS loT Analytics

IAEZR A&
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TE ALE5t0q 10T CIIOIEHE XSS 2 3, M|, ME L B2A8 = UELICH AISX XH BM I
It = Jupyter Notebook2 A EISHE Z1E|O|LHE A-SI7HLE ELAF AF A X ZE ZHAH|O|LHE AFS
g Qoo 2 J|E BM T E CHA| MME EoJt glaLch OS2 7158 AF835Hod 0| AE01

oM 23 CIOIE{E 7tXet Xt S&tEl HIEE R0 MSE = USLICH

AWS loT Analytics =0 CHgt T2 C|0|E| EAME XMIBELIC AWS loT. HIO|E| EA 2l 7|H| & =
X+ O

U=l dEoR oIH ME 2HXE &L

CreateDatasetE E&¢& | EE|7HE X|Xslod HIO|E ME 2EI= %} HE o
gtLICHtriggers:schedule:expression). CIlO|E| AE040f Q= C|OIE{= TIIO|E] Al
E ZHXE dMst= ol AHSELICt sQL #HElE AH836to] #Hote HEE MElgLCH

(actions:queryAction:sqlQuery).

0=

r
Jrnl'

Holsl Mf HiolEf ME Z&Ix0i 0FX|2 AlZt O] % =&t

SELX| e A& E AT S 22
S

o
=
CIO|E{BF Z & E|= & DHE &~ QI&LICH actions:queryAction:filters:deltaTime &
:offsetSeconds EEE HE
ClIOIE M E ZHXE MYt E EE

SQL HIO|E{ M E M4 (CLI)” MME R ZFHAAIL.
It CtE HIO|Ef ME7I 22 E|S [ TIO|E| ME 2EHIEXE M4

AN
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=
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N
N
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o
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CHE ClIOJE] MIEO| 2EIA MAo| #Z &P A ClOJE| ME 2HIX Mg EB|HELICH
triggers:dataset:name.

Aoz 2 ofZ 2ol MBI

=2o-d

L

S
mo 1o

AFE R XI% TIOIE] &A1 OhE 2| OIS ZHEl Ol L48H5t T, CHE BIOJE| NS ZEA T} 44

018 AYSHT S EB|BrLICH O/ 5% BHEEls ol et 44T HlojEf Al
4 74
.

>

[y e | =
= OiEZ 2|70l S2E &+ A&LICH ofEE|70[M LHoM B4

5t &~ Ql&LICH (actions:containerAction)
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triggers:dataset:name.
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o| ZEIX O|O|E{E o E2/F0|Mol S=E £ U&LICH oiE2|7H0]M LHol| A 24 Ztof CHEt
AUS RS2 sdE £+ AU&LICH (actions:containerAction)

ALE AbE

ME EE FHE X586 2Y HIE(OpEx)S MY
4, & U 2L E FYsts ANE WEHT /e A|ARO| UELICH O A|IARIR FI|XHo=
g2t GV ETet 2 EHoHET Ydle M O/HEE +=Z&ELICH & AE3HH olEt F7
M7zt E=E[X| et= CIoIHE EAIStD 23 ME S2oi| cigh KPI E1MHE ddsts &4
£ XSS AWS loT Analytics® = U&LICH ZF HiX|E XE2Ie & ™A N E SE2e SH6tn, A
EE2 S0t 2P HI8 S K ELICE

ClatolA E5!of CHEt 24 AtS 3t
100702 C|HFO|A M| A M El Cllo|E{o| CHaH 152 0t E44(2 1 2|&, Slo|E o8 = KPIg
ML) AELICE ZF 24 F7(0ict Ol S 24 ™S et SEi7F M el XM ELICH ZF 24
ol M XIHEl 7|zt Liof| &2 CI|O|EHEF A8 35l = 20| Z&LICH & AWS loT Analytics AHE5HEH &
ME QIAAED oMt 2t Mo CHEF KPI & BT ME ddECftg & F 242 2?6l CIOIEE
MEE = JsLc

XS of& B x|
AWS loT Analytics £ A2 3tH Cl|0|E{ AE ool =28t Af T|O|E{oll CHEH 152 0iCH =522 A

oo ot= Ol& B X| KIZEZRE KMSEE & JU&LICH 8 X8 71zF LHe| ClHto|A AEF T}
2T MEXRE EAlSIE= S CHAEEE IS + U&LICH

M Mo At ol F

Abd A4 2tRI0| UELICH AF8 7tSEH Z2MA L2 AWS loT AnalyticsZ & 501 2 M&SE
CIO|E{1E M 85t0{ BEAM QI Z2E 250 TEAMA ANE oFE £ QaLct ZE H|o|EE
MxNOHEEAR MAE = USH, &4 3"01|= AYA MES MFste CHEEt Ao olo[E{7t =
gHEILICE. AWS 10T Analytics £ REH &2 M85t 10 CIO|E] ote =7 E AFE5H04 KPIE M5t
S YR HEHE MY HCEM BAM /A EERE RYY £+ ULS TAELICH

Docker Z1E|O|L] Al

=5

o| Ctol= 88t Docker Z1E{|0O|L{E L ES=
o Horah 2

C §t Docker Z1E{|O|LHE CIA| AFE St
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=
=
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2o|o| A= E M™ME & UELICH EtAL ZAE|O|LHE ALEst7| Tol ELAL ZdE|| o[ 2] 2 EXHE LAE|
= AR FHtAMAR

=2 2 BME et o/ T3 e oo|E{ol| CHsll H7|XQl lo|E EME AAStES dYste
Zedt BHASULICH

clo|E| o E2[A oMot ZE L= 2lolEE{2|, E= CHE 5540| Z& &l Docker ZIE|O|L{E

AEhct.

lotAnalytics Jupyter &2 ZIE|0|L{&t ZEMAE T otF = 7iH|0|L13t APIE NS &fLct. &

SRS OIDIXIE A&dsto ol Z2IA 0| =7 MEE BHE7HLE ZE5H04 #ot= HIOIE 24 E

= AL S =8g £ UELICH AWS loT Analytics £ AP%ﬁPE‘d H8 AL 504 ZIE| 0|15t =
|24 &

OHEE|9'I|O||A_=lO| CO|Ef A~A2F Docker Z4E||O|L{ 2| £3] H|O|H CHa & Holg & U&LICH
(ALE Xt XIS Docker ZHE||O[L IEY/E3 H0l= AFEXR XI’“ B[Ol 9| e ALZ ol CHEF F
7t HEIt Z et Elo] [&LICH)

Z1E|0|L4E Amazon ECR HIX|AEE|2 Y2 EEL|Ct.

HIO|E] AE0{E H4d5t04 C|HIO|A| A HIA|X|(HIO|E)E Brot K& & LICHiotanalytics:
CreateDatastore)

HAIX|I7 ME 5= HES MMHBLICh(iotanalytics: CreateChannel).

M'EE Olo|Ef AE040d @1ZAA|7|= mto| =212 MMELICHiotanalytics:
CreatePipeline).

AWS loT Analytics 2’22 HIA|X| CIO|E{E TEE 4+ U HEE F0od5lE IAM A& MM (iam:
CreateRole.)
SQL #HEZ|E AHE35t0o{ AH'dE HIAIX| CI|O|E{e] ~A0i AZASIE loT #EIE WP LICHiot:

CreateTopicRule ZE topicRulePayload:actlons:lotAnalytlcs) ClHto|ATL SHIE
FHNe| HIRF MQTTE HIAIXIE M&E W HAIX|IZ7F RfE2 2t B ELICH == iotanalytics:
BatchPutMessageZ AF&35l04 AWS SDK EE=& AFEE £+ Q= CIHIO|ANIM AMEZ 2 o
AlXIE 2 = Ql&LIC AWS CLI.

A7t Y™(iotanalytics: CreateDataset, EE actions: queryAction:sqlQuery)o
2t 40| EE[7{E[= sQL HIO|H MEE BHE L.

B AH0| DRI AME & TAISHE HAIKIZE MSHE 3t
= HIAIX| ClOIE{l M8 E AFY TEIE XY +5 JaLic (U=

actions:queryAction:filters:deltaTime:timeExpression= HMIA|X| AlZtO] ZAE]
=
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate-custom-docker
https://docs.aws.amazon.com/AmazonECR/latest/userguide/docker-basics.html#use-ecr
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdatastore
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createchannel
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createpipeline
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateRole.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CreateTopicRule.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-batchputmessage
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset
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£ 2E ol lo|efol x| 8 thHez A™E|E ofofE 2= C|o[E Al

actions:queryAction:filters:deltaTime:offsetSecondsE MIAIX| =29 X|Qd AlZt
2 X|I™ELc)

E2|H Lot & 2EL 7|7t AEELICH SQL HIO|EH METH O XR|H o 2 M E
F2 HIAIRIE AHE5H ME22 SQL HIO|EH ME 2tZtg MdetL|Ct (SQL HIO|EH ME
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HEE 7t2|7|1 M35t ZE|old &g XI™HELICHEE actions:containerAction). &£
CtE2 XI™Fghlct.

[0

0=
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=
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=
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AlAHEof Foist

- ZE|O[L] 2t S A™dste O AFSE AFE 2229 8 (computeTypelt 7tS8H 2t ACU_1
[vCPU=4, memory=16GiB] or ACU_2 [vCPU=8, memory=32GiB]).

- 0| &Y M-l AIS El= ElaA QUAEHAN MAEE £ U= BT AEE|X[2] 27((GB)
(volumeSizeInGB).

- OfE (70| Aint zEAEl WEM ALS St He YTIEHMSE ofE 2|7 0|Me 2 M E
otztO|E)lLch(variables).

ZAE0lL47} MBS I RAEE H4QULICH O 8, ClOIE] ME ZHXE M4 0 23
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Params I}l

Q= B0l E242 YZ E5H2d= CHA 2 docker O|O|X|E A A|F|= QUAE
data/lotanalytlcs/paramsoﬂ 2| %8t JSON m ol HEEL|CH CHE2
Bt of| IL|Ct.

| /opt/ml/input/

1A O
Ol mpdo| ZEI= 0o CH

{
"Context": {
"OutputUris": {
"html": "s3://aws-iot-analytics-dataset-xxxxxxx/notebook/results/
iotanalytics-xxxxxxx/output.html",
"ipynb": "s3://aws-iot-analytics-dataset-xxxxxxx/notebook/results/
iotanalytics-xxxxxxx/output.ipynb"
}
.
"Variables": {
"source_dataset_name": "mydataset",
"source_dataset_version_id": "xxxx",
"example_var": "hello world!",
"custom_output": "s3://aws-iot-analytics/dataset-xxxxxxx/notebook/results/
iotanalytics-xxxxxxx/output.txt"
}

HolE{ ME 2| |1 ™ IDO| £7}, Variables MMo{E iotanalytics:CreateDataset &
oM X|E3t 50| Z gt k|o] U&LICHO| oo B2, example_varl| Zt2 hello world!). E
st AFE X K| &3 URIZI custom_output 250 ME E/0{ U&LICH OutputUris ZEEol& ZE|
OlL47t £ U2EE == U= 7|Ba /AXI7F ZEELCHO| ool A<, 7|Egt £ URIZt ipynb 2!
html £3 250 M3 Elo] US).

71 |E||7<|7P AEStE T2 2 params IO t':'*% el2 -’F UA&LICH CHS 2 params T2

import json

with open("/opt/ml/input/data/iotanalytics/params") as param_file:
params = json.loads(param_file.read())

example_var = params["Variables"]["example_var"]

print(example_var)

ME%}F K| Docker Z4E|O|L] Ql2/&2d B4 —
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EHYRE

T 74 0|0|X|7} AlZtetE T2 22U Amazon S3 %[0 £34

full-control" A A Kol EEc2 ZE&HoF ELICH HMA EEL HEEF
Analytics AH|A &f|lof HEtE Fo{gL|Ct. O] oo M= params Tt

Amazon S3 ¢ %[0 example_varl| LIS UECEE = ULEF O™ o E SCHELICH

Bl
=)
[l
—_1
o
>
=
%)
5
_|

import boto3
import json
from urllib.parse import urlparse

ACCESS_CONTROL_LIST = "bucket-owner-full-control"

with open("/opt/ml/input/data/iotanalytics/params") as param_file:
params = json.loads(param_file.read())
example_var = params["Variables"]["example_var"]

outputUri = params["Variables"]["custom_output"]
# break the S3 path into a bucket and key

bucket = urlparse(outputUri).netloc

key = urlparse(outputUri).path.lstrip("/")

s3_client = boto3.client("s3")
s3_client.put_object(Bucket=bucket, Key=key, Body=example_var, ACL=ACCESS_CONTROL_LIST)
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AmazonSageMakerFullAccess HAO| (1AE Q&2 Met + Ot M¥AME FIIE Lt

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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—

"Actio

"ecr:

"ecr:

"ecr:

"ecr:

"ecr:

1,
"Resou
},
{
"Effec

"Actio
"s3:

1,

ecr:

ecr:

ecr:

ecr:

n": [

BatchDeleteImage",
BatchGetImage",
CompletelLayerUpload",
CreateRepository",
DescribeRepositories"”,
GetAuthorizationToken",
InitiatelLayerUpload",
PutImage",
UploadLayerPart"

Icell: nmen

t": "Allow",

n": [
GetObject"

"Resource'": "arn:aws:s3:::iotanalytics-notebook-containers/*"

"Version
"Stateme

{

". "2012-10-17",
nt": [

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:PutObject",
"s3:GetObject",
"s3:PutObjectAcl"

1,

"Resource": "arn:aws:s3:::aws-*-dataset-*/*"

"Effect": "Allow",
"Action": [

o
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]
}
chee
{

"iotanalytics:*"

1,

"Resource": "*"
.
{

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage",
"ecr:BatchChecklLayerAvailability",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DescribelogStreams",
"logs:GetLogEvents",
"logs:PutLogEvents"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListAl1MyBuckets"

1,

"Resource": "*"

}

M= G of| AL

"Version": "2012-10-17",
"Statement": [

{

IISidII: IIII’
"Effect": "Allow",
"Principal": {

"Service": ["sagemaker.amazonaws.com", "iotanalytics.amazonaws.com"]

},

"Action": "sts:AssumeRole"
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}

Java & AWS CLIE E$l CreateDataset APl Al

T

CloIE MEE MMELICt dlolE] ME&= queryAction(SQL #H2l) EE= containerAction(d
EO|L{4] oHZE[F|0|M A&)E XE35l0q O|0|E| AE0{0ll M HAMEl O|O|E{E K& EFLICH O] &
2 CIo|E HME AZES HMELICE Ol0|E| MIEE CreateDatasetContentE S ESM =
SO=R, E= XIYE triggerd et AA S22 #ME = UELICH AHME LI 2 CreateDataset &
CreateDatasetContentE XS AAIL.

=

- 0l 1-- SQL HIO|E{ MIE (java) A4

o 0§ 2 --delta 7|7t 2 SQL HIO|E MIE (java) M4

- 03--1f 2™ EE|HE ZE| 0| CI0|H M E(java) A

« 0 4-- E2|7{2! SQL H|0|E{ ME 2 Z1Ef|0|L] Tl|0|E{ MIE (java) A4d:
« 0§ 5-- SQL HIO|E{ ME(CLI) 4-d:

« 0 6-- EE} 7|Z+2 2 SQL CI|0|E{ ME MA(CLI)

of 1 -- SQL CI[O|E{ M| E(java) 44-d:

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Action

action.setActionName("SQLActionl");

action.setQueryAction(new SqlQueryDatasetAction().withSqlQuery("select * from
DataStoreName"));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger();
trigger.setSchedule(new Schedule().withExpression("cron(@ 12 * * ? *)"));

CreateDataset(Java Z! AWS CLI) 115
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AWS loT Analytics ALZ%t 7H0|=
//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);
// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);
request.setTriggers(triggers);
// Add RetentionPeriod to CreateDatasetRequest object
request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);
S0l hEt B2
{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited:

true} or {numberOfDays: 10, unlimited: false}}

of 2 -- delta 7|Zt2 2 SQL Cl|0|E] MIE(java) 443:

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Filter for DeltaTime
QueryFilter deltaTimeFilter = new QueryFilter();
deltaTimeFilter.withDeltaTime(
new DeltaTime()
.withOffsetSeconds(-1 * EstimatedDataDelayInSeconds)
.withTimeExpression("from_unixtime(timestamp)"));

//Create Action

action.setActionName("SQLActionWithDeltaTime");

action.setQueryAction(new SqlQueryDatasetAction()
.withSqlQuery("SELECT * from DataStoreName")
.withFilters(deltaTimeFilter));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger();

0f 2 -- delta 7|Zt2 2 SQL HIO|E] M E (java) A Ad:
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trigger.setSchedule(new Schedule().withExpression("cron(@ 12 * * ? *)"));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);
request.setTriggers(triggers);

// Add RetentionPeriod to CreateDatasetRequest object
request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);

g0 Cieh £

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited:

true} or {numberOfDays: 10, unlimited: false}}
o 3-- 17 €™ EZ|I7HE ZH|0|L] HIO|E] MIE(java) 2843:

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Action
action.setActionName("ContainerActionDataset");
action.setContainerAction(new ContainerDatasetAction()
.withImage(ImageURI)
.withExecutionRoleArn(ExecutionRoleArn)
.withResourceConfiguration(
new ResourceConfiguration()
.withComputeType(new ComputeType().withAcu(l))
.withVolumeSizeInGB(1))
.withVariables(new Variable()
.withName("VariableName")
.withStringValue("VariableValue"));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();

actions.add(action);

//Create Trigger

o3 - 1% U8 EH= ZAEI0]H CIOJE] ME (ava) 44
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DatasetTrigger trigger = new DatasetTrigger();
trigger.setSchedule(new Schedule().withExpression("cron(@ 12 * * ? *)"));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);
request.setTriggers(triggers);

// Add RetentionPeriod to CreateDatasetRequest object
request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);

d30i cHet 3.

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited:
true} or {numberOfDays: 10, unlimited: false}}

of 4 -- EE|7{Q! SQL Cl|0|E{ MEZ Z4El|0|Lq H|O|E{ MIE (java) 2 Ad:

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Action
action.setActionName("ContainerActionDataset");
action.setContainerAction(new ContainerDatasetAction()
.withImage(ImageURI)
.withExecutionRoleArn(ExecutionRoleArn)
.withResourceConfiguration(
new ResourceConfiguration()
.withComputeType(new ComputeType().withAcu(l))
.withVolumeSizeInGB(1))
.withVariables(new Variable()
.withName("VariableName")
.withStringValue("VariableValue"));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);

of 4 - EE|7{Ql sQL H|o|E{ MIEZ ZIE| 0| HIO|E] MIE (java) M A: 118
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//Create Trigger
DatasetTrigger trigger = new DatasetTrigger()
.withDataset(new TriggeringDataset()
.withName(TriggeringSQLDataSetName));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);

request.setTriggers(triggers);

final CreateDatasetResult result = iot.createDataset(request);

Mol ozt B2,

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>}

ofl 5 - SQL H|O|E{ ME(CLI) AAd:

aws iotanalytics --endpoint <EndPoint> --region <Region> create-dataset --dataset-
name="<dataSetName>" --actions="[{\"actionName\":\"<ActionName>\", \"queryAction\":
{\"sqlQuery\":\"<SQLQuery>\"3}3}]1" --retentionPeriod numberOfDays=10

g&0f ChHet £

{

"datasetName": '"<datasetName>",

"datasetArn": "<datatsetARN>",

"retentionPeriod": {unlimited: true} or {numberOfDays: 1@, unlimited: false}
}

of 6 -- EEl 7|ZF2 2 SQL H|0|E{ ME M&(CLI)

HEl 7|ZHO|BF UZA0| ArE X} HO|E HISH % Algh kALt HE 7|Zhe S8l Eg*ilf
NE ZHIAE 44stn, 0tX|2 24 0|F C|0o|E AE0{of M2 &8t HIOIEE 2
Ct. CllolEe ME 2] queryActlonoilA‘I filters®| deltaTimeS MH3H HE 7|7.J% A = A&
L|Ch(CreateDataset). JEtMO 2 Alzt 7+ EE|HE MH5I04 CIO|EH ME 2HEXE
gLICHtriggers:schedule:expression). 7|2XMO 2 0|8 Sdll § 7|7t S T&8 HIAIXIE
ZE{>E £ Qlof 0|7 7IzZtoll 2 HIAIR|o =& & HIO|E{7t & ¥ T EdE|X| b &L Ct.
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Ol oloi M= Ot x|8f AlZh o|F At Cl|lo|E{BF AL&Sto 152 0iCt M HIO|E] ME E2EHXE XtS2
2 ddste M OlolE MEE BrELICH HIAIXIZF XIEE Cl0|Ef AE ool =& st7|7HK] 32 2f K|
g 51855 38 (180X)2| deltaTime 2LEAE X|HELICH et CIOIE ME 2RIAIt 2

10:3001| Y E B AEE HIOIE(CIOIE ME ZRIA0] X&)l BfYAREIE 27 10:12 ~ 2

10:27(&, 27T 10:30 - 158 - 38 ~ 271 10:30 - 3&8) Ato|LCt.

aws iotanalytics --endpoint <EndPoint> --region <Region> create-dataset --cli-input-
json file://delta-window.json

delta-window. json Itol= Ctg =7t e [0 //&LCY.

{
"datasetName": "delta_window_example",
"actions": [
{
"actionName": "delta_window_action",
"queryAction": {
"sqlQuery": "SELECT temperature, humidity, timestamp FROM my_datastore",
"filters": [
{
"deltaTime": {
"offsetSeconds": -180,
"timeExpression": "from_unixtime(timestamp)"
}
}
]
}
}
1,
"triggers": [
{
"schedule": {
"expression": "cron(@/15 * * * ? *)"
}
}
]
}

MZof ozt &
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"datasetName": '"<datasetName>",
"datasetArn": "<datatsetARN>",
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Z Jupyter S

Files Running Clusters SageMaker Examples Conda

n Upload New~ &
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Terminal
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C Jupyter

sh-4.2$ |}

cd /tmp

aws s3 cp s3://iotanalytics-notebook-containers/iota_notebook_containers.zip /tmp
unzip iota_notebook_containers.zip

cd iota_notebook_containers

chmod u+x install.sh

./install.sh
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ol 45kl MXI=|ZI7HK] 1~22 & 7|CHEILICEH

L ES ZHE|O|LE #E UH|o|E

2018'4 8% 23 0|F 04| AWS IoT Analytics Z& 2 &35 SageMaker Al QIAEAE M5t < ZHE|
olLi&l & &o| AiZ 22 MR|ZIQU&LICH SageMaker Al & 0M QIAEIAE CHA| A|RHSt0{ &2
UHO|EE 4= U&LICH EHES 2502 Mx|EH ZL AWS loT Analytics %%% Soll MEE|X| I 2
L ES QIAEHAO| AH| 0|48t & M35tol LIPFE E{0|d BHES CHA| Al&5tod AHI0|EE &= U&L
Ct.

ZElo|L{ghE o|O| x| 4o

O|H Mol M= = ES ZHE|o|L{stol 2R et EHHES HdBELICEH X Jupyter tEESZ 0| S 3
He|o|5tEl LS VTl ctES S Mg

1. Jupyter tESOM MEZ BHET|E MBS £
LICt (7 R “Containerized’2 A|&3 -
LICt 0 & =01, “conda_python3"dt 22 Bt Python 3.0 B @2 §FtCHH “Containerized
conda_python3"& MEHEFL|C}

Jupyter Quit
Files Running Clusters SageMaker Examples Conda
Rename  Move n Upload (5]
e Notebook:
21 | v B/ i
Containerized conda_chainer_p27 °
[ loTAnalytics Containerized conda_chainer_p36
@ O lost+found Containerized conda_mxnet_p27

Containerized conda_mxnet_p36
Untitled.ipynb Containerized conda_python2 P8

Containerized conda_python3

Containerized conda_pytorch_p27

Containerized conda_pytorch_p36

Containerized conda_tensorflow_p27

Containerized conda_tensorflow_p36

Sparkmagic (PySpark)

Sparkmagic (PySpark3)

Sparkmagic (Spark)

Sparkmagic (SparkR)

conda_chainer_p27

conda_chainer_p36

conda_mxnet_p27

conda_mxnet_p36

conda_python2

conda_python3

o
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File Edit View Insert Cell Kernel Widgets Help

+ <</ @ B 4 ¥ [MRun |l C MW RawNBConvertv &© Containerize

|

3. HE|o|HstEl tES2o| 0|2 UMFLICE &

o

kS

m 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Container Name *

fjo

QU2{E 4 QUG LICHAEY ALE).

Beer-Tastiness-Calculator

Container Description

Mext

Exit

£ 35l 0k 5t= Input Variables(22] g4==)(Tt2tO|E)E X|GELICH = ESO| A&
g | o8t &= U&LCt. (O|™o| cESS
71 A0iBF 23 w8 ZFX[EFL|Ct) ZF =3 HH~of CHE @S MEHFILICH MEHod|

2 /2] 4o CHE MBS QY 5 UALICH
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AR 7H0|E

1. Mame 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Name Type Description
ounces Double ¥ X
brand String ¥ X
Showing 1 to 2 of 2 variables Previous E Mext
Add Variable
Previous Mext

5. T ES0o|i MAEt 0|0|X|E YEEE Amazon ECR 2| ZX|E2|E MEASHLICE

Ziel|lo|L4stEl ofOfx| o
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AR 7H0|E

1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Please upload different notebooks to different repositories

Repository Name Create

Search: |Repository Name
Name

Y
my-repo

my-repod
my-repod

Showing 1 to 3 of 3 repositories

Previous m Mext

Previous

MNext

Exit
6. ZIE|O|L{3E 4d=HH

ofet INRIt MBS ELUD Z2MAE Al
ZHAE E|CH1AIZHR] RIS E £ 9

= = T AA

ah5ted 08 |48 4 girt
¥

Ct.

2
=

ZE|o|LEHE o|O|x| Y
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1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Container Name: Beer-Tastiness-Calculator
Container Description:
Upload To: my-repo

Variable Name Type Description
ounces Double
brand String
Showing 1 to 2 of 2 variables Previous E Mext

Exit
7. Ct3 mo|x|ol ZIME O EAIELICH

1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

The containerization process typically completes within 30 minutes.

Creating Image...

Exit
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8. A%Z HEIRXE SZ 8 Z2, AWS loT Analytics 2£ 92| ES MMoiM ZE| 0|48t ZZ A
& NEfE BUERE & UL

9. ZERAAJI2HEE %, Z4E|0[L45HEl O|0|XI7F Amazon ECRO AL & 4 Q= AENE X{EHEIL
Ct.

ek O

Containerize Notebook

1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Creating Image... £J

Uploading Image... £4

You can now use this notebook for scheduled analysis of your Data Sets. Be /sl LR EE=T 0

Exit

£ M0l ALE X X B0l AHE
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A

OH
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X0

RE&| AFERF X&) HE|O|LIE MAI5HT AWS IoT Analytics MH|AQL 87 Algstr 4
§led™ =7 o|0|X|E &3 Amazon ECRO| dZ =3t CHS, Z4E|0]L] & e
MHEELICEH o] MMO|ME OctaveE AFE5HE ZZAMA0] CHE o E XS E

« 24 HFE{0of Ax|E! Octave
« 24 AFE ol HHEE Docker AHE

« Amazon ECR EEE AWS IoT Analytics HA|A HEHO| Qe AWS HIH
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1E74): =74 o|0|x| ¥
Ol Z‘t& Mol 2R3 37tX| &2 mtdo| J&LIct ChE2 Tt O|F1 LIS LIct

« Dockerfile — Docker Z1E|0|L43} T2 MA QS| Z7| M ILICT.

FROM ubuntu:16.04

# Get required set of software

RUN apt-get update

RUN apt-get install -y software-properties-common
RUN apt-get install -y octave

RUN apt-get install -y python3-pip

# Get boto3 for S3 and other libraries
RUN pip3 install --upgrade pip

RUN pip3 install boto3

RUN pip3 install urllib3

# Move scripts over
ADD moment moment
ADD run-octave.py run-octave.py

# Start python script
ENTRYPOINT ["python3", "run-octave.py"]

« run-octave.py - JSONEZ 7 & 24435t AWS loT Analytics, Octave A ZEE A3t 1, OlE|
HHE £ Amazon S30] 2= &FL|Ct.

import boto3

import json

import os

import sys

from urllib.parse import urlparse

# Parse the JSON from IoT Analytics
with open('/opt/ml/input/data/iotanalytics/params') as params_file:
params = json.load(params_file)

variables = params['Variables']

order = variables['order']
input_s3_bucket = variables['inputDataS3BucketName']
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input_s3_key = variables['inputDataS3Key']
output_s3_uri = variables['octaveResultS3URI']

local_input_filename = "input.txt"
local_output_filename = "output.mat"

# Pull input data from S3...
s3 = boto3.resource('s3"')
s3.Bucket(input_s3_bucket).download_file(input_s3_key, local_input_filename)

# Run Octave Script
os.system("octave moment {} {} {3}".format(local_input_filename,
local_output_filename, order))

# # Upload the artifacts to S3
output_s3_url = urlparse(output_s3_uri)
output_s3_bucket = output_s3_url.netloc
output_s3_key = output_s3_url.path[1l:]

s3.0bject(output_s3_bucket, output_s3_key).put(Body=open(local_output_filename,
'rb'), ACL='bucket-owner-full-control')

rr
[1h]

= ot el x| g

A

Z27HE PHEE HAStE ZHEHSE Octave AT EE

MH>

« moment — &2 £
ILCt.

#!/usr/bin/octave -gf

arg_list = argv ();

input_filename = arg_list{1};
output_filename = arg_list{2};
order = str2num(arg_list{3});

[D,delimiterOut]=importdata(input_filename)
M = moment(D, order)

save(output_filename, 'M')

22 EgfLICh M CIMEE[E ddstn, O ohofl 2 mAUS E2 O cdE df
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docker build -t octave-moment

ALt chs

3. Docker 2|ZX|E{2|0of M| O|O|X|7F EAIE Z

docker image 1ls | grep octave-moment

2CEtA|: =74 0|0|X|Z& Amazon ECR Z|ZX|ECIRE YEE
1. Amazon ECR Z|ZX|E2|E MAIEHL|C}.

aws ecr create-repository --repository-name octave-moment
2. Docker @0l 2218 gLt

aws ecr get-login

AZLCH £3i2 oS Zotok gLCh.

rlo

=

02

212 ZAbSH A

1Y
jo

3.

docker login -u AWS -p password -e none https://your-aws-account-

id.dkr.ecr..amazonaws.com
o|0|X|& B2 M2IFLCt.

st

4. Amazon ECR S|ZX|EZ| Ej2 2 AiAd

docker tag your-image-id your-aws-account-id.dkr.ecr.region.amazonaws.com/octave-

moment
5. 0|0|X|2 Amazon ECRE & A|gtL|C}.

docker push your-aws-account-id.dkr.ecr.region.amazonaws.com/octave-moment

3CEHA|: MZ H|0|E{E Amazon S3 H{ZIe2 (2=

£ ot input.txtZ CREZEELIC.

1. Ch2
0.857549 -0.987565 -0.467288 -0.252233 -2.298007
0.030077 -1.243324 -0.692745 ©0.563276 0.772901
-0.508862 -0.404303 -1.363477 -1.812281 -0.296744
-0.203897 ©0.746533 ©0.048276 0.075284  0.125395
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AWS loT Analytics
0.829358 1.246402 -1.310275 -2.737117 0.024629
1.206120 0.895101 1.075549 1.897416 1.383577

El Amazon S3 HZl2 MdghLct.
Ug T aish

octave-sample-data-your-aws-account-id2 &
FLICH input. txt T+

3. It input.txtE Y= M8 Amazon S3 HIICE HEC=F
octave-sample-data-your-aws-account-idO|2tE= O|& 2| HHZ!0| Q{0{0F &rL|Ct.

4EHA|: B[Ol A™ g 4

1. CI2 2 rolel.json U0 SAFEILICH your-aws-account-idE AWS H/A IDZ H 1

AAO| AWS Z|TIS 2 HiE LICEH

aws-regiong AWS Z|

(@ Note
ol ofol= ESE CHEIQ 2ot BENZERE E5517| {Ift T = HEHAE 7|71 Z&E
01 U&LICH KFAMISH LHE 2 the section called “I1x} MH|A ESE CH2|Q & X|” EHHE &
ZotAAR.
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"'sagemaker.amazonaws.com",
"iotanalytics.amazonaws.com"
]
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "your-aws-account-id"
b
"ArnLike": {
"arn:aws:iotanalytics:aws-region:your-aws-account-

"aws:SourceArn":

id:dataset/DOC-EXAMPLE-DATASET"
}
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2. rolel json EP—S—EE?J I+ UE AWS loT AnalyticsAt & 501 SageMaker Al 20| CHEH HAlA

aws iam create-role --role-name container-execution-role --assume-role-policy-
document file://rolel.json

3. 0|&0| policyl.json® T C}SE CIRZE31, your-account-idE H™ IDZ CHA|E L
CHStatement:Resourcel| & Hmi ARN & X).

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:PutObject",
"s3:GetObject",
"s3:PutObjectAcl"

1)

"Resource": [
"arn:aws:s3:::*-dataset-*/*",
"arn:aws:s3:::octave-sample-data-your-account-id/*"

"Effect": "Allow",
"Action": [
"iotanalytics:*"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage",
"ecr:BatchCheckLayerAvailability",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
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"logs:DescribelLogStreams",
"logs:GetLogEvents",
"logs:PutLogEvents"
1,
"Resource": "*"
1,
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListAl1MyBuckets"
1,

"Resource" : "*"

-

4. Y2 CHR2EE3 policy. json IFYUS A& 30 IAM HAHES MLt
aws iam create-policy --policy-name ContainerExecutionPolicy --policy-document
file://policyl.json

5. &

fjo
(]

Aol AZgfLICH

aws iam attach-role-policy --role-name container-execution-role --policy-arn
arn:aws:iam: :your-account-id:policy/ContainerExecutionPolicy

5CHA|: ZIE{|0|L] 2o 2 H|O|E{ ME M4

1. O|&0| cli-input.json®l ItUol C}E 2 TR EE3 1, your-account-id & regionQ 2 &
QIAEIAE XM3t Zto 2 HiE LI},

{
"datasetName": "octave_dataset",
"actions": [
{
"actionName": "octave",
"containerAction": {
"image": "your-account-id.dkr.ecr.region.amazonaws.com/octave-
moment",
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execution-role",

iy

"resourceConfiguration": {
"computeType":

{

"volumeSizeInGB":

IIACU_l n ,
1
"variables": [

"name" :

"executionRoleArn": "arn:aws:iam::your-account-id:role/container-

"octaveResultS3URI",
"outputFileUriValue": {
"fileName":
}
},

"output.mat"

"name" :

"name" :

"inputDataS3BucketName",

"stringValue": "octave-sample-data-your-account-id"

"inputDataS3Key",
"stringValue": "input.txt"
"name":

"order",
"stringValue": "3"
2 =1

o

= Ct

o

=3 =

S HEIBt cli-input.json U ALE6104 CIOIE| MEES AMAdsfLCt
aws iotanalytics create-dataset —cli-input-json file://cli-input.json
6CHA|: CIOIE{ ME LI MM 2t 35
1. Ot BHES A~eLc
At X1 ZE|OIL] AHS

aws iotanalytics create-dataset-content --dataset-name octave-dataset
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7EHA: ClolE ME LHE 7tX 27|

BEE eI

0jo

1. C

aws iotanalytics get-dataset-content --dataset-name octave-dataset --version-id \
$LATEST

2. DatasetContentStateO| SUCCEEDED7} E|Z7|7HX| 22 E M 7|Cte{of & £ & Ql&LCH.

8EtAH|: 224 OcataveZ 2I44

1. Octave A E A&l Ot S BHEE A st ZE|o[L{olA 23S AUMTLICH

bash> octave

octave> load output.mat

octave> disp(M)

-0.016393 -0.098061 0.380311 -0.564377 -1.318744

AERE X1 ZE| 0l A 137



AWS loT Analytics AL 7Hol=

AWS loT Analytics CllO|E{ A|Zf3}

AWS loT Analytics 2& &= QuickSightE AF&3t0 AWS loT Analytics ClIO|E{E AlZtEHE = &L
Ct.

|

« 2&2 MA83t0{ AWS IoT Analytics Gl O|E{ A|ZtS}

+ QuickSightE AFE35t04 AWS loT Analytics Tl O|E{ A|Zt3}

Z2&8 AE3504 AWS loT Analytics CllO|E{ AlZt&}

AWS IoT Analytics & AWS loT Analytics 2& 2| Z4E|0|L] Cl|O|E{ ME 28X H 0| X|oi| Z1E[0|L]
ool ME( THoll !'Soutput.html)2 HTML £33 X &8 £ Q&LIC o E S0f, Jupyter
Notebook I35t 74E 0L C|O|E| MIE S &ol5t T Jupyter T E=0IM AlZtEtE ZHAst= 22, O
Ol HEE& Ch21t 22 = U&Lch

JUD}’tEI’ spéctmgram Lasd Chackpoint an hour age (sulosaved H
1 ’
B + » a3 0B + + W B C v Coll Toolbar pee
In [1]): from icipy.lo import wawfile

rate, X = wavflle. read( test

In [2]:  isport "AT'.'\lll'.-'.I'..’\l..‘l_,'(.!:":! as plt
fig, (axl, ax2) = plt.subplots(l, 2, figsize=(12, 4))
axd . plotdx); axi.ser_tivle( Raw au gnal’y
axl.specgras(x); ax2.set_title( Spectrogras®)
plt . show()
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Account name:
Edition: Enterprise

Manage users Security & permissions

_— QuickSight can control access to AWS resources for the entire account in addition to individual users and groups
Your subscriptions

SPICE capacity . QuickSight access to AWS services

- Amazon Redshift . Amazon RDS 1? 1AM * Amazon S3 E AWS loT Analytics

By configuring access to AWS services, QuickSight can access the data in those services. Access by users and
groups can be controlled through the options below.

Domains and Embedding ‘:Add o rermove

. Default resource access

Account settings
Security & permissions

Manage VPC connections

(@ Users and groups have access to all connected resources.

QuickSight can allow or deny access to all users and groups by default, when an individual access control is not in
effect for a particular user or group

Change

. Resource access for individual users and groups

Resource access is controlled by assigning IAM policies.

| IAM policy assignments ‘

AYEES MM £ 22X QuickSight 2& HO|X[olA A 4 2 M OB MIEE MEiSHCIS AA
AWS |oT Analytics 28 MEHEILIC} CIO|Ef AA 0| O|& & =245, 7} X2 CIO|E{ MEE MENSHC}

& OlolE &4 dEES MEFLICH
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MEXE7tol=

rok

GIOJE AAE 44
+

New AWS IoT Analytics data source

Data source name

radiant_load_test_dataset

Select an AWS loT Analytics data set to import

2 radiantloadtestdataset

®' radiant_load_test_dataset

Cancel

= QuickSightoll A A|Z3HE & & &Lt

Elﬂﬂ Fields list

........ |
Vrualize B3 radiant_load test.. | ) Importing: "
V 9 o 0 rows were imported to SPICE
Filter $# fromiambda 0 rows were skipped
Options
Q H ey
Suggested
Story
Chooze 1 or more fields and let QuickSight choose the most appropriate chart
Visual types v
- 8 -
[£]= 4l = i
- li 77 ad HH
| b Taa
!' S e .l. “' ":
RN A1 :
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QuickSight CHA|2 = S H|0[E{ MEof CHEr XfMIEF LIE 2 QuickSight @BAME HZEtM L.
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AWS CLI & AWS IoT Analytics APIE AtE5t01 Ef 12 e == &L AHE1 o|o|H ME, O
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* CreateChannel

» CreateDataset

* CreateDatastore

Eia 7|2 Ate 143


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-what-is.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-what-is.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createchannel
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdatastore
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« TagResource
 ListTagsForResource

» UntagResource
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createpipeline
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-tagresource
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-listtagsforresource
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-untagresource
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-describeloggingoptions
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
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1. 2laA0] Ei "env=prod"E& X|I'HE &= gi&LICt O] X0l M= "aws:RequestTag/env"
"prod" &2 HZESHMAIL.

2. 7|1& B2 "env=prod"7t X|HE E|ALE +F E= AMAE + Sl&LICHO| oX|o|M=

"jotanalytics:ResourceTag/env" : "prod" &2 X AAI).

{
"Version" : "2012-10-17",
"Statement"
[
{
"Effect" : "Deny",
"Action" : "iotanalytics:*",
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"aws:RequestTag/env" : "prod"
}
}
.
{
"Effect" : "Deny",
"Action" : "iotanalytics:*",
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"iotanalytics:ResourceTag/env" : "prod"
}
}
.
{
"Effect": "Allow",
"Action": [
"iotanalytics:*"
1,
"Resource": "*"
}
]
}
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E3 CHS o M2t 20| SR M Ef T8 S XIHE EfT Floll CHah ofe] EAL 2t KIME 4 9
&Lcth
"StringEquals" : {
"iotanalytics:ResourceTag/env" : ["dev", "test"]
}
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r

O SQL E& A AWS loT Analytics

clo|E{ MIE£ O|0|Ef AE 02| C|O|E{0f SQL EFAS A8 5t0{ M ELIC. = Amazon Athena®t
S8 sQL #E, g4 L AMKIE AWS loT Analytics AFHE &

AWS IoT Analytics = ANSI £& SQL #+&29| ot¢ Z&2 X|I@gLct.

SELECT [ ALL | DISTINCT ] select_expression [, ...]

[ FROM from_item [, ...] 1]

[[ INNER | OUTER ] LEFT | RIGHT | FULL | CROSS JOIN join_item [ ON join_condition ]]
[ WHERE condition ]

GROUP BY [ ALL | DISTINCT ] grouping_element [, ...]1 ]

HAVING condition ]

UNION [ ALL | DISTINCT ] union_query ]

ORDER BY expression [ ASC | DESC ] [ NULLS FIRST | NULLS LAST] [, ...]1 1

LIMIT [ count | ALL ] ]

| e IO e O e I ey N |

ot2tO|E{of| it A4 Amazon Athena A A Q| TtEtO|E{E & X SHAAIL.

AWS loT Analytics 2 Amazon Athena= CHS 2 X|35HX| et &LICt.

WITH &,

CREATE TABLE AS SELECT &

INSERT INTO &

- ZH|IE HHESZE= USINGE AHE35104 EXECUTEE A™E £ giaLch
CREATE TABLE LIKE

DESCRIBE INPUT 2! DESCRIBE OUTPUT

EXPLAIN &

A8 R+ H 9| & (UDF £+ UDAF)
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https://docs.aws.amazon.com/athena/latest/ug/select.html#select-parameters
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ol X[EHEl= SQL 7[5 AWS IoT Analytics

HlO|E| MEE O|0|E AE0{2| C|O|E{0f SQL EFAIS ALE5to HMHELICH oM A&stE FElE=
Presto 0.2172 AWS loT Analytics 7|2t 2 #fL|C}

X|#ElE lolH &8

AWS loT Analytics 2 Amazon Athenat= O|2{8t CIO|E{ R & X ELICH

 primitive_type

e TINYINT

 SMALLINT

 INT

 BIGINT

 BOOLEAN

* DOUBLE

* FLOAT

* STRING

« TIMESTAMP

* DECIMAL(precision, scale)

* DATE

« CHAR(ZO|7t X|EE 17 Zo| Xt O|o|E)

« VARCHAR(ZO|7} X|HEl 7t8d Zo| EAt H|O|E])
« array_type

* ARRAY<data_type>
* map_type

* MAP<primitive_type, data_type>
 struct_type

* STRUCT<col_name:data_type[COMMENT col_comment][,...]>
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https://prestodb.io/docs/current/release/release-0.217.html
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https://prestodb.io/docs/current/release/release-0.217.html
https://prestodb.io/docs/current/functions.html
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® Note

AWS loT Analytics 2! Amazon Athena= AFE At 9| & 4=(UDFs EE= UDAFs X|3tX| &t &
L|Ct.

IS HEE A8 35HH AWS loT Analytics0llAM SQL # 2| A& siiZast= ol ==0| ELICt
52 S ES O|AHO|L XMEIste{™ 512 S E Yol CH2 52 S EES £7HEHLICH 0|8 2 1t
SEQ ES5HK| OHMAIL.

Example Of|A|

SELECT 'O''Reilly'

UES 0|AHOIZ Xal3te{® GHE £35()8 AB5tod LEZ AISHSHE HIOIE AE0{ & O|F

2 SF&Lch
Example O{|A|

SELECT '_myMessageAttribute’ FROM myDataStore

F

o

ZAE O|F2 0|&70|Z XME|sted™ A7t X E C|o|Ee 2E0{ O|F 2 2SS EE K040t
LICE.

I

Example Of|A|

SELECT * FROM "myDataStorel23"

o2 7| EE o|AF0|=Z x2|5tE{H £ 2SS EZ F0{0f gL|C} RIAMIEH LIE2
SQL SELECT 22| ofef 7|/ E SEE HEFHAAIL.
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https://docs.aws.amazon.com/athena/latest/ug/reserved-words.html#list-of-reserved-words-sql-select
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AWS ldentity and Access Management in AWS loT Analytics

AWS Identity and Access Management (IAM)£ ZH2IXF7F AWS Z2|A A0 CHEE BMAE CHHSHA| A|
& = UTE X|5E AWS MH[ARILICEH IAM #E[XH= 7 AWS IoT Analytics EIAAE AL E
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AWS Identity and Access Management (IAM)E A& 3t= W2 S&st= 2o et cHELICH
AWS loT Analytics.
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
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=S ElA EM2FH E55ts 71 20l g2 elaa 9|
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O| 1M ARNE 2 & B = 0] E[AAE X
3 FUEFE(*)E EE S aws:SourceArn 22
arn:aws:iotanalytics::123456789012:*.
|

* Amazon S3 HHZ!oi| CHEF ofl Y

« Amazon CloudWatch LogsE &8t odlet

« 74 223 AWS loT Analytics ZlIA A0 CHEH &5 El CHElRF & x|

r

Amazon S3 B{Z!of| CHSt of

AWS loT Analytics Cl|O|E{ AE 040 28 Et2|& Amazon S3 AEE|X|E AF& 5t E< CIO|EHE X
&35t= Amazon S3 HZ!O| ESE CH2[xt 2Xol =& E = A& LT

## ## Nikki Wolf# DOC-EXAMPLE-BUCKETO|2l= TZ{ AR 2| Amazon S3 HHZ!E At EtL|Ct.

HZl0l= us-east-1 2I0IAM A E AWS loT Analytics Cl|O|Ef AE 040 CHEF ME 7} HEELICH.

JL4= AWS loT Analytics AMH[A 2ot =X 7t XF&I2 CHAI5H0{ DOC-EXAMPLE-BUCKETE #HeElg =

UL E 3t HME X|HELICH Nikkil SZ9QI Li Juan2 AF41o| H[ZH oA DOC-EXAMPLE-BUCKETS
Zlglstn 207t Z&E Clo|ef MEE pHELICH kA AWS IoT Analytics MH|A EoF F=R|E Livt

REAlo] A™oM #ElE AT LiE ch4l3Hod Nikkie Amazon S3 HHZ!g FEIFi&LCH.

0|2 wrX|5t7| 8l Nikki= DOC-EXAMPLE-BUCKET 240l aws : SourceAccount 274 EEE
aws:SourceArn X712 X|HE £ &LICH

aws:SourceAccount =71 x| - HZ! A O| CtZ oi| Ao M= Nikki 7|%(123456789012)2| AWS
loT Analytics 2IAARF DOC-EXAMPLE-BUCKETO| HMAE £+ JUEF X|HELICEH

"Version": "2012-10-17",
"Id": "MyPolicyID",
"Statement": [
{
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
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"Principal": {

"Service": "iotanalytics.amazonaws.com"

},

"Action": [

"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET",
"arn:aws:s3:::D0OC-EXAMPLE-BUCKET/*"

1,

"Condition": {

"StringEquals": {
"aws:SourceAccount": "123456789012"

aws :SourceArnZX=71 X|& - EEE Nikki7} aws :SourceArn 2712 A& £ l&L|Ct

"Version": "2012-10-17",
"Id": "MyPolicyID",
"Statement": [
{
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
I
"Action": [
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
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"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET",
"arn:aws:s3:::D0OC-EXAMPLE-BUCKET/*"

1,

"Condition": {

"ArnLike": {

"aws:SourceArn": [
"arn:aws:iotanalytics:us-east-1:123456789012:dataset/DOC-

EXAMPLE-DATASET",
"arn:aws:iotanalytics:us-east-1:123456789012:datastore/DOC-

EXAMPLE-DATASTORE"

o« M X7 HEIAE 7| aws:SourceArn
« AWS A ™ ID7} aws : SourceAccount @l

« O sts:AssumeRole L1} HAAE T Z[4AA AWS IoT Analytics

Ctg oMol M 1234567890128 AWS HE IDE HI 1 us-east-12 AWS loT Analytics 12| 2|
MO 2 HrELICt

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
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"Service": "iotanalytics.amazonaws.com"
I
"Action": "logs:PutLogEvents",
"Resource": "*",
"Condition":{
"ArnLike": {
"aws:SourceArn":"arn:aws:iotanalytics:us-east-1:123456789012:*/*"
I
"StringEquals":{
"aws:SourceAccount":"123456789012"
}
}
]
}
Amazon CloudWatch Logs & 4338} L F#4dof CHE XkM|EH LIE 2 the section called “2Z & 2 L|E

28 AE AL,
1 ZH 2t2|% AWS loT Analytics 2|4 204 CHEH ESE CHE[RF & K|

AWS loT Analytics 2|4 A0 CHEt 2fdE =& = /U= AWS loT Analytics HetE £
7t ESE OER 2Mo =& 2 = /&Lt ESE U2kt 2XME YX|stE{H Cha EI_/.\_A A of
ANl AWS IoT Analytics £ AH&51040]]

1r ﬂ;
2r

Z=H|
« AWS loT Analytics A'd 2! CI|0|E{ AE 040 CHEF & X|
« AWS IoT Analytics HIO|E{ M E Z2EIX & =0 CHEt w &t MH|A ESE CHE|AF B K]

AWS loT Analytics &' & OI|O|E{ AE 040 CHEH & K|

IAM Q&S AL2 51047} AFS RIS CHAISH0 HAM|AE AWS loT Analytics 4= U= AWS Z|AAE o]
gLich dgo| ESE CHElxt EMo| =& E|X| A== 5t24M aws : SourceAccount 240 AWS H|
PSE=IPNES ojgtoll 1ZStE AE HE 9| aws:SourceArn 40 AWS IoT Analytics 2lAAL

ol

NP
ARNES X

ot
x4

mok

kS

CHS X0l A 1234567890128 AWS HIS IDE HI T arn:aws:iotanalytics:aws-
region:123456789012:channel/DOC-EXAMPLE-CHANNELE AWS loT Analytics A{'e &£ = O| O]
E{ AE0{2| ARNSZ HEL|C}
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
1,
"ArnLike": {
"aws:SourceArn": "arn:aws:iotanalytics:aws-region:123456789012:channel/DOC-
EXAMPLE-CHANNEL"
}

-

2 Cf|o|Ef AE 010 112 223 S3 AE2|X| SMof CiEt REAIEH LI 2 AWS I0T Analytics API

9| CustomerManagedChannelS3Storage %! CustomerManagedDatastoreS3Storage &
7;_75_ |.A|A|O

|
=
e
(=)
=

A0 lﬂ:

I>I'
0

AWS loT Analytics CIO|E ME 2H X & #3of Ciet TAt MH|A ESE CH2[XF S|

7t Amazon S3 EE=01 C|O|E{ ME HZ| Aot E MY TS AWS loT Analytics = IAM H&g2

ESE CHelRF 2Xol =&E AWS loT Events &= U&LICH ESE CHEIRF EXME & X|5H2{H

aws :SourceAccount 2240 AWS H™EE K|35l d&to] ¢ddstE AR HEHO| qws : SourceArn
X

A0 AWS loT Analytics ZlAA 9| ARNS K| EFLICH

—_

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ConfusedDeputyPreventionExampleTrustPolicyDocument",
"Effect": "Allow",
"Principal": {

"Service": "iotanalytics.amazonaws.com"

iy

"Action": "sts:AssumeRole",
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"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
I
"ArnLike": {
"aws:SourceArn": "arn:aws:iotanalytics:aws-region:123456789012:dataset/DOC-
EXAMPLE-DATASET"

HiolE ME Z2H= ™ME #38 F st ol CHet REM[EF LHE 2 AWS IoT Analytics API & Z 9|
contentDeliveryRules 852 & X5HAAIL.

AWS IoT Analytics XtZ4 & 7|dt 22 of K

71202 ALl 2 e4&tofl= AWS loT Analytics E2IAAE MMSHHLE =8 £ 9l HEto| s
L|C}. EE8F AWS Management Console AWS CLIEEE= AWS APIE AFE35t0{ 2tdg +8lig 4+~ gL
(o] [eL k=3 HO:l

=

C. 1AM BHEIRHS XIGE BlaA0lM S5 API 218 88 4 9l
He 1AM B2 Madsfof BhLICH 17 O+ BElRtE 5 z
4342 4 7Za5Hok BrLICt

A o

0
2.
o 3

O[2{t od| x| JSON M= EME ALE35L01 1AM X
IAM AFE X HEA 2| JSON Eioll M B3 dEs B RstAAIL.

o| H|o|x|2| FX:

- A o At

« AWS IoT Analytics 2& AL

« MEX7L Rlo| D Rer HetE 2 = UEH 58
« &tLES| AWS IoT Analytics 212301 HM|A

« Ej3E 7|9t2 2 AWS loT Analytics AM'd £ 7|

A 58 7Ig G2 ol ZRFLICH AEHM ALEXE7E AWS loT Analytics E|AAE 4, AMA
= MAg = A=K o7 E AYHLICH o] Y22 Qls AWS HHol HIE0| e + A&LICt
AHH B 7IE Y YYstAL HEE e S XED HY A S MEML.
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.« AWS Z2I3 HH AL AIZF5E7| - AWS 10T Analytics FE2H| AFR 2 AlSHsiE{H AWS 2|3 &=
2 AL85t04 A H EEh Het2 £oi&LCt o] EA2 o|0]| A™HMH AFEE == 2 AWS

ofl ofsf 2| 22| 2 HClolEELICH RHAME LIRS IAM AFR M Ao AWS Bl Moz #
B AR AEHSL7|E BESMS.

© 4 B Roi- AFSK XIE HAMES MHE 1f 9F HS 2 ol LRE WHOS FoiEL
C}. 2|4 8to] MBt K3toR AlStetod LRO| WEt £7} MEHE ROIBLICH XS LE HEH S Bol
048t % LHEo0l ZOls WHECH 0] wefol oFMBLICH APAIEH HEE 1AM AFS MB Mol 214
B 2048 AESHUAIR,

. B3 5ol CHaH MFA BAJ5H- HOHS Z3hat7] Qs AISAITE B2 Bl4A EE API EHedo]
UM A SHEAH CHE QIB(MFA)Z AL 3HOF BHLICH AHMIEH BEE 1AM ALS B0l AWSOAM Tt
5 QIB(MFA) AL 2 BZSHAAIR

. HobZEHE SIs MR £ ALS - MHIZ THSE B K2 BF ¥ HRo| 2lAA0l ChE AN
£ 5i85Hs 2712 HOIBLICH o8 S0 QS ¥ 4 U P T4 HIE XHSHES £
S8 4 aLICh KIBE L0 EE AlgH S LHOiIHF_P 288 5188t 7{L}, SSL EE MFAE At
S0k st AT B £ UALICH AHME LSS 1AM AHS ATAQ| AM JSON BI& 2 4
E718 AESHAAR

AWS loT Analytics & AIE

AWS loT Analytics Z2& 0] HMAS2{H %[44 T F =Lct ol2{st HEt22| AWS loT
Analytics 2|4 20f CHEH MF HEE LgstD & + ATS s18aHoF FLict Aws AH. 2|4 Ha H
SHECHH MBI Xt 3H (gt HAME PHEM Z£0| siY Mol AZE IHAM(ALS A E= Eh)

off CHell 2|l=Chz 2Setx| ef&LCt.

Ol2{8t IEIE|7H AWS IoT Analytics Z& S A& ALSE 4 QTS 5124H Ch3 AWS Bl HMT
NE{E|ofl HZBLICH KEMIEE LIS 2 IAM AL ATA{S| ALS ROl e 2718 HASMR.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iotanalytics:BatchPutMessage",
"iotanalytics:CancelPipelineReprocessing",
"iotanalytics:CreateChannel”,
"iotanalytics:CreateDataset",
"iotanalytics:CreateDatasetContent",

IAM Z4%ZH of Al 167


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS loT Analytics

AR 7H0|E

"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:

1,

"Resource":

${channelName}",

"Resource":

${datasetName}",

"Resource":

${datastoreName}",

"Resource":

${pipelineName}"
}

CreateDatastore",
CreatePipeline",
DeleteChannel",
DeleteDataset",
DeleteDatasetContent",
DeleteDatastore",
DeletePipeline",
DescribeChannel",
DescribeDataset",
DescribeDatastore",

DescribeloggingOptions™

DescribePipeline",
GetDatasetContent",
ListChannels",
ListDatasetContents",
ListDatasets",
ListDatastores",
ListPipelines",
ListTagsForResource",
PutLoggingOptions",
RunPipelineActivity",
SampleChannelData",

StartPipelineReprocessing",

TagResource",
UntagResource",
UpdateChannel",
UpdateDataset",
UpdateDatastore",
UpdatePipeline"

"arn:${Partition}:iotanalytics
"arn:${Partition}:iotanalytics
"arn:${Partition}:iotanalytics

"arn:${Partition}:iotanalytics

:${Region}:${Account}:channel/

:${Region}:${Account}:dataset/

:${Region}:${Account}:datastore/

:${Region}:${Account}:pipeline/
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AWS CLI == AWS API':'._" S ES=
A, £ #5HEAE API ST UR|SHE BAOfBH HMAE

= JUEF Tt
AR RHIO] IRE HELS B 4 TS 518
o| M= A X7+ RFAIO| AFR R} KF74 EHoi| 4=l ©I2}0) Ol B3 MAHS =2 £ oI 2 5235}
= Y2 dysts YHe 2o FLICL o] HHols 2 &0l 2= AWS CLI £ AWS APIE AL

o
sto Z2 2l WAloZo| AU BRY 4 U Meto| TeELIC

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": [

"arn:aws:iam::*:user/${aws:usernamel}"

]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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StLES| AWS loT Analytics 1230 HAA

O| od| Mol M= AWS loT Analytics Z'd & 5tLER104 CHEH AWS H|Z HAM|A FHEFS Of AFEXLO1|H| & 04
sted & L|ClexampleChannel. S8t AL XI7F A'EE F7F, Yolo|E & ’%*Xﬂ St & 5{835tedn &
L|Ct.

Mz AL XIo| A iotanalytics:ListChannels, iotanalytics:DescribeChannel,
iotanalytics:CreateChannel, iotanalytics:DeleteChannel, and
iotanalytics:UpdateChannel #&t2 S 0{FLICt AL AIO|AH HEHS Foist 2
ElAE 8= Amazon S3 MH|A 0| oL oM E 24 oFLl ofl Al AFS A HAE Sai b
MA Ho{E & ESHAA|L.

"Version":"2012-10-17",
"Statement": [

{
"Sid":"ListChannelsInConsole",
"Effect":"Allow",
"Action":[
"iotanalytics:ListChannels"
1,
"Resource":"arn:aws:iotanalytics:::*"
3,
{
"Sid":"ViewSpecificChannelInfo",
"Effect":"Allow",
"Action":[
"iotanalytics:DescribeChannel"
1,
"Resource":"arn:aws:iotanalytics:::exampleChannel"
3,
{

"Sid":"ManageChannels",

"Effect":"Allow",

"Action":[
"iotanalytics:CreateChannel”,
"iotanalytics:DeleteChannel”,
"iotanalytics:DescribeChannel",
"iotanalytics:ListChannels",
"iotanalytics:UpdateChannel”

1,

"Resource

:"arn:aws:iotanalytics:::exampleChannel/*"
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}

EiZ1E 7|8t 22 AWS loT Analytics A& £ 7|

A7 B 7|t HAMo| TS A8 3t0o{ EfIE 7|UH2 2 AWS loT Analytics 2|4 20 CHEH HMAE
NMo{g &= &LICt Ol MM = channel E7(|E 3835t HAMS MHE = U= Y-S B0 &
LICt. 3tX|2t channel Ei Owner7t SHE AFEAEL| AFEXE OIF 742 7HK|Z /= B<oigh HEtHo
So4gLich. 0] % "‘—.8 EaolM ol Helg eZshe o BR s HeHE HoigLich
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListChannelsInConsole",
"Effect": "Allow",
"Action": "iotanalytics:ListChannels",
"Resource": "*"
I,
{
"Sid": "ViewChannelsIfOwner",
"Effect": "Allow",
"Action": "iotanalytics:ListChannels",
"Resource": "arn:aws:iotanalytics:*:*:channel/*",
"Condition": {
"StringEquals": {"iotanalytics:ResourceTag/Owner": "${aws:usernamel}"}
}
}
]
}
O| MHEHS H|Zdo| AL Atof|H @1Z2E 2= QI&LICH Bt AF2X}7IE E841 richard-roe 5tH
AWS loT Analytics channeloi| Ef1 & X|3H0F channel E*L-IEP0wner=richard-roe or
owner=richard-roe. & X| otom HM AT} HE E'L—lliP ZH 7| O|E§2 CHAEXE #+25HK| &
7| {20l = El2 7| Owner= Owner L owner 252 U x|ELICH REAMIEH ’HHE IAM ALS M

MO| IAM JSON 22 @ A Z7HE & XSHAAIL.
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotanalytics: ‘ListChannels " on resource: ' "my-example-channel’"
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1. AWS IAM 2£ E &= CHS AWS IAM CLI B QI CreateRole 2 AFE 3104 AZ| 2HA| HAM (A H
o2 M IAM HES MM LICH A2 HA2 Amazon CloudWatch®t 22 AEE|o] i A&
2 £0 15t &

= g HE

aws iam create-role --role-name exampleRoleName --assume-role-policy-document
exampleTrustPolicy.json

exampleTrustPolicy.json Itdol= Ot 2EI=7} Z & E[o{ JU&LICEH

@® Note
ol o= ESE CHEIQ 2Ot EMEZRE E557| {8t T =H HEAE 7|7t & E|
0 U&LICH 1234567890122 AWS A IDZ HF D aws-regiong AWS E|AA 9|

AWS 2| o 2 HFELICH XFAMIEH L& & the section called “I A} MH|A ESE CHZ|Q &
X EhlS At x 5 AIAQ.
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https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html

AWS loT Analytics AL 7Hol=

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "iotanalytics.amazonaws.com"

},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"

3,
"ArnLike": {
"aws:SourceArn": "arn:aws:iotanalytics:aws-region:123456789012:*"

LIS ol HHES S EE o] & o] ARNZ AWS loT Analytics PutLoggingOptions AFS &L
Ct.

2.  AWS IAM PutRolePolicy & At&3+04 1EHAH[0| A et Agof HEt HR(role policy)E 14
gt

aws iam put-role-policy --role-name exampleRoleName --policy-name
examplePolicyName --policy-document exampleRolePolicy.json

exampleRolePolicy.json It oi|= CtEot 242 LHE 0| Z& k|0 /U&LICt.

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream"
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]I

"Resource": [
"arn:aws:logs:*:*:*"

3. Amazon CloudWatch0ll 2Z O[HEE & = /= AWS loT Analytics T8t2 £ 045t2{™
Amazon CloudWatch B&3 PutResourcePolicyE AFE&FL|C}

@ Note
El chz|xt 2ot X2 Y X|stE{H 2lAA Z2H0] aws : SourceArnS K| X stE Zd0|
-E-ﬁl—ll:}. Ol 3t XIHE HHHM 2E LED 3T HMA I MEHEL
El ch2l Xt 2HA|of| &8 XEMIEH LI 2 the section called “TAF MH|A ESEl CH2

'8 HEHAAL.

W

2 on

aws logs put-resource-policy --policy-in-json
exampleResourcePolicy. json

exampleResourcePolicy.json Itol= CtE 2|4&A MHA0| ZEHELICH

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
I
"Action": "logs:PutLogEvents",
"Resource": "*",
"Condition":{
"ArnLike": {
"aws:SourceArn":"arn:aws:iotanalytics:us-east-1:123456789012:*%/

o
"StringEquals":{
"aws :SourceAccount":"123456789012"
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PutLoggingOptions BHE AFE35104 AWS loT AnalyticsOl CHEH Amazon CloudWatch 222 T4
o & M3lEHLICH loggingOptions EE9| roleArn O AlMoiM 0| 2= El 24& 0| ARNO|
0{0F L|Ct. Bt DecribelLoggingOptions BHEE AIE5l0{ 2 M HdHEE MAE = U&L
Ct.

PutLoggingOptions

AWS IoT Analytics 22 M8 A5t YOl0o|E#LIC 1loggingOptions EE 7t 2 YOI0|E
B A M7 AFEHO| M8 E(7|7HK| E .
gof G E HMg HPste 2l

2 & U&Lich KHMIEH LHE2 PutloggingOptions EHHE HESHAMAIR.

DescribeLoggingOptions

AWS loT Analytics 2Z SMo| AR HH& S AMerL|Ct RHM|gt LH& 2 DescribeloggingOptions
CHHE B ZStMIR.

Hgamola, X|E A EHI(E

AWS loT Analytics = CtS X|EZE& Amazon CloudWatch 2|XZ X|E 2|0 A{EFLICt

HUADO|A

AWS/loTAnalytics

INE:3 MH

ActionExecution AYE F Aol =LCt.

ActionExecutionThrottled MNztE 2] .

ActivityExecutionError OO ZEIQl =52 Aldlste SOt MMEIQR
o =Lt
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X|E AMO4

E SEE
IncomingMessages ME2 S0{2= HA|IX[Q =Lt
PipelineConcurrentExecutionCount SAlol| AHE oto| =2l EE =

Abgd =k

ActionType ZLEESE 2o Lt
ChannelName ZLEHZS = M'Eel o|& L ct
DatasetName ZLIEESt= OOl ME Q| o|& Lct.
DatastoreName ZLIESt= Clo|E AE0{9| O|F &L|Ct.
PipelineActivityName DL EZstE ooz etel g§s9| o|§ Lt
PipelineActivityType ZLEZs= To|=Z 2ol s ol RAYLIC.
PipelineName ZLEZs= mrol=ztelo| o|F &L ct.

Amazon CloudWatch EventsE At236t0{ 2L|E{E

AWS loT Analytics &= AWS Lambda & & &0i HEY 277+ 2 435tM Amazon CloudWatch Events
of O|HEE XIS E HA[ELICE O| O|HIE o= AtMEH 27 HIAIX[2E M2|EX]| &f2 &AM'd HAIXIE
X% 5= Amazon Simple Storage Service(S3) ZiA 2| 7|7t Z & |04 A& LICE Amazon S3 7|& At
&350 MEIEIX| b2 M HAIXIE MAEIE = U&LICH REAIEH LHE2 A HIAIX] R ZE[, AWS
loT Analytics API & Z 9| StartPipelineReprocessing API, Amazon CloudWatch Events AFE A 9|
Amazon CloudWatch Events£ FUULIT?E X5 4A2.

fjo
nek

EE 3t Amazon CloudWatch Events7t 222 ELHHL F7F ZXE F& = UL E Cio2 74
£ U&LICt o & £0{ Amazon Simple Queue Service(Amazon SQS) CH7|dof| &S ELH C
StartReprocessingMessage APIE 7] 5 &304 Amazon S3 Z{X|ofl HE & 2 M A|K]
& 4= I&LICt Amazon CloudWatch EventsE CHSIF 242 CHYst & ol CHAS K| EFLIC.
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« Amazon Kinesis A E &
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« Amazon Simple Notification Service(Amazon SNS) A

« Amazon Simple Queue Service(Amazon SQS) CH7 ¥

2ol CHEH AFMIEH 2 = Amazon EventBridge AHS A A 2| Amazon EventBridge CH
AIAIQ
= /.

CloudWatch Events 2|AAQF #21 CHA 2 AWS loT Analytics 2|AAE A8 AWS 2|F0d 2l o4ok
grLich REAE LI82 AWS i X o MH|A IEZQIE 2 SEHE2 AZTIMAIL.

AWS Lambda &S o| #HEL] @ 70 CHall Amazon CloudWatch Events2 XS E|lE 222 O &4l
£ AEghLCH

"version": "version-id",
"id": "event-id",
"detail-type": "IoT Analytics Pipeline Failure Notification",
"source": "aws.iotanalytics",
"account": "aws-account",
"time": "timestamp",
"region": "aws-region",
"resources": [
"pipeline-arn"
1,
"detail": {
"event-detail-version": "1.0",
"pipeline-name": "pipeline-name",
"error-code": "LAMBDA_FAILURE",
"message": "error-message",
"channel-messages": {
"s3paths": [
"s3-keys"

o
"activity-name": "lambda-activity-name",
"lambda-function-arn": "lambda-function-arn"

ot 2| of A

"version": "Q",
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"id": "204e672e-efl2-09af-4cfd-de3b53673ec6",

"detail-type": "IoT Analytics Pipeline Failure Notification",

"source": "aws.iotanalytics",

"account": "123456789012",

"time": "2020-10-15T23:47:027",

"region": "ap-southeast-2",

"resources": [

"arn:aws:iotanalytics:ap-southeast-2:123456789012:pipeline/

test_pipeline_failure"

1,

"detail": {
"event-detail-version": "1.0",
"pipeline-name": "test_pipeline_failure",
"error-code": "LAMBDA_FAILURE",
"message": "Temp unavaliable",
"channel-messages": {
"s3paths": [

"test_pipeline_failure/channel/cmr_channel/__dt=2020-10-15
00:00:00/1602805530000_1602805560000_123456789012_cmr_channel_0_257.0.json.gz"
]
},
"activity-name": "LambdaActivity_ 33",
"lambda-function-arn": "arn:aws:lambda:ap-
southeast-2:123456789012:function:lambda_activity"

}

Amazon CloudWatch EventsE S35l |94 CI|O|E{ L& B 7|

X" 7[ZF LHe| CIO|EE AME3H HIOIEH ME E2HXE e m, &% Clo|E7t AM2l& Alzt LHol =
5K et 2 = U&LICH X2 518 35t7] fI5H queryAction (SQL FHENE XE5t0{ CI0|E ME
E M8 QueryFilter Ol CHB deltaTime LEAIE X|HE & Q&LICHE &EF AJZF LHoi| =&
5= CIlO|E{& AWS IoT Analytics 04715| X{2[5t04 C|O|E ME 2EI=x0i&= AlZt X[910] JU&LICtH X
OOl 23l 7|Ss2 AHS5tH ZEL A7t O|F 0 Tl|O|E{7F =& ] AWS loT Analytics 7F Amazon

CloudWatch EventsE& Salf 22 B &= &LICT

AWS loT Analytics 2&, API, AWS Command Line Interface (AWS CLI) 2= AWS SDKE A& 3504
HiolE{ MEo| CHEt X[ CllolE #3&IE XIEE &= U&LIch

AWS |oT Analytics API0{ A LateDataRuleConfiguration Z{AlE OIO|E| ME 2| X|94 CIO|E{ 77
2| MY S LHEHALICH O] ZHX|= CreateDataset & UpdateDataset API & @dnt #24E Dataset
ZHxf|ol| Z & E[0] U&LICE

CloudWatch O[HEZ 2 L|E{Z! 181


https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDataset.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDataset.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/
https://docs.aws.amazon.com/cli/latest/reference/iotanalytics/index.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-sdks.html

AWS loT Analytics

u}2}0|E

E Ar&35tod Ol|o|H M Eo CHet X[ Tl|o|H &2 My M Otg HEE X[ AWS loT AnalyticsSH
Of fLICt.

ruleConfiguration (LateDataRuleConfiguration)

XA Olole #&e 7+ YEE x&sts #xLich

deltaTimeSessionWindowConfiguration
L AlZh MA 7IZte] T MBS Tatste 2R ULICH

DeltaTime2 AlZt 7t742 X|&BILICH DeltaTimeS AFR SR OFX|L A% 0|5 H|OJE AE
ofofl T3t CIO|E{2 HIO|E| ME 2EIZE M8 = Ud ||:+ DeltaTime2l GiX|= <ot
o 2El 7|7t 2 SQL HI0|E{ ME MM(CL)E BZSAA

= =

/\

timeoutInMinutes

LICt. AWS IoT Analytics 7+ O+X|2} A= O]

2 af AlSH MMEl X4 O|o|E L&
timeoutInMinutes UETEE AIEE = Q
(o]

LICt. AWS loT Analytics

=
=3
2
=

2

= =

| =3
AA -

2| 22 S CloudWatch Events2 EH{L|C}H

ruleName

X|2d Cllo|Ef 22| o|F iLC.

0%
MO

N

_IC_DI_
/A Important
lateDataRulesE& X|H35t24M C|O|E{ M E0|| DeltaTime EE{E AL 3HOF & LICIH
x| HlolEf 5| 242 &)

s o

1%F= AWS loT Analytics 2& 0l M H|0|E{ M E 2| x| | O|E
L|C}.

Falg TosHE Yy

jo
HL
i
I

CloudWatch O|HEZ ZL|E{Z!

182


https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeltaTime.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/automate-create-dataset.html#automate-example6

AR 7H0|E

AWS loT Analytics

SteqH™

ol
__A_l

GlOlEd 7

<
__A-*

LICH

F

S
=

AWS loT Analytics &0 232l

1.

H oM CllolE{ MEE MEfshL|Ct

EFAl
[= R

2.

FL|C

EHS
=1 =

M

O|o|E{ M Eo|A CHar CllO|E] MIEE

3.

-

._oH—
il
T
ol
__OO

.l

F

ol M MIF A

F

._AO

<l
wa

H

F

4.

| Te| TA0IM CHE S S-BLICH

AHE
=0

GlOlE

6.

HZ0olA EE Al

1 Ed

A

=

a.

LICE.

(time)3t ZO| AlZt

from_unixtime

LiEe 2olE2d™ Presto 0.172 A™H

I.

S
[l

KEA|

I.

S
[l

ot Yol o

F

2 X
= T

A
ol

|_._|
110

B
H

X|ed ololH

d.

1~60 L C}.

L=
[

2t el <

HE AlZhol=

e.

f.

X% (Save)= MEHFILICY.

183

CloudWatch O|HEZ ZL|E{Z!
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UPDATE DATA SET

Configure data selection filter

When creating a SQL data set, you can specify a deltaTime pre-filter to be applied to the message data to help limit the messages to those which
have arrived since the last time the SQL data set content was created. Learn more

Data selection window

Delta time -

Offset
Specifies possible latency in the arrival of a message

:

Timestamp expression

| from_unixtime(time) |

Late data notification
Enable late data notification to receive CloudWatch events if late data is detected.

-

Delta time
loT Analytics will emit a notification if late data is received within the value below

Minutes

X|ed dlo|&f #&E(CLIl) #+4

AWS loT Analytics API0J M LateDataRuleConfiguration Z{Xl= IO|E| ME 2| X|01 CI|O|E{ T#
2| MY E LIEFALICEH O] ZHA|= CreateDataset 2! UpdateDataset®@t P1ZE Dataset ZH&{|0]
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AR 7H0|E

® Note

UpdateDataset APIE AF&3104 7|E O|O|E{ M EE UO|0|EE £ QU&LIC}.

aws iotanalytics create-dataset --cli-input-json file://dataset.json

dataset.json Itoi| CtS 2 Z & 5HOk LCt.

« demo_datasetE CH4& OIO|E{ ME O|§2ZE HIELILCE.

« demo_datastoreE CH& ClO|E{ AE0{ O|ES 2 HFELICEH

« from_unixtime(time)2 EIUARIE ZICO|O|§ E= A2 EEE = Q=

b LICH

{
"datasetName": "demo_dataset",
"actions": [
{
"actionName": "myDatasetAction",
"queryAction": {
"filters": [
{
"deltaTime": {
"offsetSeconds": -180,
"timeExpression": "from unixtime(time)"
}
}
1,

"sqlQuery": "SELECT * FROM demo_datastore"

1,

"retentionPeriod": {

orot = 2{™ Presto 0.172 @A Q| =t
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"unlimited": false,
"number0fDays": 90

},
"lateDataRules": [
{
"ruleConfiguration": {
"deltaTimeSessionWindowConfiguration": {
"timeoutInMinutes": timeout
}
.
"ruleName": "demo_rule"
}
]
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« AWS Lambda &=

« Amazon Simple Notification Service(Amazon SNS) ||
« Amazon Simple Queue Service(Amazon SQS) CH7 |
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"version": "Q",
"id": "7f51dfa7-ffef-97a5-c625-abddbac5eadd",
"detail-type": "IoT Analytics Dataset Lifecycle Notification",
"source": "aws.iotanalytics",
"account": "123456789012",
"time": "2020-05-14T02:38:467",
"region": "us-east-2",
"resources": ["arn:aws:iotanalytics:us-east-2:123456789012:dataset/demo_dataset"],
"detail": {
"event-detail-version": "1.0",
"dataset-name": "demo_dataset",
"late-data-rule-name": "demo_rule",
"version-ids": ["78244852-8737-4650-aa4d-3071a01338fa"],
"message": null
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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» CancelPipelineReprocessing

* CreateChannel

* CreateDataset

* CreateDatasetContent

» CreateDatastore

* CreatePipeline

* DeleteChannel

* DeleteDataset

* DeleteDatasetContent

* DeleteDatastore

* DeletePipeline

* DescribeChannel

» DescribeDataset

* DescribeDatastore

» Describel.oggingOptions

* DescribePipeline

* GetDatasetContent

* ListChannels
« ListDatasets
» ListDatastores

* ListPipelines
» PutLoggingOptions

* RunPipelineActivity

+ SampleChannelData

» StartPipelineReprocessing

* UpdateChannel

» UpdateDataset

* UpdateDatastore

* UpdatePipeline
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CancelPipelineReprocessing.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateChannel.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDataset.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDatasetContent.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDatastore.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreatePipeline.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeleteChannel.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeleteDataset.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeleteDatasetContent.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeleteDatastore.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeletePipeline.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeChannel.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeDataset.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeDatastore.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeLoggingOptions.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribePipeline.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_GetDatasetContent.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListChannels.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListDatasets.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListDatastores.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListPipelines.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_PutLoggingOptions.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_RunPipelineActivity.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_SampleChannelData.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_StartPipelineReprocessing.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdateChannel.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdateDataset.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdateDatastore.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdatePipeline.html
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{
"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ABCDE12345FGHIJ67890B:AnalyticsChannelTestFunction",
": "arn:aws:sts::123456789012:assumed-role/AnalyticsRole/
AnalyticsChannelTestFunction",
"accountId": "123456789012",
"accessKeyId": "ABCDE12345FGHIJ67890B",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-02-14T23:43:12Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "ABCDE12345FGHIJ67890B",
"arn": "arn:aws:iam::123456789012:r0le/AnalyticsRole",
"accountId": "123456789012",
"userName": "AnalyticsRole"

"arn
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"eventTime": "2018-02-14T23:55:147",

"eventSource": "iotanalytics.amazonaws.com",
"eventName": "CreateChannel",

"awsRegion": "us-east-1",

"sourceIPAddress": "198.162.1.0",

"userAgent": "aws-internal/3 exec-env/AWS_Lambda_java8",
"requestParameters": {

"channelName": "channel_channeltest"

},

"responseElements": {

"retentionPeriod": {

"unlimited": true

},

"channelName": "channel_channeltest",

"channelArn": "arn:aws:iotanalytics:us-east-1:123456789012:channel/channel_channeltest"
.

"requestID": "7f871429-11e2-11e8-9eee-0781b5c@ac59",
"eventID": "17885899-6977-41be-a6a0-74bb95a78294",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}

C}S2 CreateDataset S E0{F = CloudTrail 21 &= 0| LIEFH of| A|L|CE.

{
"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ABCDE12345FGHIJ67890B:AnalyticsDatasetTestFunction",
"arn": "arn:aws:sts::123456789012:assumed-role/AnalyticsRole/
AnalyticsDatasetTestFunction",
"accountId": "123456789012",
"accessKeyId": "ABCDE12345FGHIJ67890B",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-02-14T23:41:36Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "ABCDE12345FGHIJ67890B",
"arn": "arn:aws:iam::123456789012:role/AnalyticsRole",
"accountId": "123456789012",
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"userName": "AnalyticsRole"
}
}
I

"eventTime": "2018-02-14T23:53:397",
"eventSource": "iotanalytics.amazonaws.com",
"eventName": "CreateDataset",

"awsRegion": "us-east-1",

"sourceIPAddress": "198.162.1.0",
"userAgent": "aws-internal/3 exec-env/AWS_Lambda_java8",
"requestParameters": {

"datasetName": "dataset_datasettest"”

},

"responseElements": {

"datasetArn": "arn:aws:iotanalytics:us-east-1:123456789012:dataset/
dataset_datasettest"”,

"datasetName": "dataset_datasettest"

I

"requestID": "46ee8dd9-11e2-11e8-979a-6198b668c3f0",

"eventID": "Sabe2lf6-eela-48ef-afc5-c77211235303",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/

AWS loT Analytics AL 7Hol=

« AWS I A & 710|E - A &0 M 38 MY 2= EZ o|aigLIct. o] 7o|=ol=
oZ] ZB|2(0|= SBREEI|ISAFL(NIST), A 7 2] |¢43(PCI), SN EE
3t7|7(1SO) Z &) ol H ok Mool CHEt X|ElE E=5t1 AWS AH| D AR 7} @ OFE
0 A& LICt.

« AWS Config 7Y At LM S| 7 =I2 A5t
O LHE &, dA XIE Y 78 dott & E5t=X| B+ ct

« AWS Security Hub - L £+ AEfof CHEt ZZ ™Mol 27
Hub= Eot ZHEE 2 AF85t0{ AWS EIAAE HWotstn Eot A & 2 28 Atadlof Cist 7
E5E gelgLch x[#El= ME|A U Ko S5 2 Security Hub A0 F X & FX5HMIL.

« Amazon GuardDuty - 2| &A PR 2 o[XQl &S 0| J=X| Bt EE ZLIE{ESH04 AL Xt AWS HI™E
el =&, ZE[o|Ld X! Ci|O|E{of| CHEr &R A 2[EE AWS AH[A B X[ LICH GuardDuty= §78 1

| &

2
L}
>
>
o8
_\'l_
o
>
=
w
O
(@)
=4

E!
x
=5
>
rr
!
>
>
ol
o0z

0
i
>
=
0]
X
o
>
P
0K
e
T
[ul
>
=
»
%
(0]
(@]
=
Z

(@]
) T
M E4 ZEUYT0IM 275 Y X T AFYS 55504 PCIDSSS 2 ChEt A
s o7 AgsnEEd E88 5 4 UsL

« AWS Audit Manager - 0|& AWS MH|A S3l AW
b A Ol
AA

A xE =& Helote GHE tLEE

ABYS RIS Aol QBT 7HH &

O| 5223 AWS loT Analytics

O 2lZ 2} E 2ok AWS loT Analytics

ZElE MH|AQIE AWS 22 HEQIT EotoZ E35 AWS IoT Analytics E/LICH. AWS E 2t M
HIA 27t QlZEtE AWS E S 5t= Yol CHEt AEAISH LI 2 AWS 22 E Eot2 FESHA
Q. lmpt 2ot 2 AL E A& 310{ AWS B E2 A 5tE{™ EoF #E AWS Well-Architected
Framework®| QIZZt H5 E &AM L.

AWS Ol M HAIEF API S EE AtE5I0{ LIERIZE Solfoll HMATLICEH T2 CHS S X|#stok &
L|C.

4>
o
2
_|
—
wn
w
[0
[
021
o
r
ful

« Transport Layer Security(TLS) TLS 1.2&= &

Sy 193


https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
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https://docs.aws.amazon.com/general/latest/gr/iot-analytics.html
https://docs.aws.amazon.com/general/latest/gr/iot-analytics.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://console.aws.amazon.com/support/cases#/create?issueType=service-limit-increase&limitType=service-code-iot
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/cli/latest/reference/iotanalytics/index.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_Types.html
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)

"ruleArn": "arn:aws:iot:us-west-2:your-account-id:rule/your-rule-name",
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"rule": {
"awsIotSglVersion": "2016-03-23",
"sql": "SELECT * FROM 'iot/your-rule-name
"ruleDisabled": false,
"actions": [

{

"iotAnalytics": {
"channelArn":
"arn:aws:iotanalytics:region:your_account_id:channel/your-channel-name"

}

1,

"ruleName": "your-rule-name"

CHE AME|=X| 2016t 7] Q6, ME CHAS F715t0d E0{2= HIA|IX|7F YA|ZAS 2 Amazon S3

Aol ALSE 2|4 &' OlF 0l SHHEX| EQIFLICH HlOIE{7t 75 ATl 2 MEET FA{0| X
= 3" | o
HAO HEEESE & = UE

&Lt

M molZ 2t lof M HIA[X|ZL ALEER|= OlR= FSILIT? o{E A
i sl oF &f LI7k?

Lambda &2 XMelgt ZE ES0= 55| &8 JSON EAtE0| el2dgto 2 EeLICH E&oi
= 4IE JSONO| R &26HK| ofctH sliiE HIAIX|= AX D 0| AE0{Z MY E|X| et&LCt Sbt
2 JSONE gtobA| AMH|A0] i2dsHofF gfL|ct. o|Fl4 =240l B, 0|4 C|0|E{E R &8 JSON
oz H3tstn 0|E Ol g0z ELHL} d|o|Ef AE0{of X{ZE o|"_ Lambda &S 0| m}to|Z2}Ql
O| A wim| 50| ZlofoF BLICE RFMIBH L& 2 Lambda &% oA 28 & ZESHAAIL.

« Lambda 2522 7t% S &= Lambda &%0i Heto| EE&tL|ct.

Lambda & 52| Zf Lambda & 4=0{ AWS loT Analytics AMH|AMAM E&E& HEH0| UE=X| EQIErL
Ct. CH= AWS CLI BHEE AH85t0 HEtE 2o{E = A&t

aws lambda add-permission --function-name <name> --region <region> --statement-id
<id> --principal iotanalytics.amazonaws.com --action lambda:InvokeFunction

« ZE| EF = removeAttribute £ 50| 22 Ho|Z|i&LICEH
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/pipeline-activities.html#aws-iot-analytics-pipeline-activities-lambda-ex2
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