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=Rl Customer Account

loT Anlaytics Datastore

4 )

Input Parameters:
- Datastore Mame

Dataset : - TimeRange
< : - Export S3 Bucket
CloudFormation
Template
........ . | Content .
Delivery rule Run Expoﬂ]

53 Buchket
l\scrlpl generated dataset /1 : ( Customer chosen)

CloudFormation Amazon S32 H|0|E{E€ LHE e HZE!

2| Ctolo{aR 2 CloudFormation BIZ%!2 AI&35t0{ ST AWS loT 244 O|O|E{ AE 01 L{of H| O]
El MEE M50 EIUARZE J|Hto 2 MEHg &Md35ste ZEMAE Ho{ELICH O|E S3H At
A= Y5t 7|12 Lol EH OIO|E ZQIEE AME £+ Q&L|Ct =8 O|0|E{& Amazon S3 HHZ!
OZ WWEUE 2= ME& &0 MAELICEH

ot M= HHE EoiELIct

1. CloudFormation H1Z3!g &H|5tT YAML Y Z X{EELICH o & E0{migrate-
datasource.yamlL|C}.

# Cloudformation Template to migrate an AWS IoT Analytics datastore to an external
dataset
AWSTemplateFormatVersion: 2010-09-09
Description: Migrate an AWS IoT Analytics datastore to an external dataset
Parameters:
DatastoreName:
Type: String
Description: The name of the datastore to migrate.

2EFA|: o|Fof =& E Ho|E LHELHZ|
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AllowedPattern: ~[a-zA-Z0-9_]+$%
TimeRange:

Type: String

Description: |
This is an optional argument to split the source data into multiple files.
The value should follow the SQL syntax of WHERE clause.
E.g. WHERE DATE(Item_TimeStamp) BETWEEN '09/16/2010 05:00:00' and '©9/21/2010

09:00:00'.
Default: ''
MigrationS3Bucket:

Type: String

Description: The S3 Bucket where the datastore will be migrated to.

AllowedPattern: (?!(”xn--|.+-s3alias$))”[a-z0-9][a-2z0-9-1{1,61}[a-2z0-9]1%

MigrationS3BucketPrefix:
Type: String
Description: The prefix of the S3 Bucket where the datastore will be migrated

to.
Default: ''
AllowedPattern: (~([a-zA-Z0-9.\-_1*\/)*$)|(*$)
Resources:
# IAM Role to be assumed by the AWS IoT Analytics service to access the external
dataset

DatastoreMigrationRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17

Statement:
- Effect: Allow
Principal:

Service: iotanalytics.amazonaws.com
Action: sts:AssumeRole
Policies:
- PolicyName: AllowAccessToExternalDataset
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action:
- s3:GetBucketlLocation
- s3:GetObject
- s3:ListBucket
- s3:ListBucketMultipartUploads
- s3:ListMultipartUploadParts

257 o|Tofl =& E HIOIEf LHELHZI 15
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- s3:AbortMultipartUpload
- s3:PutObject
- s3:DeleteObject
Resource:
- !Sub arn:aws:s3:::${MigrationS3Bucket}
- !Sub arn:aws:s3:::${MigrationS3Bucket}/
${MigrationS3BucketPrefix}*

# This dataset that will be created in the external S3 Export
MigratedDataset:
Type: AWS::IoTAnalytics::Dataset
Properties:
DatasetName: !Sub ${DatastoreName}_generated
Actions:
- ActionName: SqglAction
QueryAction:
SqlQuery: !Sub SELECT * FROM ${DatastoreName} ${TimeRange}
ContentDeliveryRules:
- Destination:
S3DestinationConfiguration:
Bucket: !Ref MigrationS3Bucket
Key: !Sub ${MigrationS3BucketPrefix}${DatastoreName}/!
{iotanalytics:scheduleTime}/!{iotanalytics:versionId}.csv
RoleArn: !GetAtt DatastoreMigrationRole.Arn
RetentionPeriod:
Unlimited: true
VersioningConfiguration:
Unlimited: true

2. AWS loT 241 O|O|EE LHELHOF 5= CIlO|E{ AE0{& A™ELICE O] 7I0|EdME Bl ME
CIO|E{ AE0{E A8 & LICHiot_analytics_datastore.

AWS laT Analy > Data stores

Data stores (1 & Create data store
1 @

Name Status Last message arrival time Storage information File format Created Last updated Data partitions

® Active

Jun 12, 2024 9:55:08 AM -0400 Service managed JSON Jun 11, 2024 1:59:17 PM -0400 Jun 11, 2024 1:59:17 PM -0400 Not enabled

3. CIOIEHE LHE'd Amazon S3 HHZ!E MM et7HLE A|HEFLICE O] 7I0|E0|ME iot-
analytics-export HZ!S AL & LICH
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azon 53 ) Buckets
» Account snapshot - upc.‘trred every 24 hours (T View Storage Lens dashbeard
Gentral purpose buckets Directory buckets
General purpose buckets (6] 1o c Copy ARN Empty Delete Create bucket
@
Name v | AWS Region % | 1AM Access Analyrer Crantion date v
| [:] O~ 3y s - G pont I US East [N. Virginia) ui-east-1 Wilw analyzer for us-aadt- Jurve 12, 2024, 09:56:18 (UTC-04:00)
4. CloudFormation AEHS MAEHL|CH
« https://console.aws.amazon.com/cloudformation O|S & L|C}
. A MNE 2R T M B2 NB(EE)S HHELICH
« migrate-datasource.yaml ItS P2 =§HL|CH.
B Create stack
Prerequisite - Prepare
Prepare template
' © Choose an existing template Use a sample template Build from Application Compaser
Specify template
Tomplate souce
Amazon 55 UAL 0 uplcad a template file Sync from Git - new
Upload a tamglate hle
@ Choose file )
migrate-datascurce yaml X
$3URL  hitps (/33 us-east-1 amazonews.comycf-templates-dagumrjd movk-us-east-1/2024-06-127134305. 780 Zrer-mgrate-datascurce yaml View i Application Composer
5. AE{O|§2 sty ohE meto|HE MS o

+ DatastoreName: OFO|12{|0|A43t2{= AWS loT £44 H|0|E{ AE0{2| O|& QILIC}.

+ MigrationS3Bucket: OFO| 22| O|MEl H|O|E{7} M % El= Amazon S3 HZ! &Lt

+ MigrationS3BucketPrefix(41=4 AL&): Amazon S3 HZ! 2| T AFILICE.

« TimeRange(M1EH AHE) | LHE L= C[O|E{E EEZ5to] X|IHE Alzh (o 2t &4 Co]E
Eojd otz EEE + U= SQL WHERE M L|CH.
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CloudFormation » Stacks ) Create stack

Specify stack details

Step 1

Create stack

ik Provide a stack name
Specify stack details
Step 5 Stack name
Configure stack options I iot-amalytics-data-export
Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 25/128,
Step 4

Review and create

Parameters

Parameters are defned in your template and aliow you to input custom values when you create or update 3 stack.

DatastoreName

The name of the datastore to migrate

I iotanalytics_datastore I I

MigrationS3Bucket

The 53 Bucket whera the dat

store will be migrated to

I iat-analytics-export I I

MigrationS 3 BucketPrefix
The prefix of the 53 Bucket where the datastore will be migrated to

l Enter 5tring |

TimeRange
This is an optional argument to split the source data into multiple fles. The value should follow the SQL syrtax of WHERE clause, Eg WHERE
o tam_TimeStamp) BETWEEN '05/16/2010 050000 and '08/21/2010 09:00:00

| Enter String |

Cancel Previous | -

Capabilities

The followi {3} require bilities: [# le]

This template contains Identity and Access Management (LAM) resources that might provide entities access to make changes to your AWS account. Check that you want to create each of these resources and that
they have the minimum required permissions. Learn more [

1 that AWS CloudF might create IAM resources.

Create change set | Cancel Previous Ii

8. OHIE RHolM &84 HHE HEsI0{ 2tz &LICH
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iot-analytics-data-export ® X
Delete Update Stack actions ¥ Create stack ¥

Stack info Events Resources Outputs Parameters Template Change sets Git sync - new

Events (8) : C
Q Seorch events ®

Timestamp v Logical ID Status Detailed status Status reason

2024-06-12 09:59:54 UTC-0400 iot-analytics-data-export @) CREATE_COMPLETE - .

2024-06-12 09:59:54 UTC-0400 MigratedDataset © CREATE_COMPLETE - -

2024-06-12 09:59:54 UTC-0400 MigratedDataset @ CREATE_IN_PROGRESS - Resource creation Initiated

2024-06-12 09:59:53 UTC-0400 MigratedDataset @® CREATE_IN_PROGRESS

2024-06-12 09:59:52 UTC-0400 DatastoreMigrationRole @ CREATE_COMPLETE - -

2024-06-12 09:59:35 UTC-0400 DatastoreMigrationRole @® CREATE_IN_PROGRESS - Resource creation Initiated

2024-06-12 09:59:34 UTC-0400 DatastoreMigrationRole (@ CREATE_IN_PROGRESS

2024-06-12 09:59:32 UTC-0400 iot-analytics-data-export © CREATE_IN_PROGRESS - User Initiated

9. AE{0|MBIXMo=z 2HZE|HAWS loT A - H|0|E{ MEZ 0|55t04 0to|2&|0|AME HIO|E| Al
EE #Qolgtct,

|J\WS loT Analytics ) Datasets |

Datasets (2) c | Cremedame

1 @
[ Name Type Triggers Status Created Last updated
0O iotanalytics_dataset Query No trigger has been set yet. @ Active Jun 11, 2024 1:59:19 PM -0400 Jun 11, 2024 1:56:19 PM -0400
= iotanalytics_datastore_migrated Query No trigger has been set yet. @ Active Jun 12, 2024 9:59:55 AM 0400 Jun 12, 2024 $:56:53 AM 0400

10. dHE Olo|E MEE MEistT X2 A-lES 22604 CIO|Ef HEE LHEHLICH

AWS loT Analytics > Datasers > fotanalytics_datastore_migrated

iotanalytics_datastore_migrated Delete

Overview

Dataset ARN info Created
arrcawsdotanalyticsus-east-1:276334286713: /) lytics_d: _mi Jun 12, 2024 9:59:53 AM -0400
Type Last updated

Query Jun 12, 2024 9:59:53 AM -0400
Satus

@ Active

Details Content Schedule Dataset content retention settings Dataset content delivery rules Tags

25t o|Fofl = EIE ClOlE LHE LK 19
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11. 2HI== CIo|H MEZS| E2E=

E104| A

AWS loT Analytics ) Datasets ) lotanalytics_datastere_migrated

iotanalytics_datastore_migrated

Run now [ Dalet ‘
Overview
Dataset ARN Infe Croated
armawsiolanalylicsus-east-1:2763342867 13 .dataset/iotanalytics_datastore_migrated Jun 12, 2024 10:21:26 AM -0400
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Pipelines
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Notebooks

Settings

Documentation [4 Channels Pipelines Data stores

Forums [2 Use your channel to collect raw and Convert raw data from your channel into useful Store your processed loT device data to use for
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Contact us [ services. enrich your raw loT device data.
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Example

JSON

"Version":"2012-10-17",
"Id": "MyPolicyID",
"Statement": [
{
"Sid": "MyStatementSid",
"Effect": "Allow",
"Principal": {
"Sexvice": "iotanalytics.amazonaws.com"
},
"Action": [
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:*:*:*:your-iot-analytics-bucket",
"arn:aws:s3:*:*:your-iot-analytics-bucket/*"
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"Version":"2012-10-17",
"Id": "MyPolicyID",
"Statement": [

{

"Sid": "MyStatementSid",

"Effect": "Allow",

"Principal": {

"Sexvice": "iotanalytics.amazonaws.com"

},

"Action": [

"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts"”,
"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:*:*:amzn-s3-demo-bucket",
"arn:aws:s3:*:*:amzn-s3-demo-bucket/*"

1,

"Condition": {

"ArnLike": {
"aws:SourceArn": [
"arn:aws:iotanalytics:us-
east-1:123456789012:dataset/your-dataset",
"arn:aws:iotanalytics:us-
east-1:123456789012:datastore/your-datastore"
]
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https://docs.oracle.com/en/java/javase/11/docs/api/java.base/java/time/format/DateTimeFormatter.html

AWS loT 24 ALERE7H0|=
- 7|& mE|ME HEletedH™ CHE |0/ £AE0{E BFE1 mHo|ZEI2lE Soll HIoIHE
A 2lshoF grLCt.

9. M CIo|E AE047t H|O|E| AE 01 HO|X|of| LIEFLIE=X| & It M A2,

lo|= 2ol A A

=
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aws iotanalytics create-pipeline --cli-input-json file://mypipeline.json

mypipeline.json Itol= Ot 2RIXT7F ZEE[0] [U&LICEH

{
"pipelineName": "mypipeline",
"pipelineActivities": [
{
"channel": {
"name": "mychannelactivity",
"channelName": "mychannel",
"next": "mystoreactivity"
}
I
{
"datastore": {
"name": "mystoreactivity",
"datastoreName": "mydatastore"
}
}
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/pipeline-activities.html#aws-iot-analytics-pipeline-activities
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}

ChS HEs A™stod 7|& mho|ZEtlg LidehLct.
aws iotanalytics list-pipelines
CtS HEs A™stod 7HY mto|ZEtRle| & #felgfLct

aws iotanalytics describe-pipeline --pipeline-name mypipeline

ofl CllO|E{ =& AWS loT EAd

g = U= Clo|Ef AE0{of HIO|E{E K&t THo|ZEtRIo 2 H|O|EE et EstE Mol
oM AWS IoT A2 HAIX| CIO|E{E 2 &H[7} E JYLICE 047]0l M= AWS loT 2442 (0|
EE 7IX2 = F 7t WS EodELIch HAIX| EE27{ E£= BatchPutMessage APIE AFE6}04
AWS loT mIAIXIE Hidl = &L|c AWS loT 24 .

oo

=
« AWS loT HIAIX| EE2FH ALS
« BatchPutMessage AP| A&

AWS loT HIA|X| EE7{ A

AWS loT HIA|X| ER2FHE AFRSIE{H 72| ATIS ALE S04 AWS loT ﬁ"&'% MMELICH RIS &
M FA7EUE HAIRKIE 2 EP°E'3 LICF AWS loT 24, 5t X|8F o] 77 o

g Roists e Mo g

1
mlo
OFO 0
Q'I_l
o
e

IAM 3§ A A

AWS loT HIAIXIE AWS loT B4 A2 2t Bsicd® 72 E dEELICH a2{Lt HX AWS loT &
M MEZE HAIX| HIOHE MEE T 0| H Foist= IAM Hg S ddsior &L

aws iam create-role --role-name myAnalyticsRole --assume-role-policy-document file://
arpd.json

ofl Ci|o|E{ =% AWS loT £4 40
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arpd.json It LIS Ctst

JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Principal": {

"jot.amazonaws.com"

"Service":
},
"Action": "sts:AssumeRole"
}
]
}
07 ChS WA BME gl AL
aws iam put-role-policy --role-name myAnalyticsRole --policy-name myAnalyticsPolicy --
policy-document file://pd.json
Alo2 HelL|Ct

pd.json It LHE2 CtS 1t
JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "iotanalytics:BatchPutMessage",
[
"arn:aws:iotanalytics:us-east-1:111122223333:channel/your-

"Resource":

channel™
]

47
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AWS loT T+2! MM

FMAZE HAIXKIE ELHE AWS loT #2I2 AMAdstL|Ct.

aws iot create-topic-rule --rule-name analyticsTestRule --topic-rule-payload file://

rule.json

rlo
OOI'

rule.json It L2 Ot 22 Ao 2 EQlLC}.

{
"sql": "SELECT * FROM 'iot/test'",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [ {
"iotAnalytics": {
"channelName": "mychannel",
"roleArn": "arn:aws:iam::your-account-number:role/myAnalyticsRole"
}
]
}

iot/testE ct 28l ok st= HIAIXIS MQTT =M Z HHELICH AM'Ed O|F2 &S 0| H20iA
et ol dg = HhELICH

Olstm, M'de mol=Z2Rlof =I5k, mo|=atolS H|o|E|f AE0{of Z=QIst #of
2ot dx[st= 2 Hlo[E{7h o|x| #El& £H|7t E Ho|E AE0{ AWS loT 4 2 HEEL
Ct. OIE El&AEsSI7| /sl AWS loT 2£E ALE5H0 HAIXIE 2 = JU&LICh

® Note
2L HAIX| Hlol2 =(Hl0lEf)el 2= 0|2 lLICH AWS loT £,

« Gkt YE()LH ZESHOF otH, CHE S+ EXtE 1& EX| ei&LICH
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AR 7H0|E

. ARRE 7

= 7|-7< oI- ||_—_|.

o€ £0{, HAIX| HO|ZE0{|M {"temp_01":
ok, {"temp-01":

CtH.

1. AWS loT Z2& 29| 2%

‘éﬂ]} AWS laoT

| Monitor

2. [MQTT client] H|O|X[0| A [Publish] 4442] [Specify a topic]oll iot/testE ZIELICE.
O|2E MMofM CtS JSON LI 0| EXH5H=

"message":

}

3. [Publish to topic]=

29} EE= {"_temp_01": 29}= RE5HX|
29}, {"01_temp": 29} EE= {"__temp_01": 29}&= EZE WL
EAM oM EHAEE MEIFTLICH
MOﬂitOr Sample period Time range _Q_
One day v Week v @
®
Successful connections

Feb 14 Feb 15 Feb 16 Feb 17 Feb 18 Feb 19 Feb 20

#- Successful connections

Messages

=
x| #elstn, DX 2 32 i8S =FLIch

"Hello from the IoT console"

SHEFLICH.

AWS loT HIAIX| E2 A AF2
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https://console.aws.amazon.com/iot/
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WJ%nMnJmWﬂJﬂ%wwuﬂWw

© 0 - This client will not acknowledge to the Device Gateway that _Q?
ﬂﬁa AWS loT messages are received @
1 - This client will acknowledge to the Device Gateway that

messages are received @

MQTT payload display
© Auto-format JISON payloads (improves readability)
Display payloads as strings (more accurate)

Display raw payloads (in hexadecimal)

Publish
Specify a topic and a message to publish with a QoS of 0.

ot/ | [ |

Test

®o
S vs
& sec
£h A
)

O|ZH 5t A AMAISH H|O|E] AEO|Z 2R EE HIA|X|7F AIAIELICE.

BatchPutMessage APl A&

HIAIX| CIOIEE 2 7HKM e & CHE Y2 BatchPutMessage APl 32 AI&35t= AWS loT M
ZAdLct o] HHE AE5tH & FA7F ZEE HAIXIE AM'EE 2t E5t= AWS loT A2 MY
g 27t glgLich Ot Md= Clo|E/HAIX|E T& st CIHIO|AE AWS SDKE YdE AZE

flo1E A & UHLIE AME5tod

3Z AWS CLI & == Qlo{of &fL|CIBatchPutMessage.

1. MEE HAIXIE Z& 3= messages. json THUS AMFLICHO| o &Mol M= EF ShLte| HIA| X[
8.
[

{ "messageld": "message@l", "payload": "{ \"message\": \"Hello from the CLI
\Il }Il }
]

2. batch-put-message S A&ErL|CH

BatchPutMessage AP| AHS 50
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--messages file://

--channel-name mychannel

ol 4

AWS loT 44

mo
ok

24
=3

M

aws iotanalytics batch-put-message

ro

L]

QF 7t QiCtH, a0t &

"batchPutMessageErrorEntries"

Pipelines
Data store

Data sets

Notebooks

messages.json --cli-binary-format raw-in-base64-out

AEX| FHlY = A&LICH
MEEE CHE ol Toi|

g LIEll= Jefz Mol &

AR
=& olo|e 2LIEE
AWS loT 24 2£2 AH838to{ ™
1. AWS loT £4] 2£0| 2% B ol M ZHIE M5
At M o|§2 MEAFLIC
ngWSWT Channels
Analytics
I QCha"HEIS Name Status Created Last updated
V my_channel ACTIVE Sep 13, 2019 10:47:17 AM... Sep 13, 2019 10:47:17 AM
H Ho|X|oi M 2LIE™ MM K| ot 2 AT EfLICH 7|2k ZA[Z[(1A[ZE 3AIZH 12
EABHLICH R|KE 7|2 S0t
Al=[ofoF BFLICH.
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https://console.aws.amazon.com/iotanalytics/

AWS loT 44

AR 7H0|E

Channel size

9.5e-7 GB as of Feb 27, 2019 4:00:00 PM -0800.

Tags

No tags

Monitoring

IncomingMessages

2.00
1.50
1.00
0.5
0
17:00 1715 1730 1745
mho|Zatel 5 AMS BHelsty| 9
Olxlol M BE ME 2R E BLIER
N 07H E AlE|o{oF BLICk

>
=
(0))]
)
_|
HI
%
M

>
[e)

AWS loT
% Analytics

Channels
I Pipelines
Data stores
Data sets

Notebooks

Pipelines

Name

my_pipeline

et ZLE 3 7|S0|
LICt mto|Zztele|

1830 18:45 19:00

Created

Sep 13, 2019 11:21:01 AM -0700

@&®OP

Edit

1h 3h 12h 1d 3d 1w \El

19:15 19:30 19:45 20:00

Last updated

Sep 13, 2019 11:21:01 AM -0700

FHE clolE 2UED
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https://console.aws.amazon.com/iotanalytics/
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2.

uto|Z el MF HE Ho|X|ofMH ZELIEZ M7 R| ofe2 AF EFLICEH 7|2 EAIZI(1AIZH 3A]
Zh 12A2H 1, 3, 1F) & 3H-PE MEdstod ol et R AIE 7[zte ZEELICH X[EE |zt
Seotol mo|zEel &8 4™ 2 F & LIEtU= T2 = 0| EA|xZ|o{oF ZLct

Monitoring

ih 3h 12h 1d 3d 1w \Zl

@&®0P

ActivityExecutionError-DatastoreActivity-my_datastore_33

1.00
0.8
0.6
04

0.2

0
17:45 18:00 1815 18:30 18:45 19:00 1915 19:30 1945 20:00 20115 20:30 20:45

PipelineConcurrentExecutionCount

1.00
0.2
0.6
0.4

02

0
17:45 18:00 1815 18:30 18:45 19:00 1915 19:30 1945 20:00 20115 20:30 2045

Hl0lE] M A4

SQL G0l ME E= ZiE| o[l TIo|E MEE 44sto] G|0|E 2E0{0f| M TIOIE{E AMELICH=
CIOIEE #Elstod 24 EEo| EE AWS loT ._&. & A&LICH HIo|E 2AE0{= O|O|E{H|O| A7} of
LIX|EF, sQL 34|22 H|0|EHE F2let T HIO|E MEo| KT E 2 E UE + U&LICH
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GilolE #el

Ct. dIO|E{ M E0oi= CIO|Ef AE0{ FE|0f AFB 3=
12 SM0| E04 U&LICH o] Y™ SMHES Amazon
MAgHLICE

OlO|E{E #Elsted™ IO MEE MA-EL
SQLJ—I' O'I E E I' >—< |7|'0'“ ?"IEI
CloudWatch & E 3 A0 AFSH

EH
£ gt
s
ar 3

CHS B> S Adstof C|o|E MEE Y d&Lict

0jo

aws iotanalytics create-dataset --cli-input-json file://mydataset.json

07| mydataset.json It Joj| CtS 2EHAT7} L /o] U&LICH

{
"datasetName": "mydataset",
"actions": [
{
"actionName":"myaction",
"queryAction": {
"sqlQuery": "select * from mydatastore"
}
}
]
}

Ch2 BHS A™dstod 22IE A CIOIE ME Z2HAE et
aws iotanalytics create-dataset-content --dataset-name mydataset
HOIE ME 2H =7t MEE|7|7HR| E 2 S¢ 7ICHE! + HSEhlch

7{2|E Clo|E{of AM|A

F{Ele| Aut= csv Alo| ntdz XHEE Oo|E ME 2E = lL|CH ZtU2 Amazon S3

o
=
g & A&LICH O S ool M= 27t £H|Z(o] U/eEX| Helstn mtUE OR2EEss Y

L|C}.
CH2 get-dataset-content HH S A™MELICEH

aws iotanalytics get-dataset-content --dataset-name mydataset
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/ScheduledEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/ScheduledEvents.html
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CIOIE] MEof| OlO|E{7t £ & E B, get-dataset-content= OF2iet 20| status EHEO
"state": "SUCCEEDED"E &Z=&fL|Ct.

"timestamp": 1508189965.746,
"entries": [
{
"entryName": "someEntry",
"dataURI": "https://aws-iot-analytics-datasets-f7253800-859a-472c-aa33-
€23998b31261.s3.amazonaws.com/results/f881f855-c873-49ce-abd9-b50e9611b71f.csv?X-Amz-"

}
1,
"status": {
"state": "SUCCEEDED",
"reason": "A useful comment."
}
}
dataURI= &3 Z1tof Cieh MEE URLYILICE O URL2 B2 7|7HEH AlZt) Setet S & &hLict
HIAEZR0 M2tME LHE | HMASHT| Tof| &4 get-dataset-contentE& E &5t G U

&LICH ol BPE 5 &EtH MEE M URLO| HEE|7| = L/ct

AWS loT &A1 O|O|E{ EfAY

AWS loT 241 H|O|E{E XE&, 244 4l A|Z

I
2|_|
rir
¥a
N
B
10
Iz
=]
30

&Lich.

o| mlo|x|e| A

« Amazon S3

« AWS loT Events
 Quick Suite

» Jupyter Notebook

Amazon S3

CIO|E{ M E 2EXE& Amazon Simple Storage Service(S3) 1 loz2 2Ll 7|Z o|o|E] Bllo|aetel &
g E= AL oHE 2|7 0| L A =T 0| M| BMAE & 5HE = UELICEH CreateDataset2|
contentDeliveryRules: :destination::s3DestinationConfiguration EE& & X34
Al
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/GetStartedWithS3.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset
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AR} 710|1E
AWS loT Events
OB ME 2HXE - 20 MEE = UESLICHO| AWS loT EventsMH|AE AFE 35T C|HLO
AEETZMANM EOf £ & HAEE2 ZLIERSHD 0|28 O|HIET} e dlieh [ F7} &g E
2|HE = U&Lch
O|Z A 5t2{™ CreateDataset2 AF2350{ |O|E| MIES AiAd5t T Zl=of AWS
loT Events 22 X|™&&LICtcontentDeliveryRules destination

iotEventsDestinationConfiguration

A [
A|oHo|‘ T gljl_

AWS loT M H3t2 2odst= A& roleArnolE& x|

inputName. E & "iotevents:BatchPutMessage
5ok & LICH Clo|H MES

"=

=
=
—

Hx7t 4&E maotct AWS loT 24 = Zt CI0|E ME 2RI =2 X|ZE AWS loT Events &2{0f|
HAIX|I2 & ELICt o & S04, HIOIE{ MEO CtS LIS O| ZEE B2,

Ilwhatll , Ilwholl , Ildtll

"overflow", "sensor@1","2019-09-16 09:04:00.000"

"overflow", "sensor@2",'"2019-09-16 09:07:00.000"

"underflow", "sensor@l","2019-09-16 11:09:00.000"
J2{H AWS loT 24 7t CtF0t 22 2E7F ZEE HAIX[E E-LCt.

{ "what": "overflow", "who": "sensor@l", "dt": "2019-09-16 09:04:00.000" }

{ "what": "overflow", "who": "sensor@2", "dt": "2019-09-16 09:07:00.000" }
A e EE(, what, & 5tLE 0|4 dt)E 2IA5H= AWS loT Events 242 M35t 0 O|HIE | M Of
o{et 3 HEE AFE36H04 2Fd 2 EE[HotHL LR 8 M7 5t= AWS loT Events Z X|7| 2 &
£ M350 whoEfLICH
Quick Suite
AWS loT 4 = Quick Suite2t2| 2] &S NI ELICH Quick Suite= AZEE #5510, YAl &
Mg 351, CloE{olA BIZLIA QIAOIEE WEH Y ol A8E 4 2l BE HIZUA B4
MHIAQILICH Quick Suite® AFS 313 ZE|0| £ AlBH Ho| ALSRIE B3 e 4 om Z2s ol Hz
2| §UZISPICE)E AtE35t04 8H M52 M3 == A& LTt Quick Suite= 0|28 2T AHEE
= UA&Lct,

AWS loT Events
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset
https://aws.amazon.com/quicksight/
https://docs.aws.amazon.com/general/latest/gr/quicksight.html
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Jupyter Notebook

AWS loT 249 Jupyter Notebook2 H|O|E{ MEE EH AH&35t0{ & 241 L H|O|E BfME =g
=T 5&'2 LICt. Jupyter Notebook @& AA &FMRULICE http:/jupyter.org/install.html0|MH CHR2 2 E
5to{ MXIE = U&LICH. Amazon ZAR L ES £F MHQl SageMaker AItS| F7I SE T A8 =+
A& LICt.

CtFeh 9| H|O|E ME F X

;x
==

CtS1F Z2 CreateDataset 2! UpdateDataset APIE &
|

versioningConfiguration ZE Zt2 X|&H3to{ o
st £ OI/\L_||_—_|._

T ARHE

E

"retentionPeriod": {

"unlimited": "boolean",
"numberOfDays": "integer"

1,

"versioningConfiguration": {
"unlimited": "boolean",
"maxVersions": "integer"

1,

NE ZEIx 0| #{x

olp{t = mEtOlEe MMS ST 22 WA 2 RXIF lolE| ME 2HX0| HH 49 7lzte
Mehuct
retentionPeriod retentionPeriod: retentionPeriod:
[XIE oF & unlimited = TRUE, unlimited
numberOfDays = = FALSE,
M7 ot numberOfDays =
X
versioningConfigur Z A HAHD =20 A x4 HED x|20 o FA HAD 220 o
ation: S8t HE(CHE E2R) 38t HE(CIE E<) S8t HE(CHE E2R)
ot 90 7t R X[EL o 2xst @x|EL|c XY ZF X|EL|CE.
XIS o & o

IIH O|O|E{ MIE retentionPeriod and
£=9t K| 7|7t MEH

74
=

Jupyter Notebook
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https://jupyter.org/install.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDataset.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdateDataset.html
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versioningConfigur Jh=of 2hA[g0] Xt |®X[St= HE JH=ol  JH=eof 2AH|IGIO0] K|t
ation: 90 7to| 2 E HZT0o| &= AEto| ig Lt XY 7to| 2 E HZHO|
S X|EL|CH, FX[ELC.

unlimited = TRUE,
maxVersions A7

ok &
versioningConfigur K|t o0 7te| ™ol Z|ztof ZtA|giol = K| XY 7te| HHEO|
ation: Y74 olst2 SX|[EU Y| HTO| RXIE  Y7H Ol5tE R X[EL
C}. L|C}. Ct.
unlimited =
FALSE, maxVersio
ns=Y

HA|X| HO|REE &

Hifl= HAIX] Ho|Z=(H|0|E)e| 2= O|F AWS loT E4:

In
o
i
ro
o
I
|0
Hu
]

« CHAEXRIE FESHX| A &LICH ST HO|Z=E0{M "foo" L "FOO"El= &
FEch.

0E £0{, HAIX| HIO|ZE0M {"temp_01": 29} EE&= {"_temp_01": 29}&
{"temp-01": 293}, {"01_temp": 29} =& {"__temp_01": 29}= HRE X

AWS loT SiteWise CI|O|E{ ZH¢d

AWS I0T SiteWise = CHF2 A4 S Hlofl M CIOIEIE 47, BT, B4 U AIZststs ol ALY 4
Rl BEIE MEIALICH 0] MHIAE M ClHOlA, Z2AA W AIM EHE TH3te ol AR E
4+ 9l Rt R TR AR E MBI
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AWS loT SiteWise AH ZHS AHS3HE 2|8 Lhed | ClOIES TIOJEE S &8 XIEZ Halst
S weig Holg £ AUALICH AWS 22HRE0IM HIOEIE £R5tT MESE S A4 2US T
& UELICH LM LIS AWS loT SiteWise AL MBME AHZ AL,

AWS loT 24 =2+ S8 &|0{ AWS loT SiteWise HIO|E{0d| CHEF SQL # 2l AWS loT SiteWise & A&
St of efeh ? %L—I Ct. AWS IoT SiteWise ClO|E{ #HZ|& AlZF5I2{™H AWS loT SiteWise At HH
Mol AEE[X| M3 70| ™Rtol 2t CIO|E AE0{E M ELICt a7 & AWS IoT SiteWise |
O|E{Z H[0|E ME MM (EE) E=2of Aol 2l AWS loT 244 C|0|Ef MIE& AWS loT SiteWise
HO|E{Z HIO|E{ ME M4(AWS CLI) Mdstm £A+ed Ci[o|E{oil CH3H SQL 2l A& g Lct

oo

=
« AWS loT SiteWise OIO|E{Z AWS loT £44 H|0|E{ M E M

« CloIE ME ZEIX AAMA

o Rk& M0l M AWS loT SiteWise HIO|E{ HE| AWS loT 249

AWS IoT SiteWise OIO|E{Z AWS loT £44 | 0|E| AM|E A4

AWS loT 241 O|0|E| MEOo|= XX 8t
AE0{2| O|O|E{E FEl5t= Ol AFE 5t
Amazon CloudWatch &8 3 A0 |

-

® Note

CloIE MEE= YditMez H|0|E Az FEEHL 2 HEX| 82 & e HIoIH 25

LICH EFCHZ = saL 4 |£ Cllole A& 042] TO|E{ol| 2&5}0{ Ci|O|E| MEE AWS loT £
gt

CHS ThAof 2k AWS IoT SiteWise Ci|O|E{0]| CHEH CI[O|E] MIE M-S A|ZFEFLICEH

oo
I

>
>

« AWS loT SiteWise Cl|O|E{Z O O|E{ MIE M

J(EE)

0
% |0

>

H

« AWS |oT SiteWise HI0O|E{2 H|0|E{ MIE AA4(AWS CLI)
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AWS |oT SiteWise Cl|O|E{2 H|O|E HIE & (EE)

EP.

EtAH o] [}k AWS loT E44 240 A AWS loT SiteWise C|O|E{0f| CHEt Cl|O|E{ M EE M A S

GlOlEME 44

1.
2.

https://console.aws.amazon.com/iotanalytics/| M 1% Ef M Fof| M CIO|E{ MEE MEHEFL|Ct
HIO[E{ ME 4+ HO|X|of M SQL S MENSFLICH
HOlE ME M5 HE XY Ho|X[of| M CIIO|E{ ME S| MF HEE X|EELIct

a. CIO|E| MECo| ol =dFLIct.

b. CllO|E{ AE0{ 2A0|A AWS loT SiteWise Cl|O|E{ AE0{E A|#5t= 17 IDE ME{EHL|C
c. (M AEHEHZOIAM StLt of&be| AFSRE ol Ef1(7I-2 4)E ClIoIE ME

SQL A2 Ar83to4 HIO|EIE #HElstn A ZEof Fegict.

A

PR #E| 220l 2k UEFEE AHEsto{ 2|0 52| OB & EAlstE SQL FHEIE Y™
FLCH.

a.

o

oM X[ El= sQL 7|soll CHE REMIEH LIS 2 MME AWS loT AR ZSHM 22 SQL &
A AWS loT M. EE= ClO|E{o CHE S&3S MBS = Y= &4 HElQl ol RHEAM:
0| A AWS IoT SiteWise CIOIE{ # 2| AWS loT EA &5 2 XM AIL.

b. HZ|HAEE MEisto] /240| SHIEX| & Qlstn H 2| Chsol 2o E EHOIEE ZAIE =
A& LICEH

(@ Note

Amazon Athena = & &l S 2| Z|CH =& XH|gtst=22 sQL HE|7 &7zt M-
E|X| et =& XA 2 7|2 ABtsloF & LICH.

(M= ALY X1 E 7[2H2| HIOIE{E A8 3to{ CIO|H ME EHIXE BteE 32, Y57 olo|E7t
*E| AlZh LHoll 235t X| f 2 = UGLICH X2 51835t7| flsl 2= = HEE X8 =+
AU&LICH REMIEH LHE 2 Amazon CloudWatch EventsE Sall X[24 CllO[E Y E #7| S FHE

StAAIL.

GlOJE] 41%4 TE| 743 HOIXIoIA ClOJE] A% TEIE TAIE $ CHES MeiBtLIC
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6.

9.

(M= AE) A2l Y A HOIXIoIAM 0] HEITH HYIMoE MYEITS olofstod CloE MES
MEZ D&Y 4 aLich HlolE NE YHe HMEX| ST HEE 4 gL
® Note

O| O|0|E{= AWS IoT SiteWise 6 AWS loT 241 AlZtOiCH 2 £ ZEIEL|CH HIEE 6AlZ
Ol 2 MEi5tE 0| E&LICH

CloIE ME 22 74 HolXlolM S48 Mt $ Ch S MFrLICH
(AEHAFEF) AWS 0T Events®t 22 S Chatofl GIOJE| ME ZATtol M FAS TAY £ g
Lict,

ClolE ME 2HIX F% 75 74 Ho|KloM S48 M3t # ohee MesLc

MEf A2 HESH CFS ClolE ME MAg MeEfghch

10. CllO|E{ M E m|o|X|ofl Mf HIO|E{ ME7} LIEtLH=X| RISt A AL,

AWS loT SiteWise HIO|E{Z Ci|0|E] MIE A A4(AWS CLI)

CH=S AWS CLI 232 Alglistod AWS loT SiteWise H|O|E{ & 2|& A|ZHEFL|CH

047]0i E A|El oMol = AWS Command Line Interface ()& AFS&FLICIAWS CLI. of CHEF REAlISH

LA

& AWS Command Line Interface AFHE MEHME AWS CLIZTZSHHIR. AFHE 718 CLI E&od| Cf

& XtAIEH AWS loT 24L& 2 AWS Command Line Interface & Z 2| iotanalytics& & ZE5HM 2.

HlOIEI M| 44

1.

CtZ create-dataset BHE A&5t0{ C|O|E| MEE g LICt.
aws iotanalytics create-dataset --cli-input-json file://my_dataset.json

07| my_dataset.json Itof Ctg 2EI=7t 2 E|o{ U&LICH
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{
"datasetName": "my_dataset",
"actions": [
{
"actionName":"my_action",
"queryAction": {
"sqlQuery": "SELECT * FROM my_iotsitewise_datastore.asset_metadata
LIMIT 5"
}
}
]
}
olM X2 El= sQL 7|50l Ciet REAEF LIS 2 M44E AWS loT 2B ESHM L2 SQL FE 244
AWS loT M. EE&= CllO|E{of CHEt SE S M3 E = U SH HElel olQ) "& A0 MH AWS
SEL N

2. LC}S create-dataset-content HHO{E
gruct

aws iotanalytics create-dataset-content --dataset-name my_dataset

CIOIE ME 2EIX HAMA

SQL #H2le| AutE csv dAlo| ez XY E O|o|E ME S L|ct T2 A
AMNEE = A&L P. P% EAME A7t EH|Elo] UeEX| Felst oS o2
HoiFLICH

St=2

o T

« (M OO|E{ ME EEI= HAMA AWS loT EM (EE)

« AWS loT £ (AWS CLI)o|M Clo|E{ M E

I’HJ

BIA HAA

oM IOIE] ME 2EI= HHA AWS loT A (L)

cio|E| MEof C|o|E{7} Z&E ZAL AWS loT 24 2&0|M sQL #2| ZutE Dl2l &

= A&LIch

~ =
E ZH=xE M

CIREC

=

ok
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AWS loT 4 Ci|O|E] ME Z1tof HA|AStE{H

1. 2209|d|o|E{ ME HO|X|o A HAMASE{= CIO|E| MEQ| O|ES MEABILICE.
2. O|O|E|{ HE Q< IO|X|o|A 2EIX e M

EH
il == =
3. E||0|54 A‘|| ZHX HO|Z0|AM Aot E D|2| Ed= AHelel 0|2 M

J:“é
Q'I_l
X
[
\l
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jo

AWS loT £ (AWS CLI)0IlM CIO|E| ME SEIX HMA
ol MEoi| Hlo|E{7} Z&HEl A2 sQL #el AN E Dlgl ED Che2s g 4 yaLch

047]0d E A|E! oMol M= AWS Command Line Interface ()& AFS&FLICIAWS CLI. of CHEH RFAlISH
LH& 2 AWS Command Line Interface At AHMHE AWS CLIETESHM . AFR 7tsEH CLI @0 .l
8 XtAIEH AWS loT 2 A& 2 AWS Command Line Interface & Z 2| iotanalytics& & Z M 2.

AWS loT 241 Cl|O|E{ ME Z3tof HMASHE{TH(AWS CLI)

1. [C}g get-dataset-content BHE A™stod 22| 2 E & QlghLCt.

aws iotanalytics get-dataset-content --dataset-name my_iotsitewise_dataset

2. OOl MEo| Clo|E7t =& El F< CtF 0d2F 20| get-dataset-contentl| £240| status
Zlcof "state": "SUCCEEDED"E =Z&g&fLICt.

"timestamp": 1508189965.746,
"entries": [
{
"entryName": "my_entry_name",
"dataURI": "https://aws-iot-analytics-datasets-f7253800-859a-472c-aa33-
€23998b31261.s3.amazonaws.com/results/f881f855-c873-49ce-abd9-b50e9611b71f.csv?X-

Amz-"
}
1,
"status": {
"state": "SUCCEEDED",
"reason": "A useful comment."
}
}
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3. get-dataset-contentl| £330z £3 Zntol et MBEE URLR! dataURIZF Z & ELICH
O| URL2 H2 7|7HH Alzt) SetEt R 2 & LICH dataURI URLE Y &E3t0{ SQL #2| ZAatof| H
MAE = A&Lch

(® Note

HIAEZ 0 mWetME LIS HMASHT| o &4 get-dataset-contentE EE5
£ 8T JU&LIch ol BHE E&tH HBE M URLO| ME (7| I E LLICEH

K& M:0ll A AWS IoT SiteWise OIO|E{ 2| AWS loT £4

0| k& Mol M0l M AWS loT SiteWise CIOIEIE ZElstE W EoELIC AWS loT £4. 0| &}
EMOIME E24 L™Ao0] CHE ME OIO|E| MIEE AWS IoT SiteWise XM Z5t=2| B2 HIO[E{E AL
ELct.

/A Important
ol o= 7 Y5t Ar8stE ElAaA0i CHEt 2= 0| EFELICH

oo

=2
=

M =

. ClolE 2= 9 =0l

» ClO|E] B A

. E7 e A
- EERY ElAA K
N e

« AWS IloT SiteWise Z!E A|ZF5t2dT AWS H & 0| /040F ELICH AWS loT M. HH0| gie d<oll
= A8 AWS dd5t7|0llM Hitol el AEE BFEMAL.

« Windows, macOS, Linux EE= UnixE A& 3t0{ AWS Management Console0i| M AE = Q= TH
gt ZAFE]. RhMIE LI 2 AWS Management Console A &1 7|E & X FHAI2.
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AWS loT £4

« AWS loT SiteWise AWS loT SiteWise Z &1} RIS
L= CllO|E{E& AEE|Yst= OIO|E{ LIt CIO|E{E A 5te{sd
AWS |oT SiteWise O|E MM EBAHE [FE2AM L.

« ZZ|slE 71Z HI0|E{ AE0{2| AWS loT SiteWise Ol2 Z24 & XA ZH| ol|0|E{JL|Ct. AWS IoT
SiteWise Cl|O|E{0d| CHEF TIO|E{ AEO0{E MM 5t= wEdof CHEF XEM|IEE LIE 2 AWS IoT SiteWise

A|..g. Jgg;lk|0| A§E|x| A-|I-I A—|° xl-xo|.k||o

o|stm E2 g4 ZHH|o| Cl|o|E{ & LIE}
T4 AWS IoT SiteWise At A A{2|

(® Note
AWS loT SiteWise HIEIC|O|E{= AiAd Xl AWS |oT SiteWise Cl|O|E{ AE0{0f E A|E|X|BH
HA| HIOIE{7F EA|Z|= Ol ZICH 6 A|ZH0| A &= U&LICH 11 52 AWS loT 24 H|0|H
NEE M35t HEHOIE{0M R 2IE A™ME &= A&LICH

CHS EHA

ClolE 22 & &9l

ClolH 22 3 &l
Z AWS loT

B>

1o

OlH

il

e
A
m
rc
mjo
Hd
[
o
Q'I_l
rr
0z

I
S/ =21

rr

O| Xt& Mol # 2|5t ololE
SiteWise Cl|O|E{ M E &lL|C}.

(@ Note
Ol REE[HME lo|EH 2E0fof = M 7He| E|o[E& FEI&f LI

« raw - Z Ah&Fol ME| K| ef 2 Al | ol

mu  H
ok

0|-

L

[ul

=
=
+ asset_metadata - ZF XH&tof| CHEF U HE

==
« asset_hierarchy_metadata - AF&F ZHO| EHA|of| CHEH M

ol REE|Yo| sQL #HE|lE A steiH

1. AWS IoT SiteWise CIO|EHE H[O|E{ ME Y8 (E&) E=2f Ao 2t AWS loT SiteWise G| O]
E{ofl CHEF AWS loT 241 Cl|O|E{ MIEE& AWS IoT SiteWise HIO|E{Z H|0|EH ME M4 (AWS CLI)

ML
2. Ol REEIY HA0IM ClOIE| NE #HEIE YHlol= 5t24W 28 +32LITH
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AWS loT 24 AMBR 7Hol=

a. AWS loT 4 &2 O|0|E ME m0|X|ofl A o™ m|o|X|ofA M-t Clo|E MES| 0|F
= MEHEFLICH

b. GCIOIE ME 29 Ho|X|olM HElS ME45tod SQL HEIE +=HE LIt
A

c. HelCctSol ZntE HOIE2 EAlsied™ #E| EIAEE ME{ELICH

= O update-dataset HWHES A0 AWS CLIE AFE35t0 SQL #EIE +=HE £+ A&
L|CF.

aws iotanalytics update-dataset --cli-input-json file://update-query.json

update-query.json8| 2HI=:

{
"datasetName": "my_dataset",
"actions": [
{
"actionName": "myDatasetUpdateAction",
"queryAction": {
"sqlQuery": "SELECT * FROM my_iotsitewise_datastore.asset_metadata
LIMIT 3"
}
}
]
}

3. AWS loT 24 2&0|M EE=& ALE35t04 H|O|Eof Cial CHE #H2|E AWS CLI& ™50
asset_metadata EO|E0| M3™Mo 2 ZEZ|U=X| EQIFLICE

SELECT COUNT(*) FROM my_iotsitewise_datastore.asset_metadata

OF2H7HR|I2, asset_hierarchy_metadata & raw E|O|20]| H|o{ QK| o2 K| &OlE £~ Q&
L|C}.
CHS EHA

CilO|Ef Bf A
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Gl0JEf BF A4

AWS loT SiteWise O|O|E{7} AiAdE|0] H|O|E{ AE0{0f| 2EEE|TH AWS loT EA |0|E| MIEE M5}
1oiM sQL #EIE A& AWS loT 244 504 XH&tol| CHEE QIMOIEE AME = JU&LICEH CHE FE
= &7 #2|E A™S7| Hof Ho|HE EHAsts WS HoiEL|C

SQL #c|=Z Cllo|HE B Aste{H

1. HAlEO|ERt Z2 Z Holgel ¥ A 2t MES #elgict

SELECT * FROM my_jotsitewise_datastore.raw LIMIT 5

2. SELECT DISTINCTE Al23}04 asset_metadata ElO|E & F 2|5t AWS loT SiteWise AFA
O (1 r¢Eh Ol 2 LIERLICE

SELECT DISTINCT assetname FROM my_iotsitewise_datastore.asset_metadata ORDER BY
assetname

3. 57 AWS loT SiteWise At & 4dof CHE HEE LM E52{P WHERE &2 AFE & LCt.

SELECT assetpropertyname,
assetpropertyunit,
assetpropertydatatype
FROM my_iotsitewise_datastore.asset_metadata
WHERE assetname = 'Demo Turbine Asset 2'

At&et ChE o A2t Z 0] HIo|Ef AE 012 & 7 o4 of E|0[S0i|AM T|O[E{E =2l AWS loT
_|

SELECT * FROM my_jiotsitewise_datastore.raw AS raw
JOIN my_iotsitewise_datastore.asset_metadata AS asset_metadata
ON raw.seriesId = asset_metadata.timeseriesId

Apobzho| R E #AE Eed® OhE F2I2 JOIN 7ISE AHEsHA AL,

SELECT DISTINCT parent.assetName as "Parent name",
child.assetName AS "Child name"
FROM (
SELECT sourceAssetId AS parent,
targetAssetId AS child
FROM my_iotsitewise_datastore.asset_hierarchy_metadata

k& M: AWS loT SiteWise HIO|E{ 22| 67
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WHERE associationType = 'CHILD'
)

AS relations

JOIN my_iotsitewise_datastore.asset_metadata AS child
ON relations.child = child.assetId

JOIN my_iotsitewise_datastore.asset_metadata AS parent
ON relations.parent = parent.assetld

CHS EHA

SH #He| A

SHA #c| A

O|M| AWS IoT SiteWise HIO|EE B Moz 4rd FH[of CiEr 7S 8 QAMOIEE XMBste SH
#HElg e + U&LICH OHF Fcle dMe + e UdF YEE EoiELIt

AWS loT SiteWise O Z23 2t XA O|O|E{of CHEt S| #z2|E Aldisie{™

1. C}S SQL HH2 A&Stod & XH&H(Demo Turbine Asset 4)01| CHEH =&} 24 0] QU
F|Al 2k 3&Lct

SELECT assetName,
assetPropertyName,
assetPropertyUnit,
max_by(value, timeInSeconds) AS Latest
FROM (
SELECT *,
CASE assetPropertyDataType
WHEN 'DOUBLE' THEN
cast(doubleValue AS varchar)
WHEN 'INTEGER' THEN
cast(integerValue AS varchar)
WHEN 'STRING' THEN
stringValue
WHEN 'BOOLEAN' THEN
cast(booleanValue AS varchar)
ELSE NULL
END AS value
FROM my_iotsitewise_datastore.asset_metadata AS asset_metadata
JOIN my_iotsitewise_datastore.raw AS raw
ON raw.seriesId = asset_metadata.timeSeriesId

k& M: AWS loT SiteWise HIO|E{ 22|
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WHERE startYear=2021
AND startMonth=7
AND startDay=8
AND assetName='Demo Turbine Asset &'

)
GROUP BY assetName, assetPropertyName, assetPropertyUnit

2. MEC|O|E Eo|S 1 HA|EOIES ZF X QI5t0] &2l RHt Qo= 2 E Aol 2|0 & &4
S Al & olA |0}

= TI=22 T AAHE

SELECT child_assets_data_set.parentAssetld,
child_assets_data_set.childAssetlId,
asset_metadata.assetPropertyld,
asset_metadata.assetPropertyName,
asset_metadata.timeSeriesId,
raw_data_set.max_speed

FROM (

SELECT sourceAssetId AS parentAssetlId,
targetAssetId AS childAssetId
FROM my_iotsitewise_datastore.asset_hierarchy_metadata
WHERE associationType = 'CHILD'

)

AS child_assets_data_set

JOIN mls_demo.asset_metadata AS asset_metadata

ON asset_metadata.assetId = child_assets_data_set.childAssetId

JOIN (

SELECT seriesId, MAX(doubleValue) AS max_speed
FROM my_iotsitewise_datastore.raw
GROUP BY seriesId

)

AS raw_data_set

ON raw_data_set.seriesId = asset_metadata.timeseriesid

WHERE assetPropertyName = 'Wind Speed'

ORDER BY max_speed DESC

3. AtAH(Demo Turbine Asset 2)01l CHEH &8 & 4(Wind Speed)2| B #t2 F5te{™ LS SQL &
HE AFELICE my_bucket_idE& H{Z!Q| ID2 HIFLICH

SELECT AVG(doubleValue) as "Average wind speed"
FROM my_iotsitewise_datastore.raw
WHERE seriesId =
(SELECT timeseriesId
FROM my_iotsitewise_datastore.asset_metadata as asset_metadata

k& M: AWS loT SiteWise HIO|E{ 22| 69
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WHERE asset_metadata.assetname = 'Demo Turbine Asset 2'
AND asset_metadata.assetpropertyname = 'Wind Speed')

CtS EHA|

FECIY 2las HeE

SEECY 2lAA MHE|
FEECUES RS & 20| YUK AEE E|AAE HE|ELICH
AWS loT SiteWise OIZ & AtA|5tE{H

AWS |oT SiteWise HIZ2 = YF U Fof AIXMHo =2 AXNELICH 2 E|AAS| AR S DS O
CIZE ANE & USLICH CZ2E =822 AMX|SiE{H Ol BHE 36 AMAIL.

1. CloudFormation 2£ &2 0|5 gtL|Ct.

2. Stacks S50 X loTSiteWiseDemoAssets= ME4EFL|C}.

3. AME ME{ELICH ARME MASIH OIZEoE MYE ZE ElAATE AKX L CH

4. =Oolgtof AmE U2t
AEHS AK|Ste O] ©F 152 0| A2IL|C T2 7} AFKIE| K| ot Q=2 AChoj| A AFK|E CHA| M
EHSFLICH G2 7t CHA| A 2| X| &E 2 CloudFormation 22 2| EtA|of 2k AFA|of| Almfst 2[4
AE HUHH D CHAl AZ5HMI2.

Cllo|E| AE0{E AtA|Sle{H™

- 2™ OOolE AE0{E AMK|SIE{™ CFHS 0t 20| CLI & delete-datastoreE AT L
Ct.

aws iotanalytics delete-datastore --datastore-name my_JIotSiteWise_datastore

AWS loT M O|0|E{ M EE AlX|5l2{H

« ClolE{ MIEE AtX|stEd™ CFS o2t 20| CLI B& delete-datasetES ASLICE O] ZHS
=&5t7| ol Hlo|E MEQ| LIS AME e elaLich

k& M: AWS loT SiteWise HIO|E{ 22| 70
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aws iotanalytics delete-dataset --dataset-name my_dataset

@ Note

ol B2 £3g ddstx| et&Lict
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mo|=zctel S

A Cta=3t 7|5 Tfo| = M2 dlo|E| AE0qol 9dZ85t= Zdo 2, 0| A 6tH™ channel 5
I datastore S Ato|o| mto|=ZEIRl0| ElLICH mOo|Z2IQlo & 82 o F7IE A< S 4 =&t

HIAIX] M2|7t 7Hs 7 LT

=2 oT

RunPlpellneActNIty AHUZ ALSsto M3 HIAIX| Ho|2=0f mto|ZEtRl &S A™E &2
E AZdo|Mall 2 &= U&LICH Ol BHE2 mo|Z 2l #SS /st T CIHZE I S ELICH
RunPipelineActivity2| 0| = At &2 Eo{ELICt

M &S
THo|Zatelol A WA 2SS HEIE HAIKIS A8 ZFYsts channel E50/0fob BLICH
{

"channel": {
"name": "MyChannelActivity",

"channelName": "mychannel",
"next": "MyLambdaActivity"

CIOIBf 2EO01 €S

MElE HlIo|E & ofC|ol MEEX| X|"45t= datastore ES0| OFX[Ef &

{
"datastore": {
"name": "MyDatastoreActivity",
"datastoreName": "mydatastore"
}
}

AWS Lambda &S

lambda 52 L2 S HAIX| MEIE +857| 25 AEEH £ U&LICH & S04, 2R API &
ol £ HIO|IE{ &2 HIAIXIE EZ5t7HLE Amazon DynamoDB2| 222 7|8t 2 HIAIXIE LE{ZE

72

ML S
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_RunPipelineActivity.html
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= A&LICH st X8k C|o|B AE 040 £047t7| Toi| o] ZtolZ Rl &S & ArEstod HIAIXRIE F7tst
Hut 71& HAIXIE MHE = el&LIch

lambda & 50i AF2 L& AWS Lambda & 4&= JSON
the section called “Lambda &%= 0| A| 17 MM & X5t

Lambda &+8 EE& + QU= AWS loT 24 HEH2 F045l2{H HMS FIH6HoF gLICH ol &
£0{CtS CLI HHEE M&MSI T exampleFunctionNameS Lambda & =
1234567890122 AWS A H IDE Ht# 1, X|HE Lambda & +& £ &35t= 10| Z2219| Amazon
2|4 A O|§(ARN)S ALEEHLCH

aws lambda add-permission --function-name exampleFunctionName --
action lambda:InvokeFunction --statement-id iotanalytics --principal
iotanalytics.amazonaws.com --source-account 123456789012 --source-arn
arn:aws:iotanalytics:us-east-1:123456789012:pipeline/examplePipeline

YIS o35S grereuich

"Statement”: "{\"Sid\":\"iotanalyticsa\",\"Effect\":\"Allow\",
\"Principal\":{\"Service\":\"iotanalytics.amazonaws.com\"},\"Action\":
\"lambda:InvokeFunction\",\"Resource\":\"arn:aws:lambda:aws-region:aws-
account:function:exampleFunctionName\",\"Condition\":{\"StringEquals\":
{\"AWS:SourceAccount\":\"123456789012\"},\"ArnLike\" : {\"AWS:SourceArn\":
\"arn:aws:iotanalytics:us-east-1:123456789012:pipeline/examplePipeline\"}}}"
}

KM B LI 2 AWS Lambda 7HEERF OHLH A0 A AWS Lambdaoi| CHEH 2lAA 7|dHE 220 Al 2t X
StAAIL.

O| ol Ao M Lambda &f == & HAIX|2| CIOIEHE V| ez HEE FIHELICH ClHO|A= OHS
o Al2t 7 ALE HO| 2 =2 &7 HIAIXIE HAIEfLICEH

"thingid": "00001234abcd",
"temperature": 26,
"humidity": 29,
"location": {

"lat": 52.4332935,

Lambda &4 0| Al 1 73
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AWS loT 44 AR 7Ho|E

"lon": 13.231694
},

ip": "192.168.178.54",
"datetime": "2018-02-15T07:06:01"

J2|x ClHtolao=E ChEt 22 mro|ZehQl Hol7t g ELIC

{
"pipeline": {
"activities": [
{
"channel": {
"channelName": "foobar_channel",
"name": "foobar_channel_activity",
"next": "lambda_foobar_activity"
}
.
{
"lambda": {
"lambdaName": "MyAnalyticsLambdaFunction",
"batchSize": 5,
"name": "lambda_foobar_activity",
"next": "foobar_store_activity"
}
.
{
"datastore": {
"datastoreName": "foobar_datastore",
"name": "foobar_store_activity"
}
}
1,
"name": "foobar_pipeline",
"arn": "arn:aws:iotanalytics:eu-west-1:123456789012:pipeline/foobar_pipeline"
}
}

CHS Lambda Python & 4*(MyAnalyticsLambdaFunction)= HIA|X|0ll GMaps URLI} StM| 2

FIHerLict,

import logging
import sys

=
=

Lambda & =~ 0i| Al 1
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# Configure logging

logger = logging.getlLogger()
logger.setlLevel(logging.INFO)

streamHandler = logging.StreamHandler(stream=sys.stdout)

formatter = logging.Formatter('%(asctime)s - %(name)s - %(levelname)s - %(message)s')
streamHandler.setFormatter(formatter)
logger.addHandler(streamHandler)

def c_to_f(c):
return 9.0/5.0 * c + 32

def lambda_handler(event, context):

logger.info("event before processing: {}".format(event))
maps_url = 'N/A'

for e in event:
#e['foo'] = 'addedByLambda'
if 'location' in e:
lat = e['location']['lat']
lon = e['location']['lon"']
maps_url = "http://maps.google.com/maps?q={}, {}".format(lat,lon)

if 'temperature' in e:
e[ 'temperature_f'] = c_to_f(e['temperature'])

logger.info("maps_url: {}".format(maps_url))
e[ 'maps_url'] = maps_url

logger.info("event after processing: {}".format(event))

return event

Lambda &= 0i|Al 2

738 7le2 HAIX| HOIZEE &F L 2&H35t04 ME U XME H|ES £E0[= RJULICH O] F H
& o A|0lA Lambda & == HAIX| HOIZETL & FE & EAIUZE base64 QA (EIEsHE JSON
HE S LIEILE JAo 2 JH-ELICH & JSONS HhetefLct

import baseb4
import gzip
import json
import logging
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import sys

# Configure logging

logger = logging.getlLogger()

logger.setlLevel(logging.INFO)

streamHandler = logging.StreamHandler(stream=sys.stdout)

formatter = logging.Formatter('%(asctime)s - %(name)s - %(levelname)s - %(message)s')
streamHandler.setFormatter(formatter)

logger.addHandler(streamHandler)

def decode_to_bytes(e):
return base64.b64decode(e)

def decompress_to_string(binary_data):
return gzip.decompress(binary_data).decode('utf-8')

def lambda_handler(event, context):
logger.info("event before processing: {}".format(event))

decompressed_data = []

for e in event:
binary_data = decode_to_bytes(e)
decompressed_string = decompress_to_string(binary_data)
decompressed_data.append(json.loads(decompressed_string))

logger.info("event after processing: {}".format(decompressed_data))

return decompressed_data

AddAttributes S

addAttributes &2 HAIXK| LH 7|1&E 4ol el 82 FIHELICH o|FH| otH HIAIXIZF XE
7] Mol ARl RS #HEE = U&LICH HE S0 1 addAttributesE Al&3st0] AZ CHE Al
CHel ClHFOf4 E2lo{of A &Lt

CHS &3 HAIXIE dHEMAIR.

-~

"device":
"id": "device-123",

AddAttributes & & 76
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"coord": [ 47.6152543, -122.3354883 ]

addAttributes 52 Ct31 Z&LCH

{
"addAttributes": {
"name": "MyAddAttributesActivity",
"attributes": {
"device.id": "id",
"device.coord[@]": "lat",
"device.coord[1]": "lon"
},
"next": "MyRemoveAttributesActivity"
}
}
O| 2SS CIHIO|A IDE RE £=ZF2= 0|83t1 coord HIZO| /2 F£75104 0| 1at L 1onOlzt
= 24 £8o2 sAgLIC o]l #5352 A1, = HIAIXIZI CHS 0| AlQF Z O] Bd&ELIC.
{
"device": {
"id": "device-123",
"coord": [ 47.6, -122.3 ]
.
"id": "device-123",
"lat": 47.6,
"lon": -122.3
}

P& ClHIO|A &4 & of & ol U&LICE removeAttributes &2 AF835t0{ O|E XMHE &= U

b = |

&Lt

RemoveAttributes &S

removeAttributes &2 HA|IX|H|M £82 MAHRLICE 0 & £0{ addAttributes #&29| &
oI HIA[R|Z7F QICk 7F A gLIC.
{
"device": {
77
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"id": "device-123",
"coord": [ 47.6, -122.3 ]

1,
"id": "device-123",
"lat": 47.6,
"lon": -122.3
}
RE £70f| L HIO|ETHE &5l E HAIXIE HT3tsl2d™ CFS removeAttributes 25
g Abg Bt
{
"removeAttributes": {
"name": "MyRemoveAttributesActivity",
"attributes": [
"device"
1,
"next": "MyDatastoreActivity"
}
}

2™ oto|Z 2hole et o MIA|X| 7} O|S &Lt

{
"id": "device-123",
"lat": 47.6,
"lon": -122.3

}

SelectAttributes &S

selectAttributes= #& HAIXIOM XHE £80 ALE5H04 M| HIAIXIE dGgLIct CHE 2 E
£482 HE|H, selectAttributess= HAIX|S| R E of2lol| M &2 MdgtLCt o]l HIAIXIS &

1 O - 1o=2 O

o.
T

"device": {
"id": "device-123",
"coord": [ 47.6152543, -122.3354883 ],
"temp": 50,
"hum": 40

SelectAttributes &
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1,
"light": 90

"selectAttributes": {
"name": "MySelectAttributesActivity",
"attributes": [
"device.temp",
"device.hum",
"light"
1,

"next": "MyDatastoreActivity"

O A3t ch& HAIX|7F otolzetelE et o|SELICH.

{
"temp": 50,
"hum": 40,
"light": 90
}

A
N
ra
mjo
0z
0x
ot
1
30
>
L
ful

selectAttributes HA| RFE £

Filter &S

Mo
L]
mo
rE

HAIXIE HEHZELICH o] &S0 AI8ElE A2 7

{
"filter": {
"name": "MyFilterActivity",
"filter": "temp > 40 AND hum < 20",
"next": "MyDatastoreActivity"
}
}

Filter §5 79
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HIAIXIZF 4t 7H- gL ct

DeviceRegistryEnrich
252 Sl

deviceRegistryEnrich &
of £7te &= J&LICH o|§ Eo{CtSH &2
{
"temp": 50
"hum": 40,
"device" {
"thingName" my-thing"
}
}
CH21t 22 deviceRegistryEnrich €& F7}
{

"deviceRegistryEnrich"

name": "MyDeviceRegistryEnrichActivity
"metadata

"device.thingName",

<your-account-number>:role:MyEnrichRole

"attribute"

"thingName":
'roleArn": "arn:aws:iam
"MyDatastoreActivity"

"next"

}
O|AM| £3 HIA|IX|= O od|Al2F 20| ElLICH

{
"temp" : 50,
"hum" : 40,
"device" {
"thingName my-thing"
I
'metadata {
"defaultClientId": "my-thing",
"thingTypeName": "my-thing"
"thingArn": "arn:aws:iot:us-east-1l:<your-account-number>:thing/my-thing
"version": 1,
"thingName": "my-thing",
attributes": {3},
"aaabbbccc-dddeeef-gghh-jjkk-11lmmnnoopp"

"thingId"

ich &S

DeviceRegistryEnricl
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}
&5 %0|9| roleArn ZEof XMHM3| HEto| £AHE g g x|MaHoF FLCH 0] U2 ChS ofl Al2
¢2 et @M 21 Qlofok gLt
JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing"
]I
"Resourxce": [
"arn:aws:iot:us-east-1:123456789012:thing/your-thingName"
]
}
]
}

I M| GA2 Chsak Zhotok 'Lch.

"Version":"2012-10-17",
"Statement": [

{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Sexvice": "iotanalytics.amazonaws.com"
}I
"Action": [
"sts:AssumeRole"
]
}

DeviceRegistryEnrich & &
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)
DeviceShadowEnrich &%
S=2 AWS loT C|HHO|A MES AH|A S| B E MA|X|of Z7HEFLICH of
ZaLch

deviceShadowEnrich &
[ | =

g =04 HAIX|7} CtES 2t

{
"temp": 50,
"hum": 40,

"device": { "thingName": "my-thing" }

S ==
=O.

CHS deviceShadowEnrich

: {
"name": "MyDeviceShadowEnrichActivity",

"deviceShadowEnrich":
"shadow",
"roleArn": "arn:aws:iam::<your-account-number>:role:MyEnrichRole",

"attribute":
"thingName": "device.thingName",

"next": "MyDatastoreActivity"

[

Ait= OhE ol Al2F 22 HIAIX|I LI

{
"temp": 50,

"hum": 40,
{
": "my-thing"

"device":
"thingName

.
"shadow": {
{

{

"state":
"desired":
"attributeX": valueX,

I,
"reported": {
"attributeX": valueX,

82
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iy
"delta": {
"attributeX": valueX,

}I

"metadata": {
"desired": {
"attributel": {
"timestamp": timestamp

I
1,
"reported": ": {
"attributel": {
"timestamp": timestamp
1,
}
1,
"timestamp": timestamp,
"clientToken": "token",
"version": version
}
}
25 ®o|o| roleArn BEof MM3| Hito| R E g2 X|Mslof BLICH 0] Mg tigH Ze
et HAME 21 10{oF &Lt

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [

"iot:GetThingShadow"

]I
"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/your-thingName"
]

}

]
}

DeviceShadowEnrich &%
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I M| G2 Chsak Zrotok JLch.

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Sexrvice": "iotanalytics.amazonaws.com"
},
"Action": [
"sts:AssumeRole"
]
}
]
}
+3 HE

math €32 HAIX|2] £HE ALE5t0q &k
=

=2 O -
Ch. Ch2 HAIXIE o2 & & UA&LICH

"tempF": 50,

math &8 &2l O|F:

{

"math": {
"name": "MyMathActivity",
"math": "(tempF - 32) / 2",
"attribute": "tempC",
"next": "MyDatastoreActivity"

}

}
s S
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25t HAlX|= o= 2ol Euch

{
"tempF" 50,
"tempC": 9
}
ASH = SEA
S5 B85 QMR U

+ Z7t
- HtH = |
* =317
/ Lt 7]
% DEZ

math 2S0|M= Ch5 &+& AISE &+ A&LICH

 abs(Decimal)

+ acos(Decimal)

» asin(Decimal)

+ atan(Decimal)

+ atan2(Decimal, Decimal)

* ceil(Decimal)
 cos(Decimal)

» cosh(Decimal)

» exp(Decimal)

In(Decimal

Ju]

ol

FH ES SuK

o
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AR 7H0|E

* log(Decimal

+ mod(Decimal, Decimal)

« power(Decimal, Decimal)

* round(Decimal)

* sign(Decimal)
+ sin(Decimal)
* sinh(Decimal)
* sqrt(Decimal)
+ tan(Decimal)

+ tanh(Decimal)

 trunc(Decimal, Integer)

abs(Decimal)

0i: abs(-5)=5.

0%

ol
Int

Decimal
Boolean

String

A1}
Int, @l=0| MCHZL

Decimal, @l9| ZCHZL

Undefined .

Undefined .
Undefined .

Undefined .
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el ¥ A}
Mo|E|X| e & Undefined .

acos(Decimal)

Ao AT ARIS BiC|Qt EFR{2 HHEHEELICH Decimal Q& &4 M E Hof HIHZEZ 2 grE22E

LICE.

0d: acos (@) = 1.5707963267948966

el £ A}

Int Decimal(HIEELE), Ql=0| I ALQL 7H&F &
= Undefined Z EHEHE[L|CE.

Decimal Decimal(HHHEZ L), Ql=of @43 ALQL 7Het &
IH= Undefined Z BFEHEILICEH

Boolean Undefined .

String Decimal(HHEZE), Rl¢2o| FIFAMRI. EXHA
2 HEte = 9l 42 243 = Undefined &
LIC} 7H4 ZAatE Undefined 2 BHEHEILICH

Array Undefined .

24| Undefined .

Null Undefined .

HMOo|E|X| et & Undefined .

asin(Decimal)

TXO| ARl E BiC|Qt EFR{= BHEHEELICH Decimal Q&= &4 M & Tof HiIELE 2 S EL
Ct.

of: asin(@) = 0.0

st "I-% Od)\|—x|. ol '}-_/'\_ 87
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el & At

Int Decimal(HHELE), Ql=0f ARl JHAF ZAn}
E Undefined Z HtEHE[L|CH.

Decimal Decimal(HHEZE), Ql=0| ALQl. JH4ah At
= Undefined Z EHEHEILICEH

Boolean Undefined .

String Decimal(HHEELE), l=o| ARl 2RI ES
HHEte = Qe 49 Z1t= Undefined L
Ch. 7t4 A0t = Undefined 2 EHEHEILICEH

Array Undefined .

2| Undefined .

Null Undefined .

Mo|x|X| tE Undefined .

atan(Decimal)

Aol AEMEE EtC|Qt BHR[= BHeErLICH Decimal Qe &+ A& T HIHYEECZE BHEEE
L|C.

of: atan(@) =0.0

el 2 At

Int Decimal(HHEEE), IO HBME. 714 &
= Undefined 2 YHEHEILICEH

Decimal Decimal(HHEET), Ql=o| HEIME, 714 2
3= Undefined Z HFEHE|LICEH

Boolean Undefined .
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0%

A O
0,_|—,—-,-,-

String

Yolx|x| et

atan2(Decimal, Decimal)

ALZ%t 7H0|=

At

Decimal(HHEEE), QIO ABME. ZAIA

2 Hetg = gls 82 ZAuts Undefined &
LICt 7FAF ZATtE Undefined 2 BHEHEILICEH
Undefined .

Undefined .

Undefined .

Undefined .

oi: atan(1, @) =1.5707963267948966

0%

A O
cl)_ITTI'

Int /Decimal

Int/Decimal /String

7IEt gt

ceil(Decimal)

0%

A O
cl)_ITTI'

Int /Decimal

Int/Decimal /String

7IEt gt

2t

Decimal(HHE L), x5t X|
ME H(x,y) Ato|e| ZtE

Decimal, MHE Fo| AEHH
E. BEXEE2 = =
2 ZAit= Undefined L
C}.

Undefined .
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O Al
ceil(1.2)=2

ceil(11.2) =-1

Qls 2 =E

Int Int, QI %

Decimal Int, 2XlLE Decimal 2 Bd&tEl £ 1% 71t
2 IntE S&8ELUCH EXAY2 Decimal £ H
Btet £~ Qe A2 AY= Undefined &L|CH

7|E} &4 Undefined .

cos(Decimal)

— o= — = —|
EF.
of: cos(0) =1
el 23 Zu
Int Dec1mal(HH7§§ 2T), Ql=o| IALQL JH& At
= Undefined = gt&tE|L|C}
Decimal Decimal(HHE L L), Q=0 I ALQL 7H4 At
£ Undefined Z BHEHEILICE
Boolean Undefined .
String Decimal(I:IHx'“:'E'E), Rl=o| ARl EAtA
2 Decimal 2 BHEHE = Qi 42 A=
Undefined ®lLIC} 7+4 A= Undefined
2 BFeHELIC
Array Undefined .
S S GNA D EHE 90
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o
1>
=0
0%

=
1

Null

"Holz|x| et 5

cosh(Decimal)

Ao 4= ARIE BiC|Q B o= EHEEFLIC Decimal Q& B4 XHE

ElL|CH

of: cosh(2.3) =5.037220649268761

0%

A O
o|_|—|—-|-|-

Int

Decimal

Boolean

String

Holx|x| et

ey
Undefined .
Undefined .

Undefined .

A1t

Decimal(HfHE L), Ql+o| 4
A= Undefined Z BHEHE

Decimal(HHHL L), Qo 4
Z1E Undefined 2 HheHE

Undefined .

Decimal(HHEZ L), Qlso| =3 X

U2 DecimalE HHEHE = Qe 42 Ante=

Undefined IL|Ct 7t4& A= Undefined
2 BFeHELICH

Undefined .
Undefined .
Undefined .

Undefined .

Holl BB LT 2 ur2
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exp(Decimal)

ez HEMEE eE

0f: exp(1) =1

0%

ol &
Int
Decimal

String

7IEt gt

In(Decimal)

Q14 9| X}ed

o: In(e) =1

0%

o4 8
Int

Decimal
Boolean

String

=3

SHEHBtLICH Decimal QI B4 M8 Mol YT 2 2L

Decimal(HHEE L), erQl=.
Decimal(HHEE L), erQls
Decimal(HHHLUE), erQl4s. StringS
Decimal 2 #HEHE

Undefined ¢ILICt.

Undefined .

At
Decimal(BHHET), Ql=of XtQd1 2.
Decimal(HHEZ L), Qls9o| Xtod 21

Undefined .

Decimal(HHE L), l+9o| Xtod 2. EA}
Q2 DecimalZR &t
Undefined &ILICI.

ok

Undefined .

Undefined .
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log(Decimal)
Rl9|

0d: 1og(100) =2.0

ol
—

0%

+ g
Int

Decimal
Boolean

String

mod(Decimal, Decimal)

3wy 914

g 5 HW Q152 Lhe LRI
AHE AR 4

A& LICE.

of: mod(8, 3)=2

7110 218 gtetgtL|ct. Decimal 2l

21t

Undefined .

Undefined .

2t

Decimal(HHEZ L), Ql9| 7|5 10 2.

Decimal(HHEZ L), Ql9| 7|~ 10 2.

Undefined .
Decimal(HHEEE), Ql=9| 7|5~ 10 2.
String2 Decimal 2 HEtE = Qs 49 &
ItE= Undefined LCE.
Undefined .
Undefined .
Undefined .
Undefined .
UrErLIC E3 %8 SU DEZR V|50l 9

St

A
=

ok

23S AMR L
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21 moIArRE

Int

Int /Decimal

String/Int/Decimal

7IEt gk

power(Decimal, Decimal)

S WM 2142 HEMSTE A ¢

dr= 2 ELIc

0i: power(2, 5) =320

A
Ql%

0%

Al

Int /Decimal

Int/Decimal /String

Int /Decimal

String/Int/Decimal

7IEt gk

M el~E BHEEtLIC Decimal?l

A
Ql%

0%

A2

Int /Decimal

Int/Decimal /String

T g M8 ™ol 1™

o

=2

At
Decimal(HHEE L), & ¢y
ol &+E HEMZE A

B @l

Decimal(HHEZE), &

w elsol s+2 HEANS
E A Ol 2E EAHS
2 DecimalsZ #HEHEILICH
String=(E) Decimal(l)
2 SR 28 42 dote

Undefined ¢lL|Ct.
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Rl HAl 1 Rl Al 2 ZA1t
7|EF 2k 7|EF 2k Undefined .
round(Decimal)
XIEE DecimalE 7t% 742 Int2 BFES&ELICH DecimalOl & Int &f® S7H2|Y E<2(0d: 0.5)

Decimal2 S&ELICt
of| Al:

Round(1.2) =1
Round(1.5) =2
Round(1.7) =2
Round(-1.1) =1

Round(-1.5) =-2

el At
Int Rl
Decimal Decimal2 7t%& 7H7t2 Int2 LHRELIC.
String Decimal2 7t% 7t7H2 IntE WWRIELICH &
AU E Decimal 2 HEHE = Qe A At
Undefined QILIC}.
7|Et gt Undefined .
sign(Decimal)
XHEE Ato| £ E ftetguct. elsol 2571 E{AY B 10| BterELCt el=o| 257} Ot0]
HAQY A< 10| gt LCt 217t 0 BE< 00| BteHElLct.
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sign(-7) =-1
sign(@) =0

sign(13) =1

A O
o|_|—|—-|-|-

0%

Int
Decimal

String

7|et 2t

sin(Decimal)

2t

Int, Int #f2 &3,

Int, Decimal Zt2

ok

=
T

Int, Decimal Zto| &£

ok

. =Al¥E 2 Decimal
7

Zfo 2 HEE| T Decimal Zto| B35 7} gHEHE
LICt StringS DecimalZ HHEHE £ Qi A

2 ZAdtE Undefined QIL|CE.

Undefined .

TRl AFRIE BiCfoh B2 HHEHENLICH Decimal Q= B4 ME Tof HIFE =2 EF2EFLICH

of: sin(@) =0.0

0%

Ql4 &
Int

Decimal
Boolean

String

Array

Object

Decimal(HHE L T), Q9| ALQI
Decimal(HHE L), Rl ARl
Undefined .

Decimal, @10 AtRl. ZAYE Decimal 2
BHEHE = QiE A2 A= Undefined L
Ct.

Undefined .

Undefined .
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iz
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o
o

96



AWS |oT &4

0%

o4 8
Null

Undefined

sinh(Decimal)

ZRo| M ZALQIS HHEHEILICH Decimal Zf2
QI O| Decimal ZF&lL|Ct.

of: sinh(2.3) = 4.936961805545957

ol
—

0%

%8
Int

Decimal
Boolean

String

Array
Object
Null

Undefined

sqrt(Decimal)
TR ME2 2

HHESHLICH Decimal Q1%

0i: sqrt(9) =3.0

3t

=]

A
e

21t

Undefined .

Undefined .

A1t

Decimal(HHEET), 2l

x4 0|
o

Decimal(tH
Undefined .
Decimal, QI &
Decimal 2 B4&tst
Undefined IL|
Undefined .
Undefined .

Undefined .

Undefined .
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0%

ol
Int

Decimal
Boolean

String

Array
Object
Null

Undefined

tan(Decimal)

e mn
> M
1o
B
I
L

o
I
1o
2
IH
rh

Undefined .

Wi (e}
x

Ny IH
ri
M [
Pal
e

mjo

(e

D

(@)

|_I

3

Q)

|—I

u

rE
ot
Mok
4y

Undefined .

Undefined .

Undefined .

Undefined .

SAo EFHEE BC|oh T2 BHEHSILICH Decimal 2hE B4 M8 Mol HMUT 2 v RTLICH

0d: tan(3) =-0.1425465430742778

0%

o4
Int

Decimal
Boolean

String

Array

Object

ZA1t

Decimal(HHEHZLT), Q49| EHNME
Decimal(HHELT), Q9| EHNME
Undefined .

Decimal(HIEEE), Qo HNME. EXIH
2 Decimal 2 Hete = Q= 42 Zus

Undefined ¢lL|Ct.
Undefined .

Undefined .
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Null

Undefined

tanh(Decimal)
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Undefined .

Undefined .

TAo| A ZEHEE 2iC|Qh EFe{2 HHEHEFLICH Decimal 2f2 & M & Hof HiIEZE 2 gr23E

L|CH.

of: tanh(2.3) = 0.9800963962661914
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Int

Decimal
Boolean

String

Array
Object
Null
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trunc(Decimal, Integer)
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Decimal(HIHZT), Qo A FEIME.

Decimal(HHEEE), Ql¢ol 4 ZEIHE,

Undefined .
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U2 Decimal 2 HEHe = Qi 42 A=

Undefined QILICF.
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trunc(2.3, 0)=2
trunc(2.3123, 2) =2.31
trunc(2.888, 2) =2.88

trunc(2.00, 5) =2
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RunPipelineActivity

CHZ2 2 RunPipelineActivity B2 AF235to{ mfo|= 2}
LICt. O] od|le] B2, =% it &2 EHAEFLICH

1. EIAESIE{= mto|=Z 2+l & Sof

{
"math": {
"name": "MyMathActivity",
"math": "((temp - 32) * 5.0) / 9.0",
"attribute": "tempC"
}
}
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R
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Int

Int /Decimal

XtQ 2 Decimal e 2
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ELICH EXrd Heto| A

22 ZAitE Undefined
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RunPipelineActivity
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2. IO|Z2}Ql &5 EHAEN AF26t= o7t £l= Ho|2E7F ZEE payloads. jsonItS AAdEt

LiCt.
"O\"humidity\": 52, \"temp\": 68 }",
"O\"humidity\": 52, \"temp\": 32 }"

xHoq
=

e s
= = I
--pipeline-activity file://maths.json

]
3. BHE0|M RunPipelineActivities
aws iotanalytics run-pipeline-activity
payloads file://payloads.json --cli-binary-format raw-in-base64-out

Ait= chEo Z&uct
{
"logResult": "",
"payloads": [
"eyJodW1lpZGl0eSIGNTISINR1bXA10jY4LCIOZW1wQyI6MiBI™,
"eyJodWlpZGl0eSIGNTISINR1bXA10jMyLCIOZW1wQy I6MHO="
o 2xRrdelLict o] BXIUE Cl2Y s

]
— o

}
Z1uto] Y7{E W 0O|2=E £ Base64 213

ElLch
{"humidity":52,"temp":68, "tempC":20}
{"humidity":52,"temp":32, "tempC":0}
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ChannelMessages
Mr2lsted= stLt o4t o R HIAIX| MEE XI-HELICH

channelMessages Z&|E AR5t B startTime & endTime Zf2 XIHHMHE OF EL
Ct.

s3Paths

M HIAIX|E X{Z 8= Amazon Simple Storage Service(S3) A& Al¥35t= 7| stLt Of
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endTime
Mr2lE M dolEe| Z& Alzh(A f)IL|ct.
endTime It2tO|E 22 XI™H5t= B channelMessages x| E Ar& M= o ELICH

Y Byagy

3]

startTime
2= B Al HIAIX| CllO|E{2] Al&F AlZH(ZEHILICEH

startTime L2tO|E] 2t XI™HSH=E B channelMessages 2| E AF23HM = o ELICEH

TT o = =
pipelineName
MAMEIE AlZHE mtol=etelel o|F LIch
72Xt

Z o] Mgt 1~128%.

A HAIX] M 2[(E2E)

Ol A& Mol A= AWS IoT B 4] 20| XI%El Amazon S3 ZFofl M- A HlOIEIE RiR{EIsHE
2l HoiELIC

AZFSE7| ol Rix2lstEds A HIAIX|Z7F 22 B2l Amazon S3 HA| KHE Ko U=X| Eeld
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https://console.aws.amazon.com/iotanalytics/
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+ X|ik 90 - x|t 90 S0t T8 CO|EIE AR FLICH

+ X|ik 302 - x|t 302 S0k TAHEH ClO|EIE AR FLICH

. AFSRE RIS - KIS AlZHHSlol SAE ClOlEE AMBIFLICH Hats AlZH HeIE o
=gt 4 lesLict

6. #'d HAIXIE MEst= Amazon S3 ZiA[2| 7|& =T LIC
7|8 ¥ec{H Chgs s> LICH

a. Amazon S3 Z&2 AFSELICH.
b. CHA Amazon S3 ZHX|E AMEHSFL|CEH

—H
1 712 MMM 7|1E SAHELICH

c. HM9

ZH%
7. A2l AR S MEELICH

A HIAIX| RHRHEI(API)

StartPipelineReprocessing APIE AFSE [ CIS AtE Ol ROISHAMAIL.

 startTime X endTime Zt2tO/E{= Al C|O|E Q| =& A E X|HstX|B O|A2 CHE ol &
Gxlof 2oEFLICE 7Y 7H2 Azt B elz BFE2RE o+ J&LICH startTime2 Z & E[X|E

endTime2 N Q|E/LICT.
« O| BHL2 HIS7|ACE MAEIE AlESD FA| ZHE gHergtoct.
o KFZIE HAIX|IZF SHEfel =& =Moo el M2IE Jolete EE S giaLch 7o 5Ust =M K|
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- Al OIOIEIE M&ElsteE 42 F71 HISO0| LrdgL/ct

REMIEE LHE 2AWS IoT Analytics API & & 9| StartPipelineReprocessing APIE & =3 AA|L.
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https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_StartPipelineReprocessing.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CancelPipelineReprocessing.html
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| reprocessingSummaries &

HolgLict 2

AWS [oT £
DescribePipeline APIE A2 36104 Rix{2| AEHS

E FXsMAIRL.
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeletePipeline.html
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E ZHXE MMst= ol AFSELICH SQL #EIE AFE35H0q fot= EHEE MEIRLICH
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= E
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CHE HIOIE| MEQ| 2HIX -0l 282 LM M CIoIH ME 2
triggers:dataset:name.
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Hx ddE EBAHFELICH
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AUS RS2 sdE £+ AU&LICH (actions:containerAction)

ME ET 5HS NS5 2 HIS(OpExS &t
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2 olo| I EE AME = UGLICH EtAL ZAEIO|LHE AF&SH7| Tof EFALF ZAEf|O|LH 2| 2 HXIE 2l

g = JUeX| ZHRUSHMAIR

Cte2 2|3 242 &85 o|F T&HE O|o|E{of s H7|MQI HIolEH B2 MAISHES dH5t=

o Zest EHAEL|CH

1. Clo|E ofZZI7 0|t 2= E= 2l0|ERHEl, E= OHE F4550| & El Docker ZIE|O|LHE
AEhct.
lotAnalytics Jupyter &2 ZIE|0|L43t ZEMAE T otF = ZIE|0|LH3 APIE MBS L 27T
BHE O|D0|X|E Al™sto{ ofE 2|70 =7 HIE% BFE7{Lt Z§sto{ RSt= CIO|Ef 244 EE=
Al sdE =L UAELICH AWS loT 4 & A8 stH HaE ALE5H0{ ZiE|0|L4=tEl o E 2
70|44 2| @123 Ol|O|E{ & AQF Docker 94E|O|Li°| = O|O|E{ CHAM 2 Molg £ JU&LICH (AFS
At x| Docker Z4E| 0[] 212Y/E2] H=0ll= AR X ZE| O[] B AFEof CHEF 71 ™

Bt 28 Elo] A&LICH)

2. ZiE|0|L{E& Amazon ECR B X|AEE|2 Y2 EFL|C}.

3. OO|E AE0{§ Ydstof ClHtO[A0 M HIAIX|(HIO|H)E ot MY & LICHiotanalytics:

CreateDatastore)

4. MAIX7t MEEl= IS YEgLICHiotanalytics: CreateChannel).

5. M2 Clo|E 200 AZAI7|E Lo|zEtelg Y dFLICHiotanalytics:

CreatePipeline).

6. AWS loT 24 A2 HAIX| CIO[EIS & E 4 s HEHE 2oists IAM 28 A4 (iam:
CreateRole.)

7. SQL #HZ|E AE35tod DS HIAIX| C|O|E{e] A401 AZASI= loT #EIE WP LICHiot:

CreateTopicRule ZE topicRulePayload:actlons:lotAnalytlcs) ClHto|ATL SHIE

ZFAe| HIXF MQTTZ HIA|IXIE
BatchPutMessageE A8

E M&E M HAIXKI7F DR etREEILICH EE= iotanalytics:

=2 o=

5101 AWS SDK EEE & MEE = U ClHto|20M AMEZ =7 o

AlXIE B = Ql&LICHAWS CLI.

8. AlZt Y™(iotanalytics:

CreateDataset, EE actions: queryAction:sqlQuery)od

(et 4ol EE7xlE SQL ClolE MEE BhELIC

et 5dol ofx|afez A™E = TAfst= HAIXKIZE MEHE st

£ HIAIX] ClO|E{ol| HE & Atx
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate-custom-docker
https://docs.aws.amazon.com/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate-custom-docker
https://docs.aws.amazon.com/AmazonECR/latest/userguide/docker-basics.html#use-ecr
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdatastore
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createchannel
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createpipeline
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateRole.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CreateTopicRule.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-batchputmessage
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset
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data/lotanalytlcs/paramsoﬂ 2| %8t JSON m ol HEEL|CH CHE2
Bt of| IL|Ct.

| /opt/ml/input/

1A O
Ol mpdo| ZEI= 0o CH

{
"Context": {
"OutputUris": {
"html": "s3://aws-iot-analytics-dataset-xxxxxxx/notebook/results/
iotanalytics-xxxxxxx/output.html",
"ipynb": "s3://aws-iot-analytics-dataset-xxxxxxx/notebook/results/
iotanalytics-xxxxxxx/output.ipynb"
}
.
"Variables": {
"source_dataset_name": "mydataset",
"source_dataset_version_id": "xxxx",
"example_var": "hello world!",
"custom_output": "s3://aws-iot-analytics/dataset-xxxxxxx/notebook/results/
iotanalytics-xxxxxxx/output.txt"
}

HolE{ ME 2| |1 ™ IDO| £7}, Variables MMo{E iotanalytics:CreateDataset &
oM X|E3t 50| Z gt k|o] U&LICHO| oo B2, example_varl| Zt2 hello world!). E
st AFE X K| &3 URIZI custom_output 250 ME E/0{ U&LICH OutputUris ZEEol& ZE|
OlL47t £ U2EE == U= 7|Ba /AXI7F ZEELCHO| ool A<, 7|Egt £ URIZt ipynb 2!
html £3 250 M3 Elo] US).

71 |E||7<|7P AEStE T2 2 params IO t':'*% el2 -’F UA&LICH CHS 2 params T2

import json

with open("/opt/ml/input/data/iotanalytics/params") as param_file:
params = json.loads(param_file.read())

example_var = params["Variables"]["example_var"]

print(example_var)

ME%}F K| Docker Z4E|O|L] Ql2/&2d B4 —
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T 74 0|0|X|7} A|ZHstE Z2 32 Amazon S3 {Ix[0 &
full-control" HAM|A Ao{ SE 2 ZEGHOF BHLICH HMA 2
A MH|A Ko HEHS FodgfLIct o c

S3 2|x|0ol example_varl| &2 UECE = ULTF O[T o & ECHELICE.

Bl
2T
jm}
o
>
b
%)
)
_|

import boto3
import json
from urllib.parse import urlparse

ACCESS_CONTROL_LIST = "bucket-owner-full-control"

with open("/opt/ml/input/data/iotanalytics/params") as param_file:
params = json.loads(param_file.read())
example_var = params["Variables"]["example_var"]

outputUri = params["Variables"]["custom_output"]
# break the S3 path into a bucket and key

bucket = urlparse(outputUri).netloc

key = urlparse(outputUri).path.lstrip("/")

s3_client = boto3.client("s3")
s3_client.put_object(Bucket=bucket, Key=key, Body=example_var, ACL=ACCESS_CONTROL_LIST)

N JAE 2 A5 Ee =522 HMHE = AUELICH AWS loT 244 2£2 AH835to{ M
SageMaker Al ._AE AE MMSE A2 SageMaker Al QIAEIAE AMME T Tt ESS A
HO|gtste O Rt ZE HEHE Foiste M U S ASE MyE = JUe SM0|
MBELICH = S22 0o|H HEtE 718l dg 2 dMHE =5 JU&LIct oA 5t
AmazonSageMakerFullAccess H&O| (1AE Qg2 Met + Ot HAME FIHELICH

JSON

"Version":"2012-10-17",
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"Statement": [
{

"Effect": "Allow",

"Action": [
"ecx:BatchDeleteImage",
"ecx:BatchGetImage",
"ecxr:CompletelLayerUpload",
"ecr:CreateRepository”,
"ecr:DescribeRepositories"”,
"ecr:GetAuthorizationToken",
"ecr:InitiatelLayerUpload",
"ecr:PutImage"”,
"ecr:UploadLayexPart"

]I

"Resource": "*"

}I
{

"Effect": "Allow",

"Action": [
"s3:GetObject"

1,

"Resource": "arn:aws:s3:*:*:iotanalytics-notebook-containers/*"

502 ZE|0|4E AHBAIY M Rofste T WA AES WAHOF FLICH AWS loT B4 2&
S MBstof X iRl U S RS0 Z MHHMCIET 0l Tete S8aHoF FLICH T BMI M2 Y
Ol AT A WAFLIC
JSON

{

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation"”,
"s3:PutObject”,
"s3:GetObject",
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"s3:PutObjectAcl"”

]I

"Resource": "arn:aws:s3:*:*:aws-*-dataset-*/*"
}I
{

"Effect": "Allow",

"Action": [
"iotanalytics:*"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage",
"ecr:BatchCheckLayerAvailability",
"logs:CreatelLogGroup",
"logs:CreateLogStream",
"logs:DescribelogStreams",
"logs:GetLogEvents",
"logs:PutLogEvents"

]I

"Resource": "*"

}I
{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation"”,
"s3:ListBucket",
"s3:ListAllMyBuckets"

1,

"Resource": "*"

}

L
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": ["sagemaker.amazonaws.com", "iotanalytics.amazonaws.com"]
},
"Action": "sts:AssumeRole"
}
]
}

Java L AWS CLIE 3 CreateDataset APl AFE

ClolE MEE MMELICt dlolE] ME&= queryAction(SQL #H2l) EE= containerAction(d
EH O|L{A] oHEZE[AH 0| A&)S X830 O|0|Ef AE0{0i| M AME O[O E XMEFLICH O] &ed
2 CIo|E HME AZBES HMELICt OlO|Ef MIEE CreateDatasetContentE S &M =
SO=R, E= XIYE triggerd et AAS2 2 #ME = UELICH AHME LI 2 CreateDataset &
CreateDatasetContentE HZE5HAAIL.

0%

=
=

0il 1 -- SQL Cl|O|E] MIE (java) ‘.

» 0§ 2 -- delta 7|Zt2 2 SQL Cl|0|E{ MIE (java) A 4d:

« 0 3-- 1% 2™ EZ|HE HHO|H HIO|H ME(java) 44:

« 0 4-- E2|7{2I SQL HIO|E{ MEZ ZIH|0|L] T|0|E ME(java) 244:
« 0f 5--SQL GE|0|E{ ME(CLI) 4-d:

. 0f 6 - EEl 7|22 2 SQL Ci|lo|E| MIE M4J(CLI)

ofl 1 -- SQL HIO|E{ MIE (java) AA:

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);

CreateDataset(Java Z! AWS CLI) 115
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DatasetAction action = new DatasetAction();

//Create Action

action.setActionName("SQLActionl");

action.setQueryAction(new SqlQueryDatasetAction().withSqlQuery("select * from
DataStoreName"));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger();
trigger.setSchedule(new Schedule().withExpression("cron(@ 12 * * ? *)"));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);
request.setTriggers(triggers);

// Add RetentionPeriod to CreateDatasetRequest object
request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);

d3ol g £3:

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited:
true} or {numberOfDays: 1@, unlimited: false}}

of 2 -- delta 7|Zt2 2 SQL Cl|0|E] MIE(java) 4 43:

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Filter for DeltaTime
QueryFilter deltaTimeFilter = new QueryFilter();
deltaTimeFilter.withDeltaTime(

new DeltaTime()

0f 2 -- delta 7|Zt2 2 SQL HIO|E] M E (java) A Ad: 116
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.withOffsetSeconds(-1 * EstimatedDataDelayInSeconds)
.withTimeExpression("from_unixtime(timestamp)"));

//Create Action

action.setActionName("SQLActionWithDeltaTime");

action.setQueryAction(new SqlQueryDatasetAction()
.withSqlQuery("SELECT * from DataStoreName'")
.withFilters(deltaTimeFilter));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger();
trigger.setSchedule(new Schedule().withExpression("cron(@ 12 * * ? *)"));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);
request.setTriggers(triggers);

// Add RetentionPeriod to CreateDatasetRequest object
request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);

d30oi cHet 3.

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited:
true} or {numberOfDays: 10, unlimited: false}}

of 3-- 1% U™ EZ|HZ B0l E|0|E| MIE (java) A Ad:

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Action
action.setActionName("ContainerActionDataset");
action.setContainerAction(new ContainerDatasetAction()

o3 - 1% U8 EH= ZAEI0]H CIOJE] ME (ava) 44
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.withImage(ImageURI)
.withExecutionRoleArn(ExecutionRoleArn)
.withResourceConfiguration(
new ResourceConfiguration()
.withComputeType(new ComputeType().withAcu(l))
.withVolumeSizeInGB(1))
.withVariables(new Variable()
.withName("VariableName")
.withStringValue("VariableValue"));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger();
trigger.setSchedule(new Schedule().withExpression("cron(@ 12 * * ? *)"));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);
request.setTriggers(triggers);

// Add RetentionPeriod to CreateDatasetRequest object

request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);

MZof cyet &,

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited:
true} or {numberOfDays: 10, unlimited: false}}

of 4 -- EZ|7HQ! SQL HIO|E| MEZ Z4E|0|Lq Cl|O|E| MIE (java) A4 4Ad:

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Action
action.setActionName("ContainerActionDataset");

of 4 - EE|7{Ql sQL H|o|E{ MIEZ ZIE| 0| HIO|E] MIE (java) M A: 118
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action.setContainerAction(new ContainerDatasetAction()
.withImage(ImageURI)
.withExecutionRoleArn(ExecutionRoleArn)
.withResourceConfiguration(
new ResourceConfiguration()
.withComputeType(new ComputeType().withAcu(l))
.withVolumeSizeInGB(1))
.withVariables(new Variable()
.withName("VariableName")
.withStringValue("VariableValue"));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger()
.withDataset(new TriggeringDataset()
.withName(TriggeringSQLDataSetName));

//Add Trigger to Triggers List

List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);

request.setTriggers(triggers);
final CreateDatasetResult result = iot.createDataset(request);

3o cHer &=
{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>}

of 5 -- SQL ClIO|E| ME(CLI) Ai4d:

aws iotanalytics --endpoint <EndPoint> --region <Region> create-dataset --dataset-
name="<dataSetName>" --actions="[{\"actionName\":\"<ActionName>\", \"queryAction\":
{\"sqlQuery\":\"<SQLQuery>\"3}3}]1" --retentionPeriod numberOfDays=10

d30of Cieh E3:

0of 5 -- SQL Ci|O|E{ M E(CLI) “44: 119
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"datasetName": '"<datasetName>",
"datasetArn": "<datatsetARN>",
"retentionPeriod": {unlimited: true} or {numberOfDays: 1@, unlimited: false}

of 6 -- &E} 7|ZtS 2 SQL Cl|0|E ME M(CLI)

HEL 7|ZFo|2h Lo ALER HolE HISH & Alzh Zh AL HE 7[7HE Sall 28 =[= ClolH
NE ZHXE ddst1, 0tx|9 24 o[ C|O|EH 2E0{of MZ T8 HO[HE BME + A&L

Ct. ClO|E| MEQ| queryActionOAd filters2| deltaTime2 HHal &Et 7|7tE MEE = U&
LICH(CreateDataset). 2o 2 AlZt 7t74 EE|7HE MX5t04 O|OIE| ME 2EIXE KI5
gLICHtriggers:schedule:expression). 7|2XMO 2 0| Soll § 7|7t S T&8 HAIXIE
ZEEE £ Aof o|™ 7|ztol| 2 HIAIX|ofl Z& & HIO|E7t = ¥ DEdk|X| et &LCH.

Ol ol M= OFX|2 AlZH O|F &S C|O|E{BH AHE3t0{ 152 0tCH M HIOIE ME 2HAE XS

2 MAM5t= A O|o|E| MEE St LC HAIX|7F K| E O|o|E] AE o]0 T2t 7|7HR| 32 2| X|9
2 5I126tE = 32(180%)2| deltaTime LEAS X|MELICH 2t HIOIE| ME 2EHIXTI 27
10:3001 MEE F ALSE HIOIEi(HIOIE% ME ZHI=0| Z3)o| EtYARMEI = @71 10:12~ 2
10:27(&, 27 10:30 - 158 - 38 ~ 271 10:30 - 3&) AtO|ILCt.

aws iotanalytics --endpoint <EndPoint> --region <Region> create-dataset --cli-input-
json file://delta-window. json

delta-window.json ItUol= Ct& Z =7t ZEE|0] UELICEH

{
"datasetName": "delta_window_example",
"actions": [
{
"actionName": "delta_window_action",

"queryAction": {
"sqlQuery": "SELECT temperature, humidity, timestamp FROM my_datastore",
"filters": [
{
"deltaTime": {
"offsetSeconds": -180,
"timeExpression": "from_unixtime(timestamp)"

}

of 6 -- 2El 7|2t 2 SQL HIO|E ME d4(CLI) 120
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}
1,
"triggers": [
{
"schedule": {
"expression": "cron(@/15 * * * ? *)"
}
}
]

d3oll g £3:

"datasetName": "<datasetName>",
"datasetArn": '"<datatsetARN>",
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v Training
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Notebook instance settings

Name

exampleNotebooklInstance

ARN
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Notebook instance type
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Storage
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IAM role ARN
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Creation time v
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cd /tmp

aws s3 cp s3://iotanalytics-notebook-containers/iota_notebook_containers.zip /tmp
unzip iota_notebook_containers.zip

cd iota_notebook_containers

chmod u+x install.sh

./install.sh

ok
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m 2. Input Variables 3. Select AWS ECR Repository

Container Name *

Beer-Tastiness-Calculator

Container Description

4. Review 5. Monitor Progress

Mext

Exit

0/E)E x|HgfLIcH ES0| A5

£ Ql&LICt (o|™o EES
osie
T =

MEdgfL|Ct M=ol o

ZE|o|LEHE o|O|x| Y

126



AWS loT 44

AR 7H0|E

1. Mame 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Name Type Description
ounces Double ¥ X
brand String ¥ X
Showing 1 to 2 of 2 variables Previous E Mext
Add Variable
Previous Mext

5. T ES0o|i MAEt 0|0|X|E YEEE Amazon ECR 2| ZX|E2|E MEASHLICE
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1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Please upload different notebooks to different repositories

Repository Name Create

Search: |Repository Name
Name

Y
my-repo

my-repod
my-repod

Showing 1 to 3 of 3 repositories

Previous m Mext

Previous

MNext

Exit
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1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Container Name: Beer-Tastiness-Calculator
Container Description:
Upload To: my-repo

Variable Name Type Description
ounces Double
brand String
Showing 1 to 2 of 2 variables Previous E Mext

Exit
7. Ct3 mo|x|ol ZIME O EAIELICH

1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

The containerization process typically completes within 30 minutes.

Creating Image...

Exit
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8. AlL=Z HIIRKXE
EHE ZLIEZE = &

9. ZEZMaAV=EE
Ct.

=, Zel|lo|LA4&t =l olO|X|7F Amazon ECRO| AA&E &= Q= &EiZE XY EL

Containerize Notebook

1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Creating Image... £J
Uploading Image... £4

You can now use this notebook for scheduled analysis of your Data Sets. Be /sl LR EE=T 0

Exit

£ M0l ALE X X B0l AHE

O| B0l = Jupyter Notebook At&3t04 Docker Z1E|O|L{E ZE3SH= B0l CHE HE 7t Z 7 |0
UELICH EALOAM HES T ESE CHA| ALS5tH 2oty QIHE =+ A&Lch Z& & ZHE|ol= AP
EX Heto = 2o|o| IEE A™EY £ UGLIcH it tESOM HHE HTMLE AWS loT &4 2
£0f ZA[St0{ HTMLE EAlSt= AFE HAHMH SE HEHE M3 E = USLICHL EIM ESS A}

bk

Eot7| Mol slid LES o HERE AMEE + U=X| FHelst AL,
KiA| AHEXE K| ZE|O|ILHE &8st AWS loT 249 MH|A0F B & +~ A&LICt o[ A std

ol
= AA
™ £ 7{ 0|0|X|E M5l Amazon ECRM| A2 =5t O}, ZAE/| O[] &Y g CIo|E| MEE dF
gLich o] MMollME OctaveE Al sHe T2 M A0 CHE ol MISE

« 24 HFE{0of Ax|E! Octave
« 24 HFEof| DA™ E Docker HH

+ Amazon ECR EE&= AWS loT 241 M| A #HEHO| U= AWS AIH
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1E74): =74 o|0|x| ¥
Ol Z‘t& Mol 2R3 37tX| &2 mtdo| J&LIct ChE2 Tt O|F1 LIS LIct

« Dockerfile — Docker Z1E|0|L43} T2 MA QS| Z7| M ILICT.

FROM ubuntu:16.04

# Get required set of software

RUN apt-get update

RUN apt-get install -y software-properties-common
RUN apt-get install -y octave

RUN apt-get install -y python3-pip

# Get boto3 for S3 and other libraries
RUN pip3 install --upgrade pip

RUN pip3 install boto3

RUN pip3 install urllib3

# Move scripts over
ADD moment moment
ADD run-octave.py run-octave.py

# Start python script
ENTRYPOINT ["python3", "run-octave.py"]

- run-octave.py-JSONZ & 224451 AWS loT 24, Octave AT EREE ARSI, OlE|HE
£ Amazon S30| Y2 =7 LCt.

import boto3

import json

import os

import sys

from urllib.parse import urlparse

# Parse the JSON from IoT Analytics
with open('/opt/ml/input/data/iotanalytics/params') as params_file:
params = json.load(params_file)

variables = params['Variables']

order = variables['order']
input_s3_bucket = variables['inputDataS3BucketName']
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input_s3_key = variables['inputDataS3Key']
output_s3_uri = variables['octaveResultS3URI']

local_input_filename = "input.txt"
local_output_filename = "output.mat"

# Pull input data from S3...
s3 = boto3.resource('s3"')
s3.Bucket(input_s3_bucket).download_file(input_s3_key, local_input_filename)

# Run Octave Script
os.system("octave moment {} {} {3}".format(local_input_filename,
local_output_filename, order))

# # Upload the artifacts to S3
output_s3_url = urlparse(output_s3_uri)
output_s3_bucket = output_s3_url.netloc
output_s3_key = output_s3_url.path[1l:]

s3.0bject(output_s3_bucket, output_s3_key).put(Body=open(local_output_filename,
'rb'), ACL='bucket-owner-full-control')

rr
[1h]

= ot el x| g

A

Z27HE PHEE HAStE ZHEHSE Octave AT EE

MH>

« moment — &2 £
ILCt.

#!/usr/bin/octave -gf

arg_list = argv ();

input_filename = arg_list{1};
output_filename = arg_list{2};
order = str2num(arg_list{3});

[D,delimiterOut]=importdata(input_filename)
M = moment(D, order)

save(output_filename, 'M')

22 EgfLICh M CIMEE[E ddstn, O ohofl 2 mAUS E2 O cdE df
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docker build -t octave-moment

ALt chs

3. Docker 2|ZX|E{2|0of M| O|O|X|7F EAIE Z

docker image 1ls | grep octave-moment

2CEtA|: =74 0|0|X|Z& Amazon ECR Z|ZX|ECIRE YEE
1. Amazon ECR Z|ZX|E2|E MAIEHL|C}.

aws ecr create-repository --repository-name octave-moment
2. Docker @0l 2218 gLt

aws ecr get-login

AZLCH £3i2 oS Zotok gLCh.

rlo

=

02

212 ZAbSH A

1Y
jo

3.

docker login -u AWS -p password -e none https://your-aws-account-

id.dkr.ecr..amazonaws.com
o|0|X|& B2 M2IFLCt.

st

4. Amazon ECR S|ZX|EZ| Ej2 2 AiAd

docker tag your-image-id your-aws-account-id.dkr.ecr.region.amazonaws.com/octave-

moment
5. 0|0|X|2 Amazon ECRE & A|gtL|C}.

docker push your-aws-account-id.dkr.ecr.region.amazonaws.com/octave-moment

3CEHA|: MZ H|0|E{E Amazon S3 H{ZIe2 (2=

£ ot input.txtZ CREZEELIC.

1. Ch2
0.857549 -0.987565 -0.467288 -0.252233 -2.298007
0.030077 -1.243324 -0.692745 ©0.563276 0.772901
-0.508862 -0.404303 -1.363477 -1.812281 -0.296744
-0.203897 ©0.746533 ©0.048276 0.075284  0.125395
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0.829358  1.246402 -1.310275 -2.737117  0.024629
1.206120 ©.895101 1.075549 1.897416  1.383577
Zl Amazon S3 HZ!2 MAEL|CT.

octave-sample-data-your-aws-account-id2 &
fLICH input.txt T+

3. ot input.txtE Y= MHE Amazon S HIICE U2 EF
O|& 2| HZ!o| RIo{of gFLCt.

octave-sample-data-your-aws-account-idO|2t=

4EHA|: B[Ol A™ g 4

1. C2 & rolel.json U0 SAEILICE your-aws-account-idE AWS H/E IDE HHF 1

AAO| AWS BTS2 HhELIC.

aws-regiong AWS Z|

(@ Note
o|oflofl= ESE CHEIQ 2ot EXNZEE E53517| {8t M = HEHAE F|7f &L
0] Q& LICt. RFAIEE LI & the section called “I At MH|A ESE Ci2|Ql whX|” Chad &t
XEHAAIR.
JSON
{

"Version":"2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Principal": {
"Sexvice": [
"sagemaker.amazonaws.com",

"iotanalytics.amazonaws.com"

},
"Action": "sts:AssumeRole",
"Condition": {

"StringEquals": {
"aws :SourceAccount": "123456789012"

3,

"ArnLike": {
"aws:SourceArn": "arn:aws:iotanalytics:us-

east-1:123456789012:dataset/your-dataset"
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L

2. rolel. jso n Ct22E8 HUZ AWS loT E24ALE 5104 SageMaker Al 20f| CHeE AMA HEHS

FoistE Hg s Yo

aws iam create-role --role-name container-execution-role --assume-role-policy-
document file://rolel.json

3. 0|&0| policyl.json®! mtof C}2E CIRZE3t1, your-account-idE A ID2 CHA|EHL
CH(Statement:Resourcel| & WM ARN & X).

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:PutObject"”,
"s3:GetObject",
"s3:PutObjectAcl"”

]I

"Resourxce": [
"arn:aws:s3:*:*:dataset/*",
"arn:aws:s3:*:*:octave-sample-data-123456789012/*"

"Effect": "Allow",
"Action": [
"iotanalytics:*"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
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"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage",
"ecr:BatchCheckLayerAvailability",
"logs:CreatelLogGroup",
"logs:CreateLogStream",
"logs:DescribelogStreams",
"logs:GetLogEvents",
"logs:PutLogEvents"

]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation"”,
"s3:ListBucket",
"s3:ListAl1MyBuckets"
1,
"Resource": "*"
}
]
}
4. HZ CHREES policy.json IIUE AFE5t0] IAM HAE MdghL|ct

aws iam create-policy --policy-name ContainerExecutionPolicy --policy-document
file://policyl. json

5. YA

fjo
(o]

Aol AZgfLICH

aws iam attach-role-policy --role-name container-execution-role --policy-arn
arn:aws:iam::your-account-id:policy/ContainerExecutionPolicy

5CH: ZAE|O|Ld Ztd o 2 HO|E] ME 44
1. O|&0| cli-input.json?l ol C+SE CHREESD, your-account-id ¥ region2| 2&

QUAEAE MHBE gfo 2 HhEL|CH

"datasetName": "octave_dataset",
"actions": [
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INE=Y ] Xe] )=
"actionName": "octave",
"containerAction": {
"image": "your-account-id.dkr.ecr.region.amazonaws.com/octave-
moment",
"executionRoleArn": "arn:aws:iam::your-account-id:role/container-
execution-role",
"resourceConfiguration": {
"computeType": "ACU_1",
"volumeSizeInGB": 1
},
"variables": [
{
"name": "octaveResultS3URI",
"outputFileUriValue": {
"fileName":
}
I
{

"output.mat"

"name": "inputDataS3BucketName",
"stringValue": "octave-sample-data-your-account-id"
},
{
"name": "inputDataS3Key",
"stringValue": "input.txt"
},
{
"name": "order",
"stringValue": "3"
}
]
}
}
]
}
2. A2 CIREEs] RIS cli-input. json IFYE AR50 OIO|E{ MIEE MdELICtH
aws iotanalytics create-dataset —cli-input-json file://cli-input.json
6t CIOIE| ME LIS 44 e 558
AERF R ZHEol AFS
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aws iotanalytics create-dataset-content --dataset-name octave-dataset

7EA: ClO|E ME LHE 7tX{27]

aws iotanalytics get-dataset-content --dataset-name octave-dataset --version-id \
$LATEST

x4
o

2. DatasetContentStateO| SUCCEEDED7} E|7|7FR| &H

H1
N
o
At
)

g'l_
4>
H
30
o>
r
o

Eli¥

8EHA|: £ OcataveZ 214

1. Octave A2 M Edll Ch5 BB S A™Ast T ZEO|L{oM £

jo
o
l__;
o
r
o

bash> octave

octave> load output.mat

octave> disp(M)

-0.016393 -0.098061 0.380311 -0.564377 -1.318744
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https://aws.amazon.com/quicksight/
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Account name:
Edition: Enterprise

Manage users Security & permissions

_— QuickSight can control access to AWS resources for the entire account in addition to individual users and groups
Your subscriptions

SPICE capacity . QuickSight access to AWS services

Account settings
- Amazon Redshift . Amazon RDS 1? 1AM * Amazon S3 E AWS loT Analytics
Security & permissions

By configuring access to AWS services, QuickSight can access the data in those services. Access by users and
groups can be controlled through the options below.

Domains and Embedding ‘:Add o rermove

. Default resource access

Manage VPC connections

(@ Users and groups have access to all connected resources.

QuickSight can allow or deny access to all users and groups by default, when an individual access control is not in
effect for a particular user or group

Change

. Resource access for individual users and groups

Resource access is controlled by assigning IAM policies.

| IAM policy assignments ‘

HAHES MAEH £ 22| Xt Quick Suite 22 H| 0| X0 M 24 2l A CI|O|E{ MIEE MEHSHCI2 AA
AWS loT 4 28 MefstLct HlolEf £A0] 0|82 Y25t 7hxiE ClolE| MEES Mef3t g
HIO|E| AA MAls MEHSH |C}
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MEXE7tol=

rok

GIOJE AAE 44
+

b £ Quick SuiteOl| A AlZt3}

New AWS IoT Analytics data source

Data source name

radiant_load_test_dataset

Select an AWS loT Analytics data set to import

2 radiantloadtestdataset

®' radiant_load_test_dataset

Cancel

M
=
x
9'|1
b
o

o>

T

o

Elﬂﬂ Fields list

........ |
Vrualize B3 radiant_load test.. | ) Importing: "
V 9 o 0 rows were imported to SPICE
Filter $# fromiambda 0 rows were skipped
Options
Q H ey
Suggested
Story
Chooze 1 or more fields and let QuickSight choose the most appropriate chart
Visual types v
- 8 -
[£]= 4l = i
- li 77 ad HH
| b Taa
!' S e .l. “' ":
RN A1 :
AIZF3H(QuickSight) 142



AWS loT 44 AR 7Ho|E

Quick Suite CHA|2 = & H|O|E{ M|Eof| CHEH ZHA|EE LHE 2 Quick Suite dBME HZstM L.

AlZt3HQuickSight) 143


https://docs.aws.amazon.com/quicksight/index.html
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ENT Ab&of CHEt REAMIEH L& 2 AWS Billing At

Z&0|MH Ef2E MM5tT gtelstes 5 SF WS AWS 24| & H|8 #E| M35t Tag EditorE
MESHH A AMEE = U FMIEH LHE 2 AWS Management Console A|%F 5} 7]04| A Ej 7 H
7|2 &HEg ®X
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o>
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o
>

M APIE At8stod Bz e # Q&L AM'A1t ClolE ME, HiolE

A
g oS BEe Bl HEE A8 Bfa & 4e + U&LCH

* CreateChannel

» CreateDataset

* CreateDatastore
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-what-is.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-what-is.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createchannel
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdatastore

AWS loT 44 ALERE7H0|=

» CreatePipeline

EiZ

jo

N

ot

e
rir

7|& elasol Cis B E F7H =8, AME = U&LICH Chs FE S ASELICHL

« TagResource
 ListTagsForResource

» UntagResource

Ef 7|9 gte WRE £ QoM HMEX| ElaA0M E{IE MHE 4 Ql&LIct Efao| Zi2 Bl &

=2
AUX|BFE Ol 2t 2 Null2 dHE = Q&LIcH siE 2la20f Chall 7|7t 7]& Ef
FItsts B2 M 2L0] o] gt Hoi&LICH 2lAAE ATX|SHH, 2|0 CHE

IAM Z32H0of Ej 1 Al

—_—

2lAA ElOE J|HS 2 AR HMA(THEHE Xo{5t7| 23 IAM HEoi| A Chg 27 HEIAE 7|/
2t 874 Condition 24 (Condition E0[E2tZE EHE AISE £ &LICH

iotanalytics:ResourceTag/<tag-key>: <tag-value>Z Al83l0{ EH Eja7} X|HE 2
AA0| CHE AHE X U E & E= HEFLICH

- aws:RequestTag/<tag-key>: <tag-value>E AI&35t0{ E{E 5{85t= 2lAAE MM 57
Lt =H5t= API 82 HEg I EHEIDE MSSIE[(Es AISSHX| AEF) 7 ELICH
« aws:TagKeys: [<tag-key>, ...]1E AIE35l0{ ElZ 7I5¢Et EIAAE M HLE =H5l= API

O3S THE O ST 1 7| NES ASHES(EE AR ES) 2 TELIC

(@ Note
IAM Z2o| 2 HEIAE 7|/2f2 EfZ 7ts8t 2440 ID7} E== mt2tO/E{@l AWS loT
B zhedof gt R ELICH 0| S04, 0| QHEM Ef2E X|HE 5= U= EIAA(RE, dIO]
E+ ME, Hlo|e] £2E0{ EE= mO|Z 27t AZ E|X| 7| WEofl ZA HEAE F|/zfof

2} DescribeLoggingOptions 2| AFE 0| 3{&/HR | x| ok &L|CH.

3 LIS2 1AM AL ATAIS EfTIE AP B kI K018 =
JSON Z= & % EHdof A= IAMOlIA] JSON &=o| RFAI3E 22T M, @40
(=)

=
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createpipeline
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-tagresource
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-listtagsforresource
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-untagresource
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-describeloggingoptions
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
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TlE AER

CHES2 BT 7|8 XMetE MEst= S oM LIt o] Sz X

2
rr

CtS ot Z&Lct
1. 2l&A0] Ef 3 "env=prod"& X|EE + gi&LICt O] (Aol H= "aws:RequestTag/env"
"prod" &2 HZESHMAIL.

2. 7|1& B2 "env=prod"7t X|HE E|ALE +F E= AMAE + Sl&LICHO| oX|o|M=

=
"jotanalytics:ResourceTag/env" : "prod" &2 X AAI).
JSON
{
"Version":"2012-10-17",
"Statement" :
[
{
"Effect" : "Deny",
"Action" : "iotanalytics:*",
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"aws:RequestTag/env" : "prod"
}
}
}I
{
"Effect" : "Deny",
"Action" : "iotanalytics:*",
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"iotanalytics:ResourceTag/env" : "prod"
}
}
}I
{

"Effect": "Allow",
"Action": [
"iotanalytics:*"

1,

"Resource": "*"
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}

=5t S oMt 20l SZolM BN SN XILE el 7ol Cha odEd EATL 2k KW 45 2

4
&Lch.

"StringEquals" : {

"iotanalytics:ResourceTag/env" : ["dev", "test"]
}
(® Note

EIE 7IFOR BlAA0 ChEt ALS R HNAE 518 = MRS T2 S 2lA200M
Ei0E 27t £ MAHY ¢ UTS ASAHE BAMOR MR Y 248 nedsfor B 23
x| gho ™ AH AL MBS Lo EfE S Rstod 2laLo0l ChE HMIA HEtE P & U
LICtH

EH 1 A[Et

B0l ME&le 7|2 M A2 ot Z&Licth

- 2l&A G x[CH Ef £~ - 5074

- Z|CH 7| 20| - UTF-8Q| RLIZE EAt 1274t

- X[CH g 20| - UTF82| RLIZE EXI 255Kt

- Ef 7|9} g2 CHIAEXRIE FEELICH

« aws: prefix Bl O|F E= 22 AEE 2l oL |0 Y2 B ZE AWS AFESHX| O A|L. O]
HEAZE XIHE Ef T O|FO|Lt 2k 2 HESHHLE 4K E = eigLct ol S A7 XIHE Bl as 4
AT E T 4= AMBtol| ZEEIX| pf&LICH.

- B X|E A7|0HE 042 MH[AL BlAAM AL StE B CHE MHIAMAM ${& &= EXtof A|
20| AE == US| RolstMR. YEHMO 2 F{E L= EAts UTF-8E EHe &= /U= =X, 3
X TRt E+ ERN+-=. _ /@) |L|CtH
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AL AWS loT &4

r

o|sqQL ®

OII

Cllo|E| M E £ Olo|Ef AE 02| Cl|0|E{0] SQL E 442 AFE5l0{ MAELICH = Amazon Athena2}
St sQL #HE, & L QAXIE AWS loT 24 AFS LT

AWS loT 241 = ANSI

Fel

z saL 720l o9l Tere xlELICH

SELECT [ ALL | DISTINCT ] select_expression [, ...]

[ FROM from_item [, ...] 1]

[[ INNER | OUTER ] LEFT | RIGHT | FULL | CROSS JOIN join_item [ ON join_condition ]]
[ WHERE condition ]

GROUP BY [ ALL | DISTINCT ] grouping_element [, ...]1 ]

HAVING condition ]

UNION [ ALL | DISTINCT ] union_query ]

ORDER BY expression [ ASC | DESC ] [ NULLS FIRST | NULLS LAST] [, ...]1 1

LIMIT [ count | ALL ] ]

| e IO e O e I ey N |

ot2tO|E{of| it A4 Amazon Athena A A Q| TtEtO|E{E & X SHAAIL.

AWS loT 241 4 Amazon AthenatE CIS & X|&5H K| et &L|Ct.

WITH &.
CREATE TABLE AS SELECT &
INSERT INTO &

o ZH|E HBEOZ = USINGS AF2504 EXECUTES Aldier 4~ oigLCt.

CREATE TABLE LIKE

DESCRIBE INPUT % DESCRIBE OUTPUT
EXPLAIN 2

A%t &9l 84 (UDF &= UDAF)

X =2 A|X

. S FUUE

—

=HA
o O|M X|E|E SQL 7| AWS loT £4d
« AWS loT EM0ofA SQL #H2|2t 2 El UBtE ol 22X sHZ
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oM X|HEl= SQL 7|S AWS loT &4

CllOo|E| ME &= OIO|Ef AE042| L|O|E{0] SQL E 1Al AFE3H0{ MM EILICEH ol A&™stE R Eles
Presto 0.2172 AWS loT £44 7|gto 2 §hL|Ct.

K= OlO|IE f&
AWS loT £ 2! Amazon Athenae O|E4EH HIO|E| RS K|&ELICT

 primitive_type

e TINYINT

 SMALLINT

 INT

 BIGINT

 BOOLEAN

* DOUBLE

* FLOAT

* STRING

« TIMESTAMP

* DECIMAL(precision, scale)

* DATE

« CHAR(ZO|7t X|EE 17 Zo| Xt O|o|E)

« VARCHAR(ZO|7} X|HEl 7t8d Zo| EAt H|O|E])
« array_type

* ARRAY<data_type>
* map_type

* MAP<primitive_type, data_type>
 struct_type

* STRUCT<col_name:data_type[COMMENT col_comment][,...]>
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@® Note
AWS loT 24 & Amazon Athenat AF& X HO| &4 (UDFs == UDAFs X|¢5HX| & LICtH

. B2 MBEE olA0|Z Malsi2H &2 M2 E Yol CHE A2 SRS St olg 2
SE £SoHX| Ot A2,

Example0i| X|

SELECT 'O''Reilly'

. UES OlATO|Z MEISHEHH HHE RE()E ARSI WER AlStsts CIOIE AE0{ & 0|8

2 |auch
Example0i| A|

SELECT "_myMessageAttribute’ FROM myDataStore
- X2 0|2 ol&aF0|Z MEIStedH A7 Z& & HIO|E{ AE0{ 0|52 EMSEE Fo{oF &
L|Ct.
Example0i| |

SELECT * FROM "myDataStorel23"

- ofef 7| EE o|AFO|Z XE|5tE{H £ 2SS EZ F0{0f gL|C} RIAMIEH LIE2
SQL SELECT 22| ofef 7| E SEE HIFHAAIL.
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co|Eotoz MEsHL|CE.

2oRE EoF- AWS = AWS 2R E0M AWS ME|AE Al™st= €l
LICt AWS E8H= QHTSHA AL ' &= U= MHIAE M3 ELICH ME THE|
AWS T & Z2 0| UFO 2 HOot FIHE E|AES
2 OZof CHE XEMIBH LIE2 AWS A &4 T2 O3
Me.

« ZEIREQ| HOt- AFXIo| M2 AL SHE AWS MH|Ao0f 2t ZXEL|CH =8 Hlo|E{e] 21t
T, 2E0 @F AME, #EH HE U #HE HIRE 7IEF 240 CHAAME 20| AU&LICt

O| HBM=E MBE M S8 MY ZEE MBst= WY oldlst= ol =F0| ELCH AWS loT 2
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AWS Identity and Access Management in AWS loT & 44

AWS Identity and Access Management (IAM)£ & 2|XF7F AWS E2lAA0] CHE HMHAE CHHEHA A
& = UL T X|5tE AWS MH[ARILICEH IAM #EIXH= F7F AWS loT 24 2| AAE ASE
AfA= IB(EOQ)) U HEH(THE UR)2 &2 = UK Mo{FLICH IAM2 F71 H|8 Q10| AFEE

A= AWS MH[A LY.

AWS Identity and Access Management (IAM)E AFS5tE &2 dgholl 2t CHELICH.
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F
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2 2|laAof CHEr 2HH e HAMA HEPO] e AWS 7IE theroot AHE
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IAM AtEXHE B 7Hel EE= of E 2|70l ol CHEr §H HErE 71T A4 FFULICHE 7|1 x4 &Y

Ol A= IAM ALE X} CHA A RHH BFE AL8stE W0l E&LICH XHAEF LIS 2 IAM AFHE HBEAM 9
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AER0H 2T 57| E B ESHAML.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
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ofe] & 0| 28| MBEIE L, WD S olsst717t o SFELICH oM ofe] BM 8F
Ol BT [ 2 HSUX| iR B AWS WSS WHES LOHEBIE IAM AR MMl BAY By
2 %2 FESHHL

AWS loT 241 ol A IAME Al E5HE &

IAM2 A& 35H040] CHEF HMAE 2t2[5H7| ™ol A8 " = /= IAM 7|52 05
BHLICH AWS loT 241, AWS loT £41 2! 7|E} AWS AMH|AONIM IAME AFESHE WS TiE oz &
OlEE{™ IAM AFE MEAM2| AWS IAMC E 25l MH|ASE EHZESMLS.

o| H|o|x[e| FX:
« AWS loT =4 Xt 5F 7|8 HH
« AWS loT M 2laa %

« AWS loT EM EfO
« AWS loT &4 IAM &

AWS loT M X174 & 7|dF =4

IAM AN 5 7|H HME AR 5HH %1-8-E|74L+ HEE 2] 4l 2[AAQL X 10| R E|7HLE HEE
ZHE XM £ laLctE S &Y BlAA U XA F|IE AWS loT EA4 X|ELICH JSON &
"; M AF2SH= ZE QA0 CHSH LotE R IAM AFR AZEAM O IAM JSON A& 9 A X2 =X
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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NotAction 247t LB E|0{0f BfLICH=0| MH|AZ &g + = HYe dBst= n/et HY
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MNEZ AWS loT 244 2 o|stL|Ct.

BEE otLtol oddd 2 S xIYstedd 3 Zol HE2 FEFLICH

"Action": [
"iotanalytics:actionl",
"iotanalytics:action2"

HUSIHE()E AHS5od ofE] A US KIWE £ UALICH 08 S04, Describets Ho2 Altst

"Action": "iotanalytics:Describe*"
AWS loT M 2 S5 Ee{MH IAM AR AHMOJofAM EHOolst ZFd2 AWS loT EM R ESHML.
Resources
Resource A& &0o| ML= AN E X|IHEHLICH E0|= ResourceEE= NotResource A7t

HFE Al F£71|0{0F ELICH ARNE A8 3t7HLE 20| 2 E ElAA00 HEEE EAlstE ALUEIFE()
E Ar8stod E[AAE KIEELICH

AWS loT 41 O|0|E]| ME 2lAA0lE CHS 3 ZE2 ARNO| &Lt
arn:${Partition}:iotanalytics:${Region}:${Account}:dataset/${DatasetName}

ARN &Alof CHEt XtM|EH LHE 2 Amazon 2|44 O[E(ARN) 2 AWS MH|A WA EHO|A EHelg &

M.

0| & S04, BB E0| Foobar HIO|EH MEE X|'H5t2{H CHE ARNZ AFSELICH
"Resource": "arn:aws:iotanalytics:us-east-1:123456789012:dataset/Foobar"

S AEo fote ZE QULAEAE X|HsiedH A UEFE()E ASELICH
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/list_awsiotanalytics.html#awsiotanalytics-actions-as-permissions
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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"Resource": "*"
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OBl MEE &ZSI2E ALSKo|AH SHE AHHt CIO|E MEE AEE = A= TEHo| *Lo{ok &L
Ct. B 2oiM of] 2|44 E X524 ARNS 2 E 2 22 LICH

"Resource": [

"resourcel",

"resource2"

1
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotanalytics.html#awsiotanalytics-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotanalytics.html#awsiotanalytics-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotanalytics.html#awsiotanalytics-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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IAM g2 £ HEtE 7HX|2 U= AWS HE L AE{E[ L.
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22 £ Q&LICH AssumeRole & GetFederationToken Z2 AWS Security Token Service (AWS
STS) APl g 3 &36t0o4 Al Eot Q1B & 7S LICH.

AWS loT M = LAl R4 38 AF2 S X|H6HK| et &LIC.
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https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/tagging.html#aws-iot-analytics-tagging
https://docs.aws.amazon.com/iotanalytics/latest/userguide/tagging.html#aws-iot-analytics-tagging
https://docs.aws.amazon.com/iotanalytics/latest/userguide/security.html#security-iam-id-based-policy-examples-view-input-tags
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
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50| &le =7 & FMIgL

El*é MA0|E aws:SourceArn 2 aws:SourceAccount T = HEIAE 7|8 ALE3lE 20|
&LICH oA st 2IAA0| CHE MH|IAE AWS IoT Analytics 045t #8to| Mt LICH & &

ZUHHEHAE 7|18 25 AI&3lE B aws:SourceAccount 2t aws:SourceArn Zto| AH

SYE WM ZoiM A d2 SLE A IDE Ar838tof #LICt

5T HExt EXMERE E5ste 7t 2030l 22 2[AA 9| M| Amazon 2|44 O
E(ARN)O| = ?:.*._l aws:SourceArn X1 T4 HEHAE F|E A5t ZAYULICH 2lAA 9
A%, ARNS| & == gi= R &0i CHal| 2
UesteE(x)E 28 ?_F aws: SourceArn :LE':'E" TUHHEAE 7|8 ASELICE o E S0
arn:aws:iotanalytics::123456789012:* L

>

=

« Amazon S3 HHZ!oi| CHEF off &
« Amazon CloudWatch LogsE &

« U2 22 AWS loT B4 2|4a A0 Ciet ESE CHE|AH X

Amazon S3 t{Z!od| CHEF o/

AWS loT 241 O|0|E{ AE0{0f T Z Zt2|& Amazon S3 AEE|X|E AF25tE B2 CIO|E{E X{&st
= Amazon S3 HZ!0| ESE t2lxF EAo| = &£E = U&LICH

## ## Nikki Wolf# DOC-EXAMPLE-BUCKETO|2t= 124 AL 9| Amazon S3 HZ!€ AL EFLILCE.
HHZ!0ll = us-east-1 2|0 MAMEI AWS loT 241 H|0|E| AE0{0f CHEF HE 7| X{EElL|CH MY
A AWS loT £ Eot FR||7} XFAIS CHAISHOd DOC-EXAMPLE-BUCKETE #E|E = JEE st
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https://docs.aws.amazon.com/%20IAM/latest/UserGuide/reference_policies_condition-keys.html%23condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount

M2 K[™HEHLICH Nikkiel S =2 Q! Li Juan2 RHAIQ| AIHO|A DOC-EXAMPLE -BUCKETE #Elstn ZAxt
7t LEE O|O|E| MEE BHSLICE 2 AWS loT 249 MH|A 2ot FR|= Lizt RHalo] A& oA
2|2 AMIMHEIE LiE i A15H04 Nikkie] Amazon S3 H{ZIE 2|3 & LICt.

0|2 Y X|5t7]| 28l Nikkie= DOC-EXAMPLE-BUCKET &H0]| aws : SourceAccount 274 EE&
aws:SourceArn 2742 X|HE £ &LCt

aws:SourceAccount =714 x| - H{Z! MM O| CtF oMol M= Nikki #[&(123456789012)2] AWS
loT 24 2|AADDOC-EXAMPLE-BUCKETOl| HMAE 4= QI & X|&&HL|C}

T AAL T

JSON

"Version":"2012-10-17",
"Id": "MyPolicyID",
"Statement": [

{

"Sid": "ConfusedDeputyPreventionExamplePolicy",

"Effect": "Allow",

"Principal": {

"Sexvice": "iotanalytics.amazonaws.com"

},

"Action": [

"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts"”,
"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:*:*:amzn-s3-demo-bucket",
"arn:aws:s3:*:*:amzn-s3-demo-bucket/*"

1,

"Condition": {

"StringEquals": {
"aws :SourceAccount": "123456789012"
}
}
}
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aws :SourceArnZX71 X|™ - EEE Nikki7l aws :SourceArn 2712 A28 £

JSON

"Version":"2012-10-17",
"Id": "MyPolicyID",
"Statement": [
{
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Sexvice": "iotanalytics.amazonaws.com"
}I
"Action": [
"s3:GetBucketLocation"”,
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads"”,
"s3:ListMultipartUploadParts",
"s3:AboxtMultipartUpload",
"s3:PutObject"”,
"s3:DeleteObject"
]I
"Resource": [
"arn:aws:s3:*:*:amzn-s3-demo-bucket",
"arn:aws:s3:*:*:amzn-s3-demo-bucket/*"
]I
"Condition": {
"ArnLike": {
"aws:SourceArn": [
"arn:aws:iotanalytics:us-
east-1:123456789012:dataset/your-dataset",
"arn:aws:iotanalytics:us-
east-1:123456789012:datastoxe/your-datastore"
]
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o M XA HEIAE 7| aws:SourceArn
« AWS A& ID7} aws : SourceAccount ¢l

« 9| sts:AssumeRole S HAZAE 1 2|AA AWS loT 4

CHS K0l 1234567890128 AWS A IDE HF T us-east-12 AWS loT 241 H™Ho| 2|&2
2 HFEL|C}.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "iotanalytics.amazonaws.com"
}I
"Action": "logs:PutLogEvents",
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:SourceArn'": "arn:aws:iotanalytics:us-
east-1:123456789012:*/*"
},
"StringEquals": {
"aws:SourceAccount": "123456789012"

Lo
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Amazon CloudWatch Logs & 438} & 4o Ciet REAM[E LHE 2 the section called ‘224 & EL[H
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« AWS loT 24 &' 2! O|0|E{ AE 040] CHEH & X|
« AWS loT 2M H|O|E] ME E2EIxX M& #=lof cidt m it MH|A ESE CHE[RF & X|

AWS loT A zxli'd 2! O|0|E{ AE0{0f CHEH & K|

IAM Q&2 AF8351047} AL XIS CHAISI0] UM AE AWS loT EA £ e AWS E|AAE K|o{EL
dgto| ESE CHEIRF EM0| =E | X| =5 dled™H aws: SourceAccount 22401 AWS AH™EHE
15l 1 dgto] A5t = Al 2R 0| qws:SourceArn 240 AWS loT A4 2| AA Q| ARNS K| ™

oLl
A&LICH.
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mek A 1
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-I) o|- 1

CtS oMo 1234567890122 AWS A IDE HH* 1 arn:aws:iotanalytics:aws-
region:123456789012:channel/DOC-EXAMPLE-CHANNELS AWS loT 24 a'd == C|O|E &
E0{9 ARN2 Z H}EL|C}

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Sexvice": "iotanalytics.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
},
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"ArnLike": {

"aws:SourceArn'": "arn:aws:iotanalytics:us-
east-1:123456789012:channel/your-channel"

}

L Cl|lo|E £2E0{o] 2 2r2[H S3 AEE[X| S0l CHEF XEA[EH LIE2 AWS loT B4 API &

AWS loT 24 CIo|H ME 2EIx ™M& =0l Tigh 2R MH|A 2SE CHEIRF X

7t Amazon S3 EE=01 C|O|E{ ME 22| At E HE 57| 28l AWS loT 249 +=l5t= IAM AE

2 ESsE ciz2lxt Ao =&E AWS loT Events &= U&LICH ESE Ci2lxt EXME ¢X|524H

aws :SourceAccount 2401 AWS HHE X[H5tT Agol 21Z5I= &2 HAO| aws:SourceArn
QA0 AWS loT 24 2|AA S| ARNS K| ELICH

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "ConfusedDeputyPreventionExampleTxrustPolicyDocument",
"Effect": "Allow",
"Principal": {
"Sexvice": "iotanalytics.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
}I
"ArnLike": {
"aws:SourceArn'": "arn:aws:iotanalytics:us-
east-1:123456789012:dataset/your-dataset"

}

it MHlA 2SE o2l YK 164


https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CustomerManagedChannelS3Storage.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CustomerManagedDatastoreS3Storage.html

AWS loT 244 A&t 7tol=
}
]
}

CIOE ME 2H= M&E 738 FM5t= 2ol chEt RHAIE LIS 2 AWS IoT 249 API FHZE 9|
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iotanalytics:BatchPutMessage",
"iotanalytics:CancelPipelineReprocessing",
"iotanalytics:CreateChannel”,
"iotanalytics:CreateDataset",
"iotanalytics:CreateDatasetContent",
"iotanalytics:CreateDatastore",
"iotanalytics:CreatePipeline",
"iotanalytics:DeleteChannel”,
"iotanalytics:DeleteDataset",
"iotanalytics:DeleteDatasetContent",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"iotanalytics:DeleteDatastore",
"iotanalytics:DeletePipeline",
"iotanalytics:DescribeChannel",
"iotanalytics:DescribeDataset",
"iotanalytics:DescribeDatastore"”,
"iotanalytics:DescribeloggingOptions",
"iotanalytics:DescribePipeline",
"iotanalytics:GetDatasetContent",
"iotanalytics:ListChannels",
"iotanalytics:ListDatasetContents",
"iotanalytics:ListDatasets",
"iotanalytics:ListDatastores",
"iotanalytics:ListPipelines",
"iotanalytics:ListTagsForResource",
"iotanalytics:PutLoggingOptions",
"iotanalytics:RunPipelineActivity",
"iotanalytics:SampleChannelData",
"iotanalytics:StartPipelineReprocessing”,
"iotanalytics:TagResource",
"iotanalytics:UntagResource",
"iotanalytics:UpdateChannel”,
"iotanalytics:UpdateDataset",
"iotanalytics:UpdateDatastore",
"iotanalytics:UpdatePipeline"
1,
"Resource": "arn:aws:iotanalytics:us-
east-1:123456789012:channel/your-channel-name",
"Resource": "arn:aws:iotanalytics:us-
east-1:123456789012:dataset/your-datasetName",
"Resource": "arn:aws:iotanalytics:us-
east-1:123456789012:datastoxe/your-datastoreName",
"Resource": "arn:aws:iotanalytics:us-
east-1:123456789012:pipeline/your-pipelineName"
}
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JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUsexPolicy",
"iam:ListGroupsFoxUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUsex"

1,

"Resource": [
"arn:aws:iam:*:*:usexr/username"

]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"jam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

}
]
}
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JSON

"Version":"2012-10-17",
"Statement":[

{
"Sid":"ListChannelsInConsole",
"Effect":"Allow",
"Action": [
"iotanalytics:ListChannels"
]I
"Resource":"arn:aws:iotanalytics:*:*:*"
}I
{
"Sid":"ViewSpecificChannelInfo",
"Effect":"Allow",
"Action": [
"iotanalytics:DescribeChannel"
]I
"Resource":"arn:aws:iotanalytics:*:*:exampleChannel”
}I
{

"Sid":"ManageChannels",

"Effect":"Allow",

"Action": [
"iotanalytics:CreateChannel”,
"iotanalytics:DeleteChannel”,
"iotanalytics:DescribeChannel",
"iotanalytics:ListChannels",
"iotanalytics:UpdateChannel™
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1,

"Resource":"arn:aws:iotanalytics:*:*:exampleChannel/*"

1

Ef2E 7|dto 2 AWS loT EA1 & 27|

>

124 B 7|8t HAMo| T2 AHS5I0 EfIE 7|82 2 AWS loT £49 2|4 A0 CHEH HAMAE A 0
F 4= U&LICE O] iAo M= channel 27|18 #{85te HAME HMHE = = WS 2o FLCt
I X|2F channel E{I Owner7} SHE AFE XIS AHE XL O|F Zt2 7HX|1 QlE AR0lEH HEto| HoiE
LICt o] X2 Z2&0|M o] 2 2t=st= o 28 HEtT FofgfLich

ok

(][]

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ListChannelsInConsole",
"Effect": "Allow",
"Action": "iotanalytics:ListChannels",
"Resource": "*"
},
{
"Sid": "ViewChannelsIfOwner",
"Effect": "Allow",
"Action": "iotanalytics:ListChannels",
"Resource": "arn:aws:iotanalytics:*:*:channel/*",
"Condition": {
"StringEquals": {"iotanalytics:ResourceTag/Owner":
"${aws:username}"}
}
}
]
}

O| AtERof|H HZE

1B 245t 4~ QA& LICH Bt= AFRAI7FE Erichard-roedd1 st
E XM channelol Ef2E X|H
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owner=richard-roe. 1EX| oM HMAT} HEELICH = 7| O|E2 CHAZEKIE #HESHK| &
7| 20| =74 Ef2 7] Owner= Owner 2! owner 252 Yx|ELICH XIMEE HEE= IAM A2 T

MO IAM JSON HHM @4 ZZE HASHMAIR.

AWS l[oT EM Xt4 5 2 HMA 22X SHZE

a3 4 Qe YUHHHQI 2XIE FEST £HE 4 USLICHAWS loT

H X AFRHO| LH AWS loT 244 Z|AAN| HMASIEE 51510 Al&LIC}.

ol M S &g Msto| QI AWS loT E4d

oM 2tde &g MEto|  IC= AWS Management Console MIA|X|7F EA|Z|E 2HE|XFoA| A 2 2|5t
== grotof FLICH BE|Xt= AHEX O|F 2 S E MBS e AFRFLICE

CtE oMl 2 ® = mateojackson X7t &2 AF&3104 channeld| CHEH M2 HEE EEiT

= tX
Ot iotanalytics:ListChannels #&t0| s B0l ErashL|Ct.

[o][]

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotanalytics: ‘ListChannels’™ " on resource: °~“my-example-channel’

O| 2% Mateo= iotanalytics:ListChannel %S Al&3t0{ my-example-channel 2240
BN ASE S 185t A E UOo|ESIEL D ZEIRH - g LICH.
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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Amazon CloudWatch LogsE AIE8H ZLIE{Z

AWS loT 24 = Amazon CloudWatch& A& 8t 2242 X[ g LICt. PutLoggingOptions APl &

2 SHA /\OIAL_l

22 AL83t01 AWS loT 24 of CHEt Amazon CloudWatch 222 #4385t1 7 4& = US
M M0i| MHE= AWS Identity and Access Management (IAM)QF PutLoggingOptions EHE AFHS
Amazon CloudWatch E4 2 T8t gd3lste WHS HHELIC AWS loT 244,

CloudWatch LogsOll CHEH AFAIEH LI 2 Amazon CloudWatch Logs User GuideE & Z= &I A|
AWS IAMO]| CHEF XEAM|I8H LI 2 AWS Identity and Access Management AFE MEME

® Note
AWS loT M 222 &435}517| Toil CloudWatch Logs MIA #EH2 O|8H5HoF & LIt
CloudWatch 21 HAMA HEHO| U= AH8KH= CIHZE HEE = = A &Lk RtMIEE W&
Amazon CloudWatch LogsOil CHet 215 2! HAM|A Ao EtHE FEZEFHA A

Ct. O

5104

RO

—

IAM & S ddstod 24 S gdsterLct
Amazon CloudWatcho Cist 2Z & &435t6t7| 28 IAM H& S ptET{™
1. AWS IAM £2£ E&= CFS AWS IAM CLI B3 CreateRole2 AF& 3104 A1Z| ZHAH| HAH(AIZ| )
S Z MIAM H& e MMEtLICEH A2 HAE2 Amazon CloudWatch®t 22 AE{E|of 3liE L& S
208t MBtS RofgfLict.
aws iam create-role --role-name exampleRoleName --assume-role-policy-document
exampleTrustPolicy.json
exampleTrustPolicy.json It¥of|= Ctg 2EI=7F L E[o] U&LICH
® Note
0l ofof= ESE Ch2Iel 2 BARRE] D2 87| fitt oy 22 HHAS T2} 2eis
0 U&LICH 1234567890122 AWS A/ IDEZ HF 1 aws-regionS AWS EZlAA

AWS Z2|Mo 2 "HtEL|Ct RHAIEE LI the section called “T %} AH|A ES = EHE|°._| |

HF

A" e HxstAlL.
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https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Sexvice": "iotanalytics.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
}I
"ArnLike": {
"aws:SourceArn'": "arn:aws:iotanalytics:us-
east-1:123456789012:*"
}

LISol| HHES S EE o] &9l ARNZ AWS loT 24 PutLoggingOptions AFSEFLICH,

2.  AWS IAM PutRolePolicyE At& 3504 1EHA[0f A A A5t q5tol| Het 2 (role policy)2 74
gt

aws iam put-role-policy --role-name exampleRoleName --policy-name
examplePolicyName --policy-document exampleRolePolicy.json

exampleRolePolicy.json It oi|= CtEot 242 LHE 0| Z& k|0 /U&LCt.

JSON

"Version":"2012-10-17",
"Statement": [
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{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream"
]I
"Resource": [
"arn:aws:logs:*:*:*"
]
}
]

3. Amazon CloudWatchol 2Z O|HIEE EE = U= AWS loT 24 HEt2
CloudWatch @& PutResourcePolicyE AFEELIC

_

(@ Note

it

sSE HEW 2 X0 g8t REMISH LI 2 the section called “I &} AMH|A &

ESZ chz|At 2o 22X WK|stedH 2|AA HA0] aws: SourceArne X|&HstE 70
Z&LICE O|Z2A sl X|HE AHOM 25 2™ {58 MM AT AEHELICH.
|

E 043248 Amazon

o i

ES=E izl

"2 AESHAAIL.

l:l

aws logs put-resource-policy --policy-in-json
exampleResourcePolicy. json

exampleResourcePolicy.json Itol= CtF 2|4AA MAO| ZEHEL|CH

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": "iotanalytics.amazonaws.com"
},
"Action": "logs:PutLogEvents",
"Resource": "*",
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"Condition": {

"ArnLike": {

"aws:SourceArn'": "arn:aws:iotanalytics:us-
east-1:123456789012:*/*"

},

"StringEquals": {
"aws :SourceAccount": "123456789012"

27 74 2 Fas
PutLoggingOptions @& AL&3t04 AWS loT £240i CHEF Amazon CloudWatch 2212
&3t LICt loggingOptions EEQ| roleArn O MMoiAM 40| 2t 2 E 238 9] ARNO|0

OF fL|Ct. =8t DecribeloggingOptions HHEE A5t 2Z SMH MM E MAT = YU&LICH

PutLoggingOptions

AWS loT 24 24 SM4E -5t MLt Ho|o|E-LICH 1loggingOptions EE 7t YClo|ESH F
S HZE A0l MELZ|MK| ZIC 120] A2 E &= U&LICH E£8 roleArn EEO|M X[ o
HAAE g HEsts F2 (0 ¥R E X £7), HE Ago| MEE|7|MX| zIci 520 ALEH +
A&LICh RtMIEH LI8 2 PutLoggingOptions EHHE HESAAIL.

24 Mol AN HdEE AMELICH RtM[EH LI 2 DescribeloggingOptions A
o

Hgamola, X|E A &HIIE

AWS loT E4 = C}2 X|EE Amazon CloudWatch 2| Z X|E 2|0of| =& L|C}

HADO|A

AWS/IoTAnalytics
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XE Description

ActionExecution A E 2rdo| =lL|Ct.
ActionExecutionThrottled ANetEl &Y .

ActivityExecutionError IOl ZElQl S S AHsts SOt HMHE 27

IncomingMessages M2 E0{2 = HAIX[Q] =QIL]C}.
PipelineConcurrentExecutionCount SAlo A™AE mo|Z2tel S .

N Description

ActionType ZLEZSE 2ol RFLIC
ChannelName DL EZstE MEol o|F Lct.
DatasetName ZLIEESt= OOl ME Q| o|F &lLct.
DatastoreName ZLIE{3 5= OOl AE0{9| O|F &IL|Ct.
PipelineActivityName 2L E{Est= mto|Zetel #So| o|F L Ct.
PipelineActivityType 2L EEst= oto|Zetel Es ol LY.
PipelineName ZUE{Est= mto|Z2telo] o|F LICt

Amazon CloudWatch Events& At235t0{ ZL|E{ZE

AWS loT 241 = AWS Lambda & & &0 HHEI ] 277t 245t Amazon CloudWatch EventsOi| Of
HIEE XIS 2 A AFLICH O] O|HIEO|= RIAMIEH 2 F HIAIXKIQE M2|ZIX| i 2 &M HIAIRIE K
&5t= Amazon Simple Storage Service(S3) Z4A| 2| 7|7t ZE& k|0 U&LICH. Amazon S3 7|& AHE
5tod M2|EIX| et 2 M HIAIRIE RHMEIE = U&LICH AbMlEH &2 M HIAIX] X2, AWS
loT Analytics API & = 9| StartPipelineReprocessing APl, Amazon CloudWatch Events AFHE AB A 9|
Amazon CloudWatch Events= FUULII?E FHZSIHAAIL.
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EE$t Amazon CloudWatch Events7t €212 ELHAHLE F7F ZX|E F& = YT E a2 #4E
£ U &LICt o & E04 Amazon Simple Queue Service(Amazon SQS) CH7 |0 Z2lg EH CHS
StartReprocessingMessage APIE 7t 5 £3504 Amazon S3 Zi&|oll A& E A @ £ A2

ALK
& &= &LICH Amazon CloudWatch Events= CHS 3t 22 CHY et R0l CHa S X[ ELICH

Amazon Kinesis 2 E &

AWS Lambda &+

« Amazon Simple Notification Service(Amazon SNS) F ||

« Amazon Simple Queue Service(Amazon SQS) CH7 |

X El= ol Cist REMIEH 22 = Amazon EventBridge AH& A A Q| Amazon EventBridge CH
o2 HEtAAIR

CloudWatch Events 2| A A ! 2t24 CHAF2 AWS loT
Ch. REMIE LI 2 AWS Et X 0| MH|A A= Z O

AWS Lambda & & 2| HEtY 2/ 0f CHall Amazon CloudWatch Events£ M & &l
A+ LICH

{
"version": "version-id",
"id": "event-id",
"detail-type": "IoT Analytics Pipeline Failure Notification",
"source": "aws.iotanalytics",
"account": "aws-account",
"time": "timestamp",
"region": "aws-region",

"resources": [
"pipeline-arn"
1,
"detail": {
"event-detail-version": "1.0",
"pipeline-name": "pipeline-name",
"error-code": "LAMBDA_FAILURE",
"message": "error-message",
"channel-messages": {
"s3paths": [
"s3-keys"

}I
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"activity-name": "lambda-activity-name",
"lambda-function-arn": "lambda-function-arn"
}
}
oF 2! o Al
{
"version": "0Q",

"id": "204e672e-efl2-09af-4cfd-de3b53673ec6",
"detail-type": "IoT Analytics Pipeline Failure Notification",
"source": "aws.iotanalytics",

"account": "123456789012",

"time": "2020-10-15T23:47:027",

"region": "ap-southeast-2",

"resources": [

"arn:aws:iotanalytics:ap-southeast-2:123456789012:pipeline/
test_pipeline_failure"

1,

"detail": {
"event-detail-version": "1.0",
"pipeline-name": "test_pipeline_failure",
"error-code": "LAMBDA_FAILURE",
"message": "Temp unavaliable",
"channel-messages": {
"s3paths": [

"test_pipeline_failure/channel/cmr_channel/__dt=2020-10-15
00:00:00/1602805530000_1602805560000_123456789012_cmr_channel_0_257.0.json.gz"
]

3,
"activity-name": "LambdaActivity_ 33",
"lambda-function-arn": "arn:aws:lambda:ap-

southeast-2:123456789012:function:lambda_activity"
}

Amazon CloudWatch EventsE Salf X|94 CI|O|E{ & 2! 27|

X|H 7|7k LHS| HIO|E{E ArE35H CIO|E ME 2R E e [, YT CIOE{7t XEl& AlZ LHOﬂE
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x| Lé% _JI\__I_ AA|=|L—|E|' | g O'Ig"C‘I'l_fl—:||:|=1 queryA io (SQL $4E|)§ x—','%Bl'O:I E||O|E'| A'”
ueryFilter [Hoi CHEl deltaTime LEME X|HE &= U&LICE AWS loT EM = 047"'0|
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AWS loT 24 &, API, AWS Command Line Interface (AWS CLI) &£ AWS SDKE A& 3l0q o[ O]
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AWS loT 244 APIO|AM LateDataRuleConfiguration Z4%l|E C|O|E{ M EQ| X|?d HO|E| 72 M
M2 LIEFHLICEH O] Z4XM|= CreateDataset 2! UpdateDataset API 241} 2t24El Dataset ZH||
off Zgtklo{ U&LICH

o2to|E

£ AEstod CIOE M Eof CHEr X[ HloIE 722 &8 M Chs HEE X' AWS loT £ 448l of
FL|CH

ok

ruleConfiguration (LateDataRuleConfiguration)

x| ClolEf 7Hajel 7A HEE Eass PR

deltaTimeSessionWindowConfiguration
e AlZH MM 717t 7 HEE Zatee TEYULCH

DeltaTime A|Zt ZtZ3€ X|HBIL|Ct DeltaTime2 AFR5HH Ofx|2t A3 0|5 |O|E AE
o10f =8t HIO|E{Z HIOIE| ME 2EHXE MHE = USLICH DeltaTimel| HME Lot
2{™ EEl 7|7t 2 SQL H|0|E ME H&(CLY2 ERFHAMAIL.
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AlZE ZHEALICH AWS loT 249 71 o X2 A% o|F MM E X4 Ho|E g &S L& M|
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UPDATE DATA SET

Configure data selection filter

When creating a SQL data set, you can specify a deltaTime pre-filter to be applied to the message data to help limit the messages to those which
have arrived since the last time the SQL data set content was created. Learn more

Data selection window

Delta time -

Offset
Specifies possible latency in the arrival of a message

:

Timestamp expression

| from_unixtime(time) |

Late data notification
Enable late data notification to receive CloudWatch events if late data is detected.

-

Delta time
loT Analytics will emit a notification if late data is received within the value below

Minutes

X|ed dlo|&f #&E(CLIl) #+4

AWS loT 241 APIO| A LateDataRuleConfiguration Z4xl|= C|O|E{ M EQ| X|¢d HIO|E 7= M
Mg LIEFLICEH O] Z4A|= CreateDataset 2! UpdateDataset@ HZE Dataset ZHAf|ol Z &
0 U&LICE API, AWS CLI E£= AWS SDKE A83t0q O|O|E{ MEoi CiEt x| |o|E{ 722 XY
g = A&LICH OFS KoM= AWS CLIE AFS & LICH.
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® Note

UpdateDataset APIE AF&3104 7|E O|O|E{ M EE UO|0|EE £ QU&LIC}.

aws iotanalytics create-dataset --cli-input-json file://dataset.json

dataset.json Itoi| CtS 2 Z & 5HOk LCt.

« demo_datasetE CH4& OIO|E{ ME O|§2ZE HIELILCE.

« demo_datastoreE CH& ClO|E{ AE0{ O|ES 2 HFELICEH

« from_unixtime(time)2 EIUARIE ZICO|O|§ E= A2 EEE = Q=

b LICH

{
"datasetName": "demo_dataset",
"actions": [
{
"actionName": "myDatasetAction",
"queryAction": {
"filters": [
{
"deltaTime": {
"offsetSeconds": -180,
"timeExpression": "from unixtime(time)"
}
}
1,

"sqlQuery": "SELECT * FROM demo_datastore"

1,

"retentionPeriod": {

orot = 2{™ Presto 0.172 @A Q| =t
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdateDataset.html
https://prestodb.io/docs/0.172/functions/datetime.html
https://prestodb.io/docs/0.172/functions/datetime.html
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"unlimited": false,
"number0fDays": 90

},
"lateDataRules": [
{
"ruleConfiguration": {
"deltaTimeSessionWindowConfiguration": {
"timeoutInMinutes": timeout
}
.
"ruleName": "demo_rule"
}
]
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« Amazon Kinesis 2E &
« AWS Lambda &=

« Amazon Simple Notification Service(Amazon SNS) ||
« Amazon Simple Queue Service(Amazon SQS) CH7 |
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-targets.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/CWE_GettingStarted.html
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"version": "Q",
"id": "7f51dfa7-ffef-97a5-c625-abddbac5eadd",
"detail-type": "IoT Analytics Dataset Lifecycle Notification",
"source": "aws.iotanalytics",
"account": "123456789012",
"time": "2020-05-14T02:38:467",
"region": "us-east-2",
"resources": ["arn:aws:iotanalytics:us-east-2:123456789012:dataset/demo_dataset"],
"detail": {
"event-detail-version": "1.0",
"dataset-name": "demo_dataset",
"late-data-rule-name": "demo_rule",
"version-ids": ["78244852-8737-4650-aa4d-3071a01338fa"],
"message": null
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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» CancelPipelineReprocessing

* CreateChannel

* CreateDataset

* CreateDatasetContent

» CreateDatastore

* CreatePipeline

* DeleteChannel

* DeleteDataset

* DeleteDatasetContent

* DeleteDatastore

* DeletePipeline

* DescribeChannel

» DescribeDataset

* DescribeDatastore

» Describel.oggingOptions

* DescribePipeline

* GetDatasetContent

* ListChannels
« ListDatasets
» ListDatastores

* ListPipelines
» PutLoggingOptions

* RunPipelineActivity

+ SampleChannelData

» StartPipelineReprocessing

* UpdateChannel

» UpdateDataset

* UpdateDatastore

* UpdatePipeline
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CancelPipelineReprocessing.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateChannel.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDataset.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDatasetContent.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDatastore.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreatePipeline.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeleteChannel.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeleteDataset.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeleteDatasetContent.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeleteDatastore.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeletePipeline.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeChannel.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeDataset.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeDatastore.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeLoggingOptions.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribePipeline.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_GetDatasetContent.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListChannels.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListDatasets.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListDatastores.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_ListPipelines.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_PutLoggingOptions.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_RunPipelineActivity.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_SampleChannelData.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_StartPipelineReprocessing.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdateChannel.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdateDataset.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdateDatastore.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_UpdatePipeline.html
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.

{
"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ABCDE12345FGHIJ67890B:AnalyticsChannelTestFunction",
"arn": "arn:aws:sts::123456789012:assumed-role/AnalyticsRole/
AnalyticsChannelTestFunction",
"accountId": "123456789012",
"accessKeyId": "ABCDE12345FGHIJ67890B",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-02-14T23:43:12Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "ABCDE12345FGHIJ67890B",
"arn": "arn:aws:iam::123456789012:role/AnalyticsRole",
"accountId": "123456789012",
"userName": "AnalyticsRole"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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},

"eventTime": "2018-02-14T23:55:14Z",

"eventSource": "iotanalytics.amazonaws.com",
"eventName": "CreateChannel",

"awsRegion": "us-east-1",

"sourceIPAddress": "198.162.1.0",

"userAgent": "aws-internal/3 exec-env/AWS_Lambda_java8",
"requestParameters": {

"channelName": "channel_channeltest"

.

"responseElements": {
"retentionPeriod": {
"unlimited": true

.

"channelName": "channel_channeltest",

"channelArn": "arn:aws:iotanalytics:us-east-1:123456789012:channel/channel_channeltest"
},

"requestID": "7f871429-11e2-11e8-9eee-0781b5c@ac59",
"eventID": "17885899-6977-41be-a6a®-74bb95a78294",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}

C}S2 CreateDataset &S MHESE CloudTrail 21 &= E04 & of| A|QLICE.

{
"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ABCDE12345FGHIJ67890B:AnalyticsDatasetTestFunction",
"arn": "arn:aws:sts::123456789012:assumed-role/AnalyticsRole/
AnalyticsDatasetTestFunction",
"accountId": "123456789012",
"accessKeyId": "ABCDE12345FGHIJ67890B",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-02-14T23:41:36Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "ABCDE12345FGHIJ67890B",
"arn": "arn:aws:iam::123456789012:role/AnalyticsRole",

CloudTrail2 AIE35l0d API 21 58 22 190
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"accountId": "123456789012",

"userName": "AnalyticsRole"
}
}
},

"eventTime": "2018-02-14T23:53:39Z",
"eventSource": "iotanalytics.amazonaws.com",
"eventName": "CreateDataset",

"awsRegion": "us-east-1",

"sourceIPAddress": "198.162.1.0",
"userAgent": "aws-internal/3 exec-env/AWS_Lambda_java8",
"requestParameters": {

"datasetName": "dataset_datasettest"

I

"responseElements": {

"datasetArn": "arn:aws:iotanalytics:us-east-1:123456789012:dataset/
dataset_datasettest",

"datasetName": "dataset_datasettest"”

},

"requestID": "46ee8dd9-11e2-11e8-979a-6198b668c3f0",

"eventID": "5abe21f6-eela-48ef-afc5-c77211235303",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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https://docs.aws.amazon.com/general/latest/gr/iot-analytics.html
https://docs.aws.amazon.com/general/latest/gr/iot-analytics.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://console.aws.amazon.com/support/cases#/create?issueType=service-limit-increase&limitType=service-code-iot
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/cli/latest/reference/iotanalytics/index.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_Types.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_Types.html
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aws iot get-topic-rule --rule-name your-rule-name

)

"ruleArn": "arn:aws:iot:us-west-2:your-account-id:rule/your-rule-name",

M HIAIXIZEAWS loT 242 S047t1 JEX| oA & £ U&LII? 195



AWS loT 44

"rule": {
"awsIotSglVersion": "2016-03-23",
"sql": "SELECT * FROM 'iot/your-rule-name'",
"ruleDisabled": false,
"actions": [

{
"iotAnalytics": {
"channelArn":
"arn:aws:iotanalytics:region:your_account_id:channel/your-channel-name"
}
}
1,
"ruleName": "your-rule-name"
}
}
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