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https://docs.aws.amazon.com/iot/latest/developerguide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/iot/latest/developerguide/monitoring-cloudwatch.html
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{"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Sexrvice": "iotfleet
hub.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/edit_trust.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html

Fleet Hub for AWS loT Device Management Fleet Hub for AWS loT Device 2| 7l0|=

MNEXFE I8t Fleet Hub for AWS loT Device Management

2|7 0l440 Thet 7|
2ol CHEt REAEH
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M|k

O| EHHAIME AL XHE 23l Fleet Hub for AWS IoT Device Management 2l O{
MHEE AJNEILICEH Fleet Hub 2 OHZE[F0|ME M0 AL XHE FTt6H
LIS 2|XHE I8t Fleet Hub for AWS loT Device Management B & =X

ob

« Fleet Hub for AWS loT Device ManagementOil A 2f4 2! =od B Z 5! Xhof

O| B0l = Fleet Hub for AWS loT Device Management €l O ZZ|7|0|Mo| 7|52 XS AFE3HE Al
SXE I8t HEJF & E|o] U&LICt.
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O] FAolHE ZHEHE Fleet Hub for AWS loT Device Management # 2|2 TtE & O 2o EHAE oF
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ol A

rr

ZEO| AH.

2

* Fleet Hub O ZE|7|l0|dE2 AtEEY H

AlE5ET| 10



Fleet Hub for AWS loT Device Management Fleet Hub for AWS loT Device 2| 7l0|=

X ¢ml Fleet Hub 22| Bt= 7|

21 Rl Fleet Hub 32| Bt 7|

-

Fleet Hub OHEE2|7|0|H2 2 O|S&LICt.

72 CHAIEE E7|0f= 228 & L ASA XH £40| X8 E ZE C|HIO|A SE50| TAIE
LICt &4 (attributes) % -'.:—A}% Eatste A2 MR XA &AL}

JP)

2. HO|X| 4E HlFol 2E ZE(Allfields)o M 232 E (Connected)2 MEHEILICE EECIR HF &
O| HIAE MXI0f falseE Q=23ErLICt

test app Dashboard US East (N. Virginia) ¥

Dashboard

B Summary = Device list | C | | Create alarm |
Total devices Total connected devices Total alarms monitored Total in alarm
4 Alarm widgets in the dashboard Alarm widgets in the dashboard

don't support filtering. don't support filtering

3. dMg s¥sto{H ZHM(Search)2 MEEILICEH AWS loT Cored| AZALIX| i 2 2 & C[HIO|A
ir

el #&2 X ol H2(ol cHE ZtMIEF L8 2 ZEl T EAE FEl ol HALE 35 FE| ol E A EstAl

Q.
X Hm S5 BE7|

O] Aol e ZHEHS Fleet Hub for AWS loT Device Management ZE £ TtE &= O 2§t EHAE oF
L& LICt

« CIHIO|A(AFE)E ZE&SHE AWS IoT Core H/Z0i| @42 El Fleet Hub OHZ 2|71|0| M.

+ Fleet Hub OHZE|FH|0|MHE A E HEHO| UE =& AHH.

»
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&
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https://docs.aws.amazon.com/iot/latest/developerguide/query-syntax.html
https://docs.aws.amazon.com/iot/latest/developerguide/example-queries.html
https://docs.aws.amazon.com/iot/latest/developerguide/example-thinggroup-queries.html
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P
A

=1 B

A

B Z4 5 AHAd

HH Fleet Hub & AAd

1. Fleet Hub OHZ 2|70l 2 o|S&fLCt.

2. BHcClHiola HEE Y2 x|™stcdH #HEIE YHELIch ZHEFEr f2|E Bte= ol o
8t X| £l the section called 3¢ #Imi /2| BHE 7] EHele HASIAHS. HEIE MAstx| o 2
27t &30 B ClHol20f M ELICH

3. 7|2 tHAIEE HO|X|oM BE HM(Create alarm)2 ME4ELICE

4. EAH X|E 7= (Build aggregation metric) H O|X[0| A 2|7} CH& 2 2l(Target query) OF2{od Lt
EbLt=X| &QlgtL|ct Z3! X|E &7 7 4(Configure fleet metric aggregation) Al o] Z= MEH
(Choose field) M0l 24Z2El(Connected)2 MEHEILICH AWS Z 2|8 Z == C|HIO|A T} AWS
loT Core0i| ?é'Elo-I =X 042 E LIEFHLICE EHE MEH(Choose field) HF0ll= AWS #EIH
ZE2 AWS loT E3! QIH Aol M 22X 7F 8t AR Mol HET) 23 E|o] U&LICH.

5. ZA 9% MEi(Choose aggregation type)ollM CH2 M & SHLIE MEHEILICH,

« Z|CH(Maximum) -- %|CH AHZt2 FA8hLICH

» Ji==(Count) - & 7+ & AL 2= FEELICH
« AH(Sum) -- EHE A2 FEELICH

o Z|A(Minimum) -- & AIZEE FEELICH

- W (Average) -- B A ZtS FEELICH

6. 7|2 MEH(Choose period)ollA], O HIFOIlM X8t BEE EE|HE ZH K& AlZtS MEiE
L|Ct.

Z 2! xX|E EA 74(Configure fleet metric aggregation)oll CHet A& o o= CSoF Z2& L Ch
Configure fleet metric aggregation
Choose field
Choose a searchable field from your device's data.
Connected v
This field is a Boolean field. True will be converted to 1, and false to 0, to help aggregate data
statistically.
Choose aggregation type
Choose how would you like your field to be aggregated. Different field types may trigger different
aggregation options.
Count v
Choose period
Choose the frequency on which this alarm will be based.
1 minute v
X ZE BHE 7| 12
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10.

11.

12.

CtZ(Next)2 MEdEFL|CE.

UAHZL 2 (Set threshold) I O[X|2| ... & mHOICH B2 E2|7H(Trigger the alarm whenever...) A
Mol ot SM & 5tLHE MEiELICH

« 3(Greater) -- A x|E U ROl xX|HE gt2 =& M ZEFLICH

o A 7Lt Z 3 (Greater/Equal) -- &A x| £ & 0| XIFHEl gtk 2Lt 3 2f2 =ote | =
%I-L_||:|.
= .

UAHIZE M (Set threshold) 0l = CHS T ZH& LI}

Trigger the alarm whenever...

Metric is
Define alarm conditions
Greater [o] Greater/Equal
> threshold >= threshold
Lower/Equal Lower
<= threshold < threshold
Than
Enter a threshold value.

CtZ(Next)= MESEFLIC

L

Ag At
orz|l=
= [A=
z7g
2 NI 2 (Alarm details) 44401 M B2 0|8 Q2istn Lol MBS QyatLict o+

(Next)= MEASFL|CE.

c [

I(Notify user) H 0| x| 2|
b= ZE|O| AFER7F 2 E
olHY =A E2E2 QlzdsrLct

or 2] - ME4ALEN (Notify -- optional) MlAMof| ZE 7 &M AEf

=
12l 0lHY S 0| 0|82 YBtLICt 0| SRS M &

H 2
[l n

7

0
-III

Z4E(Review) T 0| X|0fl A, 0|7 m|O|X|ofl A QI248t T E &HQIBtL|C K& (Submit)yS MEHSL
Ct. 7|2 CHA|EEZ EolZfL|ct.
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Total alarms monitored Total in alarm

Alarms 1
MyDisconnectAlarm violationCountAlarm

11 -

A Inalarm @ Insufficient data

disconnectAlarm

0
QoK
Mt BEO| MR HEE B 1% M 120 M Fleet Hub Z £ (Fleet Hub alarms)E 41&4
gt
Fleet Hub alarms Create alarm

-

(P show triggered alarms

Alarm name Status Latest update

MyDisconnectAlarm A_{'-_.[cﬂ'p_‘l_ November 17, 2021 18:20 (UTC)
disconnectAlarm @OK November 17, 2021 06:15 (UTC)
violationCountAlarm @ Insufficient data November 17, 2021 06:12 (UTC)

ClHO|A MR HE 27
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0| ZAM|oJ M= C|HFO|A 215 2 C|HFO|AO| CHEH M8 HME tHIE oFLH R LICH
NS Fe

« CIHIO|A(AFE)E Z&5HE AWS loT Core AH 0l ¢4 E! Fleet Hub OHZ 2|71 0] 44,
P

* Fleet Hub OHZ 2|7 0|4 S AISE ol A= ZHOl AHE.

E;
r|r

ClHtolA O &

Fleet Hub 2! O ZE2[7|0|Mof| 21216t 215 & A ml'do]| C|H}olA 1& (Device groups)0| A& L
Ch. C|HFO|A & (Device groups) HO|X|0{ = Fleet Hub & OHZE[#H|0|MQ| 2 E C|H}O|A T EO| L}
HELICE ClHO|A &9 ME HEE E24™ I8 O|&(Group name) @M £ ClHIO|A OE2
MEASHL|C.

CIHFO|A M5 HE 7| 14
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test-0119 test-0119 Device groups US East (N. Virginia) ¥

Dashboards q
Device groups
Device groups L @
Job: Group name Parent group Group type Query Group description Created at
obs
LightBulbs - _S__t_qgi_c__g.fggg - - March 11, 2022 18:59 (UTC)
Fleet Hub alarms
MyDynamicThingGroup1 - Dynamic group attributes.wattage:75 - October 17, 2021 22:15 (UTC)
MysStaticThingGroup - Static group - - March 11, 2022 18:49 (UTC)
MysStaticThingGroup2 LightBulbs Static group - - March 11, 2022 19:01 (UTC)

English (US)

Logout

ClutolA T & MF HE

ClHtolA O & M5 HE (Device group details) HO|X|0fl= MBS C|HIO|A O Eof CHEE HEIL &
o A&LICH ClHto|a o] ME MEE Eed™H xxx2| C|HFO|A(Devices in XXX) AlAMo| C|HO|A O|E
(Device name) G0l A £ C|HIO|AE MEHFILCY.

ClHROlA M2 HE 27| 15



Fleet Hub for AWS loT Device Management

Fleet Hub for AWS loT Device 2| 7}0|=

test-0119 Device groups MyDynamicThingGroup1

MyDynamicThingGroup

Group details
Name
MyDynamicThingGroup1

Created on
October 17,2021 22:15 (UTC)

View on dashboard | ’ Run jobs

Group type

Dynamic group

Query terms

attributes.wattage:75

Devices in MyDynamicThingGroup1 (2)
Q
Device name

MyLightBulb1

MyLightBulb

Groups in MyDynamicThingGroup1

Group name

CIHIO|A M8 HE
C|HFO|A M HE (Device details) H O|X|ofl=

® Note

ZCI0|HE 7} AWS loTol| 4Z2%E [ AFE
G AO|M 'AFE' o] @14 MEIE

1 &
MESH Clutol|Aof| CHEF HE 7 S0 U&LICH
O|§1 CtE ZEI0|¢ME IDE M8st= d2 £ 2
er&LCtH
Ls H

Details
M5 X & (Details) AMof= C|HFO|A0f CHEF CHS HE 7| LIS Ql&LCH.

CIHFO|A M5 HE 7|
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C|HtO|4 O|&(Device name) - C|HFO|AE LIEIHLHE A= 2|24 0] OIF ULICH REAIEF LIE2 X

LEC|IE AH850d AtEE ZElstE B HE HEotM 2.

AHZE ®E(Thing type) - C|HIO| AL KA E ALE REULICH AFE RES AL85I0d AIZE RS0l S
Ut DE Ar20| SSE HEE MEE =+ UELICH RAE I82 AtE 78 MdE HZotMe

OF X2 44 EF AR Z (Last connection timestamp) - C|HFO[AZF AWS loTO| OFX |2 2 Q4K
2 [Ho| Et AT QI |C},
3% 7ts 8t C|HFO|A 23 (Shareable device link) - A4E4$H C|HFO|A Q| C|HIO|A MIE HE (Device

details) H|O|X|& 7t2l7|= SR 7tsE @3 YLICH

_

OFx|2F 4 4 Elf(Last connection status) - AWS loT0{| @1Z4E!l C|HFO|A Q| @473 AENQILICE. C|H}O|
A7 HAAE|0] U= BR U2 truedL|CH HAAEIX| 2 B ¢ falsedLICt.

¢4 3liA| O] (Disconnect reason) - C|HFO|A 24Z40| SH{A|IE ol &L

1 El O|0|E

%l Cl|0|E{(Reported data) MMoilE ClHto|A Q| B|XK|AEE| HI0|E], CIHFO|ALC|HIO|A M O

O|E, At2 2 &0l CHer WE7F S0 U&LICH

- C|HtO|A EE=(Device fields) - AWS loT 2 Q= Ao 4= ClHIO|A Q| QIEAFE TE LTt KtA
I o

L8 2 23 QlE Y #EE HRetMR.

C|HFO|A AHE 2 (Device shadows) - C|HFO|A QL Q1A= MEQIL|CH C|HHO|A MER0s HHE
Xl ote 2chA M2t BHE MER7I 25 ZEE &= UL ClHO|A AHE <0 2H5 REAlIE

LS - =2

LHE & AWS loT C|HIO|A MES MME R X 5HA2.

9F 94Z4=I C|HFO|A 2= QILICH C|HFO|A I of= A

o
= UELICEH ZHMEE LHIE2 B ALE DS S™M AIE
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JES
A2 OED SHAE ZL—-OI R xY

CIHO|A MIE HE 27| 17


https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-types.html
https://docs.aws.amazon.com/iot/latest/developerguide/managing-fleet-index.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-device-shadows.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-groups.html
https://docs.aws.amazon.com/iot/latest/developerguide/dynamic-thing-groups.html
https://docs.aws.amazon.com/iot/latest/developerguide/dynamic-thing-groups.html
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2
104

£d(Jobs) M Mol = C|d}
2E ZEstoqd 2hdol cHet 29f
|.

Hub for AWS loTO| A &

M A% F01 D E 50| EAIFLICH 2 Bdolls CHY U et &
X

o =
SEE EAlStE MF EE HO[X|[7} U&LICH REMIEF LIE 2 Fleet
. 2

Defender X| &

Defender X|E(Defender metrics) Al440f= $4XH ME4FH C|H}O|A 2 A E AWS IoT Device
Defender X|Z 7} ZA|IELICE EA|El X|E C|O|EHHE AFE 504 MEHEE 7[7F SS9 ClHIO|A 42 Al
z+3le = Q& LICH Fleet Hub OZ2|710|440{| M Defender X|E C|O|E{E 2 24™ Fleet Hub #2Z|X}F7}
MHx| MEHSE C|HFO|A QL @4ZZEl AWS loT Device Defender X|EE M%dsHof gHL|C}. C|dHO|A0] CHEH
AWS |oT Device Defender X| £ & 4 & MA5t= S0l CHEF REAMIE LI 2 ALE R XIH X[ E, C|

HO|A & X|%, 2EI29E 5 X EE HZESHAMR.

loTFleetHub > Devices > MyLightBulb1
MyLightBulb1 [ runjobs |
Details ‘ C

Thing type Last connection timestamp
- March 29, 2022 2057 (UTC)

‘‘‘‘‘‘

nnnnnnnnnnnnnnnnnn

Mar29 Mar 29 Mar 29 Mar 29 Mar29 Mar29 Mar29 Mar 29 Mar 29 Mar 29 Mar29 Mar 29 Mar 29 Mar 29 Mar 29 Mar 29 Mar23

S} 2[gh(Behavior violations) AlMoi= $4x MEAEF C|HEO[A QL @A El QIE A El AWS loT Device
Defender & X| 2[gF CO|E{7} EA|ELICH S& 2|8t C|o|E o= {8t X, ot x| 2| AlZF 2! O]
of QJdt X|E Zto| & E = UELICE Fleet Hub OHE 2|7 0|0 M S&F 2f8t oo
Hub #2|Xt7F 2o = 2 Zloi A AWS loT Device Defender S&F 2Jdt2 MAst T Z3! Q1= Aol A
AWS loT Device Defender ?|8t2 T 4350k ELICk. AWS IoT Device Defender 2ot = 2 Zloj| A S &

I
o M
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u
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(0]
]
—

0
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https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-technician-job-templates.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-technician-job-templates.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-jobs.html
https://docs.aws.amazon.com/iot/latest/developerguide/dd-detect-custom-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-admin-fleet-indexing.html
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Qlute MXste ghedof cHet XEMISH LI 2 AWS IoT Device Defender ZH X |E & ZE5HMI2. AWS loT
Device Defender |t 7143 gheHof| CHEE REMIEH LI 2 Fleet Hub OHZ 2|7 0|Ad0] CHEH Z2! QI A

|t ALE QIE Y E[E B X stA 2.

#el 2 EHE

Fleet Hub for AWS loT Device Management2| #2|E AF&3}0
L} 2 & Q&LICH 2E AWS #2218 ZE A SAXHEH 2 IEICIOIE &40 2E &M
FIE| ZEIZ AIE = UYUELICH AWS loT £3! 2IHAlE A8 5}0d the section called “ZE"0] EAHE
M35t 7| |l MRXP Ho| e E Myg s AaLIch E3 eI=Alof CHE XEMIEH 2 EE

] |-'—||:|P |A Z2l0| AlE 2E S OHE A
I o

« CHAIEE 27|

- ZIE{E ME35lo] FE| BHE T

CHA|IEE E 7|
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https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-detect.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-admin-fleet-indexing.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-admin-fleet-indexing.html
https://docs.aws.amazon.com/iot/latest/developerguide/managing-index.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html
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Dashboard
‘ B Summary | i= Device list | @] || Create alarm |

Total connected devices

40 -

Total devices

Total alarms monitored Total in alarm

2 1

Disconnect reasons

There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for
help.

Alarms 1

test-alarming-alarm test-ok-alarm

40 40
A In alarm @OK

Device types

There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for
help.

Device groups

There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for
help.

ClHtOlA& S5

C|HtOl& == (Device list) 27]0& &5!2| C|HtO|AE LIF st El|o|=0]| ZAIELICEH O] Eo|Z0l=

S50| Zf C|dtolaof CHE CHE HE7H R AIELICH

« C|HIO|A O|&

« ClHtolA 0| 212 &EY

« ClHtola ol obx|ef dZ0] CHEr Bt ARHZ
- AZE[X| pf2 ClHto|A 2| B2 21Z40] Zo{Zl

« ClHtO|&o AtE R E

« C|HIO|AQ| AIE O F

M|k

3 IR MHI2OIA AFBR7H MAIEH AL

CHAIE=E E7|
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Devices (40) Export current page | ‘ Run jobs ‘

1 @

Name Thing type Thing groups Connected Last connection timestamp Disconnect reason
waterSensor2 - pennsylvania, surface-sensors ® false

waterSensor17 model-1
waterSensor11 model-1
waterSensor8

waterSensor31

waterSensor16 model-1

I O|X|ofl EA|E C|HFO|AE ZF = CSV AU E T2 ZE=5c{H ClHtO|A S50 M TA 1 0] K]
LHELHZ|E MEfgfL|ct S 5ol o] X[7t D74 %l Z< 2dXH | o|X|ofl EA|E! HIO|E{EF CI2ZEE|T
CtE mH o|X|e| o|o|E = Ct2 2 EE[X| ef&LICH

0|

2| & ZEE AFS5H0d A Hl| E7[0i M 29 ClO|EE M5t C|Ho|A S F 0 LtEtLL= CIHIO|
A 8 £ = UaLict F2| & ZEHE{E AFE35t04 E3/9| ClHIO|A0f CHEE 2Ot A2 HMEE A
= ol CH 8t REMIEH LI 2 the section called “F 2| A" BHE R ZFHM2.

ZEE At&Estoq #e| BEFE7|

0| &A|0{ M= Fleet Hub for AWS loT Device Management #H 2|7} 2S5t ZE{E AIE35t04 2|2
OtE &= o 23t BHAHE otLiErLICt.

Z{ICIE MESI0{CHAIEE 22 L S5 H7|of EAIZIE CIHIO|AL| 2t RYE Mo{& = WU&sLICH
AWS Z2|E Zic AKX ZHE U AWS loT E8! QIHA O] QIHIAEI HO|E| AA SAE A5
0 2|2 ZERELICH Z3! QI Ao CHE RFMIEH L2 Z5! QIEA S HXSHMIL.

el Z|9EE FIHE £ U&LICE 7|12 AM Jtse 2E Eeol M8FELUCH E£8F 7|fEE

= o
e FElof MEE = U= EE MEGEINE 7IEL 2 HLHELCH

CHS MMolME LEFMQl #2|E ddote ol et BAHE dEE LI

F 2| M
Cl= EHAOME LetxiQl 2|2 MMste i st
MH =7
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Example

CHS CloudTrail 21 852 CreateApplication XFdoi CHet ME S LIEFALICH

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "principal-id",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/test-user-name",
"accountId": "123456789012",
"accessKeyId": "access-key",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "principal-id",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-12-04T19:59:53Z2"

}
}
},
"eventTime": "2020-12-04T20:02:3872",
"eventSource": "iotfleethub.amazonaws.com",
"eventName": "CreateApplication",
"awsRegion": "us-east-1",
"sourceIPAddress": "72.22.186.61",
"userAgent": "console.amazonaws.com",
"requestParameters": {
"applicationDescription": "Test application description",
"applicationName": "Test application name",

"clientToken": "c9bc7f45-3737-4ee9-9b0f-5delaabl69b2"
},
"responseElements": {
"applicationUrl": "https://application-id.app.iotfleethub.aws",
"applicationArn": "arn:aws:iotfleethub:us-
east-1:123456789012:application/application-id",
"applicationId": "application-id"

on
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},

"requestID": "5456304e-31c5-4336-9bbe-a375e3728eee",
"eventID": "9ffb5d72-9267-4f4e-88e6-d26051133c8c",
"readOnly": false,

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

(19
Yl
12

[ R4R

Pl
b
0l
02

71 of| A 49

I'
0


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
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https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
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https://aws.amazon.com/about-aws/global-infrastructure/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/service-role/AWSIoTFleetHubFederationAccess$jsonEditor
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JSON

"Version":

"Statement":

{

"2012-10-17",

[

"Effect": "Allow",
"Action": [

"jiot:DescribeIndex",
"iot:DescribeThingGroup",
"iot:GetBucketsAggregation",
"iot:GetCardinality",
"iot:GetIndexingConfiguration",
"jot:GetPexrcentiles",
"jot:GetStatistics",
"jiot:SearchIndex",
"iot:CreateFleetMetric",
"jot:ListFleetMetrics",
"iot:DeleteFleetMetric",
"jiot:DescribeFleetMetric",
"iot:UpdateFleetMetrxic",
"jot:DescribeCustomMetric",
"iot:ListCustomMetrics",
"jot:ListDimensions",
"iot:ListMetricValues",
"iot:ListThingGroups",
"iot:ListThingsInThingGroup",
"iot:ListJobTemplates”,
"iot:DescribeJobTemplate",
"jot:ListJobs",
"jiot:Createlob",
"jiot:Cancellob",
"iot:Descxibelob",
"jot:ListJobExecutionsForJob",
"iot:ListJobExecutionsFoxThing",
"jot:DescribeJobExecution",
"iot:ListSecurityProfiles",
"iot:DescribeSecurityProfile",
"iot:ListActiveViolations",
"iot:GetThingShadow",
"iot:ListNamedShadowsFoxThing",
"jiot:CancellobExecution",
"iot:DescribeEndpoint”,

AWSIloTFleetHubFederationAccess
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"iotfleethub:DescribeApplication”,
"cloudwatch:DescribeAlarms",
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics",
"sns:ListTopics"

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:DeleteTopic",
"sns:ListSubscriptionsByTopic",
"sns:Subscribe",
"sns:Unsubscribe"

1,

"Resource": "arn:aws:sns:*:*:iotfleethub*"

"Effect": "Allow",

"Action": [
"cloudwatch:PutMetricAlarm",
"cloudwatch:DeleteAlarms",
"cloudwatch:DescribeAlarmHistory"

1,

"Resource": "arn:aws:cloudwatch:*:*:iotfleethub*"
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https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexrvice": "iotfleethub.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
},
"ArnLike": {

"aws:SourceArn": "arn:aws:iot:us-east-1:123456789012:*"
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-jobs.html
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"applicationSummaries": [
{
"applicationId": "68d0603a-66c9-43bf-b93f-a90e7ee5cf76",
"applicationName": "test_appl",
"applicationUrl": "https://12ad0603a-66c9-43bf-b93f-
a90e7ee5cf76.app.iotfleethub.aws",
"applicationCreationDate": 1698174116,
"applicationLastUpdateDate": 1698174117,
"applicationState": "ACTIVE"
b
{
"applicationId": "b6198497-cd5b-400c-9b82-1c82b69chbb6C",
"applicationName": "test_app2",
"applicationUrl": "https://c6198490-
cd5a-400c-9b82-1c82b69cb66¢c.app.iotfleethub.aws",
"applicationCreationDate": 1684355213,
"applicationLastUpdateDate": 1684355214,
"applicationState": "ACTIVE"
}
]
}
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» CreateApplication

» DeleteApplication

» DescribeApplication

« ListApplication

 ListTagsForResource

« TagResource
» UntagResource

» UpdateApplication

Fleet Hub2| 7|£ 7|52 FU0|H 2 &0 M o{EH AMLE = U
Lt27?

Fleet Hub= AWS loT Device Management 7|52 At83to TR CEnt 242 7| ZLIEHE & 22
7158 MEBELICH ol28t 7152 25 Fleet Hub OHZZ|70|M IR M AL E £ Ql&LICH AWS
loT Device Management 2& LH0oi| 2] /2 HIZL|A @F AEE X[H5H7] Ko A& HMAE

= A& LI

3 A7 Mef 29

M|k

Fleet Hub CHAIEE & 10T E3/2| A4 ”EH% HE MF HE A ofefLch 72 I 44 5
ME ClHfolA 2t 44 M| El ClHto|A 2| HIZE 944 sl O|REZ Ho{ELICH AWS loT 2

Fleet HubOll A 444 El IAM Identity Center AF&XFE AtA|5HE4T o E AH| SH{ok 6tLIR? 65


https://docs.aws.amazon.com/iot/latest/apireference/API_iotfleethub_CreateApplication.html
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