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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/
https://aws.amazon.com/getting-started/tools-sdks/
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
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1. oA 20t ELICFAWS Management Console
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https://aws_account_id_or_alias.signin.aws.amazon.com/console
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https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/console_account-alias.html#CreateAccountAlias
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python3 -V

pip3 --version
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Windows
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Linux

Ubuntu0il PythonE A XI5t24H CHS sudo BE S A-ELICH
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customers' gateways via LoRa loT Core using LoRa Basic loT Core Rules Engine to
communication protocol. Station protocol over other AWS services

Secure WebSockets
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1. ZIQ8t M C|HIO|A L LoRaWAN HO|ES|0|E MEHSFL|CE.

AWS It E L4 C|HIO|A FIEF2 20{&= AWS loT Core for LORaWANO| AI2E 4= /= HO|EQ|0
ek RF ZIETF T8 |0 U&LICH REMIEH LIS 2 AWS THE L] C|HO|A FHEFZ T10{| A 2 3HE

O|ESO| ALE EHHE B ESHAAIR.
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2. &M C|H}o|A 2 LoRaWAN H|O|E|0|Z AWS loT Core for LoRaWANO]| F7}+&fFL|Ct.

AWS |oT Core for LoRaWANO{ 7HO|E9{|0| &! C|HIO|A 1A MHE BlAAE HHSF|
Core for LoORaWANO{ M C|HIO|A 2! LoRaWAN HO|EQI0|E F7I5tE Widof
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3. AWS loT Core for LoORaWAN £ F M tAdstL|Ct.

AMEZ AWS loT Core for LoRaWAN £FME A|ZISHM 20210 WAoo Z OtENM|2.

AWS loT Core for LoRaWAN %t & &4 ~


https://devices.amazonaws.com/search?page=1&sv=iotclorawan
https://github.com/aws-samples/aws-iot-core-lorawan
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CHE 2lAA = AWS loT Core for LoRaWANO] CHEF REAIEH LI Al Bidof CHal & &6t ol ==
o| ElLCt.

« AWS IoT Core for LoRaWAN A|ZF5}7|

CHS SY42 AWS loT Core for LoRaWANS| 75.F Hredofl CHaH A4245t0d AWS Management
Console0i| A LoraWan #|0|E®||0|& F7t5t= ZEMAE HLAELICEH
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AWS loT Core for LoRaWANO| HO|EQ 0| 2! C|H}Oo|A ¢4

AWS loT Core for LORaWAN LoRaWAN(XM T2 H7HE| e HERXF) C|HIO|AE @145t &2
g5 UL E X|H5HH LNS 7let & 2do| 2o M2 thAELICH & 72l WAN(LoRaWAN) C|HHO|A
HO|EQ 0= AWS IoT Core for LORaWANS A& 35104 AWS loT Core0fl 1Z23E = &Lt
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ClHtO|A, HlO|ES)O|, =2 u}l 3l CH4bof CHSt Y =

AWS loT Core for LORaWANE A|Z St S|AAE MAEH7| ™oi C|HIO|A, HIO|EQO| L CHAMo| &
H FEE 18{stMI2.

AWS IoT Core for LoORaWANS £ C|HIO|A, HO|EQ0] & = 2 upoi CHal MAIS 2lAAN IR
IDE SEELICH I8 2IAAE B &7 AlE 4 QT = glaA0] Hof FRIMQI 0SS XWE
= A&LICh ClHtolA&, Ho|EQ|o], Z2ut I CHE 2 AWS loT Core for LoORaWANO| F 71517
Mol o &A #ElE & UEE 0|2 XM=Y o
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https://www.youtube.com/watch?v=6-ZrdRjqdTk/
https://iotwireless.workshop.aws/en/
https://d1.awsstatic.com/whitepapers/LPWAN-connectivity-with-AWS-IoT.pdf
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B8t QIFEE HAIX|= CHE AWS AMH|A0 ofal &H A EIX| 2t 2 Hale
LoRaWANO|| =& &FL|Ct AWS loT Core for LoORaWAN AWS Lambda &=
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Z& QI H Oo|A EE= APIE AF275104 LoraWAN HO|E O] & C|HIO|AE FIIE = U&LICH AWS
loT Core for LORaAWANS X AIE35le A2 2£8 M85t /Aol E4LICH 24 QM olas &
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(® Note
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« AWS IoT Core for LoRaWANO{ C|HIO|A 2E &

AWS loT Core for LoRaWANO| HO|EQ0| 2E &

AWS loT Core for LORaWANE XS At 5ttde B 2£2 AE35104 & Hmi LoRaWAN HO|EH
O| & C|H}IO|AE FIIE £ U&LICH

@® Note
HEZ2| HES|3E A&35t0{ LoRaWAN LC|HIO|AE SEtRE0f 5= B2 H0IES
ol 2EES ?j 4% = U&LICH RtMIE LHE 2 T E 2] LoRaWAN C|[HIO|A HE {301 M
LoRaWAN E 2i= #2|(Everynet) EHHE R X AAI2.
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+ AWS loT Core for LORAWANO|M AFE = = HO|EHOIE AFEEILICE ole4Et HO|ES ol
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AWS loT Core for LoRaWANO] H|O|EQ|0| 2EE:

. EI4 Cfod e TR{stn LR IAM A 57|

« AWS IoT Core for LoRaWANO{ 7| O|E 0| F7}

« LoRaWAN H|O|E?{0|E Zdstn 2Z HEHE & QITrLICE.
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https://doc.sm.tc/station
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F ot Y MEIE TE{5t T ERFHIAM g F7t

AWS loT Core for LORaWANO HO|ES0|E& F7I5t7| o HOIEY 0|7} 2t 58 a2 Ciedg 1
245t HO|ESIO0|E AWS loT Core for LoORaWANO| 9425t O| ZR 8t IAM Q&2 F7t5tE 20|

E&Lct

® Note
ZE£E AL85101 H[0|ESOIE FIIete B2 2&0M AE d&2 =50 HREH IAM
grg MAMEHCHS ol BB HULE £ RlALICH CLIE AL83tod HOIER0|8 BtEE Z20f
0 =

|24t EFAlE +~=sHok & LICH.

Ho|ESo] X C|HIO|A 2ZEE /8 LoRa Fut4= CH MEH 1

AWS loT Core for LoRaWANE EU863-870, US902-928, AU915 2! AS923-1 T it CHAUS X5t
Cll, ol CHo| Ful~ | & EME X|steE F 7ol EEIM2 2 EXistE HOIEQO| & CIHFO|A
L

Jllll I'

£ st ol A8F = A& LT EUBE3-870 & US902-928 I:H°—4.S etro 2 R SOjoM Z
Zt A ELICH AS923-1 LR YUtdoz 5 KA, U, A7LZ 20 AFSELICH AUI15
= 250 of=HE|Lto| M AAZELICH S EIE EE ;7+01|H At && Fubs cHodof CHEt RhAlIEH LY
82 LoRaWAN® 2|7 mEtO|E{E HESHAMIR.

LoRa Alliance= LoRa Alliance EAtO|ENM CIR2EEE = U= LoRaWAN ALY 2 2|7 T2t O] &
A‘IZ 71|/\|°*I_IEP LoRa Alliance 2| Zt2t0|E = S[A 7 siE 2™ E= St AHSE =t CH
HMsteE ol =20 ElLICE AWS loT Core for LoORaWAN F It CHd 21342 2| mi2tO|E] A
o M& At 2 [HELICH ol248r 2™ mhet0lE= AFd, otk 2 o|Z(ISM) CHIol| HH ZHE
= 220 & F4M oetole Hge 2 D88 E U 7™ £ B "2t M& JtsEt
T8 2F MEE F5t=X| =elsteE [ol E&5LCH

CUPS(Configuration and Update Server)7t HO|ERQ|0| A}H ZHE #Elgd = U IAMEEE F
7bEhLct.

0| M%toi M= CUPS(Configuration and Update Server)7F HO|EQ0] A} 5HE #Eg = U E
IAM Q&2 F7tst= 2ol cia AHELICH LoRaWAN HO|ER0|7F AWS IoT Core for LoRaWAN
ol HAAE AL5H7| Tof ol MR E s> LICH J2{Lt of 2fd2 3t 1B 5t ElL|CH

CUPS(Configuration and Update Server)7} HO|E90| Xt EHS &2 = AT E IAM JE S F
7bErLct.
1. |IAM Z2£0| U F{EE 1 dg s MEFL(C
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https://lora-alliance.org/resource_hub/rp2-101-lorawan-regional-parameters-2/
https://console.aws.amazon.com/iam/home#/roles
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2.

©® N o g & w

10.

11.

loTWirelessGatewayCertManagerRole @& & o|0| F
o

| 7
IoTWirelessGatewayCertManagerRoleS @/248IL|C}

M 1ol loTWirelessGatewayCertManagerRole @18 0| lom ZQ 5t IAM &S 2 ELu
Ct. HiE X2 T2 5+ U&LCH
AM A2t H|of o™ TR EHIAM HE 0| gie JLICH MERIE H &5t 52
AME[E £ Qe AEE| R MEH(Select type of trusted entity) A CFHE AWS A1 S MEHEHLICE

AHE DO AWS AH"H IDE =8 = CFS: HEhe MEigfL/ch

o
Iu}

Z4A ArXFoll AWSIoTWirelessGatewayCertManager2(E) 238

N

AH
AM 410l S E 0 AWSloTWirelessGatewayCertManagerch= Hag MESEFLICEH
Next: Tags(CHS: Ef1)E MEHEH & Next: Review(Ct3: AE)E MEEHLICH.

o438t 0|0i IoTWirelessGatewayCertManagerRoleS 248t C}3 48 MM S MEHEL|
Ct.

ol

A <

ok
o
e

Zl5t24H &2l M A| X0l M loTWirelessGatewayCertManagerRoleS MEHEFL|C},

J

2 2F(Summary)0oil A AlZ| ZHAH|(Trust relationships) 1S MENSH CIS Al 2| 27| T E(Edit trust
relationship)2 MEHErLIC},

HH MM Principal §d& CHS M AIME HEELICH

"Principal": {
"Service": "iotwireless.amazonaws.com"

+

Principal £4& HEs F oA G EM7F CHS oAl 22 FA{olo{ofF &Lt

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iotwireless.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {}
}
]
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12. HE A S MEstn SE5te{H AE HE A0 0| E(Update Trust Policy)& AEHEHLICY.
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AWS loT Core for LoRaWANO]| HO|EQ 0| F7}

rH
>

L= CLIE AF235104 AWS loT Core for LoORaWANO| HO|EQ0|E F It £ Q& LICH.

HO|EL0|E F7}5t7] Mol AWS IoT Core for LoRaWANO] HO|EQ|0o] 2E o] HO|EQ0IE 28
25t7| ™of| Gl 28 @42 1edstE Zdo| E& L.

HO|IEQIOIE XS F7I5lE B 248 AME5tE 0| E4LICH CHAl CLIZE AFE35to{ HO|EH0|E
Z7}t5t24 HO|EQIO|7F AWS IoT Core for LoORaWANO] @128 4= QIE & ZIQ 8 AM &2 MM
Sflof gfL|Ch g A Eedof CHet XhA[EF LI CUPS(Conflguratlon and Update Server)7} H|0|E

—
Aol xtH EHE elgd = UES IAM B2 FIIELICH HEE XA L.

Z &S AL835to] HO|ES0]| F7¢

AWS loT & 2| AWS loT Core for LoRaWAN Z7H(Intro) H|O|X| 2 O|S35t0{ A|%5t7|(Get started) &
MERSE CHZ H|O|EQ)| 0| F7HA gateway)E MEARILICH HIO|EQ|O|E o|O| F7tet B2 HOIES
O] E7|(View gateway)S E5t04 F7}8t HO|ES0|E SLICt HOIESIOIE H F7t5t2{H H0|E
o] Z7}+(Add gateway)E ME4ELICE

1. HOIEQO| M7 HE & Fut O] HE |

e}
o

HOIEQ0| ME HE (Gateway details) EH4 2 2l
¢ 2 ClHo|A 74 of[o|E{of CHEF HEE NS ELICtH
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7 A O|EQo] ClHO|AC| EUI(EE IR &!t':‘XI-)o'L—lEI- EUIE= LoRaWAN HIE|Z oM H(O|
EQ0|E T R/35tH Al¥stE coeesoffff29df10at 22 16KIE] WA I EQ/LICE Ol HEE
Ho|EH o] 2o et Ch2H HO|ESO| ClHtO|A = AHE AYEMUIM &2 & A&LICH
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https://console.aws.amazon.com/iot/home#/wireless/landing
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(@ Note
HO|ES|o|e| EUl= HOIEQO| C|HIO|A0 QM E|0] UE £ UE Wi-Fi MAC =42} C}
EL|Ct EUI= HOIERIOIE 1 R35HH AlH3SI= EUI-64 EES 27| E0i CHE AWS
HAHYE L 2| AL E 5= giaLICt.

« FIt= CiA¥(RFRegion)

HOIEHNOle| Fut CHAULICH HOIEXNO|7F X|Hst= Ao AHOIERO|7F E2[Me R 24436t
= 27} L& 2|30 2k US915, EUS6S, AU915 SEE= AS923-10{| A MEHSH 4= Q& L|CH CHIo

CHEH Rk LSS HI0IE 90| & CIHHOIA 4742 I8t LoRa F T4 THOY M= 12 EHIE 2

M.
F4

HOIES O] 7+ Cllo|Ef XIE(MEY ALY)

-

2.

Olzf3t WE& M=) Abgolnd AlO|= 90| U ahT T Aol Tt £7}t HEE MBste ol ASE 4

- 7[O|ESO|o| O|F, ¥ L e

Olzi#t Meix] Weo| HEE M AlAHO| 248 T4t D MBsts Wol mat MBELIC
L A8 sHod Ao/ =Rolol ChE HEE MB 5T,

[==|]
O|EE HOIEH OO0 X|H5tn, MH ZEEE Al
as AI-9-3}04 HOIESolod CHEr TIEtH|O[E{ 2| 7|-gf Wo1E FIHE = Ql&LICH El&4 OlF
XIE 2 Aol Cet APAIEH LIS 2 AWS loT 24 2la4 HH g XML,

- o9 tHiE 3 ZE{E A28 LoRaWAN 74

MM 2 | oRaWAN 743 HIOIE{(Of: ALR StEdE 5191 e, E24T 282 Mofd 4 ol I
EN)E XIME 4Z gL of A& MolAs ol BES ZU4E 4 laLic AHAlE
E9jolo] 59| e I TEZ V|5 T4 S AT AR

AWS loT AIZ2 2| M 048 E K|35t 0|2 HIOIESO|2 A ZAEFLICEH AWS I0T2| AFE 2 AL 5}
M CIHIO|AE O &AH AMstn #2lg = UESLICH HO|ES ol AFE S 2145 Ho|ES0|7t
CHE AWS loT Core 7|s0i| M AE £~ l&LICE

4. HO|ESO| QB BHEV| L CIREE

HOIES|O|7F AWS loT2t OHHSHH EXIE = U E 7 O|EQ0|E 215352 LoRaWAN HO|E
Qlo|7h = ztolY! 7|2t Q15 MHE AWS IoT Core for LoRaWANOI| A A& ofF & LICH. AWS loTO|(7}H)
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X.509 EEE AMEst0{ HO|EH0[e] X}H BBE e = UTS HOIESO| ABEME dIE L

QI M M d(Create certificate) HE S 22I5t10 QIS LIUS CIREZEFLICH 0[R2 LIS Al
E

O|E9|0|E #/d5t= Ol AFEEHLICE.
5.CUPS 2/ INS Q= ZQIE EAl Ql QIEM CIREE

AWS loT Core for LoRaWANO 14 & AHEE M LoraWAN HO|ERO|= CUPS EE= LNS IE X
ClEof edZatoF B LICt CUPS HIEZQIEE 7 EE|Z MSSEE CUPS AIEEZQIEE AI8F
= Zd0| Z&LICH AWS loT Core for LoORaWAN IEZQIE O| AZE|MHE & QI5H7| 23 HOIE 0|
= Zt CcUPS & LNS =2 QIE0of CHEH AlZ| QIBME AFSEFLICH.

EA HEZ 22!5t04 CUPS L LNS AEZQIEE SAISH SLICH LHSof HO|EQ0IE A& I
Ol ME7| TWstLCt MH AR QIZSMCIREE HES 221504 CUPS 2! LNS 9Il=EZ QIE o] CH
5t AME| OIS ME Ch2E 8L Ct

6. HO|EQ| 0| Hstod CHEH IAM 38 AMAd

CUPS(Configuration and Update Server)7t HO|E|0| A} &
IAM &2 F7}8loF g LCt.
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® Note
Ol EtAME loTWirelessGatewayCertManager 23&t2 AAgtL|C} o] A& olO|
MMEMCHHE o] BHAHIE HALE &= U&LICH LoRaWAN #|0|E9{0|7 AWS IoT Core for

LoRaWANI} AZE Al 5t7| Toi| O] 2 4ES sl ok 5, B B =5t FLICH

&0l CHEt loTWirelessGatewayCertManager IAM 2482 M45t2{0 g M4 HES 2L
Ct oJgto| o|Ol EXY B2 E&CH2 S50 =Lt
M&g 28&Istod Ho|EH o] Y-S 2tz ELICH

APIE At&7st0] HO|ES 0] =7}

AP| EE= CLIE AtE5t0 X{Z2 2 HO|EQ0|E F7t6te B2 loTWirelessGatewayCertManager
IAM &3& g F7t8l{oF HOIE 0|7t AWS loT Core for LORaWANZ HZE 4= UELICH AE Hd &
ol CHS REMIBH L& 2 CUPS(Configuration and Update Server)7F HIO|EQJ0| X194 EHE & 2|&

T UATSE IAM HAE S FILEILICH B E A RSHA 2.
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CtE SS50ME LoraWAN HO|E90] 7}, HH|0|E EE= AfK|2t Fdst= API &Y
off el &Lt

rk
o

EEREE

AWS loT M Ho|Eg|o]of CHEF AWS loT Core for LoRaWAN APl &4

» CreateWirelessGateway

» GetWirelessGateway

 ListWirelessGateways

» UpdateWirelessGateway

» DeleteWirelessGateway

AWS loT Core for LoORaWAN Z|AA A Ol T2l AIEE £+ e 2 L O {82 MA S5
2 AWS loT M AP| 2 X2 2 2 X 5HAM

!:_o

AWS CLIE AIE35l0{ HO|ESI0|E F7I5t= &

AWS CLIZE AF8 735109 create-wireless-gateway HHOZ FM HO|ESO0|E HE & U&LICH CFHS of
MollMHE 744 LoRaWAN C|HIO|A HO|ES0|E BFHELIC HOIES0O] IBM X Z2H|X'E R4
SYHN Z2 FILME HEJF L8 E input.json IS MIE £ Q&Lic

® Note
097|0i T AIE!I CLI BH| sHE 5t= AWS APIS| HIAMEE AF83501 APIZ O| HXIE =&

= A&LCH

aws iotwireless create-wireless-gateway \
--lorawan GatewayEui="alb2c3d4567890ab",RfRegion="US915" \
--name "myFirstLoRaWANGateway" \
--description "Using my first LoRaWAN gateway"
--cli-input-json input.json

A8E = U= CLIof| CHEr REMIEF LIE2 AWS CLI A E X s5hMR.

LoRaWAN H|O|E%{0|E st 214 &EHE = lTLCt.

HO|ES|o| 44 MEHE = 2l5te{™ HO|ER0|E o|O| F7+5t1 AWS loT Core for LoRaWAN
o @1Z k[0 Qlo{0F & LICE HOIENOIE F7I5t= WHdof CHEr XHMIEH LH& = AWS IoT Core for
LoRaWANO{ HO|ES|0| =7} EtdE HESIAMS.
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessGateway.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessGateway.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListWirelessGateways.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateWirelessGateway.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteWirelessGateway.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/welcome.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/create-wireless-gateway.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/index.html
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https://iotwireless.workshop.aws/en/200_gateway/400_configuregateway.html
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https://console.aws.amazon.com/iot/home#/wireless/gateways
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https://console.aws.amazon.com/iot/home#/wireless/landing
https://console.aws.amazon.com/iot/home#/wireless/landing
https://console.aws.amazon.com/iot/home#/wireless/devices
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» CreateWirelessDevice

GetWirelessDevice

ListWirelessDevices

UpdateWirelessDevice

* DeleteWirelessDevice
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"Description": "My LoRaWAN wireless device"
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https://lora-alliance.org/about-lorawan
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessDevice.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessDevice.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListWirelessDevices.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateWirelessDevice.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteWirelessDevice.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/welcome.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/create-device-profile.html
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"DestinationName": "IoTWirelessDestination"
"LoRaWAN": {
"DeviceProfileId": "ab@c23d3-b001-45ef-6a@l-2bc3de4f5333",
"ServiceProfileId": "fe98dc76-cd12-001e-2d34-5550432dalo0",
"OtaaVl_1": {
"AppKey": "3f4cal@0e2fc675eal23f4ebl2c4adl2",
"JoinEui": "b4c231a359bc2e3d",
"NwkKey": "Q@1lc3f004a2d6efffe32c4edalsbed2bs”
},
"DevEui": "acl2efc654d23fc2"
},
"Name": "SampleIoTWirelessThing"
"Type": LoRaWAN
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https://docs.aws.amazon.com/cli/latest/reference/iotwireless/index.html
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» CreateDeviceProfile

GetDeviceProfile

ListDeviceProfiles

UpdateDeviceProfile

DeleteDeviceProfile

AWS loT Core for LoRaWAN Z|AA M Ol Zt2[of AFEE = e 2] L HIo|H 8o MA 55

2 AWS [oT £ API 2= E & X 5HAML2.
[e]|
=

AWS CLIE A-&3tod ClHto|& Z 2o}

AWS CLIE At235}0q create-device-profile W o2 M T 20l OHE £ Ql&LICt CFS oiAof
Me ClHHO|A Z2 Ut BHELICH.

aws iotwireless create-device-profile

Ol & AdstH FHCIHIOIAE BFE I AISE + A= IDZ CIHIO|A Z2 I UE XISz 4d
gfLICH O|X| ChE APIE AFE5t0{ AMH|A Z2 S BHE CFF ClHO[A A MH|A Z2 0 AUS ME
oto] 4 C|HtO|AE BHE = /U&LICH

{

LoRaWAN C|Hlo|A 2HE 34


https://console.aws.amazon.com/iot/home#/wireless/profiles
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateDeviceProfile.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetDeviceProfile.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListDeviceProfiles.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateDeviceProfile.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteDeviceProfile.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/welcome.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/create-device-profile.html
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"Arn": "arn:aws:iotwireless:us-east-1:123456789012:DeviceProfile/12345678-
alb2-3c45-67d8-e90falb2c34d",
"Id": "12345678-alb2-3c45-67d8-e90falb2c34d"

}
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» CreateServiceProfile

» GetServiceProfile

» ListServiceProfiles

» UpdateServiceProfile

» DeleteServiceProfile
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https://docs.aws.amazon.com/cli/latest/reference/iotwireless/index.html
https://console.aws.amazon.com/iot/home#/wireless/profiles
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateServiceProfile.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetServiceProfile.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListServiceProfiles.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateServiceProfile.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteServiceProfile.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/welcome.html
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aws iotwireless create-service-profile
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"Arn": "arn:aws:iotwireless:us-east-1:123456789012:ServiceProfile/12345678-
alb2-3c45-67d8-e90falb2c34d",
"Id": "12345678-alb2-3c45-67d8-e90falb2c34d"
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https://docs.aws.amazon.com/cli/latest/reference/iotwireless/create-service-profile.html
https://console.aws.amazon.com/iot/home#/wireless/destinations
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C|HFO|AOIAM EILH HIAIX|IE "7I5t1D CIHIO|A Q| TIO|EE XEIStESE T+ E AWS loT #31L
Ct. 7% o|§0| CHA ol OHEEILICE CHA 2 415t HIAIXIE ME|5H7| {& #2l0| 2 EhL|Ct
AWS loT &I 335 7LF AWS loT HIA|X| EZ7{04| HIA|5t0] HIAIX|E &XHEI5tES MEHE &
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https://console.aws.amazon.com/https://console.aws.amazon.com/iot/home#/create/rule
https://docs.aws.amazon.com/iot/latest/developerguide/iot-rules.html
https://docs.aws.amazon.com/iot/latest/developerguide/topics.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
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» CreateDestination

» GetDestination

» ListDestinations

» UpdateDestination

DeleteDestination
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AWS CLIE AtE35lod CHa g F7¢4

AWS CLIZ Al 2735104 create-destination WO 2 CHANS FIHE £ Ql&LICH O oflollMHE
RuleName2 expression-type II2t0|E 2t 2 AI&35t0{ 7| O|F 2 YUASHo{ CHAE S M
M5t WS EoiELICH HAIXK| E27{0l| AAISHHLE 255t7] {8t =X o|§2 XI'H5t2{™
expression-type I}2tO|E{Q| Zf2 MqttTopic2 2 HZAELICE

— O

aws iotwireless create-destination \
--name IoTWirelessDestination \
--expression-type RuleName \
--expression IoTWirelessRule \
--role-arn arn:aws:iam::123456789012:ro0le/IoTWirelessDestinationRole
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AWS loT Core for LoRaWAN CHA2 AWS loT #2122 H|O|EHE ™
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateDestination.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetDestination.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListDestinations.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateDestination.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteDestination.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/welcome.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/create-destination.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/index.html
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2. MM MM MEAB 5 JSON B MeAHLICH
3. HEIIMHEZIO ZE LIS AX|5tT ol M BEMHE 204 D&LICH
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeEndpoint",
"iot:Publish"
1,
"Resource": "*"
}
]
}
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https://console.aws.amazon.com/iam/home#/policies
https://console.aws.amazon.com/iam/home#/roles
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7. g o|F0l o] HE ol o|F S U et = HY WS MEHELICH
8. =l HAIX[o|M ddet Aol o|F S MEsto M g HEFLICH
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9. 9 (Summary)dlM 12| 2H|(Trust relationships) B2 MEHEH Ctg A 2| 27 TE(Edit trust
relationship)= ME{ELICE

10. EA EM0IM Principal £4&& ChE G AIXMEH HERLICH

"Principal": {
"Service": "iotwireless.amazonaws.com"

iy

Principal £4& HEs = oAl G EM7F S oAl 22 ZA{olo{oF &Lt

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {

"Service": "iotwireless.amazonaws.com"

I
"Action": "sts:AssumeRole",
"Condition": {}

}

]
}
11. HE AE 2 ME 5t F=ot2{™ &2 HA 400 E(Update Trust Policy)& ME R LICEH
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CIOIE{E SYUSH MHIAZ ELE 2 E CIHIO|ANM 2R &= U&LICH
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devices LoRaWAN

AWS services

1. LoRaWAN £M C|HIO|AE X4 36l7| Tol AES128 CTR EEE AF235104 O|F HIA|IX|E Y5518
LIC}.

2. AWS |loT Core for LoRaWAN O|Z! HIA|X|E 535t |5 3HEl 0|7 HAIX| HO|IREE
base64 EAILEE CIFEELICEH

3. 0lof 2}t base64Z QA G E HA|X|= ClHIO|AO| S El CHA O MBEE[0] U= AWS loT &0
JSON ZAME FAl0| XIHE|X| §f2 HAIX| HO|ZEEZ MSELICH

4. AWS loT 732 & F4of dHE MH|A0 HAIX| CIO|E{E ERL|Ct.

F M CIHIO|AOA g2 &5 51El 0|F HO|2E = AWS IoT Core for LoRaWANO] 2|5l B4 EE = 5l
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AWS |oT Core for LORAWAN HA|X| EEFHE AISE ZH2240| AWS loT #2|& AF&35t04 C|H}O|
A MHA|R|E CHE AWS MH|A0] 2T otMGHH| S ELICH =& B2 HAIX| EEFHE W 745HH
Hl€o| M =|T dlo|E{ 3 &0| =/&s}ElL|Ct.

AWS loT Core for LoRaWAN T+=/€ S35l C|HFO|A HIAIX|E CHE AWS MH|A N M&5tE{H AWS
loT Core for LORaWAN CHA T SHE CHAMOf| EHEHEI AWS loT F%/0| e8| AWS loT &2
SQL # 2| 21 5Lt o|Ato| # =] &tde2 Z &Y
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X|&sl= SQL SELECT &
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SELECT temperature FROM iot/topic' WHERE temperature > 50
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SELECT WirelessDeviceld, WirelessMetadata.LoRaWAN.FPort as FPort,
WirelessMetadata.LoRaWAN.DevEui as DevEui,
PayloadData

O| ofA|0{| A PayloadData= LoRaWAN C|HO|AOM|AM TE B base64E QI HE O H O 2=
L|CF.
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SELECT WirelessDeviceld, WirelessMetadata.LoRaWAN.FPort as FPort,
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WirelessMetadata.LoRaWAN.DevEui as DevEui,
aws_lambda("arn:aws:lambda:<region>:<account>:function:<name>",

{

"PayloadData":PayloadData,

"Fport": WirelessMetadata.LoRaWAN.FPort
}) as decodingoutput

SELECT % WHERE M& At&3ste= ol et AtAIEH LI& 2 https://docs.aws.amazon.com/iot/
latest/developerguide/iot-sql-reference.html EHHE E = 5HA
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AWS loT Tt&i3}, o] &2 M L AESste Yol CHEr REAMIEH LHE 2 https:/
docs.aws.amazon.com/iot/latest/developerguide/iot-rules.html & https://docs.aws.amazon.com/iot/
latest/developerguide/iot-rules-tutorial.html EH2 EE5HMI.

AWS loT Core for LoRaWAN CHAFo| AiAd gl Ab 204 CHEF REMIBH LI 2 AWS IoT Core for LoRaWAN
of CHAr F7I EHE X ZFHAMIL2.

T2|0A O|Z HIAIX| HO|RZEE A& 5= Yol CHEE REMIEH LHE 2 https://docs.aws.amazon.com/

iot/latest/developerguide/binary-payloads.html EtH2 & Z M| 2.
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WirelessO| CI|O|E| 25 B2 & ZTFHM 2.

loT T+&/0d| CHEt O|F CIRY 2 3 of|XM|E o4 F= & Z o 7= A= GitHub2| AWS loT Core for
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-sql-reference.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-sql-reference.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-rules.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-rules.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-rules-tutorial.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-rules-tutorial.html
https://docs.aws.amazon.com/iot/latest/developerguide/binary-payloads.html
https://docs.aws.amazon.com/iot/latest/developerguide/binary-payloads.html
https://github.com/aws-samples/aws-iot-core-lorawan/tree/main/transform_binary_payload
https://github.com/aws-samples/aws-iot-core-lorawan/tree/main/transform_binary_payload
https://console.aws.amazon.com/iot/home#/wireless/devices
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QX =20|glom obx|et 2 '37+ AMEIAME EAlSHE 82 220 Z&stct,

HTTP/1.1 200
Content-type: application/json

{
“LastUplinkReceivedAt”: “2021-03-24T23:13:08.476015749Z2",
"LoRaWAN": {

"DataRate": 5,
"DevEui": "647fda0000006420",
"Frequency": 868100000
"Gateways": [
{
"GatewayEui": "cQees4@ffff29df10",
"Rssi": -67,
"Snr": 9.75
}
1,
“WirelessDeviceId”: “30cbdcf3-86de-4291-bfab-5bfa2bl2bad5"
}
Ctg EHA
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https://console.aws.amazon.com/iot/home#/test
https://console.aws.amazon.com/iot/home#/test
https://aws.amazon.com/service-terms
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« @|X| clo|Eoi| CHet HO|O|EE *E|st1 OlF CHE AWS MHIAZ BtR-sHE AWS loT A2
O|gfLICt & 2] |52 AWS loT JHY Xt FHLHA L] AWS IoT 5 22 HZstMIL.
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https://geojson.org/
https://gisgeography.com/wgs84-world-geodetic-system/
https://gisgeography.com/wgs84-world-geodetic-system/
https://docs.aws.amazon.com/iot/latest/developerguide/iot-rule-actions.html
https://www.semtech.com/products/wireless-rf/lora-edge
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LICI O CIS £ O| HEE AI8350q ClHIO|A {%k|E &olghL|Ct.
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« LoRaWAN H|O|E9f0]|2o] ?|x| 74
« LoRaWAN LC|H}O|A 9| 2|X| 74

LoRaWAN 7|O|E%||o|e| &Ix| #+

HOIERO|E AWS IoT Core for LoRaWANO| F7+& M M2 x| HIO|EHHE XIHE &= U&LICH
Amazon Location Service ¥ & 43} 5IH ¢ x| O|O|E{7} Amazon Location R01| Z A|ElLICI.
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ME THE| £HE= Lo
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aWAN HO|EQ 0|2} &H ArEE = Qi&LICH HOo|EH0|e] AL, 047
ol M™ Qx| ZHEE X|HE £ U&LICH HO|EQ0|e] HARxH &HE AIE5t0d /IXIE Al
X
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[ Iy

AWS Management Console, AWS loT £41 API === AWS CLIZE AI&35t0{ HO|EQ0] {xIE +MHE

o=
= A& LI
Z£E A8E Ho|ES o] /x| 7

AWS Management Console2 At&75t0{ H[O|EQ| 0| ElaA 0| XK€ FH5tE{H HX| &0 232
8t CHS AWS loT 2£ 9| H0|E90|(Gateways) 512 H|O|X|2 O|S & LILCt.

| e F7t

Jo
>

HOIESOlofl CiEr fIX] & F7t

-_—

. 10| E|0|(Gateways) 512 H|O|X[0f| A H|O|ER|0| F7HAdd gateway)E MEASLICE

2. Ho|E9ole] EUI, &1} CH(RFRegion) 2! £7} HO|EQ 0| ME HE 2 LoRaWAN 74 HE
E 2FLICH RIMIEH LI 2 £ 2 ALE3510{ HO|EQO| FIt EHHg HZsHMAIL.

EE AE3cto] HO|EH 0l x| HEE AUMFLICH /X EE= WGS84 ZHEAHE V[H e
LICF.
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® Note

Amazon Location Service B0| A x|Z|o{ K| A2 AL, Bof HH AT HOIER O] &%
E & Ql5t24 Amazon Location ServiceE At&3Hok BtCh= HIA|IX| 74 EAIELICH Amazon
Location Service B2 ALE3IH AWS |20l £71 @Z0| g Me = Q&LICH RIME L8

AWS IoT Core L2 & ZstAAI2.

iotwireless.map Y2 GetMapTiledt Z'2 Get APl 2 A& 3510 HMAE|= K| C|O|E 2
shL|CH 2Hap &7 AL El= Get APIO|| CHE REA|IEH 24 E &= Amazon Location Service API

O| BHof| CHEt F7} M2 HEE 2248 Amazon Location Service £ £ 0|5 35104 Bi(Maps)2 MEHEH
CtS iotwireless.maps MEREFLICH XHAIEH 2= Amazon Location Service 7 At PHLHA 2| B2 &

ZotMlL.

HOo|EHole] #IX| 74 HO|o|E

HolESo|e| x| +HE ¥iFstE{M HOIES 0| MF HE HO|X[|o|H HE(Edit)S MEAE CHF 2
x| HE CH& 2 Ydo|EELICH
® Note

74 @ x| cllo|Eoi| et HE = MSElX| &Lt Ho|EQ oo #x| 2 EE AT|0|EstH
O|Mol| 21 El @|x| Cllo|EHE FHo{&&LICt 2{XIE UO|o|Eet F HO|ES 0| MF HE 9| {X
(Position) B0l M &|x| HEE & &= UELICH EfAARM T o gt = M (x| W=7t oFx|2
o2 Ap{Zl Ho|ER|0| x|t S7|3E[RCt= /S LIEHH LICE.
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https://aws.amazon.com/iot-core/pricing/
https://docs.aws.amazon.com/location-maps/latest/APIReference/API_GetMapTile.html
https://docs.aws.amazon.com/location-maps/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/location-maps/latest/APIReference/Welcome.html
https://console.aws.amazon.com/location/maps/home#/describe/iotwireless.map
https://docs.aws.amazon.com/location/latest/developerguide/map-concepts.html
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/A Important

API & UpdatePosition, GetPosition, PutPositionConfiguration, GetPositionConfiguration &
ListPositionConfigurations= [ O|4& X|HE[X| St&LICIH x| HEE UC|0|EStD HAAE 7|
2|8t & E0ll= GetResourcePosition & UpdateResourcePosition APl 212 CHAI AHE 8HoF
stL|C}

= .

Ed F4M HolEfolof HA x| YEE F7tstEd™ UpdateResourcePosition API 2f 4 EE

= update-resource-position CLI HHEEZ A {1 ZEE XIEFLICH WirelessGatewayE
ResourceTypeL 2 X|H5tn, UC|0|EE M HO|ERO|2| IDE Resourceldentifier® X|H
st x| HEE GeoJSON 111|0|EE K| &8t

olo
9-'—'
(@]

aws iotwireless update-resource-position \
--resource-type WirelessGateway \
--resource-id "12345678-alb2-3c45-67d8-e90falb2c34d" \
--cli-input-json file://gatewayposition. json

CH2 2 gatewayposition. json LtUO| EEIXE Ho{EFLIC}H

gatewayposition.json2| LI &

{
"type": "Point",
"coordinates": [33.3318, -22.2155, 13.123],
"properties": {
"timestamp": "2018-11-30T18:35:24z"
}
}

O| BHPE MAstH =2 Y| ef&LICH X|Het fIx| HEE 224 GetResourcePosition

Ed M AHo|EQ ool chEt x| HEE 7K 224™ GetResourcePosition API EE= get-resource-
position CLI ZE & Al'-“?-°*L—|E|- erelessGatewayg resourceTypel 2 X|Héetn £M HO|ES
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdatePosition.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetPosition.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_PutPositionConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetPositionConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListPositionConfigurations.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetResourcePosition.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateResourcePosition.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateResourcePosition.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/update-resource-position.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetResourcePosition.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/get-position.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/get-position.html
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aws iotwireless get-resource-position \
--resource-type WirelessGateway \
--resource-id "12345678-alb2-3c45-67d8-e90falb2c34d"

Ol HHZS MM FM HO|IE/O|2| x| HE T} GeoJSON HO|ZEZE EA|ELICH RIX| ZHE, 2
Al HE /8 2 F7H S04 AOIELole] oiX|ZH o2 e{Zl !xlof ST 5t= EtHARI)O CHEt
et EAELUC
{
{
"type": "Point",
"coordinates": [33.3318,-22.2155,13.123],
"properties": {
"timestamp": "2018-11-30T18:35:24Z"
}
}
}

LoRaWAN C|HlO|A 9| 2|x| 74

C|HFO|AE AWS loT Core for LoRaWANO] F71& [ M 2[x| HEE X|Hs5t1, MEfMo 2 QK| =
5t

=
O|O|E{7} Amazon Location @40l M MHE L X|& 8t CHAM T &4 EAIELICE.

AWS Management Console, AWS loT &4 API EE= AWS CLIE AI&35+04 C|HIO|A ?%x|E +-E

= U&LICH

A3 HAIXle] Ty 22 U A

0|2 & M35tE A< CIHIO|A S| Wi-Fi 2 GNSS A 7H Cl|O|E{E AWS IoT Core for LoRaWAN
7| &8l ICH {x| HE= o] = ZEE A5

pal
o
2
J 0
A
[
o
I°
I
Im
1]
bl
02
:IOI=I
o
1o
o

LoRaWAN At 2 ME CHE RS HAIXIE 7+Est7| ?/5H HI0|E & EE(FRMPayload)2t ZE
ZIS(FPort)E M3 ELICH fIx| HEE M7 @ls =2l ZEo| 1585 223 Ato|Q| Zt2 RIHE
2 QI&LICH FPort 02 MAC HIAIX| M&0|1, FPort 224= MAC & £ HAE ME80|H, ZE
225~255= & ¥ E&SHE ofEE[AH oM 2t MLt
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AWS |oT Core for LoORaWANO|AM # &l AT IS Z ME L= Y>3 T HA|K|

CHa S F7tetH Cid 2 7= AT AHE5Hod HIOIE{E Amazon Location Service2 2t &5t
AWS loT &2 MMstL|ct I £ Ud|o|EE x| HE 7F Amazon Location B{0d| E A|EIL|C} | %]
Eolg sl x| ot 2 A, a2 ClHio|A S| HX x| ZHEE YOC|o|EE M {X| CIOIEE Bl
BIgFLICt
Ct2 Z=&= AWS loT Core for LoORaWANOIM MEE L33 HAIX|(RIX| EE, Hete, £ 74 2
M HEHIOlE £8H)o| HAlE Eod FLIC ofciofl ZX EAIE EHes MEf AL QLICH =% HE
T ¥ET gl B9, 22 nulluct.

{

// Position configuration parameters for given wireless device
"WirelessDeviceld": "5b58245e-146¢c-4c30-9703-0ca942e3ff35",

// Position information for a device in GeoJSON format. Altitude
// is optional. If no vertical accuracy information is available
// or positioning isn't activated, the value is set to null.
// The position information coordinates are listed in the order
// [longitude, latitude, altitude].
"coordinates": [33.33000183105469, -22.219999313354492, 99.0],
"type": "Point",
"properties": {

"horizontalAccuracy": number,

"verticalAccuracy": number",

"timestamp": "2022-08-19T03:08:35.061Z"
1,

//Parameters controlled by AWS IoT Core for LoRaWAN
"WirelessMetadata":
{
"LoRaWAN":
{
"ADR": false,
"Bandwidth": 125,
"ClassB": false,
"CodeRate": "4/5",
"DataRate": "0",
"DevAddr": "@o0b96cd4",
"DevEui": "58a0cb000202c99",

"FOptLen": 2,
"FCnt": 1,
"Fport": 136,
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"Frequency": "868100000",
"Gateways": [

{
"GatewayEui": "80029cfffe5cflcc",
"Snr": -29,
"Rssi": 9.75

}

1,

"MIC": "7255cb0o7",

"MType": "UnconfirmedDataUp",
"Major": "LoRaWANR1",

"Modulation": "LORA",
"PolarizationInversion": false,
"SpreadingFactor": 12,

"Timestamp": "2021-05-03T03:24:292"

[a

Z&S MEs0{ ClHIO|A 9| 2| 7+

AWS Management Console2 At&5t0{ C|HO|A Q] @{X|E 7t #E|stE{H, TN &0 210!
Bt Tt AWS loT 2£ 2| Devices(C|HFO|A) 3{E HO|X|2 O[S T LICt.

X HE F7t

o

ClHholA 0| X HEE FThstedB:

1. C|HFO|A(Devices) 31E H|O|X|0{| A F 4 C|HFO|A FT7HAdd wireless device)& MEEFL|C}

2. 2M CIHFO|A AFY, CIHIO|A 2 MH|A T 21 O|0|E{E CHE AWS MH|AZ BIREISHT| |8t

loT 7XI2 ™9 3}5 CHAMS l2d8tLct REAMISH LH& 2 AWS IoT Core for LoRaWANO] C|HFO|A
2T S HXSHAIR
3. x| HEE ™stn, MEX o2 X(2[X {IxIE g-ststn, HAIX| 2t2ol A8 E ?|x| lO|E
CH& S XIHgLlct
- ?IxIHE
e U BE 5EQ MEHMoZ T X EE AME5H04 ClHIO|A 2| 9% HIOIEHE X|HFE LI <
x| MEE WGS84 Xt EAHE 7|Hto 2 ghct,
- X|2|1™ x|
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AWS |oT Core for LoORaWANO| C|HFO|A Y X|E AHlAtSHE Ol X2 Y XIE AR ES SledH
Qx| ol &5t etLIct ME THE| GNSS 2! Wi-Fi £HE AI235t0qd ClHIo|A | &%|7F A Azt

X2l™ {x| HEE =dste{H {Ix| =2l g dstE MEYst 1 GNSS 2 Wi-Fi AZH H|O|EE
AWS |oT Core for LoRaWANO]| XE5t7| &8 X|2|X Qx| = ZTEE QladstLct X80

e | = [ |
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X
LICt of CH&f 2 ?IX| CllolE{ 2] et &loi|2h AtSE
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Amazon Location 2 MM ELICI O] 2 X|(Position) B Q| C|HIO|A MIE HE H O|X[oA] =2l
3 2 QlALICH K|&EH Qx| ZHE E= ME THE| 4ol 2t HRHE 2|%|2 7|Hte 2 C|HFo|A 9| Q|
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(@ Note
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Amazon Location ServiceE A2 3l 0f 7t E AIElLIC}. Amazon Location Service
AME3tE AWS HlHoll F£7t 2F 0| 4l = JU&LICH REAEH LI 2 AWS IoT Core 2

2
= < ©
2 HZstalAlR.

loi 2

iotwireless.map B2 GetMapTilell Z2 Get API 2 AFE3501 HMAE|= K= CIO|E{Q]
A2 gL Hut #AH A2 El= Get APIO| CHEF AFAMIEH HE = Amazon Location Service API

o
=
TSHM2.

ofr

o

o m

A o
zE

O| 2ol cHEt F7t MF HEE E 24T Amazon Location Service Z& 2 0S5 8101 H(Maps)S =4
S MEdgFLICt REMIE HE = Amazon Location Service 7HetRF SHLIM Q| @8 &
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https://aws.amazon.com/iot-core/pricing/
https://aws.amazon.com/iot-core/pricing/
https://docs.aws.amazon.com/location-maps/latest/APIReference/API_GetMapTile.html
https://docs.aws.amazon.com/location-maps/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/location-maps/latest/APIReference/Welcome.html
https://console.aws.amazon.com/location/maps/home#/describe/iotwireless.map
https://docs.aws.amazon.com/location/latest/developerguide/map-concepts.html
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ClH}O|A Q| x| T+ AO|0|E

rol

Ct

Ojo

Clutola ol @R[ 7+ d S BiEstcdE ClHtO|A MIF HE H 0| X[o M Edit(H &) S MEY
[m]

HE)S MHE fIxlH
2, x[2lH x| 48 Y ti¢ S Holo|EELCE.

® Note
74 Ix| cllolEof CHEt HE = MBElX| f&LICH ClHHo|A 2| |X| 2 EE UC|0|ESHH
O|™of| 21 El 2|X| o|O|E{ & FHo{&LICt IXIE HHI0|ESt = ClHtO|A MIF HE | IR
(Position) B0l M 2IX| HEE 2 &= U&LICH EtAAR T o] 5= M x| HE 7} Obx|2
OS2 A{Zl Ho|EL|0| ¥x|et S7IFHEIUCHE WS LIEHHALICH

APIE AFEEH ClHFO|A X+
AWS loT M API EE= AWS CLIE AF235l0 Q|x| HEE X|Hst1, C|HIO|A {IXIE F5t1, MEH
O

—
M X2l /RIE gdEE

/A Important

API &4 UpdatePosition, GetPosition, PutPositionConfiguration, GetPositionConfiguration %!
ListPositionConfigurations= [ O|&f X[HE[X| E&LICH (x| HEE UO|O|EStT ZHAH51 7]

Ls H oL =

I8t £ &0l GetResourcePosition & UpdateResourcePosition APl Xf21& CHAI AFE 3Hok
ghlct
=] o

QIR HE U A £

EM M ClHiolAo| { x| HEE F7I5H24H UpdateResourcePosition APl 294 B = update-
resource-position CLI @& &
2 X|Ysta, Yoo|EE F4

Hgfoh

4

H=
=
A835to Xt EE K|HELICH WirelessDeviceE ResourceTypel
F M C|HO|A Q| IDE Resourceldentifier® X|'H5t, {Ix| HEE K|

oL=

aws iotwireless update-resource-position \
--resource-type WirelessDevice \
--resource-id "1ffd32c8-8130-4194-96df-622f072a315f" \
--position [33.33, -33.33, 10.0]
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdatePosition.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetPosition.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_PutPositionConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetPositionConfiguration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListPositionConfigurations.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetResourcePosition.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateResourcePosition.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateResourcePosition.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/update-resource-position.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/update-resource-position.html
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CtZ& deviceposition. json LtYe| Z2HIXE EoiELICt X2/ {{X| CIOIHE H&st7| /et
FPort Zt2 X|X&t2dH x| &2l ZHH|E CreateWirelessDevice & UpdateWirelessDevice APl Xf @41}
7 ASELCE.

deviceposition.json2| LI &

{
"type": "Point",
"coordinates": [33.3318, -22.2155, 13.123],
"properties": {
"verticalAccuracy": 707,
"horizontalAccuracy":
"timestamp": "2018-11-30T18:35:24z"
}
}
O| BHHZ AASIH £232 M| t&LICt X|H8 x| HEE 2™ GetResourcePosition

S FM Cldtolao CHEt fx| HEE 7t 224H GetResourcePosition APl EE= get-resource-
position CLI BHE A ELICH WirelessDeviceE resourceTypeL 2 X|H5t 1D F44 C|HIO|A
IDE resourceldentifier® NZ&L|C}.

aws iotwireless get-resource-position \
--resource-type WirelessDevice \
--resource-id "1ffd32c8-8130-4194-96df-622f072a315f"

O| HH2 AlstH FM ClHto|A 2| 2IX| HE T GeoJSON HO|ZEZ EA|EILICH 2|R| ZHE, 2%
#<8 12|z clHtola o] i x|H ez BTl fX|o] iEstE EIHARE & HE: HYEHE HIXE &
oo ot HEIH EAIELICH

~

"type": "Point",

"coordinates": [33.3318, -22.2155, 13.123],

"properties": {
"verticalAccuracy": 707,
"horizontalAccuracy": 389,
"horizontalConfidencelLevel": 0.68,
"verticalConfidencelLevel": 0.68,
"timestamp": "2018-11-30T18:35:24z"
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https://docs.aws.amazon.com/cli/latest/reference/iotwireless/get-resource-position.html
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}

[n

AWS loT FME S&t HOo|ES| o] &

AWS loT Core for LoORaWANO{|M HO|ES|O|E AFSE [ T 2{dlof & H 7IX| SLE AHE2 CHS
1t Zr&L|CH AWS loT Core for LoRaWANOI| HO|E90|E F7t5t= o CHt REM[EF LR 2 AWS
loT Core for LoORaWANO{| HO|EQo| 2E = MME FEXFHAM 2.

LoRa Basics Station 2ZEQ||0{ @ F AL

AWS loT Core for LoRaWANO{| 24Z43t24H LoRaWAN A O|E 0|0 M LoRa Basics StationO|2tE A&
ZE?|o{7} A& S0|o{of &LIC}. LoRa Basics Station® Semtech Corporation0| 2|3l F x|zl @&
LA ATZEQO{E, GitHub E|ZX|E2[0f| HfEZ E|0 & LICE AWS IoT Core for LoRaWANS LoRa
Basics Station HH& 2.0.4 0|42 X|HELICH Z[4l {2 2.0.6 LIC}.

AWS T+E LA C|HtO|A FHEF 20 M H2HE HOIEH O] AHE

AWS I}E L] C|HIO|A F}EFZ T10{= AWS loT Core for LoORaWANO| AF2E 4= /= HO|EQ 0] ! 74
gt &t F|E7F ZEE|o] UELICEH HOIERIOIE AWS loT Coredf ¢12517| {5 LIE AZEQ0{E £
HEg et glenz o|zfet WrtEtE!l HO|ERQOIE A85t= Zd0| E&LICE o248t AHo|E< olof
£ 0|0] AWS IoT Core for LoRaWANZI} & 2t E|= BasicStation 2 Z E 9|0 BH{Z10| I &LICt.

(® Note

AWS IoT Core for LoRaWANO]| CHEt 7 3HE HO|ESOIZAM THEL] FtE 204 LIYE[X]
ot2 HO|ES|0|E ArE3HEIT HOIER 0|7t HE 2.0.4 0|4 2| LoRa Basics Station AZE
lo{E A5t UCHH O] HO|EROIE HE A E &= U &LICt LoRaWAN HO|ES| 0] 2l
52 2l TLS M & 22I0|HE 215 S ALS3HoF &LC.

CUPS Ll INS ZZ2ZEZ Al

LoRa Basic Station £2Z E20{0{= HO|ESO0|E HE I Mol 1237 & F 7He| 512
= Q! LoRaWAN HIE2/3 MEH(LNS) 2 CUPS(Configuration and Update Server) ZZ2E Z 0|
|of UA&LICH.

LNS T2 E 22 [oRA Basics Station & HO0|E¢|0|2 HE XTI A 7+Hof Cl|o|E{ 942
Cl. LoRA 213 2! 223 HIA|X|E E 2 WebSockets0i| A O] CI|O|E]| @12 & Sl wetElLct.
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https://github.com/lorabasics/basicstation
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CUPS ZZEZ2 HOo 215 2|2, HOoIEHNole H 7o & HAo] YEo|EE 7ts35HA &L
Ct. AWS loT Core for LoORaWANE LoRaWAN Gl|O|E{ 2o 7| &l 2174 AHo|EQ 0| Z2|E &l LNS &
CUPS /IEXQIEE ZtZt K|S &L|Ct.

KMet 2 Z2EEZ INS LU CUPS ZZEZE & XSHMR.

=

- LoRaWAN AHIO|Efo[2| HI7{'d & ZH
« AWS IoT Core for LoRaWANO| X CUPS
» LoRaWAN C}22/3 H0|E| EBlEE =

271 +8
A

JHIAE AtE 5104 H0|E 0] Heo] HHIOIE

A AHo|E9)o] A=A

LoRaWAN 7[0|E%{ole| H|7'E & EHEE 7|

0z

__l.L

LoRaWAN LC|H}O|AO|AM 2dE [ LoRaWAN HO|ES|o|of CHEt EH MEN™ nlglO|EHE & +
U&LICt metolE{ s ChE2 ot Z &Lt

oIr

CIECLS

Z2)A B LoRaWAN C|HO| 201 CHEF E2|X| 4& 2 &H= LoRaWAN 7H|0|EQolofl CHE HIF{E
EHO/EHE e = U&LICt o243t ClHIO|A = K El AlZt &R0 Ct2E T HAIXIE 41512
£ Ho|ER0|7} o[z{3t AlZt S71& HIZ2E &S5 H|Z ut2t0|EE FdatoF g LCt.

. TEEY

LoRaWAN H O|E | 0]of CHEF NetID L! JoinEUI It2}O|E{E 7445104 C|HIO|A O|O|E| ECHEIZ2
ZE3E = UE&LICH ECHEE EHEZEHHE CHEE AIEF S Mofstn Ho|ENOIFLNS ZHe| E

IS
BiE 5582 Y + U&LICHL

HOIESO|2] 5t¢| CHHE T d5to] AA8stedis 57 st¢l ¥ E XIHE & U&LICH CHEEr 5t
CHei ALO|E O|SE + 9l M ClHto|Ao| B2
Mg =

ek AL8 St ClHO|ASL § T A&LICH

C}2 &=20l= o|g48t otato|e| Q! 7Ad at
EHe= AWS Management Console0i| M AtE

T ARHEH

off Chet RISt S22t Z & =lof Rl&LICt HIZ{'E mtetal
%= Q1S M AWS loT T4 API EE= AWS CLIE SaHAEt

H0
=
St
=

|
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- HZ2 ZelA BC[HIO|AE EWHES Ho|ER0] #4

- HolEHole sl e & EEZ 7|5 *+8

HZ2 ZeiA BC|HIO|AR ELHEE HOo|E 0] #+4

Sela B M C|HFO|AE AWS IoT Core for LoRaWANO| 2 2 E 6= Z ClHIO|AE 0 2FEl AlZE
£20 k233 HAIXIE SAELICt ClHFo|AE HOIEROl0M M&ste AlZt S7IsHE HIES
7|t 2 o|2Et &R 2 YPLICH HO|EH| 0|7} o248t AlZk 7| HIZ 2 & 5tEd™ AWS IoT Core for
LoRaWANE At&35t0o{ HO|ESolof CHEt E H|Z & Tf2t0|EHE 7 8E &= U&LCt.

Olg{&r HI7{' metO|EE F35tE4H HO|E 0|0 A LoRa Basics Station 2 ZE )04 T 2.0.62
AlstisoF BHL|Ch AWS THE L C|HFO|A FHEF2 T20{| A Z775HE! HO|EQ0| AFR MME EH A L.

HI7{'d mt2t0|eE #+dst=s Y
(® Note
24 B F4 ClHIO|A et S4l5tE B2 Ho|EL{oloi CiEt H|Z7H'E metn|E Bt 745t &
LICH.
CreateWirelessGateway APl 22 A& 304 AWS loT Core for LoRaWANO] HO|E|0|E F 7}

st | H|7d! mEkO|E|= AISHL|CH API EHOiS Ez;-%a [} H|O|E9|Olofl CHEt Beaconing Z4&|E At
&5t04 Ch5 metO|EE XIYstMe. Tet0|HE 788t = HO|ESOol= 128% ZFH2 = C|HEO| A0
HIZS 2dLct

« DataRate: H|ZA2 ™&5t= HO|EQ 0|2 C|O|E S = &lLCt.

« Frequencies: AO|EQ|O|7t HIZE MEE Fot+ SFLICEH

CtE2 7Ho|Ef{olof CH3H Olzet mtEtO|EE Fdste e 2oiF = o /LICH input. json
Itof= HOIEQO| 1B M Y Z2H|X{'E 2ot & 22 FIt ME HE7F ZEELc.
CreateWirelessGateway API 242 At&3t04 AWS IoT Core for LoRaWANO{| H|O|EQ|0|E F7}
St= WHol| CHEt REMIEH LI 2 APIE ALE5t0{ HO|EQ0] FIHE FHZESHAML.

I-II
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessGateway.html
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® Note

AWS loT 22 A2 35104 AWS IoT Core for LoRaWANO] HO|EQI0|E F7}stE B H|F
=l O} 2IO0|EE A8 E £ giaLCt.

aws iotwireless create-wireless-gateway \
--name "myLoRaWANGateway" \
--cli-input-json file://input.json

CZ2 input.json ItUo| Z2EIXE H0{ELICt.

input.json L&

{
"Description": "My LoRaWAN gateway",
"LoRaWAN": {
"Beaconing": {
"DataRate": 8,
"Frequencies": ["923300000", "923900000" ]
},
"GatewayEui": "alb2c3d4567890ab",
"RfRegion": US915,
"JoinEuiFilters": [
["0000000000000001", "00000000000000ff"],
["000000000000 00", "0000V0V0VV00OTTFf"]
1,
"NetIdFilters": ["000000", "000001"],
"RfRegion": "US915",
"SubBands": [2]
}
}

"Arn": "arn:aws:iotwireless:us-east-1:400232685877aa:WirelessGateway/a@1lb2c34-
d44e-567f-abcd-0123e445663a",

"Id": a0lb2c34-d44e-567f-abcd-0123e445663a"
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al

7t0|E

H|IZ{'d mi2tole{of| CHEt ME 71 27|

GetWirelessGateway APl 22 AI&3l04 HO|EQ0|2] HIZ{'E mtZtO|E{of CiEt HEE
ol&LCH
AA EH .

fjo

A
T

(® Note

Ho|E<0|7} o|O] 2E Y E B2 UpdateWirelessGateway APl 242 AF&35t04 H|ZH T}
CtOIEE T8 += ei&LIch Tet0|E & 745t2i™ CreateWirelessGateway APl 24
2 ArE5t0{ HO|ESO|E F7HE M| HO|ESO|E AA|Et = metn|E{E X|ZsHoF &LCt.

aws iotwireless get-wireless-gateway \
--identifier "12345678-alb2-3c45-67d8-e90falb2c34d" \
--identifier-type WirelessGatewayId

o] BHEE AdstH Ho|ES ol Y HI7{'E mt2tOlefol| Ciet HE 7t gherElL|ch
HOIEHole| st¢l e & EHEE 7|5 74

LoRaWAN HO|E9fo|= HO|ESIO|E AWS loT Core for LoRaWANO] ¢1Z3& £+ Q= LoRa Basics
Station AZEQJo{E A&lstL|Ct AWS loT Core for LoRaWANO| 21735 7] 251 LoRA HOIES0|=
HX{ CUPS MEO LNS AIEXZQIEE 2|8t CtF sHT A= EQIE 2O WebSockets HIO|E A& S
ML 40| d™EM ST 42 Sl Y33 233 Zods unEe = AdaL ot

HO|ES 0|7} =43t LoRa |O|E| =& TE{Z

LoRaWAN HO|E9| 0|7} A= xZQIE o CHEF 2142 ME5H™H AWS loT Core for LoORaWANE

NetID 2! JoinEui EE& 12 P |E{ S LoRA H|O|E®0[Q] 7dof CHEr mt2tn|e EE S XI™st=
router_config HIAIX|Z SE & LICH router_configoll CHEr XFAIEH LIS & LoRaWAN HIE S
3 MH(LNS)2te| AZA A Lol CHEF RHMIEF L8 2 Z2EZE LNSE &ESAR.

{

"msgtype" : "router_config"

"NetID" . [ INT, .. ]

"JoinEui" : [ [INT,INT], .. ] // ranges: beg,end inclusive
"region" : STRING // e.g. "EU863", "US902",
"hwspec" : STRING

"freq_range" : [ INT, INT ] // min, max (hz)

"DRs" : [ [INT,INT,INT], .. ] // sf,bw,dnonly
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessGateway.html
https://doc.sm.tc/station
https://doc.sm.tc/station
https://doc.sm.tc/station/tcproto.html
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"sx1301_conf": [ SX13Q1CONF, .. ]
"nocca" : BOOL

"nodc" : BOOL

"nodwell" : BOOL

}

HOIESo|= YEtMo 2 Wi-Fi, O £= MEre 2 NHAEE HERXIE S5 LNSH A
LoRaWAN C|HIO|A |O|E{& & AIELICH HO|EH0l= Etxo E ZE HAIXIE *"'oHH Aol
Ef|olof E0{2= EEHEIE AWS loT Core for LoORaWANOI| THAAZEHL|CH J{Lt 22 C|HO|A
CIO|E{ EEi2l8 ZEE S S HO|IESO|E #HE = U2 HUE ASF S HAstn HOoIEY

Olet LNS ZFe| EeiE 5 & £Y & UA&LICH

ClO|E =22 EE3 St == LoRa HO|E®0|& F#+445t24™ router_config HA|X|0{lA NetID
2! JoinEui IEtO|E{S AR E 4= QIELICH NetID= ${EE|E netlD 2t S = QILCtH L+°='EI A 29|

HolEf =2 Z&s5t= 2 & LoRa HIOIH ZEf| 2 AAEILICH JoinEuie Joineui 242l HRIE
IS M gt Wol SEFLct 22l @& Z U2 HAIX|] JoinEui EET} [Beng,EndEui]
Hel LHoll JR| ef2 & HOIESolof olah AFx|ELICH

Fote ME 2 skl CH

US915 2! AU915 RF E|X2o| B £4M C|HIO|AE LoRa HIO|ESI0|E AF273104 LoRaWAN HE L
30f HAM|AsHZ] 2|5 64702] 125kHz & 87H2| 500kHz L33 'S MEHE £~ l&LICH L33 F
ot 7d e 2hz 870 Q| 125kHz AE 1 1702 500kHz AE S Z= 8742 519 CHIo 2 L= L|Ct.
AU915 2| 9| ZF Uit 7|o|E9ofod CHEH 3Lt Ol &t ol 3¢ CH3o| X|¢ElLICt

UF FM ClHto|A= 5t T ALO|E O|SE &= 81204 AWS loT Core for LoRaWANO!| 1A E[0{ Q!
2 [ 5tLto| oh2 CHdol| MEt Tt DS AFS ELICH O|248 ClHfOo|A MM TMEEl= Y33 T
Ol AR E ot CHHZ AIE 5t LoRA HO|EQO|E & LICt EUBE8 S2| CHE RF 2|T 2]
HO|E<olof CHai M= O 7t 90| HR3sHX| pi&Lct.

ZE£2 AL838to] HO|ES 0| & ot CHHE MESHES HO|ER0IE T+ gL

7

or
mo
.

2 ME3ITE 7HO|EQ0|E 75T LoRA HIO|E =ZB|&le TE{Zlsl =

steh = A&LICH 2£2 AL835t04 0|2 TetO|EHE X[ sEdH:

rr

—

. AWS loT Core for LoRaWAN Z£ 2| AWS IoT HO|ES|0| HO|X|2 0|S5t04 HO|EQ0| FIIE
MEAEFL|CE.
2. HO|EHO| M5 HE(HOIEHO|2| EUI, &It CHA(RFRegion) & MEH A& Q1 O|S 1t MBS
X|H3tT AWS loT A2 HO|ES 0|0l HAZQAEX| 4R E MEEILIC HOIERIOIE FItsteE W
of CHEr XEMIEH LB 2 242 ALE5104 HO|EQO] £V} BHHE HZTFHAMIL.
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https://console.aws.amazon.com/iot/home#/wireless/gateways

AWS IoT Wireless
3. LoRaWAN 7 MMof| A 3t =)
« SubBands: 59| CH S F7tstedH 5t CH FI7HE MEfstT HO|ES Ol M X[t 5t
?| CHA 2 LiEtLHE " 2 S 852 X[-Y#Lct SubBands ot2t0|E{= RfRegion US915 &
AU9150I MBE 88 = UM X|¥E[= 2T & stLtolM [1, 8] (el 2t2 7FA{oF gfLICt.
« NetIdFilters: 433 22 EEZ5tEd™ Netld FI7HE MEHSI T HO|ELO|7t AHE5t=
Ch 4 ClHo| A0 E0{2E= U3 T ZB|Y 2l netiD7t LIFE Z

N

W xF 7Hol=

= UA&Lch

T
[
R
g H
e
m
u
o
HT
1]
Ral
o
i

EAE 2t S5 X-EEL
& St o| &t UX|SHoF BFLICEH OFX| oto™ Z7|l0] AFNIE LICE.
« JoinEuiFilters: JoinEui 'He F7}& MEASI T HO|ER 0|7} LoRa =& &lE EHE{”st= O

AEdte EXtY 2L 4 S5 XIEELICH FM ClHo|A o] 291 3ol UF = X[HEl JoinEui
L—
f— A

o
oinEUI 2t & otLt ol 2| &2 Lioi| {00k &f L

(S

4. 2B CHE Z&2 AS5Hod HIOI=9I0| Ftol AHE KIZof w2t HOIEROIE A% TAE £ 2

AWS loT Core for LoRaWAN 2Z 2| AWS loT HO|ES 0] I O|X|o M HOIERIOIE FII&H £,
Z7tet Ho|ES 0| MEHSHH Ho|EL 0| MF EE H O0|X|2| LoRaWAN M|F HE MMof M

SubBands®} ZE{ NetIdFilters 2! JoinEuiFiltersE & £ U&LICI.
APIE AIE35t0 HO|ES|0| & 3t CHA S ALE3IEF HO|IESO0IE 8= LICE.

HOIESOIE MH357| I3 AH& 3= CreateWirelessGateway APIE S3ll A2 & 519 CHE 74
lIs2 8M3ste = U&LICH CreateWirelessGateway APIE AF& 3504, LoRaWAN &
0 A

=
S 512 0| YR 2 A 519 CHOITH TWEIE RIHE 4 AUBLICH CHEL O

POST /wireless-gateways HTTP/1.1
Content-type: application/json

{
"Arn": "arn:aws:iotwireless:us-east-1:400232685877aa:WirelessGateway/
alle3d21-e44c-471c-afca-6716c228336a",
"Description": "Using my first LoRaWAN gateway",
"LoRaWAN": {
"GatewayEui": "alb2c3d4567890ab",
"JoinEuiFilters": [
["0000000000000001", "00000000000000ff"],
["'000000000000fT00", "00000000000Qffff"]
1,
"NetIdFilters": ["000000", "000001"],

LoRaWAN 7|0|E9{ 02| HI7H'E X EEE 7|

oIr

74 63


https://console.aws.amazon.com/iot/home#/wireless/gateways
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessGateway.html
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"RfRegion": "US915",
"SubBands": [2]
},
"Name": "myFirstLoRaWANGateway"
"ThingArn": null,
"ThingName": null

}
EE Bt UpdateWirelessGateway APIE At&301 ZEE YO|0|EE = UX|P 512 CHHE2 YH|O|EE
2= QA& LICH JoinEuiFilters & NetIdfilters Z(O| nullo|™ E=of CHEt UCIOIET} i€ 9
algfLIct. 240l nullo] otz Bl S 50| 27 |0 o™ HH|0|E7t M ELICH X|HEH HEo| 72

7t X224 GetWirelessGateway APIE A2 6HA|2.

AWS loT Core for LoORaWANO{| A CUPS MH|AE AlE7350{ HO|E O] H
2|04 MCl|0|E

HOo|E<|o|oM AR E|= LoRa Basics Station 2AZ EQJo{&= CUPS(Conflguratlon and Update
Server) ZZEZ S AI835t0{ At 3 2| & Helo] Uoo|E QE{HO|AE MSELICH CUPS =
EEZ2 ECDSA MB1t &7H et Hello ATl o|EE MBS ELCt.

HolEfo|e| HAO{E A+ UO|O|E3HoF & LICH AWS loT Core for LoRaWANOI M CUPS A{H|
At &35t0oq 7+IOIE%|0|01I 9o LHIO|EE MBS E = U2 MH HOIEHNO[HM LHIOIE MBE 7
LICt HO|E9) 0| HAo{E UI0|ESt7| I5H SDK EE= CLIE AFSE = UKD E&£2 A8
& LCt.
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O| UCIO|E T2 MAE &R 5t= O 458 0| A E &= U&LICEH AWS loT Core for LoRaWANO]| CH
gt HO|EO] 422 XME MdY5tE < AlZtol O 22 23 =+ JU&LICH HOIESol MEYA =
Ut o 2 XA Heo YHIO|E o 2 MBS NMI35t22 0| CHAl AAS5tD S3 HHZ ol EH o
I U2 E I AM AE FIHL)E e = A&

Hello] LololE mto| gl B9 Hellod Yool mhe &l ME & EFdolM o Z2[7| oMol M8
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B0 HHI0IE THY W ME A4

= MEH AL O|H AFE B2 Ho|ES oo k2t CHELICH HIO|ES O] MZEYA = Mol
A E HEfZ XA Elo] UH|0|EE XN|Z5tH Basic Station2 122 E 0 A O]
2 EE AJELICE 0| B2 AHE 52l HO|ES0|e] RE|A HE oA Hello{ AUU(o|E oS &

al UH|O|E mto|Lt AT RIEE CHal AFE5t S3 Ao EHello] mHd
X

Ct
o
EE U IAM HE FIHL)E TI-dE = A&LICt

=2 o] YololE mty
(oM M

ddst7| 2lsl Adst= BES 204 FLICH
Af of PN = 0
g 57| s UololEo MY

FRtol| ofal HIAIE ok C|ato| A0

o o
& e =
T &L

>
Ll
El
o
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o
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r=3 A
= T

Ol ArtoM= CHEE s-FLICH

=
« Helo HOO|E mY e

« Helo1 HoO|E ol CHEF ME &S

- O HAH HE

Hello] UCIo|E mt Ao

HOIEf oo A M- E|E= LoRa Basic Station £2ZE9{|0{= CUPS SE 0l Hello] YCI0IEE =4
g+ UELICH MZHA oM MES et 23 B ET gl= T2 Raspberry Pi 7] RakWireless 70| E9|
olofl CHal A E CHS o] UCI0|E AFBIEE HZFAMR. 7|18 AT ZET| QSH MER2 AH|
O|M O|&l, ™ I 2 station.confOl(7t) 07|0fl AZELICEH

® Note

A3 BE = RAKWireless HIO|EQ|0[of 1R5tE2E ALE Sl 7HO|EL{0lof [t2t of Z2[7 0]
Mof| A = sHok grLCt.

7lg A3RE

Ct= 2 Raspberry Pi 7|8t RAKWireless HO|EQ|O[of CHEt 7|2 A3 BE MES EoiELC OIS &
HE base.sh Itoi| X{& &t CFZ E{0|'2 2| Raspberry Pi| & EEIXMHOIM AT BEE ASE L]
C}.

*#1/bin/bash*
execution_folder=/home/pi/Documents/basicstation/examples/aws_lorawan
station_path="$execution_folder/station"
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version_path="$execution_folder/version.txt"
station_conf_path="$execution_folder/station_conf"

# Function to find the Basics Station binary at the end of this script
# and store it in the station path
function prepare_station()

{

match=$(grep --text --line-number 'ASTATION:$' $0 | cut -d ':' -f 1)
payload_start=$((match + 1))

match_end=$(grep --text --line-number 'AEND_STATION:$' $0 | cut -d ':' -f 1)

payload_end=$((match_end - 1))
lines=$(($payload_end-$payload_start+1l))
head -n $payload_end $@ | tail -n $lines > $station_path

# Function to find the version.txt at the end of this script
# and store it in the location for version.txt
function prepare_version()

{
match=$(grep --text --line-number 'AVERSION:$' $0 | cut -d ':' -f 1)
payload_start=$((match + 1))
match_end=$(grep --text --line-number 'AEND_VERSION:$' $0 | cut -d ':' -f 1)
payload_end=$((match_end - 1))
lines=$(($payload_end-$payload_start+1l))
head -n $payload_end $@ | tail -n $lines > $version_path

}

# Function to find the version.txt at the end of this script
# and store it in the location for version.txt
function prepare_station_conf()

{

match=$(grep --text --line-number 'ACONF:$' $0 | cut -d ':' -f 1)
payload_start=$((match + 1))

match_end=$(grep --text --line-number '~END_CONF:$' $0 | cut -d ':' -f 1)

payload_end=$((match_end - 1))
lines=$(($payload_end-$payload_start+1l))
head -n $payload_end $@ | tail -n $lines > $station_conf_path

# Stop the currently running Basics station so that it can be overwritten
# by the new one
killall station

# Store the different files
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prepare_station
prepare_versionp
prepare_station_conf

# Provide execute permission for Basics station binary
chmod +x $station_path

# Remove update.bin so that it is not read again next time Basics station starts
rm -f /tmp/update.bin

# Exit so that rest of this script which has binaries attached does not get executed
exit 0

HOo|REE AT EIE F7}

7|#2 A3 ZEo Basics Station O|Zl, 4G|0|E X E 4|5t = version.txt, addpayload.shite &
3Z|EQ| station.confE F7IELICH O OIS 0| AT ZIEE AlIHSHLICY.

*#1/bin/bash

*

base.sh > fwstation

# Add station

echo "STATION:" >> fwstation

cat $1 >> fwstation

echo "" >> fwstation

echo "END_STATION:" >> fwstation

# Add version.txt

echo "VERSION:" >> fwstation

cat $2 >> fwstation

echo "" >> fwstation

echo "END_VERSION:" >> fwstation

# Add station.conf

echo "CONF:" >> fwstation

cat $3 >> fwstation

echo "END_CONF:" >> fwstation

# executable
chmod +x fwstation
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olgfet A3 EIEE A = HOIL0M CHE BE S A=™sto] Hellod YHI0|E T fwstationg

AAIEE & OlA ||}

$ ./addpayload.sh station version.txt station.conf

2llo{ | O|E0f CHE MH A4

LoRa Basic Station 2Z E2|0{= ECDSA M1}t &1 MEE Ho{ ¥H|0|EE M3 LICH HEE

UOIO|EE X|Hste{™ ClSo| 2 ErLICt.

- ECDSA ZZI0|8! 7|0 o|5H MAIz|T 128H}O|E O|RtO|0{0fF 5t ME.

o ME AFE|D sig-%d.key @4/0| 1} 0|22 HOIES 0|0 HE E|o{0F 5t= Z2tO|E! 7.
sig-0.key It O|B 2 f%%ff o| EZ&LCH.

. Iglo|t! 7|2 E8t 32 HIE CRC.

MHEI CRCE AWS loT Core for LoRaWAN API0]| MEEIL|CH O™ nt S MAISE{™ GitHub 2| E
X|E 2|0l = basicstation H|XME B E5t= Ct& A3 R E gen.shE A& = JU&LIC.

*#1/bin/bash

*function ecdsaKey() {
# Key not password protected for simplicity
openssl ecparam -name prime256vl -genkey | openssl ec -out $1

# Generate ECDSA key
ecdsaKey sig-0.prime256v1l.pem

# Generate public key
openssl ec -in sig-0@.prime256vl.pem -pubout -out sig-@.prime256vl.pub

# Generate signature private key
openssl ec -in sig-0.prime256vl.pub -inform PEM -outform DER -pubin | tail -c 64 >
sig-0.key

# Generate signature
openssl dgst -sha512 -sign sig-@.prime256vl.pem $1 > sig-@.signature

# Convert signature to base64
openssl enc -base64 -in sig-0@.signature -out sig-0.signature.base64
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# Print the crc
crc_res=$(crc32 sig-0.key)printf "The crc for the private key=%d\n" $((16#$crc_res))

# Remove the generated files which won't be needed later
rm -rf sig-0.prime256vl.pem sig-0@.signature sig-0.prime256v1l.pub

ro
o
[l
o2
1z
°
L
o

ASOZIEN ol MA=El Zetoldl 7= HO|EY 0|0 AEE|o{ofF &L|CH 7| ot

./gen_sig.sh fwstation

read EC key

writing EC key

read EC key

writing EC key

read EC key

writing EC key

The crc for the private key=3434210794

$ cat sig-0.signature.base6s4
MEQCIDPY/p2ssgXIPNCOgZr+NzeTLpX+WfBo5tYWbh5pQWN3AiBROen+X1IdMScv
AsfVfU/ZScJCalkVNZh4esyS8mNIgA==

$ 1s sig-0.key
sig-0.key

$ scp sig-0.key pi@192.168.1.11:/home/pi/Documents/basicstation/examples/iotwireless
Ctg BHH dE
O|X| Helofet MHE MMMoL| Cle FXZ 0|535l0d E*%|01 I} fwstationE Amazon S3 HZ
o YEESHMR. HA2 HAlo YHIO|E mtdE XM ZE K& 5te ZH|o|L{LICt S3 B! of H|o]
ES 5
ES

I
UH0|E mAUS 12 & U= TEFE CUPS AH{0l| F0o4stE IAM H&g S FIHE £ U&LICH

S3 t{Zlof HHo] ot YZEE 2 IAM &HE FI}

mjo
Rl
o 03
Mok
4>
30
rr
r
m
o
L

HZlol 2 =51 CUPS M7t oA &OI0|E Tt

Amazon S3E& Al&5t01 HZ!E MMELICH HZ!2 EHlo] A|o|E mtd
g S3
|A|\/| 04%"% FIHe == &LICH Amazon S304| CHEF XEAIBH LI 2 S3 A|Z5H7|E & ZSHMIR.
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U2 dtedis HAHo| YO|o|E mtU2 ALE 2! Ho|EL|olof et CHELICH Eflo HH0|E mped
2 ME dol| dHE Qo AR MR E +HE 39 AFREE ddstod HHE fwstation Tt

Amazon S3 HZ! 4 2 AH[0|E Tt YZEE

AWS Management Console2 At&3+0{ Amazon S3 HZA!S 48t CtS EHlo ACIo|E T2 B
off 2 E=gfFLCt,

S3 HZA! Y

ikl
u
H
o
Q'I_l
A
el
20
in]
™
u
H
o
Q'I_l
kl
o

Amazon S3 HZ!2 MAI5tE{™ Amazon S3 2£ L}, of

= EHAE st

|:0 0>-

A OO -1 4
2. WZ! o|gol cish mrst 2|0 Q= O|F(0dl: iotwirelessfwupdate)2 R=IgLICEH
S ALY EH FHE EE AE2 http //docs aws.amazon.com/AmazonS3/latest/userguide/

3. AWS 2| E LoRaWAN HO|EQO| 2 C|HIO|AE BtE &= O| AIE8H e 2 MEIF =X, HHZ!0]
7|2 HEHE ABSIEE ZE H{E2! HMA xHEH MTo| MEHT|o] U =X| &l

4. HZ! ™ ZHE|(Bucket versioning) 0l A & A3} (Enable)E MEHEILICH 224 ™ 042 7HX| EHTH 9|
Helo{ AUoo|E mtdg sYet Aol E2tst= ol =&0| ELc.

5. MH & 2353k (Server-side encryption) 7t H|& 443} (Disable) 2 MA |0 QI =X| &Qlstn ! A
d(Create bucket)2 MEHEIL|LC}.

Hello] UCIo|E ot YZ2E

O|X| AWS Management Console0ll ZA|E HZ! S 20 HAE & = A&t HAS MEistn ot
= HHHE 2tE2stod g YR EFLICH
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Hetxt 7hols
HZlg MEISHCIS Y28 MEfsHL|CT
oY F7HE 225 CHS Hello] YHIOIE mtlg YZ =L Ho{ UH(0|E o 2 MHE M
Aol M MdEE HXE et B2, fustation LS Y2 EFLICH K| 2™ HO|ES 0]
NMZEUDNM M MSe ot LS 2 =FFLICH
DE MHo| 7|BUc R MH™EE|o U=X| #lgtLct O/2] 2 o|E ACL(Predefined ACLs)O| Z 2}
Ol8(private)2 2 MHE|of UEX| &Qlstn YZE=E MEHSto I AUS Y= =& LCt

UZ =3 n} O] S3 URIE SAHELICH HEIE MEISHH A2 =8 ot Uo| A S50l EAEL
Ch. oS MEHEH = S3 URI SAHE MEAEFLICEH URI= O|Fol| dH B 01|X1I(fwstat10n)9 Hl=
st HZ! 0|8 XIYs AL s3://iotwirelessfwupdate/fwstation ZEIQILIC} IAM &
£ BtE 1l S3 URlZ At ehL|CH

S3IHZIE 242 = U HEO| UE 1AM AE M

O|A| CUPSOH S3 HHZ!0i| M HRllo{ YOIO|E U elE + Ue TES Fodsts IAM {1 HAMS

MMELICEH

odstof CHet IAM Z42H A Ad

AWS loT Core for LoRaWAN CH4l edstof| CHet IAM S MAISIEdE IAM 240 M s{HE ¥

& EHHE = &ct
AR M MEASH 3 JSON BS MeigtLICH
HE7|o| ZE LHEE M5t ol §X EME E0 H&LICH A2 1otw1reless S AN
A LIS ol MHEE HYJo] YC0|E Q! fwstationol HMAE £+ Qe HEHE MSELICH
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorQo",
"Effect": "Allow",
"Action": [
"s3:ListBucketVersions",
"s3:ListBucket",
"s3:GetObject"
iF
"Resource": [
"arn:aws:s3:::iotwirelessfwupdate/fwstation",
"arn:aws:s3:::iotwirelessfwupdate”
]
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| -
[a

3. MM ZAEE MEHSIT O|Fo0i Ol H2O| O|F(0: IoTWirelessFwUpdatePolicy)S =g L
Ct. Ct& HAtolM Of O|§ 2 AbE3t ok BfLIC.

H
>
I
bl
=
>
==
x

jo
gl
m
o
o

r

n

O|AM| IAM &t 2 ' d5tod 0|0l S3 HAIE AMASHT| la Wdet HAME HALEfLICH IAM 2£2
A SIEE F O3 HAHE 2tz LIc

2 A AME{E| & MEH(Select type of trusted entity)ol A CHE AWS HH S MEHEELIC,
3. A Do AWS H Y IDE =8t ¥ Chg: HEtS MEiFLCH
4. ZAM AXHo O™ HXtoM A5 IAM HAo| O|§ 2 =AFrLct ZAM ZA1tol|Af O|Fof BHE
IAM Z2H(0f: ToTWirelessFwUpdatePolicy)S &QI5tm MEHEHLICY.
5. Next: Tags(CtS: EH2)E MEHSH & Next: Review(CHS: HE)E MEHEILIC.
o

=
6. <& o|Zo0i o] & | 0|5 (0: IoTWirelessFwUpdateRole)2 Q2ist £ J& MM S MENF

O HHIE e = ZAlzl= &2 HAIXIM dEet AE olF2 M=stm WRIFLICH ChE AZ|
TAE F7tet7| 2ls A S BRELICH

1. g Aol cHet 2 9F mo|X[olM A= 2hA| HE MEEH & M| ghA| HES M=iFLCH
_|

2. HM ZMol|M Principal £42 Ct& Ol AlXH BHEFLICH

"Principal": {

"Service": "iotwireless.amazonaws.com"
o
Principal £d2 HZEs = ™A H& E M7t CFS o AlF 22 EAlo|o{oF B LICEH.
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {

"Service": "iotwireless.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {}

3. HAANES MEStD SE5tcd™ 412 HA 40| 0| E(Update Trust Policy) & MEHELICEH.
X} d&of CHEt ARNZ &SELICH IAM L& S MEHSHE oF Aol 24& ARN(O:
arn:aws:iam::123456789012:role/IoTWirelessFwUpdateRole)O| EA|ELIC} 38

ARNZ SAHEFL|CH

CHE BAH HE

O|X|l S3 HHZ! 1} CUPS ME{7} S3HHZ!E 218 = UL E 5= IAM a2 HERCEZ OIS =2
2 0|535+04 H?o{ YOOI EE oi st AELICH Hefo UCIo|IE =8 5 A-™ME 2] Hol
S ASH S3 URI 2! & ARNS 7|E38H SLICH

E 4y mf dHE + JUTF, o[Fof
ated BOlE ALS 510 HRIo] H(0IE ollof U A

XtQd MO|E AIE235l0o4 Heflo{ MOO|Eof CHEH MFE HEE E& 51 YO0|EE ™olg = &Lt
loT Core for LoRaWAN HO|EQ|o|et Z#EEICIS M EHEQ| HEE 7 A
EE N3&Lict.

AH|O|M

Basic Station 2 Z E 02| HH I &= A|ZtILICt o] HEE AlHsl 7| 2I8H, HOIELi oo 23t
A E|= Basic Station 2AZEQ01E AE5l0 0| HEE Mg = JU&LICHOd: 2.0.5(rpi/
std) 2021-03-09 03:45:09).

« PackageVersion

71|0|§°4|0|01|H version.txt T+l olsH XIEE Eof HAILICH 0] HEE Aol oloil ¢
QIX|EH Heo] HHS Holste WHo = AL sHe ol E4LICHOI: 1.0.0).

=

It

. Dol
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HOIEH Ol AE S ESHE = Z-(0: Linux) LT

O| MxI& 2t=st= Ol 208 0| A ELICH

>

ol WxtE gt slei:
. HolES0lolM ASH FOI #HxH HE 7x{2 7|
. 24 Ho|E90| ZHed o] A4

o
+ T2 YCI0lE Bl A3 U B

a

57

0
M

HOIEH oo A&l QI A HH 7127

Helo{ Aol Eof CHEt HIO|EQ0|e| AL E & Ql5tT| {8l CUPS M= HO|ES 0|7} CUPS
H &0 Ml 7ie] E = Station, PackageVersion, & Model HEE MAIE m e HE I} L&t
=X| ZelgtL|Ct &4 Ho|E AFSE Ml 0|28t 2 E&= CurrentVersion EEO| U2 HEEL
Ct.

AWS |oT Core for LoRaWAN API EE= AWS CLIE AI23510{ HO|EQO0|E Q& CurrentVersione
A&LICH OIS HHE CLIE AH8510{ 0| HEE 71X &= WS Eo{ELICt.

1. HO|EQ0|E o|0| Z2H|X{LEt B get-wireless-gateway HHEES AFE35t0{ HO|ESolof CHEH
HMEE 7IX8 = U&Lich

AAEH

aws iotwireless get-wireless-gateway \
--identifier 5allb@a85allb@a8 \
--identifier-type GatewayEui

CtE2 ol BHoi chet ME £33 dF ALCh
{
"Name": "Raspberry pi",
"Id": "1352172b-0602-4b40-896f-54da9ed16b57",
"Description": "Raspberry pi",
"LoRaWAN": {

"GatewayEui": "5al1b@a85al1b@a8",
"RfRegion": "US915"
b
"Arn": "arn:aws:iotwireless:us-
east-1:231894231068:WirelessGateway/1352172b-0602-4b40-896f-54da9ed16b57"
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}

2. get-wireless-gateway BE0| olaif 21 E M HO|ELO| IDE A& 3H0q get-wireless-

o|5H
gateway-firmware-information @& & &35 CurrentVersion& 7tX& £ JU&LICH

aws iotwireless get-wireless-gateway-firmware-information \
--id "3039b406-5cc9-4307-925b-9948c63da25b"

CIS2 Hol CHet MZ £240|0, CurrentVersionol 2l EAIZIE Ml ZE HEE HoiEL]
Ct.
{
"LoRaWAN": {
"CurrentVersion": {
"PackageVersion": "1.0.0",
"Model": "zrpi",
"Station": "2.0.5(rpi/std) 2021-03-09 03:45:09"
}
}
}

F4 AHO|ESO] &Y Ho| W

A

Q] X o|E OHE [ AutoCreateTasks IFZHOIE{E AFE5l0d 2fQo| A5 MME
LICt. AutoCreateTasks= 0iM AHZ S Al mi2t0|E 252 Yx|st= HO|IE
O| mtZlO|E{E HIEMH35t5tEd m2t0|E{E Ho|EQolof 522 EaH{or & L|ct.

AWS loT Core for LoRaWAN API EE= AWS CLIE AF23510{ M HO|ERO] Y Ho|E MME =
= =il 0

A&LICH CHE BB 2 CLIE AHE5t0d 27 Ho|E ot

7b Z8E input.json ItUS

» UpdateDataSource

S3 HAlo| d= =3 Helo{ Yoo|E mo| 01 /U= AAof CHet 23 & M= Lchod:
s3://iotwirelessfwupdate/fwstation).
» UpdateDataRole
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S3HZIE 2i8 4 = MBS MBsHe 1AM B0l of8 ARNOY T3t 23S MBFLICHo!
arn:aws:iam::123456789012:r0le/IoTWirelessFwUpdateRole).

- SigKeyCRC %! UpdateSignature

Ol Y2 & HOIEH Ol MZUAMoIM MBE + UXIEE HH o HUH0IE T T ME ol I
E HAtE MICHH MBS ddg mf ol HE & &2 + J&Lt

* CurrentVersion

get-wireless-gateway-firmware-information FdZ Al&35t0o{ O[T &2
CurrentVersion 32 A3 M L.

cat input.json

CI22 input.json ItY9| L§E S Eo{ELICt

"AutoCreateTasks": true,
"Name": "FirmwareUpdate",
"Update":
{
"UpdateDataSource" : "s3://iotwirelessfwupdate/fwstation",
"UpdateDataRole" : "arn:aws:iam::123456789012:role/
IoTWirelessFwUpdateRole",
"LoRaWAN"
{
"SigKeyCrc": 3434210794,
"UpdateSignature": "MEQCIDPY/p2ssgXIPNCOgZr+NzeTLpX
+WfBo5tYWbh5pQWN3AiBROen+X1IdMScvAsfVfU/ZScICalkVNZh4esyS8mNIgA==",

"CurrentVersion"

{

"PackageVersion": "1.0.0",

"Model": "rpi",

"Station": "2.0.5(rpi/std) 2021-03-09 03:45:09"
}

2. input.json I}YUE create-wireless-gateway-task-definition 2301 T1E 5104 2tQd Ho|E MdEt
L|CH.
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aws iotwireless create-wireless-gateway-task-definition \
--cli-input-json file://input.json

ct

1jo
rlo
ol

e 8- £342 204 FLICH

"Id": "4dac4sb6ff4-efc5-44fd-9def-e8517077bb12",
"Arn": "arn:aws:iotwireless:us-

east-1:231894231068:WirelessGatewayTaskDefinition/4ac46ff4-efc5-44fd-9def-
e8517077bb12"

}

"_"':-II‘(I)'-”O'I Cl)__-ll|_'_.||o|§ Xtod AlSH Ol X|%H.§..

TH 20O X 1L-O

7Ho|EH ol Hof Hlol

EE dl 7F £lo{ o Hedo| X[ CUPS Mol @dZEEL|C}.
CUPS M7} HO|ES|0| HT1e| (K| 5

|
2f 745t H Hello] UC|o|EE of ofgfLCt.

o4

rlo

mo 13
o
29 |

2] EMAQ| & Hol L}, AutoCreateTasksE( ) True(2)E H75t0 AtS 2 A4
XEMeo = Ux|st= HO|EL0|7F L AE= FA| Hello{ HlO|E =H40| AlZFEILICEH
GetWirelessGatewayTask APIE AtE35t0{ 20| ZI g FXE 5= U&LICE get-wireless-
gateway-task BHEE MZ AT 2 2 E{7F IN_PROGRESSE FE A|ELICH

aws iotwireless get-wireless-gateway-task \
--id 1352172b-0602-4b40-896f-54da9ed16b57

CHE22 aiE Bd £32 2o &Lt
{
"WirelessGatewayId": "1352172b-0602-4b40-896f-54da9ed1l6b57",
"WirelessGatewayTaskDefinitionId": "ecl1f9e7-b@37-4fcc-aab0-a43b839f5de3",
"LastUplinkReceivedAt": "2021-03-12T09:56:12.0477",
"TaskCreatedAt": "2021-03-12T09:56:12.0472",
"Status": "IN_PROGRESS"
}
Ct2ol| BHES A f Heo ¥Ho|E7 MBE[H Ho|o|EE EE Package, Version &

ModelO| EA|E|1® =] AEH7} COMPLETEDZ B4 ELIC}.

CUPSE At&3toq 7|0|ES) 0] Heo{ HCIo|E 77


https://docs.aws.amazon.com/cli/latest/reference/iotwireless/get-wireless-gateway-task.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/get-wireless-gateway-task.html

AWS loT Wireless TR 7H0|E

aws iotwireless get-wireless-gateway-task \
--id 1352172b-0602-4b40-896f-54da9ed16b57

CtE22 g BE £ 204 ELIC

{
"WirelessGatewayId": "1352172b-0602-4b40-896f-54da9ed16b57",
"WirelessGatewayTaskDefinitionId": "ecllf9e7-b037-4fcc-aab0-a43b839f5de3",
"LastUplinkReceivedAt": "2021-03-12T09:56:12.047Z",
"TaskCreatedAt": "2021-03-12T09:56:12.047Z",
"Status": "COMPLETED"

}

O ofofl A= Raspberry Pi 7|2k RAKWireless 7 O|E 9| 0|& AlE3t0{ Hello] YO0|EE Eo{ F
RA&LCt Hello dllo|lE A3 BEE A8 59l BasicStation2 & X|35t04 YC|0|EEl Package,
Version & Model ZHEE MHEFHEE BasmStation% ChA| AlZFatof L|ct.

2021-03-12 09:56:13.108 [CUP:INFO] CUPS provided update.bin

2021-03-12 ©09:56:13.108 [CUP:INFO] CUPS provided signature len=70 keycrc=37316C36

2021-03-12 09:56:13.148 [CUP:INFO] ECDSA key#@ -> VERIFIED

2021-03-12 ©09:56:13.148 [CUP:INFO] Running update.bin as background process

2021-03-12 09:56:13.149 [SYS:VERB] /tmp/update.bin: Forked, waiting...

2021-03-12 09:56:13.151 [SYS:INFO] Process /tmp/update.bin (pid=6873) completed

2021-03-12 ©09:56:13.152 [CUP:INFO] Interaction with CUPS done - next regular check in
10s

Hello{ Mdo|E7t AMufstHH CUPS MO A & Ef FIRST_RETRY7 EA|E[1 HO|EQ| 0|7t S LEt
QHEE EHLICt. CUPS ME{7} SECOND_RETRY O|%0f 7 O|E|O]of H4ZEE == 912 FAILED & Ef
E EAIELCE

O Zr40| COMPLETED = FAILEDRAS T M 2 A Z A|ZF5H7| T0] delete-wireless-gateway-task
PP S ALE5t04 0| &S AFX|ELICH.

aws iotwireless delete-wireless-gateway-task \
--id 1352172b-0602-4b40-896f-54da9ed16b57
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https://docs.aws.amazon.com/cli/latest/reference/iotwireless/delete-wireless-gateway-task.html
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LoRaWAN Ct22 3 O|o|E EcfEHE +4E HOo|EF o] MEH

AWS loT Core for LoORaWANO{ A C|HIO|AZ CIR2l3 HA|XIE B | Ct22l3 do|E Eaf=lo]
AMEE HO|EHOIE MEHE = U&LICE 74 HO|EO0IE XI'H3I7{LE HO|E/ 0| SF oM A=
5to4 CH23 3 EciTg =4AE = A&Lct

=1 g=5

HOIEH ol 552 x|dst= ¢H

rr

SendDataToWirelessDevice API Z1E A& 304 AWS loT Core for LORaWANOI A C|HIO|A R
CI22I3 HAIXIE B [ AR E 7HE HO|ESO| = HOIERO| S8 & X|HE £+ U&LICH API

H2 & | Ho|ERO|ol CHEt ParticipatingGateways ZH&|E AF& 350 CFS mi2tO/E{E
X’E5tM 2.
(® Note
M&3tEd= HOIESo| Z50| AWS loT 2£01 gi&LICH SendDataToWirelessDevice
AP| 2 tL = CLIE AISE T AI8E HOIERIOl S5 XIHE £ Y&t

« DownlinkMode: Ct2 33 HAIX|E =it EEE EX| ofL|H SA| 2EE EHX|E LIE}
HL|CH SeiA A Fx|e] B2 0| YA HIAIX| &0 MELEH HO|ES 0|2t AHE 5T
UsingUplinkGatewayE X|&E LIt

« GatewaylList: Ct223 C|O|E| EEfEHE 2= Ol A& HOo|ES|o| SFLICE Ct
233 Ho|EEx= X|HE BT E X[HYE HO|EH 0|2 MEELIC O|= GatewayId &
DownlinkFrequency # 92 T4 E GatewaylListItem 2| S52 AFE5t0{ ZA|ELICEH

« TransmissionInterval: AWS loT Core for LoRaWAN7| HO|2ZEE C}= HO|ES0|2 ™
7| ™ol cHZ|5t= AlztILct.

.

&ot

(® Note
CH223 HAXIE 2efa B E= Sei4 C Fd EIHPOI/\E HEE ek ALEE Ho[ES 0
=52 X8 # U&LICH 2ei& A CHO[AE A8 stE B2 Ch233 HAIX|7t ClHto|A
2 T2 1 T HAIKIE 29 1 M HOl= A0l AS LI

Ch22 7HlolE9olof cHal of 4%_ o 2t0|BE XIEste YYS 2oiF &£ ol LICh input. json Tt
2ol F71 M8 ME7} = eELICH SendDataToWirelessDevice API 24 Al5to{ Cl2&la

LoRaWAN CI2 2= CIOJE| EZfEe 4418 H0lES0] M=, -


https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_SendDataToWirelessDevice.html
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HAIXIE H&ste Lol CHE XEMIEF LIS 2 APIE AHE510{ CH2 33 CH7 | A7 S & EsHA

— o =
.
® Note
AWS loT 22 Al235104 AWS IoT Core for LoORaWANOA CHR 23 HA|XIE Ed = &
of HIO|EHO| SE& X|H35t7| &t melO|E{E A& £ giaLCt.

aws iotwireless send-data-to-wireless-device \

--id "l1laab5eae-2f56-4b8e-a023-b28d98494e49" \
--transmit-mode "1" \

--payload-data "SGVsbG8gVG8gRGV2c21t" \
--cli-input-json file://input.json

CtZ2 input.json TS| Z2EHIXE HoiFLICH.

input.json LIS

{
"WirelessMetadata": {
"LoRaWAN": {
"FPoxrt": "1",
"ParticipatingGateways": {
"DownlinkMode": "SEQUENTIAL",
"TransmissionInterval": 1200,
"GatewayList": [
{
"DownlinkFrequency": 100000000,
"GatewayID": a@lb2c34-d44e-567f-abcd-0123e445663a
},
{
"DownlinkFrequency": 100000101,
"GatewayID": 12345678-alb2-3c45-67d8-e90falb2c34d
}
]
}
}
}
}
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<0 k2t
dhedoi| CHEE XFAMISH LY

Ol B2 AYslH £330l Ct223 HIAIX|C| MessageId7t MAELICH &
MessageIdE F4&IStHEIE IO & X[E = /&LICtH Ol LR E i Zst=

2 0233 HAIXI 7|8 2F =X sHZE MME FEGHAMRL.
{
Messageld: "6011dd36-0043d6eb-0072-0008"
}
204 HO|ES ol =50 Cigt WE 7K 27|
CtR223 CH7[Zol| HIAIXKIE L@t Ct2 33 HIAIX|E B o #odste HO|EH 0] EFof Cist
HEE U2 = ULt HAIX[E LIE35tEd™ ListQueuedMessages APIE AIE5HAIR.

aws iotwireless list-queued-messages \
--wireless-device-type "LoRaWAN"

Ol BEE ddst™ 7ol A= HAIXI L i o474 #H-o0f CHEr HET} gHerElLICt

AWS loT Core for LoORaWANO{ A C|HFO|A 22|

CHZ 2 AWS IoT Core for LoORaWANO{ A C|HFO|AE AFRE M 1E43HoF & H 7tX| S8 AFE ¢
LICF. AWS IoT Core for LoRaWANO] C|HFO|A F 7} dheHof| CHE REM|EF LI 2 AWS loT Core for
LoRaWANO{ C|HO|A 2HE MM £ XSHAS.

C|HFO|A 1184 AMEE
AWS loT Core for LoRaWANZ} S A15t7| 2I5H AFE35tEd= ClHIO|AE MENE [ CHS 2 1 245HMI2.

© A ThSE A

. HiEiE 8

o Of|L4X| AH|

. HIg

. SHELE RE U T He

AWS loT Core for LoRaWANO| 24& st HO|ER 0|7} /= CIHFO|A AFE

ME735= CIHFO|AE AWS IoT Core for LoRaWANZ 74 A2 E 4= Ql= M HO|EQ 0|9 mH o2
2 OIALICH AWS IFE L] C|HFO|A FFEFZ2 0 A 0|23t HO|EQ|0| L 7HEerAI FIEE S £ Ql
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListQueuedMessages.html
https://devices.amazonaws.com/search?page=1&sv=iotclorawan
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&LICt E3F Ho|ES{ 0|2t of2det ClHtO|A 9| 2HEE 1edete Wol E&LICH XEAEH LIE2 AWS
I E L C|HIO|A FHE 2 01| A EtstEl HO|EXO| ArE EFRE EESHAAIL.

LoRaWAN H{Z

AWS loT Core for LoORaWANS LoRa Alliance0] 2|5 EZ3tE 1.0.x == 1.1 LoORaWAN AIXE &=
5t= 2 & C|HO|AE K| FLICE.

LoRaWAN LC|H}O|AMM 23 HIO|IEE M&5H7| Tof| 848 2= 20 22 AIX—IE}E I ZMA
2t=ZsHofF gfLICt C|HFO|AE & MH35H5iEd™ OTAA(R M YOI0|E &3l == ABP(ZHR! o= SE*
HShE A8E £ U&LICH ZF g dstol CHall M MM (71 2|22 OTAAE AL85104 C|HIO|AE

L

E 7|2t MM 7|2 ZXSlE LoRaWAN H{Z 4l A
A2 3104 AWS 10T Core for LoRaWANOI| £ 44 C|H}

LoRaWAN LC|HIO|AE AMEX| Y2 T HAIXIE HESE &= USLICE CH2 23 HAIXIE =41 CH7|
St HHEE| 82 A2 51D HHE{2] XIS AlZhE EQLICH LoRaWAN Z2EZ2 A| 7+X| E2HA 9]
LoRaWAN C|H}O|AE X|&EL|Ct.

- Zei& AC|HO|AE CHFEL| AlZhe MY = MEtstn B2 Al Seh Oh28 3 HAIXIE
=4 ChZ[gfLIC o] ClHtolA = CHF & HHEIE| =0l Z|Ci 10'A2! HIE 2] T9d A lL|CH

- 2ciA B ClHO|AE |SFEl O3 3 &R 0M HIAIKIE 4 = &LICH o248 ClHio|A=
CHF 2 HiE 2| T3 HF 0 o[ iL|Ct

* Class C C|HIO|A = FH ENT} ofL|0AM Al HIAIX] =4 ChZ |5t 7| E ol HIAIX] £=4loi] BE2
X|edo] gd&LICt of ClHIO|A = CHEREE FTI7o| HAZE AF0f o[ LICt

|HFO|A T Ed Ao CHE REAISH LH2 2 LoRaWANO] CHEH AHA|E| L otE 7|of A= E

|

« AWS loT Core for LoRaWAN= At835104 21383 CI0|EH £ (ADR) =&
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« LoRaWAN LC|HIO|AQF AWS |oT 7+2| S 4l 22

« T{E2! LoRaWAN LC|H}O|A HE 30| LoRaWAN E2{Z| & Z|(Everynet)

0%

AWS IoT Core for LoRaWANE At&3104{ M3 O|O|E £ (ADR) =H

A= ClHrOo|A 2| HIAIX|7H HO|ES 0o M AL 5 5tHAM ClHtO|A M& T3] AH]
=54

2|3l AWS IoT Core for LoRaWAN M-S Cl|O|E{ S E AFSELICH M383 OlE
ol A= TZIe| 2 FES E0|HM HIOIH £, ME M U MHE £ E 2 ™HS6ES
S ClHFO[A0f XIAI%*L—IEP 0 E Sof, 2= C|HtO|A 7} HOIEHOl 2K 0 U= B HEE o|o|H

T& % TS H0|1 GlojE Hs S8 LI

- M3 Oo|E £ (ADR) 35S Y4

. OlolE|{ &= AEHCLI) 74

8% Hlo|EH £ (ADR) 55 4

OII

ADRE & M3l5te{m ClHolAa 7t =8| Slc{oll ADR HIEE MZ&&HoF &fLICH ADR HIE7F M E|H
AWS loT Core for LoRaWAN LinkADRReq MAC H™E ELiT ElHFol = ADR HZE9| ACK 4
Ef7} & El LinkADRANns BHEo = SEELICH CIHIO|A 7 ADR BHEE ACKE T&5HH AWS loT
Core for LoRaWANZ2| ADR X|&lof| 2t =& o] |o|E| £ =& <3l E% o2t0lE gt2 -8 ct

AWS loT Core for LoRaWAN ADR & 11 2|&2 Y23 HEIH0|E 7|Z 2| SINR HEE AtE5t0] 7|7|
of AL E 2|Mo| ME MW Ho|E S & A™ELICH 12152 =Y &0l ADR HIEZH MY
I AR E|E 7 2o A3 3 HIAIXI 207HE ASELICE MHE K-8 AHsH 7| fla & &A=
mZ! o HEEQI I LR Z(PER)2 AFSELICE Ol T E2ES2 ME3IH H|0|E £ He, & O
Ol £ 9| |4 ! =[CH MIEHEF Mo{E &= U&Lct.

ololEf £ = ABHCLI) 74

7|18XMo 2 AWS IoT Core for LoORaWAN LoRaWAN LC|HIO|A 9| Z7|¥] 3|0 ADR HIEE MH
& i ADRE T™ELICH AWS loT M API 2] CreateServiceProfile &= AWS CLI &
create-service-profile2 AF23t0{ LoRaWAN C|HIO|A0] CHEE MH|A T2 LS AMAEH ) o
OlF £ of (4 I %|CH MEHE Mofe = AU&LICH.
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateServiceProfile.html
https://docs.aws.amazon.com/cli/latest/reference/create-service-profile.html
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® Note

AWS Management Console0i| M MH|A Z2 LS HHE M= =0 L £|4 ol £ A&
2 X|IH8E = glaLich AWS loT 24 API E£= AWS CLIZ B X|HE 5= //&Lct.

OolE| £ o A L =|CH MeHE X|&524H CreateServiceProfile API 21}t 74 DrMin &
DrMax IIZIOIE{E AF2SIMI2. 7|2 %A 2 %|CH C|o|E &= MBH2 0t 15QLICt o| & S04, CIS
CLI HH2 %A CIO|E £ XMetE 322 MAS T =|cH MsH2 122 M- ErLct.

aws iotwireless create-service-profile \
--lorawan DrMin=3,DrMax=12

o] B

ffo

A5 MH|A T2 EO|IDLF Amazon ElAA O[F(ARN)O| A EL|CE.

"Arn": "arn:aws:iotwireless:us-east-1:123456789012:ServiceProfile/12345678-
alb2-3c45-67d8-e90falb2c34d",
"Id": "12345678-alb2-3c45-67d8-e90falb2c34d"

AWS loT &M API 2] GetServiceProfile &&= AWS CLI @& get-service-profileE AIE
stod X|’'JEl mt2tole 22 7tXME = JU&LICt

aws iotwireless get-service-profile --id "12345678-alb2-3c45-67d8-e90falb2c34d"

Al

o| 0424 Al

o o

fjo
0%

ot MH|A == E mietolE{ef Zhol Mg ELCt

"Arn": "arn:aws:iotwireless:us-east-1:651419225604:ServiceProfile/12345678-
alb2-3c45-67d8-e90falb2c34d",
"Id": "12345678-alb2-3c45-67d8-e90falb2c34d",

"LoRaWAN": {
"UlRate": 60,
"UlBucketSize": 4096,
"DlRate": 60,

"D1BucketSize": 4096,
"AddGwMetadata": false,
"DevStatusReqFreq": 24,
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetServiceProfile.html
https://docs.aws.amazon.com/cli/latest/reference/get-service-profile.html
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"ReportDevStatusBattery": false,
"ReportDevStatusMargin": false,
"DxrMin": 3,

"DrMax": 12,

"PrAllowed": false,

"HrAllowed": false,

"RaAllowed": false,

"NwkGeolLoc": false,

"TargetPer": 5,
"MinGwDiversity": 1

IZ2IZIS 04 7 OHE A2 API 2] ListServiceProfiles EE= AWS CLI H& list-service-
profiles& At&35t0{ AWS HHo| MH|A Z2EZ LIS CHS GetServiceProfile API £&

get-service-profile CLI HH2 AI25l0{ CIO|Ef £ MN|BH2 AFE A K|&B MH|A Z2EE
Z4ABE & Q1A |},

LoRaWAN LC|HIO|AQF AWS IoT ZHe| E 4l £ 2

LoRaWAN C|HIO|AE AWS IoT Core for LoRaWANO] 2148+ £0i&= C|HO|A 7 EEIREE HIA|

K| MEE AlRHE £ Q)& Lt 223 HA|XR|= C|HO|A A &8t AWS loT Core for LoRaWAN
ol M =415t = HIAIXIJLICH LoRaWAN ClHIO|AE AKMEX| P T HAIXIE MEE = U2H,

O| HIAIX|= CHE AWS MH|A & ZEtfE AR ofE2(7Ho|[Me 2 HMEEILICH AWS loT Core for
LoRaWANZIt 7|Ef AWS AMH|A 2 o ZE[71| 0|0 M ClHFO[A R & e HIAIXIE CH2E 3 HIAIX[E}
o ghulc.

a

CHS2 ClHtolagt 22t ol H& s YEA
ELCH o223 HAX|el Ch7|¥E *KIst ol248t HIAIX]

2 &g + UA&LICH

A Ch233 HAIXKIE 21 #Elsts Yy E Eod
S =
=

o
CH7|Goll £7HEl = A2 ClHfolA

=HA
« LoRaWAN LC|HFO|AOM HMEE L3 T HAIX]| EA E 7|
« CH7|Q0] LoRaWAN & x| 2 ME e cteala mlAIX| F7t

LoRaWAN C|HFO|AOM ME& =l 213 of|A|X| Al H 7|

LoRaWAN C|H £ AWS IoT Core for LoORaWANO| 943z ond =M C|HFO| A M AlIE 4215
ol

ES
HAIX|S| FAlE golg +~ A&LICH
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListServiceProfiles.html
https://docs.aws.amazon.com/cli/latest/reference/list-service-profiles.html
https://docs.aws.amazon.com/cli/latest/reference/list-service-profiles.html
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Y23 HAIXIE &t&st7| ™o

T

ClO|IEE & 0E = U E FMCIHIO|IAE 2EE St C|HFO|AE AWS loTod| @133 ok & L|Ct.
C|H}FO|AE AWS loT Core for LoRaWANO| 2 2 =2l5t= edol CHst REM|IEH LE& 2 AWS loT Core for
LoRaWANO{ C|HIO|A 2EE MM XM L.

Y23 HAIX|ol= Fod0] ZE (o] U&LII?

LoRaWAN HO|EQ0|E Al235l04 LoRaWAN C|H}O|AE AWS loT Core for LoRaWANO1| @3Z3EHL|
Ct. CIHFO|AOIM B = 213 HIAIX|ol= ChHE HEJF Z&ELICH

[ T s Y

« 2MLCIHIO|IANM MAE|= &5 5HE Ho|2E HA|X|0] sHE 5= H|O|£2E O|0|H.

« Ct&E Z&st= F4 HEHOlE:
- C|Htol& HE(0: DeveUl, CIOIE £ & C|HIO|ATE 5& SQ Fub &d).

- C|H}O|AOf @1ZAE HOIERNOlof CHSF MEHX F7} mietO|E 2! HIO|ES|o| HE. HOo|EH O] u}
2tOJE{of= HO|Ef|0]|2] EUI, SNR & RSSI7} = &HEL|Ct.

=

FM HEEOIEE A8 304 M ClHfo[A0i CHet &8 HE et CIHHO|AL2F AWS loT ZHol| &

o
T|= Olo|EE ¥g + Y&LICE o€ £04, AckedMessagelId TIEHOIE{E AR S04 OFX|2H2
2QIE 233 HIAIR|7F ClHOIAMM = AEIR=R| IR E 2 QIE = UGLICH ERo EEPEP, A
3t
==

-2 T AAH
OlERI0| HIFE EEsHE S MEE B ClHto|A0] T 7HHe Cf 228t Hlo[=9 0| Mz g

o1-=
Px| oiRE A £ AsLICH

—=

CIHIO|AE 228t £ AWS loT 2£ 2| E|AE HO|X|olAH MQTT E|AE SE}0|HEE A8 5l0q CH

AS dEE M XIHE FHME #+5E &= U&LICH ClHO|A 7 @42 Ko HO|2E H|0|E M&E2 AlE
St HIAIR|7F E A= 7] AIRFEFLICE

O| Ctolo{1Z42 AWS IoT Core for LoRaWANO] 213 E LoRaWAN A|AEIO| SHA @ AE Al ST
7|2 Cllo|E] YAt A|ARIS S8 ClOIE{7I 52 & WAlg HoiFL|C
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https://console.aws.amazon.com/iot/home#/test

AWS loT Wireless

JHEER} 70| =

LLLLL

[es]

€y @ 3)

@)
- Q.0
_Z'E@_ﬂ_ o

LRI E

LoRaWAN AWS ToT

gateways and Core for

devices LoRaWAN

AWS services
FM ClHio|A7F ¥3 3 Cl|ole] &S AlZFSHH AWS IoT Core for LoRaWAN2 FM HEIH|O|H
HE Ho|EER 2 Eet CZ O|E AWS ofEE|FAH 0| =
4213 MIAIK| of| |
Ctg oMol M= CletolA0 M B2 413 HIAIX|2] E@Alg E o4 ELICH.
{
"WirelessDevicelId": "5b58245e-146c-4c30-9703-0ca942e3ff35",
"PayloadData": "Cc48AAAAAAAAAAA=",
"WirelessMetadata":
{
"LoRaWAN":
{
"ADR": false,
"Bandwidth": 125,
"ClassB": false,
"CodeRate": "4/5",
"DataRate": "Q",
"DevAddr": "00bS6cd4",
"DevEui": "58a0@cb000202c99",
"FOptLen": 2,
"FCnt": 1,
"Fport": 136,
"Frequency": "868100000",
"Gateways": [
LoRaWAN C|B}O|A Sl 22| 87
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{
"GatewayEui": "80029cfffe5cflcc",
"Snr": -29,
"Rssi": 9.75

}

1,

"MIC": "7255cb0@7",

"MType": "UnconfirmedDataUp",
"Major": "LoRaWANR1",

"Modulation": "LORA",
"PolarizationInversion": false,
"SpreadingFactor": 12,

"Timestamp": "2021-05-03T03:24:29Z"

4213 HIEtC|O|E{ ol A H| O] E9Y|0] HIEE|O|E A<

U232 HEHOIE{ oA HO|ES O] HEIHOIE HEE MLlsted™ MH|A Zzotelg BHE
AddGwMetadata It2t0|E{E H|E H3tErLICH Tiet0|EE HIE Gstets Yol Chet RbMIEH L8 2
MH|A Z20re =7} ( )xl-xol.k”O

r

0| 32 Ch& ofxet 2 o] Y23 HIEHH|O|E{ol Gateways M440[ E AIZ|X| St &LICH

{
"WirelessDevicelId": "@d9a439b-e77a-4573-a791-49d5c0f4db95",
"PayloadData": "AAAAAAAA//8=",
"WirelessMetadata": {
"LoRaWAN": {
"ClassB": false,
"CodeRate": "4/5",
"DataRate": "1",
"DevAddr": "01920f27",
"DevEui": "ffffff10000163b0",
"FCnt": 1,
"FPort": 5,
"Timestamp": "2021-04-29T05:19:43.646Z"
}
}
}
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CH7|20f LoRaWAN & x| 2 M&E Ct2 213 HA|X| F7}

2CIRE AR ofE2F0|MH L J|EF AWS MH|AE M CIHIOIAR CHR 2T HAIXIE MEE +
Ql&LICH Cte3l3 HIAIX|= AWS IoT Core for LoRaWANOIA| M C|HIO|A R MEEH HA|X|RIL
Ct. AWS loT Core for LoRaWANO] 2 2 &8t ZF C|HO|A O CHEH CHR 23 HIAIX|E of| st MEE

= U&LICH

HEIFHAE OIS MNBE = U&LICH Y
FotH, Ol FAE ™A =AIKClHIO|IA 1
lo4 0424 C|H}O|AZ CI22l3 Ho|REE

Ct233 HAIXIE ©&stedE ClHto|ATE o4E] 7Hel 3
EIFiAE O 59| C|HtO|&E SYUEF HEIFHAE FAE
S0l B ZELICH RbMEF L8 2 HEPHAE 52 4

MEELICH BHHE HEsAAL.

OH Ho

ol

CHR I HIAIX| Ch7 1Y &HS Al

LoRaWAN C|HtO|A Q| C|HFO|A EEiA0 mat CH7 €0l Qe HIAIX|7F CIHFO|AR MEE|E EAl0]
ZAXMEL|CH Z2iA A CIHIO|AE AWS loT Core for LoORaWANO] &2/3 HIA|X|E & 5Ho4 ClHEO|

A7FCHR2 33 HAIRIE =417 = US S LEFRLICH ZeiA B ClHO|AE it TR 23 &R 01| A
HAIXIE =417 = J&LICH oA C ClHO|AE IXNEHE CHR 33 HIAIRIE sAIE &= J&aLch
ClHbOlA ZeHA 0 CHEF AEAIEH LHE 2 C[HHO[A A MME FZSHAIR.

CtE 2 HIAIXKIZF CHZ (ol F7HE[T A AC|HO|AZ MEE|E WHE Eo{ELch

1. AWS loT Core for LoRaWAN CH7 |0 F7+E CHR2E 3 HIA|IX|E AWS loT 2& EE=AWS loT
EMAPIE AF25104 X|MEH ZR| Y ZE, HO|2E O|o|E{ ! £ 2= n2t0|E{Q} &4 H{ 28t
LIC}.

A 22kl Aejo|n CHR2E 3 HIAIX| £412 Al

¥

2. LoRaWAN C|HIO|A = 33 HAIX|E & 504
xHet & ole o | LEFUL|CH

2T AR =

3. CHZ7|dod| CH2 33 HIAIXIE F 7H 0|4 F7+8F B2 AWS IoT Core for LoRaWANE & 2I(ACK) &
a7t MEE AENZ CH7|¥o| & Ml CH2 323 HIA|IXIE CIHO|A R & ELIC

4. ClHIO|AE Y213 HA|XIE FA| AWS IoT Core for LoORaWANS 2 K46t 7LE CHS Y213 oA
X7t LtEHS kK| CHZ[6H0d, HIAIX|ol ACK 28 =& AlZiLICt

5. AWS loT Core for LoRaWANOIM ACK Z2127t = U- 3 HIAIX|IE = 4lI6tH CH7 (KoM CH2
23 HAIX[E ATA|5H04 CIHIO|A T CHR A HIAIXKIE S3HoE fARMS 2 LIEF-LICH Ml &
golst 2o ¢33 HIAIX|o ACK Zaei27F Sicte HIAIX| 7} = 7| E L]t
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Za2 A0 ORI Oy A 23

AWS Management Console2 At&5t0{ Ct2 33 HIAIX|E CH7|Qoi| F7t5tm 2o ek 7HE HIAl
X E= A 7|8 XIg = A&t ZeiA AC|Ho|A o] B ClHtO|ANAM YBIE 215104
22l AEf S LIEFLT CHZ[Fof| = HIAIX|7L i C|HtO|AR S ELICH HIAIXIZL %

CH7 1Yo RtS 22 K| ELICH.

Ll

CHZ|Goll Ch2 33 HIAIX| =7t
Ct23la HAIX| CH7|Ee ddstedH

1. AWS loT £ 9| CIHIO|A S{E R 0|53504 C2 23 MA|IXIE CH7|of| F7IE C|HO|AE MEHE
L|C}.

2. ClHtO|A Mg HE Ho|Xx|e| Ct2 33 HIA|IX|(Downlink messages) A4404| M CHZ|Hol| Ct2 &2
M AIX| &= 7HQueue downlink messages)& ME4 g LICH.

3. CH21} 22 n2t0lE & xIstod C2 23 HAIXIE FAIE

I~

IC}.
« FPort: C|H}O|A 7} AWS loT Core for LoRaWANZF SEAIe =3 ZEE MEHSHL|C},

- HO|2E(Payload): C|HIO|A R M&stE{= HO|ZE HAIX|E XIHELICH 2|0 HO|[ZE 37|
= 242HI0|ElL|Ct ME 3 HIO|E £ (ADR)E &35t B2 AWS IoT Core for LoRaWAN2
Ol 7|s2 Ar&35tod HO|2E T 7(0of| &= %[Ol C|o|H £ & MEiFLICH 2o et Hlo|H

S E FVIE 2[™Mete = A&Lc.
- 52l 2= (Acknowledge mode): C|HFO[AO|M Ct2 23 HIAIXIE FAIRI=X]| IR E EQIF L
Ct. HIAIX|ofl O] 2E7} ZQ 3t A HIo|E| AEZIN| ACK Z2i27} 9= U213 HIAIX|7F EA|

L

1 HIAIXIZF CHZ[Zod| A R EILICE.

4. Ct2383 HAIX|E CH7|Zol F7tste4E XMZE(Submit)S MEHEFLICE.

O|A| ct2Z =2 MIAIXIZE CHZ[Eol| FILEIRAELICH HIAIXRIZF EAIE
Ct223 HAIRICiZ7[E 2F EM siZo dBE iz 27 E i2e + A&LIch

® Note

CHR223 HIAIXI7F CHZ7|€ol| F7HE! £0i= O 0|4 FPort, H 0|2 = (Payload) ! £91 2=
(Acknowledge mode) Zt2tO|E{E HEE 4= gi&LICt o248t utatO|E{of CHE 2t2 AFE5tod
Ct223 HAIXIE &5teiH o] HIAIXIE A5t YO(o|EE miZt0|E 2t =2 M T2 &

3 HAIXIE CHZ[Fo| FIHE &= U&LCH.
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https://console.aws.amazon.com/iot/home#/wireless/devices

AWS loT Wireless TR 7H0|E

CHZ7|¥Holl= F718t ct2 33 HA|X[7F LEEEILICEH C|HFO|A2F AWS |oT Core for LoRaWAN ZHoi It
5. (m] =

el Y83 A o283 HAX|S HOo|ZEE EeiH HERF EMVIE ALSE & U&LICH KA
L8 2 UERHI EA7IE A8stod FM B[4 EE MAZF ZLIET EHE HRSHAAIR.

Ct2 23 HIAIK| CH7 | Lt

MAst Oh23 3 HAIX|7F ChZ[Qol F7HELICH 2t & o233 HAIX|= chZ[Zoi M o HIAIX| ct
20l F7HELICH ClHEo|A M2 ME H|o|X|e| Ct2 33 HIAIX|(Downlink messages) A0 M Ct2
I HAIX| SEE 2 = UsUCH Y37 = AEH HAIX]|7t C|HtO|AZE S ELICH ClHEO[ A0
M 233 HAIXIE =415tH HAIX|7F CHZ |0l M M7 E LICt. O|A| CHg B HIA|X|7F CHZ |2 04 A
?|2 0|&S35t0q ClHtO|AR MSE LT

JHE Ch2 313 HIAIK] AFA| = A Ci7(E X277

2t ChR @3 MIAIRIE ClHHOIAZ ST F CHy|QolM AHS22 KIIEILICH T8t 74 HAIKIE 4
AstLt TH ChR 23 i 68 RIS + YALIc ol Sreie A HAT 4 elac

« CHZ|¥ol| M&3SHXR| etodsE HIAIX|IZE UE B HIAIXIE MENSHD AFK|(Delete)E ME4ELICE

=2 - "1H-d
« CHZ|Zof M C|HIO|A R HIAIX|IE T™ESHK| pfetie 4% T3 3 th7|Y K| 7|(Clear downlink
queue)E MEHSIO A CH7[PFE K| = U&LICH
APIE At836t0{ CH233 7 [E & =&

AWS loT &M APIE Arssm CI233 HAIXIE CH7 Y2 MEstT 2o ek 7HE HAIR| B
MA Ch7 ¥ g x| &= U&LICH

CH7 Qo] 22l HIAIXR| 7t

Ct22l3 HA|X| CH7|¥e MAM6lE48d SendDataToWirelessDevice APl Q] EE=send-data-
to-wireless-device CLI H&2 At2ehL|Ct.

aws iotwireless send-data-to-wireless-device \
--id "l1laa5eae-2f56-4b8e-a023-b28d98494e49" \
--transmit-mode "1" \
--payload-data "SGVsbG8gVG8gRGV2c21lt" \
--wireless-metadata LoRaWAN={FPort=1}

Ol B AsistH &340 Ct22/3 MIAIX|S| MessageId7t MM ELICEH &
Message IdE F4lstH et mZlo| & ME = A &LICt O| 2R E slidste=

Ct223 HAIXICi7|E @7 &4 siE MME HZsHAL.

0] 2t
sheHof CHer KFAISH LY
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_SendDataToWirelessDevice.html
cli/latest/reference/iotwireless/send-data-to-wireless-device.html
cli/latest/reference/iotwireless/send-data-to-wireless-device.html

AWS loT Wireless TR 7H0|E

Messageld: "6011dd36-0043d6eb-0072-0008"

CHZ Lol = Ct23 3 HIAIXK| Lt

CH7 ™ol = ZE CHed 3 HIAIXKIE LE5tEd™ ListQueuedMessages APl &4 EE=1ist -
queued-messages CLI BEZ AISELICH

aws iotwireless list-queued-messages

7|§J§-IO

— =

hu

Ol BHS st =IcH 10742| Ct23 3 HIAIXI7F Z AIELICH
HE o233 HAIXI M7H E= A o7 |2 X7

CH7 |Gl M 70 HIAIRIZE MHEHLE M& CH7| ¥ e X248 DeleteQueuedMessages API &Y
= delete-queued-messages CLI &S AMErLICEH

« 7Hed HIAIX|E AM|7{5tE4H wirelessDeviceIdZ X|HE £M CIHO|A MM AM7{StEdE IAIX| 2]
messageIDE XS & L|Ct.

« XMA Ct22l3 ch7|¥e X|RE2dH wirelessDeviceIdZ X|™HE £M C|HFO|A 0 CHEH
messageIDE *Z X|HgLICt

Clezla HAIR| 7| @ F 2X

[ol[
-
M

CHS2 ol &8 27t ZAIEX] ot <ol #elslor & & 7HR| At Lct.

« AWS loT 2&0] CI2& 3 HAIX|I7t EAIZEIX] &=

£2 A85t0{ CH223 ch7 | 2] 3o MHE CHE HAIXIE F7HHEX|TH CH7 Qo] CH2 2
N A8 SR CIHIO|AT EMHs EE= ROl MHRISE ZZMAE 2=
HMxt= C|HFO|A 7 AWS loT Core for LoRaWANO]| 22 =& i

| o ok |y |riy
pal
)
30
N
A0
1=
1>
20
Iy
T o

C|HFO|AE AWS IoT Core for LoRaWANO| 2E &8t £ HE X3 27|t Amazon CloudWatch&
E3l C|HIO|AE D LIE{RISIod =0l &l 2|Z=Qlo| MM E=X| 048 E &0lg = U&LICH REAIEH LY

2 ZLEHZ =7 BHE HFZstMA .
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListQueuedMessages.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/list-queued-messages.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/list-queued-messages.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteQueuedMessages.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/delete-queued-messages.html

AWS IoT Wireless

« APl At Al CH22/3 HIA|IX| T{Zl0| FEHE

=

SendDataToWirelessDevice APl 242 A& I APIE 138t MessageId% HEEtErLICEH O
2Lt O|JBtS 2 = LoRaWAN C|H}O|A T} CH2 23 HAIXRIE £=AIRI=X]| 012 = Eelg = gL
Ct. of & S04, ClHIO|A Tl =l HAHE PEonl ofe A< ct233 mZlo| &XE = JA&LIct o

2 FE cidst= Yol CHEr RtAIE LI 2 O™ MldE B XS,
=

_ﬁ_
. Ct22/3 HAIXIE S E I ARN 52 2

1

CHZ |0l M ClHfo|A = T2 33 HAIXIE ™MEE [ Amazon E|A&A O|F(ARN) +8f 277t LHE
e = &Lt ol 2 7= Ot23 3 HAIXIE +4let= Clutol&0f CHal CHe ol 2HIZ A XIHE[X|
ARA7| HE LU +~ A&LICH 0] 2FE S ZstcdH ClHHO|AO| CHEr CHY MIF HEE =Qlg

LICt.

I{E 2| LoRaWAN C|HIO|A HE /3 0llAM LoRaWAN E 2=l ZHZ|(Everynet)

SHHSE AL 7158 LoRaWAN HIER I E AF&35104{ 3 £ BHofl LoRaWAN C|HO|AE ECIRE

—_e =
ofl 94738t 4= /& LICE AWS IoT Core for LoRaWANE O 0|21t Q¥=0{ A Everynete| LIES|T 7
HBLICH HEE HESIE A Y B2 0 ClutolAnic HER HESD ¢F 23

Ol BUtEILICH 222 HEER HEYXZ HAZ0| MBS &= 2E AWS 1Mo M ELICL 0] 7|s9l 2
Z0i CHet REAIEE LI 2 AWS 10T Core 22 T 0| X|E R ESHMIL.

T
o
A
jn
Ral

/A Important

HEZ| HEQI = Everynetol M 2 251 MHIAZ MBI ELICH O] 7Is€ AF86H7| ™
of 3iE AWS AfH|A ka2 EOISHM| . EE8F AWS IoT Core for LoORaWANS S3l T{E 2! |
ERI3E M8Fte= B9 £ LoRaWAN EIHPOIA ME(0: DevEUI 2 JoinEUI)= AWS loT
Core for LoORaWANEZ AtEE = QU= 2T ztol|l SXELICEH

AWS loT Core for LoRaWAN LoRaWAN == QIE{H[O|A 1.0 AFFOll MHEEI CHE LoRa Alliance
Atefof 2t HE= 2! LoRaWAN HIERIE X[HELICH HEE HESIT 7|58 AH&35t0{ & U
E23 2f 9| %|F C|HIO|AE AE &= JU&LICH 0] 7|52 XIH5t7| 23 AWS loT Core for
LoRaWAN® Everynetd} e235t04 & & El F4M HHEIX|E AMSELICEH

2 2
T AAHE
= A

>

HE2| LoRaWAN LHIE /T AL& 29| 0|

LoRaWAN ClHHo|A S HES UEQTE AR5 0f 22tLC ol (ZE 4 /oo E HIE AlZo| BH5
|7 Z2}0|%! LoRaWAN LIESIZE RX| |t ol LR Alzh IS o] MeFELic

HE 2] LoRaWAN LC|HO|A HE L Z 0 LoRaWAN EEHE E2|(Everynet) 93


https://aws.amazon.com/iot-core/pricing/
https://aws.amazon.com/service-terms/
https://lora-alliance.org/wp-content/uploads/2020/11/lorawantm-backend-interfaces-v1.0.pdf
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JHeER 7Hol=
122 LoRaWAN LIEQITE AR sHH HHEIX| 23, M WET 210 Zof A%, HE{2Ix| U
519t 22 Ol £ 4 BLIC 0l 7158 A8 stod T3 23y + et

. T{22| | oRaWAN LIE /3 x|2d of 7|=i%] Madofl EAIE 2210| ClHFolA ASH ZFo] ClHbolAT} &
HESIT olR 2 oIS T m ST ClutolA0] Hu{2IX|E MZELIC

- =2 LoRaWAN HE 3 X|& ot 7[Elx Mol EA|El 23| C|HtO|A Bl Z0| 2ZAE LoRa
HOIEH 0|7t i ClHto|A0l HHEIXIE HEELICH O2{™ ClHo|A = THEL]7L XSE HO|E
F0IE AtE3tod & LERF o AEE + U&LICH

AAEH

LoRaWAN C|HIO|A= HEE| HELIIE ASstol 2 7|5 MEste 2ElRE0 HZAY + Qe

S = HiE AlZto| BEE|D ZE0|8! LoRaWAN HESIIE R X| &Elst= ol B8 Alzhat H|E 0|
HorELICH

T MMolME HE R LIS R of7Iix), HE 2 LoRaWAN LIESIZ XI#iol 55 @Al % ol
7lsg ME5He wWHo s AHEhLIct
=

» LoRaWAN HEZ HEQIF X[ S &4

— o 1

. HE22 UEQT K| AS WY

LoRaWAN HE2 HEIT X[ &8 L4

AWS loT Core for LoORaWAN LoRa Alliance AFFo] [[H2F THA|E 28] 7|58 K[ELICH THA|lE 2

AUS A5 A= CIHIO|AN 2Y ZZ2MAT| 2t XS] FHEHA RMELICH & UEKT /F0llA
aste e ClHIo|AE HE 32| Ho|EQ ool 425t o EZE|70lME HHHE A835to d3la

mlo

9 C}2 23 Cl0JEIE LEHE 4 aLch ClHolAE HA 2Y T2 N4 SOt & L= 92E

(® Note

AWS |oT Core for LoORaWAN THA|E 2 RI0| AE|O|EEZ|A 7|sEH X|&HELICH $HE 2 B
U2 X|HEX| gt&LICH HEQH 2A0|ME CIHIO|ATI & HERZ /R 2 o|SE m CHE
0|8 SAALZ ™MEHELICE

=X
- IHE2! LoRaWAN HEL|T 744

HEZ! LoRaWAN LC|HFO|A HIE L3 0{ A LoRaWAN E2ZHEZ! 2t 2|(Everynet) 94



AWS loT Wireless TR 7H0|E

- IH{E2! LoRaWAN HIER{3 X|# o} 7|Elx

HE2| LoRaWAN HE3 744
AWS loT Core for LoORaWANOM|M X|HEl= HE2 HEYXT 7|s2 Ct24 £ 2 7iEE AFS &L Ct
LoRaWAN network server(LNS)

LNSE 2ZH0/A0M A>E|7{LE 22t E 7|8 MHIAR AFSE
Me{L|ct. AWS IoT Core for LoORaWAN ECIRE0M MHIAE XM Z5t
& L E93 MH{(hNS)

>

& U ERI = Cluto|A7t S8t HE T LICH & WERZ ME{(hNS)= AWS loT Core for
LoRaWANO| C|H}O|A Q| = Z H|X{'d TI|O|E{(0dl: DevEUI, AppEUI, MM 7)) & XME = LNSQIL
Ct.

Y2 HEXIT MEH(VNS)

HE HEXI= CHOIAT & UHESIZE Hoid M ClHIO|A0 HHEIXIE MB5tE LERA

QL|ch W2 HEQT ME{(VNS)= = C|H0o|A0| MHIAS MBE £ QTS WNSS HIXLIA

| 712 A2 28 LNSRILICEH AWS ZHEL{Q! Everynet2 HHEIXIE MBSt L4 E HERA

0

d

rr

MY HERF HEH(sNS)= ClHo|A 2| MAC BEE MEIstE LNSRILICH stLte| LoRa MAMoi=

sNS7t stLEEF QIS & A&LICH

ML =93 MH(INS)

MY HELT MH(INS)= F4 HO|EH0IE #ElI5tE LNSRILICE 3tLt2| LoRa AM|4404 074 Of
O INSTF AHEE = U&LICE Ol HEST M= ClHO|AZ R E =418 C|O|H HAE & U
EQI3Z MYSIE XU

HEZ| LoRaWAN HE 3 x| o} 7[Ex

CHS oF7|Elx{ Ctolo{2 32 AWS loT Core for LoORaWANO| EverynetD} $1245t0{ H{E2| HER3
A4 MIsts YYS EoiELICt 0| B C|HIO|A A= LoRa HIO|E{|0|& S8l AWS loT Core
for LoORaWANOUIM MEElE & HEXZ MEH(hNS)o| AZAELICH CIHIO|A AT & HEQIZ §fe 2
O|SstH Y E HESIE E0{7t1 Everynettl M MBst= Y& HE I MH(VNS)HIM HHEIXIE

MEgfLICh WS 22 LoRa HO|ES 0|7t gi= CIbtOo|A B K| HHEIXRIE &g LICH

HE 2! LoRaWAN C|H}0|A HIE 2|30 LoRaWAN E2HE! ZZ|(Everynet) 95
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CHS Mol dEE CHZ AWS loT 2&0M HER HEXT HHEX| HEE & = JU&LICH

Home Network (us-east-1)

i i Amazon Aurora Amazon SNS

iﬂ’ri’r‘;"g 5?18;3 @'E’
I | |

a0
loT Rule Ej [T MQTT topic

Augmented Al

HTTPS

serving Network :
Server (sNS) | D s

.| forwarding Network
Server (fNS)

|4
-«

AWS loT

(&)

P

(&)

LiLil Lilll

LA LILILBLALI LA

Device A Device B Device A
Customer A Customer B

AWS loT Core for LoORaWANS LoRa Alliance LoRaWAN 22 5{E 7|z HE AtEof et 2 5=
7|52 A8 FLICH 2 3{E = EverynetO| QIE C|HIO|AZ R E ~4IE ECfEIS 2IREE = U
A= xQEE MBFLIC 0| B Everynet2 C|HIO|AZREH F=4I8 ERfElg2 MY st HE U
E Q|3 MH{(fNS) &2 §rLICt LoRa Alliance AF0f| ZHO|El CHE HTTP RESTful APIE AFS &L

Ct.

HE2! LoRaWAN LC|HtO|A HIE 230 A LoRaWAN EzHE ZE|(Everynet)
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https://lora-alliance.org/wp-content/uploads/2022/01/TR010-1.0.0-LoRaWAN-Roaming-Hub.pdf
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® Note
Clutolazt & LIE|F oA HoiLt & UE RISt Everyneto| 25 FHHEIXIE M3 E = 2!
£ fIxlofl TIstE B2, ClHtO|AE MEf & WS AL&5104 LoRa HIO|E90of HAZE K|
OfL|™ Everynet2| HO|E9{ 0o KIAEX|IE

HE2| HEYE LB NSO A UIE T M(sNS)7H E2IELICH 12 CHE sNSFhNS 2+
of @23 U chea B0l mEHELIC

HEE HERI X[ AFS UH

Everynete| HHE 2| HEQ|3 X|S &4sl5t2{H MH|A Z2E2 HE I §HE 2 mi2t0|EHE K|
XMetLct o HIEF 22| A= AWS loT £M APl EE= AWS CLIE AF2¢E 1l o|248t mtetn|E &
28 £+ U&LICH OIS Bl E g-stsloF 5t metO|E{2F AWS CLIE AF235l0{ B8 HER

o T
£ gdslste gYE 2o ELICh

M MHIA Z2 IS MNY MY HE2 HEYD XHS FHEE £ st of2f# 1t
DIEIE AL 3t T | LIESIAE B4Istety| 9I5) 7IZ Z2TS HHlol=g +£ sia

Ct

=H
o 29 1mzo|E

 ClHto|2of CHEF HEE| HESIT X EE35t

23 mztole

ClHtOlA S| MH|A Z=2EE BFE W CHS TEt0IEE XIHstM 2. AWS loT 2£2| Z 2 5{E 0 A

MHIA ZZ2EE F7HE M == AWS loT M API 2, CreateServiceProfile &= AWS CLI
H2 create-service-profile2 AFEE [ O|z48r mt2tO|E{E K| ELICH

HEZ! LoRaWAN LC|HFO|A HIE L3 0{ A LoRaWAN E2ZHEZ! 2t 2|(Everynet) 97


https://console.aws.amazon.com/iot/home#/wireless/profiles
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateServiceProfile.html
https://docs.aws.amazon.com/cli/latest/reference/create-service-profile.html

AWS loT Wireless
@ Note
AWS loT Core for LoORaWAN SHEQH 22U X|H5HK| t&LICH MH|A T2 EE OHE [
EHEQH 2 ALE 048 E X|H™HStE HrAllowed It2O|E{E EA35HE 4= QiaLICE
- 2 #M35} 5{&(RaAllowed): O| I}ZIO|E= 2 &HSIE AIEEX|IE XHELICH 2 M35
£ A83HH vNS AHAHEIX| LHOM Y= C|HIO|AE & d5te = U&LICH 2/ 7|Ss2 AFSE M=
RaAllowedE trueZ MZXsHoF gHL|Ct.
- IjA|E 24 5{E(PrAllowed): O| It2tO|EH = THA|E 2UZ &5 X|E XIHELCH 22 7S
2 A8 = PrAllowedE trueZ MZsHof & LI|Ct
ClHiOo|AO| CHEF 22 W ERZ X[H 2435t
C|HFO|A MM I{E 2] LoRaWAN HIER 3 K|S & HslstedH OIS HiHE A™-SM
@ Note
HEZ| HES|T 7|52 OTAA C|HtO|AO|BF EMH3tE = QI&LICH ABPE &5t YHO R
AM&35t= ClHto|A0l &= O] 7|s 0| RIHEIR| k& LCt
1. 2 Ozt0E{E E£8504 MH|IA T2 E AMA
2 oi2t0|EE &350 MH|A Z 2 E 2 MdhL|ct
@ Note
Ol MH|A& Z2Elof dZAE C|utolAof CHE C|HIO|A Z2EHE Y/ e [HE RxDelayl
ot2t0|Eeo| 2= o|& el & Z2t2 XI™H3slE o] E&LCH.
« AWS loT 2& AlE
AWS loT 2£9| T2 Zl 5{E2 0|55t0 MH|A Z2Z| FJIE MEISHL|CH T2 ZIS oS |
{22 H|IE EM3IE MEfE L Ct
« AWS loT 4 API AFE
HE 2! LoRaWAN C|H}0|A HIE 2|30 LoRaWAN E2HE! ZZ|(Everynet) 98


https://console.aws.amazon.com/iot/home#/wireless/profiles

AWS loT Wireless TR 7H0|E

A‘|H|* Zz s 4d8g W 2 gg=tstcd™ ol oiek 20| CreateServiceProfile API £ 4

£ create-service-profile CLI BEE AL tLIC.

aws iotwireless create-service-profile \
--region us-east-1 \
--name roamingprofilel \
--lorawan '{"AddGwMetadata":true,"PrAllowed":true,"RaAllowed":truel}'

Al

o| 0424 Al

o o

jo
0%

5t MH[A

|H

ZZOo|ARN 2! ID7} E3o = dHEHEIL|CT

"Arn": "arn:aws:iotwireless:us-east-1:123456789012:ServiceProfile/12345678-
alb2-3c45-67d8-e90falb2c34d",
"Id": "12345678-alb2-3c45-67d8-e90falb2c34d"

2. MHIA ZZEo|M 2L TH2t0lE] 20l

24 ot2H oflet 20| 2&0|M EE= get-service-profile CLI

—
g = + UA&LCHL

oll

ntetole & &

el ol
HUS A8l Mul2 Z2

[

AWS loT Z2& A8

L|Ct M5 ME Ho|X|e =

AWS loT 2&0| Z2 L F{EHZ2 0|535t0 ¥t Z2EHS M
Y E £ T A&LCH

2 Z 7 M E10d M RaAllowed 2! PrAllowed7} trueZ2 A& E

>i Jm
mo mok
(o]

A
ne

>

« AWS loT &M API ALE

gMstet 2 mtet0|EE 224 ofal o2 20| GetServiceProfile AP 2Fd £ &= get -
service-profile CLI & AFSEFLICH

aws iotwireless get-service-profile \
--region us-east-1 \
--id 12345678-alb2-3c45-67d8-e90falb2c34d

o]l Hadg AldsiH 2l ulzto|E Z2t2l RaAllowed 2 PrAllowed7t & E MHH|A T2 Z
Mg M2} £2do 2 dietE|L|C},
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateServiceProfile.html
https://docs.aws.amazon.com/cli/latest/reference/create-service-profile.html
https://console.aws.amazon.com/iot/home#/wireless/profiles
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetServiceProfile.html
https://docs.aws.amazon.com/cli/latest/reference/get-service-profile.html
https://docs.aws.amazon.com/cli/latest/reference/get-service-profile.html
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"Arn": "arn:aws:iotwireless:us-east-1:123456789012:ServiceProfile/12345678-
alb2-3c45-67d8-e90falb2c34d",
"Id": "12345678-al1b2-3c45-67d8-e90falb2c34d",

"Name": "roamingprofilel"
"LoRaWAN": {
"UlRate": 60,
"UlBucketSize": 4096,
"DlRate": 60,

"D1BucketSize": 4096,
"AddGwMetadata": true,
"DevStatusReqFreq": 24,
"ReportDevStatusBattery": false,
"ReportDevStatusMargin": false,
"DrMin": 0O,

"DrMax": 15,

"PrAllowed": true,

"RaAllowed": true,

"NwkGeolLoc": false,
"TargetPer": 5,
"MinGwDiversity": 1

3. AMH|A ZZ2ITg C|dio|Ao] ¢4

U ml2t0/E{E Z &5l Mt MHIA Z2EE e C[HFO|A| HAZAFILICE CIHIO|A =2
L2 OtET FM ClHIO|AS| CHAE FIHE =& Q&LICH O] CHA S AFE 504 C|HFO| A0 A
SklE Y33 HAIXIE et LICH Cld 2L Ui S tE= WEof CHEF XFAIBH LY
g2 C|Hio|Aa Z2ub F71 2 AWS IoT Core for LoRaWANO| CHA F7F MME EHZE M L.

o
[>
|l )

ot%| C|HtO|AE 2E TS5t K| o2 B CIHO|AE AWS loT Core for LoRaWANO]| 71 Y
O] MH|A Z2EHE AT XIYELICH CHE BHE2 Myet MU|A T2 L[ IDE A5t
0 C|HIO|AE F7IE [ create-wireless-device CLI HHE AF23tE &HE Hoi&EL
Ct. 2&2 AI835t01 MH|A Z2EE F7tete= dof CHet RtMIEH &2 2 £ 2 AHE 510
AWS loT Core for LORaWANOI £ C|HIO|A AFQF F7} HHE R XML,

aws iotwireless create-wireless-device --cli-input-json file://createdevice. json

CH2 2 createdevice. json TtUO| E2EIXE Ho{ELICH
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createdevice.json2| LIS

{
"Name": "DeviceA",
"Type": LoRaWAN,
"DestinationName": "RoamingDestinationl',
"LoRaWAN": {
"DeviceProfileId": "ab0c23d3-b001-45ef-6a0l1-2bc3ded4f5333",
"ServiceProfileld": "12345678-alb2-3c45-67d8-e90falb2c34d",
"OtaaVl_1": {
"AppKey": "3f4cal00e2fc675eal23f4ebl2c4a012",
"JoinEui": "b4c231a359bc2e3d",
"NwkKey": "01lc3f004a2d6efffe32c4edaldbcd2b4”
1,
"DevEui": "acl2efc654d23fc2"
1,
}
O] BHEZ Ao E235t FM C|HIO|A S| ARNIH ID7I £ 2 MdELC.
{
"Arn": "arn:aws:iotwireless:us-

east-1:123456789012:WirelessDevice/1ffd32c8-8130-4194-96df-622f072a315f",
"Id": "1ffd32c8-8130-4194-96df-622f072a315f"

« 7|& C|HtOo|A HO|o|E

CIHIO|AZE o|0| 2EE$t 2R 0| MH|A Z2 LIS ARSI EE J|&E £M CIHIO|AE dd|o]
Ef £ QlaLCH Cl2 Hade MAS MH|A T2 EIO| IDE AR50 C|H}O|AE dO|o|E &
(=)
=

[l update-wireless-device CLI ¥

aws iotwireless update-wireless-device \
--id "1ffd32c8-8130-4194-96df-6221072a315f" \
--service-profile-id "12345678-alb2-3c45-67d8-e90falb2c34d" \
--description "Using roaming service profile A"

oI &LICH GetWirelessDevice APl EE&= get-wireless-
of JOIo|EEl HEE 7tXME = U&Lth
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4. EverynetZ AtE5t0{ C|HIO|AE EEIREN HAZE

20| HHE IS 2 O|X| ClutolA0M =21E ok 22 DevAddrE @2 + A& L

Ct. OTAAE ArE5tH LoRaWAN C|HFO|A T 2RI @HE ME5tD HELT MM & 5

g = A&Lct O™ Everynettl M M3 dt= HE T HHEIXIE AHE5t0{ AWS 2EHRE
= H

=2 T =
of AEE = A&LICH 3 HAHE +st7L C|HtO|AE = Qlst= Yol CHEr X|& 2 Clat
Ol& dBME HEtML

(® Note
. OTAAE E45 $HOE AB3HE ClHtolA0| ZRolEt 28 75 Fasistn TE
2| HEQIT0ll Q48 4 UBLICH ABP ClbtolAE RIMEIX| S&LICh EaIs MRS
2 15 2 X5M L.

+ Ui CluholA8 Zolsts wgiol CiEt XIEIE Clsole Hx
TE
=

15}t 5t24H 0| MH|A T2 ZofM C|HIO|AE E2|8tC
12l CHE MH|A =2 Zlof o188 £ Q&L o] MH|A
A7t HEZ HEQIOM HE ASE|X| tEE O}

P

5. 23 gl 233 MHIA|X| o &

C|HFO|A7F AWS loT Core for LoORaWANO]| ZQIZ|H C|HIO|A QL EEIRE 7Ho| HIA|X| m &S
AlZHEE &= Ql&LCH.

- U3 HAIX] E7]

C|HIO|AOIM U3 HIAIXIE ELHE 2 AWS loT Core for LoORaWANL O|Zo]| T+ A4l Cf
&2 ALE5t0q O] HIAIXRIE AWS HHof| & ELICH 0248t HIA|X|= Everynet HHESIZE &
3 C|HFO|AOIM 2R EZ MSELICH

AWS loT 7% O|§& AFE5t0d HIAIX|E E7LE MQTT 22I0|MEE Ar8stoi e S BHE
X|Eet MQTT =M E #5E & J&LICH XI™8stE 73 0l§ & 7IE CHe MF HEoi| CHEt

REMIEF L8 E2 2£2 AL8eto Ce FI7F MMHE HZsHAIL.

P

2D
()

£ 423 o

4213 MIAIX| L Al E7]of CHet REAIEH HE = LoRaWAN LC|HFO| A0 A 7
| Mg HxstMe.

HEZ! LoRaWAN LC|HFO|A HIE L3 0{ A LoRaWAN E2ZHEZ! 2t 2|(Everynet) 102



AWS loT Wireless TR 7H0|E

F&0|A E= AWS loT M APl H23 SendDataToWirelessDevice = AWS CLI &

send-data-to-wireless-deviceE AFE35t0{ CI2 23 OIAIX|E CH7|€o]| @1 C|HFO|A

of & & £+ U&LICH CH2 23 HIAIXIE CH7|¥of| 91 ©ME&sts &Edol CHS AFMIEH LI 2
d

o
CHZ|0i LoRaWAN X2 M&E CI23 3 HAIX| F71 Mg FHEtM 2.

Ct2 T E+= send-data-to-wireless-device CLI HHEE2 AF25104 CHR2 2T HIAIXIE &
L= &840 0 & EodELICE TIO|EE £AIE M CIHIO|AL| ID, HO|ZE, 82| ZE AL
o018, M HIEIH|O|E{E K| EhL|Ct.

aws iotwireless send-data-to-wireless-device \
--id "1ffd32c8-8130-4194-96df-622f072a315F" \
--transmit-mode "1" \
--payload-data "SGVsbG8gVG8gRGV2c21t" \
--wireless-metadata LoRaWAN={FPort=1}

o| BHE AlAstH S0l Ct2 23 HIAIXIC| MessageId7t Y EE LICH

(® Note
Aol et MessageIdE 4 4I5tC{2HE 0| ATRIE 4 &
o X s Zoll CHEr XiMiet LIS 2 CH233 HIAIX[CH7|E 2F =4 siE Mas &

ZotM2.

Messageld: "6011dd36-0043d6eb-0072-0008"

HEZ HE/IE 38 F AWS loT 2£0|M HEXZ HAHEIX| SEE = = U&LICH
AWS loT 2£& 2| HHEIX| 512 Z 0|S ¢t CtE fIXIE AMstH KXol M ClHo|A o] ZHEIX]
HEE gelg =+ A&Lt

(® Note

0| 7|52 Amazon Location ServiceE AF&35+04 C|HIO|A 2| FHHHE|X| HE E Amazon
Location X|Z0{ E A|&L|Ct. Amazon Location X|=E A2 6l7| 210 Amazon Location
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https://console.aws.amazon.com/iot/home#/wireless/network-coverage
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Service 0|2 &2 HESIM L. AWSE AL XL} 4 F-—h'°._F EtAt CIO|E{ SZRtoi[AH| At
SXt2| API F{E|E MEE = U2, Of EfAF CIO|E| SZAt= ©RH AFEXL7L AFE St
AWS 2|™ 2|80l 2 =& JU&LICt AtA[EH LIS AWSHHIA offtE HZESIML.

LoRaWan C|btO|& & HE|FHAE O F0f CHEH 4 Hello{ Moo
E(FUOTA) =¥

M EHefof HCl|o|EE +=&35t04 BFY LoRaWAN C|HIO|A EE&= C|HFO|A 2 &9| C|HFO|A HYY{E
Eg £ ‘BAQL.IEP C|HtO|A H|0{E UOlo|EStHL CH2 33 HO|2EE 024 C[HIO|AZ
EIFHAE O82 MEFLICEH AAE HEPIAEE AI85t0{ HHY HEPHAE OESE

Ml Ay

& 4 /e, o] ClolE{E $=AlX} ClHtO|A &0l B ZELICE.

FUOTA L HE|FHAE &0 CHEF AWS loT Core for LoRaWANZS| X| &2 LoRa Alliancel| CtS ALY
2 7|dto 2 ghuct.

« LoRaWAN &7 HE|FHAE HH ALY, TS005-2.0.0
+ LoRaWAN EHH3LE O|0|E &5 & A, TS004-2.0.0
- LoRaWAN OfZZ|70|M Bi|ojo{ 28 S7I8t AFY, TS003-2.0.0

® Note

AWS |oT Core for LoRaWANE LoRa Alliance Atol| 2t 28 S7|512 RS0 2 &g
EP AppTlmeReq 242 ClockSync A|l1'2ZE ALE5l0] 2 5t= ClHOlAM M & Azt
3| AlE Lt

Mol Liet & LICH

-+

HEFHAE &S 4E5tT FUOTAE sdsts W2 OIS

|

- HE[FHAE 2 FUOTA 742 <8t ClHIo|A ZH

- HEPHAE O58 H4¥stod oie{ ClHtOlA = Ci233 Ho[Z= & MEELICH

« AWS loT Core for LoRaWAN LC|HIO|A 9| Hejlo{ FM A 0|E(FUOTA)
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https://aws.amazon.com/service-terms
https://lora-alliance.org/about-lorawan
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HE|FHAE I FUOTA 71'd2 QI8 C|HOo|A EH|

544 C|HO|AE AWS IoT Core for LoRaWANOI| 715t 2&0[Lt CLIE AH835t0 HE[FHAE HH
% FUOTA 792 9ol $44 C|HIO|AE EHIE = UELICH 0| TEE *E +Hots B 2L M
8ste 2ol F&LICH HE|PHAE &S #alsta 2 E0iM 024 C|HtO|AE FIbatHLE M5
T CLIE Ar83tod B2 Bl4aAE #alste 2ol E&LCH

GenAppKey & FPorts

EMCIHO|ASE F7IE I C|HIO|AS HE|IFHAE O &0l FI}5tHLE FUOTAZ £&i5t7| &of Ct
ot2t0|E{E FAELICH ol2{8t utetO|E{E 7495t 7| &of C|HHO|A7F FUOTA 2! HE|FHAEE K|
ot F4M C|HFO|A AFFO| OTAA v1.1 EEE= OTAAvV1.0.xQIX| &QlgtL|Ct.

o mdjo

oI

« GenAppKey: LoRaWAN K7 1.0.xE X|HotD HE|FHAE JES A5t
GenAppKey= HE|FHAE JE9| MM 7[7} TpdE[= ClHIO|A Y R E F|Q]LCY.

@ Note
S ALY OTAA v1.12 AF83HE LoRaWAN LC|HFO|A S| B2 AppKeyE GenAppKey 2t
SUS 8B 2 AFSELICH

ClO|E] M& S AlZHSE £ uf2t0|E{E MAst 7| 28 AWS IoT Core for LoRaWANE %|Z C|HIO]
A9 MM 7|E HHEZELICH LoRaWAN EHZ0d| CHet REMIEH ME = LoRaWAN A MM g
M.

(® Note
AWS loT Core for LoRaWAN2 AFE X7t XS5t GenAppKey MEE S 35tE Aoz
MEELC

* FPorts: FUOTA & HE|FHAE &0 CHEF LoRaWAN AL Fod| k2 AWS loT Core for LoRaWAN
2 FPorts IIZtO|E{Q| CHE EEO| 7|24 S & LICH CHS FPort 4f & stLFE o|O| X8t &
? 104 M 2237+ R| AFR 7tSEHCHE 22 ] & L|Ct.

]IO
;o

e Multicast: 200

O| FPort Zf2 HEIFHAE O &0 AFSELICH

* FUOTA: 201

HE[FHAE 2 FUOTA 7+'82 @[ ClHto|A EH| 105
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O| FPort Zt2 FUOTAM| ALEELLC.
* ClockSync: 202

O| FPort &2 25 S7|&0fl AtEELICH

HE|FHAE L FUOTAS C|HIO|A Z 21}l

HE|ZHAE M[440| A|ZHE I E2iA B E= 24 C HiZ 7|zt ch23 3 HIA|IXIE a2 &2l C|H0|
AZ ME5HE O AASELICH HEIFHAE L FUOTAELZ FII5tE ClHIO|AE S84 B == 2
A C Az BCEE X|2sloF g LCt C|HO|A 7} R|& &= CIHEO|A ZeiAo| [t EeiA B = 2l
ACREE B SLEE E 2571 AA8El= ClHtO|A Q| CHIO|A Z 2t S MEHFHL[CY.

ClHiO|A =2 ubof CHEF XEM|IBH LHE 2 AWS IoT Core for LoRaWANO]| T2 Il F7F MME & X

Z&2 M835o HEFHAE U FUOTAS ClHtO|A ZEH|

Z2&£2 A835to{ HE|FHAE % L FUOTAO] CHE FPorts 2 GenAppKey It2tO|EHE X% 5t24™

—

. AWS loT 2£ 2| C|HIO|A 5{E 2 0|85t F4 C|HFO|A FTJHAdd wireless device)& MEEF L
Ct.

2. M ClHFO|A AR (Wireless device specification)2 ME4EFLICH CIHFO|A AME S 2I5H C|HFO| A0
M OTAAE ALEdloF ELICH OTAA v1.0.x E= OTAA v1.1S MEHSEH FUOTA 7+ d-SM(FUOTA
configuration-Optional) 4440]| L}EFEFLICH.

3. M C|Hto|A Q| &tE 1R AMXNEUI) TH2HOIEE I=AFLICH.

2

4. FUOTA 7+ - & M(FUOTA configuration-Optional) A4 &8t CIZ 0| C|HIO|AE EHYjo{ M
?JHlOIE(FUOTA)E K| & (This device supports firmware updates over the air (FUOTA))2 EH
LICH oM HEIFHAE, FUOTA & Al S7|3tol| CHE FPort 2t 2 238 &= U&Lict 4 Clut
O|A AFZSZ 0TAA v1.0.xE MEHSH AR GenAppKeyE l=248fLCt.

5. Z2u U MAIX| 2t & CHef & ME450{ C|HtO|AE AWS loT Core for LoRaWANO| F7}HefL
Ct. ClHto|Aof A2 E ClHfo|A Z2utUo| A2 F2fA B X|2(Supports Class B) == 224 C
X|d(Supports Class C) Z2E & stLt EEE £ CHE ME4SHOF B LCH.
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https://console.aws.amazon.com/iot/home#/wireless/devices
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@® Note
FUOTA 7+ mtzt0|E{E X|&5t2d™ AWS loT 2£ 9| C|HIO|A §{EE At238Hof gFLCt.
AWS loT 22 2| 2 7H(Intro) HIO|X|E AL&5t04 C|HIO|AE 2E st B2 0ol
7F LFEFLER| SE& LT

FM ClHO|A A 2 CIHFO|A 2 E Elof| CHEE REAIEH LI 2 AWS loT Core for LoRaWANO]| F41 C|
HOLA 271 e RSN,

(® Note
EMLC|HIO|AE AiAdst ot o|2{8t

gl o2 X Eg = A&LICH 7|E ClHto|A & Yo|o|
Eg mie ntet0lBE HEst AL X|HE + eiaU

AP| 21E AlE35l0{ HE|FHAE L FUOTAE C|HIO|A &H|

HE|IFHAE 252 ME5HL FUOTAE £=&5l24™M CreateWirelessDevice APl 2] =
create-wireless-device CLI @& AF&3t04 O|248t mt2t0|EHE -/ dLICH ol Z 2|7 0| 7|
2! fPort TIt2FO|EE X|HSE X 20| = CIHO|A 0| 1A E CIHIO|A Z2 10| EEHA B == E¢h

A CEEE oLt EE= = O X|Hst=X| &g Lc.

ok

input.json IS create-wireless-device B0 CHE O 2 K|S E = U&LICH

aws iotwireless create-wireless-device \
--cli-input-json file://input.json

0{71M 2t B2 ohe B 2t

input.json LIS

{
"Description": "My LoRaWAN wireless device"
"DestinationName": "IoTWirelessDestination"
"LoRaWAN": {

"DeviceProfileId": "ab@c23d3-b001-45ef-6a0@l1-2bc3de4f5333",
"ServiceProfileId": "fe98dc76-cd12-001e-2d34-5550432dal00",
"FPorts": {
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https://console.aws.amazon.com/iot/home#/wireless/devices
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessDevice.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/create-wireless-device.html
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"ClockSync": 202,
"Fuota": 201,
"Multicast": 200

I
"OtaaVl_0_x": {
"AppKey": "3f4cal@0e2fc675eal23f4ebl2c4adl2",
"AppEui": "b4c231a359bc2e3d",
"GenAppKey": "Qlc3f004a2d6efffe32c4edalsbed2bs”
},

"DevEui": "acl2efc654d23fc2"
3,
"Name": "SampleIoTWirelessThing"
"Type": LoRaWAN

A8 = = CLI BHof CHEr RHMIEE LIS 2 AWS CLI A E A& otA 2.
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Oleder mtEtO|E{ol| CHaH X|"HEl gfofl CHet HE & @ oedM GetWirelessDevice API 2] EE&=
get-wireless-device CLI BHEE AMSELICH

CH= EHA

OO0 E #+48t + Ij*ElaHé 2 9 FUOTA EfATE MAslod 22l Ho|2E 2 M4 5HH
L} LoRaWAN C|HIO|A Q| HP0{E UOIOIEE &= U&LICE

. HEPHAE 28 M| CHE REMIE LIS 2 HEPHAE 28 M4 9 T2 0f ClHojA £} MMS
HESHML.

- FUOTA EijA& 3 4of CHer AFMIBH LIS 2 FUOTA EfA 3 A4 3 Helof O|0[X| X3 MM &=x
StM 2.
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https://docs.aws.amazon.com/cli/latest/reference/iotwireless/index.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessDevice.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/get-wireless-device.html
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HEIFHAE O 5E 49501 04c{ C|HIO|AZ C2 3 HO|ZEE TEE
L|C.

Ct223 HOo|ZEEE 042 C|HIO|A R ™&5te{H HEPHAE OS2 M
E AN 835t0d Bt HEIFHAE FAZ O|O|EE MEE = A2, ol T4
Eof "= ElL|Ct.

HEIFHAE TBO| ClHOlAE SUS HEFHAE T4, MM 7| U Za 268 SRELICH S

= ) oOTr H =
eF MM Z7|1E Ar85tod HEIFHAE O E 0| ClHIO|AE CH233 M&0| AR E W HAIXIE =58
T A&LICH HEPHAE O 52 Ch23 38 X|HELIC ClHo|A0AM CH2 33 HO|ZE7} 4 AIRY

=X| o8 = &I X| of&LICH
AWS |oT Core for LoRaWANS| HE|FHAE OIECE LIS s8E = U&LICH

- C|HtO|A Z 21, RFRegion EE& C|HO|A EEHAE ALE35t04 C|HO|A S5 ZE{RE O S O
cigt C|HHO|AE HEIFHAE 50l FIHELICH

« 48A|ZF HHZ Z[ZF Lo stLt o|&f o Ch23 3 Ho|Z = HIAIXIE of|efst HEIFHAE &9 ClHf
Olaz M&ELICH
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- Ch2Z3 HIAIXIE +4lst7|
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Qs HEITHAE Mol AlRHE M ClhbolA 7} 22
DEZ YANOZ MEE|TE 3

ghLict.

- HE|PHAE O& MY sl C|HFO|A S| HEHE ZLIERStT EA|E sHEgLICt

« HHlo] R4 UOIO|E(FUOTA)E A& 35104 HEIFHAE O & 9| C|HHO|A0] Heflo YC0|EE ot
St HHZ & LChH

CIS SY¥ A2 AWS IoT Core for LoORaWAN HE|FHAE O 58 MAISHE wedof Cis MHSIH 25
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CHE2 HEPPHAE 058 ddstD Ch23 3 HAIXKIE olsts S EoiELICH
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n

HEPHAE O & M 2 a0 ClHio|A

»

Z£ EE CLIE AI8eto HE[FHAE D88 WEeE & A&LICH HEPHAE O&E ME ddsts
82 2&£E MEslod HEFHAE O &S FIIste W0l E&LICH HEPHAE O&S Helst I8
oM ClHtO|AE FTtst7HLE M7HstEdE B CLIE AFSEfLICH

Et C|HIO|AQt AlZE F1Hl2 & AWS loT Core for LoORaWANS EE ClHIO|A QL 28 7|
1 OOl M&E <8t uteto|EE

HEPFHAE &S ddgstT JE0l ClHIO|AE F7I52{H Cha s & ELICH
« FUOTA 7’8 mt2t0|E] GenAppKey & FPortsE& X504 HEIFHAE 2! FUOTA MHEE <l8l C|

(@]
°
HIO|AE ZH|ELICt RIAMISH LI 2 HE|FHAE 2 FUOTA #AE Q8 ClHIO|A &H| EHE & X
StAAI.

)||

- ClHtO|AT} BEiA B EE EoilA C HE ZEE X|§56
HFO|A ZeiA0 et 224 B X|#(Supports Class B) & H C X|¥(Supports Class C) 2=
S5t E= & EF7H A8E|= ClHo|lA Z2M U S 2f LICt ClHto|A == uJoi| CHEF XbAl
& L8 2 AWS loT Core for LoORaWANO Z2 1t 7} MME XM L.

FL|ct ClHtO|A7F K| st C

|> o

HEFHAE M[M0| A|ZHE [ 24 B E= 224 C HHE 7|22 T2
OlaZ ™M&stE ol ArSELICH

omu

I3 HA|IRIE & 9| C|H}t

= E2 M-H35tE{H AWS loT 2& 9| HE|FHA E & (Multicast groups)
|OIX|2 0|53t HE|IFHAE & M4 (Create multicast group)S AMEHEHLIC.

2
m
=

>.

m
M
I

=

x

HE|FHAE O &S ddsteiH 250l Cigh HEPHAE &0 |3 E XIFgELCH

1. HEPPHAE &4 XI™H
HE|IFHAE S8 X|HsteiH HEPHAE O Eof Cidh ot HEE l2dghict
- O|&(Name): HE[FHAE JEQO| 1R8Ol S A LICt Ol§dl= 24t =&AL, 5t0|E 2
LWE0h T r|ofof BrL|C S T EHE 5 igLict
- A (Description): HEIFHAE O E0f CHet MHME AHEh)S MBS E += U&Lich dY Zo|

= Z|CH 2,048 R LICH.
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2. HE|FHAE D=L Ej2

Moz 2E 7|-2f Ho{E HE|FHAE 501 CHE Ei2(Tags)2 XS E + U&LICH HE|
E A& stEdH ChS(Next)S MBI LICH

2. HEIFHAE O Eof C[HIO|A F7}

HE|FHAE O &0 7H& ClHtolALE ClHIO|A 58 FIHE &+ UA&LICH CIHHO|AE F7H5HES

=
|:|I_:1

1. RFRegion x|

HE[FHAE T &0 CHE RFRegion EE= F it CHHE XM LICH HE|PHAE &
O| RFRegion2 HE|FHAE &0 -7‘;7}%}5 C|HFO|A O] RFRegionZt k|3l oF & L|C}.

RFRegion0i| CHet XfA[EH LIE2 HOIEH O] & CIHIO|A 4AES 2B LoRa F It~ CHS MEH
o] dMg FTSHMIL.

2. HE|FHAE C|HO|A Zefa ME

HE|FHAE MM A|ZH A| HE|FHAE T 29| C|HIO|AZ ZEHA B EE= ZEilA C ZEE M8t
gX| {FE MEfELICH ZEiA B MM2 L CHRE3 EOHH Ct233 HAIRIE sIE
= U2 Zela C M2 AXMEX| CH22 3 HIAIXIE =418 = J&L ot

3. 250l FIte C|HIO|AE MEHEFLICEH

HEPTHAE T80l ClbHO|AS HHENMOE £7HER| YTHOR F7FEX| ML

. CIHHOIAS HEXOE £7tstadT 280l 7+ 2 ClbholA] 2 CldolA DS Y213
it

. CIHHOIAS UB %7h5t2{® ClutolA L2t i EBf1EE S7hstedE ClutolA g
YBfLIC} ClbtolA T2 Tto| B S4B, B4 C EE T ClHols BEiAE 25 X|

Hote Z20eo| = CIHIO|AE F7

[FQ'T_-
> r
30
i)
r
[w}

4. HE[FHAE O 58 d'dsicd™ dH(Create)2 M=4TILICH

I:HElaH*E & M&F dEet &8 ClHto[AT7E &0 LPEP-*L—IEP HE|FIAE & I ClHE

of Aef W M| SHZ0l CHEH AL LSS TEIFHAE I8 3 2B 0 ClutolA Meh B
L|E+E' 9 27 B2 MM BESFML

HEIFHAE TBS MAS F 5Y(Action)S M5H0d CIHHOIAE T EE AKISHALE HEIFHAE

B0 £718 4 SIAUICk CIHOIAE £718 Solle 02 Y Hol2 =7t 28l Cisolag 8

BT MM olorE 4 et
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APIE ALE5l0 HE|IFHAE 18 MM
APIE Al235lo{ HEIFHAE O ES M5t O&0l C|HIO|AE F7}H5tE{H

1. HE|PHAE OE MM

HEIFHAE OIS MAMSIEdT CreateMulticastGroup APl 24 EEEcreate-multicast-
group CLI BB E AFSELICH input.json I}YE create-multicast-group BEoi CHE

o
Ql2do 2 |2 4+ U&LCt.

aws iotwireless create-multicast-group \
--cli-input-json file://input.json

o17|M 2 52 o3 Zd &Lt

input.json L&

{
"Description": "Multicast group to send downlink payload and perform FUOTA.",
"LoRaWAN": {
"DlClass": "ClassB",
"RfRegion": "US915"
1,
"Name": "MC_group_FUOTA"
}
YEPHAE TS A F OHS API & & CLI BHS A8 504 LEPHAE 28 of ChEt
HEE HHI0IE, &M EE= 7 = /&Lt

« UpdateMulticastGroup &= update-multicast-group

e GetMulticastGroup EE&= get-multicast-group

e ListMulticastGroups == list-multicast-groups

* DeleteMulticastGroup EE= delete-multicast-group

2. HE|ZHAE OE0f C|H}O|A F7}
HE|FHAE OE0{| C|HIO|AE XMoo 2 = UTXMo 2 FIIE £ Q&LCH

« HE[FHAE T 50 C|HIO|AE YE X2 2 FT|stc{H
StartBulkAssociateWirelessDeviceWithMulticastGroup APl ¢4 EE=start-

HEPHAE I8 55 112
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateMulticastGroup.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/create-multicast-group.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/create-multicast-group.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateMulticastGroup
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/update-multicast-group.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateMulticastGroup
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/get-multicast-group.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListMulticastGroups
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/list-multicast-groups.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteMulticastGroup
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/delete-multicast-group.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartBulkAssociateWirelessDeviceWithMulticastGroup.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/start-bulk-associate-wireless-device-with-multicast-group.html

AWS loT Wireless TR 7H0|E

bulk-associate-wireless-device-with-multicast-group CLI @&EE Al

= gLk,
HE|IFHAE O &0 dH Moz HAdsied= ClHIO|AE HEZotti{H F2| EXAtdE MIS L
Ch Ch22 X|HEE ID7F AZE ClHO|A& Z2m 0| )l ClHOlA &S Folste YHE E

o1F L|Ct.

aws iotwireless start-bulk-associate-wireless-device-with-multicast-group \
--id "12abd34e-5f67-89c2-9293-593b1bd862e0" \
--cli-input-json file://input.json

o17|M Z 52 ot Z &Lt

input.json LIS

{
"QueryString": "DeviceProfileName: MyWirelessDevice AND DeviceProfilelId:
d6d8ef8e-7045-496d-b3f4-ebcaald564bf",
"Tags": [
{
"Key": "Multicast",
"Value": "ClassB"
}
]
}

0{7|M multicast-groups/d6d8ef8e-7045-496d-b3f4-ebcaald564bf/bulke= ClHt
O|AE OEI HZstE= o AF8El= URLYILICE.
- HE|FHAE &0 C|HIO|AE Mo 2 F7II5E{H™

= "1—

1 = L

AssociateWirelessDeviceWithMulticastGroup API 2 EE= associate-

wireless-device-with-multicast-group CLIZ AFSELICH 2 &0 F71E 2t ClH}o]
A9 2M C|HFO|A IDE 248t

= =JH

aws iotwireless associate-wireless-device-with-multicast-group \
--id "12abd34e-5f67-89c2-9293-593b1bd862e0" \
--wireless-device-id "ab@c23d3-b001-45ef-6a0l1-2bc3de4f5333"

HEPHAE DB AR $ CHS API & S CLI B AFSstod HEFHAE TS of Chet
HEE 2L A 4HS MY 4 UsLIC
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https://docs.aws.amazon.com/cli/latest/reference/iotwireless/start-bulk-associate-wireless-device-with-multicast-group.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessDeviceWithMulticastGroup.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/associate-wireless-device-with-multicast-group.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/associate-wireless-device-with-multicast-group.html
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e DisassociateWirelessDeviceFromMulticastGroup = disassociate-
wireless-device-from-multicast-group

» StartBulkDisassociateWirelessDeviceFromMulticastGroup EE= start-bulk-
disassociate-wireless-device-from-multicast-group

e ListWirelessDevices EEE list-wireless-devices

® Note

ListWirelessDevices API Z¢i2 dtxo 2 £M C|Hio|A L HE|FH
IE= FUOTA EfA TS HAAEI FM CIHIO|AE LIESHE Ol AFHEE &= U&LILCE.

I>
H
I

E

« HE|PHAE D81} ZE FM C|HIO|AE LFQE5t2{M MulticastGroupIDE E
E{2 504 ListWirelessDevices APl &2 Al2&tL|Ct.

* FUOTAEfA QI 4ZAE M k|8 LIYE2{™ ListWirelessDevicesE ZE
2 5l04 FuotaTaskID APl 242 AL ErLICH.

CHS E

_,_
=

HEIFHAE JES M50 CHIO|AE F7I8H & H&S8A C|HtO|AE F7IstD HEIFHAE JED
ClHtO|A S| HEHE ZLIEAE &= J&LICH C|H OIA7P JE0| §3Ho 2 FIIEURCH CIREA
HAIX|E F85t0 CIHIO|AR MESE S of| e = J&LICH CHE33a EHIAIXIE M&ote{H HK
ClHIO|A 7 HE|FHAE ™ Z=H| A EH(Multicast setup ready)0d0F HLICH CH2 213 HIA|X|Z of 25t
™ AEf7L MM Al F(Session attempting) 2 2 B ZELICH XM[EF LI 2 HEIFHAE I F 2| ClHE
O|AZ MESIESE CH233 HIAIX| of|2f EHHE HESHAAIL.

HEIFHAE O F0i /U= ClHO|A S ‘*"°|0'|§ 4O|0|E 6244 AWS loT Core for LoRaWANS A5t
0 Hello{ FM YH|IO|E(FUOTA)E =de &= A &LICt RtM[EH LHE 2 AWS IoT Core for LoRaWAN

—

ClHiO|A o] Heo{ M O.=1IHIOIE(FUOTA) g HRStEAIR.

& £ ClHo|A HEfol| 277 EALlE B9
T sEY %ﬁ LICE 04%13| 2 771 EAEl=E 32 EXME

=2
JEPPIAE I8 W 380  ClutolA AE) BLIEE W 2 32

C|H}O|AZF F=7HEIR| OF
2 0FfAE 7HX7t Rhk I
Aot 2edod| CHEE ARA

=
MMHE oM.

_|
%X
- O
e

=2
LHE
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessDeviceFromMulticastGroup.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/disassociate-wireless-device-from-multicast-group.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/disassociate-wireless-device-from-multicast-group.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartBulkDisassociateWirelessDeviceFromMulticastGroup.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/start-bulk-disassociate-wireless-device-from-multicast-group.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/start-bulk-disassociate-wireless-device-from-multicast-group.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListWirelessDevices
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/list-wireless-devices.html
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HEIZHAE & H JE9| ClHto|a dE ZLIEHE & 2A sHZA

C|HIO|AE F7I6t0 HEIFHAE OEE PHE £ AWS Management Console2 LICH AWS loT

£ 9| HE|FHA E & (Multicast groups) HO|X|Z 0|& F 1 MYE HEPHAE O&& MEstod A&
MEE SLct HEPHAE 0§ EE, FItE ClHto|A = J ClHto|A el MF HE It EA[ELICH
ME| HEE AL85t0 HE|FHAE MMo| TI™ 4&2 5‘—"—15}1 QRE A = U&LCt

HE|FHAE & 4l

AWS Management Console0ll HE|FHAE T E0i CiEt CH2 AEf HIAIX| & stLE7F EAIE £ &L
Ct.

W E

O| &Elil= HE|FHAE O &S HHERIX|E ot % HE|FHAE M|Mo| gigS LIEFLICH 2 &0| 4
T2 of el HIAIXIZF ZAIELICH O] AlZh S HE[FHAE 58 YUOO|Est L CIHIOIAE &
AE sliME = JU&LICH SE7 27 S0l HEE 20= F7t ClHo|&E O Foi

ClHFO|A T} HEIFHAE O 50| M2HMoZ FIIE F &0 o 24 E HE|FHAE MMO| Q2P 0]
AEf MIAIR|Z7F EAIELICE O] AlZH &¢toi&= CIHFOo I/\% O[Ol EStHHLE HE|FHAE O &0 =7}
g = gigLIch HE|FHAE MME F4A5H I8 HEN7t EF S(Pending)2 2 HEELICEH

lIIIlI

« Ml &(In session)

HE|FHAE MMO| 7HE HHE MM A|ZHRl B2 o] & El HIAIX|I7E EAIEILICH E8t HEPHAE O
2 melo] UH|0|E M|AM0| Tl SOl FUOTA EHA TS AZ2E! ] o] AENE Hl& S K|EHL|Ct.

Mol AZE FUOTA EfA 371 Qi MM AlZho| AlZh KBS ZIRALE HEIFHAE MMEE F4
5to1 HE[FHAE MMO| FAE A2 I8 Ej7t ER/ S(Pending)2 £ HZEELIC.

« AFA| CHZ| & (Delete waiting)

2 A5t siiY 2 AEf7} AKX CHT| B (Delete waiting) 2 2 HHAEILICH AMK|E

EiﬁL—IEF. O| 22 AlzZto| 22 = /e HEFHAE OF0| ArXE W7k
. HEIFHAE O F0| o] &Ei7t E Foll= CHE Bl & stLt=

Toh lIIIlI
0%
FL
rr
O
@
o

- ('D
g 4>
o
5
«Q
S
ul
r
inl
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https://console.aws.amazon.com/iot/home#/wireless/multicastGroups
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HE|FHAE I &F°| C|HFO|A AFEH
AWS Management Console0l| HE|ZFHAE & 9| C|HtO|A0| CHEF CHZ &fEf HIA|X] & StLE7F E A
2 £ A&LCH Z el HAIX| /2 OFRAE 7HX7HM EA| LHEol| CHEt RHAIE HEE 2 = JUEL

Ct.

7| X| A& &(Package attempting)

X7t HE[FHAE &3 AL ClHto|A dEil= TZ|X| Al & (Package attempting) & L|Ct. O|
AMEHE AWS loT Core for LORaWANO| C|HFO|A 7} HE|FHAE X 4l 252 X|GHEX| 08 E
OF%| & Ql5t x| et 4SS LIEHALICH

7| X| X[ E|X| &t = (Package unsupported)

C|HIO|A 7} HE|FHAE &1} @12 |24 AWS IoT Core for LoRaWANE C|HO|A Q| TQ0{7} HE]
IHAE ™ 2 2 50| 7t sEH K| o2 E = QIFfLICt ClHo|A0] XIHEl= HEIFHAE THF|X|7} ©F
= 8% &ele W7|X| X|HEIX| 2f & (Package unsupported){L|Ct. 27 & sHZE5t24™ C|HHO|A 9|

Heo{7t HEIFHAE ™ 2 2 50| 7tsEHX| = lFLct

HE|FHAE M AL S(Multicast setup attempting)
HEFHAE I D (ZE ClHIO|ATF HE|FHAE MY Y 2SO0 | Ittt 3
7t ot &

M™ AT & (Multicast setup attempting) &IL|Ct. O] AFEH
25X etk S S LIEHRLICH
X

HE|FHAE MHH FHl(ulticast setup ready)

Clotol A7}t HEIFHAE MES 225D PEPHAE 180 R7hEIUSLIC Of AEfe Clutol27}
HEIFHAE Mol AHBE FHI7H 1T Ct2 A HAIXIE ST ClHolA2 HaE 4 288 U
EbeLIC}. S B FUOTAE AHS 5101 180 Clbtol& 018 UIOIEE 4+ 2l Al7IS LiERL]

Ct.

MM Al & (Session attempting)

H 3H*E J&9o| ClHtol&o0f CHal HEIFHAE Mol oS E[R&LICH HEIFHAE 5 AMl4d0]

ClHIO|A dEiE MM Al ol Mo Ciell 224 B E£= Seli& CHIZ 7|ZHE Al
£X| o470l CHet 20| MEELICH HEFHAE Mds d™ste ol Ael= AlZHol Al
ZItotHLE HE|FHAE MM E FlAstH SEI7H HEFHAE D 2t 2 (Multicast setup

done)Z HHZAELICEH

M| S (In session)

HEPHAE O8 44 116
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O| 4Ei= oA B EE= 2HA C HIE 7|ZH0| AIEFE|QA D CIHFO|A 0] ZIEl S HE|FHAE MM
0| %= LIEFLLICE. O] A|ZF S9F AWS loT Core for LoRaWANOIA HE|FHAE O 9| C|H}O|A
Z C223 HAIXIE MEE = UELICH MM AlZhE HOIOIESHHE SR M0 R A=l AER7}

MM Al & (Session attempting) 2 2 BHZAEILICH MM AlZHo| SR E|HL HE[IFHAE MME F A
5t MEf7F HEIFHAE M EH|(Multicast setup ready) 2 B3 LICt

CHS E

_,_
=

HE|FHAE JED}
ot Zre 2HE sHZ
O HE|IFHAE 1
EIFHAE 9| C|

LH Clutol Aol Chereh AERS} ClHbOI AT HEFHAE HHE & 4 gik B2
Yuig oo 2 ey HAIXIZ} CIHo|AR MEEITE o

M4 B (In session)0| EILICH CHR 3 HIAIX| ol ofoil CHEt XEAIEH LIS S
A2 HSSHEE 22T HAIK oo MMS FEFML.

rio rTr IHu

E:— II|III O|| LI
o

HE|FHAE O 2| C|HIO|AZ Mot 5 Ch2E 3 MAIX| of<f

1

HE|FHAE O F0| C|HO|AE Moz FIhet & HE|FHAE MME AlEfstn O|2{Er ClHIO|AZ
&S Oh233 HAIXIE F8E &+ A&LICH C233 HAIX|= 48A[ZF O|L{o]| oi|2F |00k &t
H HEIFHAE A|Zf A[ZH2 X AlZHECH 308 0|4 =o4oF g LCH.

(® Note
HEFHAE T FO| C|HIO|AE A CH2 313 HAIX|7L = AE[I=EX| &g = el&LCh

Ct233 HAIXIE HMEsteiH B HEPHAE O8S ddstu o283 HAIXKIE M&sttis I8
off ClHtOlAE B Moz FItaok FLICH HEFHAE MMO| A% AlZHO| of9FEl 20l = ClHFO|A

= O F7HE = H&LICH RAMet W82 HEPHAE T8 4E & 50 ClHto[& It EHRE &=
SHAAIQ

S =
2R RISElE B2 olefet 2F sHZol cheh AhMIE LHE 2 ':'E*E|9Hé5 1

Z&£ 2 Ar83sto 233 HIAIXK| of of

2£2 M835t0{ 233 HIAIXIE H&5tEd™ AWS loT £ 2| HE|FHA E & (Multicast groups)
IL OIS MEHELICH HEGHAE I8 MHIE HE 1 Oo|X[0d|AM

ZEFRAE I8 B4 17


https://console.aws.amazon.com/iot/home#/wireless/multicastGroups
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ched

3 HA|X| o 2F(Schedule downlink message)2 ME{EH CtF CHHR2 &3 MM 04| 2F(Schedule

downlink session)2 ME4EFLICEH

1. Ct

233 HIAIX| 0of 2F(Schedule downlink message) &

Ct23a HAIXI7F HEFHAE JEo| ClHio|AZ MEE 7(|7hE d8Y + /&Lt Ci233a

HIAIX|= 48A[ZF O|LHO]| oi|2F |00k BfL|Ct.

HE|FHAE MME ofefetedd ChS mtetd|EeE X|IEE LI

Ct

AIZF ok 2 AIRE AlZh: AIZF S 2 A[ZF2 34RH A|ZE Ol F Z|A 3082 L 48A(ZF O|F10|0{0k
groict.
@® Note
X|Ast= A|ZF2 UTCO|E 2 2213 7|7HS of| 28t [ A|ZFCHRE A|XHE & lsts Zd
o| E&LICH

Ml AlZt Mgt (Session timeout): CFH2 213 HIA|X[7} = AlE|X| of 2 F2 HE[FHAE M4H0] Al
ZF ZE|7|E ot AlZFLICH 18 El= ZI4 AlZh M[et2 60ZF LI Z[CH AlZh &gt 2t 2
ZolA B HEIPHAE 59| B2 28, EciA C HEIFHAE OEQ E2 1

Ct223 HAIX] 74
283 HAIX|IE #dsted™ ChE metnlEE RIEE L

HIO|E]| & = (Data rate): CH2 23 HIAIX|2| HIO|E| S =& ME4SFLIC HIOIE| SE &=
RFRegion & HO|2= 3 7|0 [}2} CHELICH 7|& O|o|E £ & US915 2Ixie| ZL 80|
EU868 2|M2e| B2 0)LICt.

K

FIt==(Frequency): CtH2 23 HIA|IX|E TS E Fot+E MEIELICH HAIE 552 EX|5HH
™ RFRegion0] [ 2t AFE 7t S8t Fut+E
FPort: Ct2 23 MIA|X|E C|HIO|AR TM&ESt= Ol A8 7tsSE Futs ZEE MEAELICH

| 0| 2 E(Payload): CIO|E{ £ of 2t HOo|Z2=29| x|} 2 7|2 XIHELICH 7|2 o|E &
E Ar83st= 42 2o HIO|Z2E 37|&= US915 RfRegion™|A{ 33HFO|E 0|11, EU86S RfReglon
O A 51HFO|ERILICE f 2 Cl0|E £ =& AHS5tH %0 HO|2= 3.7(Q1 242HEO|ETK| ™

&g + &Lt

Ct2 23 HIAIXKIE 04| stEdH o 2f(Schedule)S BT LICE.

HE|FHAE O & 44 118
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APIE AtEst0oq 233 MIAIX] 01 <F

APIE AL835t0{ CH2 33 HIAIXIE o 25tE4™ StartMulticastGroupSession APl 2t EE=
start-multicast-group-session CLI B S AFE&LICH

CHS API 5 £ = CLI B> S AtEsto{ HE|FHAE O &0 CHet HEE B0 HEFHAE IS 4
Mg & A&Lch

e GetMulticastGroupSession EE&= get-multicast-group-session

» DeleteMulticastGroupSession EE&= delete-multicast-group-session

MMo| A|ZHEl = HE|PHAE OE 22 H|0|EHE M&E5tEd{™ SendDataToMulticastGroup APl &f
¢ IF £ send-data-to-multicast-group CLI WS AFtL|C}.

CHS EHA

ClHiolAZ M&E 233 HAXIE 48 & M40 AlZHE ] HIAIX|7F TS ELICH HEGHAE

_?_
a9l ClHiolA = MIAIX] =4l R & HQlg + l&LIch

27} cheala tlAlx| 24
HEPHAE B0 Ct0|AR FSE 57t R YA HAIKIE T4E £ YsLIC

- 2£0iM F7H 233 HAIXIE FdstedH
1

. AWS loT 2& 9| HE|FHAE & (Multicast groups) HO|X|2 0|S 35t MM E HEIPHAE O &
2 MEighLCH

N

. HEPPHIAE O & ME EE Ho|X|o|M CFR2 & 3 HIAIX| of|2f(Schedule downlink message)S
Eist Ct2 F7t 233 M AIX| F4d(Configure additional downlink message)2 A1E4 8 L|C}.
3. ClO|E{| & X (Data rate), FI}==(Frequency), FPort 2! I 0|2 =(Payload)& X|&&L|C} &2
X #Hml Ch2 213 HA[X|of CHal ol2{8t mt2tOlEHE 7448 Ehednt vz gFLct
« APl EE= CLIE AF85t04 £7+ Ot 23 HIAIXIE #+-stEdw ZF 71 CH2 313 HIA[X|of| CHal
SendDataToMulticastGroup APl ¢ = send-data-to-multicast-group CLI BHEE

SEFLICH

HEIFHAE MMl ME2 AISH Mot AIZHS ASSHES MM YBS HEl0IER 5 aLich A
Mi44 2 Ol Foil il oFEl N4 T @ MBFLICE

=S 119


https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartMulticastGroupSession.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/start-multicast-group-session
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetMulticastGroupSession.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/get-multicast-group-session
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteMulticastGroupSession.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/delete-multicast-group-session
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_SendDataToMulticastGroup.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/send-data-to-multicast-group
https://console.aws.amazon.com/iot/home#/wireless/multicastGroups
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_SendDataToMulticastGroup.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/send-data-to-multicast-group
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st A0 2t HE|FHAE MME AUC|o|EELICE o|g48t YO|o|EZ QI35 C|HFo|lA O &
O| 22 AlZF S0t 7jo{ 2lo] HHE{Z|7} AR = £ Ql&L|C}
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HE|FHAE

H
Ijn

1. AWS loT 2& 9| HE|FHAE T & (Multicast groups) HO|X|2 O|S5t1 Mo

2. HE|FHAE O & MET HE Ho|X|olM CH2 33 HIAIX| o 2F(Schedule downlink message)2 M
EWSH CH2 MM UE 40| 0| E (Update session schedule)E ME4EHL|C}

3. &Ef ™ (State date), AlEF AlZH(Start time) 2! MM AlZt K| 8t(Session timeout) Tt2tO|E{E X[
gt g2 X #Hml CH2 213 HIA[X|of CHal ol2{8t mt2tOlE & RIA e Ehe ot v g LIct

« AP| EE= CLIOIM MM e AUO|0|ESHEd™ StartMulticastGroupSession APl 5] EE =
start-multicast-group-session CLI H&E AFE&LICH

AWS loT Core for LoRaWAN C|H}O|A o] He|o{ 54 AUH|O|E(FUOTA)

HYlo{ M UH|0O|E(FUOTA)E AFHE 3504 AWS IoT Core for LoRaWAN LC|HFO|A 0] ESfo{ HOI0O|E
E Hij=grct

FUOTAS At 3t0q 7 CluolA S CluholA TB0f BRI0] YCI0IEE TaE 4 UaLITH el
FHAE TES MAstod 0f2] ClbtolA0] Ho] UEIOIEE MEE 5 UAL C

HEFHAE 2B 0l £7H8 CHE B0 UHIOIE O|0|X|E ST sHe BE Cluto
DIXIE 4 Al5Hs ClHHOIAT} O|OIXIZH SHHE £20/ Q=X 2QIE £ T = o]

X2 MBS st= W0l E&LICHL
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1
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Ii>
T
o

AWS loT Core for LoORaWANZS2| FUOTAZ AI2SIH CISE =
« A Hello4 o|O|x[Lt & E} o|O|X|E B C|HFO|A EE&= C|HO|A &0 HHEEFL|CE.
- C|HFO|AOf HHEZEE O|F o A Heflo{o| AlZ| -}

=
=
- HiZ T &E¥E ZLEZ st o i 2ol Aufet F< =X E CIH2gfL/ch

FUOTA L HE|FHAE T E0f CHEF AWS loT Core for LoRaWANZS| X| &2 LoRa Alliancel| CS AMQF
2 7|dto 2 ghuct.
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https://console.aws.amazon.com/iot/home#/wireless/multicastGroups
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartMulticastGroupSession.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/start-multicast-group-session
https://lora-alliance.org/about-lorawan
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« LoRaWAN &Zd HE|FHAE MH™H AFY, TS005-2.0.0

=2 o o
+ LoRaWAN EHH3LE O|0[E &5 & A, TS004-2.0.0
+ LoRaWAN ofZZ|7|0|M Bojo{ 25 S7|&t At TS003-2.0.0

(@ Note
AWS loT Core for LoORaWANE LoRa Alliance AFZ0l| 12} 22 S7|3E RSO 2 38|
Ct. AppTimeReq & & ClockSync A|1HZE AI&36t0{ 25t = C|HIO|AM M & AlZt
£ 3|AIghLICE

Cl2 SY¥A2 AWS loT Core for LoRaWAN FUOTA EfATE MAGH= dbedg A5t T EfA T 0l |
HIO|AS F7}5t1 FUOTA EHATE of st T2 MAE OFLHEMLILCE.

WS Eod FLCH.

rr

Ct2 &A= FUOTAE £33t
(@]

» FUOTA Z2 M4 74

« FUOTA EfA 3 M4 3! HJof O|0|X| MS

« FUOTA EfA30i C|HIO|A & HE|FHAE T F F7I & FUOTA MM o eF

« FUOTAEjAZ QI EfA T O F7}El C|H}O|A LS| AE| RELIE{Z! 2l 22X s

FUOTA ZZ2AMA T2

Ct2 Clolo{23e AWS loT Core for LoRaWANO| SE C|HFO|A0]| CHSH FUOTA ZEMAE £
St W2 2 0{ELICH FUOTA MlMod 7HEE CIHIO|AE FII6lE B2 HEPHAE O8 MM LU +#

M EAHE dAHE £ S?A'QL—IEP FUOTA M|Mof CIHIO|AE &Y FIHE &= &LICH 2248 AWS loT
Core for LoRaWANO| H?f|o{ UC|0|E T2 HMAE A|2FEFLICEH
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JHeER 7Hol=

Firmware Vendor
Creates firmware
image or delta-

You: |dentify the
device(s) for FUOTA

loT Core for
LoRaWAN: Configures

loT Core for
LoRaWAN: Schedules
Class BorClass C

End Devices: Sends
the report of the

transferred fragments |

Checks the digital
signature of the
image and

End Devices: Collect

all fragments of the |,

file and reconstruct [

. o —— and create a » the multicast group A -
image, which multicast group if with the end devices, if distribution window,
contains a digital necessary using multicast fragmentation
signature. ) =ing : information.
h i
End Devices: loT Core for

LoRaWAN: Sets up the
fragmentation session,
and begins sending

LoRaWAM: Collects
the report from end
devices and prepares
for the guery.

Y

C|H}O|AO] CHEF FUOTAE =&

End Devices: Check
the firmware version
and reboot.

End Devices: Send
application uplinks

Y

with the new
firmware version info.

to LNS . . the hinary image. fragmented file to
authenticate it. devicas.
h 4
loT Core for loT Core for

LoRaWAN: Collects
firmware version of

"| devices and updates

firmware info of end
devices.

AstedH HX CIX|E HBE Hellod o|O|xIE
Al&

HA5t T FUOTA EfA T

o F7t5t2{= ClHIO|A L HE|FHAE OF2 F/d&LICH FUOTA M2 A|EHEE = BT ElHPol*"
pE ZF_Z.F; =Z5ln =ZHof A o|0|X|E A7 AIst T AEHE AWS IoT Core for LoRaWANO]| &£
Ct= M E<9o{ o|0|XI& M &Lt

CI2 2 FUOTA ZEANA

1. CIXIE MEE AE

ofO#

Hefod o|0|X| EEE

of ofe] HHHE 2oiELICh

I|_:_|. o||:||x| AHA—|

AWS loT Core for LoRaWANO| LoRaWAN LC|HO|AO0]| CHEF FUOTAE +=&sle{H FMoZ2 H
o UHI0|EE MEE m HRlo o|0|x| == EE} o|0|X|of C|X|H MEE 5= 0| £E&
24 O|0|X|E =4l C|HFO|AO|A O|O|K|7F SHIE AANM SEX| EQIE £~ Q&LCt.

AN -

Hellod olOlxlel 271& IMBE '&X| efotof B LICE HAo] 27(7t 245 UOI0|E Z2MAE
gzste o o 22 43 = U&LICH O WHE C|o|lE M&2 2l M oldOlx|7t 1MBELCH 2
82 M HHlof o|Olx|ek o] o|O|x| Atole| REFR! Af olOx|e] & :

L= A
T

F ol et o|0|X[E AHSE L
Ct.

(® Note
AWS loT Core for LORaWANL C|X|& MH ’é'i’é;' Tt Heflo A 2| A|lA”IE A
Z5tx| et&LICH ME THE| E 72 At35t04 Qo4 o|O|X|ofl CHEF CIR|E MBS MAdet
£ Q)& L|CH ARM Mbed GitHub 2|ZX|E2[0 Z& = 740t Z2 C|X e ME T 7 E AR
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https://github.com/armmbed/mbed-os-example-lorawan-fuota
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LICE. o47]|ol= EEt O|O|X[E &85t CIHHO|AM|AM siE O|0[X|E AHS

2. FUOTASE C|Hio|A Algd gl 1M
FUOTAE C|HIO|A S AlHsH £ Qo CO|EE 7Y =& 048] C|HFO|A 0] & EHLICE.

« Hflo{ YO|o|EE o] ClHfO|A R T™EstE{H HEFHAE O &S ddstn SH ClHto|A=Z
HEIFHAE O &S F I LICEH RpMEF L2 ZHEFHAE O &S ddstod oi] ClHO[A =

Ct223 Hol2E & MEELICH EF3E HRstAAIR.

- 7H& C|HtOo|&0f Helo{ YC|o|EE M&otedH slifs CIHHO|AE FUOTA Ml4dol|l =718 CHS
Heo Holo|EE +~FLICH

3. HHE Z|zhof|ef & =zt MM MY

HE|GHAE OES UHE E2 EclA B EE= 2ciA C HIE 7|ZH2 X|H5H04 CIHFOIA 7 AWS loT
Core for LORAWANO|M T2 £ AlIE £ e AlZ7|1E AHE = U&LICH C|HFo|AT E81A B

b= Zoila C 2Ez ™MEsty| ©oi F2eiA AoM 2 S L
Yol oF BfLICt.

UELICEH MMO| AIEF AIZHE K|

oA B = Z8|A C CIHFO|A T} RIME! HHE 7|2+l oLt &g H;l
LIC}. 2ElA C BEO|M E = 5l= C|H}o|A= Z2HA B C|H}O|AELCH O B
U&LICH REMIE LIS 2 C[HIO|A EeiA B2 FHIFHAAL.

4. EF C|HFO|AZF AWS IoT Core for LoRaWANO|| 4 EfE 2 15t EHo{ O|0|X|E L0 EF L
EL
ZZtst MME M-8t £ BE C|H0[A 2 AWS IoT Core for LoRaWANR CHE EHAHE +=&5t04
C|HtO|A S| HeY0{E YOOl E g LICt

1. LoRaWAN C|HO|A = GO
loT Core for LoRaWAN 7—.
O| ZZt2 BT CIHIO|AR & ELICH.

7| Z0ll FUOTA Z2MAE AlZ517] s AWS
4950 Helof O|0IXKIE =Ztet&LIc O/ ChS

;
Z
m>- -~

2. AWS loT Core for LoRaWANO| O|O|X| =2t M& 8t & LoRaWAN SEt C|HIO|A = CHS Ef

A3 E U

a. ZZH2 X3t Ch2 o248t =Ztollxf o| %l o|0|X|E KT AdFF Lt

b. M7 &€ olo|x|el C|X|E MBS #lsto4 O|O|X|E 2S5t SHHE LA00M A=K &
elguct.

c. AWS loT Core for LoORaWANZL| &[0 A S #HAY ™ H| & LCt
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d. AWS loT Core for LoORaWANS 2 MSEl =25 El o|0|X|e| MEHE E1 st F A Heloq 0]
0|x|& M&Lict.

@ Note
A0 et SE ClHolA = Heflo{ o|O|X|e| CIX|H HEE &
Core for LoRaWANO] M&El ZZtsEl o|0|X|e| AENE EmghL|Ct.

O|M| FUOTA ZE2MAE HIR S 2 E FUOTA EHAIE MM T EHeo| Yo|o|EE |8 EfA T 0] C|
HIO|AE F71e 4= Ql&LIC AMIEH LIS FUOTA EfA T A4 gl mello] o|O|X| A= B2 &=
StAAIL.

FUOTA EfA3 M4 2l He|of o|0|X| XS

LoRaWAN LC|HIO|A 0| EHLJ0{1E UH|0|ESE{™ HA| FUOTA EfAT E M5t T UHO|EN AL
g CIX " MEE JH%IN O|0|X|& MBgLICt O3 S Cldto|ALL HE|FHAE OFE EfA IO
ZF7t5t1 FUOTA MM E of|of e o= d&LICH MI440] A|ZFE|Td AWS loT Core for LoRaWANO| =zt
3t M2 M™stn SC ClHto|A7 =242 +=&st2 O|0|X|E A7 H5tT M HYA01E M LICt
FUOTA ZZMA0f CHE REMIBH LI 2 FUOTA Z2ZAMA 712 MME R X HAML.
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https://github.com/armmbed/mbed-os-example-lorawan-fuota
https://console.aws.amazon.com/iot/home#/wireless/fuotaTasks
https://console.aws.amazon.com/iot/home#/wireless/fuotaTasks
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1. FUOTA ElA& 3 &4 X|H

FUOTA EHAT &2 X|XH5I2{™ FUOTA EfA 30 CHSH CH 2 MEE 2dstL|ct
« 0 Ol =ELICt ol§ol= EAt <A, 5lo|E &l
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|E0F L3 k[o{of ELICH SEi2 Z e = i&LCh.
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ml:l
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rr nx
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SLCh B2 A2 s3://bucket_name/file_nameILICt. Amazon Simple Storage
Service 2&0|AM U Ee{H 2 7|(View)E MEAEFLICH
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https://console.aws.amazon.com/s3/
https://console.aws.amazon.com/s3/
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APIE

APIE

- M H<lo{ O|0X|E HEE=tE{H
a. Mf Hello{ o|0lX| YEEE MEAStT o] O|0|X|E YEE=FLCE o|0|X| ZtY2 1MB
£ =X| gfotof gt
b. S3 H{Z! AMAdst T o 0|0|X| I U S XEE H{Z! 0|=(Bucket name)2 &1245t2{H
S3 HZ! ‘M4 (Create S3 bucket)2 ME4EFLIC,
2. HZlof| AN AT 5= JUe HE
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S3 HHZ!IE AL 35104 O|O|X|E X{E 35t AWS IoT Core for LoORaWANOI| M A HEHE E0{5t=
dredofl CHEt REMIEH LHE 2 S3 7ol Hello] I 2 S |AM 98 F7H MM FEFMR.

ZERTRUPE

FUOTA A3 E M4dstEdH X|HE FUOTAEHAT X FH MR HEE AESt T Ef2 3
(Create task)= MEHEILICY

A8 310{ FUOTA EffA 3 o 2l Hjof o|O|X| HEE

A&30{ FUOTA EHAZ E M5t Helo{ o|0|X| Y X|H3t2{™ CreateFuotaTask

API 2 EE= create-fuota-task CLI BHEE AHEELICH input. json I YUE create-fuota-
task BHEo| Ciet o2 M3E = UELICH API EE= CLIE AFSE .°=!E—19E M3 st= Hellod
o|0|x| Zte o|0| S3 B{Zlof 4= =|o] Qlo{of & L|C}. S5 S3 H{Z1o| T Qo] o|O|X|oi| CHEF HA|
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--cli-input-json file://input.json
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input.json LIS
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateFuotaTask.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/create-fuota-task.html
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{
"Description": "FUOTA task to update firmware of devices in multicast group.",
"FirmwareUpdateImage": "S3:/firmware_bucket/firmware_image
"FirmwareUpdateRole": "arn:aws:iam::123456789012:role/service-role/ACF1zBEI"
"LoRaWAN": {

"RfRegion": "US915"

I
"Name": "FUOTA_Task_MC"

}

FUOTA EHAT E MMst £ CIS API 2fd EE= CLI BHE AI83510i FUOTA EHA 30| CHEF HEE
AO|O|E, AKX EEE 7HKE £ &L Ct

UpdateFuotaTask =& update-fuota-task

GetFuotaTask BE= get-fuota-task

ListFuotaTasks EE= list-fuota-tasks

DeleteFuotaTask BE= delete-fuota-task
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateFuotaTask
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/update-fuota-task.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetFuotaTask
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/get-fuota-task.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListFuotaTasks
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/list-fuota-tasks.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteFuotaTask
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/delete-fuota-task.html

AWS loT Wireless TR 7H0|E

® Note
JHed ClHFO|ALF HEIFHAE O
HEPHAE 1BE BT FIHE

£ FUOTA Ef&3.0f 7t o= l&LICH 2edoil C|HO|A 2t

£ &LCH

v T

_|

O

ClHIO|A EE= HEIFHAE &S F7Ieh F HAlo{ UHIO|E MME A|ZHE = AU&LICH AWS loT

Core for LoRaWAN T Qo] o|O|X|E &5t o|0|X|E =358t CI2 A5 5EI Aoz RZtE

MEgLcH St ClHtolaA= =2 &5t M HHlo{ O|0|X|E MSeL|ct. Hello{ Yo|o|Eof &4

2l= AlZh2 o|O|x| =7(2t o|OfX| =ZF&t & Alof w2t CHELICH Heo{ UO[0|E 7 2t = 2[HH AWS

loT Core for LoORaWANOI| M X% st= EHo{ o|O[X|e| & & 3tEl Z=ZHo| AFA|E LICH S3 HZ!Io| A H
P

fo4 O|0IXIE A& HE &+ UELIC

I

e

A
4 =7

FUOTA EiA 30 C|HFO|A EE= HEIFHAE OFE FIhst7| Mol CheS > gfLch

- FUOTA E{A&3 E o|0| d-dst Heoq o|0|X|E X|SzHo{ok &fL|Ct RtA[EH LI 2 FUOTA EiA

2 4449 31 Eeo] O|0/X| MB IS HASHAIAIL.

« C|HIO|A HYYO0{E LHO|EE FM CIHIO|IAE =
LI 2 AWS loT Core for LoRaWANO]| C|HIO|A 2EHE MME2 XXM 2.

+ 042 Clbtol 20| BRI Hrlo|E 524 TEIHAE TBol ST CI8fOlAE FTFEHLICH XPAIE
H8 2 HEPIAE 158 Waistod ofef ClatolAz chewa 1 g
£ PSS

C|HtO|AE AWS IoT Core for LoRaWANO] 2 2=& [lf FUOTA 4 mi2t0|E| FPortsE XIH&
LICt. LoRaWAN v1.0.x C|HIO|AE AF&St= A< GenAppKey T X|HdtoF & LICt FUOTA #+4 1}
cHO/E{of| CHE REMIEH LI 2 HEIFHAE 2 FUOTA A2 @8t ClHIO|A EH| MME XML,

Z &2 A835t0{ FUOTA EiA30f ClHFOlA F7F & FUOTA A|4d of o

Z£ S MEsI0{ C|HIO|A EE= HE|FHAE &S FTItst 1 FUOTA M44E of FstE{™H 2£ 9
FUOTA EHA S (FUOTA tasks) B{2 2 O|S&LICt O3 Ch2 CIHIO|AE FI7HE FUOTA EfA
=5t HHo| UCIo|EE ~=EfLICH
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https://console.aws.amazon.com/iot/home#/wireless/fuotaTasks

AWS loT Wireless TR 7H0|E

Clutola ! HE|FHAE O & F7¢

1. JHE CIHHOl AL HEPHAE 28 FUOTA EHA T Z7He 4 & LICH 2Lt 74 Clbtola
o HEHAE 182 BF 52 sE g

213t FUOTA Efl& 30 F71& &LICH 2£2 A8 35toq ClHE

=
O|&E& FIIetedH 2 & LIC

—_

1. FUOTA EfA 3 M|¥ HE (FUOTA task details)0i| A C|HFO|A F7HAdd device)E& MEAELICH.

2. Bdofl £7+5t= CIHEO|A Q| Fah4= L EE= RFRegion2 MEHEFLICH O] 2f2 FUOTA EfA
30i cHa MEHS RFRegionZ Y x|3HOF EFL|CH.
3. EHAT O 7iH C|HtO|AE FIIEX| ofL|H HE|FHAE O ES F7HER| M=

MEHSFL|CH.
« i ClHO|AE F7hstEd™ 70 ClHFOIA F7HAdd individual devices)E AMEH 5}

FUOTA EiA T ol F7I5t2d= ZH C|HFO|A Q| C|H}O|A IDE l24EhL|C}.

= = =
- HEPPHAE O&§E F7tsttd

_I_

Kl

M HE|FHAE T F F7HAJd multicast groups)S MEHS 11 Ef
7berLCt ClHlO|A =21l o= Ef 2 E A2 35H04 2o
Ziglal =]

AJO| HEPHAE JEE F =
7tstede HEPPHAE J&2 LEEE = A&UCt ClHto|lA =2 nted= ZEZE [ 24
A B X|(Supports Class B) &= = 2214 C X|¥(Supports Class C)0| AF& £l T2} O|
A= ClHEO|ATE = HEFHAE O &8 MEE = /JU&LICH

2. FUOTA MM of <

C|HIO|A EE= HE|FHAE OE0

| §SX2 2 FIIEl & FUOTA M4E of ofeh &~ d&LICH MM
£ ofofsted® S & s LCH

1. C|HtO|A HeY01€ UH0|EstEd=

FUOTA EfA3 E MEHSH CHE FUOTA Al 04| 2f(Schedule
FUOTA session)S AEHgHLIC}.

2. FUOTA MM 2| AlZf I (Start date)2F AlZf AlZH(Start time)S XIEELICE AIZF A[ZHO] B4KY
AlZtolA 30& O|F x| & lgfLCt

g i S |

APIE At&3610{ FUOTA EfA 304 C|HIO|A 7} &I FUOTA |44 o <f

AWS loT M APl EE&= CLIE AF85t0{ 44 C|HIO|A = HE|HAE O&& FUOTAEIAZ N F
7|.o|' A Ol

8 &= &LICh O3 O3 FUOTA MM E of of e = &Lt

1. ClHol& Y HEPHAE OF F7t

FMClHO|A EEE HE|FHAE IE 8 FUOTA EfA TR A4S 4= Q&LICH

« 70 C|H}O|AE FUOTA EfA 30 48524

AssociateWirelessDeviceWithFuotaTask APl 2] EE = associate-wireless-
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessDeviceWithFuotaTask.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/associate-wireless-device-with-fuota-task.html

AWS loT Wireless TR 7H0|E

device-with-fuota-task CLI B A5t WirelessDeviceIDE @230 =2 X
L|C}.

OH
]

aws iotwireless associate-wireless-device-with-fuota-task \
--id "@la23cde-5678-4a5b-abld-33456808ecb2"
--wireless-device-id "ab@c23d3-b001-45ef-6a@l-2bc3de4f5333"

- HE|FHAE OES FUOTA EfA T 0f 215t E{H
AssociateMulticastGroupWithFuotaTask APl 9 EE= associate-multicast-
group-with-fuota-task CLI 3&& A&5t1 MulticastGroupIDE S ZE MBS L
C}.

aws iotwireless associate-multicast-group-with-FUOTA-task \
--id 01a23cde-5678-4a5b-abl1d-33456808ech2"
--multicast-group-id

FHM ClHO|A EE= HE|PHAE OF FUOTA EfA 30| 4488t £ CIS API 2] &£ = CLI E™
2 Ar835104 C|HIO|A EE= HEIFHAE O& S LFESHHLE E ol o422 SHAIErLICE

 DisassociateWirelessDeviceFromFuotaTask EE= disassociate-wireless-

device-from-fuota-task

* DisassociateMulticastGroupFromFuotaTask EE= disassociate-multicast-

group-from-fuota-task

e ListWirelessDevices EE= list-wireless-devices

e ListMulticastGroups & list-multicast-groups-by-fuota-task

(® Note
API:

« ListWirelessDevicesE MulticastGroupID7} ZE{Z AISE [ Yt F
M ClHtO|A S HEIFHAE O 50 #TE CIHIO|AE LIEE = U&LICH APIE
FuotaTaskID7} ZEIZ AFRE I FUOTA EfA 3 S} BEAEl M CIHIO|AE LIdE!
L|Ct.

« ListMulticastGroupst YEXMo = HEGHAE OIS LHFstn

FuotaTaskID7} ZE{Z AFEE [ FUOTA EfA 39} tFE.jE._l HEIFHAE O

g = A&LICH

I
mjo
-
1
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https://docs.aws.amazon.com/cli/latest/reference/iotwireless/associate-wireless-device-with-fuota-task.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateMulticastGroupWithFuotaTask.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/associate-multicast-group-with-fuota-task.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/associate-multicast-group-with-fuota-task.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessDeviceFromFuotaTask.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/disassociate-wireless-device-from-fuota-task.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/disassociate-wireless-device-from-fuota-task.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateMulticastGroupFromFuotaTask.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/disassociate-multicast-group-from-fuota-task.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/disassociate-multicast-group-from-fuota-task.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListWirelessDevices.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/delete-multicast-group.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListMulticastGroups.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/list-multicast-groups.html

AWS loT Wireless TR 7H0|E

2. FUOTA MM o <F

C|HIO|A EE= HE|FHIAE OE0| FUOTA EfA RN MBXo 2 FIIE|M FUOTA MME AlEFS
04 C|HIO|A HPI0{E UOIOIEE &= UESLICEH AIE AZE2 4R A|ZH0| M 3082 O|F 040k & L|Ct.
AP| EE= CLIE AF23504 FUOTA MM of|2FstEd StartFuotaTask API 2 EE&= start-

fuota-task CLI HEE At EL|Ct.

0|

FUOTA M44E AlEEH 20l= O Ol ClHO|A EE ':HEIE’HA

E
Ct. GetFuotaTask API & L= get-fuota-task CLI BHES

of CHeF HEE & £ U&LICH.

&8 Aol Fote + elsu
A

&350 FUOTA Mol &fEl

FUOTA Ef&3 I EfA T 01 F7HE ClHiO|A 0| dEf 2LIEE & 24| sl ZE

FMCIHO|AE Z2H|IMJetD AEstE{E HEIFHAE D58 Hdsh F OIS HAHE +~stod

FUOTA MMEE AlE == &L
FUOTA EiA 3T AFEH

AWS Management Console0ll FUOTA EfA T of CHEt CHS & Bl HIAIX| & StLE7F ZAIE &= Q&L
Ct.

. HE=

O| &Eil= FUOTA EfA 3 & HGRHXIBF o & HY o UTIOIE MIM0| ¢SS LIEHELICH E{A 37}
HHEE[H o] & Ef HIAIXIZE R AIEILICE O] AlZF S FUOTA Ef&3 & UO|0[Est C|HIO|A E=
HE|FHAE O &S EfA 39 AZstHLE 4 sliME = UELICH SEN7H 27 S(Pending)oil A
BEl Fol= F7t CIHtO|AE EfjA30] FIHE & gi&LICH

« FUOTA M| CHZ| B(FUOTA session waiting)
C|HFOIA 7} FUOTA EHA T ME3 Mo Z FIHE £ =Hdol| of| 2HEl Hello] do|E MAd0] QIS i

O| &Ef HIAIX|7F EAIEILICH O] AlZt Setoll= C|HIO|AE 4|0l ESHHLE FUOTA Al4dol| 7+
T QA& LICEH FUOTA MM E F st 18 &Ef7F E7F S(Pending)2 2 BHZEFELICH

« FUOTA M4 &(In FUOTA session)
FUOTA MIA40| At E[EH Of &Y Ef HIAIX|7F R A|IELICE =Z3 M440] AlZFE|D SE ClHO|ATE &

2tg $Esha B9of O|0IXIS M7 AIST A BS0| RIS #al LRI} Hlmsta Af O|0IX|E =

SELch.

- FUOTA 22 (FUOTA done)
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartFuotaTask.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/start-fuota-task.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/start-fuota-task.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GettFuotaTask.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/get-fuota-task.html

AWS loT Wireless TR 7H0|E

Tt ClHrOo| A0 AM A 9o 0|0l x| 74 M E[QACt T AWS IoT Core for LoRaWANO| E 5t & &
= HIH AlZ+O| Z1HE|H FUOTA MlM0| 2t 22 EA|Z|T O] &EN7F EAIELICH

AN L—

ChEot 242 390z o]l SEf7F EAZ/2= HY o] YO[O|E7} ClHO|AM SHIE A M E[R=X
Fo 3

« FUOTA EHA 3 #Ei7} FUOTA MM CHZ| B (FUOTA session waiting) 0|24 S3 t{Z! 2| o|O| x| ot
of CHEt 2137t SHFE2X| 2k 7HLE AWS IoT Core for LoORaWANOI| EHZ!o| mHUof| HAAE = Q=

A -
SEt HEto| gle At 242 S3HZA 277t /e ZAu

- FUOTAEAZ 6 EN7F FUOTA MM CHZ| S(FUOTA session waltlng)OI‘:'=| FUOTA MMZ AlZH5H
2te REO0| UK FUOTA 20| CIHIO|A = HEPHAE IESERE SHO| AKX &
2 3;'?=IL—|EL

« FUOTA EfA 3 &Ef7F FUOTA M| &(In FUOTA session)O|™ C|HIO|A = HE|FHAE O
O] & 7|7t St =ZHE TESHX| etot MOl Alzh ZahEl Zd Lt

- Ak

lIIIII

- AMK|| CHZ| & (Delete waiting)

Io

CE &Ef2| FUOTA EfAZE AfK[etH Of HEN7I EAIEILICH ATK| Y2 SFH0|H F AT =
A& LICH O] 22 AlZto| AE += U2 FUOTA EfAI 7t AXIE 7t K| EHA S 4 EH= Delete
waiting(4 &l CHZ| &)0| ElLICt. FUOTA EiA 37} O] #EH7t E Foll= CHE AEf 5 3tLtE Tghe

i =
= g Lot

j1{6]

FUOTA EHAZ O| C|HIO|A AFEY

AWS Management Console0il FUOTA EfA 3 9| C|dHtO|A0i| CHEF CHS & Ef HIA|X] & StLE7F EAE
= A& ZF B HIAIX| /12 OFRAE 7HX7EM EA| LHEol| CiEt RAEt HEE 2 = U&LICH

 I|nitial

FUOTA M|A40| A|Z | AWS [oT Core for LoRaWANO| C|HFO|A0f| HPJo{ YHIO|EE X|H5HE

W Z|X|7F Q=X 2elgtLct CldtolAo] X[#El= WZ|X|7t /= A< ClHto|A0f CHE FUOTA Al
Mol AlZHE[LICH H{llof o|OlX|7t ZZ&tE|1 Z=ZH0| C|HIO|AR & EL|CE Of A EH7F EAIE|H
C|HFO|A0d| CHEF FUOTA Al440] ot &l A|ZFE|X| oF 2 Zd Lt

« I{7|X| X|HE|X| &£ S(Package unsupported)
C|HtO|A | X[ El= FUOTA THZ| X7t gie™ of AEf7t E AIELICH Hellof YOo|E T Z|X|7t K|

o
HE|X| gfo™ C|HHO|A 2] FUOTA MME AlETE + gl&LICH ol 27 & sifZdsted ClHtolA 9| H
2047t FUOTAE A235t0d T o] UCI0|ES 418 4 Ql=x| &QlgtLc.
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AWS loT Wireless TR 7H0|E

o ZZtst 1 2|E KIHEIX| &S (Fragmentation algorithm unsupported)

FUOTA MA0| A|ZHE! | AWS loT Core for LoORaWANS C|HFO|A0f CHEF =St M2

Ct. O] EN7F EAIZIH AFSE =25t 21 2[& 80| ClHo|A 9| Hello{ HCl|o|Eoi MEE +~ gf
= ZdolL|c}. C|HFO| A0 X|®E|= FUOTA THF|X|7} Q7| (=20 @F 7t et MELICH 0| 2LFE &
ZAs5t24™ C|Hto|A o] HY0{7F FUOTAE At&35104 Helo YO|0|EE I = U=X| =elgL
Ct.

- HEZE27t SE2stx| &S

AWS loT Core for LoRaWANO| O|0|X| =2zt 2 ™M& st & ST C|HIO|A= O|OX| =42 +=&lstn
Ol ZZto 2 O|Z! o|0|X|E AT/ EELICE O] A Ei= C|HIO|A0 E0{2= HRlo{ O|O|X| =4 E =
ste M2 2|7F SE23HK| 2foF Heflo YOOIE MMOo| =7(0| SEE = Ue 4 Wl EAIELICH

O| 2 7 & alidstci™ ClHiO|A 2| st=9[0o17t O] ”UCO|EE &g & U=X| & lgfLICt C|HIO|

£01X O] UCIO|EE 4l +~ gis B9 EE} O|0IXIE AFEsto HeY0{E UC|o|EEfLICE.

ol

o

o ZZst QA X[ E|X| 2 Z(Fragmentation index unsupported)
Zt3t QIEIA = SAlO| 7tsS8H 4710 =25t MM F SHLHE AlEEFLICH ClHFO|ATE EAIE B2

| = ml—N
P IHA 2L E XIsHR| ofE B2 ol §Ei7} ZAIELICE Ol 27 E didsttd™ ChE & stLt 0l

« C|H}O|AOf CHEE M FUOTA EHA I E A|RFEFLILCE

F

« Q2 X|EE AR SLIFIAEN M HE|FHAE 2 MEHSHL O}
=
=

s @7 SHARIK| of o ClHHO|A HQlod

- HE222F

Bt wMse e LIERALICH o] 287} W AshH Clbho|A 0l A
U 4 &L o] QBB s 75T Cltol2 0| sHEH0{7} 0 UCIO|EE $AIE 4 Ql=x| 2ol
ghLich TWeE He We o|0|XIE AlR 510 ClHHo|A HeoE Yulol= gL}

CIHFO|ATF EAIE MBXE X|BSHX| E&LICH MBR= 2245 MM SO MEE oS MG
ILICE Ol 2F 7 EAIZIP AWS Support AE{0| E2I5HMIL.

=2—H
« MM = CHA| Xli-(Session count replay)

=

AL

O| &EH= C|HFO|A T} O|FH0f O MM =& AIEFMEE LIEIHLICH 2FE 5HZ
M FUOTA EfAT E A|ZEHEHL|CE

st ClHto| 20

2
o g

- T2 El XZH(Missing fragments)
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https://console.aws.amazon.com/support/home#/

AWS loT Wireless TR 7H0|E

C|HFO|A7F AWS IoT Core for LoRaWANO{|A{ O|O| K|

M M EHof o|O|X|E A7 EHELICH CIHIO|ATF BE RZE £ AR =28 A< A O|0|X|E A+
HE # Qlor o] HEN7F EAIELICH 2FE s ZA5t24T CIHFO|A0] CHEF Al FUOTA EHATE Al
RHerLCE.

- 0+0|=2 2F(MIC error)

2 e E2™Mo|o AEE 2o

F>I F>I

CIHFO|A 7} = RIE ZZtoll M A o] o|0|X|E AT HE I} MIC(Message Integrity Check) & +=
&istod olOlx|e| A2t o|O|X|7F SHIHE AA0M Z=X| EQIELICt ClHO[ATF 2ZHE R X
28t & MICO IH PAPS IE 7*X|0P‘:'=‘ O 2Ef7t EA|E/LICH @7 E i Z5ted™ ClHtO| A0 CHEF M

« ‘3 (Successful)

C|HFO|A0f CHEF FUOTA M|A40| MEsi&LCt

® Note
O| & e HIAIX[= ClHIO|ATZE ZZH0f|AM o|O|X|& A +td5t 1 = elFt
A7+ A EHE AWS loT Core for LoRaWANO| 2 18 [ C|HIO|A HH
AE T U&LICH ClHHO|A H|047F AT 0| EE[R= K| = IFHLIC.

=2 LIEtL x| Bt EIHPOI
{017+ il 0| E x| K| ©f

CHS EHA|
FUOTA EfA 3 2! SHE ClHFO|A S| CHY S AENQF EXMIE SHAE &= e WHo CHEH LotE &L
Ct. ole48t ZF AfElof CHet REMISH LH2 2 LoRaWAN Z=Zt5HE H|0|E| EE TE AFY, TS004-1.0.02

HELI EM7|E AA8sto FM E|lAaA E AA[ZF 2ELIEHT

HERT 2M7|= 7|2 WebSocket 12 E ALE5t0{ T4 A 2lA A0 CHE AA[ZH FH HIAIX] 2
O £AIELCH HEYT BA7|E A8610] ZLIEIRSIEE BIAAE FulstD, 5 HAIE MM
2 gdgstot, At 2 FX HAIX| =412 AIEHE = JU&LCt

EIAAE BLIE{Z!E 7] 28] Amazon CloudWatchE Al & = &LICH CloudWatchE AL 5tEd
™ IAM A& S dH5to] 22 FAHSH O 20 € 50| 2£0 EAIE W7HX] ZICHEUCH HIES
3 4 eS| =M HAIX| =418 Al etE O Aels AlZtE 3H £0d 2|24 EF

of cHet MA| 2 MEE N 28FLICt CloudWatchE Al28t ZLIE{2l0f CHEF AFMIEH LI Amazon
CloudWatch LogsE AF&3t04 AWS loT &M E|AA BLIEHZ MMHE & ESHA2.
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https://lora-alliance.org/wp-content/uploads/2020/11/fragmented_data_block_transport_v1.0.0.pdf

AWS loT Wireless TR 7H0|E

i HAIX|2| HEE A835t0d 2|44 8 Bt Moz ZLEZ st ofof )
B 3H7=' g = AU&LICH LoRaWAN C|HIO|A 2 LoRaWAN HO|EQ|0IE 25
0 & =0{ LoRaWAN C|HIO|A & SILIE 2EIE W =Q LFE W=7 4
18+ U&LICH 27 E EII:H Isted™H MSE & HAIX| 230 HEE AFSFLICH

HEQ3 EM7| AIS W

—”F’% IHIAI"'% gdststtid HM HESIZ BM7]| 742 ddstn 780l 2l&AE FIHELICH
A FMCHO|A 22| HEE Z& st -_r“g MY E XIEELch 2 s F4

M ClHo|A AJEXIE AFE S04 ELIE M E[AAE FIFELICEH
1

rl:l
o
LI
_|
= H>|
)I'_
%
r)-

FH HAIX| 2E2Y

WebSocket ZZEZZ |IAM H& 2| At ZHE ArEst0{ O/2] MEE 2 URLE ddstod HIE
(@)

74
3 BM7| FH HAIXKIE 2EE|TE + A&LICH

FH HAX| =S AlFSedHE = HAE MMEE g8 eLct &7} H|EO0| StX| =5 U
EQl3 BMY| FH HAIE MME HIZ E&st AL B E + &Lt

CIS SYA0|AME AWS loT Core for LoRaWAN HIE ~
23 BEM7|E MB350 EIAAE FUt6tn 2O HES FX5tE ZEMAE OHLiELICH

ChE FHeE 782 ddst B|laAE FIstn T HAIE MaE Edstete dHS 2o FLICH
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- LESI E47|0f EREF IAM H& F7}
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HE3 2M70f Z8HIAM 4& F7}

HESIZ BM7|E M85te B2 UERXHT BM7| 2laco HMASHT| I5H AHS K| API &Y
UpdateNetworkAnalyzerConfiguration 2! GetNetworkAnalyzerConfiguration2 AFE& 4= e HEHE
L oisfof B LICH CtE2 HMEtE 20i5t= Ol AHE5t= IAM EAE Eo{FLCt

HEL3 EAM7|2 |AM XA

odghofl AWSIloTWirelessFullAccess &2 21735104 AWS loT Core for LoRaWANOI| T 24 M[A
HoigtL|Ct RIMIEH LIS AWSIoTWirelessFullAccess M QoF2 A XSIAL2.

(=)
=
o 71X<27| L 4d|o|E APIO]| CHEF B4|7t XX E 1AM 233K

IAM 2& 2| H& 44 (Create policy)2 2 0|&304 A|ZtA HE7|(Visual editor) B0 M CtF 1AM
MS MELICH
1. MH|A(Service)oll loTWireless& =43t LICE.

2. MM A =& (Access level)0l M 217|(Read)E = &35l 1 GetNetworkAnalyzerConfiguration2 41E4
8 & M7|(Write)E & &5t T UpdateNetworkAnalyzerConfigurationS AEHEFL|C},
CtZ:El I (Next:Tags)E MEASt 22 O| O|F(Name)2 I EFLICHOA:
loTWirelessNetworkAnalyzerPolicy. X%t MM g MENEHL|C},

w

CIS2 A8t loTWirelessNetworkAnalyzerPolicy 2242 2 04&LICt 1AM & Ao CHEF XHA|
Bt LIS 2 1AM A Mg FTSHML.

"Version": "2012-10-17",
"Statement": [

{

"Sid": "VisualEditor@",

"Effect": "Allow",

"Action": [
"ijotwireless:GetNetworkAnalyzerConfiguration",
"iotwireless:UpdateNetworkAnalyzerConfiguration"

1,

"Resource": "*"

}

]
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetNetworkAnalyzerConfiguration.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSIoTWirelessFullAccess$serviceLevelSummary
https://console.aws.amazon.com/iam/home#/policies$new?step=edit
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create
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S glaao HMAE & JUTE H7t XIHE HH

Hrt MEstE HMA KMo{E Fgste{H F4M HO|E 0|Qt C|HIO|AE B|AA(Resource) ZEH F
7tatoF LCt Chs HAM2 ot =7tE ARNS AFE5104 ZE HO|EO| & C[HFO|A 0| CHEF MM A
Het2 Ho{&LIC WirelessGatewayId ! WirelessDeviceIdE AIE35t0{ X HO|ES0] &
ClHbo|AO] CHEH HMAE AMo{g & &Lch

AAEH

"Version": "2012-10-17",
"Statement": [

{
"Sid": "VisualEditoro",
"Effect": "Allow",
"Action": [
"iotwireless:GetNetworkAnalyzerConfiguration",
"jotwireless:UpdateNetworkAnalyzerConfiguration"
1,
"Resource": [
"arn:aws:iotwireless:*:{accountId}:WirelessDevice/*",
"arn:aws:iotwireless:*:{accountId}:WirelessGateway/*",
"arn:aws:iotwireless:*:{accountId}:NetworkAnalyzerConfiguration/*"
]
}
]
}
AERA HEXHT 2M7IE ASE = UXITH T HOIEHO|LL ClHIO|AE ASE = gl HE
2 F0{5lo{H Ot HHME ASELICH 2| XIH5HR| 2= & 2lAA M8 ﬂ*% AHez HEE

L|C.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@o",
"Effect": "Allow",
"Action": [
"iotwireless:GetNetworkAnalyzerConfiguration",
"jotwireless:UpdateNetworkAnalyzerConfiguration"
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]I

"Resource": [

"arn:aws:iotwireless:*:{accountId}:NetworkAnalyzerConfiguration/*"

}
]
}
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1. AWS loT 2£9| HEL|T EA7| {EE P11 Create configuration(Tt4 4 MEHFFLICE

EXH <A 5t0|& = YED ZF5t= TR 8 Configuration name(7/d 0|8)& XIHELICEH
ME ARl B (Description) EEE AFEsto{ F4of et HEE M35t E{1(Tags) EEE
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APIE Ar&35to] 718 dY

APIE AI835t0{ HEQa BA7| 192 BHE24H CreateNetworkAnalyzerConfiguration APl @4 &£
E create-network-analyzer-configuration CLI &2 A2 &L}
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https://console.aws.amazon.com/iot/home#/wireless/networkAnalyzer
https://console.aws.amazon.com/iot/home#/wireless/networkAnalyzer
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateNetworkAnalyzerConfiguration.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/create-network-analyzer-configuration.html
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TEE ddg M 7+ O|F0 x[H5tH EL|ct £ 0| API S AMEsto] 7 MHE X|HstD
T2 MHE M BIAAE FIME £+ U&LULCH E= LS o UpdateNetworkAnalyzerConfiguration

o=
API Q] &£ = pdate-network-analyzer-configuration CLI @& AF&3l04 X|HE 4 Q&LICtH

-
0x
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0x
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042

AL

LICE o & &0,

TH2 M o 74 olB xIHsHot & ot Huye Meixoz dup!
MZstod TAig MABLICH 7B o2 Taols TR WE I EA5HE0f /o mM INFO 21 %
£ AS gL

aws iotwireless create-network-analyzer-configuration \
--configuration-name My_Network_Analyzer_Config \
--description "My first network analyzer configuration"

Ol BEE AdstH HERZ 47| 782 ARN X ID7F EAIELICH

"Arn": "arn:aws:iotwireless:us-
east-1:123456789012:NetworkAnalyzerConfiguration/12345678-alb2-3c45-67d8-
e90falb2c34d",

"Id": "12345678-alb2-3c45-67d8-e90falb2c34d"

- BlAAE FH MY

T MHHEE A8 X|H35H2dH trace-content TFZIOIEIE AFS M. EIAAE F7}H5HE{ T
WirelessDevices 2! WirelessGateways It2tO|E{E A& 310 720l F7IHE HO|EQ 0],
ClHFO|A EE= & CHE XIYGHMIR. 0l & §01, O BEE2 78 M-S AH8XF x[™H5tm /o]
WirelessGatewayID & WirelessDeviceIDZ X|HE FM B|AAE FIHELICH

aws iotwireless create-network-analyzer-configuration \
--configuration-name My_NetworkAnalyzer_Config \
--trace-content WirelessDeviceFrameInfo=DISABLED,LogLevel="ERROR" \
--wireless-gateways "12345678-alb2-3c45-67d8-e90falb2c34d" "90123456-
delf-2b3b-4c5c-bb1112223cdl"

--wireless-devices "1ffd32c8-8130-4194-96df-622f072a315f"
Ct2 ool M= BE Aol £292 Eo{ELICt.
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateNetworkAnalyzerConfiguration.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/update-network-analyzer-configuration.html
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"Arn": "arn:aws:iotwireless:us-
east-1:123456789012 :NetworkAnalyzerConfiguration/12345678-alb2-3c45-67d8-

e90falb2c34d",
"Id": "12345678-alb2-3c45-67d8-e90falb2c34d"

1

HEQZ A7 4 LI

2lAAet ST 2ol Chell

2E doteds £ HAIE 2| MF +=&of et o8] 712
3 2M7| Fde BE & A&LICH ol2E # 88 BtE

ListNetworkAnalyzerConfigurations

_§_
tgstod sig 74 252 Jtxdg Lt

2 L|E

Elf=
AP| 2] £ = list-network-analyzer-configuration CLI &S A

aws iotwireless list-network-analyzer-configurations

DE UHESZ EM7| -_r““"OI EAEILICH max-results It

| IS M AWS AT s = =)
DIEIE AFS St EAIY TA0| JH48 XIHE 45 aLCh THE2 o] B 3o 532 HoiEL
ct.

{

"NetworkAnalyzerConfigurationList": [

{
"Arn": "arn:aws:iotwireless:us-
east-1:123456789012:NetworkAnalyzerConfiguration/12345678-alb2-3c45-67d8-e90falb2c34d"

"Name": "My_Network_Analyzer_Configl"
},

{
"Arn": "arn:aws:iotwireless:us-
east-1:123456789012:NetworkAnalyzerConfiguration/90123456-ala2-9a87-65b4-c12bf3c2d@9a",

"Name": "My_Network_Analyzer_Config2"

HEI 2447 24 AR
delete-network-analyzer-configuration CLI @& &
l&LCt.

AAEH

DeleteNetworkAnalyzerConfiguration API ¢4 EE
At835tod O o ALESHK| Y= 7 HE AXME =

=
—
o

aws iotwireless delete-network-analyzer-configuration \
--configuration-name My_NetworkAnalyzer_Config
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListNetworkAnalyzerConfigurations.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/list-network-analyzer-configuration.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteNetworkAnalyzerConfiguration.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/delete-network-analyzer-configuration.html
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1. AWS loT Z£2| HERT EA7V| EE g1 HELRZ M7 742
NetworkAnalyzerConfig_DefaultS A1EHgtL|C}.
2. ElAA FI7HAdd resources)E MEHEHLICH
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AWS loT M API 2 EE= AWS loT 4 CLI HHE AIE5H04 2| AAE FII6tD WEXT 47|
FAof cist T MHE YO o|EE £ U&LICH

« CAAE FII6D HEYHT BMY| 7€ UOI0|ESHE{H UpdateNetworkAnalyzerConfiguration
API &£ £ update-network-analyzer-configuration CLIE A& &FL|C}.

- ElAA FT}

7624 M CIHIO|A | AR WirelessDevicesToAddE AF&35t04 C|HFO|A L
WirelessDeviceIDE EAtYE HIYE 2Tt FItsteis FM HO|ES 0[S A<
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https://console.aws.amazon.com/iot/home#/wireless/networkAnalyzer
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/index.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateNetworkAnalyzerConfiguration.html
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/update-network-analyzer-configuration.html
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{
"TraceContent": {
"LogLevel": "string",
"WirelessDeviceFrameInfo": "string"
.
"WirelessDevicesToAdd": [ "string" ],
"WirelessDevicesToRemove": [ "string" ],
"WirelessGatewaysToAdd": [ "string" ],
"WirelessGatewaysToRemove": [ "string" ]
}

o FI7IEt M & BlaAao chEt HEE 2 2{™ GetNetworkAnalyzerConfiguration API &f 4
EE = get-network-analyzer-configuration 3E & AFS & LICt HES|T 27| 42| 0|F
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https://docs.aws.amazon.com/cli/latest/reference/iotwireless/get-network-analyzer-configuration.html
https://tools.ietf.org/html/rfc6455
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WebSocket TEEZE AIE5t0{ HEQZ 2A7|E E&5t2{™ 0| R E st= AWS Identity and
Access Management(IAM) G&of Ct= HME HAZerLICt

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iotwireless:StartNetworkAnalyzerStream",
"Resource": "*"
}
]
}

0l2] MBE URL 44

ofEZ (7ol HEXT EM7| ZHol 412 MYst= o 28 HEJF & ko] Q= WebSocket
o] CHdt URLE MAMEEILICH 3ol Xt SHE & Q15248 WebSocket A E 2| 40| A= Amazon

AH AL
[N ]
MBHHE 4 Z2HAE AFE5H04 L0 MEELICH M BT 401 CHEE REAIEH LIE 2 Amazon Web
Services 2Ht 2t X o] AWS AP %0 MHEHE EIXSHMIR.

1o
—

0

HEZ EM7|E S&E52{H StartNetworkAnalyzerStream 2 URLE AFSELICH 2
AO0M AZ T IAM A& 2| Rt H ZHE Ar8sto MEELICH URLE 7H5HE @ls £ HIEO| FIHE
(@)

GET wss://api.iotwireless.<region>.amazonaws.com/start-network-analyzer-stream?X-Amz-
Algorithm=AWS4-HMAC-SHA256

&X-Amz-Credential=Signature Version 4 credential scope

&X-Amz-Date=date

&X-Amz-Expires=time in seconds until expiration

&X-Amz-Security-Token=security-token

&X-Amz-Signature=Signature Version 4 signature

&X-Amz-SignedHeaders=host

ME ™ 4 oteto|s ol Chell Chs 2k AFSELICH

AWS4-HMAC-

oo
Q'I_l
rr
ne
kl
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r
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ne
ro
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« X-Amz-Algorithm — M ZZ MA|M A
SHA256 ]L|Ct.
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« X-Amz-Credential - AtEXI2| MM A 7| IDQ} A1 SH HR| 7+ LA E HAZAG F e 22 Al
2 A28 Extdel|ct A4 5 HLRlolE YYYYMMDD &4lo| I, AWS 2|, MH|A 0|5,
2 EXlY¥(aws4_request)O| EEELICH

« X-Amz-Date — AMHO| MAI=l i} 2l A|ZHRIL|CH. Amazon Web Services &lHt 2 & O] AHZE H{7 4
oM &t AME2|Q| X|Eof et St AlZtE M EL|Ct

« X-Amz-Expires — A4 Z3HO0| Mt 2 E W77t X[ 2] 7|zZh(Z=)LICE Z|CHZE2 300 (58 ) ILICH.

« X-Amz-Security-Token — (MEH AE) A Xt SHE Qe ME HH 4 EEILICE o] ot2tO|EHE

XHsle 49 & 2| ZEELICH RtAIEH LHE 2 AWS Identity and Access Management AFHE
AEMO| LA Hot Xt2H BH F MM

~
~—"

Ok

<L O
« X-Amz-Signature - 20| CH3H A48t HE HH 4 HBULCH
 X-Amz-SignedHeaders - 2 H0f| Tt MBS M M HEe SIHYLICH FLUE R=F U2

host L|C}.

%ol cHet URLTF M A 4 MHEES MMSE{H OIS THAIE M2 AA|I2. fAF ZE9| o MLCt
o EE QA MM
CHO|HEI T EE EXAYEE EESIE HAloZ MMEELICH J8{H AWSHM e 418 M A
X7 & 3: M Ao A HAFSH Zd0F S U MEES HAE = U&LICH REMIEH LIE 2 Amazon
Web Services &t X O M BT 40{ Cist & @ Mg XML

# HTTP verb

method = "GET"

# Service name

service = "iotwireless"

# AWS ##

region = "AWS ##"

# Service streaming endpoint

endpoint = "wss://api.iotwireless.region.amazonaws.com"
# Host
host = "api.iotwireless.<region>.amazonaws.com"

# Date and time of request

amz-date = YYYYMMDD'T'HHMMSS 'Z'

# Date without time for credential scope
datestamp = YYYYMMDD
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https://docs.aws.amazon.com/general/latest/gr/sigv4-date-handling.html
https://docs.aws.amazon.com/general/latest/gr/sigv4-date-handling.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_request.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_request.html
https://docs.aws.amazon.com/general/latest/gr/sigv4-create-canonical-request.html

AWS loT Wireless TR 7H0|E

4] URI(Uniform Resource Identifier)& 4 gfLICH. & URI= =M QT 22| EXE ZFo| URI

EFE&H Y MEBESHEHE EELICH & SIS =& \nol| R2ISHAIR.

SICiol CHEt E2 PRE 2 S22 FIFELICH o 22 7HE SICI0IA 262 B OHAl
(@]

-l .

« M ZE(\n)2 F7teLch

canonical_headers = "host:" + host + "\n"
signed_headers = "host"
ol dma|ES A duelFD YXIAIZLICE ol SHA-2562 AL& 3t oF & LIC}.

algorithm = "AWS4-HMAC-SHA256"

AH A4

MM 7|0 HIE 30| 2 HE IR, 21N U MHIAR X|HsHE A7 5T HIE 44

CH.

i
o

L

credential_scope = datestamp + "/" + region + "/" + service + "/" + "aws4_request"”

EZE 72| EXtEE YHELICH MEl EXMY 2f2 URLE Q3T |o{ok 8tH OIBE 7IE_E
= |o{of BfLICH.

- EAHIE ZRIEE J|ELZ WtEl0|E 0|§2 &A=z WEELICH S5E 0|§2 71T
oet0EE YE2 ’SEE"%HOF gfLCE. o {1 CHE XL F= Al%fst= mietolE Ol ool A&
At bz AlZfsthE meto|E ol&0o| ELch.

rr

« O &FE|X| BF2 -E-XPE URIZ I35t X| A &LICH RFC 398601 Ho|El of 2 x|X| o2 EXI
) ~)LIch.

p4 5

( = (

. %XYSQ Z0| BE J|E EXIE HME QI EL|CH 0=|7|Hx Y= 167 EXH0~9 2 OHE
XA ~F)QLICH 02 E0{ Y EXE %20(YE 212 Ql+7t oth 2 el |, = E
UTF-8 2Xt= %XY%ZA%BC & 4l0|o{of

_IIZ_

o
« OW7HH= oM S5 (=) EXLE
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JHeER 7Hol=

canonical_querystring = "X-Amz-Algorithm=" + algorithm

canonical_querystring += "&X-Amz-Credential="+ URI-encode(access key + "/" +

credential_scope)

canonical_querystring += "&X-Amz-Date=" + amz_date
canonical_querystring += "&X-Amz-Expires=300"
canonical_querystring += "&X-Amz-Security-Token=" + token

canonical_querystring += "&X-Amz-SignedHeaders=" + signed_headers
canonical_querystring += "&language-code=en-US&media-encoding=pcm&sample-

rate=16000"

7. T O|2E=0| SHA|E MABILICH GET £%9| Z

payload_hash = HashSHA256(("").Encode("utf-8")).HexDigest()

8. DE QAE 745510 X QXS AMAIS

canonical_request = method + '\n'

+ canonical_uri + '\n’

canonical_headers + '\n'
signed_headers + '\n'
payload_hash

+ o+ o+ o+

5101 2: MHE SR M4
MEE 2xgols 28l chet HiE M=ot 2
M 2RGS ASEILICH RHME LIS
MEE 2R M AL,

string_to_sign=algorithm + "\n"
+ amz_date + "\n"
+ credential_scope + "\n"

+ HashSHA256(canonical_request.Encode("utf-8")).HexDigest()

canonical_querystring + '\n'

%
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£ Amazon Web Services & &t

4 HO|REE=

EXGLCh.

gLICH 2™ MBS AN M oh3 BA 2

Eo| M T 40f CHEt
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https://docs.aws.amazon.com/general/latest/gr/sigv4-create-string-to-sign.html
https://docs.aws.amazon.com/general/latest/gr/sigv4-create-string-to-sign.html

AWS IoT Wireless

5 3 AT Al

JHeER 7Hol=

AWS EoF HHA F|oM ME 7I1E dEEfLICH QEE 7lIE O =2 &2 25 & {lal 2™, MH[&

ol AWS Z|XI0o| TS 3tL|CH MAMEl 7|2 AF2504 &0 MEELICH KFAEH LI
Services Y8t & Z O] AWS MH {7 401 CHEF ME AAM S B X SHA

£ Amazon Web

o -

O| ZEE= GetSignatureKey 48 F85104 M 7|1E HEFCt D JHHELICH REMIEH LIS D} of
M &= Amazon Web Services &8 Z X O M BT 404 CHEF ME 7| MM @S Bo{F: = o E
A xS M.

2= 0

HMAC(key, data) gf+= ZnE O[T Ao =2 BHEHstE HMAC-SHA256 & ~& LIEFLICEH

=T

#Create the signing key

signing_key = GetSignatureKey(secret_key, datestamp, region, service)

# Sign the string_to_sign using the signing key
signature = HMAC.new(signing_key, (string_to_sign).Encode("utf-8"), Sha256()).HexDigest

e 4: 2o MHE ME 71 U 2% URL M4
ME2 74|A st —?— 22| E2XtYo] F71erLct KFAMIEE LH2 2 Amazon Web Services Y 21X 0| @&

#Add the authentication information to the query string
canonical_querystring += "&X-Amz-Signature=" + signature

# Sign the string_to_sign using the signing key
request_url = endpoint + canonical_uri + "?" + canonical_querystring

CHS EHA
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O|X| WebSocket 2tO|E 2|2t & 7H 28 URLE AF& 35104 MH|
Ic=Ch

ofl Q51 HIAIXIE H&tE
&Lt XEAI8H LI 2 WebSocket HIA|X| 2! AFEH 3 He AR
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WebSocket HIA|X| & ME} T =

02 MHEE @HE MM & WebSocket 2HO|EEHE| =5 T2 2 1o0{of AgHsr 2
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B 2% URLE 4135101 At 28 & S1aLich ol U2l MESE 238 Al W

.l
ﬁ
Bt REMIEH LHE 2 WebSocket 2H0|EE{E2|E AFE35H04 O|2| MBE Q™ MM MME E XM L.
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WebSocketsE AF&3t04 £ HAIX| AEE|2 151


https://docs.aws.amazon.com/general/latest/gr/sigv4-calculate-signature.html
https://docs.aws.amazon.com/general/latest/gr/signature-v4-examples.html
https://docs.aws.amazon.com/general/latest/gr/sigv4-add-signature-to-request.html
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WebSocket M A| K|

WebSocket TEEZ2 ALE5t0 FHE oIAS2 MHE = JU&LICH HAIX|E EE2t0[HENM MHH
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Ho| #AE[T FX HAIE MMO| AIZTE[H M= HO|ZEEQI JSON #2222 SEELICE HO|E
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WebSocket &Ej T =

Ct2 2 MHoAM Eco|dERZ 9| EAI2 8t WebSocket A Ef ZEE EH0{& L|Ct. WebSocket AEl
I = odZ40| XA HAHof| CHEF RFC EZ& 8 & L.

HME LIEFLHH, Ol= WebSocket 2440| 4L 0| O|HE[RS S
SEfoIM 14 AlZh Zot7 e liE mf of HEN7E & E & U&LICH

Ol HEf F=E A= EQIET 238 £ gi= WO HIOEIE 415104 91732 SRE OF HElE
LIEbLICH A= ZOIE & SIAE COIE{RH K| 25HD XIMEIX O HAIZ AL 3te SEtolIER
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CHS EA
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ENSEPN
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HELIZ EM7IE MEs0d £X HAIE S &d3tetedt XSS sl oF &LCh.

¢ 0l 7l MEAS ] 40| SUSYE AR ST RME LSS 2n 57 U
E913 2447| 74 YC0|E TS AT AR,

=l
£ 3= AWS Identity and Access Management o—4|3E“3| INEL %':c'i'% ArE35tod 20| MEELICH
REMIEH LH82 D2 MEE URL 4 BHg & xst
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Z£E A8stod £ HAIX| &&t

1. AWS loT 2£ 9| HERT EA47| 5{EHE 1 HERXT 2447| +4¢l
NetworkAnalyzerConfig_DefaultE &4 g} L|C}.
2. HERT EAM7| +Ho| ME HE 1 0|X|oMH =X HA|E &3} (Activate trace messaging)E M
EfSt Chg &3l (Activate)& ME4FHLICE.
Z| & =M HAIXK|I7F 2E0IM 7HY HX LEELHE F5 HAIX] =4S AJRFEFLICH
® Note
HAIE Mo| AEE & £ HAIXIE =I5t MM E HIE G35t HLE =3 MMM L
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https://console.aws.amazon.com/iot/home#/wireless/networkAnalyzer
https://aws.amazon.com/iot-core/pricing/
https://aws.amazon.com/iot-core/pricing/
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ZM HAIR E7| L 2LEZ

=X HAIYS 35 5H WebSocket 2140| MHE|T FM HA|IX[7} AAZIC R 2|M &5
EbLEZ| AIZFRELICH 2ZF Ho|X|ofl EAIR FM HAIX| =8 RI™Gstn ZF HIA|IX|of CHE #tad E
Alor g 7|2 MEE2 A8 XHE = JU&LICt o E S04, 21 =& (Log level)O| ERRORE A E
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IE%IOI_O.I LRE HEH AYEStT C|HOE I&LICH & HE HAIX|olE ChS HE 7}
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« MIAIX| H 3 (Message Number): 7t& THX{ o= 41E OFX|2f HIAIX|E E A5t ) HE LICH

« 2|42 ID(Resource ID): ElAA9| M H0O|E 2

« EFQUABHI (Timestamp): HIAIX|7} = &E A|ZEJILICEH

« MIAIX| ID: AWS IoT Core for LoORaWANO| = &1E! ZF HIA|X|of| &5t AR ILICE.

* FPort: WebSocket 2442 AL&5t04 C|HFO|A QL S4I6HY| @8 Fute= ZEQ

« DevEui: #4 ClH}O|A Q| &% 1R AHEXHEUIN)RILICEH

« E2l&A(Resource): ZLERE|E El&ATF F4 ClHO|ARIX| EE= F4 HO|[EH|0O|RIX| 0o{F L
Ct.

- O|HIE: 2M C|HIO|AOf CHEH 21 HIAIX|2| O|HIEZ & Ql(Join), 2lZ @l(Rejoin), Uplink_Data,
Downlink_Data &= = &S (Registration) &= & LIC}.

. 2 £%(Log level): C|HFO|A 2| INFO = ERROR 21 AE 2lof CHEH & QlL|Ch,

HES3 2447 JSON 21 HA|X|

&t gol stLto| &M HIAIX|E MERSto] ST HIAIX|of CHEH JSON HO|ZEE = =& U&LICH FH
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CustomerlLog
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OhE2 4 82 HAlX|el #+2& 2oiELIch

0jo

export type TraceMessage = {
Resourceld: string;
Timestamp: string;
LoRaFrame:
{
Messageld: string;
PhysicalPayload: any;
WirelessMetadata:
{
fPort: number;
dataRate: number;
devEui: string;
frequency: number,
timestamp: string;
.
}
CustomerlLog:
{
resource: string;
wirelessDeviceld: string;
wirelessDeviceType: string;
event: string;
loglLevel: string;
messageld: string;
message: string;
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https://console.aws.amazon.com/iot/home#/wireless/networkAnalyzer/details/NetworkAnalyzerConfig_Default
https://console.aws.amazon.com/iot/home#/wireless/networkAnalyzer/details/NetworkAnalyzerConfig_Default
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AWS IoT Wireless

JHeER 7Hol=

. A= ZOIE QIE|H0|A9 0| M1 EAE

Amazon VPC ! MEUl MM

OlE{m|o|A

A=xZOIE
EC2 QIAEIAE A|ZH5l04 QIE{H|O|A A= ZQIEN| dZ5t= O AFRE £ &L

VPC

A5 AR

1. Amazon VPC 2£ 2| VPC H|0|X|Z 0|S5t0o{ VPC 4 MEfgfLct
2. VPC ‘dd H 0| X|0d| Af:

« VPC O|& Ei1 - M=l AtErof O|F(0d: vPC-A)S I=3EFLICEH

« IPv4 CIDR ES0{A VPC2| IPv4 T4 #H2|(0d: 10.100.0.0/16)S /=ZI8tL|CH.
3. OE ZEof ciet 7|27t 2 |XIst1 VPC ddS HEiEL

MEWS Mshae:

1. Amazon VPC 2& 2| MEY 1| 0|X|2 0|535t0f MEY! M8 MEiFhL|Ct.
2. Myl Mo m o] X|of| A:
« VPC IDOIAM, A A8t VPC(Odl: VPC-A)E MENEHLICE

- ME4 0|&o0f 0|F(0: Private subnet)2 248fL|Ct

. MEUO| 7+ Peig MeigLC

 IPv4 CIDR EE0of MEYIo|IP FA EE(0{:10.100.0.0/24)2 CIDR E4iloz
3. MEUlS MAE04 VPCOH FIFsiodH MEY MMS MEHSEH IO},

REMEF LI 2 VPC & MEL! tad ZFd S A ERSHMIL.

MEUIo| M Amazon EC2 QIAE

>
el
]

EC2 QIAEIAE A|ZEHS|E4{H:

ol

1. Amazon EC2 2& 2 0|53510{ QIAEIA ARt

Mo
x
gl
o
r
_ITI_

E—.E. IEP RUAEA MF HEE -_r‘“oPE4._=| =) *._‘lE—'.*E*LIEP
3. QIAEA ME 4 1 0| X[0d[ A

ZolEof TS UK VPC U MEUS MAsHoF BLICH 221 THg M UolA
A

162


https://console.aws.amazon.com/vpc/home#/vpcs
https://console.aws.amazon.com/vpc/home#/subnets
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html
https://console.aws.amazon.com/ec2/home#/
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSIoTWirelessFullAccess$serviceLevelSummary
https://docs.aws.amazon.com/AWSEC2/latest/userguide/EC2_GetStarted.html
https://console.aws.amazon.com/vpc/home#/endpoints
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iotwireless/get-service-endpoint.html
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o{8k DNS O|& & SILIE AP%%M EEFOIEJ SAR Podg T HE £ U&LICH DNS 0|82 Al
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https://console.aws.amazon.com/route53/v2/hostedzones#/

AWS loT Wireless TR 7H0|E

- TH Q! O|F0i LNS =X QIE S| A MH|A O|F(1ns.lorawan.region.amazonaws.com)

2 emsLIch

@ Note
CUPS IEZQIE CH3H O] HXtE =2 B2
cups.lorawan.region.amazonaws.com2(Z) 24%L|C}.

30
0 o
i
dn
2
x
[3
ju!]
S
s

Zzto|sl ZAR P9g WHEh = DNSoll EcfEE oliE tHelez 2IfBE S deixE dl=Z
EE 488 + &Lt

|9l Z AR godg MEHS T B AE Mg ME

1. EAE 325 Qo S0 M ool 4498t Zatoly 2404 e
FLic

2. DHHA HIMEE AHS3tod BZE 8 SHELICH 240| WHE 44 HAMZE MTsHs B2 A=
Fetg MeigLc

3. 2t*E

KoM B SR ES M £ O 2
T4 Ho|X|ol A B BlZE Mo|E MeistLct.
=2

o
= Xo| H©o| x| AM:

o
T

I
=

Ay K40
I

v}

|
C 0|20 AWS HX HE o] A2 24%tLICt HO|ESIOIE 2E e M =
EGetServiceEndpoint REST APIE Al236t04 0| 2t &&LCH
- BlZ2E R0 22 A - Routes traffic to an IPv4 address and some AWS
resourcesz {X|&L|CH.
- ZH/EBHE 2t CH4f(Value/Route traffic to)0ll M VPC A= Z QIE of CHEF EEl(Alias to VPC

P -

i
&l

endpoint)2 MEHEILICH 2|1 LIA 2|8 MEHEE O Amazon VPC QIEZQIE o d™H
Zl CHE EA|E AIEZQIE SF0iAf O|Tof| MMFH A= X QIEE MEHFHLCE.
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zone-private-creating.html
https://docs.aws.amazon.com/iotwireless/latest/apireference/API_GetServiceEndpoint.html
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6. Ere= BlZE Helg MHsiof B2 =& BhELICh

Route 53 QIHIR E af{A17| 7+

VPC AIEXZQIEE 2Ip0|A &A1 3535248 Route 53 ResolverE AFE35104 510|EE|= DNSE

20|5tH & £ U&LICH QIHIRE SHA7|E AI85IH 28 QIEHUE HX[X| g1 E 2ZY0A HE
I M C|O|E QU A= ZQIER ECHEIS BIREE &= USLICH MH|AS| ZEIO|E IP A S
HHEHSE{™ VPC lE X QIE 9F S 2l$H VPCO| A Route 53 ResolverS A A38HL|C}.

QH2E siiM7|E d&dE m VPC X 0|0 718 BH(AZ)oll M et MELIRE X[ stH ELICH
Route 53 ResolverE O| Y2 & AI835t0 ECHEE I MEUCZ Bt stE IP FAE KHS2E2
L

Q2L siiM7|E W dstedd ChE 20| otMl2

@® Note
ANeZQlE L Zpto|8! SAR JAUS MHE [H AHSE Aot SUSHAWS ZIHE M8 &
olofof &Lct.
2. QHIRE A=ZQIE M HOo|X|ofM Ctg HEE XI-HgLIct
- AEZQIE O|E0] O|§(0: VPC_A_Test)2 =igtLICt

. O|dE=ExZQIE] CHEt Eof

A0|M S0{2E ESiHE 18F + J&LICH

« 2™ VPCOHM, VPC A= ZQIEE MMEE [ AHE8H d0t SUSH VPCE MENEFLICH.
:L

« IP FA0M, RS2 2 MEIE IP =4 AF&(Use an IP address that is selected automatically)2

Ol MEZEO| ZHLRXIPFA 10.100.0.145 2 10.100.192.100| ECHZ! 2IREIZ2 /8t QIHI2E Route
53 Resolvero]| & & £|AELICE.
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https://console.aws.amazon.com/route53/v2/inbound-endpoints#/

AWS loT Wireless TR 7H0|E

CHS EA

Zolo|8l SAE ¥odnl QIHIRE siAd7|E 445101 DNS &S0 ERfZElE etElF&LICt OlA|
Site-to-Site VPN EE= Client VPN HIEXZQIEE ALSE = UESLICH RHAIEH LHE 2 VPNE AFR 504
LoRa HO|EO|E AWS H|&Hof| 44 EHHE HXFHAAIR

VPNZ AFE735l04 LoRa H|O|E9||0[& AWS H|&of 44

O|EQ|0|E AWS |0 24Z25}2{T4 Site-to-Site VPN ©1Z20|L} Client VPN 9= Z QI

2Z0|A HO|EOIE UAsE{H HX{ VPC A= XQIEE HHst 1, HOo|ES0[e] EEiEO| S
QI £ E iM7|E -_r“g%H FErLICH REMIE LHE2
A

Site-to-Site VPN QIEZQIE

HolE) o] StEH 047} gi7HLE CHE AWS HEE ALE3H0{ VPN 42 E E|AESHEAH Site-to-Site
VPN Z4g M8E + U&LICH Site-to-Site VPNE AFE3tod S8 AWS A, E= CHE AWS 2
TolM A8 & U= CHE AWS Aol VPC A= ZQIE O HAEY o U&ELICH

(® Note
HOIEHO| SIERO{E AFE3tTD T VPN 9142 MH5tE{= A2 Client VPN CHA AFR
3t 40| E&LCh X[E2 Client VPN AEZQIES(8) H XA

Site-to-Site VPNS A% 5l2{H™:

1. (d4E M™SIE{= AO|EO|AM CHE VPCE MAMELICH vPC-A0| CHSH O|Fof M8t VPCE RHAL
& £ A&LCt CHE VPC(M: VPC-B)E H4d5t24 O|™of M5 vPCe| CIDR 281 Zx|X|

= A EH
%= CIDR 252 ArSELICH

VPC M7oil CHEt REAIEH LHE 2 AWS Site-to-Site VPN 2478 Mol MBE &S [HEAM L.

® Note

o] 2 M0l MHE Site-to-Site VPN HIAHE= VPN 2120 OpenSWANZ AISFLICH O|l=
StLto| VPN E{ R X[ & LICH VPNO| EP % LAZER|0{E Aot B2 AOIE A
ololl & 7He| E'de HHEE = U&LICt
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samples/Setup_Site_to_Site_VPN.zip

AWS loT Wireless TR 7H0|E

2. VPN 9142 ™8t & AWS A ™M QHIRE aiAd7|9] IP FAE FI}5L04 /etc/
resolv.conf LY E AC|O|EELICE O] IP F&AE nameservero| PQ%*L—IEP ol IP FAE UE
HFEHof CHEF AFM|BH LI € Route 53 QIHF2 = dA17| 7141 EHde A X 5HM|L. 0] ool M= Route
53 ResolverE THE [ &8t IP £4 10.100.0.1458 AFSE £ Ql&aLch

options timeout:2 attempts:5

; generated by /usr/sbin/dhclient-script
search region.compute.internal
nameserver 10.100.0.145

3. O|A nslookup BHZ2 AIE35+0{ VPN @1Z20| & 2l E£3HX| &t AWS PrivateLink 1=
E 2

= e
RIEE A8stEX| HAEE = J&LICH CFS Ao M= BE A& oM E ZoiELICt

nslookup account-specific-prefix.lns.lorawan.region.amazonaws.com

Ct2 of|X|of A= AWS PrivateLink LNS IS ZQIE o CHEE Q40| MM E Z2l0o|El IP TAE EA|

sl= a4 Alslio| £242 Hod FL|C}.

Server: 10.100.0.145
Address: 10.100.0.145

Non-authoritative answer:

Name: https://xxxxx.lns.lorawan.region.amazonaws.com
Address: 10.100.0.204

Site-to-Site VPN 232 A& 0| CHEF XfM[EH LIE 2 Site-to-Site VPN %S EAE B ESMIL.

Client VPN QIEXZQIE

AWS Client VPN2 AWS EZ|AAQ 2EP0|A HERT 2[AAE HHSHA AMAE = UAH SHFEE
2| 20| E 7[8F VPN MH[AQILICH CHE 2 ZEH0[UE VPN MH|A Q| ot 7|HIXE Hof EL
CH.
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https://docs.aws.amazon.com/vpn/latest/s2svpn/how_it_works.html

AWS loT Wireless TR 7H0|E

OUr on premises Nemwor

A | =@
LoRa gateway [ m— —
gaiensy hr == e = loT Core for

1] \] [/ = LoRaWAN
PrivateLink
Resolve loT Core Interface
for LoRaWAN
Endpoint
Resolve loT Core for
LoRaWAM Endpoint p—
Your Network DNS [+
Inbound endpoint resolver
Client VPN ¢l Eof CHgt VPN 442 M ste{™:
1. AWS Client VPN A|Zf 51 7|off dBEE! X|Fof et Client VPN AEZQIEE M/ HELICt

.ol EHRE{Q| HMA URL(0Y: 192.168.1.1)2 At&35to{ 2= |0|A WELIF(0: Wi-Fi 2HE])

of 212l5l1 FE 0|0 &35 E at&LCH

. Ho|Ef ol ©BEAMC| X[FHE et LoRaWAN HO|EL|0|& et CtZ HO|EL0|E AWS IoT

Core for LoRaWANO{ F7}&LICI. HO|EROIE F7Ist= &edol CHEF AFAMIEH LI 2 AWS loT
Core for LoORaWANO]| 7H[O|E{0| 2EE EHHE HZESHMIL.

. HIo|Eole] HAo17t =[&l HEHQIX] = QIEFLICH HAo{7} 2eiE d< 2=80/& HER 0

M3SE xIEo et Ho|Efole| Helo{E UH|o|EEY + S?A'QL—IEF KM LI 2 AWS loT Core
for LORaWANO{ A CUPS AHIAE AFE35t04 HO|EH 0] Helo] HHI0|E EHHE HZsHMAIR.

. OpenVPNO| &t =X| & QlELICH gdstE 32 O S BHAZ U 228 0[& HES

= LHollM OpenVPN 22I0|MEE FAIBFLICH EM35HEIX| f2 Z OpenVPN for OpenWrt A1 %|
7tol= 9| X|&E &L Ct

(@ Note
0| YKol A= OpenVPNS AR EFLICH CHE VPN 2210|1E
Direct Connect)& AI&3+0{ Client VPN 9142 MHE £ ‘B;J%L—lEF.

. 22to|ME Ao HES} LuCiE AFZ35H= OpenVPN 22H0|91E 9| AFR o] 2t OpenVPN
A

Zeto|UEE FEgfLCH
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https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-getting-started.html
https://www.ovpn.com/en/guides/openwrt
https://www.ovpn.com/en/guides/openwrt
https://openwrt.org/docs/guide-user/services/vpn/openvpn/client-luci

AWS loT Wireless TR 7H0|E

7. 2Z80|A HER 30| SSH 94251, AWS HAX0|M HIRE siAd7|o IP FA
(10.100.0.145)E F7}510{ /etc/resolv.conf IS LO|IO|EE L]

8. AWS PrivateLink& At&310{ AIEEZQIE 0] 1Z35I= HO|ESO| ECiEe| B, Ho|EH 0ol A
Hl DNS & 52 QHIRE 7|9 IP FAZ HFELICH

Site-to-Site VPN 2443 AL&0i| CHEt XFM|IEH LIE 2 Client VPN A|ZSH7|E & Z5HMIL.

LNS % CUPS VPC 2= ZQIEo0f 917

CHZ2 LNS 2 CUPS VPC Q= Eof CHEF S E|AESIE $HE Ho{ELICH
CUPSQEXZQIE HAE

LoRa HIO|EQO|oflAH CUPS A= ZQIE Z O] AWS PrivateLink 122 EIAE S 24 OIS HHS A
ErLct.

curl -k -v -X POST https://xxxx.cups.region.iotwireless.iot:443/update-info
--cacert cups.trust --cert cups.crt --key cups.key --header "Content-Type:
application/json"

--data '{
"router": "XXXXXXXXXXXXX'",
"cupsUri": "https://xxxx.cups.lorawan.region.amazonaws.com:443",
"cupsCredCrc":1234, "tcCredCrc":552384314
3

—output cups.out

LNS AIEXZQIEE E|AESE{H HA FM 71|0I TJIOIEP &7 ®t S 5t= LoRaWAN C|HIO|AE =
HIX'S g LICH 371 CHR CIHIOIAE F7I5tD X T2 AIXME 88 Fof Y23 HAIX| MEE
e £~ &LCh
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https://docs.aws.amazon.com/vpn/latest/clientvpn-user/user-getting-started.html

AWS loT Wireless TR 7H0|E

Amazon Sidewalk& AWS loT Core

Amazon Sidewalk& AWS loT CoreE Sidewalk 1= C|HIO|AE AWS Ect =0 445t CHE
AWS MHIAE M85tE Ol A8 E = )l E2tRE MHIAE MSELICH

FXE = JA iFs e 3

EHE
A9 Sidewalk HOolEH o] Ztof, 22|
grLict.

Amazon Sidewalke HFLIE|S| C|HIO|AE 45t 44 &
e HE3aL|Ct. Amazon Sidewalk= Sidewalk Y= C|H}O|
Sidewalk H|0|E 0|2} Sidewalk 22t<E 7toi LIO|E{E &

Amazon Sidewalk® AWS loT Core0i M| A

2 TE AWS loT £ API 24 A8 5104 Sidewalk YIE C|HHO|AS AWS loTO 2 2EIE 4 ¢
&Lt ClHlo|A 7 2B E|8 HIA|X|7}F AWS loT Core2 M&EL|CH 228 Amazon Sidewalk 21

s

C C|HIO|A LS| LIOIE{E AI25t= AWS 2R E0 A HIRLIA O EC|FH|0|M 7S A|EHE £ QlE
L|C}.

e A

Sidewalk 1= C|HIO|AE 223524 AWS Management Console0ll 22215t AWS loT £ 9|
C|HIO|A H|O|X|2 O|S5HMIL2. IHP0|ﬁ7P 2E2r|M |oT 2£2| o]l HO|X|o|M C|HIO|AE E1 &
2|lg = U&LICE.

API| EE= CLI Al

AWS loT M API 2948 AF2 3509 Sidewalk Z! LoRaWAN LC|H}O|A T 2EYE £+ &Lt
AWS loT Core7} LHE |04 = AWS loT £ API= AWS SDKO| A x|°45.=. LICt RFMIEH LHE 2 AWS

SDK 2 =7 B E & Z M.

AWS CLIE A235l04 Sidewalk = C|HIO|AE 2E A5t 2 2|5H7| {8 HAHS AdE = s
Ct. REMIEH LI 2 AWS loT A CLI 2= E & X SHAMIL2.

Amazon Sidewalk® AWS loT Core 2|™ L A EZQIE

Amazon SidewalkE us-east-1 AWS Z|TX0|MEBH AL E £ 2 'AL—IEP. Amazon Sidewalk& AWS
loT Core= O| 2I1&2| ZHEE Z&2! 2! HI0|E ¥ API ‘?_E Eof CcHEt x|+ A|ZstLct d|o]
E{ 24 API = ZQIE = AWS Aol P ELICH REMISH E AWS 2t &F = o] AWS [oT F4d
A—II:I|/\ A=xZQIEE X 3|. -||o

oI
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https://console.aws.amazon.com/iot/home#/wireless/devices
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/
https://aws.amazon.com/getting-started/tools-sdks/
https://aws.amazon.com/getting-started/tools-sdks/
https://docs.aws.amazon.com/cli/latest/reference/iotwireless/index.html
https://docs.aws.amazon.com/general/latest/gr/iot-core.html#iot-wireless_region
https://docs.aws.amazon.com/general/latest/gr/iot-core.html#iot-wireless_region
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Amazon Sidewalk& AWS loT Core0ll= C|HFO|AQF AWS 2R E Ztol| M&E|E C|HFO|A H|O|E{of|
ML= g AWS loT 4 API 22 {8t ZICH TPS7F U &LICH REAISH HE = AWS Bt &
ZO| AWS loT F41 stehEk FMI2.

mo

E

ol

Amazon Sidewalk& AWS loT Core 2=

AWS 7t Al AWS Z 2| E|0{E Al235t04 £ 22 Amazon Sidewalk® AWS loT CoreES A|ZHE 4= @
&L|CtH

U ANE 7H2 & @20 Cist REM[EH LR 2 AWS IoT Core 222 & ZT5HMIL.

Amazon Sidewalk& AWS loT Corett?

Amazon Sidewalk® AWS loT CoreE AF235tH Amazon Sidewalk @IE C|HIO|AE AWS loTO| 25
=5tod g2l & ZLIEEE = l&L|ct. E£E8 C|HHO|A C|O|E{E CHE AWS MHIA R ™&sthe= CHat
T 2| .

Amazon Sidewalk2 AWS loT Corel| 7|s

Amazon Sidewalk& AWS loT CoreE AF5tHE CIES I 242 &g 38 = USLICH

« AWS loT 2£&, Amazon Sidewalk® AWS loT Core AP| £ &£
Sidewalk 2= C|HIO|AE AWS loTOl| 222 ELICH

« AWS ZEI2C0M MEstE 7158 g28fLCt.

« AWS loT TF2I2 AI25l0{ £ A= HO|2ZE HA|X|E & 2|6t CIHE AWS AMH|AQ A5 ZH2 35}
= CHa 2 BrE L

. O|HIE ot2|S 2FAd5t5t0

rr
>
S
wn
@)
-
0Z
o
mjo
>
oo
9'|_|
A

{ Sidewalk ¢I= C|HIO|A7} Z2H|MY = S5 E M, Ct2 33 HIA|X]

7l ClHFO|AO| M3 Xz MYELIF=X| 0458t Z2 O|HEO| CHE HIA|X|

« Sidewalk 9= C|HIO|AE AlA|Zto 2 2 Q! B LIE{2I5t0{ K8 QIALO]
stod EXIE sagrLIct.

. Sidewalk 9= C|HIO|AE AWS loT AF21} 9445+ C|H
T20| ELCH AWS 0TS AFEE AI835tH JIs2 O £ +I M gl at2|5t 1 CHE AWS loT Core
7|50i HAMAE £ A&LICE.

C}2 &A= Amazon Sidewalk? Amazon Sidewalk2 AWS loT Core0 CHal HHRE Ol E20| E A
ILCt.
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https://docs.aws.amazon.com/general/latest/gr/iot-core.html#wireless-limits
https://aws.amazon.com/free/
https://aws.amazon.com/iot-core/pricing/
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=X

« Amazon SidewalkE?

-

« Amazon Sidewalk2 AWS IoT Corel| &= gf Al

Amazon SidewalkZH?

Amazon Sidewalk= Z & E|= Amazon Echo & Ring C|HIO|A 2} Z+2 Amazon Sidewalk Bridge
E AE35104 10T C|HIO|A0] 2EIRE A E M3 ste tEiet HRFLIE| HEX I LLICH Amazon
Sidewalke= 2 7H2| & 210 = Bluetooth LEE A& 5t &742| &410]= LoRa & 900MHz F It~ 9|
FSK M Z2EEZE S ME50{ 71H2 =2 & oM MUFF I & 7HE dZAE X[HELICH.

Amazon SidewalkE & 43}5tH O| HHERX I = HARLIE|C| CIE Sidewalk 2= C|HIO|AE X|HE +
UASH, 48 X[t 2 oZ2|FH 0|0 AFHEE &= U&LICH Amazon Sidewalke C|HIO|A T 44

|7 44 AEHE RXIGHES =t&ELICH
Amazon Sidewalkl| 7|s

Amazon Sidewalk?| 7|s2 CtS1t Z&L|Ct.

« Amazon Sidewalk= Ring 2! &§ Echo C|HFO|A T} Z2HEl Sidewalk 7 O|E 9 0|& At& 5104
HE HEIE SMELICH HOIESOIE AHE5tH QI CHAZ 0| AR E SRE = JU2H, Of
CHAZ 2 Q= C|HFO|AE HIERZ o HASHE Ol AFSEILICH

3l Ol ot ZHE obXEt HEQZ

= L= R T CL—

=
N
L
i
OH

1I°I'
ﬁ

« Amazon SidewalkE 042 AIE2o| &= |
« Amazon Sidewalk= Sidewalk 204E€ &3l 5t7HLE HIE HstE = s ZHEE HAHLIEE ST
LIC}.

Amazon Sidewalk 7HH
CH= 2 Amazon Sidewalk?| 22 7t X| =2 70 L]Ct.
Sidewalk H|IO|E 90|

Sidewalk HO|E 90| &= Amazon Sidewalk Bridge= Sidewalk 1= C|HIO|A QL S22 = ZHof|
CIO|E{E Bt B ELICE HOIESO0l= SubG-CSS(HIS 7|4, LDR), subG-FSK(S 7|4, HDR) =&
Sidewalk & £12 2|8t Bluetooth LEE X|#45t= Echo C|HFO|A EE&= Ring Floodlight Camit 22
Amazon C|H}O|AIL|CH Sidewalk HI0|E®{0|= Sidewalk R LIE|2t QIE{ CHAZFo| YR E
#7504 Sidewalk X| C|HIO|A &0 dZAE MBS ELICH

OH

Amazon SidewalkZh? 176
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Sidewalk 9= C|HFO|A

Sidewalk 2= C|HO|A = Sidewalk 70| E9{0[0f 244 5t0{ Amazon Sidewalkol M 2 Y gfL|C}. 2l
E C|HO|AE Sidewalk x| 2 E= T o151 22 KO F, MT3 ADE MEFLICH

(® Note

£74 Sidewalk 7H[0|EH|0|£ 2= C|HIO|A HEE &+ JU&LICH

Sidewalk U E 2|3 M

AmazonOl M 28 sHe Sidewalk LIE ST A= £41 IiZIS &olstn Y23 2 cheala HlAl
XIS #I5te IM O 2 Bt Bt S Al0] Sidewalk HIEX TS
=3

Amazon Sidewalk XtA|5| &olE 7|

2l I 0| K| E &= 5HAl

il
o

Amazon Sidewalk0i| CH8t XtAM|EH LIE S C}

 Amazon Sidewalk
« Amazon Sidewalk A2 A

« Amazon Sidewalk® AWS loT Core

-

Amazon Sidewalk& AWS loT Corel| 25 gF 4|

Amazon Sidewalk& AWS loT CoreE A3l Amazon Sidewalk 1= C|HIO|AE AWS loTO| 2&
=5tod 22| & PLIERE &= Q&LICH E§ CIHFO|A HIO|E{E CHE AWS MH|AZ & 5= CHa
T 2|8,

Amazon Sidewalk® AWS loT CoreE Sidewalk A= C|HIO|AE AWS 2CIRE0| ¢iZ25l 1 CIE
AWS MH|AE AIE35lE O AIEE £ e 2212 E MH|AE NME&L|Ct =8 Amazon SidewalkS
AWS loT CoreE AF23}09 Sidewalk C|HIO|AE & 2|5t SHE CIHFO|A0|M OHZE|F0|MHME 2 LIE

YU REE 4 st

Sidewalk 2= C|HIO|A = Sidewalk H|O|ES[0|& &3l AWS loT Core2t & &IEFLICt. Amazon
Sidewalk® AWS loT Core= Sidewalk Q= C|HFO|A 2! HO|EQ|0|E &2|5tD 0|2 EAlstE O
AWS IoT Core0f| 2238t MH|A & C|HtO|A HAZ 2| LIk =8t C|HHO|A O|O|E{ & CHE AWS
MHIAZ M&Est= e T #elguct

Amazon Sidewalk& AWS IoT Corel| &5 f Al 177


https://www.amazon.com/Amazon-Sidewalk/b?ie=UTF8&node=21328123011
https://docs.sidewalk.amazon/introduction/
https://aws.amazon.com/iot-core/sidewalk/
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Amazon Sidewalk
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pmazon S

INNNN]
e

Devices Gateways

Amazon Sidewalk® AWS loT Core AF2 A|ZEH5}7]

AWS loT 22, Amazon Sidewalk& AWS loT Core API == AWS CLIE Al &73}04 Sidewalk ®I= C|
HIO|AE MY 2l 2ETE ST O|E Sidewalk HIEL30f (44E £ U&LICEH Amazon SidewalkE Al
&5t A= C|HFO[AE AWS loTH| 22 25t= &Eol CHEt REMIEH LIE 2 O S M E & E5tM.

« Amazon Sidewalk2 AWS loT Core A|ZH5}7|

O| FHM|o|ME Sidewalk A= Cl|HO|AE 2EI 67| 21T AFH 2F AIZE 2T, dM ZLE
2 EZCIAHO|ME A 85t KA ERE HTstT, AWS CLI BHE ALE35toqd C|HIO|AE 225t
£ dol gt 72 & MS gL

« Amazon Sidewalk2 AWS loT Core0i 124

O| MMOMeE 2EY I EZE AT o] EHAIE MEST 2 L API 2 E AFREH = .|
HO|A 2522l OFLHErL|C} EE8F CIHFO|A S 435t C|HFO|A 2 Amazon Sidewalk2 AWS loT
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Set up your CLI and
environment Try the sensor monitoring tutorial

@ fox

AWS CLI
and boto3 Monitor sensor
temperature

Set up your AWS account

AWS account
and user =N
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=

Sign in to your account if you already have one HDK Explore the onboarding workflow
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=
CreateDeviceProfile API IE= create-device-profile CLI HEE AIE5HAIL.

// Add your device profile using a name and the sidewalk object.
aws iotwireless create-device-profile --name sidewalk_profile --sidewalk {}

2. Sidewalk 2= C|HFO|A 24 %

Amazon Sidewalk& AWS loT CoreZ Q= C|HIO|AE MAELIC CHA O|E 1} O EHA|of
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CreateWirelessDevice APl 2 EEE create-wireless-device CLI HEHE AF235HA2.

(@ Note

AWS HE L AWS 2| 178 CHA O|&§ 2 XI™HSIML. Amazon Sidewalk& AWS
loT CoreOf| CHA S F71E [ SYUsHCHA OIS AFRSHA ELICH

// Add your Sidewalk device by using the device profile ID.

aws iotwireless create-wireless-device --type "Sidewalk" --name sidewalk_device \
--destination-name SidewalkDestination \

--sidewalk DeviceProfileld="12345678-234a-45bc-67de-e8901234f0al"
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https://console.aws.amazon.com/iot/home#/wireless/profiles?tab=sidewalk
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateDeviceProfile.html
https://docs.aws.amazon.com/cli/latest/reference/create-device-profile.html
https://console.aws.amazon.com/iot/home#/wireless/devices?tab=sidewalk
https://console.aws.amazon.com/iot/home#/wireless/devices?tab=sidewalk
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessDevice.html
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// Store device profile information as a JSON file.
aws iotwireless get-device-profile \
--id "12345678-al1b2-3c45-67d8-e90falb2c34d" > device_profile.json

// Store wireless device information as a JSON file.
aws iotwireless get-wireless-device --identifier-type WirelessDevicelId \
--identifier "23456789-abcd-0123-bcde-fabc012345678" > wireless_device. json
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A L AEE MM E=|‘:'._=| CreateRole APl 2] IL = create-role CLI HEES A}

aws iam create-role --role-name lambda-ex \
--assume-role-policy-document file://lambda-trust-policy.json
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https://console.aws.amazon.com/iot/home#/wireless/devices?tab=sidewalk
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetDeviceProfile.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessDevice.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateRole.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-role
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aws iot create-topic-rule --rule-name Sidewalkrule \
--topic-rule-payload file://myrule.json

3. Oy dd

Sidewalk C|H}O|A S CFHE AWS MH|AQ} B AR E 4= UIEE XE|5tE loT H2I0 ¢85
CHANS MAMEHLICH AWS l1oT 2£ 2| CH4 3{E, CreateDestination APl 2 EEE create-
destination CLI HHE AF 5104 CHA S FIIE = U&LILCH.

aws iotwireless create-destination --name SidewalkDestination \
--expression-type RuleName --expression SidewalkRule \
--role-arn arn:aws:iam::123456789012:role/SidewalkRole
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateTopicRule.html
https://docs.aws.amazon.com/cli/latest/reference/iot/create-topic-rule.html
https://console.aws.amazon.com/iot/home#/wireless/destinations
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateDestination.html
https://docs.aws.amazon.com/cli/latest/reference/create-destination.html
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aws iotwireless send-data-to-wireless-device \
--id "<Wireless_Device_ID>" \
--payload-data "SGVsbG8gVG8gRGV2c21t" \
--wireless-metadata Sidewalk={Seq=1,AckModeRetryDurationSecs=10}
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¥ How it works
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THSAL.

with AWS 10T Core for Sidewalk, you can add your Sidewalk device fleet to the AWS Cloud. Use the following steps to get started

Step 1. Add your Sidewalk device

First, create a device profile and retrieve the application
server public key. Next, create your Sidewalk device and
retrieve information about it, including device certificates

Step 2. Provision & register your Sidewalk device

Provision your hardware as a Sidewalk endpoint by
flashing the device certificates and the application server
public key that you have generated. Register your device

so that it can connect to AWS loT Core for Amazon
Sidewalk,

and private keys.
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Provisien and manage all your Sidewalk devices.
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Step 3. Connect your Sidewalk endpoint to the
cloud

Create a destination and use AWS loT Rules [4 to process
and route data to other AWS services. Your endpoint can
now exchange messages with your cloud application.
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https://console.aws.amazon.com/iot/home#/wireless/profiles
https://console.aws.amazon.com/iot/home#/wireless/destinations

AWS loT Wireless TR 7H0|E

1CHA|: C|H}O|A T2 Tl MAS

AWS Aol C|HIO|A Z2E S MMSIE{™MH CreateDeviceProfile API 2] EE = create-
device-profile CLI E&S AFSEILICE ClHIO|A Z2EE MME 0|2 X|H5tD MEHX S
2 Ej1E 0|5-7 HOo{ZE MB5HHIL2.

o|§ S04 Ct2 HHES AA5HH Sidewalk C|HO|A Q| CIHFO|A Z 2 EHO| M FLICH

0%
[e][]

aws iotwireless create-device-profile \
--name sidewalk_profile --sidewalk {3}

O] S A C|HO|A =2 E O] Amazon ElAA O|E(ARN)ZH ID7F £ 2 BHEHELICH,
{
"DeviceProfileArn": "arn:aws:iotwireless:us-

east-1:123456789012:DeviceProfile/12345678-alb2-3c45-67d8-e90falb2c34d",
"DeviceProfileId": "12345678-alb2-3c45-67d8-e90falb2c34d"

2CHA|: Sidewalk C|HFO|A F 7}

Amazon Sidewalk& AWS loT Core |01 Sidewalk C|HIO|AE F7}6lE{H
CreateWirelessDevice API 291 EE= create-wireless-device CLI 232 At 8tL|C} C|H}
O|AE MAEH [ C}2 Tato|E{Q} &7/ MEIRIO 2 Sidewalk C|HIO|A Q| O|ET AMTHE X|AMHGHM 2.

@ Note

Sidewalk C|HIO|AE AWS loT AFE 1 425t 2{H
AssociateWirelessDeviceWithThing APl 2] EE&= associate-wireless-
device-with-thing CLI @2 AFS&tLICE

1

Cl2 B2 Sidewalk C|HFO|A AAJo| 0 A|E Eo{FLICT

aws iotwireless create-wireless-device \
--cli-input-json "file://device. json"

CtZ2 device.json ItYo| Z2HXE HoiELICt
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateDeviceProfile.html
https://docs.aws.amazon.com/cli/latest/reference/create-device-profile.html
https://docs.aws.amazon.com/cli/latest/reference/create-device-profile.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessDevice.html
https://docs.aws.amazon.com/cli/latest/reference/create-wireless-device.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessDeviceWithThing.html
https://docs.aws.amazon.com/cli/latest/reference/associate-wireless-device-with-thing.html
https://docs.aws.amazon.com/cli/latest/reference/associate-wireless-device-with-thing.html

AWS IoT Wireless

device.json2| LS

{
"Type": "Sidewalk",
"Name": "SidewalkDevice",
"DestinationName": "SidewalkDestination",
"Sidewalk": {
"DeviceProfileId": "12345678-alb2-3c45-67d8-e90falb2c34d"
}
}
O| HYZ A#SIH ClutolA IDQH Amazon 2|44 O|F(ARN)O| £330 2 HHEHEILICH
{

"Arn": "arn:aws:iotwireless:us-east-1:123456789012:WirelessDevice/23456789-

abcd-0123-bcde-fabc012345678",
"Id": "23456789-abcd-0123-bcde-fabc012345678"

ZZH|MIo| AtEE C|Hto|A JSON I =E

Sidewalk C|H}O|AZ Amazon Sidewalk2 AWS loT Core0 F7}8t & 9= C|HIO|AE Z 2 H|M5}
= Tedt MEIE0{ = JSON IHAUS CHREESHMIR. AWS loT 2£0|L AWS CLIE A2

=1L - AN -
§tod Ol HEE AME == &LICt ClHtO|AE Z2H|XMFSts Yol CHEt REAMIEH LHE 2 Amazon
Sidewalk dEX{2| 1= ClHfO|A Z2H[XE & S5 HZEstML.

Sidewalk C|HIO|AE Z 2 H|X{'Fs}7| @/8H JSON T

1. Sidewalk C|H}O|A 5{E 2 O[S gfLICH

2. AWS loT Core0il 7} C|HtO|AE MEsH0{ MF H
ClHtO|A Q| M2 HE H|O|X|ofA] E|utO|A JSON It CHR2E2EEE 1EHSt04 JSON THY

3. FI}&
£ gL
= C|HIO|AE

Z2EEL|C CHS
Sidewalk MZ 24813 (SMSN), DeviceTypeID7} Z & ELICIH

2HIXMLstE ol 28t HE7F L8 El certificate. json IFYUO| CI2
I:!

2 HZ JSON LU E EodELICH 0i7[of= ClHtOo|4& 1B M, Z2tol8! 7],
2
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https://docs.sidewalk.amazon/provisioning/
https://console.aws.amazon.com/iot/home#/wireless/devices?tab=sidewalk

AWS loT Wireless TR 7H0|E

"p256R1": "grg8izXoVv@86cPVmOGMyWuZYHEBbbH ... DANKkOKoNT3bUGz+/f/pyTE
+XMRdIUBZ1Bw=="",
"eD25519": "grg8izXoVv@86cPVmOGMyWuZYHEBbbHD ... UiZmntHiUr1GfkTOFMYqRB+Aw=="",

"metadata": {
"devicetypeid": "fe98",
"applicationDeviceArn": "arn:aws:iotwireless:us-
east-1:123456789012:WirelessDevice/897ce68e-3ca2-4ed0d-85a2-30b0666c4052",
"applicationDevicelId": "897ce68e-3ca2-4edd-85a2-30b0666c4052",
"smsn": "82B83C8B35E856F43CE9C3D59B418CC96B996071016DB1C3BE5901F0OF3071A4A",
"devicePrivKeyP256R1":
"3e704bf8d319b3a475179f1d68c60737b28c708F845d0198F2d00d00c88eed18",
"devicePrivKeyEd25519":
"17dacb3a46ad9a42d5c520cabf47f01671f59ce54d740aal13918465faf533b8d0o"

iy

"applicationServerPublicKey":
"5ce29b89c2e3ceb6183b4le75fe54e45f61b8bb320efbdd2abd7aefa5957a316b"

}

Sidewalk C|H}O|A 2| MF HE m[O|X|ol= CHSoll CHet HE T EAIELICH

« C|HO|A ID, Amazon ElA2A O|E(ARN) 2! C|HO|A QL QIZAE BE AWS loT AFE 2| MR HE
« ClHO|A Z2E QI CHA ME HE.
« C|HIO|AZRE O[S Y23 HA[K]

=
=
« ClHtO|AT} ZEHIMEEIRER| EE SEEIUE=KXIE LIEHLHE & E.

JSON It & E (CLI)

Amazon Sidewalk& AWS loT Core APl E== AWS CLIE AF&3510q Sidewalk 9= C|HIO|AE Z 2 H|
XMdstE ol 228 JSON IS 2tE5tE{M™ C|Hto|A =2 E 2 M ClHio|Ao| CHEt HEE AM

Bt Aot A2 API SES JSON It (0d: wireless_device. json & device_profile. jso

LAl & ELICE 0|2 AF23510q Sidewalk CIHIO|AE Z 2 H|X{S & LIC}

JSON I} UE 7}X{2 7|

SEHE
« 2CH7|: Sidewalk C|HFO|A HEE JSON I ZE 7tX{2 7|
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AWS loT Wireless TR 7H0|E

1CtA|: C|HIO|A T2 Z MHEE JSON I Z 7HK{ 27|

GetDeviceProfile APl &% EE&= get-device-profile CLI @E2 A& 35t0{ Amazon Sidewalk
& AWS loT Core Hdof £7t8t ClHto|A Z2 Eof cHet HEE 7t SLICH ClHio|A Z 2 Eof CHst
HEE dMste{H =22 IDE X|™E &L .

a2 APIZH XEE AR & ClHEO|A ID2F Y R|stE O]

A
QU2 K& St device_profile. jsonit Z2 0|2 XIYELIC.

CIS 2 CLI B 2| of| A|LCt.

aws iotwireless get-device-profile \
--id "12345678-alb2-3c45-67d8-e90falb2c34d" > device_profile.json

Ol BHS MM ClHIO[A & 7| & DeviceTypeIDQO| mt2tO|E{7}
HtEtE|L|C} CF=S 2 APIC| MZ S5 E‘FU ZEE JSON IS Eo{ELICH API SE o mi2tO|E o
CHEF REMIBH LI 2 GetDeviceProfile MME X 5HMIL.

GetDeviceProfile API & (device_profile.json2| LI&)

"Arn": "arn:aws:iotwireless:us-east-1:123456789012:DeviceProfile/12345678-
alb2-3c45-67d8-e90falb2c34d",
"Id": "12345678-al1b2-3c45-67d8-e90falb2c34d",
"Name": "Sidewalk_profile"”,
"LoRaWAN": null,
"Sidewalk":
{
"ApplicationServerPublicKey":
"a123b45c6d78e9f012a34cd5e6a7890b12c3d45e6f78alb234c56d7e890a1234",
"DAKCertificateMetadata": [

{
"DeviceTypeld: "fe98",
"CertificateId": "43564A6D2D50524F544F54595045",
"FactorySupport": false,
"MaxAllowedSignature": 1000
}

]I

"QualificationStatus": false
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetDeviceProfile.html
https://docs.aws.amazon.com/cli/latest/reference/get-device-profile.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetDeviceProfile.html

AWS loT Wireless TR 7H0|E

2¢H7A|: Sidewalk C|HFO|A HEE JSON U Z 7t 27|

GetWirelessDevice APl &4 EE= get-wireless-device CLI @EZ AL& 304 Amazon
Sidewalk& AWS loT Core A|I™H0{| &7}8t Sidewalk C|HFO|A | CHE HEE IS LICH A= CIHIO|

rlIIo

£0f CHE BEE 7HK{QEIH CIHIOIAE £7+8 1 2 24 ClHolA 0| AlMRLE MBELICH
21 APIZ} XIE AR} & ClHRO|A IDSF QUR|SHE CIbFOIAOH CHE RS phere
Lict ol S& 2§ JSON T2 A SLIC nrof oj0] 2l 0l& S KIALICHO

wireless_device. json).

0II

CHS2 CLIZ A EEF Y Ao ol AIE EoiE LI

aws iotwireless get-wireless-device --identifier-type WirelessDeviceld \
--identifier "23456789-abcd-0123-bcde-fabc012345678" > wireless_device. json

O] B2 AstH ClutolA M5 HE, ClutolA 215 M, ZEtol8! 7| X Sidewalk MZE Y2HS
(SMSN)7} BHEtEILICH CH2 2 o] B A™o| oAl &332 Eo{FLICt API SE 2| utzto|Efol| it
KMt LI 2 GetWirelessDevice MME B X3FHAL.

GetWirelessDevice APl & (wireless_device. json2| LI&)

"Arn": "arn:aws:iotwireless:us-east-1:123456789012:WirelessDevice/23456789-
abcd-0123-bcde-fabc012345678",

"Id": "23456789-abcd-0123-bcde-fabc012345678",
"DestinationName": "SidewalkDestination",
"Type": "Sidewalk",
"Sidewalk": {

"CertificateId": "4(C7438772D50524F544F54595045",

"DeviceCertificates": [

{
"SigningAlg": "Ed25519",

"Value": "hDdkIwSL2uMCORjImjMHqzNR6nYYh6QKncS15Gth@QNL7NKedounb5UMQtL jnm7z0UPY0qghCeVOLCBUiRe2z
F+GeltcafZcFKhS+05NPcVNR/fHYaf/cn5iUbRwlz/T
+0DXvGdwkBkgDyFgoUJgn7JdzFjaneE5qzTWXUbL7911sXToGGjP8hiD9jIhidPWhIswleydAWg010ZGA4CjzIaSGVM1Vta
uMMBfgAelL8Tdv5LkFIPIB3ZX9zt8zzmAuFRzI4MuNjWfIDnOF6AKu37WWU6/
QYhZoQrW9D/wndiCcsRGL+ANn367r/HE0Q2Re4D0iCfs9f2rjc4LTILKt7g/KW2ii+W
+9HYvvYObBAI+AHXx6Cx4j+djabTsvrgW2k6NU2zUSM7bdDP3z2a2+Z4WzBji/jYwt/
OP8rpsy5EedywXUfCsTROrK0r0zay6yh27p313MZ1e20C041I11gKOVbIQqsXzSSyp6XXSOLhmuGugZlAAADGz
+gFBeX/ZNN8VIwnsNfgzj4melHgVIdUo4W9kvx9cr2jHWkC303j,/bdBThl+yBjOC53yH1QK/
L1GHrEWiWPPnE434LRxnWkwr8EHD40ieIxC8FkIxkQTf j+gHhU79Z
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessDevice.html
https://docs.aws.amazon.com/cli/latest/reference/get-wireless-device.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessDevice.html

AWS loT Wireless TR 7H0|E

+0AAYAAAZzsnf9SDIZPoDXFOTACOPOqTgldooXD12XPaVD4CvvLearrOSLFv+1sNbC4rgZn23MtIBM/7YQmIwm@
+FXRup6Tkubglhpz043/09dxg8UiZmntHiUr1GfkTOFMYqQRB+Aw==""

3,

{

"SigningAlg": "P256rl",

"Value": "hDdkJIw9L2uMCORjImjMHGzNR6nYYh6QKncS15Gth@NmHmGU8a
+S0gDXWwDNt3VSntpbTTQL7cMIusqweQo+IPXXWELbGh7eaxPGz4ZeF5yM2cqVNUrQr11lX/61Z
+0LuycrFrLzzB9APiONIMLqV/Rt7XIssHRs2RPcT1ul/2XVpa6bztULJeQi2IwhTb/k48wbh/EvafG/
ibrIBIx9v7/
dwGRAPKHq7Uwb9hHnhpa8qNOUt jeUdIwINh9vCBFX9s22t4PdortoFxbXo9C149PDDD4wqUHIGYLCsVX/
Sqqjf7Aug3h5dwdYN6cDgsuuiOmo+aBcXBGpkh70xVx1lwXkIP
+11dt23TkrSUKdOBO1scOMc/@yEBCzx5RutKBwsefzy014v@X3AHgV70D/XV73THMgGiDx@55CPaaxN/
pm791VkQ76BSZaBeF+Su6tgok/
e@nek1t8Du5uqkyBHVxy8MvxsBIMZ73vIFwUrLHjDeq3+n00yQqSBMnrHKU2mAwN3zb2LolwjPkKNOh1+NNnv99L2pBcNCr
+BgewzYNdWrXyKkp403ZDa4f+55VWvbY5eyDDXcohvz/
OcCtuRjAkzKBCvIjBDnCv1iMcjVdCO03+utizGntfhAolRZstnOoRkgVF2WuMTOIrUmzYximuTXUmWt jyFSTqgNBZwHWUT1Mn
cSC4HPTKr3dazdvEkhwGAAAIFByCjSp/5WHc4Ahsy jMvKCsZQiKgiI8ECwjfXBaSZdY4zYsRI03FC428H1atrFChFCZTOBG
+VAUJiP8XqiEdXeqf2mYMI5ykoDpwkve/cUQTfPpjzFQLQfvwjBwiIDANKkOKoNT3bUGz+/f/pyTE
+XMRdAIUBZ1Bw==""

}

1,
"DeviceProfileld": "O@ff5b0c6-1149-4498-af34-21993acd52a7",

"PrivateKeys": [

{
"SigningAlg": "Ed25519",

"Value": "2c24d45723271f23b9bef38097137c29224a9e979081b3d90124ac9dfa477934e"

.
{
"SigningAlg": "P256rl",

"Value": "38d526f29cfaf142f596decal87bd809ef71bc13435eedc885b63bb825d63def"

}
1,

"SidewalkManufacturingSn": "843764270F4BDAE3023918C89A3307AB3351EA761887A40A9DC4A5E46B6140D9",
"Status": "PROVISIONED"
iy
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AWS loT Wireless TR 7H0|E

CHS EA

JSON I wireless_device. json & device_profile. jsong HAIZ K& ELICH o] T2
Ctg HAOIM stERo] ESHE0] @145 7| @8 A= C|Hto|AE ZE2HIM'EStD SS6te= Ol AFS
ElLICH XFAIE LI 2 Amazon Sidewalk AEAMQO| Q= C|HiO|A ZEH|X'E & S5 FX5HMIR.

Sidewalk A= C|HFO|A Q| CHA F7}

AWS loT 722 AH&3dtod H|0|E| & C|Hto|A HIAIX|E *{2|st O|& CHE AMH|AZ Bt EetAIR.
CHE MHIAO0IM HIAIXIE &H AF8E =+ UL S ClHO[A0|M &2 HEO|L{ 2| HIAIX|IE AMElsto] M|
AX|E CHE SAlez Hetsts AL Holg & J&LICH CHY 2 Sidewalk 2= C|HO|AE C|HFO|
A 9| HIO|E{ & AEI5t0{ CHE AWS AHIAZ ELf= &0t 448t

nr z

CHag BT AFRSHE WY

1. CHAYOll CHEF AWS loT THAITHIAM @182 M438tLICH AWS loT F&I2 ClHtolA2| Blo|EIE &2
SHI CHE AWS AHIA 2 OHEEIAOIMOIA AFR B 4 AT 2 B st TS RIEELICH IAM
ofgr 0| FEIof AN|AS

2. CreateDestination APl 2242 A2 35104 Sidewalk C|HFO|A Q| CHAFS MAISHLICH CHAF O|E,
= 0|8, & 0|8 L 7|E} MEHX mlZl0|E{E R|™HELICH APIE CHAN S| 1R AlHXIE HHEHS
H, 0| AlHXIE A= C|HFO|AE Amazon Sidewalk® AWS loT Core0ll 7+ M x| & £ U&L
C}.

Ct=22 cHAf, CHANOf CHEF AWS loT 72! 2 1AM &2 MAIstE widg HoiF Lt

=AM

« Sidewalk C|HFO|A Q| CHAN MM

- CH&FOll CHEH IAM 238 2 oT & MY

Sidewalk C|HFO|A Q| CHAN A4

HEE AIE3t7HL} CreateDestination& AF&® 3104 Amazon Sidewalk® AWS loT Core ™
of CHA S F7IE 4= Q&LICH CHA S OHE [ CHS 2 XIHSHMIL.

o

. Sidewalk 1= C|HIO|A O] AFEE CHANS| Rt Of

o
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https://docs.sidewalk.amazon/provisioning/
https://console.aws.amazon.com/iot/home#/wireless/destinations

AWS loT Wireless TR 7H0|E

® Note
CH& OIS AtE5tod ClHtO|AE o|0| I8t B T2 BHE
LICH REAIBH LIS 2 2EHA|: Sidewalk C|HFO|A F7t HHHE EESHAAIL.

 C|HIO|A ClO|EE ®MElst= AWS loT & 2| 0|& X HIAIXIZL AAElE FA.

. TE|Of AN AGTS ClHH0|A 0| HOJE{0] HEHE Rofsts IAM ©E

CtE MM ME CHeoll CHer AWS loT & & IAM g 2 ddste dHeS dYELICH

CHy e (28)

AWS loT 2£E Ar8sto T2 BFEE{H CHY {22 O|Sstod T F7HE MEHEFLICEH

AWS loT > Manage » Wireless connectivity » Destinations

Destinations (2) info Add destination

ClHFO[A O C|O|E{E *ElstedH, e & dEe mf CfE E= & XIYgstn the F7HE MEiFLICH

. THA M AbE
CH4t OlE2 Uietm CHAM Ol MB(MEY AbgS el=igrLict
. #2018

Cloto|A0|M 2L HIAIX|E B7Ist D C|HIO|AL| TO|EE MEISt =S 7/ E AWS loT FA L
Ct. 7% ol&Fo| CHeoll ofEELICH CHE 2 s &et= HAIXKIE *Elst7| 98t w&lo] HRELICH
AWS loT 722 5 Z67{Lt AWS loT HIA|X| 22 7{0] HAl5t0] HIAIX|E 2|t & MENE
A& LCt.

- 7% 0| = (Enter a rule name)
T O|F(AWS loT &2 dde f =) SAELICH
M5t HLE, AWS loT 2£ 2| 7= {E 2 0|Sstod slid 0

[0

o [X
m

Q'I_l

rr

N

=l
o4
fjo
9
ot

21236t 10 & (Advanced) MM E ALE35to{ Fxl| 0|2 XIHE =% JU&LICEH =X 0|
2 73 E% S0 M3 &l & LHoll M topic EHAIE AHE5H0{ M AELICH AWS loT T3
of CHE REAIEH LHB 2 AWS loT 7212 2 ESHA

Ito
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https://console.aws.amazon.com/iot/home#/wireless/destinations
https://console.aws.amazon.com/iot/home#/create/rule
https://docs.aws.amazon.com/iot/latest/developerguide/iot-rules.html

AWS loT Wireless TR 7H0|E

« AWS loT HAIX| E2 70l HAIE MEHS= 242 =X 0|2 S ¢l2dstL|ct. 23 S MQTT A
Ol&& S AtstH ofe] F=%E7t OI FME F=36tod s FHol| AAE HAIXIE ge = UA&L
Ch. AbM[EF LI 2 MQTT FHE & ZSHMIR.

CHALOIl CHEF AWS [0T FEIS AHAIS| Lot 24H LoRaWAN C|HFO|A HIAIXK|E 2|5t 75| A
FERELVT-S

- JE 0|§
=] O|&(Rule name)oil A BEE 7 ZEl0of BMAE = = C|HO|A | TIO|H HEHE Fofst=
IAM 3&FL|CH 240iM M AH|A 2d8rg MAMSHHLE 7|E MH|A d&te MEISHLICH M AHIA
oistg MMSHE A2 98 0/&(0i: SidewalkDestinationRole)S 2243 74LI AWS loT Core

for LORAWANO| M| 218t 0|2 MHE = JUESE HIK E = ‘BAQL—I Ct. 22424 AWS loT Core for
LoRaWANO| AF2XIE CHAISH0] 28 HEH0| e IAM HE S Ao =2 MAELIC

C|HIO|A T2 IS MAIStP{™ CreateDestination APl Q4 EE= create-destination CLI &
242 A2 EILICEH 0 & S04 Cl2 W2 ASIH Sidewalk 2= C|HEO| A0 CHEF CHAM O A A4ElLICEH

aws iotwireless create-destination --name SidewalkDestination \
--expression-type RuleName --expression SidewalkRule \
--role-arn arn:aws:iam::123456789012:r0le/SidewalkRole

.

O] WS AP Amazon 2lAA O[S (ARN)IH CHA 0|2 S CHAN M HE T gHEHEILICH

{
"Arn": "arn:aws:iotwireless:us-
east-1:123456789012:Destination/SidewalkDestination",
"Name": "SidewalkDestination"
}

CHe ol CHet RbM[EH LHE 2 LoRaWAN C[HIO|A HIAIXIE MElste 7& HES HEHA 2.

CHAMOI CHEH IAM @3EF Al [oT & M4

AWS loT T+&2 C|HIO|A HIA|X|E CHE MH|AZ TS ELICH BE8F AWS loT ﬁi% Sidewalk Y=
ClHFO|A O =418t HFO|LA2| HIAIXRIE A E2I5t04 CHE MH[AT AEE = U} T &L Amazon
Sidewalk& AWS loT Core CH& 2 FM C|HIO|AE C[HIO|A HIAIX| CIO|E{E A 2I5t0 CHE MH|A
2 M&ste A ¢dAgLct 722 Amazon Sidewalk® AWS loT Core0lAM = AI5HE FA| C|Ht

[[ol
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https://docs.aws.amazon.com/iot/latest/developerguide/topics.html
https://docs.aws.amazon.com/iot/latest/developerguide/connect-iot-lorawan-destination-rules.html
https://docs.aws.amazon.com/iot/latest/developerguide/connect-iot-lorawan-destination-rules.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateDestination.html
https://docs.aws.amazon.com/cli/latest/reference/create-destination.html
https://docs.aws.amazon.com/iot/latest/developerguide/connect-iot-lorawan-destination-rules.html
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Ol 9| C|o|E{ol HEELICt S8t AMH[20i H[o|E

=) =
S 4 ek £3F 72l0f ClO|EE M& HEt Roist

CHAFO| CHEH IAM 238 A A

AWS loT T#+2!/0f CllO|E{E& ™& & M2 Amazon Sidewalk® AWS loT Core0i £045t= IAM
MMEFLICH 282 M5 2i™ CreateRole API 2H] L= create-role CLI HHE AL EL
AN
T

o4&t 0|52 SidewalkRoleZ K|HE £ &LICt

aws iam create-role --role-name SidewalkRole \
--assume-role-policy-document '{"Version": "2012-10-17","Statement":
[{ "Effect": "Allow", "Principal": {"Service": "lambda.amazonaws.com"}, "Action":

"sts:AssumeRole"}]}"
JSON I} U2 ALS5t04 A&l CHet Az HAME Holg = &Lt

aws iam create-role --role-name SidewalkRole \
--assume-role-policy-document file://trust-policy.json

CS2 JSON Mo LHEE Eo{ELICH

trust-policy.json2| LIS

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "lambda.amazonaws.com"

}I

"Action": "sts:AssumeRole"

CHAROfl CHEH 5] A4

AWS loT Core APl 2] CreateTopicRule BE= AWS CLI B create-topic-rule2 AF&3H04
TEE SHEELICH e 2 FH #=5& A&5H0{ Sidewalk Y= C|HFO|A0|A =413 C|O|EE CHE

AWS MH|AZ ZHREIELICH o & £04, Lambda &0l HAIXIE ELi=E 72 &fde MdE 4=
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&LICH ClbkO| AR REf Of &I Ol GIO|EIS 4 A15tT CHE OHEZIHOIMOIAM AR S 4 2T S
base64E A& 50f HO|Z = CIO|EIE CIZTSH TS Lambda &4 8 Hol& £ A&LICH
CHe EH7S Lambda 848 M43 Ch of 340l HIAIXIE HLIS 78 F2lg Madste wig &

o1& LICt.

AlSH 04&F Ol R4RH AHAA
1
. = O 2 =< o= oo

g0l AWS 2lAA0f AMAE = s HEHE MIstE IAM H3E 2 BHELICH JSON IHUE AL
&35tof ol CHE &2 WM Holg = &t

aws iam create-role --role-name lambda-ex \
--assume-role-policy-document file://lambda-trust-policy.json

lambda-trust-policy.json2| L&

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "lambda.amazonaws.com"

+

"Action": "sts:AssumeRole"

}
2. Lambda &+ MM L E|AE

base647} HO|2E H|0|E{& C|ZE 5= AWS Lambda &4+ £ MASIE{H CH2 EHAHIE £S&5HA
o

L.

a. HO|2E CI|O|HE C|2Y5t7| et ZEE EMHELICE o & &0, CtS M EZ Python ZEE
AMNEE £ JU&LICH AT BE O|FS2 XIHELICHO: base64_decode. py).

base64_decode.py2| L&
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[/
import json
import baseb4

def lambda_handler(event, context):

message = json.dumps(event)
print (message)

payload_data = base64.b64decode(event["PayloadData"])
print(payload_data)
print(int(payload_data,16))

b. Python I}tAO0| Z & El zip Tt U2 HZ I{7|X|E BHE D O|F 2 base64 _decode. zipOE
K|ZEfLICt CreateFunction APl BE= create-function CLI B2 A5l ME 3
C base64_decode.py& Lambda & +E MMeL|CH

aws lambda create-function --function-name my-function \
--zip-file fileb://base64_decode.zip --handler index.handler \
--runtime python3.9 --role arn:aws:iam::123456789012:r0le/lambda-ex

CtSot Zro| &=dx|o{of ELICH FA| 7=l MMHE m £242| Amazon 2l4AA O|&(ARN)2!
FunctionArn ZtS AFSELICT

"FunctionName": "my-function",

"FunctionArn": "arn:aws:lambda:us-east-1:123456789012:function:my-
function",

"Runtime": "python3.9",

"Role": "arn:aws:iam::123456789012:r0le/lambda-ex",

"Handler": "index.handler",

"CodeSha256": "FpFMvUhayLkOoVBpNuNiIVML/tuGv2iJQ7toyWVTU8c=",

"Version": "$LATEST",

"TracingConfig": {

"Mode": "PassThrough"
3,
"RevisionId": "88ebelel-bfdf-4dc3-84de-3017268falff",

Sidewalk C|HIO|A Q| CHah F=7¢ 200



AWS loT Wireless TR 7H0|E

d. HAEM &0 CHEt E:LE 7+x4OE4E'=| invoke B &7Al --1log-type
M. ZE0|M base64Z Q1A E 28 Z|CH 4KB7H K| £ & 6= LogResult
of Z&ELICH

aws lambda invoke --function-name my-function out --log-type Tail

StatusCode7} 200Q! SE v A ELICH AWS CLIE S8t Lambda &5 A4 L ALE0
Bt REMIEH LHE 2 AWS CLIOIA Lambda A2 & & X 5HM2.

3. FH| TE AN

CreateTopicRule AP| EE= create-topic-rule CLI B&EE AL&3t04 O Lambda &0 H|
S Ft

| |
AXIE BEUe T 7218 MAstLICH AWS loT Aol CHA| AlAISHE & W 2] &Hed
g a5 U&LICE o]l A #ElQ| 0|ES SidewalkruleZ RIHErLICE.

aws iot create-topic-rule --rule-name Sidewalkrule \
--topic-rule-payload file://myrule.json

myrule.json ItLS AL&5t0{ #Alof CHEH REM[EH LIS S XIHE + JU&LICH o|E E0f, CIS
JSON It 2 AWS loT FA|0of CHA| A A|StZ Lambda & —’F—Oil HAIRIE ELil= WS Ho{E L
Ct.

{

"sql": "SELECT * ",
"actions": [

{
// You obtained this functionArn when creating the Lambda function
using the
// create-function command.
"lambda": {
"functionArn": "arn:aws:lambda:us-east-1:123456789012:function:my-
function"
}
1,
{

// This topic can be used to observe messages exchanged between the

device and
// AWS IoT Core for Amazon Sidewalk after the device is connected.
"republish": {
"roleArn": "arn:aws:iam::123456789012:role/service-
role/SidewalkRepublishRole",

mH Em
mm
>
()

CH
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201


https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-awscli.html

AWS loT Wireless TR 7H0|E

"topic": "project/sensor/observed"

1,

Sidewalk C|HIO|A 44 & 423 M|EHH|O|E SA E7|

o| At& MolME MQTT EHIAE Z2}0|
ZoIRE Zhof mEtE|= HAIXIE

ANEE A5t HEYE HAESH T A= ClBlo|Agt AWS

EolghL P HIAIXIE 41524 MQTT EIAE Z2I0|E 0| A CH
4ol CHEt 10T 728 MMHE M X|HE FHE T 535tM L. SendDataToWirelessDevice APl &
2 AH83t04 Amazon Sidewalk& AWS loT Core0ll A C|HtO|A0] CHR T HAIXIE B X Q&L
Ch HIAIX| & &Elf O|HIE A BIS &d3tstod HAIX|7I MSEIR=X] #HlE + U&LIC

AN - T AAHEH

(o]
i

St
[l

(® Note
StESlo E3HE iZ
a

74 2l MZXof CHet XFAMIEH LI 2 Amazon Sidewalk AE A Q| 9= C|H}O|
A ZZHXML U ES

Hardware Development Kit(HDK) A& & &I X 5HA|2.

yo M2

o= C|HIO|AR CI2al3 HA|X| ME

SendDataToWirelessDevice APl 2/®] £ = send-data-to-wireless-device CLI HHE A}
235104 Amazon SidewalkSz AWS loT Core0i| M Sidewalk Q1= C|HIO|AZ C221F HAIXIE 2L
Ch. g2 Ol BH 2 Adste Lol A|E E0{ELICH HO|2E O|O|E{= base64E QI HE, ™
&& Hio|L 2|l LC}.

aws iotwireless send-data-to-wireless-device \
--id "<Wireless_Device_ID>" \
--payload-data "SGVsbG8gVG8gRGV2c21t" \
--wireless-metadata Sidewalk={Seq=1,AckModeRetryDurationSecs=10}

CHS2 ClHo|az M&E Ch23 3 HAIX|e] IDR! o] B A™o| ME E=LIct

Messageld: "6011dd36-0043d6eb-0072-0008"
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® Note

SendDataToWirelessDevice API= HIA|X| IDE Btete = UK HAIX|7t 3o 2
MEE|X| et 2 = A&LCt C|Hto|A R S E HAIX|2| & EHE = 215t2{™ Sidewalk 74|17 &
ClHtO|AO) CHEE HIAIX| & o E O|HEE &/ &stE &= U&LICt o|2{E O|HIEE & 435t6t
= dheof| CHEt REMIEE LI 2 Sidewalk 2lA A0 CHEH O|HIE 22| MMS EHZE5HM L. 0] O
HE o CHgt RAEMIEH LI 2 HIAIX| TS O|HEE FXSAML.

ClHFO|A O] 43T MHIAIX| 4] E7|

C|HIO|AE @188 & CHA #2l2 ME m X|™H8t FM(0l: project/sensor/observed)& 5

St C|HtO|A S| 3T HIAIXIE BEE &= &L

CHa 2 BHE M A O|§2 XIHe @2 FHNE 755104 9= C|Hto|A S| U3 3 HAIX|IE 2LIEER

& = Q&LICH AWS loT 2£ 2| HAE H|0o|X|of = MQTT HIAE ZEI0|21ER 0|83t01 FA| 0

B(0ll: project/sensor/observed)g 2t CtF 52 MEHELICEH

CtS oilof M= Sidewalk C|HFO|A O AWS I0TZ &8 4213 HIAIXK|Q] @A2 HoiFLICH

WirelessMetadataOll= MHIAIX| ol CHEF MIEFC|OIE{7} 2 & |0 QL& LICt

{
"PayloadData":"ZjRINjY1IZWNINw=="",
"WirelessDeviceld":"wireless_device_id",
"WirelessMetadata":{

"Sidewalk":{
"CmdExStatus":"Cmd",
"SidewalkId":"device_id",
"Seq":0,
"MessageType":"messageType"

}

}
}

213 M|EtE|O|E{ 2] oi2d mtetolEof CHEt Hol&E
F2 £ M C|HHO|A Q] IDO|M, messageType2

CI2 EOME
ABCDEF1234% Z
o| FELICE.

2o ELIC} O| device-idE
C|HFO|AO|M £ AIE AZIT HIAIK]

T -1 HO

A4
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2= HEtC|olE mteto|E

ot 2H0|E A o3 A
PayloadData FM ClHto| A0 S El= HIAIK] String o
uﬂoIEEO'L.IEL
WirelessDevicelID OO|EE ™M&st= 4 ClHolA 9] String ]
AlHXFILICEH
Sidewalk.CmdExStat Hd HEQ] AEfQILICH SH & A oL
us & HIA|X|= AE} 2 = COMMAND_E
XEC_STATUS_SUCCESS & = &3l
OF EfLICH LI B2 AE IEE
EZESXR| A = USLICH
Sidewalk.NackExSta 2% nack A EH(RADIO_TX_ERROR EAE Hid  ofLR
tus EE = MEMORY_ERROR )&IL|LC}.

Amazon Sidewalk2 AWS loT CoreZ C|H}O|A CHEF T2 H|XY

CHEF T2 H|XES AF25104 048] 7HQ] 2= C|HIO|AE 2|8l CHEF S 2 Amazon Sidewalk2 AWS loT
Core0ll 22 2E = &LICH OF Z2H|MH'J2 S&0|M cHE el C|Ho|AE A =35t 0| C|HtO|A
E AWS loTo| 225l 20 §5| K& LICt ClHO|A M=o CHEF AEAIEH LHE 2 Amazon
Sidewalk A MO0 A Amazon Sidewalk C|HFO|A MZEE & ZESHML.

S FHoME OiF Z2H|IMEL| &S 4 4E EoiF Lt

« Amazon Sidewalk CHE Z2H|XH{d KT EZ

O| FMOIMeE CHE Z2H|XMEe| H 7tX| 2 719 28 Al Eo{ELI|Ct 8t Sidewalk C|H}
O|AE Amazon Sidewalk® AWS loT CoreZ 7}X 27| {8l £=&islof 5t= EHAH T Eod FL|C}.

o 22X X|HO| MEEEICIHIOIA T2 AA]

ol FHoAE ClEfolA TS BHET olof i3 B XI2I@ 2E Wil WHELICH T3 i}

O|A MZ & YubiHSM 7|E Mt & M XMA|of ELf Mo 208 U= YT i< A EluCt

« 7tXR7| AU E AHE510q Sidewalk C|HFO|A Z 2 H|X{'E
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Ol FHMIME 7tM27] Y
= YHE 2oiEL|C £ 7
X 1 =

st 0 AFE 510 SidewalkC|HIO|AX|E CHE L2 Z2H|X{'dst
=3 H
2 I ClHEO|A of & El

o
7| &ti2 HlolE 5t L AtRIsHE T ZHedoll A 7Hxi2 7|
oh=Lict,

M
ro
9,|_'
rr

T

T
mo
ne

=X

« Amazon Sidewalk CHE Z2H|Xd KT EZ

. ZE X|20| ME C|HIO|A T2 T AfA

« 7tXR7| A4S AHE3510q Sidewalk C|HFO|A Z 2 H|X{'E

Amazon Sidewalk CHEF T2 H|X{d KT E=

CHS MMM E CiE Z2H[XMHEe| £ g0 25 WAl Ho{EL|CH iE Z2H|X'Jof| Z&E
= BtAl= crsa Z&Lch

1. Amazon Sidewalk& AWS loT CoreE AF2350{ C|HIO|A T2 EE MEEHLICH

2. Amazon Sidewalk El0i YubiHSM 7|2 2&3sl1 3% x| S ol CI|HIO|A Z2EE YO|0|ES

TS FELICcH

3. C|HIO|A M Z= % Amazon Sidewalk& AWS loT Core7} Mo 21 & & = UTE YubiHSM 7|E
Mz~ =z ot

4. 71X 7| ENAIE M5t Amazon Sidewalk® AWS loT Core0l 2 22/& C|HIO|A Q| RIS
(SMSN)E X Z&fLict.

CHE Z2Hixgol 74 94

CHS 72 O Z2H|X'Fe| EIIX| F 7/d 242 0|& Sidewalk C|HHO|A CHE Z 2 H|[X'F 2|
UFZE AEote dHS EoiELICH

YubiHSM 7|

Amazon2 Sidewalk X|& ZfZtofl CHsl ot} O|& 2| stER|0 2ot 2Z&(HSM)E Y& LICH Zf HSM

oll= YubiHSM Z|2t= 18t =7t StER 0] 2E0f QUM E|o] U&LICE O] Z|= Yubico & H|
O|X|0d| A O e == U&LICH.

7|= HSMOICH 1183t H Amazon Sidewalk® AWS loT CoreE Al235t04 MAd5tE ZH C|HIO|lA 2
Zlof HAZEILIC}. YubiHSM 7|& 2o 2{M Amazon Sidewalk E/0] 22|6tMIL. YubiHSM 7|1& AMZ= Y
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|0l 2L Sidewalk C|HFO|A 7 2& 0| A MZEE & Amazon Sidewalk® AWS loT Core7} C|HFO|A
ol dgdHS 7} T E Mo{ 21 S B A ELICH O ChS ol =2 E CIHIO|AE AWS loTof 2
H

(o]
Holste O AASE 23 CSv Tt HmgFLct,
C|HIO|A & 7|(DAK)

Sidewalk Y= C|HFO|A 7} Sidewalk HIE 3 0i ZQIL|™ Sidewalk CIHIO|A RIS MZ T 2 H|X{L &
0{0F & LICH ClHtO|A Mol A8 E|l= IEMoll= AHA C|Hto|AE RIF A & Sidewalk 215 A &€l
of g st= HEZ CIHHO|A Q1B M7t Z&E LICt Sidewalk C|HFO|ATF M ZE =/ YubiHSMO| C|HE
O|A QIBMofl MBEELIC

CH 2 ClHOl& Q1B AS Zatol4! 7|7k T3 El ME JSON ThUQILICH. AHAMI3H LIS S Z 2 Hx{ o]
AH@H C|HIOIA JSON Thel 2 BHE HZFHIAIR.
{
"p256R1": '"grg8izXoVv@86cPVmOGMyWuZYHEBbbH ... DANKkOKoNT3bUGz+/f/pyTE
+XMRdIUBZ1Bw=="",
"eD25519": "grg8izXoVvQ86cPVmOGMyWuZYHEBbbHD ... UiZmntHiUr1GfkTOFMYqRB+Aw=="",
"metadata": {
"devicetypeid": "fe98",
"devicePrivKeyP256R1":
"3e704bf8d319b3a475179f1d68c60737b28c708F845d0198F2d00d00c88eed18",
"devicePrivKeyEd25519":
"17dacb3a46ad9a42d5c520cabf47f01671f59ce54d740aal13918465faf533b8d0o"
.

"applicationServerPublicKey":
"5ce29b89c2e3ceb6183b4le75fe54e45f61b8bb320efbdd2abd7aefa5957a316b"
}

ClHFO|A B 7|(DAK)E C|HIO|A Z2EE OHE mff #r= Z2tol8! Z|ILICE Ol Zf Sidewalk A&
of 2 &= 1R AB MR ME QB Aol sHE & LICH. Amazon Sidewalk &0 2|35t Sidewalk
RIEM M 2l, YubiHSM 7| & A& C|Hto|A &F 7[(DAK)E Z=2H|X{'FE HSME A ElLICt.

ClHtO|A Z2EIE MZ2 C|HI0|A BF 7|(DAK)E UO|0|EE|1 -3—’8 XI°40I A éuucr. C|H}O|
A T2 IO| DAK HIEIH|O|E| ME = DAK O|&, 9213 ID, E1 [
018 DAKZ} MAEE £ Q= ZCH ME £t Z2 ME HEE HI%EH—IEL
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21 4 ME ID(ApId)

ApId Ei2t0/E = E 1 oy MES MEsts YK
ClHtO|AO| &3 ClHIO[A Z2EHE A %3PE=|= 8%

Sidewalk® AWS loT Core7} DAKE 44504 YubiHS
HO|A Z 2 Elof| EA|EL|CE.

ExrdelL|ct. chEF = 2 H|X{ <Y 5= Sidewalk
0 X|&sHofF &Lch 224 Amazon
NZ3¢gL|ch &3 DAK HE &= T

Ol L

=
Tl
m
om 1
oII-_

ApIdE Lop{™ st C|Hto|A Z2 Eoi et MEE e F Amazon Sidewalk X|# Elof £ 2]

SHMI2. AWS loT 2£0lAM, GetDeviceProfile API ¢4 et-device-profile CLI HHEE

A835to ClHIO|A Z2atd HEE UE + &L

1
I
HA
rir

Q

CHE Z2 Ik &S WA

-

0| &M= & Amazon Sidewalk& AWS loT CoreE AtE35t0{ CHEF T ZH|X{H0| &S5l @Al
ZLIC}

.

o

o

Get YubidSM and Manufactures device and F'aslses cnntrnl log
send to manufacturer sends control log info N information AWS loT Core for
> - . @ Amazon Sidewalk
4 )
Contract manufacturer Sidewalk Cloud

Compares serial numbers
T with CSV file and staris
bulk provisioning

Obtain device profile
with Device type Id v

1

Create device profile (\\

Customer

AWS loT Core for
Amazon Sidewalk

2 PN 3

- S —_— (\-\
* o em—
Request YubiHSM and =~ == ‘==
factory support ae==
Sidewalk team

Updates device profile with new
DAK and factory support enabled

AWS loT Core for
Amazon Sidewalk

Ct

o

Hite 0¥ Z2H|ME Z2MAo] ZH7| CHE BAHE EoiE LI

Sidewalk C|H}O|AE C|HIO|A Z 2T MM

A= ClHIO|AE ST 2= 7HA7t7| Mol X ClHo|& =2 EE YdsiMe. ClHto|A =2 &
AE C

[e]
2! Sidewalk ¢l |[HFO|A F7to| MHEEICHE 0| Z2EIS AF235104 718 C|HIO|A S T 2H|X]
sk & ol |o},

o= T AAEH=

Amazon Sidewalk CH& Z2H|ME HZEZ
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2. Z=zZolchet ST XH2F

124%™ Amazon Sidewalk X[ El0ilM XM ZF ClHO|A &Y 7|(DAK)E C|HIO|A Z 2 EHS 4H|0

Estl 3% Xlg=s FIHeUC ClHiola Z2 2 1 e XS ID(APID)2E Al DAK & 218 A
BE(0f: 2B M ID)E AtE YCIOIEELIL. Ol Z2HE A8 3t Sidewalk C|HHO|A= THE Z
EH|IMZ A8 & = &Lt

4. YubiHSM 7|8 MZYA(Cm)oll &
O|A| dl= C|HFO|A 0 RFZH0| R0{E[F2E2 2 YubiHSM 718 Al MZAXN(CM)o| ELH M= =

EMAE AIRE = l&LICH REAIEH LI 2 Amazon Sidewalk A A0l A Amazon Sidewalk C|
HFO|A MZEE B XSHA2.

5. LC|HIO|A XM= L KMo 2Ot YFAHS ™MS

CME2 C|Hto|AE MZstn Mo{ 238 dJELIct CM2 MZE ClHo|A S5 aiE
Sidewalk Mz L#AHS(SMSN)7t Z&E CSV YT MIEFLICH OIS ZE= HE XMo{ 23¢
LICE. o47]|ol= ClHto|A L] 7S, APID & &

ol

{
"controllLogs": [
{
"version": "4-0-1",
"device":
{
"serialNumber": "devicel",
"productIdentifier": {
"advertisedProductId": "abCD"

},

"sidewalkData": {
"SidewalkED25519CertificateChain": "...",
"SidewalkP256R1CertificateChain": "..."

}

}
}
]
}
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6. Amazon Sidewalk® AWS loT Core0il Mo 21 MHE ME

Amazon Sidewalk 22IREE MZUXMZEE| Mo{ 21 HEE ZHAMst 1 0]
Sidewalk& AWS loT Core0l| TE & L|Ct 2™ UTAHS o 37 CIHIO|AE MHE &= U&L

Ct.
7. LdEis x| ofF =l & ofE Z=H|X'E A%

AWS loT &2 £ = Amazon Sidewalk& AWS loT Core API Z¢]
StartWirelessDeviceImportTask& At&3t04 Amazon Sidewalk& AWS loT Core=
Amazon SidewalkOll A &2 Zt C|H}O|A 9| Sidewalk MZE K4S (SMSN)E CSV It 9| i
o U2HS o H{wELICH O] HE7I UX[etH UHEF Z2H|M'E ZEMAE AZSHT Amazon
Sidewalk® AWS loT CoreZ 7} X2 C|HIO|AE MAHEL|CH.
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Y X|eo| HEE ClHo|A Z2H MY

Amazon Sidewalk C|HFO|AE CHE T2 H|X{'Jst{™ HX{ ClHIO|A Z2EHE MM CHE Amazon
Sidewalk x| Eloi| 22|50 2% x| @&l of & LICt. 22{™ Amazon Sidewalk EI0|A A C|Ht
OlA ZH 7|(DAK)E C|HIO|A T2 L2 UH|0|EstD 047|ofl 25 XS FIHEHLICH J8{H o]l =
ZIZIE M85t Sidewalk C|HFO|A0{E Amazon Sidewalk® AWS loT Core2t &7 A2 E £ Qe
=2 2|3 ClHo|AE REYE =+ /J&LICt
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Add device profile

Device profiles (1) info

Profiles allow you to connect similar Sidewalk devices to AWS loT Core for Sidewalk.

‘ Q, Find device profile

Qualification status

v |

Profile ID

v |

Name

b627bc56-97¢3-475e-90b7-b...

Not Qualified
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MELICH

aws iotwireless create-device-profile \
--name sidewalk_device_profile --sidewalk {}
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{
"DeviceProfileArn": "arn:aws:iotwireless:us-

east-1:123456789012:DeviceProfile/12345678-alb2-3c45-67d8-e90falb2c34d",
"DeviceProfileId": "12345678-alb2-3c45-67d8-e90falb2c34d"
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MEE dMste{H Z 24 IDE XI™EgLIch J2{™ APIZF XIHE AERet x|5tE ClHO|A Z2H
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CIS 2 CLI B&E 2| of| A|LCt.

aws iotwireless get-device-profile \
--id "12345678-234a-45bc-67de-e8901234f0al" > device_profile.json

O| BHE aldlstH ClHto|lA == Elo| mtEtO|E, o Z2|710]4 M HE2] 7|, DeviceTypeld,
ApId, AtZ4 #Ef & DAKCertificate HE7} ghetELICEH
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HA —
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"Arn": "arn:aws:iotwireless:us-east-1:123456789012:DeviceProfile/12345678-
alb2-3c45-67d8-e90falb2c34d",
"Id": "12345678-al1b2-3c45-67d8-e90falb2c34d",
"Name": "Sidewalk_profile",
"LoRaWAN": null,
"Sidewalk":
{
"ApplicationServerPublicKey":
"al23b45c6d78e9f012a34cd5e6a7890b12c3d45e61f78a1lb234c56d7e890a1234",
"DAKCertificateMetadata": [

{
"DeviceTypeld": "fe98",
"CertificateId": "43564A6D2D50524F544F54595045",
"FactorySupport": false,
"MaxAllowedSignature": 1000
}

1,

"QualificationStatus": false

Amazon Sidewalk X| ¢ El0|AM O] HEE =015t CHS 0| A2t 20| APID2F 2% X|#0] M El DAK

o o
g A Fulch

(® Note

MaxAllowedSignature®| Zt0| -10|2t= Zd2 DAKO{| C|HtO|A A|Bto| eSS LIEHHLICEH

HA R =2

DAK Itz2t0O|E{of CHEt REM|EH LH2 2 DAKCertificateMetadatag® & X SHA| 2.

"Arn": "arn:aws:iotwireless:us-east-1:123456789012:DeviceProfile/12345678-
alb2-3c45-67d8-e90falb2c34d",

"Id": "12345678-alb2-3c45-67d8-e90falb2c34d",

"Name": "Sidewalk_profile"”,

"LoRaWAN": null,
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"Sidewalk":
{
"ApplicationServerPublicKey":
"a123b45c6d78e9f012a34cd5e6a7890b12c3d45e61f78a1b234c56d7e890a1234",
"DAKCertificateMetadata": [

{
"ApId": "GZzZBd",
"CertificateId": "43564A6D2D50524F544F54595045",
"FactorySupport": true,
"MaxAllowedSignature": -1
}
1,
"QualificationStatus": true
}
}
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https://console.aws.amazon.com/iot/home#/wireless/devices?tab=sidewalk

AWS IoT Wireless

JHeER 7Hol=

LoRaWAN Sidewalk

v How it works

With AWS loT Core for Sidewalk, you can add your Sidewalk device fleet to the AWS Cloud. Use the following steps to get started.

i

Step 1. Add your Sidewalk device

First, create a device profile and retrieve the application
server public key. Next, create your Sidewalk device and
retrieve information about it, including device certificates

Step 2. Provision & register your Sidewalk device
Provision your hardware as a Sidewalk endpoint by
flashing the device certificates and the application server
public key that you have generated. Register your device

so that it can connect to AWS loT Core for Amazon
Sidewalk.

and private keys.

Bulk provision (0) ifo

&
S

Step 3. Connect your Sidewalk endpoint to the
cloud

Create a destination and use AWS loT Rules [/ to proces:
and route data to other AWS services. Your endpoint can
now exchange messages with your cloud application.

Bulk provisioning table shows the task IDs, which includes tasks that are added for individual devices, and tasks that are linked with your 53 CSV files [A.

Bulk provision devices

Q, Find task

Task ID v Creation date v S3 bucket v Success count v

Pending count v

Failed count v

No bulk provisioning tasks are currently running at this time.
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aws iotwireless start-wireless-device-import-task \
--cli-input-json "file://task.json"

CtZ 2 task.json TtHo| 2EI=xE Eo{ELICtH

task.json2| E2EI=

{
"DestinationName": "Sidewalk_Destination",
"Sidewalk": {
"DeviceCreationFile": "s3://import_task_bucket/import_filel",
"Role": "arn:aws:iam::123456789012:r0le/service-role/ACF1zBEI"
}
}
O| BHES A-ASH 71X 27| 24 2| ID2F ARNO| EHEHEILICY.

"Arn": "arn:aws:iotwireless:us-east-1:123456789012:ImportTask/alb234c5-67ef-21a2-
alb2-3cd4e5f6789a"

"Id": "alb234c5-67ef-21a2-alb2-3cd4e5f6789a"
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"Arn": "arn:aws:iotwireless:us-east-1:123456789012:ImportTask/e2a5995e-743b-41f2-
ale4-3cabas5c5249f"

"Id": "e2a5995e-743b-41f2-aled4-3caba5c5249f"
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https://console.aws.amazon.com/iot/home#/wireless/devices?tab=sidewalk
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"Resource": "*"
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arn:${Partition}:iotwireless:${Region}:${Account}:${Resource}/${Resource-id}
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"Resource": "arn:aws:iotwireless:us-east-1:123456789012:NetworkAnalyzerConfiguration/
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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"Version": "2012-10-17",
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"Statement": [{

"Sid": "VisualEditor@",

"Effect": "Allow",

"Action": [
"iotwireless:CreateWirelessDevice",
"iotwireless:GetWirelessDevice",
"iotwireless:ListWirelessDevices",
"iotwireless:UpdateWirelessDevice",
"iotwireless:DeleteWirelessDevice"

1,

"Resource": "*"

}

MAo|= CreateWirelessDevice, GetWirelessDevice, ListWirelessDevices,
UpdateWirelessDevice 2! DeleteWirelessDevice U2 AIEE = Qe HEIE Bofste B
O| 3tL} U&LICH AWS loT FMe O|3HEt HIMEE RAHMoZ S &S0 FM CIHIOIAE MMStD

=

X4 B3 7|8 Mol A HEHS 7ME EOF ZA|E X|M5HK| HODE 0| ML HOF x| QAE X|
X5tK| of&LICH MAS APQXPOHHI 1748t 42 AFRAFE FA|X{QI HOF EA|QLICH IAM 3ol H
Bt BJRHS 4745} A3t o AlR| RARHO|A] AlREl HOF =7} HEHS A&LICH

AWS loT Mo AWS 2|3 2d=H

AR OF e g0 HetE F71e M HAME 2 &Mt JAECH AWSEE|I™E HAME AI85t
= 40| = Ha|gL|ct. Elof 22 HEtEt MB35t IAM T2 22| HAg MAste{ Azt ™
2 x|Al0| LR BILICH W2 A AlSHstE{m AWS BHEIE MM ALR5H EILICH 0] A= e QHkR{o
AL AL E CFRH AL XREe| AWS A Ho|M Al2E &= Ql&LICH AWS 2|3 Z=Hod| CHEF XEAIEH LY
222 IAM A2 AEHAMOMH AWS 22|38 MM E ZXFHM|I2

AWS MH|A K| 22| 2 AWSE 2|38 M3 Aol|o|EL|CH AWS EE[dE
&= Qg LICH MH|AMM MIHE F7F HEFS AWS 22/ HRol F71510 2R
Ct. O] R8Ol UO|O|EE= HAMO| HZAE ZE 2o QAFAEAH 28 L gghol M ELICH M
= MER 7|S0| AZE[HL M EfAZE AFSE = US [ AWS ZHE[H HAof 2
HIA= AWSE 2™ HHMo| M HEHS M7HSHK| et 7] HEol| H2 JE|o|ER QlH
X| et&Lct,

AWS Z 2|3 M 246


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

AWS loT Wireless TR 7H0|E

FAWSE o] MH[A o] ZFof CHEt 2|8 M E K| ELICH | & =0{ ReadOnlyAccessEt=
o] AWS J—FE|°=' HM2 2 E AWS MH|A 2 Z[AA00 CHE o177 M HMA HEtE MSELICH
A0IM M 7SS AIEFSHH AWSTE AR BFd &l BlAA0f CH g HetE FUtgELIcH &F

2
o 51} *E*E'S'% IAM AtE DA L] ZFoi 2reF AWS ZHE|E g H XM L.

1 E ﬂlﬂl F°"

I
_I
x4
o

AWS ZH2|3 M= AWSloTWirelessDataAccess

AWSIoTWirelessDataAccess HEE |AM IDO]| @13E &~ Ql&L|Ct.

O] M2 A=l X3 5H0| SendDataToWirelessDevice APIE AF&35+04 LoRaWAN 2!
Sidewalk C|HFO[AO] CIO|EE MMEE == U= HEHE F o LICt. AWS Management Console0| A
O] MA g E2{8H AWSIloTWirelessDataAccessE EQISHMI2.

« iotwireless — AWS loT £ C|O|E{& ZAA4EL|CE.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iotwireless:SendDataToWirelessDevice"
1,
"Resource": "*"
}
]
}
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{
"Version": '"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iotwireless:*"
1,
"Resource": "*"
}
]
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeEndpoint",
"iot:Publish"
1,
"Resource": "*"
}
]
}
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"Version": "2012-10-17",
"Statement": [

AWS EZ|™ ¥ 249


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSIoTWirelessLogging?section=permissions

AWS loT Wireless HeRE 7Hol=
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DescribelogGroups",
"logs:DescribelLogStreams",
"logs:PutLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:/aws/iotwireless*"
}
]
}
AWS 2|8 E3: AWSloTWirelessReadOnlyAccess
AWSIoTLogging HAE IAM IDO| HAZAE 4= U&LIC
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iotwireless:List*",
"iotwireless:Get*"

]I
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"Resource": "*"

AWS 2| H2: AWSloTWirelessGatewayCertManager

AWSIoTWirelessGatewayCertManager =& |AM IDO]| @1Z4E &= Ql&LICH

O] HA2 A E Xt ZHo| AWS loT QIBME M, LI & d-HE 5= Q= THEHS Fo4FLCt.
AWS Management Console0i|A O] S E2{M AWSIoTWirelessGatewayCertManagerE & Ql
StAIR

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "IoTWirelessGatewayCertManager",

"Effect": "Allow",

"Action": [
"iot:CreateKeysAndCertificate",
"iot:DescribeCertificate",
"iot:ListCertificates"

1,

"Resource": "*"

}
]
}
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"Principal": {
"Service": "iotwireless.amazonaws.com"
iy
Principal £d2 HE% & ™A & M7t CHS ol AleH 22 & Alo|o{oF gFLCt.
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iotwireless.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {}
}
]
}
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",

"logs:CreatelLogStream
"logs:DescribelogGroups",
"logs:DescribelLogStreams",

"logs:PutLogEvents"
"Resource": "arn:aws:logs:*:*:log-group:/aws/iotwireless*"

]I

OS2

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "",
"Effect": "Allow",

"Principal": {

"Service": [
iotwireless.amazonaws.com

]
},
sts:AssumeRole

"Action":
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"Effect":
"Allow",
"Action": [
"jotwireless:GetlLo
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"Resource":
[
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ol CHgt 21 =& RiZo|E et "Version":
gfLCt 2lAAE M C|HFO|A EE "2012-10-17",
= 2 AolEQI0IY 4 LTk "Statement": [
{
"Effect":
"Allow",
"Action": [

"jotwireless:GetRe

sourceloglLevel"
1,
"Resource":
[

"arn:aws:iotwirele
ss:us-east-1:12345
6789012 :WirelessDe
vice/012bc537-abl2
-cd3a-dooe-1f0e20c
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"Version":
"2012-10-17",

"Statement": [

"Effect":
"Allow",
"Action":

"jotwireless:PutRe

L

sourceloglLevel"
1,
"Resource":
[

"arn:aws:iotwirele
ss:us-east-1:12345
6789012 :WirelessDe
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"jotwireless:Reset
AllResourcelLoglLevels"

1,

"Resource":

"arn:aws:iotwirele
ss:us-east-1:12345
6789012 :WirelessDe
vice/*",

"arn:aws:iotwirele
ss:us-east-1:12345
6789012 :WirelessGa
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"Action": [
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"Resource":
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{

"DefaultlLoglLevel": "INFO",
"WirelessDevicelLogOptions":
[

{
"Type": "Sidewalk",
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"LogLevel": "INFO",

"Events":
[
{
"Event": "Registration",
"LogLevel": "DISABLED"
}
]
},

{
"Type": "LoRaWAN",
"LogLevel": "INFO",
"Events":
[
{
"Event": "Join",
"LogLevel": "DISABLED"
},
{
"Event": "Rejoin",
"LogLevel": "ERROR"
}

]
"WirelessGatewaylLogOptions":
[
{
"Type": "LoRaWAN",
"LogLevel": "INFQ",
"Events":
[
{
"Event": "CUPS_Request",
"LogLevel": "DISABLED"
1,
{
"Event": "Certificate",
"LogLevel": "ERROR"
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aws iotwireless update-log-levels-by-resource-types \
--cli-input-json Input.json

S ClHho|A& A FM Ho|Eolof CiEr 21 §ME AM7HstedH Chs BB S A~ LICH

{
"DefaultlLoglLevel":"DISABLED",
"WirelessDevicelogOptions": [],
"WireslessGatewayLogOptions":[]
}
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® Note

get-log-levels-by-resource-types @22 CloudWatch 2£0M 20 &2 &Y AM
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aws iotwireless get-log-levels-by-resource-types

ChS WS A update-log-levels-by-resource-types 2 k| sh %A 2Z HEE BHEtehL
Ct. o & E04, &M ClHtO|A 2O SME M7{E B get-log-levels-by-resource-typesE &5}
™ 0| (0l nullZE BtetELc,
{
"DefaultlLoglLevel”: "INFQ",
"WirelessDevicelLogOptions": null,
"WirelessGatewaylLogOptions":
[
{
"Type": "LoRaWAN",
"LogLevel": "INFO",
"Events":
[
{
"Event": "CUPS_Request",
"LogLevel": "DISABLED"
},
{
"Event": "Certificate",
"LogLevel": "ERROR"
}
]
}
]
}
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 { $.resource = "WirelessGateway" }
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» Uplink_Data
* Downlink_Data
F4M ClHtolA Sidewalk - S8
» Uplink_Data
* Downlink_Data
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H 2|AA £F L& O|HIE £=ZF0{|A INFO, ERROR, EE= DISABLEDS| 211 £Z& 2 EA|StEE 74
H

s & OlALICH © H2{H 23 &2 ERRORE MHFLICH. ERROR 21 &= 2| M AIX|0]

T AAH

o
rok
0
HL
N
I
0%
uﬂ
r
[ul

=

= Almfet o|R o
F4M HO|ES 0| E|l&aA0 20 §F2 CH3 O|HE |RFof et 27 &= U&LICH
+ CUPS_Request

HOIES 0|0 M A~ E|= LoRa Basic Station2 7|22 2 CUPS(Configuration and Update
Server)01| UO(0|E REE MEELICE O] O|HE fH€o| 2 FM Ho|EQ 0] E[&A0] CHEF CLI
EJIME M 23 $F2 INFOR MAM5IH 230i| CH21H 272 LI 0| EAIE LY

I L
. o|H+IE7+ MB35 loglevelO| INFOQ! 21 HIA|X|7F EAIEILICE HIAIX|ofE HOIE 0l &
Zl cups 8Eoi CHet MF HEL HOo|EQO| M HEI ZEELICH THE o= O E:L %

%% Hoi ELICt 23 52| logLevel & 7|EF E=of CHE REA[EF LHE2 AWS IoT 4

230 5F s ARt R,

"timestamp": "2021-05-13T16:56:08.853Z",
"resource": "WirelessGateway",
"wirelessGatewayId": "5da85cc8-3361-4c79-8be3-3360fb87abda",

"wirelessGatewayType": "LoRaWAN",

"gatewayEui": "feffff00000000e2",

"event": "CUPS_Request",

"logLevel": "INFO",

"message": "Sending CUPS response of total length 3213 to GatewayEui:

feffffo00000000e2 with TC Credentials,"
}

.+ 927} 9/= 72 logLevelO| ERRORQ! 21 & =0| EAIE|T HAIXK[o] 28 M &
It ZEELICH CUPS_Request O|HIEO| CHall 77 e = e AR o2
£ CUPS CRC =2, AWS IoT Core for LoRaWANO{|A{ H[O|ES0|2] TC Uri E Y%,
IoTW1relessGatewayCertManagerRole T2 EE FM HOIEQIO| BZEE VM2 = A
50| Ql&LIct CH2 oMl CRC & 23 g5 2o -’.S.-L—H:P Ol 2R E sliZAstE{H HOIE
=x| 2o

o
-‘HIOI HHEE #elsto{ 2HHE CUPS CRCE 3R

"timestamp": "2021-05-13T16:56:08.853Z2",
"resource": "WirelessGateway",
"wirelessGatewayId": "5da85cc8-3361-4c79-8be3-3360fb87abda",

"wirelessGatewayType": "LoRaWAN",
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"gatewayEui": "feffff00000000e2",
"event": "CUPS_Request",

"logLevel": "ERROR",
"message": "The CUPS CRC is missing from the request. Check your gateway setup

and enter the CUPS CRC,"

0l 21 #22 24 HOIEOI7H AWS IoToll ChEH HZS Q1B 57| QI8 2HHE ABME HBH
: :

= O =80| EuCl o| O|HE R&o| B2 M Ho|EHNO| 2|AA0 CHEt CLI

o
= LiE ol EA|ELICH

=X| 0 ol g
E MY M 20 +F2 INFOR MNsHH 20) ohan 22

« O|HIE7} HZ35lH logLevelO| INFOR! 21 HIA|IX|7F EAIELICH HAIX|OE QIZMID L F
| AlExtof CHEF MR HE7F ZEELICH CHE oMz ol 2O S8 Eo{ ELICH

M HolEQ0 5
23 =9 logLevel & 7|Et ZH=of CHE REMIEH LIE2 AWS loT FM W 20 =F HHS &
Z5tMlR
{
"resource": "WirelessGateway",

"wirelessGatewayId": "5da85cc8-3361-4c79-8be3-3360fb87abda",

"wirelessGatewayType": "LoRaWAN",
"event": "Certificate",

"logLevel": "INFO",
"message": "Gateway connection authenticated.

(CertificatelId:
b5942a7aee973eda24314e416889227a5e@aa5ed87e6eb89239a83f515deal7c,

WirelessGatewayId: 5da85cc8-3361-4c79-8be3-3360fb87abda)"

}

AlE|T HAIX[A 2F M2 HE7F 25
Z|L|C} Certificate O|HIEO| CHsH F 7| whAts L Heo| o2 HEE QSM D, B
M HolERo| Algxt = R M HOIERI0| AR} Q1B M ID 2hel EUR S0 AUALICH T+
o= HRE 244 AOIEHO| AEAZ I3t ERRORE RIS LICH 2R 8 siBst2d® Hol=

O| AHXIE =QlgfL|ct.

- @77t UE B loglevelO| ERRORY!I 21 E=0| &
kA 4

o]

A

=
S

"resource": "WirelessGateway",
"wirelessGatewayId": "5da85cc8-3361-4c79-8be3-3360fb87abda",
"wirelessGatewayType": "LoRaWAN",

"event": "Certificate",

"logLevel": "INFO",
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"message": "The gateway connection couldn't be authenticated because a
provisioned gateway associated with the certificate couldn't be found.

(CertificatelId:
729828e264810f6fc7134datf68056e8fd848afc32bfe8082beebs4116d709d9%e)"

}

M CiHolA 2T 83

O] MM = CloudWatch 2£0i| EAIE|E M CIHIO|A BAAN CHEF HE 2O = 5 URE
EoiELICt olz{8t 21 HA|X|2e] O|HIE %%8 LoRaWAN EE= Sidewalk C|HIO|AE A2 SHE K]
of2of et CHELICH 2 £ C|HIO|A BlAA EE= O|HIE 32 INFO, ERROR, == DISABLED2|

EO+ES EAMSES -_rLMs T S?,JQL—IEP.

(@ Note
2740i LoRaWAN 2! Sidewalk 41 HIEIHIO|E{7} S Aloi| & Z|o{M &= o ELICE O] AlLtE|
20{|A ERROR 21 &= uX|5t2{™ LoRaWAN EE= Sidewalk &M CIO|E{E X|HSHAMIL2.

LoRaWAN C|HIO|A 2O &=
LoRaWAN £ C|H}O|A S| 20 & F2 CIS O|HE Yo el EFE &= U&sLICH
« Join 2! Rejoin

LoRaWAN C|H}O|AE F 751 AWS loT Core for LoRaWANO]| ©4Z2€t [ C|HIO|AOIAM 313 O
O|E{E T&357| ol activation EEE join proceduregts ZZAMAE gtZl{ofF &FLICH Xt
Mgt LHE & AWS loT Core for LoRaWANO| £ C|HFO|A F7F EHHE EHZTSHAAIL.

O| O|HIE Q%o| AR M HOo|EQ 0| E|AA0 CHEL CLIE F+AME | 21 £F S INFOR MAst
M 230 ctga 22 W&ol ZAELUICH
O|HE 7} 4 Z5tH 1logLevelOl INFOQ! 21 MHIAIX|7} EAIELICE HIAIK|E =@ & 2|
al QO HEfof CHEF M HE7F ZEELICH CIS A= Ol 2O =2 2o FLICL 2O &
= 9| logLevel 2 7|Et HEof CHEt REAISH LI 2 AWS loT M 2 20 =& EHHE2 FESHA
O

-~

"timestamp": "2021-05-13T16:56:08.8537",
"resource": "WirelessDevice",
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"wirelessDeviceType": "LoRaWAN",
"WirelessDevicelId": "5da85cc8-3361-4c79-8be3-3360fb87abda",
"devEui": "feffff00000000e2",

"event": "Rejoin",

"logLevel": "INFO",

"message": "Rejoin succeeded"
}

- 277+ UE B2 loglevelO| ERRORY!I 21 E=0| EAIZ|T HIAIX|O| 2F ME HE7 £§
ElLItt Join 2 Rejoin O|HIEO]| CHal 771 M = U= B9 04I§'— &R El LoRaWAN
2™ MY Es EZE MIC(HAIX REE ZE) 7*)% SO0| A &L—I Ct. h:. 04|l of| -IE MIC ZAAt
E QR XU LRE Eo{ELICH 2R E SHASIE{H SHIE FE 7|E UM=K =QlStM L.

{

"timestamp": "2020-11-24T01:46:50.8834819892",

"resource": "WirelessDevice",

"wirelessDeviceType": "LoRaWAN",

"WirelessDeviceId": "cb4c@87c-1be5-4990-8654-ccf543ee9fff",

"devEui": "58a@cbh@00020255c",

"event": "Join",

"logLevel": "ERROR",

"message": "invalid MIC. It's most likely caused by wrong root keys."
}

» Uplink_Data & Downlink_Data

O|HIE R Uplink_Data= HO|2E7} LoRaWAN EE = Sidewalk C|HIO|A 0| AWS I10TE &
E M AWS loT F4147t ddst= HIAIX|of At ELICH O|HIE /% Downlink_Datai AWS loTOf

M R4 ClHH0lA R MAElE CheRla HAIXIS EEIE HIAIXIo) AFSELICH
O| O|HE R&o| A FM C|HIO|A0| CHEt CLIE MHE I 20 +F 2 INFORZ MAESEIH 20
Ct=at 22 L& 0| ZAIELICEH
- O|HIET} 4B 35t™H loglLevelO| INFOR! 2 MIAIX[7F EAIELICEH IIHIMXINIE MEE Y33
= 233 HIAIRIe] & B & M Cldto|A AlEEXtol CHEH M2 HETF Z&EELICH CHE 2
Sidewalk C|HFO|A0f CHEt O 21 &S 2| 0 & 20 ELICH 21 &S 9 logLev 13 7|t 2
off CHEF XEAIBH LI 2 AWS loT M 2 20 =& HHS F XM L.
{
"resource": "WirelessDevice",
"wirelessDeviceId": "5371db88-d63d-481a-868a-e54b6431845d",
"wirelessDeviceType": "Sidewalk",
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"event": "Downlink_Data",

"loglLevel": "INFQ",

"messageld": "8da@4fa8-037d-4ae9-bf67-35c4bb33da71",

"message": "Message delivery succeeded. Messageld: 8da@4fa8-037d-4ae9-
bf67-35c4bb33da71l. AWS IoT Core: {\"message\":\"OK\",\"traceId\":\"038b5b05-a340-

d18a-150d-d5a578233b@9\"}"

}

« 277} %= B2 loglevelO| ERRORY! 21 &= 0| EAIZ|T HAIX|0 2F ME HETJI =&
Zlo| FE lZA5t= ol =30| ElLICt Registration O|HIEO| CHSH @ F 7+ &g = e
ZeoloZE 215 BX, R25x| L LS B2 o, Ho|ZEE A5 ste L ST 4
e 8%, X|HEl IDE Ar835t04 44 CIHIO|AE & E £ gie 82 S0| U&LICH CHE o= O
AXIE AMeElste Set &dliste Het @ JTE Eo{ELCt

{
"resource": "WirelessDevice",
"wirelessDevicelId": "cb4c@87c-1be5-4990-8654-ccf543ee9fff",
"wirelessDeviceType": "LoRaWAN",

"event": "Uplink_Data",
"logLevel": "ERROR",
"message": "Cannot assume role Messageld:

ef38877f-3454-4c99-96ed-5088clcd8dee.
Access denied: User: arn:aws:sts::005196538709:assumed-role/

DataRoutingServiceRole/6368b35fd48c445¢c9a14781b5d5890ed is not authorized
to perform: sts:AssumeRole on resource: arn:aws:iam: :400232685877:role/
ExecuteRules_Role\tstatus code: 403, request id: 471c3e35-f8f3-4e94-b734-
c862f63f4edb"

}

Sidewalk C|HIO|A 21 &5
Sidewalk C|H}O|A Q| 21 =22 C}2 o|HIE Qo] et EFe £ Ql&L|Ct.

* Registration

O 21 =2 AWS loT F Mol §538t= ZE Sidewalk CIHIO|A 2| HEHE ELIE{RSE O =
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20| ElLC}. 0| O|HIE S35 0o| A =M C|HIO|A 2|AA0| CHEL CLIE 2ME M 21 TS
INFOZ A%5t 7 logLevelO| INFO 2! ERRORQ! 21 HIA|X|7F EAIEILICH HIAIX|ols AIRHEE]
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CH22 23 £F0| INFOQ! 21 HIA|X|of CHE | & E0odFELICH 23 59| loglevel & 7|E}
Zoof cHEt REAIEH LHE2 AWS loT 4 2 21 =& B S FESAMR.
{
"resource": "WirelessDevice",
"wirelessDeviceId": "8d@b2775-e19b-4b2a-a351-cb8a2734a504",
"wirelessDeviceType": "Sidewalk",
"event": "Registration",
"loglLevel": "INFO",
"message": "Successfully completed device registration. Amazon SidewalkId =
2000000002"
}
« Uplink_Data & Downlink_Data
Sidewalk C|HFO|A 9| O|HIE 2% Uplink_Data % Downlink_Data= LoRaWAN C|HIO|A

e O|HIE R FARTLICH RtMEH LIE2 LoRaWAN C|HIO|A 27 250 CHaH A "E*%ﬂﬂ

Uplink_Data 2! Downlink_Data EHHE & X &tMI2.

CHS EHA

SIAA CHEH 20 &858 E= Wi AWS loT 40 Cist 224 4388t £ CloudWatch &
HME =AeCigst 2O ES2 2= YHS H
ME 4= UX|BF CloudWatch Insights& A 2|2 A
8t LI 2 CloudWatch RIAIO|EE AF830{ AWS loT 40| 21 EE3 B R ZSHAAIL.

CloudWatch QIAIO|EE AI273504 AWS loT 40| 21 ZEE

CloudWatch LogsE AFE3504 HEf E3d42 e = UKX|2 CloudWatch RIAIO|EE AtE 5104 Of
ZZ/7o|Mof et HE| E3AE 2Ot 20X o 2 MMstT A8t 0| E&LICH

X CloudWatch 21 1 &2 AM835l0{ E20MH ED =52 E= O A2 &= U= ChLE 2lAAa
1 i O|HE 93 al 27 £&Fof CisH ol-o|.|=|'— 70| E |

T o =

£0|AM AWS loT 21 27|

I

CloudWatch Logs 2IAFO|E

CloudWatch &£ 0l M CloudWatch LogsE /aws/iotwireless2b= 21 &0 LFEFLICH CloudWatch
LogsOil CHEF RFMIEH LHE 2 CloudWatch LogsE & X 35HAIL.
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LoRaWAN HO|E 90| EE = Sidewalk C|HIO|A QL ZH2 EH E|AA Ko CHEH 28 EAISHE O
T 20| &l #H2IE otE £ 9 &LICt o E £0] Sidewalk C|HFO|A0] CHEF HIA|X|TH EA|ISIEE
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Field Value

@ingestionTime 1623894967640

@log 954314929104: /aws/iotwireless

@logStream WirelessDevice-
Downlink_Data-715adccfb34170214ec2f6667ddfal3cb5at2c3ddfc52fbeee@e554a2e780bed
@message {
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"resource": "WirelessDevice",

"wirelessDevicelId": "3b058d05-4e84-4ela-b026-4932bddf978d",
"wirelessDeviceType": "Sidewalk",

"devEui": "feffff000000011a",

"event": "Downlink_Data",

"logLevel": "INFQ",

"messageld": "7e752al0-28f5-45a5-923f-6fa7133fedda",

"message": "Successfully sent downlink message. Amazon SidewalkId =
2000000006, Sequence number = Q"
}
@timestamp 1623894967640
devEui feffffo00000011a
event Downlink_Data
logLevel INFO
message Successfully sent downlink message. Amazon SidewalkId = 2000000006,
Sequence number = 0
messageld 7e752a10-28f5-4535-923f-6fa7133fedda
resource WirelessDevice

wirelessDeviceld 3b058d05-4e84-4ela-b026-4932bddf978d
wirelessDeviceType Sidewalk

EXM HA|IX| EEE= OHIE EA|

EYE HAIXIE EAlstz O|HET} dhdist AI7|E 2H&EetE ol =&0| &le #HEIE BHE &+ UA&LICH
o & £01 LoRaWAN F41 C|HtO|AMM CH2 3 HIAIX|7t MEE AIZ7IE &elsitdH oS #HEIE
stn 2| d™S MYELICH o] A2 XM sied™ MES MEfgfLICH

filter @message like /Downlink message sent/

2207t MYEIH CHR -3 HAIXIZH 4 ClHtolA0 AT R MEEINS Mol EHYAIE Hod
FE AE 23 Yol EAIEILICH ool 4 ClHolA0 MSE CHR YT HAIXIZ A B2 o
Y3 WXL HEE Al EAISHE T IS4 ZE EAELICH 22 21 Hol A1 5 3LHE
24 ste Z20l o8 HoiFLICH T CHe=E HAIKIH MSEIX o2 2 2HE ClHTE £ 2
T2 HAIX|7H HSEIR| b2 Fo0l THEt ZTHet EASIES AEl8 £ 4 gLt

Field Value

@ingestionTime 1623884043676

@log 954314929104 : /aws/iotwireless
@logStream WirelessDevice-

Downlink_Data-42d0e6d@9bas4d7015f4e9756fcdc616d401cd85fe3ac19854d9fbd866153¢c872
@message {
"timestamp": "2021-06-16T22:54:00.7704938632",
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"resource": "WirelessDevice",

"wirelessDevicelId": "3b058d05-4e84-4ela-b026-4932bddf978d",
"wirelessDeviceType": "LoRaWAN",

"devEui": "feffff000000011a",

"event": "Downlink_Data",

"logLevel": "INFQ",

"messageld": "7e752al0-28f5-45a5-923f-6fa7133fedda",

"message": "Downlink message sent. Messageld:
7e752a10-28f5-45a5-923f-6fa7133fedda"
}
@timestamp 1623884040858
devEui feffffo00000011a
event Downlink_Data
logLevel INFO
message Downlink message sent. Messageld:
7e752a10-28f5-4535-923f-6fa7133fedda
messageld 7e752a10-28f5-4535-923f-6fa7133fedda
resource WirelessDevice
timestamp 2021-06-16T22:54:00.770493863Z

wirelessDevicelId 3b058d05-4e84-4ela-b026-4932bddf978d
wirelessDeviceType LoRaWAN

CH= EHA
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Resource ZlAA S
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AlstEdsd Bx{ C|HFO|A7F AWS loT C|HFO|A HO|EQ oo 945101 MQTT O[HIE
M2 At2SHoF BL|CH EBt AE st FA| TE{E S 8HoF &LCt.

Che 2 Chebst P44 O[HIEofl CHEH LIS 4 AlsHs ol B8t &30l oot

"Version":"2012-10-17",
"Statement":[{

"Effect":"Allow",

"Action":[
"iot:Subscribe",
"iot:Receive"

1,

"Resource":[
"arn:aws:iotwireless:region:account:/$aws/iotwireless/events/join/*",
"arn:aws:iotwireless:region:account:/$aws/iotwireless/events/

connection_status/*"
"arn:aws:iotwireless:region:account:/$aws/iotwireless/events/
device_registration_state/*",
"arn:aws:iotwireless:region:account:/$aws/iotwireless/events/proximity/*"

[

FM o|HIEoo| CHEF MQTT =X A

of CHE O|HIE LIS HLi7| 2I8H AWS loTE EEd($) 7IS 2 AlZSt= MQTT ol FX|
248t o E FRIE AASt T FSE = U&Uch 2L 23 7122 AlEstE M
.|
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(@ Note
MQTT FAM= AWS Aol EX5tH arn:aws:iotwireless:aws-region: AWS-
account-ID:topic/Topic BAIE ALSELICH RtAIEH LI&2 AWS loT 7HE A} LA 2]
MQTT =XE & ESHMIL.

FMClHOlA8 2R ofofEl MQTT FHIE O dAle A E LU
.« Blas FE FA
O[24EF =M= AWS loT F40f 228t AWS A "ol /= S8 #82| 2las0 25 HEELC

$aws/iotwireless/events/{eventName}/{eventTypel}/{resourceType}/resources

. AIH#M. AK Xx.”

o218t FHIE 2laa AExtof ofsH XIHE CHE AWS loT F Mol 2E 8 AWS A™of = &
fEol UL glaro| MSELCH

$aws/iotwireless/events/{eventName}/{eventType}/{resourceTypel}/
{resourceldentifierType}/{resourceID}/{id}

>
|u]

bl

Blas g AEX +Z=0| FHof CiEr REME L8 2 OHE 748 MME R otA 2.
CHE EolM= CHE e o|HIE | CHEF MQTT X2 o & EoiELICH
O|HIE L MQTT =X

Event MQTT A ¥

ik

a

Sidewalk C|H}O| « BlAA £

M4

=S| - {eventType} 2(&)registered E&=

A SE AEY provisioned & & U&LICH
$aws/iotwireless/ o
* {resourceType} () sidewalk_
events/dev
, , accounts £ wireless_devices &
ice_regis

= A&LCt.
tration_state/ T R

{eventType}/ « {resourceID} = sidewalk_
sidewalk/w accounts 2| 3% amazon_id ,
wireless_devices 2| A wireless_
device_id @IL|C}.

ireless_devices

S

T4 o[HEo] CHEF MQTT FH| &4
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JHeER 7Hol=

Event MQTT A

. ARt £F FH

$aws/iotwireless/

events/dev
ice_regis
tration_state/
{eventType}/
sidewalk/{
resourceTypel}/
{resourceID}/

{id}

2las =& FH

[

Sidewalk 274 .

$aws/iotwireless/

events/pro
ximity/{e
ventType}/

sidewalk/wireless

devices

. ARt 7 FH

$aws/iotwireless/

events/pro
ximity/{e
ventType}
/sidewalk/

{resourceTypel}/{r

esourceID}/{id}

o2t
o

{eventType} 2(=)beacon_di
scovered EEE beacon_lost & = USE

LICE.

{resourceType} 2(&)sidewalk_
accounts EEE wireless_devices &

- A&LICH

{resourceID} &= sidewalk_

accounts 2| A< amazon_id ,

wireless_devices 2| AR wireless_

device_id ¢JL|C}.

F O|HE o CHEF MQTT F&| SA
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JHeER 7Hol=

Event MQTT A

LoRaWAN Z Q| o BloaA

=X

M4

$aws/iotwireless/
events/join/
{eventType}/
lorawan/wirel
ess_devices

. AI|:|=|K|. /\X Xx.”

$aws/iotwireless/
events/join/
{eventType}/
lorawan/wirel
ess_devices/
{resourcelID}/{i
d}

LoRaWAN H|0| . BlaA$
Ego] 44 AEf

|

M4

$aws/iotwireless/
events/join/
{eventType}/
lorawan/wirel
ess_gateways

. Ayt £F FH
$aws/iotwireless/
events/join/
{eventType}/
lorawan/wirel
ess_gateways/
{resourcelID}/{
id}

ot

* {eventType}

a

2 join_req_0_receive
d ,join_req_2_received E&
join_accepted U= U&LICH

{resourcelID} 2(c)wireless_
device_id & dev_euid = JU&LICH

{eventType} (&) connected EE&

disconnected & & &LIC.
{resourceID} 2(=)wireless_

gateway id &= gateway_eui Y=

I\A = I’lEI--

T4 o[HEo] CHEF MQTT FH| &4
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KEMIEH LI®2 LoRaWAN Ela20] CHE O|HIE 23| U Sidewalk 2l4 A0 CHE
!

IHE A =X T otLtol HIAIKIZ7F AAZIH SBIS A LT XEA|

ro
o

)

o
>
S
()]
)
_|
X
3
Pl
re
x
lo
=
)
_|
_|
k=)
19
=K
Pl
M
ik
P
g'l_l
=
fo

EM B|AA0 O|HE A2

OOt FH 0| TS AL HAIXIS 4415t 2{H K| O[HE 222 ALBSHE S MusHo}
ol

=
2|3 AWS Management ConsoleO|L} AWS loT £41 API EE= AWS CLIE AF8E = &Lt

ojHE 74
EMY Yol &5t ZE 2lAA T JiH FM 2lAA0 Cift RIS EUHES O|HEE 748 £

AELICH BElAaA K82 M HO|ERO|, Sidewalk IHEL] H"H EE= LoRaWan E = Sidewalk C|Ht
OlaY &= = F4 ClHtO|AY &= /U&LICt F4d ClutolAof CHa &-ElE = /U= O|HE |
CHet REM[EH LHE 2 LoRaWAN E[AA O|HIE |3 S Sidewalk E[AA0| OHIE R MME FHES
M.

Hd
rin
L
k>
>

Edelas 0l £5H= AWS HH LS| 2E ElAALZ2 OHES| AR Y20 £ &
Mste 4= &LCt 0l & £04, AWS IoT Core for LoORaWANS Z 2§t ZE LoRaWAN 0| ES
Olo| A& HEl HE A E LEiF= o|HEE &d3te = A&LICH ol2fEt OHEE 2LIE{ZstH
2las E59| £ LoRaWAN H|O|E 0|2 40| Z0{XK|7HLE AWS 7|”H LH2| 0424 Sidewalk C|HF
O|Aof CHsH HIZO| £4El= ¢ L& &= ol =0l ELIch

HE 2laa

O|HE FA40] 7 LoRaWAN 2! Sidewalk 2| AAE F7JI5l1D
LICt Ol H slH EH | 7Y 2[AAE BLIEHEE £+ QU
Sidewalk C|H}O|AE Ao F7I5t1 0|48 2|laA0 C

CHet ZBlS &E = AU&Lich

M olHIE CHEt 22 291


https://docs.aws.amazon.com/iot/latest/developerguide/reserved-topics.html
https://aws.amazon.com/iot-core/pricing/

AWS loT Wireless TR 7H0|E

| A
=4 57

LoRaWAN EE = Sidewalk 2|AA0= O|H
A

=2
= =
Mgt L2 FM o[HIE L3 41 HA EHpE B RSHAAL.

AWS Management Console2 AM&30{ &2l &3}

Z&0M O|HE HAIXIE &/d3t5l24™H AWS loT & 2| A% (Settings) B0 LoRaWAN 2!
Sidewalk O|HIE 2F2l(LoRaWAN and Sidewalk event notification) 49 2 O|S & L|C}.

EH BlaA R £5t= AWS AH Lol ZE BlaAo| ChEt g2l0| SRS E43t5tn 2 LE
e = UAsLICh
D E glaAo CHE 2SS E-stete WY

1. LoRaWAN 2! Sidewalk O|HIE 2 2l(LoRaWAN and Sidewalk event notification) MMM 2
2| AA(All resources) B 2 0|5 509 £ (Action)2 MEHSH IS O|HIE #HE|(Manage
events)E& ME4ELICEH
2. ZLIE{2E o|HEE &d5}8t I3 O|HIE O|0|E(Update events)& MEAELICE S O[HE
E O o4 2LIEZSHK| oo 2{T Z (Actions) S A1E45t 1 O|HIE HZ|(Manage events)& &4
gt = 8T O|HIEE HIZ HstELCt

S0l 5t AWS Al™™ L2l 7iE 2[AAo0f CHE Y Eo| A5 g d3tstn ZLE
L|CF.

zo [>
lI|> Jo

l_l

mer o2
4 o

b

o im

e 2|AA0| CHEr 222 EAdS 6= Hhid

—

LoRaWAN 2! Sidewalk O[HHE 2F&l(LoRaWAN and Sidewalk event notification) 4404 A =24
(Action)2 ME4SH C}S BlAA FIHAd resources)E MEHEFLICE.

2. YRS EE 2laAQ O|HIEE MEHEFLICE

_'_

a. LoRaWAN Z|&A(LoRaWAN resources)?t Sidewalk 2|4 A (Sidewalk resources) & 0{FE 2|
A0 CHEF O|HEE ZLIEZE K| MEHEFLICE.
b. 2l&A fFol et 2[AA0 CHsH &-35tsteis O|HEE MEIE £ &LICH O/ o Of
3t O|HIEE #5511 L2 2 = ULt MEl &=
« LoRaWAN EZ|AA(LoRaWAN resources): LoRaWAN C|HFO| A0 CHEt
= LoRaWAN H|O|E||o[of| CHEt @42 4 El(connection status) O|HE
L|CF.

[}
4>
B
n
N
©
N


console.aws.amazon.com/iot/home/settings/
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« Sidewalk 2|AA: Sidewalk IFE L4 & L Sidewalk C|HFO|A 0] CHSH C|HIO|A S5 AEN,

2 o|HE &= & CHE &d3te & &Lt

3. MEfst Elas R A o|HEO et ZLIEZE F4M C|HIO|A EE= HO|ES0|§ ME{ELICEH
2 E 2|laAo0f cHal xICH 250702 2|AAE MENE = & LICEH

4. HNZ(Submit)2 MEHSI0 B|AAE FILELICEH

FItsteE BlaAs 2£9 LoRaWAN 2 Sidewalk O|HIE 2F2l(LoRaWAN and Sidewalk event
notification) A0 A MQTT FA[2 & 2|44 |3 Bl EA|IELICH

« LoRaWAN Z 2l(LoRaWAN join) O|HHIE 3! Sidewalk C|H}O|A0f| CHEH O|HE = 2&£9| 44 C|HIO|
A (Wireless devices) 4440 & A|E|L|Ct

« LoRaWAN H|O|E 0|0 CHE 2422 4 El(Connection status) O[HE = F4 H O|E | Ol(Wireless
gateways) AMoi| E A& L|C}.

- Sidewalk A0 CHEt C|HIO|A S5 AEH(Device registration state) ! 2 & (proximity) O|HE =
Sidewalk 7| (Sidewalk accounts) Bi0{ E A|EILIC}.

MQTT Z2t0|AUEE AL835to A 75

OHEE BE Z|4AQ ¥ BlAA § 0= FHoi| CHsH EMstFH=X[of e &dsHEt O/HEE
MQTT £t &7H 2£9| ZE 2laA(All resources) B EE= X|HE 2lAA FEo| &Hoi| T AIELICH
« MQTT &AM & 5tLtE MEistHE 32 MQTT 22+0|ER 0|5 35104 0248t FANE 755t HIAIX]

e+ A&LICH

-

- O3 O|HEE F7I8t 32 02| O|HE FHNE 7551 T &=of CHEt &2 22 = UsL
Ct. o2 XM E 7 55t2dH =N E MEHSI T ZH(Action)2 MEHEH OIS 75 (Subscribe)2 MEE!

LICE.

AWS CLIE AlE35lo{ &2 &M3t

9'|_|
o
ol
0z
2
m
b
>
i
1
M
o
1
20
I
L

AWS loT F41 APl EE= AWS CLIE At85to{ O|HEE T4
Ct.
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Ed 2las R 45t= AWS HHo ZE 2lAhAof Cha 22lg Edststn
UpdateEventConfigurationByResourceTypes APl fE= update-event-confiqguration-by-
resource-types CLI BEE A& 5104 ZLIEHZE = U&LICt o

aws iotwireless update-event-configuration-by-resource-types \
--cli-input-json input.json

input.json L&

"DeviceRegistrationState": {
"Sidewalk": {
"AmazonIdEventTopic": "Enabled"

I
"ConnectionStatus": {
"LoRaWAN": {
"WirelessGatewayEventTopic": "Enabled"

(® Note
BE ZMSE(")= WEEAl()E o|AaF ol = EL|CE.

GetEventConfigurationByResourceTypes APIE
0

&35} 7{L} get-event-configuration-by-
resource-types CLI HHES AI&35t0{ $xY E

TEE 7IME + U&LICh o

=
Ll

aws iotwireless get-event-configuration-by-resource-types

HIHH
o H

s

(o]l
rir

JHE 2lasof CHEr S #YSt

APl EE= CLIE AE5t04 O|HIE F4of 7HE 2|AAE FIIstT HAIE O|HIE |3 Ko
524 UpdateResourceEventConfiguration APIE St 7Lt update-resource-event-
configuration CLI &2 AFSELICE of:

=
—e

M3

aws iotwireless update-resource-event-configuration \
--identifer 1ffd32c8-8130-4194-96df-622f072a315Ff \
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--identifier-type WirelessDeviceId \
--cli-input-json input.json

input.json L&

{
"Join": {
"LoRaWAN": {
"DevEuiEventTopic": "Disabled"
I
"WirelessDeviceldEventTopic": "Enabled"
}
}
(® Note

2E ZMIBE(")= WHeehAl()Z o|aFH ol ZFLICH

GetResourceEventConfiguration APIE £&5t7{L} get-resource-event-configuration CLI
BHE AE5H04 TR O|HIE FHE 71X £ U&LICE of:

aws iotwireless get-resource-event-configuration \
--identifier-type WirelessDeviceld \
--identifier 1ffd32c8-8130-4194-96df-622f072a315f

O|HE Fd Lt

AWS loT F API EE= AWS CLIE AH&38tod 5tLtE O|& 2| O|HE X7} &8l E o|HE FdE
Ltder = Q&L £MHE LEQE3HE{™ ListEventConfigurations APl 2] EEE& 1ist-event-

configurations CLI @& ALSELICEH of:

aws iotwireless list-event-configurations --resource-type WirelessDevice

LoRaWAN Z2|A A0 CHst O|HE & Z

AWS Management Console B2 = AWS loT FM API 21212 S35 LoRaWAN C|HO|A 2 HO|E9)
olof CHEt O|HIEE & £ U&LICH O|HE it &Elg SM3tst= Yol CHEt RhAlEH LHE =2

[
— =
AWS loT F440f CHet O|HIE 2 Z| 3 FM E[AA0 O[HE AIS BH3E FHZESIML.
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LoRaWAN Z|AA OHE 3

LoRaWAN Z|AA0 AFEE £ Q= O|HE = CHS1F ZH&LCH

« LoRaWAN LC|HFO|A QS| =0l O|HIEof CHEH YLEiF =
for LoRaWANO| ZQI5t7HL} R 0 EE= & 29| A=l
« LoRaWAN HO|E0[|Q] @1 MEH7} A E= A4 SHA|Z AT e
oI|_|[_-_|.
= .

CHS MMofl= LoRaWAN EZ|&~A 0| O|HIEof CHEH REMIEH HE T et E[of J&LICH

1

« LoRaWAN =2l o|HIE
« 044 ME{ O|HE

LoRaWAN X ¢l O|H E

AWS loT Core for LoRaWAN AWS loTOl| 2 2 =5t = LoRaWAN LC|HFO|A0] CHEF =2l O|HE
2l HIAIXIE HAIE & U&LICH X OHEE R0 EE R 29 Xl EE= AZEQI 20|

Z|1 C|HFO|A 7} AWS IoT Core for LoRaWANO]| Z=QIE|H 2t g{& |},

ZQl O|HIE A5 diAl

™

Il AWS IoT Core for LoORaWAN
sistL|Ch 224™ CIHFO|A 7 A

AWS loT Core for LoRaWAN2 Z LoRaWAN C|HIO|AE 2EE/E
AWS loT Core for LORaWANS Al235l0{ C|HIO|A Q| ZQI MiIE =&
88 £ U E M43t En Y23 HAIXIE TS0 AL 7} LIEHE = */&LICt ClHhO|A Tt

Z Q=™ C|HFO|AQF AWS IoT Core for LoRaWAN 7Hoi| 42!3 2 CHR 213 HAIXIE T &HE = Us
|,|c+ ClHFO|A 2E2lof CHet REAM|I8H LI 2 AWS loT Core for LoRaWANO| C|HFO|A 2 2 &l MM

xI-X°|.A-||O

OIF
9'|_|
o mo 4>

7} AWS loT Core for LoORaWANO{| Z= Q1% = = =
ClO|HIEY Mgt RE 0 Ee 8 20| MMZQl 2FHo| =412 mWet ol ===

| &
Edtx
22 2hA Eulch

C|HIO
|. CC
I.

LoRaWAN Z= QI O|HE A5}

LoRaWAN Z QI oflef F=A|o| +5 A7t HIAIX|E = 415t24H AWS Management ConsoleO|A EE&=
APILt CLIE AtE35to aliF F=A|of CHEt O|HE &2 ALSst =5 d™stoF & L|Ch AWS Ao {4
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£ ZE LoRaWAN EZ|&A = UF 2|40 CHsl O|2fet O|HEE
O|HIEE & dstot= Yol CHEt RtAIEH LIE2 F4d 2[4 20 O

LoRaWAN O|H Eof CHEt MQTT A &4

LoRaWAN C|HIO|AZ 9o 2 of 2= MQTT =Xl OS2 3342 Al2st
AWS H X0 SEE 2 E LoRaWAN C|HIO|A T} LIS 82 £ Q1L

- ZlhA =FE FA

[

$aws/iotwireless/events/{eventName}/{eventType}/lorawan/wireless_devices

. AR R

$aws/iotwireless/events/{eventName}/{eventType}/lorawan/wireless_devices/
{resourceID}/{id}

fIxl:
{eventName}

{eventName}2 joinO|0{0F §fL|Ct.

{eventType}

{eventType}2 CtS1t Z&LICH
* join_req_received
 rejoin_req_0_received
 rejoin_req_2_received
* join_accepted

{resourcelD}

{resourcelD}= dev_eui EE& wireless_device_id¥ &= QU&LICH.

[9
<0}
o3t
mjo
4>
Ju
ok
8

of, Ct2 =ANE -_rL—| 5t04 AWS IoT Core for LoRaWANOI A C|HFO|A S| =
ot

$aws/iotwireless/events/join/join_accepted/lorawan/wireless_devices/
wireless_device_id/{id}
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+ AUEFIE ZXHE A8 Sto] SAlol o] FHE 7S s UELICH + AUEFIE EXHE O
L

FH et Zol e 2AE XSt =&EQ| 2E EXE x(IF
$aws/iotwireless/events/join/join_req_received/lorawan/wireless_devices/

wireless_device_id/+

(® Note

oI FHE TS57| 5 AUSTE B} 42 ASY 4 HBLICH

T TS5 Al + dLEFtE ALZ0f 28t XEMIEF LI 2 AWS loT 7JHE AF QLA 2| MQTT FX| ZEEE
=

AR EHM| 2.
LoRaWAN Z=©Q! O|HIEof CHEF HIA|X| HO|2ZE

CFH2 2 LoRaWAN Z0l o|HI Eof CHEt HA|X| HO|ZEE E0{ELICI.

{
// General fields

"eventId": "string",

"eventType": "join_req_received|rejoin_req_0_received|rejoin_req_2_received]|
join_accepted",

"WirelessDevicelId": "string",

"timestamp": "timestamp",

// Event-specific fields
"LoRaWAN": {
"DevEui": "string",

// The fields below are optional indicating that it can be a null value.
"DevAddr": "string",

"JoinEui": "string",
"AppEui": "string",

HOo|ZE0|= CtS1t 22 40| Z&EL|CH
eventld

AWS loT Core for LoRaWANO]| 2|5l MM El 1R 8t O|HE |ID(EAF) IL|Ct.
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eventType
2f st O|HIE S| RYPULICH O gt & st == /U&LICH
« join_req_received: O| == EUI I2}0|E{ JoinEui & AppEuiE E AR LICH.

 rejoin_req_0_received
* rejoin_req_2_received
* join_accepted: O| == NetId & DevAddr2 EAIELICEH

wirelessDeviceld

LoRaWAN C|H}O|A 9] IDRIL|CE.

timestamp

O|HE T} g3t Al S| UNIX Et AR QIL|CH.

DevEui

C|HtO|A 2f|0l& E&= ClHo|A B Aol = ClHtolAe| TR AERlL|CH

DevAddr & EUI(ATEH AM&H

Zic = MEIX C|HO|A FAQ EUI Tt2tO|E{ JoinEUI EE&= AppEUI LICE

o474 ALE{ O[HIE

AWS loT Core for LoORaWANZ AWS loTOl| 2 2 &l5t= LoRaWAN 70| E2{0loi| CHEF @37 &FEH O|H
EE 22|= HAIKIE HAIE £ A&LICH LoRaWAN HO|E0|o] 94728 AtEf7} @472 == 44 sHA|
2 HAE|H BT = A4 HEf O[HE,

o474 AI'EH Oll:l |E Xﬂl‘% I:él'Aﬁl

AWS |loT Core for LoRaWANO{| HO|E?||0|E 2EZE & HO|ER|O|E AWS loT Core for
LoRaWANO] @385t @1 AEHE & QlE = QU&LICH O] O|HIE= HO|EQo|o] 14 AEf7I A4
= A SiK 2 HAE|H 22dELL|CH AWS loT Core for LoORaWANO] HO|EQ0|1E 2E T 4l 47
= ghedof CHet XEAM|SE LH2 2 AWS loT Core for LoRaWANO] HO|EQ| 0| 22 & 2 LoRaWAN 7|
EQO|E o5t o MEHE =QlIEL|CH MME R ESHMS.

C

LoRaWAN #HO|E9{o|of CHEF MQTT =X &4

LoRaWAN HO|E9|0|& 2= ofofE MQTT FXl= ChE A2 AFSELICH ol FHE 758 32
ol
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$aws/iotwireless/events/{eventName}/{eventType}/lorawan/wireless_gateways
o AR FA:

$aws/iotwireless/events/{eventName}/{eventType}/lorawan/
wireless_gateways/{resourcelID}/{id}

I

{eventName}

{eventName}2 connection_statusO0|0{0}F §L|Ct.

{eventType}

{eventType}2 connected EE= disconnected® = U&LICH.

{resourcelD}

{resourcelD}= gateway_eui == wireless_gateway_id¥ & U&LICH.

o€ E0q, C}S FTHME 755101 ZE HO|IEHO|7} AWS IoT Core for LoRaWANO{| @1ZEEl FAL O|H
E 2Z2lg 8tg £ QlaLct

$aws/iotwireless/events/connection_status/connected/lorawan/
wireless_gateways/wireless_gateway_id/{id}

+ FUEIE BRE ALG S0 SAIO] of2] FHIE TS E 25 UALIC + FYUSIE EXHE OF
| %

FHet ZolsiY EXE Xefste +EL2 ZE EAMEL Y

$aws/iotwireless/events/connection_status/connected/lorawan/
wireless_gateways/wireless_gateway_id/+

(® Note

otE FME F56t7] Qo AU=TIE 2R #2 A E £+ iaLICH
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4 el o|HEO| CHE HAIX| HO|ZE

ct 4 ¢ Ef o|HEoi CHEt HIAIX| HO|ZEE Ho{FLICH

il
rlo

{
// General fields

"eventId": "string",

"eventType": "connected|disconnected",
"WirelessGatewayId": "string",
"timestamp": "timestamp",

// Event-specific fields

"LoRaWAN": {
"GatewayEui": "string"

HolzE=ol= ChEa &2
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eventld

AWS loT Core for LoORaWANO]| 2|5l AHAd

rﬂ
Kl
=0
rok
(@]
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e
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o

eventType

dr st o|HIE O| R ULICH J7Hs 8 242 connected EE= disconnected 2LICH

wirelessGatewayld

LoRaWAN 70| E¢]0|2| IDRILIC.

timestamp
O|HIE 7} Shali3t A4 o| UNIX EF AR QI |C,
GatewayEui

AHO|ESol ellol& E& HOIES/ ol ©BMo| U= AHOIEHO|e] 17 AERLIC

Sidewalk 2| AA0 CHEt O|HE &2

dewalk C|HIO|A L mE L4 7| & of|
gdFeqod| CHSF RFAIEF LH2 2 AWS
M2 MMHE ZESIMSR.

AWS Management Console 2= AWS loT £ API 242 &3l
A
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CHE OIHIEE 28l o~ U&LICH O|HE BT AdBS Hd3tete

loT £ 440l CHEt O|HIE B I M E|AL0] OHE
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Sidewalk 2| AA Q| O|HE £3

Sidewalk Z|AAM AIEE = = O|HIEE= CHSTF Z&LICH

« C|HIO|ATZ} SEE|0{ AF
C|Hfo|A O|HIEQIL|CE.
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H
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=| 429} ZH0| Sidewalk C|HIO|A AFEHO| B4Z3 A}
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fjo
ne
u
rr

« AWS loT #4447t Amazon Sidewalk2FE H|Z 0| & AE[HLE &4 E|icts g &

fljo

1
=
ot
no
[m 1]
L

CHE MMof= Sidewalk 2lAA 0| O|HIE O CHEF REM|EH HE 7} & |0 U&LICEH

C|HtO|A S5 AE| O|HEE= Sldewalk CIHFO|A 7 ZE2H|KMYEE|HL EEE AL} ZH0o| C|Hio|A
| O|HE &2l AAIELICH O| OHEE= Z2HIXMIE HEE SSE WIHX| C|
HFO|A 7} HX|= CHSt AEHO CHEF HEE MBS ELICH

Amazon Sidewalk & AWS loT M2 Sidewalk C|HIO|AE 2E 25 AWS loT MM create
X d 2 ™85t Sidewalk CIHIO|AE AWS AEol| FItgrLICH J2{™ ClHIO|A 7 Z2H|X{EE &
EH7} El_l_ eventTypeO| provisioned7t ELICH C|HtO|A 2EZoi CHEt REA[EH LHE 2 Amazon
Sidewalk& AWS loT Core A|Zt5H7| MME &HEFHML.

C|HFO|A T} provisionedO| El & Amazon SidewalkE Sidewalk C|HFO|AE AWS loT 40l 5
ot register S s™AELICE Z=3 L MM F|7F AWS lIoTE *E*"ci_r':-lt S8 T2 MATL AIF
ELICH CIHFO|A 7 SE E|™H eventTypeOl registered?t Tl C|HIO|AE AFEE £ AU&LICH

C|HtO|A T} S&(registered)E F SidewalkOi| M C|HIO|AE S5 F[A(deregistern)st= g 2
2 Bd £ &Lt O3 ohS AWS loT M7t 22 o5t ClHO|A 4 EHE provisionedZ
T|=2LCt CleoA ArEHof| CHEF REAEH LH& 2 DeviceState & & ZSHAMR.
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AWS loT Wireless TR 7H0|E

ClHtO|& S5 dEl o|HEO CHEF - ALS

ClHtO|A S5 AEf of|ef Ao F5A7E HAIXIE £ 415218 AWS Management ConsoleO| A EE&=
API EE= CLIE AI&36tod s Aol CHEt O|HE LS ME5H=SF A sHok g LICH AWS HHof
Q= BE Sidewalk 2lAA F= US 2lAA0 Cisf 0l2{# OIHES B8t 8 4 AaLich ol

O|HEE g d3tet= S0l CHEh At LIS 2 T4 2[4 401 O[HE AIE MME HESAM L.

C/HIO|A S & MEl| o|HIE CHEt MQTT FX|2| A

ClHiOlA S5 SEi O|HEE

LICE XEM|EH LHE 2 AWS loT

F217] 161 EE4($) 7IZ 2 AIRtSHE MQTT of|Sf FHE 25 E £ Us
Hek X} OFLHA 2] MQTT £ANIE 2 ESHAI2.

~ e

Sidewalk C|HIO|A& S5 &Ef O|HEZ 2= ofFE MQTT A= Chs 42 AFSELICH

e ZlAA L£ZE A

[

$aws/iotwireless/events/{eventName}/{eventType}/sidewalk/wireless_devices
o AIEZX}L FA:

$aws/iotwireless/events/{eventName}/{eventType}/sidewalk/{resourceTypel}/
{resourceID}/{id}

I
{eventName}

{eventName}2 device_registation_stateO|0{0F & LILC}.

{eventType}

{eventType}2 provisioned EE&= registeredd = JU&LICEH

{resourceType}

{resourceType}2 sidewalk_accounts EE= wireless_devices® £ QU&LICH

{resourcelD}

{resourcelD}= {resourceType}O| sidewalk_accounts®l &< amazon_id, {resourceType}O|
wireless_devices®l A< wireless_device_id®QlL|C}.
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(provisioned U registered)?t £ Amazon IDM| S§E 2 & C|HIO|A0f CHa| L EIE EroBi=
B¢ o2 &AM 2EE A 8E = JU&Lth

$aws/iotwireless/events/device_registration_state/+/sidewalk/
sidewalk_accounts/amazon_id/+

(® Note
%=l FXZE L=517| Q5 HUETFIE 2R #2 AFRE 4 Qi LIt = ZEjof CHEt KA
S LHE =2 AWS loT ZHEE R} QHLHAM Sl MQTT A ZEE & ESHMIL.
C|HIO|A S & ME| O|HEO CiEt HIA|IX| HO|I2ZE
ClHFO|A S 2 AE] O|HE O] CiEt YRS ARSIEE MX5H o|HIE 220| JSON H|0|ZE9} &7

= O
MQTTE S35l 7 | |ElLICt. Of2{EF o|HIEol= ofeHet 22 mWol== oi|A|7F & EL|cH

{
"eventId": "string",
"eventType": "provisioned|registered",
"WirelessDevicelId": "string",
"timestamp": "timestamp",
// Event-specific fields
"operation": '"create|deregister|register",
"Sidewalk": {
"AmazonId": "string",
"SidewalkManufacturingSn": "string"
}
}

HOo|ZE0|= CtSat 242 40| Z&EL|CH
eventld

138t O|HE ID(EAHY)LC.

eventType

fYLct 7ts8t 4t provisioned & registered®lLC}.
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wirelessDeviceld

FM ClHtola o] AERIL|CH

timestamp

OHIEE Eg|HEt HHULICH F& 8 442 create, register, deregister &L|CtH.

sidewalk

Sidewalk Amazon ID = O|HIE 2 &2 22 SidewalkManufacturingSn®lL|Ct.

a7 oHE

=2 O|HIE = AWS loT7} Sidewalk C|H}FO|AO|M HIZ2S £AIE [ O|HE 2 2IS HAIELICE.
Sidewalk C|H}FO|A 7 Amazon Sidewalk0d| 242524 C|HFO|A 0| AM EH HIZ 0| Amazon Sidewalkod|
Ol M7|Me 2 EHERZ|1 AWS loT MM =AIgHLICH O3 ChS HIZ0| =4I [ AWS loT 5
7} o O|HIEof CHH AP KFof| 7| & &lL|Ct.

27 O|HES| &5 &4

= O|HE= AWS loT7} HIZ 2 418 [ &24ELICH Sidewalk C|HIO|AE HMEX| HIZE YE
& = &Lt CIHFO|A 7 Amazon Sidewalk 2 %101 Q{2 ™ Sidewalk7} HI2 & 4= 415104 U7X A
Zt +7H4o 2 AWS loT F40fl MEFF LIt Amazon Sidewalk= 0| AlZt ZH3A2 1022 &8/ &L
CH AWS loT 47 Sidewalkol A HIZ & +=&lotH O|HIE o CHE 2 B&|S B A ElLICH

HIZ0| &74E|7Lt HIZ20| £ 4x/H 2 o[HET dE{ELICH 27 o|HIE o CiEt Y EIE HE 7+
g g = U&Lict

Sidewalk 2 of|ef FH|2| L=XI7F HA|IXIE = 415t2{2 AWS Management Console| A EE= API
L} CLIE AFE35t04 sl FX[of CHEF O|HIE LIS AFSStE T MAsHof BLICH AWS Ao = 2
Sidewalk Bl&A E= UE Z|AA0 CHSH 0248t O|HIEE &5t & 4= &LICE OlzEt O|HE

= =
E gtdstets Yol CHEt REMIEH LHE2 T4 2|4 401 O[HIE AL MME HTstAL.
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2 o|HEo CHEt MQTT A 4]

ZH o|HEE 27| & HEd(5) 7IZE2 AI&*%P
LHE 2 AWS loT 7Het R CHLHAM 2] MQTT F=HIE

MQTT of|ef FHE T SE & UA&LICH RHAIEH
ZML.

rr

l]>|'

Sidewalk 27 O|HE &2 2 0i|2fEl MQTT FX|= CHS SAIE AASFLICH

= EAFS A

1
F
1

$aws/iotwireless/events/{eventName}/{eventType}/sidewalk/wireless_devices

o« AEXF FA:

$aws/iotwireless/events/{eventName}/{eventTypel}/sidewalk/{resourceType}/
{resourceID}/{id}

IxI:
{eventName}

{eventName}2 proximityO|0{ok & L|C},

{eventType}

{eventType}2 beacon_discovered EE = beacon_lost¥ = /U &LICt.

{resourceType}

{resourceType}2 sidewalk_accounts EE= wireless_devices® & U&LICH

{resourcelD}

{resourcelD}= {resourceType}O| sidewalk_accounts®! Z< amazon_id, {resourceType}O|
wireless_devices®l A< wireless_device_id®lL|C}.

YIS EXE A8 0| SA0] 0f2 FAS FHY £ e+ 24

M 2AE EZote £FEo ZE EAHE LRIFLICEH o] & 01, 7t5Et HE R
(beacon_discovered & beacon_lost)Zt £ Amazon ID0| SEE 2 E C|HIO|AO| CHE LIS
Hogiz AR ChE FX EEE AT = /JU&LIC

$aws/iotwireless/events/proximity/+/sidewalk/sidewalk_accounts/amazon_id/+
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@® Note
oA E FHNE L5517 Yol JAUEFIE EX #2 AIEEE £+ A& LICH FX| ZE{of CHEH RHA|
&t LI 2 AWS loT 7HeE A} SFHLHAM S| MQTT A ZEE & XA L.

= o|HE CHEt HIAIX| HOIZE

= o|HIEof CHet &S ArEstH O[HE MAIX|7} JSON HO|Z =2t &M MQTTE Sall AHAEL
Ct. Ol2{r O|HIEo|= of2fet &2 W o|ZE= oi|A|7F = &HElLICH

"eventId": "string",

"eventType": "beacon_discovered|beacon_lost",
"WirelessDeviceId": "string",

"timestamp": "1234567890123",

// Event-specific fields

"Sidewalk": {
"AmazonId": "string",
"SidewalkManufacturingSn": "string"

Ho|Z=0l= e 22 Sd0| ZFELICH

eventld
128 O|HIE IDEAM 2XFE Lt
eventType
drAst O|HIE O] R QILICH 718 2t beacon_discovered EE & beacon_lost&lL|Ct.
WirelessDeviceld
S 4 ClhtolAof AlEXILICE
timestamp
O|HIE 7} gf A5k A|O| UNIX EFUAEHZ Q1L |C},
sidewalk

Sidewalk Amazon ID & O|HIE 2|2 82 SidewalkManufacturingSnglL|C}.
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AWS loT &4 API 2]

LoRaWAN EE= Sidewalk A= C|HIO|AE 2E A 5L} Sidewalk A= C|HIO|AE CHEFCE T2 H|
MEst7| I8t 712 7| EflA3 € MEE W ClSo 242 F7HAPIEJATE +&E = U&LICH

CHS Mol = Ol2{Eh API 2ol CHet &7t HE 7 23 E[o] /I&LICH

=

« C|HIO|A T2 Elof CHEH AWS loT £M API B

« LoRaWAN 2! Sidewalk C|HFO|A0] CHEH AWS loT 4 API & ¢

« 2 C|HtO|A CHAOf CHE AWS loT £ API B

- i Z2H|X{'DS & AWS IoT Core for Amazon Sidewalk API & ¢

C|HFO|A = 2 Zlof CHEE AWS loT M API &2
LoRaWAN 2! Sidewalk C|HIO|A Z 2 EZlof CH3H CHS It 242 API &g 38 &= U&LICH

« CreateDeviceProfile API EE&= create-device-profile CLI

GetDeviceProfile API EE&= get-device-profile CLI

ListDeviceProfiles API EE&= list-device-profiles CLI

DeleteDeviceProfile APl =& delete-device-profile CLI

CHS A ddoll

S ZEEg YT ARsHe WHS PoiELICh ClutolA Z2E A U ZAof of
B RHMIE LSS ©

AWS HHo| C|HIO|A T2 & L+

ListDeviceProfiles API 2 S AFE3t04 AWS loT £40f F718F AWS H|Zo| ClHiO|A =T 2T
2 LIPE & U&LICH Ol HEE AI8510{ 0| T2 EE Q48 C|HIO|AE AHEE £+ U&LICH

ZE{>SIE{H APIE A™-E

mo

LoRaWAN EE= Sidewalk C|HIO|A T2 EIOF EAISIEE S5
Type2 MAMELICH CHS 2 CLI B 9| o A|RILCt.
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetDeviceProfile.html
https://docs.aws.amazon.com/cli/latest/reference/get-device-profile.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListDeviceProfiles.html
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aws iotwireless list-device-profiles --wireless-device-type "Sidewalk"

Ol WS MHstH Z2L AEXI9 Amazon 2|44 O|B(ARN)S Z8atod %7} ClutolA Z2 L
SZo| MEHELICH S3 T2 Wo| Cfet £7h MF P8 HAY5HAH GetDeviceProfile APIE A
gL,

{

"DeviceProfilelList": [
{
"Name": "SidewalkDeviceProfilel",
"Id": "12345678-alb2-3c45-67d8-e90falb2c34d",

"Arn": "arn:aws:iotwireless:us-east-1:123456789012:DeviceProfile/12345678-
alb2-3c45-67d8-e90falb2c34d"

},
{
"Name": "SidewalkDeviceProfileZ2",
"Id": "alb2c3d4-5678-90ab-cdef-12ab345c67de",
"Arn": "arn:aws:iotwireless:us-east-1:123456789012:DeviceProfile/
alb2c3d4-5678-90ab-cdef-12ab345c67de"

}

AWS 7|0 C|HIO|A 2 | AFX|

DeleteDeviceProfile API X4 E AIE35l04 C|HIO|A Z2EHE AXNE + J&LICH OS2 CLI Y
23O of| Al LT

/A Warning

AKX 2F Y2 FAE = QIELICH ClHFO|A Z2 T 0| AWS H ™M BF M2 K 7{ELICH.

aws iotwireless delete-device-profile --name "SidewalkProfile"

Ol B2 E24g MAMSHK| t&LICt GetDeviceProfile APl BE= ListDeviceProfiles API &t
U2 AH235H0d AHM Z2EO| MHEIREX] EHOIE £ U&LICH
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AWS loT Wireless JNELR} 7HO|E
LoRaWAN 2! Sidewalk C|H}O|A0] CHEF AWS lo

LoRaWAN 2! Sidewalk C|HFO|A0] CHEH CHS I Z2 API g &g &~ Ql&LCH
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e CreateWirelessDevice APl EE&= create-wireless-device CLI

* GetWirelessDevice APl EE&= get-wireless-device CLI

e ListWirelessDevices API EE&= list-wireless-devices CLI

* DeleteWirelessDevice API EE= delete-wireless-device CLI

* UpdateWirelessDevice APl EE= update-wireless-device CLI

* AssociateWirelessDeviceWithThing APl EE& associate-wireless-device-with-

thing CLI
e DisassociateWirelessDeviceFromThing APl =& disassociate-wireless-device-

from-thing CLI

Mo M= ClHIO|AE LiYdstn AfKstE BHE EoiELICH F4M ClHo|A dd I ClHHO|A
_|

% o
ME ZdAMof CHEr XEMEH LIRS Cl28 2R 5HMIL.

« AWS IoT Core for LoORaWANO &M C|H}O|A F7}
« 2CH7: Sidewalk C|HFO|A 7}

AWS 70| 2 M CIHIO|AE 1oT AF2 0| 244

LoRaWAN 2! Sidewalk C|HIO|AE AWS loT AtE 2t @135t
AssociateWirelessDeviceWithThing APl 242 AF83HMIR

AWS [oT2| AtZ 2 AE3IH CIHIO[AE A HAMstD ztElg —’F—
ZASIH CIHFO| A0 A CFHE AWS IoT Core 71501 UM AE = Q
AssociateWirelessDeviceWithThing EHHE HZESHAMIL.

IELICH AF2 S EIHPOIAOiI %
. O] APIOY| CHEF REAMIEH LIS

o
>
L
—-— >~

CHS2 o] BB S Adste olAlE Eo{ELICH o] BHE At £342 dYstx| et&LICt

aws iotwireless associate-wireless-device-with-thing \
--id "12345678-al1b2-3c45-67d8-e90falb2c34d" \
--thing-arn "arn:aws:iot:us-east-1:123456789012:thing/MySidewalkThing"

£ M CIHFO|AE AWS loT AFE T 22/5t24H CHS ofl ek Z 0|
DisassociateWirelessDeviceFromThing APl X242 AL stA|2.

LoRaWAN %! Sidewalk C|HtO|A0] CHEH API 224 310
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https://docs.aws.amazon.com/cli/latest/reference/get-wireless-device.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListWirelessDevices.html
https://docs.aws.amazon.com/cli/latest/reference/list-wireless-devices.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteWirelessDevice.html
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateWirelessDevice.html
https://docs.aws.amazon.com/cli/latest/reference/update-wireless-device.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessDeviceWithThing.html
https://docs.aws.amazon.com/cli/latest/reference/associate-wireless-device-with-thing.html
https://docs.aws.amazon.com/cli/latest/reference/associate-wireless-device-with-thing.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessDeviceFromThing.html
https://docs.aws.amazon.com/cli/latest/reference/disassociate-wireless-device-from-thing.html
https://docs.aws.amazon.com/cli/latest/reference/disassociate-wireless-device-from-thing.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateWirelessDeviceWithThing.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DisassociateWirelessDeviceFromThing.html
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aws iotwireless disassociate-wireless-device-from-thing \
--id "12345678-al1b2-3c45-67d8-e90falb2c34d"

AWS AH’Ze| M C|HIO|A LIS

AWS loT M0 F7t8t AWS Aol FM C|HIO|AE Lt QE5tEd™ ListWirelessDevices
API Et212 AL 5tM|2. LoRaWAN E £ Sidewalk CIHFO|ADH HHEHSI T & S 52 TE{2 5™
WirelessDeviceTypeS M EL|CH

CHS2 o] BB S A™dstE olAlE EoiELICH

Ol WY AsHistH =2 Al¥x}ol Amazon 2lAA O|E(ARN)S Z&tsto £718 ClHIO|A S 2
gketEILICE £ ClHto|Ao] CHEt F7F MR HEE AMSEdM GetWirelessDevice APl 5
MESHM R
{
"WirelessDevicelList": [
{
"Name": "mySidewalkDevice",
"DestinationName": "SidewalkDestination",
"Id": "1ffd32c8-8130-4194-96df-622f072a315f",
"Type": "Sidewalk",
"Sidewalk": {
"SidewalkId": "1234567890123456"
},
"Arn": "arn:aws:iotwireless:us-
east-1:123456789012:WirelessDevice/1ffd32c8-8130-4194-96df-622f072a315f"
}

AWS HEo M F4 C|HHO|A AFK|

FM ClHIO|AE AMK||GlE{™ AT X|5tE{= CIHFO|A S| WirelessDeviceIDE
DeleteWirelessDevice API Zdof MESHAIL.

CtE2 BE ol o Aluch.
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aws iotwireless delete-wireless-device --id "23456789-abcd-0123-bcde-fabc012345678"

Ol B =242 MMEIK| ot&LICH GetWirelessDevice API BE= ListWirelessDevices API
A2 AFE35H0d HHH| M CIHFO|A T MIAHEIRRA=X] = OIE” &= &LICH

M ClHFo|A CHAFOl| CHEEF AWS 0T M API ZF

Xtoi=2
HEHE

LoRaWAN 2! Sidewalk C|HFO|A CHArOI| CHEH CHS b 22 AP

=

* CreateDestination APl EE&= create-destination CLI

« GetDestination API EE&= get-destination CLI

« UpdateDestination APl EE&= update-destination CLI

=

» ListDestinations API EE= list-destinations CLI

* DeleteDestination API EE= delete-destination CLI

CHS MMoME Oid S 7M1, Lhdst, YO|O|ESt T, AfklsteE e EoiELICH i o
I.

CHEF REMIBE LHE 2 Sidewalk Y= C|HIO|A Q| CH e 71 Ml Z FH A tM2.

CH&fofl CHer HE 7t 27|

GetDestination APl Z 2 Al23504 H &0 A AWS loT F£410] =718t Sidewalk C|HFO| A0 CHEH
HEE 7IXE £+ USLICEH APIO| CHY O|B & Y=o Z MSELICH APIZF X[HE ARl U X|5H

£ CHefof Chet HEE ghetefuct

CHE 2 CLI BE 2| of AlLCt
aws iotwireless get-destination --name SidewalkDestination

Ol BEES ddlst™ Ci&f ol utetnlE{7t ghehE Lt

"Arn": "arn:aws:iotwireless:us-east-1:123456789012:Destination/
IoTWirelessDestination",

"Name": "SidewalkDestination",

"Expression": "IoTWirelessRule",

"ExpressionType": "RuleName",

"RoleArn": "arn:aws:iam::123456789012:role/IoTWirelessDestinationRole"
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateDestination.html
https://docs.aws.amazon.com/cli/latest/reference/create-destination.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetDestination.html
https://docs.aws.amazon.com/cli/latest/reference/get-destination.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateDestination.html
https://docs.aws.amazon.com/cli/latest/reference/update-destination.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListDestinations.html
https://docs.aws.amazon.com/cli/latest/reference/list-destinations.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteDestination.html
https://docs.aws.amazon.com/cli/latest/reference/delete-destination.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetDestination.html
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UpdateDestination API ¢
.|

=
OIERLICH CHE 2 AT 542

HL 2O o

aws iotwireless update-destination --name SidewalkDestination \
--description "Destination for messages processed using IoTWirelessRule"

AWS 70| A CHAF LI

ListDestinations API Z& AF&310{ AWS H &0 AWS loT F40i F7t8
QgfLICt LoRaWAN 2! Sidewalk 9= C|HIO|A S| CHAMDL HHEHSI =& S E 2 EE{R5H2{H
WirelessDeviceType ItZtO|EHE AMSSHMIR.

Ct

0jo

2 CLI B 9| of Al Lt
aws iotwireless list-destinations --wireless-device-type "Sidewalk"

O| HYZ A& Amazon 2|44 O|E(ARN)S Z&sto] £7+8H Ci4 S5o| BratElLict 53 o
ol CHEt F7H ME HEE HAAStET GetDestination APIE AHSSHAIR.

{
"DestinationList": [
{
"Arn": "arn:aws:iotwireless:us-
east-1:123456789012:Destination/IoTWirelessDestination",
"Name": "IoTWirelessDestination",
"Expression": "IoTWirelessRule",
"Description": "Destination for messages processed using IoTWirelessRule",
"RoleArn": "arn:aws:iam::123456789012:r0le/IoTWirelessDestinationRole"
},
{
"Arn": "arn:aws:iotwireless:us-
east-1:123456789012:Destination/IoTWirelessDestination2",
"Name": "IoTWirelessDestination2",
"Expression": "IoTWirelessRule2",
"RoleArn": "arn:aws:iam::123456789012:role/IoTWirelessDestinationRole"
}
]
}
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateDestination.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListDestinations.html
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£ Ax||stedT AK|E CHA S| O|E 2 DeleteDestination APl Z¢dof 2o 2 MY M. C}
CLI BEO| of AlLCt.

2
=

/A Warning
MX 2P FAE = i&LICH CHA O] AWS AEHM 7o 2 XHE L CH.

aws iotwireless delete-destination --name "SidewalkDestination"

O| HE2 &2 H45tX| & &LICt GetDestination APl EE= ListDestinations APl &S
A& 3810 A Holl M CHe o] MHEIRER| g = J&LIch

CHEF T2 H|XE S 28t AWS loT Core for Amazon Sidewalk API
I.

Sidewalk = C|HtO|A CHE Z = H|X{'JS flal C

0o

oz

rlo

AP| &t

mjo

e

e StartWirelessDeviceImportTask APl =& start-wireless-device-import-task CLI

e StartSingleWirelessDeviceImportTask APl EE&= start-single-wireless-device-
import-task CLI

e ListWirelessDeviceImportTasks APl =& list-wireless-device-import-tasks CLI

e ListDevicesForWirelessDeviceImportTask APl EE= list-devices-for-wireless-

device-import-task CLI

» GetWirelessDeviceImportTask APl EE= get-wireless-device-import-task CLI

« UpdateWirelessDeviceImportTask APl =& update-wireless-device-import-task
CLI

* DeleteWirelessDeviceImportTask APl E&= delete-wireless-device-import-task
CLlI

ChS MMM E 71M27| &YS 7txD, Lhdst T, o
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§F AWS IoT Core for Amazon Sidewalk
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteDestination.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartWirelessDeviceImportTask.html
https://docs.aws.amazon.com/cli/latest/reference/start-wireless-device-import-task.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_StartSingleWirelessDeviceImportTask.html
https://docs.aws.amazon.com/cli/latest/reference/start-single-wireless-device-import-task.html
https://docs.aws.amazon.com/cli/latest/reference/start-single-wireless-device-import-task.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListWirelessDeviceImportTasks.html
https://docs.aws.amazon.com/cli/latest/reference/list-wireless-device-import-tasks.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListDevicesForWirelessDeviceImportTask.html
https://docs.aws.amazon.com/cli/latest/reference/list-devices-for-wireless-device-import-task.html
https://docs.aws.amazon.com/cli/latest/reference/list-devices-for-wireless-device-import-task.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessDeviceImportTask.html
https://docs.aws.amazon.com/cli/latest/reference/get-wireless-device-import-task.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_UpdateWirelessDeviceImportTask.html
https://docs.aws.amazon.com/cli/latest/reference/update-wireless-device-import-task.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_DeleteWirelessDeviceImportTask.html
https://docs.aws.amazon.com/cli/latest/reference/delete-wireless-device-import-task.html
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7tM27| 2o Cigh EE 71K 27|

ListDevicesForWirelessDeviceImportTask APl 22 AI23601 EX 71X 27|
zhodnt siE =hdofl 2 & E ClHio|A S| 22T AEHo CHEF MEE AME = U&Lch

O—I—E =2 T AAHE

StartWirelessDeviceImportTask 2= StartSingleWirelessDeviceImportTask API &
UM U2 7tX{27| 24 IDE API 2o CHEH 2o 2 X|™HstML. 224 API7F XIEEl AlBERt
ot YRlst= 7127 Zrdof CHet HEE BrErgrLct.

Ct

0jo

2 CLI BZ | of| A|ULC.

aws iotwireless list-devices-for-wireless-device-import-task --id e2a5995e-743b-41f2-
ale4-3cababc5249f
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St 77| B Y e ClHio|A 22T Ef7F ghetE Lt

"DestinationName": "SidewalkDestination",
"ImportedWirelessDevicelist": [
{
"Sidewalk": {
"OnboardingStatus": "ONBOARDED",
"LastUpdateTime": "2023-02021T06:11:09.1517",
"SidewalkManufacturingSn":
"82B83C8B35E856F43CE9C3D59B418CC96B996071016DB1C3BE5901FOF3071A4A"
1,
"Sidewalk": {
"OnboardingStatus": "PENDING",
"LastUpdateTime": "2023-02021T06:22:12.061Z",
"SidewalkManufacturingSn":
"12345ABCDE6789FABDESBDEF123456789012345FEABC0123679AFEBCO1234EF"
1,

7tMHL7| 2 ClHO|A& 29F 7HK27

E™ 7tX27] 2o F7H8t ClHio|A&
GetWirelessDeviceImportTask AP

2E9 8 oF 8 +& 7tMedH
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_ListDevicesForWirelessDeviceImportTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_GetWirelessDeviceImportTask.html

AWS IoT Wireless

aws iotwireless get-wireless-device-import-task --Id "e2a5995e-743b-41f2-
ale4-3cababc5249f"

ChE ZE= BHo ME SHS EoiELch
{
"NumberOfFailedImportedDevices": 2,
"NumberOfOnboardedImportedDevices": 4,
"NumberOfPendingImportedDevices": 1
}

71X 7| & o ClHiO|A F=T}

7
£ F7ighct StartW1relessDev1ceImportTask API —.*%‘.'% Atg3sto

S| K| fQtH ClHFO|A S| U S (SMSN)E £ 76t O Ol API S AMEE £ QA%LIEL
CIHFOIAE 7HK 27| &tdofl F£715tE{MH API 2o YR Z F 7} ClHIo|A o] YURIH S 7} L& E
Amazon S3 H{Zlo| A CcSV mtalg IQ%WIO. QE

22 34| 7}7(:|O7| Etod =0l C|HIO|A O CHEF
I.
Fat=1

222 T2 MATEOLE] A|ZE[X| f2 B0t =2HELICH 2EY “EA'IIJWP o|O| Al&HEl B=
UpdateWirelessDeviceImportTask APl 282 A HE*L.IE}

04 3] }X:IO7| rdof C|HtO|AE F7t5tE{= B UpdateWirelessDeviceImportTask

AP| 2 dg CtA| =& &= JU&LICH Ol API 2 dE st 7| ol & Hmy
UpdateWirelessDeviceImportTask API 2E0IM S3 HZ! 2| csv W %{2|7} t=El AEfoqof
st|Ch

= .

® Note

ListImportedWirelessDeviceTasks API @& +&&
UpdateWirelessDeviceImportTask APl 12 AL&5t04 X|HE A CSV I 2| S3 URL

2 $R PHEte|R| f&LCt CHAI API 2Fd2 2l StartWirelessDeviceImportTask API
LEE AMEdto] TS E 23| S3 URLE gHetErLIch

CHS2 CLI B9l of| A|ILICE.

aws iotwireless update-wireless-device-import task \
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--1Id "e2a5995e-743b-41f2-ale4-3caba5c5249f" \
--sidewalk '{"FileForCreateDevices": "s3://import_task_bucket/import_file3"}'

AWS HEHM 7t 7| Y LHd

ListWirelessDeviceImportTasks API EE= list-imported-wireless-device-tasks CLI
HHEE ALE 510 AWS AHEHAHM 7HX{27] 24 E LIEELICH COHS2 CLI B 9| of A|LCH.

aws iotwireless list-wireless-device-import-tasks

O BHZ Al ddst 71X{27| 2] S 50| gtetElL|Ct S50{= Amazon S3 CSV It 1t X|7H
£ 1AM ©18, 7tx4 27| 5 ID, ClutolA 2 2T Aefo) 29 HBTh ZEELIC
{
"ImportWirelessDeviceTaskList": [

{
"FileForCreateDevices": "s3://import_task_bucket/import_filel",
"ImportTaskId": "e2a5995e-743b-41f2-aled4-3caba5c5249f",
"NumberOfFailedImportedDevices": 1,
"NumberOfOnboardedImportedDevices": 3,
"NumberOfPendingImportedDevices": 2,
"Role": "arn:aws:iam::123456789012:role/service-role/ACF1zBEI",
"TimeStamp": "1012202218:23:55"

},

{
"FileForCreateDevices": "s3://import_task_bucket/import_file2",
"ImportTaskId": "alb234c5-67ef-21a2-alb2-3cd4e5f6789a",
"NumberOfFailedImportedDevices": 2,
"NumberOfOnboardedImportedDevices": 4,
"NumberOfPendingImportedDevices": 1,
"Role": "arn:aws:iam::123456789012:r0le/service-role/CDEFaBC1",
"TimeStamp": "1201202210:12:20"

}

AWS H XM 7F 27| Ered AbA||

27| 2dg ArMIstEd{H 7HX42 7| 2 IDE DeleteWirelessDeviceImportTask APl & ¢d
= delete-wireless-device-import-task CLI &0 ME AL
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/A Warning
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DeleteWirelessDeviceImportTask APl LEE &g [} HHIORIRE ZEMATL 7HX L

7| &dg AR5 AEELICH @F0| T S0|H 7HX{27| 2 dof /= ClHIo|A 9| Y7iHE
(SMSN)7t At A El= SLIC AX|7F 2t 2 El F040F ListImportedWirelessDeviceTasks EE&
GetImportedwWirelessDeviceTasks APl 242 At&35t0{ O| HEE = + JU&LICH

7tM27] 2ol o47s| 2EY 7| 51 C|HHO|ATF 2/ E[0] Qe AR, 7HK 27| 2ol =& & =2

£ ClHto|A7t 2EHE(HL 22 H0] %‘TLH?_ Z0]8F DeleteWirelessDeviceImportTask APl
Ho| Me|ELch 71X 7| Y2 90 Foil BFEE|H 20| BFR X AHHM AXME = JU&Lct
SHX|BE 7HK 27| 22 AH85t0d 83 Mo 2 2E Y E ClHto|A = AN E[X| b&LCt

(@ Note

DeleteWirelessDeviceImportTask APl LHEE A5t &K EF &
QI C|HtO|A S| UEAHS 7t Z T EICHE 71 7| &2 H4dstedn ot H
StartWirelessDeviceImportTask API & iold @ F 7} BHetEL|CH.

CHS2 CLI BEo| o AlLCt.
aws iotwireless delete-import-task --Id "e2a5995e-743b-41f2-ale4-3caba5c5249f"
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AWS loT Wireless & 2t#1 AMH|A0f| CHEF 2| AAE Z2H|XEStD 7 ™ AWS CloudFormation
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 AWS CloudFormation
« AWS CloudFormation Al A4234 A
« AWS CloudFormation W ZE QIE{H| 0| A AFR ATHA
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_IoTWireless.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html

AWS loT Wireless TR 7H0|E

AWS loT Wireless2| &r&haF

AWS HHo|= ZF AWS MH|Ao0f CHE 7|82 &2 3 (o|™
X| ot 8t 2z 2t gteharo| MEELICH U gEZof cist 5718 e
=

E
(]

o ¢
m|r

A O A
E‘él T EAEL“: .

AWS loT Wireless2| &= ZF2 H 24 Service Quotas 22 L|Ct. EF A 2ol A AWS AH|ASE M
EHSI T AWS loT WirelessS MEHSHL|CEH

8 578 2 5H24™ Service Quotas AHE MBAMO| & E e S7F 2HE XA AIL. Service
QuotasOlM Ot & S ALSE = Qe B2 Bt 571 A2 ASELIC

- ClHtO|A Zhofl M& &= CIHO|A T O|E{ol & &= AWS loT Core for LoRaWAN & &2
-+ LoRaWAN %! Sidewalk C|HIO|A 250 HEE|= AWS loT F4 API 2.

KEMet ME = AWS dt 2F X 0] AWS IoT Core for LoRaWAN =22 X SHMIL.

320


https://console.aws.amazon.com/servicequotas/home
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/general/latest/gr/iot-core.html#wireless-limits
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AWS Management Console, AWS loT &M EE= AWS CLIS| EiT1 HE7|E At835t0o{ Ef & st
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EiT HEZ|= el E dM5tn 2elE = = AWS Management Console 3 S8 WAISZ 0| &
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» AssociateAwsAccountWithPartnerAccount

Ej1 7|2 AtE 321


https://docs.aws.amazon.com/iot/latest/developerguide/tagging-iot-billing-groups.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/tag-editor.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/tag-editor.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_AssociateAwsAccountWithPartnerAccount.html
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* CreateDestination

* CreateDeviceProfile

* CreateFuotaTask

* CreateMulticastGroup

* CreateServiceProfile

* CreateWirelessGateway

» CreateWirelessGatewayTaskDefinition

* CreateWirelessDevice
» API_StartBulkAssociateWirelessDeviceWithMulticastGroup
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« TagResource
» ListTagsForResource

« UntagResource
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateDestination.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateDeviceProfile.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateFuotaTask.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateMulticastGroup.html
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https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_CreateWirelessDevice.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/API_API_StartBulkAssociateWirelessDeviceWithMulticastGroup.html
https://docs.aws.amazon.com/iotwireless/latest/apireference/API_TagResource
https://docs.aws.amazon.com/iotwireless/latest/apireference/API_ListTagsForResource
https://docs.aws.amazon.com/iotwireless/latest/apireference/API_UntagResource
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https://docs.aws.amazon.com/iotwireless/latest/apireference/API_DescribeEndpoint
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",

"Action": "iot:CreateMulticastGroup",

"Resource": "*",
"Condition": {
"StringEquals": {

"aws:RequestTag/env": "prod"

"Effect": "Deny",

"Action": [
"iot:CreateMulticastGroup",
"iot:UpdateMulticastGroup",
"iot:GetMulticastGroup",
"iot:ListMulticastGroups"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:ResourceTag/env": "prod"

"Effect": "Allow",

"Action": [
"iot:CreateMulticastGroup",
"iot:UpdateMulticastGroup",
"iot:GetMulticastGroup",
"iot:ListMulticastGroups"

1,

"Resource": "*"
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"StringEquals" : {

"aws:ResourceTag/env" : ["dev", "test"]
}
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