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JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexrvice":
},

"Action":

"jottwinmaker.amazonaws.com"

"sts:AssumeRole"

Amazon S3 ™§t

T AR I_I_E

2|3 AW 0|A0| Amazon S3 HEt0o| 2R

"Version": "2012-10-17",
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"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetBucket*",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::*"

]
},
{
"Effect": "Allow",
"Action": [
"s3:DeleteObject"”
]I
"Resource": [
"arn:aws:s3:::*/DO_NOT_DELETE_WORKSPACE_*"
]
}
]
}
(@ Note
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aws iottwinmaker get-workspace --workspace-id workspace name

CHS oo A= o]l BEe| £3 FAlg Eo{ELICH

{
"arn": "arn:aws:iottwinmaker:region:account Id:workspace/workspace name",
"creationDateTime": "2021-11-30T11:30:00.000000-08:00",
"description": "",
"role": "arn:aws:iam::account Id:role/service role name",
"s3Location": "arn:aws:s3:::bucket name",
"updateDateTime": "2021-11-30T11:30:00.000000-08:00",
"workspaceId": "workspace name"
}

0>|

0>|

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucket*",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"
]I
"Resource": [
"arn:aws:s3:: :bucket name",
"arn:aws:s3:: :bucket name/*"

]
},

£7d Amazon S3 HHZ!of| CHEF M &
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{
"Effect": "Allow",

"Action": [
"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::iottwinmakexrbucket/DO_NOT_DELETE_WORKSPACE_*"

7|2 ME 7ol ChEh Het

I AHO|ATF LI HIAE{E AFE504 CHE AWS MH|ASF &5 2t &3HE Z<20| Mol g M
HIAO| CHEt #8tE Z &5l oF & LICH com.amazon.iotsitewise.connector 4 24 RS A3l
A% AWS loT SiteWiseOl| CHet TeH2 Zfatiof B LICH 74 24 R0 CHEt RtMIEE HE= 2772
(B) xS,

® Note
MEBR X T8 24 RS AH8510{ THE AWS MH|ASL 435 X838t R Td 24 R
oM &8 R E

Bt LIS 7272

Ct2 of|X|of M= X240l AWS loT SiteWise & Z &6t Wl EoiEL|C}.

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucket*",
"s3:GetObject",
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"s3:ListBucket",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket name",
"arn:aws:s3:::bucket name/*"

]
}I
{
"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAsset"
1,
"Resource": "asset ARN"
},
{
"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAssetModel"
]I
"Resource": "asset model ARN"
}I
{

"Effect": "Allow",
"Action": [

"s3:DeleteObject"
1,

"Resource": [
"arn:aws:s3:::*/DO_NOT_DELETE_WORKSPACE_*"

com.amazon.iotsitewise.connector 4 @A RS AI25t1 £ CIO|EHE 2/0{0} 3t= B M
off CtS HetS Z &30k AWS loT SiteWise g LICE.

"Action": [
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ANEX}7tolE
iotsitewise:GetPropertyValueHistory",
1,
"Resource": [
"AWS IoT SiteWise asset resource ARN"
1,
"Effect": "Allow"
},
com.amazon.iotsitewise.connector 74 A RS A5t £ |O|EHEA 7| 5Hofk ot= &
Yo CtZ MetE Z &5l ok AWS loT SiteWise g LICt

"Action": [
iotsitewise:BatchPutPropertyValues",
1,
"Resource": [
"AWS IoT SiteWise asset resource ARN"
1,
"Effect": "Allow"
},

com.amazon.iotsitewise.connector.edgevideo T4 24 RES AS &< AWS loT SiteWise 3
Kinesis Video Streams0i| CHEH & o

ste
HehE ZESloF gFLICH CHS ofl Al 242 HAof AWS loT SiteWise
2! Kinesis Video Streams T&t2 Z & st @S HoiELICH

0
d

"Action": [
jotsitewise:DescribeAsset",

"iotsitewise:GetAssetPropertyValue"

]I

"Resource": [

"AWS IoT SiteWise asset resource ARN for the Edge Connector for Kinesis Video
Streams"

]I

718 M3 Ao oHEt HE




AWS loT TwinMaker

"Effect": "Allow"
.
{
"Action": [
"iotsitewise:DescribeAssetModel"
1,
"Resource": [

"AWS IoT SitelWise model resource ARN for
Streams"

1,
"Effect": "Allow"
.
{
"Action": [
"kinesisvideo:DescribeStream"
1,
"Resource": [
"Kinesis Video Streams stream ARN"
1,
"Effect": "Allow"
},

the Edge Connector for Kinesis Video

Q|F Ci|O|E{ a0 CHE 74 E{ol| CHEF HEF

ol CIOlE| 440 HZFHE HHE ABSHE T4 24 RHS MSE T2, HY HHE TH
£ Lambda 248 ALSE HEHE AH|A Aol Rofsot HLICH T4 24 RE U B4 Mol of
B RAIE ISR 2228(8) HESHAIR

ChS OfRE AHIA 2ROl Lambda B 48 AFSE 4 Rl HEtg RoigLIC

JSON

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",
"Action": [
"s3:GetBucket*",

SI% TIO[E] 240l CHEF AHEfof cher Tt
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"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"

]I

"Resource": [
"arn:aws:s3:::bucket name",
"arn:aws:s3:::bucket name/*"

]
},
{
"Action": [
"lambda:invokeFunction"
1,
"Resource": [
"Lambda function ARN"
]I
"Effect": "Allow"
}I
{
"Effect": "Allow",
"Action": [
"s3:DeleteObject"
1,
"Resource": [
"arn:aws:s3:::*/DO_NOT_DELETE_WORKSPACE_*"
]
}

IAM 2£ AWS CLI, 2! IAM APIE AI235t0{ & MAstT HA dl MZ| 248 &5t wedod oy
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/athena-tabular-data-connector.html
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® Note
Ol IAM 442 AWS Glue & Amazon S30{| X% El Athena E|0|& & Al O|O|E{oi| CHEH A B &
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{

"Effect": "Allow",

"Action": [
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:GetTableMetadata",
"athena:GetWorkGroup",
"athena:StartQueryExecution",
"athena:StopQueryExecution"

1,

"Resource": [

"athena resouces arn"

]

},// Athena permission
{

"Effect": "Allow",

"Action": [

"glue:GetTable",
"glue:GetTables",
"glue:GetDatabase",
"glue:GetDatabases"

1,

"Resource": [

"glue resouces arn"

]

},// This is an example for accessing aws glue
{

"Effect": "Allow",

"Action": [
"s3:ListBucket",
"s3:GetObject"

1,

"Resource": [

"Amazon S3 data source bucket resources arn



https://docs.aws.amazon.com/athena/latest/ug/security-iam-athena.html

AWS loT TwinMaker MEX

}, // S3 bucket for storing the tabular data.
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload",
"s3:CreateBucket",
"s3:PutObject",
"s3:PutBucketPublicAccessBlock"
1,
"Resource": [
"S3 query result bucket resources arn"
]
} // Storing the query results
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1S ® We recommend you update your 1AM policies

Copy the json and go to 1AM to update your policies. It is recommended to create a new IAM policy called MyFirstWorkspaceSceneViewerPolicy and attach it to an IAM role MyFirstWorkspaceDashboardRole. Learn more [
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JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject"
]I
"Resource": [
"arn:aws:s3:::iottwinmaker-workspace-workspace-name-lower-
case-account-id",
"arn:aws:s3:::iottwinmaker-workspace-workspace-name-lower-
case-account-id/*"
]
},

{
"Effect": "Allow",

"Action": [
"jottwinmaker:Get*",
"jottwinmaker:List*"

HIAHOIA MY 18
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AWS loT TwinMaker

1,

"Resource": [
"arn:aws:iottwinmaker:us-east-1:account-id:workspace/workspace-name",

"arn:aws:iottwinmaker:us-east-1:account-id:workspace/workspace-name/

]
},
{
"Effect": "Allow",
"Action": "iottwinmaker:ListWorkspaces",
"Resource": "*"
}
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Entities fbr workspace "MyWorkspace" (0)

All entities are displayed by default. You can search, group and expand/collapse to customize your view.

{__'{

Entities (0) Actions /¥ Components (0)

Create entity
Component

Entity Entityld Status

No entities

Mo entities to display

Create entity
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Entities (1) Actions ¥

CookieMixer Components (0)

Actions ¥

Component Connector Status

Entity Entityld No components.

" No components-ta-display.
CookieMixer 012602¢5-f172-40f4-854b-720753aa97c0

Add component
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Add component

3

Name

MixerDescription

Type

lypes of components include documents, time-series data, structured data, and unstructured data.

com.amazon.iottwinmaker.documents v

® Edit form Edit JSON

Document editor

Mo docs associated to the entity
Add a doc

¥ Properties

Property Data type is Timeseries  Storage

Add another property

Cancel
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(=) o = o
O] &=F o= AWS loT TwinMaker 4 @4 |R2 == O AA85t= it 2= & etUigLICt
CreateComponentTypeAPIO| & 5t 7HLE AWS IoT TwinMaker 2£ 9| 74 Q4 &8 HE7|E A8

oto] e = Ue 2 HAE ddstes ™S 2o ELICL
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T8 24 #HHINAM L] £4 L Clo|E{o Ciet HARAE S NS ELICH

AWS loT TwinMaker 2£0{|A ] Q¥ MEHSH OIS 215 Tl 748 24 f8s MEISIHCHR
e M 24 30| EAIELICH

« com.amazon.iotsitewise.resourcesync: At&tE XA DRIS XSS 2 7|36 Ol QE|E]
THAUTH A REOZ HESE 78 24 FERLICH AWS IoT SiteWise AWS loT
TwinMaker At&t 7|3 AL 0| CHEF RHA[EF LI 2 AWS IoT SiteWise AH&F AWS IoT SiteWise &
71512 Rt xS AIAQ.

« com.amazon.iottwinmaker.alarm.basic: 2|5 AAMM JHHE ZE CIO|EE 7IME 7|12 ZE F
HdeAelLIct o]l 7 240 EH OO A4 dst=E 71 T &[0 UX| t&LICEH &,

Y2 Y 245 FYHOIN HOIE 228 AHHE O 74 24 FED A 22004 2 o

N

- com.amazon.iottwinmaker.documents: &[]l CH$t ME 7t Z & & EMo| MF S URLO| ZHEHS| O
4ste L.

« com.amazon.iotsitewise.connector.edgevideo: Kinesis Video Streams& O X| U E 7+ QA E
A&35t0q 10T C|HFO|A0 M HIC|IRE AE|E[Z 7= 74 QA RILICEH AWS loT Greengrass
Kinesis Video AWS loT Greengrass Streams& 01| X| AWS loT TwinMaker 7{ElE] 714 @A = 74
SATLOLIE} loT E k|0l 2ZZ HiZ = AWS loT Greengrass AHX HEEl 714 @ AQlL|C,

« com.amazon.iotsitewise.connector: AWS loT SiteWise C|O|E{E JHXZ 7K T4 @A QL|CH
- com.amazon.iottwinmaker.parameters: 7HA|0f =& 7|-Zt A2 FItst= 748 LA LT

« com.amazon.kvs.video: Kinesis Video Streams0i| M HIC|2 & QE|E|Z 7}K{E TN 2AlL|C},
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateComponentType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/tm-sw-asset-sync.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/kvs-edge-connector-component.html
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Component types (6)

Definition ¥ Status Created at

Pre-defined Navember 12, 2021, 16:25:32 (UTC-8:00)
Pre-defined November 12, 2021,

Pre-defined November 12, 2021,

Pre-defined November 12, 2021,

Pre-defined November 12, 2021, 16:25:38 (UTC-8:00)

Pre-defined August 24, 2022, 12:12:57 (UTC-7:00)

AWS loT TwinMaker -8 24 |S&9o| Al 7|s

CHe SR0IME TA 24 S0 #4l 75l chel AT LICH

- 59 9| PropertyDefinitionRequestZiA| = #l HEXHM S = U= £ Hal5t7Lt 2|F O
OlH A01IA-I 7tXM2 CIOIEZ ®ME2 = U= S82 Holghuct e MM £82 XMEE] UE

LICE. AWS loT TwinMakerA|H|2 &4 & HIO[E] AA01|M 7HK 2 T|EF 42 2|Fof XMFEL|ct

0

E XY LHo|A PropertyDefinitionRequest B0l &4 HO|E X|HELICH 2 EXIUE2 Hof
CHSH D38l oF & L|Ct.

« &< FunctionRequestZi&|= 2| H|O|Ef £A0|AM 1 HEHO R Q|2 H|O|E] £A0 M=
Lambda &+& X|IH&LICH.

EXHY LHol FunctionRequest OHEE &+ & X|HELICH EXIE2 Cha 22 APH HolE &
T 7Y & StLtE x| sHok &LCh.

CIOIE E|HE AHE

9 5t= < GetPropertyValueHistoryAPl 2212 0| 24 @A & 9|
£ o cHet AE|E|HE FH 2|2 X| B LICH (componentName + entityIdo| CHEr &4 gt 7ISEt
LYEE £ UA&LID)

- dataReaderByComponentType: 2|8 AAMAM OIO|EE 7ML= &+ ILICtH
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_PropertyDefinitionRequest.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_FunctionRequest.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
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M

O] &9 Olo|H EIHE ME35t= B GetPropertyValueHistoryAPI 242 0| 71 @4 S
N

&-goll ik 7HA| ZF 228t

| 24E&FLIC}. (componentTypeIdol CHEF &4 7k 7|50 Q&

A&LICEH)

d

S

ataWriter: 25 A A0 C|O|H

=
=
chemalnitializer: 7#4 24 SYo| XT&E 7Ix|E CHE mjoict £ HE RS2 7|5

st= geluch

HIZEA 24 QA 230l= M 7HX| 80| CIo|E] =] &4 & 5Lt ZQEhL|ch.
CEE Zefsto EIHAER HYHES| 74 R4 E FStE Lambda & 2| 6l & AWS loT
TwinMaker M Z 2| H|O|H EIHE H XA AI2.

4 oz

® Note
ZAE HUEE F4 FE 74 24 82 445522 Lambda &4+ £ alarm_keyzte gt
ghatioF BHLICt. Of Zt2 EBHEHSHX| &t S ™ Grafanats Ol gf2 BEZE QAISHX| et &LICEH Ol
BEE ttetets ZE 78 240 EELICH

0x b
4
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ro
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extendsFromOi7H 8 AL85t0d 74 24 R0 SH0 & Y&cte 7 24 RIS X

g & &Lk
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« isSingleton: Y& T4 A0 A0l & £ o|A Z&E £ 9
A&LICH 7H 2 =
O|E] Zt2 truez MAEHLICH

A 7SS Ao B e Zete o QU
xS

A ZJo| MM
S o=l oo

|2 EE= PropertyDefinitionRequestQ| m}Z}O|E{E MY LICH

g guli= kS

isExternalld £40| e|F ol MFE &4 Zfel 1f AExt

(od: AWS IoT SiteWise A&t ID) @1X| 04F & X|
Hot= Sl

I
0x
0
|0
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://github.com/aws-samples/aws-iot-twinmaker-samples/blob/main/src/modules/timestream_telemetry/lambda_function/udq_data_reader.py
https://github.com/aws-samples/aws-iot-twinmaker-samples/blob/main/src/modules/timestream_telemetry/lambda_function/udq_data_reader.py
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isStoredExternally

isTimeSeries
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defaultValue

configuration
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DataType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DataValue.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DataConnector.html

AWS loT TwinMaker ALEXl 710|=
mt2+0|E =k
scope ol HeULICH Hel7t M 2 Fdol A
EE|= g0l cHaH Workspace 2(E)M3H
Lich #4 471 ZEE I ZE He{7t A EtHE
gh=ofl CHaH EntityE(E) A& ghLct.

TH 24 fEE HED HYsis YHE EoiF £ oM 2222 (8) AEstEAIR.

ol FHMolz= 9 24 R F2 /MHES Fste YHS EoiF = X7t Z& Elo{ A&LICH

>
>.

CIS o= 240 LIEILIE T4 3
functions 50| X &L/ O] =
O| ei&LCt.

T 24 fELICH AWS loT TwinMaker 047[0{=
2 dataReader(2)E FHE|H 0{7|0l= implementedByzt

{

"componentTypeId": "com.example.alarm.basic:1",
"workspaceId": "MyWorkspace",
"description": "Abstract alarm component type",
"functions": {

"dataReader": {

"isInherited": false

}

},

"isSingleton": false,
"propertyDefinitions": {
"alarm_key": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false
1,
"alarm_status": {
"dataType": {

TH 24 R0 30
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"allowedValues": [

{
"stringValue": "ACTIVE"
1,
{
"stringValue": "SNOOZE_DISABLED"
3,
{
"stringValue": "ACKNOWLEDGED"
1,
{
"stringValue": "NORMAL"
}

15
"type": "STRING"

1,

"isRequiredInEntity": false,
"isStoredExternally": true,
"isTimeSeries": true

It

g

componentTypelId & workspaceIDO|| CHt 242 ELICH componentTypeIdQ| g2 &f
H BAHE D RMHOF FLICH alarm_keyo| 22 &7t [F £AA0M AE CIO|EE HMs=

=
ol MA8E + = 1R AMERLICH 7| 22 E+0lH MY E|0{ AWS loT TwinMaker 4 & LICH.
C

=
alarm_status A|AIY 22 2|8 AA0] XHEELIC.

AWS loT TwinMaker HZ0|M H B2 o E A E &= U&LICH

L

Timestream HZ23& %

"componentTypeId": "com.example.timestream-telemetry",
"workspaceId": "MyWorkspace",

Timestream HASH


https://github.com/aws-samples/aws-iot-twinmaker-samples

AWS loT TwinMaker

"functions": {

"dataReader": {
"implementedBy": {
"lambda": {
"arn": "lambdaArn"
}

}I

"propertyDefinitions": {
"telemetryType": {

"dataType":

{ "type": "STRING" },

"isExternalId": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

},
"telemetryId":

"dataType"

{
. { "type": "STRING" },

"isExternalId": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

BE(EY ZEolM 44
CI2 oMl 4 ZEQ EIUAEZI HPHEZ 7T A S
AMStE A& Lambda & £E X|& gLt

"componentTypeId":

fjo

"com.example.cookiefactory.alarm",

"workspaceId": "MyWorkspace",

"extendsFrom": [

"com.example.timestream-telemetry",
"com.amazon.iottwinmaker.alarm.basic"

]I

"propertyDefinitions": {
"telemetryType": {
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=
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"defaultValue": {
"stringValue": "Alarm"

}I

"functions": {
"dataReader": {
"implementedBy": {

"lambda": {
"arn": "lambdaArn"
}
}
}
}
}
@ Note
BE HUEE F4 dE 74 24 RS 45522 Lambda & 4= alarm_keyZfS Bt
SOk BfLICE. O] gt Btetst x| et 2T Grafanas O| 22 BEE QI46tX| &f&LICt ol &4
HE ghetsts 2E 74 240 EELC
| of
ol EH#io| RO ME MM THIE RHYste YHS RoIFLICH Ol oIFIE ALS 5104 KX Z2 Al
A0|M FHHIE RS Yo CHEt olo|C|o1E ¥E = U&LICH
77| 2iA
CtZ oAz EIUAER HYHEZ 748 24 82 BH 4&ELct 7| UMo| 3| £ 3
2ol Ciet F7H A|ALE S48 RI-EE L
{
"componentTypeld": "com.example.cookiefactory.mixer",

"workspaceId": "MyWorkspace",
"extendsFrom": [
"com.example.timestream-telemetry"

]I
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"propertyDefinitions": {
"telemetryType": {
"defaultValue" : { "stringValue": "Mixer" }
.
"RPM": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true
},
"Temperature": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true
}
}
}
= @3
CtS oX= EIAAER HEHEZ 748 24 fFECE BE 4&8LICH 2 H830 21| 3 R
CHEl 71 AAHIY S8 xIEg Lt
{
"componentTypeId": "com.example.cookiefactory.watertank",
"workspaceId": "MyWorkspace",
"extendsFrom": [
"com.example.timestream-telemetry"
1,
"propertyDefinitions": {
"telemetryType": {
"defaultValue" : { "stringValue": "WaterTank" }
.
"tankVolumel": {
"dataType": { "type": "DOUBLE" 3},
"isTimeSeries": true,
"isStoredExternally": true
},
"tankVolume2": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true
34
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},

"flowRatel": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true

.

"flowrate2": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true

AHO|A X

CHS ofAo = Zfol MHEZ|o] Y= 40| T |0 U&LICH AWS loT TwinMakerZt 2 AFHE X7} K|
Ml LHE Mo Z K& 67| HEo sHY 2t dMsie Ol &7t 2R SHX| ef&L|C =8 o] of| Aol
M= RELATIONSHIP CIO|E RE & AI25I0{ CIE 74 @4 S Io| 2HHE XIHELICE

Ol 74 @A& CIXIY E2I0| HHAEES £7HY £ U TEE HAHLIES MSELICH O/ A3
0f AHE Ol $I%I8 LIEFLIE HIEICIOIEIE £7he 4 U&LICH E3t O HEE ofH 7hu2tt Lt
ATOIAE & 4 QX ZHHE Ol ABES ZHO0ILL S5 SIx|Z AR S TH74sHs WS nfotst

{
"componentTypeId": "com.example.cookiefactory.space",
"workspaceId": "MyWorkspace",
"propertyDefinitions": {
"position": {"dataType": {"nestedType": {"type": "DOUBLE"}, "type": "LIST"}},
"rotation": {"dataType": {"nestedType": {"type": "DOUBLE"}, "type": "LIST"}},
"bounds": {"dataType": {"nestedType": {"type": "DOUBLE"}, "type": "LIST"}},
"parent_space" : { "dataType": {"type": "RELATIONSHIP"}}
}
}
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AWS loT TwinMaker CHZF =Hod

metadataTransferJob2 AF23504 AWS loT TwinMaker E|AAE CHHF 22 A&t &2l ct.
metadataTransferJob2 AF5HH CHE 22 &5t 2! Amazon S3 ZHoi| 2[4
loT TwinMaker AWS loT SiteWise 94 LIC}.
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o e AHM U2 2 HED 22 CHF 2 AWS loT AH&F 22
« KFAFE AWS loT TwinMaker 2! 2 CHEF 7FX{SLICH AWS IoT SiteWise.

S

e revit EEE= I 22 J|E 2EEX| BIM IFY MM AWS loT TwinMaker AEE|E CHES 2 7}
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. 2 74 9 80f

- i 7IM27| S UHE L] 5 =

« AWS loT TwinMaker H|EIH|O|E{ & & A 7|0}

L

FRINEHS

o

AWS loT TwinMaker CHE %2 CFS 7@ 018 AFSELICH

« 7IXM27|: 2lAAE ITAHOIAR O|S5teE EHURULICH AWS loT TwinMaker . 0 & £0{ 2Z 1}
2! Amazon S3 HZ!2| mt Y EE=0f| A AWS loT TwinMaker &/ AH O|A AWS loT SiteWise Z.

o LHELHZ|: KT AT O|ANA AWS loT TwinMaker 2Z A|AE! EE= Amazon S3 HZIS 2 B|AAE
O|S3st= ErdlL|ct.
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>

0 £ £04 Amazon S3 HZ!2 LHELHZ| CHA 0| AWS loT TwinMaker /I AH O|AE 7}K 27| CH
FQIL|CE.

0

« AWS IoT SiteWise A 7|0} BIAAE 7M1 LHELHE Ol AF2 £l AZ(0HL|CF AWS loT
SiteWise.

« AWS loT TwinMaker A 7|0} 2IAAE 7IX1 LHELE Ol AF2E|= A 7|0 LICH AWS loT
TwinMaker.

« AWS loT TwinMaker Z|4& 2| 2|AA: 7|&E APIs. &3] 7§&l| == ComponentType &ILIC}.
C

« AWS loT TwinMaker 5t =& ElAA: HEHO|E Holof Ar &l 58 2laA SYELICH §3

M AQL]C},

« MIEIH[O|E{: AWS loT SiteWise & AWS IoT TwinMaker 2| AAE MBSMOZ 7HH7HLE LHELHE
o Zost =9 MEQlL|C}

« metadataTransferJob: CreateMetadataTransferJobS Aldish M MAI=l ZHA| QlL|C}.

AWS loT TwinMaker metadataTransferJob 7|

Il metadataTransferJobO| #2|c|= g ATk AWS loT TwinMaker

Ze sxte JdBEuch =& EI_/.:A% M&3te ol 228 HEE|0|EE AL stod 27|0HE Holst
£ YIS YYFLICH AWS loT TwinMaker bulk 242 CHS 7|52 XIHELICH
- 242 Blas MY EiE= OiX: AWS loT TwinMaker = M 2lAAE M5 7L ElAA IDE 1R]3}
A AlEElE B E J|E 2lAAE CHAELICH
ol & £0{ AE{E|7F AlARI0] QI B2 AE{E| HOlE Entity 7| of2Hel HEZ 3ol HolE M AE

E| Holz CHA|ELICEH

- 5t ElaA M Es IA:

EntityComponent &0 e 7148 AR MLt nAME = A&LICt 7477+ o|O] Rlofok & L
Ch. 2= x| et o™ =r40| ValidationExceptionS M43 8tLIC}.

SY Es oA =Z0MH 4 E= 2A R A5 HLE BEE = 42 Z & E EntityComponent7t

AWS loT TwinMaker £ 5t 2IAA AT X[HELICH 319 SlAAE FH A, S EE A

Y+ U&LICH
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T QAE MAStE™ A =F ol A A A|SHoF & LICH.
&9 E£= #BHE AX|5HEd™ Entity 2= EntityComponent =& 0l A AHA[3HoF & L|CH.

AAE MX5tE{H 49 =& 2lAAE UO0|EStD 5% 2laA 0| Ho|E MEFghL|Ct
2 ElAA ALK @12 AWS IoT TwinMaker £ Z=|4HQ| 2| AAE AMA|SHX] €
W&l 55 = ComponentTypeS LIEFHLICH.
O

| IE2l0f S x4 2] 2lAA0 CHE 52| 2lAA HolTt gi&LCt.

STt HESM ST 7HAS HA JHA Hel & 52| 2lAA((0: £4) Holg M3E =+ eial
Ct

entityld7} Entity0ll A AF& E|= 72 Entity, EntityComponent, &4 EE= #7|0f S U8t IDE AFSE
A oA

T HAH L’l El-

EntityComponent entityld &= = componentName Z& & A& 35l= &< EntityComponent, §4 EE&
AN SUSt ZEE AL E = ei&LICH

.
0z
o
rr
r.e
o

entityld, componentName, propertyName Z &2 &4 E£= 2HMM AL 5= B2
oM SLEt =& M8E = eiaLiCt

Externallde= MEH AFEERILICH AWS IoT TwinMaker. ExternalldE AF23510{ EZ|AAE Al
LIC}.
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CHE 71K 27| 2 LHELHZ | 2 ==

ol FHOIME THE 7H2 7| X LHELHZ| S +8sH YDt T3 S0l 2R 8 R2lsHs Wy
2 CHELICH CLI M2 A8 3 1% sredol o8 RIZ8rLict

AWS loT TwinMaker AP| £ X=0{& CreateMetadataTransferJob &! 7|E} API Z4oi CHet ME 7} =&
Z|0{ U&LILCH.
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« metadataTransferJob AP =74
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateMetadataTransferJob.html
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« AWS loT TwinMaker metadataTransferJob 04| A|

metadataTransferJob AP &= 74

metadataTransferJobS Al&i5}7| O CIS Al ZZHE 22 5HAM2.

« AWS loT TwinMaker T AT O|AE MMEHL|CH T AHO|AE metadataTransferJob2
7l CHA EE LHELHZ| AAQ £ QI&LICH I AT O|A MAJof CHE REM|EH LIRS MM
M UT AT O|A AHAL

« Sl&AE XMEH Amazon S3 HAE YEHLICH Amazon S3 AFE0] CHE AHMIEF LIEES Amazon
S32t 2odol| |72 A XML,

IAM TH8t

CHEF 2tod2 £alst = Amazon S3 AWS IoT SiteWise, AWS IoT TwinMaker2! 2Z A|AE! Zto]|

AWS ZAAE TEHs £ Qle HEto| /e IAM A2 MAISHoF EL|Ct 1AM &= MAof CHSE REA
M A

-l .

AWS loT TwinMaker AWS loT SiteWise 2! Amazon S30i CH3t & MdHe Ci=20F ZH4& L C}.

« AWS loT TwinMaker Z3%H:
JSON

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"s3:PutObject"”,
"s3:GetObject",
"s3:GetBucketLocation"”,
"s3:ListBucket",
"s3:AboxrtMultipartUpload"”,
"s3:ListBucketMultipartUploads"”,
"s3:ListMultipartUploadParts"
]I
"Resource":
}I
{

Mg
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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"Effect": "Allow",

"Action": [
"iottwinmaker:GetWorkspace"”,
"iottwinmaker:CreateEntity",
"iottwinmaker:GetEntity",
"iottwinmaker:UpdateEntity",
"iottwinmaker:GetComponentType",
"iottwinmaker:CxreateComponentType",
"iottwinmaker:UpdateComponentType",
"iottwinmaker:ListEntities",
"iottwinmaker:ListComponentTypes",
"iottwinmaker:ListTagsForResource",
"iottwinmaker:TagResource",
"iottwinmaker:UntagResource"

1,

"Resource": "*"

« AWS IoT SiteWise &324:

JSON

"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",
"Action": [
"s3:PutObject”,
"s3:GetObject",
"s3:GetBucketLocation"”,
"s3:ListBucket",
"s3:AboxrtMultipartUpload"”,
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts"
]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"iotsitewise:CreateAsset",
"iotsitewise:CreateAssetModel”,

IAM T8t
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"iotsitewise:UpdateAsset",
"iotsitewise:UpdateAssetModel"”,
"iotsitewise:UpdateAssetProperty",
"jotsitewise:ListAssets",
"jotsitewise:ListAssetModels",
"iotsitewise:ListAssetProperties"”,
"iotsitewise:ListAssetModelProperties"”,
"jotsitewise:ListAssociatedAssets",
"jotsitewise:DescribeAsset",
"iotsitewise:DescribeAssetModel",
"iotsitewise:DescribeAssetProperty",
"jotsitewise:AssociateAssets",
"jotsitewise:DisassociateAssets",
"iotsitewise:AssociateTimeSeriesToAssetProperty”,
"iotsitewise:DisassociateTimeSeriesFromAssetProperty",
"iotsitewise:BatchPutAssetPropexrtyValue",
"iotsitewise:BatchGetAssetPropextyValue",
"iotsitewise:TagResource",
"iotsitewise:UntagResouxce",
"iotsitewise:ListTagsForResource"

1,

"Resource": "*"

« Amazon S3 %J%H:

"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:AbortMultipartUpload",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts"

1)

"Resource'": "*"

IAM T8t
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= B Amazon S3 HZ!04|2F HAM|ASHE S Amazon S3 HAo| HRIE X|HE =
HAS HESAL.
Amazon S3 EFel HZ! H| X|™H =
{
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:AbortMultipartUpload",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts"
1,
"Resource": [
"arn:aws:s3:::bucket name",
"arn:aws:s3:::bucket name/*"
]
}
metadataTransferJob0ll CHEH HA|A Ko A7H
AERI7F HMAY = U= Bl ZFRE Mofstzi™ &0l A El= Yol CHS 1AM

&rL|C AWS loT TwinMaker.

(® Note

O| MA2 Amazon S3%t Z|AAE F11 = AWS loT TwinMaker 7tX27] 2 LHE LY 7| &

off CHEF HAMIABF HSEfLICH

"Effect": "Allow",

"Action": [
"iottwinmaker:*DataTransferJob*"

1,

"Resource": "*",

"Condition": {

IAM T8t
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"StringLikeIfExists": {
"iottwinmaker:sourceType": [
"s3",
"iottwinmaker"
1,
"iottwinmaker:destinationType": [
"iottwinmaker",

]
}
}
}
CHZ shed Al

Ol MMoHE ChE 7K 7| & LHELHZ| 2fde &8ss WS chELICH
Amazon S30{|M 2 Cl|O|E{ 7}XK42 7| AWS loT TwinMaker

1. AWS loT TwinMaker metadataTransferJob A7|0FE AF2 3504 ML E 2| AAE X|™EHL|CH AT
o mtele 2445104 Amazon S3 H{Z!of| X{&HgHLCt.

A 7|0} oAM= EHHE B ERSHAAIRHEHOIE ®IEE! 7 K2 7
2. QYU EES MHE5 T JSON IUZ KMHEELICH @Y EES TS Mol AAQ CiaE X|IHE
LIC}t. Amazon S3 HHA!2 AA R X|™6tT AWS loT TwinMaker I AH O|AE CHA S 2 X|ZI6H

OF gfLICt.

"metadataTransferJobId": "your-transfer-job-Id",
"sources": [{

Iltypell: I|53ll’
"s3Configuration": {

"location": "arn:aws:s3:::amzn-s3-demo-bucket/your_import_data.json"
}

1,
"destination": {
"type": "iottwinmaker",
"iotTwinMakerConfiguration": {
"workspace": "arn:aws:iottwinmaker:us-
east-1:111122223333:workspace/your-worksapce-name"

o ared A 23
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}
}
}
QY 2&0 x|get ntd o|F 2 7ISELICH S BACIM EELICE o]l KoM 2E 282
O|&2 &lLICtcreateMetadataTransferJobImport. json.
3. CI3 CLI BHE AASI0iE =58
Y #2720 X|-Hst O|§2 2 HiE Lo

aws iottwinmaker create-metadata-transfer-job --region
--cli-input-json file://createMetadataTransferJobImport

12{™ metadataTransferdobO| MM E|11 MEHSH B AA MES Z 2

1. MHE ZEE AH8510{ JSON 2 EES d4stod LIEE 2|4

{
"metadataTransferJobId": "your-transfer-job-Id",
"sources": [{
"type": "iottwinmaker",
"iotTwinMakerConfiguration": {
"workspace": "arn:aws:iottwinmaker:us-
east-1:111122223333:workspace/your-workspace-name",
"filters": [{

"filterByEntity": {
"entityId": "parent"

11,

{

"filterByEntity": {
"entityId": "child"

11,

{
"filterByComponentType": {

"componentTypeId": "component.type.
1}

us-east-1 \
.json

A Meg

minimal"

LICICreateMetadataTransferJob(input-json It O|§ 2

MA7H AEHE LT

L|C}. o] oAM=

I
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1,
"destination": {
"type": "s3",
"s3Configuration": {
"location": "arn:aws:s3:::amzn-s3-demo-bucket"
}
}

filters HHIEZ AFEstH LIEE BIAAE XIHE = JU&LICE O] MM E entity, RIE 7|
o2 LEZEL|ClcomponentType.

213 AWS loT TwinMaker AHO|AE AA R X|X5t1T Amazon S3 HHZ!2 HIEIH|O|E] A& &
o| cato = K|Sl oF &FL|Ct.

QY EEE MEstn I O|F 2 7ISELICH oS BHAH0IAM ZELICH o] dAMoiME 2 &2
29| o0|§2 KIH%&LICtcreateMetadataTransferJobExport. json.
2. C}

2 CLI HHE M58 S EFLICICreateMetadataTransferJob(input-json It O|E &
z X|HEt O|§ 22 "tE L.

aws iottwinmaker create-metadata-transfer-job --region us-east-1 \
--cli-input-json file://createMetadataTransferJobExport.json

-_

124™ metadataTransferJobO| x| 7 MENFE B|AA HME T2 MATL ARHEILICEH

& HUo| HEfE FH st HLE UOlo|Esizd™ CHE BHE ALSELICH

o X2 F|ASE{H CancelMetadataTransferJob APl 242 AbEFL|CE.
CancelMetadataTransferJob2 £ &35t API= A& 52l metadataTransferJob 2t £ A5t 0|O] LK
ELH7HL 7}K2 E|AAEO0| API 3& 09| Qe dbx| ot&LCt.

« EX o] CHEt MEE HMEIE{M GetMetadataTransferJob APl 22 AIS

o
r
o

= CHS CLI HHEE AF235H04 7|E S Yol M GetMetadataTransferJobS & & £ U&LICH

EMSHX| &f= AWS loT TwinMaker 7t X2 7| = LHELHZ| 20| A GetMetadataTransferJob=
% &35l 8E0f ResourceNotFoundException @& 7} g A&t |C}.

EHEF Xtod )éI%H 45


https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CancelMetadataTransferJob.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetMetadataTransferJob.html

AWS loT TwinMaker MNEX 70|=

o Sl ErM S LtQ5tEd™H ListMetadataTransferJobs API 2142 AF&HL|Ct.

CHS 2 & destinationType2 £, Z sourceType AWS loT TwinMaker 2 2 A& 35}04
&t= CLI | M| ILICt. sourceType

W S

ListMetadataTransferJobss3E& &

aws iottwinmaker list-metadata-transfer-jobs --destination-type iottwinmaker --
source-type s3

(@ Note
7tX7| = LHE L] 2Fdol A4 2 CHaf 1t & X|5HE = sourceType 2! destinationType
u2tolEe| gt HEEY = U&LICH
O|248t API 22 S &E5H= CLI HHO| AFA|Et o= MMHE HZEFMLAWS loT TwinMaker

metadataTransferJob 0| All.

TS Y B0l LF7H LY MM HERSIHRF HMEl.
= -
27 AEl
S FUE WHstD AlE # GetMetadataTransferJob2 2 &350 Wligt @ 78 TILE = A&
L{ct

aws iottwinmaker get-metadata-transfer-job \
--metadata-transfer-job-id your_metadata_transfer_job_id \
--region us-east-1

2 Ef7I 2 HH= COMPLETEDXE &QlstH 2fd AUt E &Qlg = JU&Lch
GetMetadataTransferJob2 CtS EE7} MetadataTransferJobProgress Z&E 2= X E g
gherLct.

failedCount: T1& ZZ M A Sof Aot 2|AA =8 LIEFHLICE

- skippedCount: & ZZAMA Sof| AHE ElAA =5 LIEFHLICEH

succeededCount: & T2 MA S0 438 2lAA =8 LIEFLICEH

totalCount: 21& T2 M|AQ ZTE & 2|AA £E LIEFHLICE

F Xl 46


https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListMetadataTransferJobs.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_MetadataTransferJobProgress.html
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CC

gt O0|2| MHE URLO

=3 | i
= B20| URLE AI&5t0

FEl reportUrl 2 47} gretEILICEH ™
o

SH O HIME HRRE 4 2
HEtHIO|E ' EZ! 7HKH 27

B i 71K 27] Hdo 2 odd] 714 24, componentTypes EEE= X E 7HK S £+ Ud&LICH O]
MMl oMol H=0] 2td 2 st WS Eo{ELICt

template: Importing entities

HME 7IM2E HHol Chs HER 42 ASELCL

"entities": [
{
"description": "string",
"entityId": "string",
"entityName": "string",
"parentEntityId": "string",
"tags": {
"string": "string"
1,
"components": {
"string": {
"componentTypeId": "string",
"description": "string",
"properties": {
"string": {
"definition": {
"configuration": {
"string": "string"
1,
"dataType": "DataType",
"defaultValue": "DataValue",
"displayName": "string",
"isExternalId": "boolean",
"isRequiredInEntity": "boolean",
"isStoredExternally": "boolean",
"isTimeSeries": "boolean"
1,
"value": "DataValue"
}
1,
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"propertyGroups": {
"string": {
"groupType": "string",
"propertyNames": [
"string"

template: Importing componentTypes

componentTypes& 7tX 2= Aol CHsH Ctg REZ FAIE AFSELCH.

"componentTypes": [

{

"componentTypeId": "string",
"componentTypeName": "string",
"description": "string",
"extendsFrom": [

"string"
1,
"functions": {

"string": {

"implementedBy": {
"isNative": "boolean",

"lambda": {
"functionName": "Telemetry-tsDataReader",

"arn": "Telemetry-tsDataReaderARN"

}
}I

"requiredProperties": [
"string"
1,
"scope": "string"
}
1,

"isSingleton": "boolean",
"propertyDefinitions": {

48
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"string": {
"configuration": {
"string": "string"
I

"dataType": "DataType",
"defaultValue": "DataValue",

"displayName": "string",
"isExternalId": "boolean",
"isRequiredInEntity": "boolean",
"isStoredExternally": "boolean",
"isTimeSeries": "boolean"
}
},
"propertyGroups": {
"string": {
"groupType": "string",
"propertyNames": [
"string"
]
}
},
"tags": {
"string": "string"

template: Importing components

TH RLAE VMR E &YYo Chs HEZ HAg A8
{
"entityComponents": [
{
"entityId": "string",
"componentName": "string",
"componentTypeId": "string",
"description": "string",
"properties": {
"string": {

"definition": {
"configuration": {
"string": "string"
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iy
"dataType": "DataType",
"defaultValue": "DataValue",

"displayName": "string",
"isExternalId": "boolean",
"isRequiredInEntity": "boolean",
"isStoredExternally": "boolean",
"isTimeSeries": "boolean"
},
"value": "DataValue"
}
I
"propertyGroups": {
"string": {
"groupType": "string",
"propertyNames": [
"string"
]
}
}
}

AWS loT TwinMaker metadataTransferJob 0 A

ChS BEE AF8stod HIEMH|OlE &S &elgfLct

« CreateMetadataTransferJob API ZH¢d.

CLI H& oAl

aws iottwinmaker create-metadata-transfer-job --region us-east-1 \
--cli-input-json file://yourTransferFileName. json

o X422 F|A 524 CancelMetadataTransferJob API

CLI H& oA

aws iottwinmaker cancel-metadata-transfer-job
--region us-east-1 \

S AFSELI

AWS loT TwinMaker metadataTransferJob 0| |
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateMetadataTransferJob.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CancelMetadataTransferJob.html
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--metadata-transfer-job-id job-to-cancel-id

@
o
>
Q
®
<
@
h
o
o
o
~—
©
—
-
o
=]
e
o
-
[
O
o

2 3 &olH &Y HEHI0|E TS Zrder FAE|H ol0f LHE LH7AHLt
K2 Elass QES EX| of&LITH
X

Am

o o et HEE HM5tE{H GetMetadataTransferJob AP 214 & AtE & LICt.

CLI H& oAl

aws iottwinmaker get-metadata-transfer-job \
--metadata-transfer-job-id your_metadata_transfer_job_id \
--region us-east-1 \

o S ErM 2 LtQ5tE{™ ListMetadataTransferJobs API 2142 At &tL|Ct.

JSON I} E ALE35}0q ListMetadataTransferJobsOi| A Bt EHEl ANt E ZIE{21E = U&LICt CLIE
AHE35H04 CFS MHRIE B ESHMI2.

1. CLI 221 JSON mteg ddstod AL EHEE XIEgfLICH

{
"sourceType": "s3",
"destinationType": "iottwinmaker",
"filters": [{
"workspaceId": "workspaceforbulkimport"
},
{
"state": "COMPLETED"
1]
}

aws iottwinmaker list-metadata-transfer-job --region us-east-1 \
--cli-input-json file://ListMetadataTransferJobsExample.json
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetMetadataTransferJob.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListMetadataTransferJobs.html
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AWS loT TwinMaker H|EFCE|O|E{ 7

Ot

yNJoL| A5’|D|-

-1

metadataTransferJob 7}X{2 7| A 7|0 Amazon S3 B{Z!0od 2I= =&t 0] AWS loT TwinMaker H|E}
CllO|E| A7|0FE AFE35l0{ OIO|E{E ASELICt.

"$schema": "https://json-schema.org/draft/2020-12/schema",
"title": "IoTTwinMaker",
"description": "Metadata transfer job resource schema for IoTTwinMaker",
"definitions": {
"ExternalId": {
"type": "string",
"minLength": 1,
"maxLength": 128,
"pattern": "[a-zA-Z0-9][a-zA-Z_\\-0-9.:]1*[a-zA-Z0-9]+"
.
"Description": {
"type": "string",
"minLength": 0,
"maxLength": 512
},
"DescriptionWithDefault": {
"type": "string",
"minLength": 0,
"maxLength": 512,

"default": ""
1,
"ComponentTypeName": {
"description": "A friendly name for the component type.",
"type": "string",
"pattern": ".*[M\\u0000-\\u@@1F\\u@@7F]*.*",
"minLength": 1,
"maxLength": 256
I

"ComponentTypelId": {
"description": "The ID of the component type.",
"type": "string",
"pattern": "[a-zA-Z_.\\-0-9:]+",
"minLength": 1,
"maxLength": 256
},
"ComponentName": {
"description": "The name of the component.",

AWS IoT TwinMaker HE}E[O|E{ & =] A 7|0} 52
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"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+",
"minLength": 1,
"maxLength": 256
},
"EntityId": {
"description": "The ID of the entity.",
"type": "string",
"minLength": 1,
"maxLength": 128,
"pattern": "[0-9a-f]{8}-[0-9a-f]{4}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-f]1{12}|~[a-zA-
Z0-9][a-zA-Z_\\-0-9.:]*[a-zA-Z0-9]+"

},
"EntityName": {

"description": "The name of the entity.",

"type": "string",

"minLength": 1,

"maxLength": 256,

"pattern": "[a-zA-Z_0-9-.][a-zA-Z_0-9-. ]*[a-zA-Z0-9]+"
I

"ParentEntityId": {
"description": "The ID of the parent entity.",
"type": "string",
"minLength": 1,
"maxLength": 128,
"pattern": "\\$ROOT|~[0-9a-T]1{8}-[0-9a-f]{4}-[0-9a-f]1{4}-[0-9a-T]1{4}-[0-9a-f]
{12} |~[a-zA-Z0-9][a-zA-Z_\\-0-9.:]1*[a-zA-Z0-9]+",
"default": "$ROOT"

},

"DisplayName": {
"description": "A friendly name for the property.",
"type": "string",
"pattern": ".*[M\\u0000-\\u@@1F\\u@@7F]*.*",
"minLength": 0,
"maxLength": 256

1,

"Tags": {

"description": "Metadata that you can use to manage the entity / componentType",
"patternProperties": {
"ACO\N\P{LIN\\P{ZI\\p{N}_.:/=1\\-eI*)$": {
"type": "string",
"minLength": 1,
"maxLength": 256
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}I

"existingJavaType": "java.util.Map<String,String>",

"minProperties": 0,
"maxProperties": 50
1,
"Relationship": {
"description": "The type of the relationship.",
"type": "object",
"properties": {
"relationshipType": {
"description": "The type of the relationship.",
"type": "string",
"pattern": ".*"
"minLength": 1,
"maxLength": 256

iy

"targetComponentTypeId": {
"description": "The ID of the target component type associated with

’

relationship.",
"$ref": "#/definitions/ComponentTypeId"
}
I

"additionalProperties": false

iy
"DataValue": {

"description": "An object that specifies a value for a property.",
"type": "object",
"properties": {

"booleanValue": {
"description": "A Boolean value.",

"type": "boolean"
},

"doubleValue": {
"description": "A double value.",

"type": "number"
},

"expression": {
"description": "An expression that produces the value.",

"type": "string",
"pattern": "(M\\$\\{Parameters\\.[a-zA-z]+([a-zA-z_0-9]1*)}$)",
"minLength": 1,
"maxLength": 316

},

"integerValue": {

this

54
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"description": "An integer value.",
"type": "integer"
},
"listValue": {
"description": "A list of multiple values.",
"type": "array",
"minItems": O,
"maxItems": 50,
"uniqueltems": false,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/DataValue"
},
"default": null
},
"longValue": {
"description": "A long value.",
"type": "integer",
"existingJavaType": "java.lang.Long"
I
"stringValue": {
"description": "A string value.",
"type": "string",
"pattern": ".*",
"minLength": 1,
"maxLength": 256
},
"mapValue": {
"description": "An object that maps strings to multiple
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/DataValue"
}
},
"additionalProperties": {
"$ref": "#/definitions/DataValue"
}
},

"relationshipValue": {

DataValue objects.",

"description": "A value that relates a component to another component.",

"type": "object",
"properties": {
"TargetComponentName": {

AWS loT TwinMaker H|EtH|O|E & 2] A 7|0}
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"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+",
"minLength": 1,
"maxLength": 256
},
"TargetEntityId": {
"type": "string",
"pattern": "[0-9a-f]{8}-[0-9a-f]1{4}-[0-9a-f]{4}-[0-9a-f]1{4}-[0-9a-f]1{12}|
A[a-zA-Z0-9][a-zA-Z_\\-0-9.:]*[a-zA-Z0-9]+",
"minLength": 1,
"maxLength": 128
}
},
"additionalProperties": false
}
I
"additionalProperties": false
I
"DataType": {
"description": "An object that specifies the data type of a property.",
"type": "object",
"properties": {
"allowedValues": {
"description": "The allowed values for this data type.",
"type": "array",
"minItems": 0O,
"maxItems": 50,
"uniqueltems": false,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/DataValue"
I
"default": null
I
"nestedType": {
"description": "The nested type in the data type."
"$ref": "#/definitions/DataType"
I
"relationship": {
"description": "A relationship that associates a component with another
component.",
"$ref": "#/definitions/Relationship"
},
"type": {
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"description": "The underlying type of the data type.",

"type": "string",

"enum": [
"RELATIONSHIP",
"STRING",
"LONG",
"BOOLEAN",
"INTEGER",
"DOUBLE",
"LIST",
"MAP"

]

3,

"unitOfMeasure": {
"description": "The unit of measure used in this data type.",
"type": "string",
"pattern": ".*",
"minLength": 1,
"maxLength": 256
}
},
"required": [
"type"
1,
"additionalProperties": false
1,
"PropertyDefinition": {
"description": "An object that specifies information about a property.",
"type": "object",
"properties": {
"configuration": {
"description": "An object that specifies information about a property.",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+",
"minLength": 1,
"maxLength": 256

}
1,
"existingJavaType": "java.util.Map<String,String>"
1,
"dataType": {
"description": "An object that contains information about the data type.",
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"$ref": "#/definitions/DataType"

iy
"defaultValue": {

"description'": "An object that contains the default value.",

"$ref": "#/definitions/DataValue"

iy
"displayName": {

"description'": "An object that contains the default value.",

"$ref": "#/definitions/DisplayName"

iy
"isExternalId": {

"description": "A Boolean value that specifies

from an external data store.",
"type": "boolean",
"default": null

iy
"isRequiredInEntity": {

"description": "A Boolean value that specifies

required.",
"type": "boolean",
"default": null

iy
"isStoredExternally": {

"description": "A Boolean value that specifies

externally.",
"type": "boolean",
"default": null
1,

"isTimeSeries": {

"description": "A Boolean value that specifies

of time series data.",
"type": "boolean",
"default": null
}
},
"additionalProperties": false

},

"PropertyDefinitions": {
"type": "object",
"patternProperties": {

"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/PropertyDefinition"
}
I

whether

whether

whether

whether

the

the

the

the

property

property i

property

property

ID comes

is stored

consists
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"additionalProperties": {
"$ref": "#/definitions/PropertyDefinition"
}
I
"Property": {
"type": "object",
"properties": {
"definition": {
"description": "The definition of the property",
"$ref": "#/definitions/PropertyDefinition"

},
"value": {
"description": "The value of the property.",
"$ref": "#/definitions/DataValue"
}
I

"additionalProperties": false
I
"Properties": {
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/Property"
}
},
"additionalProperties": {
"$ref": "#/definitions/Property"
}
},
"PropertyName": {
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+"
},
"PropertyGroup": {
"description": "An object that specifies information about a property group.",
"type": "object",
"properties": {
"groupType": {
"description": "The type of property group.",
"type": "string",
"enum": [
"TABULAR"
]
I
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"propertyNames": {

"description": "The list of property names in the property group.",

"type": "array",
"minItems": 1,
"maxItems": 256,
"uniqueltems": true,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/PropertyName"
I
"default": null
}
},
"additionalProperties": false
},
"PropertyGroups": {
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/PropertyGroup"
}
I
"additionalProperties": {
"$ref": "#/definitions/PropertyGroup"
}
I

"Component": {
"type": "object",
"properties": {
"componentTypeId": {
"$ref": "#/definitions/ComponentTypelId"

I
"description": {

"$ref": "#/definitions/Description"
},

"properties": {

"description": "An object that maps strings to the properties to set in the

component type. Each string in the mapping must be unique to this object.",

"$ref": "#/definitions/Properties"

1,
"propertyGroups": {

"description": "An object that maps strings to the property groups to set in
the entity component. Each string in the mapping must be unique to this object.",

"$ref": "#/definitions/PropertyGroups"
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}
.
"required": [
"componentTypeId"
1,

"additionalProperties": false
},
"RequiredProperty": {
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+"
},
"LambdaFunction": {
"type": "object",
"properties": {
"arn": {
"type": "string",
"pattern": "arn:((aws)|(aws-cn)|(aws-us-gov)|(\\${partition})):1lambda:(([a-
z0-9-1+) | (\\${region})): ([0-91{12}| (\\${accountId})):function:[/a-zA-Z0-9_-]+",
"minLength": 1,
"maxLength": 128
}
I
"additionalProperties": false,
"required": [

arn
]
},
"DataConnector": {
"description": "The data connector.",
"type": "object",
"properties": {
"isNative": {
"description": "A Boolean value that specifies whether the data connector is
native to IoT TwinMaker.",
"type": "boolean"

I

"lambda": {
"description": "The Lambda function associated with this data connector.",
"$ref": "#/definitions/LambdaFunction"

}

}I

"additionalProperties": false

}I

"Function": {
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"description": "The function of component type.",
"type": "object",
"properties": {

"implementedBy": {

"description": "The data connector.",
"$ref": "#/definitions/DataConnector"
},
"requiredProperties": {
"description": "The required properties of the function.",
"type": "array",
"minItems": 1,
"maxItems": 256,
"uniqueltems": true,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/RequiredProperty"
},
"default": null
},
"scope": {
"description": "The scope of the function.",
"type": "string",
"enum": [
"ENTITY",
"WORKSPACE"
]
}
I
"additionalProperties": false
I
"Entity": {

"type": "object",
"properties": {
"description": {
"description": "The description of the entity.",
"$ref": "#/definitions/DescriptionWithDefault"

I
"entityId": {

"$ref": "#/definitions/EntityId"
iy

"entityExternalld": {
"description": "The external ID of the entity.",
"$ref": "#/definitions/ExternalId"

.
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"entityName": {
"$ref": "#/definitions/EntityName"
},
"parentEntityId": {
"$ref": "#/definitions/ParentEntityId"
I
"tags": {
"$ref": "#/definitions/Tags"
},
"components": {
"description": "A map that sets information about a component.",
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/Component"
}
},
"additionalProperties": {
"$ref": "#/definitions/Component"

}
I
"required": [
"entityId",
"entityName"
1,
"additionalProperties": false
I
"ComponentType": {
"type": "object",
"properties": {
"description": {
"description": "The description of the component type.",
"$ref": "#/definitions/DescriptionWithDefault"
},
"componentTypeId": {
"$ref": "#/definitions/ComponentTypelId"
I
"componentTypeExternalld": {
"description": "The external ID of the component type.",
"$ref": "#/definitions/ExternalId"
I
"componentTypeName": {
"$ref": "#/definitions/ComponentTypeName"
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},
"extendsFrom": {
"description": "Specifies the parent component type to extend.",
"type": "array",
"minItems": 1,
"maxItems": 256,
"uniqueltems": true,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/ComponentTypeId"

},
"default": null
},
"functions": {
"description": "a Map of functions in the component type. Each function's key
must be unique to this map.",
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/Function"
}
1,
"additionalProperties": {
"$ref": "#/definitions/Function"
}
1,
"isSingleton": {
"description": "A Boolean value that specifies whether an entity can have
more than one component of this type.",
"type": "boolean",
"default": false
1,
"propertyDefinitions": {
"description": "An map of the property definitions in the component type.
Each property definition's key must be unique to this map.",
"$ref": "#/definitions/PropertyDefinitions"
},
"propertyGroups": {
"description": "An object that maps strings to the property groups to set in
the component type. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/PropertyGroups"
1,
"tags": {
"$ref": "#/definitions/Tags"
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}
.
"required": [
"componentTypeId"
1,

"additionalProperties": false
1,
"EntityComponent": {
"type": "object",
"properties": {
"entityId": {
"$ref": "#/definitions/EntityId"

iy
"componentName": {

"$ref": "#/definitions/ComponentName"
iy

"componentExternalId": {
"description": "The external ID of the component.",
"$ref": "#/definitions/ExternalId"

I

"componentTypelId": {
"$ref": "#/definitions/ComponentTypeId"

},
"description": {
"description": "The description of the component.",
"$ref": "#/definitions/Description"
},
"properties": {
"description": "An object that maps strings to the properties to set in the

component. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/Properties"
I
"propertyGroups": {
"description": "An object that maps strings to the property groups to set in
the component. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/PropertyGroups"
}
I
"required": [
"entityId",
"componentTypeId",
"componentName"
1,

"additionalProperties": false
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}
iy

"additionalProperties": false,
"properties": {
"entities": {
"type": "array",
"uniqueltems": false,
"items": {
"$ref": "#/definitions/Entity"

}
},
"componentTypes": {
"type": "array",
"uniqueltems": false,
"items": {
"$ref": "#/definitions/ComponentType"
}
I

"entityComponents": {
"type": "array",
"uniqueltems": false,
"items": {
"$ref": "#/definitions/EntityComponent"
.
"default": null

il
m
i
0%
0Z
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rr
2

Ct=2 2= M componentTypeS component.type.intial #43t1 2t= ¢
MelLCtinitial.

"componentTypes": [
{
"componentTypeId": "component.type.initial",
"tags": {
"key": "value"

}
1,
"entities": [

{
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"entityName": "initial",
"entityId": "initial"

CHE22 7|1& AEEIE YO|o|EstE of LCH.

{
"componentTypes": [
{
"componentTypeId": "component.type.initial",
"description": "updated"
}
1,
"entities": [
{
"entityName": "parent",
"entityId": "parent"
},
{

"entityName": "child",

"entityId": "child",

"components": {
"testComponent": {

"componentTypeId": "component.type.initial",

"properties": {
"testProperty": {
"definition": {
"configuration": {
"alias": "property"
},
"dataType": {

"relationship": {
"relationshipType": "parent",
"targetComponentTypeId": "test"

b

"type": "STRING",

"unitOfMeasure": "t"

},
"displayName": "displayName"
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}
}
1,
"parentEntityId": "parent"
}
1,
"entityComponents": [
{
"entityId": "initial",
"componentTypeId": "component.type.initial",
"componentName": "entityComponent",
"description": "additionalDescription",
"properties": {
"additionalProperty": {
"definition": {
"configuration": {
"alias": "additionalProperty"
1,
"dataType": {
"type": "STRING"
1,
"displayName": "additionalDisplayName"
1,
"value": {
"stringValue": "test"
}
}
}
}
]
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
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DataReaderByEntity

DataReaderByComponentType

DataReader

AttributePropertyValueReaderByEntity

+ DataWriter

- oA
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{
"workspaceId": "string",
"entityId": "string",
"componentName": "string",
"properties": {
// property name as key,
// value is of type PropertyRequest
"string": "PropertyRequest"
}
}
(® Note

FHAAIR

[e][]

0| 2% CIE{H0|A 9| &M B2 PropertyRequestLICt RIMIEH LIS € & X

PropertyRequest.
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_PropertyRequest.html
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"properties": {
// property name as key,
// value is of type PropertyResponse
"string": "PropertyResponse"

(® Note

0| 2% CIE{H0|A 9| &M B2 PropertyResponse®LICt AtAM[EF LI 2 2 & X

[e][]

FHAAIR

PropertyResponse.

DataReaderByEntity
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"startDateTime": long, // In epoch sec, deprecated
"startTime": "string", // IS0-8601 timestamp format
"endDateTime": long, // In epoch sec, deprecated
"endTime": "string", // IS0-8601 timestamp format
"properties": {

// A map of properties as in the get-entity API response

// property name as key,

// value is of type PropertyResponse

"string": "PropertyResponse"

},
"workspaceId": "string",
"selectedProperties": List:"string",
"propertyFilters": List:PropertyFilter,
"entityId": "string",
"componentName": "string",
"componentTypeId": "string",
"interpolation": InterpolationParameters,
"nextToken": "string",
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"maxResults": int,
"orderByTime": "string"

}
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"propertyValues": [
{
"entityPropertyReference": EntityPropertyReference, // The same
as EntityPropertyReference

"values": [
{
"timestamp": long, // Epoch sec, deprecated
"time": "string", // IS0-8601 timestamp format
"value": DataValue // The same as DataValue

}

}
]I

"nextToken": "string"

DataReaderByComponentType
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"startDateTime": long, // In epoch sec, deprecated

"startTime": "string", // IS0-8601 timestamp format

"endDateTime": long, // In epoch sec, deprecated

"endTime": "string", // IS0-8601 timestamp format

"properties": { // A map of properties as in the get-entity API response

8 2 GetPropertyValueHistoryAPl 2f4& & X
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// property name as key,

// value is of type PropertyResponse

"string": "PropertyResponse"

I
"workspaceId": "string",
"selectedProperties": List:"string",
"propertyFilters": List:PropertyFilter,
"componentTypeId": "string",
"interpolation": InterpolationParameters,
"nextToken": "string",
"maxResults": int,

"orderByTime": "string"

DataReaderByComponentType S & QIE{m|0|A

"propertyValues": [
{
"entityPropertyReference": EntityPropertyReference, // The same
as EntityPropertyReference

"entityId": "string",

"componentName": "string",

"values": [
{
"timestamp": long, // Epoch sec, deprecated
"time": "string", // IS0-8601 timestamp format
"value": DataValue // The same as DataValue

}

}
]I

"nextToken": "string"

DataReader

DataReader DataReaderByEntity 2t 2| ZfE& ZF MZ|& = U= HIO|E E8|¢!
DataReaderByComponentType 7{<ElE{Q/L|C}.
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EntityId & componentName= B4 AbEILICH

{
"startDateTime": long, // In epoch sec, deprecated
"startTime": "string", // IS0-8601 timestamp format
"endDateTime": long, // In epoch sec, deprecated
"endTime": "string", // IS0-8601 timestamp format
"properties": { // A map of properties as in the get-entity API response
// property name as key,
// value is of type PropertyRequest
"string": "PropertyRequest"
I
"workspaceId": "string",
"selectedProperties": List:"string",
"propertyFilters": List:PropertyFilter,
"entityId": "string",
"componentName": "string",
"componentTypeId": "string",
"interpolation": InterpolationParameters,
"nextToken": "string",
"maxResults": int,
"orderByTime": "string"
}

DataReader S & Q9IE{H|0|A

"propertyValues": [
{
"entityPropertyReference": EntityPropertyReference, // The same
as EntityPropertyReference

"values": [
{
"timestamp": long, // Epoch sec, deprecated
"time": "string", // IS0-8601 timestamp format
"value": DataValue // The same as DataValue

}

}
]I
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"nextToken": "string"

AttributePropertyValueReaderByEntity

AttributePropertyValueReaderByEntity Tt Ao MM £ gt 7IMHE
B £oile! AU Lt
ol AHHE S £d /Y, & & Aol CHer RtM[EF LIE2 GetPropertyValueAPI 242
2.
AttributePropertyValueReaderByEntity 2 & QIE{H|0|A
{
"properties": {
// property name as key,
// value is of type PropertyResponse
"string": "PropertyResponse"
}
"workspaceId": "string",
"entityId": "string",
"componentName": "string",
"selectedProperties": List:"string",
}
AttributePropertyValueReaderByEntity S & QIE{H|0|A
{
"propertyValues": {
'string": { // property name as key
"propertyReference": EntityPropertyReference, // The same
as EntityPropertyReference
"propertyValue": DataValue // The same as DataValue
}
}
DataWriter
DataWriter BF 7424 0| £ & 2I5 AlAHY H0|H ZRIEE 7|= CIO|E ME A0 CHA| M=
ArEE = = o] 1 Zoe! AL UL

|
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DataWriter 274 QIE{T| 0| A

"workspaceId": "string",
"properties": {
// entity id as key
"String": {
// property name as key,
// value is of type PropertyResponse

"string": PropertyResponse
}
.
"entries": [
{
"entryId": "string",
"entityPropertyReference": EntityPropertyReference, // The same
as EntityPropertyReference
"propertyValues": [
{
"timestamp": long, // Epoch sec, deprecated
"time": "string", // IS0-8601 timestamp format
"value": DataValue // The same as DataValue

DataWriter & IE{H 0|A

"errorEntries": [
{
"errors": List:BatchPutPropertyError // The value is a list of
type BatchPutPropertyError

}
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"workspaceId": "myWorkspace",
"properties": {
"modelId": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalld": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false,
"defaultValue": {
"stringValue": "myModelId"

.
"value": {
"stringValue": "myModelId"
}
.
"tableName": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalld": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": false,
"defaultValue": {
"stringValue": "myTableName"
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.
"value": {
"stringValue": "myTableName"

0[0
I

"properties": {
"myPropertyl": {
"definition": {
"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "%
b
"configuration": {
"myPropertylId": "idValue"
},
"isTimeSeries": true
}
b
"myProperty2": {
"definition": {
"dataType": { "type": "STRING" },
"isTimeSeries": false,
"defaultValue": {
"stringValue": "property2Value"

>

. X £ 7|2 A7|Of o|L|Ada}o|Xd:

"workspaceId": "myWorkspace",
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"entityId": "myEntity",

"componentName": "myComponent",
"properties": {
"assetId": {

"definition": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false

I

"value": {
"stringValue": "myAssetId"

}

I
"tableName": {

"definition": {
"dataType": { "type": "STRING" },
"isExternalld": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": false

3,
"value": {
"stringValue": "myTableName"
}
}
}
}
SH:
{

"properties": {
"myPropertyl": {
"definition": {
"dataType": {
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"type": "DOUBLE",
"unitOfMeasure": "%"
},
"configuration": {
"myPropertylId": "idValue"
.
"isTimeSeries": true
}
},
"myProperty2": {
"definition": {
"dataType": { "type": "STRING" },
"isTimeSeries": false
.
"value": {
"stringValue": "property2Value"

 DataReaderByEntity 12|11 DataReader:

E:
{
"workspaceId": "myWorkspace",
"entityId": "myEntity",
"componentName": "myComponent",

"selectedProperties": [
"Temperature",
"Pressure"
1,
"startTime": "2022-04-07TQ4:04:42Z",
"endTime": "2022-04-07T04:04:457",
"maxResults": 4,
"orderByTime": "ASCENDING",
"properties": {
"assetId": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isFinal": true,
"isImported": false,
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"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false

},

"value": {
"stringValue": "myAssetId"

},
"Temperature": {
"definition": {
"configuration": {
"temperatureId": "xyzl23"

1,
"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "DEGC"
1,

"isExternalId": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

}I

"Pressure": {
"definition": {
"configuration": {
"pressureId": "xyz456"

1,
"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "MPA"
1,

"isExternalId": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true
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}

0l
Il

"propertyValues": [
{

"entityPropertyReference": {
"entityId": "myEntity",
"componentName": "myComponent",
"propertyName": "Temperature"

},

"values": [

{
"time": "2022-04-07T0Q4:04:427",
"value": {
"doubleValue": 588.168
}
.
{
"time": "2022-04-07T04:04:437",
"value": {
"doubleValue": 592.4224

}
1,

"nextToken": "qwertyuiop"

« AttributePropertyValueReaderByEntity:

E:
{
"workspaceId": "myWorkspace",
"entityId": "myEntity",
"componentName": "myComponent",

"selectedProperties": [
"manufacturer",
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1,
"properties": {
"assetId": {
"definition": {
"dataType": { "type": "STRING" },
"isExternallId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false
},
"value": {
"stringValue": "myAssetId"
}
},
"manufacturer": {
"definition": {
"dataType": { "type": "STRING" },
"configuration": {
"manufacturerPropId": "MoOQl1l"
},
"isExternalld": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": true,
"isTimeSeries": false
}
}
}
}
SE:
{

"propertyValues": {
"manufacturer": {
"propertyReference": {
"propertyName": "manufacturer",
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"entityId": "myEntity",
"componentName": "myComponent"
},
"propertyValue": {
"stringValue": "Amazon"

» DataWriter:

2H:

"workspaceId": "myWorkspaceld",
"properties": {
"myEntity": {
"Temperature": {
"definition": {
"configuration": {
"temperatureId": '"xyzl23"
},
"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "DEGC"
},
"isExternalld": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

}
1,
"entries": [
{
"entryId": "myEntity",
"entityPropertyReference": {
"entityId": "myEntity",
"componentName": "myComponent",
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"propertyName": "Temperature"
I
"propertyValues": [
{
"timestamp": 1626201120,
"value": {
"doubleValue": 95.6958
}
},
{
"timestamp": 1626201132,
"value": {
"doubleValue": 80.6959

0l
Il

"errorEntries": [
{
"errors": [
{
"errorCode": "40@9",
"errorMessage": "Conflict value at same timestamp",
"entry": {
"entryId": "myEntity",
"entityPropertyReference": {
"entityId": "myEntity",
"componentName": "myComponent",
"propertyName": "Temperature"
b
"propertyValues": [
"time": "2022-04-07T04:04:42Z",
"value": {
"doubleValue": 95.6958
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4.
Component type information
ID
com.test.athena.connector.example
Description
Example athena connector child component type
Must be less than 2048 characters
Base Type
Choose a pre-defined Component Type or create your own
com.amazon.athena.connector
5 7|8 88 MEiStLICH EECH2 SE0i| M com.amazon.athena.connector2tE Eil0|E0] £
2 Athena E|O|& &4] O|0|E] ZHUEHE MEHEILICY.
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Athena Data Connector

Athena datasource
Select an Athena datasource

AwsDataCatalog

Athena Database

tabular_test_database

Table Name

tabular_test_data_service_record

Column Names
Select columns to include

V4 Table name Data type

v recordid bigint

assetid string

description string

dateperformed string

performedby string

datevalidated string

validatedby string

comments string

nextservicedate string

servicerecordurl string

External ID Column

assetid

Athena workgroup
Select an Athena workgroup

Athena H|0 Test\Workgroup
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O|X|| Athena HIO|E| HHEIE 74 24 RESE ALE35t0{ 74 245 HI X2 M504 JHAof
odasi& L}

L_=2 AAHE

Athena Ef0|& &4 CI|O|E{ 7{4lE{ JSON & X AIE

CtS o= Athena Ef|0|E & 4| C|OIE{ 7 E{ol] CHEF ™A JSON = QILICH O|& ElAAZ AFESt0d
M-S XIE OIOIE HHEE A 71 24 RES BELICH

"componentTypeId": "com.amazon.athena.connector",
"description": "Athena connector for syncing tabular data",
"workspaceId":"AmazonOwnedTypesWorkspace",
"propertyGroups": {
"tabularPropertyGroup": {
"groupType": "TABULAR",
"propertyNames": []

.
"propertyDefinitions": {

"athenaDataSource": {

"dataType": { "type": "STRING" },
"isRequiredInEntity": true

},

"athenaDatabase": {

"dataType": { "type": "STRING" },
"isRequiredInEntity": true

},

"athenaTable": {

"dataType": { "type": "STRING" },
"isRequiredInEntity": true

},

"athenaWorkgroup": {

"dataType": { "type": "STRING" },
"isRequiredInEntity": true

},

"athenaExternalIdColumnName": {
"dataType": { "type": "STRING" },
"isRequiredInEntity": true,
"isExternalld": false

.

"athenaComponentExternalIld": {
"dataType": { "type": "STRING" },
"isStoredExternally": false,

Athena E|O|E &4 HIO|E{ 7{'HlE{ JSON EH X AL 91
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"isRequiredInEntity": true,
"isExternalId": true

.
"functions": {
"tabularDataReaderByEntity": {
"implementedBy": {
"isNative": true
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Panel Title
crit {componentName=" description {component equipment_type {compo status {componentNam: total {componentName= won {componentName=
Shutdown valve inspec.. VALVE COMPLETED 90563 128355
Damaged cable on SDV  VALVE COMPLETED 90041 128461
BYTN-04-TV-02385 do.. VALVE COMPLETED 85611 128361
Shutdown vlv inspection VALVE COMPLETED YETLN 128531
RYTN-N2-XV-NA517 da VAIVF COMPIFTED 71324 128458
B Query 1 i+ Transform (0
; W YL FIUpEl Ly Vaiug
TabularEntity1
Component Name TabularComponent
Property Group tabularPropertyGroup (TABULAR)
Selected Properties won (INTEGER) X status (STRING) X  total (INTEGER) X  crit (INTEGER) X  description (STRING) X  equipment_type (STRING) x

Filter @  crit (INTEGER)

5
W ®

OrderBy @  total (INTEGER)

DESC
u @
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. ZUE EAE
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Rows returned (1000+)

Results are paginated. Scroll through the result pages to see more query results,

Q 1 2 3 4 5 6 7 ..100 > &
TelemetryAssetld TelemetryAssetType measure, ._name time measure_value:varchar measure_value::double
Mixer_22_680b5b8e-1afe-4a77-87ab-834fbe5ba01e Mixer Temperature 2022-04-19 00:28:00.241000000 - 99.1292877197266
Mixer_20_0568f25f-116c-429c-a974-5ceec065a6ac Mixe RPM 2022-04-19 00:28:00.241000000 - 59.4233207702637
Mixer_22_680b5b8e-1afe-4a77-87ab-834fbeSba0le Mixe RPM 2022-04-19 00:28:00.241000000 - 50.9421195983887
Mixer_24_7ffOb75b-f0fa-43f0-bc89-b96337586d00 Mixer Temperature 2022-04-19 00:28:00.241000000 - 99.1292877197266
Mixer_25_cf42effc-ba19-48ba-bbc3-d21d2508ce31 Mixe RPM 2022-04-19 00:28:00.241000000 - 59.8453979492188
Mixer_20_0568f25f-116¢-429c-a974-5ceec065a6ac Mixer Temperature 2022-04-19 00:28:00.241000000 - 99.1292877197266
Mixer_24_7ff0b75b-f0fa-43f0-bc89-b96337586d00 Mixe RPM 2022-04-19 00:28:00.241000000 - 60.4532585144043
Mixer_15_0bbS66cd-d6f3-4804-9fe1-7d2abcad82d0 Mixe RPM 2022-04-19 00:28:00.241000000 - 58.397144317627
Mixer_2_d8e76844-e739-4845-a748-a83983279376 Mixer RPM 2022-04-19 00:28:00.241000000 - 60.206958770752
Mixer_6_b66db3d3-c144-47b5-afb9-3a0150c53456 Mixe RPM 2022-04-19 00:28:00.241000000 - 60.206958770752
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Service-Owned Customer-owned
Connector Request
= properties from queried component type
+ properties from queried component (if specified component)
+ validated parameters from AP|
AP request _ Connector request query
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AP response b Connector response query result Source

AlAIE HIOlE] FHHE Hi S 96


https://github.com/aws-samples/aws-iot-twinmaker-samples
https://github.com/aws-samples/aws-iot-twinmaker-samples

AWS loT TwinMaker MNEX 70|=

A7AE SlolE FHEE 7HY

|0
u
4
Iy
[l
rr
=
e
HI
[
mjo
I
o
el
mi
,Iét
r
[ul

CHe RAHE 715 AIAIY GlOJE] MBI HTIS
7l EBAlE o ZaLc

Zt M Q47 JHA o] A E L
A Q8E M85t0 ME CtE O

AWS loT TwinMaker 7HA- 74 24 DEZ I{HS A2
Ch 2t 221X €52 stLtel Jixz 22 dstn nRet 74
Ol &2& ZEZstE Aol E&LICH

ChE oilXl= £40] 5tLER! Timestream " ES! 719 24 REE Hoi EFLICH

{"componentTypeId": "com.example.timestream-telemetry",
"workspaceId": "MyWorkspace",
"functions": {
"dataReader": {
"implementedBy": {
"lambda": {
"arn": "lambdaArn"

.
"propertyDefinitions": {
"telemetryType": {
"dataType": { "type": "STRING" },
"isExternalld": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true
.
"telemetryId": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

+
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https://docs.aws.amazon.com/iot-twinmaker/latest/guide/twinmaker-component-types.html
https://en.wikipedia.org/wiki/Entity_component_system
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"Temperature": {
"dataType": { "type": "DOUBLE" },
"isExternalId": false,
"isTimeSeries": true,
"isStoredExternally": true,
"isRequiredInEntity": false

}
}
}
o2 74 o4 s #A e

* telemetryId&d2 Y CIOIH &A40 e 22 E=el 1w 7|18 AlEELICH CIoIE A
HEE 0| 488 EE 222 A8st0d X|HE g5} gredEl 2t eh #{2lgfL(ch 3 Tl olH
B API S0l telemetryIld £ 2t Z&stM 22t0[2AE F0iM IDE 7HMet 2 F

« isRequiredInEntity ZciaE
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https://console.aws.amazon.com/iottwinmaker/

AWS loT TwinMaker

AR 7H0|E

{
"workspaceId": "MyWorkspace",
"entityId": "MyEntity",
"componentName": "TelemetryData",

"selectedProperties": ["Temperature"],
"startTime": "2022-08-25T00:00:00Z",
"endTime": "2022-08-25T00:00:05Z",
"maxResults": 3,
"orderByTime": "ASCENDING",
"properties": {

"telemetryType": {

"definition": {

"dataType": { "type": "STRING" },

"isExternalId": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": false

.

"value": {
"stringValue": "Mixer"

.
"telemetryId": {
"definition": {

"dataType": { "type": "STRING" },

"isExternalld": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false

},

"value": {
"stringValue": "item_A0Q1"

1,
"Temperature": {
"definition": {
"dataType": { "type": "DOUBLE"

4 }I
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"isExternalId": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

« selectedProperties2(&) HEHE Timestream SHE {all SH 2 MRE SEQLICH
« startDateTime, startTime, EndDateTime & endTime EEE 23| AlZF HYIE X|™H
LCt ofof [Er ghetels FHEZe| ME Helvl A-EELLC
+ entityId2(&) HIOIEHE #Elst= 7HA 2| o|F LCt,
« componentName2(=) O|O|EE FEI5te 74 49| O|F LIt
« orderByTime EEE AI&35to ZAuJt ALl &ME FHE = JU&LICH
21o] oAl R Hol M Fo{T! =oll CHaH KITE 7I2H SO M= & aof CHE Yaio| MBS M
Bt AlZt & Mo (2t HE Wo 2 o dRMSLICH SE dY2 Ch3a 20| g = /JU&LICH
{
"propertyValues": [
{
"entityPropertyReference": {
"entityId": "MyEntity",
"componentName": "TelemetryData",
"propertyName": "Temperature"
},
"values": [
{
"time": "2022-08-25T00:00:002",
"value": {
"doubleValue": 588.168
}
b
{
100
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"time": "2022-08-25T00:00:01Z2",
"value": {
"doubleValue": 592.4224

}
},
{
"time": "2022-08-25T00:00:02Z",
"value": {
"doubleValue": 594.9383
}
}
]
}
1,
"nextToken": "..."
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"componentTypeId": "com.example.timestream-telemetry",
"workspaceId": "MyWorkspace",
"functions": {
"dataReader": {
"implementedBy": {
"lambda": {

arn": "lambdaArn"

},
"propertyDefinitions": {
"telemetryType": {
"dataType": { "type": "STRING" },
"isExternalId": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true
},
"telemetryId": {
"dataType": { "type": "STRING" },
"isExternalld": true,
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"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

.

"Temperature": {
"dataType": { "type": "DOUBLE" },
"isExternalId": false,
"isTimeSeries": true,
"isStoredExternally": true,
"isRequiredInEntity": false

},

"RPM": {
"dataType": { "type": "DOUBLE" },
"isExternalld": false,
"isTimeSeries": true,
"isStoredExternally": true,
"isRequiredInEntity": false

}

}
}
5. F | £4& X2|5tTF Lambda HEE HH0|E

AWS loT TwinMaker O|O|E{ Z&|QI API= Y QMO Z 0o £A2 FEle £ AT
X|2d3tH AWS IoT TwinMaker , =5& XS 3to ZEof it B ¥ S FHE

selectedProperties
CHZ2| JSON 82 Ol &= Sdo tiet ¥ E X|Hste =HE HEZ S EoiELICH
{
"workspaceId": "MyWorkspace",
"entityId": "MyEntity",
"componentName": "TelemetryData",

"selectedProperties": ["Temperature", "RPM"],
"startTime": "2022-08-25T00:00:00Z",
"endTime": "2022-08-25T00:00:05Z",
"maxResults": 3,
"orderByTime": "ASCENDING",
"properties": {
"telemetryType": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": false,
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"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": false

},

"value": {
"stringValue": "Mixer"

},
"telemetryId": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false
I
"value": {
"stringValue": "item_A0Q1"

iy

"Temperature": {
"definition": {

"dataType": { "type": "DOUBLE" 3},
"isExternalld": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

1,
"RPM": {
"definition": {
"dataType": { "type": "DOUBLE" },
"isExternalId": false,
"isFinal": false,
"isImported": true,
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"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

O 7ER| 2 CHE oot 2ol sifE SE = Mool EE L.

{
"propertyValues": [
{

"entityPropertyReference": {
"entityId": "MyEntity",
"componentName": "TelemetryData",
"propertyName": "Temperature"

b

"values": [

{
"time": "2022-08-25T00:00:00Z",
"value": {
"doubleValue": 588.168
}
},
{
"time": "2022-08-25T00:00:01Z",
"value": {
"doubleValue": 592.4224
}
},
{
"time": "2022-08-25T00:00:02Z",
"value": {
"doubleValue": 594.9383
}
}
]
},
{

"entityPropertyReference": {
"entityId": "MyEntity",
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"componentName": "TelemetryData",
"propertyName": "RPM"
},
"values": [
{
"time": "2022-08-25T00:00:00Z",
"value": {
"doubleValue": 59
}
.
{
"time": "2022-08-25T00:00:01Z",
"value": {
"doubleValue": 60
}
.
{
"time": "2022-08-25T00:00:02Z",
"value": {
"doubleValue": 60
}
}
]
}
1,
"nextToken": "..."
}
(@ Note
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https://github.com/aws-samples/aws-iot-twinmaker-samples-snowflake/blob/main/src/modules/snowflake/data-connector/lambda_connectors/data_reader_by_entity.py
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https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/timestream-query.html#TimestreamQuery.Client.query
https://github.com/aws-samples/aws-iot-twinmaker-samples-snowflake/blob/main/src/modules/snowflake/data-connector/lambda_connectors/data_reader_by_entity.py
https://docs.aws.amazon.com/lambda/latest/dg/testing-functions.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-cdk-testing.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-cdk-testing.html
https://docs.aws.amazon.com/timestream/latest/developerguide/security.html
https://github.com/aws-samples/aws-iot-twinmaker-samples/blob/main/src/libs/udq_helper_utils/udq_utils/sql_detector.py
https://console.aws.amazon.com/iottwinmaker/
https://console.aws.amazon.com/iottwinmaker/
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https://github.com/aws-samples/aws-iot-twinmaker-samples/tree/main/src/workspaces/cookiefactory/component_types
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://console.aws.amazon.com/iottwinmaker/
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValue.html
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Properties JSON

Test connector

Select the properties from "MixerComponent” and a time range to test for ti

Timeseries properties (max 10 supported)
| Rpm
¥ Temperature

2022-04-01T00:00:00-07:00 — 2022-04-30T723:59:59-07:00

operties (max 10 supported)

Time-series result
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https://docs.aws.amazon.com/iot-twinmaker/latest/guide/grafana-integration.html
https://github.com/aws-samples/aws-iot-twinmaker-samples/tree/main/src/modules/s3
https://github.com/aws-samples/aws-iot-twinmaker-samples/tree/main/src/modules/s3
https://github.com/aws-samples/aws-iot-twinmaker-samples/blob/main/src/modules/timestream_telemetry/lambda_function/udq_data_reader.py
https://docs.aws.amazon.com/lambda/latest/dg/testing-functions.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-cdk-testing.html
https://docs.aws.amazon.com/lambda/latest/dg/testing-functions.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-cdk-testing.html
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"componentTypeld": "com.example.cookiefactory.mixer"
"propertyDefinitions": {
"RPM": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalId": false,
"isStoredExternally": true
},
"Temperature": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalld": false,
"isStoredExternally": true

}
}
}
0o & E0{ E2|& FAHR2A0|= Timestream O|O|E{H|0|A 2| &7, SQL EI|0|E-|H4|0|*° x| &
2l 7|18 £= A8 A|AH”IO| BE HIOIE7F UE & UELICH ode] 78 @A E BHET O|E 7HAl|e

A5t 042q O|OIE] AA 7} JHA|0f AR JHA-T 4 24 Jef= 7} xH°.|7.;!L_||:|-_ O|E—|°,_|' LEIY
Mz Fd 240= sHE CIO|H AA0 UeE 78 240 1R 7|1 AHEYE = U= telemetryId
£M0| ERELICH telemetryId& &S XIM5HH F 7tX| O|™H0| J&LICH &, £4& Cl0o|E 7

HE{o|M SHE T4 Q40| Zt8F 226t HE| ZH2Z AFSE £ i1, olo|E Z82! API SO
telemetryId &4 gf2 Z &5 ECt0[HE FoAM IDE 7Kt et B JWE =38 =&Y

A 0I|:|.'|: 7—|OI|_||:|.

E 7424 80 F IDE FII5tH H|O|EA U= 74 2471 AEELICH imeStream.
TelemetryId

"componentTypeId": "com.example.cookiefactory.mixer"
"propertyDefinitions": {
"telemetryId": {
"dataType": { "type": "STRING" },
"isTimeSeries": false,
"isRequiredInEntity": true,
"isExternalld": true,
"isStoredExternally": false
I
"RPM": {
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"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalld": false,
"isStoredExternally": true

I

"Temperature": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalId": false,
"isStoredExternally": true

OrEt7LX|2 CFS JSON o2t 240 WaterTank Q| 744

"componentTypeId": "com.example.cookiefactory.watertank",

"propertyDefinitions": {

"flowRatel": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalld": false,
"isStoredExternally": true

.

"flowrate2": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalId": false,
"isStoredExternally": true

},

"tankVolumel": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalld": false,
"isStoredExternally": true

.
"tankVolume2": {

AWS loT TwinMaker 37| HE 2| O|O|E{ 7H=IE
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"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalld": false,
"isStoredExternally": true

.

"telemetryId": {
"dataType": { "type": "STRING" },
"isTimeSeries": false,
"isRequiredInEntity": true,
"isExternalId": true,
"isStoredExternally": false

TelemetryType2(=) MA Helo|l £ 2f2 HElot7| fet @ FH A R
Ct. o & &04 AWS loT TwinMaker MZ GitHub Z|ZX|EZ|0|H HolEl 4 2
2. 5UstEfo|lg0 BE ST T8 E[0 QY22 E TelemetryTypeOl(7H M
O| BRE £+UTE TelemetryId 2 TelemetryTypel2H(T}) L2 B2E $4S
o2 FEFLIC
Lambda 0| A|
Lambda 7{<E{= O[O|E{ &40 HAASHT S 7| o2 ZZ| 22 o
SOk B LIC}. LambdaZ MSEE oA 2 CHE JSON od|Aof Liet L& LCE.

{

'workspaceId': 'CookieFactory',

'selectedProperties': ['Temperature'],
'startDateTime': 1648796400,
'startTime': '2022-04-01T07:00:00.0007"',
'endDateTime': 1650610799,
'endTime': '2022-04-22T06:59:59.000Z",
'properties': {
'telemetryId': {
'definition': {
'dataType': { 'type': 'STRING' },
'isTimeSeries': False,
'isRequiredInEntity': True,
'isExternalld': True,
'isStoredExternally': False,

HA15H04 O|O|E AAO| MY
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https://github.com/aws-samples/aws-iot-twinmaker-samples/tree/main/src/workspaces/cookiefactory/component_types
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'isImported': False,
'isFinal': False,
'isInherited': True,
.
'value': {
'stringValue': 'Mixer_22_680b5b8e-lafe-4a77-87ab-834fbe5badle’

}
'Temperature': {
'definition': {

'dataType': { 'type': 'DOUBLE' },
'isTimeSeries': True,
'isRequiredInEntity': False,
'isExternalld': False,
'isStoredExternally': True,
'isImported': False,
'isFinal': False,
'isInherited': False

}
'RPM': {
'definition': {

'dataType': { 'type': 'DOUBLE' },
'isTimeSeries': True,
'isRequiredInEntity': False,
'isExternalld': False,
'isStoredExternally': True,
'isImported': False,
'isFinal':False,
'isInherited': False

1,
'entityId': 'Mixer_22_d133c9d0-472c-48bb-8f14-541f3890bcofe’,

'componentName': 'MixerComponent',
'maxResults': 100,
'orderByTime': 'ASCENDING'

Lambda & 2| SE= X|HE! 7HAof CHEt 27 S HIOIEE R Elste JALIC
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SELECT measure_name, time, measure_value::double
FROM {database_name}.{table_name}
WHERE time < from_iso8601_timestamp('{request.start_timel}"')
AND time >= from_iso8601_timestamp('{request.end_time}"')
AND TelemetryId = '{telemetry_id}'
AND measure_name = '{selected_property}'
ORDER BY time {request.orderByTime}
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Resource Groups ~

Settings
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Name
Cell value
Mixer 1

Bl cell value

Cell value

Cell value
Cell value

[# Cell value

5.

A0 3D ==& s 57|

N. Virginia

Cameras

Add entity binding

Add overlay

Mixer1

0.000 Y

Y | 0.000
Rotation

Y | 0.000

Default Icon

Info

Entity Id

Q Mixer-1
Component Name
Temperature

Property Name

Tempera

Rule Id

Link Target
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aws1 Services v Resource Groups ~ *

@ Feedback (@ English (US)

= Rules Settings Cameras ¥

1 B i

¥ Properties
Name
Name
Cell value Mixer1

Mixer 1
¥ Transform

Bl cell value
Position
Cell value X| 0.000 Y| 0.000 Z| 0.000
Cell value Rotation

_ X | 0.000 Y| 0.000 Z| 0.000
Cell value

[# Cell value ¥ Tag
Default Icon
Info
Entity Id
Q Mixer-1
Component Name
Temperature
Property Name
Temperature_F

Rule Id

Link Target
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Entity Id
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AWS loT TwinMaker #H2| HE 7| Het

Grafana0OllA AWS loT TwinMaker # 2| EI7|E AL 3te{H 2 dof CHEF HEHo| /= IAM & 0|
0{0F L|Cliottwinmaker:ExecuteQuery. O] OiX|2 ZH0| KT AMO|A CHAIEE 2i&tof
st FIHELCE

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject"
]I
"Resource": [
"{s3Axrn}",
"{s3Axn}/"

"Effect": "Allow",

"Action": [
"iottwinmaker:Get",
"iottwinmaker:List",
"iottwinmaker:ExecuteQuery"

]I

"Resource": [
"{workspaceAxrn}",
"{workspaceArn}/*"

"Effect": "Allow",
"Action": "iottwinmaker:ListWorkspaces",
"Resource": "*"
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Visual graph Query results Summary

Exportas Vv

Results returned (25)

Q

vav

{ "arn": "arn:aws:iottwinmaker:us-east-
1:086801877023 :workspace/SmartBuilding/entit
y/vav_66461816-02ab-355f-afd2-62a2cc92d336",
"creationDate": 1667895664133, "entityId":

"arn:aws:iottwinmaker:us-east- "vav_66461816-02ab-355f-afd2-62a2cc92d336",
"lastUpdateDate" :

{ "arn":
1:086801877023 :workspace/SmartBuilding/entit "entityName": "vav_2",
y/ahu_23565bbb-3ec6-3cad-9fce-e9bdcfeae?bl", 1667895665269, "workspaceId": E
= = — — { "relationshipName": "feed",
"creationDate": 1667895668496, "entityId": "SmartBuilding", "description": "", -
"sourceEntityId": "ahu_23565bbb-3ec6-3cad-
"ahu_23565bbb-3ec6-3ca@-9fce-e9b@cfeae?bl"”, "components": [ { "componentName": =
i 9fce-e9b0@cfeae7bl", "targetEntityId":
"entityName": "ahu_0", "lastUpdateDate": "VavComponent", "componentTypeId":
= "vav_66461816-02ab-355f-afd2-62a2cc92d336",
1667895669319, "workspaceId": "com.example.query.equipment.vav",
ey v 5 "sourceComponentName": "AhuComponent",
"SmartBuilding", "description": "", "properties": [ { "propertyName":
= 5 = e "sourceComponentTypeId":
"components": [ { "componentName": "airTerminalUnitCertificates",
"com.example.query.equipment.ahu" }
"AhuComponent", "componentTypeId": "propertyValue": [ "AHRI", "UL" ] }, {

"com.example.query.equipment.ahu", "propertyName" :
"airTerminalUnitBranchCount",

"propertyValue": 2 }, { "propertyName":
"airTerminalUnitDimension", "propertyValue":
{ "width": 15, "length": 30, "height": 15 }
}1313%

"properties”: [1} ]}

E #AICIo|E #Al2 BE #2lo| Clo|EE EAFLIC BlolZ2olM S5 At £& Zto| 5t
RS ZAME 4+ ULIC HIOIElS JSON EE CSV HAICZ LiEH & ALt
. 7E Qo

Visual graph Query results Summary

Status Response Statement Duration

SELECT ahu, vav, r FROM EntityGraph MATCH
(vav)<-[r:feed]-(ahu) WHERE vav.entityName LIKE 0.833 sec

'vav_%'

2022-11-15 11:36:08 UTC- 25 returned

M3 @oroli= 72| Aefol CHEH #2I9t HIEtEIOlE{ 7} E AIEILICH

AWS loT TwinMaker X|A] 2= F7} 2lAA

ol MMoIME X|Al TEimof 2|2 BAISHE O] AFR Ll PartiQL F22| 7|2 oflx|et |4l 2=
CllolE 2o CHEt HE E MSst= PartiQL AEM 23 E MSELICH
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« PartiQL 2= O|o|E| 2 & M A

e PartiQL 2= 22| MHM

Ol M ME= SHO| X E 7|E E[E E0iELICE 0| HEZ AHE5t0{ AtA| #E|E - EEL
CH.
712 #el
« ZE7I /U= 2E THA ¥7|
SELECT entity

FROM EntityGraph MATCH (entity)
WHERE entity.entityName = 'room_0'

ol #2lE ol&0| ¢l HaAmo|Aol 2 E AEHE|E BHEHELICtroom_0.

FROM &: EntityGraphs {3 AHO0|A Q| BE AE{E|Q s HHE Zaste aei=z M
olL|ct. o] ZHelMe 23 Amo|A | MIE{EIE AWS loT TwinMaker 7|EtSQ 20{|M A SO 2 A
ME|D ge|=luct

MATCHA: = o| el5 o} &%
(entity) YXISHH 7HA| g0

El

HEdl2 X|&AEhL|C} 0] AR, IHEI2 Jpjz ol B E =9}
SIEL|CH FROMA F{0od MATCHZEO| QFofF BfFL|Ct.

|5t
1

bt

FQ

WHERE A: Zto|ot x|3loF 5t= = E 9| entityName ZEO| EEE X|HELICroom_0.

SELECT &: ™| JHA| L =7} B R[5 entity HE RIEE LT

SH:
{
"columnDescriptions": [
{
"name": "entity",
"type": "NODE"
}
1)
"rows": [
{

"rowData": [
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https://partiql.org/gpml/graph_model.html
https://partiql.org/gpml/graph_query.html
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"arn": "arn:aws:iottwinmaker:us-east-1: 577476956029: workspace /
SmartBuilding8292022 / entity / room_18f3ef90 - 7197 - 53 d1 - abab -
db9c9ad02781 ",

"creationDate": 1661811123914,

"entityId": "room_18f3ef90-7197-53d1-abab-db9c9ad02781",

"entityName": "room_0",

"lastUpdateDate": 1661811125072,

"workspaceId": "SmartBuilding8292022",

"description": "",
"components": [
{
"componentName": "RoomComponent",
"componentTypeId": "com.example.query.construction.room",
"properties": [
{
"propertyName": "roomFunction",
"propertyValue": "meeting"
I
{
"propertyName": "roomNumber",
"propertyValue": 0
}
]
}
]
}
]
}
]
}

E - = = —
%2 NODEQLIC}. Ol MA| =7} BHEE|ie S LIEPALICH 930l CHE Zte BHHIE Lig
+ =g

Aot 22 AZet 212 VALUE LIEP = Q&L

]

rows2 & S5 BrEELICH % stLto| JHAM B URIStEE, 5tLEQl 25tLEHE 0|22 THA| ¢

o
o|RE EEE Z &5t StLte| rowDataOl(7}) BHeHEILICEH
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® Note

AZbel Zhok e = QlE SQLTHE E 2, PartiQLE AF2 5104 ZHA|(JSONS ZA)E it
k=1 =y

Zt LEOo|= entityld, arn, §2 2 X =& EE=components,, S| 7 A =ZF E
E componentName, componentTypeId & propertyName S2| properties £ =& ZE
7} 25 5% JSONpropertyValueZ Z & EIL|CH

- LWEE VT 2E BHA A7
SELECT relationship

FROM EntityGraph MATCH (el)-[relationship]->(e2)
WHERE relationship.relationshipName = 'islLocationOf'

O] #2l= A O|F isLocation0f2(E) 7H%! 2] W0l I E #H E HtetgiLict.

MATCH M: &0 X|IHE AX|(Z2 EAEQO))0 ola HAAE|D Bt Mo HIQIHEE F = E
(2 EAE-[]->)% Lxlste HHEHE X[™HELICtrelationship.

WHERE H: SX|Q| relationshipName =0l ZE{E XI™HELICH 0{7|M gt2 L
ClisLocationOf.

SELECTA: ™A M X| =7} gtetE| =8 A Hde 8 X|-HELct.

8
{

"columnDescriptions": [{
"name": "relationship",
"type": "EDGE"

1,

"rows": [{
"rowData": [{

"relationshipName": "islLocationOf",

"sourceEntityId": "floor_83faea7a-ea3b-56b7-8e22-562f0cf90c5a",
"targetEntityId": "building_4ec7f9e9-e67e-543f-9d1b- 235df7e3f6a8",
"sourceComponentName": "FloorComponent",

"sourceComponentTypeId": "com.example.query.construction.floor"
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]

iy

. //rest of the rows are omitted

-

1o

A 82 columnDescriptions &LICEDGE.

Ztzt2et 2 et /e WX|E rowData LIEHHLICtrelationshipName. O|= E{E|of|
HMo|El #H &4 o|F1 SUELICH sourceEntityId, sourceComponentName 2= ZHA|
£ 40| HolE dEE| Y M 240 CHEt HE E sourceComponentTypeld MEELICH =
ol Z+AH|7t 7t2171= 7HME targetEntityId X[&gL(ct.

- EYAEE|Q §EH AT U ZE AEE| 7HX{27

SELECT e2.entityName
FROM EntityGraph MATCH (el)-[r]->(e2)
WHERE relationship.relationshipName = 'islLocationOf'
AND el.entityName = 'room_0'

o| #H2l= AEE|2} isLocationOf &7} UE RE AE{E|2] ZE room_0AE{E| 0| S &t
EhghLct,

MATCH A: & & 0| X|HE AX|(e2)7 UE F =E(el, )2t UXISHE THEHE X|HELICH.
WHERE™M: 2 &7 0|8 L AA JHA| o|&oi CHEF ZE{E K| gLt

SELECT M: e2 .LE9| entityName ZHEE BtEHEHLICH

1=
{
"columnDescriptions": [
{
"name": "entityName",
"type": "VALUE"
}
1,
"rows": [
{

"rowData": [
"floor_0"
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]
}

.(I).II:
ro
°
L
ini
rr
gl
>
2

columnDescriptions0il A ¥o| & entityNameO|7| VALUE 2 ILIC}.

stLtol 7HA Q1 floor_07t HHEHEILICE.

U

MATCH Hoi|M X El= HEH2 CHS 3t 2 &L Ct
Ux

- LEQE JtE7|lE =E

FROM EntityGraph MATCH (a)-[rel]-(b)

e LE pE JIE|17|E E 9 UK
FROM EntityGraph MATCH (a)-[]->(b)

Ao 2EE XIEg 227t eictn 7ge mf 2h7fol| HiRlEEl B

o =1L
e TEWE JIZIZIE LE QR TE FE JIE|I7IE E bE Ux|A

FROM EntityGraph MATCH (a)-[rel]-(b)

Ol A otH F 74| Yx| &Fo| ghetELICt StLt= 'a'olM 'o'E, CHE StLt= 'b'ollM 'a'2 Bt
ot ol X|HE RK|E M85t [o| E&LICH

M Jei=o| 3lo|€0]|7|= EntityGraphdt2 2 WHERE Mol ZE{E XI5t
|of 27 0|2 X|H35l™ rel.relationshipName & LIC}H.

rr

CH

« Al A4 EE &Mz d45t04 o] B A0 LRIAIZ & U&LICH
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O| Z|2l= & 1~570 LHoM & 'a'e| & &l SiX|7t Rl 2 E mEn LXIFLICH o1& eHER=
CtEot Z&Lch

rin

{m,n}- m3|2 nE| AtO|Q| Ht=

{m,}-m &| O|&t o] Et5

HEA|-

= L—-

WA CEols M0 ZHe £ BSH
=

H0|E47} Z & &l M @49t 22 S Olo|EH7t =32 +=
AA|=||—|E|' MATCH I Hn_-l-(—)—l 7E='J_'—|-% |='|I 8|'|7('||0|'O:| | =

218t ClO|E{of AMAE 4 U&LICH

SELECT e

FROM EntityGraph MATCH (e), e.components AS c, c.properties AS p
WHERE c.componentTypeld = 'com.example.query.construction.room',
AND p.propertyName = 'roomFunction'

AND p.propertyValue = 'meeting'

HA0f . M2 W0l SHE Woof HMAY £ ASLICH 2E()E ASEIE 74 24 LR
B3 SHR(EE 23 OHS T T4 24 LIRO| 4492 Zashe Ol ALSELICH ASE WHERE
i SELECT HolM ALSE 4 TS W48 SHEIX| o2 H40f hoIZshes ol AR ELICH

A .
Ol 2= 74 24 |&0lid com.example.query.construction.room@! T4 @ A0
meetingZtE AL&35t04 roomFunction O|&0| X|HE £4€E Z &t 2= 7HAE EHEHELICH

Ao ode] T+ @40 22 HE9| oft] SME ol HMASHEH HE ET[HE AHEsH0d

st ASH=
Zste +HHAAIL.

SELECT e
FROM EntityGraph MATCH (e), e.components AS cl, e.components AS c2

M

B

I.

rio

- T g

SELECT e
FROM EntityGraph MATCH (e)

« AX| g

SELECT
FROM EntityGraph MATCH (el)-[r]->(e2)
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SELECT floor.entityName, room.description, p.propertyValue AS roomfunction

FROM EntityGraph MATCH (floor)-[:isLocationOf]-(room),
room.components AS c, c.properties AS p

AS% A|-%5|-E |:|=|7<I° x|7<-| |.o;| ’<E=| _u.I|: O| 0

|12 ZBELICH 7|0l 8- 2l & 0IF
propertyValueCH&l0l roomfunctionO|(7h) BtEHEILICH.

o 43 ukeh:

SELECT floor.entityName AS floorName, luminaire.entityName as luminaireName
FROM EntityGraph MATCH (floor)-[:isLocationOf]-(room)-[:hasPart]-
(lightingZone)-[:feed]-(luminaire)
WHERE floor.entityName = 'floor_0'
AND luminaire.entityName like 'lumin%

o1l

FROM EntityGraph MATCH (e), e.components AS c, c.properties AS p

WHERE e.entityName = 'room_0'
AND c.componentTypeld = 'com.example.query.construction.room',

AND p.propertyName = 'roomFunction'
AND NOT p.propertyValue = 'meeting'
OR p.propertyValue = 'office'

J WOl 7|0|1 unite

1]
m
o
o
rC
[ul
ul
0jo
rlo
-4
0>-

. conflguratlon EMHE2 78R
ZtCelsiusL|C}.

WHERE p.definition.configuration.unit = 'Celsius'
- W Mol X|IEE 719 2ho] ZEE(of UEX| st MA|2:

WHERE p.propertyValue.length = 20.0
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. B & 0f RIFE 717 ZEHEI] QK| HRASAIR

WHERE NOT p.propertyValue.length IS MISSING

- S5 $dol X|YE 2ol ZFE[o] Y=

1

oI5t

>

Al.

WHERE 10.0 IN p.propertyValue

« 0| lower()
= CHAERE

g
g FEgLCH

WHERE lower(p.propertyValue) = 'meeting'
LIKE
ool e g2 D21 KIME Do MA HAE ZHMS SUY £ s 2
Ch. %2 03| O|&f = LIEHHLICH
WHERE e.entityName LIKE 'Sroom%'
o AFUAL HAM: sroom%
o MFAL AM: room%
« HO|A Z2H: %room
« 2ol '%' 7t U= B 0|AA0|Z EXRHEO LIKE €11 O|AA0|Z EXIE 2 X|H

CESCAPE.

WHERE e.entityName LIKE 'room\%' ESCAPE '\'

DISTINCT:

SELECT DISTINCT c.componentTypeld
FROM EntityGraph MATCH (e), e.components AS c

« DISTINCT 7| EE= =& Aol SFE &= MAHELICH

DISTINCTE E%& ¢ ol f80= XIHEX| gt&L|CH.
COUNT

SELECT COUNT(e), COUNT(c.componentTypeld)

£ AEXE FEo K| &1 H|Zste Ol AASELICH 7|8 g2

2 ZEH

30
oo
o
r

XA Tz F£71 2lAA
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FROM EntityGraph MATCH (e), e.components AS c

« COUNT 7|QIE=

L—
—
—

E oM X|HElX| ef&LICH

- COUNTE SHE 58 Zc= gl
« COUNT DISTINCT 2! & ZZ|oME ElAH 7' X|HEIX| et&LCt.
er&LCt.

02 01 COUNT(DISTINCT e.entityId) X|HElX|

gotod A2l mf Ot ME Z=MMo| X[ZHELICH

SELECT p FROM EntityGraph MATCH p = (a)-[1->{1, 3}(b)

Ol HEl= & 1~37H LHoM == aol|lM 24l X7t Qe 2E THEQ| . E HIEIH|O|EE YUX|A|
7|0 =2 M MeLCH
- & FEl ™
SELECT p FROM EntityGraph MATCH p = (a)-[]->(b)<-[]1-(c)
ol 2|z AEHE| Y =4l AX|o| HEIHIOIHE LXIAIZ|D bE ZE2XMMEFL|CE,
- HIX|IE #E|
SELECT p FROM EntityGraph MATCH p = (a)-[]-(b)-[]-(c)

= e 2 9| HEIH|OIEHE YRIAIZIL

O| #|2l= bE Sdll a2t c& 2AZ&st= 1712
Mgt

{

"columnDescriptions": [

{
"name": "path",
"type": "PATH"

}

1,
"rows": [
{

"rowData": [
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"rowData": [

{

"path":

{

"entityId": "a",

"entityName": "a

"relationshipName": "a-to-b-relation",

"sourceEntityId":

"entityId": "b",
"entityName": "b"

"entityId": "b",
"entityName": "b"

"relationshipName":

a’,
"targetEntityId": "b"

"b-to-c-relation",

"sourceEntityId": "b",
"targetEntityId": "c"

"entityId": "c",

"entityName": "c

C
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Ol PATH #{C| 8E2 bE Sl a% c At0[e] ZF ZZ/I{EH S| ZE =2t AX|E AlHst= HIEHH|
O|E{2 Bt T4 ELCh

LIMIT 2 OFFSET:

SELECT e.entityName

FROM EntityGraph MATCH (e)

WHERE e.entityName LIKE 'room_%'

LIMIT 10

OFFSET 5
LIMITS(E) HElolA EHetE|e AT =8 X6t T OFFSETS () ZJUWE At &8 K|&EfLct.

LIMIT & maxResults:

CtS oAM= & 500702 ZATHE vHetstx|Bt API S & &t Hol 50708 E AlStE #HEIE EoiEL
Ct. O] {2 0| & S04 Ulof 5071 A EAIE = JUE B EAIE Ate| ¥E XMetslor 5
£ 30 A8 = A&LICH
aws iottwinmaker execute-query \
--workspace-id exampleWorkspace \
--query-statement "SELECT e FROM EntityGraph MATCH (e) LIMIT 500"\
--max-results 50
« LIMIT 7|¥E= #elol e 0|x|n Zxnt S Feterct grereEl & 21 =8 Metetx| ef
1 APl 2EY ghetr|= 2ot =8 XMo{dliok ot R E AFSELICILIMIT
« max-resultse ExecuteQuery AP| 40| MEHX mlptO|E IL|Ct = APIO| Bt M E|H 2|
2o He| Lol At E = Wi¥max-resultstt MEFLICEH
FElmax-resultsHME ALSSHH ghetEl AX| Aot =8 XMEstX| o0 EAE= dot =8
£ = JUsLc
ofeh #{2l= ZAute| CtZ Ho|X|& BF=gfLICH O] #{El= ExecuteQuery APl ZE& A& 5104

o
FS

51~100& 2 BteterLIct 07| Zxt
EZ2 LC H7kyGmvK376L".

=
°

aws iottwinmaker execute-query \
--workspace-id exampleWorkspace \

| Ch&

--query-statement "SELECT e FROM EntityGraph MATCH (e) LIMIT 500"\

--max-results 50

H|0|X|=0i o|a} X|HEILICt next-tokenO| AL
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--next-token "H7kyGmvK376L"

* next-token EAtE2 ZA1to| CtF HIO|X[E XIELICH RtM[EH LHE 2 ExecuteQuery API &f

HE HxotMl2.

fjo

AWS loT TwinMaker X|4] Z22fZ #{2[ol= CtS1 Z€ 2 X[eto| U&LCH.

Mgt ol& ECk-i ZH¥Its
He| M- AE Az 10X ofLI
Z & = 10 ol

Z|cH XFA == JOIN 20 o

Z B35l EE £ 20 o

Z|CH =74 4] 2(AND, OR, NOT) 10 of|

LIKE Eed4| TiE ol %|CH ZO| 20 o

IN ™HolM X[EE = = =[c 10 o
g2
O| =|CHZt OFFSET 3000 of
Of =|CHgt LIMIT 3000 of
Z|CH =3 ZL(OFFSET + 3000 of
LIMIT)

XA agf=Z =7t Elas 174


https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ExecuteQuery.html#API_ExecuteQuery_RequestSyntax
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AWS loT SiteWisel} 2| At S 7|5

AWS loT TwinMaker = A+t & xpoF 2RO CHEF XHA S7(8HAHA S7|3HE AWS loT SiteWise X|
HELICH Rt S7(|8H= AWS loT SiteWise 7148 QA 82 ALE 35104 7|E AWS loT SiteWise Rt
U R DRE JHXAQL 0|28 BIAAE AWS loT TwinMaker 7HA, 74 24 AU T 24 R¥o=Z
BHRtELICH CHg MM M= Kok STI3HE Fdste Y30 AWS loT TwinMaker I3 AH O|A0] &
718te &= Q= AWS loT SiteWise AHoF & RHAF DS OFLHEFLICEH,

« AWS loT SiteWiseZt 2| Xt&t S7(5H AHS

o MEX XY 2|3 AHO0|AL 7|2 YT AHO|AS XHO[H
« AWS loT SiteWised| M S7|3HE 2lAA

- S HEH Y 27 &4

. S718 2 AlK|

« Xt S7IsH AME

AWS loT SiteWiseZ}t 2| XIAF S 7|8} AR

O| &AM M= AWS IoT SiteWise At&t S7[EHE 710 745t &2 E0{ELICH A8 S¢Q a4
Ho|A S&of el MMt HXIE [MELICt

/A Important

MEX XY T AHO|AL 7|2 3 AH 0|A Q| XF0|X0i| CHEt the section called “At2 &t
XHE aAamo|agl 7|2 3 Am0|AQ] X O|F AFAM|EH LIS MME B XFHAIL.

|
« AEX XY HFAHO|A ALE

« loTSiteWiseDefaultWorkspace AlS

AMEX X[H I AHO|A ALS

Aot S712HE 747| ol o[2Et M 2F AHEE AEStMAIR.

ol

AWS 0T SiteWiseDto| Rt £7|351 AR 175
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NN e

A2387| ol AWS loT SiteWiseCl22 2t 23l oF &L|Ct.

« AWS loT TwinMaker &3 AL 0| A7} Q)& LICE.
o Of Rt4F 2 XPAF BEIO] Q& LICH AWS loT SiteWise. AHAIEH LIRS Kot ZE MAIS R R SHAA

(@)

—_—.

« Ct= AWS loT SiteWise 2ol CHEt e17| HEHo| U= 7|1E 1AM g

* ListAssets

* ListAssetModels

* DescribeAsset

* DescribeAssetModel
« 1AM & of=0i CHEF AWS loT TwinMakerCtg 1t ZF2 A 7| HEto| lo{of & LCt,

* CreateEntity

* UpdateEntity

* DeleteEntity

* CreateComponentType

* UpdateComponentType

* DeleteComponentType

* ListEntities

* GetEntity

* ListComponentTypes

AN
4 o

ot
mjo
]
ot

CHS 1AM & O HER = AEFLICH

// trust relationships
{

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
AR X1 QT AHO|A A 176
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"iottwinmaker.amazonaws.com"
]
I

"Action": "sts:AssumeRole"

// permissions - replace ACCOUNT_ID, REGION, WORKSPACE_ID with actual values
{
"Version": "2012-10-17",
"Statement": [{
"Sid": "SiteWiseAssetReadAccess",
"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAsset"
1,
"Resource": [
"arn:aws:iotsitewise:REGION:ACCOUNT_ID:asset/*"

]
},
{
"Sid": "SiteWiseAssetModelReadAccess",
"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAssetModel"
1,
"Resource": [
"arn:aws:iotsitewise:REGION:ACCOUNT_ID:asset-model/*"
]
},
{
"Sid": "SiteWiseAssetModelAndAssetlListAccess",
"Effect": "Allow",
"Action": [
"iotsitewise:ListAssets",
"iotsitewise:ListAssetModels"
1,
"Resource": [
T
]
I
{
"Sid": "TwinMakerAccess",
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"Effect": "Allow",

"Action": [
"iottwinmaker:
"iottwinmaker:
"iottwinmaker
"iottwinmaker:
"iottwinmaker:
"iottwinmaker:
"iottwinmaker:
"iottwinmaker:
"iottwinmaker
"iottwinmaker:

1,

"Resource": [

"arn:aws:iottwinmaker :REGION:ACCOUNT_ID

GetEntity",
CreateEntity",

:UpdateEntity",

DeleteEntity",
ListEntities",
GetComponentType",
CreateComponentType",
UpdateComponentType",

:DeleteComponentType",

ListComponentTypes"

:workspace/WORKSPACE_ID",

"arn:aws:iottwinmaker:REGION:ACCOUNT_ID:workspace/WORKSPACE_ID/*"

Ct= Mxfof k2t AWS loT SiteWise XA S 7|32 7

=
-
0X
et
C
In]

1. AWS loT TwinMaker 2£ 0| M, A% H 0|X|2 O|s&LLCt.

2. EH AA BHE ALC

MEXR X|H a3 AHO|A AFE
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https://console.aws.amazon.com/iottwinmaker/

AR 7H0|E

AWS loT TwinMaker

Settings

Settings for your TwinMaker account
Pricing options Model sources

Open AWS loT SiteWise [4 ‘ [ Connect workspace

AWS loT SiteWise connector info

Connector status Workspace Last updated

© Disabled

142 MENSI0] /I AT 0|AE AWS loT SiteWise XFatod| e4Z28HL|CH AWS loT

3. QIAHO|A HdAE
TwinMaker .
(® Note
Bt AWS loT TwinMaker 2T AT O| A MEBE XA ST|SHE AFEE = U&LICH 27|
3} 9142 21 EECHE AHQd Qiod

= =
CHE 5t FHolM S713tsted™ & 5] SHolM S7[3t 212

of e4Z3HoF BHLICt.

0fo
9'|_I
¥
rir
J
I
0
]

4. U CIS R STIEE A
MEfEFLICH O™ THA 2> AA F7FH 0| x| 7F DEILICH

5. Add sources(4

£ £7hE
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AWS laT TwinMaker Warkspaces 'Mur_'ukiQ-Fd-;_'_ur}' Add entity model saurce

Add entity model source

Add an entity model source to your workspace,

Add entity model source

Select a source to connect with your AWS 1oT TwinMaker workspace. With external sources, you can connect the work you have already configured

and import it into this workspace.

AWSE 1aT SiteWise
This will connect your AWS 0T SiteWise data with this worksgace. Descriptive text about what the connector does.

1AM role
This rala will be used for Xv2

=

6. IHA 2R AA F7I HO|X[HM AAZEETE AWS loT SiteWiseZ2(E) EAISHEX| &QlghL|c.
IAM (& 0| A @F AIE S 2 M MM SHIAM &S MESHLICE
7. O|X| AWS IoT SiteWise At S 7|87} A8 QA& LT, AMEHSH
M STIE7 EHSEIRS S Eolste &0l HiL 7t LEHLIE e &
4=

A 2R AL MM LEEE :

2|3 AW 0|A T O|X| AEto]| At
OlsHoF &rL|ct. EE8F O|A| 7H

S7|3 &4 E FHelstof FLict

cookieFactory e view v || Dpetete
Workspace information [ Edit l
MName ARN 53 resource
cookieFactory @ arnawsiottwinmaker-us-east-1:2345workspace roci-workspace-myws-348503018462
Description Date created Execution role
This is a fully functioning cookie factory December 17, 2021, 14:32 (UTC+3:30) executionRole
workspace.
Last modified
February 2, 2022, 13:18 (UTC+3:30)
Entity model sources (1)
Source Status Date last updated
AWS loT SiteWise @ Syneced March 28, 2022, 14:32 (UTC+3:30)
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loTSiteWiseDefaultWorkspace AHE

AWS loT SiteWiseAWS loT TwinMaker S8l S EQI5IH 2t= 7|8 I AH O
AToTSiteWiseDefaultWorkspace7t HME|Te RSS2 S7|3HELICH AWS loT SiteWise.

APIZ AWS loT TwinMaker CreateWorkspace AI&35t0{ 2= KT AHO|AE MEE =2 QU
CtIoTSiteWiseDefaultWorkspace.

HD

L

>
2

=

NM

MME7| Mol ChS S -3 =X| IoTSiteWiseDefaultWorkspace® @18 L|Ct.

« AWS loT TwinMaker AH|A 94
213 94F A2 S XM L.

!

odst=2 MAISHL|CH XIM|EF ME = AWS loT TwinMaker2| AMH|A

« https://console.aws.amazon.com/iam/0lA IAM £ & L|C}.

off = ASKHE AEsToll ChEt HEho| QK| SIEL

Cliotsitewise:EnableSiteWiseIntegration.

et B dg = A8 Xtof|H HEtE FIHELIct
JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iotsitewise:EnableSiteWiseIntegration",
"Resource": "*"
}
]
}
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AR RX|E 3 AH0|AL 7|2 HFALO[ALS| XHO|H

/A Important
ot Z2 MZ2 AWS loT SiteWise 7|2 CompositionModel (AT AL & 5= Q&L
CtIoTSiteWiseDefaultWorkspace. AFEX X8 I3 AH0|A CHAl 7|2 134T0
Ar&st= ol E&LICH

E ALSE m A S7(3Het BH AFE R XIH 212 AHO|AE ASSHE [t &
IoTSiteWiseDefaultWorkspaceZtX| =5 & Ot xl0|& 0| & LIC

o
=

oot

C
ful

- 7|2 93 AT 0|AE WAHE M Amazon S3 x| & IAM &2 MEH A

@ Note

UpdateWorkspaceE A238t04 Amazon S3 {Ix| 2 IAM Q&2 XMBE 4 QU&Lch

- oz 2lAAE S7|3HE AWS loT SiteWise 2|24 4= X|EH0| IoTSiteWiseDefaultWorkspace

A& LICH AWS loT TwinMaker.

« M EIAAE S7|35HH AWS IoT SiteWiseE|AASyncSource= 7 ElL
CFSITEWISE_MANAGED. 07|04 = Entities 27t Z & ELICtComponentTypes.

- 2FZH2 22 AWS loT SiteWise 7|52 CompositionModelOi Bt AL E = Q&L
ClIoTSiteWiseDefaultWorkspace.

ofle ChSa 22 9@ JHX| M8t AF& 0| ToTSiteWiseDefaultWorkspace QU{&LICH.

- 7|8 13 AH0|AE AME £ el&LICH

e C|AAE AMX|SE{Ed THX{ AWS IoT SiteWise 2|AAE AMN|SH CI=2 o] ST 2lAA AWS loT
TwinMaker 7} A& ElL|CH.

AWS loT SiteWisedllAH S7|8HE 2|lAA

o| =AM MHE0A AWS loT TwinMaker I A M O|A AWS IoT SiteWise 2 57|38t 4= e A4t
LEdsthLCt.

ABR RIE 3 AH0[A2 7|2 I3 AW O|A0]| &H0[H


https://docs.aws.amazon.com/iot-sitewise/latest/userguide/custom-composite-models.html
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/A Important
INE= N IPNES
7|2 23 AHo0|A

Sa = Eas 1z (O] ESSel g gl
O A O|H AtMIEF LHE2 MME HZstML.

-?—JEL*MH =

|3 AW 0|A% 7|2 HFAHO|A RRHM ASE = JUs

MEXR X|E & 7|2 fi3 40 0]A
Chg Elast S7I8HE0] A8 XY
Lich.

Kbt 2

AWS loT TwinMaker =2| Z
SiteWise.

« Typeld Ab&t RRIO[ 2N QA= CHE TEH

. MR A|H

Ko 2ol CHall A 7+ 2

A REE YEELICH AWS loT

& StLIE AFE L.

IF AT O|A - iotsitewise.assetmodel:assetModelId

o 7|2 /I AHO|A - assetModelId

« KHh RO ZF £42 OhF 0|F I mE

- MEXX|H

S StLHE AL8dtod 7 24 R M HELC

M I AHO|A - Property_propertyId

- 7|2 ¥I3AHO|A - propertyId

b

=o A
—O—l —|Ac->|o_t —|A-|

HoldisplayNameOl 2 AWS loT SiteWise M & & LICI.

o ARAFREO|ZFAS T E KO AHES £ ALISTO|H nestedTyp E M 24 8o

RELATIONSHIP
- AEX X

PUGLICH AT 7=

QI AHO|A - Hierarchy_hierarchyId

O|F ol Ct= & stLtvt 22 &40l oHEELICH

« 7|2 3 AHO|A - hierarchyId

REoF

AWS loT TwinMaker =2| Zt X} 4t
- entityIde assetIdo|et &
« Ol248t 7HA|ol =

RH&E 2ol ST et TN 2

sitewiseBase(O|)2t= B 7+ QAT /oM, Ol F

2 730| A&
Z

ofl CHSH M ZHAIE M ASFL|CH AWS loT SiteWise.
IgtL|Ct AWS loT SiteWise.

EE

d 240]= O] XpaFQ

k=2
[

2 E XA £=ZF 2 AE AWS loT TwinMaker2| 7H&||of EF
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7|2 /3 A o|ALR

CtZ RHat2 S7(5tE|01 7|2 2T AT O|AQI o MEH AFEE = A& L
ClIoTSiteWiseDefaultWorkspace.

AssetModelComponents

AWS loT TwinMaker =2| Zf AssetModelComponentsO CHEH A 7244 @A RS MMshLICt
AWS loT SiteWise.

o RHit 2ROl ZF £
ol £ 0|2 &4 HOldisplayName0l 2 AWS loT SiteWise MZH & L|C}

o AP REIOIZEAHE T E 82 MER £GLISTO|H nestedTypes 78 24 £80i
L |

RELATIONSHIP Q&LICH AIS £ =& hierarchyId(0Ol)2t= 0|8 %ol €2 4ol ofEEL|
Ct.
AssetModelCompositeModel
AWS loT TwinMaker =2| Zf AssetModelCompositeModeld| CHEH Af 4 24 RS MME

LICF AWS loT SiteWise.

« Typeld AH4t REHIO| T @A = IHEHE AFSEL
ClassetModelId_assetModelCompositeModelId.

o RfAF Ao Zt &AMe 1M OA QFO| M A0/ £ 0|ES

1 O -

propertyId?h(z}) Z&LIC.
ol £ 0|E2 &4 HoldisplayNamedll 2 AWS loT SiteWise M&ELICH.

AssetCompositeModels

AWS loT TwinMaker =2| Zf AssetCompositeModel0l CH3H A S8 714 QLA E MghL|ct
AWS loT SiteWise.

« componentNametE assetModelCompositeModelId®|2t S ELICH AWS loT SiteWise.

claA7 STISHEX| Bh &
Chg Blasts S7I8HEIR| aLch

S7I3tE|X| of2 AHah S Rpot R E

- A& ZE2 compositeModelsZ 7|8 E|X|0F ZE o zt#dEl XHakol sHE Cl|OlE = S 718 EI K|
ot&LCt
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« AWS loT SiteWise CI|O|E{ AEEl2 7|3t X| f&LICH Aot DR R E S M40 S7|
SHELICE
- 4, 54, e EA L HEHOIH At MU E) o KL U2 S |§PE|X| g*% LICt.
HEY, Y R 2 oole S0 22 4o o HIEHHO|E 2t S7I8HELICH 8k AWS loT
TwinMaker Cl|O|E{ 7{4E{ APIQ] GetPropertyValueHistoryE AF23t04 2t S FEIE = U&L
Ct.
OlM S7|3HE RIEE| & 7 4 - AFS AWS loT TwinMaker
Atato| S718HE|™ AWS 0T SlteW|se%7|2P5| TN A R0 el&LICH AWS loT TwinMaker. 2 &
OOl E

E= AN ZA20i M = &sHok 5t AWS loT SiteWise, 0|28t 847 AFE2 syncJobOl 04
sl e SEIRI AWS IoT TwinMaker Z<0i| S7|8HELICH

s7|3HE 7H7'<1|9f AWS loT SiteWise 7|2 74 @A T 17| MEL|CH AWS IoT TwinMaker. A& 1}
22 A =&O0| gi71Lt entityNameO|(7}) [UOIOIEE|= & FIIMHo R S7ISHE(X| ¢HE T 24

g2
g 7|3 7H7<1|01I FHe = A&Lih

S7|EHE JiA2t &= Aot WHolE E 7HX| XEHo| HEFELICH %7I§F L IHA 2] AE FZ0lA
S7|2HE JHA| ofeofl 59l JHAMIE HEE & Si&LICH 8t STYISHE 78 24 REBoIM HE s
STIEEIX| f2 7 24 fE8E 49 + olaLn

(® Note

KtaFOlod A AFK| AWS IoT SiteWise E|7{LE S713F 2t S ATMIStE JHA2E &7H F7F 7148 2
270 ATAIE L

Grafana CHA|2 =01 M O|248t S7|2HE A& AtE st Ui HAMAME FEH HEX ol Bfa = =t
= A&LICt ol2{gr S7I3HE 7HA|ol CHslf X|A 2= HEIE

| O -
drsist =~ QU&LICH

(® Note
£XM5K| ok E7|5HE 7H7<1|01I._ Q0| Btz X| 8L X|2H AWS loT TwinMakeroll A 7HXIE
#HZ38t 32 s 7HA|ol CHE 20| EotEILICEH o|E E0{ SVISHEX| A2 FH LAE S
Z|8HE FHA|of| =715 OlA| H% iAol 20| EoHEIL|ICH AWS IoT TwinMaker. XFA|SH LK
22 AWS loT TwinMaker 222 E X5 AMAIL.
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://aws.amazon.com/iot-twinmaker/pricing/
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S7l8t B WO R B M

ol FHoM=E S7I3t 27 X 4EIE EMsts Yol Chet X[&E M3

/A Important
AMEX X|H T AHO|AL 7|2 2T AT 0|A Q| XFO|X0i| CHSt the section called “AF2 &}
XH I AHO|AL 7|8 T AT O|AS| XIO|F” REMIEH LIE2 MME M.

FO

A

A SEh T[S
S 7|3t Atede 1 arefoll mt ohg 4E & stLkE FHEILIC

57|38t 2 CREATING & Ef= 20| HEtE =elstm s7|3HE &H| AWS loT SiteWise 5t7| €
SHol M C[O|EHE ZEStT Q! u|
« S7|3} 24 INITIALIZING XEHEQ]

|. [m]

ulo F
mo 1
o I

Al 2 E J|E 2|lAA AWS loT SiteWise 7t S7|3H=E€ o|O|&t
LICH AWS loT TwinMaker. AF&XF7} B2 =90 RpAtD} RHAF B =-S AWS IoT SiteWise0l| 25t
Q=742 O|CHHE &t 235t d| Alztol &LICH AWS loT TwinMaker &£ 0 A

S718 2 & QI8 L ListSyncResources APIE Mo 2 $&5l0{ S7|3HE AL £
E ZLUEHZE = /&Lt

- 5718 2 ACTIVE &Elile Z7I3t A7 2 REIIS 2 o|0lgLIct O|X| &S S AWS loT
SiteWisetl M 2ZE M HCIOIEE S7|5te EH|7t EIi&LICH

- S7|3 2t ERROR #Eff= O|F MEf & stLtet T 2 FE LIEHHLICH 27 HAIXIE
Ct, IAM 245k Mol BA7F Qe 4= USLICH M IAM HE 2 AI88te{H QR 7 WAMst 5

U MMt M A2 M STI3H 2 S ddELoh

OII

S713 LF = &Y BF 9| Entity D LA EH|O[E0H| A HAAE = 0
EfLICH 22 A4 Ho[X|oE S7|3H0ol AuiEh 2|AA S50| EAIELICH HREES P_%E S7|3
ol olall Ats2 2 MAIZE[X|BH 2|40 2 o] E

o
ListSyncResources APIE At&35t0] LR S52 7IXE =& U

2Kl HEol Ciol LIYE 27 E 25 EoiH O HAE WELICH

1.  AWS loT TwinMaker £ 2| 2t¢f dedo 2 0|5 &tLCt.

2. A 2= AWS loT SiteWise &4 TEO| LIFE AAE MEISHO] XA S7(58F ME HE m 0| K|
= oF |__||_—_|._
= =
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListSyncResources.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListSyncResources.html
https://console.aws.amazon.com/iottwinmaker/
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AWS loT TwinMaker

AWS loT SiteWise source

Source: AWS loT SiteWise

Overview
Data Source Status
AWS loT SiteWise

Role Status reason
syncRole

Total resources  InSync  Error
:

Errors (2)

EY

Resource name External Id Status

e8a7fff4-289c-4b28-8814-6dc3e5a13612

18fd0d54-a268-4558-b40a-34c3f7af9228
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AWS loT SiteWise = 5

Disconnect

Date created
January 20, 1970 at 02:23:23 (UTC-5:00}

Last modified
January 20, 1970 at 02:23:23 (UTC-5:00}

Status reason
{"code™:"SYNC_INITIALIZING_ERROR","message”:"SYNC INITIALIZING ERROR"}

{"code™"SYNC_INITIALIZING_ERROR","message™:"SYNC INITIALIZING ERROR"}
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AWS loT TwinMaker INT=IY A To] =]

/A Important

AEXR X|H aAH0|AL 7|82 {IAH O|AC| X O|& 0 CHEL the section called “AFE A}
XHE I AHOIALQ 7|2 T AHO|AO| XHO|H” KFM[EH LIRS MME R EXSHMIL.

OL- 1=

2. S7|3 g ANE 2ol EYEBZHE HLct

3. A 2 AA0|A AWS IoT SiteWise AAE MEHGI0{ AA ME ME HO|X|E QLCt

4. S7|3 HUE SX|5todH A BZ7|E MEHELICH S7(s 2 S 25| AKEteE JWe MESH
=X EOIFHMAI2

Disconnect AWS loT SiteWise sync? X

This will delete all resources including entities, comnponents, and component types,
that have been synced from AWS loT SiteWise.

The sync must be disconnected in order to delete a workspace.
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https://console.aws.amazon.com/iottwinmaker/
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® Note

oM S7I3HE ZE 2|42 AWS loT SiteWise 7t T AH|E CHS S718H 2 XHA| 7t AFK
ot

NI E- S Iy

/A Important

MEXR X|HE 3 AHO0|AL 7|8 2T AH O|A S| XHO|&0f| CHE the section called “AF& At
XY 3 AHO|AL 7|2 2T AHO|AL| RO AHMIE LIS 2 MME A =M.
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- 2|3 AHO0|AME 100,0007H2] AFADE S7(|5HE = /S22 100,000702] S7|8HE AEE[T U&
L|C} AWS loT SiteWise.
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(® Note
GetEntity API= HIE 7 & S0 CHsl M 50702 AHA] 7HA| B HFEHSEXR |2
GetPropertyValue APIE Al23t0{ 2 E 519 7HAl|e] S5 & Ho|Xx| o5t AAE = Q!
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https://docs.aws.amazon.com/iot-sitewise/latest/userguide/quotas.html
https://docs.aws.amazon.com/general/latest/gr/iot-twinmaker.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetEntity.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValue.html
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https://grafana.com/grafana/plugins/grafana-iot-twinmaker-app/
https://github.com/grafana/grafana-iot-twinmaker-app/blob/main/src/datasource/README.md
https://github.com/grafana/grafana-iot-twinmaker-app/blob/main/src/datasource/dashboards/README.md
https://github.com/grafana/grafana-iot-twinmaker-app/blob/main/src/panels/scene-viewer/README.md
https://github.com/grafana/grafana-iot-twinmaker-app/blob/main/src/panels/video-player/README.md
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(® Note
HE * EXt= "AllowedOrigins": JSON 24 0| A|Z &0 RX[3H ok gLt

L

"AllowedHeaders": [
o

1,

"AllowedMethods": [
"GET",
"PUT",
"POST",
"DELETE",
"HEAD"

1,

"AllowedOrigins": [
"*GRAFANA-WORKSPACE-DOMAIN"

1,
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https://console.aws.amazon.com/s3/
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"ExposeHeaders": [

IIETagll
]
}
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/cors.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/cors.html
https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
https://docs.aws.amazon.com/grafana/latest/userguide/what-is-Amazon-Managed-Service-Grafana.html
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https://docs.aws.amazon.com/iot-twinmaker/latest/guide/twinmaker-gs.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/twinmaker-gs.html
https://grafana.com/docs/grafana/latest/installation/
https://grafana.com/docs/grafana/latest/installation/
https://grafana.com/grafana/plugins/grafana-iot-twinmaker-app/?tab=installation
https://github.com/aws-samples/aws-iot-twinmaker-samples
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/credentials.html#credentials-default
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JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"s3:GetObject"
1,
"Resource": [

"arn:aws:s3::
"arn:aws:s3::

t:bucketName/*",
:bucketName"
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/video-integration.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/video-integration.html
https://github.com/grafana/grafana-iot-twinmaker-app/blob/main/src/panels/video-player/README.md

AWS loT TwinMaker

3,

{
"Effect": "Allow",

"Action": [
"jottwinmaker:Get*",
"jottwinmaker:List*"

1,

"Resource": [
"arn:aws:iottwinmaker:region:accountId:workspace/workspaceId",

"arn:aws:iottwinmaker:region:accountId:woxrkspace/workspaceId/*"

]
}I
{
"Effect": "Allow",
"Action": "iottwinmaker:ListWorkspaces",
"Resource": "*"
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"Version": "2012-10-17",
"Statement": [
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https://github.com/grafana/grafana-iot-twinmaker-app/blob/main/src/panels/scene-viewer/README.md

AWS loT TwinMaker

"Effect": "Allow",

"Action": [
"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:: :bucketName/*",
"arn:aws:s3:::bucketName"

1

"Effect": "Allow",

"Action": [
"jottwinmaker:Get*",
"iottwinmaker:List*"

1,

"Resource": [

"arn:aws:iottwinmaker:region:accountId:workspace/workspaceId",
"arn:aws:iottwinmaker:region:accountId:woxrkspace/workspaceId/*"

"Effect": "Allow",
"Action": "iottwinmaker:ListWorkspaces",
"Resource": "*"

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:GetHLSStreamingSessionURL"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"iotsitewise:GetAssetPropertyValue",
"iotsitewise:GetInterpolatedAssetPropertyValues"

1,

"Resource": "*"

"Effect": "Allow",
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AWS loT TwinMaker INT=IY A To] =]

"Action": [
"iotsitewise:BatchPutAssetPropextyValue"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"aws:ResourceTag/EdgeConnectorFoxKVS": "*workspaceId*"
}
}
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CHAIE = H3of O B2 HErE 9t
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sHLct LHEXo 2 ZEQ2I2 AssumeRole SE0|AM MM HES AL2510{ H
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AWS loT TwinMaker Grafana Z22{1QI2 215 S ZXE AIE510{ MAE CHA|EE E
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AssumeRoleS £ &
SHAAI.
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JSON
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetObject"

]I

"Resource": [

"arn:aws:s3:: :bucketName/*",
"arn:aws:s3:: :bucketName"
]

},

{

"Effect": "Allow",

"Action": [
"iottwinmaker:Get*",
"iottwinmaker:List*"

1,

"Resource": [
"arn:aws:iottwinmaker:region:accountId:workspace/workspacelId",
"arn:aws:iottwinmaker:region:accountId:workspace/workspaceId/*"

]

}I
{

"Effect": "Allow",

"Action": "iottwinmaker:ListWorkspaces",

"Resource": "*"

},
{
"Effect": "Allow",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session

AWS loT TwinMaker INT=IY A To] =]

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:GetHLSStreamingSessionURL"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"iotsitewise:GetAssetPropertyValue",
"iotsitewise:GetInterpolatedAssetPropertyValues"

]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"iotsitewise:BatchPutAssetPropextyValue"
1,
"Resource": "*",

"Condition": {
"StringlLike": {

"aws:ResourceTag/EdgeConnectorFoxKVS": "*workspaceId*"
}
}
}
]
}
o Allow B2 HEHE J7HE 22 F7}15HH AWS loT TwinMaker Z2{1 Q101 M &S 35HX| oE&LICH Of
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IAM 2& 0| M YourWorkspaceIdDashboardRoleO|2t= IAM Q&S MM ELICH o
YourWorkspaceIdDashboardPolicy2(E) 015t AAIL
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AssumeRo
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HOIESHAI2.

JSON

le

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "ARN of Grafana authentication provider"
}I
"Action": "sts:AssumeRole"
}

Grafana 3 44 1 15 MSA & 7|of CHEF RtM[EH LIE 2 Grafana 2 dHE(8) A ESIMAIL.

AWS loT TwinMaker H|C|2

CH= 2 Grafanall AWS loT TwinMaker Z 241210

LICH.

JSON

o =

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject"
]I
"Resource": [
"arn:aws:s3:: :bucketName/*",
"arn:aws:s3:: :bucketName"
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"Effect": "Allow",

"Action": [
"jottwinmaker:Get*",
"iottwinmaker:List*"

1,

"Resource": [

"arn:aws:iottwinmaker:region:accountId:workspace/workspaceId",
"arn:aws:iottwinmaker:region:accountId:woxrkspace/workspaceId/*"

]

"Effect": "Allow",

"Action": "iottwinmaker:ListWorkspaces",

"Resource": "*"

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:GetHLSStreamingSessionURL"

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"iotsitewise:GetAssetPropertyValue",
"iotsitewise:GetInterpolatedAssetPropertyValues"

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"iotsitewise:BatchPutAssetPropextyValue"

1,

"Resource": "*",
"Condition": {
"StringlLike": {
"aws:ResourceTag/EdgeConnectorFoxKVS": "*workspaceId*"

AWS loT TwinMaker H|C|2 Zzi[0]0{ 43 M4
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2|A A0 Ef2E X|Z 3104 Amazon Kinesis Video Streams 2! AWS loT SiteWise AF&Ho| M| A
HRIE S = U&LICH HIC|IR HEE 2F 7|52 #H355H7| 28 workspaceldE AWS loT
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oM HIC|Q ¢EC= AF5Me. SUSE{T 7]-2t Ho{= AFR 5104 AWS loT SiteWise XtAtof| CHEt
GET HMAE MEtst Kinesis Video Streams0il et WA 2 EOE X|HE =& U&LICH

"Condition": {
"StringLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*workspaceId*"
}
}
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https://docs.aws.amazon.com/iot-twinmaker/latest/guide/dashboard-IAM-role.html#tagging-camera-assets
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/dashboard-IAM-role.html#tagging-camera-assets
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YourWorkspaceIdDashboardPolicy2(8) £+485l2{H CHS M MHE A8

"Effect": "Allow",
"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:GetHLSStreamingSessionURL"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"aws:ResourceTag/EdgeConnectorForkVS": "*groupingId*"

}
}I

{
"Effect": "Allow",

"Action": [
"iotsitewise:GetAssetPropertyValue",
"iotsitewise:GetInterpolatedAssetPropertyValues"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*groupingId*"

iy

0| 22 AEE|Y HIC|2 A L AWS IoT SiteWise 44 7|8 HMAE J1E°0| EXH 2|AAZ K|gtHe
LICE AtE Abedlol (2t groupingIdO|(7t) HelE LIt o] AlLt2[20IMHE roomid7t ELIC.
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"Effect": "Allow",
"Action": [

"iotsitewise:BatchPutAssetPropertyValue"
1,
"Resource": "*",
"Condition": {

"StringlLike": {

"aws:ResourceTag/EdgeConnectorForKVS": "*workspaceId*"

+,

P

AZRH=0| HAE AL 504 AWS loT SiteWise ZHHIZF AHAHS| B E & 4d0i CH3H
BatchPutAssetPropertyValuegE E£& & UA&LICH BHEE | =740l £ propertyld& X|Z5t0{ H
gt 20{E MEte = U&LICh.

"Condition": {
"StringEquals": {
"iotsitewise:propertyId": "propertyId"

}
}
}
Grafanall S¥4 Zj0jo{ ' Cl|0|E{Z VideoUploadRequestEt= &8 &40 2 £%/5t04 K|
FH A0 M Kinesis Video StreamsZ S W4 {2 =& A|ZHEHLICEH AWS loT SiteWise 2£ 04| A 0| &4
9| propertyldE & &LICH YourlWorkspaceIdDashboardPolicy2(E) =H5icdH O M= MY

2 AFESHMAIL.

"Effect": "Allow",
"Action": [
"iotsitewise:BatchPutAssetPropertyValue"
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iF

"Resource": "*"

"Condition": {
"StringlLike": {

AR 7H0|E

’

"aws:ResourceTag/EdgeConnectorForKVS": "*workspaceId*"

iy
"StringEquals": {

"iotsitewise:propertyId": "VideoUploadRequestPropertyId"

o| MA 2 e 7} R|HE AWS loT SiteWise ZHH| 2} KFAFQ|

Ct. XEAIEE LH2 2 AWS IoT SiteWise 7t IAMZ} &7 & S5t
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https://docs.aws.amazon.com/iot-sitewise/latest/userguide/security_iam_service-with-iam.html
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 |oT Events ZE ZE I AWS loT SiteWise 22 0] @125t &S SX|ELICH RIMEH g
AWS loT SiteWise AF2 MHA 2| AWS |oT O|HIE ZAE ZFo|E EXSIA2.
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stetLCt AIMEH L2 BHele B ESHAAI2AWS IoT TwinMaker Grafana CHA|E E E&t.
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https://docs.aws.amazon.com/iotevents/latest/developerguide/iotevents-end-of-support.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/create-asset-models.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/create-assets.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/define-iot-events-alarms.html
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A dghof CHE MEto| EegrLch.

{
"Effect": "Allow",
"Action": [
"iotevents:DescribeAlarmModel",
1,
"Resource": ["{IoTEventsAlarmModelArn}"]

H{
"Effect": "Allow",

"Action": [
"iotsitewise:BatchPutAssetPropertyValue"

1,

"Resource": ["{IoTSitewiseAssetArn}"]

(@]
o H i
2%com.amazon.iotsitewise.alarm@E Al 0P04 SHE 7HAMel =+ @A E FItst1 aE Xt
MU AE pElg MENSHoF B LICt.
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https://console.aws.amazon.com/iottwinmaker/
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Add component

Component information

Name
DustAlarm
Type
Types of components include documents, time-series data, structured data, and unstructured data.

com.amazon.iotsitewise.alarm

Asset Model
Choose an asset model.

ConstructionSpot

Asset
Choose an asset.

Spot1

Alarm Model
Choose an alarm model.

ConstructionSpotDustAlarm

2ol AJEIAE RO 20| I|XME M= oM UL|Ctcom. amazon.iotsitewise.alarm.
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aws iottwinmaker get-property-value-history --cli-input-json \

"workspaceId": "{workspaceId}",
"entityId": "{entityId}",
"componentName": "{componentName}",
"selectedProperties": ["alarm_status"],
"startTime": "{startTimeIsoString}",
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"endTime": "{endTimeIsoString}"

}l
olEls FE UMZS HElsty| QB ME 2BULICH

aws iottwinmaker get-property-value-history --cli-input-json \

{
"workspaceId": "{workspaceId}",
"entityId": "{entityId}",
"componentName": "{componentName}",
"selectedProperties": ["alarm_threshold"],
"startTime": "{startTimeIsoString}",
"endTime": "{endTimeIsoString}"

}

CtE22 45 LA YO0|EE et ME 2P LICH

aws iottwinmaker batch-put-property-values --cli-input-json \

{
"workspaceId": "{workspaceId}",
"entries": [
{
"entityPropertyReference": {
"entityId": "{entityId}",
"componentName": "{componentName}",
"propertyName": "alarm_threshold"
.
"propertyValues": [
{
"value": {
"doubleValue": "{newThreshold}"
},
"time": "{effectiveTimeIsoString}"
}
]
}
]
)
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ZZE o] CH et Grafana CHA|EE 34
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TwinMaker 294 @240 Q4 iottwinmaker:BatchPutPropertyValues2(8) F7I& = = ©
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JSON
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iottwinmaker:Get*",

"jottwinmaker:List*",
"iottwinmaker:BatchPutPropextyValues"

1,

"Resource": [
"{workspaceArn}",
"{workspaceArn}/*"

]

}I
{

"Effect": "Allow",

"Action": "iottwinmaker:ListWorkspaces",

"Resource": "*"

}
]
}

CHalol IAM &g Zoil ol BHEEE FIHE = JU&LICH

"Effect": "Allow",
"Action": [
"iottwinmaker:BatchPutPropertyValues"

1,
"Resource": [
"{workspaceArn}",

Eofl St Grafana CHAIEE 74 210
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"{workspaceArn}/*"

ClOIE A40s WEE HAIEE A T| 4 nt 7 AL 7] arnO] A E[o] {00k BfLICt.

rafana CHA|E2 E0{ 21215t04 LO|0|EEl 4& ARN
| 2HoIEte MEfstT M| 238t o| ARNOY ZAFELICH

{i} Settings

AWS loT TwinMaker-4

Connection Details

Authentication Provider & AWS SDK Default
Assume Role ARN
External ID

Endpoint

Default Region @ us-east-1

Assume Role ARN
& Specify an |AM role to narrow the permission scope of this datasource. Follow the
documentation here to create policies and a role with minimal permissions for your

TwinMaker workspace

TwinMaker settings

Workspace
& Define write permissions for Alarm Configuration Panel

Assume Role ARN Write

Explore

ZE o CHEF Grafana CHAIEE 74
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3. [CtZ #El #&: Get Property Value History by EntityS(E) ME3tMAIL.
4. BEE F7HE A £ WA HSE MEIFLICH

5. JHME MBSt £ £HE MY FH QA FE 714 24 HeE MEHELIC

6. &H49Z2:alarm_status 2 alarm_thresholdS(E) MEEILICH

@ Note
S 0|2 27| B2 &30l ZEAIZX| et&Lch B2 8B & (gt AESto £
O] 2HE2H HE LU= X| = lsof &Lct.

7. EM Ol EAEEF 7|2 el =AM 2EA =S ArSalioF FLICH
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Grafana Labs Alarm Config Test / Edit Panel
@ Last6hours + Q O AWS loT TwinMaker Alarm Config

Panel Title
Alarm ID

OverheatAlarm v Panel options

Thresold Titl
10 e

Panel Titl
Notifications anel Title

Edit Alarm Description

Transparent background
[ ]

> Panel links

B Query 1 % Transform (0 >  Repeat options

Datasource & GrafanalLabsAlarmTest - (o] Query options MD=a n =30s Query inspector v AU e R
Workspace
A (Gra Test) o e 0 GrafanalLabsAlarmTest (GrafanaAlarmTest)
Query Type Get Property Value History by Entity
Entity ReactorCore
Component Name OverheatAlarm % v Stream (] Interval
Selected Properties alarm_status (STRING) X alarm_threshold (DOUBLE) x

Filter

9. BE HEHES AMSotH skl BE H7AlaE HEsts tie &XE =222 & UA&LICh
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« Matterport S8 AH 27 AtE

 Matterport 20t Q152 Mdstm 7|S3HMAIL

 Matterport X3 3HZ Ct& X0l MY SHAAIL. AWS Secrets Manager
« Matterport 27t2 Moz Ux ES £ QI&LICE AWS loT TwinMaker
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https://docs.aws.amazon.com/iot-twinmaker/latest/guide/grafana-integration.html
https://console.aws.amazon.com/iottwinmaker/

AWS loT TwinMaker

AR 7H0|E

Resource Groups v *

Jirginia ~ Support v

AWS loT TwinMaker

AWS loT TwinMaker Settings

Settings

How it works Settings for your AWS loT TwinMaker account
Waorkspaces
Workspace Pricing options Model sources 3rd party resources

Component types

Entities

Resource library

Scenes
Query editor

Settings

What's new [4
Documentation [
FAQ A

Pricing [4

3rd party software integration. You can configure AWS loT TwinMaker to work with 3rd party software. This pages lists which software is available for integration

¥ Matterport integration (1) info

How it works

Step 1. Contact Matterport

In order to integrate your Matterport
assets into AWS loT TwinMaker you
need to contact matterport directly
to request an integration with AWS
loT TwinMaker. We recommend that
you reach out to your point of
contact, or request a contact here so
that they can provide guidance on
the necessary components for
enabling the integration.

Step 2. Record your
Matterport SDK credentials
Record the client id and client secret
for your Private Model Embed (PME)
application and the SDK key from
your Matterport account.

Step 3. Add your
Matterport credentials into
AWS secrets manager.

Add your Matterport credentials as a
secret in the AWS Secrets Manager.
When adding you secret in AWS
Secrets Manager, you will have to
add a tag with key
'‘AWSloTTwinMaker_Matterport’ to
this secret since it's a 3rd party key.

Step 4. Select your
Matterport account in a
scene composer scene,

Add Matterport scans to your scene,
by selecting the connected
Matterport account from within the

scene settings page.

Contact Matterport [2 |

‘ Go to Matterport [4

AWS Secret Manager [4

Go to Workspaces

Connected accounts

Name

Description

ARN

No connections

Copy you Matterport SDK credentials key into AWS Secret Manager.

AWS Secret Manager [4
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https://my.matterport.com/
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/twinmaker-gs.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/twinmaker-gs-service-role.html
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{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": [
"AWS Secrets Manager secret ARN"
]
}
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+ Key: application_key %! Value:<your Matterport credentials>Z(E) At&3l0q 7|-
a4 g e

+ Key: client_id 2! Value:<your Matterport credentials>2(E)AF&35t0 7|-2t ¥ &
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+ Key: client_secret 2! Value:<your Matterport credentials>2(&) AF&35t0q 7|-Zt
WS Mgt
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Key/value pairs info

Key/value Plaintext
application_key matterport_application_key Remove
client_id matterport_oauth_app_client_id Remove
client_secret matterport_oauth_app_client_secret Remove
+ Add row
5. &3 7|9l 42, 7|12 &3 Flaws/secretsmanager7} MEHEl MEfZ L E £ Q&LICH
6. C2= MEstod HIZ 4 H0[|X|2 o|S&LIC.
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10.

AWS Secrets Manager » Secrets » Store a new secret

e Configure secret

Choose secret type

Step 2 Secret name and description info
Configure secret

Secret name

Step 3 o X
A descriptive name that helps you find your secret later.

Configure rotation - optional
‘ AWSloTTwinMaker_MyMatterportConnection-1 ‘

Secret name must contain only alphanumeric characters and the characters /_+=.@-

Step 4
Review Description - optional
Access to MYSQL prod database for my AppBeta
Maximum 250 characters. ’
Tags - optional
Key Value - optional
‘ AWSloTTwinMaker_Matterport ‘ ‘ Enter value ‘ ’ Remove
(® Note
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Hierarchy Rules Settings

Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration Info

Connecting your Matterport account enables viewing

es in your TwinMaker scene.

nnection name

® Note

Q12 gigolgteE HIAIXK|ZF EAIE/H AWS loT TwinMaker 2 A 1| 0| X|2 0|5 5}04
Matterport S8 Z2MAS AIZHSHAAIL.
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Hierarchy Rules Settings
Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration

Matterport integration enables you to integrate your
Matterport account with AWS loT TwinMaker.

No connections

Connecting your Matterport account lets you view

Matterport spaces in your AWS loT TwinMaker scene

Learn more

5. CIZ2E, Matterport AH0|A EECHRO|M T 7HS MESSt0] T HO|AM ALEStEd=
Matterport AH|O|AE MEHFHL|C
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Hierarchy Rules Settings

Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration Info

Connecting your Matterport account enables viewing

es in your TwinMaker scene.

Connection name

cookieFactory

Matterport space

Factory1234

Matterport, 20 Lif AZH AWS loT TwinMaker 224



AWS loT TwinMaker

AR 7H0|E

Hierarchy Rules Settings

Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration Info

Connecting your Matterport account enables viewing

es in your TwinMaker scene.
Connection name

cookieFactory

Matterport space

Factory1234

Import your Matterport tags so you can bind them to
Twinmaker data.

Mo Tags imported

Import tags

Matterport Ef1E 71X 2™ HEO| Ef 1 UH|0|E HESE CHA|E LICt Matterport Ef 217t & 4

Matterport H’S 2| | &l B4 AL E BHESHE S Matterport Ef 1 & 7|4 YH|O|E

sk A OIAL_||:|._
AWS loT TwinMaker

=2 T AAHEH
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Hierarchy Rules Settings

Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration Info

Connecting your Matterport account enables viewing

es in your TwinMaker scene.
Connection name

cookieFactory

Matterport space

Factory1234

Import your Matterport tags so you can bind them to
Twinmaker data.

Last updated March 17, 2023, 14:32)

Update tags

7. AWS loT TwinMaker Matterport2} d3XMO 2 &

—

2 Matterport S 7+t Ef7F 25 A& LICH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/iot-twinmaker.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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AWSloTTwinMakerServiceRolePolicy2t= 23& et M2 7t X|HE E|l&aA0M OHE HUSE 2=
AWS loT TwinMaker 5t =& &{&&tL|C}.

- &3 all your iotsitewise asset and asset-model resourcesoO]
CHEt iotsitewise:DescribeAsset, iotsitewise:ListAssets,
iotsitewise:DescribeAssetModel, and iotsitewise:ListAssetModels,
iottwinmaker:GetEntity, iottwinmaker:CreateEntity,
iottwinmaker:UpdateEntity, iottwinmaker:DeleteEntity,
iottwinmaker:ListEntities, iottwinmaker:GetComponentType,
iottwinmaker:CreateComponentType, iottwinmaker:UpdateComponentType,
iottwinmaker:DeleteComponentType, iottwinmaker:ListComponentTypes
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html

AWS loT TwinMaker INT=IY A To] =]

JSON

"Version": "2012-10-17",
"Statement": [{
"Sid": "SiteWiseAssetReadAccess",
"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAsset"
1,
"Resource": [
"arn:aws:iotsitewise:*:*:asset/*"

]
},
{
"Sid": "SiteWiseAssetModelReadAccess",
"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAssetModel™
1,
"Resource": [
"arn:aws:iotsitewise:*:*:asset-model/*"
]
},
{
"Sid": "SiteWiseAssetModelAndAssetListAccess",
"Effect": "Allow",
"Action": [
"iotsitewise:ListAssets",
"iotsitewise:ListAssetModels"
]I
"Resource": [
wxn
]
}I
{
"Sid": "TwinMakerAccess",

"Effect": "Allow",

"Action": [
"iottwinmaker:GetEntity",
"iottwinmaker:CreateEntity",
"iottwinmaker:UpdateEntity",
"iottwinmaker:DeleteEntity",
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AWS loT TwinMaker

1,

"iottwinmaker:
"iottwinmaker:
"iottwinmaker:
"iottwinmaker:
"iottwinmaker

ListEntities",
GetComponentType",
CreateComponentType",
UpdateComponentType",
:DeleteComponentType",
"iottwinmaker:ListComponentTypes"

"Resource": [

1,

"arn:aws:iottwinmaker:*:*:workspace/*"

"Condition": {
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"ForAnyValue:StringEquals": {
"jottwinmaker:linkedServices": [
"IOTSITEWISE"
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https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValue.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_BatchPutPropertyValues.html
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CreateComponentType

CreateEntity

CreateScene

CreateWorkspace

DeleteComponentType

DeleteEntity

DeleteScene

DeleteWorkspace

GetComponentType

GetEntity

GetScene

GetWorkspace

ListComponentTypes

ListComponentTypes

ListEntities
ListScenes

ListTagsForResource

ListWorkspaces

TagResource

UntagResource

UpdateComponentType

UpdateEntity
UpdateScene

UpdateWorkspace
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateComponentType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateEntity.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateScene.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateWorkspace.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DeleteComponentType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DeleteEntity.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DeleteScene.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DeleteWorkspace.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetComponentType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetEntity.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetScene.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetWorkspace.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListComponentTypes.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListComponentTypes.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListEntities.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListScenes.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListTagsForResource.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListWorkspaces.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UntagResource.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UpdateComponentType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UpdateEntity.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UpdateScene.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UpdateWorkspace.html
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https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
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https://docs.aws.amazon.com/ram/latest/userguide/working-with-az-ids.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-az-ids.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-private-hosted-zones
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« AWS SDK for C++

« AWS SDK for Go

 AWS SDK for Go v2

 AWS SDK for Java

« AWS SDK for Java 2.x

« AWS SDK for JavaScript

« AWS SDK for .NET

+ AWS SDK for PHP

« AWS SDK for Python (Boto3)

- AWS SDK for Ruby

Ofm

KtMEF LIE 2 Amazon VPC At B M| QIEH|O|A AEXZQIEE Sall AH|A HHAE B ESHA

(@)

L.

M
>
=
0p)
o
—
—
S
<
Q
=~
®
-

of| CHEF VPC A= Z QIE A{AH AHA]

AWS loT TwinMaker0i| CHEF U M| A
LICt o] M2 g HEE K|™HE LI

o AsHSF A [
. TQIS L & ol et}
off CiEt VPC =X QIE M2 M AWS loT TwinMaker 267


https://sdk.amazonaws.com/cpp/api/LATEST/struct_aws_1_1_client_1_1_client_configuration.html#a3579c1a2f2e1c9d54e99c59d27643499
https://docs.aws.amazon.com/sdk-for-go/api/aws/#Config.WithDisableEndpointHostPrefix
https://docs.aws.amazon.com/sdk-for-go/v2/api/aws/#Config
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/ClientConfiguration.html#setDisableHostPrefixInjection-boolean-
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/client/config/SdkAdvancedClientOption.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/Config.html#hostPrefixEnabled-property
https://docs.aws.amazon.com/sdkfornet/v4/apidocs/items/Runtime/TClientConfig.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.AwsClient.html#___construct
https://botocore.amazonaws.com/v1/documentation/api/latest/reference/config.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/IoTSiteWise/Client.html#initialize-instance_method
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
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odl: AWS loT TwinMaker 240 CHEt VPC A= Z QIE Z=H
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123456789012 2 & E|AA 9| AWS HH0| iottwinmakeradmin U= IAM A RHOI|H| LI E
AWS loT TwinMaker % 40| Cieh HAllA HMEHES SO0 LI

{
"Statement": [
{
"Principal": {
"AWS": "arn:aws:iam::123456789012:user/role"
},

"Resource": "*",

"Effect":"Allow",

"Action":[
"iottwinmaker:CreateEntity",
"iottwinmaker:GetScene",
"iottwinmaker:ListEntities"

]

}
]
}
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
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