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ClHtO|A 2 C[HIO|A Z2mo| ~J 7|8 HE|5tH C|Ho|A EX0| otMstD S 8o = A

=+ sl

|

'SIPN

Z7| 2EY Hit Soi 22> AHEol2ks S 21 ClutolA Q| CIX|™H ET0| WEELICt 2
2@ AEoes 2E 21Tl 2EldE SEM CIHIO|AE AE37| fIEt 2EH 1R AlY
XtmanagedThingIDE MSst=7t AU&LICH ClHO|A= Z2HIX'E S0 24 §{E2t H o

Z|o 22l S & EE= EtA CIHIO|A S EtAL 22 EQ AA[ZtS 2 SAIEFLICEH EFF CIHEO|
At 2 HE|I™ AE0 CiEt I{E 2! APIs2| owner IfZOEHZ AlHEE|E ARAIQF AAEL
ClGetManagedThing. C|HFO|A = C|HFO|A &0l 2t Y C|HO|A T 2 lol HAZAE LICEH

@ Note
ECIXM C|HtO|AE ME CHE D Zof|7| ofed H Z2H|XMIstH AT =Tt 042 7 US 5+ R
&Lt

C|HFO|A =% F7|= CreateManagedThing APIE AF&35t0{ #E2|E S&HolMd #al
St ZJo 2 A|IRtEt 1 1 Z40| DeleteManagedThing APIE AFE 350 2| AFE S ALK GHH

ElLICt ClHiolA o] - 7| CFE HEE! APIsol| 2ofslf 2F2[ELICE.

* CreateManagedThing

* ListManagedThings

* GetManagedThing

* UpdateManagedThing

* DeleteManagedThing
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OB 28

HolE EE2 AAE LHo|AM Clo|E7I 2 EEl= el =X
HFO|A F340{ M end-to-end S&IE X|HELICH #EIE SEOl= F 7HX| ClolE 22 0] AFSELICH
z2ldE S8 olo|H 2= X Matter CI|O|E 2| AWS' 713, & T RAIEE S/SHX|EH OIS FX|o
HdYE 0|E 8 Aol SRELICH

NI

15 #Z & LHEPLICH B8 T Cf

ok

OII

EbAF C|HIO|A S| AR S OO R 25 2|5 AI2XL, 22l S8 2 EfAF 2EIRE 22X 79 &
Alof| AFEEILICH 5 Clo|E 2= C|H}O|A B L C|HIO|A O|HIERN Z2 HIAIRIE 57| {5
Cloud-to-Cloud Connector 7|S0| & &=|L|C}.

=M
- HElE S OOl 2
- AWS ZX| HIo|EH 2 & 73

ze|d ST Oole ZE2 2|5 ALK 2HElE S8 thel RE S4IE #elgfuich
ClHtOlA AE &

endpoint %! capability HIO|E{ 4= #E[E S Clo|H 22| ClHO|AE MESt= O AHS
Euct.

endpoint

£ 7|I50M MSsts =2l™ Qe o|A EE= MH|AE endpoint LIEFLICH

{
"endpointId": { "type":"string" },
"capabilities": Capability[]
}
Capability

£ ClHtOlA 7|5 & capability LIEFELICE.

#elE 58 HlolE 29 13
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"$id": "string", // Schema identifier (e.g. /schema-versions/
capability/matter.On0ffel.4)

"name": "string", // Human readable name

"version": "string", // e.g. 1.0

"properties": Property[],
"actions": Action[],
"events": Event[]

capability ClO|E{ 2

o= g =2 Fdste Ml 7tX| §F 2l property, X action7t U&
LiCtevent. C|HFO|A 2} g

4 =2
o o o
'S & 85tn ZLIERSHE Ol A8 & = U&LICH

oz |->

A BT JHsE ZHO| HA #Y| £F 441 20| ClutolATH B R AeflLC,

il

"name" : // Property Name is outside of Property Entity

"value": Value, // value represented in any type e.g. 4, "A", []

"lastChangedAt": Timestamp // ISO 8601 Timestamp upto milliseconds yyyy-MM-
ddTHH:mm:ss.ssssssZ

"mutable": boolean,

"retrievable": boolean,

"reportable": boolean

}
« B B AT A2 T 20| 2B 4 o TelLc TS ST ALE M £ sl
Ct.
{
"name": { "$ref": "/schema-versions/definition/aws.name@l.@" }, //required
"parameters": Map<String name, JSONNode value>,
"responseCode": HTTPResponseCode,
"errors": {
"code": "string",
"message": "string"
}
}
- OJHE: J|2Mo 2 174 el Tetol cHEt 2|2 =EQILICH = $AH &EiE property LIEFLX|EE
OHEE= It7{o| Kol EHEEH &7tst= 9P%E4, EtUARE gl M &=2|E ZefefLCt O
2 Sl MEf TS WHEY & S #0 olLIEt 2 2 FAY 4 gl CHlolH RYYE sHs e

Ctproperty.

#elE e dlolH 2= 14
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{

"name": { "$ref": "/schema-versions/definition/aws.name@l.0" 3}, //
required

"parameters": Map<String name, JSONNode value>
}

AWS EX| Clo|E 2& +

2

AWS Matter Data Model2| 732 2|38 S &1t EIAI 22t E 324 2t 2 E S4l12 #alguict.

e

KEMIBH L& 2 Matter Data Model: Developer ResourcesE & Z8HAI2.

ClHFO|A AT 7=
ClHtO|AE MBSH= Ol AF8El= HIO|H 24 &= endpoint, & &iL|Ctcluster.
endpoint

£ 7|I50M MSsts =2l™ Qe o|A EE= MH|AE endpoint LIEFLICH

{
"id": { ntypen.nstringn}’
"clusters": Cluster[]
}
cluster

£ C|HIO|A 7|58 cluster LIEFHL|CE.

{
"id": "hexadecimalString",
"revision": "string" // optional
"attributes": AttributeMap<String attributeId, JSONNode>,
"commands": CommandMap<String commandId, JSONNode>,
"events": EventMap<String eventId, JsonNode>
}

cluster CIO|E{ 24 90| AR T &= FM5tE M 7HX| &=Ql attribute, & command7} &
L|Ctevent. C|HIO|AQ} A5 Z25t1 RLIE{RStE O] AFRE 4= Ql&LCt

AWS 24 Hlo|ef 2 & T3 15


https://csa-iot.org/resources/developer-resources/page/2/?dr_keywords&dr_solution%5B0%5D=935&dr_lang=1019

JHeER 7Hol=

of CHEt 2 2l% S & AWS loT Device Management
« H: xF Vst PO HA Y| =& £40 Zo| ClHo|AT ER/ et o EfILICE.
{
"id" (hexadecimalString): (JsonNode) value
}
- BE.EHZAEHIO Z0| oY = e HULICt BHE2 SEHI A0 E e = UsL

CH.

Ilidll: {
"fieldId": "fieldValue",

"responseCode": HTTPResponseCode,

"errors": {
"code": "string",
"message": "string"

}

rw

- O|HE: 7|2Mo 2 174 ofElf Tietol CHEt B[R ERLICH = 24X & ElE attributes LIEILHX]
9| ol = Me=RIE 28

o
ot O|HIE= 1} H EHEZEH &7t5t= 72, EtAREZ 2l 2 12
E Sal| el MEtE XY = U2 #ootLEl 2 ¢H 2§48 = e HIo|Ee REE T
Clattributes.
Ilidll: {
"fieldId": "fieldValue",

AWS 2| Hloj& 2= 73
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loT C|HtO|A HHE 4l o|HIE ZHZ

ClHOlA& HE2 = 2[X ClHIO|AE HAc = PE|sto L EoF, AL E o] & st=901 o]
EE st R 2ol ClHIO|AE 2rHtH Mo + e 7IsE MSELICH i 2 ClHtol& &
SIE AL8stH ClHtO|A 7} M| BEE +™steX| & ™A ClutolA T2 &

25 S = U&LCH .
H}O|A BEB3d EE = KIS UO|O|E = C|HFO|A AME 0

ES
H IHEE ddgfL
Ch Ol ClHIO|A O|HIEE T ZE|E Y22 IS 2 &L= ¢3S EE[HE L

|

0%
AL

B 22 ClHO|AZ MEE|E HEULICH HE %0
[m]

= o
£ HO|2=7 ZefELICH C|HiOo|A& 5'%3% M&ot7| 2lsfl 2

SendManagedThingCommand API & 40]| CHt XtA[EF L& 2 SendManagedThingCommand& & X
A 2.

UpdateState =]

0| 7AX|= AlZtat 22 Cldto|A AEfE YO|0|E 52 SendManagedThingCommand APIE
g [ UpdateState 22 AISELICH oM YEIO|EStE{= CIOIE 22 £/-80t M 72 NS
|Ctparameters. Of2 O|Xl= T 0OnTime2|E £ | 0|E5t= SendManagedThingCommand
APl &g HE0oiELICI5.

i)ll 0%

C M

o for |

"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{

"id": "matter.OnOff",
"name": "On/O0ff",
"version": "1",
"actions": [

{

ClHiolA HHE 17


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendManagedThingCommand.html
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"name": "UpdateState",
"parameters": {
"OnTime": 5

ReadState %]

D E Olole 2= £40o| 24| gt2 E&5to C|Hto|A ol 2|4l AEHE 7IX{2E{H
SendManagedThingCommand APIE S £ & [l ReadState 2 AISFLICt o= CfS S M2
M&%& propertiesToReads {U&LICH

« ZHO| 7xd YEX| £E X X 0n0ff HQlsHe S 214 22 ¢7| s SH ClolE =Y &
A—|° X-I|_|_0|'|__|E|.

. HUSTE ALRHH)E AHR 310 JIS 0l THEF ZE ClHtOlA AEH £492 Lt

of2l oMol A= ReadState 2 AF23HE SendManagedThingCommand API 2 Z0i| CHEt & A
LIZIRE 25 Eo{ELICt

"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{
"id": "aws.OnOff",
"name": "On/O0ff",
"version": "1",
"actions": [
{
"name": "ReadState",
"parameters": {
"propertiesToRead": [ "OnOff" ]

ClHtolA B 18
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]
}
]
}
]
}
{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{
"id": "aws.OnOff",
"name": "On/0ff",
"version": "1",
"actions": [
{
"name": "ReadState",
"parameters": {
"propertiesToRead": [ "*" ]
}
}
]
}
]
}
13

C|HIO|A O[HIE

C|HtO|A O|HIEO|= Cluto|A 2| T & Ef7t ZEHEILICEH O|= ClHIO|ATF HEHE HARHLE & EY
HHBER o2 BPoIE SEHE 20atn 28 o0l 4 et of7|olE ClolE 2do) Hol
ES5d 20 A o[HETL ZEELIC F717t 2 REIRAAL R ZHT(7t 2T MAEAIH M
Mt 2@ glzo." :EF%_}- o|

OL- T4 T 1 4=

2|Z AR EHE CIHIO|A O|HIE O CHEF UOIO|EE Qs MM EH 1 22| CHA S 25 E
= &LCH 12 22ldE cHa 2 Mdsie{H CreateDestlnatlon APIE S Z&LICt. C|HFOo|A oA
C|HIO|A O|HIEZ Z2|3 E¢tol E18lH T2 2|3 CHA o] Ues B 28 gra Lot

ClHto|A O|HIE 19
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ol 3|54 £E5F of2
tes s 9 E
ZElE S8 7S nZo|H 2E Y2IS Halstod ClHto| A M O|0|E U QIAOIEE B3|
et AAlZH S4IE FEIELICEH ClHto|A O|HIE, ClHIO|A =8 F£7| EE= C|HO|A & EHE T Z{oi7
2Z|l=X| o{Fof AHI0| BHE|™ ST LS MutMel 1M AHE JMst= ol S E dgg2 gL
Ct nZie M J7ts8t HEE XMS5tod HEo| 8t A™E UE(D 2lAA ASES 2HsE =
A& LICEH
—' — —
BolE BE 9 M
el sE g2 e MMsioiH O HAE EAM L.
1. Amazon Kinesis C|O|E{ AE ] M4
Kinesis CI|O|E{ AE 2|2 M4d5t24™ Kinesis CIO|E{ AEZ! A Ol gt2[of MBEE EHAHE WHEL
Ct.
21XH Amazon Kinesis HIO|E{ AEZ|PF 22| S8 22 Qe 12 22| cd o] SMHMoZ K|
HELICH.
2. Amazon Kinesis AE 2| HA|A o3&t A
22 MdE Kinesis 2E 0] BM|AE = = HEHO| /= AWS Identity and Access
Management QM| A 48 M
REAMIEH LHE 2 AWS Identity and Access Management AFE MM O |AM 238 MMHE EH XA
2.
3. ALK CreateDestination APIE S E& + e HEH F0d

-
Pl
ot
fijo
oi
OII
L
_ITI_
nx
o
.I.
ol
A

2 M2 A2 X}7} CreateDestination APIE $&3517| {8t 2
O M CreateDestination APl £&0| Alui&tL|ct.

22| SEhol CHet A E HEtE Aot ALS HTEA Q| AWS MH[AO| E g TEE = =
AWS Identity and Access Management AF& A} #H&t 2048 HE5HAM2.

"Version":"2012-10-17",
"Statement": [
{

i
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Ofm
L
o

u
nx
02
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https://docs.aws.amazon.com/streams/latest/dev/working-with-streams.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateDestination.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
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"Effect":"Allow",
"Action":"iam:PassRole",

"Resource":"arn:aws:iam: :accountID:role/kinesis_stream_access_role",
"Condition":{

"StringEquals":{

"iam:PassedToService":"iotmanagedintegrations.amazonaws.com"

}
}
},
{
"Effect":"Allow",
"Action":"iotmanagedintegrations:CreateDestination",
"Resource":"*"
}

4. CreateDestination API &

Amazon Kinesis Cl|O|E{ AEZ] &l AEZ] HA|A e 2 MdFt & CreateDestination APIE £ &
Stof ZE(E SE 20| 2B E 1 HEl™ tof 2 MY LICt deliveryDestinationArn
ot2tO|E{e| Z<L A Amazon Kinesis O|O|E{ AE 2larn|E AL ErLLC}.
{
"DeliveryDestinationArn": "Your Kinesis arn"
"DeliveryDestinationType": "KINESIS"
"Name": "DestinationName"
"ClientToken": "Random string"
"RoleArn": "arn:aws:iam::accountID:role/kinesis_stream_access_role"
}

5. CreateNotificationConfiguration APl Z&

EIPII':‘*OE Amazon KlneS|s EIIOIE'I AERIOZ EAD= 17 Z2E Ao E 22|IS BIRE

2 MMErLICE CreateNotificationConfiguration API

EP estinationName I}2}0|E{0 A CreateDestination

|
APIE At835to 17 HE|E CHY S ddE M ME Y& A1 SUe CHY 0| AFSELICH

"EventType": "DEVICE_EVENT"

"DestinationName" // This name has to be identical to the name in
createDestination API

=l

oS £ 92 MK
ooH E2H1H 20

21


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateDestination.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateNotificationConfiguration.html
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"ClientToken": "Random string"

[

L2 E8to2 BDLIEZIL|E O|HE R%
CIE22 HEld S8 A2loz TLERIEE o|HE SFelLch

« DEVICE_COMMAND

« SendManagedThing API @9 AEfRILICH R&E 8 22 succeeded EE = failedLICE.

"version":"Q",
"messageld":"6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"messageType'":"DEVICE_EVENT",
"source":"aws.iotmanagedintegrations",
"customerAccountId":"123456789012",
"timestamp":"2017-12-22T18:43:482Z2",
"region":"ca-central-1",
"resources":[
"arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-
thing/6a7e8feb-b491-4cf7-a9f1-bf3703467718"
1,
"payload":{
"tracelId":"1234567890abcdef0@",
"receivedAt":"2017-12-22T18:43:487",
"executedAt":"2017-12-22T18:43:48Z",
"result":"failed"

« DEVICE_COMMAND_REQUEST
« Web Real-Time Communication(WebRTC)2| H& Q™ lL|C},
WebRTC EE2 F I 2 & Lct olz{Et mloi= AA[ZH HICIR, 2|2 & 9|
CIOIEE MEE = USLICH HEIE S 2 WebRTCE X|§5t04 12 ZHHY ofZ 2|70t
9|

2|E AHEXHe| C|HIO|A ZHo Ot 8ol AEE|YE &3 LICH WebRTC E &0 CHEt &}
MEt Li82 WebRTCE XML,

"version":"Q",

TolE B8Oz DUHTEE O¥E v g 22


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendManagedThing.html
https://webrtc.org/
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"messageld":"6a7e8feb-b491-4cf7-a9f1-bf3703467718",

"messageType" :"DEVICE_COMMAND_REQUEST",

"source":"aws.iotmanagedintegrations",

"customerAccountId":"123456789012",

"timestamp":"2017-12-22T18:43:482Z2",

"region":"ca-central-1",

"resources":[
"arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-

thing/6a7e8feb-b491-4cf7-a9f1-bf3703467718"

1,
"payload":{
"endpoints":[{
"endpointId":"1",
"capabilities":[{
"id":"aws.DoorLock",
"name" :"Door Lock",
"version":"1.0"
1]
1]
}

« DEVICE_DISCOVERY_STATUS

« ClHto|A o] HM drEfILICH.

"version":"Q",
"messageld":"6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"messageType" :"DEVICE_DISCOVERY_STATUS",
"source":"aws.iotmanagedintegrations",
"customerAccountId":"123456789012",
"timestamp":"2017-12-22T18:43:48Z",
"region":"ca-central-1",
"resources":[

"arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-

thing/6a7e8feb-b491-4cf7-a9f1-bf3703467718"

1))
"payload":{

"deviceCount": 1,

"deviceDiscoveryId": "123",

"status": "SUCCEEDED"

HElE SHez ZLEZEE O|HE R 23
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 DEVICE_EVENT

« C|HtO|A O[HIE 2ol CHEr =i lLCt.

"version":"1.0",
"messageld":"2ed545027bd347a2b855d28f94559940",
"messageType'":"DEVICE_EVENT",
"source":"aws.iotmanagedintegrations",
"customerAccountId":"123456789012",
"timestamp":"1731630247280",
"resources":[
"/quit/1b15b39992f9460ba82c6c04595d1f4f"
1,
"payload":{
"endpoints":[{
"endpointId":"1",
"capabilities":[{
"id":"aws.DoorLock",
"name" :"Door Lock",
"version":"1.0",
"properties":[{
"name" :"ActuatorEnabled",
"value":"true"
]
1]
]

 DEVICE_LIFE_CYCLE

« ClHiO|A =& F7|9| JEfRILICH.

"version": "1.0.0",

"messageld": "8d1le311a473f44f89d821531a0907b05",
"messageType": "DEVICE_LIFE_CYCLE",

"source": "aws.iotmanagedintegrations",
"customerAccountId": "123456789012",
"timestamp": "2024-11-14T19:55:57.568284645Z2",
"region": "ca-central-1",

"resources": [

TEE S8z BUHIEE O¥E w8
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"arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-thing/
d5c280b423a04213933eed@9cT408657"
1,
"payload": {
"deviceDetails": {
"id": "d5c280b4233a042f3933eed0@9cf408657",
"arn": "arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-
thing/d5c280b423a04213933eed@9cT408657",
"createdAt": "2024-11-14T19:55:57.51584114772",
"updatedAt": "2024-11-14T19:55:57.5158415597"

iy
"status": "UNCLAIMED"

« DEVICE_OTA
. C|HIO|A OTA & 2lL|ct.
« DEVICE_STATE

« ClHiO|A HEH7F UOIO|EXIRE me & L.

"messageType": "DEVICE_STATE",
"source": "aws.iotmanagedintegrations",
"customerAccountId": "123456789012",
"timestamp": "1731623291671",
"resources": [
"arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-
thing/61889008880012345678"
1,
"payload": {
"addedStates": {
"endpoints": [{
"endpointId": "nonEndpointId",
"capabilities": [{

"id": "aws.OnOff",

"name": "On/0ff",

"version": "1.0",

"properties": [{

"name": "OnOff",
"value": {
"propertyValue": "\"onoff\"",
"lastChangedAt": "2024-06-11T01:38:09.0004142"

TEE S8z BUHIEE O¥E w8
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Cloud-to-Cloud(C2C) FH4!E]

cloud-to-cloud 7IE{& AtEstH EtAF C|HIO|A L} 7Ho| LS SIS WEstT SolotH & = U&
LICH AWS,
|

« Cloud-to-Cloud(C2C) Z{HIE{gt R}
- C2C HYE FtEZ OB FUJALIM?

« AWS Lambda C2C ZH4lE{Z Ao &

- 2™ SE AHUE I EE

« C2C(Cloud-to-Cloud) H<E A+ K|
« C2C(Cloud-to-Cloud) 7{=lE] gl=
« C2C(Cloud-to-Cloud) 7{<IE{ Al

Cloud-to-Cloud(C2C) FH<E{gt FdL|7t?

cloud-to-cloud HHE{ =& EtAl SEtRE SSAL| AEXZQIE AWS ZEtRE of 2FH5HH A A5t
= AMNH FEEE AT EQo] IHF|X|QLICH £2F M Z2 K= c2C HYE{E AR50 AWS loT Device
Management®| 2 2|& S& & E&5t01 EtAF E2tE0l| AZE ClHO|AE Mo{E = U&LICt

FIF

T MR 4 Qs FE] St 2 a7t Z8Elof
o

30 1H

28 Setoli= AWS 10| S8otais HHE
J&LICH RHAIE LHS 2

C2C 7H4YH 7t 2 a8 FIL|?

AWS loT Device Management 7H<lE| 71 &t 2 7 9] EFEI%" %E 2 AWS loT Device Management°| )
2| S EtAL EetRE SSAt zho|

5t
o
Management Console EE=0|A HHUEE 8 M'ﬁ LICF AWS CLI.

ZE£ 2 M350 228 & HURH FIEEOE 25

1. HEE SE & 97|

2. PF EHMZoM 228 SES MEELICH

3. HElB S 2o 2% B YoM 72O E MEELIC

r
S
=

Cloud-to-Cloud(C2C) 7 E{2t Fodel 27


https://console.aws.amazon.com/iot/home#/managed-integrations/intro
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public ConnectorResponse handleRequest(final ConnectorRequest request)
throws OperationFailedException {
Operation operation;

try {

operation = Operation.valueOf(request.payload().operationName());
} catch (IllegalArgumentException ex) {

throw new ValidationException(

"Unknown operation '$%s

'" formatted(request.payload().operationName()),
ex

);

return switch (operation) {

case ActivateUser -> activateUserManager.activateUser(request);

case DiscoverDevices -> deviceDiscoveryManager.listDevices(request);
case SendCommand -> sendCommandManager.sendCommand(request);
case DeactivateUser -> deactivateUser.deactivateUser(request);

};
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"header": {
"auth": {

"token": “ashriu32yr97feqy7afsaf”,
"type": “OAuth2.0"
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}
1,
"payload":{

"operationName": "AWS.SendCommand",

"operationVersion":

"connectorId": “exampleld”,

// end user's Access Token

"type": ENUM ["OAuth2.0"],

{
"header": {
"auth": {
"token": string,
}
}
}
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« operationName: X|HEl 2%0| ZQ{oZ  AWS.ActivateUser, AWS.SendCommand, Zt & 5t
Ltot ZH&LICIAWS .DiscoverDevicesAWS.DeactivateUser.

« operationVersion: 2 E 242 A|zto| x|hoil et ISkt EFAF {4 E{of| CHEt OH %1 QIE
H oA HolE MBSt E HZTo| XIHELCH #HEld S8 ZE LYo HOo|ZE0| M HEE
al=g-1g8|u}

connectorId: 80| M&E FHEAE Q| IDQLICEH.
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DE &Y c2Cc H4YUEI ™S FAI5tD XMEIE AMETHS S & 2I5H= AWS loT Device
Management2| ACK Z 2| S& 0l 2 SEELICH Cte2 s 8E 2o YEHA el of L|ct.

{
"header":{
"responseCode": 200
I
"payload":{
"responseMessage': “Example response!”
}
}
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{
"header": {
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3t 74l E 0IE-|E1|O|/\ 2 API £ 7|0F A0l responseMessage EE&

O EAof FHE ChF

Message ZE7} Q&LICE O 2EE C2C 7HHE] Lambda7t & L A&t ptedEl AHAEZ SE
st Ol AL ElE *._‘“5—."—1 Zc 'L—IEP. 7t=2™0|H o|Qlo| HEf ZEE Zelste RE L7 2LFE

MHE5H= HIAIXK| gtol 28 =lo{of 200 &Lt

SendConnectorEvent APIE AF2 35104 C2C 7HHlE] & @ &of| &

Mo =2 &8 o= AWS loT Device Management 04| & 8 LICtH &, ol 2Fdof| CHE 7| SH
c

| A
the=3d| C2C HHEE7I ™ E MRS S “gfeldicte ool uct

>0l

SendConnectorEvent APIE At&5tH 7{E{7} AWS.DiscoverDevices 2 AWS.SendCommand
Ehqmt AT o™ ClHFO|A O[HIE(K: =822 741 1= S)8 2ldl ofe SF[olA 2 O[HIE RF
2 T&sok gLICH o|28t O|HE R 2 ALS Abadlof CHEt ARMIEH ME 2 AWS.DiscoverDevices &

T3, AWS.SendCommand &4 713! MM E & & 5tM 2SendConnectorEvent APIE A& 3104
ClHO|A O[HIE TS,

e m

0 € =01 C2C 74E{7} DiscoverDevices REE s 2I5tH AWS IoT Device Management

o| ZtelE SE2 oM Holdt 8 A S7(MoE SHE X2 o dgfuct aH oS
DEVICE_DISCOVERY O|HIE0f| AWS.DiscoverDevices £ ] 3ICH5H0| HolEl @H X2
SendConnectorEventAPIE £ &35l0F & LICt SendConnectorEvent & APl £&2 C2C 7HHlH
Lambda AWS HHE X3 ZHoi| BMAE £ U= BE Ro|M Yl = A&LICH AWS loT Device

Management Z4 5 §0| 4335t x| Z & LICH.
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® Note
|.

M
o
mII

ZIQ3t 32 c2C H4YE| Lambda & S§&
(@)

Z| =F 70| SendConnectorEvent APl &
= JU&LIcH OHUOo| 82 AZ EQo] 7Hgt

£ @&t HIS7| 22t Z=ElLct

0= R
nek rir

- SendConnectorEvent - Z{<IE{7} AWS loT Device Management API0i| CiEt0| 223 S&
504 AWS loT Device ManagementOll CHEt # 2|3 S& 22 C|HIO|A O|HEE MEELICH &2l

SEM 38El= O|HE RE2 37t x| Lct.

« "DEVICE_DISCOVERY" -0O| O|HIE 22 E73 HMA EZ0 CHSH EtAF 2R E LHO|A] 244
El ClHtolA 288 ™M& st o AL88toF & LCt.

« "DEVICE_COMMAND_RESPONSE" -0| O|HI E %={
EE ™&sts dl Ar&sHof gt

- "DEVICE_EVENT" -O| O|HIE Z{2 At X} 7|8 B | Z|12{Q1 Zt7} ot ClHFO|A M Al
ZE 2 E O|HIEO| AF&3SHoF g LICH O= ClHto|A AEl #1E EE= L &S AT ETn st Uit

Holo|HE R S & &+ UA&LICH

rlo
]
A
i
>
ofr
=

Sy ddio| Autz &% ClHio|A ofHl

AWS ActivateUser ZHed 5134

AWS loT Device Management7} %|& AL&Xt2| OAuth2.0 EZ 01| A AFE A AlEXLE 24512
M 2218 S&AWS . ActivateUser0l 20| EarL|Ct of CHEF 22l §& AWS loT Device

o oH-d

Management 2 2% 5| Lioll OAuth E28 ME st HHE7} S5 wo|2=0f Mxoz nst

ASIH AMEXE ZeE W2 G| ELICH Ol Y2 HE HE 580| ¥3¢&h = YL

T

Cte =52 93MUAWS . Activate MEX 58S FTI5HY| 2lgt HLE S 2F A S U
MHEFLICE
« C2C 7{4E{ Lambda= AWS loT Device Management0il CHEF 22|38 S&2| AWS.ActivateUser
Y Q™ HAIXIE XMElE = U&sLICH
« C2C 74 E Lambda= M3 E OAuth2.0 EZ0|A 78t AFS Xt AlHEXLE &olg = &Lt &
o

1Ko 2 JWT E291 B 2 RHolM RE5HHLE E20f ols H Fod MEolM 2EE £ 2

1. &
£
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{
"header": {
"auth": {
"token": "ashriu32yr97feqy7afsaf",
"type": "OAuth2.0"
}
.
"payload": {
"operationName": "AWS.ActivateUser",
"operationVersion": "1.0.0",
"connectorId": "Your-Connector-ID",
}
}
2. C2C HHEE EZ0|M EE EAL ElAA ME{E #{2[610 AWS.ActivateUser &0l &gt
AEXH IDE AEE L
3. C2C HHYEE 7|2 HO|2ZEQ userId ZE LHO| SHE AFS AL AlHEXLE E & 5104
AWS .ActivateUser &% Lambda Z &0 SE&LICt
{
"header": {
"responseCode":200
1,
"payload": {
"responseMessage": "Successfully activated user with connector-id "Your-

Connector-Id.”,
"userId": "123456"

AWS.DiscoverDevices ¢4

re

&t

ClHIO|A AME %[F AEA7H ARE 22|13 C[HO|A =52 AWS loT Device Management2|
2| S0l |%| 2elste 215 AERL ClHHo|A 9| XY E#Hnt UR[AZLICH AWS loT
Device Managementoll A AWS 20| =&igfL|Ct. C|HO|A A2 AWS loT Device Management
o| | S& 0| HUEE =E5l04 C|HIO|A M @M E AlEStE HIS7| Z2MAQILIC

C2C HHEl= AME %[5 ALEA ClHIO|A S52 228 S dEE & X AERHElD

— 1=

grdeviceDiscoveryId)et HIS7|Mo = gHetetL|Ct.
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CHS clolo{2 72 AWS loT Device Management A QI3 Z2 & Ho{ELICH

AWS.DiscoverDevices {IZ2

10.

D2 x|FZ AMEXHE CHalstod ClHto|A HAM T2 MAE AlZFENLICE

2 oz2ldE S82 174o| MAdst ClHEo|A AM @20f deviceDiscoveryId CHEH 2He &HZE Al
BXFE AWS loT Device Management AWS 2448k |C}

2 2ldE SE2 %5 A2X &8 OAuthtE Z &304 AWS.DiscoverDevices &%
QIE{H O|AE AFE5t0o{ CIHIO|A HM @FHE C2C H4lE|laccessTokenZE AWS loT Device
Management 2 {L|CtdeviceDiscoveryId.

7{=lE{= DEVICE_DISCOVERY O|HIEO| Z & & deviceDiscoveryId& MEELICE O] O]
HEO= dME %|F AFEXtQ| C|HO|A S& X Z & E|MH, SendConnectorEvent APIE
DEVICE_DISCOVERY O|HIEZ AF&3t0{ AWS loT Device Managementl| 2|8 S&2 2 &

afioF gLct,
C2C HHE|= BlAA MHHE 35510 2|1ZE AR} ASS D E C|HIO|AE 7}X{QtoF BHL|C}.

C2C 744 E-I Lambda= AWS loT Device Management2| Z2[& S0l CHet ACK 8H<2 =2
Lambda £ & (invokeFunction)oll 8 &3+, O|= AWS.DiscoverDevices 2o CHE Z7|
St ofstg stk 2Eld S8 1207 ACKE S5l AIXHE ClHFO|A M T2 AA0f CHal

Yst= ClHtOlA& S5 TSELICH

o
o

=

AA MHE =5 AR AKSD

FHUIE{E Zt %5 AI2 Xl C|HIO|AE Zt C|Ho|A o] CHEt 2! ConnectorDeviceld
ConnectorDeviceName 7|5 E1ME EZ &304 AWS loT Device Management &< C|HIO|A
Aol ztp|g Egto 2 HakshL|C}

C2C HHE{= HAME C|HFO|A AR AHUserIdo| & MSELICH 2laa M F34of et ClHo|
AZBEo|QURER F=HEO| SEE Z|AA MM AME 4= laLct.

CH2 o2 C2C AHHEl= X7 AWS X Z %I} "DEVICE_DISCOVERY"Z MAE &4 nja}
O|E{E AF835l04 SigV4E S35l AWS loT Device Management APISendConnectorEvent,

of CHEt 22l S&t2 =& &LICH AWS loT Device Management connectorDeviceld,
connectorDeviceName 2ot Zr2 C|HIO|A Y m2tO|E{E EA|ELICtcapabilityReport.

. IAA ME 8ol et 20l 2k AWS IoT Device Management2| #2138 S&tof 224of

E 50 2l&A MEHol| 2[E AL Rte| AAEl Cluto|A S 5o Ciet Ho|X| oiE SE ol
= 42 Z £2/o] CHdl statusCode IIEFO|E{E AL 35104 718 DEVICE_DISCOVERY %¢d
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o]

Ct.
11. & 22" SE27t 23 AERe| C|HIO|AE AMRMCH= S &I T Z40{H AWS IoT Device
Management 2 &{L|C}.

12. C2C F{<E{7} statusCode Il2}0O|E{7} 2002 2 4O|O|EE! DEVICE_DISCOVERY %2 O|HIE
E ME5le 42 2l S22 1A Clhfola AM I EZ 22 E A EIL|C

EE 2 & A&LIC3xx. C|HIO|A HMo| ot 2| Tl Sl 32 5,6, 7THAHE HrEgfL

[

-

/A Important
H5te B 6TA ™ol 7~11EHHE S=-8E = UESLICE ol S0 ELAL E3HE0| 2|3
ArE Rt CIHFO|AE LEE5HE APIZE Qe B9 C2C 7{HE] LambdaZt LEHAQI ACKE &
EfSendConnectorEventstZ| 210i DEVICE_DISCOVERY O|HIEE 2 F&8 4+ &
L|Ct.

Clutola HME 2|8 C2C HHE @F AtE

CHe S22 HBHOI CluholA ZA4E 0I5t 57| I8t C2C HUEIS] @7 AEE ZHaret i A

« C2C H4E{ LambdaE AWS loT Device Management 44 @& HIA|X|E 2|5t
AWS .DiscoverDevices &2 &2l = A&LICH

. C2C HUE|E FHE| S0 AWS A AR EI=0| X174 ZHE A2 5104 SigV4E S5l AWS loT
Device Management APIsOi| CHEH 2| S&2 &8 + U&LICH
ClHHO|A HM T2 MA

Ct= EtA| A= AWS loT Device ManagementE I8t C2C 7B & 28 &2 AHE$t ClHtol
A AM T2 MAE 7HEFSHH DB EFLICH AWS loT Device Management

ClHIO|A ZAM T2 MHA

1.

rH

l2l3 S8re Clhola ZMg EalE LI

Ct2 JSON H|O|2EE DiscoverDevices AI2350{0f POST 2 EHL|Ct.

/DiscoverDevices

{
"header": {
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"auth": {
"token": "ashriu32yr97feqy7afsaf",
"type": "OAuth2.0"

}

},

"payload": {
"operationName": "AWS.DiscoverDevices",
"operationVersion": "1.0",
"connectorId": "Your-Connector-Id",
"deviceDiscoveryId": "12345678"

}

{
"header": {
"responseCode":200
b
"payload": {
"responseMessage": "Discovering devices for discovery-job-id
'12345678' with connector-id ‘Your-Connector-Id™"
}
}

3. 7{HE{7H ClaolA 744 O|HE B S ELIH

« [} JSON HO|RZEE /connector-event/{your_connector_id} A+&3+040{ POST
%

2¥g 2Lt

AWS API - /SendConnectorEvent
URI - POST /connector-event/{your_connector_id}
{
"UserId": "6109342",
"Operation": "DEVICE_DISCOVERY",
"OperationVersion": "1.0",
"StatusCode": 200,
"DeviceDiscoveryId": "12345678",
"ConnectorId": "Your_connector_Id",
"Message": "Device discovery for discovery-job-id '12345678' successful",

"Devices": [
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{
"ConnectorDeviceId": "Your_Device_Id_1",
"ConnectorDeviceName": "Your-Device-Name",
"CapabilityReport": {
"nodeId":"1",

"version":"1.0.0",

"endpoints":[{

"id"oiv,

"deviceTypes":["Camera"],

"clusters":[{
"id":"0x0006",
"revision":1,
"attributes":[{

"id":"0x0000",

1,
"commands":["0x00","0x01"],
"events":["0x00"]

1]

DISCOVER_DEVICES O|HIEof it CapabilityReport T4

2|0]| Zo|=l O|HIE XM £ = %!EOI AWS .DiscoverDevices Zrdof EH°+ SCto 2 AL
= DISCOVER _DEVICES O|HEO|M ETEl B E CI|HIO|ANE i ClHIO|A S| 7|5S

Mosl=
= =2 o0l

CapbilityReport7} 2 g L|C}. 'CapabllltyReport"— AWS loT Device Management ClHto|A sl CH
3t ZEI™ S &2 Matter =+ A2 2 2{ELICE ° CapabilityReport "0l Ct& ZEE XS5l ok &L

Ct.

* nodeld, EAtY: CtS &S L& ot= ClHIO|A =9 AEXRILICEH endpoints
« version, EAtA: B LRI A EHO| ClHHO|A = E9f T

« endpoints, List<Cluster>:0| C|H}O|A = QIE of| A X|3HE Matter Data Model 2] AWS 3
=20 |}

b B B |

e id, EAFY: FHUE WY A7 AEHE A= ZQOIE Al
EJ} ZX5t= ClHIO|A 8 §5, & "Camera".

 deviceTypes, List<String>:0| 21 = Z Q|

« clusters, List<Cluster>:0| IE X QIE 7} X|#d5t= Matter Data Model2| AWS 3 =5 QlL|C}.
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o id, EXIY: Matter E£0{ Ho|E EHAE AERILICE
« revision, M Matter E&0i HOo|El E{AE 7HH HE L|C}

 attributes, Map<String, Object>: A &0 Ho|E AlgHXt U &5 2f0 &H &4 A
R+ 2 S B4RH ClHbO|A AFEH Zhol B lL|Ct.
+ id, EXFY: Matter CllO|E{ ZE O] AWS T30 H |8t &4 IDILICE.
« value, ZiA: £ IDE HOo|El o XY 2t LICH 2t 82 S4of et HEE = U
&LICH value EE= ZF £0i CHSH 4158 ALEEO|H 7{=E] LambdaZt 248 Soi| TAXH 2 EN
= 7
A -

2 ol £ 9) < of|ok & =[oq{oF EhLCt.

commands, List<String>: Matter & 0{| Ho|El CHZ 0| E2{AHE X|§st= EH IDs.

« events, List<String>: Matter &0 Ho|&l CHE 0| FHAEE X|H5t= O|HIE IDs.

KHE|E 7|59 # ] S E 1 AWS Matter Data Model2| siE 7342 Data Model AZEA{ Q| %|Al 2l
AE BZHAR

AWS.SendCommand %] 33

AWS . SendCommand ¢

AWS TS S8l AlZHE SE A

M SE 20| = o '|C'>r% 9| l:||:|P0|AE Xl g = ?A'ﬁl—lEP BH *E'%c'i% AWS lo

Managementl| 2 2|3 S& 0| 'traceld'E AtE350{ BH A LE 2 ELi= HIST7| Z2MAE, 7

HE{= 'SendConnectorEvent' APIE S5l # 2|8 S8 2 Z ClHA|

AWS loT Device Management2| Z#2|& S&2 2|44 M7t BHEO| = AIEIH
O MHE|RS S HHEA| LHEFHE A2 oLt

OE IllIO
mf5
o
>.
>.
x
I
HU
Al
b
o
).
0
).
E
_|j|_
E
|>

CtS Clolo{a 2 =T MEXIJH Eo| ZHE 74241 st oiA|et &4 BHE A s & EoiFLICH

ClotolA B A% 9382

1. Z|F AL A= AWS 20| of ZEZ|F|0|ME M85t RHE 7= WE 2 EHLIC

2. IS %|F ALEXLQ| C|Ho|A HEQl &M AWS loT Device Management®| 22| S&Hol| &
HEE MYFLcH

3. HE¥ sFEe AHYE EE SEHE MHIAZ CHA| ELHE S AHSE "traceld"E A FHLICH

4. AWS loT Device Management2| #2|& S& 2 AWS.SendCommand &¢] CIE{H| O|AE AL St
0 BHH &S HUEZE EHLICH.
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10.
11.

12.

13.
14.

« O] 2E{Ho|AM M HeolEt HO|2E = C|HIO|A AEIX}, Matter endpoints/clusters/
commands £ SAISHEl C|HIO|A B, 2[F ALKt HMA EZ & 7|EF 2~ nheto|E
2 FH8ELC

HYUE = HY SHO| traceld ZTEEE MHEELICH

. FHES BElH S B QHE BlAA AHo| MEE HAoZ MEtELICH
AES

EZUserIdolM 7txiet B AZRLICE
a. £ HYTol 5&2 A85to] Elaa Mol AMEAHLE JWT At EZ0| B2 HMlA
EZoM F&EE Userld = %%I—IEP
b. T2 2laa MH 2 ANA EZ NE Yo et FarELc
HHE{7} ElAA

MHHE Z&5t0{ 2|5 AERIS| ZHE "74{7|" gfLICh.
A A

a. AHHEE 2laA M7 BEE HE S AWS loT Device Management2| 22|38 &2 &
BlOlElo] =7| 714 BE SH2Z ACKE SEELICH

=

=

[=N=)
b. JHLCHE el SE2 0l 12 offZ2(7olde =z CHA| 2ol grLc.

—

ClHtO|ATE AKX ElAA MBHOIAM ST C|HEO|A O|HIEE ZHR{ELICE
El4aA AMHE ClHO|A O|HIEE HEE{Z MSELICH

HHAE = 2lAA MBI MAHE CIHIO|A O|HIEE &2l S8
DEVICE_COMMAND RESPONSE O|HIE =] @3%jo = wd&tstL|C},

ZHHAE{E %242 "DEVICE_COMMAND RESPONSE"Z A2 3104 SendConnectorEvent API

fOl M traceld MEstEE

|IOIl

Z7| 220l M AWS loT Device Management0il CH3H 22| S
O

ro oo
Ofm
9.'—'
ro
O K
N
[=)
X
P
0
>
oo
pal
lo
il
o
o
>
>
L}
T
:
nQ
JIL
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[l

(® Note
2lAA M Ao et
Ao| 28 &t 07|
ELICt.

lmfj 3t ClHtolA B 2 & 8 HIAIXRIE ®Elst7| fIEt =
04

H210]| S U referenceldE AFE 5= HIAIX| RHA|Z7F £ &
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ClHhOlA B3 MBS 913 C2C HUE 27 ALE

=52 ¥34el ClHto|a B ™S &0|5HH st 7| @It C2C HHE 2| T AHE S ZHE 5t
5t
=

c2cC -I'—'" E{ Lambda= AWS loT Device Management0il CHEt 22|13 S & 2| AWS . SendCommand
2 ™ HAIXIE MEIE = A&LICH

-+ C2C HHEE Elas MHE TS E BYE FHst MHE traceld'2 O1E3H0F & LICH

- C2C HYEE S55t= ol AWS AH A =2 AW

74
loT Device Management A{H|A API0]| CHEH 2213 S&E &

o
>

b

iy Ol
02

=

of

=
=

re
%
rlo

O

ZEE HHEYEHZ MESELICHOI™ Cholo{ a3 9| 4EHA| & X).

/Send-Command

{
"header": {
"auth": {
"token": "ashriu32yr97feqy7afsaf",
"type": "OAuth2.0"
}
b
"payload": {
"operationName": "AWS.SendCommand",
"operationVersion": "1.0",
"connectorId": "Your-Connector-Id",
"connectorDevicelId": "Your_Device_Id",
"traceId": "traceld-3241u78123419",
"endpoints": [{
"id". "1",
"clusters": [{
"id": "0x0202",
"commands": [{
"oxffoli":
{
"Qx0000": "3”
}
1]
1]
1]
}
}

L
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2. C2C H4E{ ACK B&3(FHDE{7} AWS loT Device Management Service2| 2|8 S8 2 ACK
E &5t ol Chojo{a ol 78 A & X).

{

"header":{
"responseCode":200

1,

"payload":{
"responseMessage": "Successfully received send-command request for

connector 'Your-Connector-Id' and connector-device-id 'Your_Device_Id'"
}
}

3. FH4YE{E= Device Command Response O|HEE & LICHO|T Ctolo{a ol 11EHA| & X).

AWS-API: /SendConnectorEvent
URI: POST /connector-event/{Your-Connector-Id}

"UserId": "End-User-Id",
"Operation": "DEVICE_COMMAND_RESPONSE",
"OperationVersion": "1.0",
"StatusCode": 200,
"Message": “Example message”,
"ConnectorDevicelId": "Your_Device_Id",
"TraceId": "traceld-3241u78123419",
"MatterEndpoint": {
"id". "1",
"clusters": [{
"id": "0x0202",
"attributes": [

{
"Qx0000": “3”
}
1,
"commands": [
"Qxffo1":
{
"Qx0000": "3”
}
]
1]
}
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Herxh 7hol=
}
(® Note
H2d Algio 2 OISt C|HFO|A AME] H4732 SendConnectorEvent APIE S5l &ff
=t DEVICE_COMMAND_RESPONSE O|HIEE £ A8 [IH7F K| AWS loT Device
Managementl| 2 2|3 S&foll BtAE|X| t&LICH &, 7HHE 52 8HO0| 83 LIEtL

EX| o450 7[gio] &2l SEhol 0|7 3EFA|0l A OI‘?i'EE &g m77kx] Clekol A&

= T ==

HEl= Yool EXIX| ef&LICH.

AWS.SendCommand 0| Z&E S A= ZOlE' {4

o8 SE2 ClHolA AM Jof E0E C|HIO|A 7|5 AFE3510{ CIHFO|A T} ~EHE £~
2 ZA™sLICH 2 E C|HIO|A 7|52 Matter Data Model2| AWS 32 S5l ZEHZ |22
HH2 XHE 2HAEH Lo 'HA ZHE oM oM ELICH 7Y E = 'endpoints' ZEE 7 &
SHE Matter S AHSt D SHIE H-o| ClHIO|AN| EE =S BHEHE Mo U&LIC
OZ O|E Matter C|O|E| ZEIS &3 APl RE O 2 HEStE Zd2 o|0|&LC}.

HH0| A™-E F HHE{= Matter Data Model2| AWS T 301 2|3 ol El '& o] Axt
Moz AL EXR| ZEQlgL|ct O3 CHS o8t HE AFEF2 APIQE &1 TS El API

DEVICE_COMMAND_RESPONSE O|HEE &35l AWS loT Device Management2| & 2/&
T EL|CtSendConnectorEvent.

C2 oAl AWS.SendCommandH|O|2E0| Z&E A =ExZQIE' ZEE T{ghL|Ct

"endpoints": [{

"id": "1",
"clusters": [{

"id": "0Ox0202",

"commands": [{

"Qxffo1":
{
"Ox0000": "3”

]
]
]
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ol {70l M FHHEIS CHa S BOIE 4 QUaLict
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S &2 Matter Data Model2| AWS T3S 2 4

2l ReadState ! UpdateState BHEE Ho|RH & LICH Matter He| FB{AH &€ 7M1 M
25 elE s UpdateState(ld' ff01) 5= ReadState(id: 0xff02)AWS . SendCommand 2}
B IDs P 7 Mool EsH Lt ¢ -|0|= 3PE £ 9] 3H':F utz2 HIIIE-ls AL &3toq 9—|'—*'E-|§ &

15t H HOlZ|X| et 2 F 7HR| “AF A K|H”

ok TE o2 off
0
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=L K=1

; MYEI S0 2 E L'-||:||'0| -|C-’r3c>01| EH3H ?.Zé-%a* = ‘BJﬁl—lEP.

SendConnectorEvent APIE AF236104 C|HIO|A O|HIE M&

C|HFO|A AlZF O[HIE iR

SendConnectorEvent API= AWS.SendCommand 2! AWS.DiscoverDevices 240f HIS7|H2
2 8H5te ol AFSEIX|EH ClHIO|A AlZf O|HIEE 2™ S&0l ¢2l= o= ASELICt ClHo|A

AlEF O|HIE = AFEXRE AlZf BR glo| ClHIO|A M WHE 2 E O|HERZ Holg & Q&LICH Of2 &t
ClHol& OHIE o= ClHIO|A HEf #E, 24 K|, tiEE| &HE S0l L& 2 o+ AX|EF o|o =8t
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K| ot &L|Ct. DEVICE_EVENT 241} 874 SendConnectorEvent APIE AF23504 0|28t O|HIEE
22" SEoZE CA| B &= l&LICt
CtS MM ME &0 Ax|E ADLE FIHEIE o2 AI25104 0|48 O|HIE Q| 2t S E 2 KA A
HerLICt.

ClHiOo|A& O|HE Q{3 E2

1. FHHIEIE 2lAA HHE MEE|=E O|HEE MAMSH=
2. BlAA MHE o|HEE & 2|5t c2C HEE 2 M&ghLct.

3. H4YE{=0| O|HIEZE AWS loT Device Management DEVICE_EVENT QIE{H|0|A Q| Z#E|H &
o= E'jEPEFLIE}

o

"DEVICE_EVENT"Z M%El SendConnectorEvent APIE A}2351040]| C|

Rk M&ELICH
5. ™ %E*% 2 TS AEetno| O|HIEE oA ChA| TE B LICH
6. Zi20| OHEE +4lstod AL AL AHXE Soll AAS Ko H EAIFLICH

SendConnectorEvent API Zjoi CHEF X}A|EH LIS
E3& & X otLiAMSendConnectorEvent 2| Al

o
]
b rlo
9'|_I
X
0

C|HFO|A A%} O[HIE 7 AME
CHZ2 ClHIO|A A% O|HIEOf CHEF 2 7HX| 7 AbE JLICH

¢ C2C HYlE] 2lAALE ElAA MBI HIS 7| C|HFO|A OftH

EE
« C2C H4H ElA4aE C2C HHYHE S5ste ol AWS HAIH AE X2 AWS A1 of
04 SigV4E& &3l AWS loT Device Management AH|A APIO| CHEH EE|E S&2 & + lofof
gt cac.

rr
)
i
m
jn

Ct2 of|A|of M= SendConnectorEvent APIE E38 C|HIO|AO|A A|ZHEl OJHIEZ K& 5
Ho{EL|C}.

AWS-API: /SendConnectorEvent
URI: POST /connector-event/{Your-Connector-Id}

"UserId": "Your-End-User-ID",
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"Operation": "DEVICE_EVENT",
"OperationVersion": "1.0",
"StatusCode": 200,
"Message": None,

"ConnectorDevicelId": "Your_Device_Id",
"MatterEndpoint": {
"id": "1",
"clusters": [{
"id": "0x0202",
"attributes": [
{
"Qx0000": "3"
}
]
1]
1]
}
CtZ A CtEE & = JU&LICt

At

ID7} 191 C|HFO|A YIEZQIEO|AM 7FR{SLIC}.

O| O|HIES} ZE1EI C|HIO|A 7|52 ™ N0 EX| ES{AE 2 #7450 E22AE ID7F 0x0202 1L
Ct.

BZE £M0| IDE ZEAE Lo M 2= /{1t 2245104 0x000LIC}. High Ztoh 2t2dstod gt
322 UHIO|EZIR&LICE

connectorIde MM A| 22t E MH|AOAM EHEHSHE mlZtO|E{0| 22 HYE =
GetCloudConnectorg AF&35t0{ #H 2|5t E 7|22 2 EHE{RSHoF & LICtlambdaARN. lambda At
MARNE Lambda.get_function_url_config APIE AF&3t04 2{2[E LICH o|Z A &t o]}
Zo| Mo 2 LAME|X| &1 Lambdadl Mol SXo 2 HMAE CloudConnectorId £ Y& LICH.

=
—

_\T.
=

AWS.DeactivateUser &f¢4 5134

St HIEEE e

0| T AWS A ARISHHLE 215 ALSRLTE ALARIO HEE AWS Tl ARl 242

ol

Mot B2 MBE ASR HHA E2S HIZAEFHOF FLICH T ALS A2lolM BElE S3te

C2C H4E{E Al85to{0| I EZE 80IsHH slok &fLict.

ot

ol ol0lX|= AlAEIM £IE ALS A AHe| AZEE alixetes S EoiELICH
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AERHIEEE Y2 E2
1. AFSX= AWS 49| H|H1t C2C FHAE{ 2t AZEl EfAF HEF F04 M Zhofl 44 slixl| Z 2 A|
A8 AIFELICH

2. 1742 AWS loT Device Management2| Zt2|& St Sl AHS X 4 A E AlZFEFLICH

4. C2C HHEE 27H
E F|A st
« O|E SE0{ HZELX| A2 AEX HHO| OHEEE =88t £  O|& &ElE SE ez M
E|X| ofolof gfL|CIAWS . DeactivateUser.
5. TEt 2o MH7I HMAE F|ASD ES C2C HUEZ CHA| EEL|CH

6. C2C H4E{= AWS loT Device Management0i| CHEH 2218 S&2 AFHEXIS| HMA EE0| FA
Z|QACHE ACKZ M&EHLICEH

7. HEIESHS BlAA M HHE 2T BRI AR DE BAAS AXBLIC
8. HEY SEE TZoIH ACKE T&5t0d AIAD BT DE HZ0| AHEIUSS LILICH
9. DL 2|3 AL RHoIH BEHEOIM HBO| HZ HFEIUSS LRIt

AWS .DeactivateUser 27 A&

« C2C 7{EE{ Lambda & 4= AWS.DeactivateUser 2 &x2|5t7| Y&l 2ElE EEo2ZEE
™ HAIRIE = AIEHLICE

+ C2C 7HHEIS RIZE OAuth2.0 E2IH et S04 Mt Lh ALS RSl 1T M2 18 E28 A8
of BLICt.

Cl22 FHHEE{7} £ AI8 AWS.DeactivateUser 2% 9| of lL|LC}.

"header": {
"auth": {
"token": "ashriu32yr97feqy7afsaf",
"type": "OAuth2.0"
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}

},

"payload":{
"operationName": "AWS.DeactivateUser"
"operationVersion": "1.0"
"connectorId": "Your-connector-Id"

}

C2C H4YEH =&

AWS Lambda & AI&3H 2lAA 7|8 HAHO| LambdaZ& ZEE &+ UE AFBKIE 5218 = USL
Ct. AWS loT Device Management2| 22/ S &2 O[22 #HE|E S&0| 2l&aA HAMZ S35l C2C A

HE| LambdaZ &35 2 52 AWS AMH|ASHoF &FL|C}.

FL|CH Ol 7| ot&

11°I'

Z| A crgﬂr L2 zA HEHO| U BlAA HME C2C 7 E Lambdao] @12
& S&ho| M3 ElLCt

{
"Version": "2012-10-17",
"Id": "default",
"Statement": [
{
"Sid": "Your-Desired-Policy-ID",
"Effect": "Allow",
"Principal": {
"Service": "iotmanagedintegrations.amazonaws.com"
.
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:connector-region:your-aws-account-
id:function:connector-lambda-name"
}
]
}

IAM &0 Het =7}

0

K
n
i}
o
%
i
ok
>
Y
ol
M
g'l_l
At
iz
>
=
wn
(7))
oo >

igv4 2150| E8tLICt Sigv4e AHE AWS AH 5Y
835t0{ AWS API R IBst7| s TEEZo MEELICH HelH S& APIsE 5 &5t= O
St= IAM S Eol= APIE H3MoR SEE £+ lopid o3t Z2 Heto| U010k APIs

> 1

F
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "Statementl",
"Effect": "Allow",
"Action": [
"iotmanagedintegrations:Your-Required-Actions"
1,
"Resource": [
"Your-Resource"

]
]
}
Ol2f8t 3t 7ol CHE AHMIEH LSS0l 20I5HAIAIR K|

C2C 7H4E 8 E|AE
C2C 7{4E] end-to-endS +5 22 HIAES 2{H T2} 2|5 AHBXHE 25 Al 0l4dsHok FLich
Chg 2laart o

- E|AEStE = HYUEE X|H5t= AWS Lambda ARNIL|CE.
. Z2IRE ZSE0|AM OAuth 2.0 AF2 A AMEE EHIAESHLILCE

« AWS loT Device Management2| &2/ S&o|l SF& FHHE{LICH RtAIEH LHE =2 C2C(Cloud-
to-Cloud) 7HE{ ALS EHHE FHASHAAIR.

C2C(Cloud-to-Cloud) F{<E{ Al

HAIXK|Q] Hoig ZtE|stn BElY S8t EtAI B2 YA 2t 7ol &
= F =
= =

20|6t7| 5tod ELAL

-
1
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>
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C2C 7H4EE A 8ot B A

1. CreateCloudConnector

o
« AWS Lambda ARN: H4E{0]| MHE B Z5t= AWS Lambda & +2| Amazon 2|A&A 0|
(ARN)2 X|FgLICt.

P|SQ|' AStE AWS Lambda &£ El

Hol| M CreateCloudConnector APIE &35l SE& AWS Lambda ?:. —’r—

& SeolM AHYEE MMt S LS AWS H &0 T
5 74 5

& =
7t HHZE[R=X] iﬂ*c’._l.i.*L—IEL SEE AMgst| flsl ZReH HEEH ID7HET

l',-l

m
5%
i >
r
n

A Z CreateCloudConnector APl 27 2! 2E&t:

Request:

{
"Name": "CreateCloudConnector",
"Description": "Testing for C2C",

"EndpointType": "LAMBDA",
"EndpointConfig": {

"lambda": {
"arn": "arn:aws:lambda:us-east-1:xxxxxx:function:TestingConnector"
}
3,
"ClientToken": "abc"
}
Response:
{
"Id": "string"
}
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateCloudConnector.html
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=

0z
0x
o
ofu

® Note

o| Mx}o| E 0] 2 GetCloudConnector, UpdateCloudConnector,
DeleteCloudConnector 2! ListCloudConnectors APIsE At 8fL|C}.

2. CreateConnectorDestination

ALETH EFAL BEUX SRS TS} Hot TS MMsHE o e AN U 2B A 3L
MBT 8 CHAS TAIBLICH CHAS AFSSHod Bt 204 URL, 215 MM U &2 5 9%
Z8tst OAuth 2.0 T3t 0f M HiEo 22 HEE S0l EHAL 915 A2 TS SSEL

AWS Secrets Manager.

Pl
2

=

ConnectorDestination2 244351 7| ™ol CtS & £&alof &L|Ct.

+ CreateCloudConnector APIE &350 ZHHE{E MEELIC &7t BHetsl= IDE
CreateConnectorDestination APl £&0i A2 ElL|C}.

« FHE{Q| 3P E34E 0 tokenUrl CHEHE ZHMErLICE (authCodeE accessToken2 = &t
= A&LCt)

« HE{Q| 3P ZHE 0 CHEt authUrl AMEILICEH (215 AF K= AFEXL O|BX &S E At
5tod QIEE =+ &LCH.

- AHOo| Eot &b s aE|RtolM clientId & clientSecret (3P E2EHENM)E ALSELICH.

A Z CreateConnectorDestination APl 2% 2! 2&:

Request:

{
"Name": "CreateConnectorDestination",
"Description": "CreateConnectorDestination",

"AuthType": "OAUTH",
"AuthConfig": {
"oAuth": {
"authUrl": "https://xxxx.com/oauth2/authorize",

ot

Olo
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_UpdateCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_DeleteCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListCloudConnectors.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateConnectorDestination.html
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"tokenUrl": "https://xxxx/oauth2/token",
"scope": "testScope",
"tokenEndpointAuthenticationScheme": "HTTP_BASIC",
"oAuthCompleteRedirectUrl": "about:blank",
"proactiveRefreshTokenRenewal": {

"enabled": false,

"timeBeforeRenewal": 30

}
}
iy
"CloudConnectorId": "<connectorId>", // The connectorID instance from response
of Step 1.
"SecretsManager": {
"arn": "arn:aws:secretsmanager:*****:gecret:¥**FrEk*N,
"versionId": "**kkkkkxn
iy
"ClientToken'": "**x"
}
Response:
{
"Id":"string"
}
SoleC ha MM 5B
® Note

o| Mo E o et GetCloudConnector, UpdateCloudConnector,
DeleteCloudConnector &! ListCloudConnectors APIsE AF&&fLICtH.

3. CreateAccountAssociation

AS %|B AEXIO| EFAL 2EIR2E A-ED 7HEE] CHA ZHo| A2 LIEFLICH oA g M5
I X5 AESKE M|l Setol (dZ2slH 18t 42 IDE Sl ClHO|AN| HMAE 4= Q&L
Cl. ol S&2 Sall ClHIO|A ZAM HE M& O|HE fAlolgte M 71X 2 7Ies2 A8E =+
U&Lct

M =7
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AccountAssociation2 MA45t7| Mo CtS

fjo
Hu
ok
)

o
-
[ul

» CreateConnectorDestination APIZ
CreateAccountAssociation APl &0

» CreateAccountAssociation API&

M Z CreateAccountAssociation APl 2% 4l &t

Request:

{
"Name": "CreateAccountAssociation",
"Description": "CreateAccountAssociation",
"ConnectorDestinationId": "<destinationId>", //The destinationID from

destination creation.
"ClientToken'": "**x"

}

Response:

{
"Id":"string"

}

@ Note

o| Mo E o et GetCloudConnector, UpdateCloudConnector,
DeleteCloudConnector 2! ListCloudConnectors APIsE AFE&fLICtH

AccountAssociation0| = GetAccountAssociation 2 ListAccountAssociations APls. 0|28t APIs
40| MENE E0{ZL|Ct. StartAccountAssociationRefresh APIE Al25tH MZ T & EZ0| ot
Z & M AccountAssociation 2EHE MZ & = U&LICH.

4. C|HO|A M

7t BalE A Ee U S O t|0|E+ Yy} 22 ClHholA Y Mg MEof HZELICH BlolE
A =

=
IRl 2 Z2™7| E£= O f32| C|HIO|ARIX] 0
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateConnectorDestination.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_UpdateCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_DeleteCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListCloudConnectors.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListAccountAssociations.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_StartAccountAssociationRefresh.html
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5t 3P C|HtO| A0 CHEF managedThing=

HE LIEFHLICH 3P C|HIO|AE M5
S BHHIE =AM 2 whatof Bhuct.
a. StartDeviceDiscovery APIE £ &35t04 C|HIO|A ZHM T2 MAE AIZFELICH
MZ StartDeviceDiscovery API 24 3! S
Request:
{
"DiscoveryType": "CLOUD",
"AccountAssociationId": "**Fx&x",
"ClientToken": "abc"
}
Response:
{
"Id": "string",
"StartedAt": number
}
b. GetDeviceDiscovery APIE Z2&35l0{ Z2M T Z HAO| AEHE = QlghL|Ct
c. ListDiscoveredDevices APIE &350 AME C|HIO|AE LIFEELICH

M Z | jstDiscoveredDevices APl 2% &l

Request:

//Empty body

Response:
{
"Items": [
{
"Brand": "string",
"ConnectorDeviceId": "string",
"ConnectorDeviceName": "string",

"DeviceTypes": [ "string" ],
"DiscoveredAt": number,
"ManagedThingId": "string",
"Model": "string",

A5te{d Cf
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_StartDeviceDiscovery.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetDeviceDiscovery.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListDiscoveredDevices.html
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"Modification": "string"

]I

"NextToken": "string"

CreateManagedThing APIE 2 &75t01 M SE0|M Z2[E SE 22 71X{2 C|HIO[AE M
Edst|C}
= .

MZ CreateManagedThing APl 234 2! S&:

Request:

"Role": "DEVICE",
"AuthenticationMaterial": "CLOUD:XXXX:<connectorDeviceIdl>",

"AuthenticationMaterialType": "DISCOVERED_DEVICE",

"Name": "sample-device-name"
"ClientToken": "xxx"
}
Response:
{
"Arn": "string", // This is the ARN of the managedThing
"CreatedAt": number,
"Id": "string"
}

= o]

GetManagedThing APIE &350 {2 MM EIE &0l&L|CtmanagedThing. 4Ei= &L
CHUNASSOCIATED.

RegisterAccountAssociation APIE £ &304 O|& £% managedThingdl A& L
ClaccountAssociation. A&%4Ql RegisterAccountAssociation API7F Z LI AE|7}
managedThing Y43 ELICIASSOCIATED.

M EZ RegisterAccountAssociation API 23 2! &

Request:

{
"AccountAssociationId": "string",
"DeviceDiscoveryId": "string",

C2C(Cloud-to-Cloud) 7{=IE{ A+


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateManagedThing.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetManagedThing.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterAccountAssociation.html
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"ManagedThingId": "string"

}

Response:

{
"AccountAssociationId": "string",
"DeviceDiscoveryId": "string",
"ManagedThingId": "string"

}

5. 3P ClHiolaz BH S

MZ 222 E C|HtO|AE X[0{5t2{T O|THo]| +d8t o4 1D & A
SendManagedThingCommand APIE AF&5t1 CIHIO|A0|M X[Hst= 7I5E 7|22 st A
0 QS AFSELICH HYEE HE 6E Z2MA S MEE At ZHE ALE5t01 EFAF 22t

C 2 2155t 2o CHst 221 API &8 S & &Lct.

ME SendManagedThingCommand APl 23 2 SE:

Request:
{
"AccountAssociationId": "string",
"ConnectorAssociationId": "string",
"Endpoints": [
{
"capabilities": [
{
"actions": [
{
"actionTraceId": "string",
"name": "string",
"parameters": JSON value,
"ref": "string"
}
1,
"id": "string",
"name": "string",
"version": "string"
}

1,
"endpointId": "string"
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}
]
}
Response:
{
"TraceId": "string"
}

6. FHHEEII 2HElE SH2Z o|HE S

SendConnectorEvent API= 7HEE{0| M ZH2[& S8 ol O|2= Ul 7HX| K82l O|HEE ZHX{5
M, 2t & mletolE{ol cHer ChS YHE 2t 2 EA|IELICH

Ct.

- DEVICE_DISCOVERY: HYE{= C|HIO|A AM Z 2 M|A0] CHEH SE o= HAMEI C|HIO|A =
At

Eg azld sgto 2 M435t 1 SendConnectorEvent APIS

- DEVICE_EVENT: =AIEl C|HIO|A O|HEE M&ELICE

E o2 & = U&LICH

FHAE|= MEIX yserId m2t0|E{2F €74l SendConnectorEvent APIE AFE 304 C|HFO|A O]

« E AI&3t= CIHIO|A O|HIE Q| BRuserId:

A Z SendConnectorEvent APl 7% 4l St

Request:

{
"UseIId": ||*****||’
"Operation": "DEVICE_EVENT",
"OperationVersion": "1.0",

"StatusCode": 200,

DEVICE_COMMAND_ REQUEST: C|HIO|AO|A A|ZHEl 424 @ &0l |C} WebRTC I3 EZE2
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendConnectorEvent.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendConnectorEvent.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendConnectorEvent.html
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"ConnectorId": "***x",
"ConnectorDeviceId": "*#**",
"TraceId": "***",
"MatterEndpoint": {

idv. AR,

"clusters": [{

}
1]

}
}
Response:
{

"ConnectorId": "string"
}

« 0| 1= C|HIO|A O|HIE O] HARuserId:

MEZ SendConnectorEvent APl 2% &

Request:

"Operation": "DEVICE_EVENT",

"OperationVersion": "1.0",
"StatusCode": 200,
"ConnectorId": Mok kRN

"ConnectorDeviceId": "*#***!"

"TraceId": "*x**",
"MatterEndpoint": {
"id": ||**||’

"clusters": [{

]

Response:

"ConnectorId": "string"

C2C(Cloud-to-Cloud) F{<IE{ Al
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JHeER 7Hol=

}
£7% 2ZdmanagedThing®t A/ 944 7+o| 213 & AM|7Hst2d{H S5 FA HALIES
Ct.
MEZ DeregisterAccountAssociation API & 3! &

Request:

{

"AccountAssociationId": "x*x*",
"ManagedThingId": "#**x="

Response:

HTTP/1.1 200 // Empty body

O|HE S E X

Of

7. HYE HENE "Listed"2 YCIO|ESto] CHE #EI- S& Dol H EA|

i
o 1A
|0
Hu
A
1T
m
rr

Ir
— =
EASHEE MBI = &LCH

=
S

koo o P

ol HHUEIE AR E 4
o
=

ol CHEF IAM HM|A M8t

i Lt

7{4Elg O Bl
bN|

3 E8 Do AH EAISH7| Hofl HLUE 2 9 HMA HEtS 7
MH|A oot ZE|o| Mg A

HEStMR.

FS &L

2tO[El0|H HHUEE g8t AWS HHolgt EAIELICH HLUEHE OHE

ST MERIIE HHUEE MEE £ AU&LICH AWS 2|, EE8F AHHE{ 2| A2 El AWS Lambda
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o|A0 2l S& Hub SDKE MX[ELICE o] MMoME F M2 HAlo et A™E U HE HAHE

x TE
« £ AF8304 Hub SDK A%| AWS loT Greengrass
A3 EEE ME35I0{ Hub SDK HiEZ
« systemdZ AFE3104 Hub SDK HHE

£ A830d Hub SDK A %| AWS loT Greengrass

AWS loT Greengrass (Java HH)E A& 304 C|HFO[A O CHE 22|13 S& Hub SDK 4 A E Hi
ZfLck.
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® Note
o|0|& Mdstx olalishof &

JHE R} OHLHA B 2| %

gHLIC AWS loT Greengrass. AHA|EH LIS 2

29| AWS loT Greengrass MME X 3FIA 2.

AWS loT Greengrass At&Xt= CHS CIEEHEZ|IE =HE

« /dev/aipc
« /data/aws/iotmi/config
« /data/ace/kvstorage

=S|
« 240 748 24 HiE

- SEtRE HIE

20| 748 24 Hi=E

C|HFO| A0 A CreateDeployment AWS IoT Greengrass APIE AtE

Rl HEHO|

Hi=Z &Lt ™

I__I_I_

B3 = X4X{0|X| &

to G Al AL8stE HEol| et CHE &

AWS loT Greengrass

24010k gfLCt.

501 Hub SDK 718 RAE

A&LICH oE

versioncom.amazon.loTManagedintegrationsDevice.AceCommon=0.2.0 84S At &L}

/greengrass/v2/bin/greengrass-cli deployment create \

--recipeDir recipes \
--artifactDir artifacts \

-m "com.amazon.IoTManagedIntegrationsDevice.AceCommon=version" \
-m "com.amazon.IoTManagedIntegrationsDevice.HubOnboarding=version" \
-m "com.amazon.IoTManagedIntegrationsDevice.AceZigbee=version" \
-m "com.amazon.IoTManagedIntegrationsDevice.LPW-Provisioner=version" \
-m "com.amazon.IoTManagedIntegrationsDevice.Agent=version" \
-m "com.amazon.IoTManagedIntegrationsDevice.MQTTProxy=version" \
-m "com.amazon.IoTManagedIntegrationsDevice.CDMB=version" \
-m "com.amazon.IoTManagedIntegrationsDevice.AceZwave=version"
£ A835to{ SDK A %| AWS loT Greengrass 73
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AWS loT Greengrass 7H&t At PFLHA{ S| X|&Elof| [}2F CHS EHAHIE =~ EhLiCt.

1. Amazon S30]| O}E|HE E HZ =& L|C}.
2. Amazon S3 OlE|HE Q|x|E Z &SI E tAlI|E Yoo/ EELILCE.

-_r“"| 14 = i—. Qlstod Z2H|XM'E HE o{F E & QIELICt. /data/aws/iotmi/config/

HEf7F 2 M™HE|o] U=X| &I LICFPROVISIONED.
CDMB %t¢f #Hol
273 1ol CDMB A2 HIAIX[QF HEB ™Ml x7(547F U= K| =QISLICH ## ## fIXl= AWS loT

o
Greengrass 7+ Ax|&l ?|x|of et CHE = U&LICH.

tail -f -n 100 /greengrass/v2/logs/com.amazon.IoTManagedIntegrationsDevice.CDMB.log

of| A

[2024-09-06 02:31:54.413758906][IoTManagedIntegrationsDevice_CDMB][info] Successfully
subscribed to topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/control
[2024-09-06 02:31:54.513956059][IoTManagedIntegrationsDevice_CDMB][info] Successfully

subscribed to topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

LPW-Provisioner 24 &0l

23 1Yo M LPW-Provisioner A|ZF HIA|X| & HZ Ol = 7|3t E = IFTLICH ## ## RIxl=7t M
El 2|x|of w2l CHE £ AWS IoT Greengrass Q& LICH

tail -f -n 100 /greengrass/v2/logs/com.amazon.IoTManagedIntegrationsDevice.LPW-

Provisioner.log

o[ A

[2024-09-06 ©02:33:22.068898877][LPWProvisionerCore][info] Successfully subscribed to

topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

£ A&35to{ SDK x| AWS loT Greengrass
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A AIREE ME50 2" S Hub SDK 7 A8 S22 =8 Ot i
Ol MMollME 23 BIE A oA Y 20l Z2 M A0f cha dYELICH

SDK x| 23 EEE A™st7| Mol CtS BHAE 22T LICH

1. Z middleware LHOf| B}E artifacts EEHE MAsHL|CH.

|S 90 IYUES middleware ZC{0f| EALELICEH

a
DKE AlZfst7| ™ol 27|53t BES AlerLict

(o]

=]

0)

/A Important

Zt 52 MFE = X7|3t BHS HSELCH

#Get the current user
_user=$(whoami)

#Get the current group
_grp=$(id -gn)

#Display the user and group
echo "Current User: $_user"
echo "Current Group: $_grp"

sudo mkdir -p /dev/aipc/
sudo chown -R $_user:$_grp /dev/aipc
sudo mkdir -p /data/ace/kvstorage

JBEE Ar&5t04 Hub SDK HHZ
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sudo chown -R $_user:$_grp /data/ace/kvstorage

Hub SDK A3 Z|E Al&H

OlE|™E C|HME{2|2 0|55+04 start_iotmi_sdk.sh AIZRIEE AgstL|Ct 0| ATRIEE &=
SDK 4 QAE SHIE =AMZ AIZELICE OIS oK 232 ZAESIod M3 XQl ARt &rolstLct

A SOIHE 2 QA0 CH8t 23 & artifacts/logs £ LI &2 & Q&LICH

hub@hub-293ea release_Oct_17$ ./start_iotmi_sdk.sh
——————— Stopping SDK running processes---
DeviceAgent: no process found

All middleware libraries exist
------- Verifying Middleware pre reqs---
AIPC and KVstroage directories exist

/data/release_0Oct_17/middleware/AceZwave/bin /data/release_Oct_17
/data/release_Oct_17

hub 6199 1.7 0.7 1004952 15568 pts/2 S1+ 21:41 0:00 ./iotmi_mqtt_proxy -
C /data/aws/iotmi/config/iotmi_config. json

Process 'iotmi_mqtt_proxy' is running.

hub 6225 0.0 0.1 301576 2056 pts/2 S1+ 21:41 0:00 ./middleware/
AceCommon/bin/ace_eventmgr

Process 'ace_eventmgr' is running.

hub 6234 104 ©.2 238560 5036 pts/2 S1+ 21:41 0:38 ./middleware/
AceZigbee/bin/ace_zigbee_service

23 BIEE AHE5+04 Hub SDK HiZ 76
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0:00 ./zwave_svc

21:41
0:00 ./DeviceCdmb

hub

of CHEt 2 2l% S & AWS loT Device Management
Process 'ace_zigbee_service' is running.
hub 6242 0.4 0.7 1569372 14236 pts/2 S1+
Process 'zwave_svc' is running.
6275 0.0 0.2 1212744 5380 pts/2 S1+ 21:41
6308 0.6 0.9 1076108 18204 pts/2 S1+ 21:41 0:00 ./
S1+ 21:42 0:00 ./

Process 'DeviceCdmb' is running.

hub
IoTManagedIntegrationsDeviceAgent
Process 'DeviceAgent' is running.
6343 0.7 0.7 1388132 13812 pts/2

hub
iotmi_lpw_provisioner
Successfully Started SDK----

Process 'iotmi_lpw_provisioner' is running.
Ol jot_provisioning_state EE7} £ /data/aws/iotmi/config/iotmi_config.json &

512 T2 H|x{ =ol

=7|5}

HE|o Q=X| =& LICIPROVISIONED.
x10]|
1 -

ofO|ME 2fY] =2l
27 TtU0A of|0|FE A& HA|X|QF ME

tail -f -n 100 logs/agent_logs.txt

o[ A
south/bF | gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

artifacts C|2IE{Z|0l iotmi.db EIO|E{H|O|A T} Q=X

[2024-09-06 02:31:54.413758906][Device_Agent][info] Successfully subscribed to topic:

south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/control
[2024-09-06 02:31:54.513956059][Device_Agent][info] Successfully subscribed to topic:

® Note
LPW-Provisioner %] &2l
21 0tYoi LPW-Provisioner A|ZF HIA|X|Qt H3X401 =7|817F UE=X| &
AT REE AE5H04 Hub SDK HiZ 77
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tail -f -n 100 logs/provisioner_logs.txt
CtS Z =0l o7t Liet A& LICH

[2024-09-06 02:33:22.068898877][LPWProvisionerCore][info] Successfully subscribed to
topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

systemdE& At&35+04 Hub SDK H{ZE

/A Important
Z| A AE|0|E £ release.tgz TFU 2| hubSystemdSetup CI2ElE{2lreadme.mdoil U=E 2
M.

O| Ml440f M Linux 7|8t 812 C|HtO|A0f MH|AE HiZSt T F48t7| @8t AT RIE & Z = M|2o0f
CHaH A B L.

e

EMAE F 7R 7|12 A3 EZ FAMEIL|CT

|K

HH 2
« copy_to_hub.sh: ZAE AJABI0|M AESI04 25 otUS 5{=20] SAHELICY.

« setup_hub.sh: 3{E0|AM AlZ5to] B E2 #4510 MH|AE HiEZELICE.

IESte Z2ZNA BEAERM ARHA T T2 A HEF ZE|E systemd/
deploy_iotshd_services_on_hub.sh XM2|5t10] Q|5 XIS 2 E2|7{E LICtsetup_hub. sh.
MAE=HA

HiZ Ol HE 52T LIEE AP 27 AFg ol EEfLCH

& =20l M systemd AHIA AFE 7S

« &2 C|HtO|A0f CHEF SSH HA|A

. &= C|Hto|A0f CHEF Sudo HEt

- scp EAE A|AH0| Hx|E FEEIE]

« sed Z3AE AlAHIM Mx|E fREEIE|
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- ZAE AMAH| dX|E RECEC] ¥FE ELICH

T4 24074 A #ElE 0[5t sto 2EI=0]

Fob

EMoR°

hubSystemdSetup/

### README.md

### copy_to_hub.sh

### setup_hub.sh

### iotshd_config.json # Sample configuration file

### local_certs/ # Directory for DHA certificates

### systemd/
### *.service.template # Systemd service templates
### deploy_iotshd_services_on_hub.sh

SDK 22|24 tgz Tt oM TA| ot 2= ChSo 2 &L

IoT-managed-integrations-Hub-SDK-aarch64-v1.0.0.tgz
###package/
###greengrass/
###tartifacts/
##t#trecipes/
###hubSystemdSetup/
### REAME.md
### copy_to_hub.sh
### setup_hub.sh
### iotshd_config.json # Sample configuration file
### local_certs/ # Directory for DHA certificates
### systemd/
### *.service.template # Systemd service templates
### deploy_iotshd_services_on_hub.sh

=7/ ™
SDK I7|X| &=

tar -xzf managed-integrations-Hub-SDK-vVersion-linux-aarch64-timestamp.tgz

FEE CIME2|Z o|Ssto] W7|X[E EHIFLICH
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# Create package.zip containing required artifacts
zip -r package.zip package/greengrass/artifacts

# Move package.zip to the hubSystemdSetup directory
mv package.zip ../hubSystemdSetup/

ClHROlA 78 M F7¢

Lt E & EF7ol et Cletola 8 meE ddst 1 520 SARLICH

1.

2.

o|-

ClHIO|A 78 TS F71510 HR 8t ClHO|A T8 mtU S HEELICE SDKEO
off AL EfLICH

T8 I UE SAtsto] HEE 78 IHUE =0l SAELICH

chmod +x copy_to_hub.sh
./copy_to_hub.sh hub_ip_address package_file

Example 0| A

Ol SAHE

./copy_to_hub.sh 192.168.50.223 ~/Downloads/EAR3-package.zip

Ct SAHErLICH

rlo
njo
jo

7| X| m} (3 E 0 M package.zipLZ 0| 0| HZEH)

ssh hubehub_ip
chmod +x setup_hub.sh

systemdE AHE3+04 Hub SDK HiZE
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sudo ./setup_hub.sh

ASR U I8 P

7IBMo 2 SDK 78 240 = MEX 5122t 5 o|EHE ASELICE 043 7K ez 78 =+

A& LIt
« AR XIE MERHIE ME:

sudo ./setup_hub.sh --user=USERNAME --group=GROUPNAME
- dH AJEEE AV Ho =522 dgeLich

sudo groupadd -f GROUPNAME
sudo useradd -r -g GROUPNAME USERNAME

o oM BEE FIIELICtsetup_hub.sh.
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0

gy
« 5EH7A|: 512 C|HFO|A0f Q1B RHZ2 F 7}
« 6EHA|: ClHIO|A T4 med MM
- 7EHH: P4 mlg sEof SA

15 AFEA XIH A EXZQIE S5

EIHPOI/\W #oldE S Co|EE netsle Ol AR5t M8 SA A= EE MEELICEH o] 2
I QIE £ device-to-cloud IHIAP"O{I EH st Hotodd X|™E M™ELICEH

+  RegisterCustomEndpoint API& Al&3}04 device-to-managed S8 S412 {8t IEZOIEE M
Asrct
oHd .

RegisterCustomEndpoint 2% of|A|
aws iot-managed-integrations register-custom-endpoint

C}.
= .

0l

[ACCOUNT-PREFIX]-ats.iot.AWS-REGION.amazonaws.com

[

A= ZOIE FAE MESLICH 8§35 ClbolA SAlof B3I

AEMIEE LIS 2 B2l & API & X 2HLHAM 2| RegisterCustomEndpoint APl &
GetCustomEndpoint APIE & X 35HAMI2.
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
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IR 740l =
2EHA: Z2H|ME Z2H 44
z2HIXMY Z2Zoll= ClutolAv}t 22 Sifol st o WL 2ot 14 5T ¥ 74 ™0
ZetElo] lguct

- CreateProvisioningProfile APIE Z2&75t04 Ctg 2 gL ct
- Cl|Hto|A 44 MHE Holsts Z2H|XE HEH
- ClHiolA& Q1B 2 9l 2ol 215 M X Z2tols! 7|
/A Important
2oy 218 M, zeto|sl 7| W RHES! IDE et otH MY ELICH ClHIo[AE #ElE S
2ol 2 2YstedH o[2{et A4 SH0| HRELICH ol2{Et X1 5T 2 4e 32 M
Z2HMY 220t ds 4dsifof & Lch

CreateProvisioningProfile O{Xl| 2%

aws iot-managed-integrations create-provisioning-profile \

--provisioning-type FLEET_PROVISIONING \
--name PROFILE_NAME

0lo
I

{

"Arn":"arn:aws:iotmanagedintegrations:AWS-REGION:ACCOUNT-ID:provisioning-
profile/PROFILE-ID",

"ClaimCertificate":

4

"Id": "PROFILE-ID",
"PROFILE-NAME",
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"ProvisioningType": "FLEET_PROVISIONING"

N
e
Ll
og
>

3t 2 dE(ES T2 H|IXMY)
CreateManagedThing APIE At&5t0o{ {E CldHfo|A0f CHEE ZE2[H AFE S S ELICH Z 3{E=of
= 178 23 X2 Ue KA ZEl™ AFS0| 2 ELICH RHAlEH L2 BEldE S& API & X9

AN —

CreateManagedThing APIE & Z3HMI2.

A2 48E mf oS TetolEE XIEELCH

ke

=

0%

* Role:O| Z{2 = MHELICICONTROLLER.

« AuthenticationMaterial: C}S EEE Z&HELICH
« SN:O| C|HIO|AS| 1R LR HF
« UPC:O| C|HIO|AS| HE XME Z=

=}
* Owner:0| r2[H A= 2| &7 A AERHLICEH

/A Important
Zt ClHio|A Q0| @1F RtEole= DR Ul B3 (SN)7t {ofof FFL|CH.

CreateManagedThing 273 O{A:

"Role": "CONTROLLER",

"Owner": "ThingOwnerl",

"AuthenticationMaterialType": "WIFI_SETUP_QR_BAR_CODE",
"AuthenticationMaterial": '"SN:123456789524;UPC:829576019524"

AEMIE LI 2 #Eld™ & API & Z 9| CreateManagedThing2 H A ML,

UNCLAIMED A& st24™ 28 AFEProvisioningStatus|7t 040k & LICt GetManagedThing
APIE ALE35t0{ 2™ AZ 0| EXfstT Z2H|XIE FH|7t ZIR= | =HRIFLICt RtA[E LIS &
213 S8 API 2 X 9| GetManagedThing2 & Z M 2.
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4THA: CIEfE] 2 A

78 o d A B MO CIHEEIE SEFLICH 7Bz 58 2

data/aws/iotmi/config/iotmi_config. json.
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TN ool 2AS M I Z2Fol8! Flofl CHEF AFE X X|1H B2 E KIYE £ &LICE O] 7HOo|=0f A
712 B2 E AME8¢&LICt/data/aws/iotmi/certs.

mkdir -p /data/aws/iotmi/config
mkdir -p /data/aws/iotmi/certs

/data/
aws/
iotmi/
config/
certs/

5EHA: s1E ClHio|A0i @15 Xtz F7t

QIZ M2t 7|8 5 ClHtolAol SAEH ChE ClubolAM T4 ThUS MABLICH ol2f3t e =2
HIK'E Z2HA ol 5129 2E S 7ol Hot S Al MBI

28 Q1B M U 718 SAFsHEIH

fjo
I
Pl
el
r

- CreateProvisioningProfile API SE0IM §{E C|HIO|AR 0|48 215 Tt
Ct.
« claim_cert.pem: 28 QIS M(ZE ClHIO|AN )

=
« claim_pk.key: 28 & Mol Z=eto|d! 7|
/data/aws/iotmi/certs C|EEZ|0| F IS 25 HiXIFLICE

/A Important
IE Mt ZEtolY! 7|& PEM H= & HtE EAE SHEEH XEl5tod M
Mist HAI KIBaloF BLICH PEM 912 Tielol 4 & HHE BXE MK & PERE
HHH (\n)OF B LICH O|AZ|O|ZE & HES MY st Wetez= = LISol| SH=H HM
X 57| w2 Lot
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® Note
Hot AEBIXIE AR SHE B2 O3 A BHS T AIAT Al Hot AE K| 9IR]
of KB ELICH AFMIEH LIS S 2Ot AEBIXIE 2I3H ALK XIE QB M BE 2] M4 T

212 2 xFHAIAQ.

6CHA: ClHto|A T T
D RE ClHO|A AIERL QIS M fx| & Z2H|X{'E dH0| Z&HE 724 U2 M/ EgfLICt SDKE
e 25249 Foio| U2 AFE50{ C|HIO|AE QEstT, Z2H|XM'E 4EE BElstD, HAE MYE
MEELCH
(® Note
Zt 5 ClHio|A0l= 1R Et ClHtO|AH Zto| /U= A& 724 o T Lot
Ct2 MRtol| et 7+ IS st L =t =0 SALELICH
- FHIOYES TEHIKHE)E dEstAHLE =-ELICH
ClHtolA 74 mtdoi M Ctg E EEE 8L
- QIBMEE
1. iot_claim_cert_path: 28 Q1B M| ?|X[(claim_cert.pem)
2. iot_claim_pk_path: Z2}0|8! 7|o] &|X[(claim_pk.key)
3. EOt AEEIX| QB M SHERE F3E I F ZE 250l SECURE_STORAGE AHS
S PRSP
1. fp_template_name: 0|7 Q| ProvisioningProfile O|& LIC}
2. endpoint_url: RegisterCustomEndpoint APl & 2| #2|d S A= ZQIE URLY!

LICH2I™e| 2 & Cldto|Aol CHsl S ).
« C|HtOl& AR}

1. SN: CreateManagedThing APl £ &1 2 x|5t= C|HIO|A U7 HE (C|HIO|AE T R])
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i
fok
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lo

EZ_
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THH

2. UPCCreateManagedThing API & I (0| MEQ| 2E CIHIO|ANIM

EOI)
o =

"ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "<SPECIFY_THIS_FIELD>",
"iot_claim_pk_path": "<SPECIFY_THIS_FIELD>",
"fp_template_name": "<SPECIFY_THIS_FIELD>",
"endpoint_url": "<SPECIFY_THIS_FIELD>",
"SN": "<SPECIFY_THIS_FIELD>",
"UPC": "<SPECIFY_THIS_FIELD>"

.

"tw": {
"iot_provisioning_state": "NOT_PROVISIONED"

[

TS IO LHE

iotmi_config.json IOl LIS AEFLICH

LHE
7 43 Dol F Notes
7HLER?
iot_provi FLEET_PROVISIONING  Of AEE ZEH|IXE EHE XY
sioning_m gruct
ethod
iot_claim E=E X™sts ot o] E=E MESE IY ZEE K™
_cert_path B2 ILICISECURE_ST 8 LICFSECURE_STORAGE .
ORAGE . 0f: /data/
aws/iotmi/certs/
claim_cert.pem
iot_claim &t

£ x|dste of EEEMNEY I B2 E XIF
o

_pk_path B2 LICISECURE_ST 2 LICFSECURE_STORAGE .
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JHErRE 7HO
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fp_templa
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endpoint_url

SN

UPC

managed_t
hing_id
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7t
HA

ORAGE . 0i: /data/
aws/iotmi/certs/
claim_pk.pem
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X Z2H|xE
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ProvisioningProfil
&1 Zot

ClHIO|A 34 S QlL|
C}. 0 & £04 AIDACKCEV

SQ6C2EXAMPLE &L
C}.

ClHIO|A HE NZE FE.
0| & £04 841667145
075 lL|Ct.

Z 2 H[X'E SEfLICE.
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ofL|2

Notes

0|70d Provision

ingProfile AI&ElQ| O|F
s
C|HFO|A=0| URLE AFE 5

of Z|E S& etz A
ZstL|ct o] MEE Moz
RegisterCustomEndpoint API&
A& gLt

Zt ClHtol&of CHaio] m& ek
HE XMSstoF gLict.

C|Hto|Aof CHaHo| HEE A
sHoF g LIct.
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7Lt 22
iot_perma loT Q1EM B2 ILICt. ot O| HE &= Lt&0ol 512 Z2H|X
nent_cert o0& £04 /data/aws/ =2 25 Z 2 Ao ola] F
_path iotmi/iot_cert.pe 7HEILICH
m QILICF
iot_perma loT Zz2t0o|8! 7| Y & ot O| HE = L&l 32 Z2H|X
nent_pk_path E2LICH & E0{ / = % 228G Z 2 MA0 o8 =
data/aws/iotmi/io pd =
t_pk.pem QlLIC}.
client_id MQTT 40 AFEE 2 ot Ol HE &= LISolCiE 2H 24
EtO|21E IDQILICY. 7t AIE £+ UETE FH T2 H|
M £ 255 T2 MA ofs
FI7HELICtH
event_man 7|27t2 500]LCt ot O| HE = LS00l CIE 7 H 4
ager_uppe 7t AEE = UL T {2 T2 H|
r_bound M £ 255 T2 A ofs

7TEA: 7d THUE 20| FA
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T8 0t E /data/aws/iotmi/config EE= AFE Xt X|H CIREEE| B20| SAELICH 2EE =X
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/data/
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config/
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certs/

claim_cert.pem
claim_pk.key
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ClHIO|A 2EE 2 FHEOAM &S

B2l AE S M50 s{20] A5t 2™ S §{20| REYELITS C|HIO|AE MM EL|C
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HEIE AHE S MM D S0l A5t HElE S8 5|20 REYET S CIHIO|AE AAFLICH
O Mol M= ZHEHSH MA S AFR5t0 CIHIO|A RER Z2MAE 2t25tE BHAlE AHEELICH
AMH =

ClHlO|A REEg AE5t7| Mo Ch2 BHHS 2t2 &Lt

« 5|2 C|HtO|AE EE[E S& 20l 2EE =L
- Z2[8 S8 AWS CLI B FHZE AWS CLI of| M| =& HE M|
« DEVICE _LIFE_CYCLE O|HIE &g F=gL|Ct

MY A
« 1EHA: X4 ZH 27{ 44
o 2CHA|: 5{EHO| RtA ZH =27{ F7}
o 3EHA: XIZd ZHo 2 #E|HE AIE S MAELICH
o ACHA|: C|HIO|AE Q445+ AENE & olhL|C}
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of CHEt 2 2l% S & AWS loT Device Management FHERE 740

=

A7 Y 28 YAstaiH

« create-credential-locker BHHEE A EILICI O] HAHES MG Wi-Fi A& 7| Ijo{ &

CIHIO|A CIBME &8t DE NZE 2lAATF MAA=lL|C},

ooH

create-credential-locker 0|

aws iot-managed-integrations create-credential-locker \
--name "DEVICE_NAME"

C}t.
=1

0lo

"Id": "LOCKER_ID"

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:credential-
locker/LOCKER_ID

"CreatedAt": "2025-06-09T13:58:52.977000+08:00"

KM L2 &t2|dE E8 Had 2 X 9| create-credential-locker B2 & X 5HAML AWS CLI .

2B A ool Xt &Y =7 FTt

aws iotmi --region AWS_REGION --endpoint AWS_ENDPOINT update-managed-thing \
--identifier "HUB_MANAGED_THING_ID" --credential-locker-id "LOCKER_ID"

ClHO|A S| Rt 4 BB E ALEstod 2El8 AlE S YEFLICH Z ClHto|A0l= AHA| 22| AFS0| E

« create-managed-thing BHE AtE5t0{ C|HO|AO] CHE = EI-E AFE S A LICY.
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create-managed-thing 0|

#ZWAVE :
aws iot-managed-integrations create-managed-thing --role DEVICE \
--authentication-material '900137947003133...' \ #auth material from zwave gr code

--authentication-material-type ZWAVE_QR_BAR_CODE \
--credential-locker-id ${locker_id}

#ZIGBEE:
aws iot-managed-integrations create-managed-thing --role DEVICE \
--authentication-material 'Z:286...$I:A4DC0@."' \ #auth material from zigbee qr code

--authentication-material-type ZIGBEE_QR_BAR_CODE \
--credential-locker-id ${locker_id}

@ Note

Z-wave 2! Zigbee C|HIO|A 0= HE O] &

ol
o
30
Iy
C
ful

0lo
I

"Id": "DEVICE_MANAGED_THING_ID"
"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:managed-

thing/DEVICE_MANAGED_THING_ID"
"CreatedAt": "2025-06-09T13:58:52.977000+08:00"

ro
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?|'_|

REAMIE LHE Z 9| create-managed-thing @& 2 & Z35tAH 2 AWS CLI .

ATHA|- C|HFO|AE QdZ5tn MEHE & olstL|C).
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#KINESIS NOTIFICATION:

{
"version": "1.0.0",
"messageld": "4ac684bb7f4c4ladbb2eeccle7991xxx",
"messageType": "DEVICE_LIFE_CYCLE",
"source": "aws.iotmanagedintegrations",
"customerAccountId": "12345678901",
"timestamp": "2025-06-10T05:30:59.852659650Z",
"region": "us-east-1",
"resources": ["XXX"],
"payload": {
"deviceDetails": {
"id": "1e84f61fa79a41219534b6fd57052XXX",
"arn": "XXX",
"createdAt": "2025-06-09T06:24:34.336120179Z",
"updatedAt": "2025-06-10T05:30:59.784157019Z"
.
"status": "ACTIVATED"
}
}

aws iot-managed-integrations get-managed-thing \
--identifier :"DEVICE_MANAGED_THING_ID"

Ct.
=B

0l

"Id": "DEVICE_MANAGED_THING_ID"

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:managed-
thing/MANAGED_THING_ID"
"CreatedAt": "2025-06-09T13:58:52.977000+08:00"

XEMEH LiE2 #2lE S8 B & X 9| get-managed-thing HE S & X35HM 2 AWS CLI .

5EA|: ClHtO|A 7|5 7K 27|

get-managed-thing-capabilities BHEE AIE50{ JIEXZQIE IDE 7K1 C|dH}O|A0 CHEH
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ClHtolA 9| 7|58 7HME{H
- get-managed-thing-capabilities W¥2 M85t A=EZQIE IDE 7|85l SLICH

get-managed-thing-capabilties 04

aws iotmi get-managed-thing-capabilities \
--identifier "DEVICE_MANAGED_THING_ID"

C}.

0[0

=
{
"ManagedThingId": "1e84f61fa79a41219534b6fd57052cbc",
"CapabilityReport": {
"version": "1.0.0",
"nodeId": "zw.FCB10009+06",
"endpoints": [
{
"id": "ENDPOINT_ID"
"deviceTypes": [
"On/0ff Switch"
1,
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/O0ff",
"version": "6",
"properties": [
"OnOff"
1,
"actions": [
"off",
"on"
1,
"events": []
}
}
REME LI 2 #Eld 58 @R 2 X 9| get-managed-thing-capabilities WS 2 =M AWS
CLI.
Ztetst A2 AF8Stod ClHtola 2EE U 2Y 95
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JHeER 7Hol=

6EA!: ZE[- A= 0 BE

OF

send-managed-thing-command 0|

json=$(jq -cr '.|@json') <<EOF

[
{
"endpointId": "1",
"capabilities": [
{
"id": "matter.OnOffel.4",
"name": "On/O0ff",
"version": "1",
"actions": [
{
"name": "Toggle",
"parameters": {3}
}
]
}
]
}
]
EOF

aws iot-managed-integrations send-managed-thing-command \
--managed-thing-id "DEVICE_MANAGED_THING_ID" --endpoints "ENDPOINT_ID"

(® Note

o] oMo M= jq cliSoll AR 5HR|TH A endpointId 2AIYS MEHs
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"Traceld": "TRACE_ID"
}

XEMIEH LIE 2 #2lE S8 ¥ 2 X 9| send-managed-thing-command B EHZE M2 AWS
CLI .

7TEA: s{E0M 228 AE A7

delete-managed-thing BYE AFE3504 C|HIO|A S{EO|AM #E[E AAZ 2 A HELICH

delete-managed-thing 0|

aws iot-managed-integrations delete-managed-thing \
--identifier "DEVICE_MANAGED_THING_ID"

REMIEH L8R #El™ S8 W 21X 9| delete-managed-thing WS & X 35HM L AWS CLI .

(® Note

C|HFO|A 7} DELETE_IN_PROGRESS #EHZ HE AL --force Ecia S0l F7}IE L
Ctdelete-managed-thing command.

(® Note

zut C|Hto|A 0| B2 BHES A & C|HIO|AE Ho{d REZ TErsof &fLCH.

A-SXF oHL dEHE ArEstod ClHEO|A 22T X 2Y

eld Ar2 8 ddstn s{Eol AZ5t0 2eld SE 5

3 si20 22 EET = ClutolA S ARELIC
Ol Mol AL R OHLH TS AFB3Hod CIHOlA 22T Z2HAE B HE TS L
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ClHio|A 2EEE Alzstr| Hol oS BAE 2= gL
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+ 52 C|HO|AE 228 S s 22FF LI
- 22 SE AWS CLI B H
- DEVICE_DISCOVERY-STATUS O|HE 22g F5&LICt

AHE R oHL) A EHA

« 1EM7A: C|HIO|A ZHA A%}

« 2EA: M = 1D # e

« 3EHA|: ClHFO|AOf CHEH ZHEIE ALE A4

o ATHA|: ZHEI-E ALE 2
« 5EHA: ZEI-E AFE 7S 7HKH 27|

« 6EHA: ZEl™E AL BE TS

. 7B EHEIE AFE AEY EO

o S8CHA|: S{EHO|M #2|E AFE M A

1EH A ClHEO|A A A%}
1o i ClHtOl& HME A[Efstod ClHEO|A 2ETE0 AFSE + Ul AM Y IDE &L
ClHRol& HME Al%f st

« start-device-discovery BEE AI&304 A 2] IDE 7t X{SZLICt.

start-device-discovery 0|

#For Zigbee
aws iot-managed-integrations start-device-discovery \
--discovery-type ZIGBEE --controller-identifier HUB_MANAGED_THING_ID

#For Zwave

aws iot-managed-integrations start-device-discovery --discovery-type ZWAVE \
--controller-identifier HUB_MANAGED_THING \

--authentication-material-type ZWAVE_INSTALL_CODE \
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--authentication-material 13333

2t
o H-
{
"Id": DISCOVERY_JOB_ID,
"StartedAt": "2025-06-03T14:43:12.726000-07:00"
X
(® Note

Z-wave 2! Zigbee C|HFO|AO|E BT O| BRH0| & LICt.

REMIEE Li8 2 2hEl

o2

=
=

ot

B F X 9| start-device-discovery APIE AWS CLI & Z5HA 2.

2EHA|: AA =4 D 22|

list-discovered-devices BHE AIE5l04 C|HIO|A Q| Q1B M @A E 7IXK{SLIC}.

N

AM % IDE #{2|stcdH

d

« list-discovered-devices B3} &f
SLch

| A2 % IDE Ar835toq ClHtO|A 2| 1T 78 248 7HA

aws iot-managed-integrations list-discovered-devices --identifier DISCOVERY_JOB_ID

SE:
"Items": [
{
"DeviceTypes": [],
"DiscoveredAt": "2025-06-03T14:43:37.619000-07:00",
"AuthenticationMaterial": AUTHENTICATION_MATERIAL
}
]
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3CHA|: C|HFO|AOf CHEF 223 AFE M A

create-managed-thing B& & AL&st0q C|HO[A0 CHEN 2t E[H AtEE d IR LICH ZF C|HHO|A
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« create-managed-thing BZE AI&3stoqd ClHO|A0f CHE BE[E AAE S T LI

create-managed-thing 04

aws iot-managed-integrations create-managed-thing \
--role DEVICE --authentication-material-type DISCOVERED_DEVICE \
--authentication-material "AUTHENTICATION_MATERIAL"

CF.
=N

0[0

"Id": "DEVICE_MANAGED_THING_ID"
"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:managed-

thing/DEVICE_MANAGED_THING_ID"
"CreatedAt": "2025-06-09T13:58:52.977000+08:00"

AEMIEH L8 2 BEl™E S8 W™ 2 X 9| create-managed-thing @S & E5HM L AWS CLI .
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get-managed-thing BHEE AL&5t04 EEIE AHE0|

1

Zeld Ar2E Felsted™

get-managed-thing BHEE ArE5t0o{ EElP AE ol Z2HIM'E HEf7I 2 Y0 U
QIELICACTIVATED.

get-managed-thing 0|

aws iot-managed-integrations get-managed-thing \
--identifier "DEVICE_MANAGED_THING_ID"
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"Id": "DEVICE_MANAGED_THING_ID",

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:managed-
thing/DEVICE_MANAGED_THING_ID,

"Role": "DEVICE",

"ProvisioningStatus": "ACTIVATED",

"MacAddress": "MAC_ADDRESS",

"ParentControllexrId": "PARENT_CONTROLLER_ID",

"CreatedAt": "2025-06-03T14:46:35.149000-07:00",

"UpdatedAt": "2025-06-03T14:46:37.500000-07:00",

"Tags": {3}
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get-managed-thing-capabilities 04

aws iotmi get-managed-thing-capabilities \
--identifier "DEVICE_MANAGED_THING_ID"

CF.
=

0lo

"ManagedThingId": "DEVICE_MANAGED_THING_ID",
"CapabilityReport": {

"version": "1.0.0",

"nodeId": "zb.539D+4A1D",

"endpoints": [
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{

"id". "1",
"deviceTypes": [
"Unknown Device"
1,
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/0ff",
"version": "6",
"properties": [
"OnOff",
"Onoff",
"OnTime",
"OffWaitTime"
1,
"actions": [
"off",
"On",
"Toggle",
"OffwWithEffect",
"OnWithRecallGlobalScene",

"OnWithTimedOff"
1,
}
RMIEH LHIE 2 #2lE S8 ¥ 2 X 9| get-managed-thing-capabilities AWS CLIZHZE S & = 5HAl
o

BEHAl: BHElE Aol W Ha

send-managed-thing-command BE & Al&35t0] E2 2 BHES HEIB A=E EL = /&L

£32 5ol ASsto] BElE A2l WS HdLin

« send-managed-thing-command BHEE AtE5t04 E2 2] HHES EHLICH
send-managed-thing-command 0|
json=$(jq -cr '.|@json') <<EOF
[
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"endpointId": "1",
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/O0ff",
"version": "1",
"actions": [
{
"name": "Toggle",
"parameters": {}

EOF

aws iot-managed-integrations send-managed-thing-command \
--managed-thing-id ${device_managed_thing_id} --endpoints ENDPOINT_ID

(@ Note

O| Mol M= jq cliEoll A& SHX[BF A endpointId EXtAE

0l0
I

{
"TraceId": TRACE_ID

}
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get-managed-thing-state X2 AIE5l0{ E

get-managed-thing-state 0|

aws iot-managed-integrations get-managed-thing-state --managed-thing-

id DEVICE_MANAGED_THING_ID

C}t.
= .

0lo

L

"Endpoints":

{
"endpointId": "1",
[

"capabilities":
{
"id": "matter.OnOff@l.4",
"name": "On/O0ff",
"version": "1.4",
"properties": [

{
"name": "OnOff",
"value": {

"propertyValue": true,
"2025-06-03T721:50:39

"lastChangedAt":

.8862"

BEE HZstM .

fjo

}
Z 9| get-managed-thing-state AWS CLI
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«  delete-managed-thing BEE A& 35104 #E[F AHZ S M AHELICEH

delete-managed-thing 0|

aws iot-managed-integrations delete-managed-thing \
--identifier MANAGED_THING_ID

H & X 9| delete-managed-thing HHEE & X 5HML AWS CLI .
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secure_storage_cert_hander_intexface.hppl ZEH=

/*

* Copyright 2024 Amazon.com, Inc. or its affiliates. All rights reserved.
* AMAZON PROPRIETARY/CONFIDENTIAL

* You may not use this file except in compliance with the terms and
* conditions set forth in the accompanying LICENSE.txt file.

* THESE MATERIALS ARE PROVIDED ON AN "AS IS" BASIS. AMAZON SPECIFICALLY

* DISCLAIMS, WITH RESPECT TO THESE MATERIALS, ALL WARRANTIES, EXPRESS,

* IMPLIED, OR STATUTORY, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY,
* FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT.

*/

#ifndef SECURE_STORAGE_CERT_HANDLER_INTERFACE_HPP

#define SECURE_STORAGE_CERT_HANDLER_INTERFACE_HPP

#include <iostream>
#include <memory>

namespace IoTManagedIntegrationsDevice {
namespace CertHandler {
/**
* @enum CERT_TYPE_T
* @brief enumeration defining certificate types.
*/
typedef enum { CLAIM = @, DHA = 1, PERMANENT = 2 } CERT_TYPE_T;
class SecureStorageCertHandlerInterface {
public:
/**
* @brief Read certificate and private key value of a particular certificate
* type from secure storage.
*/
virtual bool read_cert_and_private_key(const CERT_TYPE_T cert_type,
std::string &cert_value,
std::string &private_key_value) = 0;
/**

* @brief Write permanent certificate and private key value to secure storage.

o
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*/
virtual bool write_permanent_cert_and_private_key(
std::string_view cert_value, std::string_view private_key_value) = 0;

i
std: :shared_ptr<SecureStorageCertHandlerInterface>
createSecureStorageCertHandler();
} //namespace CertHandler
} //namespace IoTManagedIntegrationsDevice

#endif //SECURE_STORAGE_CERT_HANDLER_INTERFACE_HPP

1o

N RPN

CERT_TYPE_T - s{E0] = Ctet 82| QS AMLICH

- 2ol - Hell siE0 (s 2o AUBEME EF AUBMZE nEtELUCH

« DHA - X|22 ArSE|X| et &Lt
- PF - HEE SE A= RIEQ HAAS Y| {8 FF S M Lct
« read_cert_and_private_key - (FUNCTION TO BE IMPLEMENTED) & Zx ¢l240{ CHgt2| QIS A 4!

7| 2t2 el&LICh Of B~ CLAIM X PERMANENT QISME 25 918 = 2{010f 3t 2lollA ¢
|:=|L%|_ ol_léA-I 0049§ —T—’-—E—EL'El‘

- write_permanent_cert_and_private_key - (FUNCTION TO BE IMPLEMENTED) &+ Q15 At 7| 2k
£ ®sts 2Ix[of &Lt

oAl 2=

LF 73 Sl HEZR IE W 0|A(secure_storage_cert_ handler_interface hpp)2t E2
Sto{ R Et Z2EME LXE FXIFLICE olzet EEI2 Sdll 2B M #EHE F55t= So HE S
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#ifndef IOTMANAGEDINTEGRATIONSDEVICE_SDK_STUB_SECURE_STORAGE_CERT_HANDLER_HPP
#define IOTMANAGEDINTEGRATIONSDEVICE_SDK_STUB_SECURE_STORAGE_CERT_HANDLER_HPP

#include "secure_storage_cert_handler_interface.hpp"

namespace IoTManagedIntegrationsDevice::CertHandler {

class StubSecureStorageCertHandler : public SecureStorageCertHandlerInterface {
public:

StubSecureStorageCertHandler() = default;

bool read_cert_and_private_key(const CERT_TYPE_T cert_type,
std::string &cert_value,
std::string &private_key_value) override;

bool write_permanent_cert_and_private_key(
std::string_view cert_value, std::string_view private_key_value) override;
/*
* any other resource for function you might need

*/

};
}
#endif //IOTMANAGEDINTEGRATIONSDEVICE_SDK_STUB_SECURE_STORAGE_CERT_HANDLER_HPP
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78

?lof HolEl AEZ|X| EeHAE FEFLICksrc/stub_secure_storage_cert_handler. cpp.

/*

* Copyright 2024 Amazon.com, Inc. or its affiliates. All rights reserved.
* AMAZON PROPRIETARY/CONFIDENTIAL

* You may not use this file except in compliance with the terms and
* conditions set forth in the accompanying LICENSE.txt file.

* THESE MATERIALS ARE PROVIDED ON AN "AS IS" BASIS. AMAZON SPECIFICALLY

* DISCLAIMS, WITH RESPECT TO THESE MATERIALS, ALL WARRANTIES, EXPRESS,

* IMPLIED, OR STATUTORY, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY,
* FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT.

*/

#include "stub_secure_storage_cert_handler.hpp"
using namespace IoTManagedIntegrationsDevice::CertHandler;

bool StubSecureStorageCertHandler::write_permanent_cert_and_private_key(
std::string_view cert_value, std::string_view private_key_value) {
// TODO: implement write function
return true;

bool StubSecureStorageCertHandler::read_cert_and_private_key(const CERT_TYPE_T
cert_type,
std::string &cert_value,
std::string
&private_key_value) {
std::cout<<"Using Stub Secure Storage Cert Handler, returning dummy values";
cert_value = "StubCertVal";
private_key_value = "StubKeyVal";
// TODO: implement read function
return true;

OlE{m 0| A0f HolE W2

o
1
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o
ok

fLICtsrc/secure_storage_cert_handler.cpp.
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#include "stub_secure_storage_cert_handler.hpp"

std: :shared_ptr<IoTManagedIntegrationsDevice::CertHandler: :SecureStorageCertHandlerInterface>
IoTManagedIntegrationsDevice: :CertHandler: :createSecureStorageCertHandler() {
// TODO: replace with your implementation

return
std: :make_shared<IoTManagedIntegrationsDevice::CertHandler: :StubSecureStorageCertHandler>();
}
CMakelList.txt

#project name must stay the same
project(SecureStorageCertHandler)

# Public Header files. The interface definition must be in top level with exactly
the same name
#ie. Not in anotherDir/secure_storage_cert_hander_interface.hpp
set (PUBLIC_HEADERS
${PROJECT_SOURCE_DIR}/include

# private implementation headers.
set (PRIVATE_HEADERS
${PROJECT_SOURCE_DIR}/internal/stub

#set all sources

set (SOURCES
${PROJECT_SOURCE_DIR}/src/secure_storage_cert_handler.cpp
${PROJECT_SOURCE_DIR}/src/stub_secure_storage_cert_handler.cpp

# Create the shared library
add_library(${PROJECT_NAME} SHARED ${SOURCES})
target_include_directories(
${PROJECT_NAME}
PUBLIC
${PUBLIC_HEADERS}
PRIVATE
${PRIVATE_HEADERS}
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)

# Set the library output location. Location can be customized but version must
stay the same
set_target_properties(${PROJECT_NAME} PROPERTIES
LIBRARY_OUTPUT_DIRECTORY ${CMAKE_BINARY_DIR}/../1lib
VERSION 1.0
SOVERSION 1

# Install rules

install(TARGETS ${PROJECT_NAME}
LIBRARY DESTINATION 1lib
ARCHIVE DESTINATION 1lib

install(FILES ${HEADERS}
DESTINATION include/SecureStorageCertHandler

M-S

At % libSecureStorageCertHandler.so 3¢ ZiA 2to|E22| ot 231 Mg 237 Y
&LICH 2tolEedE| mtdnt Mg 213 2 25 HubOnboarding HFO[LAZ|0I M of & =|= 2tol=2 B2
%0l S AFEFLICE.

« AEXt A’H0d HubOnboarding HIO|L{2|2} 1ibSecureStorageCertHandler.so 2tO|EEH 2| 2
Fof cHer 17| I M 7| HEto| U= K| &elghuct

« secure_storage_cert_handler_interface.hppE &t HEZ sl TtUZ F K| LIC}.
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. 24 2to|EedE| o|&& & QELICH & YEsis s¢
lleecureStorageCertHandler.so HubOnboarding2 It O|§0i2t £ 2 S8 HTo| EHe g
£ Ql&L|CHlibSecureStorageCertHandler.so.1.0. 1dd HE& AI&3l04 2lo|EEE| B4
dg #olstn Zeo met AZ 338 s

- 3% ctolBE{E| 730 [F F540| U= 42 CIHEEE(2 Z 0| HubOnboardingO| M AE £
Ql= /usr/lib or the iotmi_common C|EE{Z|0f| X{ZH&rL|C}.

HOot AER|X| AIR

iot_claim_cert_path Z& 25 iot_claim_pk_pathZ Ad%35t0d iotmi_config.json I+

£ UO|O|EE LICISECURE_STORAGE.

{
"IO": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "SECURE_STORAGE",
"iot_claim_pk_path": "SECURE_STORAGE",
"fp_template_name": "device-integration-example",
"iot_endpoint_url": "[ACCOUNT-PREFIX]-ats.iot.AWS-REGION.amazonaws.com",
"SN": "1234567890",
"UPC": "1234567890"
by
"rW": {
"iot_provisioning_state": "NOT_PROVISIONED"
}
}

IPC(ZE2AM|A 7t S41) ZEI0|E APIs

ZeldE SE 5129 2R M A= O|TE FH 24 Y ZEMA 7H SL(IPC)E AHE5to{ |

& S8 Hub SDKS SAIE £ UALICH 5120| o5 T4 240 o2 2 FEIS Balsts o2

(RISA2 AYEE #IEles Z2H2)0| ASLICH S4 Fof IPC 22t0|HES BY E= J|et

LEE HAISID OIHIEE F56t= 2F 78 QLAILICH IPC M= #EE S& Hub SDKE| 0 0]

ME T8 AL ct RHAlIEH LH82 IPC 2C0|E MHE FXFIML.

IPC 2cl0|1EE Y=6t7| &l IPC 22+0|1E 2lo|Ef{2|IotmiLocalControllerClient 7t Al
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« IPC E2I0|HE MH
« IPC QIE{H|0|A Mol 2l mo|2E

IPC 22t0|ME &7

IotmilLocalControllerClient 2t0|E2H2|E OHEZ 2|7 0|MM IPCE Feist=
ststm 7tASHSHE 712 IPC APIsE EAI0 2 5t= el QLI Ot MMl ME M2

ghuict.

(@ Note

Ol #HM|= £3l IPC M2l 780| ot IPC ZEtO|UEZ MO 2IFf 2 2
Ch.

1. IPC Ez}0|E MM
QM xaelste ol Ar25ted™ M| IPC 22t0|HEE Z 7|5 6H0F B L|Ct.
IotmiLocalControllerClient 2tO|EE{2|0A MMHXIE ARE + UL

AHE MAMSHLICH CF22 IPC 220|HEE MAd5HE o Al LCt.

// Context for subscriber
char subscriberCtx[] = "example_ctx";

// Instantiate the client
TotmiLocalControllerClient lcc(subscriberCtx);

2. O|HE 1=

CHe IPC Mol O|HIEo]| IPC EEI0IVEE F5F £ U&LIC
EJl 53t OHEE HAlISHH 22I0|AEE E

registerSubscriber &+ E AE5t1 58 O|HIE IDsQ AFEXL X|H 2

CHZ 2 registerSubscriber & 2| Holot oAl AF& 2 ILICE

iotmi_statusCode_t registerSubscriber(
std::vector<iotmiIpc_eventId_t> eventlIds,

LIcol d-xt=
Sxt HEIAE E m2t0|E| char *subscriberCtxZ Efot Ol 7|HISE IPC 22H0[E 22|

ZEMNAE A

5t= APIs A

Z0f CHEF 2L

:I'L

IPC 22t0o[d

rO
[m
x
02

113



of CHEt 2 2l% S & AWS loT Device Management

SubscribeCallbackFunction cb);

// A basic example of customized subscribe callback, which prints the event ID,
data, and length received
void customizedSubscribeCallback(iotmiIpc_eventId_t event_id, uint32_t length,
const uint8_t *data, void *ctx) {
IOTMI_IPC_LOGI("Received subscribed event id: %d\n"
"length: %d\n"
"data: %s\n",
event_id, length, data);

iotmi_statusCode_t status;
status = lcc.registerSubscriber({IOTMI_IPC_EVENT_DEVICE_UPDATE_TO_RE},

customerProvidedSubscribeCallback);

JH1

statusE HY(0ll: 75 E£= 2™ TE)0| SHEX| EHUstr| ls HelELIct 2 o] 435t

04 HHEHEl HEfl= QLICFIOTMI_STATUS_OK (= 0).

@ Note
IPC 2tolE22|ol= 52| 2|0 =X & O|HIE +~0f CHEH CHE1 22 MH|A ESE
O A& LCH.

- Z2MAY %O 25K 5

IPC 2t0|E22{2|I0TMI_IPC_MAX_SUBSCRIBERO|A 2 Zo|EL|C}.

« Yo|E |0 o[HIE £: 32

IPC 2t0|=22{2II0TMI_IPC_EVENT_PUBLIC_ENDO|A 2 Zo|EL|C}.
o Zt A =X0l= 32H|E O|HIE EETL QIOM, 047|M 2 HIE= Ho|El o|HE o 3T &
LIC}.

3. IPC 2CI0|¢EE Mu{of 44

TotmilLocalControllerClient 2tO|EEHE|2] 9142 &&= IPC ECI0|¢1E 7|3, 25X S
&£, registerSubscriber & 0| M3 E O|HE 51 ZH2 YE sAFLICH IPC E20[d

EoM A gf+E EEE = JU&LICH
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status = lcc.connect();

0]

%
o
HT

LH7{LL CHE Ztdg & 5t7| IOTMI_STATUS_OK Tof| HhehEl &Ef7t Q1X| 2 QIEfL

4. BE Y A ClHo|A B FE| HE

OO|MEQ| IPC MHE BE 2% A CIHIO|A HEf 2FE AMElE + U&LICH

HHE Y Ho|2= EXtYEE F/H8 OHS sendCommandRequest &8 £E5104 H&F
LIct. ofl Al

status = lcc.sendCommandRequest(payloadData, iotmiIpcMgr_commandRequestCb,
nullptr);

/**

* @brief method to send local control command

* @param payloadString A pre-defined data format for local command request.

* @param callback a callback function with typedef as PublishCallbackFunction

* @param client_ctx client provided context

* @return

*/

iotmi_statusCode_t sendCommandRequest(std::string payloadString,
PublishCallbackFunction callback, void *client_ctx);

ot

BE Y Aol CiEh RHME LIE2 BE 2EE HZstAL.

Example 2 &+

IPC M= MX{ IPC E2I0|21ECommand received, will send command response
backol HIAIX| £Ql2 ERiLIC} 0] £0I2 &2 % |PC 2CI0|MEE B SH O|HEE of

g+ A&l

void iotmiIpcMgr_commandRequestCbh(iotmi_statusCode_t ret_status,
void *ret_data, void *ret_client_ctx) {
char* data = NULL;
char *ctx = NULL;

if (ret_status != IOTMI_STATUS_OK)
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retuzrn;

if (ret_data == NULL) {
IOTMI_IPC_LOGE("error, event data NULL");
retuzrn;

if (ret_client_ctx == NULL) {
IOTMI_IPC_LOGE("error, event client ctx NULL");
retuzrn;

data = (char *)ret_data;
ctx = (char *)ret_client_ctx;
IOTMI_IPC_LOGI("response received: %s \n", data);

«  ClHO|& &Ef 2F

sendCommandRequest &2+ OrEH7FX| 20| sendDeviceStateQuery <& HO|ZE
Sxiod s 2 gl Z2j0|IE HEIAE T AFREHLICH

status = lcc.sendDeviceStateQuery(payloadData, iotmiIpcMgr_deviceStateQueryCh,

nullptr);
IPC lE{HO|A Ho| L HOo|EE
Of Mol M= 55| olOIHES 98 T4 @4 7ho| S22 93 IPC QIE{H 0|20 FHE F10| £
TN A 7t9| IPC APIs 73 0| A|E AMSELICH CHS WA 2|8 48 24 24 FEIE B

gLt

IoTManagedIntegrationsDevice—IPC EHO|EHE{Z|0HE OO|TES} QIF 714 @A ZHo| 4l
£ @l8ll ch2 B o|HEYL HolEL|cH

typedef enum {
// The async cmd used to send commands from the external component to Agent
IOTMI_IPC_SVC_SEND_REQ_FROM_RE = 32,
// The async cmd used to send device state query from the external component to
Agent
TOTMI_IPC_SVC_SEND_QUERY_FROM_RE = 33,
// ...
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} iotmiIpcSvc_cmd_t;

typedef enum {

// Event about device state update from Agent to the component

IOTMI_IPC_EVENT_DEVICE_UPDATE_TO_RE = 3,

7 oo

} iotmilIpc_eventId_t;
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« Example B3 2™

"payload": {

"traceId": "LIGHT_DIMMING_UPDATE",
"nodeId": "1",

"managedThingId": <ManagedThingId of the device>,

"endpoints": [{

"id": "1",
"capabilities": [
{
"id": "matter.LevelControl@l.4",
"name": "Level Control",
"version": "1.0",
"actions":[
{
"name": "UpdateState",
"parameters": {
"OnLevel": 5,
"DefaultMoveRate": 30
}
}
]
}
]

3]
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0424 2CF Sd Al

OO O H-HdH O

- QR L QA0 HY Q0| REE A 0f0|ME = 0|& CDMB(Common Data Model Bridge) 2
MEgLcH BE A= Alzh L 7[E HETF 2 El AN BE 2 A2l BFol| Alzto| Z2|7]
20| 98 T4 QAR FA|ICHA| MSEIR| & LICH 0] W SEE oo[MEQ| F2HxQl STl
Chod: £¢2l). SE2 &eld 20| BHE TAMS2 2F 71d 40 gd2[n, R 2EHE EE
O| gi= 8% O|& AMEIStAHLE HZ|ELICH BE 82 2AE A2 MEELIT

std::string errorResponse = "No valid token for local command, cannot process.";

*ret_buf_len = static_cast<uint32_t>(errorResponse.size());
*ret_buf = new uint8_t[*ret_buf_len];
std: :memcpy(*ret_buf, errorResponse.data(), *ret_buf_len);

ClHFO|A &fEl 2F

QI 7 A& ofo|HE ClHIO|A HEf RHE
£ MSEChS ol o|TME= aliY ClHto|A o] HEZ

ClubolA Ael % HA

- C|HFO|A HEf &= #EIE CIHFO|AmanagedThingId 2|7t Qlo{oF & LICt

"payload": {
"managedThingId": "testManagedThingId"

« ClHIO|A HE 20| &8t 2 Ol0|IMEE YEIE At Aoz ChA| 2-LCH

"payload": {
"currentState": "exampleState"
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ClHIO|A &Ef 0| fESHK| g2 E2(0d: &8t EZ0| 8L HO|ZEE XMEIE &= 1ALt
CHE 27 Ab2il) OlOIMEE S CHAl BHILICH SEOIE 27 259 @7 HAIXIZH Z3HEL
C}.
Example 22 El @730 CHet ClHto|A &fEf SE
{
"payload": {
"response": {
"code": 111,
"message": "errorMessage
}
}
}
BH 38H
Example 3 SE &4
{
"payload": {

"traceId": "LIGHT_DIMMING_UPDATE"
commandReceivedAt": "1684911358.533",
"commandExecutedAt": "1684911360.123",

managedThingId": <ManagedThingId of the device>
"nodeId": "1",
"endpoints": [{
"id". "1",
'capabilities": [
{
"id": "matter.OnOff@l.4"
"name": "On/O0ff",
"version": "1.0",
"actions":[
{}
]
}
]
1]
}
Hold mo|lzE
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}
o2 O|HE
Example & 2! O[HIE 354/
{
"payload": {
"hasState": "true"
"nodeId": "1",
"managedThingId": <ManagedThingId of the device>,
"endpoints": [{
"id". 1",
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/O0ff",
"version": "1.0",
"properties":[
{
"name": "OnOff",
"value": true
}
]
}
]
}]
}
}
a2 A0

ANo{= #2|IE S End device SDKL| &S 2 Hub SDKS| MQTTProxy 7+ 49t QIE{H| 0|
£ AU&LICH 312 Mo{E AFE5tH 2l= C|HO|A SDKE AF835l0d ZEE T35t &HElI™ SF
HE HE o] C|HtO|AR Mofe 5= &LICH §{E X 0{ SDKE Hub SDKOi| 2 2|

o| Wj7|X|2 MIBELICtHot-managed-integrations-hub-control-x.x.x.
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INTS e
512 Mol MHsleiH chgo| WL o)

+ Hub SDK HHZ 0.4.0 O|&ol| 2E & s{=2 lLCt.

« oA x|&l BH{A 2] End Device SDKE CHR2EEELICH AWS Management Console.

. S{H0IM AREE MQTT ZSA| 74 @4 B 05.0 0/4,

A= C|HO|A SDK 8 24

End C|HFO|A SDKOMIAM CtE 74 RAE AFSELICH

- COlE] 2ol Z= 47|

- ClolE 2 #SE

Hub SDKOJ|= o|0| fE 2 T2 MAQ 2220 cist ¢d40| oo 2 e M @ A7} ZIQ 5HK|
er&L|Ct.

- Z2H|XE HERE
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a 4C 27 MH
Amazon Linux 2023/x86_640{M 7t SAEZ I & HELCH Heehde SHH2 M

RIErLCH.

dnf install make gcc gcc-c++ cmake

b. stE={0{ 29 &f+ JHY

StER o] 28 7|5& F345t7| Tof APIS]| 2t & & Al O|SHENLICE. O] of|A|of| A= On/Off
EHAE L OnOff SHEE AF25I04 C|HIO|A & +E NMOo{ELICH API MR HE= dMg &
ZtM 25 =& C-Functionsoil CHEF API 224,

struct DeviceState

{
struct iotmiDev_Agent *agent;
struct iotmiDev_Endpoint *endpointLight;
/* This simulates the HW state of OnOff */
bool hwState;

};

/* This implementation for OnOff getter just reads
the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff(bool *value, void *user)
{
struct DeviceState *state = (struct DeviceState *)(user);
*value = state->hwState;
return iotmiDev_DMStatusOk;

}
c. AEEQIE USFI Qo] B g MY
& P FA=ZQEE ddstn 2 SSELICH OFS Y S 2= 8L
i. C|HIO|A OO|™ME

ii. A=TOIE MY I X|HEIE SEAE

struct DeviceState

{
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struct iotmiDev_Agent * agent;
struct iotmiDev_Endpoint *endpointl;

/* OnOff cluster states*/
bool hwState;
13

/* This implementation for OnOff getter just reads
the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff( bool * value, void * user )

{
struct DeviceState * state = ( struct DeviceState * ) ( user );
*value = state->hwState;
printf( "%s(): state->hwState: %d\n", _ func__, state->hwState );
return iotmiDev_DMStatusOk;
}
iotmiDev_DMStatus exampleGetOnTime( uintl6_t * value, void * user )
{
*value = 0;
printf( "%s(): OnTime is %u\n", __func__, *value );
return iotmiDev_DMStatusOk;
}

iotmiDev_DMStatus exampleGetStartUpOnOff( iotmiDev_OnOff_StartUpOnOffEnum *
value, void * user )

{
*value = iotmiDev_0OnOff_StartUpOnOffEnum_Off;
printf( "%s(): StartUpOnOff is %d\n", __func__, *value );
return iotmiDev_DMStatusOk;
}
void setupOnOff( struct DeviceState *state )
{
struct iotmiDev_clusterOnOff clusterOnOff = {
.getOn0Off = exampleGetOnOff,
.getOnTime = exampleGetOnTime,
.getStartUpOnOff = exampleGetStartUpOnOff,
I
iotmiDev_0OnOffRegisterCluster( state->endpointl,
&clusterOnOff,
( void * ) state);
}
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/* Here is the sample setting up an endpoint 1 with OnOff
cluster. Note all error handling code is omitted. */
void setupAgent(struct DeviceState *state)

{

struct iotmiDev_Agent_Config config = {
.thingId = IOTMI_DEVICE_MANAGED_THING_ID,
.clientId = IOTMI_DEVICE_CLIENT_ID,

i

iotmiDev_Agent_InitDefaultConfig(&config);

/* Create a device agent before calling other SDK APIs */
state->agent = iotmiDev_Agent_new(&config);

/* Create endpoint#l */
state->endpointl = iotmiDev_Agent_addEndpoint( state->agent,
1,
"Data Model Handler Test

Device",
(const char*[])

{ "Camera" 1},
1);
setupOnOff(state);

of: 512 o =
32 &MofE Hub SDK T7|X|o| YR 2 MBS ELICH 51 Rof 519 7| x|of= Blolgo| x|HElo]

iot-managed-integrations-hub-control-x.x.x QYUSMH £+HE|X| &2 C|HIO|A SDKS} CHE
2tolE 2|7t Z & Elof J&LICH

1. I MM OUS example EHZE 0|5 ELICE.

cp codegen/out/* example/dm

cd <hub-control-root-folder>
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mkdir build

cd build

cmake -DBUILD_EXAMPLE_WITH_MQTT_PROXY=ON -
DIOTMI_USE_MANAGED_INTEGRATIONS_DEVICE_LOG=ON ..

cmake -build .

0z
FO
B>

3. HubOnboarding & MQTTProxy 74 47t A& S0l AE|0iM {22 MQTTProxy T
E M 835tod oiXE A™ELICH

./examples/iotmi_device_sample_camera/iotmi_device_sample_camera

2|3 Etoo|E] R MME A ESHML. o 5EHHEnd Device SDK A|ZH5t7|od| I
E MH™35l1 2|5 AF&X}F2t iot-managed-integrations & 412 #2|gLCt.

Oo|E ZREl
CtAEEZQIE

K| HEl= of K

Ct2 of|A7 2= 2l HAE IS LICE.
* iotmi_device_dm_air_purifier_demo
« iotmi_device_basic_diagnostics

* iotmi_device_dm_camera_demo

HEL
A7

A
i
Eﬂl
rir
I

u

CHS EollE 512 Mojoll x|Els E3HEO| Lot &Lt

OF7|El X 24 A GCC HH Binutils B
X86_64 Linux 10.5.0 2.37
aarch64 Linux 10.5.0 2.37
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CloudWatch Logs & s}

Hub SDK= ZEH MRl 24 7|52 M3 ELICH 7222 Hub SDKE 24 It A|lAR| 238 7
Seuch Jeiut 22IRE AP 5t04 CloudWatch LogsE 21 AEZ|YUS 4 = JU&LIC.

= ARNE
Ol2a AEF|Ye =22 NE2&L|C}.

nin
ot
0f

« ClHtOl& 85 ELIEZ: AT o g% Cluto|& 2 E|E 2ls MlF HEtY 238 AT LICH ClHHO]
A E3oMd g 20 2 2 2LETE E43t

u]

- EX A ASE T 2ME S MEEE 2O §SS HUEELICH AE TAE I8 AlAE
ofZ2|7|o|Md =& O|HIEE J|F &Lt
x

st S EEA 24 ClHO|A 2 HMAE = Qe HE 210 g2l M 7tsE B 2l=
X|EZ|o| A odgd C|H}o|A LS| ZEOE ElAHEL

INES e

- ZrZ|E ClHIO|AE
X_|

« Hub OlO|™E A|
HE MME & X352,

® Note
2 788 MM35te{H PutRuntimeLogConfiguration APIGIAM ME HEE R XSHAMIL.

/A Warning

208 assH ASE B S| ZHELL. 21 478
St %7} HISO| WAFLICH

K

O|H MIAIX| E2&0| &7F

Setup Hub SDK 21 7+

APIE =

T3

oto HEIY 27 7S HH5to{ 51E SDK =21 dHE FE&LICH

Example MZ APl 28

aws iot-managed-integrations put-runtime-log-configuration \

CloudWatch Logs & 443}
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--managed-thing-id MANAGED_THING_ID \
--runtime-log-configurations LoglLevel=DEBUG,UploadLog=TRUE

RuntimeLogConfigurations < 43
CHS 42 ME AL 0|0 RuntimeLogConfigurations APIOIA A48 & Ql&LICEH
LoglLevel
HELY M| %A MZ T &2 HEELICH 2k DEBUG, ERROR, INFO, WARN
7|22t WARN (RIE|AE HE)
LogFlushLevel
EH AEZX|Z FA|CIO|EE E{dst7| fIet AT =& Z™ELCt 2L DEBUG, ERROR,
INFO, WARN
7|2 2L DISABLED
22t /var/log/awsiotmi

LocalStoreLocation
HEL] Efjjo|Ao| AE2|X| X|E XI'EELICE 7|

FM 273: /var/log/awsiotmi/ManagedIntegrationsDeviceSdkHub.log

- WA|El 23: /var/log/awsiotmi/ManagedIntegrationsDeviceSdkHub.N.log (N2

tok

Al =ME LIEHH)

LocalStoreFileRotationMaxBytes
M) ool X|HE 37|18 =0te mf ot THE EC|HE
/A Important
Mol e84 sl I 3 7|2 125KB 0|22 R X|ELICH 125KBE Z=1t5tE= 4t
Aso =2 AMEHELCH
LocalStoreFileRotationMaxFiles
EJHE20M ABEl= 2/cH A oY =8 A™efLct
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JHeER 7Hol=

UploadLog
satec 2ol HEt EdjolA MES
CloudWatch Logs 1 & 01 A& EL|C}
7|23k false.

UploadPeriodMinutes
HEIY FH Y2E B

DeleteLocalStoreAfterUpload

Yzt F otd AXE FMofgfLch 7|

(® Note

false2 A%

ot Y2 E &l mtelo| o|Fo| ctS1 2ol |

MofgfLICt. 23& /aws/iotmanagedintegration

Zf: true

HZAELICH /var/

log/awsiotmi/ManagedIntegrationsDeviceSdkHub.uploaded.

{uploaded_timestamp}

oAl 23 o

S

ot2H CloudWatch Logs It 2| of &

St 2.

K| &= Zigbee 2! Z-Wave C|HIO|A §8
Of mio|x|of= &EIE SHE HAELR|T X[HE|= 5{E A C|H0|A RE0| LIPE[o] Rl& LTt
ZEl™ SE2 olz#t Clutolaof AR OFLY M (UGS) CHsl B &= ME(SS) WE 2+ XIHMFfLICH

ol ZolE XIREl=E

Zigbee C|HIO|A RF

AOLE MF/Z2H 7158 ZH/ RGB
e

ADE E8{1

AOIE AQR|

Zigbee C|HFO|A T} LI |0

(o) P
Y=

LICH.

OnOff, LevelControl, ColorControl

OnOff

OnOff

X|¢El= Zigbee & Z-Wave C|HIO|A
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JHeER 7Hol=

Zigbee C|HIO|A RF
LED AE &

SIE ¢

Radiator &=

2T =YY

2 i
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oy
HT

XHElE 7S

OnOff, LevelControl, ColorControl
OnOff

2F ZH7|, OnOff, EtO|H

2 ZH7|, FanControl, OnOff, E+O|H
WindowCovering, OnOff, LevelControl

BooleanState, OnOff, TemperatureMeasurement, Timer,
SmokeCOAlarm

BooleanState
BooleanState, OccupancySensing
BooleanState
BooleanState
BooleanState

TemperatureMeasurement, RelativeHumidityMe
asurement

0| Zolle= X|®E|= Z-Wave C|HFO|A 7} LFEE|0] RI&LICEH

Z-Wave C|HIO|A S 3

ANE M/ | Z2H 7ts =

ADE E043
AADE HEEH

AR £E7

Xl

rr

7S
OnOff, LevelControl
OnOff

OnOff, LevelControl

ElectricalEnergyMeasurement, ElectricalPowerMea
surement

K| E|= Zigbee & Z-Wave C|HIO|A 3

129



of CHEt 2 2l% S & AWS loT Device Management

JHeER 7Hol=

Z-Wave C|HIO|A £ 3

HHEq 2|

slE B ZE2MA= AWS EEt

DeleteManagedThing 2 8 & ELH

° E;’ég x'|o

- ¥ M2EY 7tsH82 25
2otec & &Y

- 3{EQI dZAE 2 E EEIRE 2lA&

XHElE 7S
LevelControl

LevelControl

BooleanState
BooleanState
BooleanState
TemperatureMeasurement
SmokeCOAlarm

SmokeCOAlarm
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e 3{EHO| HdZEEl A B4
=]

« 7|E& 3

74d=
E M C|HIO|AER A

Ol ZZHAL 58 T4 7Ho ZBtD SR MBS BEstod R ClutolA Baloh AT Ky
g ®MBstLict
MM =HA

. 2HTE 5=} Qlofof BHLICH XIE2 5 2HT MHS AESHS

« /data/aws/iotmi/config/0ll Q= iotmi_config.json T+UOIM7t iot_provisioning_state&
E Alst=X] & Qg LICHPROVISIONED.
« (M BZElE GF 2IE M2t 717t X|IHE BE0] iotmi_config.json UE
« HubOnboarding, 0IME, Z2H|IXMLY & MQTT ZEA|7} 2HI2H FME|T M3 SQIX| &olg
L|C}.
- 5120 5t¢l Cluto|A T} Q= X| EQUELICH H|&6t7| T DeleteManagedThing APIE AE 5104
£ ot ¢l ClHto|A&E M|7HgfLIch

K| #elgfLch.

Hub SDK QLEZHE I Z N|A
Ct= CHAHof 2 s1EE @ = 2= gL},

hub_managed_thing ID Z424

iotmi_config.json IIY2 ZZ|Y¥ S {29 el ALZ IDE XM st o AFSELICH of Al
XH= 3127 AWS loT #El- S& MHlALL SAE = UL S = 528 HEQLICH &HEI" M2
ID= JSON T O] rw(247]-247]) MM L managed_thing_id ZE= ol2fofl MZELICH ol ChS M

£ FE0M & = A&LICH

IIIOII: {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "PATH",
"iot_claim_pk_path": "PATH",

IIUPCII: IIUPCII,
"sh_endpoint_url": "ENDPOINT_URL",
IISNII: IISNII,

"fp_template_name": "TEMPLATENAME"
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},

"rw": {
"iot_provisioning_state": "PROVISIONED",
"client_id": "ID",
"managed_thing_id": "ID",
"iot_permanent_cert_path": "CERT_PATH",
"iot_permanent_pk_path": "KEY",
"metadata": {

"last_updated_epoch_time": 1747766125

aws iot-managed-integrations delete-managed-thing \
--identifier HUB_MANAGED_THING_ID

aws iot-managed-integrations get-managed-thing \
--identifier HUB_MANAGED_THING_ID

512 QZHC BYO| HToHH ST 22 ME STl o AELIC

"Message" : '"Managed Thing resource not found."

lJIo

et 22 HHE0| YS5tH Chg ME0| H&iotmi_config. jsonELICH rw AlMoi
iot_provisioning_state & ME{Xo = M|EIC|O|E{Et Z & k|0 JU=X| 2*°|°*L—|EP H|EtH[ O
E{o| 2xi= 5{&ELICt .= NOT_PROVISIONEDO40F iot_provisioning_state & LIC}.
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"ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "PATH",
"iot_claim_pk_path": "PATH",
"UPC": "1234567890101",
"sh_endpoint_url": "ENDPOINT_URL",
"SN": "1234567890101",

"fp_template_name": "test-template"

},
"rw": {
"iot_provisioning_state": "NOT_PROVISIONED",
"metadata": {
"last_updated_epoch_time": 1747766125
}
}

ol AlLtE|2

1B ez e FHO| Auligt 2 CtE ME SE0| o ¢ ELIcH

ol

{
"Arn" : "ARN",
"CreatedAt" : 1.748968266655E9,
"Id" : "ID",
"ProvisioningStatus" : "DELETE_IN_PROGRESS",
"Role" : "CONTROLLER",
"SerialNumber" : "SERIAL_NO",
"Tags" : { },
"UniversalProductCode" : "UPC",
"UpdatedAt" : 1.748968272107E9
}
» ProvisioningStatus7} 21 4 Hub =< 2| X|&2 DELETE_IN_PROGRESSIIHELIC}.
« ProvisioningStatus7} 7} Ot 5 QI DELETE_IN_PROGRESSEHO| #eld 88 Z&t
(=)
=

740 =.| S
oT O
Lo AL 22 S8t B2 E0lM £ AEIX| FYELICH Hub S 79| K|

Ct.

- QEEHE0| Aufst B iotmi_config.json T2 olgf MZ mpnt Zt&L|CH
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JHeER 7Hol=

ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "PATH",
"iot_claim_pk_path": "PATH",
"UPC": "123456789101",
"sh_endpoint_url": "ENDPOINT_URL",
"SN": "123456789101",
"fp_template_name": "test-template"
},
"rw": {
"iot_provisioning_state": "PROVISIONED",
"client_id": "ID",
"managed_thing_id": "ID",
"iot_permanent_cert_path": "PATH",
"iot_permanent_pk_path": "PATH",
"metadata": {
"last_updated_epoch_time": 1747766125

[}

(MER AL @EZ 2T = Hub SDK

/A Important

CHE AlLEI20ME 222 F Hub SDK7F Almlieh £ E= QEEHT = 5{EHE CHA| 2EF 6

M2EY

ezHG 438 B 3EAH: #HelE AIE MAES Z2H[XMY) & LHHX| 22 T2 HA0
2} Hub SDKE 22 gL},

SRR
ClHOlA SEH 22HE &5 A 2EPE LEET A

GetManagedThing APl 2&iotmi_config.jsonO| Managed Thing resource not
found HIAIX|E gFetst x| X2 Tt Uo| LEEYE B ME json IS H3 ALIEIRE
xI-X c,|.A-||O

O| AlLt2|20l M SFetedH A 4K E HZEshM L.
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C|HIO|A &2 @Z HEl Alnj

ZH=A

o| 24 | @z HEE|X| o= ZBARiotmi_config. jsonLICH ME
LIZ|2 5 &

Ol AlLtEl2E
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json It o Aluf

Ol AlLt2|20iM S stedH A AXME BHE
CIX| ef2 42 slEE S X 7I3tsok Bl
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ClHO|A 32 @EHE 3 SR 2T HE Alnj

StMIL. iotmi_config.json7} OfE @ ZH
Ct.

O AIL}FE2|20|AM iotmi_config.jsonE 01X LEEEE|X| fom 52 EI=
ACTIVATEDEEE QIL|CIDISCOVERED.

O AlLtE|20l M S7etedH A X E ®

A XML, ZA AAliotmi_config. jsonoi Auf
St7LE o475 QEEHE|X| f= 4R HEE 7| 7|22 XH*"""OHOF gt
27t =22l 4Ejo|T S{E &FEii7} DELETE_IN_PROGRESS &

o] AlLtZ|20ME 5|27t =2l AEjo|n ZEIRE7 QEHE] 1§34

O| ALt SF5te{™ Z A AXME FZ3l
Z A AA|

x
FO

MTHOIClH0lA 32 QEHT) 810 FELE BAAE AXSHEIH CHS BHIE B2AR. Of
5eig £ 3 22t S0t ClHtolA MEH Ziol 2UxI7H Walstol 85 2ol X7 LAY 4
UBLICH

512 9| managed_thing_id 2! force It2}0O|E{E AF& 35104 DeleteManagedThing APIE E &8t
L|Ct.

aws iot-managed-integrations delete-managed-thing \
--identifier HUB_MANAGED_THING_ID \
--force

O CHE GetManagedThing APIE £&35t 18 dHetsl=X| &9l LICIManaged Thing
resource not found. O|Z 7 5tH 22
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2= CldtolA dEf 7Hol 2 2
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_DeleteManagedThing
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetManagedThing
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ZT=2EZY 0|90

/A Important
o17|0f M3 E HdHMet I== O|E0{9] X 73S HHELICL SDK| Y E MI EX|
&Lict

ZZEZHOISHGE VIR Z2EE ARN 3 8ot SQE A2 gLCH ZEl™ SE Hub
SDKQ| C|Hto|& 22 A CIHHO|A KMo 78 24 25 O|§ AF&stod ¢
LICE.

OlE%loi= S &+ & s LCH

- 38 APIs NEE XM335t0qd oft] S=UA el ClHO|A Z2EF AR0{A APIs.

« AHE AFZED, O|HIE CH7|YE 22| L Cl|o|E]| FHAIQF 22 AT EQ|of MY 22|12 NZ&hL|C}.

O|S %o ot 7|= %

|l
Hu
H
M
o

otel =5 Cholo{2 =2 Zigbee OIS 042] OF7|H4XHE LIEFHLICEH Z-Wavelt 22 CHE
OlS{od of7|* A = HIRELICH

ZzEZE 0|SHooE M 7HX F2 78 2471 U&LCH

« ACS Zigbee DPK: Zigbee Device Porting Kit(DPK)E 7|2 =90 2! 2 &AM FA4SLE A
35t04 O|Al M2 7ts35tH ste Ol AFSELICH 7|[BXMo =2 ol 4 o 32 YA Q| Zigbee EICIRE
Moistn SAl5t7| It BE ME APIsE M3 ste stEQ0] FAS ASHALLE ZHFE £+ 9
&LIC}. Zigbee OIE 0104 = Silicon Labs Zigbee OHEZE|7|0|M Z 2T E 2|8 DPK API T3
O Z& ko] A &LICt

- ACS Zigbee MH|A: Zigbee MH|AE ME CIESE A™ELICE 07|0= IPC 'S S35 2at
O|21E ofZz|FiolAMo| API ZZ 2 MBstE API IS 27t ZEELICH AIPCE Zigbee O{HE{Q}
Zigbee MH|A Zto| IPC MEZE MEELICH HIS7II§7] B ﬂal HAL°| OHE %{Z|, OHE &
E/H AIE 2|8t ACS Event Manager AFE1} ZH2 CHE 7

» ACS Zigbee 01HE]: Zighee 0O1=E{= H% 171014 Z2 M2 LHolM A¥ElE 2tol=2{ 2|
(0| Z=2 o Z2|#H0|42 CDMB Z2412!2). Zigbee O{HE{= CDMB/Z2H|ML{ Z2EZ Z&{1
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Qlnt Z2 Zeto|ME of Z (7 o]Moi[A A= C|HO|AE Xofst S

MEE HMEgLct

End-to-end O|E90{ EH 5 & oA

CHHS 2 Zigbee OIS 901E S&t BF 5 59| of LI

CI2 2 Z-Wave O/EH0{E S8 HHE 52| of L}

Alst7] s AHE

ot= APls

zzegy 0|9 2E £ X
0| MMoi&= IotManagedIntegrationsDeviceSDK-Middleware2|ZX|EE| L} 2 7
AL {x|of CHEr "HEIF 2|0 I&LICt OhS20| E|ZX|EE|e E #+Z 9 01|.°=!|—|EP.

./IotManagedIntegrationsDeviceSDK-Middleware
|- greengrass

|- example-iot-ace-dpk

|- example-iot-ace-general

|- example-iot-ace-project

|- example-iot-ace-z3-gateway

|- example-iot-ace-zware

|- example-iot-ace-zwave-mw

=AM
« Zigbee O|E%0{ 2 E F4
« Z-Wave O|EF0{ 2 E 7o

Zigbee O|E9 01 ZE T4
CH22 Zigbee = O|ER0{ ZE =X Eo{FL|Ct

S|
* ACS Zigbee DPK
 Silicon Labs Zigbee SDK

End-to-end O|E%0{ B =& oA
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« ACS Zigbee MH|A
« ACS Zigbee 0{H{E

ACS Zigbee DPK

Zigbee DPKS| ZE &= o}zl oi|Alofl LKL E CIZE{2| LHof| Q& LICEH

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/
|- common

|— |- fxnDbusClient

|— |- include

|- kvs

|- log

|— wifi

|— |- include

|- |- src

|- |- wifid

|— |- fxnWifiClient
|— |- include

|- zibgee

|— |- include

|- |- src

|— |- zigbeed

|- |- ember

|— |- include

|- zwave

|— |- include

|- |- src

|— |- zwaved

|— |- fxnZwaveClient
|— |- include

|— |- zware

Silicon Labs Zigbee SDK

Silicon Labs SDK= IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-
z3-gateway Z LHoll ZA|EILICE O] ACS Zigbee DPK 7|52 0] Silicon Labs SDK0{| 7234 EL|C}.

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zz3-gateway/
|- autogen
|- config
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|- gecko_sdk_4.3.2
|— |- platform
|- |- protocol
|— [— util

ACS Zigbee AMH[A

Zigbee Servicel| ZE = IotManagedIntegrationsDeviceSDK-Middleware/example-iot-
ace-general/middleware/zigbee/ Z LHof| U&LICE O] ¥%IQ| src & include 5t9 &£
of= ACS Zigbee AMH|AQt BEAE 2 & mo| ZEELIC.

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
src/

|- zb_alloc.c

|- zb_callbacks.c

|- zb_database.c

|- zb_discovery.c

|- zb_log.c

|- zb_main.c

|- zb_region_info.c

|- zb_server.c

|- zb_svc.c

|- zb_svc_pwr.c

|- zb_timer.c

|- zb_util.c

|- zb_zdo.c

|- zb_zts.c
IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
include/

|- init.zigbeeservice.rc
|- zb_ace_log_uml.h

|- zb_alloc.h

|- zb_callbacks.h

|- zb_client_aipc.h

|- zb_client_event_handler.h
|- zb_database.h

|- zb_discovery.h

|- zb_log.h

|- zb_region_info.h

|- zb_server.h

|- zb_svc.h

|- zb_svc_pwr.h

|- zb_timer.h
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|- zb_util.h
|- zb_zdo.h
|- zb_zts.h

ACS Zigbee 0{H{E{

ACS Zigbee 0{E{E{2| ZE = TotManagedIntegrationsDeviceSDK-Middleware/example-
iot-ace-general/middleware/zigbee/api EH LHE 0| A &LICE O] /x| src & include
5t £Hoi= ACS Zigbee O{RE{ Et0|E 2 2|t #E ZE T o] Z & E[o] /&Lt

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
api/src/

|- zb_client_aipc.c

|- zb_client_api.c

|- zb_client_event_handler.c

|- zb_client_zcl.c
IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
api/include/

|- ace

|- |- zb_adapter.h

|— |- zb_command.h

|- |- zb_network.h

|- |- zb_types.h

|- |- zb_zcl.h

|- |- zb_zcl_cmd.h

|- |- zb_zcl_color_control.h

|- |- zb_zcl_hvac.h

|- |- zb_zcl_id.h

|- |- zb_zcl_identify.h

|- |- zb_zcl_level.h

|— |- zb_zcl_measure_and_sensing.h
|- |- zb_zcl_onoff.h

|— |- zb_zcl_power.h

Z-Wave O/E901 2 E 14

ct

0jo
rlo

Zu}

2k

FX O]

mn

o ZE FEE EoELICH

|

« ACS Zu} DPK

« Silicon Labs ZWare %! Zip Gateway
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« ACS Z-Wave AMH|A
« ACS Z-Wave O{=E

ACS Z1} DPK

Z-Wave DPK2| ZE & IotManagedIntegrationsDeviceSDK-Middleware/example-iot-

ace-dpk/example/dpk/ace_hal/zwave Z LHo]

Ol
AE

LICt.

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/

|- common

|— |- fxnDbusClient
|— |- include

|- kvs

|- log

|— wifi

|— |- include

|- |- src

|— |- wifid

|— |- fxnWifiClient

|— |- include
|- zibgee

|— |- include

|- |- src

|— |- zigbeed

|- |- ember
|— |- include
|- zwave

|— |- include

|- |- src

|— |- zwaved

|— |- fxnZwaveClient

|— |- include
|— |- zware

Silicon Labs ZWare ! Zip Gateway

Silicon labs ZWare Zip Gateway2| == IotManagedIntegrationsDeviceSDK-
Middleware/example-iot-ace-z3-gateway ZH LHO| L|Ct. O] ACS Z-Wave DPK A &2

Z-Wave C-APIs Z! Zip 7|0|E|0|of| 734 ElL|C}.

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-z3-gateway/

O | A
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do
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|- autogen

|- config

|- gecko_sdk_4.3.2
|— |- platform
|- |- protocol
|— [— util

ACS Z-Wave A{H[A

Z-Wave Service2| ZE&= ZC{0] LIYE
IoTmanagedintegrationsMiddlewares/exampleiot-ace-zwave-mw/ ZC LHO|| Q& LICH
Ol Ix|2| src & include EH0I= ACS Z-Wave MH|AQ ZH#AE R E mtlo| Z&HELICEH

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zwave-mw/src/
|- zwave_mgr.c

|- zwave_mgr_cc.c

|- zwave_mgr_ipc_aipc.c

|- zwave_svc.c

|- zwave_svc_dispatcher.c

|- zwave_svc_hsm.c

|- zwave_svc_ipc_aipc.c

|- zwave_svc_main.c

|- zwave_svc_publish.c
IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zwave-mw/include/
|- ace

|- |- zwave_common_cc.h

|- |- zwave_common_cc_battery.h

|- |- zwave_common_cc_doorlock.h

|- |- zwave_common_cc_firmware.h

|— |- zwave_common_cc_meter.h

|- |- zwave_common_cc_notification.h
|— |- zwave_common_cc_sensor.h

|- |- zwave_common_cc_switch.h

|— |- zwave_common_cc_thermostat.h
|- |- zwave_common_cc_version.h

|- |- zwave_common_types.h

|- |- zwave_mgr.h

|- |- zwave_mgr_cc.h

|- zwave_log.h

|- zwave_mgr_internal.h

|- zwave_mgr_ipc.h

|- zwave_svc_hsm.h

|- zwave_svc_internal.h
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|- zwave_utils.h

ACS Z-Wave O{E1E

ACS Zigbee 0{EH{E{| ZE = IotManagedIntegrationsDeviceSDK-Middleware/example-
iot-ace-zwave-mw/cli/ EC LR 0 /U &LICH O] /%] src & include EC{M|= ACS Z-
Wave O{EHE]{ 2t0|E 2|t #EHEl 2 & melo| L k[o] /l&LCt

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zwave-mw/cli/
|- include
|- |- zwave_cli.h

|- |- zwave_cli.yaml

|- |- zwave_cli_cc.c

|- |- zwave_cli_event_monitor.c
|- |- zwave_cli_main.c

|- |- zwave_cli_net.c

O/=%10{1E SDK &

C|HFO|A O]l 7|E(DPK) API S&t

M 32U SDKE O/ 0ot S&5t7| 2I5H 52| DPK(C|HIO|A O|A] 7|E) HB0|MH & AP
CIE{HO|AE MSELIC #El™ 88 MH|A 32X = ODMs2 loT HubMlM AM8 £l = Zigbee/Z-
wave/Wi-Fi 2 M X[ 5te S22 YA SDKE 7|Et2 2 0|2{8t APIsE T34l oF & LICt.

O|E901E8 Melstm B2 S& Device Agent 2 CDMB(Common Data Model Bridge)2t 242 CIE
T E Device SDK 74 4= =8 Q0| ASE £ /o nA Hut ek stH FLlch.

O|S9dlo4 F$42 Silicon Labs SDK for Zigbee %! Z-WaveE 7|Ht2 2 & L|C} AH SEo| ABEl= Z-
Wave 2! Zigbee Z/A410| O|E010i /= Silicon Labs SDKOIM X[ HEl= AL £ ¢io| &= O|E9

01§ AL8E =+ U&LICH OIS0 LA HufUst7|BF 5tE Af 51204 A '%‘i%* = A& LICH

O|E90{E ShKet S&t 143



of CHEt 2 2l% S & AWS loT Device Management
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7t0|E

Zighee &

DPK(C|HFOIA 0]4] 7|E) APIs=0lA &g 4 9
THE zigbee EC Lol Q&LICH

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/

zigbee/

|- CMakelLists.txt

|- include

|— |- zigbee_log.h

|- src

|— |- acehal_zigbee.c
|- zigbeed

|— |- CMakelLists.txt
|- |- ember

|— |- ace_ember_common.c

|- |- ace_ember_ctrl.c

|— |- ace_ember_hal_callbacks.c

|- |- ace_ember_network_creator.c

|— |- ace_ember_power_settings.c

|- |- ace_ember_zts.c
|- include

|- |- zbd_api.h

|— |- zbd_callbacks.h
|- |- zbd_common.h

|— |- zbd_network_creator.h
|- |- zbd_power_settings.h

|— |- zbd_zts.h

Z-Wave2 DPK APIs=0iA 32 £

o LHo|

A&LICH

acehal_zwave.c /20 DPK APIse| &=

__I.L

5

O M acehal_zigbee.cDPK APIsQ| & X

2 zwaved

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/

zwave/
|- CMakelLists.txt
|- include
|- |- zwave_log.h
|- szc
|- |- acehal_zwave.c
|- zwaved
|- |- CMakelLists.txt
|- |- fxnZwaveClient
|- |- |- zwave_client.c
|- |- |- zwave_client.h
|- |- include
O/E901E SDKet S& 1M
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- |- |- zwaved_cc_intf_api.h
- |- |- zwaved_common_utils.h
- |- |- zwaved_ctrl_api.h

- |- zware

- |- |- ace_zware_cc_intf.c

ace_zware_common_utils.c
ace_zware_ctrl.c
ace_zware_debug.c
ace_zware_debug.h
ace_zware_internal.h

CHE &= Yl SDKo Ciet DPK AS & Tt e SYH2E #X 7S A8stl 88 = Y
&Lt CHE 32 YUA SDKE X|sted™ Chg F 7HX| =Ho| €& Lot

1. x| B2 UA SDKE 2IZX|EE|el M S 24| SDKZ dFEL|C}.

2. M 32 A SDKO 2t O/E9)01 DPK(CIHFO|A O|Al 7|E) APIsE T3 & LICEH
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B2l 88 A= ClHHo|A SDK

AOLE ClHIO|AE 28 S&fof ¢dstn S& X1|0'| RIE{H|O|AE Sall BHE M2t loT ESE
2 F*5&LICt End C|HHO|A SDKE C|HFO|A Hefo{Qt ST EIH SDK WX 7+ QA E AHE5t0{ A
ME 7tA8st AWS loT Core 2! AWS loT CHIO|A EHE2[of| eFSHA| A2 = A&LICE 0| A X
A {1 9| End Device SDK CHH2 2 = AWS Management Console

O| 70| =0i| A= EHH|010i| A End Device SDKE TF3st= &S HHEFLICH ot 7|2, 7 H 24 &
S& HHE HEsto 713 52 AR LI

=H

« End C|HFO|A SDKEH FadlL|71?

- Q= C|HIO|A SDK OF7|EIX & F4 24
- TE2H|IXE HEA

- Ed MET

o O|O|E{ 2El F = AAT|
« 59 £&Z& C-Functions0 CHEF API ZFd

=
- Zeld Sttol 75 Y CiHtolA ¢35 A8

« End Device SDK A|Zt517|

End C|HIO|A SDKEF 3 L|7}?
End C|H}O|A SDKEH FedelL|7}?

End C|HIO|A SDKEO|M XMEste AA FE 2lo|EHE| L =79 ZSLICH AWS loT. 2lAA T}
ANgtEl E2 fs +5E SDKeE LHIC|IE Linux & MA|ZH 28 MA(RTOS)MAM A™E|= 7ozt
LU Z7I1EE7| 20| 2|4 512KB RAM & 4MB Z2HA| HIZ 2|7t 4= C|HtO|AE K| @B LICH AWS
loT 22| 2£ 0 M End device SDK2| %|& HME Ct2Z =8 LC}.

EPSE FER=PY

2|8t MQTT ojO|FME, & H
|C}. 0IE4°+ ?M eAE & =
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https://console.aws.amazon.com/iot
https://console.aws.amazon.com/iot
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A= C|HFO|A SDK OFZ|Elx] L T 24

O| MAMo{ M= End device SDK OFZ|ElA{ 2 SHiE T+ A7} 519 =& C-Functions2t &5 2 &35t
g MEEILICH CHS CHO|o{1 32 SDK Z |3 ol &M 18 A9 1 oHE EoiEL|Ct

@[et ClHro|A QIZ M & ZEtol8! 7|§ Z & stod # I% S& 2cheE0M I
HHO|A E|AAE W LICH O3 AF4 SH2 ClHiolagt #E[HE & !

MQTT o0|HE

A= Mo|Z C EEt0|HE Eto|EE{Z|E Sl MQTT @& S ZE[gfLIC ol HIERE T2 A
A HEE[7F MgtE Cletol&of Chal # 7tsEH 7Y 37|12 oS A8= #EolMd BE Ol

7|42 MelgLIch HIAIR= MElE |l 2eldE S22 S&ll B ELICH

A SHED
ClHFO|A E{oq, 2ot Tix| & mt Y MSover-the-air(OTA) [CIO|EE XEIEFLICH O LHE MH|A
= E25 D= C|H}o|AS AZEQ o] YO|0|EE &2|&L|Ct.

Matter Data Model2] AWST 342 AR50 22|35 E5t1} 512 £F C-8H4 70| B2 b{Etst |
Ct. XFMI8E LI 2 GitHub2| Matter AHEME EZ5HAIL.

71 2 Q15 A
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https://project-chip.github.io/connectedhomeip-doc/index.html
https://github.com/FreeRTOS/corePKCS11
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HIX ol E3t 2|AAE MMELICE o7]ol= S SE et =0l 7HMH2 ClHHO| A& 2IB A
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1. 2t UBEME AI88to] 2™ ST A= xEo| AZF
2. 3 ZZH|Xd £3E S5l C|HlolA mtEtOlEf HE

3. C|HtO|A0] ¥ QB Mot ZElo|Y! 7|8 7hKqet K& LI
4. CIHIO|AE YT QIS AE ALS 504 CHA| Q1A E LICH,

5. ClHO|& 7|58 HMsto] 2Eld SEol Y2 =g Lct

ZZH|IMJol| 435t ClHHo|AT 2 ElE Sefmt 5 SAlgfLICH Z2HIXME HEAe AMEZ2H[X
I X

$ export AWS_ACCESS_KEY_ID=YOUR-ACCOUNT-ACCESS-KEY-ID
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AWS_SECRET_ACCESS_KEY=YOUR-ACCOUNT-SECRET-ACCESS-KEY

of CHEt 2 2l% S & AWS loT Device Management
AWS_DEFAULT_REGION=YOUR-DEFAULT-REGION

2 5} 04 device-to-cloud &

$ export
$ export
MEBX XHA=EEQRIE S5
22l E 40| RegisterCustomEndpoint APl HE & AL
EXQIEE HgLct

NEZOIE
aws iot-managed-integrations register-custom-endpoint

-

X.PC St L| |:_|.
S3 API A ZE OHLAM

SE2l o
FAE MEE
2 el

{ "EndpointAddress":"[ACCOUNT-PREFIX]-ats.iot.AWS-REGION.amazonaws.com" }
GetCustomEndpoint
Z5tMl.

ot 7| {et dEXZQIE
gfLICH REMIEF L8 2

2 =t

= =31

(® Note
Z2H|X'Y Zet0eHE 744
APIE At85to AEZQIE HEE gt
9| GetCustomEndpoint APl & RegisterCustomEndpoint API
Z 2% T2 Ay
Holstes Z2HIME Z2ntdg ddELich 2eteE #E0A
Adstod ClHIO|A Q15 & @leh Zale QB At ZEtol|8! 7|§ HHE

E2 z2HKY Y
CreateProvisioningProfile API

grLCt.

aws iot-managed-integrations create-provisioning-profile \
--provisioning-type "FLEET_PROVISIONING" \

--name "PROVISIONING-PROFILE-NAME"

SE2l o
"'"String",

profile/PROFILE_NAME",
"ClaimCertificate
"ClaimCertificatePrivateKey":"string",

"Name" :"ProfileName

{ "Arn":"arn:aws:iot-managed-integrations:AWS-REGION:YOUR-ACCOUNT-ID:provisioning-
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCustomEndpoint.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateProvisioningProfile.html

off i Z2l3 S8 AWS IoT Device Management JHErx} 7Ho|=

"ProvisioningType":"FLEET_PROVISIONING"}

=3t 2to|EB{2l(PAL)E F215t04 corePKCS11 2tO|E {27t C|HfO|AQF &

AGLICH corePKCS11 PAL ZE = 22| Q15 M2t Zetol8! 718 MEE 2|

Xﬂo HOI= gfLict 0] 7|5 & At&stH ClHtolA o] ZEtol8! 7|2t B ME eHHstHl XMEE = A&

Lct Zatols! 7|9t QB ME stEQlo] Hot REHSM) EE ARE = s EHE RE(TPM)O X
g+ el
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aws iot-managed-integrations create-managed-thing —role DEVICE \
--authentication-material-type WIFI_SETUP_QR_BAR_CODE \
--authentication-material "SN:DEVICE-SN;UPC:DEVICE-UPC;"
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"Arn":"arn:aws:iot-managed-integrations:AWS-REGION:ACCOUNT-ID:managed-
thing/59d3c90c55¢c4491192d841879192d33f",

"CreatedAt":1.730960226491E9,
"Id":"59d3c90c55c4491192d841879192d33f"
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* @brief Device info structure.
*/
typedef struct iotmiDev_DeviceInfo
{
char serialNumber[ IOTMI_DEVICE_MAX_SERIAL_NUMBER_LENGTH + 1U ];
char universalProductCode[ IOTMI_DEVICE_MAX_UPC_LENGTH + 1U 7;

char internationalArticleNumber[ IOTMI_DEVICE_MAX_EAN_LENGTH + 1U 1;
} iotmiDev_DevicelInfo_t;
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateManagedThing.html
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateOtaTask.html
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aws iot-managed-integrations create-ota-task
--description JOB-DESCRIPTION \
--s3-url "s3://amzn-s3-demo-bucket/your-file.txt \
--protocol HTTP \
--target "arn:aws:iot-managed-integrations:AWS-REGION:ACCOUNT-ID:managed-thing/
${MANAGED-THING-ID}" \
--ota-mechanism PUSH --ota-type ONE_TIME \
--client-token foo

Amazon S3 YA A T A

A E Mol CHE 228 S8 HMA HEHE F045H= Amazon S3 HZ! S FIHELICH

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyForS3JobDocument",
"Effect": "Allow",
"Principal": {
"Service": "iotmanagedintegrations.amazonaws.com"
.
"Action": "s3:GetObject",
"Resource": [
"arn:aws:s3:::YOUR_BUCKET/*",
"arn:aws:s3:::YOUR_BUCKET/ota_job_document.json",
"arn:aws:s3:::YOUR_BUCKET"
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B1E AtEstod o EE(FH 0|2 FA| ZXIE FIE K| otL|H X|HE MEh AZH7FR] ZICHEIX]

OTA O O|™ME T34

Hol™E SEHM 2 EME wo™ 2 EME AMElstn, YOUIO|EE CIREESt D, MX| HYE &=
5l KA OTA H|O|MEE 7 3d6Hof & L|Ct OTA MO|ME &= C} 2 EHAIE £lislof gFL|Ct.
1. H 0] Amazon S3 URLsOi| CHEt 2 B 2 24
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iotmi_JobsHandler_updateJobStatus SUCCESS EE= FAILED #E{S| 5 &

CIHFO|ATE OTA 5fe M3 Moz 225t Ef7) @l iotmi_JobsHandler_updateJobStatus
APIE ZZJobSucceededstod 30l 242 EsHof g LICt

/**
* @brief Enumeration of possible job statuses.
*/
typedef enum
{
JobQueued, /** The job is in the queue, waiting to be processed. */
JobInProgress, /** The job is currently being processed. */
JobFailed, /** The job processing failed. */
JobSucceeded, /** The job processing succeeded. */
JobRejected /** The job was rejected, possibly due to an error or invalid

request. */
} iotmi_JobCurrentStatus_t;

/**
* @brief Update the status of a job with optional status details.
*
* @param[in] pJobId Pointer to the job ID string.
* @param[in] jobIdLength Length of the job ID string.
* @param[in] status The new status of the job.
* @param[in] statusDetails Pointer to a string containing additional details about the
job status.
& This can be a JSON-formatted string or NULL if no details
are needed.
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* @param[in] statusDetailsLength Length of the status details string. Set to 0 if
“statusDetails’ is NULL.

*

* @return @ on success, non-zero on failure.
*/
int iotmi_JobsHandler_updateJobStatus( const char * pJobld,
size_t jobIdLength,
iotmi_JobCurrentStatus_t status,
const char * statusDetails,
size_t statusDetailslLength );
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https://github.com/project-chip/connectedhomeip/tree/master
https://github.com/project-chip/connectedhomeip/blob/master/scripts/codegen.py
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poetry run poetry install --no-root

3. ElIEXIECIE dEgLch

il connectedhomeip/

a. connectedhomeip ZIZX|EE|E SHMELICI ZE M2 2|5
gLt RhAMIE L& 2 GitHub 2l

scripts/ ZH0| U= codegen.py AT REE Al
connectedhomeipE& & ZE5HM L. GitHub

git clone -b v1.4.0.0 https://github.com/project-chip/connectedhomeip.git
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https://github.com/project-chip/connectedhomeip
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bash ./gen-data-model-api.sh
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OnOff 2c{AE API

OnOff.xml 2EHAEHESt 22 &80t BEE XA LICH
- &4

* OnOff (boolean)

* GlobalSceneControl (boolean)

e OnTime (intl6u)

 OffwWaitTime (intl6u)

* StartUpOnOff (StartUpOnOffEnum)
- B

« Off : () -> Status

* On : () -> Status

« Toggle : () -> Status

« OffWithEffect : (EffectIdentifier: EffectIdentifierEnum,

enum8) -> Status

* OnWithRecallGlobalScene : () -> Status

EffectVariant:

* OnWithTimedOff : (OnOffControl: OnOffControlBitmap, OnTime: intlé6u,

OffwWaitTime: intl6u) -> Status

7t ol Chal THES 97sHe Gl S 4 = 111 I B4 ZOIEIS
&40 W EHo| CHEt 25 22 S{AH 0l§o| C TEA Lol HolELo

struct iotmiDev_clusterOnOff

{
/*
- Each attribute has a getter callback if it's readable

- Each attribute has a setter callback if it's writable

- The type of ‘value' are derived according to the data type of
the attribute.

OnOff 2 2{AE{ API

162


https://github.com/project-chip/connectedhomeip/blob/v1.3.0.0/data_model/clusters/OnOff.xml
https://github.com/project-chip/connectedhomeip/blob/5bb5c9e23d532cea40476fc0bd1d3008522792ba/data_model/clusters/OnOff.xml

off i Z2l3 S8 AWS IoT Device Management JHEERL 7Ho|=

- ‘user’ is the pointer passed during an endpoint setup
- The callback should return iotmiDev_DMStatus to report success or not.

- For unsupported attributes, just leave them as NULL.
*/
iotmiDev_DMStatus (*getOnTime)(uintl6_t *value, void *user);
iotmiDev_DMStatus (*setOnTime)(uintl6_t value, void *user);
/*

Each command has a command callback

If a command takes parameters, the parameters will be defined in a struct
such as “iotmiDev_OnOff_OnWithTimedOffRequest ™ below.

‘user’ is the pointer passed during an endpoint setup

The callback should return iotmiDev_DMStatus to report success or not.

For unsupported commands, just leave them as NULL.
*/
iotmiDev_DMStatus (*cmdOff)(void *user);
iotmiDev_DMStatus (*cmdOnWithTimedOff)(const iotmiDev_OnOff_OnWithTimedOffRequest
*request, void *user);

i

it

CTE oz ZE 9ol sl &4 #HE 21 g7 HolgLIoh

/* Each attribute has a report function for the customer to report
an attribute change. An attribute report function is thread-safe.
*/
void iotmiDev_OnOff_OnTime_report_attr(struct iotmiDev_Endpoint *endpoint, uintl6_t
newValue, bool immediate);

O|HE E1 &&= DE 2{AHY o|HE Cisl HolELICt Onoff 22{AE= O|HEE 9|5} X|
eto B 2 olegll= CameraAvStreamManagement EHAE Q| of| ILICE

/* Each event has a report function for the customer to report
an event. An event report function is thread-safe.
The iotmiDev_CameraAvStreamManagement_VideoStreamChangedEvent struct is
derived from the event definition in the cluster.

*/

OnOff 22{AE{ API 163
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void iotmiDev_CameraAvStreamManagement_VideoStreamChanged_report_event(struct
iotmiDev_Endpoint *endpoint, const
iotmiDev_CameraAvStreamManagement_VideoStreamChangedEvent *event, bool immediate);

Zt S AE= HIRIAE &4E Y&Lch

iotmiDev_DMStatus iotmiDev_OnOffRegisterCluster(struct iotmiDev_Endpoint *endpoint,
const struct iotmiDev_clusterOnOff *cluster, void *user);
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1. Amazon EC2 QIAEA M

oif 232l AWS Management Console 3t Amazon Linux AMIE A+& 3101 Amazon EC2 QIAEH
A2 A|EFEHLICEH. Amazon Elastic Container Registry AFS A A Q| Amazon Amazon EC2 A|Ef
5t7|8 HEStM L.

A4 XA
=0

|.

1=

N
mII
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ox

Amazon Linux 2023/x86_640M 7t SAERZ I E HEFL|CH R HE S54EE HX(F

LICt.

dnf install make gcc gcc-c++ cmake

3. (MEH AME) HESIT M

A= C|HIO|A SDKE E2|X stESo1er &7H AF&35t= 20| 71E E&LICH Amazon EC2E Al
235t ZRO0| EHAE [EX| OtM 2.

ME o E|7|0|/‘=|c> ALE35t7| ™ol Amazon EC2E AFE35HX| St AR UERKITE 7|86t
CIHIO|AE AFE 7}sEH Wi-Fi HER3 0o @1ZELICH CIHO|A Z2H|X Y Mo HIEQT MY

%%ggum

/* Provisioning the device PKCS11 with claim credential. */
status = deviceCredentialProvisioning();

4. Z=H|ME otetolE 7

® Note

H & TI&SH7| Toi ProvisioneeE et 2aIY IS A Z2tol8! 7|& 7HX{SLICH.

End Device SDK A|%f&}7] 166


https://docs.aws.amazon.com/AmazonECR/latest/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html

off i Z2l3 S8 AWS IoT Device Management JHErx} 7Ho|=

X< mt2t0|E{E example/project_name/device_config.sh AF&3tod 74 m}

ZZH|MY ot2tole

EER = MH O] HEE U&= WY

I0TMI_ROO FECAQIBM IARL] AWS loT Core 7H X}t OHLHA{ 2]

T_CA_PATH Ct Amazon Root CA Q1M CIREE
MojMo| IS CIREEEY ¢ M'a
L{Ct.

IOTMI_CLA 2o 3 ool d ZdY /B At ZEtol8l 71§ ¥

IM_CERTIF 2 QlL|Ct. 242 CreateProvisioningProfile APIZ

ICATE_PATH A830f ZE2H|XME Z20US M
BHLICH XA T2H|XE Z2 T A

IOTMI_CLA 2old ZetolX 7l e g e axatM2.

IM_PRIVAT ol Az lL|c}.

E_KEY_PATH

IOTMI_MAN ol Sg2 et e HIl™ SE A=EEQEE JHXiH

AGEDINTEG ZOQIE URLYLICE RegisterCustomEndpoint APIE AFR

RATIONS_ENDPOINT gL X[E2 ALK X|H = ZQl
E S8 MMg AxstMR.

IOTMI_MAN LY S A=EERE J|EMOE XZE 88832 MQTT AHlA|

AGEDINTEG Ol ZE HE U 75 2ol AASELICH ZE 443

RATIONS_E 2 C|Hto|ATE AFE 5= OfE 2[7| 0|4

NDPOINT_PORT HE Z2EZ FHA(ALPN) TLS &%
of CHal A& ELct.

5. OlZ oiEzl7lo|lMd e & A

O] MMo{HE CMakeE BlE A|AEICZ AIESIE ZHEHSH EOF FlniEtet E7|1-HHE7IEte & 7t
X| Linux O|2 ofZ2|70|ME EoiELICH

a. ZHEEH 2ot 7to(2t of E2|7 0| M

OiEzl7|ojMde WEst T Msto{H CtS BES AL

End Device SDK A|%f&t7| 167


https://docs.aws.amazon.com/iot/latest/developerguide/iot-dc-prepare-device-test.html#iot-dc-prepare-device-test-step3
https://docs.aws.amazon.com/iot/latest/developerguide/iot-dc-prepare-device-test.html#iot-dc-prepare-device-test-step3
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateProvisioningProfile.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html

of cist zta|

34
[=]

& & AWS loT Device Management JHErR} 7Ho|=

>cd <path-to-code-drop>
# If you didn't generate cluster code earlier

>(cd codegen && poetry run poetry install --no-root && ./gen-data-model-api.sh)

>mkdir build

>cd build

>cmake ..

>cmake —build .
>./examples/iotmi_device_sample_camera/iotmi_device_sample_camera

O| Cl2oM= RTC Ml HEER] & Bl2E FeHAE7 Ue AlEElo[ME FHH2toi| CHat
ot?l =& 2| C-Functions& T LICH Adsty| Z2H[XME HE A T E= Holof 4=
£ 588 =g

[2406832727]1[MAIN][INFO] ======= Device initialization and WIFI provisioning

[2406832728][MAIN][INFO] fleetProvisioningTemplateName: XXXXXXXXXXX

[2406832728][MAIN][INFO] managedintegrationsEndpoint: XXXXXXXXX.account-prefix-

ats.iot.region.amazonaws.com

[2406832728][MAIN][INFO] pDeviceSerialNumber: XXXXXXXXXXXX

[2406832728] [MAINJ[INFO] universalProductCode: XXXXXXXXXXXX

[2406832728]1 [MAIN][INFO] rootCertificatePath: XXXXXXXXX
[2406832728][MAIN][INFO] pClaimCertificatePath: XXXXXXXX
[2406832728][MAIN][INFO] pClaimKeyPath: XXXXXXXXXXXXXXXXX

[2406832728] [MAIN][INFO] deviceInfo.serialNumber XXXXXXXXXXXX
[2406832728][MAIN][INFO] deviceInfo.universalProductCode XXXXXXXXXXXXXXX
[2406832728][PKCS11][INFO] PKCS #11 successfully initialized.
[2406832728][MAIN][INFQ] ============= Start certificate provisioning

[2406832728][PKCS11][INFO] ======== Loading Root CA and claim credentials
through PKCS#11 interface ========

[2406832728][PKCS11][INFO] Writing certificate into label "Root Cert".
[2406832728] [PKCS11][INFO] Creating a @x1 type object.
[2406832728][PKCS11][INFO] Writing certificate into label "Claim Cert".
[2406832728] [PKCS11][INFO] Creating a @x1 type object.
[2406832728][PKCS11][INFO] Creating a 0x3 type object.

[2406832728] [MAIN][INFQ] ======== Fleet-provisioning-by-Claim ========
[2025-01-02 01:43:11.404995144][iotmi_device_sdkLog][INFO] [2406832728]
[MQTT_AGENT][INFO]

End Device SDK A|Zf &} 7]
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[2025-01-02 01:43:11.405106991][iotmi_device_sdkLog][INFO] Establishing a TLS
session to XXXXXXXXXXXXXXX.account-prefix-ats.iot.region.amazonaws.com

[2025-01-02 01:43:11.
[2025-01-02 01:43:11.

[MQTT_AGENT][INFO]

[2025-01-02 01:43:11.

connected

[2025-01-02 01:43:11.
[2025-01-02 01:43:12.

[MQTT_AGENT][INFO]

[2025-01-02 01:43:12.
[2025-01-02 01:43:12.
[2025-01-02 01:43:12.

[MQTT_AGENT][INFO]

[2025-01-02 01:43:12.

405119166][iotmi_device_sdkLog] [INFO]
844812513][iotmi_device_sdkLog] [INFO]

844842576] [iotmi_device_sdkLog] [INFO]

844852105][iotmi_device_sdkLog][INFO]
296421687][iotmi_device_sdkLog] [INFO]

296449663][iotmi_device_sdkLog] [INFO]
296458997][iotmi_device_sdkLog] [INFO]
296467793][iotmi_device_sdkLog] [INFO]

296476275][iotmi_device_sdkLog] [INFO]

clean session.

[2025-01-02 01:43:12.296484350][iotmi_device_sdkLog][INFO]
[2025-01-02 ©1:43:13.171056119][iotmi_device_sdkLog][INFO]
[FLEET_PROVISIONING][INFO]

[2025-01-02 01:43:13.171082442][iotmi_device_sdkLog][INFO]
response from Fleet Provisioning CreateKeysAndCertificate
[2025-01-02 01:43:13.171092740][iotmi_device_sdkLog][INFO]
[2025-01-02 01:43:13.171122834][iotmi_device_sdkLog][INFO]
[FLEET_PROVISIONING][INFO]

[2025-01-02 01:43:13.171132400][iotmi_device_sdkLog][INFO]

[2406833168]

TLS session

[2406833620]

Session present: 0.

[2406833620]

MQTT connect with

[2406834494]

Received accepted
API.

[2406834494]

Received privatekey

and certificate with Id: XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

[2025-01-02 01:43:13.171141107][iotmi_device_sdkLog][INFO]
[2406834494][PKCS11][INFO] Creating a 0x3 type object.

[2406834494][PKCS11][INFO] Writing certificate into label "Device Cert".

[2406834494][PKCS11][INFO] Creating a 0x1 type object.
[2025-01-02 01:43:18.584615126][iotmi_device_sdkLog][INFO]
[FLEET_PROVISIONING][INFO]

[2025-01-02 ©01:43:18.584662031][iotmi_device_sdkLog] [INFO]
response from Fleet Provisioning RegisterThing API.
[2025-01-02 01:43:18.584671912][iotmi_device_sdkLog][INFO]
[2025-01-02 01:43:19.100030237][iotmi_device_sdkLog][INFO]
[FLEET_PROVISIONING][INFO]

[2025-01-02 01:43:19.100061720][iotmi_device_sdkLog][INFO]
iteration 1 is successful.

[2025-01-02 01:43:19.100072401][iotmi_device_sdkLog][INFO]

[2406839908]

Received accepted

[2406840423]

Fleet-provisioning

[2406840423]1[MQTT][ERROR] MQTT Connection Disconnected Successfully

[2025-01-02 ©1:43:19.216938181][iotmi_device_sdkLog][INFO]
[MQTT_AGENT][INFO]

[2406840540]

End Device SDK A|Zf &} 7]
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[2025-01-02 ©01:43:19.216963713][iotmi_device_sdkLog][INFO] MQTT agent thread
leaves thread loop for iotmiDev_MQTTAgentStop.

[2025-01-02 01:43:19.216973740][iotmi_device_sdkLog][INFO]

[2406840540] [MAIN][INFO] iotmiDev_MQTTAgentStop is called to break thread loop
function.

[2406840540] [MAIN][INFO] Successfully provision the device.

[2406840540] [MAIN][INFO] Client ID :
XXXXXXXXXXXXXXXXXXXX_XXXXXXXXXXXXXXXXXXXXXXXX

[2406840540] [MAIN][INFO] Managed thing ID : XXXXXXXXXXXXXXXXXXXXXXX
[2406840540] [MAIN][INFQ] ======================== gpplication loop

[2025-01-02 ©1:43:19.217094828][iotmi_device_sdkLog][INFO] [2406840540]
[MQTT_AGENT][INFO]

[2025-01-02 ©1:43:19.217124600][iotmi_device_sdkLog][INFO] Establishing a TLS
session to XXXXXXXXX.account-prefix-ats.iot.region.amazonaws.com:8883
[2025-01-02 01:43:19.217138724][iotmi_device_sdkLog][INFO]
[2406840540][Cluster OnOff]J[INFO] exampleOnOffInitCluster() for endpoint#l
[2406840540]1[MAIN][INFO] Press Ctrl+C when you finish testing...
[2406840540][Cluster ActivatedCarbonFilterMonitoring][INFO]
exampleActivatedCarbonFilterMonitoringInitCluster() for endpoint#1l
[2406840540] [Cluster AirQuality][INFO] exampleAirQualityInitCluster() for
endpoint#1

[2406840540][Cluster CarbonDioxideConcentrationMeasurement][INFO]
exampleCarbonDioxideConcentrationMeasurementInitCluster() for endpoint#l
[2406840540][Cluster FanControl][INFO] exampleFanControlInitCluster() for
endpoint#1

[2406840540] [Cluster HepaFilterMonitoring][INFO]
exampleHepaFilterMonitoringInitCluster() for endpoint#l
[2406840540][Cluster PmlConcentrationMeasurement][INFO]
examplePmlConcentrationMeasurementInitCluster() for endpoint#l
[2406840540][Cluster Pm25ConcentrationMeasurement][INFO]
examplePm25ConcentrationMeasurementInitCluster() for endpoint#l
[2406840540] [Cluster TotalVolatileOrganicCompoundsConcentrationMeasurement]
[INFO]
exampleTotalVolatileOrganicCompoundsConcentrationMeasurementInitCluster() for
endpoint#1

[2025-01-02 ©01:43:19.648185488][iotmi_device_sdkLog][INFO] [2406840971]
[MQTT_AGENT][INFO]

[2025-01-02 ©01:43:19.648211988][iotmi_device_sdkLog][INFO] TLS session
connected

[2025-01-02 ©01:43:19.648225583][iotmi_device_sdkLog] [INFO]

[2025-01-02 01:43:19.938281231][iotmi_device_sdkLog][INFO] [2406841261]
[MQTT_AGENT][INFO]
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[2025-01-02 ©01:43:19.938304799][iotmi_device_sdkLog][INFO] Session present: 0.
[2025-01-02 ©1:43:19.938317404][iotmi_device_sdkLog] [INFO]
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# If you didn't generate cluster code earlier
>(cd codegen && poetry run poetry install --no-root && ./gen-data-model-api.sh)

>mkdir build
>cd build
>cmake ..

>cmake --build .

>./examples/iotmi_device_dm_air_purifier/iotmi_device_dm_air_purifier_demo
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struct DeviceState

{
struct iotmiDev_Agent *agent;
struct iotmiDev_Endpoint *endpointLight;
/* This simulates the HW state of OnOff */
bool hwState;

};

/* This implementation for OnOff getter just reads
the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff(bool *value, void *user)
{
struct DeviceState *state = (struct DeviceState *)(user);
*value = state->hwState;
return iotmiDev_DMStatusOk;

}
b. ASZQIE U =3 st=go] B B4 A
S48 THE S ASEOIEE MG 2HS SSELICH OHS THHIE 2R FLICH

A. CHE SDK &4+E E&FiotmiDev_Agent_new()3t7| TO|E AH&35t0{ C|HFO|A o
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struct DeviceState

{
struct iotmiDev_Agent * agent;
struct iotmiDev_Endpoint *endpointl;
/* OnOff cluster states*/
bool hwState;

12

/* This implementation for OnOff getter just reads
the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff( bool * value, void * user )

{
struct DeviceState * state = ( struct DeviceState * ) ( user );
*value = state->hwState;
printf( "%s(): state->hwState: %d\n", _ func__, state->hwState );
return iotmiDev_DMStatusOk;

}

End Device SDK A|Zf &} 7]
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iotmiDev_DMStatus exampleGetOnTime( uintl6_t * value, void * user )

{
*value = 0;
printf( "%s(): OnTime is %u\n", __func__, *value );
return iotmiDev_DMStatusOk;

}

iotmiDev_DMStatus exampleGetStartUpOnOff( iotmiDev_OnOff_StartUpOnOffEnum *
value, void * user )

{
*value = iotmiDev_OnOff_StartUpOnOffEnum_Off;
printf( "%s(): StartUpOnOff is %d\n", __ _func__, *value );
return iotmiDev_DMStatusOk;
}
void setupOnOff( struct DeviceState *state )
{
struct iotmiDev_clusterOnOff clusterOnOff = {
.getOn0ff = exampleGetOnOff,
.getOnTime = exampleGetOnTime,
.getStartUpOn0ff = exampleGetStartUpOnOff,
};
iotmiDev_OnOffRegisterCluster( state->endpointl,
&clusterOnOff,
( void * ) state);
}

/* Here is the sample setting up an endpoint 1 with OnOff
cluster. Note all error handling code is omitted. */
void setupAgent(struct DeviceState *state)
{
struct iotmiDev_Agent_Config config = {
.thingId = IOTMI_DEVICE_MANAGED_THING_ID,
.clientId = IOTMI_DEVICE_CLIENT_ID,
};
iotmiDev_Agent_InitDefaultConfig(&config);

/* Create a device agent before calling other SDK APIs */
state->agent = iotmiDev_Agent_new(&config);

/* Create endpoint#l */
state->endpointl = iotmiDev_Agent_addEndpoint( state->agent,

End Device SDK A|EF 57| 172
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1,
"Data Model Handler Test

Device",
(const char*[])

{ "Camera" 1},

1);
setupOnOff(state);
}
c. HYMEDHE AEs5to] Y EME 7HX{ZLICH
i. OTA OHZZ|7|o|Mof CiEt =& AlZFErLICEH
static iotmi_JobCurrentStatus_t processOTA( iotmi_JobData_t * pJobData )
{
iotmi_JobCurrentStatus_t jobCurrentStatus = JobSucceeded;
// This function should create OTA tasks
jobCurrentStatus = YOUR_OTA_FUNCTION(iotmi_JobData_t * pJobData);
return jobCurrentStatus;
}
i. & %Ziotmi_JobsHandler startstod 2] sHEHE % 7|3t&HL]Ct.
i. & Z&iotmi_JobsHandler_getJobDocumentdto] 2|8 S0l 2 EME A
ABHLICH
iv. X EME MZMOZ JIX 2™ processOTA & 01 AL X XI5 OTA 2Hd2 =45
1 JobSucceeded &EHE BrEHEFLICEH

static void prvJobsHandlerThread( void * pParam )

{
JobsHandlerStatus_t status = JobsHandlerSuccess;
iotmi_JobData_t jobDocument;
iotmiDev_DeviceRecord_t * pThreadParams = ( iotmiDev_DeviceRecord_t * )
pParam;

iotmi_JobsHandler_config_t config = { .pManagedThingID = pThreadParams-
>pManagedThingID, .jobsQueueSize = 10 };

status = iotmi_JobsHandler_start( &config );

175
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if( status != JobsHandlerSuccess )

{
LogError( ( "Failed to start Jobs Handler." ) );

return;

while( !bExit )

{
status = iotmi_JobsHandler_getJobDocument( &jobDocument, 30000 );

switch( status )
{
case JobsHandlerSuccess:
{
LogInfo( ( "Job document received." ) );
LogInfo( ( "Job ID: %.*s", ( int ) jobDocument.jobIdLength,
jobDocument.pJobId ) );
LogInfo( ( "Job document: %.*s", ( int )
jobDocument. jobDocumentLength, jobDocument.pJobDocument ) );

/* Process the job document */
iotmi_JobCurrentStatus_t jobStatus =
processOTA( &jobDocument );

iotmi_JobsHandler_updateJobStatus( jobDocument.pJobld,
jobDocument.jobIdLength, jobStatus, NULL, @ );

iotmiJobsHandler_destroyJobDocument(&jobDocument);

break;
}
case JobsHandlerTimeout:
{

LogInfo( ( "No job document available. Polling for job
document." ) );

iotmi_JobsHandler_pollJobDocument();

break;
}
default:
{

LogError( ( "Failed to get job document." ) );
break;

End Device SDK A|%}3517] 176
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}

while( iotmi_JobsHandler_getJobDocument( &jobDocument, @ ) ==

JobsHandlerSuccess )

{

/* Before stopping the Jobs Handler, process all the remaining
jobs. */

LogInfo( ( "Job document received before stopping." ) );
LogInfo( ( "Job ID: %.*s", ( int ) jobDocument.jobIdLength,

jobDocument.pJobId ) );
LogInfo( ( "Job document: %.*s", ( int )

jobDocument. jobDocumentLength, jobDocument.pJobDocument ) );

storeJobs( &jobDocument );

iotmiJobsHandler_destroyJobDocument(&jobDocument);

iotmi_JobsHandler_stop();

LogInfo( ( "Job handler thread end." ) );

C|HFO|A Ol End C|HFO|A SDK O Al
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Example SDK C|EE 2| =

### <SDK_ROOT_FOLDER>

### CMakelLists.txt

### LICENSE.txt

### cmake

### commonDependencies
### components

### docs

### examples

### include
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### 1ib

### platform
### test

### tools
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Z31EZ 9| MbedTLS T+ platform/posix/mbedtls/mbedtls_config.h2| SDK F At
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typedef struct TransportInterface

{
TransportRecv_t recv;
TransportSend_t send;
NetworkContext_t * pNetworkContext;

} TransportInterface_t;
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/* return code for data model related API */

enum iotmiDev_DMStatus

{
/* The operation succeeded */
iotmiDev_DMStatusOk = 0,
/* The operation failed without additional information */
iotmiDev_DMStatusFail = 1,
/* The operation has not been implemented yet. */
iotmiDev_DMStatusNotImplement = 2,
/* The operation is to create a resource, but the resource already exists. */
iotmiDev_DMStatusExist = 3,

/* The opaque type to represent a instance of device agent. */
struct iotmiDev_Agent;

/* The opaque type to represent an endpoint. */
struct iotmiDev_Endpoint;

/* A device agent should be created before calling other API */
struct iotmiDev_Agent* iotmiDev_create_agent();

/* Destroy the agent and free all occupied resources */
void iotmiDev_destroy_agent(struct iotmiDev_Agent *agent);

/* Add an endpoint, which starts with empty capabilities */
struct iotmiDev_Endpoint* iotmiDev_addEndpoint(struct iotmiDev_Agent *handle, uintl6
id, const char *name);

/* Test all clusters registered within an endpoint.
Note: this API might exist only for early drop. */
void iotmiDev_testEndpoint(struct iotmiDev_Endpoint *endpoint);
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Access Management.

7| B
7| M2 22 AWS KMS 7|0of CHeF HMAE FMo{EfLICt ZF AWS KMS 7|0l = stLte| 7| Z4AHpE st
Euict Y 7| Mo et 7|18 AEE = Ue AWS 2ot Tt 7| AHS wgdo| Z™ELICH 7|
M NS AHS 510 AWS KMS 712 AAA B ALSS BHElshe wigoll CHEE REAIEH LIS S M2 A
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22 HElE SEe IsHol M E 70l AWS A CHet HMlA U ALSS BHEISHE Ol ASE 4 Q)
= AWS KMS 7| E& -dHO| of L|Ct.
{
"Statement" : [
{
"Sid" : "Allow access to principals authorized to use managed integrations",
"Effect" : "Allow",
"Principal” : {
//Note: Both role and user are acceptable.
"AWS": "arn:aws:iam::111122223333:user/username",
"AWS": "arn:aws:iam::111122223333:role/roleName"
iy

"Action" : [
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/access-glossary.html#security_iam_access-manage
https://docs.aws.amazon.com/kms/latest/developerguide/access-glossary.html#security_iam_access-manage
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"kms:ReEncrypt*"

1,
"Resource" : "arn:aws:kms:region:111122223333:key/key_ID",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "iotmanagedintegrations.amazonaws.com"
1,
"ForAnyValue:StringEquals": {
"kms:EncryptionContext:aws-crypto-ec:iotmanagedintegrations": "111122223333"
1,

"ArnLike": {
"aws:SourceArn": [

"arn:aws:iotmanagedintegrations:<region>:<accountId>:managed-thing/
<managedThingId>",

"arn:aws:iotmanagedintegrations:<region>:<accountId>:credential-locker/
<credentiallLockerId>",

"arn:aws:iotmanagedintegrations:<region>:<accountId>:provisioning-profile/
<provisioningProfileId>",

"arn:aws:iotmanagedintegrations:<region>:<accountId>:ota-task/<otaTaskId>"

}
3,
{
"Sid" : "Allow access to principals authorized to use managed integrations for
async flow",
"Effect" : "Allow",
"Principal” : {

"Service": "iotmanagedintegrations.amazonaws.com

},

"Action" : [
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",

"kms:ReEncrypt*"

1,

"Resource" : "arn:aws:kms:region:111122223333:key/key_ID",

"Condition" : {

"ForAnyValue:StringEquals": {
"kms:EncryptionContext:aws-crypto-ec:iotmanagedintegrations": "111122223333"
},
"ArnLike": {
"aws:SourceArn": [
"arn:aws:iotmanagedintegrations:<region>:<accountId>:managed-thing/
<managedThingId>",
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"arn:aws:iotmanagedintegrations:<region>:<accountId>:credential-locker/

<credentiallLockerId>",

"arn:aws:iotmanagedintegrations:<region>:<accountId>:provisioning-profile/

<provisioningProfileId>",

"arn:aws:iotmanagedintegrations:<region>:<accountId>:ota-task/<otaTaskId>"

}
}I
{

"Sid" : "Allow access to principals authorized to use managed integrations for

describe key",
"Effect" : "Allow",
"Principal” : {
"AWS": "arn:aws:iam::111122223333:user/username"
I
"Action" : [
"kms:DescribeKey",
1,
"Resource" : "arn:aws:kms:region:111122223333:key/key_ID",
"Condition" : {
"StringEquals" : {

"kms:ViaService" : "iotmanagedintegrations.amazonaws.com

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
I
"Action" : [
"kms:*"
1,

"Resource": "*"
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetDefaultEncryptionConfiguration.html
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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AWSloTManagedIntegrationsFullAccess& AWS Management Console® Z5HA| 2.

et A HE

o| YAof= ChZ HEho| L& Elof JU&LICH

- iotmanagedintegrations -0| A E F7lst= IAM AL AL, 28 2 Hegol Ot 2reldE S8 &
ZHEd AH| 201 CHEF T AMA HEHS MBS ELICH
« iam- SEE IAM ALER, I& L JH0[0|M MHH[A 4 g S MHE = JULE SHEELC

AWS &

"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",
"Action": "iotmanagedintegrations:*",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "iam'CreateServiceLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/

iotmanagedintegrations.amazonaws.com/AWSServiceRoleForIoTManagedIntegrations",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "iotmanagedintegrations.amazonaws.com"

AWS ZH2| H3: AWS loTManagedintegrationsRolePolicy

AWS IoTManagedIntegrationsRolePolicy HAZ IAM 2ot Q150f HAZAE & Q&L Ct
O| 4242 AL XIE i 413104 Amazon CloudWatch logs & X|EE HAIE £ U= #ElH S& Het2

oMol HAMZ H 2™ AWSIoTManagedintegrationsRolePolicyE AWS Management Console® =

oll
-

O| M&of= Ctg ™Eto| Z k(o] U&LICH
« logs - Amazon CloudWatch 21 2§ ¥4dst1 208 2822 AEZ|USIE 7|s2 MSEL
ct.

» cloudwatch - Amazon CloudWatch X|E& HA|5lE 7|52 MBELICH. Amazon CloudWatch X|
Eof cHEt REMIEH LI Amazon CloudWatchl| X|EE & XML

"Version": "2012-10-17",
"Statement": [
{
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"Sid": "CloudWatchLogs",
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup"
1,
"Resource": [
"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*"
1,
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "${aws:ResourceAccount}"

"Sid": "CloudWatchStreams",
"Effect": "Allow",
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*:log-stream:*"
1,
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "${aws:ResourceAccount}"

"Sid": "CloudWatchMetrics",
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/IoTManagedIntegrations",
"AWS/Usage"
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"Action": [
"iot-mi:actionl",
"iot-mi:action2"
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"ijam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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A0 CHEH M HEE 2841 & K|2H 7HA iot-mi:GetWidget TEHO| QIS i g A&kt

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform: iot-
mi:GetWidget on resource: my-example-widget

O| B, iot-mi:GetWidget 2P E AF&3t0{ my-example-widget BIAAO| HAMAE = JUTE

t &Y S
mateojackson AL At MM S AC|0|EsH of & LICH.
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CHS oA LR E 2HE IAM AL XL 242 AL85lod 2™ S
marymajor & [ 2FMEHL(CH 5tX|BH &fHE &
O{0F & L|Ct. Mary= MH|A0| A2 HMEE =

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

fjo
4>
oo
ok

Ol B2, Mary7} iam:PassRole 2% £ UL F Maryl| H2 g | 0| EsHofF & LICH.
C20| 2ot B2 AWS HEIXH BolstMR. ZElRls 230l X4 ZHES MBS et AFRLCt
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« 2. logs:CreateLogGroup, logs:DescribelLogGroups, logs:CreateLogStream,
logs:PutLogEvents, logs:DescribelLogStreams, cloudwatch:PutMetricData on
all of your managed integrations resources.

{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" : "CloudwatchLogs",
"Effect" : "Allow",
"Action" : [

"logs:CreatelLogGroup",
"logs:DescribelogGroups"”
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"Resource" : [
"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*"
]
I

{
"Sid" : "CloudWatchStreams",

"Effect" : "Allow",
"Action" : [
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams"
1,
"Resource" : [
"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*:log-stream:*"
]
.

{
"Sid" : "CloudWatchMetrics",

"Effect" : "Allow",
"Action" : [
"cloudwatch:PutMetricData"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"cloudwatch:namespace" : [
"AWS/IoTManagedIntegrations",
"AWS/Usage"
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{
"Version" : "2012-10-17",
"Statement" : [ {
"Effect" : "Allow",
"Principal” : {
"Service" : "iotmanagedintegrations.amazonaws.com"
b
"Action" : [ "secretsmanager:GetSecretValue" ],
"Resource" : "*"

"Condition": {
"StringEquals": {
aws:SourceArn": "arn:aws:iotmanagedintegrations:AWS Region:account-
id:account-association:account-association-id"

}
}
} ]
}
17 2E[E AWS KMS 7|2 YHMof Tt g E8 FIHELICH
{

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey"
1,
"Principal": {
"Service": [
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"iotmanagedintegrations.amazonaws.com"

3,
"Resource": [
"arn:aws:kms:AWS Region:account-id:key/*"
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AWS loT #2[d8 S8 2 {et IE{mo|A VPC AEEZQIE
Amazon VPC & E= AWS CLI (AWS CLI)E AF&3+04 AWS loT 218 S&F AMd|Aoi CHEr vPC
A=EZQEE MEY &= UsLct
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AWS loT E2|I™E &2 {8t Q/IEH0|A VPC AEXQIEE MAFHE{T(

il
1y

1. Amazon VPC 22£0{| A Amazon VPC 2£ 8 iL|Ct.

M FoM A= ZQAEE MELF
Create endpoint(PIEZQIE MAM)S MEHFILIC,
MH|A 843 (Service category)ollA AWS MH|AE MEHEFL|CH

MH|A O|F0lA s AWS 2|0 sl stE MHIA 0|F S MEIELICEH oAl

o ~ w0 DN

* com.amazonaws.ca-central-1.iotmanagedintegrations.api
* com.amazonaws.eu-west-1.iotmanagedintegrations.api
6. VPCOIA AWS loT ZtE2|& S¢Eoll AMAE VPCE MEIELICEH
7. &7t 4ol Z< DNS 0| &d3t7t 7|2Maez MEHELICH ol dHEg fXIst= 2ol E&LICH

O|Z! A 5tH AWS loT 22/ S8 HE 2! MH[A A= ZQIE o CHEF 20| Amazon VPC AEE
QIEZ =HQlFLICH

8. MEHO|M A=xQIE HERF QI 0|AE dEe MELE MEELICE 78 SHTF dtLtel
MEUS MEfg MALIEF
9. IP F4 RE(IP address type)ollA CHZ M S0l M ME4EHLICH
« IPv4: AEZQIE HEQ|T QIE{H| 0|40 IPv4 FA EE
()

C
- IPv6: AIEZQIE HER{T QlE{m|o|A0] IPve FA EE(MEIE ZE HELO| IPv6-onlyQl B2

r

« T A A=ZOIE HESLF QEu| 0|40 IPv4 H IPVve T4 ZF EE
ot 18)o| B AdEXCQIE HESZ QEmo|A0] ¢IZAE EHot 15 S MEHEL
Ch 2ot O35 FP‘%'% AEZQIE HERIT QE{H0|AL} MH|AR S4I5tE VPCL| E|l&A 7o &

1178240l M QIE{HO|A JEZQIEE Soll ZE 2|AA0 CHEF ZE 20 FAQ] EE XS 5183
240 M| HMAS MEHBILICEH HMAES MBHsIE{H AFR A X|HS MEHSt D MRS x| &Lt
12(M= ALE) i1 E F 715t Add new tag(Ml B 7HE ME5tT EY T 7|9 BT g8 e

LICH.

13Create endpoint(YI=E X QIE MAl)S MEHSHL|C}

create-vpc-endpoint @& 2 AF&5H0{ IEXZ QI
2), MH|A 0|, MEY 2 =20l E
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aws ec2 create-vpc-endpoint \
--vpc-id vpc-12345678 \
--route-table-ids rtb-12345678 \
--service-name com.amazonaws.ca-central-1.iotmanagedintegrations.api \
--vpc-endpoint-type Interface \
--subnet-ids subnet-12345678 subnet-87654321 \
--security-group-ids sg-12345678

VPC A= ZQIEE M43t 5 VP
5o HUS HAES £ QsLITH

AN E=A

« VPC LH Z2}0|8! MEHIO|EC2 QUAEA

« AWS loT &2|& £3%F 2o Cist x5 IAM HEH

S

« VPC A= XZQIE CiEt HTTPS EBE(ZE 443)2 5{83t= Eet 1

u

'I_'IL

A EHAE

1. Z2lol8l MEY9| Amazon EC2 QIAEIA0] A28 L|Ct.

2. Z2t0o|8! DNS O|Foil CHEt DNS &l &0l

dig api.iotmanagedintegrations.region.api.aws

3. HTTPS & HIAE:

curl -v https://api.iotmanagedintegrations.region.api.aws

4. AWS loT Z2[8 S8 API 2 5 £ s LCH

aws iot-managed-integrations list-destinations \
--region region \
--endpoint-url https://api.iotmanagedintegrations.region.api.aws

£ AWS 2|™(H: ca-central-1)region2 £ H}ELILC}.

COl EC2 QIAEIAO|M AWS loT 22|13 E8tol Ciet API EEE £

VPC AEXZQIE HAE
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VPC AEZQIE P2 A=2QEE HG5tHL +8E M AEH 0|4 VPC AEZQIE A5
IAM 2|4 GAL|CH A=EZQIEES BHE [} HME FItetX| ofo™ MH|A0f CHEt ZE AMAE
518 5he 7|2 Mol £7HEUICH AEEQIE HMS AM AR MM EE AulA HHYE RHo
St7HLt CHAISE K| Sf&LICH Ol= A= ZQIE oM XIHE MH|AZ | AMAE Kofstr| £I8H Hr o
HaelLict
A= ZQIE YA JSON A2z Fdsliof FLICH XtAEH LIE 2 Amazon VPC AHE AE A2
VPC St E S35l MH|A0| CHEF HMA Ko{E HZESHAR
of: AWS loT #2|¥ S 2ol cHet VPC A= ZQIE HA
CHE2 AWS loT 2l SO Cieh =2 QIE HAo| of 2ILICH o] HA2 VPC A= ZQIEE Sl
AWS loT Z 2| S0l AEst= AR T off AMAE = JUTF 51&5HX|E AHF SEH Z710]
CHet HMAE HFELICH
{
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": [
"iotmanagedintegrations:ListDestinations",
"iotmanagedintegrations:GetDestination",
"iotmanagedintegrations:CreateDestination",
"iotmanagedintegrations:UpdateDestination",
"iotmanagedintegrations:DeleteDestination"
1,
"Resource": "*"
},
{
"Effect": "Deny",
"Principal": "*",
"Action": [
"iotmanagedintegrations:ListCredentiallockers",
"iotmanagedintegrations:GetCredentiallLocker",
"iotmanagedintegrations:CreateCredentiallocker",
"iotmanagedintegrations:UpdateCredentiallocker",
"iotmanagedintegrations:DeleteCredentiallocker"
1,
"Resource": "*"
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CtS VPC HI=EZQIE A2 42| M 2lofl XIHE IAM AE 0| /= IAM 2t FHof Chai A AWS
loT 2218 S&oll Cieh AMAE SIS LICH OHE ZE IAM 22F FAE AMA7H HFEL

{
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*"

"Condition": {
"StringEquals": {

"aws:PrincipalArn": "arn:aws:iam::123456789012:role/
IoTManagedIntegrationsVPCRole"

}
}
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M= Amazon HIERXIZE [HLIEE 273l oF & L|C O|= AWS PrivateLink & AF&3t0{ VPC
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g AWS PrlvateLlnk = Q7| ELICE

« AWS loT Z2|E &2 ¢/ef vPC 2 E=0|M A8 E = gl&LICH AWS GovCloud (US)
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AWS loT = FIPS(Federal Information Processing Standard) 140-2& X|¢sl= ZHEE Zd¢! ?ﬂEaTL_
CIEE NMBELICH FIPS E AEXQIEE EFE AWS QIEXQIEQ}I CHELICE FIPS & &4

0oi| CHEF AWS IoT Device Management 22|38 S& 1t 4% 2&3st2iH FIPS & ZE0[
Ot MEE AMEXQIEE ALESHOF B LICH AWS loT 2&0| FIPSE £33t K| et &Lt
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B2 S| AWS CLI

AWS loT Device Management FIPS 1= ZQIE o] ZtE|¥ Sghoi ¢iZ4 223


https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://aws.amazon.com/compliance/fips/
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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GetCloudConnector
DeleteCloudConnector
ListCloudConnectors
CreateConnectorDestination
UpdateConnectorDestination
GetConnectorDestination
DeleteConnectorDestination
ListConnectorDestinations
CreateAccountAssociation
UpdateAccountAssociation
GetAccountAssociation
DeleteAccountAssociation

ListAccountAssociations

StartAccountAssociationRefresh

ListManagedThingAccountAssociations

RegisterAccountAssociation

DeregisterAccountAssociation

SendConnectorEvent
ListDeviceDiscoveries

ListDiscoveredDevices
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CreateCloudConnector APl 232 &

HEE DE AAZEEO| B 23XE LIEHHH
Sof CHEr & +7+ £0q /& LICt CloudTrail 21 e H{E 2! API
oz oOHEJ EXM &ME E AL K|

"eventVersion": "1.09",

oMo MeE 2 E=Ql CreateCloudConnector APl &4
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"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/EXAMPLE",
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKYSBQSCGRIC",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAZOZQFKYSFZVB2J2GN",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"attributes": {
"creationDate": "2025-06-05T18:26:16Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2025-06-05T18:30:40Z2",
"eventSource": "iotmanagedintegrations.amazonaws.com",
"eventName": "CreateCloudConnector",

"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "PostmanRuntime/7.44.0",
"requestParameters": {
"EndpointType": "LAMBDA",
"Description": "Manual testing for C2C CT Validation",
"ClientToken": "abc7460",
"EndpointConfig": {
"lambda": {

arn": "arn:aws:lambda:us-
east-1:111122223333:function:LightweightMockConnector7460"
}
I
"Name": "EdenManualTestCloudConnector"
I
"responseElements": {
"X-Frame-Options": "DENY",
"Access-Control-Expose-Headers": "Content-Length,Content-Type, X-Amzn-
Errortype, X-Amzn-Requestid",
"Strict-Transport-Security": "max-age:47304000; includeSubDomains",
"Cache-Control": "no-store, no-cache",

O|HE o
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"X-Content-Type-Options": "nosniff",

"Content-Security-Policy": "upgrade-insecure-requests; default-src 'none';
object-src 'none'; frame-ancestors 'none'; base-uri 'none'",

"Pragma": "no-cache",

"Id": "f7e633e719404c4a933596b4d0@cc276e",

"Arn": "arn:aws:iotmanagedintegrations:us-east-1:111122223333:cloud-connector/
EXAMPLE4Q4c4a933596b4d0cc276e"

iy
"requestID": "c@071fd1l-b8e@-400a-bcc@-EXAMPLE9e4",

"eventID": "95b318ea-2f63-4183-9c22-EXAMPLE3e",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": '"Management"

CHS oMM 229l ListDiscoveredDevices APl 2212 E0{F &= CloudTrail O|HEZ &

0fE LICH.

ListDiscoveredDevices API 2/ & E 5t CloudTrail O|HE MHZ.

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EZAMPLE",
"arn": "arn:aws:sts::444455556666:assumed-role/Admin/EXAMPLE",
"accountId": "444455556666",
"accessKeyId": "EXAMPLERJ26PYMH",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLE",
"arn": "arn:aws:iam: :444455556666:role/Admin",
"accountId": "444455556666",
"userName": "Admin"
.
"attributes": {
"creationDate": "2025-06-10T23:37:317",
"mfaAuthenticated": "false"
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1,

"eventTime": "2025-06-10T23:38:0772",

"eventSource": "iotmanagedintegrations.amazonaws.com",
"eventName": "ListDiscoveredDevices",

"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "EXAMPLE-runtime/2.4.0",
"requestParameters": {

"Identifier": "EXAMPLE4f268483a17d8060f014"
I
"responseElements": null,
"requestID": "27aelf6l-e2e6-43e4-bfl7-EXAMPLEa568",
"eventID": "34734e81-76a8-49a4-9641-EXAMPLE28ed",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "444455556666",

"eventCategory": "Management"
}
CloudTrail BlZ = 2&I=0f CHgt XFM|IEH LHE 2 AWS CloudTrail AHE A2 A 2| CloudTrail record
contentsE H XM
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