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https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
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https://console.aws.amazon.com/iotfleetwise/
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aws iotfleetwise get-register-account-status

Example &

"accountStatus": "REGISTRATION_SUCCESS",
"creationTime": "2022-07-28T11:31:22.603000-07:00",
"customerAccountId": "©12345678912",
"iamRegistrationResponse": {

"errorMessage": ,
"registrationStatus": "REGISTRATION_SUCCESS",

"roleArn": "arn:aws:iam::012345678912:role/AWSIoTFleetwiseServiceRole"

.
"lastModificationTime": "2022-07-28T11:31:22.854000-07:00",
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Qe Z2EEZ T 6(IPv6) X! IPv4E S35 AWS IoT FleetWise2t S4I5t04 2| AAE 228 =
&SLICH FU AEH A EZOIEE |IPv6 2! IPVAE E38H AWS loT FleetWise APIsOl| CHEF @S X|Et
LIC} IPv6E S8t Sdlole £7F 20| Btz X| ef&LCH

FZLICH IPv4o| AT} 32H|IE QI S0 128H|E

IPv6 TEEZE2 F£7I Hot 7|50| UE AACH IP EEY
AE MME £ Qle HIH IPV6E 3.4 x 10738 F

NS ELct IPv4= 4.29 x 1079 F

IPv6 ZEEZ X2 ZHEE ZQ QI Ad=ZQlEN CHal RIS =2 EMEHELICH HEE Z8 9 et
O|HEN AEEZQIEE AI835t= B A Ol EAI(SNI) =& 2 HMS3foF &LICt EEI0IMEE
SNI & & & AI85t04 12 Q1 2| O|§ 1 LB A= ZQIEE ABSHEX| OfLITH Y AR A=
EQIEE MBSI=XRIE LIEIH &= U&LICH T A AEZQIE AIRBE(E) HZSIML

AWS PrivateLink 1= Z QIE0f CHEF IPve K|

AWS IoT FleetWise= & Al235104 QIE{H O|A VPC AEZQIEof CHEH IPv6 EAI2 K| ELICH AWS
PrivateLink.

IPv6 4 S HAE

Linux/Unix = Mac OS X& AL& 3t 29 T+ oAI2H 20| curl BHS M-S 504 IPv6E Sl F
AB AT EQIEO HNAE % Q) A

curl -v https://iotfleetwise.<us-east-1>.api.aws

ChS ollXet RALE HEE 7EXMHZLICH IPv6E Sl A4E B UEE IP FAE IPve FATF EHL

CH.

* Host iotfleetwise.us-east-1.api.aws:443 was resolved.

* IPv6: ::ffff:3.82.78.135, ::ffff:54.211.220.216, ::ffff:54.211.201.157

* IPv4: (none)

*  Trying [::ffff:3.82.78.135]:443...

* Connected to iotfleetwise.us-east-l.api.aws (::ffff:3.82.78.135) port 443
* ALPN: curl offers h2,http/1.1

IPv6= AWS loT FleetWise2t &7 AL 17


https://www.rfc-editor.org/rfc/rfc3546#section-3.1
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Microsoft Windows 7 EE & Windows 102 Al &35tE

EE IPV4E S5 5 A IS ZRIEoff HA|A

ping iotfleetwise.<us-east-1>.api.aws

IAM ZZHO| M IPv6 T4 Al

2lA20f IPVEE AFE S| Tof| IP F4 HEZ | AL ElE 2 E IAM ERof| IPve =4 M7t g
|of U=X| ElsloF ELICH IABMS 2 HA|A Het2 EISte 2ol CHEt REA[EF LHE =2 AWS IoT
FleetWise 2| Identity and Access Management EFH& & Z5HM|L.

P FAE TEIYSHE IAM BRI P T4 £7 GIMALE ASBILICH CHE HMS 1P T4 27 944
XHE AHE510 HABE|= IPv4 A0 54.240.143 . * HE AEELICH 2E IPve TA47t {EE H
QIE HoLt2 20| HAE IPv6 FAE AFSE S48 WAL

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
"Action": "iotfleetwise:*",
"Resource": "arn:aws:iotfleetwise:*",
"Condition": {
"IpAddress": {"aws:SourceIp": "54.240.143.0/24"}
}
}
]
}
IPv6 F=AE ZEE2{T CFS o A|QF 20| IPv4(54.240.143.0/24) & IPv6(2001:DB8:1234:5678::/64)
FAHRAE EF SIS Yo TH QA E +HE = A&Lich

"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"54.240.143.0/24",
"2001:DB8:1234:5678::/64"

IAM H20{| M IPve T4 ALS 18


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#Conditions_IPAddress
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REST APIE At835t=E B A=EXQIE O|F(URI
OHA|AEF = Q)& LICH AWS loT FleetWises= 2|7
AWS 2™ 282 x|&5H0F &ct.

_l_v

ClS Zol= IPv4 2 U AR D E ALSE I AWS loT FleetWise0ll CHEt ZHEE E2Q Al =20l
Eo| ¥A0| Lt l&Lct ol{Et =z IEof CHEH AHAMIEH LHE =2 AWS IoT FleetWise _I_ 2l
EE AZXstMe

AeZOlE IPv4 34 FUAREE

HEE £l iotfleetwise.<##>.amazonaws.com iotfleetwise.<region>.api.aws

AWS CLI 2/ AWS SDKsE AFS & [ AWS_USE_DUALSTACK_ENDPOINT B4 H#H E=
& Ml use_dualstack_endpoint LIZIO|E{E AIE5t0{ R A =X H
L|Ct T4 ool A AWS IoT FleetWise IEZQIE O] RHZXO|2 FU AEH A=
= AUELICH XHMIEH LI 2 0|5 A S FIPS AIEXQIEE FESHM L.

AMEE Ml Config Ito| Z2 It UtruedM £/ 2t2 AWS use_dualstack_endpointE A%

F AWS CLIs= d&LICt O|Z A 54 HFol| o|ft Z& AWS loT FleetWise 70| X|™El 2[Hel 7

U A AERZQIER MY ELICH --region SMS AFE5H0 7 Tt £ = B0l 22 XIHE
L|C}.

ok i

$ aws configure set default.iotfleetwise.use_dualstack_endpoint true

DE BP0 U AR JA=ZQIEE A5t CHAl 574 BHo| o[2E A=ZIEE ASELICH
- offd FHE9 ——endpoint—url Itet0|EE dYsto £ TP 7 AR A= QIE
E (@)

A8 = &Lt o|§ S0{ CtE BH0M <endpoint-url>g Z HE + JU&L

Cliotfleetwise.<region>.api.aws.
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https://docs.aws.amazon.com/general/latest/gr/iotfleetwise.html
https://docs.aws.amazon.com/general/latest/gr/iotfleetwise.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-endpoints.html
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aws iotfleetwise list-fleets \
--endpoint-url <endpoint-url>
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® Vehicle model created X

You successfully created the vehicle model: demo.

AWS loT FleetWise » Vehicle models » Demo

demo ‘ Duplicate ‘ ‘ Create vehicle ‘ Create decoder manifest

When a decoder manifest is associated with a vehicle model, you can create a vehicle. To use the API to create vehicles with this vehicle model, follow the

instructions in the AWS loT FleetWise Developer Guide. After you create vehicles, you can create campaigns for them.

Summary info

Vehicle model ARN Status Date created
arn:aws:iotfleetwise:us-east- ) ACTIVE February 01, 2023 at 14:40 (UTC-05)

1:012345678912:model-manifest/demo

Signal catalog ARN Description Last modified
arn:aws:iotfleetwise:us-east- - February 01, 2023 at 14:40 (UTC-05)

1:012345678912:signal-
catalog/DefaultSignalCatalog

Cl2H oiLHAE = dd8h A 2= HAZELICE 047|0= AWS IoT FleetWise7t O[Tl & 4| 9] &t
F OO|EE ClZYstn EME & A= AHE0| 12 = U E ULz Hetste ol 20| =l 27t
Zetk|of QELICH HESZ QIEmHo[AQC

A A& C|ZH ofLHAEE F48t= ol ==0|
e 1M @ARILICH WER T QE|H 0|ANME #EF HERT M A|' 5t= CANE= OBD Z2E
Zof cHet WEI ZEEUCH CIEH M3 = §Y AEof ciet C|ZE HEE MSELC

CIZH OILHAEE MMsieis B2

1. AWS loT FleetWise 2& 2 iL|C}.

=
2. 7|2 BHM ZolM &F ZE S MEELICH

3EHA|: CIZC DHLIBAE A4 25



AWS loT FleetWise TR 7H0|E

3. AF ZE MMM CIZE oL EAE dEol ALSE & Z2S MEHELICH

4. C|ZH OHLHAE dds MEiEL|CH

ACHA: C|3C oL HAE M

C|ZE DL HAEE 2M5tedE B2

/A Important
AWS loT FleetWise 2£& AF&3510{ C|ZH OHLIHIAE M HI™ AIAE! C|O|E AMESE
A& 4+ gi&LICh 1 CHAl AWS CLIZ AFRELICH RHAMISH LIR2 C|ZH DL HAE BHE 7|
(AWS CLI) EHHE & ZStAAL.

1. CIZH OiLHAEE AlEst= O E20| ZI=S 0|51 MH(ME A
=2 MEfghLC

o2

)2 YEgLct aglz ot

2. UE3 2lE{HOo|AE 5Lt 0|4 £716t24T CAN_INTERFACE EE= OBD_INTERFACE {3

fjo

« 2EE ZTIEHOBD) QIE{H| 0|A - X} Ao ZR[(ECU) ZHoll RE7F ZIE CIO|E{7} SAIT|= @Al
2 X

Mot T2EEZ0| ERFt 42 0| QEHH0|A RES MEFLICH O| Z2EEZE2 XHE
A 3ol ©20| £/= o3| EZ RIE 2x| 2=(DTC)E M2 Lot

- ZEED B HERZ(CAN H2A) QIE{HO|A - ECU ¢t LIO|H S4&l HAg Holsle ZE2EE
22 Hsle 82 0| QlEIo|A RS MEHGMIL. ECUE AT Ao F x|, ofo{ E= 2|
Q AMARY = &Lt
3. LIE<®3 elEmo|A o|§S YT LICH
4. UHES3 E{Ho|A0 ASE FItstedH SFo|M 5Lt ol ol A= & MEHEFLICH
5. O|H ttAH0AM F7tet Ao ASE CIZH S E MEFLCH C|2Y HEE M3 s24M.dbe
IS YESSMR. A ZEHO| 2 M= S50l MElE = = C|2H 452 Ho{2 E|0]
of &ct.
6. EX UERI AUEHOIAE F7I5tE{H HE X QE{H0|A FIHE MEFLICH HES|3 QIH
HO|AE BF FIIHCH OS2 MEALICE
7. TEE H4TE F Yy MEELOH C|ZH OLHAET 3o 2 YHEIRICkHE Y20 Lt
Etefuct

A CIZH DU A E 74 26



AWS loT FleetWise TR 7H0|E

S5EFA|: R A

AWS loT FleetWiseOl| A &} 2
E XS SUSH S O

AFE ClZH oL H A Eof 343 oF &f LT

2 adA S 2™ AHF el 7ty BEULICH
o
=

MH =7

1. 78 2& 2 |20 oiUHAEE o|0] &R =X] =
ACTIVERIX| EQlstM 2.

g'l_l
x
FO
I_rl
rok
>
o
HI
i
lo
0
ALy
N

a. At ZLEO| 4Ef7I ACTIVERIX| & Ql5tE{ AWS loT FleetWise 2& 2 LICH.
b. 7|& EfM 3ol M &2 DES MENSHL|CE
c. Qo Mol AEfoiM xtE MENE ZQlFfLICt

(® Vehicle model created X
You successfully created the vehicle model: demo.

AWS loT FleetWise » Vehicle models » Demo

demo ‘ Duplicate ‘ ‘ Create vehicle ‘ Create decoder manifest

When a decoder manifest is associated with a vehicle model, you can create a vehicle. To use the API to create vehicles with this vehicle model, follow the

instructions in the AWS loT FleetWise Developer Guide. After you create vehicles, you can create campaigns for them.

Summary info

Vehicle model ARN Status Date created
arn:aws:iotfleetwise:us-east- ) ACTIVE February 01, 2023 at 14:40 (UTC-05)

1:012345678912:model-manifest/demo

Signal catalog ARN Description Last modified
arn:aws:iotfleetwise:us-east- - February 01, 2023 at 14:40 (UTC-05)

1:012345678912:signal-
catalog/DefaultSignalCatalog
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ImportSignalCatalog.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateSignalCatalog.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteSignalCatalog.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListSignalCatalogs.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListSignalCatalogNodes.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetSignalCatalog.html
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Vehicle.Chassis.SteeringWheel SteeringWheel E2H%|o| 2t 3| HFsHE ol L|C}.
Vehicle.Chassis. 7l E2ix|o| B2 ILICt.

HstE |2 Z|CH 150K R| 7S ELICH &8 A a—z, A-Z,0-9, E22() L EE()

(MEH ALE) Description — E2ix|of CHSF A>EQlL|C}.

MH2 Z|CH 2048KHLICH &8 EAt: a-z, A-Z, 0-9, :(EE), (L&), L -(510|&E)

(E=)
(MEH AL deprecationMessage - 0|8 EE= &K 5@l & EE= E7(0f CiEh X[ ST HIAIX]

deprecahonMessage_ Z|CH 2048K7H K| £ = J&LICH f&E8 2% a—z, A-Z, 0-9, (B E), (T
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2 220 X0l CHEt &= § E3R|of CHE £+ H
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HdE FdstedH O HEE XIHsHA 2.

dataType- £49| CllO|E| K82 Tt & tLto{ok B LICH INT8, UINTS, INT16,

UINT16, INT32, UINT32, INT64, UINT64, BOOLEAN, FLOAT, DOUBLE, STRING,
UNIX_TIMESTAMP, INT8_ARRAY, UINT8_ARRAY, INT16_ARRAY, UINT16_ARRAY,
INT32_ARRAY, UINT32_ARRAY, INT64_ARRAY, UINT64_ARRAY, BOOLEAN_ARRAY,
FLOAT_ARRAY, DOUBLE_ARRAY, STRING_ARRAY, UNIX_TIMESTAMP_ARRAY, UNKNOWN.
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fullyQualifiedName - £49| 2%5| HatE 0|2 &4 ZA=of &4

O|§2 it ZtULIch XA AE & LIEHHE{H ™H()2 AFSELICH o & 01
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Ct. Vehicle.Chassis.SteeringWheel.2 &40| ZZQIL|C}
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(MEH AL min — £40f &|AZLILICH
(MEH AL max — £40f Z|CHZE ILICH
(MEH AE) defaultValue — 49| 7|22t
(MEd AL assignedValue — EAof & El ZrlLICh
(M AFE) allowedValues — 40| 31& st 4t SFULICH
(MEH4 AtE) deprecationMessage — O|§ E& AXMElE L E E= &7(0f CHE XIY SE HIA|
Rlduct
deprecationMessage= Z|CH 2048XI7H x| & == &Lt R &8 &4t a—=z, A-Z, 0-9, (EE), (&
5), 2 (301 E)
(MEH ALE) comment - Y 2|of| AHEE FIIEHLICH ZHEE AHE5tod H4of it 0|2 2
7Lt 2hEd Kol CHEE & X S S Mol Ciet 7t HEE NS E = J&Lict
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INT32_ARRAY, UINT32_ARRAY, INT64_ARRAY, UINT64_ARRAY, BOOLEAN_ARRAY,
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O|§2 et "Lt ot A= & LIEHLHEA™ H() S MAEELICH o E EO'I
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MHES =|CH 2048AHLICH &8 22Xt a-z, A-Z, 0-9, (EE), (EE), L -(5t0|E)

o (MEH ALE) unit- km EEE MMt 22 AlS O TpEhR] BRI QLT

o (MEH A min — AE 90| E|AZEQILICH

o (MEH ALE) max — A Z 9| E|CHZERILICE,

o (MEH AR assignedValue — A& of & E ZEILCY

o (MB4 ALE) allowedValues — &lE 7t HotE0|= gt S5 LICH

« (MEH AE) deprecationMessage — O|& = AfA|El= =& Ee= 27(0 CHEt X[ ST HIA|
X|duct.

deprecationMessage= Z|CH 2048XI7H x| & == &Lt R &8 &4t a—=z, A-Z, 0-9, (&), (&
E), I -(5t0|E)

o (MEY ALE) comment — AH Q|of ZHI : = =2
of cHet 7t HE (of: 0|8 ™ 2 = & MM E= HFofO|E{of Cist #XE) E M3E = U

L|C.

HE = Z|CH 2048K7H K| & == JU&LICH REE EXF a-z, A-Z, 0-9, (
)
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ﬂIHJ
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¥
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o

=3 Glole] RE 74

Jir

2 OolH RE2 HI™ A|ARS RRZE M AASELICH 27| 2/of= o|z{8t HIo|H €2 #+X
TEAMEILE Bet S840 FHELCH FXA= o|0lX|2t 2ol odE ZteE MAEE|= AlE Lt
M2 ZZ|0|E|E H|0|H R(0: UINT8) = CHE 7 EA|(0d: EtUARIZ ot 22 XA ol HHE
LIEHELICE o & 01 Vehicle.Cameras.Front= &7|& LtEFLH T Vehicle.Cameras.Front.Image= T
Z | E LIEILH Vehicle.Cameras.Timestampe &4 LIEFHLICE.
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A oxE Az HolE HAlg HY json THUZ LHELE H¥E EoiELICH
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"Vehicle": {

"type": "branch"

// Signal tree
b
"ComplexDataTypes": {

>
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"VehicleDataTypes": {
// complex data type tree

"children": {
"branch": {
"children": {
"Struct": {
"children": {
"Property": {

Iltypell: Ilpropertyll’
"datatype": "Data type",

"description": "Description",
//
}
I
"description": "Description",
"type": "struct"
}
}
"description": "Description",
"type": "branch"
}
}
}
}
}
(® Note
Cl2 A52EE CH22E25109 ROS 2 HAIXIE 213 FIE 209 38 E|E VSS json T2
HHEHE 4~ Q& LICh REAM|EH LHE 2 Vision System Data Developer GuideE & =M 2.
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https://raw.githubusercontent.com/aws/aws-iot-fleetwise-edge/main/tools/cloud/ros2-to-nodes.py
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/vision-system-data/vision-system-data-demo.ipynb
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E), & -(5t0[E)

(MEH ALEH) comment — AH Qlof IHEE F7teHLICt THES AR50 MA] == HF0i0|E]
of CHet &7} HE (of: O|2X 274 == & MM =t HFofo|E{of CHEF & X)) E MSE = UE
L|C}.

FAHEE= Z|CH 2048AH7H K| £ £ U&LICH K& 8 EXl: a—z, A-Z, 0-9, (EE), (L&), L -(50]
Z)

dataType - 21Z 2| HIO|H R 2 CtF & StLto{oF & LIC}. INT8, UINTS, INT16, UINT16,
INT32, UINT32, INT64, UINT64, BOOLEAN, FLOAT, DOUBLE, STRING, UNIX_TIMESTAMP,
INT8_ARRAY, UINT8_ARRAY, INT16_ARRAY, UINT16_ARRAY, INT32_ARRAY,
UINT32_ARRAY, INT64_ARRAY, UINT64_ARRAY, BOOLEAN_ARRAY, FLOAT_ARRAY,
DOUBLE_ARRAY, STRING_ARRAY, UNIX_TIMESTAMP_ARRAY = UNKNOWN

fullyQualifiedName - AtEXt X £4 9| HstEl O|FLICH 6§ S04, AFEXRL X|H £449
XM73tE 0|2 ComplexDataTypes.VehicleDataTypes.SVMCamera.FPSE &= QU&LICH

2t™s| ¥stE 0|2 =I0H 150K K| 7tsELICH &8 EA: a2z, A-Z,0-9,: (BE), ¥ _ (2
(B4 ALE) Description — AlE0of CHE A QILICY.
MRS Z|CH 2048A+ILICH R &8t B4} a-z, A-Z, 0-9, (B &), (EE), ¥ -(5l0|E)

ME4 AE) deprecationMessage — 0|8 & AN|ElE = E= 27(0 CHE X[ SE HIA|

deprecationMessage= Z|CH 2048XI7H x| & == &Lt R &8 &4t a—=z, A-Z, 0-9, (EE), (&

E), ¥ -(3t0l|E)

r=

]
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o (MEH ALE}) comment — AH QJof| AHEE FIIEHLICH IHEE AI250{ MA EEE AZ0i0|E
of CHEr &7+ HE (0f: OIEXM 2 = 2t MM EE= AFof o|E{of| CHEt & X) & 2
LICt.

|CH 2048XI77H K| £ %= U&L

1

b &8 24k a-z, A-Z,0-9, :(E8), (¥&), ¥ -(5t0|

b

« (ME AL dataEncoding - £430| HIO|L{2| CI|O|E{QIX| 04F E LIEFLICH AFE A X|H £ 49
Clo|E{ 22 &2 BINARY EE= TYPED & 5tLtoqof &hL|Ct.

o (MEH AFEH structFullyQuallfledName - AR RE £49| O
StructArray?! 22 AFEAF X|H Sdof ChEt 2 Z(FEA) =E9| ’Sﬁir% O|&lL|Ct.

MO

2t X5 M7 EHE 0|22 %|CH 150K K| 7S &fLICH R&38 22Xt a—z, A-Z,0-9, : (22), & _ (Y
AWS loT FleetWise #1% FIEFZ2 1 MM

CreateSignalCatalog APl 212 AI85t04 A% FIEHZOE OHE = UELICH CHS WAIMEE Al
%&L|ct AWS CLI.

ME 2O E PHE{ O S EEE A->dE LI
signal-catalog-configurationg T+30| Z&E json I} Lol O|§2=E HtELICE

aws iotfleetwise create-signal-catalog --cli-input-json file://signal-catalog-
configuration.json

» signal-catalog-nameg ‘8 Cl 41&Z 7IEH270| 0|§2 = HITAH L.

ot Ol =20| &l d¥2 2 HhEL(Ch

um
Hu
W
m
1
&

o (MEH AEY descriptiong dE 7

L&A, M I A0 0|EIE TAISHE WiHofl CHEF RHMIEH LIR 2 AWS IoT FleetWise A3 T4

{
"name": "signal-catalog-name",
"description": "description",
"nodes": [
{
"branch": {
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"fullyQualifiedName": "Types.builtin_interfaces_Time.nanosec",

"fullyQualifiedName": "Types.std_msgs_Header.stamp",

"structFullyQualifiedName": "Types.builtin_interfaces_Time"

IlTypeSIl

"Types.sensor_msgs_msg_CompressedImage"

"Types.std_msgs_Header"

"Types.builtin_interfaces_Time"

"Types.builtin_interfaces_Time.sec",

"fullyQualifiedName":

}

},
{

"struct": {
"fullyQualifiedName":

}

I
{

"struct": {
"fullyQualifiedName":

}

},
{

"struct": {
"fullyQualifiedName":

}

I
{

"property": {
"fullyQualifiedName":
"dataType": "INT32",
"dataEncoding": "TYPED"

}

},
{

"property": {
"dataType": "UINT32",
"dataEncoding": "TYPED"

}

I
{

"property": {
"dataType": "STRUCT",

}

},
{
"property": {

"fullyQualifiedName": "Types.std_msgs_Header.frame_id",

"dataType": "STRING",

"dataEncoding": "TYPED"
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}
I
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage.header",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.std_msgs_Header"
}
},
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage.format",
"dataType": "STRING",
"dataEncoding": "TYPED"
}
I
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage.data",
"dataType": "UINT8_ARRAY",
"dataEncoding": "BINARY"
}
},
{
"branch": {
"fullyQualifiedName": "Vehicle",
"description": "Vehicle"
}
},
{
"branch": {
"fullyQualifiedName": "Vehicle.Cameras"
}
I
{
"branch": {
"fullyQualifiedName": "Vehicle.Cameras.Front"
}
},
{
"sensor": {
"fullyQualifiedName": "Vehicle.Cameras.Front.Image",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage"
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"fullyQualifiedName": "Types.std_msgs_msg_Float64"

"fullyQualifiedName": "Types.std_msgs_msg_Float64.data",

"structFullyQualifiedName": "Types.std_msgs_msg_Float64"

sensor_msgs_msg_RegionOfInterest"

sensor_msgs_msg_RegionOfInterest.x_offset",

sensor_msgs_msg_RegionOfInterest.y_offset",

}

I

{
"struct": {
}

},

{

"property": {

"dataType": "DOUBLE",
"dataEncoding": "TYPED"
}
I
{

"sensor": {
"fullyQualifiedName": "Vehicle.Velocity",
"dataType": "STRUCT",

}

},
{

"struct": {
"fullyQualifiedName": "Types.

}

I
{

"property": {
"fullyQualifiedName": "Types.
"dataType": "UINT32",
"dataEncoding": "TYPED"

}

},
{

"property": {
"fullyQualifiedName": "Types.
"dataType": "UINT32",
"dataEncoding": "TYPED"

}

I
{

"property": {

"fullyQualifiedName": "Types.

"dataType": "UINT32",

sensor_msgs_msg_RegionOfInterest.height",
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"dataEncoding": "TYPED"

}
},
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest.width",
"dataType": "UINT32",
"dataEncoding": "TYPED"
}
I
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest.do_rectify",
"dataType": "BOOLEAN",
"dataEncoding": "TYPED"
}
},
{
"branch": {
"fullyQualifiedName": "Vehicle.Perception"
}
I
{
"sensor": {
"fullyQualifiedName": "Vehicle.Perception.Obstacle",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest"
}
}
]
}
(® Note
O2 A5 2EE 2223504 ROS 2 HAIXIE A5 72209 S 8HE|= VSS json THUE
EHEHer &~ Q& LICH AFA|EH LH& 2 Vision System Data Developer GuideE & E5HAIL.
HIT! A|lAE HIO|E = B7HE 2I2[A0|H HEE £ /JU&LICH
D2 22l AWS KMS 7|8 At835to] 255t S S 4stet A2 A& 0| CreateSignalCatalog API
g EY 4 TS kg MM MYS TEELD
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
.

AWS IoT FleetWise 15 FIEF2 T 71K 7|

ok

AWS loT FleetWise 2£& == APIE AF&5104{ AS I 2O E 7IMHE & U&LICH.

/A Important
Z|CH 1702 ME FIRH2EOE 718 £ U&LICH AE FHEZE07} o|0| s B2 2£0 M

& 7t
FHEHZ2OE 71 E SM0| ZAIEX| E&LICH

Nz SHERI8 JHeE B

1. AWS loT FleetWise 2& 2 jL|C}.
2. EHM 3ofM A5 7HE 2 T(Signal catalog) S MEHSLIC.
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4., plZ7} Zet=l o)

a. S30|M 7kX{=27|(Import fro
b. S3&0otE7|(Browse S3

~—"

g e
c. HZol AL wZl 0|8 T X E Q2stn 220l M MEE CHS S=0lM THUS M
SHELICh Th ME HE S MEHELIC)

EE = S3 URIQ| ZA2 Amazon Simple Storage Service URIZ 238fLICt RIMIEH LIS
Amazon S3 At& MEMO| HAlof| AMASH= HHE FEHAL.

- AREOIM I E Yz EStE s E2

AME FHEFZ23 7HK 2 7|(AWS CLI)

ImportSignalCatalog APl 2242 AF&35t0od A5 FIEf2 7 MAMo| = 20| T/ JSON It ¢z =8
—’F A&LICH M55 JSON mUof X sted™ &2 415 ALF(VSS)E tetok g LICH TS o Xod[ A
=& A& FLIC AWS CLI.

Mz PR 208 7HMQE{H OhE Bd s AL

* signal-catalog-name2 48 EQl MZ FIH =9 0|F2 2 HIHAMIL.
c (ME ALY dBS AUE FIHZOE MESE O B3

x4

o

O| Tl ##2 2 HITLAMIR.
- signal-catalog-configation-vss& VSSOi| HolEl 57t L& E JSON EAIYE mtelol o|F

O Z HHHAM2.

449, MA] 2 HFOJO|EIE TAISHE Wil THEF AFMIBH LIS AWS IoT FleetWise 412 T4

aws iotfleetwise import-signal-catalog \
--name signal-catalog-name \
--description description \
--vss file://signal-catalog-configuration-vss.json

>
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K E3}t6tod vssIson HEof T sHoF B LICH CHE 2 VSSof HelE &3 of of M LCh.

HO

JSONZ

{
"Vehicle": {
"type": "branch",
"children": {
"Chassis": {
"type": "branch",
"description": "All data concerning steering, suspension, wheels, and brakes.",
"children": {
"SteeringWheel": {
"type": "branch",
"description": "Steering wheel signals",
"children": {
"Diameter": {
"type": "attribute",

"description": "The diameter of the steering wheel",
"datatype": "float",
"unit": "cm",
"min": 1,
"max": 50
.
"HandsOff": {
"type": "branch",
"children": {
"HandsOffSteeringState": {
"type": "actuator",

"description": "HndsOffStxWhlDtSt. Hands Off Steering State",
"datatype": "boolean"
.
"HandsOffSteeringMode": {
"type": "actuator",
"description": "HndsOffStrWhlDtMd. Hands Off Steering Mode",
"datatype": "int8",
"min": O,
"max": 2
}
}
}
}
},

"Accelerator": {
"type": "branch",
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"description": "",
"children": {
"AcceleratorPedalPosition": {
"type": "sensor",
"description": "Throttle_ Position. Accelerator pedal position as percent. 0 =

Not depressed. 100 = Fully depressed.",
"datatype": "uint8",

"unit": "%",
"min": O,
"max": 100.000035
}
}
}
}
},

"Powertrain": {
"type": "branch",
"description": "Powertrain data for battery management, etc.",
"children": {
"Transmission": {
"type": "branch",

"description": "Transmission-specific data, stopping at the drive shafts.",
"children": {
"VehicleOdometer": {
"type": "sensor",
"description": "Vehicle_Odometer",
"datatype": "float",
"unit": "km",
"min": O,
"max": 67108863.984375
}
}
},

"CombustionEngine": {
"type": "branch",
"description": "Engine-specific data, stopping at the bell housing.",
"children": {
"Engine": {
"type": "branch",
"description": "Engine description",
"children": {
"timing": {
"type": "branch",
"description": "timing description",
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"children": {
"run_time": {
"type": "sensor",
"description": "Engine run time",
"datatype": "intl6",
"unit": "ms",
"min": O,
"max": 10000

},

"idle_time": {
"type": "sensor",

"description": "Engine idle time",
"datatype": "intl6",
"min": Q,
"unit": "ms",
"max": 10000
}
}
}
}
}
}
}
}
},
"Axle": {
"type": "branch",
"description": "Axle signals",

"children": {
"TireRRPrs": {
"type": "sensor",
"description": "TireRRPrs. Right rear Tire pressure in kilo-Pascal",
"datatype": "float",
"unit": "kPaG",
"min": O,
"max": 1020
}
}
}
}
},
"Cameras": {
"type": "branch",
"description": "Branch to aggregate all cameras in the vehicle",
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"children": {
"FrontViewCamera": {
"type": "sensor",
"datatype": "VehicleDataTypes.SVMCamera",
"description": "Front view camera"
I
"RearViewCamera": {
"type": "sensor",
"datatype": "VehicleDataTypes.SVMCamera",
"description": "Rear view camera"
},
"LeftSideViewCamera": {
"type": "sensor",
"datatype": "VehicleDataTypes.SVMCamera",
"description": "Left side view camera"
I
"RightSideViewCamera": {
"type": "sensor",
"datatype": "VehicleDataTypes.SVMCamera",
"description": "Right side view camera"
}
}
},

"ComplexDataTypes": {
"VehicleDataTypes": {
"type": "branch",

"description": "Branch to aggregate all camera related higher order data types",

"children": {
"SVMCamera": {
"type": "struct",

"description": "This data type represents Surround View Monitor (SVM) camera

system in a vehicle",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Make": {
"type": "property",
"description": "Make of the SVM camera",
"datatype": "string",
"comment": "Test comment",
"deprecation": "Test deprecation message"
I

"Description": {
"type": "property",

M FIEt2 T 7K 7]
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"description": "Description of the SVM camera",
"datatype": "string",
"comment": "Test comment",
"deprecation": "Test deprecation message"
},
"FPS": {
"type": "property",
"description": "FPS of the SVM camera",
"datatype": "double",
"comment": "Test comment",
"deprecation": "Test deprecation message"
I
"Orientation": {
"type": "property",

"description": "Orientation of the SVM camera",
"datatype": "VehicleDataTypes.Orientation",
"comment": "Test comment",
"deprecation": "Test deprecation message"

},

"Range": {
"type": "property",
"description": "Range of the SVM camera",
"datatype": "VehicleDataTypes.Range",
"comment": "Test comment",
"deprecation": "Test deprecation message"

1,

"RawData": {
"type": "property",
"description": "Represents binary data of the SVM camera",
"datatype": "uint8[]",
"dataencoding": "binary",
"comment": "Test comment",
"deprecation": "Test deprecation message"

1,

"CapturedFrames": {

"type": "property",

"description": "Represents selected frames captured by the SVM camera",
"datatype": "VehicleDataTypes.Frame[]",

"dataencoding": "typed",

"comment": "Test comment",

"deprecation": "Test deprecation message"

}
iy
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"Range": {
"type": "struct",
"description": "Range of a camera in centimeters",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Min": {
"type": "property",
"description": "Minimum range of a camera in centimeters",
"datatype": "uint32",
"comment": "Test comment",
"deprecation": "Test deprecation message"
},
"Max": {
"type": "property",
"description": "Maximum range of a camera in centimeters",
"datatype": "uint32",
"comment": "Test comment",
"deprecation": "Test deprecation message"
}
}
I

"Orientation": {
"type": "struct",

"description": "Orientation of a camera",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Front": {
"type": "property",
"description": "Indicates whether the camera is oriented to the front of the
vehicle",
"datatype": "boolean",
"comment": "Test comment",
"deprecation": "Test deprecation message"
I
"Rear": {
"type": "property",
"description": "Indicates whether the camera is oriented to the rear of the
vehicle",
"datatype": "boolean",
"comment": "Test comment",
"deprecation": "Test deprecation message"
I
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"Side": {
"type": "property",
"description": "Indicates whether the camera is oriented to the side of the
vehicle",
"datatype": "boolean",
"comment": "Test comment",
"deprecation": "Test deprecation message"
}
}
I
"Frame": {
"type": "struct",
"description": "Represents a camera frame",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Data": {
"type": "property",
"datatype": "string",
"dataencoding": "binary",
"comment": "Test comment",
"deprecation": "Test deprecation message"
}
}
}
}
}
}
}

ote ofXof M= vSsof HeolEl A St 41E & JSON EAtE = EoiELICH

"vssJson": "{\"Vehicle\":{\"type\":\"branch\",\"children\":{\"Chassis\":{\"type
\":\"branch\",\"description\":\"All data concerning steering, suspension, wheels,
and brakes.\",\"children\":{\"SteeringWheel\": {\"type\":\"branch\",\"description
\":\"Steering wheel signals\",\"children\":{\"Diameter\":{\"type\":\"attribute\",
\"description\":\"The diameter of the steering wheel\",\"datatype\":\"float\",\"unit

\":\"em\",\"min\":1,\"max\":50},\"HandsOff\": {\"type\":\"branch\",\"children\":

{\"HandsOffSteeringState\": {\"type\":\"actuator\",\"description\":\"HndsOffStrWh1DtSt.

Hands Off Steering State\",\"datatype\":\"boolean\"},\"HandsOffSteeringMode\":

{\"type\":\"actuator\",\"description\":\"HndsOffStxWhlDtMd. Hands Off Steering Mode

M FIEt2 T 7K 7]
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\",\"datatype\":\"int8\",\"min\":0,\"max\":2}}}}},\"Accelerator\": {\"type\":\"branch
\",\"description\":\"\",\"children\":{\"AcceleratorPedalPosition\": {\"type\":\"sensor
\",\"description\":\"Throttle_ Position. Accelerator pedal position as percent. 0

= Not depressed. 100 = Fully depressed.\",\"datatype\":\"uint8\",\"unit\":\"%\",
\"min\":0,\"max\":100.000035}3}3}}},\"Powertrain\":{\"type\":\"branch\",\"description
\":\"Powertrain data for battery management, etc.\",\"children\":{\"Transmission\":
{\"type\":\"branch\",\"description\":\"Transmission-specific data, stopping at the

drive shafts.\",\"children\":{\"VehicleOdometer\":{\"type\":\"sensor\",\"description
\":\"Vehicle_Odometer\",\"datatype\":\"float\",\"unit\" :\"km\",\"min\":0,\"max
\":67108863.984375}}},\"CombustionEngine\": {\"type\":\"branch\",\"description\":
\"Engine-specific data, stopping at the bell housing.\",\"children\":{\"Engine\":
{\"type\":\"branch\",\"description\":\"Engine description\",\"children\":{\"timing\":
{\"type\":\"branch\",\"description\":\"timing description\",\"children\":{\"run_time\":
{\"type\":\"sensor\",\"description\":\"Engine run time\",\"datatype\":\"intl6\",\"unit
\":\"ms\",\"min\":0,\"max\":10000},\"idle_time\":{\"type\":\"sensor\",\"description
\":\"Engine idle time\",\"datatype\":\"int16\",\"min\":0,\"unit\":\"ms\",\"max
\":10000333333333,\"Axle\": {\"type\":\"branch\",\"description\":\"Axle signals\",
\"children\":{\"TireRRPrs\": {\"type\":\"sensor\",\"description\":\"TireRRPrs. Right

rear Tire pressure in kilo-Pascal\",\"datatype\":\"float\",\"unit\":\"kPaG\",\"min
\":0,\"max\":1020}3}3}33}1}"

}

(® Note
Ol2 A3 EEE CHREE510§ ROS 2 HAIXIE 42 7tE 209} S 8HE[= VSS JSON T2
HHEHE 4~ Q& LICt REAME LHE 2 Vision System Data Developer GuideE & Z3HMI2.
HIZ A|AE CIO|E= "7t 2240/ HEE = &Lt

T ZHE|1EE AWS KMS 7|E AF835t0] 25 5HE 2 dd35tst 49 A& 0| ImportSignalCatalog API
NUS S EF S U S O UM HHS ZEELC
{

"Version": "2012-10-17",
"Statement": [

"Effect": "Allow",

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": [
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"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
},
]
}
AWS loT FleetWise &3 FtEI21 YO[0|E
UpdateSignalCatalog API 242 At&35t04 7|&E Az FIHEIE YHIO|EE == /U &LICH CHS oA
HMEE AFSELICH AWS CLI.
ZIEXME IR 2O E OO|ESiE{H CFS HHS A~
signal-catalog-configurationg F40| Z& &l json I+UQ| O|FSE HFELICH
aws iotfleetwise update-signal-catalog --cli-input-json file://signal-catalog-
configuration.json
signal-catalog-nameg& YO|O|EstEi= A& FIEIE29| O|E2E HHELICH
271, 54, dM L AF0i|0|EHE Fdst= Lol CHEF AEMIEF LIE 2 AWS IoT FleetWise &% T4
MME FESML.
/A Important
MR XIE 2= HEE = ¢ %L—IEP 7|1E AMER XIE FE(FXR)| S8 ME-ESHU
AQUsor st WP PXE ARISHT At &4 = M2 M TEE MABLICH
ARt XIH AR E AA|5tE{H nodesToRemovedl M ST = 9| M7 3tE OI§S &7t
Ch AZ0M FEElE FEE AXE = l&LICH FXRE &Xste 2E AEEHTE HOIH |
Ho|CHY =2 Holg)E 45 71E 20 YHI0|EE & st7| Tol YO0l E L AFX|SH
of |t
{
"name": "signal-catalog-name",
"nodesToAdd": [{
"branch": {
"description": "Front left of vehicle specific data."
"fullyQualifiedName": "Vehicle.Front.Left"
}
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},
{
"branch": {
"description": "Door-specific data for the front left of vehicle.",
"fullyQualifiedName": "Vehicle.Front.Left.Door"
}
},
{
"actuator": {
"fullyQualifiedName": "Vehicle.Front.Left.Door.Lock",
"description": "Whether the front left door is locked.",
"dataType": "BOOLEAN"
}
.
{
"branch": {
"fullyQualifiedName": "Vehicle.Camera"
}
},
{
"struct": {
"fullyQualifiedName": "Vehicle.Camera.SVMCamera"
}
.
{
"property": {
"fullyQualifiedName": "Vehicle.Camera.SVMCamera.ISO",
"dataType": "STRING"
}
}
1,

"nodesToRemove": ["Vehicle.Chassis.SteeringWheel.HandsOffSteeringState"],
"nodesToUpdate": [{

"attribute": {

"dataType": "FLOAT",

"fullyQualifiedName": "Vehicle.Chassis.SteeringWheel.Diameter",

max": 55
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"Version": "2012-10-17",
"Statement": [

"Effect": "Allow",

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

—

AE FIEF 2O Aol E & ol

ListSignalCatalogNodes API 242 AI&35t04 415 FIEF 27| YOOI EEI} =K & QIE &= &L
Ct. CtZ XA MH=E AFSEFLICH AWS CLI.

ANEE M IR ZET0] Qe RE ME(LE)Q 29 S5 2 H|o|X[EHE 25101 AMstoiH CfE &
H2 A-FLIC

signal-catalog-nameE A 2l &3 FIE 20| 0|E2 2 HIFAMIR.

aws iotfleetwise list-signal-catalog-nodes --name signal-catalog-name

T ZHE|E AWS KMS 7|E AH835104 Y =3t E E4stet B2 A& 0| ListSignalCatalogNodes
(o]

~

"Version": "2012-10-17",
"Statement": [

"Effect": "Allow",

"Action": [
"kms:Decrypt"

1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

t23 Yoo|lE

=
for
N
um


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListSignalCatalogNodes.html

AWS loT FleetWise TR 7H0|E

]
iy

]
}

AWS loT FleetWise Al& FIEF2 10 ALK

DeleteSignalCatalog API 242 AL&35t01 &lE FIE 2O E AAE = JU&LICH CHE HMAMH=E
A& g LICH AWS CLI.
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« AWS loT FleetWise Z5! At A]|
AWS IoT FleetWise Z4H| Q! ALK

71E A 208 MK|stE™ S BES M™AMELICE signal-catalog-nameE AMA|StEd=
A FIEF2T9| O|§ 22 H AR,

aws iotfleetwise delete-signal-catalog --name signal-catalog-name
dz st 20 AKX =0l

ListSignalCatalogs APl 242 AFE35t04 A& FIEH 27} AKX E[R= K] & IE = U&LICH CFHF o
MoMH=E ASELICH AWS CLI.
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aws iotfleetwise list-signal-catalogs
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
.
]
}

Get AWS loT FleetWise 413 7B 21 HE

GetSignalCatalog APl 242 AFE5t04 A& 720 MEE AMe = A&LICH O F oA MH=E

A LICH AWS CLI.

Mg FherE ol chet &2 8 HAsHHT oS TS MgELI

POI'

signal-catalog-name& HMsteis &l%E 71 E09| 0|2 E HITFAHIL.

aws iotfleetwise get-signal-catalog --name signal-catalog-name

= o =
S5 4 UTSE ChS MM MYS TeELIL

)

"Version": "2012-10-17",
"Statement": [

"Effect": "Allow",

"Action": [
"kms:Decrypt"

1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

AWS KMS 7|8 At&35to 25 35tE E4d3tet 9 Y& 0| GetSignalCatalog API &
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INT8_ARRAY, UINT8_ARRAY, INT16_ARRAY, UINT16_ARRAY, INT32_ARRAY,
UINT32_ARRAY, INT64_ARRAY, UINT64_ARRAY, BOOLEAN_ARRAY, FLOAT_ARRAY,
DOUBLE_ARRAY, STRING_ARRAY, UNIX_TIMESTAMP_ARRAY, EE= UNKNOWN.

« AE RE s RISE, MM E= HFHO[HY = U&LICH

o (MEH AR B — AlZ o TbEF EHR|(0d: km EE= AM).

o (MEHAE B2 — A& ZZ. JSONPathet OFEHIHX|Z ()2 AFE5H0] 5t AZE LIEFL
C}t. 0 & £01Vehicle.Engine.Light &IL|C}
&1% o|& 2 B2 E 2|cH 150RHH x| 7bSELICH R 8 £Xh a7, A-Z,0-9,: (2E), ¥ _ (Y
=)

o (MEH AEN F|A — AFEOf F|AZLALICH

o (MEH ALE F|Cf — AlZ o] Z|CHZE LI

o (MEHAME) MY - AMSol CHEt dFellct

AT ZEH WY 69



AWS loT FleetWise TR 7H0|E

AE 0|2 1 RSHok &Lct &= o|§xt Z=&= zICH 150Kt K| 7tsELICH &8 &4 a-
z, A-Z,0-9,: (E8), ¥ _ (&)
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INT32, UINT32, INT64, UINT64, BOOLEAN, FLOAT, DOUBLE, STRING, UNIX_TIMESTAMP,
INT8_ARRAY, UINT8_ARRAY, INT16_ARRAY, UINT16_ARRAY, INT32_ARRAY,
UINT32_ARRAY, INT64_ARRAY, UINT64_ARRAY, BOOLEAN_ARRAY, FLOAT_ARRAY,
DOUBLE_ARRAY, STRING_ARRAY, UNIX_TIMESTAMP_ARRAY = UNKNOWN
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2 2 A4 (AWS CLI)

TR fLHAE)S dEY + U&LICH COHS

CreateModelManifest APl 212 At235l04 %}
ol X0l M= AWS CLIE A28t}

/A Important

CreateModelManifest APl S AI&5t04 A& RIS MAMSe{H HAH AS 712D
7F QloqoF ELICH A5 FIEFZ O Mo wedof| CHEE REAIEH LHE 2 AWS loT FleetWise &3 7}

Ef2 7 AMA MMS A ESHNQ.

AYB WS 02 HYS My

vehicle-model-configurationg 70| Z& & json ItUo| O|E2 = HtELICH

aws iotfleetwise create-model-manifest --cli-input-json file://vehicle-model -
configuration.json

>
==
x

« vehicle-model-name M B0l xtE 2 O|§ 22 wH|ELCt

2
- signal-catalog-ARNE 415 FHE 29| Amazon 2|AA O|F(ARN)2E HiE LCH.
o (MEHAE) AR ZRIE AHESE Ol 80| &= #2422 HiE LC.

27, &4, M 2 HZ0I|0|EHE F5tHs Yol CiEt REMIEH LI 2 AWS IoT FleetWise 41% T4
MME B ZStMIR.
{
"name": "vehicle-model-name",
"signalCatalogArn": "signal-catalog-ARN",
"description": "description",
"nodes": ["Vehicle.Chassis"]
}
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WS KMS 7|E AF83510{ &S 3IE &35 8F 2 Q& 0| CreateModelManifest API

"Version": "2012-10-17",
"Statement": [

"Effect": "Allow",

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
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update-vehicle-model-configurationg T80 Z& El json T Q| O|F 22 HIELICH.

aws iotfleetwise update-model-manifest --cli-input-json file://update-vehicle-model-
configuration.json
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AWS IoT FleetWise
{
"name": "vehicle-model-name
"status": "vehicle-model-status",
"description": "description",
"nodesToAdd": ["Vehicle.Front.Left"],
nodesToRemove": ["Vehicle.Chassis.SteeringWheel"],
248t 0| UpdateModelManifest API

}
AWS KMS 7|2 Al23l0
T AA EE L——I'I:l Xo'|7'<_||'|

s A&
=

2R
o
bor U
M og*

e

{
"Version": "2012-10-17"
"Statement": [
"Allow",

{
"Effect":
"Action": [
"kms:GenerateDataKey*"
"kms:Decrypt"
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

L

1,
"Resource":
]
1y
]
}
xI2F Do 4|0l E EHOl
ListModelManifestNodes API & AME35tod XA ZE 0| U0 E LR EK|
of| | od A A& EL{cH AWS CLI
XNEE xE 2 JUeE ZE MUS(LE)S 2 S52 HO|X|HE L2510 AAMStE{™ Ct
Adgct.
ol 0l X2 £ 8 o|ES 2 WAlgfLCt.

vehicle-model-name&
aws iotfleetwise list-model-manifest-nodes /
--name vehicle-model-name
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I 22" AWS KMS 7| AF85t0 251 E A8t e AR H9& 0| ListModelManifestNodes
(@]

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
},
]
}
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xH2F 2 & AK|(AWS CLI)

(22 OiLHAE)E AME & A&LICH O

L

DeleteModelManifest APl Z1& AF&3510{ 7|&E xI2F 2 &
= o|Kl|of| M= AWS CLIE AL ErL|CY.

A DE 2 AfAstedH, ChS BY¥E AdeLich
model-manifest-name2 A A|5le{= %

aws iotfleetwise delete-model-manifest --name model-manifest-name
*2 2 AR Zol

ListModelManifests API 24 & AFE 35104 xt2F ZEO| AN A= X| &I &= U&LICH CHS o Alof|
MEE A%HL|Ct AWS CLI.

E A 2o Ho|X[H 2of S5 HAMstc{H Ch5 P s A-ELICH

aws iotfleetwise list-model-manifests

T2 2218 AWS KMS 7|E AF85to] 25 5HE 2 4d5tst A< 298 0| ListModelManifests API
MUS SEE s JULE O3 EM HdES ZEELICH

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
b
]
}

Get AWS loT FleetWise Al2F R & ME

GetModelManifest APl 242 Al25t0od AIZF ZEof CHEF MEE Z4Me 4= Q& LICH CFS o K| od| A
=& AE&LICH AWS CLI.
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vehicle-model
aws iotfleetwise get-model-manifest --name vehicle-model
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2 3EE AL O E™M HdHE Zetghch
{
"Version "2012-10-17"
"Statement": [
{
"Effect": "Allow",
"Action": [

1,
[

"kms:Decrypt"
"Resource":
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

1
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FleetWise= C|ZH OiLIHAEE RSS2 = E/MHsHEHLICE
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« AWS IloT FleetWise C|ZH O{LIHAE ArK||
« Get AWS loT FleetWise C|ZH OjLIHAE ME
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« name— OBD Q!E{m|0|A Q| 0|E.

RIE{H|0|A O|&2 1 5HoF 5tH 1~100AtE Z &Y &= U&LICH
=

« requestMessageld - x& HIO|E{E Q&5

o (M= AFE) dtcRequestIntervalSeconds - #& 0| EIE 2/ ZE(DTC)E
Z HRI2 LIEPHLICH ol & 0] X' El 240] 12021 A< Edge Agent AZEQ|0{=

MEE DTCE +=E&&LIch

- (M= A& hasTransmissionEcu - A0l #4£7| X|o{ 2E(TCM)0| A=X| o2 L|Ct

Q58 ZL true 1 false

L]
—

= X
LICH

« (MEH AFE pidRequestIntervalSeconds - A& 0{A OBD Il PIDE 2&3ste BT
K| E Zto| 120Q! B Edge Agent AZEQo{= 2E0] 8 HHM OBD I| PIDE +

- (Optional) useExtendedIds — HIA|X|0f| &% IDE A E K| o{F LI}

S&8 2t true & false

At OIE9of HESIZ ClE{mo|AE F4siedH Chg HEE XIGFLICH

name - At 2 O/S90{ 2IE{H 0|A 2| O|& lL|CT.

QIE{m|0|A O|F§2 1 7aloF 5tH 1~100AtE Zefe = QU&LICH

« protocolName - Z2EZ 0| &LIC}.

SEZ:ROS_2

AEXt XE C|2E QEH0|AE FM5le{H O HEE X[™HELICH
* name - Edge0iM &2 & C|2 Y= Ol A& St= ClREHS| O|F YLICt

C|2 QIE{H O|A 0|2 1~100KIY £ U&LLCt.

ME Clad 74
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isSigned— HIA|X| ME 048 ot 24+EIF
length - HIA[X|2| H}O|E ZO|.
messageId - HIAIX|Q| IDRILICE
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raw_value * factor + offset@ Z&LICH

startBit— MHIAIX|Q| & Biml HIE @[X|E LtEHLICH
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- MBE HAIX]

« (M4 AFE) signalValueType - 2159| gt REULICH e 7B

OBD ¢1& C|ZHE Fdste{H 2 HEE XIEELct
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raw_value * scaling + offset@} Z&LICH
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« 1EA CIZH OiLHAE T
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« 3EA: H4E &
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HO|AE C|ZE LU TAEN FIHE £ Ql&LCt

HESIZ ClE{mo]& H4d
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x2F Do YZ=E HERT QIE{HO|ANAM Ho{ZE AMS CIAEHI SFEE MSIIJUEER 5+
2E AMSE DlESE 7|18 AR XY CIZHE HEE = UESLICH Ol SM2 CHS EHA0M AlS
E L5002 O|TE £ Qoo = MEH ALEFQILICE

o1 CAN A= & OfEE & JaLich +2 & Asoi cid 7|2 AHSAt X|-
gt AR CIZH AE7 FHE ZE ME = 7|2 MEX XY 4lE C|3H

® Note
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/A Important

ClZ2H LT AEE ddstedH @M XAF 22 S ER8lofF gfLICH 2 E C|2H EIHI—ITHIAE

At 22 AZT|o{0F B LICH RFAMIEE LI 2 AWS IoT FleetWise At2 =& & EH
FRSHAAIL.

o2k rIr

ClZ2H DHLHAEE BrEed™ O S BE S A-deLich

decoder-manifest-configurationgs T'80| Z& &l json I+L2| O|F 22 HFELICH.

n°l'

aws iotfleetwise create-decoder-manifest --cli-input-json file://decoder-manifest-
configuration.json

o

« decoder-manifest-nameg Q&1 Q= C|AH OLHAES| 0|22 WA|ELICH

« vehicle-model-ARNE A& 2 O] Amazon 2|44 O|F(ARN)2Z WA &L|CH
o (ME AR ##2 ClZE OHLIHAEE AH5l=s Ol 20| &l dESE wHErLCH.

271, 54, dM L AF0i0|HE -_r“é'>'3|'E dredoll CHEt REMIBH L8 2 AWS IoT FleetWise HIE 23
OIE{H|0|A L C|FC AlE FM MME &I ZSHA 2.
{
"name": "decoder-manifest-name",
"modelManifestArn": "vehicle-model-arn",
"description": "description",
"networkInterfaces": [
{
"canInterface": {
"name": "myNetworkInterface",
"protocolName": "CAN",
"protocolVersion": "2.0b"

iy
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_INTERFACE"

15
"signalDecoders": [

{

"canSignal": {
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"name": "Engine_Idle_Time",
"factor": 1,

"isBigEndian": true,
"isSigned": false,

"length": 24,
"messageId": 271343712,
"offset": O,

"startBit": 16
},
"fullyQualifiedName": "Vehicle.EngineIdleTime",
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_SIGNAL"

},
{
"canSignal": {
"name": "Engine_Run_Time",
"factor": 1,
"isBigEndian": true,
"isSigned": false,
"length": 24,
"messageld": 271343712,
"offset": 0O,
"startBit": 40
I
"fullyQualifiedName": "Vehicle.EngineRunTime",
"interfaceId": "QqlacaenByOB3sSM39SYm",
"type": "CAN_SIGNAL"
}

« decoder-manifest-nameg BHED U= C|ZH OILIHAES| O|ESE WA|ELICE
« vehicle-model-ARNS & ROl Amazon 2|4 A O|§(ARN)2 2 WA ghLCt.

o (MEAY) ##2 CI20 LHAEE AEete Ol =&0| &le B2z WAELCH

FERTFEA) L SE Eo| &M A FtE 2T U A2
570 R RIElofok BLICE £7], %4, MM W Azojlo]

HLHAE)H| HolE Ja 5
E C
loT FleetWise LIE /3 QIE{T|0|A L EIFC] Al 74 MM

= O =
Ashe ol CHEt KRAIEH LIZ 2 AWS
o
=

{

"name": "decoder-manifest-name",
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"modelManifestArn": "vehicle-model-arn",
"description": "description",
"networkInterfaces": [{
"canInterface": {
"name": "myNetworkInterface",
"protocolName": "CAN",
"protocolVersion": "2.0b"
I
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_INTERFACE"
Yo &
"type": "VEHICLE_MIDDLEWARE",
"interfaceId": "G1lKzxkdnmV5Hn7wkV3ZL9",
"vehicleMiddleware": {
"name": "R0OS2_test",
"protocolName": "ROS_2"
}
1,
"signalDecoders": [{
"canSignal": {
"name": "Engine_Idle_Time",
"factor": 1,
"isBigEndian": true,
"isSigned": false,
"length": 24,
"messageld": 271343712,
"offset": O,
"startBit": 16
},

"fullyQualifiedName": "Vehicle.EngineIdleTime",
"interfaceId": "QglacaenByOB3sSM39SYm",

"type": "CAN_SIGNAL"

},

{

"canSignal": {
"name": "Engine_Run_Time",
"factor": 1,
"isBigEndian": true,
"isSigned": false,
"length": 24,
"messageld": 271343712,
"offset": 0O,
"startBit": 40

I
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"fullyQualifiedName": "Vehicle.EngineRunTime",

"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_SIGNAL"

.

{

"fullyQualifiedName": "Vehicle.CompressedImageTopic",

"type": "MESSAGE_SIGNAL",
"interfaceId": "G1lKzxkdnmV5Hn7wkV3ZL9",
"messageSignal": {

"topicName": "CompressedImageTopic:sensor_msgs/msg/CompressedImage",

"structuredMessage": {
"structuredMessageDefinition": [{
"fieldName": "header",
"dataType": {
"structuredMessageDefinition": [{
"fieldName": "stamp",
"dataType": {
"structuredMessageDefinition": [{
"fieldName": "sec",
"dataType": {
"primitiveMessageDefinition": {

"ros2PrimitiveMessageDefinition":

"primitiveType": "INT32"
}

}
}I
{

"fieldName": "nanosec",
"dataType": {
"primitiveMessageDefinition": {

"ros2PrimitiveMessageDefinition":

"primitiveType": "UINT32"

"fieldName": "frame_id",
"dataType": {
"primitiveMessageDefinition": {

C|AC OLHAE A
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"ros2PrimitiveMessageDefinition": {
"primitiveType": "STRING"

"fieldName": "format",
"dataType": {
"primitiveMessageDefinition": {
"ros2PrimitiveMessageDefinition": {
"primitiveType": "STRING"
}

}
}I

{
"fieldName": "data",

"dataType": {
"structuredMessagelistDefinition": {
"name": "listType",
"memberType": {
"primitiveMessageDefinition": {
"ros2PrimitiveMessageDefinition": {
"primitiveType": "UINT8"
}
}
},
"capacity": 0,
"listType": "DYNAMIC_UNBOUNDED_CAPACITY"
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» decoder-manifest-name& BtE1 Q= C|ZH OfLIHAES| O|E 22 WA|ELICEH
« vehicle-model-ARNS *& D& 9| Amazon 2|44 O|F(ARN)2 2 WA LICt.

o (MEHAHE) #4282 C|ZE OHLIHAEE AH5l= Ol =20| &l dEo 2 wAghLct.

27|, &9, MA & HF0{0|EHE 5= LEdol CHEE REMIEH LHE 2 AWS loT FleetWise HIE 3
ClE{mHO|A 2 C|AH AME FA MME EI XA L.

"name": "decoder-manifest-name",
"modelManifestArn": "vehicle-model-arn",
"description": "description",
"networkInterfaces": [
{
"interfaceIld": "myCustomInterfaceId",
"type": "CUSTOM_DECODING_INTERFACE",
"customDecodingInterface": {

"name": "myCustomInterface"

}

}
1,
"signalDecoders": [
{

"customDecodingSignal": {
"fullyQualifiedName": "Vehicle.actuatorl",
"interfaceld": "myCustomInterfaceId",
"type": "CUSTOM_DECODING_SIGNAL",
"customDecodingSignal": {

"id": "Vehicle.actuatorl"
}
}
.
{

"customDecodingSignal": {
"fullyQualifiedName": "Vehicle.actuator2",
"interfaceld": "myCustomInterfaceId",
"type": "CUSTOM_DECODING_SIGNAL",
"customDecodingSignal": {

"id": "Vehicle.actuator2"
}
}
}
]

CIZH oiLHAE 4 90



AWS loT FleetWise TR 7H0|E

}

(® Note
O A3ZIEE CIREES10{ HIT A|AHE! AlS T}
&LICH XIAM|8H L& 2 Vision System Data Developer GuideE & ZE5HAM|2.
HI™ A|AE! CjO|E{E= BIHE 22|A0|H HEE = JU&Lch

ZEE CIRH HUHAEE 448 £ 9

o= T AAE

0| CreateDecoderManifest

ru°l'

-~

"2012-10-17",
L

"Version":
"Statement":

{
"Effect": "Allow",

"Action": [
"kms:GenerateDataKey*",

"kms:Decrypt"
1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

]
+

AWS |oT FleetWise C|ZH OHL|HAE YO|0|E

/A Important
E X AWS loT FleetWise 7|s01 CH8t
loT FleetWisel| 2|1 L 7|5 7t &

OH M| A 22 AWSAWS

2

2
==

UpdateDecoderManifest APl 242 AFE35t0{ C|ZH OfLIHAEE UH0|EE £ JU&LICH HEX
3 QEmo|lAQt AZ CIZEHE F7t, M7 L HUCIO|EE = UE&LICE C|ZH OLIHAES| HEHE

OlA
AE
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https://raw.githubusercontent.com/aws/aws-iot-fleetwise-edge/main/tools/cloud/ros2-to-decoders.py
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/vision-system-data/vision-system-data-demo.ipynb
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateDecoderManifest.html
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AWS IoT FleetWise
C|Z2H OjLHAEE AO[0|EstE{™ Clg B

AEQ|O|EoZ wA|gL|Ct

decoder-manifest-name2 YO|O|ESlEd= C|ZH OHL|m|

aws iotfleetwise update-decoder-manifest /
--name decoder-manifest-name /

--status ACTIVE

ols B2 7|2 Clag 74

HA - ©T
AAMEI ALK

Mz ol XFE Cl2Y FEo|
=2 O -

T&tEl O|§ 22 CustomDecodingSignal$id
LICH C|2E OLIHAEE 7|2 C|3Y #2e2 YOo|EstE
OS2 wxgLct,

decoder-manifest-nameg O|0|EstE{= C|2H OHLIHAE Q| Of

aws iotfleetwise update-decoder-manifest /
--name decoder-manifest-name /

--status ACTIVE
--default-for-unmapped-signals CUSTOM_DECODING

/A Important
C|Z2E oL HAEE &

g5t gt 49 80| UpdateDecoderManifest

~

"Version": "2012-10-17",

"Statement": [

"Effect": "Allow",

"Action": [
"kms:GenerateDataKey*",

"kms:Decrypt"

15
"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

92
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}I

Clac tUmAE Yol 2ol
ListDecoderManifestSignals API 2dE At&35t0{ C|ZH OjLHAEQS| C|ZH A&7 YH|O|EEIA
=X 2elg = J&LIct CHE A M=8 AFS & LICH AWS CLI.

T AAH

x|HE Cl20 HUBAE 2/ 2E 30 A3 (=)ol 29 S22 Ho|x¥a TE5 0] ZAs
27 CHS OIS AHBLICH

decoder-manifest-namee &Ql QI C|ZH OlLIHAES| O|E2 2 WAFLICE

aws iotfleetwise list-decoder-manifest-signals /
--name decoder-manifest-name

T 22" AWS KMS 7| Ar835to 2 5518 EEs

ListDecoderManifestSignals APl ¢4

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
},
]
}

0lo

ListDecoderManifestNetworkInterfaces APl 242 AF& 35104 C|ZH DL HAE S| HE 23 QIE{H O]

A7} AO|E EIE X 2218 £ &L CH ollofi= AWS CLIZH AHSEILICH
RIHE Cl2H HUHAENM 2E HEYD 2IEfH0lA0] 29 S22 HOIXHE 2 Fstof HA3
B g Y A#s
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListDecoderManifestNetworkInterfaces.html
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[

AWS loT FleetWise
decoder-manifest-nameS &Ql QI C|A
aws iotfleetwise list-decoder-manifest-network-interfaces /
--name decoder-manifest-name
Z4 22|38 AWS KMS 7|E AF85to 25 5tE E45tet 4 9E0|
ListDecoderManifestNetworkInterfaces API S &S 4+ U E IS M2 MHES T8
guct
{
"Version": "2012-10-17"
"Statement"
{
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
.
]
}
AWS |oT FleetWise C|ZH O{L|HAE AbK||
AWS IoT FleetWise 2& == APIE AFE510{ C|ZH OjLHAEE AX|E = U&LICH
/A Important
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>
=
ol
>
>\
ST
Il
C

|77} decoder-manifest-name?0{|A AA|E C|ZH OHLIHAEQS| O|§ 2 =45t
Ct= &olg MEdghLCt
C|ZH oL EHAE é."X‘”(AWS CLI)

DeleteDecoderManifest APl 242 At&3t0 C|ZH HLTAEE AX|E 5 Q&LICt CHS oi Ao
MEE AH8ELICH AWS CLI.

/A Important
ClZH LB AEE AfA|sHY| Tlof| THA] 2t3d XS ATA|ELICH RHAMIEH LI 2 AWS loT
FleetWise X2 AKX Bt & ZESHAAI2.

CIZH LA EE AX|5le{H O S HWE S AdELch

decoder-manifest-name2 AKX|sl2d= C|ZH O|LIHAEQ| O|E 22 WA|EL|CH.

aws iotfleetwise delete-decoder-manifest --name decoder-manifest-name
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https://console.aws.amazon.com/iotfleetwise
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteDecoderManifest.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListDecoderManifests.html
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aws iotfleetwise list-decoder-manifests

FO| ListDecoderManifests

m°l'
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"Version": "2012-10-17",
"Statement": [

"Effect": "Allow",

"Action": [
"kms:Decrypt"

1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

}I

Get AWS loT FleetWise C|ZH OjLIHAE HE

GetDecoderManifest APl 24 S AF235t0 C|ZH OHL|HAE Q| HEX 3 QIEH oA & AlS ClRH
71 HOCO|EE|A=K| &QlE £ &LICt CFS M HEE AFRELICH AWS CLI.

AN — o |

o

M5hedR ChS WS AELICH

ClIZE oL HAEN el HEE

decoder-manifest& ZAM3le{= C|ZH OHLIHAES| Ol 22 WA ELICt.

aws iotfleetwise get-decoder-manifest --name decoder-manifest

(® Note
of e 2™ detdE &Lt ChA| ZaifM C|ZH OfLHAEE #HEstHEt T HEZ 8
YE|X| g = U&ELICH

0| GetDecoderManifest API
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetDecoderManifest.html
https://web.stanford.edu/class/cs345d-01/rl/eventually-consistent.pdf
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
.
]
}
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Manage AWS loT FleetWise X2
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ok

decoderManifestArn
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O|EN)E AR O| 22 = Qe USSR HESI= ol 8T = U CIZE HEE M3t Cl2H
C
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.|
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INF=DS

« Provision AWS loT FleetWise X2
AWS loT FleetWise2| 0i2F FX|
AWS loT FleetWise & A4
0424 AWS loT FleetWise A2
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0424 AWS loT FleetWise X2 H|0|E
AWS loT FleetWise X&F ALK
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oM A E|= Edge Agent for AWS loT FleetWise AZE Qo= C|O|E{E £=Zl5l0o 2EIRER
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_BatchCreateVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_BatchUpdateVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListVehicles.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetVehicle.html
https://docs.aws.amazon.com/iot/latest/developerguide/authentication.html
https://docs.aws.amazon.com/iot/latest/developerguide/authentication.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-authorization.html

AWS IoT FleetWise

B(2OQN)ET AWS IoT Core HMZ AL 510 X|HE 22 s E

= A&Lch
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AEF 2B

XS Q1S 5H= AWS loT Core HEHE MMs 4~ Ql&LCH
A2k QEstEE B

AWS loT Core g ddstedH Chg BES A-AFLICH

« policy-nameg ‘HMs5tei= MY

e file-name2 AWS loT Core %4

EOo=Z HiELIC

aws iot create-policy --policy-name policy-name --policy-document file://file-

name.json

oM HHE AtEst7| ol S & +-TLICH

« region2 AWS loT FleetWise 2|AAE 88t AWS 2| 2 HHELICt

e awsAccountE AWS A& IDE HiEL|C}.

o| of|M|ofl= AWS loT FleetWiseOl| A 028t =x|7F Z=&tz|o] &/ SN
stL|CH RFMIEH LI 2 AWS loT FleetWisel| 0f|F x| EHE & XSHAAIL.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Connect"
1,
"Resource": [
"arn:aws:iot:region:awsAccount:client/
${iot:Connection.Thing.ThingName}"
]
},
{
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"Effect": "Allow",
"Action": [
"iot:Publish"
1,
"Resource": [
"arn:aws:iot:region:awsAccount:topic/$aws/iotfleetwise/vehicles/
${iot:Connection.Thing.ThingName}/checkins",
"arn:aws:iot:region:awsAccount:topic/$aws/iotfleetwise/vehicles/
${iot:Connection.Thing.ThingName}/signals"
]
},

{
"Effect": "Allow",

"Action": [
"iot:Subscribe"
1,
"Resource": [
"arn:aws:iot:region:awsAccount:topicfilter/$aws/iotfleetwise/
vehicles/${iot:Connection.Thing.ThingName}/collection_schemes",
"arn:aws:iot:region:awsAccount:topicfilter/$aws/iotfleetwise/
vehicles/${iot:Connection.Thing.ThingName}/decoder_manifests"
]
},

{
"Effect": "Allow",

"Action": [
"iot:Receive"
1,
"Resource": [
"arn:aws:iot:region:awsAccount:topic/$aws/iotfleetwise/vehicles/
${iot:Connection.Thing.ThingName}/collection_schemes",
"arn:aws:iot:region:awsAccount:topic/$aws/iotfleetwise/vehicles/
${iot:Connection.Thing.ThingName}/decoder_manifests"

]
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A Q&6

/A Important

Zf RfZol CHet M QIS ME ddst= XWol E&LICH

1 X.509 QIS A E Y stedH Chs BES A LIcH

ol

1. RSA7Z|MES MM

* certg CertitificatePEM2| B £3 LIS MY st= It 0|
2

* public-keyE KeyPair.PublicKkeyQ| &

= 2 M¥ste oY O|§ 22 HhELCH
« private-keyE KeyPair.PrivateKey2| B3 £3 LIS XM s5t= It O|F 22 HiELICH

aws iot create-keys-and-certificate \
--set-as-active \
--certificate-pem-outfile cert.pem \
--public-key-outfile public-key.key" \
--private-key-outfile private-key.key"

-4
B Aof MAMS HMEH C}e WS AL

« policy-name2 438 AWS loT Core 20| O|E2 2 HIELIC.

o
« certificate-arnE SAEF QIS MOl ARN2Z A& L|Ct.

aws iot attach-policy \
--policy-name policy-name\
--target "certificate-arn"

4. QIBME AtSol HZASE{H OIS HYS A™ELICt
o ## ### AWS loT A2 O|& E= AE IDE HiELICH
« certificate-arnS SAtEF QIS MOl ARNSZ x| &hL|Ct.

aws iot attach-thing-principal \
--thing-name thing-name \
--principal "certificate-arn"
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https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
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https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
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https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
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https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
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https://console.aws.amazon.com/iotfleetwise
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/A Important
AFEE Yt Fols QB3 M 7|E CIRECSSof &L QB A2t ZEto|H! 7|18 AHE 504
Edge Agent for AWS loT FleetWise A Z Ef0{0i| M xtZF2 ZAErLICH

AYE OHE e CI20 tUBAE 9 1T A8 2HE A8 of #LICH CreateVehicle API &t
S AL8stod A S MAE 25 UALICH CHS IR0l ME AWS CLIE AHSEILICH

aws iotfleetwise create-vehicle --cli-input-json file://file-name.json

Example - AF& T4

o (MEH AFE) associationBehavior Z2 CHS & sHLEY £+ U&LICH

« CreatelotThing - At 0| M| AWS IoT FleetWise= XHE 2| XA+ ID O|F 22 AWS loT
AEE XSS E HMELICH

« ValidateIotThingExists— 7|& AE S ALE35104 AWS IoT A& E BtE =+ U&LICH.

AWS loT At2 & ‘ddstedH ot
M.

Ojo

TES ABYLICH ## ##2 UST 22 AEQ0[F2E Ht

aws iot create-thing --thing-name thing-name

X|&5tR| eto™ AWS loT FleetWise7} #xF2F0f CHEE AWS loT AFEE RIS o2 MAIEhL|CT

/A Important
AEFO| MAMEI £ AWS loT AFE 0| Z2H|XMYE|RAEK| EQISLICE RIAM|EH LHE2
Provision AWS loT FleetWise X2 CHH 2 X5 AAIL.

« vehicle-nameg& C}S & SILIZ HIRAM2.

A& & (AWS CLI) 09


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateVehicle.html
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« 7l 2 FMHE ZEA AWS loT AFE 2| O|&associationBehavior L
CtvalidateIotThingExists.

« associationBehavior7} CreatelotThing2 2 FME A MM& xIZF IDYLICH.

X IDE 1~100KHY = U&LICH &8 B a-z, A-Z, 0-9, CH#| (-), ZE (), L EE ().
« model-manifest-ARNE A& ZE (2 OfL|HAE)O| ARNSZ WA|ELICt
« decoder-manifest-ARNE K|'SEl At D21t 2t3E C|2H OfLIHAE QS| ARNSE WA EL
Ct.
. (ME AFEN &4
Ch. o & S0 7| RISALE At
"electric"}.

0|-
>
X
mo
i
N
Q'I_l
i
o

|.EF EE—HQ-”A{ I:|I_|-

N N
Edts B 4ol o3 US I

o2 n
9,'1
4> i

/A Important

£82 MG Aol FIhstedH HA e A ZEM S48 Folslok gL

{
"associationBehavior": "associationBehavior",
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-ARN",
"decoderManifestArn": "decoder-manifest-ARN",
"attributes": {

"key": "value"

}

}

Example - &fEl HIE2/2 A2 244

ME| HESIS AT 94Z5t0d stateTemplates BEE ALS5t0f 2t 0| &H2rol M Aref o
OlEE +EE 4 gLt

O| MM E CHS & St stateTemplateUpdateStrategy & U&LICH.

 periodic: Edge Agent 2AZEQJ0{7} 2t =0 AE UO0|EE MEsE I H ST E X|HE
£ A& LICHEdge Agent AZEQ0{= UO|0|E ZHof A5 Zho| AKX i 2 ARl YOo|E
E ™S&ELIoh.

« onChange: Edge Agent 2ZEQ|o{= &l& 7t HZEE mioict 415 AC|0|EE &S FLICH

A dE(AWS CLI) 0



AWS IoT FleetWise

JHeER 7Hol=

aws iotfleetwise create-vehicle --cli-input-json file://create-vehicle.json

create-vehicle. json Ttol| L& E {x|(:):

"associationBehavior": "associationBehavior",
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-ARN",
"decoderManifestArn": "decoder-manifest-ARN",
"attributes": {

"key": "value"
1,
"stateTemplates": [

{

"identifier": "state-template-name",
"stateTemplateUpdateStrategy": {
"periodic": {
"stateTemplateUpdateRate": {
"unit": "SECOND",
"value": 10

—

-~

"Version": "2012-10-17",
"Statement": [

"Effect": "Allow",

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": [

"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

O| CreateVehicle API 2212

xHZ MA(AWS CLI)
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}I

0424 AWS loT FleetWise &} 2F Al Ad

BatchCreateVehicle APl 242 AF&3504 8 Hofl o RIEF S MM E = U&LICH CFE XM=
AWS CLIE AtE8tLct.

AE S ofcd o ddotedH O S B S A-dELICH

file-name& 092{ AFF Q| 40| £ &l json I} 2| O|F2E HE LICEH.
aws iotfleetwise batch-create-vehicle --cli-input-json file://file-name.json

Example - A& 74

{
"vehicles": [

{
"associationBehavior": "associationBehavior",
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-ARN",
"decoderManifestArn": "decoder-manifest-ARN",
"attributes": {

"key": "value"

}

},

{
"associationBehavior": "associationBehavior",
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-ARN",
"decoderManifestArn": "decoder-manifest-ARN",
"attributes": {

"key": "value"

}

}

]
}

Zb b x| 2Fdod| CHal =[CH 10CHo| AHEFS MAME = U&LICH 74 Thol it XtAIE LHE 2 AWS
loT FleetWise x}2F A MME A X SIA2.
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AWS loT FleetWise TR 7H0|E

WS KMS 7|E AI835t0{ &S 3IE 258 2 A& 0| BatchCreateVehicle API
3t
=

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

}I

AWS loT FleetWise %2 &H|0|E

/A Important
E X AWS IoT FleetWise 7|s0i CHet HMAE 34X HO|EEILICE REMIEH LI 2 AWSAWS

loT FleetWisel| 2|™ &! 7|5 7t BHHE HESHAA|IL.

UpdateVehicle APl 1 A& 35t0o4 7|E AtH S UH0|EE & U &LICH CHE o X0 A= AWS CLI
£ A8 gL

AEFS Yoo|EStE{™ Ot WHE 2 A-ELICH
file-name2 A& 70| Z&E json ItUO| O|ESZ HIZLICEH

aws iotfleetwise update-vehicle --cli-input-json file://file-name.json

Example - A& 74

« vehicle-name2 YWO|O|E3StEdi= AIEFC| IDE LAGHAHIL.
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AWS loT FleetWise TR 7H0|E

o (MEH AVE) model-manifest-ARNS AFR F0QI it2F REI mA|stE O AIR5tE x1E D (R E
LT A E)S| ARNSZ w&||EL|Ct,

o (MEY ALE) decoder-manifest-ARNE RI'EEH M A1 220 AZAE C|ZH OfL|HAE S| ARN
oz 1AM L.

MEH AL attribute-update-modeE A SHZ2 TA5HAIL.

r

Merge— 7|& £8E M 22 = UOO|EStT M £40| glof FItstod M &4

HergrLich

|0

71E &dof

o & 04, &tF0l| {"color": "black", "fuelType": "electric"}ot(@) &2 £40| Y
0 AEFS {"color": "", "fuelType": "gasoline", "model": "x"} £M8SZ AC|0|
EdtH Molo|EE AHFO| &2 O30 Z&LICH {"fuelType": "gasoline", "model":
"X"}_

¢ Overwrite— 7|& £M82 M £ 2 CHA|FLICE

o€ E0f, RFE0| {"color": "black", "fuelType": "electric"}oH@) Z £40|
U= B2 AFZ2 T {"model": "x"} 8o = YOH|O|ESH YO|O|EE XtF oz T
{"model": "x"} £40| JU&LIC}

M Zte 2 40|

=3 E5ted™ attributesE T A5HA
Q.OIE B M| AISXHE AIB5tE A2 S4o O3 722 XIHE = %

AU&LICEH {"fuelType":

/A Important

&2 g xol £t

Rl

tedE A 2 A 2= M 88 olsiof gLt

ol
r

{
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-arn",
"decoderManifestArn": "decoder-manifest-arn",
"attributeUpdateMode": "attribute-update-mode"
}
}
A& LO|o|E 114
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Example - At2F 0t HAZE Hef RER! F7+ £= JAH

 stateTemplatesToAdd

* stateTemplatesToRemove

aws iotfleetwise update-vehicle --cli-input-json file://update-vehicle. json

update-vehicle.json b0l Z&E 2x|(0d:):

{
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-arn",
"decoderManifestArn": "decoder-manifest-arn",
"attributeUpdateMode": "attribute-update-mode",
"stateTemplatesToAdd": [
{
"identifier": "state-template-name",
"stateTemplateUpdateStrategy": {
"onChange": {3}
}
}
1,
"stateTemplatesToRemove": ["state-template-name"]
}

I&stod fS3tE 2 E3t 8 2 P& 0| UpdateVehicle API XF 42

-~

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,

"Resource": [

A2 UHolE 115
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"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

}I

0424 AWS loT FleetWise A& H|0|E

BatchUpdateVehicle API 24& At&5t0{ 7| & AtE of] CHE & Hol UCIo|EEY = JU&LICH CHS
of| Mol M= AWS CLIE AFS gLt

o At 2 Yolo|EstedH ChS HH e M- LIC

file-name2 04q xtZFo| Mol =&

i
;‘_D.
(@)
35
=]
ne
lo
o
il
|0
HU
o
I
r
o

aws iotfleetwise batch-update-vehicle --cli-input-json file://file-name.json

Example - *t& 74

{
"vehicles": [

{
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-arn",
"decoderManifestArn": "decoder-manifest-arn",
"mergeAttributes": true,
"attributes": {
"key": "value"
}

1,

{
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-arn",
"decoderManifestArn": "decoder-manifest-arn",
"mergeAttributes": true,
"attributes": {
"key": "value"
}

}

]
}

o] A HHI0|E 116
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AWS loT FleetWise TR 7H0|E

d

Zt L& ol chsl ZICH 10CHe| R FE HOO|EE o~ U&LICH ol 72| Fdoi| cHet RbAMlet
H = AWS IoT FleetWise #tZ UC|0|E MMEZ HESIM .

WS KMS 7|E At835t04 2= 5tE E45tet B9 & 0| BatchUpdateVehicle API

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
},
]
}

AWS |oT FleetWise A& AHK]|

rr

AWS loT FleetWise 2& E= APIE ALE35t0{ AHEFE A XE = A &LCt

/A Important
20| ALK E|Z AWS IoT FleetWises HZE &3 & ZHQlol A A FS RIS 2 XHE
LICH ZEM[EF LHE 2 AWS IoT FleetWise0OllA Z5! 22| & m|QIZ ALE 8t Collect AWS IoT
FleetWise Ci|O|E{ S & ZSIM L. ot X|BF RHEF 2 0{TH3| ALE 2 EXHtHLE At= 1 AL
01 QU&LICH AWS loT Core. Ab= AfA|of| CHEF X|&I2 AWS IoT Core 7HY X} 7HO|= 2| AL=E 4

XE HEstML

T

A AR(EE)
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AWS loT FleetWise TR 7H0|E

S ARstEE B2

1. AWS loT FleetWise &2 LICt

2. B Eo|M RS MEHFFLICE.

3. AF HO|X|oM AtX|GtE = AHE Holl U= HES MEHFLICH

4. AMXE ME4ELICE

5. AfXlvehicle-nameOiM, Xt O|F = U CtZ AX|IE ME4FLICH

Xt AFAI(AWS CLI)

DeleteVehicle APl 24 & AF25104 XIEE AAE = U&LICH CHE A H=E AFELICH AWS
CLI.

vehicle-name2 AtN|5tE{= #2Fo| IDE WA ghL|Ct.
aws iotfleetwise delete-vehicle --vehicle-name vehicle-name

FO|I

—

At A

ok

ListVehicles APl 242 AF23504 Rt 0| AN EIR=X| & OIE &= &LICH CH Ao MHE AWS
CLIZE At &Lt

B MHFLICH

0jo

E Aol CiEr HlolX| oi7AZ 2of |58 AMstedH O

aws iotfleetwise list-vehicles

My
mok
-|> =

2|2 AWS KMS 7|& AI835t04 =51 E A58t B & 0| ListVehicles API 2 =
.|

RITS CHE WM MY ZaeLIc

~

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"kms:Decrypt"

Rt AFAI(AWS CLI) s


https://console.aws.amazon.com/iotfleetwise
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListVehicles.html
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]I

"Resource": [

"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
},
]
}

Get AWS loT FleetWise %2 MH

/A Important

E7X AWS IoT FleetWise 7|s01i CHet BMHAE 34X HO|EEILIC REMIEH LIS AWSAWS
loT FleetWisel| 2| &! 7|5 7} M EHHE HZSHAAI2L.

GetVehicle API 2242 At235l04 &t
grLict.

2 HEE AME = JU&Lct o2 oMol = AWS CLIE ALS

AtZo| HEGIOIHE HMsiedd Chs BE S AldeLict

vehicle-namegS AM3SlE{= X2 IDE IH|SHA2.

aws iotfleetwise get-vehicle --vehicle-name vehicle-name

20 At A &LUCH ChA el A& S HE s HEE HHZ BFSEX| i

GetVehicleStatus APl 242 AFE35l0o4 RI & 1F Q1AE E|lAA O MEHE HAME = Q&LICH CHE oA

« vehicle-name& ElAA7} AAAE RIFO| IDE HFELICEH

o ### AMStE{E AENQ| ElAA RO E HFELICH typell 58 ZH2 CAMPAIGN,
STATE_TEMPLATE Z! DECODERQILILCE.
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aws iotfleetwise get-vehicle-status --vehicle-name vehicle-name --type type

74 BE|% AWS KMS 7|8 AL85tod 2t 5518 44518t 742 28 0| GetVehicle £
GetVehicleStatus APl 2

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
},
]
}
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AWS loT FleetWiseO| A ZE! 2|

Z32 XAF OIS LEHHLICH 23 o] Qi EX2 358 EXYLICH EHE AFE 3504 04
AEF 2 SAlol #elsted™ HA XF S E3/0 AZ2stof & LICH & chel XtZo| CtEs E5lo] £& =
U&LICH H OIS HiE 5104 0] AHE S| EXI0|AM o{iH CI|O|E{E +=EE K|, oA CIO|EHE =& & K]
Nofg = U&LICH REAMEH LHE 2 W QIS AL Bt Collect AWS |oT FleetWise Cl|O|E{ EFHHE & =X
SHAAI2.
Z5lols b2 HE7F ZEELICH
fleetId

Z3lo| IDYILCH

(MEH AFE) description

signalCatalogArn

A FHEF2 39| Amazon E|lAA O|&(ARN)ILICEH

AWS loT FleetWise= E3!E ddstn 2telet= Ol A E + = OIS0 Z2 API 5 XS &L

Ct.

e ListFleets- 2 20| Q9F HO|X|E OiZl S ES AMstLICH

+ ListFleetsForVehicle - At& 0| &8t 2 £3/9| ID 5§ H|O|X[HEE &350 ZHMELICEH
« ListVehiclesInFleet— Z&! L 2 & A& O] 2 S5 HO|X|EE #2504 HAMEHLICT

« GetFleet— Z5/0f CHst HEE ZHAMELICH

A

« AWS loT FleetWise Z32! M A
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_AssociateVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DisassociateVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateFleet.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteFleet.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListFleets.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListFleetsForVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListVehiclesInFleet.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetFleet.html

AWS loT FleetWise TR 7H0|E

+ AWS loT FleetWise #t&& ZZ/0} 934
« Z30 M AWS loT FleetWise X
« AWS IoT FleetWise Z%! & 0|
« AWS IoT FleetWise Z 3! Af||

« Get AWS loT FleetWise 25! HE&

CreateFleet APl 212 Al235104 %2 Z212 MAIE 4= &LICE CF2 A MEE AF28L|Ct
AWS CLI.

/A Important
E5I2 Mdste{M HA &S 28 MA5Hok JFLICH REAIEH L2 AWS loT FleetWise
Az 7RO MH B2 BT A AL,

\h
~
®
(]
h'.
v
Q
1]
0z
0x
Ol
o
MK
>
o
E
2
ol
X
0

2 ID= 1R}l 0k 5t 1~100Kt040F BHLICH Q&3 22X 22Xt (A-Z L a~z), £} (0-9), 22 (),

o (MEY AL descriptiong MBS Z CHA|ELICH.

MO 1~2048KHH K| l2dst &~ Q)& L|Ct.

]
« signal-catalog-arng 4% 7} 29| ARNSZ 1 X|5HMIL.

aws iotfleetwise create-fleet \
--fleet-id fleet-id \
--description description \
--signal-catalog-arn signal-catalog-arn

My =
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

15

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

iy

AssociateVehicleFleet APl 2 dS A8 3104 AHEF S S0t AZEE + U&LICH OHF XM=& A

E&LIcH AWS CLI.

/A Important

A
e vehicle-name2 %= IDE I A|5tM 2.

aws iotfleetwise associate-vehicle-fleet --fleet-id fleet-id --vehicle-name vehicle-

name

I 22l AWS KMS 7|8 AF8510] S5 E 24358 AR A& 0| AssociateVehicleFleet
= o
=
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AWS loT FleetWise TR 7H0|E

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

—

Z 210i A AWS loT FleetWise &2 ¢4 SH{A|

A&LICH O o Ao

>
o
A= |
Ml

u
o
Q2
I
fjo
bH
fjo
1>

DisassociateVehicleFleet APl 2212 Al 350
MEE AF2EHLICH AWS CLI.

Slo| s slixlsted™ ChE P S AL

>
i

ot

M|kl

« fleet-idE £3/9| IDE W H|5tML.

« vehicle-nameg A& IDE W A|5IAML.

aws iotfleetwise disassociate-vehicle-fleet --fleet-id fleet-id --vehicle-name vehicle-

name

T BE"E AWS KMS 7|1 Ag3tod 2 5 5HE 25 E B9 E
ol
AN

DisassociateVehicleFleet API &}

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"kms:GenerateDataKey*",

ES0TN %2 o1 oA
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"kms:Decrypt"
1,

"Resource": [

"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

iy

>
=
0p)
o
—
L
D

o
=
2]

D

m||:|
o
pn]
o
Im

UpdateFleet API 24 S A& sto] E5/0f| CHEr BB S UO|O|EE & U&LICH O offoll= AWS CLI
7t AHEE LI

Z3!2 Uolo|EsteH oS WS AL

fleet-idE C|O|E 5t

=EE
descriptiong M MBS 2 WH|5HAH L.

AMHS 1~2048KH7HK| Q248 4= QlaL|Ch

B2 90| UpdateFleet API ZUE &

rot

ki n_ra|%=| AWS KMS 7|& M83tod 5 5tE E45t
= 3|

-~

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,

"Resource": [

"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

+
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}

AWS loT FleetWise Z&! ArA]|

DeleteFleet APl 54 E ArE5t01 EXE A ME = &LICH CHE MM =E ASELICHAWS
CLI.

/A Important
3 E MAs7| Hol AZE A0 QEX| HstM L. AFL ERO| HEES Slixsts TY

ofl CHEr REMIEH LHE 2 Z20f|lA{ AWS IoT FleetWise %2 014 sliX|S &= SHMIR.

E31g AxshaiRl OHS WS YL

El
2
9'|_|
=

0

fleet-id& MA|5te{= E5/C| IDE

ListFleets API & At&sto{ E3!0| A X ER=X]| & Qe + U&LICH CHE oMo A= AWS CLI
g A8 gL

3lo| 2ot0| HOIX[HUE TRE S22 AMSEH O BYS AysLICH

Hd

M|k

=
=

aws iotfleetwise list-fleets

|€ Ar85tod S 5tE 5 e 2 UE0| ListFleets API X UE 55

)

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
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"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

iy

Get AWS loT FleetWise Z2! ME

ListFleetsForVehicle API 24 E At&5t0{ AtF 0| £8F ZE ER/2| HO|X| oA ID S5 AMe =+
A&LICH ChS o Ao M= AWS CLIE AHSEfLICH.
AFo| £ ZE 232 ID S52 Ho|x| BHelz AMsicdH ChE BF¥ S AdELIct

I IDE WM 2.

>

vehicle-nameg&

aws iotfleetwise list-fleets-for-vehicle \
--vehicle-name vehicle-name

I 22E AWS KMS 7| AF8510{ S35 E 2358 AR H&E0| ListFleetsForVehicle
(@]

~

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"kms:Decrypt"
1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

}I

ListVehiclesInFleet APl 2212 AF835t0d Z3! L 2 E 22| HO|X|E OiZ] 2% SES HME 4+
&LCt ChZ oMo M= AWS CLIE AFS & LCH.

[k

£ ZE Aol CiEh 2o S52 wo|X| EHel= HAMsiedw Ot BE S AdeLict

E2 ™HE 77| 127


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListFleetsForVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListVehiclesInFleet.html

AWS loT FleetWise TR 7H0|E

fleet-idE E3/9| IDE WH|5tA L.

aws iotfleetwise list-vehicles-in-fleet \
--fleet-id fleet-id

17 22|13 AWS KMS 7|2 AF23510{ &S5 &5t 8F 4 248H0| ListVehiclesInFleet API
Holg s EE S UTE OIS HM MHE T aEhLICt
{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"kms:Decrypt"
1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

}I
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetFleet.html
https://web.stanford.edu/class/cs345d-01/rl/eventually-consistent.pdf
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
},
]
}
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Qo =&t LIO|EE MESHHLE XMEE Chah S MENgFLICH X2 ClO|EHE MQTT FANZE &2
LH7{Lt Amazon S3 EEE& Amazon TimestreamOi| X{ & & = Ql&LICt.

SHX| dYolM cts2 s> LICH
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ECl2 S50{ A Amazon S3, Amazon Timestream == MQTT A& ME{EFLICE

Amazon S3
/A Important
AWS loT FleetWise0l| S3 B{Z!/0f| & #§H0| i 0Bt S3Z Cl|0|EE MEE + U&LICE
OHM|A B 2040l CHEt REMIEH LIS AWS IoT FleetWiseE AF2 8 HA|A H0{E & XA
(@]

A& CIO|E{E S3 HZ!o| A% 524 Amazon S3E MEAEFLICH S3= H|O|E{E HZ! Lol ZAZE X
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Amazon Timestream
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https://docs.aws.amazon.com/iot/latest/developerguide/protocols.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-rules.html
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateCampaign.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-rules.html
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« signal-catalog-arng £1% 12239 Amazon 2|44 O|§(ARN)2 2 WA LICt

« target-arn2 M8t E3 £ O] ARNSZ WA gLct.

bucket-arng S3 HHZ!2| ARN2 Z HiEL|C}.

"name": "campaign-name",
"targetArn": "target-arn",
"signalCatalogArn": "signal-catalog-arn",
"collectionScheme": {
"conditionBasedCollectionScheme": {
"conditionLanguageVersion": 1,
"expression": "$variable. 'Vehicle.DemoBrakePedalPressure' > 7000",
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"minimumTriggerIntervalMs": 1000,
"triggerMode": "ALWAYS"

},
"compression": "SNAPPY",
"diagnosticsMode": "OFF",
"postTriggerCollectionDuration": 1000,
"priority": 0,
"signalsToCollect": [
{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoEngineTorque"
},
{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,

"name": "Vehicle.DemoBrakePedalPressure"

}
1,
"spoolingMode": "TO_DISK",
"dataDestinationConfigs": [

{
"s3Config": {
"bucketArn": "bucket-arn",
"dataFormat": "PARQUET",
"prefix": "campaign-name",
"storageCompressionFormat": "GZIP"
}
}
1,
"dataPartitions": [
{ ... }
]
}
(@ Note

Ot Alo} EfH & (FHI0]) 2l M= Amazon Timestream2 ALE

- ZH QI O|§ 2 BHED U= campaign-name2 2 WA LICEH
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« signal-catalog-arng 413 FIE 239 ARNSZ WX[SIMIL.

M|k

« target-arng Mt EX E= AF S ARNCE WA[EL|Ct

« role-arng Timestream E{|O|20{ LIO|IE{E TEE &= U= AWS loT FleetWise TEHE F045t=
xhoq Aldl o5t o| ARNS Z HFELICEH

« table-arng ElYUAEZ E|O|[E2| ARNCZ WH|EL|C}

{
"name": "campaign-name",
"targetArn": "target-arn",
"signalCatalogArn": "signal-catalog-arn",
"collectionScheme": {
"conditionBasedCollectionScheme": {
"conditionLanguageVersion": 1,
"expression": "$variable. Vehicle.DemoBrakePedalPressure® > 7000",
"minimumTriggerIntervalMs": 1000,
"triggerMode": "ALWAYS"
}
1,
"compression": "SNAPPY",
"diagnosticsMode": "OFF",
"postTriggerCollectionDuration": 1000,
"priority": 0,
"signalsToCollect": [
{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoEngineTorque"
1,
{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoBrakePedalPressure"
}
1,

"spoolingMode": "TO_DISK",
"dataDestinationConfigs": [
{
"timestreamConfig": {
"executionRoleArn": "role-arn",
"timestreamTableArn": "table-arn"
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}
1,

"dataPartitions": [

{ ... 1}

. ZHQl ol BrET Y

campaign-name2 2 mR|ELICH.

A& FHEF2 9| Amazon 2|4 A O|F(ARN)2 2 WA & LCt

« target-arn2 MMs E3 £= XIF S ARNSZ wH|EL|CH

« topic-arng A O|O|E{7} =& El HIAIX|S| CHY S 2 X[™E MQT

- role-arng XIG& MQTT FX|of CHEt HAIX|E ME, =41 &
FleetWise T2 F0{5l= 2] A& Q& | ARN2ZE HHELICE

mo rir

* signal-catalog-arn

Mol ARNS 2 HfEL|C}.

T=
E Fg =+ A= AWS loT

{
"name": "campaign-name",
"targetArn": "target-arn",
"signalCatalogArn": "signal-catalog-arn",
"collectionScheme": {
"conditionBasedCollectionScheme": {
"conditionLanguageVersion": 1,
"expression": "$variable. 'Vehicle.DemoBrakePedalPressure®' > 7000",
"minimumTriggerIntervalMs": 1000,
"triggerMode": "ALWAYS"
}
},
"compression": "SNAPPY",

"diagnosticsMode": "OFF",
"postTriggerCollectionDuration": 1000,
"priority": 0,

"signalsToCollect": [

{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoEngineTorque"

},

{

"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoBrakePedalPressure"
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}
1,
"spoolingMode": "TO_DISK",
"dataDestinationConfigs": [

{
"mqttTopicConfig": {
"mgttTopicArn": "topic-arn",
"executionRoleArn": "role-arn"
}
}
]
}
T 22" AWS KMS 7|1 AtE5t0 A58t E 2 dstet B2 Y& 0| CreateCampaign API 24 S
= o ~H

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
]
},
]
}

AWS [oT FleetWise ZHT|Q10| =2|& E 344l
AWS IoT FleetWises =2|5 E3AlS AR35t0{ ZW|Qlo| U2 £ X[ H|o|E{2 QIAIELICH &3
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myVehicle.ADAS.Camera:

type: sensor

datatype: Vehicle.ADAS.CameraStruct
description: "A camera sensor"

myVehicle.ADAS.CameraStruct:

type: struct

description: "An obstacle detection camera output struct"

T EJ7tROS 2 HOlE =2

{
Vehicle.ADAS.CameraStruct
boolean obstaclesExists
uint8[] image
Obstacle[30] obstacles

}

{
Vehicle.ADAS.Obstacle.msg:
float32: probability
uint8 o_type
float32: distance

}

rr

$variable. ‘myVehicle.
$variable. ‘myVehicle.
$variable. ‘myVehicle.

$variable. ‘myVehicle.
$variable. ‘myVehicle.
$variable. ‘myVehicle.

$variable. ‘myVehicle.
$variable. ‘myVehicle.
$variable. ‘myVehicle.

B

ADAS.
ADAS.
ADAS.

ADAS.
ADAS.
ADAS.

ADAS.
ADAS.
ADAS.

.msg:

Camera.
Camera.
Camera.

Camera.
Camera.
Camera.

Camera.
Camera.
Camera.

obstaclesExists”
Obstacle[@].probability"
Obstacle[1].probability"

Obstacle[29].probability"

Obstacle[0].o_type’
Obstacle[1].o_type"

Obstacle[29].0_type"
Obstacle[@].distance’
Obstacle[1].distance"

AWS loT FleetWise Z{H|@lo| =2|X
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$variable. ‘'myVehicle.ADAS.Camera.Obstacle[29].distance’

AWS IoT FleetWise Z{H| 2! 21H|0|E

UpdateCampaign APl 242 At&3t04 7|ZE A2 YHIO|EE = U&LICH OIS HHE2E AMEF
L|CH AWS CLI.

« campaign name2 UCI|O|EstEi= Am[Rle| O|E2 2 WA|ELCY.
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aws iotfleetwise update-campaign \
--name campaign-name \
--action action \
--description description \
--data-extra-dimensions data-extra-dimensions

D 2E[E AWS KMS 7|1E AL835tod 2S5t E &3 8 32 28 0| UpdateCampaign API 24 &
SEY S UCS OIS S HdYS ZoeLc
{

"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

iy

AWS loT FleetWise ZHH| Q! AFK]|
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ListCampaign2| APl 242 At&5t0o{ Z{m Q0| &N EI}A=
AWS CLIE Ab8 &L,

DE NS Y22 Ho|X|7} AT o S5 AMsteiw O S BFS A eLIc

aws iotfleetwise list-campaigns

Get AWS loT FleetWise Zim{|Ql ME

Tl
>
L
>
s
HL
mjn
s
>
T
9'|_l

GetCampaign APl 212 A& 3510 Mg = &LICt CHE oMo A= AWS CLIE At

gLt

campaign-name2 AMstei= AW Ql 0|§2 2 WAELICEH

aws iotfleetwise get-campaign --name campaign-name

(® Note

£ Ad&LCH ChA| Zati M o Qle HEstHEt s HhZ BHET(X| E S

MS 7|& ME5lo Y535 E & st B HY 0| GetCampaign API 2IHE &
_I

)

"Version": "2012-10-17",
"Statement": [
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https://web.stanford.edu/class/cs345d-01/rl/eventually-consistent.pdf
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"Effect": "Allow",

"Action": [
"kms:Decrypt"

1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"

]
iy
]
}
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M ool HolEl XIS AR2o|M X3 O|F 2| O|F 2 HM 2t EO of2fof JU&Lct AEE[X]| <
x|o| Mo 2= &L|CH{persistency_path} / {vehicle_name} / {campaign_name} /
{storage_location}.

28E GlO/EIS ATl ClAZ0 ME TS TO_DISK XMt S MHE AEY 2=lLict G|
| el HlolE] AS 2RI FIFO(MEINE) 1802 RBSLich ZHOIE ARsHe HZE o
I

-1

O|E] mE|MO| CO|EH = AFAEILICE 44 7471/117| AHE Ated|ol CHEr Ci|O|E
B0 AWS loT FleetWise= 2120| g2 [ At 2| & HI{ol| CIO|E{E Hl& K&
R7HE|H AWS 10T FleetWise= 22t =0d CIO|EHHE YEE=¢gFLICt O] S& 2 Edge Agent for AWS
loT FleetWise &AL E 00| L& &=~ U&LICE.

[
[ul

(0]

T

N

1L
o

0
o
XA

/A Important
CllolEf mE|Mo| MY El x|c] ~AE2|X| MgtE ZotstH uPEIHOI Z|ch 2710 =& stH =4
ClolE{7}t 0| ClIO|EIE Hol&LIch AX[ofM £4E CIOIHE ST& & Ql&LIth AE2X|
37|= Edge 2E2|X| Bt of 2t ZEE L
ClO|E{7t et =0l Y= =[P %4 2to|E A AlZho| X|EF & OO0
Ct. Ol 5tX| et2 MM E YXI5t7| s MAEsHH &7| 2IF 2|4 AlZtE A& L

m
ujm
>
N
o
N
30
Iy
[o

URE SMS W4 EHAD £71 01018 AHELICH YEC SMS KIYE B2 AEEIK SME
xI5dsHor BHLICt GlOJE] HEIMo| AZ 7} SRt E0l YECETS 238 £ aLich AR LY
82 Aol HlojE Y2 = BHelg AT AAIR.

clo|E| mtE|M =740| Ho|El F&= HIO|E TE|MAM MEE A5 E XIHst= Ol
signalsToCollect ==20| ElLIC} ClO|E{ THE|MIDsE X|H35HHLE AHE 7|& I0|E THE|
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ClO|E mE|MS - dstedH

CHS N E AF8 35104 CIO|E| ZE|M AEE|X| 357"°E 9”_1|°|_|% MASHLICE O] oA Zm| el
Amazon TimestreamOi| X2 CI|O|E{E XHESIEE F/HE/LICEH

1. ZH QI O|§ 2 BtE U= campaign-name2 2 WH|ELICEH
2. (M ALE) MdEE MSELICH

arng Timestream E{|0|£ 0 C|O|E{E

.I
= & A3 4E 9| Amazon 2|44 O[E(ARN)

4. table-arng EtYAEZ E|O|E9 ARNSE WA|ELICH,
5. signal-catalog-arng &lE I E209| ARNCE WAH|FHAL.

w

H

o

~

®
1

M& & £~ Q= AWS loT FleetWise ™2 £045t
O 2 HtEL|C}.

6. dataPartitions ID 2of| ¢1Z3& ID 250l CHdll data-partition-idE HIE
L|CtsignalsToCollect. B1X &5 0 AAEE C|O|H ZtE[MQ| IDE HtE LICH
signalsToCollectl| Z< ID=0| M3 E IDs & 5ttt Lx[sH ok & L|CtdataPartitions.

(® Note
E |Ddefault® AF235t0od ZHE|Qlo| 7| O|O|E] TtE|MH S AAshL|Ct.

[][3]

7. target-arng M8t £ £= X ARNS 2 wH|ELICH,

{

"name": "campaign-name",

"description": "Measurement of SOC, SOH, thermal, and power optimization for Fleet
2704",

"targetArn": "target-arn",

"collectionScheme": {
"conditionBasedCollectionScheme": {
"conditionLanguageVersion": 1,
"expression": "$variable. 'Vehicle.BMS® > 50",
"minimumTriggerIntervalMs": 1000,
"triggerMode": "ALWAYS"

1,
"compression": "SNAPPY",
"dataDestinationConfigs": [{
"timestreamConfig": {
"executionRoleArn": "role-arn",
"timestreamTableArn": "table-arn"
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}

11,
"dataPartitions": [{

"id": "data-partition-id",
"storageOptions": {
"maximumSize": {
"unit": "GB",
"value": 1024
},
"minimumTimeTolLive": {
"unit": "WEEKS",
"value": 6
},
"storagelocation": "string"
},
"uploadOptions": {
"conditionLanguageVersion": 1,
"expression": "$variable. Vehicle.BMS.PowerOptimization® > 90"

1,

"signalCatalogArn": "signal-catalog-arn",

"signalsToCollect": [{
"dataPartitionId": "data-partition-id",
"maxSampleCount": 50000,
"minimumSamplingIntervalMs": 100,

"name": "Below-90-percent"
1,
"spoolingMode": "TO_DISK",
"tags": [{
"Key": "BMS",
"Value": "Under-90"
1]
}
ANEE BE =2 S55IH 2 Oo[E{7} EetRE=E ML 28 M MZE Tt X%
g & et

CI2 22 UpdateCampaign APIE & Z£735+04 Edge Agent for AWS loT FleetWise 4 X E 2{|0{01] HiE
LICH RHMIEH &2 2| QI Cjo|E YECE EHHE FESHAAR.
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An QI ol H=E

/A Important
£ AWS loT FleetWise 7|50l CHE HMHAE 34K HO|EELICH REAMIBH LIS 2 AWSAWS
loT FleetWisel| 2|1 L 7|5 718 B2 HZTSHAAI2.

Edgeof Zim|2l H|O|E{E YR Est= YHol= F 7tX[7t U&LICEH
- U2E 278 5ot A2 lo|E7I s2E = 2etR=0l sz Y2 EL|Ch AHQ
£{™ updateCampaign APl 242 AL & LICH.

« AWS loT 2E S8l X|HE =740| SZ&|X| A2 CIOIEE ZANZE UZEE £+ U&LICH &t
Xo12 ALE35H04 AWS loT HIO|E| YZEE B EXSHAAR.

UpdateCampaign API 2 E AI&3t04 Z{m[Ql CllO|EE U= =5te{ T

Qe MAISt £ 2 2 8438 WAITING_FOR_APPROVAL [H77HK| Z4H| Q1 AEN7} actionZ EAIE
L|CFAPPROVED.

« L& MEE ME38H04 UpdateCampaign API 2 HIME E&actionsto] Zm|QlS UCIO|EF

"action": "APPROVED",
"dataExtraDimensions": [ "string" 1],
"description": "string",

"name": "string"

[

A A& 5o AWS loT HIO|E Y2 E

/A Important
S7 AWS IoT FleetWise 7|50il CHet AN A= R H[O|EE LI RhMIEH LIS 2 AWSAWS
loT FleetWisel2| 2| & 7|5 71 84 HElg FEJMAIL.
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AmQlol| CHet 2 BEME HGsttd™

9-| At IHIOIE-IE UZESHE S QHStc{H MY CHy 2 AT HZEE AWS loT AlZ2 2
|

N — |
UZCEFTE 2MsiedH xZof siEsteE 2
% S

{
"version": "1.0",
"parameters": {
"campaignArn": ${aws:iot:parameter:campaignArn},
"endTime": ${aws:iot:parameter:endTime}
}
}
a. E 8YE 2™ &A™ CampaignArn U= ZH QS| Amazon ElAA O|§(ARN)2Z Hf
ZLict 24 QI ARNO| = 8hLct.
b. (M= AFE)E 1SO 8601 UTC HA(LUE|E M) 22 Aol M 4 ZIE Cllo|E{ o] EHARY
ZendTimeZ HHELICEH 0i: 2024-03-05T23:00:00Z. EFLA T = HIEAM 0| Y2 =
& 0bXIZ GlOJE| ZQIES ZHBLICH endTime® M2F5HEd M QI0| X5 El ClO|E{7}

25 Y2 = E mi77HK| Edge Agent AZ EQ047} A& HZEEL |' T E o7t =
=™ Bred AlE AEl7 2 Yolo|EE LICFSUCCEEDED. 29| #El7 2 HYO|o|EE L]
CFCOMPLETED.
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=
2. el™ "HE3 o= CampaignArn & endTime ZH2HOIE{ 7t & LICH

™ & A ™ol CampaignArn U= M| Q10| Amazon ElAA O[F(ARN)2 2 Hf
O|_| AR No| _u.IOoI-L||_—_|.
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ZendTimeZ HIELICH 0f: 2024-03-05T23:00:00Z. EFAUAR T = HIEIAO0|H Y ZE
g obx|2t Cllo|Ef ZQIEE ZAMEILICH endTime S M2FstH Zm|Qlo| X{& El olIO|E{7}
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« =X ZIEF = ALE AL

signalsToFetch Zim|Ql S @[t mtetolH
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Aoz HEZsod Mo{ELICH 7tME AZE ASsto] Hu|Ql Soi HIO|EHE 7HH2E Al7|et g

M2 AEE Soll DTC HEE +8E + UELICH & S0 ZE AT HEE FH(ECU)0I| CHEF
DTC B2 & Z&HE + DTC_Info A= Bl EAE R M E WY + J&LICH E= EF
ECUE EEZE =+ /U&LCH

structure SignalFetchInformation {
@required
fullyQualifiedName: NodePath,
@required
signalFetchConfig: SignalFetchConfig,
// Conditional language version for this config
conditionlLanguageVersion: languageVersion,
@required
actions: EventExpressionlList,

}
« fullyQualifiedName: A%} X|H 7t K 27|E ALEE &1Z 0| Ht3tEl O|&(FQDN) L
Ct.
« signalFetchConfig: QoM Holft MSE 7HX = WHdof Cist #&2 HolgfLct Al

Zh7lgh  =A T|8 7ML 7|E KIRE L

« conditionLanguageVersion: #&EMAM E3AIE & BA5te Ol A Els TSR 2404
EHZ I LICH.

« actions: EdgeOiAM H7IEl ZE & EFAI0| SR QLICt Edgees HolEl AlE 9| ZtE 7t
MZLct.
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AWS IoT FleetWise

isNull(signalFqdn:String): Boolean

Example AFH2
isNull($variable. 'Vehicle.ECU1.DTC_INFO') == false

We want to make sure DTC_Info signal is being generated

on edge.
Ol EAl2 Chg 212 AFSBHLICH

functionName:String
Edge0i M X|Hst= AFEXRE XIH & 2| O|F LICH
m}2t0|Eq: varargsExpression

of CH&t mi2to|Ee LCHfunctionName. Ol &2

e 0|E S| 2lHE &S KIRELICH

Mo

custom_function(functionName:String, params: varargsExpression): Void
Example AbS

"fullyQualifiedName":"Vehicle.ECU1.DTC_INFO",

"signalFetchConfig":{

"timeBased":{
"executionFrequencyMs":2000

+

"actions":"custom_function(”“DTC_QUERY”, -1, 2, -1)"
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/A Important

EX AWS IoT FleetWise 7|s0i CHet BMHAE $4RH HO|EEILIC REMIEH LIS AWSAWS
loT FleetWisel| 2|1 L 7|5 718 B2 H TS A|2.

ol FXMoMe TIE =X Z=(DTC)ofl CHEt CIo|H & AuQlS ddsts gHE 4Tt

— o o

1. Edgedl M AL X X|H A2 & HolgfLCh. Edge°| DTC &lZof Cigt C|2 Y #EE AHEXE XH

1= o
ClaT 4152 Folsfof BLICH AFMIEH LIS RHEAL. Argxr XI5 Cl2 S QIEIHO|A 8 AL]S
0f Y| E2J=0f TOHur x| Sh ClOJE| £ E T4 B2 FESHAAIL.

2. EdgeOilM AtEXL X gf & FolgLict Ao UE Azl AX[oA DTC MEE +El5t7| #IE
A-EXt XIE &+E HolsHok gfLCt.

H%% Edge Agent 7Hgf &} StLi M| AFS A} X|& &%= QHLHAM 2 DTC Ci|O[E{ =& &=

[
{
"branch": {
"fullyQualifiedName": "Vehicle",
"description": "Vehicle"
}
},
{
"branch": {
"fullyQualifiedName": "Vehicle.ECUl1",
"description": "Vehicle.ECU1"
}
},
{
"sensor": {
TICH 22X ZEE 28 ClolH =& Zn el MY
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"fullyQualifiedName": "Vehicle.ECU1.DTC_INFO",
"description": "Vehicle.ECU1.DTC_INFQ",
"dataType": "STRING"

}

5. DTC A&7 FI7IE CIZH OHILIHAEE MAMStT & M8sEiL|c DTC Al
S = CUSTOM_DECODING_INTERFACE HE /3 CIE{HO|A R&0| UE
CUSTOM_DECODING_SIGNAL 2l5 C|Z {&olofot

Example ¢!3 C|2H

[
{
"fullyQualifiedName": "Vehicle.ECU1.DTC_INFO",
"interfaceId": "UDS_DTC",
"type": "CUSTOM_DECODING_SIGNAL",
"customDecodingSignal": {
"id": "Vehicle.ECU1.DTC_INFOQO"
}
}
]

Example HE2| 3 QIE{HO|A

"interfaceId": "UDS_DTC",
"type": "CUSTOM_DECODING_INTERFACE",

"customDecodingInterface": {
"name": "NamedSignalInterface"

(® Note

UEEDH YA U ESZ(CAN) 2= EXrL CIO|E] RS X[25HX| b&LICt
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/A Important

E™ AWS IoT FleetWise 7501 CHEF HMA = R HO|EEILICH REMEH LR AWSAWS
loT FleetWisel| 2|1 L 7|5 718 B2 HZTsHAAI2.

— =

CtS AFE AtE|lol A= DTC_QUERY &7t o2 A3 2 Eof MHo|E|Act D 74 ErL|Ct.

=7|XM 7t 7]
TME ZHHo 2 DTC HEME 7HA{S L.

AN -
71X AME 7K 7(7F e AW LICH ECUs ofl CHSH =& E! o|o|E{oi| CHEF =7H40| Q&L
CtVehicle.DTC_INFO.

Cl2 oMl 2 E ECUO| Vehicle .DTC_INFO CHaH &Ef OtA 37} /= 2 E DTCs CHEHS| F=

"compression": "SNAPPY",
"spoolingMode": "TO_DISK",
"signalsToFetch": [
{
"fullyQualifiedName": "Vehicle.ECU1.DTC_INFOQ",
"signalFetchConfig": {
"timeBased": {
// The FleetWise Edge Agent will query the UDS module for all DTCs every five
seconds.

"executionFrequencyMs": 5000

}
}I

"actions": [

// Every five seconds, this action is called and its output is stored in the
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// signal history buffer of Vehicle.DTC_INFO
"custom_function(\"DTC_QUERY\", -1, 2, -1)"

]
}
1,
"signalsToCollect": [
{
"name": "Vehicle.ECU1.DTC_INFQ"
}
1,

"collectionScheme": {
"conditionBasedCollectionScheme": {

"conditionLanguageVersion": 1,
// Whenever a new DTC is filled into the signal, the data is ingested.

"expression": "!isNull($variable. Vehicle.ECU1.DTC_INFO")",

"minimumTriggerIntervalMs": 1000,
// Make sure that data is ingested only when there are new DTCs.

"triggerMode": "RISING_EDGE"

}
.
"dataDestinationConfigs": [
{
"s3Config":
{
"bucketArn": "bucket-arn",
"dataFormat": "PARQUET",
"prefix": "campaign-name",
"storageCompressionFormat": "GZIP"
}
}
]

2 78 7t X2 7]
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Vehicle.Ignition == 17}Xe} YZ=&fL|Ct

CS oA Zim|Rlolles =74 7|8 &5 71 X2 7|Vehicle.ECUL.DTC_INFO7} /0] ECU-104 CH5t
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"compression": "SNAPPY",
"spoolingMode": "TO_DISK",
"signalsToFetch": [
{
"fullyQualifiedName": "Vehicle.ECU1.DTC_INFO",
"signalFetchConfig": {

"conditionBased": {

// The action will only run when the ignition is on.
"conditionExpression": "$variable. Vehicle.Ignition® == 1",
"triggerMode": "ALWAYS"

}

1,
// The UDS module is only requested for the specific ECU address and the specific

DTC Number/Status.
"actions": ["custom_function(\"DTC_QUERY\", 1, 2, 8, \"0OxAAA123\")"]

}
1,
"signalsToCollect": [
{
"name": "Vehicle.ECU1.DTC_INFOQO"
1,
{
"name": "Vehicle.Ignition"
}
1,

"collectionScheme": {
"timeBasedCollectionScheme": {
"periodMs": 10000

}
I
"dataDestinationConfigs": [
{
"s3Config":
{
"bucketArn": "bucket-arn",
"dataFormat": "PARQUET",
"prefix": "campaign-name",
"storageCompressionFormat": "GZIP"
}
}
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J% CHE DTC HIO|E{7F E2H 8 & Am[Qlg YAl SXILICH

aws iotfleetwise update-campaign \
--name campaign-name \
--action SUSPEND
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https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/create-vehicle.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CreateCommand.html
https://docs.aws.amazon.com/iot/latest/apireference/API_iotdata_StartCommandExecution.html
https://docs.aws.amazon.com/iot/latest/apireference/API_GetCommandExecution.html
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateTopicRule.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-create-rule.html
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"executionId": "2bd65c51-4cfd-49e4-9310-d5cbfdbc8554",
"status":"FAILED",
"statusReason": {

"reasonCode": "4",

"reasonDescription":

.

"eventType": "COMMAND_EXECUTION",

"commandArn":"arn:aws:iot:us-east-1:123456789012:command/0b9d9ddf -
e873-43a9-8e2c-9fe004a90086",

"targetArn":"arn:aws:iot:us-east-1:123456789012:thing/5006c3fc-
de96-4def-8427-7eee36c6f2bd",

"timestamp":1717708862107

0424 AHA4 Ol
oo oo =

e

=

/A Important

E AWS IoT FleetWise 7|01 CHEF VM A= TR HO|EFILICH REMIEH LIS AWSAWS
loT FleetWisel| 2|1™ 2! 7|5 718 B2 HZTHAAIL.

A 7Hs 3 2474 SHelg ALY Clbbol A0 2E|4o] F24Ql XIAlg 2 4 gLt o] 7|

52 A8 : | 2 C

o Chat RHEOI CHaH RHAS THS B HZ Sdg TAE 4 AL BUS M4E F ST AT O
X

74
Yo =2 ste BY AdE AHE = U&LICH

|

- FE 24 Y

- BP0l cHet HE A M

- Aol BB LA

- HYE 2|AA HO0|E E= A8 BH
- BHE 2lAA A

0g
ot

>

=
0
4
]
L

191



JHeER 7Hol=

1 EE= AWS loT FleetWise

=

Xto
S

(o]
—

CreateCommand AWS loT Core ZAEE

AWS loT FleetWise

AWS IoT FleetWise

wd
%0 g =
= K
How
7= A
— = <
no @ 3
.__odu,_ < __Mo___ m
R Wy &
03 w0 o= =
5o o i
iy I B0 zl
= ¥ ofu
=0 w oo ol
._.q_.__. O __qw
u| o o4 o]
ol "X =
Ok o o <
B un [N
L
H O F - =1
s Jpd T
o %l 2 ofu
T o_=._ [l ==
H <0 oy o o
< M H Tl
) -
) A [ e
Ju TR o
°of 3 o mn = 20
o & = oo T
w H oW g X
m| o OB Sowe W
4 10 H g .
.% ol %l - =r = I
._._.O nn_| m K o OM - -
S| W0 @ g oG ok 39
ml o 80 X m oz ogr ARl w
T L XA o WS W o
[ e GG
%0 bﬂowoﬂ.HA.HAA_.%ﬂ_u_w
W 27 opod TSR oK
m___o_ <l wn B0 ® T wo up 50 %o
n
O -~ & o < 1 © ~

192

204 AWS loT FleetWise.

I.

o
—

LICH.

I.

=

S

H OF

o

= AWS loT Device Management

AA

ol
o HYUAHO|AAWS-IOT-FleetWiseZ2E X|H

4(AWS CLI)
MMEE 32 AWS loT FleetWise:

H

o X0l M= met0lE =

q

o

=

 CH4l mandatory-parameters

SRR

Ct


https://docs.aws.amazon.com/iot/latest/apireference/API_CreateCommand.html
https://console.aws.amazon.com/iotfleetwise
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/controlling-access.html#generate-command-payload
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/controlling-access.html#generate-command-payload
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of oledet 2t S A St7HLE AHAl| 2f2 X1 stod RTE ol = U&LICE o[2fet F7t ofx= MMS
HZSMREZE AIS AILIE[2.

mandatory-parameters =0l =|CH 3742 O|F-2t H|o1E XIHEY = A&t aBdLt Aol M
BHS M-S M= 5ttel O|&-2F Ho{Bt & E/H name EE& $actuatorPath. HFAQ &
H HrstE ol = At8sHok gLict.

(M= M) display-names BBl AAEX} EI3HAQl O|§ 22 HH 1L descriptiong BEQ
olo| Qe MHo 2 HiELICH

mandatory-parameters & Q| ### ## 4 S HHol| e ™
22 HF‘;Ll—lEP name ZEEE % —'|:—AP$actuatorPath 2 AL 25t
o &ME FHEI2 0] HolE HrstEl O|§LIC 0| E S04 names

$actuatorPath.Vehlcle.Cha551s SteeringWheel .HandsOff.HandsOffSteeringMode &
= QIO {"B": false}2t &2 X D MEHE LIEILIE 22 value = YUSLICH

aws iot create-command --command-id command-id \
--role-arn role-arn \
--description description \
--display-name display-name \
--namespace "AWS-IoT-FleetWise" \
--mandatory-parameters '[
{
"name": name,
"value": value

] 1

CreateCommand API 12 H239| ID & ARN(Amazon ZlA A 0|§)0| T &HE SE sheterL|ch

"commandId": "HandsOffSteeringMode",
"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/HandsOffSteeringMode"
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"commandId": "HandsOffSteeringMode",
"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/HandsOffSteeringMode"",
"namespace": "AWS-IoT-FleetWise",
"mandatoryParameters": [
{
"name" :
"$actuatorPath.Vehicle.Chassis.SteeringWheel.HandsOff.HandsOffSteeringMode",
"value": {"B": false }

1,

"createdAt": "2024-03-23T11:24:14.919000-07:00",
"lastUpdatedAt": "2024-03-23T11:24:14.919000-07:00",
"deprecated": false,

"pendingDeletion": false
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https://docs.aws.amazon.com/iot/latest/apireference/API_GetCommand.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListCommands.html

AWS loT FleetWise TR 7H0|E

HEe BHEE LtYsttdH Chs Bd s A™dELICH 7IEMe =z API= F WA H 0|4 25 0of CHsl
HHE BES gretefLich d9E BHE RAISIE S 552 EE{@otcdH oS FE2 AWS loT

® Note
S22 OBAE TE LIEAEOR ML S22 TE/Ystol ST BT L2t0E 0IF
0l Q= WHE EAIY 25 Lo

aws iot list-commands --namespace "AWS-IoT-FleetWise"
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https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateCommand.html
https://console.aws.amazon.com/iotfleetwise/home#/commands

AWS IoT FleetWise
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FE0M B2 A2 SX|5H24H AWS loT FleetWise 2£ 2| 23 I|0|X|2 0|5 5t0{ CI=
SHS
o

B Ao 0O|E(AWS CLI)

D324 o4|o|E

OO H

FE 2la Holo|EStedH Chg BEE e LICH command-1d& YCIO|EstE = &
[m]

AE
LAy —
X2 Ht 1 YO0|EE display-name L ### MBELICH.

aws iot update-command \
--command-id command-id \
--display-name display-name \
--description description

UpdateCommand API 242 Ct& SE & ghat&hct.

{

"commandId": "HandsOffSteeringMode",

"deprecated": false,

"lastUpdatedAt": "2024-05-09T23:16:51.370000-07:00"
}

FIAMNE SH

SHAHE =

C|HtO|A0i I Ol AtEotX| eiedes 42 = 2eiEl 32 BBE A8 EX|ELICH ChS ol Ki[od| A
£ BEE A8 SXlste S EoiELICH

aws iot update-command \
--command-id command-id \
--deprecated

196


https://console.aws.amazon.com/iotfleetwise/home#/commands

AWS loT FleetWise TR 7H0|E

UpdateCommand API 12 H&39| ID & ARN(Amazon ZlA A 0|§)0| T & E ST sheterL|ct

{
"commandId": "HandsOffSteeringMode",
"deprecated": true,
"lastUpdatedAt": "2024-05-09T23:16:51.370000-07:00"
}
BHO| H o|& AHEE[X| e 7|&E HE A2 EHOlFdo| & w7t x| AZroll M A& A= L|ch M
HHE AMS A™SI2{H UpdateCommand APIE AF&3I0{ BHE2 AL E = U T S st oF &Lict.
HHE A X L St o|of CHeh ed Areroll cHet REAISH LHE 2 AWS loT Core 7HEN A} OHLHA 2]
HH 2loA AME BXIE FZESML.
HH 2|lAA A

DeleteCommand AWS loT Core ZHEE Z8|2! APl 2] EE = AWS loT FleetWise 2£ 2 AIE

TE 2lAAE AXE + A&LICH

ol
on
o
.

MX Y2 SFH0|H FAE + laLich BE2 AEAM SFHez MIHELICH

Z&0|M BEE Ax|5tE{H AWS IoT FleetWise 2&2| T H0|X|2 0|Sst0{ CHg HHE +&F

24 AFX|(AWS CLI)

BE 2lAAE AXlstedH O BB S A LICH command-idE A Asteds P2 AERZ HE
ELICH O3S dAoME BE ElaAE AXstes $HE EoiELICH

aws iot delete-command --command-id command-id
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-remote-command-deprecate
https://docs.aws.amazon.com/iot/latest/apireference/API_DeleteCommand.html
https://console.aws.amazon.com/iotfleetwise/home#/commands
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e 4 o] S A| AHKI g

P 0| =|CH M B AlZtRl 24 A|ZHECH 71 7|2F S¢F . o4& AFS EIX] &
T HTTPstatusCode7l 2042 E A|ELICE

HHO0| O Ol AFSE|R| e 7Lt =ICH A AlZHECH B2 7[7F S Ol AFBE[X| et B2
H2 pending deletion &E{7} £/ HTTP7t statusCode 2022 EA|ELICH B2 =(CH |
FRl 24 A|ZHO| X|LH AX M REs2 2 AM7HELICEH

[ ] LS
LS

.
0

AL
-

Ao
T A AR W DLIE

/A Important

EX AWS IoT FleetWise 7|01 CHEF VM A= $4RH HO|EEILICH REMIEH LI 2 AWSAWS
loT FleetWiseQ| 2| &l 7|5 78 B2 R ESHAAIL.

BE ElaLE dHE = OHY Aol BB 2 A + U&LICH AFo| BES '%3P7| Al
xH5hod @333 Alsto| Z4} o |
— =0 — =2

0| EHN|olM= AWS CLI EE= AWS IoT FleetWise 2& 2 AF235104
ZL|Ct st HEd Als MEHE R LIE{2ISI D YO|0|EStE BT Eo{&ELICt

=H

- Y A 20 ddlo|E
- B A IR

- Aol B A Lt

- Y A A

T HS (2D

Z&0|M BHEE ELHEAT AWS loT FleetWise 2& 2| A2 HO|X|2 0|S3stod CtZ HHHE =& E L
Ct.

=X
2.  Run command(Run B&)& MEfEFL|C}.
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https://console.aws.amazon.com/iotfleetwise/home#/vehicles
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HE MS(AWS CLI)

StartCommandExecution AWS loT Ci|O|E{ ¥ API 22 AF&5t0o{ At ol BEE B = U
&LICH 33 ChS A2 BHS AHSAH 0|04 HE[A(0d: SOME/IP(Scalable Service-Oriented
Middleware over IP))0ll &5t 7Ll Xt HE I (0f: ZHEEE] ¥ LEXF(CAN) C|HFO|A QIE{H|
O|&)0d HAIEFLICH CFE oAM= AWS CLIE AFE &L Ct.

|

- BBHSE Al DH AT
X

oM HE M-S AESHE B AWS loT FleetWise:

« XZFol CHEF AWS loT AF2 2 ZZH|X{'J5HoF & LICH REAIEH LI Provision AWS loT FleetWise
A2 EHRE BXSHAAIL.

« E HYATHO|AAWS-I0T-FleetWiseZ AFE 304 HHEE o|0| M35t AWS loT FleetWise0O| A
HAS MM T MASE £~ role-Arn YE HEHS E045t=E MSBEHo{ok ELICH XIAIEH LI =2
H 2[AA MM EHHE BIERSHAAIR

- BHS MHE W metOlEo XIEE 71222 M8 =S MEiSt B parameters ZEE 714
£ £ olaLch MM Alo| XM E|X| mandatory-parameters SF @t 7Lt mh2tO|E{of| CHEH Rbxl| Zt
£ X|H&tod 7|22 MAO|5ted™ parameters ZEZE X|&H&HoF & LIC) ol2f8 £71 M= Al
ME AXSFMSEHE AFZ AlLIE|2

- mandatory-parameters EE0i %[CH 3712| O|&-7t HO{E X|HE = AU&LICE TedLt Rl M
H 2 AMEE = stLtO| 0|E-ZF {8t {2 £/ name ZE = $actuatorPath. MFALS} &
H HrstEl ol S At&shok gLict.
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https://docs.aws.amazon.com/iot/latest/apireference/API_iot_data_StartCommandExecution.html
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JHetxt 7hol=
aws iot describe-endpoint --endpoint-type iot:Jobs
ofgf ME SEI Z0| AMYE A=ZQIE URLS BHetELICH.
{
"endpointAddress": "<account-specific-prefix>.jobs.iot.<region>.amazonaws.com"
}
B ofx &
AtEol BHEE Eie{H ChS BHES A-dgLc
« command-arng A&sttdiE WOl ARNSE HFELICH create-command CLI H&3 0| SE0i| A
O| HEE dg =+ A&t

@ Note

AWS loT AF=Z(AWS loT FleetWise At 2Z)2| CHat ARNZ X|He = JU&LICH AAZ2 28 &
E312 #HA x| K| &Lt

endpoint-url 20| V2 HHE A=EXQIEZ HEL|

Cthttps://123456789012abcd. jobs.iot.ap-south-1.amazonaws.com. Ohttps://: Al
M C|0[E ¥ A= ZQIE 71K 27,

create-command CLIE At&35t0] BHEE Mg M X[ZH8t mandatory-parameters EEE ##
# ## HFELICH

name EE=E M5 At$actuatorPath. 2 AF&3510{ A& FIEFZ2 0] Ho|El HstE O|§ &L

$actuatorPath.Vehicle.Chassis.SteeringWheel .HandsOff.HandsOffSteeringMode
= AUQM {"B": false}2t Z2 X ZE HEfE LIEHHE B2 Y value = YU&LICH

ME ALY F71 Th2tOIEE X|EE = J&LICtexecutionTimeoutSeconds. Of M=% HE
£ ClHio|A7 A A2 SEsHok t= AlZhE = B RIZ X|™HELICH M AlzhE Z[CH 24A|2H2
2 78 = A&

F

o

HH Alo| M z|™H Efo|H 7} AIZFEILICH EFO|H 7} B2 E|7| 104 SUCCEEDED EE=2F £ 0|
= Ald MENVF EO|E AEf7F £l MEIE HAL|X| F oM FAILEDAHE N7 RS E & HAEE L
CITIMED_OUT.
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® Note

cC§t C|HFO|A= TIMED_OUT #EHE E 11 5H7HLEO| AEHE , SUCCEEDED FAILEDE=2F &
2 MEIZ MYoE £ Qo REJECTED%‘% Algie E{Oldo| Ll XEMISH LHg2 B2
AlS

Al MIEh AlZE Bl BHHE HESHAEAIL.

CC

aws iot-jobs-data start-command-execution \
--command-arn command-arn \
--target-arn target-arn \
--execution-timeout-seconds 30 \
--endpoint-url endpoint-url \
--parameters '[
{
"name": name,
"value": value

:l 1

StartCommandExecution APl 212 &4 AlSlH IDE HHEtEL|C} O] IDE A8 350 3 Alsl A

Ef, M HE U BY A3 7|52 HEIF = A& Lo

"executionId": "@7e4b780-7eca-4ffd-b772-b76358da5542"

[

>
ol
=
I

BPS A=A5IH ClHto|Aof CHE HE 7 =& El & 2lo| & ELICH issued_timestamp_ms &

= StartCommandExecution API7} Z&El Alztol SHE & LICH = StartCommandExecution
5t | executionTimeoutSeconds IIZIOIE{E AL 304 A E AMBH AlZH Zhod|
timeout_ms SHEErLIC}.

>
9
i
fok
T

ok

timeout_ms: 9000000
issued_timestamp_ms: 1723847831317

mjo
0F
o
FO
0
-
x
M
4
In
glzl

BE A HEfE UOlo|Estzd™ CIHHO|ATE MQTT 214E d¥stx Ot
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O| X0 ME CHAF ClHIO|A S| 1R AlHdXl<device-id>E HFEL|CE 0| Al¥Xl= Vehicleld EE&=
ME O|EY £ UTE HY AM3lo| AMHRl<execution-id>2 HFELICEH

@ Note

« HO|ZE £ protobuf &4l2 A3l oF & LIC.

« C|HIO|AT} /accepted & /rejected 8 FHME +55t= A2 ME AP ILCt C[H}
OlAE BAIMoZ AE55HX| f2 AR olz{8t SH HIAIX|E = AIELICH

// Request topic
$aws/devices/<DeviceID>/command_executions/+/request/protobuf

// Response topics (Optional)
$aws/devices/<DeviceID>/command_executions/<ExecutionId>/response/accepted/protobuf
$aws/devices/<DeviceID>/command_executions/<ExecutionId>/response/rejected/protobuf

ClHio|AE BE SE FH ol HIAIXIE AAE = UA&LICH BEE MEIEH =0] FX|0f protobuf 2132
SEl 8HE EHLICH <DevicelID> HEE @F FH o s E=2t Lx|sHoF BLICE.

$aws/devices/<DeviceID>/command_executions/<ExecutionId>/response/<PayloadFormat>

C|HtO|A 70| F=X[of CHEt SE & HIAIEH ¥ GetCommandExecution APIE At&5t04 UCIOIEE &
2 of &

Bl 2 & AME + A&LICH BYE do| HEf= o470 LIEE Bl & stLEY = JU&LICH

IN_PROGRESS
SUCCEEDED
FAILED
REJECTED
TIMED_OUT

AEH SUCCEEDED, FAILEDZ! & 5tLto| 23 ASHREJECTEDS E{0|'EH0|H AEfE=E C|HIO|AMM EX

o =
ElL|ch @ Aol Holgdel B Aef £E 23 ZEE o 0|4 Yd|o|E&t K| et&LICt ClHlol&
L= 220l TIMED_OUT A EHE BT g 4 QlaLch 2ERE0M Enste 732 LSl Cldt
O|A0IM AEf Ol ZEE AUCIO|EE 4 &L
o & £04, Ch22 ClHto|AOIA HAIEH ME MQTT HAIXIE 204FLICH

EEREEEE S 202
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® Note
H2d AlSH MENO| B C|HIO|A 7} statusReason ZHX|E AF235t04 AE HEE AHAlStE B
? CHS2 =elstof & LCt.
+ & IS reasonCode AFR[A-Z0-9_-]+3tH ZO|= 64AE =15 K| ot &LICH.
« = Z0|7} 1,024X+2 X1}t K| reasonDescription &&LICH M &3 Z2 Ao EXIE

Melgt 2 EXE A8 = U&LICE.

{
"deviceId": "",
"executionId": "",

"status": "CREATED",
"statusReason": {

"reasonCode": "",
"reasonDescription": ""
}
}
AWS |oT Core MQTT HIAE ZEI0|UEE ME5I0] FHME #5510 BH A HAIXIE E= Y'Y
EE A83to4 B 4|0

2 H0{F = o= AWS loT Core 7He At SHLHAM S| MQTT E|AE Z20|d
E

E71E HxotMl2.

Ol

2 AE 74 RIQ 7|

GetCommandExecution AWS loT ZHEE Z0Q APl 22 A8 35104 HE Aldlol Cist MEE A
AHSE 4 o1& L} StartCommandExecution API 2142 AF235to40| H23L o|O| 12
CF.

AME HHO| HEIH|OIEHE AM5tE{HH OIS HE S A™ELICEH
e execution-idE HHO| IDE HFELIC} start-command-execution CLI H&o| 2E 0 A{0|
MEE dg £+ U&LCt

t2FO| ARN EE= AWS loT AFE 2 HEE LT

>

« target-arn2 BBE Adsttis O

aws iot get-command-execution --execution-id execution-id \
--target-arn target-arn
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-remote-command-execution-start-monitor.html#iot-remote-command-execution-update-mqtt
https://docs.aws.amazon.com/iot/latest/developerguide/iot-remote-command-execution-start-monitor.html#iot-remote-command-execution-update-mqtt
https://docs.aws.amazon.com/iot/latest/apireference/API_GetCommandExecution.html
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GetCommandExecution APl &4 A A
El AlZtof cHet HETF T & E SEHS BHEHEILICH CFE T EE API & o| ME 8HE HoiELICH.

O| & Efof CHEt F7I HEIAEE KB 57| 2I5H WH 7|S2 statusReason HAME X3
. X|ol= reasonCode % 2 JHe| =Tt ZEHE[0] U&LICtreasonDescription. C|
|28t ZEE At85to HY M- AElof CH HEE N3E = gLt ol HE=

= S st =7t =
|27t MEC|reasonCodedstH 2R E0|MH 2 I reasonDescriptionELICt.

O| Y2 & ETst7| flo ClHtO|AE HOOIEE B YEE S2tR=0l AAE = A&LIct 2= o
_|

= GetCommandExecution APIE AF8350{ HE AR HElE AMSIH 2[4 el =T EAIEL

zZ

ote

®
8H 2| completedAt ZEE= C|HIO|ATE EEIRE0 EHOIE &EE EX 5PE A|7F01| =l
L|Ct TIMED_OUT &ENQI ZF< Cl|HIO|A 7 Mt AlZHE ETE mfto| 2=
. 222204 TIMED_OUT & EHE AH35IT TIMED_OUT &FEH
Mt AlZE SEofl CHE REMIE LIS 2 MME R ASHMEE A# XIS Azt

ol 1>
11°T" 0%

M

{
"executionId": "@7e4b780-7eca-4ffd-b772-b76358da5542",
"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/LockDoor",
"targetArn": "arn:aws:iot:ap-south-1:123456789012:thing/myFrontDoor",
"status": "SUCCEEDED",
"statusReason": {
"reasonCode": "65536",
"reasonDescription": "SUCCESS"
3,
"createdAt": "2024-03-23T00:50:10.095000-07:00",
"completedAt": "2024-03-23T00:50:10.095000-07:00",
"Parameters": '{
"$actuatorPath.Vehicle.Chassis.SteeringWheel.HandsOff.HandsOffSteeringMode" :
{ "B": true }
3
}
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Aol WY A L

ListCommandExecutions AWS loT Core 7AEE Z0|Q/ HTTP API 22 AI235t0{ Ao 2 &
g Alsg LEdgiL|Ct o] oMol M= AWS CLIZ AFSEHLCH.

C}22 ListCommandExecutions APIE AFEE [ m2{al{of & 32 71 X| AFEQL|CT.

- £ BE targetArn E= O Aol CHEr A>AES LIFE X| 0450l commandArn 2} &| A8
=8 KIZdtior HLICH API QY2 H|9IE + leH SUe 80| F HEE 2F Z8fE = o
&Lt

« startedTimeFilter E== completedTimeFilter HE Dt K& 3l oF ELICH API 22 HIQIE
T oM SUH LY F HEE 2F X E = gaLch A2 before X after A

ot
85t01 £ 71zf LHol| SE=|HL 22 El BE ddE Lhge + A&Loh

« before & after EE 25 34X A|ZHECH 3 X| ofotof ELICH 72X =2 g XK
before ZEL= 3&|| A|ZH0|1 after ‘éEt 34XH AlZF - 670 ILICH &, AF25tE ZEof et

. sort—order TL}EH:IIE-IE A& 3}0d AI@% =%}
=]

D324 AlSH | Fod of| &

OO =2 O

CHS oMo =0lAM BE A™E LiPsts S 2oiELICH AWS A S,

HHS AME [ S 52 ZEIRZSI04E AI835H0{ §7H C|HFO|A0f CHa MM E B Aot 1
AEX| targetArnEE=E AFE5H0] XIHE S B0l CHEF Ao A K| R[5t oF & L
ClcommandAzn.
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https://docs.aws.amazon.com/iot/latest/apireference/API_ListCommandExecutions.html

AWS IoT FleetWise FHEE R}

7t0|E

« <target-arn>%} Z0| MY CHA S 2 §H= C|HIO|A 2| Amazon ElAA B15 (ARN)E A2 8L

Clarn:aws:iot:us-east-1:123456789012:thing/b8e4157¢c981332cffb37627f.

« <target-arn>2 Z0| ddE o2 2 5t= C|HIO|A 2| Amazon 2|4AA HHE(ARN)E AHE

Clarn:aws:iot:us-east-1:123456789012:thing/b8e4157¢c98f332cffb37627f.

o <gfter>1} Z0| MMHE AME LIQE5I2{= A|ZHO| EAIELICI2024-11-01T03:00.

aws iot list-command-executions \
--target-arn <target-arn> \
--started-time-filter '{after=<after>}' \
--sort-order "ASCENDING"

Ol HHS AT MMSH HHE A =5 AT AMIMO| AZRE AlZH 2! 22 FEl AlZHo| Z & E
MAMEEL|CH =8 AE) HEQF AEHo] CHEF F7F HEJF ZEE statusReason AT MEBEL

"commandExecutions": [
{
"commandArn": "arn:aws:iot:us-east-1:123456789012:command/TestMe02",
"executionId": "b2b654ca-1a71-427f-9669-e74ae9d92d24",
"targetArn": "arn:aws:iot:us-east-1:123456789012:thing/
b8e4157c98f332cffb37627f",
"status": "TIMED_OUT",
"createdAt": "2024-11-24T14:39:25.791000-08:00",
"startedAt": "2024-11-24T14:39:25.791000-08:00"

"commandArn": "arn:aws:iot:us-east-1:123456789012:command/TestMe@02",

"executionId": "34bf@l15f-ef@f-4453-acd@-9cca2d42a48f",

"targetArn": "arn:aws:iot:us-east-1:123456789012:thing/
b8e4157c98f332cffb37627f",

"status": "IN_PROGRESS",

"createdAt": "2024-11-24T14:05:36.021000-08:00",

"startedAt": "2024-11-24T14:05:36.021000-08:00"

BE A E o ol A 85tR| efeE{H AYM SF Moz MHE = U&LICH
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@® Note
D423 AIS2  SUCCEEDED FAILEDEEEQ ZH2 E{O|d MEf7} B B0l Atxlg £ QlaL
CHREJECTED.

Ct2 oMo e HHES AF25104 delete-command-execution AWS CLI B3 Al AtX|5te &
HE HoiELICH E AXSle{s W Ado| AlHXt<execution-id>2 HELICE

aws iot delete-command-execution --execution-id <execution-id>

of: HHEE AFR35lod RHE =& 2 E A 0{(AWS CLI)

/A Important
EX AWS IoT FleetWise 7|s0i CHet BMH A= $4RH HO|EEILICH REMIEH LIS AWSAWS
loT FleetWisel| 2|1 L 7|5 718 B2 HZTsHAAI2.

L|CF AWS CLI. O] of|A|ofl = AWS

CHe OIRIOIAE B AL 3tod B J1i52 AL g3t z
Yo Mofsts TS Hijs Y

loT FleetWise x2S CHA C|HIO|AR ALE5H0{ =&
£ 2Eo{EL|C}.

L ocoo= L

=H
. &
e Al

a
- 7 FES M85 e IAM B
T A
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95}04 XFodof CHEF HE B|AAE MM create-command AWS CLI 5104 Ao & REE

2. E Ar83t0{ HHO| MHEE|HL 0K S 2 HC|0|EE AlZtn 22 HE o Ciet HEE AME L
Ctget-command AWS CLI.

3. % ZEUt E= mt2tO|E{start-command-execution AWS CLI QI At835t0of AIF S E HH
£ M&5tH Clutol Ao ARELICEH

4. E MNE5to] HE MM ZANE XS LICtget-command-execution AWS CLI. 80| 22 &=
AZ|E =felstn M3 Au U W Al S 2tE5te Ol 28 AlZto 22 FIH MR HEE AAMe
= AU&Lch

5. Ol&} ALE3tX| pfoti= By WY MM S M-St Hel s s> ELcH

O| oM & A=™st>| ™o

« AWS loT FIeetWi %22 AWS loT BHIX|AEZ|0fl AWS loT AF2 2 Z ZH|X{EBtL|C}. =8 A2
off 2AIBEME P;P_T'_ M55 CHE AFE o ERE edZdsHoF g LICt O™ ClHto|A7F E2tRE
of dZdst BHES AAE == UsLICh REMIEH LI 2 AT ZEH|X{J S FEStM L.

|_

- o EA[E CH

7| ¢
AM AHE S8t LICHIH D18 A S 67| I8t IAM &2

CIS ol HAE 7Iso CHst 2E ZHEE Z0iQ! 2 do|E] EaQ! API 210 CHEF HM|A HELE
2oisl= ME IAM HAO| LHet U&LICH OHEZIFOIM AFEAE Eo| EAIEI CHEZ 2 E A4 B
AP| Zt1E s&ieh £ Qe HetE 27| Eluich.
APl 24
AP| E¢1 HEE/ClolE ZEZEE MY Blas
o404
[« B |
CreateCommand ZHEE Z8i¢ HTTP HH g|ALAE MHEELICH . HH
GetCommand ZHEE Zg¢ HTTP Hdof Cligr 28 AMeL| . B
CF.
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https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/provision-vehicles.html
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API ¢4 ZHEEZ/MHolel ZREZE MY Blai
o404
O T
UpdateCommand HEE Z&¢ HTTP BHE E=o CHEt HEE o - BY
HlO|E5tod AtE SEHEFLICEH

ListCommands ZHEE Z&¢ HTTP HEo| BHES LtAgtLCt. - BH
DeleteCommand ZHEE Z8el  HTTP BHEE AA L - BE
StartComm HlO|E ¥ HTTP BY A™AS AlZFELICEH - BY
andExecution « thing
UpdateCom ClO[E ¥ MQTT Y A Yo|E - BY
mandExecu « thing
tion

GetComman HEE 8¢ HTTP BY Aol Cist HEE A - BY
dExecution A4ghLICH . thing
ListComma HEE £l HTTP AYol BHE AAlS e - HH
ndExecutions Ct. « thing
DeleteCom ZHEE Z8|e!  HTTP BE A™AS AXELICH - B
mandExecu « thing
tion

CHA| Od| Al

« region2 AWS E|IHZ2E A& LICtap-south-1.
« account-ide} &2 AL X AWS A 815 257EXAMPLES33.

« command-idEEt A2 18 W MEHXIIF command-id2 U= command-idl, LockDoor &
TurnOffAC.

« thing-name2 Z2 AWS loT ALE O|& 2 AFS & LIChmy_car.
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"Version": "2012-10-17",
"Statement": [

{

"Action": [
"iot:CreateCommand",
"iot:GetCommand",
"iot:ListCommands",
"iot:UpdateCommand",
"iot:DeleteCommand"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:iot:<region>:<account-id>:command/command-idl",
"arn:aws:iot:<region>:<account-id>:command/command-id2",

]

I
{

"Action": [
"iot:GetCommandExecution",
"iot:ListCommandExecutions",
"iot:DeleteCommandExecution"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:iot:<region>:<account-id>:command/command-id",
"arn:aws:iot:<region>:<account-id>:thing/thing-name",

]

I
{

"Action": "iot:StartCommandExecution",

"Effect": "Allow",

"Resource": [
"arn:aws:iot:<region>:<account-id>:command/command-id",
"arn:aws:iot:<region>:<account-id>:thing/thing-name",

]

}

AWS [oT B2 AISH(AWS CLI)

CHS2 AWS CLI & AL835t0] B KU S st A E 2 ZEE HEsts YHE EoiFLI
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1. EY DC FUS QIS BY alis MY

create-command CLIE A&35t04 ClHtO|AZ MEE BEE YIFLICH ol dMolM=E CHES
RIEgLch

« command-id &At: TurnOffSteeringMode

« role-arn "arn:aws:iam:accountId:role/FwCommandExecutionRole" & XtZF0]
M EEE st AdE £ = HelE Foist= IAM L 0|22 E MB350k role-arn
LICH RtMIEE L8 2 E ALS5to] HEof CHet Ho|ZEEE HMME = /= AWS IoT Device
Management T8t £04 AWS loT FleetWise EHHE R X AAI2.

« display-name "Turn off steering mode"=E EA|
« namespace 0{0F B L|C}. AWS-IoT-FleetWise

- mandatory-parameters O|§-2f H0{E,
"$actuatorPath.Vehicle.Chassis.SteeringWheel.TurnOffSteeringMode"nameZ,
defaultValueE Z AI& { "S": "true" }

(@ Note
Ll o2t 0|EE RIHeHK| 1 HHEE MMe o2 Q&L OH CHS start-
command-execution CLIE AtE35t0{ BHES AJME I AFSE i2tO/EE K| 3H ok
ELICH oAl HE AL AlLZ(@ MME

/A Important
AWS-IoT-FleetWise HIUAHO|AE A E M=o R E X|IHE Name EE7}

$actuatorPath. 5 AIE mandatory-parameters AF23t1 Value EE7| EAA
olo|E E@AlE Ar&5Hof &Lt

aws iot create-command \
--command-id TurnOffSteeringMode \
--role-arn "arn:aws:iam:accountId:role/FwCommandExecutionRole" \
--display-name "Turn off steering mode" \
--namespace AWS-IoT-FleetWise \
--mandatory-parameters '[

{
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"name": "$actuatorPath.Vehicle.Chassis.SteeringWheel.TurnOffSteeringMode",
"defaultValue": { "S": "true" }

}
:ll
Ct= £342 CLIS| ME 8EHE Eod&ELICE 097|M ap-south-1 & 123456789012= AWS E|
M U AWS AE IDQ| of Lt
{
"commandId": "TurnOffSteeringMode",
"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/Turn0ffSteeringMode"
}

Ol W ALl ChEH %7t OiHl= MMS AESMQ T Blas M4,

2. BHol chet S AM

CHE BYPS ARSo] BP0l CHEt HEE AMELICEH 047|M command-idE {0 create-
X

(® Note
E o|4o| HHE MYste A2 ListCommands APIE AF83t0{ A Ho| D E BHES Lt
P8t OIS GetCommand APIE AFE5tod &7 TR0l et F£II HEE ¥ =+ JU&Lict

REMIEE LH8 2 AEe BE LI EE BXRstAAR.

[== R

aws iot get-command --command-id TurnOffSteeringMode

IX|2f2 2 Aol EEl AlZ

"commandId": "TurnOffSteeringMode",

"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/
TurnOffSteeringMode",

"namespace": "AWS-IoT-FleetWise",
"mandatoryParameters":[

{
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"name":
"$actuatorPath.Vehicle.Chassis.SteeringWheel.TurnOffSteeringMode",
"defaultValue": {"S": "true" }

1,

"createdAt": "2024-03-23T00:50:10.095000-07:00",
"lastUpdatedAt": "2024-03-23T00:50:10.095000-07:00",
"deprecated": false

CtE BB S Aldsto] BH HAE AlFELICE 07| command-arne 9|0l get-command
& £240| HZ ARNRILICE target-arne BBEE A&St= T4 C|HHO|A S| ARNRILICE. 0f:
myVehicle

Ol Mol M= BEE e i ut2tole{e] 7|
FL 7

execution CLIE BEE A™E m o248t & e ‘2)% LICt CLIE AP9°* i mtetolE
of CHE Zf2 XI™dstod 7|22t E MYl MEE + 2 AU&LICH

aws iot-data start-command-execution \
--command-arn arn:aws:iot:ap-south-1:123456789012:command/TurnO0ffSteeringMode \
--target-arn arn:aws:iot:ap-south-1:123456789012:thing/myVehicle

Ol BB MMM BT MY D7} YHEHELICH O] IDE AFS 510 T A% ME, ME BE U H
M MY IS Halg 4 e
{
"executionId": "@7e4b780-7eca-4ffd-b772-b76358da5542"
}

CLI At8o0| CHEt F7F ofldl= M2 HASIMHLEE TE(AWS CLI).

4. TP M| CHE HE M

Chs Fys 4 %oom CHAf E|H+0|A01|H Alsyst %'%;OH CHEr HEE AMELICH /oM start-
A |A 9] ARNtarget-

0
o
3
3
Q)
3
Q.
(D
x
D
0
c
+
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o
3
LS
O
.I_
1
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l'IJ
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|0
D
x
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(@]
C
+
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(@)
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o
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0z
jullt
I J
(@)

arn@lE X|7§5'.°=.*L—|EP.
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JHeER 7Hol=

® Note

« Z|AAME)| HEE Hop{™ C|HIO|ATE MQTT APIE AF8SHE BRof CHEt
UpdateCommandExecution MQTT of2f S F Aol YC|O|EE ofEf HEE H AR
0{OF EFLICH AtAMIEH LHE2 T Al 20 UO(0|E HHE FXEFAAIR

« E O|Ao| HE Mg A|ZHStE B ListCommandExecutions APIE Al236104 A|
Mol mE= HEd ASHE 18t CI 2 GetCommandExecution APIE AF235t0{ EX Al
of CHEt 71 HEE U2 5= USLICH RHAMIEH LI 2 Aol 3 AS LI EHHE
2

u'I'
B
9'|_|
| el
>
to

aws iot get-command-execution \
--execution-id <"0@7e4b780-7eca-4ffd-b772-b76358da5542"> \
--target-arn arn:aws:iot:<region>:<account>:thing/myVehicle

A|ZHod| CHEt 2 E 7} ghet

E 2 = 2!
=2 O ClHo|&0M B A™o| d3fln 28 ZEJHTHNISE E

Ol S MM B MY, A A6, NHO| AISHE Al Y 242
ELich o8 S0 Chg SE
o4ZLICH

"executionId": "@7e4b780-7eca-4ffd-b772-b76358da5542",
"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/
TurnOffSteeringMode",

"targetArn": "arn:aws:iot:ap-south-1:123456789012:thing/myVehicle",
"result": "SUCCEEDED",
"statusReason": {

"reasonCode": "65536",

"reasonDescription": "SUCCESS"

1,
"result": {
"KeyName": {
"Sr.om,
"B": true,
"BIN": null
}
},

"createdAt": "2024-03-23T00:50:10.095000-07:00",
"completedAt": "2024-03-23T00:50:10.095000-07:00"

’
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"parameters": '({

"$actuatorPath.Vehicle.Chassis.SteeringWheel.TurnOffSteeringMode":
{ IISII: Iltruell }
}l

el

O|x| BHES Ygstod
(®)

= &Lt T Sl

(® Note
= ofE E

CtE B3PS Adsto]d HE2 A& SXIFLCE 07| command-idE ?/0M get-command &
o4 z.'<_E=|o| 0424 |DOI|__||:|.
H 2 1— OO =

aws iot update-command \

--command-id TurnOffSteeringMode \
--deprecated

=3

HO| Cf Of4 AR EIX| B2 S BoiF = E20| HEHELICH CLIE A8
C O

(@ Note
update-command CLIE Al&35t04{ BHEO| ZA| O|§0 MHE2 UOOIEE =& &L
Ch REAEE LIS 2 B E[AA UO|0|E EE= A8 SEH MME FHESHM L.

"commandId": "TurnOffSteeringMode",
"deprecated": true,
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"lastUpdatedAt": "2024-05-09T23:16:51.370000-07:00"

CHS BE S ddstodo] X[EE BB S AAELICtcommand-id.

aws iot delete-command --command-id TurnOffSteeringMode

AX| %0l MB35 ALE ST HAHE T AIFIEKX| o822 AL SE AlZ|of et HTTPZ}
statusCode202 EE= 2042 EA|IEILICH REAIEH LHE D} oMl HE 2lAA AKX BHelg & XS
M.

get-command CLIE AFE35t04 BHO| AHAM MAHER=X]| 2Rl” = U&Lct

()Ik_-|E_II-I A|.3°}-) 0424 AlSH AI-X-"

= AS MEfT}, FAILEDEE & 5t 0._ Zeet Zo| HH Aol E0|'40| SUCCEEDEDE!
REJECTEDZE? HH AMS Mg = U&LIct O S HHE2 A™sio] A™dS AXFLICH 047
M execution-idE ?/0lM get-command-execution X4 &240| Al IDQILICH

aws iot delete-command-execution \
--execution-id "07e4b780-7eca-4ffd-b772-b76358da5542"

get-command-execution CLIE At&3dto{ B AO| AHoIM MHEIRA=X] &eled = U&
L|Ct
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T AE AlLIEI2

/A Important

E7% AWS IoT FleetWise 7|01 CHEt HMA = SR A
loT FleetWisel| 2|™ &! 7|5 718 EHE ’E.*ZE%PQM 2.
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= AWSAWS

B 7|52 ASE I OHS AlLIEIQolM HHS Mt A% 4 aLin
. M43 Fof THEtOIEIE A2rstT B DY XINY 4 AaLich 0l ZL CH4 ClutolAold BH
N¥E 1) S TfetOlEIE RSOk BhLict
. WS MME 0 st ol4 ol WA OIEIE XIS T 7Rt THE £ UsLICH 7IEZS MBst
M S HUS BRI TS 258 £ AsLID
. B2 MM o st 4ol THEtOIEIE XK ST n+a+n|e+c>| us 78 + glad
+ e TEE

O] MMo|ME CreateCommand 2 StartCommandExecution APIQF T}2F0O|E{ AF 0] CHEF & 7} K|
AHE AILIEIE MISELICH 8 AEf HIE210 71 BHEE AP35t & 7HX| of| A& Eo{ELICEH

|

- mt2folE giol BHE MY

» IiEtOEo| 7= S A8 sto B HY

[=]
- Ii2tOlE 2fS AtEsi0d BE dE

CreateCommand API EEE create-command CLIE At235t04 mz2tOlE] glo] T
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S MAdsHe WS HoIELICH BUS AT [ W DS 248 ARNE X B 53 S
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8doto] BES AAE ] HFoiolEet 22I1M &= 2k Z&ste Cidl HELYol ZhetO|EHE X8
OF gfLICt.

mandatory-parameters 221 90| T MM

Ol At Atdll= E4 meh0lE 243 glo] BEE ddstes gdHE EodELT

aws iot create-command \
--command-id "UserJourneyl" \
--role-arn "arn:aws:iam:accountId:role/FwCommandExecutionRole" \
--description "UserJourneyl - No mandatory parameters" \
--namespace "AWS-IoT-FleetWise"

l'IJ
NTH

mandatory-parameters &2 Qi0| M E B A

OII
w

_I

O & Hml oMol A LI Y E BHE ALE5H AM|EH gio] ZE AF0i0|E oM BHES A

U&LICt Zt2 10actuatorl L2 AH5te{™ LS

aws iot-jobs-data start-command-execution \
--command-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:command/UserJourneyl \
--target-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:thing/target-vehicle \
--parameters 'f{

"$actuatorPath.Vehicle.actuatorl": {"S": "10"}
} 1

OrEIHRIZ & 22 dYsts B

fjo

AlSlst & qctuator3 A& LICH rue.

aws iot-jobs-data start-command-execution \
--command-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:command/UserJourneyl \
--target-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:thing/target-vehicle \
--parameters '{
"$actuatorPath.Vehicle.actuator3": {"S": "true"}

Ol B2 XIHE AZofOlE{o AP WS A 4 UTS 5ZBLICH 7S MBsH 2ug
B WS UK 4TS 258 £ AALIC 8 S0 28 BT &3 SMISHE LockDoor He
Ho| M4Z 22 &3 SHHGHKI AT B J|RzoR 7aE £ AaLIT

Ol LS Al2lls SUSH WS ol ¥ HE 5T SUS AZ0|0lE{oM AT Tof T U &S
sixIoH 28 CHE Tfelg +astais B0l 55| RBHLICH AX0|0/EE 72202 Hus
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TRt Fhole
g4 start-command-execution CLIO gnyparametersE MY e ZR 7| i&LICH start-
command-execution CLIparametersOl|lA{of CHaH CHE Zf2 X[ SHH 7|22 0| Aol gL ch

off CHet 7|22t 2 AFE35to BY 44 mandatory-parameters

o

CHS ™S actuator12| 7|27t MEsts &Y

aws iot create-command \
--command-id "UserJourney2" \

--namespace "AWS-IoT-FleetWise" \

--role-arn "arn:aws:iam:accountId:role/FwCommandExecutionRole" \
--mandatory-parameters '[

{

name": "$actuatorPath.Vehicle.actuatorl",
"defaultValue": {"S": "0"}

] 1

off CHet 7|22t 2 MM El BY 43 mandatory-parameters

C}. O] B9 BEF Al A3

S UserJourney2 AFS3SHEH HEIY Sof 22
o
o=

al =4
4o ol xIFE 72

aws iot-data start-command-execution \

--command-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:command/UserJourney3 \
--target-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:thing/target-vehicle

S0fl SLEH AUF0i|0[E{Q] actuator10dl CHsH CHE 2t TEE X AU&LICH I2H 7|E4L0
N CJ_O_IE' L|C}.

aws iot-jobs-data start-command-execution \

--command-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:command/UserJourney3 \

--target-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:thing/target-vehicle \
--parameters 'f{

"$actuatorPath.Vehicle.actuatorl": {"S":

||139||}
}I
utetolE 2k 2 AtEsto HE Y
ol B XIHE AFo|E{0IAE S MyE 4 UATE 5{SELICH E3t HEF Fofl AF0fo]
B (2 Zx= dYgLich
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Ol AtE Atgll= %[E AHEX7I LT HF00|HE RFolM A M X|HE EH AR +~ASIE=H
stede 4o §sl RSELICH
® Note

mandatory parameters &230] 7 O|& 2| O|&-Zf WO{7| U2 = U2l Y& =

= 2ol et 7|27k0| g = U&Lct I3 oS HELY Al AF0i0|E 0|F0|
$actuatorPath HEAtet &7 EHEtE Ol S AL85HE B HF 0| O|E{ol| A Al&E i
A8 E met0|EE Z-E = AaLch

of CHEt 7|22k 90| BHE M/ mandatory-parameters

B X|HE HFOOEIME BUS NBY 4 QTS SHSFLICH E3t Het Sof AFojlo]
V4 k=

aws iot create-command \
--command-id "UserJourney2" \
--namespace "AWS-IoT-FleetWise" \
--role-arn "arn:aws:iam:accountId:role/FwCommandExecutionRole" \
--mandatory-parameters '[

{

"name": "$actuatorPath.Vehicle.actuatorl"

]I
of CHet 7|22k elo] MM E BH A3 mandatory-parameters

HO| Z32 actuator1 ZtS X|Ai&Hok BHL|C}. of 2 EA|= HEd AsHe 72
1S3 Mo 2 M™ErLICHe.

aws iot-data start-command-execution \
--command-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:command/UserJourney2 \
--target-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:thing/target-vehicle \
--parameters '({
"$actuatorPath.Vehicle.actuatorl": {"S": "10"}
3
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M) HESIT B B ALS

JHeER 7Hol=

HE Oo|H =& I Melo] BE API HUS AI8Y = UA&LICH K& S0 L3|d &)

AL HEf HIESIE EEst E= H L
UELICH CHE AMoME o el HESD 3H BE 752 A8stes YHE 2oiELCH RtME LIS
2 0| =% 3 XZ|E 2Iet e RER 2] MME FEFIML.
(® Note
mandatory-parameters 20| YR E X|HE O|F EEE= $stateTemplate HFAIE
At & 3ok gfLCt.
oAl 1: 7|2 gt2 AE5to] e REZof CHer BHE 4o
O| IM|lAM= create-command CLIE AtE5t0{ HE| HIZESIS 455t = WS EoiELICt
aws iot create-command \
--command-id <COMMAND_ID> \
--display-name "Activate State Template" \
--namespace AWS-IoT-FleetWise \
--mandatory-parameters '[
{
"name": "$stateTemplate.name"
.
{
"name": "$stateTemplate.operation",
"defaultValue": {"S": "activate"}
}
]l
OFRH7ER| 2 CFS B CLIZ AEf 2Z2start-command-executionOl A2 SHE YEHo| o & &

o1& LICtH.

aws iot-data start-command-execution \
--command-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:command/<COMMAND_ID> \

--target-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:thing/<VEHICLE_NAME> \
--parameters '{

"$stateTemplate.name": {"S": "ST345"}
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oMl 2: 7|22k eiol e RESof e FE &Y

|22 9i0] ode] e HESS YEELICt ol2de mietnlEet s 2fS At

aws iot create-command \
--command-id <COMMAND_ID> \
--display-name "Activate State Template" \
--namespace AWS-IoT-FleetWise \
--mandatory-parameters '[

{
"name": "$stateTemplate.name",
"defaultValue": {"S": "ST123"}

},

{
"name": "$stateTemplate.operation",
"defaultValue": {"S": "activate"}

},

{
"name": "$stateTemplate.deactivateAfterSeconds",
"defaultValue": {"L": "120"}

}

1
ClS BHE2 ¢ od|XMoll start-command-execution CLIE AF2StE WS EoiELICH

aws iot-data start-command-execution \

--command-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:command/<COMMAND_ID> \

--target-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:thing/<VEHICLE_NAME> \
--parameters '{

"$stateTemplate.name": {"S": "ST345"},
"$stateTemplate.operation": {"S": "activate"},
"$stateTemplate.deactivateAfterSeconds" : {"L": "120"}
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Aol OIX|He = Uil dEf ZLET

/A Important

E™ AWS IoT FleetWise 7501 CHEF M A= 4R HO|EEILICH REAMEH LR S AWSAWS
loT FleetWisel| 2| 2 7|5 78 EHHE & X AAIL.

e RIEEE ddstn A pdAstod REEF Q| OF X[ 2 BTl HEE 7ol dA|Ztez ZLIH
g = AELICH e REX 0 HAZE XA F2 onChange = periodic YO|O|E HEFE ALES
0 ¥ FY HIO|EHE AEC|YFLICH #HAE Al YO|0|E HEFE ALSSHH 22 A2 HE0| /US
[ ¥ £ Co|EHE AEE|YELICH H7| UOIO|E T2 Sof (A AF2 XIHE 7|zt ¢ H
24 £Y OI0|EE 2EE|YFLIC

3 MEHE B Mol MY £ AaLICHIIK27]).

CC
ClolEe 21 & Al%fst7HLE X

name
AtEf Bl Z 2lo| o3t Bixl0] |},
signalCatalogArn
AEf RIZ30 4ZE AlS FIEF2 39| Amazon ElAA O|F(ARN)RILICH

stateTemplateProperties

GlOE7 £ RISl A5 S 2ol A6 HES 42 AT0| FALCE U= 5 AE o
GlolE & AHELICH

dataExtraDimensions

I 2 EZ HI(Protobuf) 2 QI L E XEZ|E CIO|E0| Z&E AT £ SFLICH
metadataExtraDimensions

HME|E ClolE2 8 HAIE XIE S48 SES MQTT 5 AFEA SH2 2 EAIELICE.
id

TRE MulA 44 ApgixielLc
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Edge Agent for AWS loT FleetWise £2ZEQ|0{E AIE3t= XtE 0| T&E O|O|HE +=&sie W
2 MME A ESHMQTT HIAIAE ALE35t0q Ol X|2to =2 e Tl ArE] xF2F C|OIE{ X 2|, &E] RIE
212 xl2ka} 04Z45H= diedof CHEE REA|EH LIRS MM X 5MQAWS loT FleetWise XHEF AHAd
=X
« AWS loT FleetWise A Ej EIZ S MA
« AWS loT FleetWise & Ej HIZZ! 20[0|E
« AWS loT FleetWise & Ej EIZ 2! Alx|
- Get AWS loT FleetWise AE{f EIZ2 XE
- OOl =& 2 X2|E et AE] HIES! A
AWS loT FleetWise A Ej EIZ 2! MM
/A Important
E X AWS loT FleetWise 7|50 CHEF HMHAE $4X| HO|EE/LICH AEMIEE LIS AWSAWS
loT FleetWisel| 2| L 7|5 7/ EHE XS AMAIL
AWS loT FleetWise API EE = 2£& AF8510{ HEf HIZESIS MAHE = U&LICH e HIEZSI2 %}
ZO| HEHE FHot= HFHLIES NI ELICH AFol M A E[= Edge Agent for AWS loT FleetWise
AZEQ o A UO|O|EE £=Zl5t0d ECIRER MSELICH
HEf HIES! HH(EE)
AWS loT FleetWise 2£2 AI&3510{ &E| RHIZSI2 MME £+ &LICt
ME| HIESS MMd5te{H
1. AWS loT FleetWise 2& & ¢iL|C}.
2. EME|M AE]| ’HIZESIS MESEILICEH
3. HMEf HIZ2! 0 O|X|olAM AE| HIZS! MAHS MEHEHLICE
4. MNEjHIZS ME HEo|M AEH HIZEI0| 0| S QUBISID MEIXMoZ MBS Ql=dgL|Ct.
5. A5 MEHO|M AHE ME| HEE 7IX Qs MZE FIIELICH
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AEf HIES! M E(AWS CLI)

CreateStateTemplate APl 212 A& 350
CLIE AFSELICH.
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create-state-template2 SEf HES! F40| Z&E json It Y| O|E2Z HiELICEH

aws iotfleetwise create-state-template \
--cli-input-json file://create-state-template.json

Example & Ef RIZ2! 314
stateTemplateProperties M= 415 9| M stE O|F0| X & E/o{of & LICtH

dataExtraDimensions Z! 01|E AE SHo| MHstE o
metadataExtraDimensions &fL|CH X|MHE X2 AE

"name": "state-template-name",

"signalCatalogArn": "arn:aws:iotfleetwise:region:account:signal-catalog/catalog-

name",

"stateTemplateProperties": [
"Vehicle.Signal.One",
"Vehicle.Signal.Two"

1,

"dataExtraDimensions": [
"Vehicle.Attribute.One",
"Vehicle.Attribute.Two"

1,

"metadataExtraDimensions": [
"Vehicle.Attribute.Three",
"Vehicle.Attribute.Four"
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AWS loT FleetWise TR 7

UpdateStateTemplate APl 2f®1 EE= AWS loT FleetWise 2 & AF835t04 7|Z AE| HIZ8!S 00|

AE ®Z3! Aol 0|E(AWS CLI)
MEf HESS Uolo|= 5 oS WS AHELICH

update-state-templateg &Eff REZI0| F40| Z&E json ItYUO| O|E2E HHELICH

aws iotfleetwise update-state-template \
--cli-input-json file://update-state-template.json

o= 4z 9| ¥+35tE O|F0| & E|0{0F stateTemplateProperties & LIC}.

dataExtraDimensions & 0ll= A& 49| M &tE O|§0| & k[o{0f

metadataExtraDimensions &fL|C}.

"identifier": "state-template-name",

"stateTemplatePropertiesToAdd": [
"Vehicle.Signal.Three"

1,

"stateTemplatePropertiesToRemove": [
"Vehicle.Signal.One"

1,

"dataExtraDimensions": [
"Vehicle.Attribute.One",
"Vehicle.Attribute.Two"

1,

"metadataExtraDimensions": [
"Vehicle.Attribute.Three",
"Vehicle.Attribute.Four"
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DeleteStateTemplate APl 24 B = AWS loT FleetWise 22 AF835t0{ AEf RHIZESIE AMXE & Q!
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ArEf R Z 2! AFX||(AWS CLI)

MEf FESIS ARIsEE O3 WS AL

aws iotfleetwise delete-state-template \
--identifier idenitfier
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/A Important
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loT FleetWise2| 2|1 &l 7|5 7t 88 HHE FXsHAI2.

0%
Z
il
M
»u
1z
2

228


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteStateTemplate.html
https://console.aws.amazon.com/iotfleetwise/home#/stateTemplates

AWS loT FleetWise TR 7H0|E

GetStateTemplate AP| Z4E AF235t04 AEf HIZ2l0f CHEF HEE AME £+ &Lt CHS of Ao
ME AWS CLIE At2&rLCt.

#rnE SEf HER 2 O|F 22 HHE LI

aws iotfleetwise get-state-template \
--identifier idenitfier

ListStateTemplates APl 242 AtE5t0] MHEE HE| HIE X! S22 AMe = JU&LICt CHF o/ Ko
M= AWS CLIE A8 & LCH.

aws iotfleetwise list-state-templates

T ™ AWS KMS 7|E AH85t04 =5t E 458 B P- 0| GetStateTemplate &
ListStateTemplates API 22 S £& = U E Ot WM MHE Z&LCH

"Version": "2012-10-17",
"Statement": [

"Effect": "Allow",

"Action": [
"kms:Decrypt"

1,

"Resource": [
"arn:aws:kms:KMS_KEY_REGION:KMS_KEY_ACCOUNT_ID:key/KMS_KEY_ID"
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CreateCommand AP| Al

"AWS-IoTFleetwise" HIZUAHO|AMA HE ZAAE MM T AE] HZ20o CHEF HY ZAAE
ML M&E M CHS metO/E{E AR ELCt.

- $stateTemplate.name - S T AEf HESIO| O|FLICH EHUS s=5HE{™H HR] A EH
HE3)S Aol XSOk BLICH KFMIBH LIS AWS IoT FleetWise 4 EH HIE3!S A2} 047
RS HTEHAAIR

- $stateTemplate.operation - &Ei HIZEZI0|M c&E 2L L|Ct O] ot2tOlE{Ml= TS 2t &
StLIE AtSELICh.
* activate - Edge Agent= A0l of B RIE32 MEE [l stateTemplateUpdateStrategy
XHeH (HE Al B F7|1Mo2)E 7|HC 2 et 415 YO|0|EE 27| AIZFELICEH &t
MIEt LI&2 AWS loT FleetWise &fEH EIE X2 RHE ot 44 BHHE HESHAAI2.

et IS SEf "ES HIEESt AlzhE "elstod x| E 7(zF O A
LICE ZtS HIgE3 AlZHo| MIS =X oto™ e HES2 HE 3t 25

ol= & A% H&ELU

activate BHO| +AlE|l= FA| ClHIO|AE HH[0|E T=fof| e & B RIESof X|EE A
E ™&olfoF ZLICH AWS loT FleetWise= C|HIO|ATF S 3t BAES 4 M MEste X H
W HAIX[of &l RESIo| RE &E AHAFO| e E[ofof BICt D HEELICH & HAIX|E
GlO|E T=Fof| et & st ok BrLC.

 deactivate - Edge Agent7| 22t EE &% HO|0|E MES SXIELICE

« fetchSnapshot - Edge Agent= & El ©IZ3/2 RtEof| M &
stateTemplateUpdateStrategy X830l 2tH[g10] ofElf HEZ!0f Ho|&El Al ol U3|d A

HAES TS ELICH

L

o (MBH ALE) $stateTemplate.deactivateAfterSeconds- X|HE A|ZtO] X|LtE AfE) RIES!
O| AtSS 2 H[gdstEL|Ct. o] mt2td|E = mtetO|E 240| $stateTemplate.operation “& 7%
st"El Aogt A8E = A&LICt of metOlE 7t XI'EEIX| fk7{Ltol metn|E{ el 240l 02! B2
Edge Agent= & Ef ElZZ/0] CHaH "HIZ Q35" 20| =412 W7 x| EctRE=0 415 AUC|O|EE A

-
& MEELCH el IZER2 AS2 2 H[EE3t I X| §f &L

Z|42f: 0, Z|CHEL: 4294967295.
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/A Important
$stateTemplate.name & $stateTemplate.operation Zt2t0|E= &
Xt oo|e B4 2 MSEk|ofof g L|Ct CHE O|o|E &4{0| S E|7{Lto]
£ mt2tole & stLkzt FEE 32 435 ofl(e #H BE A-do| AlufeiL(Ct.
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$stateTemplate.deactivateAfterSeconds It2t0|E{= Long HIOIE| &4l Z A
Zk|o{of &LCt.

aws iot create-command \
--description "This command activates a state template on a vehicle"
--command-id ActivateStateTemplate \
--display-name "Activate State Template" \
--namespace AWS-IoTFleetWise \
--mandatory-parameters '[

{
"name": "$stateTemplate.name",
"defaultValue": {"S": "ST123"}

b,

{
"name": "$stateTemplate.operation",
"defaultValue": {"S": "activate"}

b,

{
"name": "$stateTemplate.deactivateAfterSeconds",
"defaultValue": {"L": "120"}

}

B0 MHE F AYOR BUS BULICH WY BAAS AN 1 B4 t0lE 2hS KK
[e) Vi S

o o
x| ef2 B2 KIZ KIGsHor LI RiMer L2 BE MES(AWS CLI) EHHE & ESHAAIL.

/A Important

API 240l A"H'E AWS loT % H|O|Ef B API A=EZQIEE AFE3HoF B LT

aws iot-jobs-data start-command-execution \
--endpoint-url <endpoint-url> \
--command-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:command/ActivateStateTemplate \
--target-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:thing/<VEHICLE_NAME>
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3. AME§ ElZ 21 xFojo| AMEY Z4AH

aws iot get-command-execution --execution-id <EXECUTION_ID>

of: & el HE3! H|Ed&t
MEf HEZ2g HIE A s BIX] B 2lAAE MMHLICH 18 O M| HESS HIE A5
P4 X0l OHe BB B & UaLich ol ofRlolAls B MAE o matnleol 7122te X
Hahe wye RoiELICH olaf8t TRt DIE|Q} ST 2t WA MBS AlRtsiod AE| HESIS HIE
shef ) AR EILIC
1. HY Elaa MY
ol WS Mo px B 2lAAE Madsol #LICH Aol Hae By T4 o)
DIElo) Ch 2t RIME & aLch RIAIE LIS B2 BlaA MM BHIS HEFHAAIL.

aws iot create-command \
--description "This command deactivates a state template on a vehicle"
--command-id DeactivateStateTemplate \
--display-name "Deactivate State Template" \
--namespace AWS-IoTFleetWise \
--mandatory-parameters '[

{
"name": "$stateTemplate.name",
"defaultValue": {"S": "ST123"}
.
{
"name": "$stateTemplate.operation",
"defaultValue": {"S": "deactivate"}
}
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aws iot-jobs-data start-command-execution \
--endpoint-url <endpoint-url> \
--command-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:command/DeactivateStateTemplate

--target-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:thing/<VEHICLE_NAME>

WY A2 AIEHEH £ GetCommandExecution APIE AtE5t0{ 4B HIZSIg ZAME = Q&
L|C}.
aws iot get-command-execution --execution-id <EXECUTION_ID>
SE| HE2E ALE5t0] A HE) ARK 7227
/A Important
£ AWS IoT FleetWise 7|s0i CHEt HMA = 3R HO|EELICH RHAMIEF LIS 2 AWSAWS
loT FleetWise2| 2|T 3! 7|5 71 84 BHHE FESIAAR,

CreateCommand AWS loT Core ZIEE Z 8|2l API Q] BE= AWS |oT FleetWise 242 A2 5104
AEO| OrX[H e 2 ATl MENE 7K 2 = U&LC
/A Important
A8 o= ChS AlLtE|2 & SHLEoiAM ehdeh o~ Ql&LCt.
« XFZFASSOCIATEDT &7/ MBElX| ot= AEf HZ2!0| MBS ELIC.
- NEHHIESS EHSISIEE Q- K|CF DEPLOYED *F&Fod UK| bk &LICEH
- e REZoi CHEr 20| O|F 0% X|2F Xt ZF0f| DELETED U &LICH
A AEf AL TIKRT|(2E)
AWS loT FleetWise 2&2 AL&35t0{ A E 0| Ot X[Bfo 2 A 2{%l 4 EHE 7HX 2 = U&LICH AWS loT
FleetWise= OIO|EHE 7K &= = BHS Hd=LIC
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HAES T2 HM BE 2|aAE dEELICh O Ohs B 2-ME 7HMQe s A

A
of Ct2 WS Hil £~ QIS LICH CreateCommand API 2! sHE T2t O|E{ AF20]| CHEH AEAMIEH LI 2

MME XM CreateCommand APl AFZ
1. H2d 2|AA MM

CHS WX E 7t 7] Y E sot7| 2lol B E|AAE dEst= YHE E2odELICH &t
ol BFE 2 mf = mietolEe oA 2f2 XIEE = J&LICH RiME 82 B 2oL

MM Trele EESHAAIL.

aws iot create-command \
--command-id <COMMAND_ID> \
--display-name "FetchSnapshot State Template" \
--namespace AWS-IoTFleetWise \
--mandatory-parameters '[

{
"name": "$stateTemplate.name",
"defaultValue": {"S": "ST123"}

b

{
"name": "$stateTemplate.operation",
"defaultValue": {"S": "fetchSnapshot"}

}
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"commandId": "<COMMAND_ID>",
"commandArn": "arn:aws:iot:<REGION>:<ACCOUNT_ID>:command/<COMMAND_ID>"

BHo| YHE = ATz TP EHLICH BH 2|2AE U8 M T+ oietolH ke x|-st

. RbAIE LI 2 HE TE(AWS CLI) EHHg FASHAAIR.

ul

aws iot-jobs-data start-command-execution \
--command-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:command/<COMMAND_ID> \
--target-arn arn:aws:iot:<REGION>:<ACCOUNT_ID>:thing/<VEHICLE_NAME>

(=Y ul¥
o - -

{

"executionId": "<UNIQUE_UUID>"
}
3. ME| REZ Eoiol Aef M

B M-S AIZH S £ GetCommandExecution APIE AF835t0{ 4EH HIZSIE ZAME = A&
L|C}.

aws iot get-command-execution --execution-id <EXECUTION_ID>
MQTT HA|EE AFE5104 OFX|2f e 2 &l Bl AHE H|O|E A2

/A Important
£ AWS IoT FleetWise 7|50l CHEr AMAE XY HIO|EFLICH REAEH LIE 2 AWSAWS
loT FleetWise2| 2| & 7|5 7184 HEE HESIAAIR.

X2 Yo0|EE £+4I5t1 OIO|E{E ®2|5tE{™ CIS MQTT FAME A S5HM2. REAIEH LI 2
AWS |oT Core 7HEfAF OHLHAM Sl MQTT A& EXSHMIR.
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$aws/iotfleetwise/vehicles/$vehicle_name/last_known_state/$state_template_name/data

MQTTE &ME SH x| 002 IAINOR URAT ) x ALIOLS HAKIZH & Mol 25 o
. 5tod %t CIOIEE £ 418D Xalsts ZE S2HoIIEE 0|8
_OXIZte 2 P47l Atel A% UO|0|E HIAIXIE MQTT 5 HAIE Z2E2S IHEL

« vehicleName - A& o 1] AHEXL|CEH

- stateTemplateName - Ot X |2t 2 4%l HE) EE /0| 1R AHEXQILICEH

sk AE| HIZ2 S UOH|0|ESHHLE MMSlE SO metadataExtraDimensions 73 mi2tO|E{E
|’45t04 MQTT HIAIX| S0l &g &3 £482 XIEE = U&LICH (MEf ' EE! & X)
MQTT HIA|IX| SIEHe| AFEAI £ E2 HOIZEE HANSHK| &t HIAIX|E CHE CHY S Z BIRESH=

O f&&ct.

MQTT HIA|X| HO|ZE 0= XEM =ZE ClO|E{7} Z&EILICH &Ef HIESE MM5H7LE 4Ol o|
Edle 8¢ extraDimensions 8 m2tO|E{E X|'H5t04 MQTT HIAIX| HO|ZE0| Z&E A F &
Me RIHE £ YA LICH EEAWS IoT FleetWise ATE} BIZ 31 MA) 57} S 71 212 =F2of

AZgstod RIF oM =& E Ho|EHE EZELICH

MQTT HAIX| HO|ZEE ZZEZE HI{(Protobuf)2 Q3 S| MQTT HIA|X| &|C{0{| = application/
octet-stream2 2 HO|El ZEIX K& EA|7|7t & E|0] /& LICE Protobuf 21ZE A7|Ot= CHSt
&Lt

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

syntax = "proto3";

option java_package = "com.amazonaws.iot.autobahn.schemas.lastknownstate";
package Aws.IoTFleetWise.Schemas.CustomerMessage;

message LastKnownState {

/*
* The absolute timestamp in milliseconds since Unix Epoch of when the event was
triggered in vehicle.
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*/

uint64 time_ms = 1;

/*
* This field is deprecated, use signals instead
*/

repeated Signal signal = 2 [ deprecated = true ];

repeated Signal signals = 3;

repeated ExtraDimension extra_dimensions = 4;

message Signal {

/*
* The Fully Qualified Name of the signal is the path to the signal plus the signal's
name.
* For example, Vehicle.Chassis.SteeringWheel.HandsOff.HandsOffSteeringState
* The fully qualified name can have up to 150 characters. Valid characters: a-z, A-
Z, -9, : (colon), and _ (underscore).
*/

string name = 1;

/*
* The FWE reported signal value can be one of the following data types.
*/

oneof SignalValue {
double double_value = 2;

bool boolean_value = 3;

sint32 int8_value = 4;

uint32 uint8_value 5;

sint32 intl6_value 6;
uint32 uintl6_value = 7;
sint32 int32_value = 8;

uint32 uint32_value = 9;
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sint64 int64_value = 10;

uint64 uint64_value = 11;

float float_value = 12;

/*
* An UTF-8 encoded or 7-bit ASCII string
*/

string string_value = 13;

message ExtraDimension {
/*
* The Fully Qualified Name of the attribute is the path to the attribute plus the
attribute's name.
* For example, Vehicle.Model.Color
* The fully qualified name can have up to 150 characters. Valid characters: a-z, A-
Z, -9, : (colon), and _ (underscore).
*/

string name = 1;

oneof ExtraDimensionValue {

/*
* An UTF-8 encoded or 7-bit ASCII string
*/
string string_value = 2;
}
}
?IxI:
* time_ms:

Aol ol

HE 7} EB|7HE Alztel Mol EFJABHZ (Unix Epoch O|%& ZE|%X). Edge Agent AZE
flo{=0| Bt A

I ofl CHaH ®t=E Ol AHME AHSEFLICEH
+ signal:
tz HEE Signal 2 & 5t=2| HYQ: name (EAHY) 2=, double, , int8, bool, uints,

int16, uint16int32uint32, uint64, int64, float, CIO|E{ &@Al2 signalValue X|¥EfL
Clstring.

 extra_dimensions:
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A 54 HEname(EXHY)E ExtraDimensions &5t extraDimensionValue XY
string CIO|E| RSB X|2st=2| HiEAL|CH
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off FLOHErX| &= O|O|E| =& £

/A Important

5% AWS IoT FleetWise 7|501 CHEt HMAE= TR AHIOIEE LICH RHAIEH LI 2 AWSAWS
loT FleetWisel| 2|1 L 7|5 718 B2 HZTHAAI2.

A7

O A& MAME ALERL X|H C|2E QIE{H|O|AE E&dt= HIER T o FoiEX| 2= Clo|H =&
2 AL835t0{ CIO|EHE &5t HHS M-S T=E AWS IoT FleetWiseE #45t= YRS 2t
Mg LICH HEXIF o FoHEX| 2= CIO|EH +=EE M85 A E X|HE HIO|EH CHd ez 2L
7| ™Mol RHA| HAMEE AF25t0{ MSE C|AEE £ 9 gl,u:} O|Z A 3t AWS IoT FleetWise &
AMECIZHE Mg HRIt giea = Alzto] MFELICH AHA| 732 AHE504 CIRYE 215 0] 5t
? HES ERSHLU CIZEH OILIHAEE M6 HL LOI0|EE defaultForUnmappedSignals
HE AFEE = UESLICH 8 RHF L Tt Bt AA0M 2E 0 ERHE RSHH =&E = JU&L

O| ‘t&EME EE ZEED Y LIESIZ(CAN H2) QEmo|A0 s RS MEE 28 LI
Y AE L SA EE MAZ Q2T E Mol LICH

0| At& Mo A= AWS IoT FleetWise 222 E 2} SIlX| F£34 APIs.

GjojH 2 &

CHE MMOAE AL RH I CIZT QIEHOIAE AFSSH0] AT 42 DU WHS HoiE
Lich ol GlOJEf 7 U B3 AL Atalof MSELICH 8 IDLsT} 20| Aol AL El= 7|2 olo]
E{ AA @molglo| XMEL|CH

Ol ORI 4 ZIBH XH3F I M(B4R) X QIRI)2H HZHOR Mofgr 2 Ao olE{(foiz)ats F 7t
x| ’HEF £40| ALICH T 7Hx| 2 0] &AH0] HeolElof LTt
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// Vehicle WGS84 Coordinates
double Latitude;
double Longitude;

// Vehicle AC
Boolean ActivateAC;

CtE EAH= ALS A XH CI2E QIEH 0|A APIE AFE 5104 Ol2{EF Hol& AWS IoT FleetWise 2 7t
Mee JYULICH APIs

AS FIEFZ2 0 UH|0|E
AlS FIEFZ2 0 0|28t HelE 7HR{SLICt. AWS loT FleetWiseOf 21& FtEf 27} o|O| Y= AR
Ck ¢

UOIoIE APIE Y MEFLICH 9l B2 HM ME 7IEH =08 WHE O3S YOOI E APIE 58
grLict.

I

1

gfLICH VSSE AWS IoT FleetWise0l| A xF2F Cl|O|E]
LI & A 35104 'vehicle-signals.json'O|2H= json IS M AdEl

T

£ LIEtLE B R Z ASELUCH O
LICt.

// vehicle-signals.json
// Verify that branches and nodes are unique in terms of fully qualified name
// in the signal catalog.

[
{
"branch": {
"fullyQualifiedName": "Vehicle",
"description": "Vehicle Branch"
}
},
{
"branch": {
"fullyQualifiedName": "Vehicle.CurrentLocation",
"description": "CurrentlLocation"
}
},
{
"sensor": {
"dataType": "DOUBLE",
"fullyQualifiedName": "Vehicle.CurrentlLocation.Latitude",
"description": "Latitude"
}
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JHEER}E 710l =
},
{
"sensor": {
"dataType": "DOUBLE",
"fullyQualifiedName": "Vehicle.CurrentLocation.Longitude",
"description": "Longitude"
}
.
{
"actuator": {
"fullyQualifiedName": "Vehicle.ActivateAC",
"description": "AC Controller",
"dataType": "BOOLEAN"
}
}

AMZ FIEF 27} Qe B create-signal-catalogE S &8 0F gLCt.

VEHICLE_NODES="cat vehicle-signals.json’

aws iotfleetwise create-signal-catalog \
--name my-signal-catalog \
--nodes "${VEHICLE_NODES}"

FIEE2 371 ol0| = B update-signal-catalog APIE AFE5t0{ Sl Al E FTIE

M
A&LICH.

VEHICLE_NODES="cat vehicle-signals.json’

aws iotfleetwise update-signal-catalog \
--name my-signal-catalog \
--nodes-to-add "${VEHICLE_NODES}"

32 =g 9 Cl20

AME FIEIZ 0| ASE Mst £ OIS HAE A1 DEH S MMS D SHY AlSE QIAERASSE A
QlLICt. 0|2 2|8 create-model-manifest 2! create-decoder-manifest APIsE Al L]
Ct.

Hx| X2 R Eof AUstEiE AlE 0|29 HAIZ X|HELICE

# Prepare the signals for insertion into the vehicle model.
VEHICLE_NODES="cat vehicle-signals.json’
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VEHICLE_NODES="echo ${VEHICLE_NODES} | jg -r ".[] | .actuator, .sensor
| .fullyQualifiedName" | grep Vehicle\\."

VEHICLE_NODES="echo "${VEHICLE_NODES}" | jq -Rn [inputs]’

# This is how the vehicle model input looks.

echo $VEHICLE_NODES

# [ "Vehicle.CurrentLocation.Latitude",

# "Vehicle.CurrentlLocation.Longitude",

# "Vehicle.ActivateAC" ]

# Create the vehicle model with those signals.

aws iotfleetwise create-model-manifest \
--name my-model-manifest \
--signal-catalog-arn arn:xxxx:signal-catalog/my-signal-catalog \
--nodes "${VEHICLE_NODES}"

# Activate the vehicle model.
aws iotfleetwise update-model-manifest \
--name my-model-manifest --status ACTIVE

O|XM| At A X|™d CIZE QE{H|0|AE ALE5t0o{ C|ZH DHLIHAE S HEgLICt

® Note
Of iAo U&7t ol ALE At X|E IDsE X|HsteiE B0l LIERZ ClEH 0|4 &%
£ 4dstH ot
HsHE OlB(FQN)Ol ALSRH XIH C|TE 412 DY CHE m C|3E MEE o
CHEt XEMIEE LI 2 Edge Agent JHEE Xt QFLHAE & ZESHMIR.

P

OH
o
rir

o H

// Create a network interface that is of type : CUSTOM_DECODING_INTERFACE
// custom-interface.json

[

{
"interfaceId": "NAMED_SIGNAL",
"type": "CUSTOM_DECODING_INTERFACE",
"customDecodingInterface": {

"name": "NamedSignalInterface"

}

1,

{

"interfaceId": "AC_ACTUATORS",
"type": "CUSTOM_DECODING_INTERFACE",
"customDecodingInterface": {

Hl B0

e od & C=]
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]

// custom-decoders. json

// Refer to the fully qualified names of the signals, make them of

"name": "NamedSignalInterface"

// type CUSTOM_DECODING_SIGNAL, and specify them as part of the same interface ID
// that was defined above.

L

]

"fullyQualifiedName": "Vehicle.CurrentLocation.Longitude",
"interfaceId": "NAMED_SIGNAL",
"type": "CUSTOM_DECODING_SIGNAL",
"customDecodingSignal": {
"id": "Vehicle.CurrentLocation.Longitude"

"fullyQualifiedName": "Vehicle.CurrentlLocation.Latitude",
"interfacelId": "NAMED_SIGNAL",

"type": "CUSTOM_DECODING_SIGNAL",

"customDecodingSignal": {

"id": "Vehicle.CurrentLocation.Latitude"
}
"fullyQualifiedName": "Vehicle.ActivateAC",
"interfaceId": "AC_ACTUATORS",
"type": "CUSTOM_DECODING_SIGNAL",
"customDecodingSignal": {
"id": "Vehicle.ActivateAC"
}

# Create the decoder manifest.
CUSTOM_INTERFACE="cat custom-interface.json’
CUSTOM_DECODERS="cat custom-decoders.json’

aws iotfleetwise create-decoder-manifest \
--name my-decoder-manifest \

--model-manifest-arn arn:xxx:model-manifest/my-model-manifest \

--network-interfaces "${CUSTOM_INTERFACE}" \
--signal-decoders "${CUSTOM_DECODERS}"
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# Activate the decoder manifest.

aws iotfleetwise update-decoder-manifest \
--name my-decoder-manifest \
--status ACTIVE

O| A|Z40{ M AWS loT FleetWiseOllA O|g4Et S E 2tH5| ZEAFESLICH O CFS XIS M35t
T MAISH el o448t CF=20d| create-vehicle APIE A2 EFLCE.

aws iotfleetwise create-vehicle \
--decoder-manifest-arn arn:xxx:decoder-manifest/my-decoder-manifest \
--association-behavior ValidateIotThingExists \
--model-manifest-arn arn:xxx:model-manifest/my-model-manifest \
--vehicle-name "my-vehicle"

Ct= EtAIE AWS loT FleetWise Edge 2= H|O|A0| X2 U FETD ZQft FE =32 MM A
L|ct.
® Note

Edge T310f CHEt RtMIEF LHE 2 Edge 0| E THE R} SHLHME R ESML.

Send H&

OlM AZEQo{E HutUst C}Z (32t C++ IFUES CMake mHUof| F7I5H0F &) 2R E APIS2

Ry &

E0}7}0| HFEOfO|E{H M HEEE 2 EH|AESHL|CE.

// Create a command targeting your vehicle.
aws iot create-command --command-id activateAC \
--namespace "AWS-IoT-Fleetwise" \
--endpoint-url endpoint-url \
--role-arn ${SERVICE_ROLE_ARN} \
--mandatory-parameters '[ { "name": "$actuatorPath.Vehicle.ActivateAC",
"defaultValue": {"B": "false"} } 1' \
// You will receive the command ARN.

"commandId": "activateAC",
"commandArn": "arn:aws:iot:xxx:command/activateAC"
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// You can send the command to activate the AC targeting your vehicle.

JOBS_ENDPOINT_URL="aws iot describe-endpoint --endpoint-type iot:Jobs | jq -
j .endpointAddress’
aws iot-jobs-data start-command-execution \
--command-arn arn:aws:iot:xxx:command/activateAC \
--target-arn arn:xxx:vehicle/my-vehicle \
--parameters '{ "$actuatorPath.Vehicle.ActivateAC" : {"B": "true"}}' \
--endpoint-url https://${JOBS_ENDPOINT_URL}
// You will receive the corresponding execution ID.
{
"executionId": "@1HSK4ZH6ME7D43RB2BV8JC51D"

// If you have the AWS IoT FleetWise Edge Agent running, you can see the logs.
[AcCommandDispatcher.cpp:26] [setActuatorValue()]:

[Actuator Vehicle.ActivateAC executed successfully for command ID
@1HSK4ZH6ME7D43RB2BV81C51D]
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AWS CLI 2 AWS SDKs AWS loT FleetWise2}t &7 Al

Al A Ct. AWS loT FleetWise &f
4 2 O|o|E| £&o CHt REAIEE LH2 2 AWS IoT FleetWise API 2 X E & X 5IAI2.

H =

O| MMof M= AWS IoT FleetWise API 27 dAof st HEE M3 &L
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o| &

olr

Chrst =2 J24 Y @1042F &7 AWS loT FleetWiseE AFS3tedH Clgat 242 XIS 7|
AWS SDKsE& A8 Lt

H2IZE MM AOQ| AR} &7 AWS IoT FleetWiseE AF2EHLICIAWS CLI. HEZ=0f|A AWS loT
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AWS loT FleetWise 2X| siZ&

o| MMo| 22X 2 MEt £ M2 AF25H AWS loT FleetWise &2 2X|E s 25t ol 20|
ElLct.
CHE HE = AWS loT FleetWise2t ZtAEl LUt Ql EXN|E siQst= ol =20| 2 &= YU&LICH

A
« AWS loT FleetWise C|ZH OHL|HAE X
« Edge Agent for AWS loT FleetWise AT E 9o EXA]

- EMXME I HE

AWS loT FleetWise C|ZH OjLIHAE EX|
CIZH OILHAE EME sHZEELICH
C|2H oL HAE APl A1 5= RICH

F 24 o2 x|&

UpdateOperationFailure.Conf sSet ClZH ofLHAEo] 042 MOI|0|E
lictingDecoderUpdate Ho| U&LICH Al ZICHRACHIE CHA| Al = 5HA]
2.
UpdateOperationFailure.Inte InternalFailure= Z{=3El 0| 2|2 A|ZfEILICEH
rnalFailure 22X AHAl= ZEsHE ollQlof et ZekEILIC.
UpdateOperationFailure.Acti CIZ2EH DL HAETL Active 4EHO|2 2 O
veDecoderUpdate O|EE = gigLUtt ClZH oL HAE HEfE
DRAFTZ #HZE8H ¥ CHA| A|Z &M 2.
UpdateOperationFailure.Conf AWS loT FleetWise= CHE AMENO| =H5t= At
lictingModelUpdate 2 (2 ojLHAE)o] s A5 S Al=st
1 UELICH FHA| ZICHRACHIE CEA| A|ESHMIR.
UpdateOperationFailure.Mode A 2o AZE AMEV IELICH AHE 2=
1ManifestValidationResponse : of 215 & F7I5tn HAZE &= FHEHET0M
M ASE FHE 5 UK &gt

ClZH ofiLHAE 2R 250



AWS loT FleetWise

JHeER 7Hol=

=
F

FailureReason.MODEL_DATA_EN
TRIES_NOT_FOUND

UpdateOperationFailure.Mode
1ManifestValidationResponse
FailureReason.MODEL_NOT_ACTIVE

UpdateOperationFailure.Mode
1ManifestValidationResponse
FailureReason.MODEL_NOT_FOUND

UpdateOperationFailure.Mode
1ManifestValidationResponse
(FailureReason.MODEL_DATA_E
NTRIES_READ_FAILURE

UpdateOperationFailure.Vali
dationFailure

UpdateOperationFailure.KmsK
eyAccessDenied

UpdateOperationFailure.Deco
derDoesNotExist

AWS |oT FleetWise7} C|ZH OHL|HA E 2} o

HE AT 2YS &S 4 gaUc 4 2Y

S| Amazon 2|24 O|F(ARN)S QI8 & CHA|
Azstile.

C|2H OfLHAE HO|0|E EWM RESHK|
ot As = HESR A QIEHOo|A T &R
A[A&LICH of ol gtetEl 2E A5 2 HER]

3 E{Ho[A7F EXSt=X], AFSE ZE &=
7t A8 7tsE QeI 0|ARF HAAE[0] UE=X,
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2X| ZelghLct.

Z-q0 AF El= AWS Key Management

Service (AWS KMS) 7|0l H8t 2X|7}F Q& |

EP 7|0l HMAE = U= AYEE AMES[H R

x| #elstm CHAl A|ZSHAIL.
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SIGNAL_DECODER_INCOMPATIBLE_WITH_SIGNAL_CATALOG O|&7} Q& HIFX A|AH]
HIAIX|olE 70| Aulidt o|qo CHEt HEE MB35t

of g &AMl sl d x|HE ZEE + A&LICH

® Note
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SIE7} 2o e EILICH SIEE S5H [[I-EI-

HI™ A& ClolE{s 7t 2e2l20|H HEE + U&LCH

ClEC] tHLMAE B AIAE ClolE A5 FE
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InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.NO_SIGNAL_IN_CATALOG_F
OR_DECODER_SIGNAL)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.SIGNAL_DECODER_TYPE_IN
COMPATIBLE_WITH_MESSAGE_SIG
NAL_TYPE)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.STRUCT_SIZE_MISMATCH)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.SIGNAL_DECODER_INCOMPA
TIBLE_WITH_SIGNAL_CATALOG)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe

24 o2 x|&
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FIEF2 70| M STRUCTZ Ho|El ASE &

Aq&LCH C|ZH oL HAE HHI0|E o]
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T 2A sid x|H
ason.SIGNAL_DECODER_INCOMPA Xl tA&LICH Cl2E OfLHAE| AHE E
TIBLE_WITH_SIGNAL_CATALOG) = FE M3E 2Z0oE Y StructFullyQualifi

edName ZE7t 2 9|x|o{ Rlo{oF &fL|C}. EE
fullyQualifiedNameO| /= STRUCT = E7} E

LELCE
InvalidSignalDecoder.withRe CIZH OiLEHAE Q3o AFSE 2l HAIX]
ason(SignalDecoderFailureRe & stLtZt Z2|0(EIE HIAIXKIZ HolE|X| 5k
ason.SIGNAL_DECODER_INCOMPA &LICH ol 2 E B[=Z A7t ZZ|0E|E O
TIBLE_WITH_SIGNAL_CATALOG) AXIE2 HOo|E|R=X] &QISHM 2.
InvalidSignalDecoder.withRe AE FHEI2 0| HifE 2|7t C|2H o o
ason(SignalDecoderFailureRe A E 0|0|E 22 0i| A structuredMessagelL
ason.SIGNAL_DECODER_INCOMPA istDefinition2 2 MO|k|X| i &LICH ClE2H
TIBLE_WITH_SIGNAL_CATALOG) OfLHAE YO[0|E @AM ZE P &4

0| structuredMessageListDefinition2 £ & 9| k|

ANEX| gelstM L.

Edge Agent for AWS loT FleetWise &~2ZEf{|0{ EA]

Edge Agent 2 Z E|o{ EX|E sHZELICtH

S|

« EAl: Edge Agent 2 Z EQJ0{7} AR E|X| gt &L}

« 2X: [ERROR] [loT FleetwiseEngine::connect]: [K|&4d 2t0|E28{2| 7|3} AlmH)

« 2x: Edge Agent AZEgJo{7} 22 ZITHOBD) Il PID & ZIEH 28| Z=E(DTC)E £ E5HX| &b &
LIC},

« 2Al: Edge Agent for AWS loT FleetWise A ZEQJ0{7} EQ|F 0l HIO|E{E £ Zlt K| oL} O
OlE{ AAI =l ME8E =+ gigLct

« 2Xl: [ERROR] [AwslotConnectivityModule::connect]: [2 F 2 QI8 2472 Almlf] &£ = [WARN]
[AwslotChannel::send]: [& 4 MQTT @1Z0| gi&LICH]
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EA|: Edge Agent AZ EQ|0{7} A|RFE|X| &f&LICEH

Edge Agent 2 ZE Q{047 AR E|X| S B2 OIS 277 RAIE = U&LICH

Error from reader: * Line 1, Column 1
Syntax error: value, object or array expected.

Z aied: Edge Agent for AWS loT FleetWise 2AZE9|0{ 7+ mtQlo| &
St UeEX| HQIELICH H|E S04, &lE7F SHIEAH ASEIRI=X| 2Rl

£ $+&3l04 Edge Agent for AWS loT FleetWise A ZE

r

0
o
4
d
==

1.  AWS loT FleetWise 2£ 2 L|C}.

2. MH|A& & T 0| X|2] AWS IoT FleetWise A|ZSH7| MAdof| A S K| 0| O|ME EFM S MEHEHL|C}

[ERROR] [SocketCANBusChannel::connect]: [ SocketCan with name xxx is not accessible]
[ERROR] [IoTFleetWiseEngine::connect]: [ Failed to Bind Consumers to Producers ]

171 ' : Edge Agent £ Z £910{7} 743 THofl HOIE! U=92 QIET|0lA%te] A% SIS A
M5 K| RE AL 0| 277 EAIE £ )&,

T

Tdof| HolEl HE HERT QEH0|AE ALSE = U=SK| EQlsteiH Ol S BHES AdeLct
ip link show

HEX3 QIE{H0|AE 22Q] AEZ Metsted™ O HEE M™EILICH network-
interface-idE UHES3 QE{HO0|AL| IDE X SIA2.

sudo ip link set network-interface-id up

[ERROR] [AwsIotConnectivityModule::connect]: [Connection failed with error]
[WARN] [AwsIotChannel::send]: [No alive MQTT Connection.]

# or
[WARN] [AwsIotChannel::send]: [aws-c-common: AWS_ERROR_FILE_INVALID_PATH]

122 &: Edge Agent 2 E|0{0{ A AWS loT CoreZ MQTT HZ2E MHSGIX| 25tH 0| 277}
EANE = JA&LIct CHZ0| SHEA T EEIR=X| 0I5t 1T Edge Agent 2AZEQ0{E CHA| A
sI-L_||:_|.

=

X Edge Agent A Z E Q) 07} AR E|X| f&LICEH 254
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- mgttConnection::endpointUrl — AWS H|"H9| IoT C|HIO|A AE=EZQIEQIL|CE
« mqttConnection::clientID - Edge Agent 2ZE 047} A SOl X9 ID.
- mqttConnection::certificateFilename — At3 QI A mtlo| AZQlL|C}.

- mqttConnection: :privateKeyFilename — A}&F 749! 7| ot o] A=,

o
« AWS IoT Core £ AI235}04 x2S T2 H|X{LS&L|CH XFM|IEH LI Provision AWS loT
FleetWise x}2F EHHE BRI XS A|IL.

KEMIEH LHE 2 AWS loT Device SDK for C++ FAQE & ESHAMIR.

2Al: [ERROR] [loT FleetwiseEngine::connect]: [X|& A Eto|E 2| 7|8
AJTH]

o Y'™: Edge Agent AZE 047t X|HE ML E &KX XY B2 0l 2771 EAIE & U&LICH

2 o
CH2 0| SHIZA FHEIR=X] & Q15T Edge Agent A Z EQJ0{E CHA| A|EFEELICE.

persistency:persistencyPath - =& #|A|, C|ZH OHLHAE % O|o|H AHXE |X|st= O
ANEBElE 2H Z2LCH.

ZA|: Edge Agent AT EQ|0o{7} 2 E TIEHOBD) II PID & ZIE EX| ZE
(DTC)E =&stX| k&Lt

2 Y: obdInterface:pidRequestIntervalSeconds £&
obdInterface:dtcRequestIntervalSeconds7t 022 FEE B2 0| 2LF7I EAIE £+ &L
CH.

Edge Agent 2ZEQ0{7} XI5 Bi& 7| RIF0oM Al Sl B
obdInterface:hasTransmissionEcu7} trueS 2 FME|0{ YU=X| ZolghL|Ct.

XZo| EEE HEED Y HERIA(CAN HA) SR IDE X|HstE B2 XSS
obdInterface:useExtendedIds7t true@ 2 FAE|0] UEX|

=X: Edge Agent for AWS loT FleetWise AL E9||0{7} HEXZ0{A C|O]
EIE T3t ef74Lt HlOlE] A FAIS M3 + giaLict

H7=1 HFHEH. 7|§

Ct2EF
= O H=.

o o

ok
o

91t

ok

FZELR 0| 2F 71 EAIE £ &Lt

ol

EX: [ERROR] [loT FleetwiseEngine::connect]: [X|&4 2H0|E 22| Z 7|8} Almf] 255
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&= Al: [ERROR] [AwslotConnectivityModule::connect]: [
Iff] 5= = [WARN] [AwslotChannel::send]: [& & MQTT
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=2 0|5t 0473 Al

4ol elaLIch]

AT ER|0{7l 2EIREH HALIX| 2 F2 0| LRI EAIE = U&LICH
AL ZEQJo{= 12 AWS loT Core OtCHO| ping 22 ELi1 38 S¢t 7|CHE

L

CHA| A& gL
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"
},
"Action": [
"kms:Encrypt",
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"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

]I

"Resource": "*"
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aws iotfleetwise put-encryption-configuration \
--encryption-type FLEETWISE_DEFAULT_ENCRYPTION

3. PutEncryptionConfiguration API Xf1& A& 35to4 gt
Mg gstetlct.

ok

3} R4S KMS_BASED_ENCRYPTIONS Z

aws iotfleetwise put-encryption-configuration \
--encryption-type KMS_BASED_ENCRYPTION \
--kms-key-id kms_key_id
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Canlinterface

ObdInterface

CanSignal

ObdSignal

ConditionBasedCollectionScheme

TimeBasedCollectionScheme

description, allowedValues, defaultVa
lue, min, max

description, allowedValues, min, max

description, allowedValues, min, max

>.
0%

_|

x
0%

protocolName, protocolVersion

requestMessageld, dtcReques
tintervalSeconds, hasTransm
issionEcu, obdStandard, pidReques
tintervalSeconds, useExtendedlds

factor, isBigEndian, isSigned, length,
messageld, offset, startBit

byteLength, offset, pid, pidRespon
seLength, scaling, serviceMode,
startByte, bitMaskLength, bitRightS
hift

attributes

A4 04
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expression, conditionLanguageV
ersion, minimumTriggerintervalMs,
triggerMode

periodMs
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« kms_key_idE KMS 7|9| IDZ HFEL|CH

aws iotfleetwise put-encryption-configuration \
--encryption-type KMS_BASED_ENCRYPTION \

--kms-key-id kms_key_id

Example &

{

"kmsKeyId": "customer_kms_key_id",

"encryptionStatus": "PENDING",
"encryptionType": "KMS_BASED_ENCRYPTION"

}
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KMS 7| M8t Fo|l= £|A 8 KMS 7| HAof CHS 22 F715H0F AWS loT FleetWise 2
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AAE
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"Sid": "Allow FleetWise to encrypt and decrypt data when customer managed KMS key

based encryption is enabled",
"Effect": "Allow",
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"Principal": {

"Service": "iotfleetwise.amazonaws.com"

},

"Action": [
"kms:GenerateDataKey*",
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:RetireGrant",
"kms:RevokeGrant"

]I

"Resource": "*"
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"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"
},
"Action": [
"kms:Encrypt",
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"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,

"Resource": "*",

"Condition": {
"StringLike": {

"aws:SourceAccount": "AWS-account-ID"
.
"ArnLike": {
"aws:SourceArn": "arn:aws:iotfleetwise:region:AWS-account-ID:*"
}
}
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
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"iotfleetwise:
"kms:
"kms:
"kms:
"kms

* 11
’

Encrypt",
Decrypt",
:ReEncrypt*",

"kms:DescribeKey"
1,

"Resource": [

"

ClS &% MO odst

=2O0OL- 12

Ol & =3} APIs
PutEncryptionConfiguration &

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

GenerateDataKey*",

| Get

Ilo st

Eotc Ol E2F

tEncryptionConfiguration &

L|C}. O &4=H A-Il:gi

"iotfleetwise:GetEncryptionConfiguration",
"iotfleetwise:PutEncryptionConfiguration",

"kms:
"kms

GenerateDataKey*",

:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:DescribeKey"

1,

"Resource": [

"
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« trust-policyE AME| M2

aws iam create-role --role-name IotTopicExecutionRole --assume-role-policy-document
file://trust-policy.json

"Version": "2012-10-17",
"Statement": [
{
"Sid": "mqttTopicTrustPolicy",
"Effect": "Allow",

MQTT FA|ofl Ciet oI E B 82 £ Q= AWS loT FleetWise ™8t £ 04 273


https://docs.aws.amazon.com/iot/latest/developerguide/protocols.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-rules.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-create-role.html
https://docs.aws.amazon.com/iot/latest/developerguide/pass-role.html

AWS IoT FleetWise

JHeER 7Hol=

"Principal": {
"Service": "iotfleetwise.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceArn": [
"arn:aws:iotfleetwise:region:account-id:campaign/campaign-name"
1,
"aws:SourceAccount": [
"account-id"
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« AWSIoTFleetwiseAccessIotTopicPermissionsPolicyE M4 S0l XHxHo| 0|E2Z HIEL]

Ct.

« permissions-policy2 TEt HA0| L& E JSON It O|E S £ WA|gfLCt.

aws iam create-policy --policy-name AWSIoTFleetwiseAccessIotTopicPermissionsPolicy --

policy-document file://permissions-policy.json

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Publish"
1,
"Resource": [
"topic-arn"
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aws iam attach-role-policy --policy-arn permissions-policy-arn --role-
name IotTopicExecutionRole
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{
"Version": "2012-10-17",
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"Statement": [
{

"Effect": "Allow",

"Principal": {
"Service": [

"iotfleetwise.amazonaws.com"

]

.

"Action": [
"s3:ListBucket"

1,

"Resource": "arn:aws:s3:::bucket-name"

"Effect": "Allow",
"Principal": {
"Service": [
"iotfleetwise.amazonaws.com
]
I
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": "arn:aws:s3:::bucket-name/*",
"Condition": {
"StringEquals": {
"aws:SourceArn": "campaign-arn",
"aws:SourceAccount": "account-id"

—
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>

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
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"Service": [
"iotfleetwise.amazonaws.com"
]
I
"Action": [
"s3:ListBucket"
1,
"Resource": "arn:aws:s3:::bucket-name"
},
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotfleetwise.amazonaws.com"
]
I
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": "arn:aws:s3:::bucket-name/*",
"Condition": {
"StringlLike": {
"aws:SourceArn": "arn:aws:iotfleetwise:region:account-id:campaign/*",
"aws:SourceAccount": "account-id"
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ol

"Version": "2012-10-17",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"

I,
"Action": [
"kms:GenerateDataKey",
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"kms:Decrypt"
1,
"Resource": "key-arn"
}
/A Important
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aws iam create-role --role-name TimestreamExecutionRole --assume-role-policy-document
file://trust-policy.json

"Version": "2012-10-17",
"Statement": [
{
"Sid": "timestreamTrustPolicy",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceArn": [
"arn:aws:iotfleetwise:region:account-id:campaign/campaign-name"
1,
"aws:SourceAccount": [
"account-id"
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AWSIoTFleetwiseAccessTimestreamPermissionsPolicyE %
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AAY 0| XJ%H O
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aws iam create-policy --policy-name AWSIoTFleetwiseAccessTimestreamPermissionsPolicy --
policy-document file://permissions-policy.json

"Version": "2012-10-17",

"Statement": [
{

"Sid": "timestreamIngestion",
"Effect": "Allow",

"Action": [
"timestream:WriteRecords",
"timestream:Select",

"timestream:DescribeTable"

15
"Resource":
1,
{

"table-arn"

"Sid": "timestreamDescribeEndpoint",
"Effect": "Allow",

"Action": [
"timestream:DescribeEndpoints"

1,

"Resource": "*"
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aws iam attach-role-policy --policy-arn permissions-policy-arn --role-
name TimestreamExecutionRole
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "RemoteCommandsTrustPolicy",
"Effect": "Allow",
"Principal": {

"Service": "iot.amazonaws.com"

.
"Action": "sts:AssumeRole"

}

]
}
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« CHAlI HEtE HEStE{H IAM HE"Effect": "Deny"O|ME "Effect": "Allow"ZE
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« AWS IoT FleetWise 2IAAE AL SQ19| <AWS_REGION> AWS 2|
74| =4

« <ACCOUNT_ID>S} AF&XF AWS A S
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iotfleetwise:GenerateCommandPayload",
"Resource": "*"
}
]
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« AWS loT FleetWise 2IAAE AL SQ19| <AWS_REGION> AWS 2|
« <ACCOUNT_ID>2} AF2X} AWS A
o <VEHICLE_NAME>E XI&2| IoT AFE O|§ 22 HfEL|Ct.

i

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iotfleetwise:GenerateCommandPayload",
"Resource": "arn:aws:iot:<AWS_REGION>:<ACCOUNT_ID>:thing/<VEHICLE_NAME>"
}
]
}
SH A U S0l ChEH HEH Sod
CtS Mo M= 7 AHEF Q| HF0f 0| of CHE HO|ZEEE H8e = U= HEtE Fofdie WHS
Ho{E LIt
CHA| o Al
« AWS loT FleetWise B|AAE AIE S019| <AWS_REGION> AWS 2| &
« <ACCOUNT_ID>Q} MEX AWS HXH HE.
« <VEHICLE_NAME>Z RIE 2| loT AFE O|§ 22 HiE LY.
o <Vehicle.actuator2># ## ## ### ## <SIGNAL_FQN>.
{
"Version": "2012-10-17",
"Statement": [
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{
"Sid": "Statementl",
"Effect": "Allow",
"Action": "iotfleetwise:GenerateCommandPayload",
"Resource": "arn:aws:iot:<AWS_REGION>:<ACCOUNT_ID>:thing/<VEHICLE_NAME>",
"Condition": {
"ForAnyValue:StringEquals": {
"iotfleetwise:Signals": ["<SIGNAL_FQ@N>"]
}
}
}

S oM §E A A HEf RES0 CHet HO|ZEE HEE & e HetE Foiste YHS

HoiFLIch
CHA of| Al:

+ <AWS_REGION>2 AWS loT FleetWise E|AAE AFE3HE AWS 2|7 lLC.
« <ACCOUNT_ID>E= A-ERt2| AWS A fHE iL|C.

» <VEHICLE_NAME>2 A2 2| loT AHZE O|& &L

o &Ef RIERIO| AlHX}IT} Q= <STATE_TEMPLATE_ID>RILICEH,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Statementl",
"Effect": "Allow",
"Action": "iotfleetwise:GenerateCommandPayload",
"Resource": [
"arn:aws:iot:<AWS_REGION>:<ACCOUNT_ID>:thing/<VEHICLE_NAME>",
"arn:aws:iotfleetwise:<AWS_REGION>:<ACCOUNT_ID>:state-
template/<STATE_TEMPLATE_ID>"]
}
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« AWS loT FleetWise 2IAAE AL SQ1°| <AWS_REGION> AWS 2|
« HS 7 AWS A QU= <ACCOUNT_ID>.

e KMS # ID# # <KMS_KEY_ID>

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iotfleetwise:GenerateCommandPayload",
"Resource": "*"
1,
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:<AWS_REGION>:<ACCOUNT_ID>:key/<KMS_KEY_ID>"
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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mplate/state-template-id

arnipartition iotfleet
wise:region:account_id :vehicle/
vehicle-id

arn:partition :iotfleet
wise:region:account_id :model-ma
nifest/name

am:partition :iotfleet

wise:region:account_id :decoder-manifest/

name
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https://docs.aws.amazon.com/directconnect/latest/UserGuide/create-connection.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-interface.html#create-interface-endpoint
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
https://docs.aws.amazon.com/general/latest/gr/iotfleetwise.html

AWS IoT FleetWise

JHeER 7Hol=

AWS loT FleetWise0l CHEF VPC AIE X QIE A MA

AWS loT FleetWise® Amazon VPC Q= ZQIEof CHSH HAM S MAStod LIS 2 XIHE £+ U&LICt
o g Y = UHLE =-E £ Qs B FA|

o £8 IS B e L3 27} EFY

KtMIE HE = Amazon VPC AF2 MMl VPC QIEZQIEE E5H MH|A0| CHEE M A K o{E &
XEMIL2.
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HE gLt
{
"Statement": [
{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": "*"
},
{
"Action": "*",
"Effect": "Deny",
"Resource": "*",
"Principal": {
"AWS": [
"123456789012"
]
}
}
]
}
Example — X|&HE 2ot FH|(AHE ROl CHS{AEF VPC AHMAE
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"Statement": [

{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": {
"AWS": [
"arn:aws:iam::123456789012:usexr/lijuan"
]
}
1]
}
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"Statement": [
{
"Principal": {
"AWS": [
"arn:aws:iam: :123456789012:usexr/fleetWise"
},

"Resource": "*",

"Effect": "Allow",

"Action": [
"iotfleetwise:ListFleets",
"ijotfleetwise:ListCampaigns",
"iotfleetwise:CreateVehicle",
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0l

MMol TE e 722

ZE B4 ddof cHet RtAIEH LHE 2 Amazon CloudWatch Logs At
=

{
"accountId": "123456789012",
"vehicleName": "test-vehicle",
"message": "Unrecognized signal ID",
"eventType": "MODELING_ERROR",
"logLevel": "ERROR",
"timestamp": 1685743214239,
"campaignName": "test-campaign",
"signalCatalogName": "test-catalog",
"signalld": 10242

}
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"Version":"2012-10-17",
"Statement": [
{

"Action":[

"ijotfleetwise:PutLoggingOptions",
"jotfleetwise:GetLoggingOptions"
1,

"Resource": [

min

1,
"Effect":"Allow",

"Sid":"IoTFleetwiselLoggingOptionsAPI"

"Sid":"IoTFleetwiselLoggingCWL",

"Action": [
"logs:CreateLogDelivery",
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelLogGroups"”

1,

"Resource": [

min

1,
"Effect":"Allow"
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"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:assumed-role/Nikkiwolf",
"accountId": "111122223333",
"accessKeyId": "access-key-id",
"userName": "NikkiWolf"

.

"eventTime": "2021-11-30T09:56:357",
"eventSource": "iotfleetwise.amazonaws.com",
"eventName": "AssociateVehicleFleet",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.21",
"userAgent": "aws-cli/2.3.2 Python/3.8.8 Darwin/18.7.0 botocore/2.0.0",
"requestParameters": {
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"fleetId": "f1234567890",
"vehicleId": "v0213456789"
1,
"responseElements": {
1,
"requestID": "9f861429-11e3-11e8-9eea-0781b5c@ac21",
"eventID": "17385819-4927-41lee-a6a5-29ml10br812v4",
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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