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1. AWS Management Console0i| 21 215}04 https://console.aws.amazon.com/iam/H A IAM 2& 2

MEHSE CHS AWS loT Device Defender Audit IAM @48 A A4(AMEH AFEH 01 A]
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5. JSON EHZ MEHSt 1 Ot HMES Q=AFLICE REGION, ACCOUNT_ID 2 KEY_IDE CHZ2| AWS
KMS 7| M2 HEE diELCt
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:REGION:ACCOUNT_ID:key/KEY_ID"
}
]
}
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AWS loT Device Defender Detect Security Profiles Create ML Security Profile
Step 1 . " 5
Set basic configurations Set basic configurations .«
Select target and metrics that you would like to configure for your ML Security Profile.
Step 2 - optional
Security Profile basic configuration
Step 3
Target
r
All registered things 3
Security Profile name
Srart_lights_ML_Detect_Security_Profile
Entsr a unique name containing anly: letrers, numbers, hyphens,
\ Security Profile name cannet contain arny
Description - eptional
ML Detect security profile for monitoring smart lightq
Selected metric behaviors in Security Profile (&) nfo
You can assass how your fleet of devices is operating across the following metric behawiors.
Add cloud-side metric ¥ Add device-side metric ¥
Datapoints .
. Datapoints .
. ML Detect required to . MNotification
Metric Type B R required to
confidence trigger £
clear alarm
alarm
Authorizatio . i
n failures Cloud-side High 1 1 Suppressed
Connection
Cloud-side High 1 1 Suppressed
attempts
Disconnects Cloud-side High 1 1 Suppressed
Message . .
_ Cleud-side High 1 1 Suppressed
size
Messages Cloud-side High 1 1 5 essed
received e - Lppr
Messages . )
Cloud-side High 1 1 Suppressed
sent
S (=X=] EHS
RO a2 MEHELICEH
3H) I I = o S olH}s o) &
4. SNS HHE(ME ALE) HO|X[o|M ClHIO|A Y} Z=2nt ol S22 2fghe M B2 L =of CHet
SNS FHME X|FefL|ct MELSH SNS FXofl AAIE M ALSE IAM Hg S MHEffL|CH
[eL k= o= o k=1 S St O | hva St odst= =
OF%] SNS ¥&f 0| gi= B Cha HHA(of et MAeh Mt & A= 247t Ee st g S sl
Ct.
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N o AE M b, 23 CHS AR AR M
EHOJ| M 10TE MEHSI T AF2 Aled| MEHO| A 10T - Device Defender &t 2ed2 MEHSHL|C}H, 2t

« Q1ZAEl HE Z2Hoi M AWSIloTDeviceDefenderPublishFindingsToSNSMitigationActionS A1EH

1 ° 3 4
+ Attached permissions policies

The type of role that you selected requires the following policy.

Filter policies Q search Showing 6 results
Policy name « Used as Description
» AWSIloTDeviceDefenderAddThingsToThingGrou..  Permissions policy (1) Provides write access to loT thing groups andr...
» AWSloTDeviceDefenderEnableloTLoggingMitig..  Permissions policy (2) Provides access for enabling 10T logging for ex...
» AWSloTDeviceDefenderPublishFindingsToSNS... Provides messages publish access to SNS topi...
» AWSloTDeviceDefenderReplaceDefaultPolicyMi... Provides write access to loT policies for execut...
» AWSloTDeviceDefenderUpdateCACertMitigatio... Provides write access to loT CA certificates for ...
» AWSloTDeviceDefenderUpdateDeviceCertMitig... Provides write access to 10T certificates for exe...

» Set permissions boundary

* Required Cancel Previous
« Ef FIHME AL A AZStEdE B2 E FIHE &= JUELICH 2EFHS M Next:
Review(CtS: AE)E MEHEHLICH
« AEOM HF&o| 0|2 XIHstT
AWSloTDeviceDefenderPublishFindingsToSNSMitigationActionO| F4&+ of2oi] Lt &= 7 AWS

MH|A: iot.amazonaws.comO| Al Z| Zt74| of 2ol LtdE|o{ Qlo{ofF EfL|Ct 2tFFHo D st M
Mg MEHSIMIL.

22£0|M ML DetectE AL 3= &Y
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Identity and Access
Management (IAM)

Dashboard

Access management
Groups

Users

Roles

Policies

Identity providers

Account settings

w Access reports

Access analyzer

Archive rules
Analyzers

Settings

Credential report
Organization activity

Service control policies (SCPs)

Q, Search IAM

Identity and Access
Management (IAM)

Dashboard
= Access management
Groups
Users
Roles
Policies
Identity providers

Account settings

4

Access reports

Access analyzer
Archive rules
Analyzers

Settings

Credential report
Organization activity

Service control policies (SCPs)

Q, Search IAM

ke

Roles > Sample-SNS-role

Summary

Role ARN

Role description
Instance Profile ARNs
Path

Creation time

Last activity

Maximum session duration

Permissi Trustr

Delete role

arn:aws:iam::049832161882:role/Sample-SNS-role @1

Provides AWS |oT Device Defender write access to publish SNS notifications | Edit

cl

/
2020-12-2117:13 PST

Not accessed in the tracking period

~ Permissions policies (1 policy applied)

Attach policies

Policy name «

» N AWSIoTDeviceDefenderPublish FindingsToSNSMitigationAction

1 hour Edit
Tags Access Advisor Revoke sessions
© Add inline policy
Policy type +
AWS managed policy X

» Permissions boundary (not set)

Roles > Sample-SNS-role

Summary

Role ARN

Role description
Instance Profile ARNs
Path

Creation time

Last activity

Maximum session duration

P issi Trust rel;

Delete role

arn:aws:iam::049832161882:role/Sample-SNS-role (7]

Provides AWS |oT Device Defender write access to publish SNS notifications | Edit
&

/

2020-12-21 17:13 PST

Not accessed in the tracking period

1 hour Edit

Tags Access Advisor Revoke sessions

You can view the trusted entities that can assume the role and the access conditions for the role. Show policy document

Edit trust relationship

Trusted entities

The following trusted entities can assume this role.

Trusted entities

Conditions

The following conditions define how and when trusted entities can
assume the role.

There are no conditions associated with this role.

The identity provider(s) iot.amazonaws.com

HA S5 mlo|x|olM ML & dEE ALSA XEE & J&LICH

2 2£0i M ML DetectE AISsHE &
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Create ML Security Profile

Security Profiles

AWS loT Device Defender
Device Defender Detect

AWS loT

Step 1
Set basic configurations

Step 2 - optional
Edit metric behaviors

Step 3

Edit metric behaviors - optional

Update ML behaviors with behavior name, alarm criteria and notification settings.

Edit metric behaviors

Authorization failures
Behavior name
Authorization_failures_ML_behavior
Datapoints required to
clear alarm

Datapoints required to
1

trigger alarm

1

Metric

Authorization failures

ML Detect confidence

Notifications
Suppressed ¥ ‘ ‘ High ¥

Metric
ML Detect confidence

Bytes in
Behavior name
Bytes_in_ML_behavior
clear alarm

Datapoints required to
1

trigger alarm

1

Datapoints required to

Bytes in
‘ High ¥

Notifications
Suppressed ¥ ‘

Metric

Connection attempts
ML Detect confidence

Connection attempts

Behavior name

Datapoints required to

trigger alarm

71H st &M 2LH

HiHd
=

Connection_attempts_ML_behavior
Datapoints required to

Notifications
Suppressed ¥ | | High ¥

clear alarm

gf LIk,

e St Holstn e My

22£0|M ML DetectE AL 3=
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AWS loT Device Defender

Step 1

Set basic configurations

Step 2 - optional

Edit metric behaviors

Step 3

Review configuration

8. Hotm=zmelg

Detect Security Profiles Edit ML Security Profile

Review configuration

Security Profile basic configuration

Profile name

Smart_lights_ML_Detect_Security_
Profile

Target
All registered things

Description
ML Detect security profile for
monitoring smart lights

Selected metric behaviors in Security Profile

Behavior . ML Detect
Metric Type
name confidence
Authorizatio
n_failures_ Authorizatio . .
_ . Cloud-side High
ML_behavio n failures
r
Bytes_out_
ML_behavio Bytes out Device-side High
r
Connection_
Connection
attempts_M Cloud-side High
X attempts
L_behavior
Disconnects
_ML_behavi Disconnects Cloud-side High

Datapoints .
) Datapoints
required to ) No®
A required to
trigger s
clear alarm
alarm
1 1 Sup
1 1 Suf
1 1 Suf
1 1 Sugp

B Fole ESt T2 0 H|O|X|2 ZIC|IHMElof ME BHE Hot Z 20y

ZEILICH ClHfol&0f HIEHY XM &S

0

1 S KA S 2tz ste O 140
T & ZE} EANE W2 o4 E = U&Lc
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ML 22 &EH 2LIE{Z

ML ZEO| Z7| 1§ 7|Zto] U= SO LS BHAHE =&8s5to] UM EX| TId HES DLIEHZE =
&LCt
1. AWS loT 20| BAM ol wo{E =HE s 4K, B¢ T2 0l X2 MEHEHLICE.
2. Hor Z2u mo|X|o|M HAESIE{s Eor T2 ntdg MEHSHLICH JHCHS S5 A ML 1SS
MEASFL|CH
3. Sz ML TS HO|X|MMH ML ZEo| me FIgH Atst2 EOI5HM 2.
oo AEfTE N MEHO|H AR R0 et 24X 2HE Uielr Y =2 0ide ool EELIcH

Behaviors and ML training (7)

LowConfidence_MladBehavior_NUM_LISTENING_TCP_P

ORTS

Model status Metric

@ Active Listening TCP port count
Last built Confidence

March 19, 2021, 09:31:02 Low

(UTC-0700)

Target Notification

RulesToMladProfileUpdatething-  Not suppressed

group--13d34e0d2cB8e13%e

Datapoints required to trigger alarmDatapoints required to clear alarm

% of all training days required

LowConfidence_MladBehavior_NUM_LISTENING_UDP_P
ORTS

Model status Metric

@ Active Listening UDP port count
Last built Confidence

March 19, 2021, 09:31:02 Low

(UTC-0700)

Target Notification
RulesToMladProfileUpdatething- Mot suppressed
group--13d34e0d2c8e139e

Datapoints required to trigger alarmDatapoints required to clear alarm

%,of all training days required
100%

100%

LowConfidence_MladBehavior_NUM_ESTABLISHED_TCP
_CONNECTIONS

Model status Metric

@ Active Established TCP connections count
Last built Confidence

March 18, 2021, 09:31:02 Low

(UTC-0700)

Target Notification

RulesToMladProfileUp Not supp

group--13d34e0d2cBe139e

Datapoints required to trigger alarmDatapoints required to clear alarm

%.0of all training days required

Note

DEo| of A CHE FIYME|X| ot = |HFOIA T} | A @F A E SF5H=X| el ct
ML Detect A2 HE
ML 2Ye Yo T ClolE| RES BHIE $ols DYl AldEls ZEE HrlMo= =0l gl x4
g = A&k
1. AWS loT | Ef A Eo M o E &6 O S 2 K|, BEE #tel2 MEiFLCH
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AWS loT Device Defender Detect Alarms

Alarms

All alarms (5) info

Q 1 (o]
First event Thing name Security Profile Behavior type Behavior name Last emitted Verification state Confidence
September 03, 2021, iotconsole-6f8373bc-c245- offe-8ef7- Authorization_failures s yporization failures:

fdsa Rule-based _behavior X Unknown -

15:50:00 (UTC-0700) b2b52e78975¢ 0 failure(s)

September 03, 2021, iotconsole-539d0ef0-3504-4a9¢-a7al- fdsa Rule-based Authorization failures: Unknown

15:50:00 (UTC-0700) be53b472b850 0 failure(s)

September 03, 2021, iotconsole-81fc61d7-9362-4c87- fden Rule-baced Authorization failures  puthorization failures: Unknoum

15:50:00 (UTC-0700) ada6-333891ff7349 (_N 0 failure(s)

: Authorization_fai P N

September 03, 2021, " -2162-456e- i X .

eptember iotconsole-23e8ec9a-2162-456e: tdsa Rule-based “behavior Authorlzatlon failures: Unknown R

15:50:00 (UTC-0700) 38c2-302c36267618 Notificat 0 failure(s)
) Authorization_failures R
September 03, 2021, iotconsole-85e0278e-29aa-4554- fdsa Rule-based behavior Authorization failures: Unknown
15:50:00 (UTC-0700) b3b6-111b9063228f M 0 failure(s)
< >
EEHO |E |. ;l _| | |'7 = |I | | | =3 | |. |A -Il H% 1' HHE =2 A olA |

ct

AWS IoT Device Defender Detect Alarms
Alarms
Show events for: | Last 14 days ¥ | | All Security Profiles ¥
20 ol -
] T ——e " x —0
Aug 21 Aug 22 Aug 23 Aug 24 Aug 25 Aug 26 Aug 27 Aug 28 Aug 29 Aug 30 Aug 31 Sep1 Sep2 Sep3
@ natarm ¢ Alarm cleared [l Alarm invalidated
KtME HEE EedH 2E| ofell AAS0llM RHAMIEH LIS 21 A2 AtE 2 =S CHS Defender
X|EZ o|S¢ELICt Defender X|FE Z2HZ0of UM ASHD & 2 Ef RHOIM B2 EAE ZE A
Ol CHEt ZAE $HE + S 0 B2 B2E A BIAR| 2719) Antol 27t 22420f
EAIELICH o|Fo ZET} XXz WE 2 & JUA&LICH
Z&0i| M ML DetectE AtE5t= & 20
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AWS loT Things smart_light_thing_1

smart_light_thing_1

NO TYPE

Actions ~

Details Metric Time range
Securi Message size - Maxi... ¥ Last 14 days v
Thing group Dimension (optional) Dimension operator
Shado v
nte
Message size - Maximum
Activit
1000
Reset zoom
. - d— A
Violations 750 i y
i 03/19/2021 12:55 UTC
Defender metrics # Message size - Maximum: 801
500
250
& "
S A
0
12:45 12:50 12:55 12:00 13:05 12:10 1218 12:20

=k~ Message size — Maximum
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TrT: -

Types AWS loT Device Defender Detect Security Profiles

Thing groups

Billing groups Security Profiles (30+) m
Tunnels Delete
b Fleet Hub Security Profile :y":""’m Behaviors 1:;:: N Target Creation date Notifications
» Greengrass
" N - . March 17, 2021, S d
» Wireless connectvity ‘ ] Smart_lights_ML_Detect_Security_Profile ML 9 . All registered things 121(5:111 T (;'p"'“se
P Secure MyEmptyGorupSP ML 6 - EmptyGroup T;;(:;f )(é:gv‘noo) (Sﬁuippmgd
A AXA | -|b|0 i —|.OI HAI- |.'=' E=2 X-I=|. _| |. | .|EI%I- |E§H7=I%I-J~OI
3. 78 FE MY Eot T2 MU CHY A2 382 ZE5HHLE ZLIEEE X EE HEE =
2
&LCt
- AWS 1aT Device Defender Detect Security Profiles Create ML Security Profile
o Set basic configurations
Set basic configurations g L
Select target and metrics that you would like to configure for your ML Security Profile.
Step 2 - optional
Security Profile basic configuration
Step 3
Target
L
All registered things
Security Profile name
Srart_lights_ML_Detect_Security_Profile
Enter a unigue name containing only: letters, numbers, hyphens,
colon, or underscores. A Security Profile name cannot contain any
Spaces.
Description - eptianal
ML Detect security profile for monitoring smart lighty
Selected metric behaviors in Security Profile (6] s
¥ou can assass how your fleet of devices is operating across the following metric behawiors.
Add cloud-side metric ¥ | | Add device-side metric ¥
Datapoints .
; Datapoints .
R ML Detect required to . MNaotification
Metric Type ) | required to
confidence trigger 5
clear alarm
alarm
Authorizatio
Cloud-side High 1 1 Suppressed
n failures d i
Connection i
attermnts Cloud-side High 1 1 Suppressed
p
Disconnects Cloud-side High 1 1 Suppressed
Message
- 9 Cloud-side High 1 1 Supprassed
Il
Messages
mteiufd Cloud-side High 1 1 Supprassed
Messages
o 4 Cloud-side High 1 1 Suppressed
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- BEE AESt= O 223t ML 22! ool 22l
- BEE K= O 2 ML 22 O|o|E{ ZQIE
+ ML Detect 22| =&

+ ML Detect 2 Z(o: 2 X|=[X| &I &, ZXIF)

AWS loT Device Defender Detect Security Profiles Edit ML Security Profile

Step 1

Set basic configurations

Edit metric behaviors - optional i+

Update ML behaviors with behavior name, alarm criteria and notification settings.

Step 2 - aptional

(BB BRI Edit metric behaviors

Step 3

Authorization failures
Behavior name

Authorization_failures_ML_behavior

Metric

ithornzat

on failures

Datapoints required to Datapoints required to Notifications ML Detect confidence
trigger alarm clear alarm Suppressed ¥ | | High ¥
1 1
Bytes out
Behavior name Metric

Bytes_out_ML_behavior

Datapoints required to Datapoints required to Notifications ML Detect confidence
trigger alarm clear alarm Suppressed ¥ ‘ ‘ High ¥
1 1
Connection attempts
Behavior name Metric

Connection_attempts_ML_behavior

Datapoints required to Datapoints required to
trigger alarm clear alarm

Ol JElE dYst alie el &fEfol CiEr dBE MSstod 8
Elo| SEE 7t oles BEE AlEE &+ /U&LiCh

Connection attempts

Notifications

ML Detect confidence

Suppressed ¥ | | High =

EE EAFLICH O|E Sall AtSXtet
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1.

AWS loT 2£ 29|

Meigrict B2

B A 2ol M & oi(Defend)E = et
g MEHsto HQl HEHE EAIRLICEH

7+ X|(Detect), B2 (Alarms)E &2

AWS loT Device Defender Detect Alarms
Alarms us
All alarms (1/5) info Start mitigation actions
Q @
-] First event Thing name Security Profile Behavior type Behavior name Last emitted Verification state Confid¢
. Authorization_failures ) p
September 03, 2021, iotconsole-6f8379bc-c245-4ffe-8ef7- ; - Authorization failures:
o beh: -
15:50:00 (UTC-0700) b2b52e78975¢ fdsa Rule-based Motifeati 0 failure(s) Unknown
. Authorization_failures N . .
September 03, 2021, iotconsole-539d0ef0-3504-4a9¢c-a7al- fdsa Rule-based _behavior Authunzanon failures: Unknown -
15:50:00 (UTC-0700) be53b472b850 {Notification: on) 0 failure(s)
September 03, 2021, iotconsole-81fc61d7-9362-4c87- s Rule-based futhorization fallures  authorization failures: i
15:50:00 (UTC-0700) ada6-333891ff7349 0 failure(s)
September 03, 2021, iotconsole-23e8ec9a-2162-456e- fdsa Rule-based Authorization failures: Unknown R
15:50:00 (UTC-0700) aBc2-302c3826f618 0 failure(s)
. Authorization_failures - . .
September 03, 2021, iotconsole-85e0278e-29aa-4554- fdsa Rule-based _behavior Aulr\mnzatmn failures: Unknown R
15:50:00 (UTC-0700) b3b6-111b9063228F {Natification: on) 0 failure(s)
< >
=FO| AL H I | ifi i = EHSH | |. 20| Al H Ct | of 2| | |.
2. =l &El & Al(Mark verification state)& MEARFLICE 201 &Ef ZE 0| F&IL|CT
R{X4SF =HO| Al HE A EH=|. =t0| AdO4(AHEH |.%I- L2 ol2ds |.2 I | E A{EHSt | |. |
3. M ol JEfE MEST =ol ME(MEL AR S 2% O E Al(Mark)& MEHELICE. O
Xtode AHEHSE 74H .|| 20| Al H ol MOd= sHCHSH | |.
Mark verification state X

Select verification state

Providing AWS with information about your alarm verification state helps AWS improve the ML and
Rules Detect features. By marking verification state on an alarm, you agree and instruct that AWS may
use and store your device metric data that triggered the alarm and the related alarm information to
develop and improve Detect in the future.

Unknown a
True positive
False positive

Benign positive

Unknown

e

Z£0{M ML DetectE A+E 3|
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AEE ClHO|A A 23}

A
=

(A—|EH A|.<>|') 74 El 2|-3|. X_|I-O
LICE Z|&

el ALE 38, AP%
A‘IOHA'I" AE2

= AME

xI-EiIE O|SELICH At2 1
antine_group(2)2 x|

"Version":"2012-10-17",

"Statement":

AWS loT

Monitor

Activity

v

Onboard

Manage
Things

Types

Thing groups

Billing groups

IO
X

[

{
"Effect": "Deny",
"Action": "iot:*",
"Resource': "*"

AWS loT Thing groups

Create Group

Create a Thing Group

Create a group of selected things. You can add and remove things from your group after
creation.

Create thing group

Create Thing Group

2
o> |0 mn

L |O

N
x
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=
HL ox
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AWS loT x

Monitor

» Onboard

» Manage

P Greengrass

» Secure

.« Shol AIE OE o2 MAIEHLE OO0 AR JIE o

AWS IoT Device Defender Mitigation actions

Mitigation actions (2)

Created date Action name

November 03, 2020, 23:21:17
(UTC+0000)

June 08, 2020, 19:04:23
(UTC+0100)

o RS MEBLICH 017IME AHE TBO AL FTHZAL EE U] 25hE M
:

ARN

amcaws:loteu-west-1:614743118091:mitigationaction/Disable_Device

am:aws:loteu-west-1:614743118091:mitigationaction/MitigatePolicy

LICH(0d:Quarantine_action).
7

AEH

—_ =1

ot
mjo
e}

LICt.

|

2tO|E: AF2 382 MEFLICE O|Tof| AT Quarantine_group2(E) AHEE = U&
C

22£0|M ML DetectE AL 3=
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AWS loT Device Defender

Create a new mitigation action

You can use AWS loT Device Defender to mitigate issues that were found during and audit or ongoing detect monitoring. There are predefined

actions for the different audit checks and detect alarms to help you resolve issues quickly

Action name  Info

Quarantine_action

Action type Info
Add things to thing group (Audit or Detect mitigation) ~

Permissions
Please create or select a role with the following mitigation action type specific permission(s) and trust relationship
Manage your service permissions [~

Required permissions:
» Permissions

» Trust relationships
You can also attach an action specific managed policy to an existing role, or create a new role with the required managed policy attached

Create Role Select

Info

Action execution role
(LU FCNUL LI Managed policy attached +

Parameters
Close

Thing groups  Info
1 thing group(s) selected.

Thing groups Summary

Quarantine_group
C|HIO|AE AE| ME OIESE 0|Sst= &t5t &

2z EH XY S MEELICH oM BEo /U=
Yot ZALstE S ClHIO|AE AE|StE 23 ol AU&LCH

5. Defender, ZX|, & A= o|SELICH 2o &Ell ofefofA o{ C|HtO|A 7 BE AEjof
EX &Felg ‘BA'%L—IEP
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AWS loT Device Defender Detect Alarms

Alarms

All alarms (5) info

Q 1 &
First event Thing name Security Profile Behavior type Behavior name Last emitted Verification state Confidence
September 03, 2021, iotconsole-68379bc-c245- 4ffe-8ef7- Authorization_failures 1 orization failures:

fdsa Rule-based _behavior X Unknown -
15:50:00 (UTC-0700) b2b52e78975¢ 0 failure(s)
September 03, 2021, iotconsole-539d0ef0-3504-4a9c-a7al- s Rule-based Authorization failures Authorization failures: -
15:50:00 (UTC-0700) be53b472b850 0 failure(s)
September 03, 2021, iotconsole-81fc61d7-9362-4c87- fden Rule-baced A;;Egjif;”””ﬁ““'es Authorization failures: -
15:50:00 (UTC-0700) ada6-33389147349 Nott 0 failure(s)
September 03, 2021, iotconsole-23e8ec9a-2162-456e- fdsa Rule-based Authorization failures: Unknown
15:50:00 (UTC-0700) 38c2-302c3826f618 0 failure(s)
September 03, 2021, iotconsole-85e0278e-29a3-4554- fdsa Rule-based Authorization failures: Unknown
15:50:00 (UTC-0700) b3b6-111b3063228F 0 failure(s)
« >
74 =20 |S & C|HtO|AS MEHStT 25} &F st |

I~

ICt. o & E04,

H4&3 | O|X|7F HRILICH
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AWS loT Device Defender AWS loT Device Defender 7H&t At OHLHA
Start mitigation actions X
Select actions for mitigation
Things effected by the selected alarm(s)
ddml?
Select Actions
The sequence of action excecutions follows the order of selected action(s)
| a
Quarantine_action
I 1 understand that the selected mitigation action(s) may not be reversible
7. O|Al C|H}O|A= Quarantine_groupdl AZ|E[1 ZEE HME EXll 22 #RIE ZAME £
UGLICH TAHE 228 % CIHIOIAE AHE 18 $OZ 0ISsHHLE 57} HUS +8E 4 g
L|Ct.
AWS loT Device Defender Detect Action tasks
Action tasks (1)
1
Date Task ID Action name Action type Action parameter (1) Action parameter (2) Action Executions
December 02, 2020, 14:15:57 (UTCZ) 73fad2ea-9bd8-48d0-af3a-3dbc120b91e7 Quarantine_action Add things to thing group ;T::‘::;L;p;i:wp Override dynamic groups: false @ Successful
O =] —
CLIOIAM ML ZAEZ AL 5= W
CtS2 CLIE AI83t0{ ML AMEg MHst=E W2 EoiELIct
INE=DS
« ML Detect E A3}
ML EE def BLEEY
CLIOIAM ML AME At8 st 2 29
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« ML Detect B2 AE
« ML ZE OM =H

74 _C_J_l 20| é’I-EH __\EAl

— L—

(e
. Ald=l clbfolA 2R 23t

ML Detect E 4435}

Ct2 &0 M= AWS CLIOIA ML DetectE &445t6t= wdg Hod Euct

1. ClHolA7I ZHEIO| X|&Mel g U MZ 1 EIS 28 ML Detect Z|A 27 ALEHol Ho|E CHZ
LIt Z|A o ZQIEE MMG=X| EQISHM L. HIO|E =& TIdste{d siE AFZE 0|
of T2 mlof A=l AFE TS0 Qloqof Bt

2. create-security-profile B¥E AF&3}0{ ML Detect 20t Z 2
Mo ME MEE HAIXK| =, ME 04 Alml| =, 4 Az S+ 2 A
o

securlty—proflZe—for—smart—llghtsEFt HotZz=2m g MdgtLct of of
mlDetectionConfig2(E) AFE5t0{ X|E 7} ML Detect 2 S MEFESH "E"EE*I—“ZP.

aws iot create-security-profile \
--security-profile-name security-profile-for-smart-lights \
--behaviors \

"[{
"name": "num-messages-sent-ml-behavior",
"metric": "aws:num-messages-sent",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel": "HIGH"
}
},
"suppressAlerts": true
},
{
"name": "num-authorization-failures-ml-behavior",
"metric": "aws:num-authorization-failures",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel": "HIGH"

CLIOIM ML HME ALE3tE ™
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}
I
"suppressAlerts": true
I
{
"name": "num-connection-attempts-ml-behavior",
"metric": "aws:num-connection-attempts",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
I
"suppressAlerts": true
I
{
"name": "num-disconnects-ml-behavior",
metric": "aws:num-disconnects",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
I
"suppressAlerts": true
I
£3:
{

"securityProfileName":
"securityProfileArn": "arn:aws:iot:eu-

west-1:123456789012:securityprofile/security-profile-for-smart
}

JHChs Eot Z2mlg StLE EE 0 745t L|C}.
profile WHE AI85t0 AIE IES Eot Z2mt Qo] o
ic

™
=
1o
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P
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"security-profile-for-smart-lights",

-lights"

attach-security-
ol M=

B2 security-profile-for-smart-
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AWS loT Device Defender AWS loT Device Defender 7HEHAF OFLIA

aws iot attach-security-profile \

--security-profile-name security-profile-for-smart-lights \
--security-profile-target-arn arn:aws:iot:eu-
west-1:123456789012:thinggroup/ML_Detect_beta_static_group

=ay.
= —1-.
oie
HA R -

4, ™A EQtZRuolg BHE E ML Z2HO| TSS AEELCH ZIIMLEY EH AU IFS 22
st ol 140o| ALt 14 & ClHO|A M| HIHAXMOI #&50| U= dR 27 EAIE R
2 o &g = st

ML 22 &Ef ZLEE

CHS HRloME T Q1 18 S ML 2EE ZLIERSHE wHS AJHELICH

« get-behavior-model-training-summaries BWHE AFRSto{ ML DRI T HEE2 E £
A&LICH CHS olE security-profile-for-smart-lights 2ot T2 ut o cist ML 2 &
= T™E 2982 7IXZLICH modelStatus=E ZHO| 1SS 2R HLE S S=hoi CHEH &
EE 2R SQIX| {8 E Eo{F Lt

aws iot get-behavior-model-training-summaries \
--security-profile-name security-profile-for-smart-lights

2d.

Y]

="
{
"summaries": [
{
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": '"Messages_sent_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",
"datapointsCollectionPercentage": 29.408,
"lastModelRefreshDate": "2020-12-07T14:35:19.237000-08:00"
},
{
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": '"Messages_received_ML_behavior",

CLIOIM ML HME ALE3tE ™ 32
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},

{
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Authorization_failures_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",
"datapointsCollectionPercentage": 35.464,
"lastModelRefreshDate": "2020-12-07T14:29:44.396000-08:00"

},

{
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Message_size_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",
"datapointsCollectionPercentage": 29.332,
"lastModelRefreshDate": "2020-12-07T14:30:44.113000-08:00"

},

{
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Connection_attempts_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",
"datapointsCollectionPercentage": 32.891999999999996,
"lastModelRefreshDate": "2020-12-07T14:29:43.121000-08:00"

},

{
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Disconnects_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",
"datapointsCollectionPercentage": 35.46,
"lastModelRefreshDate": "2020-12-07T14:29:55.556000-08:00"

}

]
}
(@ Note
DHO| o & CHE ZI™ME[X| f= B ClHO|ATL 2|4 2T AL E SFst=X| &elg

"modelStatus": "PENDING_BUILD",
"datapointsCollectionPercentage": 0.0
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ML Detect G2 AE

ML ZEE g2l=3l1 Oo|E WILE I8 & |?_F 20l RHOM FESHE GEE HIIMoZ 2
Ql&LICH CH2 Mitol M= AWS CLIOIAM BEE E& e Hod FUCt
e BEEMZAHEE HpP{MH list-active-violations B A2 EHLICE

aws iot list-active-violations \
--max-results 2

£&

"activeViolations": []

[

fE= list-violation-events WHEE AF835104 0T 7|2 St LA D E Q2 2 = ¢
&L|Ct CF2 o= 2020'A 92 2221 5:42:13 GMTEE| 2020'A 102! 262! 5:42:13 GMTHX|2| €
dt O|HEE L} dsL|Ct

aws iot list-violation-events \
--start-time 1599500533 \
--end-time 1600796533 \
--max-results 2

T
i

"violationEvents": [
{
"violationId": "1448be98c@9c3d4ab7cb9b6f3ece65d6",
"thingName": "lightbulb-1",

"securityProfileName": "security-profile-for-smart-lights",
"behavior": {
"name": "LowConfidence_MladBehavior_MessagesSent",
"metric": "aws:num-messages-sent",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

CLIOIM ML AME2 AL 5= i 34
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"confidenceLevel": "HIGH"

}I

"suppressAlerts": true
},
"violationEventType": "alarm-invalidated",
"violationEventTime": 1600780245.29

"violationId": "df4537569ef23efblc@29a433ae84b52",
"thingName": "lightbulb-2",
"securityProfileName": "security-profile-for-smart-lights",
"behavior": {
"name": "LowConfidence_MladBehavior_MessagesSent",
"metric": "aws:num-messages-sent",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

iy

"suppressAlerts": true
iy
"violationEventType": "alarm-invalidated",
"violationEventTime": 1600780245.281

1,
"nextToken":
"Amo6XIUrsOohsojuIG6TuwSR3X9iUvH20CksBZg6bed2j21VSnD1uPlpfl1xkKX1+a3cvBRSosIBOXxFv4@QkMERYBkNnZ

vxabMe/ZW31Ps/WiZH1r9Wg7R7eEG1i591]/U0iBQ1McP/ht@E2XA2TTIvYeMmKQQPsRj/
eoV9j7P/wveu7skNGepU/mvpV@02Ap7hnV5U+Prx/9+iJA/341va
+pQww7 jpUeHmINOHwW4MqWOyY swORy3w38h0QWEpz2 xwFWAXAARxeIxCxt5¢c37RK/1RZB1hYqoB
+w2PZ74730h8pICGY4gktIxkwHyyRabpSM/G/f5DFrD905v8idkTZzBxW2jrbzSUIdafPtsZHL/
yAMKr3HAKtaABz2nTsOBNre7X2d/jIjjarhon@Dh91+8I9Y5Ey
+DIFBcqFTvhibKAafQt3gs6CUigHdWiCenfJyb8whmDE2qxvdxGE1GmRb
+k6kuN5jrZxxw959zfYDgRHv11iEn8h1qZLD@czkIFBpMppHj9cetHPVM
+qffXGAzKi8tL6eQuCdMLXmVE3jbqcIcjk9ItnaYJIi5zKDz9FVbrz9qZZPtZJFHp"
}
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ML ZAE ONM =&

AWS loT Device Defender 702t X} OFLHA

ML 2Eg =51 Clo|E ™I E Qs EH7F 2t2 5/ 2ot =2 olelo| ML S5 MM 2 dlolE
5t g HEE & U&LICH ChE HRIo| M= AWS CLIOIM 2ot 2z 1l o) ]
Clo|EstE YHE 2o FLCH

o HotZZmo|ML S& MHE 38524 update-security-profile WHEHE AFS5HAMI2.

CHE ool ME 2 71X| SE 9| confidencelLevel &(8) ¥145104 security-profile-for-
smart-lights 2ot ZT2Ielo| S&2 UOH|0|ESI1 R E S&Hof Ciet &2 ZXIHK] k&L
Ch.

aws iot update-security-profile \

--security-profile-name security-profile-for-smart-lights \
--behaviors \

"I{
"name": "num-messages-sent-ml-behavior",
"metric": "aws:num-messages-sent",

"criteria": {
"mlDetectionConfig": {

"confidencelLevel" : "HIGH"
}
},
"suppressAlerts": false
},
{
"name": "num-authorization-failures-ml-behavior",
"metric": "aws:num-authorization-failures",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel" : "HIGH"
}
},
"suppressAlerts": false
},
{
"name": "num-connection-attempts-ml-behavior",
"metric": "aws:num-connection-attempts",

"criteria": {
"mlDetectionConfig": {
"confidencelLevel" : "HIGH"
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"suppressAlerts": false

I
{
"name": "num-disconnects-ml-behavior",
"metric": "aws:num-disconnects",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel” : "LOW"
}
I
"suppressAlerts": false
!
£
{
"securityProfileName": "security-profile-for-smart-lights",
"securityProfileArn": "arn:aws:iot:eu-

west-1:123456789012:securityprofile/security-profile-for-smart-lights",

"behaviors": [

{
"name": "num-messages-sent-ml-behavior",
"metric": "aws:num-messages-sent",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
}
},
{
"name": "num-authorization-failures-ml-behavior",
"metric": "aws:num-authorization-failures",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
}
1,
{
"name": "num-connection-attempts-ml-behavior",
"metric": "aws:num-connection-attempts",

"criteria": {
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"mlDetectionConfig": {

"confidencelLevel": "HIGH"
}
I
"suppressAlerts": false
I
{
"name": "num-disconnects-ml-behavior",
"metric": "aws:num-disconnects",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel": "LOW"
}
I
"suppressAlerts": true
}

1,

"version": 2,

"creationDate": 1600799559.249,
"lastModifiedDate": 1600800516.856

]
1

0
>
C
o

EA

SEHE BERStL ol¥E ZAStE Ol =20| == 5 BEol| 2ol ey

| 2ol AbeRoh ST Abeholl CHEH TS EAISHLICH OIE Sof ZE

aws iot put-verification-state-on-violation --violation-id 12345 --verification-

state FALSE_POSITIVE --verification-state-description "This is dummy description"
--endpoint https://us-east-1.iot.amazonaws.com --region us-east-1

M
i

1 {0}
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AWS loT Device Defender 702t X} OFLHA
AMEE ClHO|A A 23t

ocoo=

create-thing-group B™HE A

&75t04 23} 2
= ThingGroupForDetectMitigationActionO|El= A

e LICH CHS oo A
aws iot create-thing-group —thing-group-name ThingGroupForDetectMitigationAction

2d.
.

T

{

"thingGroupName":

"ThingGroupForDetectMitigationAction"
"thingGroupArn":

"arn:aws:iot:us-

east-1:123456789012:thinggroup/ThingGroupForDetectMitigationAction"

"thingGroupId": "4139cd61-10fa-4c40-b867-0fc6209dcasd"
}

2. Clge=z reate -mitigation-action BHE AI&5t0] &35t 2 US MHELICH CHS 0 0f A
= &3 M2 MB5t= O AFE El= IAM A& 29| ARN2 &3l detect_mitigation_actionO|2t= &
3t 2l 2 MMELICH &Y R T 2ol mtet0lE T HolgLICh O] B2, &5t &YYo=
Rl& ArZ2 0]

Ct.

ol MA4El ThingGroupForDetectMitigationActionO|ZHE AFE 2 &2 Z O|SEL

aws iot create-mitigation-action --action-name detect_mitigation_action \

--role-arn arn:aws:iam::123456789012:role/MitigationActionValidRole \
--action-params \

{
"addThingsToThingGroupParams": {
"thingGroupNames": ["ThingGroupForDetectMitigationAction"],
overrideDynamicGroups": false
}
}l
=ad
= "1
{
"actionArn":

'arn:aws:iot:us-
east-1:123456789012:mitigationaction/detect_mitigation_action"

actionId": "5939e3a30-bf4c-44bb-a547-1ab59ffe67c3"
}
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3. start-detect-mitigation-actions-task BEZ AI835t0{ 25t & EfATE A|EFEL
Ct. task-id,target & actions2(£) €4 metO/E{LICt.

aws iot start-detect-mitigation-actions-task \
--task-id taskIdForMitigationAction \
--target '{ "violationIds" : [ "violationId-1", "violationId-2" 1 }' \
--actions "detect_mitigation_action" \
--include-only-active-violations \
--include-suppressed-alerts

T
i

"taskId": "taskIdForMitigationAction"

[

4, (ME4 ALEH EfAZO| 2 E

st=| o5t xHo{ AlsH
executions HHES AIS

atod A2 HpdMH 1ist-detect-mitigation-actions-

aws iot list-detect-mitigation-actions-executions \
--task-id taskIdForMitigationAction \
--max-items 5 \
--page-size 4

T
i

"actionsExecutions": [
{

"taskId": "e56ee95e - f4e7 - 459 c - b60a - 2701784290 af",
"violationId": "214 fe@d92d2lee8112a6c¢cf1724049d80",
"actionName": "underTest_MAThingGroup71232127",
"thingName": "cancelDetectMitigationActionsTaskd143821b",
"executionStartDate": "Thu Jan 07 18: 35: 21 UTC 2021",
"executionEndDate": "Thu Jan 07 18: 35: 21 UTC 2021",
"status": "SUCCESSFUL",

CLIOIM ML HME ALE3tE ™ 40


https://docs.aws.amazon.com/cli/latest/reference/iot/start-detect-mitigation-actions-task.html
https://docs.aws.amazon.com/cli/latest/reference/iot/list-detect-mitigation-actions-executions.html
https://docs.aws.amazon.com/cli/latest/reference/iot/list-detect-mitigation-actions-executions.html

AWS loT Device Defender AWS loT Device Defender 7HEHAF OFLIA

5. (M= AME) describe-detect-mitigation-actions-task A S AF&35t0{ 2t3F £Fd Ej
A30] st HEE &QlgtLct.

aws iot describe-detect-mitigation-actions-task \
--task-id taskIdForMitigationAction

T
i

"taskSummary": {
"taskId": "taskIdForMitigationAction",
"taskStatus": "SUCCESSFUL",
"taskStartTime": 1609988361.224,
"taskEndTime": 1609988362.281,

"target": {
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": '"num-messages-sent-ml-behavior"

.

"violationEventOccurrenceRange": {
"startTime": 1609986633.0,
"endTime": 1609987833.0

b

"onlyActiveViolationsIncluded": true,

"suppressedAlertsIncluded": true,

"actionsDefinition": [

{
"name": "detect_mitigation_action",
"id": "5939e3a0@-bf4c-44bb-a547-1ab59ffe67c3",
"roleArn":

"arn:aws:iam::123456789012:role/MitigatioActionValidRole",
"actionParams": {
"addThingsToThingGroupParams": {
"thingGroupNames": [
"ThingGroupForDetectMitigationAction"
1,

"overrideDynamicGroups": false

1,
"taskStatistics": {
"actionsExecuted": 0,
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"actionsSkipped": 0,
"actionsFailed": 0

) A
tasks HHEE AFSELICT

aws iot list-detect-mitigation-actions-tasks \
--start-time 1609985315 \
--end-time 1609988915 \
--max-items 5 \
--page-size 4

Y]
i

"tasks": [

"taskId": "taskIdForMitigationAction",
"taskStatus": "SUCCESSFUL",
"taskStartTime": 1609988361.224,
"taskEndTime": 1609988362.281,

"target": {
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "num-messages-sent-ml-behavior"

},

"violationEventOccurrenceRange": {
"startTime": 1609986633.0,
"endTime": 1609987833.0
.
"onlyActiveViolationsIncluded": true,
"suppressedAlertsIncluded": true,
"actionsDefinition": [
{
"name": "detect_mitigation_action",
"id": "5939e3a0@-bf4c-44bb-a547-1ab59ffe67c3",
"roleArn": "arn:aws:iam::123456789012:ro0le/
MitigatioActionValidRole",
"actionParams": {
"addThingsToThingGroupParams": {
"thingGroupNames": [
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"ThingGroupForDetectMitigationAction"

1,

"overrideDynamicGroups": false

1,

"taskStatistics": {
"actionsExecuted": 0,
"actionsSkipped": 0,
"actionsFailed": @

}
}
]
}
7. (MEALE) &3t A EfAT SEE FA524™ cancel -detect-mitigation-actions-
task BHEZ ALSELICH

aws iot cancel-detect-mitigation-actions-task \
--task-id taskIdForMitigationAction

M
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Ct= CHHOME ZAF 2ot 2XIE AH85t0{ 2& L CLIOIA Device certificate expiring &
ME FX[5te HHE KtAls| dBELICH C|2 & StLUHE [ME2{= B TX{ Device Defender0i| A
X = Ae BE QIS ME F 74 Bt=0{of FLCt,

CHS EhAlof et RIS ME BFHELCH

« AWS loT Core 7H& At SFHLHMO| CA RIS M Al 55

- CAQIEME AI235t04 22I0|ME QB ME MAIEIL|CH 3EHH0IM days THEIOIEIE 1(2)2 A
grLct.

CLIE AF83t0{ Q1B A

jn

openssl x509 -req \
-in device_cert_csr_filename \
-CA root_ca_pem_filename \
-CAkey root_ca_key_filename \
-CAcreateserial \
-out device_cert_pem_filename \
-days 1 -sha256
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AWS loT 29| 21% A}
I T o|K|olAM MAe M

v Defend

Intro

Audit Non-compliant checks (1 of1)
Results
Schedules Check name Severity Non-compliant resources % Resources Mitigation
Action executions

Device certificate expiring Medium 2 1.03% Device certificate expiring (&)
Finding suppressions ()
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Intro
Audit Create an audit finding suppression

Results

Schedules

Action executions

Finding suppressions
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Create an audit finding suppression X

Suppressing an audit finding on a specified resource means that the finding related
to the resource for the specified audit check will no longer be flagged as non-
compliant.

Audit check

Device certificate expiring v

Resource identifier

Device certificate id

b4490bd64c5cf85182f3182f1c03e70017e483f17bc6c88beB8a37d3c84923e74

Suppression duration

1 week v

Description (optional)

Developer updates
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Start mitigation actions
Mitigation Suppress Finding

Consult your security best practices for how to proceed. You may want to: 1 week
1. Provision a new certificate and attach it to the device.

2. Verify that the new certificate is valid and the device is able to connect. 1 month
3. Mark the old certificate as "INACTIVE" in the AWS loT system using UpdateCertificate. 2 months
4. Detach the old certificate from the device. (See DetachThingPrincipal).
6 months
Indefinitely

Non-compliant certificate (2)

1

Finding Reason Expiration date Device certificate
O  280223890964e991852¢79228a83eb89 ﬁ:::;:;;;pm :ET::?}S%%GOO) €7691e63930ec53d4cb9a9810db34d8d802db9686Fd21540422287429a29b61
dc9b109c705ed7e68588bc54eef86F1c ﬁ::)'gf;;pa“ gnzbg;az (ZJé_OOZG%O) b4490bd64c5cf851823182F1c0370017e483f17bc6c88be8a37d3c84923e74
ZA 2 ZX|7F EHE = H3 B EAELICH oA 7HE X7 B0 E sHASHY| fIet &F M
2 Meste S F A 2ot 25 13 Set FXIE[A}& LI
CLIOIAM ZAF A1t AR A K|
CtE &0 ME HIET A AALE EE|7{5t= ClHFO|A QIS M7t BHEE HHE AFSELICH 0] Al

L
LHEIQOIME THLRI7L 2HE 28 M 7|52 BlAE87| 20l Z18 HIg4ststain gic
ZA ZATHIL OHS Foll HIESEIE 22 WRISY| SIs QB Mol Chah ZHA BT SR8 M4

CHS CLI BEE AFS &L

create-audit-suppression

describe-audit-suppression

update-audit-suppression

delete-audit-suppression

list-audit-suppressions
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0424

TEE AtEstod ZALE EdstefL

0jo
mjo

1. .

aws iot update-account-audit-configuration \
--audit-check-configurations "{\"DEVICE_CERTIFICATE_EXPIRING_CHECK\":{\"enabled

\":true}}"
E29
[oF K=
HA -
2. LC}= WS AF25104 DEVICE_CERTIFICATE_EXPIRING_CHECK ZAl ZAIE CHAM SR Sl
SCIHE ZAIE A#sHLICt

aws iot start-on-demand-audit-task \
--target-check-names DEVICE_CERTIFICATE_EXPIRING_CHECK

M
i

"taskId": "787ed873b69cb4d6cdbae6ddd0d6996c5"

[

3. describe-account-audit-configuration WS AI&35l0o{ ZHA
DEVICE_CERTIFICATE_EXPIRING_CHECKO] CH8F ZHAI AALE MHIMEX

aws iot describe-account-audit-configuration

&3
{
"roleArn": "arn:aws:iam::<accountid>:role/service-role/project",
"auditNotificationTargetConfigurations": {
"SNS": {
"targetArn": "arn:aws:sns:us-east-1:<accountid>:project_sns",
"roleArn": "arn:aws:iam::<accountid>:role/service-role/project",
"enabled": true
}
b

"auditCheckConfigurations": {
"AUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK": {
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"enabled": false

.

"CA_CERTIFICATE_EXPIRING_CHECK": {
"enabled": false

},

"CA_CERTIFICATE_KEY_QUALITY_CHECK": {
"enabled": false

.

"CONFLICTING_CLIENT_IDS_CHECK": {
"enabled": false

},

"DEVICE_CERTIFICATE_EXPIRING_CHECK": {
"enabled": true

.

"DEVICE_CERTIFICATE_KEY_QUALITY_CHECK": {
"enabled": false

},

"DEVICE_CERTIFICATE_SHARED_CHECK": {
"enabled": false

.

"IOT_POLICY_OVERLY_PERMISSIVE_CHECK": {
"enabled": true

},

"IOT_ROLE_ALIAS_ALLOWS_ACCESS_TO_UNUSED_SERVICES_CHECK": {
"enabled": false

.

"IOT_ROLE_ALIAS_OVERLY_PERMISSIVE_CHECK": {
"enabled": false

},

"LOGGING_DISABLED_CHECK": {
"enabled": false

.

"REVOKED_CA_CERTIFICATE_STILL_ACTIVE_CHECK": {
"enabled": false

},

"REVOKED_DEVICE_CERTIFICATE_STILL_ACTIVE_CHECK": {
"enabled": false

.

"UNAUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK": {
"enabled": false
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DEVICE_CERTIFICATE_EXPIRING_CHECK2(E) ol 2t 7Fx{of &fLICh true

4. list-audit-task HHEE AFE35l0o{ 22 E ZAF EHAT E AlEE £ QU&LICH

aws iot list-audit-tasks \
--task-status "COMPLETED" \
--start-time 2020-07-31 \
--end-time 2020-08-01

=g
= 1.
{
"tasks": [
{
"taskId": "787ed873b69cb4d6cdbaebdddd6996c5",
"taskStatus": "COMPLETED",
"taskType": "SCHEDULED_AUDIT_TASK"
}
]
}

1B A 0| M AR B ZEALS| taskId2(=) COMPLETEDS| taskStatus040F & L|Ct.

5. O™ EtHef taskId E3E ALEst0{ 2= &l Z Aol CHEr MIF HEE = QlstedH describe-
audit-task BEE AHEELICH o] BE2 HA it MF HEE LI

aws iot describe-audit-task \
--task-id "787ed873b69cb4d6cdbae6ddd06996¢c5"

"taskStatus": "COMPLETED",
"taskType": "SCHEDULED_AUDIT_TASK",
"taskStartTime": 1596168096.157,
"taskStatistics": {
"totalChecks": 1,
"inProgressChecks": 0,
"waitingForDataCollectionChecks": 0,
"compliantChecks": 0,
"nonCompliantChecks": 1,
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"failedChecks": 0,

"canceledChecks": 0
},
"scheduledAuditName": "AWSIoTDeviceDefenderDailyAudit",
"auditDetails": {

"DEVICE_CERTIFICATE_EXPIRING_CHECK": {
"checkRunStatus": "COMPLETED_NON_COMPLIANT",
"checkCompliant": false,

"totalResourcesCount": 195,
"nonCompliantResourcesCount": 2

6. list-audit-findings WHEE ALE35t04 HIE T QIS M IDE # 2™ 0| ZlaA0] CHEE ZA LRSS LA
SX|E = A&t

aws iot list-audit-findings \
--start-time 2020-07-31 \
--end-time 2020-08-01

T
i

"findings": [
{
"findingId": "296ccd39f806bf9d8f8de20doceb33al",
"taskId": "787ed873b69cb4d6cdbae6ddd06996¢c5",
"checkName": "DEVICE_CERTIFICATE_EXPIRING_CHECK",
"taskStartTime": 1596168096.157,
"findingTime": 1596168096.651,
"severity": "MEDIUM",
"nonCompliantResource": {
"resourceType": "DEVICE_CERTIFICATE",
"resourceldentifier": {
"deviceCertificateId": "b4490<shortened>"
},
"additionalInfo": {
"EXPIRATION_TIME": "1582862626000"
}
},
"reasonForNonCompliance": "Certificate is past its expiration."
"reasonForNonComplianceCode": "CERTIFICATE_PAST_EXPIRATION",
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. false
"37ecb79b7afb53deb328ec78e647631c",

"787ed873b69cb4d6cdbae6ddd@6996¢c5"

isSuppressed"
"DEVICE_CERTIFICATE_EXPIRING_CHECK"

AWS IoT Device Defender

I
{
"findingId"
"taskId":
"checkName" i
i : 1596168096.157
1596168096.651,

"taskStartTime"
"findingTime":
': "MEDIUM",
5
"DEVICE_CERTIFICATE"

severity":
"nonCompliantResource"
"c7691<shortened>"

resourceType":
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* ALLOWS_ACCESS_TO_IOT_ADMIN_ACTIONS
+ ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS
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* AddThingToThingGroup
* AttachThingPrincipal
* CreateThing

* DeleteThing

* DetachThingPrincipal
* ListThings
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* ListThingsInThingGroup
* RegisterThing
* RemoveThingFromThingGroup

* UpdateThing

UpdateThingGroupsForThing

B 2lasof CHSiMT Ol2{E 5t e s&ote HetE Fofste EE HE2 78 0lgr-2 2¢hFE
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* DescribeThing

ListJobExecutionsForThing

ListThingGroupsForThing

ListThingPrincipals

Example

. FHOES:

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowIoTThingOperations",
"Effect": "Allow",
"Action": [

"iot:DescribeThing",
"iot:ListJobExecutionsFoxrThing",
"iot:ListThingGroupsForThing",

"iot:ListThingPrincipals"
]I

"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/name-of-thing"
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1z
- ™ OIES:
arn:aws:iot:region:account-id:client/*
UEFtE *E Ar&StH 2 E C|HIO|AE AWS loTol| 12 E £~ Q&L
arn:aws:iot:region:account-id:client/${iot:ClientId}
Z7d 7|0M iot:Connection.Thing.IsAttached7} true2 MM E|X| o= 8 O ool M
UEFIE *of SUELICY.
- T E
JSON
{

"Version":"2012-10-17",
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"Statement": [

{
"Effect": "Allow",

"Action": [
"iot:Connect"

1,

"Resource": [
"arn:aws:iot:us-east-1:123456789012:client/

${iot:Connection.Thing.ThingName}"
]

Elas AFolE HZst= Ol AFSE ClHHO|A O|& 1 YUR[StE 7t LB E|o] J&LICH =X
=2 MQTT 220|HEM ALEEl= B A7 O|F 0| AEE ArE 0] HZE 2B At LRIt
EX| &eleto] HetE FIH=Z A[BHerLICH

arn:aws:iot:region:account-id:topic/$aws/things/*/shadow/update
Ol A otH ClHto|ATF 2 E ClHtO|A S| MERE HOHIOIEEY £ JU&LICH* = ZE C|HIO[A).

arn:aws:iot:region:account-id:topic/$aws/things/*
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"iot:Publish"

1,
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"Resource": [
"arn:aws:iot:us-east-1:123456789012:topic/$aws/things/

${iot:Connection.Thing.ThingName}/shadow/*"

]
}
]
}
2las Aol tLeFtETt Z 8 E|X|BH @1A5HE O ALE 0|F0| AHEE ClHIO|A o] M= £
2 FA2ter UR|ELCH

arn:aws:iot:region:account-id:topicfilter/$aws/things/*
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LICH
arn:aws:iot:region:account-id:topicfilter/$aws/things/*

O™ ofM2t SLsHKIE, # AUEFEE ALSELICE
arn:aws:iot:region:account-id:topicfilter/$aws/things/+/shadow/update
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JJESY

. 7
JSON

A
T

M

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"iot:Subscribe"

1,

"Resource": [
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"arn:aws:iot:us-east-1:123456789012:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*",
"arn:aws:iot:us-east-1:123456789012:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/jobs/*"
]

Lo
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arn:aws:iot:region:account-id:topicfilter/$aws/things/*
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* DeleteThingShadow

* GetThingShadow

* UpdateThingShadow

* DescribeJobExecution

* GetPendingJobExecutions

+ StartNextPendingJobExecution

* UpdateJobExecution

Example

- ™ OlE=:

arn:aws:iot:region:account-id:thing/*
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O|Z A st™ ClHO|ATH 2 E A= 0l CHolf XIHE HYUS s + U&LICH

AHES

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DeleteThingShadow",
"iot:GetThingShadow",
"iot:UpdateThingShadow",
"iotjobsdata:DescribeJobExecution",
"iotjobsdata:GetPendingJobExecutions",
"iotjobsdata:StartNextPendingJobExecution",
"iotjobsdata:UpdateJobExecution"
1,
"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/MyThingl",
"arn:aws:iot:us-east-1:123456789012:thing/MyThing2"
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+ ALLOWS_BROAD_ACCESS_TO_IOT_THING_ADMIN_READ_ACTIONS
* ALLOWS_ACCESS_TO_IOT_NON_THING_ADMIN_ACTIONS
* ALLOWS_ACCESS_TO_IOT_THING_ADMIN_WRITE_ACTIONS
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AddThingToThingGroup

AttachThingPrincipal

CreateThing

* DeleteThing

* DetachThingPrincipal

* ListThings

* ListThingsInThingGroup

* RegisterThing

* RemoveThingFromThingGroup
* UpdateThing

* UpdateThingGroupsForThing

Cred ElA A0l CHBHME Of2f8t SHei8 +#ste MEHe Roists DE AL 7% 0IF4E 15 Y
LICH

HIALE 22
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* DescribeThing

* ListJobExecutionsForThing
* ListThingGroupsForThing

* ListThingPrincipals

. #¥ 0l

A
T .

[

arn:aws:iot:region:account-id:thing/*

O|Z A st™ C|HO|ATH R E A= 0l CHolf XIHE HYE s + U&LICH

= A.
° $?§§ —T.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsFoxrThing",
"iot:ListThingGroupsForThing",
"iot:ListThingPrincipals"
]I
"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/MyThing"

1
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}

O|Z 7| &t ClHtO|A T} B 7He| AbZ 0l CHSHAMBF X|HE 2t E e + U&LICH

xH =A.

° S =T.
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsFoxThing",
"iot:ListThingGroupsForThing",
"iot:ListThingPrincipals"
]I
"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/MyThing*"
]
}
]
}
Ol Elaad AUEFIEME X[HE B0 &Y EXME0| 2laA ofof L2, o|§o X|HE
HEATE UE A2l HMAE AL BEO2 RBHto2 78 F4 Lt

arn:aws:iot:region:account-id:thing/*
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JSON
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"Version":"2012-10-17",
"Statement": [
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{
"Effect": "Allow",

"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsFoxrThing",
"iot:ListThingGroupsForThing",
"iot:ListThingPrincipals"

1,
"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/MyThing"

Ol 7| ot ClHtO[A T} B 72| AbE 0l CHSAMBF XIHE S e + U&LICH

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsFoxThing",
"iot:ListThingGroupsForThing",
"iot:ListThingPrincipals"
]I
"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/MyThing*"
]
}
]
}
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arn:aws:iot:region:account-id:client/*
UestE *E AHE3IH 2 E CIHIO|AE AWS loTO| 42 = A &LCH

arn:aws:iot:region:account-id:client/${iot:ClientId}

Z74 7|0lM iot:Connection.Thing.IsAttached7} trueZ MM E|X| o= 8t O ofofl A
otUETtE *of SUTLICE

A
° ;?§§E:1-

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Connect"
]I
"Resource": [
"arn:aws:iot:us-east-1:123456789012:client/
${iot:Connection.Thing.ThingName}"

]
}
]
}
2lAaA AbgFoll= 445t ol AHSE ClHHO|A O|§ T YUX|Ste W7t ZEE|0] (ISH, ZHE
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H A
- E OIES:
arn:aws:iot:region:account-id:topic/$aws/things/*/shadow/update
Ol | 5t ClHtO|A 7 2 E ClHIO|AS| MESE UO|O|EE = UELICH = ZE ClHO[A).

arn:aws:iot:region:account-id:topic/$aws/things/*
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Ct.
s E E
JSON
{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"iot:Publish"
1,

"Resource": [
"arn:aws:iot:us-east-1:123456789012:topic/$aws/things/

${iot:Connection.Thing.ThingName}/shadow/*"

]
}
]
}

2lAA Aol 9 UETIE T BB EIX|RH HZSHE Of A2 00| AFRE ClbtolA 0| MES &

= =X etek UX[EL(Ct
»=

. 7Y O0IES
arn:aws:iot:region:account-id:topicfilter/$aws/things/*
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LICE.

arn:aws:iot:region:account-id:topicfilter/$aws/things/#

Ol ofxet S USHR[EH # QAUEFIEE AFSELICE
arn:aws:iot:region:account-id:topicfilter/$aws/things/+/shadow/update
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JSON
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"iot:Subscribe"

1,

"Resource": [
"arn:aws:iot:us-east-1:123456789012:topicfilter/$aws/things/

${iot:Connection.Thing.ThingName}/shadow/*",
"arn:aws:iot:us-east-1:123456789012:topicfilter/$aws/things/

${iot:Connection.Thing.ThingName}/jobs/*"

]
}
]

}
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arn:aws:iot:region:account-id:topicfilter/$aws/things/*
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* DeleteThingShadow

* GetThingShadow

+ UpdateThingShadow

* DescribeJobExecution

* GetPendingJobExecutions

* StartNextPendingJobExecution

* UpdateJobExecution

o[ A

- 7™ OlE

arn:aws:iot:region:account-id:thing/*

O|Z 7| &t ClHO|A T 2 E ALE 0l CHal X|HE 2 YE +-dE + U&LICH
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DeleteThingShadow",
"iot:GetThingShadow",
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"iot:UpdateThingShadow",
"iot:DescribelJobExecution",
"iotjobsdata:DescribeJobExecution",
"iotjobsdata:UpdateJobExecution"

1,

"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/MyThingl",
"arn:aws:iot:us-east-1:123456789012:thing/MyThing2"
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* ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS
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arn:aws:iot:region:account-id:client/${iot:ClientId}
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Z7d 7|0 M iot:Connection.Thing.IsAttached7} true2 AHEE|X|
otdEFtE *of SYUELICH
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"iot:Connect"
1,

"Resource": [
"arn:aws:iot:us-east-1:123456789012:client/

${iot:Connection.Thing.ThingName}"

]
}
]
}
SlaA Abefolls QdZste Gl AHSE ClHto|A O|8 1t YUxIsHe 7 Z#E|o] JI&LICH =7
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arn:aws:iot:region:account-id:topic/$aws/things/*/shadow/update
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arn:aws:iot:region:account-id:topic/$aws/things/*
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Publish"
1,
"Resource": [
"arn:aws:iot:us-east-1:123456789012:topic/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*"

]
}
]
}
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arn:aws:iot:region:account-id:topicfilter/$aws/things/*
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arn:aws:iot:region:account-id:topicfilter/$aws/things/*
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"iot:Subscribe"
1,

"Resource": [
"arn:aws:iot:us-east-1:123456789012:topicfilter/$aws/things/

${iot:Connection.Thing.ThingName}/shadow/*",
"arn:aws:iot:us-east-1:123456789012:topicfilter/$aws/things/

${iot:Connection.Thing.ThingName}/jobs/*"
]
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arn:aws:iot:region:account-id:topic/$aws/things/*
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* DeleteThingShadow
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* GetThingShadow

* UpdateThingShadow

* DescribeJobExecution

* GetPendingJobExecutions

* StartNextPendingJobExecution

* UpdateJobExecution

of A

- E OIES:
arn:aws:iot:region:account-id:thing/*

Ol 7| ot ClHO|AT7F ZE AFE ol CHall X|HE 2 YE s + AU&LICH

= A.
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DeleteThingShadow",
"iot:GetThingShadow",
"iot:UpdateThingShadow",
"iotjobsdata:DescribeJobExecution",
"iotjobsdata:GetPendingJobExecutions",
"iotjobsdata:StartNextPendingJobExecution",
"iotjobsdata:UpdateJobExecution"
1,
"Resource": [
"arn:aws:iot:us-east-1:123456789012:thing/MyThingl",
"arn:aws:iot:us-east-1:123456789012:thing/MyThing2"
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+ POLICY_CONTAINS_MQTT_WILDCARDS_IN_DENY_STATEMENT
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22 TAEIS THSAO| s AWS loT HH HHS 2 8stH o B0 Alg 2=

POLICY_CONTAINS_MQTT_WILDCARDS_IN_DENY_STATEMENTZ Z2ia7} X|HEL|Ct.

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/
*xn
},
{
"Effect": "Deny",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/
control_rxroom/#"
},
{
"Effect": "Allow",
"Action": "iot:Receive",
"Resource": "arn:aws:iot:us-east-1:123456789012:topic/building/*"
}
]
}
Ct22 MAESHAH +-8E EAo| o A|ILICt C|HFO|AM|= building/control_room/2| 5+ =X
g 158 + Qe Mol ¢12M building/control_room/2| 59| FA|0IM HIAIXKIE =418 £
A= TErO| LTt
JSON
{

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iot:Subscribe",
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"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/*"
}I
{
"Effect": "Deny",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/
contxrol_room/*"

}I
{
"Effect": "Allow",
"Action": "iot:Receive",
"Resource": "arn:aws:iot:us-east-1:123456789012:topic/building/*"
},
{

"Effect": "Deny",

"Action": "iot:Receive",

"Resource": "arn:aws:iot:us-east-1:123456789012:topic/building/
control_room/*"

}
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M2 BT building/control_room/datal@ X &350 buildingdt ZHHE ZE FAM O
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R TAEIUS 7HS 40| US AWS loT B HZS £8ste o HMo| ALg 2E

TOPIC_FILTERS_INTENDED_TO_DENY_ALLOWED_USING_WILDCARDSZ Z2{I7} X|&EL|ct.
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JSON

"Version":"2012-10-17",
"Statement": [
{
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"Effect": "Allow",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/

* 10

"Effect": "Deny",

"Action": "iot:Subscribe",

"Resource": "arn:aws:iot:us-east-1:123456789012:topicfilter/building/
control_room/*"

},
{

"Effect": "Allow",

"Action": "iot:Receive",

"Resource": "arn:aws:iot:us-east-1:123456789012:topic/building/*"
}

MHESHAH A E HAO| of| A|LICH C|HFO|A M= building/control_room/2| 5t FA|
gt £ QlE HEto| 912 M building/control_room/2| &t FAIM HIAIXKIE =AIE

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:us-east-1:123456789012:topicfiltexr/building/
* 1
},
{

"Effect": "Deny",

"Action": "iot:Subscribe",

"Resource": "arn:aws:iot:us-east-1:123456789012:topicfiltexr/building/
control_room/*"
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"Effect": "Allow",
"Action": "iot:Receive",
"Resource": "arn:aws:iot:us-east-1:123456789012:topic/building/*"

"Effect": "Deny",
"Action": "iot:Receive",
"Resource": "arn:aws:iot:us-east-1:123456789012:topic/building/

contxrol_room/*"

}
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* ALLOWS_ACCESS_TO_IOT_NON_THING_ADMIN_ACTIONS
* ALLOWS_ACCESS_TO_IOT_THING_ADMIN_WRITE_ACTIONS
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+ CERTIFICATE_PAST_EXPIRATION
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NS A

0| MZd2 ACTIVE E== PENDING_TRANSFER AEHQ! C|HIO|A 215 Ao 2 EL|C}.

Ol A0 77 OlE= ClHtO|A QB M7 L7HE 2 O

Ojo

Atg I E7} HEEHEL|CEH

+ CERTIFICATE_APPROACHING_EXPIRATION
+ CERTIFICATE_PAST_EXPIRATION

O|Zdo| 5% olw
OH2 Bl $0f ClHOlA QIBAME AL SHME o ELICt

C|HIO|A QIS A BHE AAF £

Ol #+E At835tH ClHIO|A E3! TEto|M BtE Em7t CHut = IE Mol Ciet 22 ZLIEHZ S
N8 4 USLICH OIS S0 ABM B2 % 302 0|0 LS Lo CHBT 20| HALE T
ME = JeLct
{
"roleArn": "your-audit-role-arn",
"auditCheckConfigurations": {
"DEVICE_CERTIFICATE_EXPIRING_CHECK": {
"enabled": true,
"configuration": {
"CERT_EXPIRATION_THRESHOLD_IN_DAYS": "30Q"
}
}
}
}

1. M QIBME Z=H|X'Jdst ClHfolA0f dAgfLICH.
2. M 215 M7t R &5t CIHO| AT} O QIBAE A8 dtod AAE & JUEX| FHlFLICH
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- O| HAAME S MStE{™ Z AL Z1tol| M UPDATE_DEVICE_CERTIFICATE 23 Ztdg M8 &
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"roleArn": "your-audit-role-arn",
"auditCheckConfigurations": {
"DEVICE_CERTIFICATE_AGE_CHECK": {
"enabled": true,
"configuration": {
"CERT_AGE_THRESHOLD_IN_DAYS": "365"

}
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https://docs.aws.amazon.com/iot/latest/developerguide/security-logging.html
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« Amazon SNS HIA|X|oi| CHEH At A} XX SEFS F345t2{™ PUBLISH_FINDINGS_TO_SNS &3}
soig MEshLct.

REMEH LHE 2 2t3 51 MM E H 5.

UpdateAccountAuditConfiguration2 Ab83504 H ol CHEt ZAF MEHE
2 M 85tH A ArSE HAS EMststn, MEX ohElg M5, HEtS

DescribeAccountAuditConfiguration2Z 0|48t dHEE MAFLICH

ZAF Mg AAISHE{T DeleteAccountAuditConfiguration2 AFSELICEH 0|7
7|87t0| SHEIH, 2 E MH0| 7|BMoZ HIE#HSIEIERE E28Mo 2 ZTAIE H|gd35HELict

UpdateAccountAuditConfiguration

0| A|’doil CHEt Device Defender ZEAF MM E 7ML A - EELICH AMEo= AN &8 ME5
= g eh sl o= HIE SR ZEAF DA ' E|o] /& LCt.
AlsAlA

aws iot wupdate-account-audit-configuration \
[--role-arn <value>] \
[--audit-notification-target-configurations <value>] \
[--audit-check-configurations <value>] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json &4

"roleArn": "string",
"auditNotificationTargetConfigurations": {
"string": {
"targetArn": "string",
"roleArn": "string",
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"enabled": "boolean"
}
},
"auditCheckConfigurations": {
"string": {
"enabled": "boolean"
}
}
}

cli-input-json Fields
O|l& Type Ay
roleArn EX ZALE =& m AWS loTo|
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R
InvalidRequestException

LY LHE0| AR E[&LICH

ThrottlingException

III>

S 7t MEhe =oEi&L

InternalFailureException

Q77 e &L

rot

&=l =

u

DescribeAccountAuditConfiguration

0| 7H|Z30i CH &t Device Defender Audit A3%3 0| EH% EE JIMSLict A™Ho|e ZAI 22 ME56t
= dnt 245t = g PSR A DA 28 E|o] QI&LICEH
AlEAlA

aws iot describe-account-audit-configuration \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json &4

{
}
Output
{
"roleArn": "string",
"auditNotificationTargetConfigurations": {
'string": {
"targetArn": "string",
"roleArn": "string",
"enabled": "boolean"
}
1,
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AWS loT Device Defender
"auditCheckConfigurations
"boolean"

"string": {
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roleArn
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Ol&
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ThrottlingException
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InternalFailureException
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DeleteAccountAuditConfiguration

0| AlZoil CHEt Device Defender ZEALL| 7|E MXE2 &
125 ZAF A eI EstEe 2 RHAEEHE

INEEUNES

aws iot delete-account-audit-configuration \
[--delete-scheduled-audits |

[--cli-input-json <value>] \

[--generate-cli-skeleton]

cli-input-json &4

"deleteScheduledAudits":

"boolean"
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cli-input-json Fields

olg Type =S
deleteScheduledAudits ] true? 2 IHE ZAIZL 2

5 ArM|ELICEH

InvalidRequestException

LY LHE0o| AR E[}&LICH

ResourceNotFoundException

XEet 2laart EXfetR| b &Lt

ThrottlingException

ZEAF o2t

CreateScheduledAudit2 Al235t0q 5Lt 0|49
ZEAL = 2 ast 27T ZEALE AlstsloF sl b

ListScheduledAudits 2! DescribeScheduledAudit S8l 6=l ZHAIE AL FRAEHL|CH.

UpdateScheduledAudit2 2 7|&E o HE ZALE ¥ZE3 7Lt DeleteScheduledAudit2 2 AA|
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aws iot create-scheduled-audit \
--frequency <value> \
[--day-of-month <value>] \
[--day-of-week <value>] \
--target-check-names <value> \
[--tags <value>] \
--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json &4

{
"frequency": "string",
"dayOfMonth": "string",
"dayOfWeek": "string",
"targetCheckNames": [
"string"
1,
"tags": [
{
"Key": "string",
"Value": "string"
}
1,
"scheduledAuditName": "string"
}

cli-input-json Fields
Ol& Type Ay

frequency =ASE o ' HEl A7t A5t = El
T QlLIct DAILY, WEEKLY,
BIWEEKLY EE= MONTHLY
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174&: DAILY | WEEKLY |
BIWEEKLY | MONTHLY
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Ol&

tags

7

scheduledAuditName

Output

{

"scheduledAuditArn":

= e

CLI

Y]

Ol&

scheduledAuditArn

o8

InvalidRequestException
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ThrottlingException
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InternalFailureException

o & x| & 277t LA &LICH

LimitExceededException
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ListScheduledAudits

o’ El ZHA}
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aws iot 1list-scheduled-audits \
[--next-token <value>] \
[--max-results <value>] \
[--cli-input-json <value>] \

[--generate-cli-skeleton]

cli-input-json &4
{
"nextToken": "string",
"maxResults": "integer"
}

cli-input-json Fields

Ol& Type
nextToken =AY
maxResults M=
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Output
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{
"scheduledAudits": [
{
"scheduledAuditName": "string",
"scheduledAuditArn": "string",
"frequency": "string",
"dayOfMonth": "string",
"dayOfWeek": "string"
}
1,
"nextToken": "string"
}
CLI £ &2t
OI& Type Tl
scheduledAudits =25 o E ZAte| S Lt

HH4: ScheduledAuditMeta
data

java 2cHA: java.util.List
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Ol& Type
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DescribeScheduledAudit
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aws iot describe-scheduled-audit \
--scheduled-audit-name <value> \
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[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json &4

"scheduledAuditName": "string"

}

cli-input-json Fields

OI& Type Tl
scheduledAuditName =ASE 7t HE7H 2 E o dE
Z Aol ol ILic
Z|cH Zol: 128 %|4 ZO[: 1
I{E: [a-zA-Z0-9_-]+
Output
{
"frequency": "string",
"dayOfMonth": "string",
"dayOfWeek": "string",
"targetCheckNames": [
"string"
1,
"scheduledAuditName": "string",
"scheduledAuditArn": "string"
}
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OI& Type Tl
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ol& Type =

scheduledAuditName =R of 2FEl Z-ALe| O| & LICH.

El

HEL: [a-zA-Z0-9_-]+

scheduledAuditArn A of HEl ZrAFe| ARNILICE.

MO

=
F

InvalidRequestException

LY 8ol R E[Q}&LICH

ResourceNotFoundException

R|IEet 2laaTt EXfstx| k& LICH

ThrottlingException

St MEte ZoRi&Lc

InternalFailureException

drl= HE A AAZH L dstE BIEE HIR 604 o E ZALE YOOl EgfLICH

aws iot update-scheduled-audit \
[--frequency <value>] \
[--day-of-month <value>] \
[--day-of-week <value>] \
[--target-check-names <value>] \
--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

N
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cli-input-json &4

"frequency": "string",

"dayOfMonth": "string",

"dayOfWeek": "string",

"targetCheckNames": [
"string"

1,

"scheduledAuditName": "string"

cli-input-json Fields
Ol& Type ME

frequency BRI of| & El ZHAL7| e MSH= B
T QILICt DAILY, WEEKLY,
BIWEEKLY EE= MONTHLY
& oLt = U&LCH 2 ZhA}
of AN AlEF AlZE2 AlAEO]
M E-EE Lo

4742 DAILY | WEEKLY |
BIWEEKLY | MONTHLY

dayOfMonth A O™ El ZHAL7| Bh St = 29|
i FILICH 1~31 E£&= LASTY
THEL A(1-OI12I0-GIB0TDSI & o1aich. frequency T
LASTS 2H0|E{7} MONTHLY 2 A4
El 4<% o] He= EHeuloh
29~3120| X|’dx|7 P Bt
2 0| gle gol A0 ¥
O| LAST 20l ZHAL7} 24 hL|
Ct.
dayOfWeek =AE ol & ZA7L A st = F

o| <FelL|ct. SUN, MON,
TUE, WED, THU, FRI EE&=
SAT & stLIY &= &LC

N
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ol& Type =

frequency It2tO|E{7¢
WEEKLY E= BIWEEKLYZ

o Ve — T A
MHE B2 0| ek LAY

LICE.

474%4: SUN | MON | TUE |
WED | THU | FRI | SAT

targetCheckNames =5 o’ dEl Z A & ofiH HAO|

EE! H‘II AuditCheckName x"O'” EHéH x4 74 ol §|.A.|§|_E|O_|

™ DescribeAccountAud

itConfiguration 2 AFS
Sto, EAMstE HH2 MESt
24 UpdateAccountAudit
Configuration £ A&

LICt.)
scheduledAuditName =AY of|2fEl ZrAte| ol & Lt (%I
CH 128X}
Z|CH Zol: 128 %4 ZO0]: 1
I{EH: [a-zA-Z0-9_-]+
Output
{
"scheduledAuditArn": "string"
}
CLI &3 EE
Ol& Type ME
scheduledAuditArn =AY of JEl ZrAFS| ARNRILICE.

N
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=
T

InvalidRequestException

LY Lol R E[Q&LICH

ResourceNotFoundException

XEet 2Lt EMSHK] &

ThrottlingException

STt MEhe =otEi&L o

InternalFailureException

L|C.

aws iot delete-scheduled-audit \

--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]
cli-input-json &4
{
"scheduledAuditName": "string"
}
cli-input-json Fields
OI& Type Ll
scheduledAuditName =AM AXE o ™HE ZHAS Ol &
LICH.
H AL off<F 119
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Ol& Type MY

%|cH Zol: 128 x[4 ZO[: 1

I{E: [a-zA-Z0-9_-]+

InvalidRequestException

LY LHE0| AR E[&LICH

ResourceNotFoundException

XIHE 2laa7t EXHSHR| b &L
ThrottlingException
L7 Mghe =ati&Lct.

InternalFailureException

&=l =

rot

=7 wARA LI

ecime

—

nw

AR Al

StartOnDemandAuditTaskE& AtE36t0 =& HMAS X|IHst T FA| HALE AL
StartOnDemandAuditTask

2LC|ME Device Defender ZEAHE A|ZHEHLICH,

AEAlA

aws iot start-on-demand-audit-task \
--target-check-names <value> \
[--cli-input-json <value>] \
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[--generate-cli-skeleton]

cli-input-json &4

"targetCheckNames": [
"string"

cli-input-json Fields

O|l& Type A

targetCheckNames == AL S ofH MAO| s™E|l=

|
_ |
HH: AuditCheckName de H8ol thall & &stz|od

|

7t drdgrct, grdskE HA

S HXE ZEHAdSEE E
24™M DescribeAccountAud

itConfiguration £ AIE
st EdstEl Mdds MEist
24™M UpdateAccountAudit

Configuration 2 AIS&
L|Ct.

Output

"taskId": "string

O
—
M
18
fIE
In

o
il
_|
<
3]
)

taskld =AY

121



AWS loT Device Defender AWS loT Device Defender 7HEHAF OFLIA

ol& Type =

%|cH Zol: 40 %[ ZO[: 1

I{E: [a-zA-Z0-9-]+

=
F

InvalidRequestException
LY UHS0o| HREIR&LIC
ThrottlingException
SHAMEtE =atigL ot
InternalFailureException
ol & x| Z&t 27 7F Y& LICH

LimitExceededException

Ed ZA QAEAO| CHEF HEE 71X 284 DescribeAuditTaskE AFEEfLICH o|O] AHE &
< Zntol= Aufst MAN SHHE MA, AlAH 0| 2z + s MA U ZAAVAS T™Y 5 E2
. =

REE AlZh 2t Sot A>E HALE H 2™ ListAuditTasksE AHEEfLICH

DescribeAuditTask
Device Defender ZtAtOl| CHEF HE & 7HA{SLIC}.

AEAlA

aws iot describe-audit-task \
--task-id <value> \

FYVCIPNEPN

re
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[--cli-input-json <value>] \
[--generate-cli-skeleton]

ol

cli-input-json &4

"taskId": "string"

cli-input-json Fields
O|l&

taskld EAtA

I E4: [a-zA-Z0-9-]+

Output

"taskStatus": "string",
"taskType": "string",
"taskStartTime": "timestamp",
"taskStatistics": {
"totalChecks": "integer",
"inProgressChecks": "integer",
"waitingForDataCollectionChecks":
"compliantChecks": "integer",
"nonCompliantChecks": "integer",
"failedChecks": "integer",
"canceledChecks": "integer"
.
"scheduledAuditName": "string",
"auditDetails": {
"string": {
"checkRunStatus": "string",
"checkCompliant": "boolean",
"totalResourcesCount": "long",

"integer",

"nonCompliantResourcesCount": "long",
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"errorCode": "string",
"message": "string"

[a

CLI &3 EE
O|& Type A

taskStatus 22X ZALe| AEHZ IN_ PROGRE
SS, COMPLETED, FAILED E
= CANCELED & stLtlL|cCt.

247{%: IN_PROGRESS |
COMPLETED | FAILED |

CANCELED
taskType 21t At RE 2= ON_DEMAND
_AUDIT_TASK EE&=
SCHEDULED_AUDIT_TASK
Lct.
d7{¥: ON_DEMAND
_AUDIT_TASK | SCHEDULED
_AUDIT_TASK
taskStartTime timestamp ZARZE AlRHED AlZE LI
taskStatistics TaskStatistics ZAtol cHet SH HE L.
totalChecks M O Z Aol MA +=lLct
inProgressChecks Hey T 5 4 =Lt
waitingForDataCollectionChe ~ &= Hole =& 7| sl ¥4 =
cks Lt
compliantChecks My T8 &5 ElacE wHEE
A +=uct.

.
Pl
re
>
e
>
r
i)
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olf= Type AN

nonCompliantChecks M= T 0|lEs 2|AAE wdst
My s+=euct.

failedChecks M M4 =t

canceledChecks M L AZE F k[0 A>JE[X] &F

MO

scheduledAuditName JNE o=l .7:.*/\}94 O|& LICH#
|2F

x 10l- x |

Z|cH Zol: 128 =|A Zo]: 1 OH%F)_

I{E: [a-zA-Z0-9_-]+

auditDetails map O| ZAl = £&El ZF MZAoq Cf

Ao
pa]
ne

Ol Ao &tz &E2
IN_PROGRESS, WAITING_F
OR_DATA_COLLECTION,
CANCELED, COMPLETED
_COMPLIANT, COMPLETED
_NON_COMPLIANT EEE
FAILED & stLFQIL|CE.

checkRunStatus

247134 IN_PROGRESS |
WAITING_FOR_DATA_C
OLLECTION | CANCELED |
COMPLETED_COMPLIANT
| COMPLETED_NON_COMP
LIANT | FAILED

Mol gtzE|ln RE 2|lAA
I AN E4LE EHolEI ER

TrueL|C}.

Sl
Mo

checkCompliant

ny
Pl
re
>
e
>
]
i)
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Ol& Type

totalResourcesCount long

nonCompliantResourcesCount  long

errorCode =AY

MO

message

%|CH Z!0[: 2048

=
F

InvalidRequestException

LY Lol R E[QI&LICH

ResourceNotFoundException

XIEst 2lAaATt EXEHR] et &L
ThrottlingException

STt AMEtE =atigL ot
InternalFailureException

o & x| Ret 277t LA &LICH

n

ListAuditTasks

7(|. o

MO
= O
70| 2+ E BlAA0] £9
Lict.

HMHEM 7 DIE47} 2
gl Bl 40| 2L

O| ZtAL & o] HAE

Sl ghASt @7 I EQL
Ct. INSUFFICIENT _PERMI
SSIONS EE= AUDIT_CHE
CK_DISABLED & stLtlL|Ct.
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aws iot list-audit-tasks \
--start-time <value> \
--end-time <value> \
[--task-type <value>] \
[--task-status <value>] \
[--next-token <value>] \
[--max-results <value>] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json @4/

0

{
"startTime": "timestamp",
"endTime": "timestamp",
"taskType": "string",
"taskStatus": "string",
"nextToken": "string",
"maxResults": "integer"

}

cli-input-json Fields

Ol& Type
startTime timestamp
endTime timestamp
taskType =AtE

kS

Z1Ztol AlZFLICH ZHAF HE

= RIBHE AlZH180Y) Sot &

=L 22 E| 7| Hof| A=
AlZtg 2%35t™ InvalidRe

questException O] gfM

£

2 MEtsto| et “—'E—IE
ON_DEMAND_AUDIT_TASK
B = SCHEDULED__AUDIT_T
ASK & stLtY = U&LIC
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ol& Type =

4713 ON_DEMAND
_AUDIT_TASK | SCHEDULED
_AUDIT_TASK

ZtAbOll CHEE &22i2 XX

T 2= JEIE KMEHetT| &

gt ZE £ IN_PROGRESS,
COMPLETED, FAILED EE&=
CANCELED & st = U&
LICE.

El
>
ne

taskStatus

247{%: IN_PROGRESS |
COMPLETED | FAILED |
CANCELED

el
pa]
ne
o
0jo
Y
i
A
o
=}
o
rok
HM
ru
e

nextToken

maxResults M Bt Hof

Output

{
"tasks": [
{
"taskId": "string",
"taskStatus": "string",
"taskType": "string"
}
1)

"nextToken": "string"

ny
Pl
re
>
e
>
]
i)
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CLI &

ol

Oj

Xt
S

2

=5
= =

taskld

L=

taskStatus

taskType

nextToken

to
3

Type

2=
=

HH{: AuditTaskMetadata

java 2eilA: java.util.List

N}

El
ne

CH Z0l: 40

bk

El

N

MO

i
P2l
ne

Rl
Pl
12

b

HEd: [a-zA-Z0-9-]+

Ad404
=o

e 7|2k Set ~dE ZHA

2LICt.

o ZAt2| IDLICE.

o| ZAle| AEHEZ IN_ PROGRE
SS, COMPLETED, FAILED =
= CANCELED & stLt@L]ct.

743 IN_PROGRESS |
COMPLETED | FAILED |
CANCELED

O ZAt REeE
ON_DEMAND_AUDIT_TA

SK EE&= SCHEDULED
_AUDIT_TASK & &tLtQIL|C}.

2374%3: ON_DEMAND
_AUDIT_TASK | SCHEDULED
_AUDIT_TASK

null®lL|C}.

oy
>
ro
[>
rm
[>
re
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InvalidRequestException

Y LHE0| AR E[&LICH

ThrottlingException

nvalidRequestExceptionO| gt AgtL|C}.

aws iot cancel-audit-task \
--task-id <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json &4

"taskId": "string"

cli-input-json Fields
O|l& Type

taskld =AY

I E1: [a-zA-Z0-9-]+

HALE FAELICH ZHAHE IEE ZHAO[HLE 2CIME ZHALY & QU&LICH HAE T
I

0%
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(o}
0jo

4
A

to
3

ResourceNotFoundException

X|IHs 2laa7t EXHSR| b &L
InvalidRequestException

2 &0 R ER&LICH
ThrottlingException

STt Mg =o&Lct

InternalFailureException

HAH AN E #QlsttdH ListAuditFindingsE& AEELICH MA 7Y, EY AL = HAF AT
g 7222 AN E HEEY = U&LICH o| HEE At8sto YHE EXME 28t =+ U&Lict

23t ZX|E Holotn ZA Autol| MEE = JUELICH RtMEF LIS 2 23 2 HEE HEstA L.
ListAuditFindings

X HE 7|7+ St = El Device Defender ZHALS| AT E LIQELICH (A= 180 SO EaHElL]

Ct)

AlEAlA

aws iot list-audit-findings \
[--task-id <value>] \
[--check-name <value>] \
[--resource-identifier <value>] \
[--max-results <value>] \
[--next-token <value>] \
[--start-time <value>] \
[--end-time <value>] \

il
N
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[--cli-input-json <value>] \
[--generate-cli-skeleton]

0II
.I.L

cli-input-json &

"taskId": "string",
"checkName": "string",
"resourceldentifier": {
"deviceCertificateId": "string",
"caCertificateId": "string",
"cognitoIdentityPoolId": "string",
"clientId": "string",
"policyVersionIdentifier": {
"policyName": "string",
"policyVersionId": "string"

+

"roleAliasArn": "string",
"account": "string"
},
"maxResults": "integer",
"nextToken": "string",
"startTime": "timestamp",
"endTime": "timestamp"

cli-input-json Fields

Ol& Type My
taskld 2xt ZEAtoll CHEt ARHE RIYE
D2 A3t BElc

taskldL} startTim

I E1: [a-zA-Z0-9-]+ £ X|%sHok st x|t
sted o E Lot

checkName =R ZutE K|-HE ZAF ZARo]| CH
& 242 AM§tshe EE{ L
Ct.
ZAF 20 9
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Ol&

resourceldentifier

deviceCertificateld

caCertificateld

cognitoldentityPoolld

clientld

policyVersionldentifier

policyName

policyVersionld

roleAliasArn

Type

Resourceldentifier

Rl
Pl
12

PolicyVersionldentifier

=

MO

%|CH Z0l: 128 %A Z0|: 1

IHEL: [w+=,.@-]+

QIZME £2lste Ol A
= CA @Iz Mol iDLt

el

Amazon Cognito At &
Of IDRILCH.

E|/\/\g|. o=|1|-5| -|7'<H9_| H.|x-|
IDQIL|CE.

z|cH Z0l: 2048 E[A
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Ol& Type

A EXd

IHEA: [0-9]+

maxResults M
Z[cH 29l 250 Z|4A HR: 1
nextToken = At
startTime timestamp
endTime timestamp
Output
{
"findings": [
{
"taskId": "string",
"checkName": "string",
"taskStartTime": "timestamp",
"findingTime": "timestamp",
"severity": "string",
"nonCompliantResource": {
"resourceType": "string",

"resourceldentifier": {

L} taskldE X|Z3HoF 3t X[EH
£ C} X|-&5HH o ElL|ct

AntE x|IgE Alzh o|™ol| &
A& Aotz MEtsts EE Y

LIC}. startTime Z! endTimeO|
Lt taskldE X|%d&Hof 5 X|g,
£ O X[™5tH o Fu|ct.
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"deviceCertificateId": "string",
"caCertificateId": "string",
"cognitoIdentityPoolId": "string",
"clientId": "string",
"policyVersionIdentifier": {
"policyName": "string",
"policyVersionId": "string"
I
"account": "string"
I
"additionalInfo": {
"string": "string"
}
I
"relatedResources": [
{
"resourceType": "string",
"resourceldentifier": {
"deviceCertificateId": "string",
"caCertificateId": "string",
"cognitoIdentityPoolId": "string",
"clientId": "string",

"iamRoleArn": "string",

"policyVersionIdentifier": {
"policyName": "string",
"policyVersionId": "string"

1,

"account": "string"

iy
"roleAliasArn": "string",

"additionalInfo": {
"string": "string"

}
1,
"reasonForNonCompliance": "string",
"reasonForNonComplianceCode": "string"
}
1,

"nextToken": "string"
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}

CLI &3 Zc

taskld

checkName

taskStartTime
findingTime

severity

nonCompliantResource

resourceType

M H4: AuditFinding

N

MO

|4 Z0l: 1

bt

CH Z0l: 40

b

I{E: [a-zA-Z0-9-]+

N

MO

timestamp

timestamp

N

MO

NonCompliantResource

N

Ho

Ol Zut7t 8 E Z A2l IDY

LICH

Ol 27t Y& Zr AL HAFY

LICH

ZALTE AIRFE AlZE LT

Znto| Mzt Lok

¥ 74g: CRITICAL | HIGH |
MEDIUM | LOW

Z

.|.
>
-—
N
L

[=| =
2 2ol

d7{g: DEVICE_CE
RTIFICATE | CA_CERTIF
ICATE | IOT_POLICY |
COGNITO_IDENTITY_POOL
| CLIENT_ID | ACCOUNT_S
ETTINGS
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Ol&

resourceldentifier

deviceCertificateld

caCertificateld

cognitoldentityPoolld

clientld

policyVersionldentifier

policyName

policyVersionid

A

Type

Resourceldentifier

Rl
Pl
12

PolicyVersionldentifier

=

MO

%|CH Z0l: 128 %A Z0|: 1

I E: [w+=,.@-]+

I{E4: [0-9]+

QIZME £2lste Ol A
= CA @Iz Mol iDLt

el

Amazon Cognito At &
Of IDRILCH.

2|AAQL o4atEl Z4RHO| KA
IDRJL|Ct

ElaAet dghE AE LI
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Ol&

additionallnfo

relatedResources

resourceType

resourceldentifier

deviceCertificateld

caCertificateld

cognitoldentityPoolld

clientld

policyVersionldentifier

Type

map

A0

=2
=

HH4: RelatedResource

N

MO

Resourceldentifier

%|CH Z20[: 64 %A Z0|: 64

El

HEd: (0x)?[a-fA-F0-9]+

Kt

Ho
ne

gl
Pl
e

PolicyVersionldentifier

474&: DEVICE_CE
RTIFICATE | CA_CERTIF
ICATE | IOT_POLICY |
COGNITO_IDENTITY_POOL
| CLIENT_ID | ACCOUNT_S
ETTINGS

rr re

BM
CA

O i

SQI5tE Ol AFE &
|15 Mol IDYLCE.

Amazon Cognito AtZ4 5 £
Of IDRILCE.
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o|lg Type =
iamRoleArn =R o EsAH 8™l 4ol
= |AM ©3&to| ARNQIL|C}

policyName =AM Hao| o|F Lct.

policyVersionld =AY 2| A A QL At El ZAo| T
IDQJL|C}.
I} [0-9]+
roleAliasArn EAtA A 3HA F22l 20|

A8 2 2lAAQ A2tEl A - LICH.

Ij{E4: [0-9]+

additionallnfo map 2laAo0] CHet 7|EfF HE L
Ct.

reasonForNonCompliance A 2lAaAT 7™ O AR
Lt

reasonForNonCompli YNEE 2lAaAT - O AR

anceCode £ UEIE ZEuct

nextToken =AY Ct& 21t &EFE 7IH27| 2
3 AL E = = EZ0|X|TH
A7t o 0|4 Qi dR0lE
nullgLict

=

oy
>
[
Ac]
o
oY
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InvalidRequestException
2 Ligo| AR E[}&LICH

ThrottlingException
L7t MEhe =aRiaL

InternalFailureException

&R 2 277 A& LICH

HALE distH 2 E HIE s 2|40 CHe AM 20 E ETELICH &, A EoMols 2 25t
£ flofl HYst U= 2lLALEHAE = D¥H ClHIO[ASL Z0| #HE EootX| e Aoz &
ciZl 2|laaol CiE Aot ZEHEILICH ZAtE ASHQ ZHAF H™oM 88 Ex6tX| &= Elaa
of CHet 2o E A& ETstH, 0|2 el Mx| efe SE7F EuMol F7HE & U&LICH ZHAF 2 2
K& Ar8otH BlaATt +EE WX HolE 7(7h S¢ = HAE Es &4 E C|Ho|Aet HAZAE
Elasol Cia F7(8tez AE EASHK] 2EHL HEEE + A&LICH

ZAL Atol CHsllME 2r3t 2 S AL8E + & LICH 2r3h Zhdoll CHEr RHMIEE LHE

ZEA Aot 2 x| g 2ol CHEF REMIEH LI 2 AWS loT Device Defender QII=EZQE 4l

0

ok
ol
o
fjo
ook
P

HIE = 2lAA00 CHE ZA 2 FXIE BFEH ZA 2T M L&

o

| Ch2 A 2 S &L

HALETMoll= 20 Mot 2HAE R E FXIE 20 E Lidsts M MMo| ZEELICEH ZAF AL &
TE[=X| {7 & TItE W SX|& Zot= Ikl K| eh&LIch BHEE QB H 0[A(CLI)oM describe-
audit-task BBE AtEotH Zf At Aol Cslf FXIE 2lAa 2 BFEHELICH

A S2o| B2, A AATL EFEl=X| R E ot M FX|E At TedZlX| A &LICH K]
El 2lAA = AWS loT Device DefenderO|(7}) Amazon CloudWatch & Amazon Simple Notification
Service(Amazon SNS)0| AA|St= ZF Z AL AAF & 2lod| Z&HELICH.
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HAF 2T Mol A& FKIstedH

CHS HALol M= AWS loT 2& 0 ZAH Z1F FXIE ddste GHS ATHELICH

=l,_/.\_o| EFAH X} -|| { Ht .|§ §I-KI-=|. ;| Zt |. ol 7=|‘l|.§ ‘|. 1' AMEHSH | |.
HE 5 = 7 =] =E EH S}
AWS loT X AWS loT Device Defender Audit Au
Monitor Audit results (10+) C m
Activity
Q 1 >
» Onboard
Name Date v Status Summary
» Manage
» Greengrass On-demand July 28, 2020, 14:14:18 (UTC-0700) A\ Not compliant 1 of 14 non-compliant
On-demand July 28, 2020, 11:55:43 (UTC-0700) @ Compliant 14 of 14 completed
» Secure
AWS|loTDeviceDefenderDailyAudit July 28, 2020, 05:12:39 (UTC-0700) A\ Not 1 of 14 non-compliant
¥ Defend
ntr AWSloTDeviceDefenderD July 27, 2020, 05:12:39 (UTC-0700) A\ Not compliant 1 of 14 non-compliant
v Au AWSloTDeviceDefend July 26, 2020, 05:12:39 (UTC-0700) A\ Not con 1 of 14 non-compliant
AWSloTDeviceDefenderDail July 25, 2020, 05:12:39 (UTC-0700) Not compliant 1 of 14 non-compliant
AcHin BEctions AWSloTDeviceDefenderDailyAudit July 24, 2020, 05:12:39 (UTC-0700) A Not compliant 10f 14 non-compliant
Finding suppressions AWSloTDeviceDefenderDailyAudit July 23, 2020, 05:12:39 (UTC-0700) 1 of 14 non-compliant
» De
AWS|oTDeviceDefenderDailyAudit July 22, 2020, 05:12:39 (UTC-0700) 1 of 14 non-compliant
Mitigatic tions @
Settings AWS|oTDeviceDefenderDailyAudit July 21, 2020, 05:12:39 (UTC-0700) A\ Not compliant 1 of 14 non-compliant
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AWS loT Device Defender Hudit Audit Results Audit Report

Audit Report

On-demand - July 28, 2020, 14:14:18 (UTC-0700)

Audit findings

ALUCHT rask 1D

40c1 20447 beBbb0d33682ef35¢ 144231

Started at
luly 28, 2020, 14:14:18 (UTC-0700]

Non-compliant checks (1 of 14)
Chedck name Severity MNon-compliant resources % Resources Mitigation

Logging disablec L 1 100%, Logging disabled

Compliant checks (13 of 14)

Chedk name Severity Seanned (1)

Authenticated Cognito role overly

T Cricical (n]
permissive
CA certificate key quality Critical +]
CA certifieate reveked but device aia

Critical 8]
certificates still active
Device certificate key quality Critical 0
Device certificate shared Critical o
loT policies overly permissive Critical v]
Fole alias overly permissie Crikical i}
Unauthenticated Cognibo role overly Critical 0
pErmiEsive
Conflictirsg MOQTT client [Ds High 0
Ch certificates expiring Medium 0
Device certificate expiring Medium 0
Revoked device certificate still active Medium 0
F-'Ellt.-'lll-‘-S allows aCcess 1o Unus Wadium 0
SEFVICES
A 74 H xX{d SO i del b= (o] = 74 Ool= 74do 74 o4 Ol =2 ES
EHStH k=2 N Jof k=1 EHS o 7+ 74 o By J =1 2 Sh L=2 EHS}
MEASHLICH O O 22 MEIEH CHS ZAF 20 2 X8 XIS AlZtE MEfgLCt
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AWS loT Device Defender AWS loT Device Defender 7HEHAF OFLIA
® Note
ZE0M 15, 170, 370, 671 £ F7IEHE 2 A Aot ZX| BHE M E MEHE £
= APIOIMBH e = et ZAF Aot 2 X|= g
28 = &Lt

Audit Results Audit Report Auc
Actions &
s

S loT Device Defende
Audit Findings
Logging disabled
1 account non-compliant
n
Cloudwatch Logs.
Non-compliant account (1)
Start mitigation actior
Suppress Finding
Finding Reason Account settings 1 week
1 month
[+ ] 17b2f816eac7a2e40fdb0bc709b01a2 Logging disabled on account. 765215403047
3 montt =
& months
Indefinitely
=k A4 =|.§ A{EHS} | |.
=t MSHE MEIRLICEH
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AWS loT Device Defender AWS loT Device Defender 7HEHAF OFLIA

Confirm suppression b4

Please verify the details of the audit finding suppression

Check name

Logging disabled

Account settings
765219403047

Expiration period

2 months

Expiration date
2020-10-28T21:25:41.100Z

Cancel Enable suppression

6. ZAI AL ZFXIE AT Fols A A X7 SIS S Flot= b7 LIEFLICH

@ Audit finding suppression created successfully b 4
The finding related to the resource is suppressed for audit check Logging disabled

AWS loT Device Defender Audit Audit Results Audit Report Audit Findings

Audit Findings
Logging disabled

1 account non-compliant

Mitigation
Enable CloudWatch Logs

Non-compliant account (1)

Finding Reason Account settings

417b2f816eac7a2e40fdb0bc709b01a2 Logging disabled on account 765219403047
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AWS loT = FONS: BT Devicn Deferder Audit Avdit Fesults Audd Repart
Audit Report
Aty
: On-demand - July 28, 2020, 11:55:43 (UTC-0700)
¥ Onboard
Audit findings
B Manage
b Greeigrass
aaabd5H83 942053 aldGT BBOSL TGl ad
b Secune
Started at
¥ Defend July 28, 2020, 11:55:43 {UTC-0700]
intro
| » susdic
| Compliant checks (14 of 14)
Check name Severity Seanned ()
|
Authenticated Cagnito role owerly Eribical &
e Critkal o
"
CA gertificare key quality Critial o
A, certificare revoked but device Critical =
cértific abes still ative i i
o Device certificate key uality Critical 0
W Device certificate shared Critical o
IoT proliches overly permissine Critkal o
Role alias ouerty permissive Critical o
Unawthenticated Cognito role overly e
Crickal o
PErTES v
n 5
Conficting MQTT client IDs High o
CA certificate expiring Medium O
|
Derdice certificate espiring Medium o
Revobed device pertificate still acilve Medium o
Role afiss sllows soces b unuded s &
P
Logging dsablad Low 1
Suppressed findings (1)
o 1
Check name Finding Reason Resource identifer
Logging deablad 15522791 Afb2a24a80304 PefILEL TG Logging deshled an & count TES2159402047
o By o =1 S
|7:|I-AI' 7E=|J_'—|' =KX= L dste I|:|_=|
=l._4\_0| EFAH X} | -| H} .IE SRS |.2 7t | 7=|‘||.:l. IE '|. | AH{EHSH | |.
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AWS loT X

AWS loT Device Defender Audit Audit Finding Suppressions
Monitor Audit finding suppressions (1) infe m
Activity
» Onboard Resource identifier Check name Expiration date Description
» Manage 765219403047 Logging disabled October 28, 2020, 14:26:53 (UTC-0700)

> Greengrass

» Secure

¥ Defend
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https://console.aws.amazon.com/iot

AWS loT Device Defender AWS loT Device Defender 7HEHAF OFLIA

s

Edit audit finding suppression X

Suppressing an audit finding on a specified resource means that the finding related to
the resource for the specified audit check will no longer be flagged as non-compliant.

Audit check
Logging disabled
Resource identifier

Account 1D

765219403047

Suppression duration

The expiration date is October 28, 2020, 14:26:53 (UTC-0700). Select a different duration to change
this.
& months v

Description (optional)

Suppresses “Logging disabled” check because | don't want to enable logging for
NoW.

e

Ze xgst = MY MELIC Zot 3X Fo| YRILICH
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Delete audit finding suppression b4

If you delete audit finding suppression, the finding on the resource 765215403047 for
audit check Logging disabled will no longer be suppressed.

To delete audit finding suppression, enter delete in the box.

delete

CLIGIM ZAL At FX[E MEFtE YWY

CHS CLI BBE AF8stod ZA At SX|& BtE1 #elg + U&Lh

create-audit-suppression

describe-audit-suppression

update-audit-suppression

delete-audit-suppression

list-audit-suppressions

21248t resource-identifier2(s) & P% 2 X|5tE check-nameo] 2t E2tEILICEH CHS EE
X MH U HEE 2|5l 0 HA7F 04 resource-identifier&(8) 2R Z st=X| AHMIGI E
o4& LLCt.
® Note
X BHE2 ZALE HIgHstste /72 LIEHLHX| et&LICH ZAte 04743 AWS loT C|HFO|A
ofl M AAELICH SX|= #A Zotolgt MEE = U&LCt
check-name resource-identifier
AUTHENTICATE_COGNITO_ROLE_O cognitoldentityPoolId

VERLY_PERMISSIVE_CHECK

CLIOIM A 21t FXIE A8stE U™ 148


https://docs.aws.amazon.com/cli/latest/reference/iot/create-audit-suppression.html
https://docs.aws.amazon.com/cli/latest/reference/iot/describe-audit-suppression.html
https://docs.aws.amazon.com/cli/latest/reference/iot/update-audit-suppression.html
https://docs.aws.amazon.com/cli/latest/reference/iot/delete-audit-suppression.html
https://docs.aws.amazon.com/cli/latest/reference/iot/list-audit-suppressions.html

AWS |oT Device Defender

AWS loT Device Defender 702t X} OFLHA

check-name

CA_CERT_APPROACHING_EXPIRAT
ION_CHECK

CA_CERTIFICATE_KEY_QUALITY_CHECK
CONFLICTING_CLIENT_IDS_CHECK

DEVICE_CERT_APPROACHING_EXP
IRATION_CHECK

DEVICE_CERTIFICATE_KEY_QUAL
ITY_CHECK

DEVICE_CERTIFICATE_SHARED_CHECK

IOT_POLICY_OVERLY_PERMISSIV
E_CHECK

IOT_ROLE_ALTAS_ALLOWS_ACCES
S_TO_UNUSED_SERVICES_CHECK

IOT_ROLE_ALTIAS_OVERLY_PERMI
SSIVE_CHECK

LOGGING_DISABLED_CHECK
REVOKED_CA_CERT_CHECK
REVOKED_DEVICE_CERT_CHECK

UNAUTHENTICATED_COGNITO_ROL
E_OVERLY_PERMISSIVE_CHECK

ot

o3
>
[k

I ZX| 4

t2qdH

i
muin
ol

CtS Mxtol M= AWS CLIOIAM ZAF 2ot 2 X|E

resource-identifier

caCertificateld

caCertificateld
clientId

deviceCertificateld

deviceCertificateld

deviceCertificateld

policyVersionIdentifier

roleAliasArn

roleAliasArn

account
caCertificateld
deviceCertificateld

cognitoldentityPoolId

ddstE dHS LIHELICH
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AWS loT Device Defender 702t X} OFLHA

* create-audit-suppression

§7I |:||3I-

04242
[=X=F"]

AHE

aws iot create-audit-suppression \
--check-name LOGGING_DISABLED_CHECK \

--resource-identifier account=123456789012 \

5104 ZHAF 21 2X|
13} AAIE J|Hto 2 AWS A 12345678901201 CHal Z

E AMAISH
= ooH

LICH CHS oMo M=
A 21 2 X|E Y dELic

--client-request-token 28ac32c3-384c-487a-a368-c7bbd4811554 \
--suppress-indefinitely \
--description "Suppresses logging disabled check because I don't want to enable

logging for now."

ol HHoll chet Eo| g

o
Pal
N

CreateAuditSuppression

DescribeAuditSuppression

=N =

UpdateAuditSuppression

DeleteAuditSuppression

ListAuditSuppressions

S HA Z1tol chs EEZE

Jm

A& LICH.

I5t24™ ListAuditFindings APIE
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DeleteAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditSuppressions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditFindings.html
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-policies.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-audit-checks.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-ip-address
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-messages-received
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https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-messages-received
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-ip-address
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-messages-received
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-messages-received
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-auth-failures
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https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html#detect-num-connection-attempts
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+ create-security-profile

« attach-security-profile

* list-security-profiles

+ describe-security-profile

» update-security-profile

» delete-security-profile

» get-behavior-model-training-summaries

 list-active-violations

» list-violation-events

ML Detect API
CI2 APIE AI2350{ ML Detect 29t T2}l ot 11 2|8 4= Ql&L|Ct.

» CreateSecurityProfile

» AttachSecurityProfile

» ListSecurityProfiles

» DescribeSecurityProfile

» UpdateSecurityProfile

» DeleteSecurityProfile

» GetBehaviorModelTrainingSummaries

» ListActiveViolations

* ListViolationEvents
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» PutVerificationStateOnViolation
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$aws iot detach-security-profile --security-profile-name SecurityProfileName --
security-profile-target-arn arn:aws:iot:us-east-1:123456789012:all/registered-things
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aws iot create-custom-metric \
--metric-name "batteryPercentage" \
--metric-type "number" \
--display-name "Remaining battery percentage." \
--region us-east-1
--client-request-token "02ccb92b-33e8-4dfa-a0cl-35b181ed26b0" \

R
{
"metricName": "batteryPercentage",
"metricArn": "arn:aws:iot:us-
east-1:1234564789012:custommetric/batteryPercentage"
}
AR K| X|EE BHE % update-security-profile2(E) AHE3l04 7|&E ZZ 1} o]
MR X|IH R|EE FII8H 7L} create-security-profileS(E) AFHE5H04 AFE A} X|H
XEE FIlsle M Bt Z2ntlg MAs £~ QI&LICH 047|ME M batteryPercentage
AMN8X XIH R EE F7t6t7| I8l batteryUsagecte M 29 Z2 0t g MdghL|ct, 5t
cellularBandwidthi2l= Rules Detect X| & F7+HgHLCt.

aws iot create-security-profile \

--security-profile-name batteryUsage \

--security-profile-description "Shows how much battery is left in percentile."
\

--behaviors "[{\"name\":\"great-than-75\",\"metric\":\"batteryPercentage\",
\"criteria\":{\"comparisonOperator\":\"greater-than\",\"value\":{\"number
\":753},\"consecutiveDatapointsToAlarm\":5,\"consecutiveDatapointsToClear
\":13}},{\"name\":\"cellularBandwidth\" ,\"metric\":\"aws:message-byte-size\",
\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}]" \

--region us-east-1
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https://docs.aws.amazon.com/cli/latest/reference/iot/create-custom-metric.html
https://docs.aws.amazon.com/cli/latest/reference/iot/update-security-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iot/create-security-profile.html

AWS loT Device Defender AWS loT Device Defender 7HEHAF OFLIA

{
securityProfileArn": "arn:aws:iot:us-east-1:1234564789012:securityprofile/
batteryUsage",
"securityProfileName": "batteryUsage"
}
@ Note
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aws iot list-custom-metrics \
--region us-east-1

"metricNames": [

"batteryPercentage"
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. update custom-metric BH
£ display-name2(E) o]

£ A83sto] MAEX X XIEE YO|o|EFLICH CHS ol Aol A
EgrLct.

aws iot update-custom-metric \
--metric-name batteryPercentage \

--display-name 'remaining battery percentage on device' \
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--region us-east-1

{
"metricName": "batteryPercentage",
"metricArn": "arn:aws:iot:us-

east-1:1234564789012:custommetric/batteryPercentage",
"metricType": "number",
"displayName": "remaining battery percentage on device",
"creationDate": "2020-11-17T23:01:35.110000-08:00",
"lastModifiedDate": "2020-11-17T723:02:12.879000-08:00"

}
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aws iot update-security-profile \

--security-profile-name batteryUsage \

--behaviors "[{\"name\":\"cellularBandwidth\",\"metric\":\"aws:message-byte-size
\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}]"

"behaviors": [{\"name\":\"cellularBandwidth\",\"metric\":\"aws:message-byte-size
\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}],

"securityProfileName": "batteryUsage",
"lastModifiedDate": 2020-11-17T723:02:12.879000-09:00,
"securityProfileDescription": "Shows how much battery is left in percentile.",

"version": 2,
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"securityProfileArn": "arn:aws:iot:us-east-1:1234564789012:securityprofile/

batteryUsage",

"creationDate": 2020-11-17T23:02:12.879000-09:00

3. AM2X XM XEE B8t £0l= delete-custom-metric WS AF25L04 AF2 X} X|H X|E

£ Arxighct

aws iot delete-custom-metric

\

--metric-name batteryPercentage \

--region us-east-1

ol Fo| H3e Ct3nt &Lt
HTTP 200
MER X|H X|E CLI BH

CHS CLI BBE AF&stod AAERL x|

create-custom-metric

describe-custom-metric

list-custom-metrics

update-custom-metric

delete-custom-metric

list-security-profiles

AHE X X X[ E API

CHS CLI BBE AF&stod AHER X

CreateCustomMetric

DescribeCustomMetric

ListCustomMetrics

UpdateCustomMetric

XEE

AERXIE XIE CLI BB
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* DeleteCustomMetric

« ListSecurityProfiles

Device-side metrics

X|HE 7|ZHo] EIHPOIAOHA-I &8l ok sHE OfRHIRE EgfZ ol 2|0 EE= A
)2 X|™s5tei™ o X|EE AFSELICH
S & 71S: Rules Detect | ML Detect

Q14kK}: less-than | less-than-equals | greater-than | greater-than-equals
b St ot =
CHel: HIO|E

7|2t &7t ot

Ojo
X

= |E 822 300, 600, 900, 1800 EE= 3600Z & L|Ct.

Example

"name": "TCP outbound traffic",

"metric": "aws:all-bytes-out",

"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 4096

},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

T 445109 loT C|H}O|

2ot Z=2u g BHE M [oT ClHO|A0|AM HEE X[Z o lZH%P S A HAgS
A0/ ol SEHE XEY & J&LICH CHS2 ClHo| Ao DX[E o 0|ME S| X| £ QI ClHIO|A & X[ &
LICH.

Device-side metrics
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"suppressAlerts": true

Example statisticalThresholdE A& 3= oA

"name": "TCP outbound traffic",
"metric": "aws:all-bytes-out",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p50"
},
"durationSeconds": 900,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
},

"suppressAlerts": true

Example ML DetectE A& 3= of

"name": "Qutbound traffic ML behavior",
"metric": "aws:all-bytes-out",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel”: "HIGH"
}
.

"suppressAlerts": true

=AIE HHO|E(aws:all-bytes-in)

bal

|5E 7|zh SoF ClHfo|A 2 QlH2 =El HiO|E = lLCt.

- — =

XIEE 7|zhod EIHPOI/\OHA-I T AlslioF st 2
X|dstedH O] X| £ E AFSELICH
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22 7}S: Rules Detect | ML Detect

2

AR less-than | less-than-equals | greater-than | greater-than-equals

N
-

: &7t ot M

o
>

THel: HIO|E

7|zk: &7t otll H &8 22 300, 600, 900, 1800 = 36007 LT},

Example
{
"name": "TCP inbound traffic",
"metric": "aws:all-bytes-in",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 4096
I
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example statisticalThresholdE AF235HE Oof Al

"name": "TCP inbound traffic",

"metric": "aws:all-bytes-in",

"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {

"statistic": "p9oQ"

b
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true
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Example ML DetectE A& 5t O

"name": "Inbound traffic ML behavior",
"metric": "aws:all-bytes-in",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
.

"suppressAlerts": true

= A TCP ZE Jl$~(aws:num-listening-tcp-ports)

C|H}O|A 7} £=AlI5H=E TCP ZE O] £=QlL|C}.

2t: 47} obil 4
Chel: Al

7|1Zh 247} ot M4 @5 8 752 300, 600, 900, 1800 EE= 36007 &lL|Ct.

Example
{

"name": "Max TCP Ports",

"metric": "aws:num-listening-tcp-ports",

"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 5

},

A TCP ZE 7i#(aws :num-listening-tcp-ports) 181
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"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example statisticalThresholdE AF235HE oAl

{
"name": "Max TCP Ports",
"metric": "aws:num-listening-tcp-ports",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p50"
1,
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
1,
"suppressAlerts": true
}

Example ML DetectE AF235HE o

{
"name": "Max TCP Port ML behavior",
"metric": "aws:num-listening-tcp-ports",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
},
"suppressAlerts": true
}

=4l UDP ZE saws:num-listening-udp-poxts)

CIHFO|A 7} = &15H= UPD ZE $=QlL|C}.

4l UDP ZE $aws:num-listening-udp-ports)
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AWS IoT Device Defender
S

Ol X|EE Ar83sto{ Zt ClHto|A M ELIE{ZslioF 5st= UDP ZE 9| %|Ci =& X|HELICH
: Rules Detect | ML Detect

F 7
14FAE: less-than | less-than-equals | greater-than | greater-than-equals

& ts
Chel: Alml
b 7t ot
chel: Al
7|zt &7t otl M+ &8 2H2 300, 600, 900, 1800 EE= 36007 & L|Ct
Example

{
"name": "Max UDP Ports",

"metric": "aws:num-listening-udp-ports",

"criteria": {

"comparisonOperator": "less-than-equals",

"value": {
. 5

"count":
: 300,

I,
"durationSeconds"
"consecutiveDatapointsToAlarm": 1,

"consecutiveDatapointsToClear": 1

},
"suppressAlerts": true
Example statisticalThresholdZE AL 5tE oA
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"Max UDP Ports",
"metric": "aws:num-listening-udp-ports",
: {
"comparisonOperator": "less-than-equals",
: {

"criteria":
"statisticalThreshold":
Ilp5®ll

"statistic":
: 300,

I,
"durationSeconds":
"consecutiveDatapointsToAlarm": 1,

UDP ZE saws:num-listening-udp-ports)
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"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example ML DetectE AF235tE of

"name": "Max UPD Port ML behavior",
"metric": "aws:num-listening-tcp-ports",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel”: "HIGH"

[

+

"suppressAlerts": true
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32 7}s: Rules Detect | ML Detect

Q14kKE: less-than | less-than-equals | greater-than | greater-than-equals

7|zk: &7t otll " & B 22 300, 600, 900, 1800 = 36007 LT}

-~

"name": "TCP outbound traffic",
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"metric": "aws:all-packets-out",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 100
I

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example statisticalThresholdZE AL 35HE OiA

"name": "TCP outbound traffic",
"metric": "aws:all-packets-out",
"criteria": {

"comparisonOperator": "less-than-equals",

"statisticalThreshold": {
"statistic": "p90"

},

"durationSeconds": 300,

"consecutiveDatapointsToAlarm": 1,

"consecutiveDatapointsToClear": 1

+

"suppressAlerts": true

Example ML DetectE A& 3= of

"name": "Qutbound sent ML behavior",
"metric": "aws:all-packets-out",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
I

"suppressAlerts": true

M&E {7 (aws:all-packets-out)
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= AE Il (aws :all-packets-in)
XHE 7|zt St ClHIO|A R RIHI2 EE T = LCt.

XI’QE 7|zholl ClHEO|A A == &lstoF st= TIA| Q2= ESf=Eof &4 &

XEE ASEfLich

2 & 715: Rule Detect | ML Detect

Q1AL less-than | less-than-equals | greater-than | greater-than-equals
Zf: &=t ot =

Tl o=

7|z &7} ot H & B 22 300, 600, 900, 1800 = 3600 &LC}.

Example
{

"name": "TCP inbound traffic",

"metric": "aws:all-packets-in",

"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 100

b,

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example

statisticalThresholdE AFE35tE oA

= AE 7 (aws :all-packets-in)
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"name": "TCP inbound traffic",
"metric": "aws:all-packets-in",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p90"
},

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example ML DetectE A& 3= of

"name": "Inbound sent ML behavior",
"metric": "aws:all-packets-in",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
},

"suppressAlerts": true

CH4 IP(aws:destination-ip-addresses)

P CH FIgrelLict

2t C|HO| A 044 AWS IoToil 4Z38HOF 3t 7Lt @4Z5tX| Shotof st 518 E CIDR EEH(0IM Bale
BH(OIx BAe gHalAE)S

SIO|EB|AE) EE= 7HE El Classless Inter-Domain Routings(CIDR) &
X|¥s5te{™ O| X|EE AFSELCH

&t 71'5: Rules Detect

ok

Q44kK}: in-cidr-set | not-in-cidr-set

Z2t:CIDR &
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Ete|: sl AL 815
Example
{
"name": "Denied source IPs",
"metric": "aws:destination-ip-address",
"criteria": {
"comparisonOperator": "not-in-cidr-set",
"value": {

"cidrs": [ "12.8.0.0/16", "15.102.16.0/24" ]

}
}I

"suppressAlerts": true

=4l TCP ZE(aws:1listening-tcp-ports)

ClHFO|ATF =415t TCP ZEQILICH

Example
{
"name": "Listening TCP Ports",
"metric": "aws:listening-tcp-ports",
"criteria": {
"comparisonOperator": "in-port-set",
"value": {
"ports": [ 443, 80 ]
}
},

4 TCP LE(aws:listening-tcp-ports)
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"suppressAlerts": true

=4l UDP ZE(aws:listening-udp-ports)

ClHOlA T} 2= &l8t= UDP ZEQILICH

Zf C|d P0|*01IA-I {5k HLE = 415H K| @Lotok ot = S1& & UDP ZE Tgf (0| HE2 &l0|EE[AE)
= HFE UDP ZE g (o|M BE2 ==E|IAE)E X|Ystt{H o] X|IEE AFSELICH.

Example
{
"name": "Listening UDP Ports",
"metric": "aws:listening-udp-ports",
"criteria": {
"comparisonOperator": "in-port-set",
"value": {

"ports": [ 1025, 2000 ]

MHEE TCP 292 =~(aws:num-established-tcp-connections)

ClebolAof CHEr TCP 44 +=elLict
Zt C|Hto|A0f R{0{0F 5t= &M TCP KZ(EE TCP &E)2| %|CH EE= %4 =8 X|Hste{H o] X[&E

£ A8 gL

ol
o

b 7}'S: Rules Detect | ML Detect

Q1AL less-than | less-than-equals | greater-than | greater-than-equals
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gk 847t obid M4
Erel. od4
Example
{
"name": "TCP Connection Count",
"metric": "aws:num-established-tcp-connections",

"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 3
by
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

+

"suppressAlerts": true

Example statisticalThresholdZE AL 5HE OiA

{
"name": "TCP Connection Count",
"metric": "aws:num-established-tcp-connections",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p90"
3,
"durationSeconds": 900,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
3,

"suppressAlerts": true

Example ML DetectE A& 35t O

"name": "Connection count ML behavior",
"metric": "aws:num-established-tcp-connections",
"criteria": {

ME TCP o

4 $(aws:num-established-tcp-connections)
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=

"consecutiveDatapointsToAlarm":

"consecutiveDatapointsToClear":

"mlDetectionConfig": {
"confidencelLevel": "HIGH"

=

}
iy

"suppressAlerts": true
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s =5
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ZI ol& X2 old SR RSN = Type MeF = Sl
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iy
"metrics": {
"listening_tcp_ports": {

"ports": [
{
"interface": "etho",
"port": 24800
I
{
"interface": "etho",
"port": 22
I
{
"interface": "etho",
"port": 53
}
1,
"total": 3
},
"listening_udp_ports": {
"ports": [
{
"interface": "eth@",
"port": 5353
},
{
"interface": "eth@",
"port": 67
}
1,
"total": 2
I

"network_stats": {
"bytes_in": 29358693495,
"bytes_out": 26485035,
"packets_in": 10013573555,
"packets_out": 11382615
.
"tcp_connections": {
"established_connections": {
"connections": [
{
"local_interface": "eth@",
"local_port": 80,

ClHIO|A X|E BAM A 195



AWS loT Device Defender AWS loT Device Defender 7HEHAF OFLIA

"remote_addr": "192.168.0.1:8000"

I
{
"local_interface": "eth@",
"local_port": 80,
"remote_addr": "192.168.0.1:8000"
}
1,
"total": 2
}
}
I

"custom_metrics": {
"MyMetricOfType_Number": [
{
"number": 1
}
1,
"MyMetricOfType_NumberList": [
{
"number_list": [
1,
2,
3

}
1,
"MyMetricOfType_StringlList": [
{
"string_list": [
"value_1",
"value_2"

}
1,
"MyMetricOfType_IpList": [
{
"ip_list": [
"172.0.0.0",
"172.0.0.10"

ClHIO|A X|E BAM A 196



AWS IoT Device Defender

AWS loT Device Defender 702t X} OFLHA

}

Example® 2 O|§ 2 At&5t= oA JSON 7=

"hed": {

"rid": 1530305228,

"v': "1.0"
}I
"met": {
"tp": {
"pts": [
{

Ilifll :

llptll .

nifn:
"pt":

Ilifll :

llptll .

}
1,
"t": 3
1,
"up”: {
"pts": [
{

nifn:
"pt":

nifn:
"pt":

3
1,
"t 2
iy

"ns": {

"eth@",
24800

"eth@",
22

"eth@",
53

nethgn’
5353

nethgn’
67

"bi": 29359307173,
"bo": 26490711,

C|HFO|A K|E BM AL
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pi": 10014614051,
"po": 11387620
},
"tc": {
"ec": {
"cs": [
{
"1li": "etho",
"lp": 80,
"rad": "192.168.0.1:8000"
},
{
"1i": "etho",
"lp": 80,
"rad": "192.168.0.1:8000"
}

1,
Iltll: 2

}
},
"cmet": {
"MyMetricOfType_Number": [
{
"number": 1
}
1,
"MyMetricOfType_NumberList": [
{
"number_list": [
i,
2,
3

}
1,
"MyMetricOfType_StringlList": [
{
"string_list": [
"value_1",
"value_2"

}
1,
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"MyMetricOfType_IpList": [

{

"ip_list": [
"172.0.0.0",
"172.0.0.10"

]

}
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AWS loT Device Defender Detect= AWS loT C|HFO|AO|A] MAIEl X|E CIOE{E £7&, &H L 2L
E125t04 H|'H &2l S22 LIEtLE= C|HIO|AE AlHEELICH O] MMM = ClHO|A MM AWS loT
Device DefenderZ X|EE ™E5ts &HE EoiELICH

ClHio|A & X|EE
x

+Zl5t248 AWS loT 7HHE|=E C|HIO|A EE= C|HFO|A HO|ES0[o] AWS loT
SDK & 28 ot:SHA|

HHAZ & oF BFL|Ct 097|0i A SDKe| A S5 & lstM L.

AWS loT Device Client= AWS loT Device Defender 2! AWS loT Device Management0i| = 7|52
D5 OF e HY oo|HEE MSBst22 X|EE HAlste Ol AAE = U&LICH o248 7[s0l=
d, 2ot E{'2, AWS loT Device Defender X|E H Al 9| Z¢0| ZgHElLICE

gk

AWS loT Device Defender7} =% 2l I}
HIO|A & K| EE H AIEL|C}.

= UEF AWS loT 2| 04| 2f =l FX|(reserved topic)odl C|

X|E HAIZS 251 AWS loT C|HIO|A Z2I0|Q1E AL

AWS |oT C|HtO|A 2Et0|HMEE MPX[etEA™ GitHub M CHR2EEE = QI&LICH C|HtO|A & O
O|E{& £=Z/ & C|HtO|A0) AWS IoT C|HO|A ZEI0|MHEE Mx%|Et & C|HIO|A & X|EE AWS
loT Device Defender0l| &5t S /435K 0F B LICE AWS loT C|HFO|A Z2t0|ME T4 Tl 9|
device-defender MMo| CtZ OH7HEH =7} MHE|0f J=X| &QIghL[Ct,

ofr

"device-defender": {
"enabled": true,
"interval-in-seconds": 300
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/A Warning

T doo|Est £ AWS loT Device Defender 2£0A 20t T2 0] 2l S+ o4 C|HIO|
A7t 2EFRE0| HAlSt=E X|RE ZELEHEE = A&LICtH Eoi(Defend), & X|(Detect), X|E (Metrics)
E Xtoi2 MEI504 AWS IoT Core 2£ 0| HAIE X|IEE 2 + JU&LICH

;P04 loT C|H}O]

HIAIX| 32 7|(aws:message-byte-size)

F
FIF
b

HIA|X|2| H}O|E £=¢IL|Ct. C|HFO|AOM|AM AWS I0TE MSEl ZF HA|X|2Q| Z|CH EE
£ X|H35t24™ O] X|EE AL ELICH

A 37|(HtO|E)
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b 7}S: Rules Detect | ML Detect

Q14kR}: less-than | less-than-equals | greater-than | greater-than-equals

¢ St ot =
EHel: HIO|E
Example
{
"name": "Max Message Size",
"metric": "aws:message-byte-size",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 1024
1,

"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
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"suppressAlerts": true

Example statisticalThresholdZE AL 35HE OiA

"name": "Large Message Size",
"metric": "aws:message-byte-size",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p90"
.
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
.

"suppressAlerts": true
Example ML DetectE A& 5t O

"name": "Message size ML behavior",
"metric": "aws:message-byte-size",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}

},

"suppressAlerts": true

=l M| A|X|(aws:num-messages-sent)

XIEE 7[zt St ClHo[A 0| M & B HIAIX|ef &~ LT,

2 E C|HO|A 2] 90%01| CH

& E HIAlIX|(aws:num-messages-sent)
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KIGE 7|Zholl AWS loT2t Z} ClHFO[A 7F M&E & Q= HIAIXKIC| ZICH EE=
Ol X|£ & ArSELICH

ol
o

b 7}'S: Rules Detect | ML Detect

Q14kK}: less-than | less-than-equals | greater-than | greater-than-equals
e &7 ot M=

CH|: HIA[K]

7Izh: =7t ot M= | =8 22 300, 600, 900, 1800 = 3600% LT

Example

"name": "Out bound message count",
"metric": "aws:num-messages-sent",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 50
.
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
.

"suppressAlerts": true

Example statisticalThresholdE AF235HE Oofl Al

"name": "Out bound message rate",
"metric": "aws:num-messages-sent",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p99"
I

"durationSeconds": 300,

L EAS

Mste{™

& E HAIX|(aws:num-messages-sent)
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"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example ML DetectE A& 3= of

"name": '"Messages sent ML behavior",
"metric": "aws:num-messages-sent",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
.

"suppressAlerts": true

== AEl M Al X|(aws:num-messages-received)

X|EE 7|7h St ClHto| &0 4= 418 HIAIX| 2] 4 fL|ct,

XI'EEl 7|ztol AWS 1oT2F ZF CIHHO|A 71
Ol X|£ & ArSELICH

ol
Flos

b 7}'S: Rules Detect | ML Detect

Q44FXE: less-than | less-than-equals | greater-than | greater-than-equals

N
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—_

847t obl m4

o
>

EF|: M Al K|

N
Y
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1>
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k=]
rc
0z
>
=0
ol
F°T"

Example

= A HAIXIS| 2[cH EEE 2|4 & X|HstedH

252 300, 600, 900, 1800 EE= 3600% & L|Ct.

2= AMEl HA|X|(aws:num-messages-received)
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"name": "In bound message count",
"metric": "aws:num-messages-received",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 50
},

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example statisticalThresholdE AF235HE oAl

"name": "In bound message rate",
"metric": "aws:num-messages-received",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p99"
1
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example ML DetectE A& 35t O

{

"name": "Messages received ML behavior",

"metric": "aws:num-messages-received",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel": "HIGH"

}

},

2= AMEl HA|X|(aws:num-messages-received)
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"suppressAlerts": true

#

—_

o

204 Alml(aws:num-authorization-failures)

XIEE 7(ztol Z ClHio|A0f 58 El Het Fo Auio| 2|Cf =& X¥stedH o] X|EE AFSELICH
ClHfo[&0l M SE 8 HEro| gis FA|oll AlAlStE D Al=ste <2t 20| C|HHO[A0|M AWS I0TZ

O 20| HRE[E B¢ e F04 Aufzt drgfLct

ol
ok

b 7}S: Rules Detect | ML Detect

rm
mY
>

: ATl

Q44FRE: less-than | less-than-equals | greater-than | greater-than-equals

=7t ofil ™

£y
0jo
+

7|zt &7t otll M= R &8 212 300, 600, 900, 1800 EE= 36007 & L|Ct.

Example
{

"name": "Authorization Failures",

"metric": "aws:num-authorization-failures",

"criteria": {
"comparisonOperator": "less-than",
"value": {

"count": 5

I

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example statisticalThresholdE A& 3= oA

"name": "Authorization Failures",
"metric": "aws:num-authorization-failures",
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"criteria": {
"comparisonOperator": "less-than-equals",

"statisticalThreshold": {
"statistic": "p50"

},

"durationSeconds": 300,

"consecutiveDatapointsToAlarm": 1,

"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example ML DetectE A& 3HE of

{
"name": "Authorization failures ML behavior",
"metric": "aws:num-authorization-failures",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
b
"suppressAlerts": true
}

2 |P(aws:source-ip-address)

C|HFO|A 7 AWS loTOl Q1A= IP =AQlL|CE

Zt C|HFO|A O M AWS loTofl 24735 of 8t 7Lt @4Z5H K| ototof st= SR E CIDR ZEH (0| WAl
3l0|EE|AE) EE= T El Classless Inter-Domain Routings(CIDR) & & (0| H22 EEAE)2
X|HstedH of X|EE AtSELCt
3 & 71'S: Rules Detect
Q14kK}: in-cidr-set | not-in-cidr-set
Zt: CIDR &
CHel: sl AL 1S
206
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Example
{
"name": "Denied source IPs",
"metric": "aws:source-ip-address",
"criteria": {
"comparisonOperator": "not-in-cidr-set",
"value": {
"cidrs": [ "12.8.0.0/16", "15.102.16.0/24" ]
}
},
"suppressAlerts": true
}
14 A|E (aws:num-connection-attempts)

Zk CIHFOIATH TS AT 2|4 i A0 K48 XIYs2IH 0| KIEE AR BLICH Alzof HZ st
40 Mgt S5 2 FAFLC

32 7}s: Rules Detect | ML Detect

Q44+ less-than | less-than-equals | greater-than | greater-than-equals

7|zh: &7} otll H & B 22 300, 600, 900, 1800 = 36007 LT,

Example
{

"name": "Connection Attempts",

"metric": "aws:num-connection-attempts",

"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 5

},
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"durationSeconds": 600,

"consecutiveDatapointsToAlarm": 1,

"consecutiveDatapointsToClear": 1
I

"suppressAlerts": true

Example statisticalThresholdZE AL 5tE oA

"name": "Connection Attempts",
"metric": "aws:num-connection-attempts",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "plo"
},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
},

"suppressAlerts": true

Example ML DetectE A5t O

{
"name": "Connection attempts ML behavior",
"metric": "aws:num-connection-attempts",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
b
"suppressAlerts": false
}

A i A|(aws:num-disconnects)

XIEE 7|zt St ClHolA T AWS loTo|AM 44 SHAIEl=

=|
A
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XIEE 7|2k St CIHtO|ATH AWS loTOIM 44 sHA| == Z[ICH EE= £[4 H+E X|™sic{H o] X|&
g A8 gL

22 7}S: Rules Detect | ML Detect

Q14kKE: less-than | less-than-equals | greater-than | greater-than-equals
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252 300, 600, 900, 1800 EE= 3600% & LCt.

Example

"name": "Disconnections",
"metric": "aws:num-disconnects",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
3,
"durationSeconds": 600,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
3,

"suppressAlerts": true

Example statisticalThresholdE AF235HE Oof| Al

"name": "Disconnections",
"metric": "aws:num-disconnects",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "plo"
},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
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"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example ML DetectE A& 3He= of

"name": "Disconnects ML behavior",
"metric": "aws:num-disconnects",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel”: "HIGH"
}
},

"suppressAlerts": true

A4 sl{Al| 7|7t (aws:disconnect-duration)

C|HFO|AZFAWS loTOlAM 23Z40| 2271 &EiZ RX|lE AlZFLCH

O| X|£& AtEstod ClHFO|A AWS loTOM @dZ0| #2271 dEliz R XIZIE ZICH 7|ZHE KIFELICH

ol
o

t 7}S: Rules Detect
Q44 X} less-than | less-than-equals

47} obEl B(B)

B
0jo

Example

{

"name": "DisconnectDuration",
"metric": "aws:disconnect-duration",
"criteria": {

"comparisonOperator": "less-than-equals",

"value": {
"count": 5

17 s A 7|ZHaws:disconnect-duration)
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}
iy

"suppressAlerts": true

Detect X|E LHE LH7|

XE HELHZ|E AL85HH 22l E &, ClHtola & £= M-8R X|™H X|EE AWS loT Device
Defender0i M LHE LI T 78 MQTT FH|ofl AIAIE &= U&LICE 0| 7|52 Detect X| £ 2| CHEF LY
HIH7|E X[SE2 Bt MOl O|o|H E1 & A48 0t o2t H|& #Elo= =&0| ELICt
MQTT F=M|E AWS loT Rules 7|2 =& FX|Z =N PHLP XM MQTT FHME Mt #+5& =

& LICH AWS IoT Device Defender 2<, APl = CLIE AF85t0d X|E LHELHZ|E 2 HE £ A&
LIC} O] 7IS2 AWS loT Device DefenderE A& —’F A BE AWS 2T AHEE = JU&LICH
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OII

C}2 22/2 AWS loT Device Defender?} | EE LIE LT E T A6HE WHE Hod FL|ch & 2
Ctoloa&2 7|2 =& FAo thgh X|& HELHZIE Fdsts &S 2o ELICL JH S HHE

i X|EE AWS loT Rules7t X|&ste CHYSH CHA S Z BEIREE £ U&LICH 5 HM Clolo{1 32
CIO|E{E MQTT FA|0oil AWS loT Device Defender H At =2 £ AstE &S o EL|CH 2™

MQTT 22t0|E= Y FAME FSELICH Amazon Elastic Z1E| O[] MH|A, Lambda == & Y&t

MQTT =ANE £ 55H= Amazon EC2 QIAEANM MQTT Z22I0|MEE Alglsr £~ Ql&L|CH AWS
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AWS loT Device Defender
Security Profile
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$aws/rules/<rule name>
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LB LA
loT Thing AWS loT IoT Rules Engine loTRulesEngine
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il AWS Cloud AWS loT Device Defender Metric Export

Using MQTT Broker
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2 B = &LICH AWS loT Rules A 2 7o cHEh X|&2 AWS loT ZHEFRF QLA 2] AWS loT

2E HZshMR.

AWS loT Device Defender Detect= T/ &8El ZF X|E0i| CHEF X|E gt2 €2 X2/5t04 L EE MQTT &
Aol M7|xo 2 HAIgLICt HAIX| HIO|E 27| 2! & HIO|E 37|2 NQft 2EIRE & X|E= Y

el 717kl X|E gt2 giteto] EAE LCH AFS X X1 X|E2F ClHHO|A & X|E&= EAHEX] &

&LICt HAIX| HIOIE 37|2| B2 LHELHZ| 22 €& M2 7|zte| |4, 2|Ci & & HIO|E 27|
Ct o328 SHA| Z|Zte] LHELHZ| 22 FHME 2 E ClHo|A 9| 4 SHA| AlZHZE) ILICH ol 1Az Zt
_=I|9§ I:é 3|.|:|;| O=|7=| |:|:= o=|7E=| E:'a'?:l O|HJEO-I|A-|': I:él- E ||:|. O=|7=|E| E.|H|-O|A I:E‘— o=|7=| 0|H-I|EO|
AR 2t2 00| EuUCt 22tRE & X|E, C|Hto|A & X|E LU M-SR XId X|ZFof CHEE AtAIEH LI 2

AWS loT Device Defender 7HEf A} SFHLHM S| CI S FANIE EHXSHAIL2.
« AEXIXIHE X|E

- 2CIRE EXE

. ClHlO|A = X|E

I

AWS loT RulesE At83t0{ L& XME|E X|EE MZE CtE CHY S E LIEH £ Q&LICt X|HEl= o
& SE2 AWS loT 7= &g HZML. AWS IoT Rules 2 401 batchMode %ﬁl; A& 3l B

AMElE LHELHZ| HIAIR| LHE 7He X EE K|HElE R MEE £ Q&LICH ME5t= AWS loT
Rules CH&f O] batchMode & X|#5tX| 2= B2 Lambda EE = Kinesis Data Stream39 &2 B4 &

U2 AFE 3504 HiX| XM 2|E HIAIX| LHHIM 7HE X|EE ™MEE &+ U&LICH.

K|E LHE 7| & 7|0

U X|E LHELH7| Clo|E{= CHE & 7(0HE HZESHAMIR.

"version": "1.0",

"metrics": [

{

"name": "{metricNamel}",

"thing": "{thingNamel}",

"value": {

# a list of Classless Inter-Domain Routings (CIDR) specifying metric
# source-ip-address and destination-ip-address
"cidrs": ["string"],

# a single metric value for cloud/device metrics
"count": number,

# a single metric value for custom metric
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"number": number,

# a list of numbers for custom metrics

"numbers": [number],

# a list of ports for cloud/device metrics

"ports": [number],

# a list of strings for custom metrics

"strings": ["string"]

I

# In some rare cases we may send multiple values for the same thing, metric and
timestamp.

# When there are multiple values, please use the value with highest version number
# and discard other values.

"version": number,

# For cloud-side metrics, this is the time when AWS IoT Device Defender Detect
aggregates the

# metrics data received from AWS IoT.

# For device-side and custom metrics, this is the time at which the metrics data
# is reported by the devices.

"timestamp": number,

# The dimension parameters are optional. It's set only if

# the metrics are configured with a dimension in the security profile.
"dimension": {

"name": "{dimensionNamel}",
"operator": "{dimensionOperator}"
}

}

]

}
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AWS loT Device Defender Detectoll MQTT FA|o] HIA|XIE HAIE HEHE F0o4EL
C}.

CreateSecurityProfile0i M X|E LHELHZ|E ALEstE{H F 7HX| YA, & HEH YA A2 FAo| {l
= |AM &g 2 X|EaloF BLICH #EH &M AWS 0T Device Defender7t X|E 7+ E&HE Bl AIX|S
MQTT FA[of HIAIE #HEtE 2ofgfLict. AZ| HAH2 AWS IoT Device Defenderof| 8t g s +
olst Mt HoqstL|C}.

=
et Y
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Publish"
1,
"Resource": [
"arn:aws:iot:us-east-1:123456789012:topic/your-topic-name"
]
}
]
}
M| H2Y
JSON
{

"Version":"2012-10-17",
"Statement": [

{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Sexvice": "iot.amazonaws.com"
},
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"Action": "sts:AssumeRole"
}
]
}
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AWS loT &0 X|E LHEL

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
1,
"Resource": "arn:aws:iam::123456789012:xo0le/Role_To_Pass"
}
]
}
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2. XEUHEUZIE Z&SITE 48t 2ot T2 LS MES Of S oM HES MEtELICH

3. CHOIM HEstE{= CHe ClHO|A &8 MENE & Chg 8 MENFLICH

4. XE S T4 HESIZ{H LE(X|E S Ho))E MEE O3 XX SH0| SFH Wl =4
2 HOlEftLIC} [Next]E MEAELICH

5. XE UWELZ| 78S ne{H X|E LHELHZ| BG5S MEIELICE [Next]& MEFLICH

6. ClHIO|A7} MHE S22 QEte M AWS loT 222 Z1E BT Amazon SNSE 7435124
™ Amazon SNS FA| 2! IAM &2 MEHGHHLE HETLICH [Next]E MEIRFLICEH

7. TI2 dEE ¥ oSS ME{ELUCH
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XE WHELWZ|7F =& E Bot =2 2 MM

1. X|E LHELHZ|E &/ 835t5t1 Detectoll M S X|EE LHELHOF St=X| {2 & EAl5tE{H
Behavior & AdditionalMetricsToRetainV2 250l A exportMetric 2t TrueZ2 MY
gt

2. MetricsExportConfigQ| Zt2 EZ&35IM. Ol H 5t X|E LHELHZ|ol 2238t MQTT =X

2! Amazon 2|4&A O0|&(ARN)O| X|XMEL|CH

® Note
AWS loT Device Defender Detect7t HIA|X|E H AR = UTEZ mqttTopicS Z&F
L|Ct 23& ARNOIE MQTT HIAIX|E HAIE HEH0]| /IS H, OI$ oll= AWS loT Device
Defender Detect7t & & 2ol AFEAHE CHAISHO HIA|X|E HAIE = U&LILCE.

aws iot create-security-profile \
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--security-profile-name CreateSecurityProfileWithMetricsExport \

--security-profile-description "create security profile with metrics export

enabled" \
--behaviors "[{\"name\":\"BehaviorNumAuthz\",\"metric\":\"aws:num-authorization-

failures\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count
\":5}, \"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1

\"durationSeconds\":300},\"exportMetric\":true}]" \
--metrics-export-config "{\"mgttTopic\":\"\$aws/rules/metricsExportRule\",\"roleArn

\":\"arn:aws:iam: :123456789012:role/iot-test-role\"}" \
--region us-east-1

T
i

"securityProfileName": "CreateSecurityProfileWithMetricsExport",
"securityProfileArn": "arn:aws:iot:us-east-1:123456789012:securityprofile/

CreateSecurityProfileWithMetricsExport"

update-security-profile BEE AFE5t0{ 7|E Eot Z2 L YO|O|ESI T X[E LHELHZ|E

ggsterct.

Hot ZzElg Hoo|ESto] X|E LHELHT|E &/ d3tstEdH

XE LHELHZ|E & /835}5t 1 Detectol M i X|EE LHELHOF =X 0{F E E Al5tEdH
Behavior & AdditionalMetricsToRetainV2 25 0lA exportMetric 22 TrueZ2 A%

—

Bhuich
LHI2. ol A 5t XIE LIE L7 |of ER8 MQTT FA

SELICH

2. MetricsExportConfigQ| Zt2 E?:.
2 Amazon 2|44 O|E(ARN)O| X|HE

(® Note
AWS loT Device Defender Detect7t HIAIX|E AAIE = UZZ mqttTopicS Z&E
L|Ct. 23gh ARNOM|= MQTT HIAIXIE H AR HEH0| RIS, O|F 0= AWS IoT Device

Defender Detect7| 23gt S 2o} AL ALHE CHAISHO] HIAIXIE HAIE = QU&LICE.

aws iot update-security-profile \
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--security-profile-name UpdateSecurityProfileWithMetricsExport \

--security-profile-description "update an existing security profile to enable
metrics export" \

--behaviors "[{\"name\":\"BehaviorNumAuthz\",\"metric\":\"aws:num-authorization-
failures\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count
\":5}, \"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1,
\"durationSeconds\":300},\"exportMetric\":true}]" \

--metrics-export-config "{\"mgttTopic\":\"\$aws/rules/metricsExportRule\",\"roleArn
\":\"arn:aws:iam: :123456789012:role/iot-test-role\"}" \

--region us-east-1

T
]

"securityProfileName": "UpdateSecurityProfileWithMetricsExport",

"securityProfileArn": "arn:aws:iot:us-east-1:123456789012:securityprofile/
UpdateSecurityProfileWithMetricsExport",

"securityProfileDescription": "update an existing security profile to enable
metrics export",

"behaviors": [

{
"name": "BehaviorNumAuthz",
"metric": "aws:num-authorization-failures",
"criteria": {
"comparisonOperator": "less-than",
"value": {
"count": 5
1,
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
1,
"exportMetric": true
}

1,
"version": 2,
"creationDate": "2023-11-09T16:18:37.183000-08:00",
"lastModifiedDate": "2023-11-09T16:20:15.486000-08:00",
"metricsExportConfig": {

"mgttTopic": "$aws/rules/metricsExportRule",

"roleArn": "arn:aws:iam::123456789012:r0le/iot-test-role"
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update-security-profile BEE AFE5t0{ 7|E Eot Z2 L YO|O|ESI T X[E LHELHZ|E
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12 M7{5t2dH - -delete-metrics-export-

aws iot update-security-profile \

--security-profile-name UpdateSecurityProfileToDisableMetricsExport \

--security-profile-description "update an existing security profile to disable

metrics export" \

--behaviors "[{\"name\":\"BehaviorNumAuthz\",\"metric\":\"aws:num-authorization-
failures\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count
\":5}, \"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1,
\"durationSeconds\":3003}}1" \

--delete-metrics-export-config \

--region us-east-1

T
]

"securityProfileName": "UpdateSecurityProfileToDisableMetricsExport",

"securityProfileArn": "arn:aws:iot:us-east-1:123456789012:securityprofile/
UpdateSecurityProfileWithMetricsExport",

"securityProfileDescription": "update an existing security profile to disable
metrics export",

"behaviors": [

{
"name": "BehaviorNumAuthz",
"metric": "aws:num-authorization-failures",
"criteria": {
"comparisonOperator": "less-than",
"value": {
"count": 5
.

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
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}

1,

"version": 2,

"creationDate": "2023-11-09T16:18:37.183000-08:00",
"lastModifiedDate": "2023-11-09T16:31:16.265000-08:00"
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» CreateSecurityProfile

» UpdateSecurityProfile

» DescribeSecurityProfile
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» CreateSecurityProfile

» UpdateSecurityProfile

» DescribeSecurityProfile
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aws iot create-dimension \
--name TopicFilterForAuthMessages \
--type TOPIC_FILTER \
--string-values device/+/auth

"arn": "arn:aws:iot:us-west-2:123456789012:dimension/
TopicFilterForAuthMessages",
"name": "TopicFilterForAuthMessages"

}

2. UpdateSecurityProfileg At&35t0o{ 7|&E Eot Z 21t Uof| R
CreateSecurityProfile2 AF&5t0{ Aj 2ot T2 utlof| AF S
TopicFilterForAuthMessagesOl CHEF MHIA|X|7} 128H}0|
auth) &0l MSE HAIX| =8 |XIst=e M 2ot =
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aws iot create-security-profile \
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--security-profile-name ProfileForConnectedDevice \

--security-profile-description "Check to see if messages to
TopicFilterForAuthMessages are under 128 bytes and retains the number of messages
sent to non-auth topics." \

--behaviors "[{\"name\":\"CellularBandwidth\",\"metric\":\"aws:message-byte-size
\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}, {\"name
\":\"Authorization\",\"metric\":\"aws:num-authorization-failures\",\"criteria\":
{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":10},\"durationSeconds

\":300,\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":13}3}]1" \

--additional-metrics-to-retain-v2 "[{\"metric\": \"aws:num-authorization-failures

\",\"metricDimension\": {\"dimensionName\": \"TopicFilterForAuthMessages\",
\"operator\": \"NOT_IN\"}3}I"

ol BHEo| £32 31t Z &L

"securityProfileArn": "arn:aws:iot:us-west-2:1234564789012:securityprofile/
ProfileForConnectedDevice",

"securityProfileName": "ProfileForConnectedDevice"

B HEt0IEIE HUE TEHOIE o2 Usts hal THUolM 2 E5tod

AlZHE Morst 4= Q)
&LICH RtMEH LI 2 ot 2oi A AWS CLI TtEt0|E{ 222 A ESIM. CHS2 & 2HEl JSON &
Alo| behavior ItZtO|E{E Ho{FLILC}.
L
{

"criteria": {
"comparisonOperator": "less-than",
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,

"value": {
"count": 128

}
},
"metric": "aws:message-byte-size",
"metricDimension": {

"dimensionName:": "TopicFilterForAuthMessages"
},

"name": "CellularBandwidth"
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AWS IoT Device Defender

]
= g oflQt 20| MLZt B 7H REHE2 AFE 504 CreateSecurityProfile® A& &LIC}.

aws iot create-security-profile --security-profile-name ProfileForConnectedDeviceML

\

--security-profile-description “Check to see if messages to

TopicFilterForAuthMessages are abnormal” \
--behaviors “[{\“name\”:\“test1\”,\“metric\”:\”aws:message-byte-size\”,

\“metricDimension\”:{\“dimensionName\”: \“TopicFilterForAuthMessages\”,\“operator
\”: \“IN\”},\“criteria\”:{\”mlDetectionConfig\”:{\“confidenceLevel\” :\“HIGH\"},
\”consecutiveDatapointsToAlarm\“:1,\”“consecutiveDatapointsToClear\“:13}}]” \

--region us-west-2

AH10] U Hot TR US HedH
=5 Aelo| o Hot mantelg Hiot

ListSecurityProfiles W& A& 304

aws iot list-security-profiles \
--dimension-name TopicFilterForAuthMessages

ol BFEo| £32 Ch3 1t Z &L

{
: L

"securityProfileIdentifiers":

{

"ProfileForConnectedDevice",

"name" :
"arn": "arn:aws:iot:us-west-2:1234564789012:securityprofile/
ProfileForConnectedDevice"

}

[

At2E Yool EstedH

«  UpdateDimension BEE A&3t04 At HE UO|O|EELICEH

ol

aws iot update-dimension \
--name TopicFilterForAuthMessages \
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--string-values device/${iot:ClientId}/auth

"name": "TopicFilterForAuthMessages",

"lastModifiedDate": 1585866222.317,

"stringValues": [
"device/${iot:ClientId}/auth"

1,
"creationDate": 1585854500.474,

"type": "TOPIC_FILTER",
"arn": "arn:aws:iot:us-west-2:1234564789012:dimension/

TopicFilterForAuthMessages"

}

At2E A XstedH

1. AES AAsted™ HA AZE[of e 2o Z=at oM RHE EE|ELCH
ListSecurityProfiles B& & Ar&3t0 §H &#0] e 2o z2utedE SLCH

2. Hot Z=2m oM AHHE AM7HstEd™ UpdateSecurityProfile W& ALS & LICH XIS K| &
o

®Xlstedie ZE SEE U™ LICH

aws iot update-security-profile \

--security-profile-name ProfileForConnectedDevice \

--security-profile-description "Check to see if authorization fails 10 times in 5

minutes or if cellular bandwidth exceeds 128" \

--behaviors "[{\"name\":\"metric\":\"aws:message-byte-size\",\"criteria
\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}, {\"name
\":\"Authorization\",\"metric\":\"aws:num-authorization-failures\",\"criteria\":
{\comparisonOperator\":\"less-than\",\"value\"{\"count\":10},\"durationSeconds
\":300,\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}]"

ol BHEo| £32 31t Z &L

"behaviors": [

{

"metric": "aws:message-byte-size",
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"name": "CellularBandwidth",
"criteria": {

"consecutiveDatapointsToClear": 1,

"comparisonOperator": "less-than",
"consecutiveDatapointsToAlarm": 1,
"value": {
"count": 128
}
}
I
{
"metric": "aws:num-authorization-failures",
"name": "Authorization",
"criteria": {
"durationSeconds": 300,
"comparisonOperator": "less-than",
"consecutiveDatapointsToClear": 1,
"consecutiveDatapointsToAlarm": 1,
"value": {
"count": 10
}
}
}
1,
"securityProfileName": "ProfileForConnectedDevice",
"lastModifiedDate": 1585936349.12,
"securityProfileDescription": "Check to see if authorization fails 10 times in 5

minutes or if cellular bandwidth exceeds 128",
"version": 2,

"securityProfileArn": "arn:aws:iot:us-west-2:123456789012:securityprofile/Preo/

ProfileForConnectedDevice",

"creationDate": 1585846909.127
}
3. RS E2l8t F DeleteDimension HHEE A& 35to{ &t

aws iot delete-dimension \
--name TopicFilterForAuthMessages
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AWS loT Device Defender Detect0ll SNS X0 ZEE HA|E M2 o4
rLICH,

CreateSecurityProfile0| A alertTargets LI2tO|E{E AE5tE{H F 7t x| HA, & Het 2ot A Z

HAOo| UeE IAM A& K|HHoF & LICH HEh HE2 SNS FA|of Y&l HAIE HEHE AWS loT
Device Defender0fl £04&L|Ct. A2 A2 AWS loT Device Defender0l| Z R 8t dgtg2 £l Hst

g SofgrLict.

HEH B
JSON
{
"Vexrsion":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
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"Statement": [

{
"Sid": "",
"Effect": "Allow",
"Principal": {

"Sexvice": "iot.amazonaws.com"

},
"Action": "sts:AssumeRole"

}

]
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"Statement": [
{
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"Effect": "Allow",
"Action": [
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"iam:PassRole"
]I
"Resource'": "arn:aws:iam::123456789012:
}
]
}
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ff82164a6439e6024e83b4fc104817d7

Details
Status
COMPLETED

Started at
Jun 6, 2019 6:09:07 PM -0700

Completed at
Jun 6, 2019 6:09:09 PM -0700

Check summary
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Device Defender > Audit > Action executions > ff82164a6439e6024e83b4fc104817d7 >

ff82164a6439e6024e83b4fc104817d7

loT policies overly permissive

Action executions (4)

Show executions for

All actions v All status v
1-4 of 4
Started at v Status Action Finding
Jun 6, 2019 6:09:08 PM -0700 ® Completed sns_publish 053cff17-1da4-4479-996b-8b...
Jun 6, 2019 6:09:08 PM -0700 ® Completed replace_default_policy_version  053cff17-1da4-4479-996b-8b...

Jun 6, 2019 6:09:08 PM -0700 ® Completed replace_default_policy_version  2b966f76-b499-4986-836¢-f8...
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https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelAuditMitigationActionsTask.html
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IFICATE
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"Statement": [
{
"Effect":
"Allow",
"Action":[
"iot:Upda
teCertificate"

1,

"Resource":[
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UPDATE_CA_CERTIFICATE JSON
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"Statement": [
{

"Effect":
"Allow",

"Action":[
"iot:Upda
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1,

"Resource":[
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"Version"
:"2012-10-17",

"Statement": [

{

"Effect":
"Allow",

"Action":[
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Principal
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"iot:AddT
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1,

"Resource":[
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LICY_VERSION
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"Statement": [

{

"Effect":
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"Action":[
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1,

"Resource":[
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ENABLE_IOT_LOGGING

"Version"
:"2012-10-17",

"Statement": [
{
"Effect":
"Allow",
"Action": [
"iot:SetV
2LoggingOptions"
]I

"Resource":
mgn
},

{
"Effect":

"Allow",
"Action": [
"iam:Pass
Role"
]I
"Resource
": "arn:aws:
iam::1234
56789012:role/
IoTLoggingRole"
}
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PUBLISH_FINDING_TO_SNS  JSON

"Version"
:"2012-10-17",

"Statement": [

{

"Effect":
"Allow",

"Action":[

"sns:Publish"

1,

"Resource":[

"arn:aws:sns: us-
east-1 :12345678
9012: example-t

opic

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": llll,
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"Effect": "Allow",
"Principal": {

"Service": "iot.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:iot:*:123456789012::*"
},
"StringEquals": {
"aws:SourceAccount": "123456789012:"
}
}
}
]
}
S (@)
2t3 2red HH
LI=oi stLt o|afol ZEAF 2t ZEto| M8 &= U F AWS AH’Hoi| CHEF &Fed &EH2 Holste{™ &t
gt & HHZS AISE = A&LIch BE stel|ln2l= Ml 7HX[7F L& Lt
- 242 ™ot grelsteE ol AHE Ele EE.
o HAF ZItof CHEh 2 ME 2 AlE St &Elste Ol AF8 k= BHE.
o HX| BEo| et 2 M2 Al St &ElsteE Ol AF8 k= BH.
23t 2ty HH
xtd Ho| 2 g ZAF AIE AlRE O 2t Z x|(Detect) A3 Alxt 2 2|
CreateMitigationAction CancelAuditMitigationAction CancelDetectMitigationActio
sTask nsTask
DeleteMitigationAction DescribeAuditMitigationActi DescribeDetectMitigationAct

onsTask

DescribeMitigationAction ListAuditMitigationActionsT

asks

ionsTask

ListDetectMitigationActions
Tasks

253


https://docs.aws.amazon.com/iot/latest/apireference/API_CreateMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelDetectMitigationActionsTask4e.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelDetectMitigationActionsTask4e.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DeleteMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeDetectMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeDetectMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsTasks.html
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https://docs.aws.amazon.com/iot/latest/apireference/API_ListMitigationActions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartDetectMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartDetectMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsExecutions.html
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https://docs.aws.amazon.com//greengrass/v1/developerguide/device-defender-connector.html
https://docs.aws.amazon.com//greengrass/v2/developerguide/device-defender-component.html
https://github.com/aws/amazon-freertos
https://github.com/aws/amazon-freertos
https://docs.aws.amazon.com//embedded-csdk/latest/lib-ref/libraries/aws/device-defender-for-aws-iot-embedded-sdk/docs/doxygen/output/html/index.html
https://freertos.org/iot-device-defender-demo.html
https://freertos.org/iot-device-defender/demo-with-mqtt-agent.html
https://docs.aws.amazon.com//freertos/latest/userguide/dd-demo.html
https://docs.aws.amazon.com//iot/latest/developerguide/iot-embedded-c-sdk.html
https://docs.aws.amazon.com//iot/latest/developerguide/iot-embedded-c-sdk.html
https://docs.aws.amazon.com//embedded-csdk/latest/lib-ref/libraries/aws/device-defender-for-aws-iot-embedded-sdk/docs/doxygen/output/html/index.html
https://github.com/aws/aws-iot-device-sdk-embedded-C/blob/main/docs/doxygen/demos/defender_demo.dox
https://github.com/aws/aws-iot-device-sdk-embedded-C/blob/main/docs/doxygen/demos/defender_demo.dox
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html
https://console.aws.amazon.com//securityhub/home#/integrations
https://console.aws.amazon.com//securityhub/home#/integrations
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-viewing.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-taking-action.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-audit-checks.html
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{
"SchemaVersion": "2018-10-08",

"Id": "336757784525/I0T_POLICY/policyexample/1/I0T_POLICY_OVERLY_PERMISSIVE_CHECK/
ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS",

"ProductArn": "arn:aws:securityhub:us-west-2::product/aws/iot-device-defender-audit",
"ProductName": "IoT Device Defender - Audit",

"CompanyName": "AWS",

"Region": "us-west-2",

"GeneratorId": "1928b87ab338ee2f541f6fab8c4lc4fs”,
"AwsAccountId": "123456789012",
"Types": [

"Software and Configuration Check/Vulnerabilities"

]I
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"CreatedAt": "2022-11-06T22:11:40.941Z",

"UpdatedAt": "2022-11-06T22:11:40.941Z",

"Severity": {

"Label": "CRITICAL",

"Normalized": 90

I

"Title": "IOT_POLICY_OVERLY_PERMISSIVE_CHECK:
ALLOWS_BROAD_ACCESS_TO_TIOT_DATA_PLANE_ACTIONS",

"Description": "IOT_POLICY policyexample:1 is reported as non-compliant for
IOT_POLICY_OVERLY_PERMISSIVE_CHECK by Audit task 9f71b6e9@0cfb57d4ac671be3a4898e6a.
The non-compliant reason is Policy allows broad access to IoT data plane actions:
[iot:Connect].",

"SourceUrl": "https://us-west-2.console.aws.amazon.com/iot/home?region=us-west-2#/

policy/policyexample",

"ProductFields": {

"CheckName": "IOT_POLICY_OVERLY_PERMISSIVE_CHECK",

"TaskId": "9f71b6e90cfb57d4ac671be3a4898e6a",

"TaskType": "ON_DEMAND_AUDIT_TASK",

"PolicyName": "policyexample",

"IsSuppressed": "false",

"ReasonForNonComplianceCode": "ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS",

"ResourceType": "IOT_POLICY",

"FindingId": "1928b87ab338ee2f541f6fab8c4lc4fs",

"PolicyVersionId": "1",

"ReportType": "AuditFinding",

"TaskStartTime": "1667772700554",

"aws/securityhub/FindingId": "arn:aws:securityhub:us-west-2::product/
aws/iot-device-defender-audit/336757784525/I0T_POLICY/policyexample/1/
IOT_POLICY_OVERLY_PERMISSIVE_CHECK/ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS",

"aws/securityhub/ProductName": "IoT Device Defender - Audit",

"aws/securityhub/CompanyName": "AWS"

I

"Resources": [

{

"Type": "AwsIotPolicy",
"Id": "policyexample",
"Partition": "aws",
"Region": "us-west-2",
"Details": {
"Other": {
"PolicyVersionId": "1"
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1,
"WorkflowState": "NEW",
"Workflow": {
"Status": "NEW"
},

"RecordState": "ACTIVE",
"FindingProviderFields": {
"Severity": {
"Label": "CRITICAL"
I
"Types": [
"Software and Configuration Check/Vulnerabilities"

CIS ol ZAF AAF 220l CHEt Security Hub CSPM2| ZAF AntE E0o{&ELICH ProductFields2]
ReportType2 CheckSummary L|C}.

{
"SchemaVersion": "2018-10-08",

"Id": "615243839755/SCHEDULED_AUDIT_TASK/daily_audit_schedule_checks/
DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",

"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/iot-device-defender-audit",
"ProductName": "IoT Device Defender - Audit",

"CompanyName": "AWS",

"Region": "us-east-1",

"GeneratorId": "f3021945485adf92487c273558fcaa51",
"AwsAccountId": "123456789012",
"Types": [
"Software and Configuration Check/Vulnerabilities/CVE"
1,
"CreatedAt": "2022-10-18T14:20:13.933Z",
"UpdatedAt": "2022-10-18T14:20:13.933Z",
"Severity": {
"Label": "CRITICAL",
"Normalized": 90
.
"Title": "DEVICE_CERTIFICATE_KEY_QUALITY_CHECK Summary: Completed with 2 non-
compliant resources",
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"Description": "Task f3021945485adf92487c273558fcaa51 of weekly scheduled Audit
daily_audit_schedule_checks completes. 2 non-cimpliant resources are found for
DEVICE_CERTIFICATE_KEY_QUALITY_CHECK out of 1000 resources in the account. The
percentage of non-compliant resources is 0.2%.",

"SourceUrl": "https://us-east-1.console.aws.amazon.com/iot/home?region=us-east-1#/dd/

audit/results/f3021945485adf92487c273558fcaa51/DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",

"ProductFields": {

"TaskId": "f3021945485adf92487c273558fcaa51",
"TaskType": "SCHEDULED_AUDIT_TASK",
"ScheduledAuditName": "daily_audit_schedule_checks",
"CheckName": "DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",
"ReportType": "CheckSummary",

"CheckRunStatus": "COMPLETED_NON_COMPLIANT",

"NonComopliantResourcesCount": "2",
"SuppressedNonCompliantResourcesCount": "1",

"TotalResourcesCount": "1000",

"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/

iot-device-defender-audit/615243839755/SCHEDULED/daily_audit_schedule_checks/
DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",
"aws/securityhub/ProductName": "IoT Device Defender - Audit",
"aws/securityhub/CompanyName": "AWS"

I
"Resources": [
{
"Type": "AwsIotAuditTask",
"Id": "f3021945485adf92487c273558fcaa51",
"Region": "us-east-1"
}
1,
"WorkflowState": "NEW",
"Workflow": {
"Status": "NEW"
},

"RecordState": "ACTIVE",
"FindingProviderFields": {
"Severity": {
"Label": "CRITICAL"
I
"Types": [
"Software and Configuration Check/Vulnerabilities/CVE"
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Ct= o= AWS loT Device Defender Detect ¢2H0f| CHEt Security Hub CSPM2| LB QI AL ATHE
HoiE L.

{
"SchemaVersion": "2018-10-08",
"Id": "e92a782593c6f5blfc7cbbass3dclal"”,

"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/iot-device-defender-
detect",
"ProductName": "IoT Device Defender - Detect",

"CompanyName": "AWS",
"Region": "us-east-1",
"GeneratorId": "arn:aws:iot:us-east-1:123456789012:securityprofile/
MySecurityProfile",
"AwsAccountId": "123456789012",
"Types": [
"Unusual Behaviors"
1,
"CreatedAt": "2022-11-09722:45:0072",
"UpdatedAt": "2022-11-09T22:45:00Z2",
"Severity": {
"Label": "MEDIUM",
"Normalized": 40
.
"Title": "Registered thing MyThing is in alarm for STATIC behavior MyBehavior.",
"Description": "Registered thing MyThing violates STATIC behavior MyBehavior of
security profile MySecurityProfile. Violation was triggered because the device did not
conform to aws:num-disconnects less-than 1.",
"SourceUrl": "https://us-east-1l.console.aws.amazon.com/iot/home?region=us-east-1#/dd/
securityProfile/MySecurityProfile?tab=violations",
"ProductFields": {
"ComparisonOperator": "less-than",
"BehaviorName": "MyBehavior",
"ViolationId": "e92a782593c6f5blfc7cbh6as43dclal2"”,
"ViolationStartTime": "1668033900000",
"SuppressAlerts": "false",

"ConsecutiveDatapointsToAlarm": "1",
"ConsecutiveDatapointsToClear": "1",
"DurationSeconds": "300",

"Count": "1",

"MetricName": "aws:num-disconnects",

AWS IoT Device Defender| 28H&{ = At Znt 263



AWS loT Device Defender AWS loT Device Defender 7HEHAF OFLIA

"BehaviorCriteriaType": "STATIC",
"ThingName": "MyThing",
"SecurityProfileName": "MySecurityProfile",
"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/iot-
device-defender-detect/e92a782593c6f5blfc7cb6as43dclal2",
"aws/securityhub/ProductName": "IoT Device Defender - Detect",
"aws/securityhub/CompanyName": "AWS"
I
"Resources": [
{
"Type": "AwsIotRegisteredThing",
"Id": "MyThing",
"Region": "us-east-1",
"Details": {
"Other": {
"SourceUrl": "https://us-east-1.console.aws.amazon.com/iot/home?region=us-
east-1#/thing/MyThing?tab=violations",
"IsRegisteredThing": "true",
"ThingArn": "arn:aws:iot:us-east-1:123456789012:thing/MyThing"

}
1,
"WorkflowState": "NEW",
"Workflow": {
"Status": "NEW"
},
"RecordState": "ACTIVE",
"FindingProviderFields": {
"Severity": {
"Label": "MEDIUM"
.
"Types": [
"Unusual Behaviors"
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UEFIE(*)E Z& B aws:SourceArnT™d =7 HEAE 7|8 ASELICH oiA:
arn:aws:servicename:*:123456789012:*.

CH= ofl= AWS IoT Device Defender0| A aws : SourceArn 2 aws:SourceAccount X3 X714 &l
AE 7|18 AE5lod ESE CHEIAF EXME YXlste &S Eo{ELICH

JSON
{
"Version":"2012-10-17",
"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Sexrvice": "iot.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:iot:*:123456789012::*"
}I
"StringEquals": {
"aws :SourceAccount": "123456789012:"
}
}
}
}
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{
"name": "Listening TCP Ports",
"metric": "aws:listening-tcp-ports",
"criteria": {
"comparisonOperator": "in-port-set",
"value": {
"ports": [ 8888 ]
}
}
}
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sns:Publish",
"Resource": "arn:aws:sns:us-east-1:123456789012:example-topic"
}
]
}
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"sns:Publish",
"kms :Decrypt",

"kms : GenerateDataKey"

1,

L

"Resource": "arn:aws:sns:us-east-1:123456789012:example-topic"
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{"header":{"report_id":12334567, "version":"1.0"}, "metrics":{"network_stats":

{"bytes_in":30680, "bytes_out":10652, "packets_in":113, "packets_out":118}}, "custom metrics":
{"my_custom_metric":{"number":0}}}

2F HIAIK];

{"thingName":"myThing", "status":"REJECTED", "statusDetails":

{"ErrorCode":"InvalidPayload", "ErrorMessage":"Malformed metrics
report"}, "timestamp":1635802047699}

2F Qs HOo|IREE:

{"header":{"report_id":12334567,"version":"1.0"}, "metrics":{"network_stats":
{"bytes_in":30680, "bytes_out":10652, "packets_in":113, "packets_out":118}}, "custom_metrics":
{"my_custom_metric":[{"number":0}1}}

C}.
= .

0[0

{"thingName":"myThing",b "12334567":1635800375, "status" : "ACCEPTED", "timestamp":1635801636023}
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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