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* libpcap0.8
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® Note

Amazon Inspector ClassicO| X|25t= 24 | Aof
Inspector ClassicO| X|#HEl= 248 XA &

=

H8t REMIEH LH® 2 Amazon

C
| MldE BEERSHAAIR.

2. CI3 .exe IUS CI2ZEFLICH

https://inspector-agent.amazonaws.com/windows/installer/latest/
AWSAgentInstall.exe

3. HEXt HEtcER HH ZEZE 2 ¥, CR2EE3F AWSAgentInstall.exeE XMEE x|
2 0|88 OHF, .exe THUS ™50 o O|MEE MX|ELIC
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ool Eof CHE UCIOIEE AHE £ UH E/H Amazon S3HIM RIS 2 CIR2EE K|
o1 MEELIct RAMIEH L& Amazon Inspector Classic O|0|TE A4H|0|E EFHE
StAAIR.

O| XtS UOIO|E Z2EMAE ALHE B H0|TEE EX|E M Ot S BHES AAELICH
AWSAgentinstall.exe AUTOUPDATE=No

H 28 ®MAE A&SH= Amazon EC2 QIAEIAN| 20I5l04 C
Inspector Classic0ll CHall X[ El= 2Q MA o Cigt AFMIE LH& 2 Amazon Inspector ClassicO| X|#

o
e 29 MK U BlH MM BESAAL.
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Amazon Inspector Classic (0| E = SHI2H| 253517 /31 Amazon EC2 QIAE A HEIH|
O|HHE At ELct QIARA HEH|O|H MH[A A 1 E= ™ 2(IMDSv1 EE= IMDSV2)E
At &35t0q QIARA HEFC|O|E ol M AT LICH EC2 QIATIA HIEIH| O|E{QF HAM|A Ereqo]

CHer RbAE LIE2 2IAEA MIEIHIO|E] 3 AFS A} CIOIE{E A RstAAL.
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® Note
O| Ml o B2 Amazon Inspector ClassicH|Al X|Hst= 2E AWS 2T M 2 ST LICH
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+ Amazon Inspector Classic (|O|E 7} A% SQIX| &0l
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+ Amazon Inspector Classic (|O|TE S|

Amazon Inspector Classic Ol 0| E A|ZEF

Amazon Inspector Classic (IO|TE A =

(=)
Amazon Inspector Classic (0| E o Cigt ZEA| X[ F4517]

Amazon Inspector Classic 0l 0| E A x| |73l 7|

Amazon Inspector Classic 00| HE 7} Al™ S2IX| =2l

«  Olo|HMET} ER|Eln Al SUK| &elstc{H EC2 QUAEIA0| =216t04 CHE BHHS AL

Ct.
sudo /opt/aws/awsagent/bin/awsagent status

Ol BF2 oM A S oo|TME S| ¥E| EE= OlO|HMEN HAZAY = gigS Bt 2LFE &

«  OlO|MEE EX|stedH Chs BES A LICH

sudo /etc/init.d/awsagent stop
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QIAEIA0f Amazon Inspector Classic M|O|ME 7} Mx|£|o{ A& S0|M agent.cfg It 9|
2 £45t0{ of|0|ME Q| SE 2 AT = U&LICH Linux 7|8 28 MK 0l agent . cfg T+
opt/aws/awsagent/etc C[RE 20| | X|&LICt agent.cfg IHEE =8 LU K&t & 'f'i' a A
2 M8stei™ ol o|HMEE FXIFICH AlZf 5o &Lt
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AWS Support2| X|&lof| 2t MBt agent.cfg TtUS =5t
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2 T o2 AFEHLICH REM[EH LI 2 https://wiki.archlinux.org/index.php/proxy_settings& &f
ZHAAIL.
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ChS Hxt & stLHE 2tz &Lich

ZEA HHE AEStE EC2 QAE AN of0|MEE Mx|5HE{H

I1 /etc/init.d/ CIEE{ 2|0l RAEEFLICE.

oll

1. awsagent.envilcs TS M4

2. O3 Aol #tE H-E X &S awsagent.envE HEFLICH

« export https_proxy=hostname:port
* export http_proxy=hostname:port
* export no_proxy=169.254.169.254

(@ Note
O|™ of| M| Zf2 EtEA| °§.?_|' §_ E O|EL XTE HEO| & O Z CHA|GHAAIL.
no_proxy H4=0i CHe QIAEIA HEIH|O|E] A= X QIE(169.254.169.254)2| IP FAE
X|&gct
3. Linux 7|8t EC2 QIAEIAO| o O|HME MX| HAto| EtAHE +=&5t0{ Amazon Inspector Classic O]

O|MEE MRIFfLICH
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2. awsagent.envileE IFYE MM3FID /etc/init.d/ CIEE2/0of| K& ELICH
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4 #He 85t = % awsagent.envE WEIELIC.

« export https_proxy=hostname:port

* export http_proxy=hostname:port
* export no_proxy=169.254.169.254

@® Note
Ol oM 2t 2 BIEA R =28t SAE O|E0 ZE M5 0| A O = HASHAAIR.
no_proxy #H0i gt QIAEIA HEIC|O|E] RIEEZQIE(169.254.169.254)2| IP FAE
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sudo /etc/init.d/awsagent restart
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2. O|O|MEE N73sle{H™H Cls WA & 5tLIE AFSELICH
« Amazon Linux, CentOS, 2! Red Hatl| 32, C} S HIIS A AMAIL.

sudo yum remove 'AwsAgent*'

+ Ubuntu MEHe| B2 CtE BES AL

sudo apt-get purge 'awsagent™
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2. OfO|HME7} MY 52 F2 HEfJt Al E e A S22 AH™E F 719 MH[ATH ME|A F,
AWS Agent Service(AWS 00| E MH|A) & AWS Agent Updater Service(AWS 0| O|HE ¢
O|E{ MH|A)0i| Lt EEL|Ct,

O

3. OI0|MEE AIZ 524 AWS Agent Service(AWS HO|TME AHIA)E OIRA QLEZ HESER 2
=I5t S AlZFE MEIENLICH ME|AT7E AZFE|EE SERTF AIZHE £ A S22 O|o|EEL
Ct.

4. Ol0|MEE SX|524T AWS Agent Service(AWS O0|TE MH|A)E OIRA QEZ HE
Z2|5tn X2 MEELICH MH|ATH SX|E B2 YEf7 X|HELCHSHa 2
Agent Updater Service(AWS 0{|0|ME A4O|O|E{ MH|A)E SX|etH ZE &% 7
Atghol ol oM Eof MRIEX| &f7] WEof HEstR| ef&LICh

5. OlO|MEJ} M|z A8 SIX| & Ql5te{™ B2l HEHS AFE5t0{ EC2 QIAE AN 221511
BHTEZTEE QPLICL. C:\Program Files\Amazon Web Services\AWS AgentZ O|&

el — =
otof CtE BHES AAeLICH

0%

AWSAgentStatus.exe

Ol FF2 &M A S oo|ME S| YE| E= OlO|HMEN HAZAY + gigS Bt 2LFE &
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Amazon Inspector Classic 0O|ME MY +=H

EC2 RIAEIA0 Amazon Inspector Classic 0| 0| E 7} M x| E[o{ A& S0[™ agent.cfg T+l M
M2 £-5t04 of0|MEQ| SE 2 HAE = UELICE Windows 7|8t 2 MA M T ZHUS C:
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\ProgramData\Amazon Web Services\AWS Agent C|2E{2|ol| /|X[&LICt agent.cfg TS
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LICH netsh S EZIEIE AL 3104 WinHTTP Z & A|E M 5H2{™ Windows Hypertext Transfer
Protocol(WINHTTP)& Netsh B E HZX A2,
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Windows 7|8t QIAE A= HTTPS Z & A[EF X[ ELICEH
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Hit & otLHE 2h=EfLC

ZIEAN MHE M85tz EC2 QAR A0 o 0|HEE MX|SHE{H
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.exe I} https://dlwk@tztpsnttl.cloudfront.net/windows/installer/latest/

AWSAgentInstall.exeE C}R2ZEFFLC.

2. BHZEZE FO|Lt PowerShell ¥ JLICH& 2| HEH ALE). CHR2EEF
AWSAgentInstall.exeE XM& 3 2|X(2 0|58t + Ctg BHES AJ gLt

\AWSAgentInstall.exe /install USEPROXY=1
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2. BIX|2EZ| HE7|E GL|CHregedit.exe).

3. HIXIAEEZ| 7| "HKEY_LOCAL_MACHINE/SOFTWARE/Amazon Web Services/AWS Agent
Updater"Z O|SEtL|C}.

4. O| BIX|AEE| 7| LHoi| "UseProxy"EtE= BIX|AEE| DWORD(32bit) Zf2 MM ELICH

5. 2 F W Z=stod S 12 Hd™ELICH
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Amazon Inspector Classic 0| 0| E 0] CHEt ZEA| X[ #4517 HZ Latest 66


https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/cc731131(v=ws.10)
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/cc731131(v=ws.10)

Amazon Inspector Classic

AWSAgentStatus.exe IS A&#FLICHAmMazon Inspector Classic HIO|TEE AR = &
KI5t ofO|MET A3 FSQIX| & QIo| 5EHAH| FHZX). ol O|MEQ| 4EfE B FHE ZEAIE
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Amazon Inspector ClassicH| CH5H X|HEl= 2 #|Aloi| CHE REAMIBH LHE =2 Amazon
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Linux EE= Unix 28 MAE M85t A2 itMo 2 GPG =7} o|0| AX|x[o] JU&LICH A|AE
off =77 MX|Z|o] Y=EX|HAESE{H FHE T __01| gpg(2 )S Ql=dgtLct GPG = F7F A&
Z01 UE B2, GPG BH ZEZEJI EAIELICH GPG =77+ AX|Z|o] UK A2 E HHES
£ QiCte @77} EAIELICE E|ZX|EE|0M GnuPG I 7| X| & Mx|& 4= &Lt

Debian 7|8} Linux0ll M GPG =7 & M x%|5t2{H

- E{0/'"dol M apt-get install gnupg B-S AlgHEtLICH.

Red Hat 7|8t Linux0l X GPG =& M x|st24™

- E{O0/doA yum install gnupg S A&stLICH

HE22 7] Q15 U 7xi2 7|

= 2 A o] C}Z BHAHI= Amazon Inspector Classic HE2! 7|2 Q15351 0|8 MEE £+ e 7|12

GPG 21& Zl0ll F7tst= JLICt
Amazon Inspector Classic HE2] 7|& 1&5t1 7HX{2E{H.

1. Cf StLIE &5l HE2| 6P6 HE 7| AHE2E 7HMSLICH
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https://d1wkOtztpsntt1.cloudfront.net/linux/latest/inspector.gpgoil A Ct2 2 = 8t L|C}.

- CIS HIAEON|XM 7|8 SA5104 inspector.gpgileE IHol 204 H&LICH CHRO 2 E &=
2 Z&sHoF gLlct.
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2.

Version: GnuPG v2.0.18 (GNU/Linux)

mQINBFYD1fEBEADFpfNt/mdCtsmfDoga+PfHY9bdXAD68yhp2mONyH3B0z1le/MXI
8siNfoRgzDwuWnIaezHwwLWkDw2paRxp1NMQ9qRe8Phq@ewhelL rQu95dwDgMcwo0
gf9m1ikKVHjdVQOqgNH1B20FknPDXxMDRHcrm1JYDKYCX3+MODEHN1K25tIH2KWezXP
FPSU+TkwjLRzSMYH1L8IwjFUIIi78jQS9a31R/c014zuC5f0VghY1SomLI8irfoD
JSa3csVRujSmOAf903beiMR/kNDMpgD0OxgiQTu/Kh39c1608AKe+QKK48kq07hra
hldpzLbfeZEVU6dWMZt1UksG/zKxuzD6d8vXYH7Z+x@9POPFALQCQQMC3WisIKgj
zJEFhXMCCQ3NLC3CeyMg3vP7MbVRBYE7t3d2uDREkZBgIf+mbUYfYPhrzy@qT9Tr
PgwcnUvDZuazxuuPzucZG0J5kbptat3DcUpstjdkMGAId3JawBbps77qRZdA+swr
0903 jbowgmf@y5ZS6KwvZnC6XyTAkXy2i07mSTAIRECTANTZzYzfp5v7uD7w8Dk@X
10rfOm1VufMzAyTu@YQGBWaQKzSB8tCkvFw54PrRuUTcV826XU7SIINzmNQo58uL
bKyLVBSCVabfs@lkECIesq8PTIOxMYfQJ421uATHYyYUnFTU2TYrCQEab70QARAQAB
tCdBbWF6b24gSW5zcGVjdGOyIDxpbnNwZWN@Ob3JAYW1lhemOuLmNvbT6JAjgEEWEC
ACIFAlYD1fECGWMGCwkIBwWMCBhUIAgkKCwQWAgMBAh4BAheAAAOJECROCWBYNgQY
8yUP/2GpIl40f3mKBUiSTe@XQLvwiBCHmY+V9fOuKgDTinxssjEMCnz@vsKeCZF/
L35pwNa/oW@0]a8D7sCkKG+8LuyMpcPDyqptLrYPprUWtz2+qLCHgpWsrku7ateF
x4hWS@jUVeHPaBzI9V1INTHsCx9+nbpWQ5Fk+7VII8hbMDY7NQx6fcse8WT1P/0x/
HIkKzzqQQaaO0f5t9zc5DKwi+dFmIbRUyaq22xs8C81U0DjHunhjHdZ21cnsgk91S
fviuaum9aR4/uVIYOTVWNnjC5]13+V1czyUt5FaYrrQ50v@dM+biTUXwve3X8Q85Nu
DPnO/+zxb73z3QCHXnuTbxZTjvv1600i8//uRTnPXjz4wZLwQfibgHmk1++hzND7
wOYAQ2]Js6v5FZQ1LQA0d7g2wuAlpg4MrolXzziDfy/9ea8B+tzyx1mNVRpVZY4L1
DOHyqGQhpkyV3drjjNZ1Eofwbfu7m60DwsgM15ynzhKk1lJzwPJFfB3mMc7qLi+qgX
MJtEX8KJ/iVUQStHHAG7daL1bxpWSI3BRuaHsWbBGQ/mcHBgUUOQIyEp5SLAdg9OFs
VP55gWtF7pIqifiqlcfgG@Ov+A3NmVbmiGKSZvfrc5KsF/k43rCGgDx1RVEgZvyI
Lf09+3sEI1NrsMib@KRLDeBt3EuDsaBZg0kqjbhgJUesqiCy

=iEhB

inspector.gpgE M& 8 CIEEE|o| BHE ZEZEM CHE B2 AL& 5104 Amazon Inspector
Classic HEZ| 7|& 218 7|2 7tX{ZLICt.

gpg --import inspector.gpg

O| BE2 Ct3n 22 4t E grerguch

gpg: key 58360418: public key "Amazon Inspector <inspector@amazon.com>" imported

gpg: Total number processed: 1
gpg: imported: 1 (RSA: 1)
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gpg --fingerprint key-value

Ol FHolM Ch3 1} H|x et A& HhetefLch.

pub  4096R/58360418 2015-09-24

Key fingerprint = DDA@ D4C5 1QAE 3C20 6F46 6DCO 2474 0960 5836
0418

uid Amazon Inspector <inspector@amazon.com>
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5836 @418(9+) ot SUshoF gfLct. gtetEl 7| X[Z2 o| HWo|X|ol| HIA|El X|21 Hlw &Lt =
X|20| Yx|aoF rLict. Lx|5HX| &S AL Amazon Inspector Classic 0|O|ME Mx| AT EE
£ Mx|5HK| &1 AWS Supportol] 22|35 &A|2.
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2. install.sig 2! Amazon Inspector Classic x| It S X{Z& &l
Cte HYES M™siod MBS =QFLICH & THUo| 25

gpg --verify ./install.sig
E£2§2 CtS o Zotok gfLct.

gpg: Signature made Thu 24 Sep 2015 ©03:19:09 PM UTC using RSA key ID 58360418
gpg: Good signature from "Amazon Inspector <inspector@amazon.com>" [unknown]
gpg: WARNING: This key is not certified with a trusted signature!
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There is no indication that the signature belongs to the owner
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5. MNF YE g MENE O S, MEIE|o] UX| 2 AR EA| EECHR: ST0M ZFAINE MEIF
L|CF.

6. XIE(Thumbprint) ZE7} 2 M7} x| ol2j2 A3 E$H & X|2(Thumbprint)S MEHEFLICH T2

24 ot ol ™A XIE Zkol EAIELICH
- ote ol x|2 zZtol S gt SUeHx| &elgfL ot
E8 83 C53A F7 8C BA7C F5 A2 47 E9 B8 86 FC E9 68 EE 0B 36

SStCtH, CHRE2EF o0|ME EX| AT RET HEOIER G AH MR[E = U&LICH
- ot ME HE F9o| X|Z 440| 9o 2ot S USR] b2 AR AWSAgentInstall.exeE A
StX| O AR,

7 Latest 72

fijo
o

MEH AL Windows 7|8 2 & A0 M Amazon Inspector Classic H0|FE x| A3 RIEO| MY

70



Amazon Inspector Classic ALERE7H0|=

Amazon Inspector Classic W7} CHA

Amazon Inspector Classic2 At&38t0{ AWS 7t CH&( AWS ElaA 2Z)oi sHZEsHoF & &R A ot
M7t A= X Bt = A&LICH

/A Important

2 I Ole 2 XIElE 28 AAoM ddlEl= EC2 QlaBHAZE 2 HE + U&LICH

o
XHE= @d AMA L X[HE= AWS 2|™0o] CHEt REA|EE LI 2 the section called “X | &
A XA L™ MM

mlo
lﬂ
P
Q'I_I
>
>
o)

® Note

EC2 QAEA AlZHof CHEF L8 2 Amazon Elastic Compute Cloud MBEME R EHAAIL.

ol

|

- BIIoid 2 HHESIE S E[AL0 BT XY

« Amazon Inspector Classic W7} CHAF |8t

Bt 2 MY S 2|40 Efa X[
HI7+e Amazon Inspector ClassicOll CHet B7t CHaf 2 AA5te{t CHAof| Z & e EC2 QAR A0 Ef

B E
=
15t04 A|ZFEILICEH EfaE QIARA Al J|EF AWS BlAAE AldEet 1 74461 7| 9|8t HIEH O
= Etof =& FELIC Amazon Inspector Classic2 A8t E{1E AF2 8104 CHANO] &

2E AWS Eia= MENS 7|2t Zf o2 FELICE 0| & S04, 7] "Name" & gL "MyFirstinstance" 2]
)

Ol 2 x|de + JA&LICH QAB AN BT E X F Amazon Inspector Classm Z& S MEFtod
ot EHéIOH QIARAE FIHELICH QIABATE S 7 ol ol BiT 7|-2f Ho{2t UXIY HeE &

L|ch.

Bt Oy e HEstES 2laAo BT XY % Latest 73


https://docs.aws.amazon.com/ec2/

Amazon Inspector Classic ALERE7H0|=

EC2 QIABHAO B2 E X[Hstod B CHY S LT M MEX XIE BT 7|18 4
AWS HHEO| CHE A8 ddet BT 718 M8 E =+ U&LICH ol AWS XtS
718 8T =T U&LICEH & E0{= AlEfst= EC2 QAR A0l CHE OIF EH 7IE AW
2 A gt

T
<4

EH1E BHE I} EC2 QAT A0 EAE F7bstHLE 2 EC2 QIAEA O] 24 HO[X|o|M EA2E B ¢
off SHLEM 271, W7 EE Mg 4 Q&LIch BAT BME7IB AFZ 3104 Bt ol 02 EC2 QIABIA

Ei2E F7te = U&LICH

AL LISS BT TZI7|8 HASHAIAI2. EC2 QIAHA 0| EfT XIol ChE AFAIE LISS Ela
3 B S HESMAIR

Amazon Inspector Classic @7+ CHA | St

AWS HEY =[CH 507H2] B7t Cief 2 dHE = A&LICH REAIEH LI 2 Amazon Inspector Classic

MH[A BHE BHRE ARSHAEAIR.

Tt oHa 4
Amazon Inspector Classic Z& 2 AF&35t0{ B7I CHa 2 M8 = ULt
Il che
1. o 232! AWS Management Console 5t 11 https://console.aws.amazon.com/inspector/ Amazon
Inspector Classic &2 LI}
2. ErM Zof| M [Assessment Targets]=S ME{SH £ [Create]2 ME4EFLICEH
|Eo.|| _u=|7|. |_-_|.|Al-o| o|§2 OIE_=|o|-|__||:|._

4. OIS & otLIE e LICH

EC2 QIABIAE 0| LIt CHE ol L fsiEd 2 E QUAHA EHOlE

rin
e

- O|AWS AIE & E2|Hel 2
£ MEffLCH

rin

(® Note
L7} Aol T et

=

2 4 QI 2|0 OOITE of Tt AEHE O SMS ASE 0 M
EILICH RFMIE LIS

A
T X =
2 Amazon Inspector Classic MH|A §HE EHRE B ZSHAAIL.

- O] E7t Ciafol &g EC2 RATHAE MEHSHE{E BT A0l B2 7| OIF 2t 7I-2f Ho{E
!

Amazon Inspector Classic &7} CH4 A|st 7 Latest 74


https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/tag-editor.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_Resources.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_Resources.html
https://console.aws.amazon.com/inspector/

Amazon Inspector Classic ALERE7H0|=

5.

(MEH AR CHef 2 Mg [ o o|ME x| &QlghE MEfSto] O] CHafe| 2 E EC2 QIAE AL
HO|MEE MX|E &= U&LICt ol SME AE5t2{™ EC2 QIAE AN SSM 0| 0| ME 7 M%|E
o U1, BH A2 5{E5t= IAM G 0| XI""E|01 J0{0F EFLICt SSM Ol O|ME = Amazon
EC2 Windows QIAEIAQ PAmazon Linux 2IAE A 7|2XMo 2 MEX|ELICH Amazon EC2
Systems Managerol= & MEIStE EC2 QIAHAE 28 IAM Y&t HH S A™Ast= A
EXLE et Hr ol OI %R°*L—IEP XEMIBH L& 2 Installing and Configuring SSM Agent &
Configuring Security Roles for System Manager MM & & X351 AA|2.
/A Important
ol0| of0|MEE A™ SQIEC2 QAAHATI} U= B2, 0| SMS AMS5tH 34X 1 elA
HAOM A Sl ofo|METL =&l 0| 0| ME TS E CHAIELICE.
® Note
Z|1EC| Wrt chabol CHol B A E AFE35t0{ of|O|TE x| HEEZ MEIS04 O CHat 9
D E EC2 laE A0 oO|TMEE MRS &= U&LICH
(® Note
Systems Manager E& A2 At&35t0{ 0{2{ EC2 QIAE A0 HZESZ O 0|HEE MR
gL Us LIEHLlnux 7|8k QIARA S Windows 7|8 QIARA B SRt HHo =
7ts). REMIEH LI 2 Systems Manager Run CommandZ AFE 35104 042{ EC2 QIAEIA
04l Amazon Inspector HIO|MEE MX[sl2{HE FZMAIL.
X% (Save)= MEHFILICH
® Note

oL cHA mo|x|e| CHA O|2| E7| HE S AF85t04 Wot cHatof &8 E 2 E EC2 2!

HEE £ &LICH Z EC2 of|O|™ME || CHalf EAE 0|8, QUIAEA D

A2 olo|ME Q| MEHE HAEE = U&LICE of0|ME MElE A, HIHA, o £
(@]

2 7t& £ U&LICH Amazon Inspector Classic2 EC2 QIAEHANM A™ S of

=X 0{FE Y + e F2 dEHE & + SIS 2 EAIFLLCH

$O BY N M
o

rl

Lot o Mo % Latest 75


https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-access.html

Amazon Inspector Classic ALEX
Yot Chef &K
Il chef g AfAsted™ O S MR E S-SHMUAIR
Gt Che oA
« L7t cHd HO|X|ol M AfAIE CHe S MEISH = AKIE MEIEFLICEH 2Rl HIAIX|7F EAIZ[H o &
MEdgtLCE.
/A Important
Bt Od S AfAsHH S ciad ot ZE 25 Tot HER, ot 4™, 2 2 2E HH
A ElLICE.
g MAE = JUsLct

o 21 M7t

DeleteAssessmentTarget APIE AF&3l04 W7} CHAH

7 Latest 76

oI O A


https://docs.aws.amazon.com/inspector/latest/APIReference/API_DeleteAssessmentTarget.html

Amazon Inspector Classic ALEXl 710|=

Amazon Inspector Classic 7& If7|X| & =]

Amazon Inspector Classic2 Al&35t04{ W7t CHAHAWS 2|lAA E3)o| FAAOI 2ot EX| & F|of

= | = - Ao-|
2 "IIE &= A& LICE Amazon Inspector Classic® 7t CHafo| S&F 2l Hot g MEdFE Hot 7
=] 17| x|of H|Z & LICH. Amazon Inspector Classic2| ZARIAE M #22 Bt A~ S0 Amazon

Inspector ClassicO| =&5t= 2o HALLICEH

Amazon Inspector ClassicHl M 212 HE, A2 E f= QFZHE 1RE 3 W7|XI2 & 2Es
ElLIct o|= A st CtYet /S
2 o EZ|7|o|ME Hotst= Ol AI8E = U= B2 o 7
ME HY o2 ot7LL SHEt 2ot EXE w7dst7| flai o
Pt AL & T U&LICH Cht =

5 F =] F R
Clst oA} ghLCH Bt AMZtE =F0| =€

L

1, Amazon Inspector Classic
2 MSgLct JgL §d Fd¥o| &
o -
[ -

?lMES| A8 7tsE HEE

ol
0

e

o)

x|
= OfZ2|7ilo|4d0] Eot 2o =E ==X
X0l ME st At shE B|AE &L/

do- o

« Amazon Inspector Classicl| 2 MZIE =&

« Amazon Inspector Classic LH 2|

Zt Amazon Inspector Classic 1210l = &lZE =& 0| EZ E|0{ U&LICL 0| B EMUM el £
Me=Q|E XIHE 2RIt Eo{5LICt £3F #20| AR ZME 24X ZAE I SEHS Zdst= o

&0l E sk &L

High, Medium, Low =&2 25 B7I iy L 2 7|d, F 24 A 7180l &4 E = Je 22 =X
E LIEtHLICH =22 EXMZ Qo &40l §dg 7ts 8 =X siZ2o| AlZE o el #EE L

Ct.

Mol el EME sidsts ol HEElE OIS Y2 o2 2 &Lt

- =2 - AT =32 EAlE= 0 AlIZ 8 EMLICH Amazon Inspector Classic2 0| 29+ ZXA]
£ 71222 et s4Mo 2 sidste [/e HYELICH

o B AZE I 70l EXMlE ChA A28 2A|QLICE Amazon Inspector Classic2 7Hs 3t CHS
71&|(0d: Ctg MH|A MOl|o|E)of o] 2XE slidste We HEELICH

- FZ - AUt HE0 EXe & AlZE A LICE Amazon Inspector Classic® O|F AH|A ¢
CIO|E Al o]l 2XIE& slidste JWe HEELICH

Amazon Inspector Classicl| 73 MZE =& HZ™ Latest 77



Amazon Inspector Classic ALERE7H0|=
. REM -0l ERlE £M5 HEBYULICH HIXLIA W X SFol nje} o BEE 7I=8 S o
HMEE Ar835t04 Got cHa o EotE ZEte = /&Lt

Amazon Inspector Classic LHS| = m{ 7| X|
Amazon Inspector B7t0 M= Ot #& IZ7[X|Q] 2E ZE 2 MEE = /JU&LICh
HEST B}

- HEH3 A4S

« Center for Internet Security(CIS) Hlx|0F3

« Amazon Inspector ClassicO| £ ot 28 Abg|

HE3 o484

HESZ AZE 7|x|e] #52 HES 504 EC2 QIARIAO| HOH F[ofd g Br&L

_l
H A
Ct. Amazon Inspector7t 2435t= Aut= FHHSHR| §F 2 HMA XFHol| CHEF X|RIE M ELICt

Network Reachability T+=! I 7| X|= AWS Provable Security O|LIME|E 9| %|Al 7|& S AFSELICH

O| Tt=lof ofal &l Aut= ZETL QIEH! HO|E L) 0|(Application Load Balancer &= Classic
= E

Load Balancer F0i| /= QIAEA x 3, VPC L|o{3 014 EEE 7te HO|EQO|E && VPNE S
QIR M HAZE = QJ=X| 0 E LIEFHLICH 5 028t 2ot B R #t2|zls B9 I8, ACL,
IGW S ZH0| 2 o|Mol HHAE 318%te LERZ F8S Z=F

Olz{8t #=l2 AWS HEI 9| ZLIERE AHE85t 1 EC2 QAR A CHE HEXHT HMAT &
2 FEEUE = USE At ol 20| ELict o] IF|X|IE HIt g‘%‘ioﬂ ZEH5tH S5 VPC I
013 & & VPNOIM R X|8t7| &35t HIEO| B0l E= AFHHE MRISHAHLE IHZ!E ELHX| i
T RbMIE HESIT 2o HAAME F3dE 5= JA&LUIC

/A Important

Amazon Inspector Classic 0{0|ME &=

ol Ij7|X|& Sall EC2 AIAHAE Trtst= O E
Qx| &Lt shx|EF MX|E ol 0|TE

4
= mEO|M £4l5Hs T2 H|A0| EXY 0foi it

Amazon Inspector Classic LH2| 72! m{7| x| 7 Latest 78


https://aws.amazon.com/security/provable-security/

Amazon Inspector Classic ALERE7H0|=

HEE MI%& 4+ A&LICH Amazon Inspector ClassicHlA X|#45HX| &t 2 A A|ofl= oio]
MEE MX[etK| DtAAIR. XIHEIX| et= 2Y AMAE Adsts QUAEHAN HOIHET} U=
o 7

= =
74 WEYT A 754 F& 7|X|7}F ST QUAEIANM &S 5K| &LICH

REMIBE L8 2 XIHElE Y #|X 2| Amazon Inspector Classic 2] TH7|X| EHHE B RFHAAIL.

CRCLIE P

=93 01734 TS F|oF ol CHEt O+ AE{Elo] TAS B AfBLIC

Amazon EC2 QIAEIA

* Application Load Balancers

* Direct Connect

» Elastic Load Balancer

- B2 4 EQ|T QIE{H 0|A

« QIE{H HO|EQOl(IGW)
« HEL3 HMA Ko{ FF(ACL)

- EI2EEIOIE

. 2ot 3E(SG)

. MEY

* Virtual Private Cloud(VPC)
o 7hH4F Z2tolE! HO|ER0|(VGW)

« VPC I|0{2 o4ZA

17N Bl 2Ll
Ef = MG st= Chg HAd ete*E

EQ|3 ¢dAd &2 VPC 2R 0 ZEo| HHAS = Q= BiiEo
s L|

« Internet - 2IE{4! HO|EO|(Application Load Balancer %! Classic Load Balancer Z &)
+ PeeredVPC - VPC I|0{Z o172
« VGW - 74 Z2to[8! H0|E9 0

M= 2o H{ % Latest 79

AL


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
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Amazon Linux

* CIS Benchmark for Amazon Linux 2 Benchmark v1.0.0 Level 1
* CIS Benchmark for Amazon Linux 2 Benchmark v1.0.0 Level 2
* CIS Benchmark for Amazon Linux Benchmark v2.1.0 Level 1
* CIS Benchmark for Amazon Linux Benchmark v2.1.0 Level 2

e CIS Benchmark for Amazon Linux 2014.09-2015.03 v1.1.0 Level 1

CentOS Linux

* CIS Benchmark for CentOS Linux 7 Benchmark v2.2.0 Level 1 Server
* CIS Benchmark for CentOS Linux 7 Benchmark v2.2.0 Level 2 Server
* CIS Benchmark for CentOS Linux 7 Benchmark v2.2.0 Level 1 Workstation
* CIS Benchmark for CentOS Linux 7 Benchmark v2.2.0 Level 2 Workstation
* CIS Benchmark for CentOS Linux 6 Benchmark v2.0.2 Level 1 Server
* CIS Benchmark for CentOS Linux 6 Benchmark v2.0.2 Level 2 Server
* CIS Benchmark for CentOS Linux 6 Benchmark v2.0.2 Level 1 Workstation
* CIS Benchmark for CentOS Linux 6 Benchmark v2.0.2 Level 2 Workstation

Red Hat Enterprise Linux

* CIS Benchmark for Red Hat Enterprise Linux 7 Benchmark v2.1.1 Level 1
Server

« CIS Benchmark for Red Hat Enterprise Linux 7 Benchmark v2.1.1 Level 2
Server

* CIS Benchmark for Red Hat Enterprise Linux 7 Benchmark v2.1.1 Level 1
Workstation

* CIS Benchmark for Red Hat Enterprise Linux 7 Benchmark v2.1.1 Level 2
Workstation

* CIS Benchmark for Red Hat Enterprise Linux 6 Benchmark v2.0.2 Level 1
Server

* CIS Benchmark for Red Hat Enterprise Linux 6 Benchmark v2.0.2 Level 2
Server
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Linux 6 Benchmark v2

Linux 6 Benchmark v2

LTS Benchmark v1.0.0
LTS Benchmark v1.0.0
LTS Benchmark v1.0.0

LTS Benchmark v1.0.0

LTS Benchmark v1.1.0
LTS Benchmark v1.1.0
LTS Benchmark v1.1.0

LTS Benchmark v1.1.0

LTS Benchmark v2.0.0
LTS Benchmark v2.0.0
LTS Benchmark v2.0.0

LTS Benchmark v2.0.0

.0.2.
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.0.2 Level 2

Level
Level

Level

Level

Level
Level

Level

Level

Level
Level

Level

Level

1 Server

2 Server

1 Server

2 Server

1 Server

2 Server

* Windows Server 2016 (CIS Benchmark for Microsoft Windows 2016 RTM
(Release 1607), v1.1.0,

Level 1 Member Server Profile)

* Windows Server 2016 (CIS Benchmark for Microsoft Windows 2016 RTM
(Release 1607), v1.1.0,

Level 2 Member Server Profile)
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"inspector:StartAssessmentRun",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
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"Condition": {
"StringEquals": {
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}
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"Condition": {
"StringEquals": {
"aws:SourceAccount": <your account Id here>,
"aws:SourceArn": "arn:aws:sns:*: ¥ %"

[}
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"eventVersion": "1.03",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::444455556666:user/Alice",
"accountId": "444455556666",
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"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-04-14T17:05:542"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::444455556666:user/Alice",
"accountId": "444455556666",
"userName": "Alice"

},
"eventTime": "2016-04-14T17:12:347Z",
"eventSource": "inspector.amazonaws.com",
"eventName": "CreateResourceGroup",
"awsRegion": "us-west-2",
"sourceIPAddress": "205.251.233.179",
"userAgent": "console.amazonaws.com",
"requestParameters": {
"resourceGroupTags": [
{
"key": "Name",
"value": "ExampleEC2Instance"

1,
"responseElements": {
"resourceGroupArn": "arn:aws:inspector:us-west-2:444455556666

oclRMp8B"

1,

"requestID": "148256d2-0264-11e6-a9b5-b98a7d3b840f",

"eventID": "e5ea533e-eede-46cc-94f6-0d08e6306Ff0",

"eventType": "AwsApiCall",

"apiVersion": "v20160216",

"recipientAccountId": "444455556666"

:resourcegroup/0-
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"SchemaVersion": "2018-10-08",

"Id": "inspector/us-east-1/111122223333/629ff13fbbb44c872f7bba3e7f79f60cb6d443d8",
"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/inspector",
"GeneratorId": "arn:aws:inspector:us-east-1:316112463485:rulespackage/0-PmNV@Tcd",
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"AwsAccountId": "111122223333",
"Types": [
"Software and Configuration Checks/AWS Security Best Practices/Network Reachability
- Recognized port reachable from internet"
1,
"CreatedAt": "2020-08-19T17:36:22.1692",
"UpdatedAt": "2020-11-04T16:36:06.064Z",
"Severity": {
"Label": "MEDIUM",
"Normalized": 40,
"Original": "6.0"
1,
"Confidence": 10,
"Title": "On instance i-0cl@c2c7863d1a356, TCP port 22 which is associated with 'SSH'
is reachable from the internet",
"Description": "On this instance, TCP port 22, which is associated with SSH, is
reachable from the internet. You can install the Inspector agent on this instance
and re-run the assessment to check for any process listening on this port. The
instance i-0cl10c2c7863d1a356 is located in VPC vpc-a@c2d7c7 and has an attached ENI
eni-078eac9d6ad9b20dl which uses network ACL acl-154b8273. The port is reachable from
the internet through Security Group sg-Qaf64c8a5eb30ca75 and IGW igw-e209d785",
"Remediation": {
"Recommendation": {
"Text": "You can edit the Security Group sg-0Qaf64c8a5eb30ca75 to remove access
from the internet on port 22"
}

iy
"ProductFields": {

"attributes/VPC": "vpc-a@c2d7c7",

"aws/inspector/id": "Recognized port reachable from internet",

"serviceAttributes/schemaVersion": "1",

"aws/inspector/arn": "arn:aws:inspector:us-east-1:111122223333:target/0-8zhlcWkg/
template/@-rqtRVOuUO/run/0-Ck2F6tY9/finding/0-B458MQwe",

"attributes/ACL": "acl-154b8273",

"serviceAttributes/assessmentRunArn": "arn:aws:inspector:us-
east-1:111122223333:target/0-8zhlcWkg/template/@-rqtRVOUO/Tun/0-Ck2F6tY9",

"attributes/PROTOCOL": "TCP",

"attributes/RULE_TYPE": "RecognizedPortNoAgent",

"aws/inspector/RulesPackageName": "Network Reachability",

"attributes/INSTANCE_ID": "i-0@cl@c2c7863d1la356",

"attributes/PORT_GROUP_NAME": "SSH",

"attributes/IGW": "igw-e209d785",

"serviceAttributes/rulesPackageArn": "arn:aws:inspector:us-
east-1:111122223333:rulespackage/0-PmNVQTcd",
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"attributes/SECURITY_GROUP": "sg-@af64c8a5eb30@ca75",
"attributes/ENI": "eni-078eac9d6ad9b20d1",
"attributes/REACHABILITY_TYPE": "Internet",

"attributes/PORT": "22",
"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/inspector/

inspector/us-east-1/111122223333/629ff13fbbb44c872f7bba3e7f79f60ch6d443d8",
"aws/securityhub/ProductName": "Inspector",
"aws/securityhub/CompanyName": "Amazon"
},
"Resources": [

{

"Type": "AwsEc2Instance",
"Id": "arn:aws:ec2:us-east-1:193043430472:instance/i-0c10c2c7863d1a356",
"Partition": "aws",
"Region": "us-east-1",
"Tags": {
"Name": "kubectl"
.
"Details": {
"AwsEc2Instance": {
"ImageId": "ami-02354e95b39ca8dec",
"IpV4Addresses": [
"172.31.43.6"
1,
"VpcId": "vpc-a@c2d7c7",
"SubnetId": "subnet-4975b475"

}

15
"WorkflowState": "NEW",

"Workflow": {
"Status": "NEW"

},
"RecordState": "ACTIVE"
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