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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",

ID 7|8 2 of Al H{ %1 Latest 40


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

0o
1z
0%
x

Amazon Inspector Classic At

"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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Version: GnuPG v2.0.18 (GNU/Linux)
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gpg --import inspector.gpg

O| BE2 Ct3n 22 4t E grerguch

gpg: key 58360418: public key "Amazon Inspector <inspector@amazon.com>" imported

gpg: Total number processed: 1
gpg: imported: 1 (RSA: 1)
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Key fingerprint = DDA@ D4C5 1QAE 3C20 6F46 6DCO 2474 0960 5836
0418

uid Amazon Inspector <inspector@amazon.com>

st X2 EXAIE2 0| oi|AMlod| EAIE! DDA® D4C5 1@QAE 3C20 6F46 6DCO 2474 @960
5836 @418(9+) ot SUshoF gfLct. gtetEl 7| X[Z2 o| HWo|X|ol| HIA|El X|21 Hlw &Lt =
X|20| Yx|aoF rLict. Lx|5HX| &S AL Amazon Inspector Classic 0|O|ME Mx| AT EE
£ Mx|5HK| &1 AWS Supportol] 22|35 &A|2.

215 A7t HEE 77t M
(@)

0F
oy
[E
Dhu
|
[m
=3
x
o
mjo
0%
oY
mjo
>
(]
Q'I_l
i
nx
A
[>
lu
1L
[m
oo
x
0F
_El
ne
mjo
o
o
Hu
In
o
r
[ul

2. install.sig 2! Amazon Inspector Classic x| It S X{Z& &l
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gpg --verify ./install.sig
E£2§2 CtS o Zotok gfLct.

gpg: Signature made Thu 24 Sep 2015 ©03:19:09 PM UTC using RSA key ID 58360418
gpg: Good signature from "Amazon Inspector <inspector@amazon.com>" [unknown]
gpg: WARNING: This key is not certified with a trusted signature!
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/load-balancer-types.html#alb
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html
https://docs.aws.amazon.com/vpc/latest/userguide/SetUpVPNConnections.html#vpn-create-vpg
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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ISEIES TCP X E UDP 2E

=24 22 LDAP 3269

over TLS

NFS 111, 2049, 4045, 1110 111, 2049, 4045, 1110

Kerberos 88, 464, 543, 544, 749, 88, 464, 749, 750, 751, 752
751

RPC 111, 135, 530 111, 135, 530

WINS 1512, 42 1512, 42

DHCP 67, 68, 546, 547 67, 68, 546, 547

Syslog 601 514

QUM MH|A 515

Telnet 23 23

FTP 21 21

SSH 22 22

RDP 3389 3389

MongoDB 27017, 27018, 27019,
28017

SQL AH 1433 1434

MySQL 3306

PostgreSQL 5432

Oracle 1521, 1630

Elasticsearch 9300, 9200

HTTP 80 80
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https://s3.us-east-1.amazonaws.com/rules-engine.us-east-1/CVEList.txt
https://s3.us-east-2.amazonaws.com/rules-engine.us-east-2/CVEList.txt
https://s3.us-west-1.amazonaws.com/rules-engine.us-west-1/CVEList.txt
https://s3.us-west-2.amazonaws.com/rules-engine.us-west-2/CVEList.txt
https://s3.eu-west-1.amazonaws.com/rules-engine.eu-west-1/CVEList.txt
https://s3.eu-central-1.amazonaws.com/rules-engine.eu-central-1/CVEList.txt
https://s3.eu-west-2.amazonaws.com/rules-engine.eu-west-2/CVEList.txt
https://s3.eu-north-1.amazonaws.com/rules-engine.eu-north-1/CVEList.txt
https://s3.ap-northeast-1.amazonaws.com/rules-engine.ap-northeast-1/CVEList.txt
https://s3.ap-northeast-2.amazonaws.com/rules-engine.ap-northeast-2/CVEList.txt
https://s3.ap-south-1.amazonaws.com/rules-engine.ap-south-1/CVEList.txt
https://s3.ap-southeast-2.amazonaws.com/rules-engine.ap-southeast-2/CVEList.txt
https://s3.us-gov-west-1.amazonaws.com/rules-engine.us-gov-west-1/CVEList.txt
https://s3.us-gov-east-1.amazonaws.com/rules-engine.us-gov-east-1/CVEList.txt
https://benchmarks.cisecurity.org/membership/certified/amazon/
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Amazon Linux

* CIS Benchmark for Amazon Linux 2 Benchmark v1.0.0 Level 1
* CIS Benchmark for Amazon Linux 2 Benchmark v1.0.0 Level 2
* CIS Benchmark for Amazon Linux Benchmark v2.1.0 Level 1
* CIS Benchmark for Amazon Linux Benchmark v2.1.0 Level 2

e CIS Benchmark for Amazon Linux 2014.09-2015.03 v1.1.0 Level 1

CentOS Linux

* CIS Benchmark for CentOS Linux 7 Benchmark v2.2.0 Level 1 Server
* CIS Benchmark for CentOS Linux 7 Benchmark v2.2.0 Level 2 Server
* CIS Benchmark for CentOS Linux 7 Benchmark v2.2.0 Level 1 Workstation
* CIS Benchmark for CentOS Linux 7 Benchmark v2.2.0 Level 2 Workstation
* CIS Benchmark for CentOS Linux 6 Benchmark v2.0.2 Level 1 Server
* CIS Benchmark for CentOS Linux 6 Benchmark v2.0.2 Level 2 Server
* CIS Benchmark for CentOS Linux 6 Benchmark v2.0.2 Level 1 Workstation
* CIS Benchmark for CentOS Linux 6 Benchmark v2.0.2 Level 2 Workstation

Red Hat Enterprise Linux

* CIS Benchmark for Red Hat Enterprise Linux 7 Benchmark v2.1.1 Level 1
Server

« CIS Benchmark for Red Hat Enterprise Linux 7 Benchmark v2.1.1 Level 2
Server

* CIS Benchmark for Red Hat Enterprise Linux 7 Benchmark v2.1.1 Level 1
Workstation

* CIS Benchmark for Red Hat Enterprise Linux 7 Benchmark v2.1.1 Level 2
Workstation

* CIS Benchmark for Red Hat Enterprise Linux 6 Benchmark v2.0.2 Level 1
Server

* CIS Benchmark for Red Hat Enterprise Linux 6 Benchmark v2.0.2 Level 2
Server
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* CIS Benchmark for Red Hat Enterprise Linux 6 Benchmark v2.0.2. Level 1
Workstation

* CIS Benchmark for Red Hat Enterprise Linux 6 Benchmark v2.0.2 Level 2
Workstation

Ubuntu

e CIS Benchmark for Ubuntu Linux 18.04 LTS Benchmark v1.0.0 Level 1 Server
e CIS Benchmark for Ubuntu Linux 18.04 LTS Benchmark v1.0.0 Level 2 Server

e CIS Benchmark for Ubuntu Linux 18.04 LTS Benchmark v1.0.0 Level 1
Workstation

e CIS Benchmark for Ubuntu Linux 18.04 LTS Benchmark v1.0.0 Level 2
Workstation

e CIS Benchmark for Ubuntu Linux 16.04 LTS Benchmark v1.1.0 Level 1 Server
e CIS Benchmark for Ubuntu Linux 16.04 LTS Benchmark v1.1.0 Level 2 Server

e CIS Benchmark for Ubuntu Linux 16.04 LTS Benchmark v1.1.0 Level 1
Workstation

e CIS Benchmark for Ubuntu Linux 16.04 LTS Benchmark v1.1.0 Level 2
Workstation

e CIS Benchmark for Ubuntu Linux 14.04 LTS Benchmark v2.0.0 Level 1 Server
e CIS Benchmark for Ubuntu Linux 14.04 LTS Benchmark v2.0.0 Level 2 Server

e CIS Benchmark for Ubuntu Linux 14.04 LTS Benchmark v2.0.0 Level 1
Workstation

e CIS Benchmark for Ubuntu Linux 14.04 LTS Benchmark v2.0.0 Level 2
Workstation

Windows
* Windows Server 2016 (CIS Benchmark for Microsoft Windows 2016 RTM
(Release 1607), v1.1.0, Level 1 Member Server Profile)

 Windows Server 2016 (CIS Benchmark for Microsoft Windows 2016 RTM
(Release 1607), v1.1.0, Level 2 Member Server Profile)
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Windows

(Release 1607), v1.1.0,

Windows

(Release 1607), v1.1.0,

Windows

Microsoft Windows 2016 RTM
Controller Profile)

Server 2016 (CIS Benchmark for
Level 1 Domain

Microsoft Windows 2016 RTM
Controller Profile)

Server 2016 (CIS Benchmark for
Level 2 Domain

Server 2016 (CIS Benchmark for Microsoft Windows 2016 RTM

(Release 1607), v1.1.0, Next Generation Windows Security Profile)

Windows
v2.2.0,

Windows
v2.2.0,

Windows
v2.2.0,

Windows
v2.2.0,

Windows
v2.0.0,

Windows
v2.0.0,

Windows
v2.0.0,

Windows
v2.0.0,

Windows
v3.0.0,

Windows
v3.0.0,

Server 2012 R2
Level 1 Domain

(CIS Benchmark for Microsoft Windows 2012 R2,
Controller Profile)

Server 2012 R2
Level 2 Domain

(CIS Benchmark for Microsoft Windows 2012 R2,
Controller Profile)

Server 2012 R2
Level 1 Member

(CIS Benchmark for Microsoft Windows 2012 R2,
Server Profile)

Server 2012 R2
Level 2 Member

(CIS Benchmark for Microsoft Windows 2012 R2,
Server Profile)

Server 2012 (CIS Benchmark for Microsoft Windows 2012
Level 1 Member Server Profile)

non-R2,

Server 2012 (CIS Benchmark for Microsoft Windows 2012
Level 2 Member Server Profile)

non-R2,

Server 2012 (CIS Benchmark for Microsoft Windows 2012
Level 1 Domain Controller Profile)

non-R2,

Server 2012 (CIS Benchmark for Microsoft Windows 2012
Level 2 Domain Controller Profile)

non-R2,

Server 2008 R2 (CIS Benchmark for Microsoft Windows 2008 R2,
Level 1 Domain Controller Profile)

Server 2008 R2 (CIS Benchmark for Microsoft Windows 2008 R2,
Level 1 Member Server Profile)
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"inspector:StartAssessmentRun",
"logs:CreatelLogGroup",
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"logs:CreateLogStream",
"logs:PutLogEvents"

1,
"Resource": "*"
}
]
}
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« US East (Ohio) - arn:aws:iam::646659390643:root

« US East (N. Virginia) - arn:aws:iam::316112463485:root
« US West (N. California) - arn:aws:iam::166987590008:root
* US West (Oregon) - arn:aws:iam::758058086616:root

* Asia Pacific (Mumbai) - arn:aws:iam::162588757376:root
* Asia Pacific (Seoul) - arn:aws:iam::526946625049:root
* Asia Pacific (Sydney) - arn:aws:iam::454640832652:root
* Asia Pacific (Tokyo) - arn:aws:iam::406045910587:root
* Europe (Frankfurt) - arn:aws:iam::537503971621:root

* Europe (Ireland) - arn:aws:iam::357557129151:root

* Europe (London) - arn:aws:iam::146838936955:root
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* AWS GovCloud (US-West) - arn:aws-us-gov:iam::850862329162:root
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"Condition": {
"StringEquals": {
"aws:SourceAccount": <your account Id here>,
"aws:SourceArn": "arn:aws:inspector:*:*:*"
}
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"Condition": {
"StringEquals": {
"aws:SourceAccount": <your account Id here>,
"aws:SourceArn": "arn:aws:sns:*: ¥ %"

[}
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"eventVersion": "1.03",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam: :444455556666:user/Alice",
"accountId": "444455556666",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",

Amazon Inspector Classic 21 I} &5 o|slst7| 7 Latest 125


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

Amazon Inspector Classic

"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-04-14T17:05:54Z"

},

"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam: :444455556666:user/Alice",
"accountId": "444455556666",

"userName": "Alice"
}
}
I
"eventTime": "2016-04-14T17:12:342Z2",
"eventSource": "inspector.amazonaws.com",
"eventName": "CreateResourceGroup",

"awsRegion": "us-west-2",
"sourceIPAddress": "205.251.233.179",
"userAgent": "console.amazonaws.com",
"requestParameters": {
"resourceGroupTags": [
{
"key": "Name",
"value": "ExampleEC2Instance"

1,
"responseElements": {
"resourceGroupArn": "arn:aws:inspector:us-west-2:444455556666

oclRMp8B"

1,

"requestID": "148256d2-0264-11e6-a9b5-b98a7d3b840f",

"eventID": "e5ea533e-eede-46cc-94f6-0d08e6306Tf0",

"eventType": "AwsApiCall",

"apiVersion": "v20160216",

"recipientAccountId": "444455556666"

:resourcegroup/0-
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"SchemaVersion": "2018-10-08",

"Id": "inspector/us-east-1/111122223333/629ff13fbbb44c872f7bba3e7f79f60cb6d443d8",
"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/inspector",
"GeneratorId": "arn:aws:inspector:us-east-1:316112463485:rulespackage/0-PmNV@Tcd",
"AwsAccountId": "111122223333",

"Types": [

"Software and Configuration Checks/AWS Security Best Practices/Network Reachability

Recognized port reachable from internet"
1,

"CreatedAt": "2020-08-19T17:36:22.169Z",
"UpdatedAt": "2020-11-04T16:36:06.064Z2",
"Severity": {

"Label": "MEDIUM",

"Normalized": 40,

"Original": "6.0"

},

"Confidence": 10,

"Title": "On instance i-0c1@c2c7863d1a356, TCP port 22 which is associated with 'SSH'
is reachable from the internet",

"Description": "On this instance, TCP port 22, which is associated with SSH, is
reachable from the internet. You can install the Inspector agent on this instance
and re-run the assessment to check for any process listening on this port. The
instance i-0c10c2c7863d1a356 is located in VPC vpc-a@c2d7c7 and has an attached ENI
eni-078eac9d6ad9b20dl which uses network ACL acl-154b8273. The port is reachable from
the internet through Security Group sg-@af64c8a5eb3@ca75 and IGW igw-e2@9d785",

"Remediation": {

"Recommendation": {
"Text": "You can edit the Security Group sg-0Qaf64c8a5eb30ca75 to remove access
from the internet on port 22"
}
.
"ProductFields": {
"attributes/VPC": "vpc-a@c2d7c7",
"aws/inspector/id": "Recognized port reachable from internet",
"serviceAttributes/schemaVersion": "1",
"aws/inspector/arn": "arn:aws:inspector:us-east-1:111122223333:target/0-8zhlcWkg/
template/@-rqtRVOuUO/run/0-Ck2F6tY9/finding/0-B458MQwe",
"attributes/ACL": "acl-154b8273",
"serviceAttributes/assessmentRunArn": "arn:aws:inspector:us-
east-1:111122223333:target/0-8zhlcWkg/template/0-rqtRVOud/run/0-Ck2F6tY9",
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"attributes/PROTOCOL": "TCP",
"attributes/RULE_TYPE": "RecognizedPortNoAgent",
"aws/inspector/RulesPackageName": "Network Reachability",
"attributes/INSTANCE_ID": "i-0@cl@c2c7863d1la356",
"attributes/PORT_GROUP_NAME": "SSH",
"attributes/IGW": "igw-e209d785",
"serviceAttributes/rulesPackageArn": "arn:aws:inspector:us-
east-1:111122223333:rulespackage/0-PmNVQTcd",
"attributes/SECURITY_GROUP": "sg-@af64c8a5eb30@ca75",
"attributes/ENI": "eni-078eac9d6ad9b20d1",
"attributes/REACHABILITY_TYPE": "Internet",
"attributes/PORT": "22",
"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/inspector/
inspector/us-east-1/111122223333/629ff13fbbb44c872f7bba3e7f79f60cb6d443d8",
"aws/securityhub/ProductName": "Inspector",
"aws/securityhub/CompanyName": "Amazon"
},
"Resources": [
{
"Type": "AwsEc2Instance",
"Id": "arn:aws:ec2:us-east-1:193043430472:instance/i-0c10c2c7863d1a356",
"Partition": "aws",
"Region": "us-east-1",
"Tags": {
"Name": "kubectl"
I
"Details": {
"AwsEc2Instance": {
"ImageId": "ami-02354e95b39ca8dec",
"IpV4Addresses": [
"172.31.43.6"
1,
"VpcId": "vpc-a@c2d7c7",
"SubnetId": "subnet-4975b475"

}
1,
"WorkflowState": "NEW",
"Workflow": {

"Status": "NEW"

1,
"RecordState": "ACTIVE"

Amazon Inspector7} 2f 748+ UHEAQ1 T At Z41} 7 Latest 133



Amazon Inspector Classic

}

Sk Ad

=
S = O

ok

LIEFE

Security Hub CSPMZt 2| S& 2 AtS5tE{H™ Securlty Hub CSPMZ & J3tatof & LICt. Security Hub
CSPME g Mslste ghedol Che XEMIEH LI 2 AWS Security Hub AFR A M 2| Security Hub A

He HEMHR.

o

Amazon Inspector?t Security Hub CSPM2 Z2F &/35t5tH S 0| AISs 22 &/ dsHELICH Amazon
|

HI B4

7=|j|_|. | 5 H

= —

of>
fjo

J

Security Hub CSPM2Z Z A} 2 E ™
E AM835tH FEuict

oh
rr

SK|

of>
[e][]

= &2 &XI5t24™ Security Hub CSPM 24 EE= API

Htok

Hsh(@4) £ SeolM 2

AWS Security Hub AtE AEAM0I|AM SefoiM At 5 5 245t 2 H
5 & HIZdg3}H(Security Hub API, AWS CL)E & Z3HAM L.

St 25 O 714 HHH Latest 134


https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-integrations-managing.html#securityhub-integration-findings-flow-console
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-integrations-managing.html#securityhub-integration-findings-flow-disable-api
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-integrations-managing.html#securityhub-integration-findings-flow-disable-api

ol
nx
02
x

Amazon Inspector Classic At

Amazon Inspector Classic ARNs

Amazon Inspector Classic2| Z 2|&4 R A w2 7 [X|0l= 7 Amazon 2|44 O[F(ARN)O|
A4(o] A&LICH

=&t

» Amazon Inspector Classic 2|2 A& ARN

« & I7|X|& Amazon Inspector Classic ARN

o |:||——.-l- =d 3|-O|_C.>_)

. D|—T—LE

=
=
WEPLS
=
=

g
Ik
e (o
H
g
[
|m

2

_—
o
-

40 (40 |40
€ |l

u
N
i

0
L
>
I
I
o

« AWS GovCloud(O|
« AWS GovCloud(0O|

Amazon Inspector Classic 2|AA & ARN

Amazon Inspector ClassicOlA F ElAAE BlAA OF, Qo o4, Lo HIES!, HoF A8 9 ZAntel
L|Ct. CtS EOMAEH ol2{Et 2laA 0= TR]R 8 Amazon 2[AA O|F(ARN)O| @474 & L|Ct.

Al
el

u
B>
[>
30
(]

ARN

o2

AL}
>
>
W
I

arn:aws:inspector: region:account-id :resource
group/ ID

Amazon Inspector Classic 2|24 & ARN 7™ Latest 135



ol
nx
02
x

Amazon Inspector Classic At

Elas 28 ARN &4
LIt ohe arn:aws:inspector: region:account-id :target/ID
ot AES arn:aws:inspector: region:account-i

d :target/ID:template: ID

LIt A= arn:aws:inspector: region:account-id :target/ID/
template/ ID/run/ID

ZAFZ1t arn:aws:inspector: region:account-id :target/ID/
template/ ID/run/ID/finding/ ID

2! I 7|X|& Amazon Inspector Classic ARN

CIS E= XIHElE 2 E 2170 Q& Amazon Inspector Classic T#2! I 7| X|ofl CHEF ARNS 2o FL|

O (O

(=]
H
X

. 0= A

Ik
e |om
I
M |H

o
-
2

40 (40 |40
1 |I

u
N
i

0
(o
>
I
o
i

Ol

>
=
w
@
o

<

®
o
c

Q.

(
* AWS GovCloud(

o (Do
H|H

>

I o

N—"

_I

=l 1§ 7| X[ & Amazon Inspector Classic ARN H{Z1 Latest 136



Amazon Inspector Classic

0= S5(235t0|2)

& 171z olF
CVE(HHSQI #(ot4d 3l B E)
cls 2% MK 2ot T4 Hxlota

(0}

LHIEf|= 47

1L
0x

r
fl

Hok mE At

Cls 29 AlA| 2o 7 Hx[ot2

ARN

arn:aws:inspector:
us-east-2:64665939
0643 :rulespackage/
0-InA8Zp85

arn:aws:inspector:
us-east-2:64665939
0643 :rulespackage/
0-m8r61nnh

arn:aws:inspector:
us-east-2:64665939
0643 :rulespackage/
0-cE4kTR30

arn:aws:inspector:
us-east-2:64665939
0643 :rulespackage/
0-AxKmMHPX

ARN

arn:aws:inspector:
us-east-1:31611246
3485:rulespackage/
0-gEjTy7T7

arn:aws:inspector:
us-east-1:31611246

7 Latest 137



Amazon Inspector Classic

& I 7|X| o|F

(o]
iy
i

HER3 942

r
fl
0

HT
ro

=)

ot

INE |

0= M2ZalZL 0ot 28)

Cls 24 AlA| 2ot 7 Hx[ot2

(o]

HER3 942

r
[l
0%

HT
(o]

r

F e ALY

i

ARN

3485:rulespackage/
O-rExsr2X8

arn:aws:inspector:
us-east-1:31611246
3485:rulespackage/
@-PmNVQTcd

arn:aws:inspector:
us-east-1:31611246
3485:rulespackage/
0-RO1gwB5Q

ARN

arn:aws:inspector:
us-west-1:16698759
0008:rulespackage/
0-TKgzoVO0a

arn:aws:inspector:
us-west-1:16698759
0008:rulespackage/
0-xUY8iRgX

arn:aws:inspector:
us-west-1:16698759
0008:rulespackage/
Q-TxmXimXF

arn:aws:inspector:
us-west-1:16698759

0= M= (ZelZLof 25

7™ Latest 138



Amazon Inspector Classic

& I 7|X| o|F

CIs 2% A £t 4 Hix|o 2

(o]

HER3F 017

r
Ml
0z

HT
(o]

r

F g ALY

i

ARN

0008:rulespackage/
0-byoQRFYm

ARN

arn:aws:inspector:
us-west-2:75805808
6616:rulespackage/
0-9hgA516p

arn:aws:inspector:
us-west-2:75805808
6616:rulespackage/
@-H5hpSawc

arn:aws:inspector:
us-west-2:75805808
6616:rulespackage/
0-rD1z6dpl

arn:aws:inspector:
us-west-2:75805808
6616:rulespackage/
0-3130tZiqQ

ARN

arn:aws:inspector:
ap-south-1:1625887

™ Latest 139



Amazon Inspector Classic

& I 7|X| o|F

CIS 24 A £t 74 Hx|ot=2

(o}

HES3 042

r
[/
0x

HoF T AR

OtAlot EHB (M E)

& mZ|X| ol&

CVE(HHSQl #(ot4d B =B )

Cls 294 A £ 4 Hix|o =2

(o}

HIES= 7

r
[/
0z

ARN

57376:rulespackage
/0-LgnJE9dO

arn:aws:inspector:
ap-south-1:1625887
57376:rulespackage
/0-PSU1X14m

arn:aws:inspector:
ap-south-1:1625887
57376:rulespackage
/0-YxKfjFul

arn:aws:inspector:
ap-south-1:1625887
57376:rulespackage
/0-fs0IZZB]

ARN

arn:aws:inspector:
ap-northeast-2:526
946625049 : rulespac
kage/0@-PoGHMznc

arn:aws:inspector:
ap-northeast-2:526
946625049 :rulespac
kage/0-T9srhglz

arn:aws:inspector:
ap-northeast-2:526

OtA[oF EHB X (XME)

7 Latest 140



Amazon Inspector Classic

& I 7|X| o|F

HoF T AR

OtAlot EHE F(AIEL)

& Z|X| ol&

CVE(YHHEiQl #lord U 5 1)

Cls 294 A £ 4 Hix|oi 2

(o}

HIERHZ 7

r
Ml
0x

HOF T AR

ARN

946625049 : rulespac
kage/0-s30mLzhL

arn:aws:inspector:
ap-northeast-2:526
946625049 :rulespac
kage/@-2WRpmis4n

ARN

arn:aws:inspector:
ap-southeast-2:454
640832652 :rulespac
kage/0-D5TGAxiR

arn:aws:inspector:
ap-southeast-2:454
640832652 :rulespac
kage/0-Vkd2Vxjq

arn:aws:inspector:
ap-southeast-2:454
640832652 :rulespac
kage/0-FLcuV4Gz

arn:aws:inspector:
ap-southeast-2:454
640832652 :rulespac
kage/@-asL6HRgN

OtA[OF EHE (A= L)

7 Latest 141



Amazon Inspector Classic

ol
[l
0%

OfAlO} Ef B (L)

T3 I 7|X| o|F

CVE(HEQl Flop 2 1

T

)

Cls 29 AlA| 2o 74 Hx[ota

(0}

HIERZ 47

r
Ml
0x

HT
ro

P AbE|

Cls 29 AlA| 2o 7 Hx[ot2

ARN

arn:aws:inspector:
ap-northeast-1:406
045910587 :rulespac
kage/@-gHP9oWNT

arn:aws:inspector:
ap-northeast-1:406
045910587 :rulespac
kage/0-7WNjqgGu

arn:aws:inspector:
ap-northeast-1:406
045910587 :rulespac
kage/0-YI95DVd7

arn:aws:inspector:
ap-northeast-1:406
045910587 :rulespac
kage/0-bBUQnxMq

ARN

arn:aws:inspector:
eu-central-1:53750
3971621:rulespacka
ge/0-wNgHa8M9

arn:aws:inspector:
eu-central-1:53750

Ot Afo} EN

o
09

5(

n
!

7 Latest 142



Amazon Inspector Classic

& I 7|X| o|F

(o]
iy
i

HER3T 017

r
fl
0

HT
ro

=)

ot

INE |

Cls 24 AlA| 2ot 7 Hx[ot2

(o]

HER3 942

r
[l
0%

HT
(o]

r

F e ALY

i

ARN

3971621 :rulespacka
ge/@-nZrAVuv8

arn:aws:inspector:
eu-central-1:53750
3971621:rulespacka
ge/0-6yunplol

arn:aws:inspector:
eu-central-1:53750
3971621:rulespacka
ge/@-ZujVHEPB

ARN

arn:aws:inspector:
eu-west-1:35755712
9151:rulespackage/
0-ubA5XvBh

arn:aws:inspector:
eu-west-1:35755712
9151:rulespackage/
0-sIBhCrOF

arn:aws:inspector:
eu-west-1:35755712
9151:rulespackage/
0-SPzU33xe

arn:aws:inspector:
eu-west-1:35755712

7 Latest 143



Amazon Inspector Classic

& I 7|X| o|F

CIs 2% A £t 4 Hix|o 2

(o]

HER3F 017

r
Ml
0z

HT
(o]

r

F g ALY

i

CVE(YHHQl #(oks U = &)

ARN

9151:rulespackage/
0-SnojL3Z6

ARN

arn:aws:inspector:
eu-west-2:14683893
6955:rulespackage/
0-kzZGCqcEl

arn:aws:inspector:
eu-west-2:14683893
6955:rulespackage/
0-IeCjwflw

arn:aws:inspector:
eu-west-2:14683893
6955:rulespackage/
0-AizSYyNq

arn:aws:inspector:
eu-west-2:14683893
6955:rulespackage/
0-XApUiSaP

ARN

arn:aws:inspector:
eu-north-1:4534202

7 Latest 144



Amazon Inspector Classic

& I 7|X| o|F

CIS 24 A £t 74 Hx|ot=2

(o}

HES3 042

r
[/
0x

HoF T AR

AWS GovCloud(O|=3 &%)

CIs 24 #MA| 2ot 74 Hix|ot=

ARN

44670:rulespackage
/0-IgdgIewd

arn:aws:inspector:
eu-north-1:4534202
44670:rulespackage
/0-Yn8j1X7f

arn:aws:inspector:
eu-north-1:4534202
44670:rulespackage
/0-525n74uu

arn:aws:inspector:
eu-north-1:4534202
44670:rulespackage
/0-HfBQSbST

ARN

arn:aws-us-gov:ins
pector:us-gov-east
-1:206278770380:ru
lespackage/0-31FKF
uOb

arn:aws-us-gov:ins
pector:us-gov-east
-1:206278770380:ru
lespackage/0-pTLCd
Tww

AWS GovCloud(O|= S8)

7 Latest 145



Amazon Inspector Classic

& I 7|X| o|F

HOF T AR

AWS GovCloud(O|= A5

CIS 24 A £t 74 Hx|ot=2

HOob mEd AbE|

ARN

arn:aws-us-gov:ins
pector:us-gov-east
-1:206278770380:ru
lespackage/0-v1gEG
cVD

ARN

arn:aws-us-gov:ins
pector:us-gov-west
-1:850862329162:1u
lespackage/0-40Qgc
I4G

arn:aws-us-gov:ins
pector:us-gov-west
-1:850862329162:1u
lespackage/0-Ac4CF
Ouc

arn:aws-us-gov:ins
pector:us-gov-west
-1:850862329162:ru
lespackage/0-1r0TGq
e5G

AWS GovCloud(O|= M)

7 Latest 146

ol
nx
0%



Amazon Inspector Classic At

ol
nx
0%
x

BM 75

CH E&= 2018'A 5 O|F Amazon Inspector Classicl| A & 2|4 7|50 Cisi A ErL(ct.

i
X
Pl

e L= o

ba!
o
O
pu
e
i

X ZB= &2 20264 5 2025'4 5¢ 20
202104l Amazon Inspector

Classico| CHet X| 0| AWS

SEELICH 2026'H 5% 20

0| % 0ll= Amazon Inspector

Classic 2& == Amazon

Inspector Classic 24200

O|4 HMAE = QlgL]Ct. At

MIEH LI &2 Amazon Inspector

Classic x| SEE & ESHA

HIZHSof Ciet 2ot @ Ab - EC2 QIARA HIZMS Zio] 2021 38 8Y
3 ool E= L H|YHS SEMdoj ¢

Amazon Inspector Classic 2
oF B Atefl 27 Ateo] U
O|EE|RI&LICH H|ZHS %
A Zlo| A gl Y| S =2 5;
M AAS ZD5AIAL.

Z[4 28 M Aol CHEF K| Amazon Inspector Classic2 20204 10& 15
H F7HE O|Al| Ubuntu 20.4 LTS, Debian

10.x, RHEL 8.x & Windows

Server 2019 Base 24 || A

HMES X[ e .

ME2 EotEdo=z SEElE XA 3 U ANA #Helof 2020'4 48 7

Inspector Classic
7|. H o|- XI-OE %

7% Latest 147


https://docs.aws.amazon.com/inspector/v1/userguide/inspector-migration.html
https://docs.aws.amazon.com/inspector/v1/userguide/inspector-migration.html
https://docs.aws.amazon.com/inspector/v1/userguide/inspector-migration.html
https://docs.aws.amazon.com/inspector/latest/userguide/inspector_security-best-practices.html#password-minimum-length
https://docs.aws.amazon.com/inspector/latest/userguide/inspector_security-best-practices.html#password-minimum-length
https://docs.aws.amazon.com/inspector/latest/userguide/inspector_security-best-practices.html#password-complexity
https://docs.aws.amazon.com/inspector/latest/userguide/inspector_security-best-practices.html#password-complexity
https://docs.aws.amazon.com/inspector/latest/userguide/inspector_supported_os_regions.html
https://docs.aws.amazon.com/inspector/latest/userguide/inspector_supported_os_regions.html

Amazon Inspector Classic

MZE2 L&

Amazon Inspector Classic0i| A

O HorE A ustAA2.

O O|AF X|RIE|X| b= AlSH A|
= 2 2% o7 x|of| CH
I ®MI7HElo] o4 F=A|
|EE[RELICH

N
XM
2
i
o\l

CentOS 7.604| CHEF Amazon
Inspector Classic X|&d F7}

E RtAIEF LI& 2 Amazon
Inspector Classic X3 2 A
M2 2™ REEesE 28 A
Mol & W7 [X| 7tE8de #
ZotMA2.

Amazon Inspector Classic U]
E3 AZd & I7|X|7}
Z7tz|o] ALE XLt ofO|HE
g0 2ot F[ekdof Ciet HIE
f3 FHE A6t BIHE
A = A& REA[E LK
82 Network Reachability £

SES JSPNIN

e 0
mo r

RHEL 7.604| CH&t Amazon
Inspector Classic X|& F7}

E AtAIEF LI& 2 Amazon
Inspector Classic X3 2 Al
Mg e Y RHEE 2 A

M Rt
=

Mol A m7|X| 7188
ZotMAI2.

201974 92 5

20184 128 3

20184 118 9

20184 10 30

7% Latest 148


https://docs.aws.amazon.com/inspector/latest/userguide/security.html
https://docs.aws.amazon.com/inspector/latest/userguide/security.html
https://docs.aws.amazon.com/inspector/latest/userguide/inspector_supported_os_regions.html
https://docs.aws.amazon.com/inspector/latest/userguide/inspector_supported_os_regions.html
https://docs.aws.amazon.com/inspector/latest/userguide/inspector_supported_os_regions.html
https://docs.aws.amazon.com/inspector/latest/userguide/inspector_rule-packages_across_os.html
https://docs.aws.amazon.com/inspector/latest/userguide/inspector_rule-packages_across_os.html
https://docs.aws.amazon.com/inspector/latest/userguide/inspector_network-reachability.html
https://docs.aws.amazon.com/inspector/latest/userguide/inspector_supported_os_regions.html
https://docs.aws.amazon.com/inspector/latest/userguide/inspector_supported_os_regions.html
https://docs.aws.amazon.com/inspector/latest/userguide/inspector_supported_os_regions.html
https://docs.aws.amazon.com/inspector/latest/userguide/inspector_rule-packages_across_os.html
https://docs.aws.amazon.com/inspector/latest/userguide/inspector_rule-packages_across_os.html

Amazon Inspector Classic

Z7tEl 0s x| #

CI2 EE= 20183 6 0| Amazon Inspector Classicl| 2A & 2|&

H4 74
[ )

ME2 LHE

ME2 LIE

MZ2 L&

CIS Benchmark T+%| 1| O]
x|01|)H Ctst 2 ||
E st oo chist =

PE._I KU RpAIEH
LI 2 Center for Internet
Security(CIS) Benchmarks 2}
Rules Packages Availability
Across Supported Operating
SystemsE& XA,

AWS GovCloud (US)oi CHet
2™ X[0| FIHEIAELICE.

Gl
=

>
0=

AH 9| 2E Amazon EC2 ¢!
AHAB THMOR 4 2l
7|150| FIHE[RELICE RtA|
gt LI 2 Amazon Inspector
Classic 7t CHY EHHE X
SHAAIL.

Amazon Linux 2018.03 &
Ubuntu 18.0401 CH&F Amazon
Inspector Classic k| F= 7}

gt =221 Amazon Inspector
Classic B7I & MHsl= 715
O F7H|A&LIC.

Z &2 &35l Amazon Inspector
Classic (|O|MEE MX[E =
AUe 7|50 FILE[RELICEH

2018\ 8& 13

20184 138 6

7|50l CHalf dEErLIct

Date

2018H 5 24

2018 H 5€ 15

2018\ 42 30

2018\ 42 30

7 Latest 149


https://docs.aws.amazon.com/inspector/latest/userguide/inspector_cis.html
https://docs.aws.amazon.com/inspector/latest/userguide/inspector_cis.html
https://docs.aws.amazon.com/inspector/latest/userguide/inspector_rule-packages_across_os.html
https://docs.aws.amazon.com/inspector/latest/userguide/inspector_rule-packages_across_os.html
https://docs.aws.amazon.com/inspector/latest/userguide/inspector_rule-packages_across_os.html

Amazon Inspector Classic

2

FIHEl OS x|&A

FIHEl OS x|&H

o
2
il
e
b
=

ME2 LHE

o
2
Rl
e
h
A

ME2 LHE

ME2 L8

Ad404
=o

Amazon Linux 201 CH&t
Amazon Inspector Classic X|

=7t

Windows Server 2016 Base
oil CH&t Amazon Inspector
Classic 7t X[H0| F7HEIA
&L},

US East (Ohio) ZI%0i CH
8t Amazon Inspector Classic

x|# %7t

OlM 7 ZE2 AMBE =
212 I Amazon Inspector
Classic B7t7} A2 = U&

LICH

EU (Frankfurt) 2|&oi CH
8t Amazon Inspector Classic

xI# %7t

Amazon Inspector Classic API
U 2L 2 AL& 5101 Amazon
Inspector Classic 00| ME &

EiE 2folsts Jls £t

« MH|A A AE AL S
« AWS Marketplace0l A

Amazon Inspector Classic
o O|ME AMI A& 7ts

» Amazon Inspector Classic
CloudFormation HZ2!

Date

2018\ 3& 13

2018\ 28 20

2018 28 7

2018 1€ 11

20174 128 19¢

2017'd 12¢ 15

2017'A 122 5

™ Latest 150



Amazon Inspector Classic

2

FIIEl OS x|&A

FIHEl OS X|&H

7t oS x| &

ZIHE HIPAA X+

ME2 LS

Ad404
=o

CentOS 7.404| CHEF Amazon
Inspector Classic B7} X|¢ F
7+

Amazon Linux 2017.0901| CHEt
Amazon Inspector Classic B
7t X|H F=7HE

RHEL 7.401l CHE&F Amazon

Inspector Classic @7} X|&4 F
7+

Amazon Inspector Classic2
OlM HIPAA Rt A S EISHE
LICt.

Amazon CloudWatch Events
£ AI835t0{ AF S22 Amazon
Inspector Classic 29+ W7I&
EEHE = U= 7Is0| F7¢
E|RA& LT

US West (N. Californi
a) 2l™oi ciE Amazon
Inspector Classic x| F7}H

RHEL 6.2-6.9, RHEL 7.2-7.3,
CentOS 6.9 ! CentOS
7.2-7.301| CH3H Amazon
Inspector Classic &7} X[ 0|
F7LE[R&LICH

Amazon Linux 2017.0304| CH&t
Amazon Inspector Classic &
7h x| %7

Date

20174 11& 9

20174108 11

2018 28 20

20174 78 31

20174 78 27

2018 6% 6

20174 5€ 232

20174 4€ 25

7 Latest 151



ol
[l
0%
x

Amazon Inspector Classic At

iy
ox
nx
0%

Date

—

=
o Hu

2 28 = 2 FIIE 0Ss F7HE LWE: 20179 1€ 5

Ral

+ Ubuntu 16.0401| CHEt
Amazon Inspector Classic
x|

* Amazon Inspector Classic
& X S3HE 2/ Lambda
HALElo| 7t 8Lt

MZ2 0S X|# Microsoft Windows01| CH&t 2016'd 8% 26
Amazon Inspector Classic X|

=7+

2™ X1 F7t Asia Pacific (Seoul) 2| 20163 8% 26
Zoi| CHEF Amazon Inspector
Classic k| F7+H&

2™ x| F7t Asia Pacific (Mumbai) 2016 42 25
2|%10i| CH8F Amazon Inspector
Classic X|¥ F7IHE

2™ x| =7t Asia Pacific (Sydney) 20161 42 25
2|0 Ci$t Amazon Inspector
Classic X|¢ F7HE

MHIA A=} Amazon Inspector Classic A 20154 109 7
HIAZF AZFE|RI& LY.

7 Latest 152



ol
nx
0%
x

Amazon Inspector Classic At

AWS 0{%

Z|A AWS E0{= AWS 04%] & X 9| AWS E04{EE XM L.

7% Latest 153


https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html

	Amazon Inspector Classic
	Table of Contents
	
	Amazon Inspector Classic이란 무엇입니까?
	Amazon Inspector Classic의 이점
	Amazon Inspector Classic의 특징
	Amazon Inspector Classic 평가하기
	Amazon Inspector Classic 용어 및 개념
	Amazon Inspector Classic 서비스 한도
	Amazon Inspector Classic 요금
	네트워크 연결성 규칙 패키지 요금
	무료 평가판 세부 정보
	요금 내역

	호스트 평가 규칙 패키지 요금
	무료 평가판 세부 정보
	요금 내역


	Amazon Inspector Classic이 지원되는 운영 체제 및 리전
	Amazon Inspector Classic 에이전트에 대해 지원되는 Linux 기반 운영 체제
	Amazon Inspector Classic 에이전트에 대해 지원되는 Windows 기반 운영 체제
	지원되는 AWS 리전


	Amazon Inspector Classic 지원 종료
	1단계: (선택 사항) 평가 보고서 및 조사 결과 내보내기
	2단계: Amazon Inspector Classic에서 예정된 모든 평가 실행을 삭제합니다.
	3단계: 새 Amazon Inspector 활성화

	Amazon Inspector Classic 시작하기
	에 가입 AWS 계정
	원클릭 설치
	고급 설정

	Amazon Inspector Classic 자습서
	Amazon Inspector Classic 자습서 - Red Hat Enterprise Linux
	1단계: Amazon Inspector Classic과 함께 사용할 Amazon EC2 인스턴스를 설정합니다.
	2단계: Amazon EC2 인스턴스 수정
	3단계: 평가 대상을 생성하고 EC2 인스턴스에 에이전트 설치
	4단계: 평가 템플릿 생성 및 실행
	5단계: 결과 찾기 및 분석
	6단계: 권장 수정 사항을 평가 대상에 적용

	Amazon Inspector Classic 자습서 - Ubuntu Server
	1단계: Amazon Inspector Classic과 함께 사용할 Amazon EC2 인스턴스를 설정합니다.
	2단계: 평가 대상을 생성하고 EC2 인스턴스에 에이전트 설치
	3단계: 평가 템플릿 생성 및 실행
	4단계: 생성된 결과 찾기 및 분석
	5단계: 권장 수정 사항을 평가 대상에 적용


	Amazon Inspector Classic에서의 보안
	Amazon Inspector Classic에서의 데이터 보호
	저장 데이터의 암호화
	전송 중 데이터 암호화

	Amazon Inspector Classic용 ID 및 액세스 관리
	대상
	ID를 통한 인증
	AWS 계정 루트 사용자
	페더레이션 ID
	IAM 사용자 및 그룹
	IAM 역할

	정책을 사용하여 액세스 관리
	ID 기반 정책
	리소스 기반 정책
	기타 정책 유형
	여러 정책 유형

	Amazon Inspector Classic에서 IAM을 사용하는 방법
	Amazon Inspector의 자격 증명 기반 정책
	Amazon Inspector의 자격 증명 기반 정책 예

	Amazon Inspector 내의 리소스 기반 정책
	Amazon Inspector에 대한 정책 작업

	예제 2: 사용자가 Amazon Inspector 결과에서만 Describe 및 List 작업을 수행할 수 있도록 허용
	Amazon Inspector에 대한 정책 리소스
	Amazon Inspector에 사용되는 정책 조건 키
	Amazon Inspector의 ACL
	Amazon Inspector를 사용한 ABAC
	Amazon Inspector에서 임시 보안 인증 정보 사용
	Amazon Inspector에 대한 교차 서비스 위탁자 권한
	Amazon Inspector의 서비스 역할
	Amazon Inspector의 서비스 연결 역할
	Amazon Inspector Classic의 자격 증명 기반 정책 예
	정책 모범 사례
	Amazon Inspector 콘솔 사용
	사용자가 자신의 고유한 권한을 볼 수 있도록 허용
	사용자가 Amazon Inspector 결과에서만 Describe 및 List 작업을 수행할 수 있도록 허용

	Amazon Inspector Classic에 대해 서비스 연결 역할 사용
	Amazon Inspector Classic에 대한 서비스 연결 역할 권한
	Amazon Inspector Classic에 대한 서비스 연결 역할 생성
	Amazon Inspector Classic에 대한 서비스 연결 역할 편집
	Amazon Inspector Classic에 대한 서비스 연결 역할 삭제
	Amazon Inspector Classic 서비스 연결 역할이 지원되는 리전

	Amazon Inspector Classic ID 및 액세스 문제 해결
	Amazon Inspector에서 작업을 수행할 권한이 없음
	iam:PassRole을 수행하도록 인증되지 않음
	내 외부의 사람이 내 Amazon Inspector 리소스 AWS 계정 에 액세스하도록 허용하고 싶습니다.


	Amazon Inspector Classic 로깅 및 모니터링
	Amazon Inspector Classic의 인시던트 대응
	Amazon Inspector Classic의 규정 준수 확인
	Amazon Inspector Classic의 복원성
	Amazon Inspector Classic의 인프라 보안
	Amazon Inspector Classic의 구성 및 취약성 분석
	Amazon Inspector Classic의 보안 모범 사례

	Amazon Inspector Classic 에이전트
	Amazon Inspector Classic 에이전트 권한
	네트워크 및 Amazon Inspector Classic 에이전트 보안
	Amazon Inspector Classic 에이전트 업데이트
	원격 측정 데이터 수명 주기
	Amazon Inspector Classic에서 AWS 계정으로의 액세스 제어
	Amazon Inspector Classic 에이전트 제한
	Amazon Inspector Classic 에이전트 설치하기
	Systems Manager Run Command를 사용하여 여러 EC2 인스턴스에 에이전트 설치
	Linux 기반 EC2 인스턴스에 에이전트 설치
	Windows 기반 EC2 인스턴스에 에이전트 설치

	Linux 기반 운영 체제에서 Amazon Inspector Classic 에이전트 작업
	Amazon Inspector Classic 에이전트가 실행 중인지 확인
	Amazon Inspector Classic 에이전트 중지
	Amazon Inspector Classic 에이전트 시작
	Amazon Inspector Classic 에이전트 설정 수정
	Amazon Inspector Classic 에이전트에 대한 프록시 지원 구성하기
	Amazon Inspector Classic 에이전트 설치 제거하기

	Windows 기반 운영 체제에서 Amazon Inspector Classic 에이전트 작업
	Amazon Inspector Classic 에이전트를 시작 또는 중지하거나 에이전트가 실행 중인지 확인
	Amazon Inspector Classic 에이전트 설정 수정하기
	Amazon Inspector Classic 에이전트에 대한 프록시 지원 구성하기
	Amazon Inspector Classic 에이전트 설치 제거하기

	(선택 사항) Linux 기반 운영 체제에서 Amazon Inspector Classic 에이전트 설치 스크립트의 서명을 확인합니다.
	GPG 도구 설치
	퍼블릭 키 인증 및 가져오기
	패키지의 서명 확인

	(선택 사항) Windows 기반 운영 체제에서 Amazon Inspector Classic 에이전트 설치 스크립트의 서명을 확인합니다.

	Amazon Inspector Classic 평가 대상
	평가 대상을 생성하도록 리소스에 태그 지정
	Amazon Inspector Classic 평가 대상 제한
	평가 대상 생성
	평가 대상 삭제

	Amazon Inspector Classic 규칙 패키지 및 규칙
	Amazon Inspector Classic의 규칙 심각도 수준
	Amazon Inspector Classic 내의 규칙 패키지
	네트워크 연결성
	분석된 구성
	연결성 라우팅
	결과 유형
	RecognizedPort
	UnrecogizedPortWithListener
	NetworkExposure


	CVE(일반적인 취약성 및 노출도)
	Center for Internet Security(CIS) 벤치마크
	Amazon Inspector Classic의 보안 모범 사례
	SSH를 통해 루트 로그인 비활성화
	SSH 버전 2만 지원
	SSH를 통한 암호 인증 비활성화
	암호 최대 수명 구성
	암호 최소 길이 구성
	암호 복잡도 구성
	ASLR 활성화
	DEP 활성화
	시스템 디렉터리에 대한 권한 구성


	Amazon Inspector Classic 평가 템플릿 및 평가 실행
	Amazon Inspector Classic 평가 템플릿
	Amazon Inspector Classic 평가 템플릿 한도
	평가 템플릿 생성
	평가 템플릿 삭제
	평가 실행
	평가 실행 삭제

	Amazon Inspector Classic 평가 실행 한도
	Lambda 함수로 자동 평가 실행 설정
	Amazon Inspector Classic 알림(콘솔)에 대한 SNS 주제 설정

	Amazon Inspector Classic 결과
	조사 결과 작업

	평가 보고서
	Amazon Inspector Classic의 제외 사항
	제외 유형
	제외 항목 미리 보기
	사후 평가 제외 항목 보기

	지원되는 운영 체제의 Amazon Inspector Classic 규칙 패키지
	를 사용하여 Amazon Inspector Classic API 호출 로깅 AWS CloudTrail
	CloudTrail 내의 Amazon Inspector Classic 정보
	Amazon Inspector Classic 로그 파일 항목 이해하기

	Amazon CloudWatch를 사용하여 Amazon Inspector Classic 모니터링하기
	Amazon Inspector Classic CloudWatch 지표

	를 사용하여 Amazon Inspector Classic 구성 AWS CloudFormation
	와 통합 AWS Security Hub CSPM
	Amazon Inspector가 Security Hub CSPM에 조사 결과를 보내는 방법
	Amazon Inspector가 전송하는 조사 결과의 유형
	조사 결과 전송 지연 시간
	Security Hub CSPM을 사용할 수 없을 때 다시 시도
	Security Hub CSPM에서 기존 조사 결과 업데이트

	Amazon Inspector가 발견한 일반적인 조사 결과
	통합 활성화 및 구성
	결과 전송을 중지하는 방법

	Amazon Inspector Classic ARNs
	Amazon Inspector Classic 리소스용 ARN
	규칙 패키지용 Amazon Inspector Classic ARN
	미국 동부(오하이오)
	미국 동부(버지니아 북부)
	미국 서부(캘리포니아 북부)
	미국 서부(오리건)
	아시아 태평양(뭄바이)
	아시아 태평양(서울)
	아시아 태평양(시드니)
	아시아 태평양(도쿄)
	유럽(프랑크푸르트)
	유럽(아일랜드)
	유럽(런던)
	유럽(스톡홀름)
	AWS GovCloud(미국 동부)
	AWS GovCloud(미국 서부)


	문서 기록
	AWS 용어집

