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Escalation plans + Contacts

Runbooks

Amazon CloudWatch
Use monitoring to start an incident
the moment they are triggered.
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Response plans
Be prepared by defining templates
that engage responders and activate
a runbook at the time of detection.
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Incident + Analysis
Collect information to diagnose,
remediate, and learn from incidents.
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1. Amazon Simple Notification Service 7 At FLHA{0||A{ Amazon SNS FA| 4o HHHE =& st
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(@ Note
FHME MM T HESH0] HMA HEZ AO|0|EFLICE.
2. MMt FHE MEIS D FKH|2] Amazon ElAA O[E(ARN)2 arn:aws:sns:us-
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{
"Sid": "IncidentManagerSNSPublishingPermissions",

"Effect": "Allow",
"Principal": {

"Service": "ssm-incidents.amazonaws.com"
I,
"Action": "SNS:Publish",
"Resource": '"sns-topic-arn",

"Condition": {
"StringEqualsIfExists": {
"AWS:SourceAccount": "account-id"
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start-incident

* list-response-plan

* get-response-plan

» create-timeline-event

* delete-timeline-event

» get-incident-record

» get-timeline-event

 list-incident-records

* list-timeline-events

* list-related-items

* update-related-items

» update-incident-record

* update-timeline-event

Z1% F01 QIAHES] M MLolM HUS Ast2{E! ChS HAS ABHUAIR. cli-optionsE
B ZHY DE SMOE HHF AL,

@aws ssm-incidents cli-options

IPNE

@aws ssm-incidents start-incident --response-plan-arn arn:aws:ssm-
incidents::111122223333:response-plan/test-response-plan-chat --region us-east-2

@aws ssm-incidents create-timeline-event --event-data "\"example timeline event"\" --
event-time 2023-03-31 T20:30:00.000 --event-type Custom Event --incident-record-arn

arn:aws:ssm-incidents::111122223333:incident-record/MyResponsePlanChat/98c397e6-7cl10-
2al0-9b86-f199aEXAMPLE

@aws ssm-incidents list-incident-records
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ssm:StartAutomationExecution",
"Resource": [
"arn:aws:ssm: *:{{DocumentAccountId}}:automation-definition/{{DocumentName}}:*",
"arn‘aws*ssm'*'{{DocumentAccountId}}'document/{{DocumentName}}:*",
"arn:aws:ssm:*::automation-definition/{{DocumentName}}:*"
]
},
{
"Effect": "Allow",
"Action": "sts*AssumeRole",
"Resource": "arn:aws:iam::*:role/AWS-SystemsManager-AutomationExecutionRole"
"Condition": {
"StringEquals": {
"aws:CalledVialast": "ssm.amazonaws.com"
}
}
}
]
}
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1. https://console.aws.amazon.com/systems-manager/ AWS Systems Manager &2 LILCt.

2. B oM Documents& MEAELICE

3. XISSHE MEHELICE

4. O|F0| HEES dHst= o|F2 LUZELICHO: IncidentResponseRunbook).
5. HWE7| S MEisty HES MEiFL|CE

6. Cis 2H=E WE7|o 20 E&LICt

description: This runbook attempts to restart an Amazon EC2 instance that caused an
incident.
schemaVersion: '0.3'
parameters:
IncidentRecordArn:
type: String
description: The incident
mainSteps:
- name: ListTimelineEvents
action: 'aws:executeAwsApi'
outputs:
- Selector: '$.eventSummaries[0].eventId'
Name: eventId
Type: String
inputs:
Service: ssm-incidents
Api: ListTimelineEvents
incidentRecordArn: '{{IncidentRecordArn}}'
filters:
- key: eventType
condition:
equals:
stringValues:
- SSM Incident Trigger
description: This step retrieves the ID of the first timeline event with the
CloudWatch alarm details.
- name: GetTimelineEvent
action: 'aws:executeAwsApi'
inputs:
Service: ssm-incidents
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Api: GetTimelineEvent
incidentRecordArn: '{{IncidentRecordArn}}'
eventId: '{{ListTimelineEvents.eventId}}'
outputs:
- Name: eventData
Selector: $.event.eventData
Type: String
description: This step retrieves the timeline event itself.
- name: JsonDecode
action: 'aws:executeScript'
inputs:
Runtime: python3.8
Handler: script_handler
Script: |-
import json

def script_handler(events, context):
data = json.loads(events["eventData"])
return data
InputPayload:
eventData: '{{GetTimelineEvent.eventDatal}}'
outputs:
- Name: rawData
Selector: $.Payload.rawData
Type: String
description: This step parses the timeline event data.
- name: JsonDecode?2
action: 'aws:executeScript'
inputs:
Runtime: python3.8
Handler: script_handler
Script: |-
import json

def script_handler(events, context):
data = json.loads(events['"rawData"])
return data
InputPayload:
rawData: '{{JsonDecode.rawData}}"'
outputs:
- Name: Instanceld
Selector:
'$.Payload.detail.configuration.metrics[@].metricStat.metric.dimensions.Instanceld"’
Type: String
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description: This step parses the CloudWatch event data.
- name: RestartInstance

action: 'aws:executeAutomation'
inputs:

DocumentName: AWS-RestartEC2Instance

DocumentVersion: $DEFAULT

RuntimeParameters:

Instanceld: '{{JsonDecode2.Instanceld}}'

description: This step restarts the Amazon EC2 instance

7. Create automation(XtS 3t d4)2 MEARFLICY.
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1. https://console.aws.amazon.com/iam/0lAM IAM 2& 2 dL|C}

2. B FHo|M GE(Roles)2 MEHEH T AE M 4(Create role)2 MEAELICE

3. AE[E £ U= AEE| RFEOIM AWS AMHIAE MEHSHOF B LICH

4. A MEQ] 7|EF AWS AMH|A A& Al EE0i Incident ManagerE &/23TtLCE.

5. Incident Manager& MEi5t1 CtS2 MEELICEH

6. TEH WM HAZA HOo|X[o| M HE S MEASILICE et HET(7F A EBF X Fo|Lt BolMq &
2iLCH.

7. M HE|7|0]M JSON RS MENEFL|C,

8. Lt e Y2 S A JSON HEZ|o 204 D& LICH account_IDE AWS AH1™H IDE HiE L
Ct.

{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Resource": [

ZHod 2: |AM @3E A 93


https://console.aws.amazon.com/iam/
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"arn:aws:ssm: *:account_ID:automation-definition/
IncidentResponseRunbook:*",
"arn:aws:ssm: *::automation-definition/AWS-RestartEC2Instance:*"

1,
"Action": "ssm:StartAutomationExecution"
.
{
"Effect": "Allow",
"Resource": "arn:aws:ssm:*:*:automation-execution/*",
"Action": "ssm:GetAutomationExecution"
},
{
"Effect": "Allow",
"Resource": "arn:aws:ssm-incidents:*:*:*",
"Action": "ssm-incidents:*"
.
{

"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/AWS-SystemsManager-
AutomationExecutionRole",

"Action": "sts:AssumeRole"
1,
{
"Effect": "Allow",
"Resource": "*",
"Action": [
"ec2:StopInstances",
"ec2:DescribeInstanceStatus",
"ec2:StartInstances"
]
}
]
}
9. CtZ:EiOE MEHELIC
10. (MEH AR ERE 42 Aol Ef 3 & FItELIct
1. CI2: HEE MEigLCt
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13, (MESALE) M Zco dE S 23grLiCt
14, M d8 g MEHSFLICEH
15. MAMSlE{E deto| HEl K| oLt B{o 2 CHA| o|SEfLCt Het £7F HO| X7 EA|IELICEH
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Runbook steps
(UTC+11:00)

00:00:00
15:01:44 [#] ListTimelineEvents
15:01:44 [#] GetTimelineEvent
15:01:45 [#] JsonDecode
15:01:49 [#] JsonDecode2
[#] Restartinstance

15:01:53

23:59:59
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cwe-all-findings.html#securityhub-cwe-all-findings-custom-pattern
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cwe-all-findings.html#securityhub-cwe-all-findings-custom-pattern
https://console.aws.amazon.com/events/
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(® Note

Ef20i= o|0|EX 2|0|7t gi&LICt ela= ¥Hs| EXtEZ siAELICH

Incident Manager 2& & Al&5t04 Ei1E FIts5t 7L MHE = U&LICH CHE 23 BIX2 B 7|
9l Zhg F7hst7| Qg Weot Bi2E %7t U MAsH7| 218 HEO| ol 24 Holxlol Bl Yol
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v Tags - optional

Key Value - optional

Q. Environment X Q. Linux X ‘ Remove ‘
‘ Add new tag ‘

You can add up to 49 more tags.

El28 T2 e L AICZ AIE5t2dH CHE API 2 AFS EFLICE.

« TagResource
« UntagResource
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_UntagResource.html
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» ListTagsForResource

/A Important
CHS A&, AANHE 7[5, A=A, Ch7| 478 & 1o, X HME MEE Bla=E Elad AR

A AGME BT 7HE £ &L
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https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_ListTagsForResource.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://console.aws.amazon.com/kms/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
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SELCH H2 2of x|HE 2 FH|7F KMS 7| & Incident Managerg Ar& & H$HO|
Incident Manager MH|AMM 2= BT SE0| AlufgrLct,

{
"Sid": "Allow CreateGrant through AWS Systems Manager Incident Manager",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:user/ssm-lead"
},
"Action": [
"kms:CreateGrant",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringLike": {
"kms:ViaService": [
"ssm-incidents.amazonaws.com",
"ssm-contacts.amazonaws.com"

Principal Zt2 SA M E

A IAM 2ot FH 2 HHEMA2.
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* contactArn=ARN of the contact or escalation plan
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
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iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
iam:ListPolicies",

jam:ListUsers"

1,

"Resource'": "*"
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O| M2 ssm-incidents:ListResponsePlans, ssm-incidents:GetResponsePlan, ssm-
incidents:UpdateResponsePlan & ssm-incident:ListResponsePlan H&HES AL X0 Al
FoigLCt.

"Version":"2012-10-17",
"Statement": [

{
"Sid":"ListResponsePlans",
"Effect":"Allow",
"Action":[
"ssm-incidents:ListResponsePlans"
1,
"Resource":"arn:aws:ssm-incidents:::*"
I
{
"Sid":"ViewSpecificResponsePlanInfo",
"Effect":"Allow",
"Action":[
"ssm-incidents:GetResponsePlan"
1,
"Resource":"arn:aws:ssm-incidents:*:111122223333:response-plan/exampleplan"
I
{
A BE 7|8 HE of Al 122



Incident Manager AL 7Hol=

"Sid":"ManageResponsePlan",

"Effect":"Allow",

"Action": [
"ssm-incidents:UpdateResponsePlan"

]I

"Resource":"arn:aws:ssm-incidents:*:111122223333:response-plan/exampleplan/*"

ofl CHEt ElAaA 78 H3 0 Al AWS Systems Manager Incident Manager
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "OrganizationAccess",
"Effect": "Allow",
"Principal": “*”,
"Condition": {
"StringEquals": {"aws:PrincipalOrgID":"o-abcl23def45"}
.

"Action": [

g2laA 78k HE of & 123


https://docs.aws.amazon.com/AmazonS3/latest/userguide/amazon-s3-policy-keys.html

Incident Manager

"ssm-incidents:GetResponsePlan",
"ssm-incidents:StartIncident",
"ssm-incidents:UpdateIncidentRecord",
"ssm-incidents:GetIncidentRecord",
"ssm-incidents:CreateTimelineEvent",
"ssm-incidents:UpdateTimelineEvent",
"ssm-incidents:GetTimelineEvent",
"ssm-incidents:ListTimelineEvents",
"ssm-incidents:UpdateRelatedItems",
"ssm-incidents:ListRelatedItems"

1,

"Resource": [
"arn:aws:ssm-incidents:*:111122223333:response-plan/myplan",
"arn:aws:ssm-incidents:*:111122223333:incident-record/myplan/*"
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H ot X0l Al Incident Manager 242F % HAM|A THEH XM S

CHS oAM= ARN arn:aws:iam: :999988887777 :rootE E KR8t E Ot F=R|ofAH ¢d=t

mycontactOf CHEH ZH042 AiAJEH 4 Q= MBS HoiFfLICt.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PrincipalAccess",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::999988887777:root"
},
"Action": [
"ssm-contacts:GetContact",
"ssm-contacts:StartEngagement",
"ssm-contacts:DescribeEngagement",
"ssm-contacts:ListPagesByContact"
1,
"Resource": [
"arn:aws:ssm-contacts:*:111122223333:contact/mycontact"
"arn:aws:ssm-contacts:*:111122223333:engagement/mycontact/*"
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"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",

"Principal”: { "Service": "ssm-incidents.amazonaws.com" },
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ssm-incidents:*:111122223333:incident-record/

myresponseplan/*"
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "IncidentAccessPermissions",
"Effect": "Allow",
"Action": [
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"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStackResources",
"codedeploy:BatchGetDeployments",
"codedeploy:ListDeployments",
"codedeploy:ListDeploymentTargets",
"autoscaling:DescribeAutoScalingInstances"

]I

"Resource": "*"
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« cloudwatch - E9ot FX{|7} CloudWatch X|EE HA|E £ UEE & &LICt. O|& Incident
Manager7t QIAIEHE 3 AFSE K| EQF 2EAE X|EE HAlSts ol 2 Fhuct

"Version": "2012-10-17",
"Statement": [

{

"Sid": "UpdateIncidentRecordPermissions",

"Effect": "Allow",

"Action": [
"ssm-incidents:ListIncidentRecords",
"ssm-incidents:CreateTimelineEvent"

1,

"Resource": "*"

.
{

"Sid": "RelatedOpsItemPermissions",

"Effect": "Allow",

"Action": [

"ssm:CreateOpsItem",
"ssm:AssociateOpsItemRelatedItem"
1,
"Resource": "*"
},
{

"Sid": "IncidentEngagementPermissions",

"Effect": "Allow",

"Action": "ssm-contacts:StartEngagement”,

"Resource": "*"

},
{
"Sid": "PutCloudWatchMetricPermission",

"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/IncidentManager",
"AWS/Usage"
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "StartIncidentPermissions",
"Effect": "Allow",
"Action": [

"ssm-incidents:StartIncident"
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"Resource": "*"

"Sid": "ResponsePlanReadOnlyPermissions",

"Effect": "Allow",

"Action": [
"ssm-incidents:ListResponsePlans",
"ssm-incidents:GetResponsePlan"

1,

"Resource": "*"

"Sid": "IncidentRecordResolverPermissions",

"Effect": "Allow",

"Action": [
"ssm-incidents:ListIncidentRecords",
"ssm-incidents:GetIncidentRecord",
"ssm-incidents:UpdateIncidentRecord",
"ssm-incidents:ListTimelineEvents",
"ssm-incidents:CreateTimelineEvent",
"ssm-incidents:GetTimelineEvent",
"ssm-incidents:UpdateTimelineEvent",
"ssm-incidents:DeleteTimelineEvent",
"ssm-incidents:ListRelatedItems",
"ssm-incidents:UpdateRelatedItems"

]I

"Resource": "*"
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform: ssm-
incidents:GetWidget on resource: my-example-widget
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https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-limits-endpoints.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/general/latest/gr/incident-manager.html
https://docs.aws.amazon.com/general/latest/gr/incident-manager.html
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https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_controlling.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up-windows.html#pstools-updating
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up-linux-mac.html#pstools-updating-linux
https://docs.aws.amazon.com/systems-manager/latest/userguide/security-best-practices.html
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https://docs.aws.amazon.com/ARG/latest/userguide/welcome.html
https://docs.aws.amazon.com/cli/latest/reference/support/describe-trusted-advisor-checks.html
https://docs.aws.amazon.com/cli/latest/reference/support/describe-trusted-advisor-checks.html
https://status.aws.amazon.com/
https://docs.aws.amazon.com/health/
https://aws.amazon.com/architecture/security-identity-compliance/?cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc
https://aws.amazon.com/blogs/security/getting-started-follow-security-best-practices-as-you-configure-your-aws-resources/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "1234567890abcdef",
"arn": "arn:aws:iam::246873129580111122223333:user/nikki_wolf",
"accountId": "abcdef©01234567890",
"accessKeyId": "©21345abcdef6789",

"userName": "nikki_wolf"
},
"eventTime": "2024-04-22T23:20:10Z",
"eventSource": "ssm-incidents.amazonaws.com",
"eventName": "StartIncident",
"awsRegion": "us-east-2",
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"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/2.0.58 Python/3.7.4 Darwin/19.6.0 exe/x86_64 command/
ssmincidents.start-incident",
"requestParameters": {
"responsePlanArn": "arn:aws:ssm-incidents::555555555555: response-plan/security-
test-response-plan-non-dedupe-vl",
"clientToken": "12345678-1111-2222-3333-abcdefghijkl"

iy
"responseElements": {
"incidentRecordArn": "arn:aws:ssm-incidents: :444455556666:incident-record/
security-test-response-plan-non-dedupe-vl/abcdefgh-abcd-1234-1234-1234567890"
iy

"requestID": "abcdefgh-1234-abcd-1234-1234567abcdef",
"eventID": "12345678-1234-1234-abcd-abcdefl1234567",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "12345678901234567"

C}2 2 DeleteContactChannel 2 S A= CloudTrail 211 &5 &8 E0{ £ 0| A|QL|C.

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "1234567890abcdef@",
arn": "arn:aws:iam::246873129580111122223333:user/nikki_wolf",
"accountId": "abcdef01234567890",
"accessKeyId": "©21345abcdef6789",

"userName": "nikki_wolf"
},
"eventTime": "2024-04-08T02:27:21Z",
"eventSource": '"ssm-contacts.amazonaws.com",
"eventName": "DeleteContactChannel",
"awsRegion": "us-east-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "Apache-HttpClient/UNAVAILABLE (Java/1.8.0_282)",
"requestParameters": {
"contactChannelId": "arn:aws:ssm-contacts:us-west-2:555555555555:device/
bnuomysohc/abcdefgh-abcd-1234-1234-1234567890"
},
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"responseElements": null,

"requestID": "abcdefgh-1234-abcd-1234-1234567abcdef",
"eventID": "12345678-1234-1234-abcd-abcdef1234567",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": '"Management",

"recipientAccountId": "12345678901234567"
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"Version": "2012-10-17",
"Id": "key-consolepolicy-3",
"Statement": [
{
"Sid": "Enable IAM user permissions",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::account-id:root"
.
"Action": "kms:*",
"Resource": "*"
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"Sid": "Allow creator of response plan to use the key",
"Effect": "Allow",
"Principal": {

"AWS": "IAM_ARN_of_principal_creating_response_plan"
},
"Action": [

"kms:Decrypt",

"kms:GenerateDataKey*"

]I

"Resource": "*"

"Sid": "Allow Incident Manager to use the key",
"Effect": "Allow",
"Principal": {
"Service": "ssm-incidents.amazonaws.com"
},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"

]I

"Resource": "*"
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"Sid": "Enable IM Permissions",
"Effect": "Allow",
"Principal": {

"Service": "ssm-incidents.amazonaws.com"
},
"Action": ["kms:Decrypt", "kms:GenerateDataKey*"],
"Resource": "*",

"Condition": {
"StringEquals": {

"kms:ViaService": "secretsmanager.us-east-2.amazonaws.com"

GetSecretValue ™t

CHS HES MM5HE IAM ID(AFHE AL, 48 == J&)ol IAM HEt
secretsmanager:GetSecretValueZ} Qlo{oF &L|C}

AWS Secrets Manager £ 2t 2t 5 0l PagerDuty M A X4 ZHE K&

— o o

ol

=

T
2

1. AWS Secrets Manager AF& A M 2| AWS Secrets Manager 20+ ¢f & 2 40{| A 3aEt7A| Q| EHA|
E mEuct.

. OlHI EHIAE EH

{
"pagerDutyToken": "pagerduty-token",
"pagerDutyServiceRegion": "pagerduty-region",
"pagerDutyFromEmail": "pagerduty-email"
}
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{
"pagerDutyToken": "y_NbAkKc66xyYEXAMPLE",
"pagerDutyServiceRegion": "US",
"pagerDutyFromEmail": "JohnDoe@example.com"
}

3. ScEHHlOIM 228t 710 D AM @F A MM LPE 27 AE S S5 MaE 1 g
2l% 7|8 Meistic

4. AcEHHOIM EBlAA THEHH| CHEH CIE 2 S AIL.
. EBliaA HEtE EHEELCH
. HE HES A

. HA MRt 7|

{
"Effect": "Allow",
"Principal": {
"Service": "ssm-incidents.amazonaws.com"
I
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
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"Effect": "Allow",

"Principal": {
["ssm-incidents.amazonaws.com"]

"Service":
iy
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
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