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https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
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Open and recent issues (16)

Open and recent issues (16)

View events that might affect your AWS
infrastructure. 35 issues were resolved in the
past 24 hours.

Q

‘ Service: Elastic Compute Cloud X

Clear filter

Event summary

Your account health

Stay informed of important events affecting your AWS resources.

Scheduled changes (0)

Operational issue - EC2 (Ohio)

Last update: February 20, 2022 at 11:16:34 PM
UTC-8

us-east-2

Operational issue - EC2 (Ohio)

Last update: February 17, 2022 at 11:56:09 PM
UTC-8
us-east-2

Operational issue - EC2 (N. Virginia)
Last update: February 16, 2022 at 1:36:29 AM UTC-8
us-east-1

Configure EventBridge

Get notifications for events that might affect
your services and resources.

Go to EventBridge [4

Notifications (3) Event log
Operational issue - EC2 (Ohio) Back to list view ]
Details Affected resources
Event data
Service Start time
EC2 February 20, 2022 at 11:16:24 PM UTC-8
Status End time
Open -
Region / Availability Zone Category
us-east-1 Issue
Account specific Affected resources
No 1

Description

[04:35 AM PST] We are investigating increased EC2 launch failures and networking connectivity
issues for some instances in a single Availability Zone (USE1-AZ4) in the US-EAST-1 Region. Other
Availability Zones within the US-EAST-1 Region are not affected by this issue.
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AWS Health MNEX 70|=
Q IAM-user ¥ Global Support ¥
-~
Last refreshed less than 1 minago| C
Event log
Q 1
Region: US East N. Virginia (us-east-1), US East Ohio (us-east-2) X | | Clear filter
Event Region / R Last update Affected
Event v Status Start time v R
category ¥ Zone Info time v resources
Lambda operational QOctober 9, 2020 at October 9, 2020 at
) Closed Issue us-east-1 -
issue 2:03:48 AM UTC-7 3:11:09 AM UTC-7
EC2 operational October 9, 2020 at October 9, 2020 at
. Closed Issue us-east-1 11:54:16 AM -
issue 1:48:51 AM UTC-7
uTC-7
SNS operational September 30, September 30,
issue peratior Closed Issue us-east-1 2020 at 8:28:18 2020 at 11:42:54 -
AM UTC-7 AM UTC-7
. September 16, September 16,
EC2 t 1
iss eopera fona Closed Issue us-east-1 2020 at 7:30:41 2020 at 7:45:03 -
==t AM UTC-7 AM UTC-7
Storagegatewa September 13, September 13,
I v
J, 9 ) v Closed Issue us-east-1 2020 at 12:46:47 2020 at 6:32:24 -
operational issue
PM UTC-7 PM UTC-7
Deepracer August 31, 2020 at August 31, 2020 at
. . Closed Issue us-gast-1 -
operational issue 6:32:39 PM UTC-7 9:10:12 PM UTC-7
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Example : AWS Health event AWS Lambda

Ct2 A3 242 Lambdall O|HIE 0 A|E

HoiFLICH

ID(04: vol-alb2c34f)2t Z2 Amazon EBS E&

EID
SIAAS| XM MNENER B, & =+
Bt HM M Z D R|K|TF 34RH A

Event log

Q

Region: US East N. Virginia (us-east-1), US East X
Ohio (us-east-2)

Clear filter

Event summary

Lambda operational issue

Last update: October 9, 2020 at 3:11:09 AM UTC-7
us-east-1

EC2 operational issue
Last update: October 9, 2020 at 11:54:16 AM UTC-7
us-east-1

SNS operational issue

Last update: September 30, 2020 at 11:42:54 AM UTC-7
us-east-1

EC2 operational issue
Last update: September 16, 2020 at 7:45:03 AM UTC-7
us-east-1

Storagegateway operational issue
Last update: September 13, 2020 at 6:32:24 PM UTC-7
us-east-1

Deepracer operational issue
Last update: August 31, 2020 at 9:10:12 PM UTC-7
us-east-1

Sagemaker operational issue
Last update: August 31, 2020 at 9:04:39 PM UTC-7
us-east-1

Batch nngratinngl jccig

Lambda operational issue

Details Affected resources
Event data
Event

Lambda operational issue

Status
Closed

Region / Availability Zone

us-east-1

Category

Issue

Description

Back to list view [F]

Start time
October 9, 2020 at 2:03:48 AM UTC-7

End time
October 9, 2020 at 3:11:08 AM UTC-7

Affected resources

[RESOLVED] Increased Invoke Error Rate

[02:03 AM PDT] We have identified an increase in invoke error rates in the US-
EAST-1 Region and are working towards resolution.

[03:11 AM PDT] Between October 8 10:35 PM and October 9 2:25 AM PDT we
experienced increased Lambda invoke error rates in the US-EAST-1 Region. The
issue has been resolved and the service is operating normally.
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« AWS Health APIZ AI&35l04 eventScopeCode T}ZIO|E{E gHetEtLICH O|HIE = PUBLIC,
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
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Scheduled changes Table

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled
maintenance activities.

QL Add filter Any event ¥
4 February 2024 >
Sunday Maonday Tuesday Wednesday Thursday Friday
5 4 1 1 2
2 Upcoming 2 Upcoming
1 Completed

=

30 January 2024 & X

Scheduled events starting on 30 January 2024 (Showing 3 of 3) View all on the table view

EKS planned lifecycle event (us-west-2)

Event status: Upcoming

EKS planned lifecycle event (us-east-1)
Event status: Upcoming

EKS planned lifecycle event (eu-west-1)
Event status: Completed

FE2 ghE 2las B

AWS Health O|HIE= H& S dh= MEE 2[AAE X|HE = UE&LICH AWS Health O|HIE S| H&F
2 e glaA HolM g gt BlAAE & £ UaUct 4EiE E24™ AWS Health O|HEE M
EHSILICH & EHE AMO|E T W& 2 vt BlAA BHol ZAIELICH HEE = F7| o[HES F
2 AWS Health O|HIE = Q&S dH= 2laA 0| AEfo] CHEH LY YOH0|EE MSELICEH

A =& AWS Health O|HIE= P& S = 2lAA B Mo &S B 2lad HEf QA4S EA|
grLICH HEE2 B BlAaA SE0| s AEfet &7 ol ZAIELICH AEE 8 F7| o|HEE 2
AN ME| ZHEE MS5tE O|HE ol ollLct HEE =& 7| o|HIEo] CHE kAT LIS
AWS Healtho| A& E =3 =7| O[HIE =2 HESMAIL

ZEEH7[of HMASHH O[HEN Z&HE 2E H Yol s FES dh= ZE 2lAA9| e 290|
AWS Health EA|IELICH Ctg o= IS 2= AN S8 siE H™Hol|l s 27 ¢l 2laa
27F Lot UELICH AE HE s ER] SQl 2lAA 5 MEHGlo AEH E7| 242 EAIELICE A
HEI QY &2 e AHo =X S50 2 ot = e BEE3HO| JA&Lct gEs
dhe 2lAaA ME| Qof2 2E ol o Eroll ZAIELICH

02

Sk
o

1o
nx
rir
L
k>
[>
HL
N



AWS Health AR 7H0|E

TS ee 2las oM IS e BlAL SFES CSVEE JSONPAZ OIRZEE =+ UE
Lict Z& B0 Oh2EEE T dos LHHEE A™ol ZE 2lAA7H ZEELICH =& E7(0M A
H+ELz 0|Ssto 228 mhol siE HHol EH?_P BlaAbh ZEefLICH Ch2 2 28 oo
gEg dr= Z 2lAaA0lE AWS HHE ID, eventARN, IE{E| O|&, entityARN, &FEH 2! 2[AA O OFX|
9 HOO|E Alzho| Z&HElLICH HE{7) & d3t|H EP°EEE._ o= EEZE dutah ZEEL
Ct.
gf ol stLto| ot 22 E e + &LICH T2 EeteX el 7|2 22 E EHo (S22 O
2ZEL|H AWS 2|1, O|HIE XM=, O|HIE AlZt 2 U CH22E W0l et AN dEE o o
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Open and recent issues (0) Scheduled changes (1) Other notifications (0) Event log

Scheduled changes (1) Calendar .

View upcoming events and angoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities. View scheduled changes that eccurred
mare than 7 days ago.

Q, Add filter 1
Event L Status Region f Zone info Start time v End time ¥ Affected resources v
Lambda planned lifecycle event 8 X
B 4 Pending 100%
4 May require action
0 Unknown 0%
Affected resources s Mt able o v it
Mot able to verily status
Resource data is typically refreshed evary . 0 Resolved 0%
24 hours o actions required

Affected resources (4) Download ¥

Q Add filter 1
Resource 1D / ARN 'y Resource status Last update time
arn:aws:lambda:us-east-1:95958660861 1:function:Spring Clean-XUGIHHSR-AutoUpdateLambda-atNXDvDLUGP [4 @ Pending 2 menths age
arn:aws:lambdazus-east-1:95958660861 1:-function:SpringClean-XUGZHHS5R-FeatureCheckerFunction-cwZke PWULAGY A @ Pending 3 months ago
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https://health.aws.amazon.com/health/
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AWS Health =2+ S & k|o{ ZZo| YRl 2 & HHof Ciet O|HEE = AWS Organizations = U&
LICt ZZlof ZAIZ|= O|HIE CHEt Y &E A E7(7 MBS ELICE o|28t O|[HEE ALE35t0q 2|4
A, MH|A L ofEZ|7H0|Me| HA AR E BLER-E = A&LICH

REMIEH LH8 2 A 7F AWS Health O|HIE E7A| MME FEFHMAIL.

Enable organizational view
Key benefits
== ;
Organization-wide visibility APl access Chat integration
Aggregate your Health events from all member AWS accounts in your AWS If you have a Business or Enterprise Support plan, you can integrate with the  Using the AWS Health API, you can ingest events into your Amazon Chime or
organization. This provides a centralized view for all events, such as AWS Health API to programmatically use organizational view and look up Slack channel to get notified when an event occurs. Filter events to get the
operational issues, scheduled maintenance, and account notifications. details for events that occur in your organization. Learn more ones that matter most to your organization. Learn more
Get started
1. Set up AWS Organizations 2. Enable organizational view for AWS Health
You must have an AWS organization with all features enabled. After you set up AWS Organizations and sign in to the management account, you can enable AWS Health to
@ success aggregate all events. These events appear in the Personal Health Dashboard.
En. nizational vi View d tati
Manage AWS Organizations [£ | | View documentation ailaovapntzationatiview 1w documentation
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HFEO| CHA|EE 0| EAIEl= 2|2 AWS Health O|HIE =& EA[ELICt 0| & 2 0t0|22 Amazon
EC2, Amazon Relational Database Service(RDS), AWS Identity and Access Management (IAM) & &
021 AWS 2&0f EA|ELICH AWS Trusted Advisor.
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Open issues

Scheduled changes

Other notifications

servic

Event log

Amazon EventBridge 743

EventBridgeE AME 304 AWS Health O|HE o] 8473 AlEtE ZE R[5t olofl CHSEHLICH Aol A 2t 4
St= £ AWS Health O|HEE 2 LIE{ZIE CHZ O|HETL HZEE W7 ALE R0 7| AWS Health & 2|
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oA EventBridge AF& AWS Health

1. https://health.aws.amazon.com/health/home AWS Health CHA|E=EE dL|C}.
2. EventBridge Z& £ 0|&535t04 722 MM35lciH CHE & StLHE =g Lict
«  EfM F 9| Health Integrationso|A{ Amazon EventBridgeE AEHEfL|Ct.
+  EventBridge 70l M EventBridgeZ 0|52 ME{ELICI
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https://docs.aws.amazon.com/notifications/latest/userguide/managing-notification-features.html
https://docs.aws.amazon.com/notifications/latest/userguide/managing-notification-features.html
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Service history List of services

The following table is a running log of AWS service interruptions for the past 12 months. Choose a status icon to see
status updates for that service. All dates and times are reported in Pacific Standard Time (PST). To update your time
zone, see Time zone settings.

Q. Add filter
@ Note
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https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html#update-time-zone
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/MySQL.Concepts.VersionMgmt.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-versions.html#kubernetes-release-calendar
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL-certificate-rotation.html
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html

AWS Health AR 7H0|E

® Note

AWS Health 2 &2 AWS GovCloud (US) ¥ &= ZIME Melstn 758 B¢ Alzh dt
of (& & Ef UCIOIEE MSELICH

« Claa HE YH0|EE HISVIMez FU|Mez +HE|H =& B20[Z! sHX|EF =|CH 72
AZE x| R|dE &= U&LCH.

Open and recent issues Scheduled changes Other notifications Event log

Scheduled changes Calendar

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities.

Q, Add filter 1
Event v Status Region / Zone Info Start time v End time Vv Affected resources v

o EKS planned lifecycle event Upcoming us-west-2 January 30, 2024 at 6:00:00 PM UTC-8 9 pending

O DMS planned lifecycle event Upcoming us-east-1 January 29, 2024 at 6:00:00 PM UTC-8 1 pending

O DMS planned lifecycle event Upcoming eu-west-1 January 29, 2024 at 6:00:00 PM UTC-8 10 pending

O EKS planned lifecycle event Completed eu-west-1 January 30, 2024 at 6:00:00 PM UTC-8 -
EKS planned lifecycle event & X
Resource data is typically refreshed every . 0 Resolved 0%
24 hours. No actions required

Affected resources in account 745485236264 (5)

Q Add filter 1
Resource ID / ARN v Resource status Last update time
arn:aws:eks:us-west-2:745485236264:cluster/prod-ops-cluster @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/nonprod-dev5 @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264.cluster/n-preprd-eks @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/argoworkflows-refactor51 @ Pending 15 days ago
arn:aws:eks:us-west-1:745485236264:cluster/prod-refactor @ Pending 15 days ago
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https://docs.aws.amazon.com/whitepapers/latest/aws-risk-and-compliance/shared-responsibility-model.html
https://docs.aws.amazon.com/whitepapers/latest/aws-risk-and-compliance/shared-responsibility-model.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html#calendar-view
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https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html#affected-resouces-view
https://docs.aws.amazon.com/health/latest/ug/health-api.html
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https://docs.aws.amazon.com/health/latest/APIReference/
https://aws.amazon.com/premiumsupport/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
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dig global.health.amazonaws.com | grep CNAME
global.health.amazonaws.com. 10 IN CNAME health.us-east-1.amazonaws.com
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1. GitHubO{ Al AWS Health 17188 AEXQIE HEE CI2EZESH AL,
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3. W= 3o Cls Y2 24shL|C}.

=H /-

4. Chg HHEES U0 AWS Rt 3HE X|™HELICH

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"
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gradle run
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https://docs.gradle.org/current/userguide/installation.html
https://github.com/aws/aws-health-tools/tree/master/high-availability-endpoint
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Example : AWS Health event &3

C oAM= AWS A Z™Eo|M x|t 78] S0Fo| %|2 AWS Health O|HEE gHEHENLICEH CFHS o &|of|
M £=0l= AWS Config AMH|A0| CHEF AWS Health O|HIE 7} Z &HE|LICH

> Task :run
[main] INFO aws.health.high.availability.endpoint.demo.HighAvailabilityV2Workflow
- EventDetails(Event=Event(Arn=arn:aws:health:global::event/CONFIG/

AWS_CONFIG_OPERATIONAL_NOTIFICATION/AWS_CONFIG_OPERATIONAL_NOTIFICATION_88a43e8a-

e419-4ca7-9baa-56bcdesdba3,

Service=CONFIG, EventTypeCode=AWS_CONFIG_OPERATIONAL_NOTIFICATION,
EventTypeCategory=accountNotification, Region=global,
StartTime=2020-09-11T02:55:49.899Z, LastUpdatedTime=2020-09-11T03:46:31.764Z,

StatusCode=open, EventScopeCode=ACCOUNT_SPECIFIC),
EventDescription=EventDescription(LatestDescription=As part of our ongoing efforts
to optimize costs associated with recording changes related to certain ephemeral
workloads,

AWS Config is scheduled to release an update to relationships modeled within
ConfigurationItems (CI) for 7 EC2 resource types on August 1, 2021.

Examples of ephemeral workloads include changes to Amazon Elastic Compute Cloud
(Amazon EC2) Spot Instances, Amazon Elastic MapReduce jobs, and Amazon EC2
Autoscaling.

This update will optimize CI models for EC2 Instance, SecurityGroup, Network
Interface, Subnet, VPC, VPN Gateway, and Customer Gateway resource types to record
direct relationships and deprecate indirect relationships.

A direct relationship is defined as a one-way relationship (A->B) between a
resource (A) and another resource (B), and is typically derived from the Describe
API response of resource (A).

An indirect relationship, on the other hand, is a relationship that AWS Config
infers (B->A), in order to create a bidirectional relationship.

For example, EC2 instance -> Security Group is a direct relationship, since
security groups are returned as part of the describe API response for an EC2
instance.

But Security Group -> EC2 instance is an indirect relationship, since EC2 instances
are not returned when describing an EC2 Security group.

Until now, AWS Config has recorded both direct and indirect relationships. With
the launch of Advanced queries in March 2019, indirect relationships can easily be

answered by running Structured Query Language (SQL) queries such as:

SELECT
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resourceld,
resourceType
WHERE
resourceType ='AWS::EC2::Instance'
AND
relationships.resourceld = 'sg-234213'

By deprecating indirect relationships, we can optimize the information contained
within a

Configuration Item while reducing AWS Config costs related to relationship
changes.

This is especially useful in case of ephemeral workloads where there is a high
volume of configuration changes for EC2 resource types.

Which resource relationships are being removed?

Resource Type: Related Resource Type

1 AWS::EC2::CustomerGateway: AWS::VPN::Connection

2 AWS::EC2::Instance: AWS::EC2::EIP, AWS::EC2::RouteTable

3 AWS::EC2::NetworkInterface: AWS::EC2::EIP, AWS::EC2::RouteTable

4 AWS::EC2::SecurityGroup: AWS::EC2::Instance, AWS::EC2::NetworkInterface
5 AWS::EC2::Subnet: AWS::EC2::Instance, AWS::EC2::NetworkACL,

AWS::EC2: :NetworkInterface, AWS::EC2::RouteTable

6 AWS::EC2::VPC: AWS::EC2::Instance, AWS::EC2::InternetGateway,
AWS::EC2::NetworkACL, AWS::EC2::NetworkInterface, AWS::EC2::RouteTable,
AWS::EC2::Subnet, AWS::EC2::VPNGateway, AWS::EC2::SecurityGroup

7 AWS::EC2::VPNGateway: AWS::EC2::RouteTable, AWS::EC2::VPNConnection

Alternate mechanism to retrieve this relationship information:

The SelectResourceConfig API accepts a SQL SELECT command, performs the
corresponding search, and returns resource configurations matching the properties.
You can use this API to retrieve the same relationship information.

For example, to retrieve the list of all EC2 Instances related to a particular VPC
vpc-1234abc, you can use the following query:

SELECT
resourceld,
resourceType
WHERE
resourceType ='AWS::EC2::Instance'
AND
relationships.resourceld = 'vpc-1234abc'
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If you have any questions regarding this deprecation plan, please contact AWS
Support [1]. Additional sample queries to retrieve the relationship information
for the resources listed above is provided in [2].

[1] https://aws.amazon.com/support

[2] https://docs.aws.amazon.com/config/latest/developerguide/
examplerelationshipqueries.html),

EventMetadata={})

Java 2|AA

o KIMIEH LH2 2 AWS SDK for Java APl £ = 9| Interface HealthClient & AA T EE X SHAAL.

« O| |20l A DNS ZMof| AHE E|= 2tol=E2{2|of CHEt RtA[EF LHE 2 GitHub2l dnsjava& & =54
Al.

Ol 2: Pythong AFE35104 K|t 72 S9to| AWS Health OHIE H|O|E] Z4 4
MR E7

Python 32 4d%|aHoF &FLICt.

Python 0| S AtE5t2{H

1. GitHubO|AM AWS Health 17t 8 QIEXQIE H|Z & CIREEFHA AL,
2. Ol2 ZZME high-availability-endpoint/python CIZE{Z|Z O|S&tL|C}.

3. THE Folcts TP UdHELCH

pip3 install virtualenv
virtualenv -p python3 v-aws-health-env
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python3 -m venv v-aws-health-env
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g o2stoi ClmE M eLic

python3 main.py

i
rlo

FLICH ChHS &

I
rc

OFo| %|2 AWS Health O|HEE

£ dtetgtuct.

Example : AWS Health event &3
I.

ok
ol

E ofd= AWS HHo|MH X 7L S
AWS ot at2lof CHEF AWS Health O|HIE
INFO:botocore.credentials:Found credentials in environment variables
INFO:root:Details: {'arn': 'arn:aws:health:global::event/SECURITY/
AWS_SECURITY_NOTIFICATION/AWS_SECURITY_NOTIFICATION_Q@e35e47e-2247-47c4-

"AWS_SECURITY_NOTIFICATION',

a9a5-876544042721",
'service': 'SECURITY', 'eventTypeCode'
'eventTypeCategory': 'accountNotification', 'region': 'global', 'startTime':
datetime.datetime(2020, 8, 19, 23, 30, 42, 476000
tzinfo=tzlocal()), 'lastUpdatedTime': datetime.datetime(2020, 8, 20, 20, 44, 9
'statusCode': 'open', 'eventScopeCode': 'PUBLIC'},

547000, tzinfo=tzlocal()),
description:
'This is the second notice regarding TLS requirements on FIPS

{'latestDescription
endpoints.\n\nWe
are in the process of updating all AWS Federal Information Processing Standard
(FIPS) endpoints across all AWS regions
o Transport Layer Security (TLS) version 1.2 by March 31, 2021 In order to avoid
, by ensuring that you

t
an interruption in service, we encourage you to act now

connect to AWS FIPS endpoints at a TLS version of 1.2
If your client applications fail to support TLS 1.2 it will result in connection

failures when TLS versions below 1.2 are no longer supported.\n\nBetween now and
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March 31, 2021 AWS will remove TLS 1.0 and TLS 1.1 support from each FIPS endpoint
where no connections below TLS 1.2 are detected over a 30-day period.
After March 31, 2021 we may deploy this change to all AWS FIPS endpoints, even if
there continue
to be customer connections detected at TLS versions below 1.2. \n\nWe will provide
additional updates and reminders on the AWS Security Blog, with a ‘TLS’ tag [1].
If you need further guidance or assistance, please contact AWS Support [2] or your
Technical Account Manager (TAM).
Additional information is below.\n\nHow can I identify clients that are connecting
with TLS
1.0/1.1?\nFor customers using S3 [3], Cloudfront [4] or Application Load Balancer
[5] you can use
your access logs to view the TLS connection information for these services, and
identify client
connections that are not at TLS 1.2. If you are using the AWS Developer Tools on
your clients,
you can find information on how to properly configure your client’s TLS versions
by visiting Tools to Build on AWS [7] or our associated AWS Security Blog has a
link for each unique code language [7].\n\nWhat is Transport Layer Security (TLS)?
\nTransport Layer Security (TLS Protocols) are cryptographic protocols designed to
provide secure communication across a computer network
[6].\n\nWhat are AWS FIPS endpoints? \nAll AWS services offer Transport Layer
Security (TLS) 1.2 encrypted endpoints that can be used for all API calls. Some
AWS services also offer FIPS 140-2 endpoints [9] for customers that require use
of FIPS validated cryptographic libraries. \n\n[1l] https://aws.amazon.com/blogs/
security/tag/tls/\n[2] https://aws.amazon.com/support\n[3]
https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html\n[4] https://
docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html\n[5]
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-
access-logs.html\n[6] https://aws.amazon.com/tools\n[7] https://aws.amazon.com/
blogs/security/tls-1-2-to-become-the-minimum-for-all-aws-fips-endpoints\n[8]
https://en.wikipedia.org/wiki/Transport_Layer_Security\n[9] https://aws.amazon.com/
compliance/fips'}
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AWSCredentials QIAEAE Bt 11 X 7|5} LCt.

AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();
} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file.
+ "Please make sure that your credentials file is at the correct "
+ "location (/home/username/.aws/credentials), and is in valid format.", e);

2&EH7A|: AWS Health APl 22+0|1E 7|5}
O BHAHIoIM =7|5t8t X123 BB A E AHE 3101 AWS Health 220|241 EE BHELICH
import com.amazonaws.services.health.AWSHealthClient;

AWSHealth awsHealthClient = new AWSHealthClient(credentials);

3EHA|: AWS Health APl 212 AI25104 OHIE ME 71X 7|
DescribeEvents

import com.amazonaws.services.health.model.DescribeEventsRequest;
import com.amazonaws.services.health.model.DescribeEventsResult;
import com.amazonaws.services.health.model.Event;
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import com.amazonaws.services.health.model.EventFilter;
DescribeEventsRequest request = new DescribeEventsRequest();

EventFilter filter = new EventFilter();

// Filter on any field from the supported AWS Health EventFilter model.
// Here is an example for Region us-east-1 events from the EC2 service.
filter.setServices(singletonList("EC2"));
filter.setRegions(singletonList("us-east-1"));
request.setFilter(filter);

DescribeEventsResult response = awsHealthClient.describeEvents(request);
List<Event> resultEvents = response.getEvents();

Event currentEvent = null;

for (Event event : resultEvents) {
// Display result event data; here is a subset.
System.out.println(event.getArn());
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

DescribeEventAggregates

import com.amazonaws.services.health.model.DescribeEventAggregatesRequest;
import com.amazonaws.services.health.model.DescribeEventAggregatesResult;
import com.amazonaws.services.health.model.EventAggregate;

import com.amazonaws.services.health.model.EventFilter;

DescribeEventAggregatesRequest request = new DescribeEventAggregatesRequest();
// set the aggregation field
request.setAggregateField("eventTypeCategory");

// filter more on result if needed
EventFilter filter = new EventFilter();
filter.setRegions(singleton("us-east-1"));
request.setFilter(filter);

DescribeEventAggregatesResult response =
awsHealthClient.describeEventAggregates(request);
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// print event count for each eventTypeCategory

for (EventAggregate aggregate: response.getEventAggregates()) {
System.out.println("Event Category:" + aggregate.getAggregateValue());
System.out.println("Event Count:" + aggregate.getCount());

DescribeEventDetails

import com.amazonaws.services.health.model.DescribeEventDetailsRequest;
import com.amazonaws.services.health.model.DescribeEventDetailsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventDetails;

DescribeEventDetailsRequest describeEventDetailsRequest = new
DescribeEventDetailsRequest();
// set event ARN and local value

describeEventDetailsRequest.setEventArns(singletonList("arn:aws:health:us-

east-1::event/service/eventTypeCode/eventId"));

describeEventDetailsRequest.setlLocale("en-US");

filter.setEventArns

DescribeEventDetailsResult describeEventDetailsResult =
awsHealthClient.describeEventDetails(request);

EventDetails eventDetail = describeEventDetailsResult.getSuccessfulSet().get(0);

// check event-related fields

Event event = eventDetail.getEvent();
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

// print out event description
System.out.println(eventDetail.getEventDescription().getlLatestDescription());

DescribeAffectedEntities

import com.amazonaws.services.health.model.AffectedEntity;
import com.amazonaws.services.health.model.DateTimeRange;
import com.amazonaws.services.health.model.DescribeAffectedEntitiesRequest;
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import
com.amdescribeEventDetailsRequestazonaws.services.health.model.DescribeAffectedEntitiesResult;

DescribeAffectedEntitiesRequest request = new DescribeAffectedEntitiesRequest();
EntityFilter filter = new EntityFilter();

filter.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

DescribeAffectedEntitiesResult response =
awsHealthClient.describeAffectedEntities(request);

for (AffectedEntity affectedEntity: response.getEntities()) {
System.out.println(affectedEntity.getEntityValue());
System.out.println(affectedEntity.getAwsAccountId());
System.out.println(affectedEntity.getEntityArn());

DescribeEntityAggregates

import com.amazonaws.services.health.model.DescribeEntityAggregatesRequest;
import com.amazonaws.services.health.model.DescribeEntityAggregatesResult;
import com.amazonaws.services.health.model.EntityAggregate;

DescribeEntityAggregatesRequest request = new DescribeEntityAggregatesRequest();

request.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

DescribeEntityAggregatesResult response =
awsHealthClient.describeEntityAggregates(request);

for (EntityAggregate entityAggregate : response.getEntityAggregates()) {
System.out.println(entityAggregate.getEventArn());
System.out.println(entityAggregate.getCount());
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEvents.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_OrganizationsServiceRolePolicy
https://docs.aws.amazon.com/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role

AWS Health AR 7H0|E

AWS Health X} & 7|4t 22 of &

O IAM ASXF U AE S AWS Health Bl4AE MASHHLE £58 4 /= Heto| giaLl

| o =

Ct. 5_?_ AWS Management Console AWS CLIEEE= AWS APIE AF85t04 22 =8E + giaLct
IAM 2 EZ2|Xt= X|HE BlAANAM SHE API EHUS E = U= HEHE ALSKtet AeofH 2oist=
IAM S S MdsHoF gfLICH O3 CHE #Elxt= siE Heto| 2B IAM AF&XF 2= &0 ol2{&t
YA Z edZdsHofF ghLCt.

Oledeh o x| JSON H& EME ALE35t0o{ IAM ID 7[8F HA g st YHE YotEE{TH IAM ALS
MBEAML| JSON EiofAM A S R ESHML.

0>

ZA
o ZX4ZH Ed AL
« AWS Health 2 Al2

o AFEXI7F AFAO| 18t HEtE E = UEE 58
« AWS Health Dashboard 2! AWS Health API 4 A|A

2| AA gl ZHod 7|HF XA

A @ AR

At7d ZH 7|gk HEo] et HZ ol M AFZ A7 AWS Health 2lAA S AA] HAA EE= AMKE £ Q)
=X| 027} A™EELICE o] 2o = Qla AWS HHoi H[E0| grAish £~ Ql&L|CH ID 7|8 HAHg M
ML HEE e oS RIED HE AFE S [mELLch

« AWS Z2|8 HAE A|ESt D E|A HEto 2 MeH- AFEX L T2 20f HEE 2048 A|ESHE{H
or2 QlHt& Ol AL AlEi|of| CHEF HEHE F045tE AWS 2|8 HAE AFSELICEH o AIEE £
.|

S LICHAWS AT, 8 Arzlof S AWS 21 21218 B Bolstol HErE £712 Fols %
O EALICH REMEH RS 1AM AL MM o] AWS BHE[8 B = AWS XI2of Ci#t 2als &
M2 AEFHMR.

. ElA B A JIAM HHS ALS3H0] BB MHSHE B2, AUS $HsHE o WL Mo
SOJBILICE Ol 4™ 2|4 MEOR UBT SH ET0IM S BlA20] Chsh £ 8E =
£ 5toi2 HOIBLICH IAMS AL 304 HEHS HBSHE W0l CHEH ARMIEH HIBE 1AM AFS AT
Mol Q= IAMO] B3 O #Ete AN

(=]
+ 1AM 0| 712 AL 504 AMIA F 7} RIBH - RO X 3t
A &Lt o|§ S04, SSLE A®5t0i ZE 238 T
UGLICH AWS MHlA9H 22 SHE

r2
o)
i

HH 5F 718 A oA 59


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess
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"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"

"Effect": "Allow",

"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "health.amazonaws.com"
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£ AWS
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
1,
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
A BH 78 HA o & 62


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS Health AR 7H0|E

AWS Health Dashboard & AWS Health APl 24A|A

AWS Health Dashboard = 2 & AWS HH0|M AL E = QU &LICH AWS Health API= Business,
= X

=
Enterprlse On-Ramp EE &= Enterprise Support ZZH0| = HHH AT AFSE 5= U&LICH RFM[EF LY
K| EHHE FXStAAR.

H -|

#

—

IAME AFE35t0{ AIEIE|(AFE AL, O & EE= HE)
Dashboard 2! AWS Health AP10{| M| AEF 4= Q)

r°l-
[ul
o
ol
=
i
g
_I_
m
=)
>
=
w
I
[0
]
=

OI_
+%$w§¢9gun

r|r
r°l-

72X o 2 |IAM AL Xt= AWS Health Dashboard &= AWS Health API0f| HAM|A S 4= Qi&L|Ct B
QU AKX AFRAF 18 = dEhof IAM HAHES 04735104 AL X0l Al A& AWS Health X of CHEt
HM[A HEHS RO LICH XHM[E LHE2 AtE SHALEXA, 28 2L dgh U IAM HAM I & F XSt

ai— N — e
AL,

IAM ALSXHE BHE & O AFSAHO|AH 7HE &S
XIS AH83t04 A &0l 2101511 AWS Health
EI0 U B2 HRFMAR,

T aLict 3 o AlEE 2302l 1| o]
= UELICH ZtMEF L8 2 ALEAte] AE

(® Note
£ 4 e Heto| U= IAM A2 AHE Amazon EC2 QIAEIA |Ds, EC2 QIAEIA |IP FA 4
Qs Hot of2la ZH2 AWS EB|AA IDsE ZEhE & Q) I b olol S 8tEIR| b= A™He 2E
AWS MH|AO|AM AE] HEof CHEh 217| M8 HM|A HEHE AWS Health Dashboard 7FH&IL|
Ct.
o & £01IAM

X2H0| AWS Health Dashboard ! AWS Health API101|2F HM|A HEHE Hoi5t
= 4% OE IAM HA0| T HMHAE §85HX| LEHEIE HHO| MBE|l= AFEX E=
2 AWS MH|A 2 224 Z|A A0 CHEH AAIE ZE HEo| HMAE = &L

o= 5 7FX| APIs U &LICH AWS Health.

« 70 A - DescribeEvents 2! DescribeEventDetails@t ZH2 42 AF2 5104 H X 2| AWS Health
O|HEO CHEt HEE 7IXE £+ U&LICh.

« 2 AY - ZEofl &3l = HH 2| AWS Health O[HIEOf CHE HEE 47| 2134
DescribeEventsForOrganization 2! DescribeEventDetailsForOrganizationt ZH 2 =]
ol&L|CH
AA EH .

fjo

A&

ok

A
T

A& 7158t API o] CHE REAISH LHE 2 AWS Health APl 2 X & 2 XA AL,

oll

SE2

0l

T 7|8 HAH ol x| 63


https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/PoliciesOverview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_how-users-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_how-users-sign-in.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEvents.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/
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Example : M| A MHH

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"health:Describe*"
iF
"Resource": "*"
1]
}

O| % 22 AWS Health Dashboard 2! AWS Health API01| CHEt HMAS HESLICH O] HAE A}
&3l= IAM AL At= AWS Health Dashboard 0| A& = = AWS Management Console 812 AW

Health APl 22 &% £ gigL|Ct

Example : M| A 75

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": [
"health:*"
1,
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"Resource":
}]
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e iam:CreateServicelLinkedRole

* organizations:

* organizations

* organizations:
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EnableAWSServiceAccess

:DescribeAccount

DisableAWSServiceAccess
ListAccounts

ListDelegatedAdministrators

* organizations:ListParents
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
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"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {

"organizations:ServicePrincipal": "health.amazonaws.com"
}
}
.
{
"Effect": "Allow",
"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/health.amazonaws.com/
AWSServiceRoleForHealth*"
}

AWS Health =& 27|0f Ciat R E HMA HEH HE

O] Y& B2 AWS Organizations 2f40f| CHE HMAE 7T S K| THE H|H 2| AWS Health ¢S
Off CHEH HMAE ST LICH

Example : AWS Health ZZ| 27| HMA HE
"Version": "2012-10-17",
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{
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"Effect": "Allow",

"Action": [

"health:*"

1,

"Resource": "*"

.
{

"Effect": "Deny",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"
}
}
},
{

"Effect": "Deny",

"Action": [

"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,

"Resource": "*"

},
{

"Effect": "Deny",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/health.amazonaws.com/

AWSServiceRoleForHealth*"
}
]
}
(® Note
HEtE Fofstids ASA E= &0 ol0] IAM HA0| 2= 8 slig H2oll AWS Health
SH MM 4FE FIbe 4+ AsLD
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Blas 2 A 7 =
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+ eventTypeCode

* service

® Notes

« DescribeAffectedEntities 2! DescribeEventDetails APl 2212 B|AA =& M2 K| EL
Ct. o & 04, 53 AWS Health O|HEE 3{&3l7{LI HE5t= H™MES MME = U&LICt.
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« DescribeAffectedEntitiesForOrganization & DescribeEventDetailsForOrganization APl 24
2 Zl&A =& HetE X|H6tK| e&LICt

Ls H

o KtMIEH LIRS AMH|A £Q! &FZ 9| AWS Health APIs 2! 2 Zloj| AR &= &Y 2lAA U X
47|18 BESAHL.
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| 2424 Md2 AWS Health Dashboard 2! AWS Health Describe* API £Qiof| CHEH HAM|A H
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L

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "health:Describe*",
"Resource": "*"

}I

{

"Effect": "Deny",
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"Action": [
"health:DescribeAffectedEntities"”,
"health:DescribeEventDetails"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"health:service": "EC2"

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"health:Describe*"
1,
"Resource": "*"
I

{
"Effect": "Deny",
"Action": [
"health:DescribeEventDetails",
"health:DescribeAffectedEntities"

1,

"Resource": "arn:aws:health:*::event/EC2/*/*"

3]

Example : eventTypeCode &= 74
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "health:Describe*",

"Resource": "*"

},
{

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities",
"health:DescribeEventDetails"

1,

"Resource": "*",

"Condition": {

"StringLike": {
"health:eventTypeCode": "AWS_EC2_*"
}
}
}
]
}
/A Important
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AWS Health AR 7H0|E

o= AWSHealth_EventProcessorServiceRolePolicy AWS #2213 20| AZAE|0] Q&

L

Ch. MH|A 2ot FH= AE S ALE5104 AWS QIAIEHE ZX| & CHE 2 2/8F Amazon EventBridge
EE #EE HMELICH Ol A2 H™M B el 8 HEE MEst= AWS A O 2R

gf QI ZEtLICH AWS Health.

AWS 22| G0 CHEt RHMIEH LI 2 MM g EHERSHMILAWS of| CHEF 2HE[e 2 AWS Health.

AWS Healthol| CHEF MH|A 213 o4& MY

AWSServiceRoleForHealth_Organizations AMH|A 21742 4g2 e 27t ei&Lct

HA H

T —

EnableHealthServiceAccessForOrganization 2 S £ E6tE7t HH0o|AHO| AMH|A dE &S AWS

Health 2 A8L|C}.

H % 0f A AWSServiceRoleForHealth EventProcessor AMH|A 9173 d&tg &5 0o 2 Qt=o0{of §hL|Ct.
A 7|'§||'

REMIEH HE = IAM AHE dB M| MH|A AZ o9gf M Mg

AWS Healthol| CHEF MH[A 213 4 THE

AWS Health Ol il MEIA 17 {88 BIEIE 4+ SaLiCh AHIA o171 48 Must Folls it
B IE(E|T A2 S AT Y 4+ VI HE0) A OIS S HHY + UaLICH HXIEHIAME AB3o]
80| MHS WA 4+ UALICH AAIE LIZ S IAM AL MBMO| MBI 9473 o8 HES B X3}

M.

AWS Healthol| CHEF MH|A &3 HE AfK|

AWSServiceRoleForHealth_Organizations @& 2 x| 524 MK
DisableHealthServiceAccessForOrganization g S &3dfof & LICt. 2 CHS IAM 2&, IAM API
EE = AWS Command Line Interface ()& S35 g2 AME & AU&LICIAWS CLI.

rdE g AXISE{H| E2/5H04 AWS QIAIEHE Z K|
ZHCSTEE H-EELICH
(o]

el [e] |
£ IAM APl EE= AWS CLIZ(E) 85l A& & SILIE AANE = JU&LCt

e e

rk!

REMIEE LIS 2 IAM AHE B L] MH|A HZE e ME S BRSHAUAIL,

AWS of CHEt 22| E2 AWS Health

ol ZZMAT} 2ZE|H IAM 2

AWS of CHEF 22|13 M2 AWS Health

74


https://docs.aws.amazon.com/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html

AWS Health AR 7H0|E

2] AaE HMQILICH AWS. AWS BHEIE EHME Al
= pre UBHEOl AR AbEllof CHEH MBS RIZSHE

Qoo 2 EX AFR Ala|of CHEH %A HEHE 203
2

|5tod HetE E0l= WOl E&LICH

>
s
|0

AWS ZHEIS HAO| FOIEl HER WA 4 A LICH 7 BElE MR HOlE HEHe AWS o]
Eohs AWS 29 o[ HMo| ZE RE 2ot T XA FUASK, 18 U Eof
S BLICH AWS AWS MHIA = M7 AIBHEIZALE 71E AHIA0) A API S218 AL E 4 Q| 2

=3t

- AWS Z2|8 E&: AWSHealth_EventProcessorServiceRolePolicy
« AWS #2|8 E: Health_OrganizationsServiceRolePolicy

- AWS 2|8 H*: AWSHealthFullAccess

« AWS HealthAWS £ 2|3 H3of Cieh YHI0|E

AWS Z 2|8 H3: AWSHealth_EventProcessorServiceRolePolicy

AWS Health & AWSHealth_EventProcessorServiceRolePolicy AWS # 2|3 Mg AFg&tLct. o| &

& A2 AWSServiceRoleForHealth_EventProcessor AH|A @47 dgtoi HAZAE/LICE. O]

MZ Sl MH|A 014 AE 0| AFEKHE CHAISHO] Y S REE &= U&LICH IAM .°_"E-|E|01| O| =4
F > QA& LT RRAMIE LI 2 AWS HealthQ| AMH|A 213 A8 AL BHHE B ZSHAAIR.

om

o)

mo oX

ale

el Mo le7F AWS QAIEE ZHR| & CHE 2 @It Amazon EventBridge #2101 HA|A S 4
AWS Health U= 3{835t= Cta1 22 ™ol J}aLct

et Al B

O] d&ol= Cts HErol L lof U&LICH

* events - EventBridge #22 A& I AfX|st 1 oS 722 CHe S dFs T Uo|o|EFLICH

AWS of| CHEr 22l H2 AWS Health 75


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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"Version": "2012-10-17",
"Statement": [
{

"Condition": {
"StringEquals": {"events:ManagedBy":

processor.health.amazonaws.com"}

1,

"Action": [
"events:DeleteRule",
"events:RemoveTargets",
"events:PutTargets",
"events:PutRule"

"event-

1,

"Resource": "*",

"Effect": "Allow"

.
{

"Action": [
"events:ListTargetsByRule",
"events:DescribeRule"

1,

"Resource": "*",

"Effect": "Allow"

}
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_OrganizationsServiceRolePolicy$jsonEditor
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« organizations - OrganizationsOi| A A& & = AWS MH|A Q= AWS Organizations /2| 7|1
2 MdEELICH

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListDelegatedAdministrators",
"organizations:DescribeOrganization",
"organizations:DescribeAccount"
1,
"Resource": "*"
}
]
}
MM 873 ALY S22 AWS HealthAWS 2H2/33 H20i| Cf3t ool 0|E 2(8) A EsHAAIL.
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"Version":

"2012-10-17",

"Statement": [

{

"Sid": "OrganizationWriteAccess",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {

"organizations:ServicePrincipal": "health.amazonaws.

"Sid": "HealthFullAccess",
"Effect": "Allow",
"Action": [

"health:*",

"organizations
"organizations
"organizations
"organizations

1,

"Resource": "*"

"Sid":
"Effect":
"Action":
"Resource": "*",
"Condition": {
"StringEquals"

"Allow",

"iam:AWSServiceName":

:DescribeAccount",
:ListAccounts",
:ListDelegatedAdministrators",
:ListParents"”

"ServicelLinkAccess",

"iam:CreateServicelLinkedRole",

3 o

"health.amazonaws.com"

com
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Enabling organizational view (Console)
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DescribeHealthServiceStatusForOrganization APl 22 £ &35l0{ ZZM|A HEIE &
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- 0| 7|2 #4435l Health_OrganizationsServiceRolePolicy AWS &2
20| Q= AwSServiceRoleForHealth_Organizations AMH|A 9474 48to| =&
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Enabling organizational view (CLlI)

ZE B7|E2 A8 MH35tE4H EnableHealthServiceAccessForOrganization APl Z4E A2 51
ElLict.
AWS Command Line Interface (AWS CLI) EE= AtA| 2 EE AFE5t0{0| &Y 2 =& = U&L
Ct.
® Note
- AWS Health APIE =& 35t24™ Business, Enterprise On-Ramp EE= Enterprise Support
2ol loqof EfLct.
- O/ SE(HEX|L|ot E58) 2™ A=EZQIEE ALSSHoF FLC
Example
CtS AWS CLI BHE2 AWS HHo|A0| 7|52 gHEterLIC ol BE2 &E| AE E= Hest ©
50| s AHE S U2 = U AHAM AFSE &= &LICE

aws health enable-health-service-access-for-organization --region us-east-1
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeHealthServiceStatusForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://aws.amazon.com/premiumsupport/plans/business/
https://aws.amazon.com/premiumsupport/plans/enterprise-onramp
https://aws.amazon.com/premiumsupport/plans/enterprise
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ClS A= o X0l M= EnableHealthServiceAccessForOrganization APl 24& & &8 L|C}

Python

import boto3
client = boto3.client('health')
response = client.enable_health_service_access_for_organization()

print(response)

Java

Ctg ool M= A Java 2.0& AWS SDKE AMEE = U&LICEH

import software.amazon.awssdk.services.health.HealthClient;
import software.amazon.awssdk.services.health.HealthClientBuilder;

import software.amazon.awssdk.services.health.model.ConcurrentModificationException;

import
software.amazon.awssdk.services.health.model.EnableHealthServiceAccessForOrganizationReques
import
software.amazon.awssdk.services.health.model.EnableHealthServiceAccessForOrganizationRespor
import
software.amazon.awssdk.services.health.model.DescribeHealthServiceStatusForOrganizationRequ
import
software.amazon.awssdk.services.health.model.DescribeHealthServiceStatusForOrganizationResf

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
import software.amazon.awssdk.regions.Region;

public class EnableHealthServiceAccessDemo {
public static void main(String[] args) {
HealthClient client = HealthClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(
DefaultCredentialsProvider.buildexr().build()

)
.build();

try {
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AWS Health
DescribeHealthServiceStatusForOrganizationResponse statusResponse

client.describeHealthServiceStatusForOrganization(
DescribeHealthServiceStatusForOrganizationRequest.builder().build()

);

String status
statusResponse.healthServiceAccessStatusForOrganization();

if ("ENABLED".equals(status)) {
System.out.println("EnableHealthServiceAccessForOrganization already

enabled!");
retuzrn;

client.enableHealthServiceAccessForOrganization(
EnableHealthServiceAccessForOrganizationRequest.builder().build()

);
System.out.println("EnableHealthServiceAccessForOrganization is in

progress");
} catch (ConcurrentModificationException cme) {
System.out.println("EnableHealthServiceAccessForOrganization is already

Wait for the action to complete before trying again.");

in progress.
n +

} catch (Exception e) {
System.out.println("EnableHealthServiceAccessForOrganization FAILED

e);
}
}
}
AEMIEE LHE 2 Java 2.0=2 AWS SDK 7HEM A} OFLHAE &I RSHAAI2.
# HHo| 2l
=

=}
[=3

Ol 7|2 & 4435t Health_OrganizationsServiceRolePolicy AWS #E|
AWSServiceRoleForHealth_Organizations AMH|A @473 9&r0| &9 & E| A Ho| M

L[Ct.
(® Note
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeHealthServiceStatusForOrganization.html
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Viewing organizational view events (Console)
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Viewing affected accounts and resources (Console)
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Disabling organizational view events (Console)
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Disabling organizational view events (CLI)
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(® Note
Z %] DisableAWSServiceAccess APl 42 Al83510 Z&| 7|s2 HIEHeE == Y
C

&LICH O] Y e S ESIHE X CHE ZE A Ho

SX|gtLct =& 27|12 2|8l AWS Health APl 212 5 =587} error. AWS Health
continuesE AWS Health gF&tst0d AWS HZo| AE) O|HEE ElAH|EL|C},

S22 HIgd
A 47 o482 AWS Identity and Access Management (IAM) 22, IAM API EE

rr
i
Olm
ol
=
1z
Pl

N

TR el AEol ot [U&LICH AWS CLI AtAM[EH LI 2 IAM AHE DdEMO| AMH|A 247 45 4

ci ghAlo 2 ZAHEl AWS Health O|HHIEE 2 AWS Healths™ AWS Organizations U= S 0M [
X 7SS €8 + U&LC /UE #HERt 7SS AF8 5 ofe Blo| =& Ao AEf Of
HIEE =0l5tT #alg &= e KNS 2tEE = et 7ts8 22 #el AE 5o Melg
Q5= Zd0] AWS EoF B A lL|CH.

Sxt

« ZE E7|of Chal /T HEIX EF

- ZE EH7|0M fE 2lXt XA

ZEOo| X HIIE EH3E Fols =2 HH AEE =|Ci 5717

LIC}. o] Ztd& 45242 RegisterDelegatedAdministrator AP &t

2 5
mjo
Fol
M
o
C
[ul
=
F
N
o
[0
on

ZZof CHet T BEIR 27| 2E| 94


https://docs.aws.amazon.com/organizations/latest/APIReference/API_DisableAWSServiceAccess.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://aws.amazon.com/premiumsupport/technology/aws-health-dashboard
https://docs.aws.amazon.com/health/latest/ug/health-api.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_RegisterDelegatedAdministrator.html

AWS Health AR 7H0|E

S5tH " A-ol &2 AEo| 2IKE|T AWS Health CHA|2 =0 M AWS Health Z %] 2 7]0of] A AllA
& = &t AHo Business, Enterprise On-Ramp EE= Enterprise Support 20| )= 32 ¢
ol

O =| 22| K= AWS Health APIE A236104 AWS Health =2 2 7|0f HAMAE £ d&LICtH

|
Health MH|A 29 =X "health.amazonaws.com" 2} ?:.UHI %% g 'i'é!I:H HAM IDE HFEL|C}.

aws organizations register-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com

UE HEXE SESIHE =2 Mo A™Ho| FEE 0|kl ZE AWS Health O|HIEof CHEF 7HA|A
g #$H2E £ &LICH X[t 90 SOt = XX EHY| 7|50| XS §MEE 0| S H 22
Mol 174 O|HEZE 2 & Q&LICH QUE HEXt 7|52 E43l6tE 22 HISV|Al ZZMA0|2
2 223t= ol 2l 120] A ELCt

ZEo| ztE| AHoi| M CHE AWS CLI B2 E—;S%m QU= BE|AFE M B A M HELICE o
= H240{| M= ACCOUNT _IDE MHIAtst= Hid HA IDE b= L|Ct

aws organizations deregister-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com

fIE 2Elxt AY ™A 95


https://aws.amazon.com/premiumsupport/plans/business/
https://aws.amazon.com/premiumsupport/plans/enterprise-onramp
https://aws.amazon.com/premiumsupport/plans/enterprise
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DeregisterDelegatedAdministrator.html

AWS Health AR 7H0|E

Amazon EventBridgeE AWS Health AF&30{0{|A O|HIE 2
L|EE&

Amazon EventBridgeE AF&35t0{ AWS Health O|HIEE Z K|

= AFERI7F BHE &0 et o|HIET & X[-HE gfat Y 3
S3tLIct o|HIE 3ol met O|HE HEE x5t 7HLE, 7t H7
LE, =8 ZX|E F|atHLE, 7IEF Y2 =-E = J&LICH o & 010 Amazon Elastic Compute
Cloud(Amazon EC2) QIAEIAQ}L ZFO| YO|O|E 7| 0 2 EI AWS ElAA AWS HHE 71 U= FLRE A
85104 O|HIY & &S AWS Health 2 & = QU&LICE.

HL "1|0
=

(® Notes

« AWS Health = #[M9o| 22 J|Hto =2 O|HIEE X|SFfLICt O[HET} &4 EventBridge
of MEEE & E&E|E 22 otuCt.

. MA3HE 2E EventBridge T A120] CHEH 21T 4 A8 £ & LICHAWS AIE. LK of
2 Aol ChEt 5| OJHES + 5™ £5 27| U U Balxt HHAS AR50l

AWS Health O|HIE ZI7|E AWS Organizations& Z35tM|I 2.

AWS Health /2 Z 22| YL Z EventBridgeo CH3H CFHS
A& LICE.

o
e
o

gf o CHef RS SolM MEE &

« AWS Lambda &<

* Amazon Kinesis Data Streams

« Amazon Simple Queue Service(Amazon SQS) CH7 |
7|18 M-S & (od: CloudWatch BE &

« Amazon Simple Notification Service(SNS) FA|

0 & £0{ AWS Health O|HE 7} 2t M3l Lambda &£ 2 AF23510q Slack #{'Eof| Y22 MEter £
A& LICH EEE Lambda ! EventBridgeE A& 304 AWS Health O|HIE 7} 2t A&t Tf Amazon SNSZ
MEX KIHEAE FE SMS 22 B2 £+ Ql&Lct

st A
ME 4 Q)

AWS Health O|HIE 0
AWS Health =& & X35t

1 CHet &

i

o2

0=

P AFERE X LB ME2 GitHub2l

ol

rr

NS

X
0

96


https://docs.aws.amazon.com/health/latest/ug/aggregating-health-events.html
https://docs.aws.amazon.com/health/latest/ug/aggregating-health-events.html
https://github.com/aws/aws-health-tools

AWS Health AR 7H0|E

A

« AWS 2| M8 #H2|of CiEt EventBridge 75| A4

« AWS Healtho| CHEt #|&H o|HIE I HEZ] O|HE ZL|EE
« AWS At Bt x| L CHE S A8 57| I8t MHIA 47 3E Mk

« EventBridge| A HO|X|7} O7{ %! AWS Health O|HE S8 27|

« 2 27| 3 2[E #E|RH HMAE AHE5H0] AWS Health O|HIE EA

+ AWS Health O|HIE R L|EE 2 2E]2 JIRA L ServiceNow?}l S8

ok

« 9| O|HE CHEt 2 ElE 2 LT E EventBridge 73 743 AWS Health
« Ol O|HIEN CHEt 2SS BELHTE xE ofZ 2|7 0] M0l M Amazon Q Developer 743 AWS Health
« O|O|HEN CHEt SEHOE EC2 QIAEHANM U2 XSS 2 A AWS Health

» Reference: AWS Health events Amazon EventBridge £ 7|0}

AWS 2|7 ™

0l

24 2|0i| CHEt EventBridge & A4

b 2|0l CH3H EventBridge TH&I2 24 4d5HoF &L

= 2! Cl. 7212 AA
StX| B O|HIEE 418 & gi&LICh 6l &0, 0= MF(222) 2T oHEE +4I5HE
oF ©

=
2
2
T
]
=Y
h
1o
I
02
on
2
E

gl:-
o
ro
(@)
S
m
H
o
glzl
N
[0
Y
I
[S)

Oo=|%o|=% Ht

m
s
(N
ol
-
o
Ll

HU
40
lo
i
rie
U
mjo
_QI_-
Ol
N
on
9'|1
1 0
0
>
r
ful
°
]
ro
_\—T'l
i
Ju
o
E
[m
>
S
wn
T
D
Q
= 0
Ir o
0
ook
fjo
ne
rr

0 ]

o
P R eall AR LTI
H
n
k=)
0
>
2
>
op
[
L >
o
]
=
ok
o
0o
rlo
>
=
wn
T
D
O
=
lo
OH
X
o
=
Im r
0
HT
M
ook
2

>

ol
-

WS ZtE|MO| 2 E 2[Fof chall 0|= MP (&) 7il8 o= -
EXol &g Yt O|HEE #Hl& 418 £ Q&L 0= ME (8
e

F(HX|LoF §57) 2l Lot

o
-T
2

O > Kl
rH
m N

™ 0 gz

1=z
2
u
2 0

¢ IR
ro o AY
ol >

lo
ofn
to

oE 20| fRHEZIFEE) 2o o|HIEE 2LIEHE ST sHT 2
= B2 AWS Health = siE O|HIEE 0| ME(E2) EIMeE: T P
EventBridge TH=l0| X8t CHe o2 O|HIEE ™S ELICH 8] #=|2 BHEE{H 0
CHst 2212 E =5 EventBridge 72! 4 AWS Healthof CHEF HXHE

ME ALSELCH.

LS AWS Health O|HIE= E[MHEZ CELICH &3 2I-o| S 8HE|X| 2f= o[
1 gHL|CH 047]0l= AWS Identity and Access Management (IAM)2 @[3l & E 0

I 224 o|HIEE 4AI5tE{H O|F SE(HXILIOL 55F) 2T 7|2 X[¥e 2, 0
|

°ig ol K| 2 X|MsHE TAIZ BHE0{of BLICH

P!

AWS BT Mg Helof CHEH EventBridge T2 4+ 97


https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html#about-public-events

AWS Health ARt 7H0l=

oM 22 O|HIEE £ Al5t2{H AWS GovCloud(O|= ME) EIx0fAM 728 M4 AWS GovCloud
(US)3HoF &L F.

Ol

=

Im
B

AWS Healthod| CHt AH| 2% Ol 22| o|HE BLIE{E

EventBridge T+ 2!2 44504 O|HIEE 2 L|E{E
HEE D5 ™MetshL|C}.

ok

mf & AWS Health 7% o|HIE 9l HE2! 0f
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"version": "Q",
"id": "fd9d4512-1eb0-50f6-0491-d016ae56aef0",
"detail-type": "AWS Health Event",
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https://status.aws.amazon.com/
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"source": "aws.health",
"account": "123456789012",
"time": "2023-02-15T10:07:10Z",
"region": "us-east-1",
"resources": [],
"detail": {
"eventArn": "arn:aws:health:us-east-1::event/EC2/AWS_EC2_OPERATIONAL_ISSUE",
"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "PUBLIC",
"communicationId": "©01b0993207d81a09dcd552ebdle633e36cf1f09a-1",
"startTime": "Wed, 15 Feb 2023 22:07:07 GMT",
"lastUpdatedTime": "Wed, 15 Feb 2023 22:07:07 GMT",
"statusCode": "open",
"eventRegion": "us-east-1",
"eventDescription": [{
"latestDescription": "We are investigating increased API Error rates and
Latencies for Amazon Elastic Compute Cloud in the US-EAST-1 Region."
"language": "en_US"
1,
"page": "1",
"totalPages": "1",
"affectedAccount": "123456789012"
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13.

14.
15.
16.

17.
18.

19.

20.

- DEOHE % 3CE MENG{ ZE O|HE 8 ICo ML= #3IE OtELCH

- EHOMHE % I E MENSHLCIR =SS0|M stLE 0|4 9| gt M
EASILICH O/ 5tH EM O|HE K& I=oftt ML= #F3|0|
MMEILICH 0 2 S0{ AWS_EC2_INSTANCE_STOP_SCHEDULED %!
AWS_EC2_INSTANCE_RETIREMENT_SCHEDULEDES MEH3I T SHE O|HIE 7} 7| ZJ0d| A 2k
ste oot #=lo] M FL|C}.

P g glAAo| CHSl ChS M8 & SHLEE MEdELICE.

. BEZIAAE MEHGl0{ BE BlAAN MR #2I8 pHELICH

. EXE|IAAE MEHG T 5L O|AQ| B|AA IDE QUBASHLICE & S0, i -
EXAMPLEalb2c3de4Qt ZHE Amazon EC2 QIAEIA IDE X|&5104 0] 2|AA0|TF ¥&F2 O]

e
%l OMES DUIEYEY 4 UBLICH
72! Mol OMIE BUIEY 2712 BFsEx AL

Next(CHS)E MEELICE

CHah ME4 mo| X[l A O] T+=lof CHEH BHE CHA RS MEISH = siE F0| 2E 2E F7t
SMg L MELICE o & S04 O|HEZE Amazon SQS CH7|Y¥ EE= Amazon SNS FANZ2 E =

(MEH A2 Ef 2 T Ad(Configure tags) H O|X|0lA Ef2E F7t6t 1 CH2(Next)2 AE4SFLICH
- #1: #XY EventBridge 2| aws.health AA0|MHE E{2E M&5HR| et &LICH.

AE 2 4 (Review and create) H O|X[0|| M #& MHS AESI0{ O|HE ZLIEE QF At S

Example : 2 & Amazon EC2 O|HIE 0 CHEF 7+ 3]

CHS

O AlE= EventBridge7} O|HIE Q& ¥F o|HE I L Z|AA 5 2 E Amazon EC2 O|HEEZE

DLEZSIEE 722 ddELot
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AR 7H0|E

Event pattern info [@ Event pattern form @ Custom patterns (JSON editor)
AWS service Event pattern
The name of the AWS service as the event source Event pattern, or filter to match the events

Health v 11

2 "spurce": ["aws.health"],
"detail-type": ["AW5 Health Event"],
Event type 4  "detail": {
The type of events as the source of the matching g "service": ["EC2"]
pattern 5 H
e 71
Specific Health events v

(@) This builder helps to build an event
pattern to get events from AWS
Health regarding health status of
other AWS services.

Any service
© Specific service(s) Copy [# Edit pattern
EC2 v

(o] Any event type category
Specific event type category(s)

© Any resource

Specific resourcel(s)

Example : £ Amazon EC2 O|HIE 0] CHEF 7=

jo
ra
mn
r
[ul

Ct= 0 Al= EventBridge7t CHS 852 ZLIEHASEE 75

Amazon EC2 MH|A

scheduledChange O|HE R% HE

AWS_EC2_INSTANCE_TERMINATION_SCHEDULED &
AWS_EC2_INSTANCE_RETIREMENT_SCHEDULEDS| O|tHI

[m

9% ac

ID i-EXAMPLEalb2c3de47} &= QIAEA

O|HEO CHEt ZBIS ELIE S EventBridge 7= 74
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AWS Health AR 7H0|E

AWS service

The name of the AWS service as the event source
Health v
Event type

The type of events as the source of the matching
pattern

Specific Health events v

(@) This builder helps to build an event
pattern to get events from AWS
Health regarding health status of
other AWS services.

Any service
© Specific service(s)

EC2 v

Any event type category
© Specific event type category(s)

scheduledChange v

Any event type code
© Specific event type code(s)

AWS_EC2_INSTANCE_TERMINATION_SC X
HEDULED

AWS_EC2_INSTANCE_RETIREMENT_SCH X
EDULED

Any resource

(o] Specific resource(s)

-EXAMPLEa1b2c3ded

OlF Exto| o Als B MHIA 3 OJHIE S8 Mol Chet 742 BEE WS 2oiELIC of
MEIA 2 OMIE S8 HFO| Cfet F2I2 BE 25 aLCh 5, ZLEsIEIE 2 MulA W HE
of CHaH Wz ol 72 BHE TRt YALIC T2I34H O/l HElS HES 08 HE AZS 25

Of2] MHIX X EH 0l hE 77 B 105
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2 e

20| 75 HOIX|oIM 74 0|&S MEyBLICH
QEZ 4E DMElolM HEIS MLICH

m
<
@
>
=
w
=
Q
Q
®

A THEIO) MEIA W HFEE F7bstA

O] &2 +&slo{™ 9t H|o| o| o|HE o] CHEF Y EIZ ELY EventBridge %! 714 AWS
Health MAHE &g LICt.

S50 B MU|ALE HFE MEISHE CHAl O[HE THEo| M THE HES MEAEFLICY.
BIAE oo HE L8 S e LCt 1 R8 O|HE IHHE PHE7| fI8t Z=- 2 CHF oAl IH
B2 XA,

O|HE mjEiE HES C}2 o O|HIEo]| CHEF 222 H LY EventBridge T+ %! 743 AWS
HealthQ| LFHX| Z%tof| et -T-nl"i.% M-S A AR,

API| EE&= AWS Command Line Interface (AWS CLI) A&

M T&olLt 7|&E %9 B PutRule API 2/ EE= aws events put-rule & ot
E mEE UO[o|EFfLICH oM AWS CLI -2 AWS CLI B& EHZE 9| put-ruleg T SHAMIL.

E

C

B2 ALE
%

=E|
[ |

xample 0i: 0424 MH|A L O[HIE &

0%
iy

= O|HIE ZHEH2 Amazon EC2issue, Amazon EC2 Amazon EC2 Auto Scaling & Amazon VPCZ2]

Ml 7EX| AWS MH|A0f| CHEF accountNotification, & scheduledChange O|HIE 2% #39| Of
HEE D LIEZ St &S MMELICH Amazon EC2

{
"detail": {
"eventTypeCategory": [
"issue",
"accountNotification",
"scheduledChange"
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https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_PutRule.html
https://docs.aws.amazon.com/cli/latest/reference/events/put-rule.html

AWS Health AR 7H0|E

iF

"service": [
"AUTOSCALING",
"VPC",
"EC2"

]

I

"detail-type": [
"AWS Health Event"

15

"source": [
"aws.health"

o| o|HEo| CHet EIZ ELHE=E ME o = 2|71 0|0 A Amazon
Q Developer %3 AWS Health

Slack 2! Amazon Chimell Z2 &l Z2}0|¢1E 0| M ZIT&] AWS Health O|HHE S £~ AIEH £~ Q&L
Ct. O| O|HIEE At&3to{ oHEE|70|M & QL atol| WES O/FE = JUe 22 AWS MH|A BXE A
B8t o~ QI&LICH AWS . 1#&H CFS AWS Health Dashboard 21215104 2G| 0| E.0of| CHEH REAIS| o}
2 £ Q&LICH o€ S04 AWS A& Q| AWS_EC2_INSTANCE_STOP_SCHEDULED O|HE S&g 2L
E{26t= 22 AWS Health O|HIE 7| Slack &M'Eoll 2 EAIE £ &LICH

>

m>

AlEtst7| Mol oS Argol 2 Lot

- A% ofZ 2|7 0|0 A Amazon Q DeveloperZ +ME & Z2t0|HELICt. Amazon Chime &
SlackE TFHE £ JU&LICH AtAME LI 2 AT of Z 2|7 0]412] Amazon Q Developer £ 2[At ©F
LHA 2| ZHE! ofZ 2|7 0|0l A Amazon Q Developer Al%f61718 R XSHMIL.

- MM5tT A5 52 Amazon SNS FAILIC} 00| SNS FA|7 Qo™ 1 &2 AHS5tH L
KEMIEH L& 2 Amazon Simple Notification Service 7He XF LA S| Amazon SNS A|ZH517|8 & X
SHAAI2.

T

ME o E 270|440 A Amazon Q DeveloperZ AWS Health O|HIE S £ A15l2{H

1. O CHS 13EHAH|e] o] o|HIEof CHE &3l E LT = EventBridge 7= 743 AWS Health 2%}
E [mELich
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https://health.aws.amazon.com/health/home
https://docs.aws.amazon.com/chatbot/latest/adminguide/getting-started.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/getting-started.html
https://docs.aws.amazon.com/sns/latest/dg/sns-getting-started.html
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EventBridge0il A HO|X|7} OH7{T! AWS Health O|HIE =8 27|82 #EXFAML.

—tee

.

"detail.page": ["1"]

gLk

b. 14EFH|oIM CHAFE MEAE M= SNS FXE MEHELICH RS OfZ 270l 220 Amazon
=015

Q Developero A S s SNS =M E AL ELICH

S
c. LIHX|CHHE &2 5to 7212 MAdghL|Ct

M
o
o
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r
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A o Z2|7i0|MH £ 0 M Amazon Q Developer

Slack M'd O|§1t Z2 MT SCI0|UEE MEE OHE HEIS MEELICH

&3 - M Mol FH|o| M 1EFA M XIFEH Wt S Ut SNS =XME MEFLICH

X% (Save)= MEHFILICY.

7t 720t L x|5HE O|HIEE EventBridgeZ AWS Health £ L AWS Health O|HIE 7} R & 2

2to|Eoi| E A[FELICH

AWS Health CHA|Z2 20{ A RHAIEE LIS EE4H O|HIE o|§2 ME{ELICH

Example :Slack@ £ & E AWS Health O|HE

CHS

2 Slack ol LIEtLL= O/F S5 (HX|L|ot §5) 2|72] Amazon EC2 & Amazon Simple

Storage Service(Amazon S3)0| CHEF & 7+X| AWS Health O[HIE 9| of L |C}.
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https://console.aws.amazon.com/chatbot
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o AWS APP 11:46 AM
. ﬁr’ AWS Health Event | us-east-1 | Account: 123456782012 | open
Event type code: AWS_ECZ_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED

ECZ has detected degradation of the underlying hardware hosting your Amazon EC2
instance associated with this event in the us-east-1 region. Due to this degradation
your instance could already be unreachable. We will stop your instance after
2021-03-19 18:36:40 PST. Please take appropriate action before this time.\\n\\nYou
can find more information about retirement events scheduled for your EC2 instances in
the AWS Management Console https:/console.aws.amazon.com/ec2/v2
/home?region=us-east-1#Events\\n\\n" What will happen to my instance?\\\nYour
instance will be stopped after the specified retirement date. You can start it agai...
Show more

Start time: Sat, 20 Mar 2021 01:35:40 GMT

End time: Sat, 20 Mar 2021 01:34:40 GMT

o AWS APP 12:08 PM
G ? AWS Health Event | us-east-1 | Account: 123456789012 | open
Event type code: AWS_53_OPEN_ACCESS_BUCKET_NOTIFICATION

We are writing to notify you that you may have exposed your 53 bucket/s to a larger
audience than you intended. AWS recommends that you review your bucket
permissions and ACLs to determine whether the access is appropriate. 53 bucket
permissions should never contain \\\"Principal\\\":\\\"*\\\" unless you intend to grant
public access to your data. Additionally, 53 bucket ACLs should be appropriately
scoped to prevent unintended access to \\\"Authenticated Users\\\" or
WA"Everyone\\\" unless your use case requires it.\\n\\nThe list of buckets with this
configuration is associated with this event.\\n\\nThe following links provide an overv...
Show more

Start time: Sat, 20 Mar 2021 01:35:40 GMT

End time: Sat, 20 Mar 2021 01:34:40 GMT

O| O|HIEON CHEt SEH O 2 EC2 QIAEHAN M EHAUS RSS2 A
i AWS Health
Amazon EC2 QIAEIAO]| IZH3H of &= O|HIEO SES

EE H’E0ol AWS Health 7145+ EventBridge 7210
CH&ME EE5t04 AFESXHE CHAlStod 2 g XHS&He = UELICH
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0 & =04 Amazon EC2 QIAEIA AL B X| O|HIE 7l Amazon Elastic

Block Store(Amazon EBS) K| EC2 QIAEI A0 04 2F | AWS Health 7}
AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED O|HE %54% AWS Health CHA|2
EE MESELICH #EloM o OHIE REES ZKIGHH QIARAS| BX| U A2 XSEE = USL
Ct. Ol 6t O|2{Et Y2 =SS E e 7t eigLct.

@ Note

Amazon EC2 RIAEIAOf CHEt 2 S RIS 3t5tE{H Systems Manager0i M QUIAEAE #E|
afiof &FLICt.

REAMIEH LI 2 Amazon EC2 AHE MEAO|AM EventBridgeE A& 3104 Amazon EC2 At S3HE & X3t

A™ =
T2 MM 35te{m HX] AWS Identity and Access Management (IAM) S M50, IAM HES
Mdstm, g ol AlZ HAME Mo|o|Est of FLICH

Che Rtoll M2t ofErol R D7 P2l WS MAMBLICH Ol WA ASRE CHAlSHod B2
£ 4 s WS ool RofELICH O HAIOIAIS IAM Z&0iA JSON B HE|E ALSH
Lict

1. of 212! AWS Management Console 3t11 https://console.aws.amazon.com/iam/ IAM 2&2 &
L|Ct.

2. ErM E oA PoliciesE MEHEFLICH.

3. HHM YYES MEigct

4. JSON ®iZ {EHEHLIC.

5. C}Z JSONZ SAtet Ot HE7|0|A 7|2 JSONI} BhELICEH

"Version": "2012-10-17",
"Statement": [
{
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/automating_with_cloudwatch_events.html
https://console.aws.amazon.com/iam/
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6.

iy
{

}I
{

iy
{

4%t o8

AutomationEVRoleE&

"Effect": "Allow",

"Action": [
"ec2:StartInstances",
"ec2:StopInstances",

"ec2:DescribeInstanceStatus"

1,

"Resource": [

i n

]

"Effect": "Allow",

"Action": [
"ssm:*"

1,

"Resource": [
" n

]

"Effect": "Allow",

"Action": [
"sns:Publish"

1,

"Resource": [
"arn:aws:sns:*:*:Automation*"

]

"Effect": "Allow",

"Action": [
"iam:PassRole"

1,

"Resource":

Resource I}2FO|E{2| Amazon 2|A

2 iR AL 7122t S A
A& EHLICH

Next: Tags(CtS: Ei1)E MEHFLICY.

A O|Z(ARN)OI AWS H & IDE

AMEE T J&LICH o] dAloME

"arn:aws:iam: :123456789012:role/AutomationEVRole"
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"ssm.amazonaws.com",
"events.amazonaws.com"

iy

"Action": "sts:AssumeRole"
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Systems Manager At& & 0] CHEt EventBridge +%2 BHSE{H
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0 € £04 Amazon EC2 EBS X|¥ QIAEIAO| AL
AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULEDE MEHEfL|Ct. Amazon EC2
ABA AE0] X[ QUAEIAO| 742 AWS_EC2_INSTANCE_RETIREMENT_SCHEDULEDE MEHE
LI|C}.

(o}
.

[2E BlAA(Any resource)]S MEHEFLICE
O|HE mE2 CHZ of|2F RAHEILICH

Example

"source": [
"aws.health"
1,
"detail-type": [
"AWS Health Event"
1,
"detail": {
"service": [
"EC2"
1,
"eventTypeCategory": [
"scheduledChange"
1,
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"eventTypeCode": [
"AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED"

}
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14. AtS& oietole 2 Rl oS U3 ey |8 MEEhL
15. 121 22 Zlcof {"Instances":"$.resources"}=S 2I8L|Cl.
16. & M| Z=oi {"Instanceld": <Instances>}S(Z) Y=2&L|Ct

17. 7|8 A& AL S MENSH ChS, M8 IAM A& (0: AutomationvRole)S MEHEFLICE

CHY 2 OFS ofAl2t 22 F4Alolo{ok &rLch.
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Targ et Remowve
Select target(s) to invoke when an event matches your event pattern or when schedule is triggered (limit of 5 targets per

rule).

55M Automation L
Document
AWS-RestartECZInstance v

» Configure document version

¥ Configure automation parameter(s)

Constant

© Input Transformer

{"Instances""%.resources"}

{"Instanceld”: <Instances=>}

EventBridge needs permission to call S5M Start Automation Execution with your supplied Automation document and
parameters. By continuing, you are allowing us to do so.
Create a new role for this specific resource

O Use existing role

AutomationEvRole L J
(@ Note
Ll EC2 %! Systems Manager &t AME| #HE 4 E 7[E IAM G&0| i 89 Y
et S50 EAILIX| t&LICH REMIEH LI 2 AFH Z7 MMHE B ESHYAIL.
18. HM(Create)2 MEAFILICE.
HAEHoMH 720 Yx|5HE O|HET} YMet= ZER EventBridges O|HEEZ X|HE Y2 ™

SELCH

EventBridgeol| CHEt 72! 44 116



AWS Health AR 7H0|E

Reference: AWS Health events Amazon EventBridge £ 7|0}

CHE-2 AWS Health OIHIE0f CHEH 27|t ILICH Ml L TetalEle] LIS 5 HAf BlolZol A
sHolgt 4 aLich 4B HolZEE £7|0h B0l Foll MIZELICH

AWS Health O|HE A 7|0}
AWS Health O|HE A 7|0}
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version EventBridge o
H-| K-I L 7(H ‘0’

id EventBridge  Of
O|HIES| 1
7 AR

detail-type Al

FHESl o
34
=)

LICF. AWS
Health
Abuse
Event

source O|HE HA of
oA AWS
Health Ot
EO| 7=IO x|
HElE= 2t

2 gLch.

Reference: AWS Health events Amazon EventBridge £ 7|0}



AWS Health

ol 2tO|E

account

Ad404
=o

aws.healt
h

AWS Health
O|HE 7} &
SE AHHEID

2LCh.

(@ Note
£
27
o3

o
< &

ox

(ol
-

09 ox ol 4o

N
=

0103 rjo o% rfo
Codorn B owone

°

o

]

of

AWS Health O|HIE A 7|0}

118



AWS Health AR} 710|1E
ot2Ho|E AE T/
time or2|o] of
EventBrid
geZ M&E
Al A
yyyy-mm-d
dThh:mm:s
sZ

AWS Health O|HIE A 7|0}

119



AWS Health

ol 2tO|E

region

Ad404
=o

22 AWS 2l

o Mz

LICt.

= mo o2 |

e (S T

.

o
- =

r
— 1 _ 0Ok

rr g

L ©

e
1

AWS Health O|HIE A 7|0}

120



AWS Health A

ol 2tO|E

[
02
&l

X
—
—_
=)
x
o
r
FO

resources

o |> Mo
10
dorr

02 o © b o% o
i
i

nz 40 Ju o2

el
T
[l

Jal

H0 [> D
2 o ¥ H
go M

rr

rir oy B

I
In

L=

30
o>
r

n

Mg HE O| MM Ht ofl
2 Fof
= Fof MH
Zl CHZ AWS

Health O|HI E
Ol N HE

7t ZEE M
MelLict.

‘M e oet0le el 7|0 2=

CtS EoAM= AWS Health O|HE AF|0tof| M5 ME mietolE{ ol LHE2 EAMEtELCt.

}

AWS Health O|HIE A 7|0} ME miet0lE 2=

'ME M2 oZlo|g 28l= AN Il
eventArn 2| 2! AWS Health O|HIE ID o
E T Estoi 5 2|™e ofHl
Eof cist ) AlERblL|Ct

AWS Health O|HIE A 7|0}

121



AWS Health

HE D TEt0E 2Hx MY

- -

0
e
1

service AWS Health O|HIE o] AWS of
MH[A FE S = Lot
0 & =04, Amazon EC2,
Amazon Simple Storage
Service, Amazon Redshift,
IE = Amazon Relational
Database Service
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eventTypeCode

eventTypeCategory

eventScopeCode
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A2,

startTime 2 AlO| AWS Health O|HE of
AEF AlZHIL|CDow, DD,
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of|2fEl O|HIE S| A|Ef AlZH2
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endTime AWS Health O|HIES| &2 ofL|
AlZto|H "@Al2 ctgat 2
&LI|CtDoW, DD MMM YYYY
HH:MM:SS TZ.
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lastUpdatedTime & Al0| AWS Health O|HIE o
O| Ot x|2t AClo|E AlZHY
LICIDow, DD MMM YYYY
HH:MM:SS TZ.

statusCode AWS Health O|HE o] AEH¢ o
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X|#El= Zhol= open,
closed, upcomingO| Z & &
L|C}.

eventRegion O] AWS Health O|HIEXM & o
Hote FEe de 2T
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“keystring1”: “keyvalue1”
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271 AE| O|HIE - Amazon EC2 24 A

"version": "Q",

"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2023-01-27T09:01:22Z",

"region": "af-south-1",
"resources": [],
"detail": {

"eventArn": "arn:aws:health:af-south-1::event/EC2/AWS_EC2_OPERATIONAL_ISSUE/
AWS_EC2_OPERATIONAL_ISSUE_7f35c8ae-aflf-54e6-a526-d0179ed6d68f",

"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",

"eventScopeCode": "PUBLIC",
"communicationId": "©01b0993207d81a09dcd552ebdle633e36cf1f09a-1",
"startTime": "Fri, 27 Jan 2023 06:02:51 GMT",
"endTime": "Fri, 27 Jan 2023 ©09:01:22 GMT",
"lastUpdatedTime": "Fri, 27 Jan 2023 09:01:22 GMT",
"statusCode": "open",
"eventRegion": "af-south-1",
"eventDescription": [{
"language": "en_US",
"latestDescription": "Current severity level: Operating normally\n
\N[RESOLVED] \n\n [03:15 PM PST] We continue see recovery \n\nThe following AWS
services were previously impacted but are now operating normally: APPSYNC, BACKUP,
EVENTS."

1,
"affectedEntities": [],
Ilpagell: Illll’

"totalPages": "1",
"affectedAccount": "123456789012"

7% AWS Health O|'H E - Elastic Load Balancing APl 24X

"version": "Q",

37 el O|HIE - Amazon EC2 2% &H| 129
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"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2022-06-10T06:27:57Z",

"region": "ap-southeast-2",
"resources": [],
"detail": {
"eventArn": "arn:aws:health:ap-southeast-2::event/

AWS_ELASTICLOADBALANCING_API_ISSUE_90353408594353980",

"service": "ELASTICLOADBALANCING",
"eventTypeCode": "AWS_ELASTICLOADBALANCING_API_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "@1b0993207d81a0@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Fri, 10 Jun 2022 05:01:10 GMT",
"endTime": "Fri, 10 Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "ap-southeast-2",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided here"
1,
"page": "1",
"totalPages": "1",
"affectedAccount": "123456789012"

H 2 AWS Health O|HE - Amazon EC2 QIAEA AE0{ ERIO|IE M5

X5t

"version": "Q",

"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2022-06-03T06:27:57Z",

"region": "us-west-2",

"resources": [

"i-abcd1111"

A% AWS Health O|HIE - Amazon EC2 QIAEA AE0{ EEIO|E M5 X{F]
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1,
"detail": {
"eventArn": "arn:aws:health:us-west-2::event/
AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED_90353408594353980",
"service": "EC2",
"eventTypeCode": "AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED",
"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "@1b0993207d81a®@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Fri, 3 Jun 2022 05:01:10 GMT",
"endTime": "Fri, 3 Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "us-west-2",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided here"
1,
"affectedEntities": [{
"entityValue": "i-abcdl111"
1,
"page": "1",
"totalPages": "1",
"affectedAccount": "123456789012"
}
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/health/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"Records": [
{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/JaneDoe",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "JaneDoe",
"sessionContext": {"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-11-21T0Q7:06:15Z"

11,

"invokedBy": "AWS Internal"
},
"eventTime": "2016-11-21T0Q7:06:28Z",
"eventSource": "health.amazonaws.com",
"eventName": "DescribeEntityAggregates",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",
"userAgent": "AWS Internal",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEntityAggregates.html
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"requestParameters": {"eventArns": ["arn:aws:health:us-east-1::event/EBS/
EBS_LOST_VOLUME/EBS_LOST_VOLUME_123"1]},

"responseElements": null,

"requestID": "@5b299bc-afb9-11e6-8ef4-c34387f40bds",

"eventID": "e4deb9dc-dbc2-4bdb-8515-73e8abcbc29b",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}
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https://docs.aws.amazon.com/health/latest/ug/enable-organizational-view.html
https://docs.aws.amazon.com/health/latest/ug/enable-organizational-view.html
https://docs.aws.amazon.com/health/latest/ug/aggregate-events.html
https://docs.aws.amazon.com/health/latest/ug/aggregate-events.html
https://docs.aws.amazon.com/health/latest/ug/aws-health-planned-lifecycle-events.html
https://docs.aws.amazon.com/health/latest/ug/manage-user-notifications.html
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https://docs.aws.amazon.com/health/latest/ug/manage-user-notifications.html
https://docs.aws.amazon.com/health/latest/ug/aws-health-planned-lifecycle-events.html
https://docs.aws.amazon.com/health/latest/ug/aws-health-planned-lifecycle-events.html
https://docs.aws.amazon.com/health/latest/ug/aws-health-planned-lifecycle-events.html
https://docs.aws.amazon.com/health/latest/ug/aws-health-account-views.html
https://docs.aws.amazon.com/health/latest/ug/aws-health-account-views.html
https://docs.aws.amazon.com/health/latest/ug/manage-user-notifications.html
https://docs.aws.amazon.com/health/latest/ug/manage-user-notifications.html
https://docs.aws.amazon.com/health/latest/ug/health-api.html#endpoints
https://docs.aws.amazon.com/health/latest/ug/health-api.html#endpoints
https://docs.aws.amazon.com/health/latest/ug/health-api.html#endpoints
https://docs.aws.amazon.com/health/latest/ug/manage-user-notifications
https://docs.aws.amazon.com/health/latest/ug/manage-user-notifications
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https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html#choosing-a-region
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html#choosing-a-region
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html#choosing-a-region
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html#affected-resouces-view
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html#affected-resouces-view
https://docs.aws.amazon.com/health/latest/ug/security.html
https://docs.aws.amazon.com/health/latest/ug/security.html
https://docs.aws.amazon.com/health/latest/ug/aws-health-dashboard-status.html
https://docs.aws.amazon.com/health/latest/ug/aws-health-dashboard-status.html
https://docs.aws.amazon.com/health/latest/ug/aws-health-planned-lifecycle-events.html#what-are-planned-lifecycle-events
https://docs.aws.amazon.com/health/latest/ug/aws-health-planned-lifecycle-events.html#what-are-planned-lifecycle-events
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html#creating-event-bridge-events-rule-for-aws-health
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html#creating-event-bridge-events-rule-for-aws-health
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html#creating-event-bridge-events-rule-for-aws-health
https://docs.aws.amazon.com/health/latest/ug/aws-health-planned-lifecycle-events.html
https://docs.aws.amazon.com/health/latest/ug/aws-health-planned-lifecycle-events.html
https://docs.aws.amazon.com/health/latest/ug/aws-health-planned-lifecycle-events.html
https://docs.aws.amazon.com/health/latest/ug/security-iam-awsmanpol.html
https://docs.aws.amazon.com/health/latest/ug/security-iam-awsmanpol.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
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https://docs.aws.amazon.com/health/latest/ug/delegated-administrator-organizational-view.html
https://docs.aws.amazon.com/health/latest/ug/delegated-administrator-organizational-view.html
https://docs.aws.amazon.com/health/latest/ug/security-iam-awsmanpol.html#security-iam-awsmanpol-Health_OrganizationsServiceRolePolicy
https://docs.aws.amazon.com/health/latest/ug/security-iam-awsmanpol.html#security-iam-awsmanpol-Health_OrganizationsServiceRolePolicy
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/security-iam-awsmanpol.html
https://docs.aws.amazon.com/health/latest/ug/using-service-linked-roles.html
https://docs.aws.amazon.com/health/latest/ug/using-service-linked-roles.html
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https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
https://docs.aws.amazon.com/health/latest/ug/aws-health-dashboard-status.html
https://docs.aws.amazon.com/health/latest/ug/aws-health-dashboard-status.html
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html#aws-health-aware
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
https://docs.aws.amazon.com/health/latest/ug/aws-health-dashboard-status.html
https://docs.aws.amazon.com/health/latest/ug/aws-health-dashboard-status.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://aws.amazon.com/premiumsupport/plans/enterprise-onramp
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https://docs.aws.amazon.com/health/latest/ug/aws-health-concepts-and-terms.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html#create-rule-multiple-services-categories
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html#create-rule-multiple-services-categories
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html#create-rule-multiple-services-categories
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html#automating-instance-actions
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html#automating-instance-actions
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html#receive-health-events-with-aws-chatbot
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html#receive-health-events-with-aws-chatbot
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html#receive-health-events-with-aws-chatbot
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https://docs.aws.amazon.com/health/latest/ug/aggregate-events.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/security_iam_id-based-policy-examples.html#resource-action-based-conditions
https://docs.aws.amazon.com/health/latest/ug/aggregate-events.html
https://docs.aws.amazon.com/health/latest/ug/aggregate-events.html
https://docs.aws.amazon.com/health/latest/ug/health-api.html
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