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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpoint.html
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https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug/
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug/
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "groundstation.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "your-account-id"
1,
"ArnLike": {
"aws:SourceArn": "arn:aws:groundstation:dataflow-endpoint-region:your-
account-id:dataflow-endpoint-group/your-endpoint-id"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterfacePermission",
ec2:DescribeSubnets",
"ec2:DescribeVpcs",
ec2:DescribeSecurityGroups"
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https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
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https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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AWS A &0of AWS Ground Station ™8t F7}
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1. ol 222l AWS Management Console 3t IAM &2 dL|CH
2. M HEH MM CtE BHAHE ASELCH
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o
b. JSON ®0|M CtE Z E A3l JSONS TEIELICH oHZ 2|7 o] Mof| 7+&F =3st

JSONE Ar8gfLict

>

- Ground Station Z2|At HEto| B2 Action2 CtZ 2 Z 0| groundtation: *S 2 g LICt

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"groundstation:*"

1,

"Resource": [

min

o 27| M& HEre| A2 Action=2 CHE 1t 20| groundstation:Get*, groundstation:List* %
groundstation:Describe*2 A& g L|C}.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"groundstation:Get*",
"groundstation:List*",
"groundstation:Describe*"

AWS 7|0l AWS Ground Station ™8t F7} 28


https://console.aws.amazon.com/iam

AWS Ground Station

1,
"Resource": [
]
}
]
}
- HE| HE Q52 S& F7t Eotol B Action= CH
Condition/Bool& C}Z 1} ZH 0| aws:MultiFactorAuthPresent:true 2
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "groundstation:*",
"Resource": "*",
"Condition": {
"Bool": {
"aws:MultiFactorAuthPresent": true
}
}
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://console.aws.amazon.com/groundstation/home#resources
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APIE Sall &g 4 &LICH SDKs 0| 7H0|E 0| M= AWS Ground Station CLIZ AF2 3510404 A I
E2 HZ A E 2|4 Aqua(Norad ID 27424)0f Ef1E X|HstE WS CHELIClus-west-2.

AWS Ground Station CLI

E Al235toqet &5 28 AWS CLI £ YU&LICH AWS Ground Station. AWS CLI £ AF23510{ |4dof|
Ef2E X|&5t7| ™ol CF=2 AWS CLI AFM =742 SFslof gfLct.

elgfLlct MAxloi ciet REAMIBH LHE 2 AWS CLI HT 2 DX[& AWS
amazon.com/cli/latest/userguide/install-cliv2.html
« AWS CLI 7} +ME|o{ Ql=K| &olstL|ct. FAof CHsH RFM|BH LIS AWS CLI A 2 A4S AWS
CLIZI Z3IAMIL. https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
« AWS CLIOIM R%| ZrE|=l= o] xtF AIS £l 78 8 2o Q152 MEE = U&LIch
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https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
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8 758t HHES SKISHAUAIL. Ol HHIAE AL E I AWS CLI BHE FXE 210 HHSH HF
AlgroundstationZ 04 AFE38ted= MH|AZE X|HELICH AWS Ground Station . AWS CLI &
TZ=0f cist REMIEH LHE2 AWS CLI HO|X[2] B X E XML, oM 38 *x= o3t ¢4

LICH.

aws groundstation <command> <subcommand> [options and parameters]

2|4 Ol xIE5t7|
M Efa 5= <92 ARNS 7+X{QtofF B LICE AWS CLIQ| list-satellites APIE S35H0| &g =
e = AsLct

aws groundstation list-satellites --region us-west-2

?lel CLI HES deott S HI e 23 Znto gretELch.

"satellites": [

{
"groundStations": [
"Ohio 1",
"Oregon 1"

1,
"noradSatellitelID": 27424,
"satelliteArn":

"arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555",
"satelliteId": "11111111-2222-3333-4444-555555555555"

Ef1E X|Hdltde IS 30l satelliteArnE 23| SLICH Ef2 X|Hoi CHEt & 71 x| S8t
FOo| Atet2 Ei 2|AA APIO 2| ARNO| Z 35T list-satellitesOl A BHEH5H= ARNO| 3% 0|2}

= Z4Lct oh 2 BHAME EfaE MstEds M0 siEd= 2IA 5)2 2 ARNS &HaksHot &
LICE O] MM E us-west-22 ALEEILICEH O] HHF o2 ARN2 CHE Zo| HEELICH 7| &:

arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555
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https://docs.aws.amazon.com/cli/latest/reference/groundstation/index.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-commandstructure.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
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arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555

Z£0] 1Y 0|§2 EAlsteA™ 2190l 7|2 AF8El=  “Name"t = E7t Qlo{oF gfLICH EFHE
AESIEE [HZE AWS CLI= H&EfAIZ O|AA O|Z X2|s{ok gfLICt Ef1= CHSat 20| EAIE

LICF.

{\"Name\" :\"AQUA\"}

CtS S 2 tag-resource APIE &304 2|4of E{I & X|HFLICE O] 22 CtS 2t AWS CLI 2 0]
T8 £ J&Lct

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~-tags
"{"Name" :"AQUA"}'

Ol | 5tH MEst /A 0|2 AWS Ground Station 2&0{|A{ 018 4= Ql&LICH

?|gol 0|5 HEsttiH S U “Name” 7|& AtEsHX|BF BT 9| 20| CHE 2/ ARNE AtE5H04
tag-resource& CtA| EE 6t ELICH 2™ 7|E 27} UCI0|EE|D 2&0f M o|F0| EAIEL
Ct. ChE2 ofofl CHEt oAl 2H ™ 3 & Lch.

aws groundstation tag-resource --region us-west-2 --resource-arn

arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~-tags

'{"Name" :"NewName"}"'
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https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/untag-resource.html
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aws groundstation untag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~--tag-keys Name

A Ee 2EYHSHE W Qo S/HHoR HMAE = =233 4 d2E X3 ste X|H
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AWS Ground Station = CIO|HE HEZEIFHAE O|0O|E{E CI223 57| QI6H CHS «I8e 2EEE
K| 4EhLct.

* Aqua

- SNPP

+ JPSS-1/NOAA-20

* Terra
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https://aqua.nasa.gov/
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Station ol Y2 =& 4 Ql&LICt 0|28t oflH|HI2|A = Space-Tracke| 7|2 HAHHZIAE RHH|F L
CH & Z= 7|2 oM 2|4 H|o|E]). RHIE HHHIZ|A HIAIXI(OEM) & 2& 2 A(TLE) &Alo| ofm|mH| 2
A O|o|H =418 X|§ELICt

MNEX XIE A8 HREstH = FEES JiMet T, 21 0|4 EBf ofHH2[AE AHSE =

RE x=7| Y2 x5t AWS Ground Station, &2 TEdg 4= Q&L|Ct

@ Note
ol 8 FIH 2T HE 7 € EE7| Mol A8 X|’H ofHH 2| AE MB3dte B TLES]
2 FIEF2 0 S ZE0of 000002 AHESHT TLE == OEM HIEHH|O|E{ Q| = Al X|HA ZHE
O A& H5 HE0f| 0002 AFRE 4 A& LICHO!: 2024401 Z AIE! 2 0| Z4<L 24000A).
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AWS Ground Station = & 7} X| 7} A&t &4 cCcSDS &0 2 OEM 2 M| E ol HHIZ|AE
*EZlgrLIct OEM m e KVN & 4lolo{of gfL|C}. Cl E o= OEMS| CHst ZEEQtJF CCSDS &
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Section Zc CCSDS ¥ AWS Ground Notes
Station Zl

USEABLE_S ofL|2 ofL|2

TART_TIME

USEABLE_S ofL|2 ofL|2

TOP_TIME

STOP_TIME of| odl
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= o 228
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Data X of of ol M EAIE km
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X_DOT o o4 oM EAIE km/

S
Y DOT of of ol M EAIE km/
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Section = CCSDS E2 AWS Ground Notes
Station 2
Z DOT of| of oM EAIE km/
S
X _DDOT oL ofL|2 ol M EAIE km/
sN2
Y _ DDOT oL ofL|2 ol EAIE km/
sN2
Z DDOT oL oL oM EAIE km/
sN2
S 24 COVARIANC oL oL
E START
EPOCH oL ot
COV_REF F oL ot
RAME
COVARIANC oL ot
E STOP

rlo
o
ol
=)
>
_Eé
o
r

ol A X|25HX| ot= & AWS Ground Station O] MZE OEMO| Z&HE L OEM
Ct.

A

Hxl= Ch=2 3 AWS Ground Station ZH& LICE.

e

of CHet CCSDS E&1to| B2

« CCSDS_OEM_VERSE 010} &L|C}t2.0.

« REF_FRAME® EME2000 == 040} & LICIITRF2000.

- REF_FRAME_EPOCH=OIM X3 E[X| et &LICH AWS Ground Station.
- CENTER_NAME® 040} & LICtEarth.

« TIME_SYSTEM= 040} & L|CtUTC.

« AWS Ground Station CPE0{= INTERPOLATIONZ} INTERPOLATION_DEGREE7} 25 E &L
Ct.
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AR 7H0|E

KVN & Alo| OEM oflH M| 2| A oA

CtE22 JPSS-1 HE 2 HEEINAE ?|dodf CHEk KVN

CCSDS_OEM_VERS

2.0

0%

COMMENT Orbit data are consistent with planetary ephemeris DE-430

CREATION_DATE
ORIGINATOR

META_START
OBJECT_NAME
OBJECT_ID
CENTER_NAME
REF_FRAME
TIME_SYSTEM
START_TIME
STOP_TIME
INTERPOLATION

INTERPOLATION_DEGREE

META_STOP

2024-07-22T00:00:00.000000
-6.944807075000000e+03
-1.657256863000000e+00
2024-07-22T700:01:00.000000
-7.030938457373539e+03
-1.212889340333023e+00
2024-07-22T00:02:00.000000
-7.090262617183503e+03
-7.639633689161465e-01
2024-07-22T00:03:00.000000
-7.122556683227951e+03
-3.121687831090774e-01
2024-07-22T00:04:00.000000
-7.127699477194810e+03

2024-07-22T05:20:59
Raytheon-JPSS/CGS

1.407953645161997e-01

2024-07-22T00:05:00.000000
-7.105671911254255e+03

5.932259682105052e-01

J1

2017-073A

Earth

EME2000

uTc
2024-07-22T00:00:00.000000
2024-07-22T00:06:00.000000
Lagrange

5

5.905147360000000e+02
-5.784245796000000e+00

-1.860082793999999e+03
4.347501391999999e+00

2.425572045154201e+02
-5.810660250794190e+00

-1.595860765983339e+03
4.457103652219009e+00

-1.063224256538050e+02
-5.814973972202444e+00

-1.325569732497146e+03
4.549739160042560e+00

-4.547973959231161e+02
-5.797176562437553e+00

-1.050238305712201e+03
4.625064829516728e+00

-8.015427368657785e+02
-5.757338007808417e+00

-7.709137891269565e+02
4.682800822515077e+00

-1.145240083085062e+03
-5.695608435738609e+00

-4.886583601179489e+02
4.722731329786999e+00

4A19| OEM oflHHIZ|A o] & E

of ILCt.
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2024-07-22T00:06:00.000000 -1.484582479061495e+03 -2.045451985605701e+02
-7.056557069672793e+03 -5.612218005854990e+00  4.744705579872771e+00
1.043421397392599e+00

AR XS of | H 2| A 4

AEXF XM ofHH ZlA = API2| CreateEphemeris Xt4S AFE835H0{ AMA4Et
Ground Station . O 242 ¥ 2& E= XIHE S3 HZo| HIO|EE A

= U&LICHAWS
5o HHHZ[AE UEE

grLiCt.

3t 7} R| =olgt XMe ofI|HIZ|AE 2= 5tH ol I|H2|A7F VALIDATINGE MAME|T HIS7| &3 =
27} AEEZ|] HIHIZIAE AS5tD O|Z8EH HAM HMES MMS=E HIS7| R EZ271 AREIC
= MULICH LA HEATLO| RIZER

%EPEF % ENABLED7} El Z0f0F M=0of AFR=LICH of T
HIZ2l& AEHol|l CHEH DescribeEphemeris& & | CloudWatch O|HIEE AL&5to{ ofm|H2|A L

e HEE FXsl ok gLch

HXE olmHElA EME sigstedH S E HEstHe. 2 X E olEnH2(A EX eiZ2

of: APIE S35l 2& @ A(TLE) ME ofmH2[A MM

AWS SDKs 2! CLIE At&3t0q CreateEphemeris £&& AWS Ground Station S3H oI HI2|AE
MYSE F & QA(TLE)E YEEE £ U&LICH o] omHElAE f-8el 7|2 ofH M 2|4 ClOo|E Y
AMAMSELLCHZI# ofmH 2|4 Ho|E & X). O] oMo A= AWS SDK for Python(Boto3)2 At& 3104

O| YE st Y-S EoiELICH

TLE ME &= stLt O|& 9| TLEE &7 F04 2% H™ME #+45t= JSON A 9| AN LICH TLE ME
O|TLEE HHME FHS= Ol AIE £+ U= 25 MEE GMsHok ELICHF, TLE MEQ| TLE ZF Al
Zt 7t740| @18). TLE M EQ| oi|= CtS 1t Z &L Ct.

# example_tle_set.json
[
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": 12345,
"endTime": 12346

AEXR XY ofHmH 2| A Y 50
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},
{
"tleLinel": "1 25994U 99068A
9997",
"tleLine2":

14.57114995111906",
"validTimeRange": {

20318.54719794

"2 25994 98.2007 30.6589 0001234

.00000075 00000-0 26688-4 0

89.2782 18.9934

"startTime": 12346,
"endTime": 12347
}
}
]
(® Note
TLE MEQ| TLE AlZh 217t H2ts| Lx|eiok R &5t 4550l
TLE ME& CH2 1 ZH0| AWS Ground Station boto3 E2H0|HEE S5l

tle_ephemeris_id
Ephemeris",

= ground_station_boto3_client.create_ephemeris( name="Example
satelliteId="2e925701-9485-4644-b031-EXAMPLE@1", enabled=True,

expirationTime=datetime.now(timezone.utc) + timedelta(days=3), priority=2,

ephemeris = {
"tle": {
"tleData":

{

L

"tleLinel":
26688-4 @ 9997",
"tleLine2":
14.57114995111906",
"validTimeRange": {
"startTime":

"1 25994U 99068A

20318.54719794

datetime.now(timezone.utc),

.00000075 ©00000-0

"2 25994 98.2007 30.6589 0001234 89.2782 18.9934

"endTime": datetime.now(timezone.utc) + timedelta(days=7)
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Ol—l—_'E_L %':—?—
SF A ol

= =
E%Eol T AAHE

ephemeris & E{ L|CF.
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client.describe_ephemeris(ephemerisId=tle_ephemeris_id['ephemerisId'])

DescribeEphemeris 2r42| 8 of|Ml= CtE 1t 2 &LCt.

"creationTime": 1620254718.765,
"enabled": true,
"name": "Example Ephemeris",
"ephemerisId": "fde41049-14f7-413e-bd7b-EXAMPLEQ1",
"priority": 2,
"status": "VALIDATING",
"suppliedData": {
"tle": {
"ephemerisData": "[{\"tleLinel\": \"1 25994U 99068A 20318.54719794 .00000075
00000-0 26688-4 @ 9997\",\"tleLine2": \"2 25994 98.2007 30.6589 0001234 89.2782
18.9934 14.57114995111906\",\"validTimeRange\": {\"startTime\": 1620254712000,
\"endTime\": 16208595120003}}]1"
}

DescribeEphemeris 2t &2 Z 23t 7L} CloudWatch O|HIEE AF23t0{ YZ = E ofmHI2(A 9] &
EHE FXM5te 70| E45LICH HEEE oH M 2lAs 2 M™HENABLEDE|T 12 SCHE of st A
Ste Ol AF2E = UAH E|7| Mof| HIS7| A5 KTZEZE Aok 57| HE LI

?l2| of|M|2599404 A TLEs ME 2| 2 & TLEO = NORAD ID= ?|“40| Space-Track Ci|O|E{H| 0| &
of 2=l NORAD ID2} & x|sH0F & L|Ct.

0i: S3 HHZI0ol| A oW M| 2| A T|O|E Y2 E
HZ! o 23 7|2 742|174 S3 oA =M ofmHElA Y YEes &5 UALICH AWS Ground

Station = AF2 XIS CHAISHO] ZHA|E AAsHL|Ct o X% OIOo|E &5 3tof CHEt HEE= AWS AWS
Ground Station2| A% H|O|E{ & = 3l0i RFM|S| AWS Ground Station A |0 U&LICH.

CtZ& S3 Ao OEM AH|H2|A Tt g P2 ESH= oA L[Ch

s3_oem_ephemeris_id = ground_station_client.create_ephemeris( name="2022-10-26
S3 OEM Upload", satelliteIld="fde4l1049-14f7-413e-bd7b-EXAMPLEQ1", enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=5), priority=2,
ephemeris = {
"oem": {
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"s30bject": {
"bucket": "ephemeris-bucket-for-testing",
"key": "test_data.oem",
}
}
b
CH22 oM ol ZE 250l Y2 =F OEM HH H2|A 0 CHEl & £li= DescribeEphemeris &Y

ol A FEtEl H|0|E 2] of LCH.

{
"creationTime": 1620254718.765,
"enabled": true,
"name": "Example Ephemeris",
"ephemerisId": "fde4l1049-14f7-413e-bd7b-EXAMPLEQ2",
"priority": 2,
"status": "VALIDATING",
"suppliedData": {
"oem": {
"sourceS30bject": {
"bucket": "ephemeris-bucket-for-testing",
"key": "test_data.oem"
}
}
}
}
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
https://aws.amazon.com/blogs/publicsector/using-customer-provided-ephemerides-with-aws-ground-station/
https://aws.amazon.com/blogs/publicsector/using-customer-provided-ephemerides-with-aws-ground-station/
https://github.com/aws-samples/aws-groundstation-cpe
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ol ofH M 2IAE 7|Hte 2 gfL|C}. 042 7HC| ENABLED ol HI2|A Q| M &2|7} St AR 717
Z|Z20]| MMEE|HL LEO|EE HHHI 2| AT AFE EILICE

® Note

AWS Ground Station 0= 9|42 ENABLED L7 K|S of|HMHI2|A s~of CHEE MH|A YOl
A& LICH: Service Quotas & Z). Of °“:*EF01| TEE £ o2& Ho|EHE YR ESte{H
M =7F 7HE AL 7Y HX] MHEE T XHE oI HEIAE (DeleteEphemerisE Al
8735t04) AA|E 7L (UpdateEphemerisE AF2310d) HIE M6 A AI2.

ofmH 2| A7F MAME[X| oFk7{LE ENABLED OHIHI2|A A EH7 Qe B AWS Ground Station = 7}
st 382 %I’é;( Ho|A E=H)0f 7|8 HHHZIAE AR EILICE O] 7|8 i MHZlAL M=2E=0
dLct.

A ol H I Z| A 7F o0 o 2F=l 42k {0l O|F|= 35k

L

DescribeContact APIE A

HHZlAol IEE O

8504 Ed 7HAlE AlZhE Hhgtstod o|Hol o efEl oy
L|ct.

0lo

CHodl CHEH AH O

0]

E5t7] Tof| o 2 El A= R = P ol S El Qd=F AlZHE | XISt EHE, etE|LE
AE MEFLICH M duHZIAE 7|HF°§ st= SF MOl 2X[7} O™ ofjm|
HEZlALL 3H CHE S ME/=4 AO|E OtA T 2R 0| M FM0| 2 S3t7| Z ol eHELEeLo| 2|
M YHE AZHO| B EE £ &L ct mEkA ol ofmiH 2] A%t EL71I CHE M oHHzAE YEES
=R E F|A ST CHA| 0d|2F5H= 230 Z&LICH DescribeContact APIE AFE5HH 0d|2FEl 11

MoHHZIAE H=2
=xi2 &AM ofmH 2

T 1= =2 O

O 3 o 0
0
-|0I-

SCH startTime 2UE BHEHElvisibilityStartTime %! endTime®t H|m310{ &40 At
O|E OtA 3T 2R 0|M 2t Sotes SFHOE QIHAIEE =l &5 124 SO FE22 &g = U
&L|ClvisibilityEndTime. &% 12 SCH(E)E FIASID CHA| of| %St =S MEHSH A2 1 S
CH AlZH 54171 7FAIAS AlZH HQIE 30% 0|4 Hlo{LtME o ElLICt FAE 1 2 =]

T 7HZH FAE[H HIS0| HME = JA&Lc FAE MEFof ciet REA[EF LHE 2 Ground Station
FAQE BZE3ML.

fl'd el x| ofEH M 2lA 7K 7

£ 2|40l AWS Ground Station CH3H0I A AR S QI 34XH 01|THIIHIEI £ GetSatellite EE =
ListSatellites 242 £ E5t0{ AME = JU&LICH O] F HMEE 2F &M AL 2l ofmoZ2|A
0off CHEF HIEtC|O|E{ & ehEtErLICt O] oflm|HI2lA HIEFE|O|E =0 °=1§EE._| MEXR XIE o H 2| A
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https://docs.aws.amazon.com/general/latest/gr/gs.html
https://www.space-track.org/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeContact.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeContact.html
https://aws.amazon.com/ground-station/faqs/
https://aws.amazon.com/ground-station/faqs/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListSatellites.html
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7|18 HHHZ|AE source & epoch =T
A MEQo|oZ30|0 XY Ao HEHE 7

ZEELICH epoche AH0|A EBO|IM 72 F &
d[&tet= Ol AFSElD JU&LCH.

A& A X[ oHHI2|A = "CUSTOMER_PROVIDED" 2| source Zt2 7t X|H ephemerisId ZE0f
st MRty ZEELICH ol 1) AYEXIE A8 3104 DescribeEphemeris 242 S3H oflHHIZ2|A
£ 22l £ U &LICH CreateEphemeris 2212 AWS Ground Station S50 YZ = 35lE S0+ of |
HZ|A0| O|§0| S E B MEX name =7} BHEHEILICE

omH A= 25 SX2Z UH|0|E AWS Ground Station |2 2 HHEHEl CIO|E{E APl 3 Al Al
|z ofHHZIAL] AMFA ®L|Ct

7|2 AHMH2|AE ArEStE ?1 2l GetSatellite EHEF 0 Al

"satelliteId": "elcfe@c7-67f9-4d98-bad2-06dbfc2dl4a2",

"satelliteArn": "arn:aws:groundstation::111122223333:satellite/elcfe@c7-67f9-4d98-
bad2-06dbfc2dl14a2",

"noradSatelliteID": 12345,
"groundStations": [
"Example Ground Station 1",
"Example Ground Station 2"
1)
"currentEphemeris": {
"source": "SPACE_TRACK",
"epoch": 8888888888

AE X X|"H GetSatellite MH|HZ|AE ALS st ?[E29| of

"satelliteId": "elcfe@c7-67f9-4d98-bad2-06dbfc2dl4a2",
"satelliteArn": "arn:aws:groundstation::111122223333:satellite/
elcfe@c7-67f9-4d98-bad2-06dbfc2dl4a2",
"noradSatelliteID": 12345,
"groundStations": [
"Example Ground Station 1",
"Example Ground Station 2"
1,
"currentEphemeris": {
"source": "CUSTOMER_PROVIDED",

7|12 oHHZIAE M85t 2142| GetSatellite HHet ofA| 55


https://www.space-track.org/
https://en.wikipedia.org/wiki/Two-line_element_set
https://en.wikipedia.org/wiki/Two-line_element_set
https://en.wikipedia.org/wiki/Epoch_(astronomy)
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateEphemeris.html
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"elcfe@c7-67f9-4d98-bad2-06dbfc2dl14a2"

"ephemerisId":
"name": "My Ephemeris"
}
}
|2 ofmHHZ|A HIolEHE E|E2|7]
= &3 ?ldof cial 7|2 ol H 2l A7 AWS Ground
Ct. AWS Ground Station & $A &443tz[o{ /1 Tl
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LXK S T NS HHHZIAE AIBE
Ct. AWS Ground Station EEBHE TFZ A|ZH0| X|&H 7|2 ofmH M 2| A7t
otz AlZto| X|'t 124 SCHE LEASHK| & LCt
isok gFLICt.
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M|(DeleteEphemeris AF&)3t 7L} HIE 4

HH2|ALS
|2 AH0|A EB I HIZIAZ EIEEBAH OIS B SHLIE £
AE Al
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ReceiveInstanceEIP:
Type: AWS::EC2::EIP
Properties:

Domain: 'vpc'

InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId:YourVpcIld
SecurityGroupIngress:
# Add additional items here.
- IpProtocol: udp
FromPort: your-port-start-range
ToPort: your-port-end-range
PrefixListIds:
- PrefixListId: com.amazonaws.global.groundstation
Description: "Allow AWS Ground Station Downlink ingress."

InstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: ENI for AWS Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: A Public Subnet

AWS Ground Station 00| EE A8t VPC 744 61
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ReceiveInstanceEIPAllocation:
Type: AWS::EC2::EIPAssociation
Properties:

AllocationId:

Fn::GetAtt: [ ReceiveInstanceEIP, AllocationId ]
NetworkInterfaceld:

Ref: InstanceNetworkInterface

AWS Ground Station

I:rl_‘-‘ I:'._‘1

Private subnet Private subnet
E EC2 - Receiver E EC2 - Transmitter

Dataflow endpoint Dataflow endpoint
application application

4

Elastic Network Interface 1

Cross-Account
Elastic Network Interface 2

| Security Group 1 ‘ | Security Group 2 ‘
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DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:

GroupDescription:
Endpoint Groups
Vpcld: YourVpcId

Security Group for AWS Ground Station registration of Dataflow

AWSGroundStationSecurityGroupEgress:
Type: AWS::EC2::SecurityGroupEgress
Properties:
GroupId: !Ref: DataflowEndpointSecurityGroup
IpProtocol: udp
FromPort: 55555
ToPort: 55555
CidrIp: 10.0.0.0/8
Description: "Allow AWS Ground Station to send UDP traffic on port 55555 to the
10/8 range."
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:

GroupDescription: AWS Ground Station receiver instance security group.
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Vpcld: YourVpcld
SecurityGroupIngress:
- IpProtocol: udp
FromPort: 55555
ToPort: 55555
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "Allow AWS Ground Station Ingress from
DataflowEndpointSecurityGroup"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
# Ensure your CidrBlock will always have at least one available IP address per
dataflow endpoint.
# See https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html for
subent sizing guidelines.
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - Dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC
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"version": "Q",

"id": "01234567-0123-0123",

"account": "123456789012",

"time": "2019-05-30T17:40:30Z",

"region": "us-west-2",

"source": "aws.groundstation",

"resources": [

"arn:aws:groundstation:us-

west-2:123456789012:contact/11111111-11121-1121-1211-1111211312111"

1,
"detailType": "Ground Station Contact State Change",
"detail": {
"contactId": "11111111-1111-1111-1111-111111111211",
"groundstationId": "Ground Station 1",
"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-
profile/11111111-1111-1111-1111-11121111211121",
"satelliteArn":

"arn:aws:groundstation::123456789012:satellite/11111111-1111-1111-1121-111113122111111",
'contactStatus": "PASS"
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{
"version": "Q",
"id": "@1234567-0123-0123",
"account": "123456789012",
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"time": "2019-05-30T17:40:30Z",
"region": "us-west-2",
"source": "aws.groundstation",

"resources": [
"arn:aws:groundstation:us-west-2:123456789012:dataflow-endpoint-group/
bad957a8-1d60-4c45-a92a-39febd98921d",
"arn:aws:groundstation:us-west-2:123456789012:contact/98ddd10f-f2bc-479c-

bf7d-55644737fb09",
"arn:aws:groundstation:us-west-2:123456789012:mission-profile/c513c84c-

eb40-4473-88a2-d482648c9234"

1,

"detailType": "Ground Station Dataflow Endpoint Group State Change",

"detail": {
"dataflowEndpointGroupId": "bad957a8-1d60-4c45-a92a-39febd98921d",
"groundstationId": "Ground Station 1",
"contactId": "98ddd1@f-f2bc-479c-bf7d-55644737fb@9",
"dataflowEndpointGroupArn": "arn:aws:groundstation:us-

west-2:680367718957:dataflow-endpoint-group/bad957a8-1d60-4c45-a92a-39febd98921d",

"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-

profile/c513c84c-eb40-4473-88a2-d482648c9234",
"dataflowEndpointGroupState": "PREPASS"

dataflowEndpointGroupStateO|Af 7tS8t 4 Ef2= PREPASS, PASS, POSTPASS &
COMPLETED7} &LLCt.
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"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "Ground Station Ephemeris State Change",
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"source": "aws.groundstation",
"account": "123456789012",
"time": "2019-12-03T21:29:54Z",
"region": "us-west-2",
"resources": [
"arn:aws:groundstation::123456789012:satellite/10313191-c9d9-4ecb-a5f2-
bc55cab@50ec",
"arn:aws:groundstation::123456789012:ephemeris/111111-cccc-bbbb-a555-
bcccca®05000",

1,
"detail": {
"ephemerisStatus": "ENABLED",
"ephemerisId": "111111-cccc-bbbb-a555-bcccca®05000",
"satelliteId": "10313191-c9d9-4ecb-a5f2-bc55cab050ec"
}

ephemerisStatusOlA 7Hs 8 A'E 2= ENABLED, VALIDATING, INVALID, ERROR, DISABLED,
EXPIRED7} U&LICH.
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"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-05-15T21:11:59z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/Alice",
"accountId": "123456789012",

"userName": "Alice"
}
}
.
"eventTime": "2019-05-15T21:14:37Z2",
"eventSource": "groundstation.amazonaws.com",
"eventName": "ReserveContact",

"awsRegion": "us-east-2",
"sourceIPAddress": "127.0.0.1",
"userAgent": "Mozilla/5.0 Gecko/20100101 Firefox/123.0",
"requestParameters": {
"satelliteArn":
"arn:aws:groundstation::123456789012:satellite/11111111-2222-3333-4444-555555555555",
"groundStation": "Ohio 1",
"startTime": 1558356107,
"missionProfileArn": "arn:aws:groundstation:us-east-2:123456789012:mission-
profile/11111111-2222-3333-4444-555555555555",
"endTime": 1558356886
1,
"responseElements": {
"contactId": "11111111-2222-3333-4444-555555555555"
.
"requestID": "11111111-2222-3333-4444-555555555555",
"eventID": "11111111-2222-3333-4444-555555555555",
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"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "11111111-2222-3333-4444-555555555555"
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All metrics Graphed metrics (12) Graph options Source
All > GroundStation > Channel, Polarization, Satelliteld  Q, Search for any metric, dimension or resource id Graph search
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1. CloudWatch & & L|C}.
2. EMEMX|IEE ME4ELICH
3. GroundStation AL O|AE MEHFILIC.
All metrics Graphed metrics Graph options Source
Q Search for any metric, dimension or resource id
157 Metrics
EBS EC2 Events
18 Metrics 89 Metrics 5 Metrics
NATGateway S3 Usage
26 Metrics 2 Metrics 3 Metrics
4. Yot KIE (0 M, BE, Satelliteld)S =4 FFLICH
All metrics Graphed metrics Graph options Source
All > GroundStation | Q Search for any metric, dimension or resource id
28 Metrics
Channel, Polarization, Satelliteld Polarization, Satelliteld
24 Metrics 4 Metrics
5. ZE X|E &0l HYamo|AL ST SH7|E0| CHEt ZE X|E
A& LICEH
a. Elo|E2 EHEstciH & HElZS ASE LT
b. XIEE JSiZ=E EAIStE{H X|E L HZE 2flES MEE
EO|E 2| M= oM &flghs MEfELIC.
c. ClAAR LEZI5tE{H 2|AA IDE AMEHSH & HMof £
d. XIEZ LE{Ys2H X|E O|FS Mst £ Mol £71E

E A835to{ X|EE EE{8 AWS CLI

1. AWS CLI 7} Ax|zlof QEX] &lgfLc &

M x|ofl CHEE XEMISH LHE 2 AWS CLI A 2 4

GroundStation

14 Metrics

MXIE

AWS CLIEZ 3 M. https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
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2. CloudWatch CLI2| get-metric-data HIMEE AI&35t0{ 4] e X|EE X

£ g MME OHE sl XIEE Felshs ol AR

|SH St
= o

O|Z 7 ste{HE Ale
skeleton. O|E7| 5™ CtS 2t HIx et £3§0| YEELICH

"MetricDataQueries": [
{
"Id". ",
"MetricStat": {
"Metric": {
"Namespace": "",
"MetricName": "",
"Dimensions": [
{
"Name": "",
"Value": ""

},
"Period": 0,
"Stat": "",
"Unit": "Seconds"
},
"Expression": "",
"Label": "",
"ReturnData": true,
"Period": O,
"AccountId": ""
1,
"StartTime": "1970-01-01T00:00:00",
"EndTime": "1970-01-01T00:00:00",
"NextToken": "",
"ScanBy": "TimestampDescending",
"MaxDatapoints": @,
"LabelOptions": {
"Timezone": ""

LICtaws cloudwatch get-metric-data --generate-cli-

84
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3. aws cloudwatch list-metricsZ A&5t04 A2 7} S8t CloudWatch X|

Z|Z20dl AWS Ground StationE A% 2 HMEE CIS0 22 50| T & E £=24g ghets

A — | — =
OF &fLict.
{
"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "Polarization",
"Value": "LHCP"
.
{

"Name": "SatelliteId",

"Value": "arn:aws:groundstation::111111111111:satellite/aaaaaaaa-
bbbb-cccc-dddd-eeeeeceeeceecee"

}

® Note
CloudWatchQ| Mgt 2 Il OtX|H 2 AL EH F 2F 7| Xt B AL 7tS
0|28 =822 ZFAI5t0{ X|E AWS/GroundStation HAH O|A0M X|E O|E} &t
C

1E 3o} AWS Ground StationOF & LI|Ct. CloudWatch A|8tol| CHEF XFAM|EH L2
FRSIMIR. AL 758 X|E 27|

4. 2CHAOIA] MAIEH JSON IS £=X5104QF ZH2 3EtAHISatelliteIdl| T4 Ziot K|
EPolarization®| T 2t Lx|A|ZL|Ct E8F Q42X UX|SIEE StartTime, &

A
EndTime 2tS UCIOIEsHOF B LICH O Al:

"MetricDataQueries": [
{

"Id": "receivedPowerExample",

85
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"MetricStat": {
"Metric": {
"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [

{
"Name": "SatelliteId",
"Value":
"arn:aws:groundstation::111111111111:satellite/aaaaaaaa-bbbb-cccc-dddd-
ceeceeceeceeeee"
},
{
"Name": "Polarization",
"Value": "RHCP"
}
]
},
"Period": 300,
"Stat": "Maximum",
"Unit": "None"
},
"Label": "ReceivedPowerExample",
"ReturnData": true
}
1,
"StartTime": "2024-02-08T00:00:00",
"EndTime": "2024-04-09T00:00:00"
}
(@ Note

AWS Ground Station = X|Z0f [}2} 1~60=0ICH X|EE HA|ELICH Period ZE=0] X|

FEO| HIAl 7IZHECH 2 Z2tol e 8¢ XI&E 7t gretE[X| ef& Lt

LS H

5. O|™ ttAHo|A 448t aws cloudwatch get-metric-data 74 IIUEE MAE

off Gl A7} LEF Q& LICH

aws cloudwatch get-metric-data --cli-input-json file://
<nameOfConfigurationFileCreatedInStep2>. json

L|Ct. ofeH

XE 27|
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AWS Ground Station ALEXl 710|=
XEE HEo EtAAR T ot 374 MSELICH AWS Ground Station X|&E £230| o= CtS1t Z &L
Ct
{
"MetricDataResults": [
{
"Id": "receivedPowerExample",
"Label": "ReceivedPowerExample",
"Timestamps": [
"2024-04-08T18:35:00+00:00",
"2024-04-08T18:30:00+00:00",
"2024-04-08T18:25:00+00:00"
1,
"Values": [
-33.30191555023193,
-31.46100273132324,
-32.13915576934814
1,
"StatusCode": "Complete"
}
1,
"Messages": []
}
XE 27| 87
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AR 7H0|E

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"groundstation:RegisterAgent",
"groundstation:UpdateAgentStatus",
"groundstation:GetAgentConfiguration"

1,

"Resource": "*"

}
]
}
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:DescribeAddresses",
"ec2:DescribeNetworkInterfaces"

1,

"Resource": "*"

}
]
}
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"Statement" : [
{"Sid" : "Allow access to principals authorized to use AWS Ground Station",
"Effect" : "Allow",
"Principal" : {
"TAWS" . Mxm
.
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant"

1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "groundstation.amazonaws.com",
"kms:CallerAccount" : "111122223333"
}
},
{"Sid": "Allow access for key administrators",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
I
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
},
{"Sid" : "Allow read-only access to key metadata to the account",
"Effect" : "Allow",
"Principal” : {
"AWS" : "arn:aws:iam::111122223333:ro0t"
I
"Action" : [
"kms:Describe*",
"kms:Get*",
"kms:List*",
"kms :RevokeGrant"
1,

"Resource" : "*"
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"encryptionContext": {

"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"
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https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html#example-no-iam
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
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{"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
I
"Action": "kms:DescribeKey",
"Resource": "*"
},{"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
},
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"

<
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https://docs.aws.amazon.com/location/latest/developerguide/encryption-at-rest.html#example-custom-encryption
https://docs.aws.amazon.com/location/latest/developerguide/encryption-at-rest.html#example-custom-encryption
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CreateGrant (Cloudtrail)

AWS KMS 12 22[d 7|§ At&sto oHHE[A ElAAE 58 stE B E AWS HHL| KMS 7|
off HMASHEE AL XIS CHAISH04 CreateGrant S AWS Ground Station EHL|C}H 7F AWS

Ground Station 2445l HEH £0oiE AWS KMS 11724 223 7|9 AHE 2|lAA0| T RELICH T8t
AWS Ground Station2 Z|AAE AK|E I} RetireGrant XS AFE5to{ HEH 2048 A HELICH

CS oA O|HIE = CreateGrant &Y 7|5 &LCt.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AAAAAAAAAAAAAAAAAAAAA:SampleUser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AAAAAAAAAAAAAAAAAAAAA",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
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3,
"invokedBy": "AWS Internal"

},

"eventTime": "2022-02-22T22:22:22Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "111.11.11.11",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"operations": [
"GenerateDataKeyWithoutPlaintext",
"Decrypt",

"Encrypt"

1,

"constraints": {
"encryptionContextSubset": {

"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"

}
},
"granteePrincipal": "groundstation.us-west-2.amazonaws.com",
"retiringPrincipal": "groundstation.us-west-2.amazonaws.com",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
1,
"responseElements": {
"grantId":
"Qab0ac0dob000f00eaddcc@aeddfcOObce@00cO00f0000000cObcPad@00aaafSAMPLE"
1,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",

of cHEt & 535t 7| ZLIE{@ AWS Ground Station 118



AWS Ground Station MNEX 70|=

"eventCategory": '"Management"

DescribeKey (Cloudtrail)

ol
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AAAAAAAAAAAAAAAAAAAAA:SampleUser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/User/Role",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AAAAAAAAAAAAAAAAAAAAA",
arn": "arn:aws:iam::111122223333:role/Role",
"accountId": "111122223333",
"userName": "User"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

}

.

"invokedBy": "AWS Internal"
.
"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
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},

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fb@fba@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management"

GenerateDataKey (Cloudtrail)

AWS KMS 1172 22| 7|& AE5t0d olmHIZ|A ElAAE 5 35stE F2E CIOIEHE 2535He O
O|E] 7| Hd3l7] 25l KMSO{| GenerateDataKey &2 AWS Ground Station £ 2LIC}.

CHS oilX| O|HIE = GenerateDataKey 24g 7|5 &hL|C}.

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

.

"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"keySpec": "AES_256",
"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
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"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"

iy
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

.

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"eventCategory": "Management"

Decrypt (Cloudtrail)

AWS KMS L7 zt2|d 7|8 AL&35t0od i 2lA 2| AAE HE 55t 9= 22 AWS Ground
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= dRE ZE g £ JY&Lich

Ct2 oAl O|HIE &= Decrypt Y 7ISELICEH

~

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

.

"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
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"awsRegion": "us-west-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"

1,
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"

.

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"eventCategory": "Management"

P
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Resources:
# Resources that you would like to create should be placed within the Resources
section.

@ Note

AWS CloudFormation HEX2| LKSO| CHEt RLMH LIS S BIZ3 MMS AZESHMIS.
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# The S3 bucket where AWS Ground Station will deliver the downlinked data.
GroundStationS3DataDeliveryBucket:
Type: AWS::S3::Bucket
DeletionPolicy: Retain
UpdateReplacePolicy: Retain
Properties:
# Results in a bucket name formatted like: aws-groundstation-data-{account id}-
{region}-{random 8 character string}
BucketName: !Join ["-", ["aws-groundstation-data", !Ref AWS::AccountId, !Ref
AWS: :Region, !Select [0, !Split ["-", !Select [2, !Split ["/", !Ref AWS::StackId]]]11]

EEEH7F {2 AWS Ground Station AF& 5= 5 5{& 5o MAs g L HAMZ A MsHoF g LIct

# The IAM role that AWS Ground Station will assume to have permission find and write
# data to your S3 bucket.
GroundStationS3DataDeliveryRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action:
- 'sts:AssumeRole'
Effect: Allow
Principal:

ot
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Service:
- groundstation.amazonaws.com

Condition:
StringEquals:
"aws:SourceAccount": !Ref AWS::AccountId
ArnLike:
"aws:SourceArn": !Sub "arn:aws:groundstation:${AWS::Region}:

${AWS: :AccountId}:config/s3-recording/*"

# The S3 bucket policy that defines what actions AWS Ground Station can perform on
your S3 bucket.

GroundStationS3DataDeliveryBucketPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
- 's3:GetBucketlLocation'
Effect: Allow
Resource:
- !GetAtt GroundStationS3DataDeliveryBucket.Azrn
- Action:
- 's3:PutObject’
Effect: Allow
Resource:
- 1Join [ "/", [ !'GetAtt GroundStationS3DataDeliveryBucket.Arn, "*" ] ]
PolicyName: GroundStationS3DataDeliveryPolicy
Roles:
- IRef GroundStationS3DataDeliveryRole

AWS Ground Station 743
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TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
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Name: "JPSS Tracking Config"

ConfigData:

TrackingConfig:
Autotrack: "PREFERRED"
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# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum

used to
# downlink data from your satellite.

JpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "JPSS Downlink DigIF Antenna Config"

ConfigData:
AntennaDownlinkConfig:

SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812

Polarization: "RIGHT_HAND"

# The AWS Ground Station S3 Recording Config that defines the S3 bucket and IAM role

to use
# when AWS Ground Station delivers the downlink data.

S3RecordingConfig:
Type: AWS::GroundStation::Config
DependsOn: GroundStationS3DataDeliveryBucketPolicy

Properties:
Name: "JPSS S3 Recording Config"
ConfigData:
S3RecordingConfig:
BucketArn: !GetAtt GroundStationS3DataDeliveryBucket.Arn
RoleArn: !GetAtt GroundStationS3DataDeliveryRole.Arn
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# The AWS Ground Station Mission Profile that groups the above configurations to
define how to downlink data.
JpssAsynchMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "43013 JPSS Asynchronous Data"
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref JpssDownlinkDigIfAntennaConfig
Destination: !Ref S3RecordingConfig
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aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml .
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https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpss-1TerraDigIfS3DataDelivery.yml
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https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml
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Parameters:

EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any

SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html

Type: AWS::EC2::KeyPair::KeyName

ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:
Description: The Ground Station DDX AMI ID you want to use. Please note

that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-
configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(® Note
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LIHX| "HES ZE T2 HESIO| 2[aA MMoi &8 LICH AWS CloudFormation .
Resources:

# Resources that you would like to create should be placed within the resource

section.
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# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverlInstance:
Type: AWS::EC2::Instance
Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:
- Ref: InstanceSecurityGroup
SubnetId: !'Ref ReceiverSubnet
BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:
VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name
Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
UserData:
Fn::Baseb4:
I
#!/bin/bash
exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)
2>8&1
echo ‘date +'%F %R:%S'" "INFO: Logging Setup" >&2
GROUND_STATION_DIR="/opt/aws/groundstation"
GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"
STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"
echo "Creating ${STREAM_CONFIG_PATH}"
cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"
{
"ddx_streams": [
{
"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
st E= 132
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"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false

}
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep 10; done

echo "Configuring dataflow endpoint application streams"

python "${GROUND_STATION_BIN_DIR}/configure_streams.py" --configFileName
"${STREAM_CONFIG_PATH}"

sleep 2

python "${GROUND_STATION_BIN_DIR}/save_default_config.py"

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- !Ref ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
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Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "AWS Ground Station Downlink Stream"

# The security group that the ENI created by AWS Ground Station belongs to.
DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 172.16.0.0/12
Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 192.168.0.0/16
Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

ReceiverVPC:
Type: AWS::EC2::VPC
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Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"

Value: "AWS Ground Station - PBS to dataflow endpoint Example VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
# Ensure your CidrBlock will always have at least one available IP address per
dataflow endpoint.
# See https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html for
subent sizing guidelines.
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverInstance
NetworkInterfaceIld: !Ref ReceiverInstanceNetworkInterface
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# AWS Ground Station assumes this role to create/delete ENIs in your account in order
to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
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Service:
"ec2.amazonaws.com"

Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyAzrns:

- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess

- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

# The instance profile for your EC2 instance.
GeneralInstanceProfile:

Type: AWS::IAM::InstanceProfile
Properties:
Roles:

- IRef InstanceRole

AWS Ground Station T4
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TrackingConfig:

Type: AWS::GroundStation::Config
Properties:

Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:
Autotrack: "PREFERRED"
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# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to
# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "SNPP JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data
# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink DigIF Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station O =T 2 0}
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# The AWS Ground Station Mission Profile that groups the above configurations to
define how to

# uplink and downlink data to your satellite.

SnppJpssMissionProfile:

AWS Ground Station O|M = 21} 138



AWS Ground Station INT=IY A To] =]

Type: AWS::GroundStation::MissionProfile

Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:

- Source: !Ref SnppJpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig
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aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnppJlpssTerrabDigIF.yml .
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https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpssTerraDigIF.yml
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Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
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ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:

Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(® Note
7| Ho{& ‘4435t Amazon EC2 EC2Key It2tO|E{2| O|F & XSt ok & LICt. Amazon
EC2 QIARAO| CHEr 7| Hlo{ MHE EEFAML.
EE 3t AWS CloudFormation AB S Mg [ SHIE Z1T1E AMI IDE M|Sst ok & LICH AWS
Ground Station Amazon Machine Image(AMIs)2 & Z35HM 2.

LIHZX| *ES I 2 =242 HES 9| 2las MMo| £7LICH AWS CloudFormation .

Resources:
# Resources that you would like to create should be placed within the resource
section.

EC2 QIAEAO| B SA HAZE ME S = ALIZIRE T2{E [ B S7(4| ME Z27}F U&LCh
=7|A Ho|E| M4 MM 2t C|O|E] 32 A= ZQIE ofEZ2|FH|0|ME AFR 5104 Amazon EC2 Q1A
BFAAE MY 2 24510 5L O|M 2| HIOIE 58 AEXQIE OES MdsHoF &LCt.

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverlInstance:

Type: AWS::EC2::Instance

Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
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PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:

VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name
Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
UserData:
Fn::Baseb4:
I
#!/bin/bash
exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)
2>8&1
echo ‘date +'%F %R:%S'" "INFO: Logging Setup" >&2

GROUND_STATION_DIR="/opt/aws/groundstation"
GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"
STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"

echo "Creating ${STREAM_CONFIG_PATH}"
cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"

{
"ddx_streams": [
{
"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false
}
]
}

STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep 10; done
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echo "Configuring dataflow endpoint application streams"

python "${GROUND_STATION_BIN_DIR}/configure_streams.py" --configFileName
"${STREAM_CONFIG_PATH}"

sleep 2

python "${GROUND_STATION_BIN_DIR}/save_default_config.py"

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ 'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group that the ENI created by AWS Ground Station belongs to.
DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
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Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp

FromPort: 55888

ToPort: 55888

CidrIp: 172.16.0.0/12

Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp

FromPort: 55888

ToPort: 55888

CidrIp: 192.168.0.0/16

Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrlIp
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "AWS Ground Station Downlink Stream"

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"

Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"
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ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverlInstance
NetworkInterfaceId: !Ref ReceiverInstanceNetworkInterface

# The instance profile for your EC2 instance.
GenerallInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

EBH7F Aol M BH2X [ E 93 QIE{H 0| A(ENI)E AWS Ground Station 4438 &= QU= 5§ X3t
YN, g gl z=go| Lo
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# AWS Ground Station assumes this role to create/delete

to stream data.

DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"

ENIs in your account in order

ofm
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ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess

- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

AWS Ground Station 743

Ol MM T4 M4 AHS MHME LEHLICE

e FHE AH85tod 7|2 d¥E XEstaiE =4 7480| 2 LICH PREFERREDE A& FH2
2 MEiSH AS ERO| FaE = UXRIEH ZEEHIPSS-1 oHHIZ|A FEE Q5 s EEE BF
g Zes olauot
TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

SN ZA20 et {4 BEEE LIEFLE antenna-downlink-demod-decode 71431 AIEZQIE M|E 7
HE MHOo|st= OB EE AEXZQIE JIES &ZXS= OB EE A= QIE A48 Xo|sHof g
LIC}.

(® Note

DemodulationConfig, O| ZtE d&st= Lol CHE REMIEH LHE2 AME FF
ZDecodeConfigdtMIQQtEILI CIRBI3 SX C|ZE 74 .

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
JpssDownlinkDemodDecodeAntennaConfig:
Type: AWS::GroundStation::Config
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Properties:

Name: "JPSS Downlink Demod Decode Antenna Config"

ConfigData:
AntennaDownlinkDemodDecodeConfig:
SpectrumConfig:
CenterFrequency:
Value: 7812
Units: "MHz"
Polarization: "RIGHT_HAND"
Bandwidth:
Value: 30
Units: "MHz"
DemodulationConfig:
UnvalidatedJSON: '{
"type":"QPSK",
"gpsk":{
"carrierFrequencyRecovery":{
"centerFrequency":{
"value":7812,
"units":"MHz"

I

"range":{
"value":250,
"units":"kHz"

}

1,
"symbolTimingRecovery":{
"symbolRate": {
"value":15,
"units":"Msps"

I

"range":{
"value":0.75,
"units":"ksps"

I

"matchedFilter":{
"type" :"ROOT_RAISED_COSINE",
"rolloffFactor":0.5

}
} 1
DecodeConfig:
UnvalidatedJSON: '{

AWS Ground Station 743
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"edges":[

{
"from":"I-Ingress",
"to":"IQ-Recombiner"

},

{

"from":"Q-Ingress",
"to":"IQ-Recombiner"

},

{

"from":"IQ-Recombiner",
"to":"CcsdsViterbiDecoder"

},

{
"from":"CcsdsViterbiDecoder",
"to":"NrzmDecoder"

},

{

"from":"NrzmDecoder",
"to":"UncodedFramesEgress"
}

"nodeConfigs":{

"I-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"I"
}

},

"Q-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"Q"
}

},

"IQ-Recombiner":{
"type":"IQ_RECOMBINER"

I

"CcsdsViterbiDecoder": {
"type":"CCSDS_171_133_VITERBI_DECODER",
"ccsdsl171133ViterbiDecoder”: {

"codeRate" :"ONE_HALF"

iy

AWS Ground Station 743
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"NrzmDecoder": {
"type":"NRZ_M_DECODER"

},

"UncodedFramesEgress": {
"type" :"UNCODED_FRAMES_EGRESS"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data

# from your satellite.
DownlinkDemodDecodeEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink Demod Decode Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station O Z 2 1}

ol MAde 1M Z2utol M4 AHS ABME LherLICt

O|M| AZE #H0[| U2E 2 O|E ALE5t0{ LI0|E &8 T+ 8E + U&LICH LIHX| mh2tdlE o] 7|
E22E AFSELICH

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to

# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
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TrackingConfigArn: !Ref TrackingConfig

DataflowEdges:
- Source: !Join [ "/", [ !'Ref JpssDownlinkDemodDecodeAntennaConfig,

"UncodedFramesEgress" ] ]
Destination: !Ref DownlinkDemodDecodeEndpointConfig
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https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpss.yml
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Mappings:
PrefixListId:
us-east-2:

groundstation:

us-west-2:

groundstation:

us-east-1:

groundstation:

eu-central-1:

groundstation:

sa-east-1:

groundstation:

ap-northeast-2:

groundstation:

ap-southeast-1:

groundstation:

ap-southeast-2:

groundstation:

me-south-1:

groundstation:

eu-west-1:

groundstation:

eu-north-1:

groundstation:

af-south-1:

groundstation:

ot2t0|E MMoiAM CHS mhet0|E{E F7+EFLIch AWS CloudFormation 2
Ol4&t Zhof CHBt 2t K|

Parameters:
EC2Key:

pl-087f83ba4f34e3bea

pl-0cc36273da754ebdc

pl-0e5696d987d033653

pl-03743f81267c0a85e

pl-098248765e9effc20

pl-059b3e@b02af70e4d

pl-0d9b804fe014a6a99

pl-08d24302b8c4d2b73

pl-02781422c4c792145

pl-03fa6b266557b0d4f

pl-033e44023025215c0

pl-0382d923a9d555425

I

SEE

AR 7H0|E
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e

Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html

Type: AWS::EC2::KeyPair::KeyName

ConstraintDescription: must be the name of an existing EC2 KeyPair.

AZ:
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Description: "The AvailabilityZone that the resources of this stack will be created
in. (e.g. us-east-2a)"
Type: AWS::EC2::AvailabilityZone: :Name

ReceiverAMI:

Description: The Ground Station Agent AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

@ Note
7| Ho{& ‘4335t Amazon EC2 EC2Key It2tO|E{2| O|F 2 X33t ok & LICt. Amazon
EC2 QA AOf CHEt 7| mjo MEE XML,
EE Bt AWS CloudFormation AB S ‘Mg [ SHIE 2/ AMI IDE A 33t ofF &LIch AWS
Ground Station Amazon Machine Image(AMIs)2 & Z5HM 2.

LIHX| EIZ3 32 XZte "HZ 20| g2|AA AMof

I

gFL|Ct AWS CloudFormation .

Resources:

# Resources that you would like to create should be placed within the Resources
section.

Amazon EC2 QIAEIAO| B SAl ZZE MYSHE AILIZIRE 148 i B S7|AM ME E27}
g & £ U&LICt S7|A! Ol|O|E T& MMof 2 AWS Ground Station 0|0|ME & A& 504
Amazon EC2 QIAEIAE MM 3 A5t 5tLE O|A 2| HO|E| 58 A=XQIE OF S MMsloF &

[
LICt. 4K AWS Ground Station 0f|O|ME0| CHE Amazon VPCE MM EHLICT

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
EnableDnsSupport: 'true'
EnableDnsHostnames: 'true'
CidrBlock: 10.0.0.0/16
Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent VPC"

156


https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-configuration.html#dataflows.ec2-configuration.amis
https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-configuration.html#dataflows.ec2-configuration.amis
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html

AWS Ground Station MEX

- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

PublicSubnet:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref ReceiverVPC
MapPublicIpOnLaunch: 'true'
AvailabilityZone: !Ref AZ
CidrBlock: 10.0.0.0/20
Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent Public
Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"

RouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref ReceiverVPC
Tags:
- Key: Name
Value: AWS Ground Station Example - RouteTable

RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref RouteTable
SubnetId: !Ref PublicSubnet

Route:
Type: AWS::EC2::Route
DependsOn: InternetGateway
Properties:
RouteTableId: !Ref RouteTable
DestinationCidrBlock: '0.0.0.0/0'
GatewayId: !Ref InternetGateway

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
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Value: AWS Ground Station Example - Internet Gateway

GatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
VpcId: !Ref ReceiverVPC
InternetGatewayId: !Ref InternetGateway

(® Note

AWS Ground Station 0f|O|ME 7} X|25tE VPC 4401 CHet REAI8H LHE 2 AWS Ground
Station M|O|™ME @ F ALEl - VPC ClO|o{a RS 2 X SHAIL2.

CI=S o2 £ 4Al7| Amazon EC2 QIAEIAE AX{stL|C}.

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# This is required for the EIP if the receiver EC2 instance is in a private subnet.
# This ENI must exist in a public subnet, be attached to the receiver and be
associated with the EIP.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref PublicSubnet

# An EIP providing a fixed IP address for AWS Ground Station to connect to. Attach it
to the receiver instance created in the stack.
ReceiverInstanceElasticIp:
Type: AWS::EC2::EIP

Properties:
Tags:
- Key: Name
Value: !Join [ "-" , [ "EIP" , !Ref "AWS::StackName" ] ]
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# Attach the ENI to the EC2 instance if using a separate public subnet.
# Requires the receiver instance to be in a public subnet (SubnetId should be the id
of a public subnet)
ReceiverNetworkInterfaceAttachment:

Type: AWS::EC2::NetworkInterfaceAttachment

Properties:
DeleteOnTermination: false
DeviceIndex: 1
Instanceld: !Ref ReceiverInstance
NetworkInterfaceIld: !Ref ReceiverInstanceNetworkInterface

# Associate EIP with the ENI if using a separate public subnet for the ENI.
ReceiverNetworkInterfaceElasticIpAssociation:
Type: AWS::EC2::EIPAssociation
Properties:
AllocationId: !GetAtt [ReceiverInstanceElasticIp, AllocationId]
NetworkInterfaceld: !Ref ReceiverInstanceNetworkInterface

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverInstance:
Type: AWS::EC2::Instance
DependsOn: PublicSubnet
Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GeneralInstanceProfile
ImageId: !Ref ReceiverAMI
AvailabilityZone: !Ref AZ
InstanceType: c5.24xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:
- Ref: InstanceSecurityGroup
SubnetId: !Ref PublicSubnet
Tags:
- Key: Name
Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
# agentCpuCores list in the AGENT_CONFIG below defines the cores that the AWS
Ground Station Agent is allowed to run on. This list can be changed to suit your use-
case, however if the agent isn't supplied with enough cores data loss may occur.
UserData:
Fn::Baseb4:
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Fn::Sub:
-
#!/bin/bash
yum -y update

AGENT_CONFIG_PATH="/opt/aws/groundstation/etc/aws-gs-agent-config.json"
cat << AGENT_CONFIG > "$AGENT_CONFIG_PATH"
{
"capabilities": [
"arn:aws:groundstation:${AWS: :Region}:${AWS: :AccountId}:dataflow-
endpoint-group/${DataflowEndpointGroupId}"
1,
"device": {
"privateIps": [
"127.0.0.1"
1,
"publicIps": [
"${EIP}"
1,

"agentCpuCores": [

24,25,26,27,28,29,30,31,32,33,34,35,36,37,38,39,40,41,42,43,44,72,73,74,75,76,77,78,79, 80,81, €
]

3
AGENT_CONFIG

systemctl start aws-groundstation-agent
systemctl enable aws-groundstation-agent

# <Tuning Section Start>
# Visit the AWS Ground Station Agent Documentation in the User Guide for
more details and guidance updates

# Set IRQ affinity with list of CPU cores and Receive Side Scaling mask

# Core list should be the first two cores (and hyperthreads) on each
socket

# Mask set to everything currently

# https://github.com/torvalds/linux/blob/v4.11/Documentation/networking/
scaling.txt#L80-L96

echo "@reboot sudo /opt/aws/groundstation/bin/set_irq_affinity.sh 'Q0 1 48
49' 'ffffffff, fEffffff, FffFfff' >>/var/log/user-data.log 2>&1" >>/var/spool/cron/root
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# Reserving the port range defined in the GS agent ingress address in
the Dataflow Endpoint Group so the kernel doesn't steal any of them from the GS agent.
These ports are the ports that the GS agent will ingress data

# across, so if the kernel steals one it could cause problems ingressing
data onto the instance.

echo net.ipv4.ip_local_reserved_ports="42000-50000" >> /etc/sysctl.conf

# </Tuning Section End>

# We have to reboot for linux kernel settings to apply
shutdown -r now

- DataflowEndpointGroupId: !Ref DataflowEndpointGroup
EIP: !Ref ReceiverInstanceElasticIp

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- AwsGroundStationAgentEndpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
EgressAddress:
SocketAddress:
Name: 127.0.0.1
Port: 55000
IngressAddress:
SocketAddress:
Name: !Ref ReceiverInstanceElasticIp
PortRange:
Minimum: 42000
Maximum: 55000

w8t} Aol M Er2A] =93 QIE{HO|A(ENI)E AWS Ground Station AA3%H 4= QL = x4 st
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# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- CidrIp: 0.0.0.0/0
Description: Allow all outbound traffic by default
IpProtocol: "-1"
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
Description: Allow AWS Ground Station Incoming Dataflows
ToPort: 50000
FromPort: 42000

SourcePrefixListId:
Fn::FindInMap:
- PrefixListId
- Ref: AWS::Region
- groundstation

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM
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- arn:aws:iam::aws:policy/AWSGroundStationAgentInstancePolicy
Policies:
- PolicyDocument:
Statement:
- Action:
- sts:AssumeRole
Effect: Allow
Resource: !GetAtt GroundStationKmsKeyRole.Arn
Version: "2012-10-17"
PolicyName: InstanceGroundStationApiAccessPolicy

# The instance profile for your EC2 instance.
GenerallInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- !IRef InstanceRole

# The IAM role that AWS Ground Station will assume to access and use the KMS Key for
data delivery
GroundStationKmsKeyRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action: sts:AssumeRole
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com

Condition:
StringEquals:
"aws:SourceAccount": !'Ref AWS::AccountId
ArnLike:
"aws:SourceArn": !Sub "arn:${AWS::Partition}:groundstation:

${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
- Action: sts:AssumeRole
Effect: Allow
Principal:
AWS: !Sub "arn:${AWS::Partition}:iam::${AWS: :AccountId}:root"

GroundStationKmsKeyAccessPolicy:
Type: AWS::IAM::Policy
Properties:
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PolicyDocument:
Statement:
- Action:
- kms:Decrypt
Effect: Allow

Resource: !GetAtt GroundStationDataDeliveryKmsKey.Arn

PolicyName: GroundStationKmsKeyAccessPolicy
Roles:
- Ref: GroundStationKmsKeyRole

GroundStationDataDeliveryKmsKey:

Type: AWS::KMS: :Key
Properties:
KeyPolicy:
Statement:
- Action:
- kms:CreateAlias
- kms:Describe*
- kms:Enable*
- kms:List*
- kms:Put*
- kms:Update*
- kms:Revoke*
- kms:Disable*
- kms:Get*
- kms:Delete*
- kms:ScheduleKeyDeletion
- kms:CancelKeyDeletion
- kms:GenerateDataKey
- kms:TagResource
- kms:UntagResource
Effect: Allow
Principal:
AWS: !Sub "arn:${AWS::Partition}:iam: :${AWS
Resource: "*"
- Action:
- kms:Decrypt
- kms:GenerateDataKeyWithoutPlaintext
Effect: Allow
Principal:
AWS: !GetAtt GroundStationKmsKeyRole.Arn
Resource: "*"
Condition:
StringEquals:

::AccountId}:root"
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"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:
${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
- Action:
- kms:CreateGrant
Effect: Allow
Principal:
AWS: !Sub "arn:${AWS::Partition}:iam::${AWS::AccountId}:root"
Resource: "*"
Condition:
ForAllValues:StringEquals:
"kms:GrantOperations":
- Decrypt
- GenerateDataKeyWithoutPlaintext
"kms:EncryptionContextKeys":
- sourceArn
- sourceAccount
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:
${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId

Version: "2012-10-17"
EnableKeyRotation: true

AWS Ground Station 743
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TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"
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# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to
# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "SNPP JPSS Downlink WBDigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 100
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data
# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Terra Downlink DigIF Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region
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# The AWS Ground Station Mission Profile that groups the above configurations to
define how to
# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: !Sub 'JPSS WBDigIF gs-agent EC2 Delivery'
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 120
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJlpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig
StreamsKmsKey:
KmsKeyArn: !GetAtt GroundStationDataDeliveryKmsKey.Arn
StreamsKmsRole: !GetAtt GroundStationKmsKeyRole.Arn
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® Note
FE 8 X3 AWS ZHE ALE5H04 Amazon S3 HAE RETstE T Z0f AA|A S0 HES
off HMAE &= Q&LICEH ofel @3 & BITE Amazon S3 HA!E AL &FLICH us-west-2
EiZ MAME AWS CloudFormation s 2|ME LIEILIES 2| I =8 HEFLICH
et O S XIE2 YAMLE AFSELICEH 2L ’HES2 YAML &40 JSON SAlo2 BF
M3 ELICH JSON2 ALE5t2{H HESIS CIREEE . json Ml .yml T S HE 2 HE
L|Ct.

21
A

240 OS2 W32 AWS CLIAF &L CE

ol

to{ & CREC

i
(][]
113
mo

INES

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/agent/ec2_delivery/
DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml .

Het XM CHS URLE O|SstH Z2E£0M HIERE EX OR2EEE + U&LICH

Mo

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

CtE 2@ 3& AWS CloudFormation At& 5040 X RIZE3E X|HE = JU&LICH

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

Edl

= Z 21| % 9|

A o —

P

rr

F7t ElaAE FUAULM?

113
[e][]

DirectBroadcastSatelliteWbDigIfEc2DataDelivery BEZ30= CtS0 22 FIt 2lAA T}
ZE o] A&LCH.

¢ 47| QIARIA BRIE LIE9IT SIEE0lA - (RTS) BN UE ST QE(H0lAE NBE B
 PubliSubnetdolAf KT HER0) HEBLI, ol +417] Slagla) 2 240/ M o] 2/
£ Zool BRELICH B =93 QIETI0lAE EIPY HZE|D +417] QAR A efZEL
=1

. 2417] QIABIA EFA IP - 4248 E1245 IP AWS Ground Station 2ILITE. Ol 4417] QIAEA
S EFA =9I elE{H 0] 20) @iELIC,

. CHE BN 1P 47 B st

7 =7 168



AWS Ground Station INT=IY A To] =]

 Receiver Instance to Elastic IP Association - PublicSubnetld7} X|&E|X| ot ZA
={7| QIAEIAO| A4S E ZAULICEH 0| {IGHAM = Subnetld7t HEZ! MEU
LIC}.

2 Elastic IPE

2 HZX&lof &

« Receiver Instance Elastic Network Interface to Elastic IP Association - PublicSubnetld7} X|&El
B £ AT QIAEA EFEAX | E QT QIE{m| 0| A0 CHE EF2dXd |po| 44 lL|C},

- = 171

« (ME4 AFE) CloudWatch O|HIE EE[7{ - AWS Lambd 124 SCH AWS Ground Station 713 04[0f| A
&8t CloudWatch O|HIEE AtE35H0 EE|HE|= LICt. AWS Lambda &£ $£2417] 1A
A

SIAE AIRSHD MO SXIFLICH

¢ (M1 AF8) I=toll CiE Amazon EC2 391 - Lambdal A8 8101 SNS 0] 2l Hetiof
8 Amazon EC2 QIAEIA(S)0| 2ol AIATS MEsts SMLICH olmf HAH AL Zoll mfet 23
ol £ohE 4 ICHs Hol KOIsMI.

. Z7b0lM Z2E- 57 22 BR2EHAE 944 (Aqua, SNPP X Terra)2 93t O|M Z2 QL
.

« F7}CHE|LI CIRBI M - £ HER BEREEIHAE Q{4 (Aqua, SNPP 2! Terra)ol CHEt OFEIILE
23 palLch

o| RIE2!0| 2{4dof CHEt Ztt oi7H Bd==7F o|O| XA U&LICtH o|e48t mZtO|E{E AFESHH Ol
‘dofl A AWS Ground Station FA| €lH A E = J&LICH ol HIZ32 A8 E AWS Ground
Station [HE AFR 57| QISH RHAl| 2t +EE 2R 7F Qi&LICH 2{LE AFR Atedof &7 HIZEElE &

x|
SOIES S AMEX XEY = JU&LIch

oI

eF 2
o

n

LY |0o|E{= o{C|of| A £ AIEFL|77F?

2 HESO URE MEE|E 417 QARA HERT CIEHO|IAE
7| @IABIA = AWS Ground Station 0f0|MEE AtE5t0{ TIOIE{ & &
| ZE AWS Ground Station 0| A2| C|O|E AEZIE s 4IgL|Ct oI0|H
E dE=ExXQE OF M™ol CHt REMIEH LIE 2 AWS::GroundStation::DataflowEndpointGroup
5 E 0fl AWS Ground Station CH °._P XEMIBH LI 2 AWS Ground Station 00| ME B £

s
KEI-_L
o4

A

B 271 169


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-groundstation-dataflowendpointgroup.html
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug/overview.html
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug/overview.html

AWS Ground Station INT=IY A To] =]

=X 52

CIS MBEME AFS Sof $ME £+ Qe EXME sidste ol =20l 2 &= &LIck AWS Ground
Station.

=A

« Amazon EC2Z O|O|E{E
o Aluj 7 2 EEA SHE

« FAILED_TO_SCHEDULE ?42tx{ 2 sHZ&

Amazon EC2Z O|O|EHE &5t 1 SO 2A| a4

AWS Ground Station =2 43 Mo 2 2ta e 5= @i= B2 Amazon EC2 QIAEH AT A FOIX|
20lstm, HIO|E| 58 A=ZQIE ofZ2|7i0|M0| A% SQIX| &Qlstm, Clo|E| 5§ A=ZQIE of

Zc|7loldel AEZO| 2HIZH FEEIR=X| = Qlatiof g LICE.

® Note

DataDefender(DDX)= $1AH0I| M X E|= HIO|E & A=EQIE of Z 2|70 2] o &Lt
AWS Ground Station

& Mxto| M= Amazon EC2 QIAR AT} o|0O| M E|oq Ct 7HE g LICt. ol A Amazon EC2 €I
HAAE MH5te{™ A|ZHSH7|E AWS Ground Station® Z5HAM| L. https://docs.aws.amazon.com/
ground-station/latest/ug/getting-started.html

> o

1CHA|: EC2 QIAEIA 7} AlSH =QIX| &Hol

Ct2 ™R ME 2401 Amazon EC2 QIAEIAE at1 Al 0| ot B A|ZHSt
ZLICt
= -

rir
oz

T
o
HL
hrd

=

Amazon EC22 H|O|E{E H&s5tE 2 SO 24 & 170

ol


https://docs.aws.amazon.com/ground-station/latest/ug/getting-started.html
https://docs.aws.amazon.com/ground-station/latest/ug/getting-started.html

AWS Ground Station INT=IY A To] =]

1. =X silZ2 52 Y=o ASE Amazon EC2 QIAEAE H&LICH OHS HAE AHSELICH

a. AWS CloudFormation CHA|E =04 A Amazon EC2 QIAEIA T} L EHEl ABHS MEHSHL|CT

b. Bl Bg MEASID =2 ID BollA Amazon EC2 QIARIAE F&LICH QAR ATL 2EY
Lol YEE[R=X] = lgLct

c. Ec|XID ¥oiAM Amazon EC2 QIAEIAO| CHEt 21T E MEHSHL|CH. 2™ Amazon EC2 &
2| 2£2 0o|s&hLC.

N

Amazon EC2 2| 24 0{|A Amazon EC2 QIAEIA AE|7} Al SOIX| &QlstL|C}.

w

QUAEATL MM B OI 7 EFQ A2 AlSELICH QIABATE A2 Fo| ofL|H Chg EAHIE A8

2EHH: A8 E|= OlO|E £ & oiE2|7lold /Y8 2H

Pl

0l AWS Ground Station O|O|TMEE AF&35t= < AWS Ground Station 0f|0|HE &2
Z 2IC|AMEM2. 2Z K| 2t 2™ DataDefender(DDX) OHEZ Z|FH0|ME AL SHE 4
L|C}he section called “3EHA|: OIO|E| £ & ol Z2|7|0|M0| Mgl SQIX| &l

=3

-Io

gI:l
M
x
g
119£ IO op

36t Cl0|E| 58 ofZ 2|70lAd0] A% EOIX| &l

DataDefender2| & EHE 2 Q15242 Amazon EC22| RQIAEIAO]| 24230k FFLICE QIARA 4740 CH
3t XEAMIEH LI 2 Linux QIAEI A A2 FHESHMR.

CHS HAtoll M= SSH 220U E M B-EE ALSstod EX|E sidst= BHE MSELIC

1. HOdEs BPE ZFEEZEE P SSHE A& 35+04 Amazon EC2 RIAE A0 QAT LICY.
DataDefender &l UIS Eo{H &7d SAEQ| X E 802 MEeL|C OIS B SSHE AL 35104
ZE Moo| M35l El M4 2 S50 Amazon EC2 QIAEIAN| 46t Welg HoiELCt

® Note

<SSH KEY>, <BASTION HOST> 2! <HOST>E EX ssh 7|, & S AE 0|E 4l
Amazon EC2 QIAEIA S AE O|ECZ H}FHOF &L}

Windows?2| A<

2EHA: AL &= HIOIE 25 oHEE70IM 8 2Y 171


https://docs.aws.amazon.com/ground-station/latest/ug/troubleshooting-agent.html
https://docs.aws.amazon.com/ground-station/latest/ug/troubleshooting-agent.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html

AWS Ground Station

AR 7H0|E

ssh -L 8080:1localhost:80 -o ProxyCommand="C:\Windows\System32\0OpenSSH\ssh.exe -o

\"ForwardAgent yes\" -W %h:%p -i \"<SSH KEY>\" ec2-user@<BASTION HOST>" -i "<SSH
KEY>" ec2-user@<HOST>
Macl| B<
ssh -L 8080:localhost:80 -o ProxyCommand="ssh -A -o 'ForwardAgent yes' -W %h:%p -i
<SSH KEY> ec2-user@<BASTION HOST>" -i <SSH KEY> ec2-user@<HOST>
2. ZEoiM ddxBl= A S T ZMAE grepping(® 2l)5+04 DataDefender(DDXE = &7 Al
# FOIX| HOIBLICH A% Bl T2 MAE ZAFSHE HHD MEHQI o 2 a1 24
L|C}.
[ec2-user@Receiver-Instance ~]$ ps -ef | grep ddx
Rtlogic 4977 1 10 Octle ? 2-00:22:14 /Jopt/rtlogic/ddx/
bin/ddx -m/opt/rtlogic/ddx/modules -p/opt/rtlogic/ddx/plugins -c/opt/rtlogic/
ddx/bin/ddx.xml -umask=077 -daemon -f installed=true -f security=true -f enable
HttpsForwarding=true
Ec2-user 18787 18657 © 16:51 pts/0 00:00:00 grep -color=auto ddx
DataDefender7} A& 901 73 the section called “4EHA|: G|O|E| & ofZE|7|0|MH AEZIO| 7
Mo (=X &l OHX| A2 F2 ChE HAHRE HE TIdEoct
3. ot EAIE HHES ALE5H04 DataDefenders A|EfEHLICEH
sudo service rtlogic-ddx start
HHEZ A& 8t & DataDefender7t A& &1 3 I K| the section called “4EHH: CIO|H £ &
OHEEZ|AH0|M AEZIO| FHE[0 U=X[ EHQI" 2 B2 O BHAHE AS TI-ELICH
4. ofel BH2 A835t0{ CHS T2 ZASH0] DataDefenderg Mx|5t1 #+435t= S 2F 7t QU
=X| &elgrL|ct.
cat /var/log/user-data.log
cat /opt/aws/groundstation/.startup.out
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WAN Transport Local Endpoint Finish

Configure DataDefender to communicate across the WAN

Stream Name [ R E ©
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Network Interface

Enable Multicast

Port
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Stream Wizard

WAN Transport Local Endpoint Finish

Configure DataDefender to communicate with a local endpoint

Local Endpoint 1

Network Interface
Protocol

Enable Multicast
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https://aws.amazon.com/support/createCase
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® Note
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"creationTime": 1000000000.00,
"enabled": false,

"ephemerisId": "d5a8abac-8a3a-444e-927e-EXAMPLEL",
"name": "Example",
"priority": 2,
"status": "INVALID",
"invalidReason": "METADATA_INVALID",
"suppliedData": {
"tle": {
"sourceS30bject": {
"bucket": "my-s3-bucket",
"key": "myEphemerisKey",
"version": "ephemerisVersion"
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(® Note
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https://www.ospo.noaa.gov/Operations/messages.html
https://docs.aws.amazon.com/health/latest/ug
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https://docs.aws.amazon.com/general/latest/gr/gs.html
https://docs.aws.amazon.com/general/latest/gr/gs.html
https://console.aws.amazon.com/servicequotas
https://docs.aws.amazon.com/servicequotas/2019-06-24/apireference/Welcome.html
https://docs.aws.amazon.com/cli/latest/userguide
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