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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
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"aws :SourceAccount": '"999999999999"

}I
"ArnLike": {
"aws:SourceArn'": "arn:aws:groundstation:us-
east-1:999999999999: config/s3-recoxrding/your-config-id"
}

IAM &igofl= o] HAAM 2de -5t 1 HZ! Zixof CHEts3: GetBucketLocation 2
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation"
1,
"Resource": [
"arn:aws:s3:::your-bucket-name"
]
},
{
"Effect": "Allow",
"Action": [
"s3:PutObject"
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "groundstation.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
« 1AM &hol= 2§&to| AE R0 kinesis:DescribeStream kinesis:PutRecord &!
kinesis:PutRecords —." 12 +sIEE 5185t IAM 20| QlofoF BfL|Ct ol ofeH &t

SH M E HEstML.

IAM EHE AO|O|EstE Yol CHE RHMIEF LI 2 IAM AHE DB ALl IAM B #E[E H Z5HA
2.
{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
"kinesis:PutRecord",
"kinesis:PutRecords"
1,
"Resource": "arn:aws:kinesis:us-east-2:999999999999:stream/your-stream-name"
}
]
}
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« Config AWS CLI & Z(telemetrySinkConfig -> (structure)AM & X)

« TelemetrySinkConfig API & X
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https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-dataflow-endpoint-group.html
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
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NERSEE RV DS

45 o| 41| MM UCIO|EsHe Yol CHEH REMIEH LIS IAM AFS M- A9l IAM o8t 2Ha|2 &
ZStMIR.
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": '999999999999"
}I
"ArnLike": {
"aws:SourceArn": "arn:aws:groundstation:us-
east-1:999999999999:dataflow-endpoint-group/your-endpoint-id"
}
}
}
]
}
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o

JSON

{
"Version":"2012-10-17",
"Statement": [
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"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkIntexrfacePermission",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeSecurityGroups"

1,

"Resource": "*"
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"Statement": [
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"Effect": "Allow",
"Action": [
"groundstation:*"

1,

"Resource": [

myn
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https://docs.aws.amazon.com/accounts/latest/reference/getting-started.html
https://console.aws.amazon.com/iam
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o Q17| ™M& HEHO| B2 Action2 CHS 1t ZH0| groundstation:Get*, groundstation:List* 2!

groundstation:Describe*2 A& gtL|C}.

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"groundstation:Get*",
"groundstation:List*",
"groundstation:Describe*"
1,
"Resource": [
mgn
]
}
]
}

- HE|HE Q5SS S8 F7} 2ot B Action2 CH I Z 0| groundstation:* £,
Condition/Bool2 Ct=21} Z 0| aws:MultiFactorAuthPresent:true2 A& g LICT.
JSON

{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "groundstation:*",
"Resource": "*",
"Condition": {
"Bool": {
"aws:MultiFactoxrAuthPresent": true
}
}
}

1
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://console.aws.amazon.com/groundstation/home#resources
https://console.aws.amazon.com/groundstation/home#resources
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
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AWS Ground Station CLI

ol

E ME5l04et A5 28 AWS CLI = U&LICH AWS Ground Station. AWS CLI £ AF23510{ &40
Ef2E X|X5t7| Aol CH2 AWS CLI AFX =742 SZ sl of gt

« AWS CLI 7} Mx|E[of =X| &elg|ct Ax|ofl CHet REAIE L8 2 AWS CLI 7 2 X|E AWS
CLIZtZ3IMIL. https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html

« AWS CLI 7} 8 Elof U EX| EQlErLICE F Aol CHEt XFMIEH LI 2 AWS CLI X 2 242 AWS
CLIZIZ3IAMIL. https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html

» AWS CLIOIM RX| ZtE|ElE Tt RAHF A E[E 714 A0 2ot E 2 XMEE = U&LICH
AWS Ground Station =2 *E 0i|2fst 0 2FE|stedH ol2{sh d-nt A3 ZHo| ELICt AWS
CLI 74 2 xb74 3% M xFof ChEt RHAIE LI8S 74 2 117 3 1ol A% chelg B3
AL,

AWS CLI 7} 7t E|1 AF& & #&H|7F E|™ AWS Ground Station CLI & 2= H O|X|& HESH0{ Al
8 Ittt WEE SKISHMR. O] MH|AE AFSE e AWS CLI B8 X 21 BP0 HEF
AtgroundstationZ 20{E& At83l2dE MHIAR X|HEL|CH AWS Ground Station . AWS CLI &
TZ=of CHEF RtAM[EH LIE2 AWS CLI HO|X|o| B FXE FZsHM L. ofx B Fx= CchEat 2 &
LICH

aws groundstation <command> <subcommand> [options and parameters]

el CLI BE e Aot Chsnt HIx e &3 Aot grerElLict

{
"satellites": [
{
"groundStations": [
"Ohio 1",
"Oregon 1"
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https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/index.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-commandstructure.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html

AWS Ground Station A8 HEBM
1,
"noradSatellitelID": 27424,
"satelliteArn":

"arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555",
"satelliteId": "11111111-2222-3333-4444-555555555555"

E{1E X|H3l2{E {8 E &0} satelliteArnE 0|23 SL|CH Ef2 X|ZHol| CHEE & 71X | &2
FO| AtEt2 Ef ElAA APIO 2|X¥ ARNO| Z 23T list-satellitesO| A 225 = ARNO| X4
Ol2t= ALICt CtE BAHM= Ef 38 M sttds EIM(HLsteis 2l §)2 = ARNE &%
grLich ol MM E us-west-22 AFELICE O|fH BB 2 ARNS CH2 1 ZHo| HZEELCH.

Ly

arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555

74
- O

T
ﬂ?l'

arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555

Z&0] 219 0|2 EAlsteA™ 2190l 7|=2 AF8El=  “Name" 1t = E{L7F Qlo{OF BfLICH EFHE
AEsIER [HZHE AWS CLI= & efAlZ O|AF O|Z X2|sl{ok &fLICt Bl = CSot 20| EAIE

LICE.

{\"Name\" :\"AQUA\"}

CtZ 2 & tag-resource APIE £&5t0{ @0l E{IE X[EELICH o] 22 CtZ1t AWS CLI Z0|
elisr £ olaLct

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~-tags
"{"Name" :"AQUA"}'

Ol H st MEIst 2|4 0|22 AWS Ground Station &0 A & Qleh 4= Ql&LCt.
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https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
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2424 SUBH “Name” 7|18 AFE3HK|BH EfT10] Zho| CFHE 2[4 ARNE AFE 504
3&6H ELCH 28{™ 7|E Eja7) Yollo|EX|1 2&0i M 0|F 0| EAIEL]
Ct. Ct=2 olofl CHEt oAl 27 x 3 & QL.

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~--tags
'{"Name" :"NewName"}"'

@4 ol XA

untag-resource APIE AP%&
2lX el 7| S 20| &
CLIE At&35t0d OI APIE
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b
ror

aws groundstation untag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~--tag-keys Name
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https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/untag-resource.html
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https://aqua.nasa.gov/
https://www.nesdis.noaa.gov/our-satellites/currently-flying/joint-polar-satellite-system
https://www.nesdis.noaa.gov/our-satellites/currently-flying/joint-polar-satellite-system
https://terra.nasa.gov/
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AWS Ground Station
! Antenna Region i ' Customer VPC
E Customer Receiver

Slgnal 3 > — » Dataflow
[F | endpoint
application

Satellite 5 AWS Ground Station ; | Elastic Network Interface

*End to end data connection is established and maintained enly during the scheduled
contact duration.

CFH=2 2 AWS Ground Station Of|0|ME F+H &2 AF835le Ao &l B2E Eo{ELICH.

Aws
Ante
1 RF
Customer Recelver
= Signal EiP E tomer Receive
@ T » [r Public
AWS KMS Key Encrypted P Dedicated Agent CPU Space Egress Address
Forward-Error-Corrected

P t
(FEC) - AWS GS Agent UDP Socke!

. . PP | Dataflow i i %'QIF AwsGroundStationAgentEndpoint
Transmit (Tx) 1 —————» UDP P37 istener (e.g. SDR) Dataflow
DiglF Dataflow  |-= =3 ingress .
~% Port
! L H — @ Jopt/aws/aroundstation/etc/
) ’ aws-gs-agent-config. json
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-groundstation-missionprofile.html
https://console.aws.amazon.com/groundstation
https://docs.aws.amazon.com/cli/latest/reference/groundstation/reserve-contact.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ReserveContact.html
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https://aws.amazon.com/blogs/publicsector/automated-earth-observation-aws-ground-station-amazon-s3-data-delivery
https://github.com/awslabs/aws-groundstation-eos-pipeline
https://aws.amazon.com/blogs/publicsector/virtualizing-satellite-ground-segment-aws/
https://aws.amazon.com/blogs/publicsector/earth-observation-using-aws-ground-station/
https://aws.amazon.com/blogs/publicsector/building-high-throughput-satellite-data-downlink-architectures-aws-ground-station-wideband-digif-amphinicy-blink-sdr/
https://aws.amazon.com/blogs/publicsector/building-high-throughput-satellite-data-downlink-architectures-aws-ground-station-wideband-digif-amphinicy-blink-sdr/
https://aws.amazon.com/blogs/publicsector/building-high-throughput-satellite-data-downlink-architectures-aws-ground-station-wideband-digif-amphinicy-blink-sdr/
https://github.com/aws-samples/aws-groundstation-wbdigif-snpp
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import boto3

# Create AWS Ground Station client
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ground_station_client = boto3.client("groundstation")

# The ground station ID to list antennas for.
# Use the ListGroundStations API to find available ground station IDs.
ground_station_id = "Ohio 1"

# List all antennas at a ground station.

# This is useful for understanding the capacity of a ground station

# and for planning multi-antenna operations.

print(f"Listing antennas for ground station '{ground_station_id}'...")

paginator = ground_station_client.get_paginator("list_antennas")
page_iterator = paginator.paginate(
groundStationId=ground_station_id,
PaginationConfig={
"MaxItems": 100,
"PageSize": 20,
},

for page in page_iterator:
for antenna in page["antennalist"]:
print(f" Antenna: {antenna['antennaName']}")

print(f" Ground Station: {antennal'groundStationName']}")
print(f" Region: {antenna['region']}")
print()
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import boto3
from datetime import datetime, timezone, timedelta

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# The ground station ID to list reservations for
ground_station_id = "Ohio 1"

# Define the time range to query. Reservations include both your

# scheduled contacts and maintenance windows at the ground station.
start_time = datetime.now(timezone.utc)

end_time = start_time + timedelta(days=7)

# List all reservations at a ground station for the next 7 days.

# You can filter by reservation type to see only contacts or

# only maintenance windows.

print(f"Listing reservations for ground station '{ground_station_id}'...")
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print(f"Time range: {start_time} to {end_time}")

paginator = ground_station_client.get_paginator("list_ground_station_reservations")

page_iterator = paginator.paginate(

groundStationId=ground_station_id,
startTime=start_time,
endTime=end_time,
PaginationConfig={

"MaxItems": 100,

"PageSize": 20,
},

for page in page_iterator:
for reservation in page["reservationList"]:
reservation_type = reservation["reservationType"]
antenna_name = reservation["antennaName"]
res_start = reservation["startTime"]
res_end = reservation["endTime"]

print(f" Type: {reservation_typel}")

print(f" Antenna: {antenna_namel}")
print(f" Start: {res_start}")
print(f" End: {res_end}")

details = reservation["reservationDetails"]
if "contact" in details:

contact_id = details["contact"].get("contactId", "N/A")

print(f" Contact ID: {contact_id}")
elif "maintenance" in details:

maintenance_type = details["maintenance"]["maintenanceType"]

print(f" Maintenance Type: {maintenance_typel}")

print()

# For Dedicated Antenna customers, you can also filter to show only maintenance windows

print("Listing only maintenance reservations...")

page_iterator = paginator.paginate(
groundStationId=ground_station_id,
startTime=start_time,
endTime=end_time,
reservationTypes=["MAINTENANCE"],
PaginationConfig={

2= oA
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"MaxItems": 100,
"PageSize": 20,
iy

for page in page_iterator:
for reservation in page["reservationList"]:
maintenance_type = reservation["reservationDetails"]["maintenance"][

"maintenanceType"

]

print(
f" {maintenance_type} maintenance on {reservation['antennaName']}: "
f"{reservation['startTime']} to {reservation['endTime']}"

)
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Ol= £&HO0|A ZAE Alpha-5 Q12 HM7AHE /UM &ELICH Alpha-5& ?1d 72 =21 #H35 HEof A
i <AHE Ll EXHA~Z, T 1 =
Al 7tsE 218 FHE

ElL|CH

Alpha-5&= &=T35| TLE HAE AO|C|AZR|0| QIR RLICH 7|2 <At IH FIHEO HE =
HZAZ|X| SE&LICH API2] noradSatelliteID AWS Ground Station ZEE M4+ 2 | X[E/L

Ch. ListSatellites2t Z2 API &2 Alpha-5 QI & FA|0| ot A} 2 7 H
GetSatellite Al BHEHEILICH Alpha-5 2IZ Y2 TLE HIAE & AHA| LHO| MEF 2H240] d&LICt

o o
CreateEphemeris 22 Sdll TLEE YELCSIHE
SHIEA 72 BM5tD 0|8 WREHMoR siE M @M 7HEET HE 2 2 QIFL|Ct Alpha-5 2
(100,000~339,999)2| 2|8 7t 2 HE 7t U= fI40| 2tedstA x| E Lt

22 QA 7IEt2 1 #3571 100,0002) 2|4d0i CHE ofl "l TLE MIE QILIC} Alpha-5 Q1322 ZF TLE
Mol & 3~7A00000 A2t Z 0] O|F LIEHALICE.
[
{
"tleLinel": "1 AQQQQU 26001A  26120.50000000 .00000072 0Q0000-0 24500-4 @
9991",
"tleLine2": "2 AQQ00Q 97.4500 85.2300 0012345 45.6789 314.5678 15.20000000
10013",
"validTimeRange": {
"startTime": 1777680000,
"endTime": 1778284800
}
}
]

Alpha-5 Q13 = &M|AHof| CHEF AEAIEH LHE 2 Space-Track Alpha-5 AEME F XA L.

TLE of|mH HI 2| A AMAd

TLE of|H M| 2|A= API2| CreateEphemeris 22 At&5t0{ MM & = l&LICH AWS Ground
Station . O| U2 @& 2& E& X[HE S3 HZA 2| HIO|IEHE ME35to{ dHHZIAE Y= = LCH

3t 7FK| Z=o|&t Me o IH2AE UZ =5t of I|H|Z2|A 7 VALIDATINGE MMEE|T HIS 7| {a=
27} AZEE[0] o I|HIZ|AE HE5D O|ZFRE MM MEE MMt HIS7| I EZZ27F AREIC
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= duch UA| ME AT Ol /IS EE2E S1tet  ENABLEDZt &l Foil gt HFof AFSEL(CH of m|
Hi2[A 4Efof CHSH DescribeEphemerisE & &35t 7{Lt CloudWatch O|HIEE At&504 om|H[2|A S
AEf BHES FE5HoF FLICH.

EXE olHzlA EXME sidsted e M xstMe. 2 X E omH2A EX &2

of: APIE S35l 2& QA(TLE) ME olmHZ2|A MM

AWS SDKs 2! CLIE AF&3t04 CreateEphemeris &2 AWS Ground Station &3 O|HHIZ[AE
MES £ & QA(TLE)E Y28 £ Q&LIC o] oM ElAE fI42] 7|2 ofHHIZ|A Clo|E oY
A AP EILCH & Z=7[2 oH 2|4 H0]E). o] tIA|olMHE AWS SDK for Python(Boto3)& AHE 504

ol Ztedg ¥t Wy HoiFLIC

| ZHAM|L|CH TLE MIE

TLE MIE& stLt 0|42l TLEE E7H S01 944 XS T4dsHs JSON HAle
= % NES HAsok BILICHE, TLE MEQI TLE 2+ Al

O|TLEE HHE Fgst= Ol MEE = % :
ZF 7k40| @12). TLE MEZQ| o= Ct&1t Z &Lt
L
{

"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": 12345,
"endTime": 12346

"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": 12346,
"endTime": 12347
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TLE MIEE= Ct=21F ZH0| AWS Ground Station boto3 2CI0|¢1EE Sdll Y2 E& &= QU&LICH.

import boto3
from datetime import datetime, timedelta, timezone

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Create TLE ephemeris
tle_ephemeris = ground_station_client.create_ephemeris(
name="Example Ephemeris",
satelliteIld="2e925701-9485-4644-b031-EXAMPLEQ1",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=3),
priority=2,
ephemeris={
"tle": {
"tleData": [
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0
26688-4 @ 9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),

+

print(f"Created TLE ephemeris with ID: {tle_ephemeris['ephemerisId']}")

O| Z&E2 &= ephemerisld& EtEHELICH 0| & S01 /2| Z &0 XS E ephemerisldE A& 35}04

ephemeris &§E{E EZE &= JU&LICH
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import boto3
from datetime import datetime, timedelta, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# First, create a TLE ephemeris
print("Creating TLE ephemeris...")

tle_ephemeris = ground_station_client.create_ephemeris(
name="Example TLE Ephemeris for Description",
satelliteld="2e925701-9485-4644-b031-EXAMPLEQL",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=3),
priority=2,
ephemeris={
"tle": {
"tleData": [
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0
26688-4 @ 9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),

+

},
ephemeris_id = tle_ephemeris["ephemerisId"]
print(f"Created TLE ephemeris with ID: {ephemeris_id}")

# Describe the ephemeris immediately to check initial status
print("Describing ephemeris...")

response = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)

print(f"Ephemeris ID: {responsel['ephemerisId']}")
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print(f"Name: {response['name']}")
print(f"Status: {response['status']}")

DescribeEphemeris 2r49| 8 of|dl= CtS 1t 2 &L Ct.

"creationTime": 1620254718.765,

"enabled": true,

"name": "Example Ephemeris",

"ephemerisId": "fde4l1049-14f7-413e-bd7b-EXAMPLEQ1",

"priority": 2,

"status": "VALIDATING",

"suppliedData": {

"tle": {
"ephemerisData": "[{\"tleLinel\": \"1 25994U 99068A 20318.54719794 .00000075

00000-0 26688-4 @ 9997\",\"tleLine2\": \"2 25994 98.2007 30.6589 0001234 89.2782

18.9934 14.57114995111906\",\"validTimeRange\": {\"startTime\": 1620254712000,
\"endTime\": 1620859512000}}]1"

}
}
}
DescribeEphemeris 2t &2 Z2!5t 7L} CloudWatch O|HIEE AF235to{ AZ = FE ofmHI2|A o] &
EfE FX5t= XH0| E&LICH YESE ofHH2lAs 2 HME|D 174 SCH 04/ 2F ENABLED & A1
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]IO
r
ful

?1o] o|MI259940| M TLEs MES| 2 & TLEO = NORAD ID= ?/40| Space-Track G| O|E{H|O| A
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o
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CI22 S3 HZ!0|A TLE oHHI2|A T8 Y2 =5 of LCt.

import boto3

from datetime import datetime, timedelta, timezone
import json

# Create AWS clients
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s3_client = boto3.client("s3")
ground_station_client = boto3.client("groundstation")

# Define S3 bucket and key
bucket_name = "ephemeris-bucket"
object_key = "test_data.tle"

# Create sample TLE set data
# Note: For actual satellites, use real TLE data from sources like Space-Track
tle_set_data = [
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=3),

+
iy
{
"tleLinel": "1 25994U 99068A  20321.54719794 .00000075 00000-0 26688-4 0
9998",

"tleLine2": "2 25994 98.2007 33.6589 0001234 89.2782 18.9934
14.57114995112342",
"validTimeRange": {
"startTime": datetime.now(timezone.utc) + timedelta(days=3),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),
},
.

# Convert to JSON string for upload
tle_json = json.dumps(tle_set_data, indent=2)

# Upload sample TLE data to S3
print(f"Uploading TLE set data to s3://{bucket_name}/{object_key}")

s3_client.put_object(
Bucket=bucket_name, Key=object_key, Body=tle_json, ContentType="application/json"
)
print("TLE set data uploaded successfully to S3")
print(f"Uploaded {len(tle_set_data)} TLE entries covering 7 days")
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# Create TLE ephemeris from S3
print("Creating TLE ephemeris from S3...")

s3_tle_ephemeris = ground_station_client.create_ephemeris(
name="2022-11-05 S3 TLE Upload",
satelliteIld="fde41049-14f7-413e-bd7b-EXAMPLEQ1",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=5),
priority=2,
ephemeris={"tle": {"s30bject": {"bucket": bucket_name, "key": object_key}}},

print(f"Created TLE ephemeris with ID: {s3_tle_ephemeris['ephemerisId']}")
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Hxt= Ct210 AWS Ground Station ZF&L|CH.

o

of| CH8t CCSDS EZ&E1o| &

« CCSDS_OEM_VERSE 0|0o{oF &LICt2. 0.

« REF_FRAMEE EME2000 EE= & §tLtoqdoF BfLICH ITRF2000.

« REF_FRAME_EPOCHE=O|M X|HE|X| 2t & LICH AWS Ground Station.
« CENTER_NAMEE O|o{of EfLICtEarth.

« TIME_SYSTEM= O|0{of BfL|CtUTC.

« INTERPOLATION 2! INTERPOLATION _DEGREE= 25 AWS Ground Station 10 T ZHO| K| ZsHE of
H 2| A0 EEL|C}.

« AWS Ground Station = X|'SEl0|M E7t2 =&5t7[0] S2& ol m2lA Clo|e BllZE7}F 2 &
Z|X| ot OEM Cl|O|E|{ EE & 51873104 CCSDS 5.2.4.72 210{ZLICFINTERPOLATION_DEGREE.
O| A= XIHE ECl &L Z2 71E =2 EZF HT 2 AWS Ground Station AFE &L
CHINTERPOLATION_DEGREE.
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KVN & Alo| OEM ol HI 2| A oA
2 & JPSS-1 HEZ HR2EFIAE] Q4J0i CHE KVN & Al9] OEM of|m|H| 2| A 2] &2l of @JL|C}.

CCSDS_OEM_VERS = 2.0

COMMENT Orbit data are consistent with planetary ephemeris DE-430

CREATION_DATE 2024-07-22T05:20:59

ORIGINATOR = Raytheon-JPSS/CGS

META_START

OBJECT_NAME = J1

OBJECT_ID = 2017-073A

CENTER_NAME = Earth

REF_FRAME = EME2000

TIME_SYSTEM = UTC

START_TIME = 2024-07-22T00:00:00.000000
STOP_TIME = 2024-07-22T00:06:00.000000
INTERPOLATION = Lagrange
INTERPOLATION_DEGREE = 5

META_STOP

2024-07-22T00:00:00.000000 5.905147360000000e+02 -1.860082793999999%e+03
-6.944807075000000e+03 -5.784245796000000e+00  4.347501391999999e+00
-1.657256863000000e+00
2024-07-22T700:01:00.000000  2.425572045154201e+02 -1.595860765983339e+03
-7.030938457373539e+03 -5.810660250794190e+00  4.457103652219009e+00
-1.212889340333023e+00
2024-07-22T00:02:00.000000 -1.063224256538050e+02 -1.325569732497146e+03
-7.090262617183503e+03 -5.814973972202444e+00  4.549739160042560e+00
-7.639633689161465e-01
2024-07-22T00:03:00.000000 -4.547973959231161e+02 -1.050238305712201e+03
-7.122556683227951e+03 -5.797176562437553e+00  4.625064829516728e+00
-3.121687831090774e-01
2024-07-22T00:04:00.000000 -8.015427368657785e+02 -7.709137891269565e+02
-7.127699477194810e+03 -5.757338007808417e+00  4.682800822515077e+00
1.407953645161997e-01
2024-07-22T00:05:00.000000 -1.145240083085062e+03 -4.886583601179489e+02
-7.105671911254255e+03 -5.695608435738609e+00  4.722731329786999e+00
5.932259682105052e-01
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2024-07-22T00:06:00.000000 -1.484582479061495e+03 -2.045451985605701e+02
-7.056557069672793e+03 -5.612218005854990e+00  4.744705579872771e+00
1.043421397392599e+00

OEM O T HI 2| A A4

OEM of|H|HI2|A = API2| CreateEphemeris 24 AF&3l0o{ MAE £+ Q&LICH AWS Ground
Station . O] 22 Q™ E& T & X|HE S3 HZ!o| HI0|EE AP06P04 omHz|AE YEE=FLIC.
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import boto3
from datetime import datetime, timedelta, timezone

# Create AWS clients
s3_client = boto3.client("s3")
ground_station_client = boto3.client("groundstation")

# Define S3 bucket and key
bucket_name = "ephemeris-bucket"
object_key = "test_data.oem"

# Create sample OEM data in KVN format
oem_data = """CCSDS_OEM_VERS = 2.0

COMMENT Orbit data are consistent with planetary ephemeris DE-430

CREATION_DATE = 2024-07-22T05:20:59
ORIGINATOR = Raytheon-JPSS/CGS
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META_START

OBJECT_NAME = J1

OBJECT_ID = 2017-073A

CENTER_NAME = Earth

REF_FRAME = EME2000

TIME_SYSTEM = UTC

START_TIME = 2024-07-22T00:00:00.000000
STOP_TIME = 2024-07-22T00:06:00.000000
INTERPOLATION = Lagrange
INTERPOLATION_DEGREE = 5

META_STOP

2024-07-22T00:00:00.000000 5.905147360000000e+02 -1.860082793999999%e+03
-6.944807075000000e+03 -5.784245796000000e+00  4.347501391999999e+00
-1.657256863000000e+00
2024-07-22T00:01:00.000000  2.425572045154201e+02 -1.595860765983339e+03
-7.030938457373539e+03 -5.810660250794190e+00  4.457103652219009e+00
-1.212889340333023e+00
2024-07-22T00:02:00.000000 -1.063224256538050e+02 -1.325569732497146e+03
-7.090262617183503e+03 -5.814973972202444e+00  4.549739160042560e+00
-7.639633689161465e-01
2024-07-22T00:03:00.000000 -4.547973959231161e+02 -1.050238305712201e+03
-7.122556683227951e+03 -5.797176562437553e+00  4.625064829516728e+00
-3.121687831090774e-01
2024-07-22T00:04:00.000000 -8.015427368657785e+02 -7.709137891269565e+02
-7.127699477194810e+03 -5.757338007808417e+00  4.682800822515077e+00
1.407953645161997e-01
2024-07-22T00:05:00.000000 -1.145240083085062e+03 -4.886583601179489e+02
-7.105671911254255e+03 -5.695608435738609e+00  4.722731329786999e+00
5.932259682105052e-01
2024-07-22T00:06:00.000000 -1.484582479061495e+03 -2.045451985605701e+02
-7.056557069672793e+03 -5.612218005854990e+00  4.744705579872771e+00
1.043421397392599e+00

# Upload sample OEM data to S3
print(f"Uploading OEM data to s3://{bucket_name}/{object_key}")

s3_client.put_object(
Bucket=bucket_name, Key=object_key, Body=oem_data, ContentType="text/plain"

print("OEM data uploaded successfully to S3")
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# Create OEM ephemeris from S3
print("Creating OEM ephemeris from S3...")

s3_oem_ephemeris = ground_station_client.create_ephemeris(

name="2024-07-22 S3 OEM Upload",

satellitelId="fde41049-14f7-413e-bd7b-EXAMPLEQL",

enabled=True,

expirationTime=datetime.now(timezone.utc) + timedelta(days=5),

priority=2,

ephemeris={"oem": {"s30bject": {"bucket": bucket_name,

"key": object_key}}},

print(f"Created OEM ephemeris with ID: {s3_oem_ephemeris['ephemerisId']}")
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{
"creationTime": 1620254718.765,
"enabled": true,
"name": "Example Ephemeris",
'ephemerisId": "fde4l1049-14f7-413e-bd7b-EXAMPLEQ@2",
"priority": 2,
"status": "VALIDATING",
"suppliedData": {
"oem": {
"sourceS30bject": {
"bucket": "ephemeris-bucket-for-testing",
"key": "test_data.oem"
}
}
}
}
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import boto3
# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")
# Create azimuth elevation ephemeris
azimuth_elevation_ephemeris = ground_station_client.create_ephemeris(
name="Azimuth Elevation for Ohio Ground Station",
ephemeris={
"azl": {
"groundStation": "Ohio 1",
"data": {
"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [
{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z",
"endTime": "2024-03-15T10:15:00Z",
},
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.0},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},
1,
}
1,
}
},
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print(f"Created ephemeris with ID: {azimuth_elevation_ephemeris['ephemerisId']}")
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import boto3
import json

# Create AWS clients
s3_client = boto3.client("s3")
ground_station_client = boto3.client("groundstation")

# Define S3 bucket and key
bucket_name = "azimuth-elevation-bucket"
object_key = "singapore-azimuth-elevation.json"

# Create sample azimuth elevation data
azimuth_elevation_data = {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [
{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z2",
"endTime": "2024-03-15T10:15:00Z",
},
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.0},
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{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},

1,
},
{
"referenceEpoch": "2024-03-15T10:15:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:15:00Z",
"endTime": "2024-03-15T10:30:00Z",
},
"azElList": [
{"dt": 0.0, "az": 70.0, "el": 35.0},
{"dt": 180.0, "az": 75.0, "el": 40.03},
{"dt": 360.0, "az": 80.0, "el": 45.0},
{"dt": 540.0, "az": 85.0, "el": 50.0},
{"dt": 720.0, "az": 90.0, "el": 55.0},
{"dt": 900.0, "az": 95.0, "el": 50.03},
1,
I

# Upload sample data to S3
print(f"Uploading azimuth elevation data to s3://{bucket_name}/{object_key}")

s3_client.put_object(
Bucket=bucket_name,
Key=object_key,
Body=json.dumps(azimuth_elevation_data, indent=2),
ContentType="application/json",

)

print("Sample data uploaded successfully to S3")

# Create azimuth elevation ephemeris from S3
print("Creating azimuth elevation ephemeris from S3...")

s3_azimuth_elevation_ephemeris = ground_station_client.create_ephemeris(
name="Large Azimuth Elevation Dataset",
ephemeris={
"azgl": {
"groundStation": "Singapore 1",
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"data": {"s30bject": {"bucket": bucket_name, "key": object_key}},

}I

print(f"Created ephemeris with ID: {s3_azimuth_elevation_ephemeris['ephemerisId']}")
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import boto3
from datetime import datetime
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# First, create an azimuth elevation ephemeris
print("Creating azimuth elevation ephemeris...")

create_ephemeris_response = ground_station_client.create_ephemeris(
name="Azimuth Elevation for Contact Reservation",
ephemeris={

"azl": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [
{
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"referenceEpoch": "2024-03-15T10:00:00Z",

"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z",
"endTime": "2024-03-15T10:15:00Z",

},

"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.0},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},

]I

},
ephemeris_id = create_ephemeris_response["ephemerisId"]
print(f"Created ephemeris with ID: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
print("Waiting for ephemeris to become ENABLED...")

while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# Reserve contact with azimuth elevation ephemeris
print("Reserving contact...")

contact = ground_station_client.reserve_contact(
# Note: satelliteArn is omitted when using azimuth elevation ephemeris
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missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-profile/
example-mission-profile",

groundStation="0hio 1",

startTime=datetime(2024, 3, 15, 10, 0, 0),

endTime=datetime(2024, 3, 15, 10, 15, 0),

trackingOverrides={"programTrackSettings": {"azEl": {"ephemerisId":
ephemeris_id}}},
)

print(f"Reserved contact with ID: {contact['contactId']}")

(@ Note
delzt 1 oHHIZ|AL HES o 2e [ satelliteArn IF2FOIE{E MEFsH £~ Ql&L|CH
StElLIE ME S0f XIHE Wzt 2 e Z4 = E [MELIC
A& 7tsEF 248X LIY

Wezt 1 ofHH2lAE ALE5tE A2 ListContacts APIlE £ m2t0|E{7t 2 Lot

SHolM satelliteArn LIZtO/E{E MEFE £~ Ql&LICH

A8E AmzZ|AE XI-Gste{H &2t 1 oHMH2lA IDL &7H ephemeris TEHOIEE M3
St of &FLCt.

M3 Sz Y IE 257 QHE X|4=o| AO|E OtATEHO £ [ AFS 7t58 MEF E0

E AIELICE.

04%5| groundStation XE M3l ok & LICH missionProfileArn

Y2 1 ofmHE[AE dEstn o17]0f ALE 7HSEF HERE LHhstE ol

import boto3
from datetime import datetime, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Step 1: Create azimuth elevation ephemeris
print("Creating azimuth elevation ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
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name="Stockholm AzEl Ephemeris",
ephemeris={

"azgl": {
"groundStation": "Stockholm 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-04-01T12:00:00Z",
"validTimeRange": {
"startTime": "2024-04-01T12:00:00Z",
"endTime": "2024-04-01T12:30:00Z",
.
"azElList": [
{"dt": 0.0, "az": 30.0, "el": 15.03,
{"dt": 360.0, "az": 45.0, "el": 30.0},
{"dt": 720.0, "az": 60.0, "el": 45.0},
{"dt": 1080.0, "az": 75.0, "el": 35.0},
{"dt": 1440.0, "az": 90.0, "el": 20.0},
{"dt": 1800.0, "az": 105.0, "el": 10.0},
1,
}

1,
iy

iy

ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Step 2: Wait for ephemeris to become ENABLED
print("Waiting for ephemeris to become ENABLED...")
while True:
describe_response = ground_station_client.describe_ephemeris(
ephemerisId=ephemeris_id
)

status = describe_response["status"]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break
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elif status in ["INVALID", "ERROR"]:
# Check for validation errors
if "invalidReason" in describe_response:
print(f"Ephemeris validation failed: {describe_response['invalidReason']}")
raise RuntimeError(f"Ephemeris failed with status: {status}")
print(f"Current status: {status}, waiting...")
time.sleep(5)
# Step 3: List available contacts using the azimuth elevation ephemeris
print("Listing available contacts with azimuth elevation ephemeris...")
# Convert epoch timestamps to datetime objects
start_time = datetime.fromtimestamp(1760710513, tz=timezone.utc)
end_time = datetime.fromtimestamp(1760883313, tz=timezone.utc)
contacts_response = ground_station_client.list_contacts(
startTime=start_time,
endTime=end_time,
groundStation="Stockholm 1",
statusList=["AVAILABLE"],
ephemeris={"azEl": {"id": ephemeris_id}},
# satelliteArn is optional
satelliteArn="arn:aws:groundstation::111122223333:satellite/a88611b0-f755-404e-
b60d-57d8aEXAMPLE",
missionProfileArn="arn:aws:groundstation:eu-north-1:111122223333:mission-
profile/966b72f6-6d82-4e7e-b072-f8240EXAMPLE",
)
# Process the results
if contacts_response["contactList"]:
print(f"Found {len(contacts_response['contactlList'])} available contacts:")
for contact in contacts_response['"contactlList"]:
print(f" - Contact from {contact['startTime']} to {contact['endTime']}")
print(
f Max elevation: {contact.get('maximumElevation', {3}).get('value', 'N/
AT)}er
)
else:
print("No available contacts found for the specified azimuth elevation ephemeris")
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import boto3
from datetime import datetime, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Create azimuth elevation ephemeris
print("Creating azimuth elevation ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="AzEl Ephemeris for Contact",
ephemeris={

"azl": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z",
"endTime": "2024-03-15T10:15:00Z",
.
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.03},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},
1,
}
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ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# List available contacts

print("Listing available contacts...")

contacts = ground_station_client.list_contacts(
# Note: satelliteArn is omitted for azimuth elevation ephemeris
groundStation="0hio 1",
missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-profile/

example-profile",
startTime=datetime(2024, 3, 15, 10, @, @, tzinfo=timezone.utc),
endTime=datetime(2024, 3, 15, 10, 15, @, tzinfo=timezone.utc),
statusList=["AVAILABLE"],
ephemeris={"azEl": {"id": ephemeris_id}},

if contacts["contactList"]:
# Reserve the first available contact
contact = contacts["contactList"][0]
print(f"Reserving contact from {contact['startTime']} to {contact['endTime']}...")

reservation = ground_station_client.reserve_contact(
# Note: satelliteArn is omitted when using azimuth elevation ephemeris
missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-
profile/example-profile",
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groundStation="0hio 1",
startTime=contact["startTime"],
endTime=contact["endTime"],
trackingOverrides={
"programTrackSettings": {"azEl": {"ephemerisId": ephemeris_id}}
.
)
print(f"Reserved contact: {reservation['contactId']}")
else:
print("No available contacts found")
of: TLE (H M 2[& & AtESto{ L & ofof
import boto3
from datetime import datetime, timedelta, timezone
import time
# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")
satellite_id = "12345678-1234-1234-1234-123456789012"
satellite_arn = f"arn:aws:groundstation::111122223333:satellite/{satellite_id}"
# Create TLE ephemeris
print("Creating TLE ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="TLE Ephemeris for Contact",
satelliteId=satellite_id,
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=7),
priority=1, # Higher priority than default ephemeris
ephemeris={
"tle": {
"tleData": [
{
"tleLinel": "1 25994U 99068A  24075.54719794 .00000075 00000-0
26688-4 @ 9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),
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ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# List available contacts

print("Listing available contacts...")

start_time = datetime.now(timezone.utc) + timedelta(hours=1)
end_time = start_time + timedelta(days=1)

contacts = ground_station_client.list_contacts(
satelliteArn=satellite_arn, # Required for TLE/OEM ephemeris
groundStation="Hawaii 1",
missionProfileArn="arn:aws:groundstation:us-west-2:111122223333:mission-profile/
example-profile",
startTime=start_time,
endTime=end_time,
statusList=["AVAILABLE"],

if contacts["contactList"]:
# Reserve the first available contact
contact = contacts["contactList"][0]
print(f"Reserving contact from {contact['startTime']} to {contact['endTime']}...")

reservation = ground_station_client.reserve_contact(
satelliteArn=satellite_arn, # Required for TLE/OEM ephemeris
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missionProfileArn="arn:aws:groundstation:us-west-2:111122223333:mission-
profile/example-profile",

groundStation="Hawaii 1",

startTime=contact["startTime"],

endTime=contact["endTime"],

# Note: trackingOverrides is optional for TLE/OEM

# The system will use the highest priority ephemeris automatically

print(f"Reserved contact: {reservation['contactId']}")
else:
print("No available contacts found")
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import boto3
from datetime import datetime, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Define contact window
contact_start = datetime(2024, 3, 20, 14, @, 0, tzinfo=timezone.utc)
contact_end = datetime(2024, 3, 20, 14, 15, @, tzinfo=timezone.utc)

# Create azimuth elevation ephemeris for the specific contact time
print("Creating azimuth elevation ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="Direct Contact AzEl Ephemeris",
ephemeris={

"azgl": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [
{
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"referenceEpoch": contact_start.isoformat(),

"validTimeRange":

"startTime": contact_start.isoformat(),

{

"endTime": contact_end.isoformat(),

iy
"azElList": [

{"dt": @.@, "

{"dt": 180.0,
{"dt": 360.0,
{"dt": 540.0,
{"dt": 720.0,
{"dt": 900.0,

]I

}I

az .

IlaZ

az

"az":

"az":

ephemeris_id = ephemeris_response["ephemerisId"]

print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:

status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:

raise RuntimeError(f"Ephemeris failed: {status}")

time.sleep(5)

# Directly reserve the contact

45.0,

az .

50.0,

: 55.0,

60.0,
65.0,
70.0,

"el": 10.0}%,
"el": 15.0},
"el": 20.0}%,
"el": 25.0},
"el": 30.0}%,
"el": 35.0},

print(f"Reserving contact from {contact_start} to {contact_end}...")

reservation = ground_station_client.reserve_contact(
# Note: satelliteArn is omitted for azimuth elevation

missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-profile/

example-profile",
groundStation="0hio 1",
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startTime=contact_start,

endTime=contact_end,

trackingOverrides={"programTrackSettings": {"azEl": {"ephemerisId":
ephemeris_id}}},
)

print(f"Reserved contact: {reservation['contactId']}")

of: TLE MHHIZ[AE AFEEE &7 of|ef

import boto3
from datetime import datetime, timedelta, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

satellite_id = "12345678-1234-1234-1234-123456789012"
satellite_arn = f"arn:aws:groundstation::111122223333:satellite/{satellite_id}"

# Define contact window (based on predicted pass)
contact_start = datetime(2024, 3, 21, 10, 30, 0, tzinfo=timezone.utc)
contact_end = datetime(2024, 3, 21, 10, 42, @, tzinfo=timezone.utc)

# Create TLE ephemeris
print("Creating TLE ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="Direct Contact TLE Ephemeris",
satelliteId=satellite_id,
enabled=True,
expirationTime=contact_end + timedelta(days=1),
priority=1,
ephemeris={
"tle": {
"tleData": [
{
"tleLinel": "1 25994U 99068A  24080.50000000 .00000075 00000-0
26688-4 @ 9999",
"tleLine2": "2 25994 98.2007 35.6589 0001234 89.2782 18.9934
14.57114995112000",
"validTimeRange": {
"startTime": (contact_start - timedelta(hours=1)).isoformat(),
"endTime": (contact_end + timedelta(hours=1)).isoformat(),
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ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# Directly reserve the contact
print(f"Reserving contact from {contact_start} to {contact_end}...")

reservation = ground_station_client.reserve_contact(

satelliteArn=satellite_arn, # Required for TLE ephemeris

missionProfileArn="arn:aws:groundstation:us-west-2:111122223333:mission-profile/
example-profile",

groundStation="Hawaii 1",

startTime=contact_start,

endTime=contact_end,

# Note: trackingOverrides is optional for TLE

# The system will use the highest priority ephemeris automatically

print(f"Reserved contact: {reservation['contactId']}")
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"source": ["aws.groundstation"],
"detail-type": ["Ground Station Contact State Change"],
"detail": {
"contactStatus": [
"FAILED_TO_SCHEDULE",
"FAILED",
"AWS_FAILED",
"AWS_CANCELLED"
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https://aws.amazon.com/ground-station/faqs/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListSatellites.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListSatellites.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html
https://www.space-track.org/
https://en.wikipedia.org/wiki/Two-line_element_set
https://en.wikipedia.org/wiki/Two-line_element_set
https://en.wikipedia.org/wiki/Epoch_(astronomy)
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateEphemeris.html
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"satelliteId": "elcfe@c7-67f9-4d98-bad2-EXAMPLE",

"satelliteArn": "arn:aws:groundstation::111122223333:satellite/elcfe@c7-67f9-4d98-
bad2-EXAMPLE",

"noradSatelliteID": 25994,
"groundStations": [
"Ohio 1",
"Oregon 1"
1,
"currentEphemeris": {
"source": "SPACE_TRACK",
"epoch": 1528245583.619

A-EX X E olHHE|AE AtEtE [ Fol CHE GetSatellite 01| K|

"satelliteId": "elcfe@c7-67f9-4d98-bad2-EXAMPLE",

"satelliteArn": "arn:aws:groundstation::111122223333:satellite/
elcfe@c7-67f9-4d98-bad2-EXAMPLE",

"noradSatelliteID": 25994,
"groundStations": [
"Ohio 1",
"Oregon 1"
1,
"currentEphemeris": {
"source": "CUSTOMER_PROVIDED",
"ephemerisId": "elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"name": "My Ephemeris"
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
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A Q42FX] IDQF 7 DescribeContactE A& 35104 Q12 x{0d| AL Z|= ol H| M 2| A0 CHEF REA|EF
SHEE JHKAZLICE.

o
3. 5%
X

Szt e oHi2|AE E&E ListEphemerides SE 2| 04:
{
"ephemerides": [
{
"ephemerisId": "abcl2345-6789-def0-1234-5678EXAMPLE",
"ephemerisType": "AZ_EL",
"name": "Azimuth Elevation for Ohio Ground Station",
"status": "ENABLED",
"creationTime": 1620254718.765
.
{
"ephemerisId": "def45678-9012-abc3-4567-8901EXAMPLE",
"ephemerisType": "TLE",
"name": "TLE for Satellite 12345",
"status": "ENABLED",
"creationTime": 1620254700.123
}
]
}
(® Note
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeContact.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html
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https://www.space-track.org/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DeleteEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UpdateEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
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https://www.vita.com/Standards
https://www.vita.com/Standards
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
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Region AWS Ground Station !

Elastic Metwork Interface

H’ Security |

Elastic IP group

Private subnet
m EC2 instance

AWS Ground Station
Agent

2| dlo|e{E StE|Ltoll 278 AWS Ground Station 00| E QIAE A MSELICH AWS Ground
Station O|O|ME = ALE X7t M3 8 AWS KMS 7|& A8 35t0{ HIO|EHE AERIO|Z 8t Ot 43 5HE
LiCt 2t AEEIO|Z = AWS Network BHE S Sl A4 CHEILIOIM Amazon EC2 EFEX |P(EIP)Z T
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html

AWS Ground Station

A8 A
MY 2F +H(FEC)E +dstod A x| E Tl olH e O A0 X|HeH P ! 2 Ez MEF
LICE.

Eot J& - AWS Ground Station E2i= ™

z| a
Dataflow QIEZQIE 2 E0{| M X|ZI5t Zdn} o.oa'?i x

Ct.= ®M8rE AWS Ground Station IP A28 A|

Station §X|&L|Ct. HHZ 2| 9| PrefixListidE L& 5=

N EES HIFHML.

BH24x) | E 93 QIE{H Ol A(ENI)

- o] 2ot I ES0|ENIZ HAst T HER ME
L{Ct.

(® Note

ENIZ HIZE Hot I8 £0| 7|2 #2ae 52LIc ol 2t 167H2] T 7S M EHlL|
o
=

Ct. Amazon VPC & &H2f
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Ct= CloudFormation B ZZ!20| MMof| AHEE QI E HEdstE WS Ho{ELICH
ReceivelInstanceEIP:
Type: AWS::EC2::EIP
Properties:

Domain: 'vpc'

InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription:
Vpcld:YourVpcId
SecurityGroupIngress:
# Add additional items here.
- IpProtocol: udp

AWS Ground Station receiver instance security group

FromPort: your-port-start-range
ToPort: your-port-end-range
PrefixListIds:

- PrefixListId:

com.amazonaws.global.groundstation
Description:

"Allow AWS Ground Station Downlink ingress."

AWS Ground Station 0|0|ME & AFE 8t VPC 71/
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https://docs.aws.amazon.com/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-security-groups

AWS Ground Station

InstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: ENI for AWS Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: A Public Subnet

ReceiveInstanceEIPAllocation:
Type: AWS::EC2::EIPAssociation
Properties:
AllocationId:
Fn::GetAtt: [ ReceivelnstanceEIP, AllocationId ]
NetworkInterfaceld:
Ref: InstanceNetworkInterface

Region AWS Ground Station

Private subnet Private subnet

m EC2 - Receiver E EC2 - Transmitter

Dataflow endpoint

application

Dataflow endpoint
application

== ==

Elastic Metwork Interface 1 Cross-Account
Elastic Network Interface 2

Security Group 1 Security Group 2
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IAM 23&t - IAM HE2 OCIOIE 8 =X QIEQ| UL 0| CHO|o{2R0d| EA|Z|X| E’.;*QL—IEF PN O |
1 AWS Ground Station Amazon EC2 QIAEI A0 Q425 = O AF2E|E 1AM 2382l

HotOE 1-0| Bt &2 A ™Ml Amazon EC2 QIAE A HAZE ENIoi| @1Z2E L|C}. dataflow-
endpoint-group0l| X|&HE ZE|M £ O F 29| UDP EEHZE 5{&35H{of g LCt.

Et2dd | ERT QE{HO|A(ENI) 1 - 2t O& 120| ENIQF 335t MEUof v k|3 oF & L|C}.

MEul - AHZH2| Amazon EC2 QIAEIAO| CHEH ClO|E &Y AFE 7H&8H IP ATt StLE 0|4 /U=
x| gelstiof guct MEY 37| 2ol et RHM[E LI 2 MEY CIDR E52 HZSHML.

HoraE 2.0l & 2 HO|IE 58 A=ZQIEM EEFELICH o] Eot ZE 27} 7H|&of o]
E{E Hix|5t= O AWS Ground Station AF2 & ENIOi| @42 EIL|C}.

215 - Wk 2| %ol XIMEIE BINol CHEE RHMISH LIS S MMS BZstMREIT 7 ClolE Kb
AS.

CHZ CloudFormation Rl Z 2! 20| Alidof| dHE QlZEtE Hdsts WS EoiELICH

DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: YourVpcId
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-security-groups
https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html
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AWS Ground Station At

AWSGroundStationSecurityGroupEgress:
Type: AWS::EC2::SecurityGroupEgress
Properties:
GroupId: !Ref: DataflowEndpointSecurityGroup
IpProtocol: udp
FromPort: 55555
ToPort: 55555
CidrIp: 10.0.0.0/8
Description: "Allow AWS Ground Station to send UDP traffic on port 55555 to the
10/8 range."

InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: YourVpcId
SecurityGroupIngress:
- IpProtocol: udp
FromPort: 55555
ToPort: 55555
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "Allow AWS Ground Station Ingress from
DataflowEndpointSecurityGroup"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
# Ensure your CidrBlock will always have at least one available IP address per
dataflow endpoint.
# See https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html for
subent sizing guidelines.
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - Dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC
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TelemetryStream:
Type: AWS::Kinesis::Stream
Properties:
Name: GroundStationTelemetryStream
StreamModeDetails:
StreamMode: ON_DEMAND
RetentionPeriodHours: 24

TelemetryRole:
Type: AWS::IAM::Role
Properties:
RoleName: GroundStationTelemetryRole
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: groundstation.amazonaws.com
Action: sts:AssumeRole
Policies:
- PolicyName: KinesisWritePolicy
PolicyDocument:
Version: '2012-10-17'
Statement:
- Effect: Allow
Action:
- kinesis:DescribeStream
- kinesis:PutRecozxd
- kinesis:PutRecords
Resource: !GetAtt TelemetryStream.Arn
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"Version": "2012-10-17",
"Statement": [
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"Effect": "Allow",
"Action": [
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satelliteld
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"telemetryTypeAndVersion": "POINTING#1.0.0",
"telemetryType": "POINTING",
"telemetryVersion": "1.0.0",
"scopeld": "12345678-1234-1234-1234-123456789012",
"metadata": {
"groundStation": "Ohio 1",
"satelliteId": "87654321-4321-4321-4321-210987654321",
"contactId": "12345678-1234-1234-1234-123456789012"
1,
"data": {
"sampleTimestamp": "2025-12-08T12:00:00.123Z2",
"azimuth": 180.5,
"elevation": 45.2,
"commandedAzimuth": 180.0,
"commandedElevation": 45.0
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0d| x| JSON
{
"telemetryTypeAndVersion": "TRACKING#1.0.0",
"telemetryType": "TRACKING",
"telemetryVersion": "1.0.0",
"scopeld": "12345678-1234-1234-1234-123456789012",
"metadata": {
"groundStation": "Ohio 1",
"satelliteId": "87654321-4321-4321-4321-210987654321",
"contactId": "12345678-1234-1234-1234-123456789012"
1,
"data": {
"sampleTimestamp": "2025-12-08T12:00:00.123Z2",
"trackingStatus": "TRACKING",
"trackingErrorAzimuth": 0.2,
"trackingErrorElevation": 0.1
}
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import boto3
import uuid

# Create AWS Ground Station client
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ground_station_client = boto3.client("groundstation")

# The contact ID of an existing scheduled contact to update
contact_id = "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

# Generate a unique client token for idempotency.

# If you retry the same request with the same client token,

# the API returns the same response without creating a duplicate version.
client_token = str(uuid.uuid4())

# Update the contact to use a different TLE ephemeris for tracking.

# The UpdateContact API applies all parameters in the request.

# Any parameter set to null is treated as a request to clear that value,
# not to leave it unchanged. Include all desired values in each request.
print(f"Updating contact {contact_id}...")

update_response = ground_station_client.update_contact(

contactId=contact_id,

clientToken=client_token,

satelliteArn="arn:aws:groundstation::111122223333:satellite/a88611b0-f755-404e-
b60d-57d8aEXAMPLE",

trackingOverrides={

"programTrackSettings": {
"tle": {"ephemerisId": "b2c3d4e5-6789-0lab-cdef-EXAMPLE22222"}

iy

contact_id = update_response["contactId"]
version_id = update_response["versionId"]
print(f"Update submitted. Contact: {contact_id}, Version: {version_id}")

# Wait for the update to complete using the ContactUpdated waiter.

# The waiter polls DescribeContactVersion until the version reaches

# ACTIVE (success) or FAILED_TO_UPDATE (failure) status.

# The waiter raises WaiterError if the version reaches FAILED_TO_UPDATE

# or if MaxAttempts is exceeded, so we use try/except to handle both cases.
print("Waiting for update to complete...")

from botocore.exceptions import WaiterError

waiter = ground_station_client.get_waiter("contact_updated")

try:
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waiter.wait(
contactId=contact_id,
versionId=version_id,
WaiterConfig={
"Delay": 5,
"MaxAttempts": 180,
},
)

print(f"Contact updated successfully. Version {version_id} is now active.")

except WaiterError as e:

of
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# WaiterError is raised when the version reaches FAILED_TO_UPDATE
# or when MaxAttempts is exceeded. Retrieve the current version to inspect.
version_response = ground_station_client.describe_contact_version(
contactId=contact_id,
versionId=version_id,

)
version_status = version_response["version"]["status"]
if version_status == "FAILED_TO_UPDATE":

failure_codes = version_response["version"].get("failureCodes", [])

failure_message = version_response['"version"].get("failureMessage", "")

print(f"Update failed. Codes: {failure_codes}, Message: {failure_message}")
else:

print(f"Waiter timed out. Current version status: {version_status}. Error:

{e}™)

. 12HA| BT A4

import boto3

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

contact_id = "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

version_id

2

# Describe a specific version of a contact.

# Use this API to check the status of an update or to view the

# configuration that was active at a specific point in time.
print(f"Describing version {version_id} of contact {contact_id}...")

response = ground_station_client.describe_contact_version(

2= oA
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contactId=contact_id,
versionId=version_id,

# Display version details

version = response["version"]

print(f"Version ID: {version['versionId']}")
print(f"Status: {version['status']}")
print(f"Created: {version.get('created', 'N/A')}")

if version.get("activated"):
print(f"Activated: {version['activated']}")

if version.get("superseded"):
print(f"Superseded: {version['superseded']}")

# Display contact details for this version
print(f"\nContact ID: {response['contactId']}")
print(f"Contact Status: {response['contactStatus']}")
print(f"Ground Station: {response['groundStation']}")
print(f"Start Time: {response['startTime']}")
print(f"End Time: {response['endTime']}")

if response.get("satelliteArn"):
print(f"Satellite ARN: {response['satelliteArn']}")

if response.get("trackingOverrides"):
print(f"Tracking Overrides: {response['trackingOverrides']}")

# Check for failure details if the version failed to update
if version["status"] == "FAILED_TO_UPDATE":
failure_codes = version.get("failureCodes", [])
failure_message = version.get("failureMessage", "")
print(f"\nFailure Codes: {failure_codes}")
print(f"Failure Message: {failure_message}")

of: 22X H LI

rr

CHS oMol A= mo|X| oHEHE Ar8dtod Cit 2 Axt EghE XMEletod T HE 7I1E2 & =+ U
Ao RE HTIS LI LICH

import boto3

A= oA 139



AWS Ground Station At

0o
1z
0%
x

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

contact_id = "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

# List all versions of a contact to view the full history of changes.
# Results are paginated. Use the nextToken to retrieve additional pages.
print(f"Listing versions for contact {contact_id}...")

paginator = ground_station_client.get_paginator("list_contact_versions")
page_iterator = paginator.paginate(
contactId=contact_id,
PaginationConfig={
"MaxItems": 100,
"PageSize": 20,
1,

for page in page_iterator:
for version in page["contactVersionsList"]:
version_id = version["versionId"]
status = version["status"]
created = version.get("created", "N/A")

print(f" Version {version_id}: status={status}, created={created}")

if version.get("activated"):
print(f" Activated: {version['activated']}")

if version.get("superseded"):
print(f" Superseded: {version['superseded']}")

if status == "FAILED_TO_UPDATE":
failure_codes = version.get("failureCodes", [])
failure_message = version.get("failureMessage", "")

print(f" Failure Codes: {failure_codes}")

print(f" Failure Message: {failure_message}")
if status == "UPDATING":

print(f" Update is currently in progress.")
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"version": "Q",

"id": "01234567-0123-0123",

"account": "123456789012",

"time": "2019-05-30T17:40:30Z",

"region": "us-west-2",

"source": "aws.groundstation",

"resources": [

"arn:aws:groundstation:us-

west-2:123456789012:contact/11111111-11121-1121-1211-1111211312111"

1,
"detailType": "Ground Station Contact State Change",
"detail": {
"contactId": "11111111-1111-1111-1111-111111111211",
"groundstationId": "Ground Station 1",
"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-
profile/11111111-1111-1111-1111-11121111211121",
"satelliteArn":

"arn:aws:groundstation::123456789012:satellite/11111111-1111-1111-1121-111113122111111",
'contactStatus": "PASS"
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{
"version": "Q",
"id": "@1234567-0123-0123",
"account": "123456789012",
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"time": "2019-05-30T17:40:30Z",
"region": "us-west-2",
"source": "aws.groundstation",

"resources": [
"arn:aws:groundstation:us-west-2:123456789012:dataflow-endpoint-group/
bad957a8-1d60-4c45-a92a-39febd98921d",
"arn:aws:groundstation:us-west-2:123456789012:contact/98ddd10f-f2bc-479c-

bf7d-55644737fb09",
"arn:aws:groundstation:us-west-2:123456789012:mission-profile/c513c84c-

eb40-4473-88a2-d482648c9234"

1,

"detailType": "Ground Station Dataflow Endpoint Group State Change",

"detail": {
"dataflowEndpointGroupId": "bad957a8-1d60-4c45-a92a-39febd98921d",
"groundstationId": "Ground Station 1",
"contactId": "98ddd1@f-f2bc-479c-bf7d-55644737fb@9",
"dataflowEndpointGroupArn": "arn:aws:groundstation:us-

west-2:680367718957:dataflow-endpoint-group/bad957a8-1d60-4c45-a92a-39febd98921d",

"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-

profile/c513c84c-eb40-4473-88a2-d482648c9234",
"dataflowEndpointGroupState": "PREPASS"

dataflowEndpointGroupStateO|Af 7tS8t 4 Ef2= PREPASS, PASS, POSTPASS &
COMPLETED7} &LLCt.

ofH M 2lA O|HIE

Ground Station 0| H|H|Z2|A AEH B4

OmHZ[A7I SEHE HEE M 54 %S +slcds B2 ol HUES KSEstSE f2s 48
X

_/Ik_ AA EH
E sof ofmiz|ac AZ0| 2R E[Q
HEO Cigt 22 duizlA7 YZREE 2[MeZ2 MSELICH

A&LICH Ol H &t MEfE HEst= olmm2|Ao et chekst
.|

ot2od| oilX|7F Lot 24 & LT,

"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "Ground Station Ephemeris State Change",
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"source": "aws.groundstation",
"account": "123456789012",
"time": "2019-12-03T21:29:54Z",
"region": "us-west-2",
"resources": [
"arn:aws:groundstation::123456789012:satellite/10313191-c9d9-4ecb-a5f2-
bc55cab@50ec",
"arn:aws:groundstation::123456789012:ephemeris/111111-cccc-bbbb-a555-
bccccad05000"

1,
"detail": {
"ephemerisStatus": "ENABLED",
"ephemerisId": "111111-cccc-bbbb-a555-bcccca®05000",
"satelliteId": "10313191-c9d9-4ecb-a5f2-bc55cab050ec"
}

ephemerisStatusOlA 7Hs 8 A'E 2= ENABLED, VALIDATING, INVALID, ERROR, DISABLED,
EXPIRED7} U&LICH.
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{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-05-15T21:11:59Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/Alice",
"accountId": "123456789012",

"userName": "Alice"
}
}
I
"eventTime": "2019-05-15T21:14:37Z2",
"eventSource": "groundstation.amazonaws.com",
"eventName": "ReserveContact",
"awsRegion": "us-east-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Mozilla/5.0 Gecko/20100101 Firefox/123.0",
"requestParameters": {
"satelliteArn":

"arn:aws:groundstation::123456789012:satellite/11111111-2222-3333-4444-555555555555",

"groundStation": "Ohio 1",
"startTime": 1558356107,

"missionProfileArn": "arn:aws:groundstation:us-east-2:123456789012:mission-

profile/11111111-2222-3333-4444-555555555555",
"endTime": 1558356886
1,
"responseElements": {
"contactId": "11111111-2222-3333-4444-555555555555"
1,
"requestID": "11111111-2222-3333-4444-555555555555",
"eventID": "11111111-2222-3333-4444-555555555555",
"readOnly": false,
"eventType": "AwsApiCall",
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"recipientAccountId": "11111111-2222-3333-4444-555555555555"
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o{ xtgdoil AF2 E|LFR AWS Ground Station?

Cl2 #x22 AF25104 AWS Ground Station H|O|E{E ZIE{2IE & Ql&LCt

NE= =k

Category SExXEsCRE.

Channel Zt MEof cis dMgols 1, 2, 1(S4) X QL) 7
gELch.

Config OtE{L} Ct23a o2 C|Z Y 74 ARN.

Polarization Zt MEof chst W& ol = LHCP(Left Hand Circular

Polarized) === RHCP(Right Hand Circular Polarized
)7t ZefELicH

Satelliteld M IDAlE= ME0f cist 2442 ARNO| Z&HEL|CE.
XE 27

OcHZ2 EAE XEE 2 W 2A oM X|E7F EAEE Yol ZHEICHE ™Mol s2latoF g Lct.
M&Eo| Z X|EE= HIO|EE e & 3A|17H S0 x5 C|0|E2 EAIE £ Y& LICH Hlo|E{E 3A|ZH0|
Z1t8t & CloudWatch X|Z 0 2|5l 2 IO|E{Z2 &AIELICH =Y O|O|E{oi CHEt X|EE =F2l5lof
5t 42 OIO|IEE =418t & 3A|Zt O|LHoi Cl|O|E{& E 7L} CloudWatch X|E IR0 R X[5te A
0| Z&LICt. CloudWatch EZ 0] CHet REAI8H LH& 2 Amazon CloudWatch 7H'E - K| EZ& & X5l
M.
£dh M2 60x LHo| YA E DIOIE{ol= o|0| UeE XEE HHs7|o| S8 HE7F & E|X| o
EAZX &S £ J&LICEH o0 UEsE X|EE Eo{MH 60X F0i CIO|EHE E= 0| E&LICE

Pass Metrics 020-03-16 (20:23:00) - 2020-03-16 (20:34:11) Line - Actions ¥ 2l e

dBm
274

13.2

/7\ — 7**_\7_,f—ff—*\\_77_74_,)7—\_\
103 —_

0

2023 20:24 20:24 20:25 20:25 20:26 20:26 2027 2027 2028 20:28 2029 2029 20:30 20:30 20:31 20:31 20:32 20:32 20:33 20:33 20:34 20:34
@ |RHCPEs/NO @ ILHCPEs/NO @ Q RHCP Es/NO @ Q LHCP Es/NO @ 0ne RHCP BitErrorRate @ One RHCP BlockErrorRate @ Cne LHCP BitErrorRate @ One LHCP BlockErrorRate @ Two RHCP BitErrorRate
Twa RHCP BlockErrorRate (0 Twa LHCP BitErrorRate () Twa LHCP BlockErarRate
All metrics Graphed metrics (12) Graph options Source
All > Groundstation > Channel, Polarization, Satelliteld | Q, Search for any metric, dimension or resource id Graph search
XE 27|
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1. X|&= x[et dAE AWS 2IdE A™ELICE AWS Ground Station = @12Hx{2
A4 El 2|™0| M CloudWatch X|EE LHEHHLICH X|A= (x| & 724 AWS 2|
A RSHMR|A = 2% AWS 2| &7,

2. CloudWatch &

k=3
=
3. EMFMRIEE MEFLICH

4. GroundStation L&A T O|AE MEHSHL|CT

m Graphed metrics Graph options Source
Q Search for any metric, dimension or resource id
157 Metrics
EBS EC2 Events GroundStation
18 Metrics 89 Metrics 5 Metrics 14 Metrics
NATGateway S3 Usage

26 Metrics 2 Metrics 3 Metrics

5. ate X|IE X0l ®Md, T, Satelliteld)S MEHEFLIC}H

All metrics Graphed metrics Graph options Source

All > GroundStation = Q Search for any metric, dimension or resource id

28 Metrics
Channel, Polarization, Satelliteld Polarization, Satelliteld
24 Metrics 4 Metrics
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E A835tod X|EE EE2{MH AWS CLI

AWS Ground Station = 212f*{2| X|&= 2|x|et AZEl 210 M CloudWatch X|EE LHE HL|Ct
ZE AWS 2™l X|d= 2 S52 MHEE HRStMXIY= *IXIe| AWS 2[T % 7|, ground-
C

r

station-region-codeE Y X[&= Qx|2| AWS E|M ZEZ HFELICHH: 22 1, 3+2+0] 1 &£
). O Hxtel

= DE FH AWS CLI BE2 SUE 2lrE Ar8sliok &

E 2defATFE 12| us-west-2 BR).
LI|C}.

X

1. AWS CLI 7} Ax|=|of QK| & lgfL|Ct Mx[oi CHEF REMIEH L& 2 AWS CLI T 2 DX[E
AWS CLIZE Z 3 MIL. https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html

2. K|d= x| AZE AWS ZIHE AlEELICH

(o)

3. CloudWatch CLI2| get-metric-data HIMEE AI&35t0o{ A e X|EE XIHGEE &1

£ ndg ddet oS e IR E Fciste ol AFSELICH

I
1

Ol A 5te{HE A&ELICtaws cloudwatch get-metric-data --region ground-
station-region-code --generate-cli-skeleton. O|& | 8t ChST} H|x 8t £240| A

AN =
AELICH
{
"MetricDataQueries": [
{
"Id". "",
"MetricStat": {
"Metric": {
"Namespace": "",
"MetricName": "",
"Dimensions": [
{
"Name": "",
"Value": ""
}
]
.
"Period": 0,
"Stat": "",
"Unit": "Seconds"
.
"Expression": "",
"Label": "",
"ReturnData": true,
XE 27|
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"Period": 0,
"AccountId": ""
1,
"StartTime": "1970-01-01T00:00:00",
"EndTime": "1970-01-01T00:00:00",
"NextToken": "",
"ScanBy": "TimestampDescending",
"MaxDatapoints": @,
"LabelOptions": {
"Timezone": ""

4. E AlEsto Al 7158t CloudWatch X|EE Lt¥aws cloudwatch list-metrics --

region ground-station-region-code® L|C}.

|20l AWS Ground StationE AIE8 42 HAMEE=CS0 22 &50| L& E £242 Hretsl
o BHLict.
{
"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "Polarization",
"Value": "LHCP"
},
{

"Name": "SatelliteId",
"Value": "arn:aws:groundstation::111111111111:satellite/aaaaaaaa-
bbbb-cccc-dddd-eeeeeeeeeeee"

}

iy
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® Note

0K 2 AI 8 F 2F 7t X[t B A& 7tsEH X
E AWS/GroundStation HIKAHHO|ANM X|FE O
StationOF

7tsst X|E 27|

N

HOIEES 5202 AAISt0d K|
= Ground
M. A2

]
2
>
=
o B

5. 2EtAHIo|M 4Bt JSON TS et Z2 3EH7AHSatelliteIdo| E4 gf0 X|EPolarization®
4 70k Ux|SIEE £A8L|C}, 5 o4k ko &

£E £ x|5tES StartTime, & EndTime 22
clo|E35HoF g LICt. oiA:

{
"MetricDataQueries": [
{
"Id": "receivedPowerExample",
"MetricStat": {
"Metric": {
"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "SatelliteId",
"Value":
"arn:aws:groundstation::111111111111:satellite/aaaaaaaa-bbbb-cccc-dddd-
eeeeeeeeeeee"
.
{
"Name": "Polarization",
"Value": "RHCP"
}
]
.
"Period": 300,
"Stat": "Maximum",
"Unit": "None"
.
"Label": "ReceivedPowerExample",
"ReturnData": true
}
1,
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"StartTime": "2024-02-08T00:00:00",
"EndTime": "2024-04-09T00:00:00"

(@ Note

AWS Ground Station = X|EO0f 2} 1~60=0ICt X|EE HAIELICH Period ZE=0] X|
EO| HA| 7|ZHECH 2 Zfo| e AL X|E 7} ghetx| x| ef&Lct.

6. O|F™ BtHoM M8t aws cloudwatch get-metric-data 7+ IUZE A&EL|C} oy
ofl oA 7} Lot U&LICE

aws cloudwatch get-metric-data --region ground-station-region-code --cli-input-json
file://<nameOfConfigurationFileCreatedInStep2>.json

XEE=E UE0| EfUARME oF A MSEILICH. AWS Ground Station X[ £239| of|= of2Hoi| L+t
&Lt
{
"MetricDataResults": [
{
"Id": "receivedPowerExample",
"Label": "ReceivedPowerExample",
"Timestamps": [
"2024-04-08T18:35:00+00:00",
"2024-04-08T18:30:00+00:00",
"2024-04-08T18:25:00+00:00"
1,
"Values": [
-33.30191555023193,
-31.46100273132324,
-32.13915576934814
1,
"StatusCode": "Complete"
}
1,
"Messages": []
}
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"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",

iam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexrvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": "kms:DescribeKey",
"Resource": "*"
}I
{

"Sid": "Allow AWS Ground Station to Create Grant on key",
"Effect": "Allow",
"Principal": {

"Sexvice": "groundstation.us-east-1.amazonaws.com"

},
"Action": "kms:CreateGrant",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms :EncryptionContext:aws:groundstation:arn":
"arn:aws:groundstation: :123456789012:satellite/satellite-id"
}
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
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"creationDate": "2022-02-22T22:22:227",

"mfaAuthenticated": "false"

}

I

"invokedBy": "AWS Internal"
I
"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "ExampleDesktop/1.@0 (V1; 0S)",
"requestParameters": {

"operations": [
"GenerateDataKeyWithoutPlaintext",
"Decrypt",

"Encrypt"

1,

"constraints": {
"encryptionContextSubset": {

"aws:groundstation:arn":

"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"

}
},
"granteePrincipal": "groundstation.us-west-2.amazonaws.com",
"retiringPrincipal": "groundstation.us-west-2.amazonaws.com",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
3,
"responseElements": {

"grantId":

"@ab0ac0d@b000f00eaddcc0aleddTcO00bced00c000T0000000cObc0add@PaaatSAMPLE"

}I

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",

"readOnly": false,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

}
1,
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"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId":

"111122223333",
"eventCategory": "Management"
}
DescribeKey

AWS KMS 12 22| 7|& ALE5tod ofm|H|2|A E|aAE SES6te d*s QEE 717 AHY
ol EM35t=X| &lst7| 23 AL&XHE CHAISH04 DescribeKey 282 AWS Ground Station 2 2L
Ch.
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E = DescribeKey &g 7|E & LICt.

"eventVersion": "1.08",
"userIdentity": {

"type": "AssumedRole",

"principalId": "ASIAIOSFODNN7EXAMPLE",

"arn": "arn:aws:sts::111122223333:assumed-role/User/Role",
"accountId": "111122223333",

"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {

"sessionIssuer": {

Iltypell: IlRolell’
"principalId":

"ASTIATIOSFODNN7EXAMPLE",
"arn":

"arn:aws:iam::111122223333:role/Role",
"accountId": "111122223333",
"userName": "User"

iy

"webIdFederationData": {3},
"attributes": {

"creationDate": "2022-02-22T22:22:227",

"mfaAuthenticated": "false"

iy

"invokedBy": "AWS Internal"
1,

"eventTime": "2022-02-22T22:22:227",

"eventSource": "kms.amazonaws.com",

eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
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"userAgent": "AWS Internal",
"requestParameters": {
"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

},

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ea000fbdfba@SAMPLE",

"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey

AWS KMS 22 #2[d 7|8 AFE35t0d ofm|H I Z2|A 2[AAE Y5 38tet= 2= HOIEHE ¢g53te
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"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

},

"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {

"keySpec": "AES_256",
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"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"

1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

iy
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0dfba®@SAMPLE"
"eventCategory": "Management"

Decrypt

AWS KMS 112 22|™ 7|E At&35to{ o H2A 2lAAE L E 356t BRE= Decrypt 242
AWS Ground Station At&3t04 O|0| S Y& T2 #E|YE 7|12 L5 5tE 42 M3 E omzlA

S5 3leLICt | & £01 S3 HHZ!0| M epemerisE Y2 Est1 ST M XIHE 7|2 A}%a}
0 25 3l5tE ALE E & = USLICH

CHS oAl O|HIE = ofHH[2| A0 CHEt S5 5 5t S 7|SELICH

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"
},
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"eventTime": "2022-02-22T22:22:227",

"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventCategory": "Management"
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexrvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": "kms:DescribeKey",
"Resource": "*"
}I
{

"Sid": "Allow AWS Ground Station to Encrypt and Decrypt with key",
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.us-east-1.amazonaws.com"
}I
"Action": [
"kms : GenerateDataKey",
"kms :Decrypt"
]I

"Resource": "*"
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{
"encryptionContext": {
"aws:groundstation:ground-station-id": "Ohio 1",
"aws:groundstation:arn": "arn:aws:groundstation:us-

east-2:111122223333:ephemeris/00a770b0-082d-45a4-80ed-SAMPLE",

"aws:s3:arn": "arn:aws:s3:::customerephemerisbucket/00a770b0-082d-45a4-80ed-
SAMPLE/raw"

}
}
gss HAHEAEN = ChE0| ZEELICH

aws:groundstation:ground-station-id
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aws:groundstation:arn
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aws:s3:arn
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JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",

"Principal": {

"Sexvice": "groundstation.us-east-1.amazonaws.com"

}I

"Action": "kms:DescribeKey",

"Resource": "*"

},

{

"Sid": "Allow AWS Ground Station to Encrypt and Decrypt with key",
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": [

"kms : GenerateDataKey",

"kms :Decrypt"
1,

"Resource": "*",
"Condition": {

"StringEquals": {

"kms :EncryptionContext:aws:groundstation:ground-station-id":
"specific-ground-station-name"

}
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.us-east-1.amazonaws.com"
}I
"Action": "kms:DescribeKey",
"Resource": "*"

"Sid": "Allow AWS Ground Station to Encrypt and Decrypt with key",
"Effect": "Allow",
"Principal": {

"Sexvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": [

"kms : GenerateDataKey",

"kms :Decrypt"
1,
"Resource": "*",
"Condition": {

"StringlLike": {

"kms :EncryptionContext:aws:groundstation:ground-station-id":

"specific-ground-station-name-1",
"specific-ground-station-name-2"
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GenerateDataKey
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"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"

1,

"attributes": {
"creationDate": "2025-08-25T14:45:48272",
"mfaAuthenticated": "false"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2025-08-25T14:52:027",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",
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"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"keySpec": "AES_256",
"encryptionContext": {

"aws:groundstation:arn": "arn:aws:groundstation:us-
west-2:111122223333:ephemeris/bb650670-7a4b-4152-bd60-SAMPLE",

"aws:groundstation:ground-station-id": "Ohio 1",

"aws:s3:arn": "arn:aws:s3:::customerephemerisbucket/bb650670-7a4b-4152-
bd60-SAMPLE/raw"
iy

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
1,

"responseElements": null,

"requestID": "ef6f9a8f-8ef6-46al-bdcb-123456SAMPLE",

"eventID": "952842d4-1389-3232-b885-123456SAMPLE",
"readOnly": true,

"resources": [

{

"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,

"recipientAccountId":
"sharedEventID":
"eventCategory":

"111122223333",

"8424f6b6-2280-4d1d-b9fd-0348b1546¢cbha",
"Management"

Decrypt
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"eventVersion": "1.11",
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"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"

iy
"attributes": {

"creationDate": "2025-08-25T14:45:487",
"mfaAuthenticated": "false"

iy
"invokedBy": "AWS Internal",

"eventTime": "2025-08-25T14:54:017",

"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"encryptionContext": {
"aws:groundstation:arn": "arn:aws:groundstation:us-
west-2:111122223333:ephemeris/bb650670-7a4b-4152-bd60-SAMPLE",
"aws:groundstation:ground-station-id": "Ohio 1",

"aws:s3:arn": "arn:aws:s3:::customerephemerisbucket/bb650670-7a4b-4152-

bd60-SAMPLE /raw"

},

"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "a2f46066-49fb-461a-93cb-123456SAMPLE",
"eventID": "e997b426-e3ad-31c7-a308-123456SAMPLE",
"readOnly": true,
"resources": [

{

"accountId": "111122223333",
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"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "477b568e-7f56-4f04-905c-623ff146f30d",
"eventCategory": "Management"
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Resources:
# Resources that you would like to create should be placed within the Resources

section.
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# The S3 bucket where AWS Ground Station will deliver the downlinked data.
GroundStationS3DataDeliveryBucket:
Type: AWS::S3::Bucket
DeletionPolicy: Retain
UpdateReplacePolicy: Retain
Properties:
# Results in a bucket name formatted like: aws-groundstation-data-{account id}-
{region}-{random 8 character string}
BucketName: !Join ["-", ["aws-groundstation-data", !Ref AWS::AccountId, !Ref
AWS: :Region, !Select [0, !Split ["-", !Select [2, !Split ["/", !Ref AWS::StackId]]]11]

EEEH7F {2 AWS Ground Station AF& 5= 5 5{& 5o MAs g L HAMZ A MsHoF g LIct

# The IAM role that AWS Ground Station will assume to have permission find and write
# data to your S3 bucket.
GroundStationS3DataDeliveryRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action:
- 'sts:AssumeRole'
Effect: Allow
Principal:
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Service:
- groundstation.amazonaws.com

Condition:
StringEquals:
"aws:SourceAccount": !Ref AWS::AccountId
ArnLike:
"aws:SourceArn": !Sub "arn:aws:groundstation:${AWS::Region}:

${AWS: :AccountId}:config/s3-recording/*"

# The S3 bucket policy that defines what actions AWS Ground Station can perform on
your S3 bucket.

GroundStationS3DataDeliveryBucketPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
- 's3:GetBucketlLocation'
Effect: Allow
Resource:
- !GetAtt GroundStationS3DataDeliveryBucket.Azrn
- Action:
- 's3:PutObject’
Effect: Allow
Resource:
- 1Join [ "/", [ !'GetAtt GroundStationS3DataDeliveryBucket.Arn, "*" ] ]
PolicyName: GroundStationS3DataDeliveryPolicy
Roles:
- IRef GroundStationS3DataDeliveryRole

AWS Ground Station 743

RS Eg Agst0] 7|2 HRE XIMsEdw £5 7440 WRE LT PREFERREDE XS £52
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g EeE alsLch
TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
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Name: "JPSS Tracking Config"

ConfigData:

TrackingConfig:
Autotrack: "PREFERRED"
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# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum

used to
# downlink data from your satellite.

JpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "JPSS Downlink DigIF Antenna Config"

ConfigData:
AntennaDownlinkConfig:

SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812

Polarization: "RIGHT_HAND"

# The AWS Ground Station S3 Recording Config that defines the S3 bucket and IAM role

to use
# when AWS Ground Station delivers the downlink data.

S3RecordingConfig:
Type: AWS::GroundStation::Config
DependsOn: GroundStationS3DataDeliveryBucketPolicy

Properties:
Name: "JPSS S3 Recording Config"
ConfigData:
S3RecordingConfig:
BucketArn: !GetAtt GroundStationS3DataDeliveryBucket.Arn
RoleArn: !GetAtt GroundStationS3DataDeliveryRole.Arn
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# The AWS Ground Station Mission Profile that groups the above configurations to
define how to downlink data.
JpssAsynchMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "43013 JPSS Asynchronous Data"
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref JpssDownlinkDigIfAntennaConfig
Destination: !Ref S3RecordingConfig
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Parameters:
EC2Key:
Description:

The SSH key used to access the EC2 receiver instance

. Choose any
SSH key if you are not creating an EC2 receiver instance.

For instructions on how to

create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html

Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription:

must be the name of an existing EC2 KeyPair.

ReceiverAMI:

Description: The Ground Station DDX AMI ID you want to use

. Please note
that AMIs are region specific.

For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-
configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id
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Resources:

# Resources that you would like to create should be placed within the resource
section.
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# The EC2 instance that will send/receive data to/from your satellite using AWS

Ground Station.

ReceiverInstance:

Type: AWS::EC2::Instance

Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GeneralInstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup

SubnetId: !Ref ReceiverSubnet

BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:

VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name
Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
UserData:
Fn::Baseb4:

I
#!/bin/bash

exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)

2>8&1

echo ‘date +'%F %R:%S'" "INFO: Logging Setup" >&2

GROUND_STATION_DIR="/opt/aws/groundstation"
GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"
STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"

echo "Creating ${STREAM_CONFIG_PATH}"
cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"

{
"ddx_streams": [
{
"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",

"lanConfigPort": 50000,

ofm

gl

o
u

2

13



AWS Ground Station

"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false

}
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep 10; done

OS_VERSION_ID=$([ -f /etc/os-release ] && . /etc/os-release && echo
"${VERSION_ID}")

if [ "${OS_VERSION_ID}" = "2023" ]; then PYTHON_BIN="python3"; else
PYTHON_BIN="python"; fi

echo "Configuring dataflow endpoint application streams"
streams_configured=false
for attempt in $(seq 1 6); do
if ${PYTHON_BIN} "${GROUND_STATION_BIN_DIR}/configure_streams.py" --
configFileName "${STREAM_CONFIG_PATH}"; then
streams_configured=true
break
fi
echo "configure_streams attempt ${attempt} failed; retrying in 1@s"
sleep 10
done
if [ "${streams_configured}" = "true" ]; then
sleep 2
${PYTHON_BIN} "${GROUND_STATION_BIN_DIR}/save_default_config.py"
else
echo "ERROR: configure_streams failed after ${attempt} attempts; not saving
a default config"
fi

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
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ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- !Ref ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "AWS Ground Station Downlink Stream"

# The security group that the ENI created by AWS Ground Station belongs to.
DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"

- IpProtocol: udp
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FromPort: 55888

ToPort: 55888

CidrIp: 172.16.0.0/12

Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp

FromPort: 55888

ToPort: 55888

CidrIp: 192.168.0.0/16

Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"

Value: "AWS Ground Station - PBS to dataflow endpoint Example VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
# Ensure your CidrBlock will always have at least one available IP address per
dataflow endpoint.
# See https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html for
subent sizing guidelines.
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
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Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverInstance
NetworkInterfaceIld: !Ref ReceiverInstanceNetworkInterface
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# AWS Ground Station assumes this role to create/delete ENIs in your account in order
to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
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Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

# The instance profile for your EC2 instance.
GeneralInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

AWS Ground Station 744
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TrackingConfig:

Type: AWS::GroundStation::Config
Properties:

Name: "JPSS Tracking Config"
ConfigData:

TrackingConfig:
Autotrack: "PREFERRED"
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# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:

Type: AWS::GroundStation::Config
Properties:

Name: "SNPP JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data

# from your satellite.
DownlinkDigIfEndpointConfig:

Type: AWS::GroundStation::Config
Properties:

Name: "Aqua SNPP JPSS Downlink DigIF Endpoint Config"
ConfigData:

DataflowEndpointConfig:

DataflowEndpointName: !Join [ "-" , [ !Ref "AWS::StackName"
DataflowEndpointRegion:

, "Downlink" ] ]
IRef AWS::Region

AWS Ground Station 743
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# The AWS Ground Station Mission Profile that groups the above configurations to
define how to
# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig
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Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:

Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id
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Resources:
# Resources that you would like to create should be placed within the resource
section.
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# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverlInstance:

Type: AWS::EC2::Instance

Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup

SubnetId: !'Ref ReceiverSubnet

BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:

VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name
Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
UserData:
Fn::Baseb4:
|
#!/bin/bash
exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)
2>81
echo “date +'%F %R:%S'" "INFO: Logging Setup" >&2

\

GROUND_STATION_DIR="/opt/aws/groundstation"
GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"
STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"

echo "Creating ${STREAM_CONFIG_PATH}"
cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"

{
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"ddx_streams": [

{
"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false

}

]
}

STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep 10; done

OS_VERSION_ID=$([ -f /etc/os-release ] && . /etc/os-release && echo
"${VERSION_ID}")

if [ "${OS_VERSION_ID}" = "2023" ]; then PYTHON_BIN="python3"; else
PYTHON_BIN="python"; fi

echo "Configuring dataflow endpoint application streams"
streams_configured=false
for attempt in $(seq 1 6); do
if ${PYTHON_BIN} "${GROUND_STATION_BIN_DIR}/configure_streams.py" --
configFileName "${STREAM_CONFIG_PATH}"; then
streams_configured=true
break
fi
echo "configure_streams attempt ${attempt} failed; retrying in 1@s"
sleep 10
done
if [ "${streams_configured}" = "true" ]; then
sleep 2
${PYTHON_BIN} "${GROUND_STATION_BIN_DIR}/save_default_config.py"
else
echo "ERROR: configure_streams failed after ${attempt} attempts; not
a default config"
fi

exit 0

saving
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# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS

Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group that the ENI created by AWS Ground Station belongs to.
DataflowEndpointSecurityGroup:

Type: AWS::EC2::SecurityGroup

Properties:

GroupDescription: Security Group for AWS Ground Station registration of Dataflow

Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 172.16.0.0/12
Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp
FromPort: 55888
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ToPort: 55888
CidrIp: 192.168.0.0/16
Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "AWS Ground Station Downlink Stream"

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"
ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
Subnet"
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- Key: "Description"

Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:

Type: AWS::EC2::NetworkInterface
Properties:

Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverInstance

NetworkInterfaceId: !Ref ReceiverInstanceNetworkInterface

# The instance profile for your EC2 instance.
GeneralInstanceProfile:

Type: AWS::IAM::InstanceProfile
Properties:
Roles:

- IRef InstanceRole

EESH7E AHO M EF2dA HIE Q{3 QIE{H|O|A(ENI)E AWS Ground Station 248 = U E 5835l
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# AWS Ground Station assumes this role to create/delete ENIs in your account in order
to stream data.

DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:

Policies:
- PolicyDocument:
Statement:
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- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess

- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role

- arn:
- arn:

aws @
aws

iam:
iam:

. aws
. aws

:policy/CloudWatchAgentServerPolicy
:policy/service-role/AmazonEC2RoleforSSM
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TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

SUFRE J|Hto 2 9| 222 LIEILH= antenna-downlink-demod-decode 431t AIEZQIE A|
B HEE Molst= Oo|E 5§ AEXQIE J82 HXESl= HIO|H 58 AEXQIE TS Holsl
ofF g L|Ct
(® Note
DemodulationConfig, 29| Zt2 MHEst= Yol CHEt REMISH LI 2 MME &
ZDecodeConfig3tMIQOtEILI CIR33 SX C|TE 74,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
JpssDownlinkDemodDecodeAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Downlink Demod Decode Antenna Config"
ConfigData:
AntennaDownlinkDemodDecodeConfig:
SpectrumConfig:
CenterFrequency:
Value: 7812

AWS Ground Station 743
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Units: "MHz"
Polarization: "RIGHT_HAND"
Bandwidth:

Value: 30

Units: "MHz"

DemodulationConfig:
UnvalidatedJSON: '{
"type":"QPSK",
"qpsk":{
"carrierFrequencyRecovery":{
"centerFrequency":{
"value":7812,
"units":"MHz"

.

"range":{
"value":250,
"units":"kHz"

}

},
"symbolTimingRecovery":{
"symbolRate":{
"value":15,
"units":"Msps"

I

"range":{
"value":0.75,
"units":"ksps"

I

"matchedFilter":{
"type" :"ROOT_RAISED_COSINE",
"rolloffFactor":0.5

}
3
DecodeConfig:
UnvalidatedJSON: '{
"edges": [
{
"from":"I-Ingress",
"to":"IQ-Recombiner"
I
{

"from":"Q-Ingress",

AWS Ground Station 743
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"to":"IQ-Recombiner"

I

{
"from":"IQ-Recombiner",
"to":"CcsdsViterbiDecoder"

I

{
"from":"CcsdsViterbiDecoder",
"to":"NrzmDecoder"

I

{
"from":"NrzmDecoder",
"to":"UncodedFramesEgress"

}

1,

"nodeConfigs":{

"I-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"I"
}

I

"Q-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"Q"
}

I

"IQ-Recombiner":{
"type":"IQ_RECOMBINER"

},

"CcsdsViterbiDecoder": {
"type":"CCSDS_171_133_VITERBI_DECODER",
"ccsds171133ViterbiDecoder": {

"codeRate" :"ONE_HALF"
}
},

"NrzmDecoder": {
"type":"NRZ_M_DECODER"

I

"UncodedFramesEgress": {
"type":"UNCODED_FRAMES_EGRESS"
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# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data
# from your satellite.
DownlinkDemodDecodeEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink Demod Decode Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station 0|41 T2 0}
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# The AWS Ground Station Mission Profile that groups the above configurations to
define how to
# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Join [ "/", [ !'Ref JpssDownlinkDemodDecodeAntennaConfig,
"UncodedFramesEgress" ] ]
Destination: !Ref DownlinkDemodDecodeEndpointConfig
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aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/AquaSnpplpss.yml .
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https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnppJpss.yml

Ct2 2/3 E CloudFormation AF23510{0{|A 21 ©IZES!IE2 K| £ d&LCt.

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJpss.yml
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@ Note

AlX| JPSS HRD S 4l A2 A5 9| CHZE 2 30MHzO0|X|2HO]| 0| |0l A= AWS Ground
Station O|O|ME 7} +AlE SHIE Z2E S 52 = U5 CHE|LI CI2E3 7 HE
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(® Note

CloudFormation Rl Z2!9| LH&0i CHE RIMEH LHE2 HIEZ! MME F XM L.

HXA 2| AWS Ground Station 25 Al S50 CH3H CloudFormation BlZ S0 A O & MMHE 7™
grLct ol 3t Amazon EC2 QI AEJA Hot AWM HFA SE2 &H & = JU&LICH
MSFA EE ALS0o CHer RIMIEH LI 2 MME E XM 2AWS Ground Station 00| MEE ALE 8t
VPC #4.
Mappings:
PrefixListId:
us-east-2:
groundstation: pl-087f83ba4f34e3bea
us-west-2:

groundstation: pl-0cc36273da754ebdc
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us-east-1:

groundstation:

eu-central-1:

groundstation:

sa-east-1:

groundstation:

ap-northeast-2:

groundstation:

ap-southeast-1:

groundstation:

ap-southeast-2:

groundstation:

me-south-1:

groundstation:

eu-west-1:

groundstation:

eu-north-1:

groundstation:

af-south-1:

groundstation:

PEH:IIE1 A4
Zrof CHEt 2

OII

Parameters:
EC2Key:
Description:

SSH key if you are not creating an EC2 receiver instance.
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-

key-pairs.html
Type:

AZ:
Description:
in. (e.g.
Type:

ReceiverAMI:
Description:

oA CHS
2 XI-GE

AWS::EC2::KeyPair:
ConstraintDescription:

pl-0e5696d987d033653
pl-03743f81267c@a85e
pl-098248765e9effc20
pl-059b3e@b02af70e4d
pl-0d9b804fe@14a6a99
pl-08d24302b8c4d2b73
pl-02781422c4c792145
pl-03fabb266557b0d4f
pl-033e44023025215c0

pl-0382d923a9d555425

otz
L|C}.

The SSH key used to access the EC2 receiver instance.
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Choose any
For instructions on how to

:KeyName

"The AvailabilityZone that the resources of this stack will be created
us-east-2a)"
AWS::EC2::AvailabilityZone:

:Name

The Ground Station Agent AMI ID you want to use.
that AMIs are region specific.

SME=E

must be the name of an existing EC2 KeyPair.

Please note
For instructions on how to retrieve an AMI
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see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-
configuration.html#dataflows.ec2-configuration.amis
Type: AWS::EC2::Image::Id

(® Note
7| Ho{E M43t Amazon EC2 EC2Key It2tO|E{C| O|F 2 ANMS3HofF g LICH. Amazon
EC2 QIAEIAOf CHEH 7| o MEE HESIMS.
EE Bt CloudFormation ABS HME M SHHE 2|T™HE AMI IDE M3 3t of &LIcH AWS
Ground Station Amazon Machine Image(AMIs)2 & XM 2.

LHX|HES ZE D42 "HIEZE9| 2|AA MM £&LICH CloudFormation .

Resources:

# Resources that you would like to create should be placed within the Resources
section.

Amazon EC2 QIAEIAO| Bt S4l A2 E ™MESt= ALIEZIRE DE{E [ B S7[A & F27t
AS2 & = UsLICH 57(A HIO|E ©E MMof 2k AWS Ground Station 00|HEE A& 510

Amazon EC2 QIAEAE MY & #3571 5Lt 0|4 2| HIO|E 58
L|Ct. T1X{ AWS Ground Station 0| 0| E0{| CHEt Amazon VPCE A gfLICt.

L

9_"':;‘|£°._|E JE% AHA—|5H0|: St

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
EnableDnsSupport: 'true'
EnableDnsHostnames: 'true'
CidrBlock: 10.0.0.0/16
Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

PublicSubnet:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref ReceiverVPC
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MapPublicIpOnLaunch: 'true'
AvailabilityZone: !Ref AZ
CidrBlock: 10.0.0.0/20
Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent Public

Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
RouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref ReceiverVPC
Tags:

- Key: Name
Value: AWS Ground Station Example - RouteTable

RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref RouteTable
SubnetId: !'Ref PublicSubnet

Route:
Type: AWS::EC2::Route
DependsOn: InternetGateway
Properties:
RouteTableId: !Ref RouteTable
DestinationCidrBlock: '0.0.0.0/0'
GatewayId: !Ref InternetGateway

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: AWS Ground Station Example - Internet Gateway

GatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
VpcId: !Ref ReceiverVPC
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InternetGatewayId: !Ref InternetGateway

(® Note

AWS Ground Station 0f|O|ME 7} X|25tE VPC F+440] CHet REAI8H LHE 2 AWS Ground
Station M|O|™ME @ F ALEl - VPC ClO|o{a RS 2 X SHAIL2.

C2 o2 £4Al7| Amazon EC2 QIAEAE MAEhLICE.

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# This is required for the EIP if the receiver EC2 instance is in a private subnet.
# This ENI must exist in a public subnet, be attached to the receiver and be
associated with the EIP.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref PublicSubnet

# An EIP providing a fixed IP address for AWS Ground Station to connect to. Attach it
to the receiver instance created in the stack.
ReceiverInstanceElasticIp:
Type: AWS::EC2::EIP

Properties:
Tags:
- Key: Name
Value: !Join [ "-" , [ "EIP" , !Ref "AWS::StackName" ] ]

# Attach the ENI to the EC2 instance if using a separate public subnet.
# Requires the receiver instance to be in a public subnet (SubnetId should be the id
of a public subnet)
ReceiverNetworkInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
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Properties:
DeleteOnTermination: false
DeviceIndex: 1
Instanceld: !Ref ReceiverInstance
NetworkInterfaceIld: !Ref ReceiverInstanceNetworkInterface

# Associate EIP with the ENI if using a separate public subnet for the ENI.
ReceiverNetworkInterfaceElasticIpAssociation:
Type: AWS::EC2::EIPAssociation
Properties:
AllocationId: !GetAtt [ReceiverInstanceElasticIp, AllocationId]
NetworkInterfaceld: !Ref ReceiverInstanceNetworkInterface

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverInstance:
Type: AWS::EC2::Instance
DependsOn: PublicSubnet
Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GeneralInstanceProfile
ImageId: !Ref ReceiverAMI
AvailabilityZone: !Ref AZ
InstanceType: c5.24xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:
- Ref: InstanceSecurityGroup
SubnetId: !Ref PublicSubnet
Tags:
- Key: Name
Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
# agentCpuCores list in the AGENT_CONFIG below defines the cores that the AWS
Ground Station Agent is allowed to run on. This list can be changed to suit your use-
case, however if the agent isn't supplied with enough cores data loss may occur.
UserData:
Fn::Baseb4:
Fn::Sub:
- |
#!/bin/bash
yum -y update

AGENT_CONFIG_PATH="/opt/aws/groundstation/etc/aws-gs-agent-config.json"
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cat << AGENT_CONFIG > "$AGENT_CONFIG_PATH"
{
"capabilities": [
"arn:aws:groundstation:${AWS: :Region}:${AWS: :AccountId}:dataflow-
endpoint-group/${DataflowEndpointGroupId}"
1,
"device": {
"privateIps": [
"127.0.0.1"
1,
"publicIps": [
"${EIP}"
1,

"agentCpuCores": [

24,25,26,27,28,29,30,31,32,33,34,35,36,37,38,39,40,41,42,43,44,72,73,74,75,76,77,78,79,80,81, €
]

3
AGENT_CONFIG

systemctl start aws-groundstation-agent
systemctl enable aws-groundstation-agent

# <Tuning Section Start>
# Visit the AWS Ground Station Agent Documentation in the User Guide for

more details and guidance updates

# Set IRQ affinity with list of CPU cores and Receive Side Scaling mask

# Core list should be the first two cores (and hyperthreads) on each
socket

# Mask set to everything currently

# https://github.com/torvalds/linux/blob/v4.11/Documentation/networking/
scaling.txt#L80-L96

echo "@reboot sudo /opt/aws/groundstation/bin/set_irq_affinity.sh 'Q0 1 48
49' 'ffffffff, fEffffff, FffFfff' >>/var/log/user-data.log 2>&1" >>/var/spool/cron/root

# Reserving the port range defined in the GS agent ingress address in
the Dataflow Endpoint Group so the kernel doesn't steal any of them from the GS agent.
These ports are the ports that the GS agent will ingress data

# across, so if the kernel steals one it could cause problems ingressing
data onto the instance.

echo net.ipv4.ip_local_reserved_ports="42000-50000" >> /etc/sysctl.conf
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# </Tuning Section End>

# We have to reboot for linux kernel settings to apply
shutdown -r now

- DataflowEndpointGroupId: !Ref DataflowEndpointGroup
EIP: !Ref ReceiverInstanceElasticIp

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- AwsGroundStationAgentEndpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
EgressAddress:
SocketAddress:
Name: 127.0.0.1
Port: 55000
IngressAddress:
SocketAddress:
Name: !Ref ReceiverInstanceElasticIp
PortRange:
Minimum: 42000
Maximum: 55000

|.

rok
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# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
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SecurityGroupEgress:
- CidrIp: 0.0.0.0/0

Description: Allow all outbound traffic by default

IpProtocol: "-1"

SecurityGroupIngress:

# To allow SSH access to the instance, add another rule allowing tcp port 22

from your CidrIp
- IpProtocol: udp

Description: Allow AWS Ground Station Incoming Dataflows
ToPort: 50000

FromPort: 42000
SourcePrefixListId:
Fn::FindInMap:
- PrefixListId
- Ref: AWS::Region
- groundstation

# The EC2 instance assumes this role.

InstanceRole:
Type: AWS::IAM::Role
Properties:

AssumeRolePolicyDocument:

Version:

Path:

"2012-10-17"
Statement:
- Effect:

Principal:
Service:

"Allow"

"ec2.amazonaws.com"

Action:
- "sts:AssumeRole"

II/II

ManagedPolicyArns:

arn:
arn:
arn:
arn:
arn:

aws
aws @
aws
aws @
aws

Policies:
- PolicyDocument:

Statement:
- Action:

iam:
iam:
iam:
iam:
iam:

:aws:policy/AmazonS3ReadOnlyAccess
:aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
:aws:policy/CloudWatchAgentServerPolicy
:aws:policy/service-role/AmazonEC2RoleforSSM
:aws:policy/AWSGroundStationAgentInstancePolicy

- sts:AssumeRole
Effect: Allow
Resource: !GetAtt GroundStationKmsKeyRole.Arn
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Version: "2012-10-17"
PolicyName: InstanceGroundStationApiAccessPolicy

# The instance profile for your EC2 instance.
GenerallInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- !IRef InstanceRole

# The IAM role that AWS Ground Station will assume to access and use the KMS Key for
data delivery
GroundStationKmsKeyRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action: sts:AssumeRole
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com

Condition:
StringEquals:
"aws:SourceAccount": !Ref AWS::AccountId
ArnLike:
"aws:SourceArn": !Sub "arn:${AWS::Partition}:groundstation:

${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
- Action: sts:AssumeRole
Effect: Allow
Principal:
AWS: !Sub "arn:${AWS::Partition}:iam::${AWS: :AccountId}:root"

GroundStationKmsKeyAccessPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
- kms:Decrypt
Effect: Allow
Resource: !GetAtt GroundStationDataDeliveryKmsKey.Arn
PolicyName: GroundStationKmsKeyAccessPolicy
Roles:
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- Ref: GroundStationKmsKeyRole

GroundStationDataDeliveryKmsKey:
Type: AWS::KMS: :Key
Properties:
KeyPolicy:
Statement:
- Action:
- kms:CreateAlias
- kms:Describe*
- kms:Enable*
- kms:List*
- kms:Put*
- kms:Update*
- kms:Revoke*
- kms:Disable*
- kms:Get*
- kms:Delete*
- kms:ScheduleKeyDeletion
- kms:CancelKeyDeletion
- kms:GenerateDataKey
- kms:TagResource
- kms:UntagResource
Effect: Allow
Principal:

AWS: !Sub "arn:${AWS::Partition}:iam: :${AWS

Resource: "*"
- Action:
- kms:Decrypt

- kms:GenerateDataKeyWithoutPlaintext

Effect: Allow
Principal:

AWS: !GetAtt GroundStationKmsKeyRole.Arn

Resource: "*"
Condition:
StringEquals:

"kms:EncryptionContext:sourceAccount":

ArnLike:

"kms:EncryptionContext:sourceArn":

::AccountId}:root"

IRef AWS: :AccountId

arn:

${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"

- Action:
- kms:CreateGrant
Effect: Allow
Principal:
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AWS: !Sub "arn:${AWS::Partition}:iam::${AWS: :AccountId}:root"
Resource: "*"

Condition:
ForAllValues:StringEquals:
"kms:GrantOperations":
- Decrypt
- GenerateDataKeyWithoutPlaintext
"kms:EncryptionContextKeys":

- sourceArn
- sourceAccount
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:
${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId

Version: "2012-10-17"
EnableKeyRotation: true

AWS Ground Station T4

O| MM AlEst7|7d B E LIEHLICH
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TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:
Autotrack: "PREFERRED"
St d2of et #1d FES LIEtLE EIL CH233 I 80t A= X QIE MF HEE Holst= O
OlF 28 A=ZQIE 52 HXSt= HIOIH 58 =X QIE M2 Holslof g Lict
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# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to
# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "SNPP JPSS Downlink WBDigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 100
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data
# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Terra Downlink DigIF Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station O =T 2 0}
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# The AWS Ground Station Mission Profile that groups the above configurations to
define how to

# uplink and downlink data to your satellite.

SnppJpssMissionProfile:
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Type: AWS::GroundStation::MissionProfile
Properties:
Name: !Sub 'JPSS WBDigIF gs-agent EC2 Delivery'
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 120
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig
StreamsKmsKey:
KmsKeyArn: !GetAtt GroundStationDataDeliveryKmsKey.Arn
StreamsKmsRole: !GetAtt GroundStationKmsKeyRole.Arn

|1_-|7|
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aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/agent/ec2_delivery/
DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml .
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https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml
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https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml
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<SSH KEY>, <BASTION HOST> 2! <HOST>2 £% ssh 7|, & S AE 0]

Amazon EC2 QIAEIA S AE 0|20 H}HHOF & LCt.

Windows 2| &<
ssh -L 8080:1localhost:80 -o ProxyCommand="C:\Windows\System32\0OpenSSH\ssh.exe -o
\"ForwardAgent yes\" -W %h:%p -i \"<SSH KEY>\" ec2-user@<BASTION HOST>" -i "<SSH

KEY>" ec2-user@<HOST>

Macl| B2

ssh -L 8080:localhost:80 -o ProxyCommand="ssh -A -o 'ForwardAgent yes' -W %h:%p -i

<SSH KEY> ec2-user@<BASTION HOST>" -i <SSH KEY> ec2-user@<HOST>

2. ZE™H0|M ddx2t= A 52 T2 MAE grepping(Z °._)% DataDefender(DDXZtL T &7} &l
& SCIX| QlgfLct ™ Sl Z2MAE AAMete BEN M3 oMl S22 Ci20 €&
L|CF.

[ec2-user@Receiver-Instance ~]$ ps -ef | grep ddx
Rtlogic 4977 1 10 Octle ? 2-00:22:14 /Jopt/rtlogic/ddx/

bin/ddx -m/opt/rtlogic/ddx/modules -p/opt/rtlogic/ddx/plugins -c/opt/rtlogic/
ddx/bin/ddx.xml -umask=077 -daemon -f installed=true -f security=true -f enable

HttpsForwarding=true
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Unable to write to Kinesis Data Streams stream. Ensure that Ground Station has
kinesis:PutRecord permissions for the given stream
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aws iam list-attached-role-policies --role-name GroundStationTelemetryRole

MAo| AERI0| CHEF kinesis:DescribeStreamkinesis:PutRecord, 2

kinesis:PutRecords ™&to| &

& x| 0

Ol
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K| = elghLct.

4. Kinesis Data Streams AE 20| £X5t11 ARNO| SHIE K| = QIgL|Ct.
aws kinesis describe-stream \
--stream-name your-stream-name \
--region us-east-2
5, I HEE dSSE AI85tE 42 IAM 230l AWS KMS 7|0i CHEl kms : GenerateDataKey
Teto| U=X[ &elghLct.
PassRole T&t @F
= Ab
o O
E S Z(CreateConfig® [ IAM A& 2 ML E HEHO| QiCts @/ 7F e dlghL|Ct
&7
IAM AL X} EE= 8ol HZE S8 IAM 2d&tof CHSt iam:PassRole HEH0O| UEKX| EQIELICH AFE
At EE Ao ot E™E FIH ot
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
15
"Resource": "arn:aws:iam::123456789012:role/your-stream-name"
}
]
}
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aws kinesis describe-stream \
--stream-name your-stream-name \
--region us-east-2
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aws cloudwatch get-metric-statistics \
--namespace AWS/Kinesis \
--metric-name WriteProvisionedThroughputExceeded \
--dimensions Name=StreamName,Value=your-stream-name \
--start-time 2025-12-08T00:00:00Z \
--end-time 2025-12-08T23:59:59Z \
--period 60 \
--statistics Sum \
--region us-east-2
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