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https://www.ripe.net/manage-ips-and-asns/resource-management/certification/resource-certification-roa-management
https://www.apnic.net/wp-content/uploads/2017/01/route-roa-management-guide.pdf
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https://account.arin.net/public/secure/dashboard
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https://docs.aws.amazon.com/global-accelerator/latest/api/API_ProvisionByoipCidr.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ListByoipCidrs.html
https://docs.aws.amazon.com/global-accelerator/latest/api/API_ByoipCidr.html
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"State": "ADVERTISING"
}
]
}
FAHR LE7IE XIS

o=

24 withdraw-byoip-cidr &S AFSELICH

104


https://docs.aws.amazon.com/global-accelerator/latest/api/API_AdvertiseByoipCidr.html
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https://docs.aws.amazon.com/global-accelerator/latest/api/API_DeprovisionByoipCidr.html
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IO|HE E= AEXQIERQIO| A E L5 5H= S Global Accelerator7t
st= A2, Global Accelerator= TCP R E MASEHLICT

- TCP M EM0|7 &oi 2
o 7|zl et 2 WAl =4

oH M2 O|E{0f| CHEF AGA_Reset_Count X|E £7} 9t2%40l 4L, O|= ZEI0|E = A= Z QI
E 7} Global Accelerator2 C|O|E{E S EX[7{L PFEE HAEE MEMT| IHE LT,

AGA_Reset_Count X|EOM S35 S7I5t0 S7H20| 2A7L Y, AFAHLUCIR EE HEA AdeEx
CIEQt Z2 A=EXQIE Fo| 2 X|E HE Ao UX|StE Z I =
0{ Global Accelerator TCP A& 0| EE|HEIRE = U&LICE Ol EME ZAlst= Ol &
™ AWS X|HE| BOlFHMIR.

Global Accelerator X|E0{ CHet S 7|

CloudWatch= Global Acceleratoroll A Al X|E O|O|E| ZQIEE 7
7'!

7gtez SHE MSELLCH S

He XIgEl 7|ztol 43 X[ ® HIOIE-IOI EALICH SHE 2&HstH tl._5?_5._ Cio|Ef AER2 X|E O
St Ao 2 AEELICH RHH2 X EE T RtAH AEsts o|F/2L WLICH ol & &0, RE((OY
Haledei ol

=

Ax|= ‘EU )2l AWS AX| E91I0|*=|01IA-| HOIE7} MBS &= HHAedel|olEof CHall A E|E HIO|EE

[t 2 R8Y 4 s KIE/AH T80l oM ULic

o F HMPBOIE IP T4 220 M M3 El= EBHZ(M: ProcessedBytesOut)2| &2 2215104 DNS
80| SHtEX| & QlgLct.

- ArEA EfZlol X2 B2 E =felstn 2H(0: S0lMM S0I2) = —;LE':"'(Oil' 5F EE 9
Lol S0|2) EeiEol &S ZLIEZELICE 0|& A% 5tEd™ DestinationEdge & SourceRegion
xted0| EM Zto 2 MHEl MEH0I M ProcessedBytesin & ProcessedBytesOut X| EE & QI8
Ct.

o HMPPOIEMM HIHY AEXZQIE =8 B 1 o{H A=EXQIE O F0f £35t=X| &lg Lt
A= ZQIE JFO| M2 B2, EAM7t YHlste A=EZQIET; %!E ?i'EEO.JE IL-E—% bt

= Ol §5| f8&Lct ol A5t NSl
F

UnhealthyEndpointCount X| £ & & QIgtL|C},

o M| O|E{0d| CHEt CloudWatch X|&E E 7|

CloudWatch 2& = AWS CLIZ(E) AHE5t04 M| 0|E{Q| CloudWatch HEZ!IZ 2 21E 5= Q
&LICH 2&0M X ZLIEHZ JeiZ2 M ZAIELICH ZUEZ Jeiz= HM2{E|0|E{7t &
Stz|of U LEE £4lstE A=oiet olo|H ZRIEE FE AIFLICH.
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ZE0|M E= AWS CLIZ(E) MEE M 25 0|= ME(R22[7d) 2I1X12] Global Accelerator0i| CH et
CloudWatch X|EE & QI5HoF & LICH. AWS CLIZ(E) MEE B2, --region us-west-2 T}Zt0|E
E z&stod BHol A8 E 0|5 ME(22ld) 2Ide X oﬁwl.u

CloudWatch 2& & Al83510{ X|EE & QI5t2{™ Amazon CloudWatch AFE A A Q| EHA|of| 2t
GlobalAccelerator WA H O|AE MEHRILICEH RFA|SH LI 2 AFR 7158 X E E7(E &ZT5HAMIL.

AWS CLIZ(E) Ab23tod X|E ol ChEt EH 2 Pt

X™E x[® & Aol cHet SHE F38t24H of2ll get-metric-statistics & AFS & LICH.
CloudWatch= ZtZto| IRt Aol ZEtE WL of X|EEAM MR LICH §E H A7t £IX| &f2 At
ol ZE2 MBS SHE AME == RELICH RIE dY Al ASE Rt SUE RHHE KISt ok

gLt

CHS ool M= SOI(NA) CHE SUX|olM MBS ste HHedel|olE e d<ol BE, #E|E & HIolE
Lt g LICE.

aws cloudwatch get-metric-statistics --namespace AWS/GlobalAccelerator \
--metric-name ProcessedBytesIn \

--region us-west-2 \

--statistics Sum --period 60 \

--dimensions Name=Accelerator,Value=1234abcd-abcd-1234-abcd-1234abcdefgh
Name=DestinationEdge,Value=NA \

--start-time 2019-12-18T20:00:00Z --end-time 2019-12-18T21:00:00Z

Ct

0jo

2 BEol £ oM LiCt.

"Label": "ProcessedBytesIn",
"Datapoints": [

{
"Timestamp": "2019-12-18T20:45:00Z2",
"Sum": 2410870.0,
"Unit": "Bytes"

},

{
"Timestamp": "2019-12-18T20:47:00Z",
"Sum": 0.0,
"Unit": "Bytes"

.

{
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"Timestamp": "2019-12-18T20:

"Sum": 0.0,
"Unit": "Bytes"

"Timestamp": "2019-12-18T20:

"Sum": 1560.0,
"Unit": "Bytes"

"Timestamp": "2019-12-18T20:

"Sum": 0.0,
"Unit": "Bytes"

"Timestamp": "2019-12-18T20:

"Sum": 1343.0,
"Unit": "Bytes"

"Timestamp": "2019-12-18T20:

"Sum": 0.0,
"Unit": "Bytes"

"Timestamp": "2019-12-18T20:

"Sum": 35791560.0,
"Unit": "Bytes"

48:

43

49:

:00z",

1002,

0ez",

00z",

oez",

1002,
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5 & 23§ AL835tH AWS Global Acceleratorof A HA 22| 0[E{ 2| LIE {3 QIE{H 0| A0 A &2
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® Note
=&0|MH E= AWS CLIS(E) AHEE I 25, 0/ ME(L2I) 2IT2| Global Acceleratoro|

CHBt CloudWatch X|& & 238 = QI5H0F & L|CE AWS CLIZ(E) AH8E 4%, --region
us-west-2 It2tO|EHE E&fsto WA AL E 0|12 MBE(E|H) 2ldE XIHeAM L.

58 235 o] 7HX| Y7ol =F0| & =+ JU&LICH o & S0{, &Y EcliZlo| A=xIE 0| =& &
X| =5t O|RE sHZstH KILIXIA MEHMel 2ot O F #28 TiEtete ol 20| Ltk 8t &
EE2OEEA EFEMAMES0{ A=EERIEN & 5E ECfEHE ZELETZEE =& U&LICH
SEROMIAEE & 2ZO0 HERT 5&S LEHELICE A BZE=s 8 AXM 7[2H & §H 5
FEOUHERI 282 HUXMEYLICL5-FE2IP SO 424, Y Y Z2EZ S X|Hst= 57HK| &t
S FEE HgULICH M 7[2H2 58 21 MH|AY 58 EO ZEE HAlsHZ| ©of CIo|HE
EAlstE Alzhe| 7|ZhLICH A 7|z2h2 2[CH 12 LICH &, 2= 1220 O X3 HAE = UK]
Bt z|4 1E0tCH AAE L

CloudWatch 21 Q=22 58 2ZE1E M8 M MBEIH, 227 Amazon S30 &% A A|E o=
M=t AHMIEF LI 2 Amazon CloudWatch 2 22| 21 oA EoHEl 232 F X 5HAM|2.

1o -

® Tip
Amazon Athena 2! Amazon QuickSightE Global Accelerator & Z 1 O|O|E{2t &7 AFE St
M ofE2[A oMol M2 BAME sHEst T, 2ot FofdS AEst D, Ar& X7t ol EE|7H0|M

of HA|ASHE Yol CHEt TR 8 BS 4 AUALICH XHMIEH LIS 2 T+ Amazon Athena 2!

Amazon QuickSightE Al 23104 AWS Global Accelerator 38 21 249 &l A|Ztsl2lE AWS

SZIHA=ZE BZsAL.
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https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/blogs/networking-and-content-delivery/analyzing-and-visualizing-aws-global-accelerator-flow-logs-using-amazon-athena-and-amazon-quicksight/
https://aws.amazon.com/blogs/networking-and-content-delivery/analyzing-and-visualizing-aws-global-accelerator-flow-logs-using-amazon-athena-and-amazon-quicksight/
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Amazon S30| 8 21 HA| 435}

AWS Global Acceleratoroil M & 21 & g3l stcd™ o MAte| BHAHE WELICEH o] &e| F7t A
MoMeE 58 208 AAIST HMAE = UE S Amazon S3 HZE Tt HEtE2 MYst= B
HE CchELICh
AWS Global Acceleratoroil M & 218 &+d3l5t2{™
1. AWS HH™HoM &8 230 Ci$t Amazon S3 HHZ!S A &FL|C,
2. 58 E0E 895st= AWS ALEXtofH R Et IAM HAE FIterLICH XtAEH LHE2
Amazon S30i| 32 21E HAl5tE IAM 238 MME 2 XTSHAI2.
3. 21 mUoi AHEE Amazon S3 HHZ! O|&1t MFALE CHZ 2| AWS CLI BB E Al=-iFLICH
aws globalaccelerator update-accelerator-attributes
--accelerator-arn
arn:aws:globalaccelerator::012345678901:accelerator/1234abcd-abcd-1234-
abcd-1234abcdefgh
--region us-west-2
--flow-logs-enabled
--flow-logs-s3-bucket s3-bucket-name
--flow-logs-s3-prefix s3-bucket-prefix
Amazon S30{|M EE? 21 2 E XM
23 02 SS5E SENJLICE Amazon S3 2£2 AI86 21 mtdE dH & F0| AET 58
EI A= EAEUCH TtUE OREEsE 89, 452 siMaiol 2§ 2O B2 EE 2 = U

Amazon S30{ 8 21 7|A|

AWS Global Accelerator@|

E5 23 7|Z 383 HZ!od Amazon S30{ HA|ELICH 58 2
O gFAEE Mo XMEEE o

= IE=
10| 21 mt Y ZHR|oi| A AIE LI
SE& 232 & A E Amazon S3 HHZ!E M/d35t24TH Amazon Simple Storage Service AF& X} 7}
O|E9| & Him{ S3 HHZ! 4517|188 & ZSHMI.

SE 21 #8435 37
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sE 27 ¢

SERIOcEE RO YIAEE LG ZEO 0IUZ SEECIS EO LUS 58 ZHHe =z
Amazon S3 HHZ!of| AIAIEfLICH &, 21 me2 520ict 2 -Erd 2 21 1ofl= O] 58 St 7|
E=E|IpPFA Eff=ElofCciEt 22 20 B2 E7F ZEEL|C

23 o] %|cH 37|= 75MBRILICH 23 142l0| 5= o|Lijol It 27| St o T2t B, 52
230 58 2O BllZE F7IE SE5H Amazon S3 HZ!0 AIAISHCHS A 23 mhS MAEHL]
CH.

1M A dEE Imof et 2YHE EH 7R E AH8stod X[ E
ol M ELICH HA 24 72 Chee S48 AFS LT

s3-bucket_name/s3-bucket-prefix/AWSLogs/aws_account_id/globalaccelerator/region/yyyy/
mm/dd/

o7tz 20 ot 0|2 5& 239/ ID, 2l X WEEIRE et Alzhod et 2 ELIct. ot
A =

Y o|E2 Ct2 o A2 AEFL

Sl !

aws_account_id_globalaccelerator_accelerator_id_flow_log_id_timestamp_hash.log.gz

2o ool E & ut o|F F ol cHer ChF Aol felstAl2.

AL

fjo

AS

o

« E}QUAEBZT = YYYYMMDDTHHMMZ & A L|C}.

« S3 HA HFAtol &2fAl()E RIHsHH 211 ot HZ! 20 7 X0 TS Z2 01T i Al(/) 7t
P

s3-bucket_name//AWSLogs/aws_account_id

CtZ 2| o A= 2018 112 232 00:05 UTC, 1234abcd-abcd-1234-abcd-1234abcdefgh°| ID
7h AE YA OIEI| AWS I 1234567890120 4 Y E & 210f CHEt 21 mtUo| £
Tt It o|§E EoiELICt

amzn-s3-demo-bucket/prefixl/AWSLogs/123456789012/globalaccelerator/us-
west-2/2018/11/23/123456789012_globalaccelerator_1234abcd-abcd-1234-
abcd-1234abcdefgh_20181123T0005Z_1fb1234.10g.gz

Amazon S30i| HlA| 138



AWS Global Accelerator FHEERE FLHA

HUSE 23 ItYUM|= client_ip, client_port, accelerator_ip, accelerator_port,
protocol@l ot 7Ho| 5-F & ti|Z =7t = QEEE &=0| ZEELICH HHEH|O|EHS BE &
E 21 02 E24MH accelerator_id % account_idolM EAHE 5 &Lt

Amazon S30| & 2 E A AlstE IAM 38t

IAM 3&O|Lt AFE Rt Z2 IAM E o FX|= Amazon S3 HHZI0| 58 218 HAIE £ U= S=28

Tetol {ofok gfLICH IAM HHol = CtS2| Heto| e k|o{ok §LCt.

"Version": "2012-10-17",
"Statement": [
{

"Sid": "DeliverlLogs",

"Effect": "Allow",

"Action": [
"logs:CreatelogDelivery",
"logs:DeletelLogDelivery"

1,

"Resource": "*"

"Sid": "AllowGlobalAcceleratorService",
"Effect": "Allow",
"Action": [

"globalaccelerator:*"

]I

"Resource": "*"

"Sid": "s3Perms",
"Effect": "Allow",
"Action": [
"s3:GetBucketPolicy",
"s3:PutBucketPolicy"
1,

"Resource": "*"

Amazon S30i| HlA| 139
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {"Service": "delivery.logs.amazonaws.com"},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket_name/optional_folder/AWSLogs/account_id/
*n
"Condition": {"StringEquals": {"s3:x-amz-acl": "bucket-owner-full-
control"}}
},
{
"Sid": "AWSLogDeliveryAclCheck",
"Effect": "Allow",
"Principal": {"Service": "delivery.logs.amazonaws.com"},
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::bucket_name"
}
]
}

= 25 5HR] E 7L HZlof| CH$t GetBucketPolicy &
PutBucketPolicy #&t0| i B2, 58 21 42 AuiELct o] B2, HI! 4R %x= HA o
3 MEXte| AWS H Y IDE KIgsHoF gLICH REAIE LIS =
Amazon Simple Storage Service At& dHAL| Amazon S3 Z2£2 M E50{ HI! HHM FIIE =X
StML. HZ!0| o] HAHe2ZRE 58§ EOE s 4l5t= B2, Resource 24 3 LIE2 2 HH 9|
AWSLogDeliveryWrite & MBHof F7+FL|Ct

.

o & E04, CF2 Q| HZ HA S ALS 5 AWS A8 123123123123 L 4564564564562 1og-
bucket(2)E HBHE HZ!9| flow-logs(2)2 HEE EC0| 28 EOE AAIE = J&LICt
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{
"Version": "2012-10-17"
"Statement": [
{
"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {"Service": "delivery.logs.amazonaws.com"},
"Action": "s3:PutObject"
"Resource": [
arn:aws:s3:::log-bucket/flow-logs/AWSLogs/123123123123/*"
arn:aws:s3:::log-bucket/flow-logs/AWSLogs/456456456456/*"
1,
"Condition": {"StringEquals": {"s3:x-amz-acl": "bucket-owner-full-
control"}}
.
{
"Sid": "AWSLogDeliveryAclCheck"
"Effect": "Allow",
"Principal": {"Service": "delivery.logs.amazonaws.com"},
"Action": "s3:GetBucketAcl"
"Resource": "arn:aws:s3:::log-bucket"
}
]
}
(@ Note
7HEd AWS HH ARN CHAI 23 ME MH|A 2o FX|0f AWSLogDeliveryAclCheck &
AwWSLogDeliveryWrite #&t2 F0{5t= 0| E&LICH.
ste{H 2t CMK 7| A
At235104 Amazon S3 HZ!of CHEt M & ¢
22 75l

SSE-KMS B{Zl10} &7 Al
MK+ &7 AWS KMS 22| 7|(SSE-KMS)2
SE 207} 0| 21 1Y & £ T = CMKe| 7| HaHo] of

318 A<,
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"Allow AWS Global Accelerator Flow Logs to use the key",
141
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"Sid":
"Effect": "Allow",
"Principal": {
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"Service": [
"delivery.logs.amazonaws.com"

]
}I
"Action": "kms:GenerateDataKey*",
"Resource": "*"

o
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rot

32 9|0f =, Amazon S3= ACL(YAM|A KMo 55)E AL8st0d & Z0|M d&et 2
{| CHEt HMAE BE|EtL|Ct 718X o 2 HZ! ARAE ZF 27 ohdof CHE FULL_CONTROL
HeeUch 23 M8 ARK7 HE! AfKet CHE FR0= HEto| gigLich 2O HME A
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AWS Global Accelerator2 (=) T/&d& M e{gi|o|Eoi Cigt 2 u}%% AlZHE %|CH o] ' Metst
LICH egtdo 2 27 mtdof= X[HEHE 7|7t St AR o[ 7t HATE 2ol CHEt "‘“='7P ZEE|
01 U&LICE. Global Accelerator= LMo 2 270 EAIE/= O|HER —'?'—E-I AlZF Oo|LHo SHE 7|2t

= o
ol 21 m}YU2 Amazon S3 HZlo 2 FMESLICH Y™ 7|zt SetUR r=pE 2 oY =L 10
HZE Z|CH 24 A|ZHHR| R|QdE =& &LICH EO 50| 7<|°=|_:':_|‘:|=| Global Accelerator= I}l 0|0
JlP°'0| MEE Skt AlZHO| of el % 0| W lSiE 7|zt Umiet A|ZHo| £ 8 Els 21 ol 23

27 ute MAIS I Global Acceleratore= 21 I Z&8E|&= 7|7 S0 @A dhotH 2 E dlx|
27|00l HAlg{ef|o|E{ol| CHEF HEE S&HefLict.

Global Accelerator= 222 &858 X| S 44|72t ol 20 A2 HHMO 2 HMESHT| AIZHE L
Ch O ®of 28 21 0t 7HXE 4 l&Lch.
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E 2O dzIEs ez FEE EANYEE, O30 2 FALch

ok

<version> <aws_account_id> <accelerator_id> <client_ip>
<client_port> <accelerator_ip> <accelerator_port> <endpoint_ip>
<endpoint_port> <protocol> <ip_address_type> <packets>

<bytes> <start_time> <end_time> <action> <log-status>
<globalaccelerator_source_ip> <globalaccelerator_source_port>
<endpoint_region> <globalaccelerator_region> <direction> <vpc_id>

™ 1.0 EAlol= VPC AlERIR! vpe_idO|(7h ZEE|X| oE&LICH vpe_idE(E) £&3ss HE 2.0
& Al2 Global Accelerator7t 22I0|HE IP A BEECZ AEZQIERZ ERfEIE2 MESE ) MMEL

n

.

Ctgol ZolMe & Ea d2Ee HEE AFEeLICH

zc AN

version SE 21 HH

aws_accou 58 219 AWS AHE ID.
nt_id

accelerat Efj=Elo| 7|8 El= A4 O0lE{Q] ID.
or_id

client_ip LA IPv4 EEE IPV6 T4
client_port AANTE

accelerat HMIP{R|OIE{S] IP =4
or_ip

accelerat HAMIP{E|O|E{e| ZE
or_port

endpoint_ip EcHEO|CH& IP =&
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Zic MY
endpoint_ Eoi=Eo| e ZE.
port
protocol EZHEO|IANA Z2EZ #HE XMEt HE: EEE QIEH ZEEZ HSE
& ZESMLR
ip_addres IPv4 EE= IPV6.
s_type
packets % 7|2t & MESE o] = W3] 7t O(Xﬂi)‘& 4%, 282 SXI=RIBH Y
M 7|zt S¢S ¥ =2 mWZlo| EAIEX| ety&LICH
bytes X 717t & HSE HIOIE ==,
start_time 1% 712t o| AZF AlZH(EHR: Unix =)
end_time X 7|ttel B= AlZHES: Unix X)
action Eei=ot oiAE 2.
ACCEPT: 7|S &l EBiE2 B2t & = HERT ACLUIM §{EF&LICH
e #A g4 ACCEPTRILICH
log-status SE 219 2Z HHEK:
OK: CIO|E{= MEAE CHAtof| HAXMo 2 2Lt
SKIPDATA: 21X 7|7t & Y8 58 2O HZEE HUHFR&LICE ol WY
2 8 MEt EEE e @77 #eld = &Lct
globalacc Global Accelerator HE {3 QIE{T |0|/\01|A‘| AEstE IP =4, 2EI0|ME IP
elerator_ FA BEO| 2MEE B2, 0| g2 -(slo|&E)e 2 ™ ELICEH
source_ip
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Zic MEH
globalacc Global Accelerator H|E |3 QIE{H|O|A T} AHESt= ZE. FEI0|UE IP =L
elerator_ HEo| gdstEl 42,0l 42 0M2R) o2 MHEELICH

source_port

KEMIEE L2 2 AWS Global AcceleratorOl A 22I0|ME IP T4 EZE MME
I.

endpoint_ A= ZQIET} X8 AWS 2|,

region

globalacc LEE MeElFE AX| 270|M(EM X[H). ZF x| 270|MHoll= 3kt L =2

elerator_ o= & El 35 (0d: DFW3)7t ‘/?A'QL—IEF A IZEE Mo 2 X 2

region Aol B2o| ZEE LIEHLHE X &3 28 &3 3 I =0 & SFLCt
(Ol28t efofz= & & ol HEE = UsLTt)

direction E = 2EF. Global Accelerator 4| E 2|3 (INGRESS)Z E£0{2 7L} 20|
E(EGRESS)E gr&tr|= EeZE LIEFH LT
vpc_id DB Al23X}. Global Accelerator7t ZEI0|ME IP 4 EESE QIE X QIE0f
EffEe TS M HM 2058 20| £ E.=.|.|c+_
Lot EHHIAEN MEBEX| e B2, dIZEoE s E=of Cist - 7|71 EAIELICH

AWS CloudTrail2 (&) A& 3t0{ AWS Global Accelerator APl 2 &
21

AWS Global Accelerator2(£) Global Acceleratorol| Al AF& A}, @48 EE= AWS AH|A T =85 2HQ
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"Records": [
{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
I

"sessionIssuer": {
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"type": "Role",

"principalId": "A1B2C3D4ES5F6G7EXAMPLE",

"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",

"userName": "smithj"
}
}
I
"eventTime": "2018-11-17T21:03:142Z2",
"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "ListAccelerators",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",
"requestParameters": null,

"responseElements": null,

"requestID": "083cae81-28ab-4a66-862f-096elexample",

"eventID": "fe8blcl3-8757-4c73-b842-fe2a3example”,

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"userName": "smithj"

}

+
"eventTime": "2018-11-17T21:04:497",
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"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "CreatelListener",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",
"requestParameters": {
"acceleratorArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample",
"portRanges": [
{
"fromPort": 80,
"toPort": 80
}
1,
"protocol": "TCP"
},
"responseElements": {
"listener": {
"listenerArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample/listener/abcdel234",
"portRanges": [
{
"fromPort": 80,
"toPort": 80
}
1,
"protocol": "TCP",
"clientAffinity": "NONE"
}
I
"requestID": "6090509a-5a97-4be6-8e6a-7d73example",
"eventID": "9cab44ef-0777-41e6-838f-f249example”,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",

"userName": "smithj"
}
}
},
"eventTime": "2018-11-17T21:03:52Z",
"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "CreateAccelerator",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",
"requestParameters": {
"name": "cloudTrailTest"
I
"responseElements": {
"accelerator": {
"acceleratorArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample",
"name": "cloudTrailTest",
"ipAddressType": "IPV4",
"enabled": true,
"ipSets": [
{
"ipAddressFamily": "IPv4",
"ipAddresses": [
"192.0.2.213",
"192.0.2.200"

}
1,
"status": "IN_PROGRESS",
"createdTime": "Nov 17, 2018 9:03:52 PM",
"lastModifiedTime": "Nov 17, 2018 9:03:52 PM"
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}
1,
"requestID": "d2d7f300-2f0b-4bda-aa2d-e67d6e4example”,
"eventID": "11f9a762-8c00-4fcc-80f9-848a29example”,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",

"userName": "smithj"
}
}
},
"eventTime": "2018-11-17T21:05:27Z",
"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "UpdatelListener",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",
"requestParameters": {
"listenerArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample/listener/abcdel234",
"portRanges": [
{
"fromPort": 80,
"toPort": 80
I
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{
"fromPort": 81,
"toPort": 81

]
I
"responseElements": {
"listener": {
"listenerArn":

"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-

all4-5d7fexample/listener/abcdel234",
"portRanges": [
{
"fromPort": 80,
"toPort": 80

"fromPort": 81,
"toPort": 81
}
1,
"protocol": "TCP",
"clientAffinity": "NONE"
}
},
"requestID": "Q08ef93c-b3a3-44b4-afb3-768example”,
"eventID": "85958f@d-63ff-4a2c-99e3-6ffbexample”,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
},

"sessionIssuer": {
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"type": "Role",

"principalId": "A1B2C3D4ES5F6G7EXAMPLE",

"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",

"userName": "smithj"
}
}
I
"eventTime": "2018-11-17T21:06:05Z7",
"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "Describelistener",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12
"requestParameters": {
"listenerArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample/listener/abcdel234"
},
"responseElements": null,
"requestID": "9980e368-82fa-40da-95a3-4b0example”,
"eventID": "885a02e9-2a60-4626-blba-57285example",
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"userName": "smithj"

24",
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}
}
},
"eventTime": "2018-11-17T21:05:47Z",
"eventSource": "globalaccelerator.amazonaws.com",
"eventName": "ListlListeners",

"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.50",

"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",

"requestParameters": {
"acceleratorArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-
all4-5d7fexample"
I
"responseElements": null,
"requestID": "08e4b0f7-689b-4c84-af2d-47619example,
"eventID": "f4fb8e4l-ed21-404d-af9d-037c4example”,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
I
{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-17T21:02:36Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",

"userName": "smithj"
}
}
1,
"eventTime": "2018-11-17T21:06:247",
"eventSource": "globalaccelerator.amazonaws.com",
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"eventName": "DeletelListener",

"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "aws-cli/1.16.34 Python/2.7.10 Darwin/16.7.0 botocore/1.12.24",

"requestParameters": {

"listenerArn":
"arn:aws:globalaccelerator::111122223333:accelerator/0339bfd6-13bc-4d45-

all4-5d7fexample/listener/abcdel234"

},

"responseElements": null,

"requestID": "04d37bf9-3e50-41d9-9932-6112example",

"eventID": "afedb874-2e21-4ada-blb@-2ddb2example”,

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"
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"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
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"Resource": "*",
"Condition": {
"StringEquals": {

"iam:AWSServiceName": '"globalaccelerator.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/
globalaccelerator.amazonaws.com/AWSServiceRoleForGlobalAccelerator*"
}
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{
"Version": "2018-08-08",
"Statement": [
{
"Effect": "Allow",
"Action": [
"globalaccelerator:CreateAccelerator"
1,
"Resource":"*"
}
]
}
AL RE7E RHAlO| IREH MBS B & QTS 518
Ol oiMl= IAM ALE X7t RFAIC| ALZRE IDO| HAZE QIZIR & ZEHE HME 2 = ULE 5183
YHME dYsts YUS 20iELICH o]l YHMolls 2£0iM = AWS CLILE AWSAPIE AHE 304
EOciY AR O 2YE AEE £ U= HEHo| ZEELICH

"Version": "2012-10-17",
"Statement": [

=
—
1L

ID 7|8k =2 o A|

172


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS Global Accelerator FHEERE FLHA

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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"Version":"2012-10-17",
"Statement": [

{
"Effect":"Deny",
"Action":"*",
"Resource":"*",
"Condition":{
"ForAnyValue:StringEquals":{
"aws:RequestTag/stage":"prod"
}
}
},
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https://aws.amazon.com/blogs/networking-and-content-delivery/use-aws-global-accelerator-to-improve-application-performance/
https://aws.amazon.com/blogs/networking-and-content-delivery/best-practices-for-deployment-with-aws-global-accelerator/
https://aws.amazon.com/blogs/networking-and-content-delivery/announcing-cross-account-support-for-aws-global-accelerator/
https://aws.amazon.com/blogs/networking-and-content-delivery/accessing-an-aws-api-gateway-via-static-ip-addresses-provided-by-aws-global-accelerator/
https://aws.amazon.com/blogs/networking-and-content-delivery/aws-global-accelerator-custom-routing-with-amazon-elastic-kubernetes-service/
https://aws.amazon.com/blogs/networking-and-content-delivery/deploying-multi-region-applications-in-aws-using-aws-global-accelerator/
https://aws.amazon.com/blogs/networking-and-content-delivery/maximising-application-resiliency-with-aws-global-accelerator/
https://aws.amazon.com/blogs/networking-and-content-delivery/starting-small-with-aws-global-accelerator/
https://aws.amazon.com/blogs/networking-and-content-delivery/traffic-management-with-aws-global-accelerator/
https://aws.amazon.com/blogs/networking-and-content-delivery/analyzing-and-visualizing-aws-global-accelerator-flow-logs-using-amazon-athena-and-amazon-quicksight/
https://aws.amazon.com/blogs/networking-and-content-delivery/analyzing-and-visualizing-aws-global-accelerator-flow-logs-using-amazon-athena-and-amazon-quicksight/
https://aws.amazon.com/blogs/networking-and-content-delivery/category/networking-content-delivery/aws-global-accelerator/

AWS Global Accelerator

THERE QLA

CH= =2 AWS Global Accelerator 2AM 2| S8 H4Z3 At

- X[ ZM YH0|E: 2024\ A 3 27

2HE A

0%

BYOIPO| CHEF &t A X|

=7t

BYOIPO{ CH3F mxF A& K|

27t

Network Load Balancer?| 7
AEH X FT

P

N
7

P
P

AH 2|20 cHEt X|H

Ad04
= o

Global Accelerator= O|A| <4
MY O|E| IEZQIEQ| 2 X
E O gH Zxlste ol AR E

%= 9l= 5719| F£7} CloudWatc

h X|ZE X[ LICH REAIEt
LH2 2 AWS Global Accelerat
or2 Amazon CloudWatch At

g2 #xsthe

Global Accelerator= O|A|
AWS A™H 7t IR IP F4
7t 7|(BYOIP) AtE 2 X|H
sfLich RFMIEF LIB 2 AWS
Global Acceleratoroi| A 1 &}
AN A 2 BlaA AISE &

ZotMIR.

Global Accelerator= O|A| &
& HMEY O|Eo] T AR
Network Load Balancer 7}
E X[ELCt REMIE LHE 2
AWS Global Accelerator0i| A
oHMIp{ 2| 0|E{of| CHEt Q= Z QI

oo
jo
i

2024 3¢ 27

2024A 3¢ 25

20234 118 2

EQF MNEE HZSAHL.

Global Accelerator= O|A| <4
Mp{giolEoll mAt AE 2|4

2023 11 1

193
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