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CE MM E RLE AZUZIO QIATIAT} O{EHH AT WA o| J&S Y=X| 2o ELICH
) 4 ) ~
Auto Scaling Group (m4.large, c4.large, c5.large) Auto Scaling Group (m4.large, c5.large)
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https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
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https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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« IAM AFSRE:

MM 9| Create a role for a third-party identity
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mok

g MMstLIC IAM AF2 AP Mol A Create a role for an IAM user2|
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£ & :Amazon GamelLift ServersFleetlQ_policy

CH2 2 & X8 theAmazon Gamelift ServersFleetlQ_policy2| 0| IL|C}.

"Version": "2012-10-17",
"Statement":

L

"Action":
[

"iam:PassRole"
1,
"Effect": "Allow",
"Resource": "*"
"Condition":

{

4

"StringEquals":
{

"iam:PassedToService": "gamelift.amazonaws.com"

}

I

{
"Action":
[

"iam:CreateServicelLinkedRole"
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https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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]I

"Effect": "Allow",
"Resource": "arn:*:iam::*:role/aws-service-role/autoscaling.amazonaws.com/
AWSServiceRoleForAutoScaling"

I
{
"Action":

L

"autoscaling:
"autoscaling:
"autoscaling:
"autoscaling:
"autoscaling:
"autoscaling:
"autoscaling:
"autoscaling:
"autoscaling:
"autoscaling:

]I

CreateAutoScalingGroup",
CreateOrUpdateTags",
DescribeAutoScalingGroups",
ExitStandby",
PutLifecycleHook",
PutScalingPolicy",
ResumeProcesses",
SetInstanceProtection",
UpdateAutoScalingGroup",
DeleteAutoScalingGroup"

"Effect": "Allow",

"Resource": "*"

"Action":

L

"ec2:DescribeAvailabilityZones",
"ec2:DescribeSubnets",
"ec2:RunInstances",
"ec2:CreateTags"

1,

"Effect": "Allow",

"Resource": "*"

"Action":

L

"events:PutRule",
"events:PutTargets"

]I

"Effect": "Allow",

"Resource": "*"
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{
"Action": [
"autoscaling:DescribelifecycleHooks",
"autoscaling:DescribeNotificationConfigurations",
"ec2:DescribelLaunchTemplateVersions"
]
"Effect": "Allow",
"Resource": "*"
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.aws.amazon.com/iam
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"Service": [
"gamelift.amazonaws.com",
"autoscaling.amazonaws.com"
]
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AWS CLI
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1. C}S JSON T E2 Ar&35t0{ AZ| HA 1t (0d: FleetIQtrustpolicyGamelLift. json)2
AgrLCt.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"gamelift.amazonaws.com",
"autoscaling.amazonaws.com"

]
+
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"Action": "sts:AssumeRole"
}
]
}
2. iam create-role2 AF23t04 M IAM Q&S MMSID wa e AZ| 3 JSON mHlof 914
gct,
Windows:

AWS iam create-role --role-name FleetIQ-role-for-GamelLift --assume-role-policy-
document file://C:\policies\FleetIQtrustpolicyGamelLift. json

Linux:

AWS iam create-role --role-name FleetIQ-role-for-GamelLift --assume-role-policy-
document file://policies/FleetIQtrustpolicyGameLift.json

Q0| MB5tH MZE MMEl sto| £40| SEof ZEELICH ARN g2 M2 SLICH.
Amazon GamelLift ServersFleetlQ A M 2§ M™HE Ho| HE 7} 2 gL|Ct

3. iam attach-role-policy& Ar&3t0{ &2l Mt A “GameLiftGameServerGroupPolicy"& 4
Zst|Ct
= - .

AWS iam attach-role-policy --role-name FleetIQ-role-for-GamelLift --policy-arn
arn:aws:iam::aws:policy/GameLiftGameServerGroupPolicy
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https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html
https://docs.aws.amazon.com/cli/latest/reference/iam/attach-role-policy.html
https://docs.aws.amazon.com/cli/latest/reference/iam/list-attached-role-policies.html
https://docs.aws.amazon.com/cli/latest/reference/gamelift/create-game-server-group.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
.
"Action": "sts:AssumeRole"
}
]
}
2. iam create-roleg AFE5t0 A IAM HE S HMstD B3 Mdeh A2 2 JSON nhof 44
gt
Windows:
AWS iam create-role --role-name FleetIQ-role-for-EC2 --assume-role-policy-
document file://C:\policies\FleetIQtrustpolicyEC2.json
Linux:

AWS iam create-role --role-name FleetIQ-role-for-EC2 --assume-role-policy-
document file://policies/FleetIQtrustpolicyEC2.json
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html
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"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": "gamelift:*",

"Resource": "*"

4. iam put-role-policyE Al23t0{ &= A

Windows:

AWS iam put-role-policy --role-name FleetIQ-role-for-EC2 --policy-
name FleetIQ-permissions-for-EC2 --policy-document file://C:\policies

\FleetIQpermissionsEC2.json

Linux:

AWS iam put-role-policy --role-name FleetIQ-role-for-EC2 --policy-name FleetIQ-
permissions-for-EC2 --policy-document file://policies/FleetIQpermissionsEC2.json
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AWS iam create-instance-profile --instance-profile-name FleetIQ-role-for-EC2
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https://docs.aws.amazon.com/cli/latest/reference/iam/put-role-policy.html
https://docs.aws.amazon.com/cli/latest/reference/iam/list-role-policies.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-instance-profile.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/cli/latest/reference/iam/put-role-policy.html
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AWS iam add-role-to-instance-profile --role-name FleetIQ-role-for-EC2 --
instance-profile-name FleetIQ-role-for-EC2

O|M| Amazon EC2 A|Zt EHIZEl0f dE L ZZ EHE AEE £ U&LICH

DA MHIA &2 280 CHE IAM g dY ™ 32



Amazon Gamelift Servers FleetlQ 7H& X} 7+0|=

2 M| FH| Amazon Gamelift ServersFleetlQ

O| MMO|MEE AFE 35104 Amazon EC20IM HAUS S ARSIV I8t MAHIE 736t &S CHEL
Ct HE|Z 0|0 HUS AlZHSET A& Amazon Gamelift ServersFleetlQstt{™ CHS 2 &5l of &
LIC}.

o SAE HY HMHE =™ ELICFAmazon Gamelift ServersFleetlQ.
* FleetlQ A& M I &S 450 A MHE biZ &Lt
« A 7IsE HYE MHE 2Fst= 7Is2 A 22t0|HE Mu|Ao FIHgFL|CE

Tdste YHS XM ABELICH AlEfstedH RpAlet BHAIE 710

« Amazon GamelLift ServersFleetlQ & £HA|
« Amazon GamelLift ServersFleetlQ & A 21 & &2
« Amazon GamelLift ServersFleetlQ H& B0l E&

« 72 22I0|ME Amazon GamelLift ServersFleetlQ0| S8t

Amazon Gamelift ServersFleetlQ £ &t EHA|

O

| E
S

o
I

H &2 Amazon EC2 QIAEI A0 A HE|ZD| 0|01 HAUS AlEetn ™7 IFt £ THHE
H A EHLICtAmazon Gamelift ServersFleetlQ. L BI2 A & =
Amazon Gamelift Servers Zt2|& AR MH|AE &1 QJUCHH Amazon Gamelift Servers 7HEF X ©F
LHME HZstM L.

\J

2k

—|6

—_

r
IIII

A22 AZtst{d 2 T |0|A = Amazon EC2 B0 M Al |= 2= A1 M 7F Amazon
Gamelift ServersFleetlQ{0{0F B LICH HY M= StLt EEE o Al MM S BFEISHALE, 512 =
ENAE M5 HLE, ZAE|IO|L] LA M ™St B Z2MAY = JU&LICEH

1. AWS H X2 7t 21 Amazon Gamelift ServersFleetlQ M| A HEH0| Rl= AR AHE ARSI,

M AXMEES M AWS H K 5t 7{LE AL E 7|Z A2 MEdSHLICFAmazon Gamelift
ServersFleetlQ. Amazon EC2, Auto Scaling & Hlloll At Z|= 7|EF AWS E|AAE ZEE £ Q!
= HEt2 7t AFSKHE - ELICH REAIEH X|&2 of CHet AWS HIE &% Amazon Gamelift
ServersFleetlQ MM E XML,

SE EA E™ 33


https://docs.aws.amazon.com/gameliftservers/latest/developerguide/gamelift-intro.html
https://docs.aws.amazon.com/gameliftservers/latest/developerguide/gamelift-intro.html
https://aws.amazon.com/account/
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https://aws.amazon.com/tools/#SDKs
https://docs.aws.amazon.com/gamelift/latest/apireference/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-templates.html
https://docs.aws.amazon.com/gamelift/latest/apireference/API_CreateGameServerGroup.html
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https://docs.aws.amazon.com/gamelift/latest/apireference/API_ListGameServers.html
https://docs.aws.amazon.com/gamelift/latest/apireference/API_ClaimGameServer.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-templates.html
https://docs.aws.amazon.com/gamelift/latest/apireference/API_CreateGameServerGroup.html
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AWS gamelift create-game-server-group \
--game-server-group-name MylLiveGroup \
--role-arn arn:aws:iam::123456789012:ro0le/GameLiftGSGRole \
--min-size 1 \
--max-size 10 \
--game-server-protection-policy FULL_PROTECTION \
--balancing-strategy SPOT_ONLY \
--launch-template LaunchTemplateId=1t-012ab345cde6789ff \
--instance-definitions '[{"InstanceType": "c4.large"}, {"InstanceType":

"c5.1large"}]1' \
--auto-scaling-policy '{"TargetTrackingConfiguration": {"TargetValue": 66}}'
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AWS gamelift update-game-server-group \
--game-server-group-name MylLiveGroup \
--instance-definitions '[{"InstanceType": "c4.xlarge"}, {"InstanceType":

"c5.xlarge"}]"
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https://docs.aws.amazon.com/gamelift/latest/apireference/API_UpdateGameServerGroup.html
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AWS gamelift register-game-server \
--game-server-id UniquelId-1234 \
--game-server-group-name MyLiveGroup \
--instance-id 1-1234567890 \
--connection-info "1.2.3.4:123" \
--game-server-data "{\"key\": \"value\"}"
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https://docs.aws.amazon.com/gamelift/latest/apireference/API_DescribeGameServerInstances.html
https://console.aws.amazon.com/gamelift/
https://docs.aws.amazon.com/gamelift/latest/apireference/API_RegisterGameServer.html
https://docs.aws.amazon.com/gamelift/latest/apireference/API_UpdateGameServer.html
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AWS gamelift update-game-server \
--game-server-group-name MyLiveGroup \
--game-server-id UniqueId-1234 \
--health-check HEALTHY \
--utilization-status AVAILABLE
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AWS gamelift update-game-server \
--game-server-group-name MyLiveGroup \
--game-server-id UniquelId-1234 \
--health-check HEALTHY \
--utilization-status UTILIZED
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AWS gamelift deregister-game-server \
--game-server-group-name MyLiveGroup \
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https://docs.aws.amazon.com/gamelift/latest/apireference/API_ClaimGameServer.html
https://docs.aws.amazon.com/gamelift/latest/apireference/API_DeregisterGameServer.html
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--game-server-id Uniqueld-1234
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AWS gamelift claim-game-server \
--game-server-group-name MylLiveGroup
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https://docs.aws.amazon.com/gamelift/latest/apireference/API_ClaimGameServer.html
https://docs.aws.amazon.com/gamelift/latest/apireference/API_UpdateGameServer.html
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AWS gamelift update-game-server \
--game-server-group-name MyLiveGroup \
--game-server-id UniqueId-1234 \
--health-check HEALTHY \
--utilization-status UTILIZED
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AWS gamelift list-game-servers \
--game-server-group-name MylLiveGroup \
--limit 20 \

--sort-order DESCENDING
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AWS gamelift claim-game-server \
--game-server-group-name MyLiveGroup \
--game-server-id Uniqueld-1234
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https://docs.aws.amazon.com/gamelift/latest/apireference/API_ListGameServers.html
https://docs.aws.amazon.com/gamelift/latest/apireference/API_ClaimGameServer.html
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-monitoring.html
https://docs.aws.amazon.com/gamelift/latest/developerguide/monitoring-cloudwatch.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/gamelift/latest/developerguide/security.html
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https://aws.amazon.com/tools/#SDKs
https://docs.aws.amazon.com/gamelift/latest/apireference/
https://docs.aws.amazon.com/gamelift/latest/developerguide/gamelift-intro.html
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DescribeGameServerGroup - A M 2 &0 Ciet HIEtC|O[EHE ZAMeFLCt CLI B3 describe-
game-server-group

UpdateGameServerGroup - A A & HIEIH|O|E{E #HZAELICH CLI B3 update-game-
server-group
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https://docs.aws.amazon.com/gamelift/latest/apireference/API_CreateGameServerGroup.html
https://docs.aws.amazon.com/cli/latest/reference/gamelift/create-game-server-group.html
https://docs.aws.amazon.com/gamelift/latest/apireference/API_ListGameServerGroups.html
https://docs.aws.amazon.com/cli/latest/reference/gamelift/list-game-server-groups.html
https://docs.aws.amazon.com/gamelift/latest/apireference/API_DescribeGameServerGroup.html
https://docs.aws.amazon.com/cli/latest/reference/gamelift/describe-game-server-group.html
https://docs.aws.amazon.com/cli/latest/reference/gamelift/describe-game-server-group.html
https://docs.aws.amazon.com/gamelift/latest/apireference/API_UpdateGameServerGroup.html
https://docs.aws.amazon.com/cli/latest/reference/gamelift/update-game-server-group.html
https://docs.aws.amazon.com/cli/latest/reference/gamelift/update-game-server-group.html
https://docs.aws.amazon.com/gamelift/latest/apireference/API_DeleteGameServerGroup.html
https://docs.aws.amazon.com/cli/latest/reference/gamelift/delete-game-server-group.html
https://docs.aws.amazon.com/gamelift/latest/apireference/API_ResumeGameServerGroup.html
https://docs.aws.amazon.com/cli/latest/reference/gamelift/resume-game-server-group.html
https://docs.aws.amazon.com/gamelift/latest/apireference/API_SuspendGameServerGroup.html
https://docs.aws.amazon.com/cli/latest/reference/gamelift/suspend-game-server-group.html
https://docs.aws.amazon.com/gamelift/latest/apireference/API_RegisterGameServer.html
https://docs.aws.amazon.com/cli/latest/reference/gamelift/register-game-server.html
https://docs.aws.amazon.com/gamelift/latest/apireference/API_ListGameServers.html
https://docs.aws.amazon.com/cli/latest/reference/gamelift/list-game-servers.html
https://docs.aws.amazon.com/gamelift/latest/apireference/API_ClaimGameServer.html
https://docs.aws.amazon.com/cli/latest/reference/gamelift/claim-game-server.html
https://docs.aws.amazon.com/gamelift/latest/apireference/API_DescribeGameServer.html
https://docs.aws.amazon.com/cli/latest/reference/gamelift/describe-game-server.html
https://docs.aws.amazon.com/cli/latest/reference/gamelift/describe-game-server.html
https://docs.aws.amazon.com/gamelift/latest/apireference/API_UpdateGameServer.html
https://docs.aws.amazon.com/cli/latest/reference/gamelift/update-game-server.html
https://docs.aws.amazon.com/gamelift/latest/apireference/API_DeregisterGameServer.html
https://docs.aws.amazon.com/cli/latest/reference/gamelift/deregister-game-server.html
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» C++(SDK & Al)(Amazon GamelLift Servers)

Java(SDK & A)(Amazon GamelLift Servers)

.NET(SDK & A)(Amazon GamelLift Servers)

Go(SDK & A)(Amazon GamelLift Servers)

Python(SDK & AM)(Amazon GamelLift Servers)

Ruby(SDK = A)(Amazon GamelLift Servers)

PHP(SDK & A)(Amazon GamelLift Servers)
JavaScript/Node.js(SDK = A)(Amazon GamelLift Servers)
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https://aws.amazon.com/sdk-for-cpp/
https://sdk.amazonaws.com/cpp/api/LATEST/namespace_aws_1_1_game_lift.html
https://aws.amazon.com/sdk-for-java/
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/gamelift/package-summary.html
https://aws.amazon.com/sdk-for-net/
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/GameLift/NGameLift.html
https://aws.amazon.com/sdk-for-go/
https://docs.aws.amazon.com/sdk-for-go/api/service/gamelift/
https://aws.amazon.com/sdk-for-python/
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/gamelift.html
https://aws.amazon.com/sdk-for-ruby/
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/GameLift.html
https://aws.amazon.com/sdk-for-php/
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.GameLift.GameLiftClient.html
https://aws.amazon.com/sdk-for-node-js/
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/clients/client-gamelift/index.html
https://docs.aws.amazon.com/gamelift/index.html
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https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html
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