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## Find SPNs for original file system's AD computer object
$ALIAS = "alias_fqgdn"

SetSPN /Q ("HOST/" + $ALIAS)

SetSPN /Q ("HOST/" + $ALIAS.Split(".")[0])
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## Delete SPNs for original file system's AD computer object

$Alias = "alias_fqgdn"

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSPN /D ("HOST/" + ${Alias}) ${FSxAdComputer}.Name
SetSPN /D ("HOST/" + ${Alias}.Split(".")[@]) ${FSxAdComputer}.Name

3. 1EHAH0M T A|AE0f A28 ZH DNS 420l CH5H o|& BHAHIE vH= gLt
Amazon FSx I} A|AEIO| Active Directory Z4FE{ Z4&{|0l SPN A7
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Amazon FSx Z2&0{|AM It Y AAFO|DNS O|FS Foo{H It A|ARS MENSIT oY AlA
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EE Bt DescribeFileSystems APl %f42| SE 04 DNS 0| & 7tME = A&LICH
« 1B T AARYO| 48t alias_fgdns TIX| DNS HE OS2 HiEL|CH
## Set SPNs for FSx file system AD computer object
$FSxDnsName = "file_system DNS_name"
$Alias = "alias_fqgdn"
$FileSystemHost = (Resolve-DnsName $FSxDnsName | Where Type -eq 'A')
[@] .Name.Split(".")[0]
$FSxAdComputer = (Get-AdComputer -Identity $FileSystemHost)
##Use the following command to set both the full FQDN and Alias SPNs
Set-AdComputer -Identity $FSxAdComputer -Add @{"msDS-AdditionalDnsHostname" =
@($Alias, $Alias.Split(".")[0])}
38
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## Verify SPNs on FSx file system AD computer object

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@].Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSpn /L ${FSxAdComputer}.Name
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$FSxDnsName="file_system_dns_name"

$AliasHost=$Alias.Split('."')[@]

$ZoneName=((Get-WmiObject Win32_ComputerSystem).Domain)

$DnsServerComputerName = (Resolve-DnsName $ZoneName -Type NS | Where Type -eq 'A' |
Select -ExpandProperty Name) | Select -First 1

Add-DnsServerResourceRecordCName -Name $AliasHost -ComputerName
$DnsServerComputerName -HostNameAlias $FSxDnsName -ZoneName $ZoneName
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amznfsxaallbb22.ad-domain.com

CtE22 ot 37 B AH BE o oi| A|LCH.
$ net use H: \\amzfsxaallbb22.ad-domain.com\share /persistent:yes

net use B CHAl X| R E|E= PowerShell S Al25t04 It 2R E EMXIE =% Q)&L|Ct.

Amazon EC2 Mac QIAE A0 It 2K EFAY

Active Directory0l| 7t 21 =|0{ 7L} 7HIE[04 RUK| 252 Amazon EC2 Mac RIAE AN Tt SR
E EXH5tod FSx for Wlndows File Server I+ AI*E“OH BN AE = AELICH QAARATLA
Directoryll Z Q1|0 QUX| et2 A2, Active Directory =H|2/2| DNS 0| AMHHE Z&SIES A
A7F Q= Amazon V|rtual Private Cloud(VPC) 0 4% = DHCP SM & dd|o|EsHok &Lt 23
= QAHAE CHA| AIZFEFLICH

=

Amazon EC2 Mac QIAE A0 It Y Z & EFRH(GUI)

1. EC2 Mac QIAEAZE A|ZtEHLICH Amazon EC2 AFE2 MBEAMO| CHS MAF & 5tLIE MEHSI0 Al
g
- 28 M350 Mac QIAEIA AR}
« E A235}04 Mac RIAEA A|ZFAWS CLI

2. 7 HEQZ HFEE(YNC)S AHE310d EC2 Mac QIAEA | HAZE £ QU&LICH AFME LI 2

F2(VN
Amazon EC2 At HEBEAML| VNCE AtE35tod QIAH A Q1A E HASHM L.
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3. EC2 Mac QUAEAON|AM C}STH 20| Amazon FSx It S F0f ed A& L|Ct.

a. Finderg& €11, GoE MEiE OHE MO 122 MEfgfL|Ct

b Aol 42 cf 20| DNS 0|8 i T AIATT B24E DNS HAT}

ME

>
3
Q)
N
@)
>
-
w
x
rH
I8
2
x
=
>
o
(@]
=
w
. T
)
wn
D
2
o)
.
|rn
IJJ
0
HT
e
mo
r

=H5t04 IHQ! A|AE

O©| DNS 0|§I'_P E': B DNS HE2 32 -’F ‘/?A'%LIEP. EE = CreateFileSystemO|L}
DescribeFileSystems APl 2t42| SE oM &2 = U&LICH DNS EHE AFE ol CHEt REAIEH
LiE2 DNS BEHE! 22| MME 3 X5HA|L.

= 1 -1

& Connect to Server

lsmb:!famznfsxwd.anmybn.example.com}share{ u

Favorite Servers:

S DG SR Cornect

c. C}Z 3tHo|M PZES =S AL ELIC
d. C}S oAt 20| Amazon FSx AMH|A A& ol CHEF Microsoft Active Directory(AD) £9+ Q15
HEE U3gLICH O ohg @2 MEiELCH
Enter your name and password for the server
M “amznfsxw4anmybn.example.com”,
Connect As: Guest
© Registered User
Name: admin
Password: ‘ooocooooo{ \
Remember this password in my keychain
e. Q20| HZ35tH Finder & 2| #%|0{ X Amazon FSx 3R E 2 + U&LICH
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Amazon EC2 Mac QIAE A0 It SR EHAH(BHE)
1. EC2 Mac QAEIAE A|EEILICH Amazon EC2 AFE MHEAMO| CHE MR & 5HLIE MEISI0{ A

« E A83510{ Mac QIAEIA A|ZFAWS CLI
2. M HEXHI HRE VNC)% &35t01 EC2 Mac QIAHAN AZY & Q&LICH RHAE L2
Amazon EC2 At HdBAL| VNCE AtE5I0q QIAHAN HZEE HEsHAMR

3. CI2 BHE A8stod ot S/RE BEAMELICH
mount_smbfs //file_system_dns_name/file_share mount_point

Amazon FSx &0 A Windows It MH, HIE®|3 & 20tE MEHSI0{ DNS O|F 2 &2
&LICH CreateFileSystem EE= DescribeFileSystems APl 19| SEME & &
&LCt.

- AWS Zt2|& Microsoft Active Directory0l| Q1ZAEl T AZ Tt A|ARIO| ZF2 DNS O|&2 C}

fs-0123456789abcdef@.ad-domain.com

« Kb 22l Active Directory0ll Q13! Bt AZ I A|AE] S/ CHE AZ IHY A|AEIO] F
DNS O|§2 Ct5 1t Z&Lct

amznfsxaallbb22.ad-domain.com

O AAtoM AHSElE B A BHE2 XIGE Al™M CHEE s> LCH

« //file_system _dns_name/file_share - A& I} A|AEIO|DNS O|BEt S RE XY
%I-|_||:_|.
= .

=

rr

EC2 QIAEIA Of C|REZ|ILICH

ol

« mount_point - I+ A|AEIE EF XY
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Amazon EC2 Linux QIAEAN ot SF EFXH
Active Directory0l| 7t 2&=|04 247{Lt 7t E|0f 4 K| 252 Amazon EC2 Linux 1A EIA0]| FSx for

Windows File Server I} Z KR Z Ef Xl 5l0{ FSx for Windows File Server Tt A|AEl0f| HM|AE £
OIAL||_‘_|.
AA EH .

(® Note

- OIS BHE2SMB ZE2EEZ, 7H4], &7 & M 7| HI{ 37(et 22 mt2tO|EeE X™E5t= ol &
LIC}. Linux cifs HZ9| HPEH:HE-I MEATE AFEEl Linux 7E 2 Z2H0[1E2F Amazon
FSx It AJAE! 7HO| HERT 2] X2l X[ AlZhol| F&E2 0|E = U&LICH XHA
gt U2 M8 B2l 2lsA #8329 cifs MEME FZT M.

« Linux 220/ E &= XIS DNS 7|8 Hoff ZX|E XI5 X| ef&LICH REAMIEH LHE 2 Linux 2
CO|RIE oMol ol =X B MME FHESHMIR.

OH

Active Directory0ll 214 El Amazon EC2 Linux QIAEIA | o} IR EF XY

1. A8 QI EC2 Linux QIAEAE Microsoft Active Directory0ll OF %l QIS K| ot 2 AR AWS
Directory Service 2| FHLHAM Q| Linux QIAEIA =5 =2l H XM L.

2. EC2 Linux IAE A0 @dZAELICH REAISH LIS Amazon EC2 AFHE MHM Q| Linux QIAEIAO]
o442 A XFHM2.

3. CI2 WA A5t0d cifs-utils WIF|X|E MR IE."LII:} o| 7| X|= Linux0l A Amazon FSx2t
2 HERT ntd A|ARIE EXiSHE o AFRELICH

$ sudo yum install cifs-utils

4. e ZQIE C|MEE| /mnt/FsxE MAIEFLICE 047]0] Amazon FSx I A|ARIS EFXYE 4= Q)
&LCt
= .

$ sudo mkdir -p /mnt/fsx

5. LCI= WS AL2510q kerberosZ2 1S &HL|C}H.
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_linux_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
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$ sudo mount -t cifs //file_system _dns_name/file_share mount_point --verbose -o
vexrs=SMB_version,sec=krb5, cruid=ad_user,rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize, cache=nc
file-server-Ip

Amazon FSx 2£& 0 A Windows I} M, HIEQZ L EotS MEHSI0{ DNS O|ES H#E =
&LICt CreateFileSystem EE= DescribeFileSystems APl 2/49| SEHME &2 5 Q)

&Lt

- AWS ZZ2|& Microsoft Active Directory0l| Q1A El T AZ Tt A|ARIO| 32 DNS O|&2 C}
S Z&Lct

fs-0123456789abcdef@.ad-domain.com

« KbA| 2213 Active Directory0ll @1Z2E! Bt AZ I A|AE] 2 CHE AZ T A|AEIO| B
DNS O|§2 Ct5 1 Z&Lct

amznfsxaallbb22.ad-domain.com

CIFSMaxBufSizel| gfE MM §1&35t= x|CH 2t 2 HIELICH Z|CH 2t 2 7] I8 CHS
FEs A-dELIc

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

£240| z|C H{ 37|17} 130048 E EoiFLICI.

7. Common Internet File System(CIFS) R 2| m} & A|ARIOH BtEtst= CFE BHE S Alshod ol
AAEIO| BIRHEIRA= K| = RlgfLCt

$ mount -1 -t cifs
//fs-0123456789abcdef@/share on /mnt/fsx type cifs
(rw, relatime,vers=SMB_version,sec=krb5,cache=cache_mode,username=user1@CORP.NETWORK.COM, ui

O] HrtoAM AHBElE B A BHE2 XIEE Al™M CHEE s> Lo
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« //file_system_dns_name/file_share - A& It A|AEIO| DNS O|EX SR E X|HEL
Ct.

« mount_point - It AAEIZ EXH5I2{= EC2 QIARHAO| C[AEEZ|QILICE

« -t cifs vers=SMB_version- It A|AEH RYEE CIFS X SMB ZE2ZEZ TS ZE X|HE L
Ct. Amazon FSx for Windows File Server= SMB {7 2.0~3.1.18 X|&dgfL|Ct.

« sec=krbs5 - 2150{ Kerberos H™ 58 AF 3= 5 K|HELICH

« cache=cache_mode - 7HA| 2EEE HHELICL. CIFS FHA| SM2 s &2 0|1 = U2
74 A Q320 7+& Xetet MXME HAESHD Linux dBEME AESHOF & L|C} 1loose SME
Z2EZ o|0| MAH7F =25l0{ CIO|E| EUX|7} L ME 4 QOB 2 strict E= none SME2 H
gruct.

« cruid=ad_user - 29t Q15 HE F{A| 2R Xt2| uidE AD C|EE{Z| #t2|XtolH A ELIct

e /mnt/fsx - EC2 QIAEIAO| A Amazon FSx It 29| Efxf x| K| ehLct.

« rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize - 17| L M7| H{IH{ 3 7|E CIFSZZEZ
oM {25tE ZICHZfS 2 R|™HEFLICH CIFSMaxBufSizel| 4t 7{'dolM &5t =|CH 72
HFELICH CFS HH S ASSH0d CIFSMaxBufSizel| Zr& AXErLICH.

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

£240| 2| I 37|17} 13004812 £ o4& LICH

« ip=preferred-file-server-Ip-CH& IP FAE TtU A|ARIS| 7|2 THY M| CH& IP =4
2 dEghch.

 describe-file-systems CLI @& E= 0|0 &8 35t= DescribeFilesystems API &304 CHEt
ort
o -

Active Directory0ll 7} E|X| £ 2 Amazon EC2 Linux QIAE A It SR E EHAISE{H CtS0 Z
| stAl2.

M= Active Directory(AD)| ZQ1E|X| 2f2 Amazon EC2 Linux QIAEA 0| Amazon FSx It
SAHELICH ADO| ZRIE|X| &2 EC2 Linux QIAEIAS| AR ZEto|H! IP FLAE AHESH0]
FSx for Windows File Server It 2 SR8t B & = U&LICH Amazon FSx 2£ & ALE5l0{ HES
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https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
https://console.aws.amazon.com/fsx
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3 9 ok ol 9 712 T M IP FA0IM T AIARIO| Zato|Y IP FAE THE £ s
.

oAM= NTLM 2152 AL
Actlve Directory _'.:_IHI Olo| 14

E EC2 QIAEAO|M M8t creds. txt HIAE mUZ MBI ELICH o] U= AFEXI| AFE R}
O|E &5 U EHQlol 0 U&LCH.

gtL|C}. FSx for Windows File Server It A|AEI0| = QIEl Microsoft
SO AFZRIE Tl A|AEIE ERHELICH AFEXRF A™Ho| EoH 0l

$ cat creds.txt
username=userl
password=Passwordl123
domain=EXAMPLE.COM

Amazon Linux EC2 QIAEIAO| A|Z Gl 1M

1. Amazon EC2 2£ 8 AF2504 Amazon Linux EC2 QIAEIAE A|ZFSLICH RIAIEH LIS
Amazon EC2 A& MEAMO| QIAEA AlZIE FZFHAIL.

2. Amazon Linux EC2 QIAE A0 A4 L|C RIM|IEH LI Amazon EC2 AFE AHAM Q| Linux ¢!
AEIAO| IS EXFML2.

3. O BHE AASI0] cifs-utils WF|X|E MXIELICI O W{F|X|= Linuxt| A Amazon FSx2t
2 HEST ot A|A=IES EFXISHE ol AFSELICH

$ sudo yum install cifs-utils

4. Amazon FSx I} A|AEIES EFRHE /mnt/fsxx EIA| ZQIEE MAELICE.

$ sudo mkdir -p /mnt/fsx
5. O|Xof EAIE HAIZ AI25104 /home/ec2-user CIEE{Z|0f creds.txt E0 915 ml e A
ggtct.

CHS B8 S Addstod A SRHARANE TS i1

F
gLk

M-

£ QIEE creds.txt O} HetE M

$ chmod 700 creds.txt
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ol AlAE SR

1. Active Directory0ll ZQIStX| 2 I SRE Z2tO|8 IP FAE AHESH0 B AHELICH Amazon
FSx Z&£2 AI85t0d HEST L 2ot &iof = 712 Tt M IP FA0M oY AJARIS| =z}

Ol IP FAE 7HXME &= /U&LICh
2. C}32 BHE ArSstod ot AAES BIRHELICH
$ sudo mount -t cifs //file-system-IP-address/file_share /mnt/fsx

--verbose -0 vers=SMB_version,sec=ntlmsspi,cred=/home/ec2-usex/
creds.txt,rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize,cache=none

i)

CIFSMaxBufSizel| 2t& 720X 51&st= ZICH 2t = HhELICH ZICH 2t2 27| 2I8H C
BES et

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

H 2
3. CIFS It A|AHEF Bretet= O BES Adoto] ot A|AEIO| B AMEIRAEX] I LICt

$ mount -1 -t cifs
//file-system-IP-address/file_share on /mnt/fsx type cifs
(rw,relatime,vers=SMB_version,sec=ntlmsspi, cache=cache_mode,username=userl, domain=CORP.EXA

O HAtoM AHSElE B A BHE2 XIEE Al™M CHEE s> LT

OH

Q8 xHe

« //file-system-IP-address/file_share - §Ai5te It A|ABIO P =49}
L|Ct.

e -t cifs vers=SMB_version- I A|AE REE CIFS Y SMB ZZEZ HHMOZE X|HE L
Ct. Amazon FSx for Windows File Server= SMB 7™ 2.0~3.1.12 K| & LIC}

« sec=ntlmsspi - 2150 NT LAN Manager Security Support Provider Interface(NTLMSSPI)& A&
St 5 XI™Ect

« cache=cache_mode - FHA| EEE M E | Ct. CIFS 7HA| SM2 Mso| g 0|2 = len 2
7id 2 3 2= 0f 7HE st M2 HIAESHT Linux ABEME AESHOF &LICH 1loose SME
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Amazon FSx for Windows File Server Windows AF2 A4EHA]

= o

ZZ2EZ o|0| MH7I =£35t0{ IO 2UX|I7F HME £+ U222 strict EE= none SMHE ™
ghuct

« cred=/home/ec2-user/creds.txt - AKX} EOt O1F HEE 71X QIXIE RI™HELICt.

« /mnt/fsx - EC2 QIAEIA 0| Amazon FSx It 2R 9| Erxl K| K|&EL|ct.

« rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize - 87|
oM &5t =chZte 2 RIS LICE CIFSMaxBufSizel| 2t A0 5125t X%|CH Zfe 2
HELICH CHS HES A3sl0d CIFSMaxBufSizel| 22 AKX gLt

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

Amazon EC2 Linux QIAEIA0| It 28 KI5 El
FSx for Windows File Server It 2l 3R & XIS 2 BRS04 EFAHE! Amazon EC2 Linux @IAE AT}
AEEIE ot FSx for Windows File Server IH A|AEI0f| HMAE = UESLICH RS2 = EFRY S

I
240 EC2 QIAEIA Q| Jetc/fstab LU EFE FII5HMIR. /etc/fstab ItA|= Tt A|AE0]|
CHSt HETI E0{ A&LICH QUAERA A|Z Sof AE|= mount-a BHE /etc/fstab ThYof LIS
E ol AMARIS EFRHEFLICEH

Active Directory0ll ZQIE|X| &2 Amazon EC2 Linux QIAEIAO| AR Z 0|8l IP T4
FSx for Windows File Server I+ 332t Ef A E £ QU&LICH Amazon FSx 2£& AIE
3 L HotElof e 712 It M IP A0 ot A|ARIS| ZEIOH!IP FAE
Ct.

N
2
mio
4>
30
o>
r

CHE ™RH= Microsoft NTLM 215 & AFE & LICH FSx for Windows File Server It A|A RO = QIE
Microsoft Active Directory =H[R12| MR AIEXIE Tt AARIE BRI LICE ClE BBE A
5t04 creds.txt TtUM|M AFS X AHo| 2ot CIE S AME = l&L|Ct

$ cat creds.txt
username=userl
password=Passwordl123
domain=EXAMPLE.COM
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Active Directory]l ZQIE|X| &f2 Amazon Linux EC2 QAR A0 It B R XIS EFXY

= O

Amazon Linux EC2 QIAEAO| A[ZF Gl F144

£ A23t04 Amazon Linux EC2 QIAEIAE A|ZHEILICE AFMIEH LIS
AMEAO| OIAEIA A|ZHS R T 5HAHSQ.
Ct.

1. Amazon EC2 &
Amazon EC2 At

2. OIAEAOQ0] 4ZAEILICH REAIEE LI 2 Amazon EC2 AFR AEAMO| Linux QIAEIAC| 912 &
M.

3. O BHS A™&SI0d cifs-utils IZ|X|E MAX|ELICH O] 7| X|= Linux0|A Amazon FSx2t
2 UHERT ot A|ARIE EXs= o AFSELICEH

$ sudo yum install cifs-utils

4. /mnt/fsx C|HIE{2|2 PHELIC} 047|0d Amazon FSx It A|AEIE EFXHE 4= Q& LICE

$ sudo mkdir /mnt/fsx

5. /home/ec2-user C|EE{2|0] creds.txt E¢ Q15 MK malg MAshL|Ct

o
6. CtS BES A5t ASAHARAHE LS 22 + UTS ot Hete d™EefLoh

$ sudo chmod 700 creds.txt

o AIAE XFS B XY

-_—

Active Directory0ll ZQI5tX| f2 T
Amazon FSx &2 AP 5to4 HIER
Blo| Zalo|E! IP =4 42 £ Q)

E A83stod Rt = B RIELICH
oY M IP FA0M T AlA

2. ZEO[IP FAE MEslod U SRE RSS2 EAStEH /etc/fstab IO CHS ES
FItstMA2.

//file-system-IP-address/file_share /mnt/fsx cifs
vers=SMB_version,sec=ntlmsspi,cred=/home/ec2-user/
creds.txt,rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize,cache=none 0 0

CIFSMaxBufSizel| k& 70X s1&st= z[CH 22 = HhELICH Z(cH 22 7] flal T
FES A-dELich
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$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

E£240| =/ H{ 37|17} 130048 E EoiFLICI.
3. 'all' & 'verbose' SM T} &7 'fake 'S M2 AFR5L0d mount TS MHEOEZM fstab 22

EllAESHLICE

$ sudo mount -fav

home/ec2-user/fsx : successfully mounted
4, Y ZRE B 5EA™ Amazon EC2 QIAEIAE RHEEIFLIC
5. QIABAAE CHA| AFSE 4 Q| EIPd O+ B2 A#stol T AIARO| EAEIIS K| 20l
LICH,

$ sudo mount -1 -t cifs
//file-system-IP-address/file_share on /mnt/fsx type cifs
(rw,relatime,vers=SMB_version,sec=ntlmsspi, cache=cache_code,username=userl, domain=CORP.EXA

02
i
C
[ul

O| Aol M /etc/fstab ol £IHE A2 XIEE A™EM CHS ZHHE =

« //file-system-IP-address/file_share - §Ai5t= Amazon FSx It A|AEIO[IP F4

ot SRE KIEELICH

L
i
T
[ul

« /mnt/fsx - EC2 2IAEI A0 A Amazon FSx It A|AEIO| EFRY X|HE X

« cifs vers=SMB version- I A|AE R3S CIFS 2 SMB ZE2EE TR X|HEHL
C}. Amazon FSx for Windows File Server= SMB H{71 2.0~3.1.12 X|&&fL|C}.

« sec=ntlmsspi - NTLM HZIX| & /50 NT LAN Manager Security Support Provider
Interface(NTLMSSPI)& At&35t= 8 X|I™& g Lct

« cache=cache_mode - F|A| REEE MHEELICt CIFS JHA| SM2 M50
ooz I U AIZof 71 MEst MHE HAES D Linux MEME AESHoF & LCH
loose M2 Z2EZ 9o|0| M|AH7t =£35t0{ CIO|E] EYX|7} LME = JSB 2 strict &
= none SMZ HEELICEH

(o]
o

« cred=/home/ec2-user/creds.txt - AKX} E0ot O15 HEE 71X QIXIE RI™HELICt.
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« _netdev - 2YG Ao I A|AREZ HERXT HMAE Fxlol @Ix|AlZ|2tD EH
gLICH e SM2 220U ENM HERXT MH[ATE #/-E5HE7]| Hoi| QIAEATE Tt Al
AHEIZ ERlstE A2 WX[ELCH

> FO
1
Q'I_l
rr
> o>*

00| otil 2f0[H T AAENE dumpZtX| ¥HdsHoF B2 LIEHHLICH Amazon FSx2| B¢
O| 2t2 00| Z|o{of &Lt

Al fsck7} T A|AEIS ZHAlst= 242
st

El|
o
< 0| 22 02 = 5109 A|ZF A fsck7t &
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FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:
TCP Ports 88, 135, 389, 445, 464, 636,
3268, 3269,9389,49152-65535
UDP Ports 88,123, 389,464
> B
Active Directory
TCP Ports 3 domain controller
UDP Ports E
~
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N\, DNS server
FS!(Q
: TCP Ports 445 C\l
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FSx for Windows ; :
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5.

7.

8.

9.

PS C:\> Install-WindowsFeature RSAT-AD-PowexrShell

Che BHE M85t HEST HE EFE CIREEF LT

PS C:\> Invoke-WebRequest "https://docs.aws.amazon.com/fsx/latest/WindowsGuide/
samples/AmazonFSxADValidation.zip" -OutFile "AmazonFSxADValidation.zip"

PS C:\> Expand-Archive -Path "AmazonFSxADValidation.zip"

AmazonFSxADValidation 2 E& $4A| MlMof| F7+&FLct.

PS C:\> Import-Module .\AmazonFSxADValidation
Active Directory TH|IQ| ZAEEEH IP T4 Zf2 HM5I T OIS Y2 ME5l0{ AZ EHIAEE A

HerLct.

$ADControllerIp = '10.0.75.243"'
$Result = Test-FSxADControllerConnection -ADControllerIp $ADControllerIp

N

=g Z{Mslof MBTQI o7 HlAE ZE HojEe WL

CHE M= BHIAE

M

PS C:\AmazonFSxADValidation> $Result

Name Value

TcpDetails {@{Port=88; Result=Listening; Description=Kerberos
authentication}, @{Port=135; Resul...

Server 10.0.75.243

UdpDetails {@{Port=88; Result=Timed Out; Description=Kerberos
authentication}, @{Port=123; Resul...

Success True

PS C:\AmazonFSxADValidation> $Result.TcpDetails

Port Result Description

88 Listening Kerberos authentication
135 Listening DCE / EPMAP (End Point Mapper)

Active Directory TH|Ql ZAEE2{of CHEF 12 AS

78
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389 Listening Lightweight Directory Access Protocol (LDAP)

445 Listening Directory Services SMB file sharing

464 Listening Kerberos Change/Set password

636 Listening Lightweight Directory Access Protocol over TLS/SSL (LDAPS)
3268 Listening Microsoft Global Catalog
3269 Listening Microsoft Global Catalog over SSL
9389 Listening Microsoft AD DS Web Services, PowerShell

CHS ollxlE EHIAEE aldlsto] Aufet ZntE HEoiFx= ZLict

PS C:\AmazonFSxADValidation> $Result = Test-FSxADControllerConnection -

ADControllerIp $ADControllerIp

WARNING: TCP 9389 failed to connect. Required for Microsoft AD DS Web Services,
PowerShell.

Verify security group and firewall settings on both client and directory
controller.

WARNING: 1 ports failed to connect to 10.0.75.243. Check pre-requisites in
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/self-managed-AD.html#self-

manage-prereqs

PS C:\AmazonFSxADValidation> $Result

Name Value

TcpDetails {@{Port=88; Result=Listening; Description=Kerberos
authentication}, @{Port=135; Resul...

Server 10.0.75.243

UdpDetails {@{Port=88; Result=Timed Out; Description=Kerberos
authentication}, @{Port=123; Resul...

Success False

FailedTcpPorts {9389}

PS C:\AmazonFSxADValidation> $Result.FailedTcpPorts
9389

Windows socket error code mapping

https://msdn.microsoft.com/en-us/library/ms740668.aspx

Active Directory ZHQl ZAE Z&{of L3t 42 HAS 79
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oI AABRIS Hd3tE{= Amazon VPC2F AHA| 2HE21% Active Directory ZHofl 17344 0] QJ04oF &L
C}. Direct Connect, AWS Virtual Private Network, VPC I|0{2 EF = AWS Transit Gateway S AH& 5}

of o| idE AHEE & U&LICH

7|2 Amazon VPC2| 7|2 VPC E9ot 1 E 2 Amazon FSx 22 AI25l04 I} A|AE0f| F7}35Hof
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$LICH THY AIA®S BHEE M=ol Het 18T VPC HIE I ACLO| THE CHoloi T30l EA
Eluston TES 3 EAiTS sl=st=X| 2olstLch

FSx for Windows File Server port requirements

You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCPPorts 88, 135,389, 445, 464, 636,

3268, 3269,9389,49152-65535
UDP Ports 88,123, 389, 464
S
Active Directory
TCP Ports 53 domain controller
UDPPorts 53
~
i -~
AY DNS server
FS!(Q E
: TCP Ports 445 C\
e
< | |
. A
FSx for Windows VB et
TCP Ports 5985
.
Ty

=

Administrator

ChE EolMeE Z2EE

ZZEE ZE Role
TCP/UDP 53 Tl ol& AAEI(DNS)
TCP/UDP 88 Kerberos 215
TCP/UDP 464 %E HE/HY
TCP/UDP 389 LDAP(Lightweight Directory Access Protocol)
UDP 123 NTP(Network Time Protocol)
S 84
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
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(® Note

VPC U E®{3 ACLE AF85

2L EZfE T 5{&slok &LCh.

xXE

135

445

636

3268

3269

5985

9389

49,152~65,535

2 Zt Active Directory =H|Q! 74

st0l = 0|24 |00k EH—IEP.

S e AlARO| S5 2

E 0§ {(DCE/EPMAP)
CIE{2] MHlA SMB It B9

Lightweight Directory Access Protocol over TLS/SSL(L
DAPS)

Microsoft 22 FIEI21
SSLE S&t Microsoft 22 &2
WinRM 2.0(Microsoft Windows Remote Management)

Microsoft Active Directory DS Web Services, PowerShell
/A Important
SU AZ2 A CHE AZ Tt A|AE] HHZ 0= TCP

T E 9389014 OFRHH2E ERfHE S 3ok
gk,

RPC& Al ZE

E (49152~65535)2 S5t o} 2 Ht
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/A Important
Amazon VPC E 2ot :L—E—01IA-I= HEZ EiZo| Al&tE|l= Y20 X EE Wo{0F 5tX|
oF CHE 29| Windows 31t VPC HIEQ3 ACLOIME ZEJ} gtlsfo 2 2474 Qlo{ok &
L|C}.

MH|A A HEt

AFE WM E AHA| 22| Active Directory =HI@10d] 7+15t24TH XA & 2| Microsoft Active Directory|
S Mol U= MH|A H 0| Qlo{0F BfLICEH MHIA AEH2 EH 2 UE +-E HEto| fIUE
KA 22|13 Active Directory2| AFEXF AHI'H ILILCt.
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- 25 Y™
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- DNS EAE O|E0|| CHet HSE A 7|
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FEE THQ HEEo| =QI6tE{T 5tH HM AT HEE S5 HXSHAM 2.
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« £ AME35t04 Active Directory XtZ4 &8 & AWS Secrets Manager

MHIA A Het 86



https://support.microsoft.com/en-us/help/932455/error-message-when-non-administrator-users-who-have-been-delegated-con
https://support.microsoft.com/en-us/help/932455/error-message-when-non-administrator-users-who-have-been-delegated-con

Amazon FSx for Windows File Server Windows AtS A M

Amazon FSx for Windows File Server It & A|ARS X}tA|| 22| Microsoft Active Directory0i| 7+ & [
£ ChS 2 AEIE 2= 20| E&LUCE O|z8 2 Atglle T A|AEIS| BE Qi 71842 K|
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Active Directory 18 A2
Active Directory 1& 2 AF&5t0{ Amazon FSx MH|A 7|8t @13 E Active Directory #eh & 74
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OU(ZZE| 7 &) 22l5t7|
Amazon FSx AfE ZAHME o A &1 &e[e = U= FSx for Windows File Server IH A|A
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Active Directory T+ 32 Z[4] 4 EHE R X|

ot A ARO[ Active Directory 78 B8 AL ot &7 |4l HEHE | X[SHOF & LICH o & S04
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Amazon FSx MH|A A& #HZA

I AAEIE M MH|A AHS 2 YOH|0|EStE A< Active DirectoryOll 7+l 5t O 28 #8t
I #Metol Qlofof 5tod MY AARID HAAE 7|E |:|"|"_"r Ef Z4xl|of| CHEh Tl &lo Hetol 2lofok &
LICH REMIEH LH& 2 Amazon FSx MH|A A& 847 B E R ESHAAIL.

£t Microsoft Active Directory AHO|E 0] MEU! &5
Active Directory Z30fl THIQ! ZHEE2{7} Bt 2 Z2 Active Directory AtO|E L MH|AE AL
5104 Amazon FSx I+ A|ARIOM AF8SHE A‘|E'1% 7t etE ol 7t =2 B Active
Directory AO|E.0f & #HLIC}. VPC 2ot 18, VPC LIESIZ ACL, DCO| Windows 43t 7%
3 Active Directory Q1Z 2Hoi| 9= 7€} L-IIE-?—-IEL E}o El Mlo{7} Ze st TEE E35 Amazon FSx
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S8 4 gk B OH2 THQ HESRIZ SIS + ABLICH RIS LIRS Amazon VPCE At
S8t T AT HAIA Hoi EHHIS FEFIAIL.

KE&l| 2212 Active Directory2 A2 E 79| 28 Al 87



Amazon FSx for Windows File Server Windows AF2 A4EHA]

= o

Hot ag #&8 A&310q Virtual Private Cloud(VPC)0I M XA HEH &I F8ELICH VPC 2
ot 35 TEE A8stod mtol {8kl Q2= Y ofRHI2E HER I EBfEH RS MEt
& = J&LICH ol & S04 RHA| 2 2I3 Active Directory ZH|Ql ZHEEE] £= A B2 MEUR &
£ 2ot 3 & Lol of et ot RHt2E ERiEHE 518 dt= 20| E&LICH AHMIEH LI 2 Amazon
VPCE ME8H It AARN ANA Ko EHHE BARSHAAIR.

Amazon FSx0{| A

0=
0x

3t AFE| A E o|S6HK| OMMI2.

/A Important

o A|AE 0| MEEl = Amazon FSx7t OUOl| et AFE ZAE &7IX| OtM . o
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Active Directory 7+ A&

FSx for Windows File Server It 2l A|AEIE Active Directory0l| 7t 15t 7| 10l Amazon FSx Active
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E AL&35t0q Active Directory XtZ3 5 K& AWS Secrets Manager
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QIZE A BHS YN MAER MY LRUI ¢looR Hok EfMIL ZEHELICH
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7| 44

12 M 7|18 Mdstm AWS 7|2 KMS 7|8 AFE5HK| O A|. Active Directory
ot A|AEO] ZEE SUSH 2|17 AWS KMS key 0| AHE A AJ5H0F ghL|Ct.
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12. (M AL 7| AL8 Rt B2 &3t 2 o] O] 7€ A8 E TEHO| e IAM AER & HEE X

=
13. XMAHo| AR TES MEHS 1 ZRH Mo C}S t5H04 Amazon FSx7F KMS 7|E A5t

A|AEIO| HIZ AWS 2| El 2 ’HH3 1

Ill|0
e Hi
ok
OII

2 .us-west-28 uted
1234567890122 AWS | IDE Hf¥of ghL|ct.

"Sid": "Allow FSx to use the KMS key",
"Version": "2012-10-17",
"Effect": "Allow",
"Principal": {
"Service": "fsx.amazonaws.com"

iy
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"Action": [
"kms:Decrypt",
"kms:DescribeKey"

1,

"Resource": "arn:aws:kms:us-west-2:123456789012:key:*",

"Condition": {
"StringEquals": {

"kms:EncryptionContext:SecretARN":

west-2:123456789012:secret:*",

"arn:aws:secretsmanager:us-

"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com",

"aws:SourceAccount": "123456789012"

iy
"ArnLike": {

"aws:SourceArn": "arn:aws:fsx:us-west-2:123456789012:file-system/*"

[}

2EHA|: AWS Secrets Manager 20t &5 M

HOot ot S AfAd

1. https://console.aws.amazon.com/secretsmanager/0{| A Secrets Manager 2& 2 LICt

2. N Eohets XEE MEIEhLICt

3. Hotots RYENMLIE RO EoHASE

4. F|Zf Mo AR LSS £=&85tod 2719 7|1€ FIIELICH
a. & Hmj 7|0l = CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAMEE ¢@l23stL|Ct
b. A Hml 7| Ztol= AD AFERFe| AF2 X} O|E(ZMHIQ! HFAF A 2l)BF @l248F L},
c. 5 Eim{ 7|oll= CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORDE l2i8fL|C}.
d. 5 Hm 7|o| Zto 2 T HI2lo| AD AL Xlof CHEH AA45H ¢t S & l298tLC}
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et Ao Cl = HAHS F£715104 Amazon FSx7F Eot &S E A5 E {2t £ LIz M
EHSFLICH us- west 2E 0} A|AEIO| HHEZ AWS 2| El 2

—

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {

"Service": "fsx.amazonaws.com"

.

"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

1,

"Resource": "arn:aws:secretsmanager:us-west-2:123456789012:secret:*",

"Condition": {

"StringEquals": {
"aws:SourceAccount": "123456789012"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:fsx:us-west-2:123456789012:file-
system/*"
}
}
}
]
}
(® Note

S 2ot g

esource 2 aws:SourceArn ZEE =™
=i

4> o

5tod ECt MEEHE HM A FMo{E MAE

2 HH 1T 1234567890122 AWS 7|

A& 2213 Active DirectoryE A8 E 9| 2 ALz
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9. (ME{AE) XH BEES XSS 2 WA G S Secrets Managerg +43

ok
4>
30
Iy
rC
[ul
jul
i)
mo
o

0i| Active Directory AtZd 5 X{Z AWS Secrets Manager (CLI)

1EH7): KMS 7| 4

KMS 7|& 445109 Secrets Manager0l| A Active Directory AtZ3 SHE & 38l6tn S ELICH
KMS 7|8 45t2{™H AWS CLI B create-keyE AFS & LICH

O| HHEoM --policy TtZtO|E{E M&5t01 KMS Z|of| CHEF HEtE Holste 7| A g XIHELICH.
HHo| ch&& Z&stok gfLict

Amazon FSx2| MH|A 2|EHAtH(fsx.amazonaws . com).
o El$ KMS &¢]: kms:Decrypt & kms:DescribeKey.
« AWS 2|7 Z A ™ol CiEt 2l4AA ARN ZHEIILICEH

- 7| AL E ANEtste =4 7l

%

« kms:ViaService - Secrets ManagerE S35l 20| E0{2TE
 aws:SourceAccount - AFEX} AH o =2 A|EHE

« aws:SourceArn - £ Amazon FSx I} A|AEIo 2 X||&tet

= .

rob

CIS oKl ME Amazon FSx7F 2535 &l 7| AH ZHdof 7|2 AIE2SIEE &5l WS A5
o CHE! 53 KMS 7|18 MAELICH HE2 AWS HIH DS} EIME RIS 2 HASHCHS o|2{8t 4t
o Z 7| HEg F 445104 Amazon FSx, Secrets Manager 2! KMS 7| Z+2| X478l |

LICk AWS CLI B4 0| Active Directory0fl ZQIg o A|ARITE ST 2|0l U=X| =elghLct

12
x
>
x

# Set region and get Account ID
REGION=${AWS_REGION:-$(aws configure get region)}
ACCOUNT_ID=$(aws sts get-caller-identity --query 'Account' --output text)

# Create Key
KMS_KEY_ARN=$(aws kms create-key --policy "{
\"Version\": \"2012-10-17\",
\"Statement\": [
{
\"Sid\": \"Enable IAM User Permissions\",

KE&l| 2212 Active Directory2 A2 E 79| 28 Al 92
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\"Effect\": \"Allow\",
\"Principal\": {
\"AWS\": \"arn:aws:iam: :$ACCOUNT_ID:xroot\"
.
\"Action\": \"kms:*\",
\"Resource\": \"*\"
},
{
\"Sid\": \"Allow FSx to use the KMS key\",
\"Effect\": \"Allow\",
\"Principal\": {
\"Service\": \"fsx.amazonaws.com\"
},
\"Action\": [
\"kms:Decrypt\",
\"kms :DescribeKey\"
1,
\"Resource\": \"*\",
\"Condition\": {
\"StringEquals\": {

\"kms:ViaService\": \"secretsmanager.$REGION.amazonaws.com\",

\"aws:SourceAccount\": \"$ACCOUNT_ID\"

I
\"ArnLike\": {

\"aws:SourceArn\": \"arn:aws:fsx:$REGION: $ACCOUNT_ID:file-system/*\"

}

]
}" --query 'KeyMetadata.Arn' --output text)

echo "KMS Key ARN: $KMS_KEY_ARN"

(@ Note
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2EHA|: AWS Secrets Manager 20t &5 M

Amazon FSx7} Active Directory0l| AM|AE = Q= Eot &5 & M4dstei™H AWS CLI B create-
secret2 At&35t1 CH metO|E{E A™E g LICH

« —-name: 20t &t 5 o| AlEHXIQIL|C}

« --description: 2ot &t o] 8 = of CHEF AHEILIC

« --kms-key-id: MZ Al 2oF 25 E 3 5tetT| Lol 1B AH 0| AM H-EH KMS 7|2] ARNRILCH.

jul
mlo
o
1>
|0
Hu
H

- --secret-string: AD At 53 & 5t= JSON EAtE Lt

« CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME: svc-fsx2f Z0| M2 A7t 91
= AD MH|A AKX ALK} 0|2 QLICH CORP\svc-fsxQt Z2 TH Q! MFALSE MZs5HK| OFAl
(@]

- .

« CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD: AD MH|A #H™H &5 lLct.

. --region' AWS 2|T Amazon FSx It AAERIO| M E[= ILICH AWS_REGIONO| AHE|X| &f

e A y|ExMoz A= glIde 2 MA=EL|C.

ot & & W8t F put-resource-policy BHEE AFE5H01 2|laA YAME HAASt D ChF Ti2t0IEE

+ --secret-id: Mg ALY HOot ¢S 9| 0| = ARNQLICH CHZ of|X|0{| M= FSxSecretS
--secret-idZ® A28

I

n

« --region: 2ot &t5 AWS 2™ o SLEFLICH

« --resource-policy: 2ot & 0f HA|AE = = HEHE Amazon FSx0i| £045t= JSON 2
ZMULICH ¥Ao| Ctg2 Z&afoF &Lct
« Amazon FSx2| MH|A {|Ef X} (fsx.amazonaws . com).

« Zl= Secrets Manager & %1: secretsmanager:GetSecretValue &
secretsmanager:DescribeSecret.

« AWS 2| I A ™o CHet 2|44 ARN THE LT

- HMAE KXetst= Chs Z=¢ 71

]

« aws:SourceAccount - AF2 A}t HZX o2 &||EHgt

« aws:SourceArn - 5% Amazon FSx I} A|AEIC 2 KX|8HE,

KE&l| 2212 Active Directory2 A2 E 79| 28 Al 94


https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/create-secret.html
https://docs.aws.amazon.com/cli/latest/reference/secretsmanager/create-secret.html
https://docs.aws.amazon.com/cli/latest/reference/logs/put-resource-policy.html

0lo

>
ﬁ
x

Amazon FSx for Windows File Server Windows At

ot A

2= A5t Amazon FSx7+ 2ot &5 £ AIRSIEE 585
| MM E AWS HIA IDF EIME AFEoZ ZAMSHL

[ |
HMA Mo{E 27| flo oledet ez Elas HHME FEELICH

2 Hot
.0
OoH

Fol
1]
0z
o

CHS 04|X1|01IA-|E & 5{Al
L

S BlAA HAZ o1z

FSxet Hot &5 zhof 2H

KMS_KEY_ARNZ 1EH A0 M M8t 7|2 ARNLZ HtF 1
CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME &
CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORDE Active Directory AH|A A XtZ4 5H
2 Hpok ELIC} S Active Directoryofl ZQIE md A|ARIDE SUFH 2|70l CHSH AWS CLI &
e A=K =lgtLct

oﬂ oF
o

# Set region and get account ID
REGION=${AWS_REGION:-$(aws configure get region)}
ACCOUNT_ID=$(aws sts get-caller-identity --query 'Account' --output text)

# Replace with your KMS key ARN from Step 1
KMS_KEY_ARN="arn:aws:kms:us-east-2:123456789012:key/1234542f-d114-555b-9ade-
fec3c9200d8e"

# Replace with your Active Directory credentials
AD_USERNAME="Your_Username"
AD_PASSWORD="Your_Password"

# Create the secret
SECRET_ARN=$(aws secretsmanager create-secret \

--name "FSxSecret" \

--description "Secret for FSx access" \

--kms-key-id "$KMS_KEY_ARN" \

--secret-string "{\"CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME\":\"$AD_USERNAME\",
\""CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD\":\"$AD_PASSWORD\"}" \

--region "$REGION" \

--query 'ARN' \

--output text)

echo "Secret created with ARN: $SECRET_ARN"

# Attach the resource policy with proper formatting
aws secretsmanager put-resource-policy \
--secret-id "FSxSecret" \
--region "$REGION" \
--resource-policy "{
\"Version\": \"2012-10-17\",
\"Statement\": [
{
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\"Effect\": \"Allow\",

\"Principal\": {

\"Service\": \"fsx.amazonaws.com\"

.

\"Action\": [
\'"secretsmanager:GetSecretValue\",
\"secretsmanager:DescribeSecret\"

1,

\"Resource\": \"$SECRET_ARN\",

\"Condition\": {

\"StringEquals\": {
\"aws:SourceAccount\": \"$ACCOUNT_ID\"
},
\"ArnLike\": {
\"aws:SourceArn\": \"arn:aws:fsx:$REGION:$ACCOUNT_ID:file-system/*\"
}

]
}Il

echo "Resource policy attached successfully"

(@ Note
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Active Directory AtE Xt & HFE{ MMC AHRIAM Ao /Y E= F 7|S 7I5S AH&3Stod HEt2
lestE wedof CHet REMIBH LIS 2 Amazon FSx AMH|A 7| Zol| M |elS XML,

M MH|A A™o 2 Tt A|[AHEZ YO|0|EStE B2 M MH|A HZHoll= Active Directory0l| 7+15t
= Ol 28t Meta MEto| Qlo{oF 5t ZHY A|ABID AZAE 7|E HFE] 7HAofl CHEF ™A Ao ™
8to| 2{0{ok BrL|Ct KEAMIBH LI 2 Amazon FSx MH|A 7% B473 CHE &I RS A A2,

otg ZrststEd™ AWS Secrets Manager 01 Active Directory MH|A A1 AH24 SHE 0
&LICH et Bl X1 SHE Pt HAER XEUE L7t gl 2o 28 Ateilof &L
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gruct.
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6. OU &d FoilAM Eof | MEfgfL|ct
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10. Active Directory User and Computers MMC A'HQ1E E&LICEH

Active Directory 7td A5

Active Directory0ll Z= Q1&g FSx for Windows File Server It A|ARIE M43 7| 0l Amazon FSx
Active Directory 45 =T & A& 3104 Active Directory +82 S 5tE A0l E&LICH Active
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Windows A& AT A

FSx for Windows File Server Tt A|AEI0]| AL
alst MEYo| M Amazon EC2 Windows

& 58t Amazon VPC 29+ 1
AlBFEFLICH EC2 QIAE A EHQ Bt

OI5tMIL. IAM H2H AIETI0|E{E AL 504
& 4 Q&LICH RIAIEH LIE 2 IAM AFE MHMO| IAM HE A|E
TEM2.

E O =
15 X3
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AmazonEC2ReadOnlyAccess IAM TEHO|
EC2 QIAEIA i3t Het2 A=

HlO|E{2 IAM HM HAEE &

=
OIAEIAE

ol=x |
AT

k= Jo]
=

2. EC2Windows QIAEAE

PIARAAE Active Directoryofl ZRIEFLICH XtM|EH LIE 2 AWS Directory Service
22| LM 2] Windows QIARIA =5 FQIE &=X

StMl2.
3. EC2 QUAEIA0] dZAELICt RIA[EH LI 2 Amazon EC2 AFE MHH A O] Windows QIAEIA O
g XM

I> k
I>

=
4. EC2 ¢l 0{| A Windows PowerShell &2 L|CHE 2R

Windows PowerShell& EZ'5= Active Directory 2= 0| AX|Z|0] UE=X| HIAESIEZ{M CIS EAE
BHS AASELICH

PS C:\> Import-Module ActiveDirectory

PS C:\> Install-WindowsFeature RSAT-AD-PowerShell

5. CI2 BHS A5l HEQa AS

A5 7 E C2EEFLCH

PS C:\> Invoke-WebRequest "https://docs.aws.amazon.com/fsx/latest/WindowsGuide/
samples/AmazonFSxADValidation.zip" -OutFile "AmazonFSxADValidation.zip"

6. Cts BHES AIE5t0q zip IHUS =& Ef

PS C:\> Expand-Archive -Path "AmazonFSxADValidation.zip"

AmazonFSxADValidation 2 ES $1X| M|Mof F7}&FL|Ct.

PS C:\> Import-Module .\AmazonFSxADValidation

8. Che T URE HAE Jof Lus
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=
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* Active Directory =H|@! O|&(DOMAINNAME . COM)
- O2 M B tLEE ALE5104 MH|A HH 25 & $Credential ZHAE EHIRLICH
- OHiEtE WAl R Hot 015 A E M52 Che HW-E S AFSELICH

O O T

$Credential = Get-Credential

« AWS Secrets Manager 2|A~AE AFE504 At 5E X E Mdsttit O BHES AEE
L|C}.

$Secret = ConvertFrom-Json -InputObject (Get-SECSecretValue -SecretId

$AdminSecret).SecretString
$Credential = (New-Object PSCredential($Secret.UserName, (ConvertTo-SecureString

$Secret.Password -AsPlainText -Force)))

« DNS MH{ IP &4 (IP_ADDRESS_1, IP_ADDRESS_2)
« Amazon FSx I} A|AERIZ MAIstEdE MEUIo| MEY! ID(0: SUBNET_1, SUBNET_2, ol Al:
subnet-04431191671ac@d19).

PS C:\>

$FSxADValidationArgs = @{
# DNS root of ActiveDirectory domain
DomainDNSRoot = 'DOMAINNAME.COM'

# IP v4 addresses of DNS servers
DnsIpAddresses = @('IP_ADDRESS_1', 'IP_ADDRESS_2'")

# Subnet IDs for Amazon FSx file server(s)
SubnetIds = @('SUBNET_1', 'SUBNET_2')

Credential = $Credential

}
9. (M AE) HE =T E A™str| Tof, E0{U = README.md T+ ol X|Fof et ZE B, &
2% # 2|t 21&, DomainControllersMaxCountE A5t MH|A HH HEt HES S/ dst &L
Ct.
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(@ Note
24 MM 7F Qo7 ot 4 Domain Admins & O|§0| CHE LIt o1|§ Eof ZZA
OS X0 15 0|52 Administrateurs du domaine®lL|C}. ZtE X|H
M 7|2 Domain Admins 1= O|E20| AF2E|1 T} A|AE| MAQ| gan,H_lI:}_

10. O] BBES MB350 R A =7 & A™FLICH

IEOI'

PS C:\> $Result = Test-FSxADConfiguration @FSxADValidationArgs

11. ChE2 ElAE0| 38 Zntel of &iL|Ch.

Test 1 - Validate EC2 Subnets ...
Test 17 - Validate 'Delete Computer Objects' permission ...
Test computer object amznfsxtestd53f deleted!

SUCCESS - All tests passed! Please proceed to creating an Amazon FSx file system.
For your convenience, SelfManagedActiveDirectoryConfiguration of result can be
used directly in CreateFileSystemWindowsConfiguration for New-FSXFileSystem

PS C:\AmazonFSxADValidation> $Result.Failures.Count

0

PS C:\AmazonFSxADValidation> $Result.Warnings.Count

0

CHES2 EAE 27 7F gt Aol of Lot

Test 1 - Validate EC2 Subnets ...
Test 7 - Validate that provided EC2 Subnets belong to a single AD Site ...

Name DistinguishedName
Site

10.0.0.0/19 CN=10.0.0.0/19,CN=Subnets,CN=Sites,CN=Configuration,DC=test-
ad,DC=local CN=SiteB,CN=Sites,CN=Configu...

10.0.128.0/19 CN=10.0.128.0/19,CN=Subnets,CN=Sites,CN=Configuration,DC=test-
ad,DC=local CN=Default-First-Site-Name,C...
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10.0.64.0/19 CN=10.0.64.0/19,CN=Subnets,CN=Sites,CN=Configuration,DC=test-
ad,DC=local CN=SiteB,CN=Sites,CN=Configu...

Best match for EC2 subnet subnet-092f4caca69e360e7 is AD site CN=Default-First-
Site-Name,CN=Sites,CN=Configuration,DC=te

st-ad,DC=local

Best match for EC2 subnet subnet-04431191671ac@dl19 is AD site
CN=SiteB,CN=Sites,CN=Configuration,DC=test-ad,DC=1local

WARNING: EC2 subnets subnet-092f4caca69e360e7 subnet-04431191671ac@d19 matched to
different AD sites! Make sure they

are in a single AD site.

9 of 16 tests skipped.
FAILURE - Tests failed. Please see error details below:

Name

SubnetsInSeparateAdSites {subnet-04431191671ac@d19, subnet-092f4caca69e360e7}

Please address all errors and warnings above prior to re-running validation to
confirm fix.

PS C:\AmazonFSxADValidation> $Result.Failures.Count

1

PS C:\AmazonFSxADValidation> $Result.Failures

Name

SubnetsInSeparateAdSites {subnet-04431191671ac@d19, subnet-092f4caca69e360e7}

PS C:\AmazonFSxADValidation> $Result.Warnings.Count

0
REESAMTFE ALY M Z0 F= LR Ml 22, 2 AA EF 7K
(TROUBLESHOOTING.md) & Amazon FSx 24| siZ MMoi| =& & X sl HLHME & Z5HA
o
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=
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Amazon FSx Tt A|ABIZ AFA| 22 Microsoft Active Directory T H| @104
Z 9l

Windows File Server It A|AEIf CHEF A FSxE Mg i XHA| 22/ Microsoft Active Directory
T Helo| =215t =5 Microsoft Active Directory &2 T+ 38 & A&LICH O|Z A 5t24™ Microsoft
Active Directory0ll CH3t CHE MEE W3 ELICH

- 2Z0/A Microsoft Active Directory CIEE{2| 2] HHsHE =HIQ! O|&(FQDN).

® Note
Amazon FSx= #A B 2|o|& =HIQI(SLD) =HIelE K|35t R| f& Lt

« ETHI2IC| DNS M2 IP T4
« Amazon FSx7t Tt A|AEIE T H[Rlof ZQI5t= O AFE5t= Active Directory AMH|A A& 9| Xt
SHLICt CHE & stLIE MSE = JU&LICh
« &M 1: AWS Secrets Manager H|Z ARN - Active Directory =H| Q12| MH|A Ao CHEt A X}
O|F1 &7} ZefEl 2ot &3 IL|Ct. AtAlEH LHE 2 & AHE 75104 Active Directory At73 538 X
£ AWS Secrets Manager EHHE & X 5HAAI2.

oo |o

M2 Ut EAE K14 B8

—

« MHI|A HAE AF X} O|& - 7|& Microsoft Active Directory0ll &= AMH|A HZHo| ALK} 0|E
LICH =M@ S AL HO|AFE Z & 5K &&LICH 0| & &0 EXAMPLE\ADMINO{= ADMINEt
AFEEHLICEH

« MHIA AE L3 - MH[A AEe| &5 2L|C

MEHRO B C}28 X|™E £ &Lt
« Amazon FSx It A|ARIE ZQlstE{= T Q! LHel & =] Ehe|(0u).
- ol 74| Amazon FSx THQ A|A&lof CHEt 22| #HEto| Fo4E ZHQ 159| 0|8, XMBst=s =

Ql 3 & O|& 2 Active Directory0oll A 1350k &FL|C}

O| HE & X|H5tH Amazon FSx= AFE A7t MB 8t MH|A HHE AF&3tod AHA 22| Active
Directory =H| 2104 M| It AARIS ZQIFLICEH

FSxE Akl #2I& Active Directoryol =2l 103



Amazon FSx for Windows File Server Windows AtS A M

/A Important

>
3
D
N
o
5
T
2
X
rir
=]
e
Rl
>
14
]
A
o
ol

24= Active Directory =H|210| Microsoft DNSE 7|&£
|A=oi CiEt DNS B|ZEE& SS&LICt ME IHE| DNSE
2t & Amazon FSx I+ A|[ARIO] CHEF DNS & 58 =82
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AEfet7| ™ EH| ALY

XHA| 22128 Microsoft Active Directory AFE 0l AEFH A ZHE A2 =X &l LCt.

XHx| 2218 Active Directory0ll = QIEl FSx for Windows File Server I} A|AE] MA(E2Z)

[l

1. https://console.aws.amazon.com/fsx/0l| A Amazon FSx 2&2 L

2. OIAEE=0M ot AlAH dES MEstod ot AJAH dd OFHALE AIEFEfLICH

3. FSx for Windows File ServerE ME{SH £ LIS MEHEILICH Tl A|AE] MM I 0| X|7F EAIE

NS elct x[ch 256742 RLIZE At

5. AECIX| 8F0s ot A|ARIO| AERX| 82 GiB B2 Q2dgL|Ct SSD AEE|X|
E M83dt= 8% 32~65,536 HP|o| M+E =gLICt HDD AEE|XIE M85t B2
2,000~65,536 Ho| H+E 2dgiL|ct ot AARE MM £ AXEX| o met AEE|
X BFE =2 &= USLICH KIMEH LIBR2 AEC|X| T 22| MM R EXSHMIL.

6. XMZIT BHEE 7| AYOZE FKIELICH MEIF B2 0t A|IARIE SARIGHE I MB{7}
CIOIEE M3E &= U= XS S LICH HE Mel 87 AY2 MElst AERIX| 82 7|dh
OF BLiCH HE oI SHECI U2 820| Zesh B XMl 8T x|He MEis OIS 2t
2 MESHLICH KM LI 2 FSx for Windows File Server 45 BRI 2R SHAAIL
I AAEIE MDD LA AMEX| 2o el MEIF 8-S =HE & USLICH REAIEH LY
22 Mol 8T U TS XS AAIL.

7. W AAED AZE VPCE MEIEILICE O] A|Z5t7| @44 01| A= Directory Service CIRE{ 2| &
Amazon EC2 QIAEIA L SYUTH VPCE MEYFLICH
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9. VPC 29 1E0| B2 7|2 Amazon VPCO| 7| 2ot 10| 240l THe AlAo] 0]0] F7}s)
RAGLICH Fox Thel AIARIS BtE = Milo] Hiot 283 VPC WIE SIS ACLO| CHE THolo
Uoll EAIE YHOR TEE S E2 TS 585K HelFLt

FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCP Ports 88,135,389, 445, 464, 636,

3268, 3269, 9389,49152-65535
UDP Ports 88,123,389, 464
.
Active Directory
TCP Ports 53 domain controller
UDP Ports 53
Y
1 -~
N, : DNS server
FS/(Q E
TCP Ports 445
rd L
<
FSx for Windows SVIB dient
TCP Ports 5985

=5

Administrator

CHS Elo|E0l= Zt ZEOo| g0l Liet JU&LICH

I=2EZE X E
TCP/UDP 53
FSxE Akl #2I& Active Directoryol =2l 105
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I=EZ XE Role

TCP 5985 WinRI
2.0M
soft
Windc
Remo
Mana:

t

TCP 9389 Micro:
Active
Direct
DS
Web
Servic
Powel

TCP 49,152~65,535 RPC

Im K > 0o oo

/A Important

L AZ2 2 2E CHE AZ I A|AE] HIZ 0= TCP ZE 93890{ M Of2HI2E EEiH
£ o{33st{ok gfLict

@ Note
VPC HE®|3 ACLE AI8st= B2 FSx It A|AEIS| S X E(49152~65535)& SEt
Ot H2E EciHE 5{&3loF ZLCt.
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- OIRHIRE #=|2 RHA| 2218 Microsoft Active Directory ZHI9I9| DNS Mt & EHIQI ZHE
Eoe HEE IP FAE B0 ZE ERfTE HASELICH RtMIE LHE 2 Active Directory
SAME I8 Este F40d| CHEF Microsoft AHAME A ZFIMIL.

« o|2f8t Eei= T#%l0| Z Active Directory THIQ! ZAEEE, DNS AMH, FSx 22I0|HE, FSx &
2|Ktof M E|= gt grEE[= K| 5—"*0._|°.=.*L—|EP.

® Note

Microsoft Active Directory AP0|E7P JHOIEIO-I ?At A2 0= Amazon FSx I} AIA.E:.“
|
AA

VPC°| A‘lé'-*'I'—F CE AO|E Q| HE'-;*J Zto Z&0| -'-XHOW of = 5 sHok E*I—IEP. Active
Directory Sites and Services MMC AHQIZ At&3104 O[2{3t MHE B HEAE = U&
L|C}.

/A Important

Amazon VPC 2ot JE0|ME HEQT ECZo| A|ZtE|E eEfc 20 T EE AQo{of 5t
X0t CHE 2 9| Windows &3tEi0 VPC HIES T ACLUHIME ZTEJ| YetgFo 2 Q44 Q)
o{of &L|C}.

10. Windows Q!5 01 A Xt £ 2I% Microsoft Active DirectoryS MEHEFLICEH.

11. AkA| 22| Microsoft Active Directory C|RIE{2|2| Hrt&tEl M@l O|Foi 2t =T LIC

I§2 B Blolg =HIQI(SLD) @AY 4 & LICH Amazon FSxE $A SLD

/A Important

EtA AZ2 A D E CIE AZ I A|AEIO| B2 Active Directory THIQ! O|§ 2 47XIE =
otgh = QA& LICH.
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® Note
HMZ 8t M4 ol 0f71M XIEsHs OU i 718 OU(KIE | 2 Z2)oll e
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14. MH|A HE X3 5F - MH|A A™ AHE SEE A

- &M 1. AWS Secrets Manager H| & ARN - Active Directory =HIQI19| MH|A Aol CHEt AR
At olSnt &7t et El Eot 5 QLT XtM[EH LHE2 £ ALE35t04 Active Directory X734 &
H XM AWS Secrets Manager EHd2 & Z5HAA|2.
« SM2: Ut EIAE X9 BH

« MH|A H™E AFERF 0| - 7| & Microsoft Active Directoryd]l Q= MHIA HH Q| AFE X} Of
EolL|ct EHQ MFALF HOIAFE Z&SHK| et &LICH 0o & E01 EXAMPLE\ADMINO|=
ADMIN':‘._F AHEErLICE.
o MHIA AE &5 - MHIA Al-He| &5 lL]ct

. 9% =ol. MHA AHol s el

== 71 L=

/A Important
MH[A HE AHEXE 0|2 U3 M =@l MFA(corp.com\ServiceAcct) E=
T Q! HO|AtServiceAcct@corp.com)E E &SR] L &LICEH
MH|A A AF8 Xl O|&(CN=ServiceAcct,0U=example,DC=corp,DC=com)S &
24E [ 17 OIF(DN)2 At835HX| et&Lct.

15. QU= ot A|AE 22|X}F 220 M Domain Admins I8 EEE AFR2AF K& @1 ol A|AEH]
ot 3 Felg s~8list

A2)8 XIHFLICH XIMstE 280lE Tr AL #a| &
olEl #8to] Qlo{of ELICH Zte 22A5kx| of OB Amazon FSx7F 7|2 X2 Domain

Admins &2 AFSELICH Amazon FSx= 7|2 M3 ZE|0|L{0]| ?|X|Et Delegated file
AR |-

=2 c =

system administrators group(Domain Admins O2& E&= AFEXI7F X[Hst=
a8)2 XX etette Holl folstMlL.
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Y I AAER] ZE|XF 25 S MSSHR| o= B Amazon FSx= 72X 2 2 Active
Directory =H[212| 7|2 XS Domain Admins I&2 AL&35t2{1 A|=§LICE o] 7|2
M3 2&E2| o|§0| HAEIRHLE =@l ZE[of CHE &2 AME8dte E< of7|ol s

- oT
& O|§S &l=3aliok gFLct.

/A Important

& Ol T2t0|EHE M3E m =M Rl 5 At(corp.com\FSxAdmins) &= L HQ! 0]
AHFSxAdmins@corp.com)& Z &3t X| of&L|CH.
JE0| DN(ZL® O|§)2 Ar&5tX| &LICt I/ Ol o=

CN=FSxAdmins,OU=Example,DC=Corp,DC=com &/ L|LC}.

KHx| 2213 Active Directory0ll = QIEl FSx for Windows File Server IF A|AE] A A(AWS CLI)

2101 SelfManagedActiveDirectoryConfigurationO| §/

CHS OIM|MHE us-east-2 7 Yo
U AAEIS T

= FSx for Windows File Server I}

aws fsx --region us-east-2 \
create-file-system \
--file-system-type WINDOWS \
--storage-capacity 300 \
--security-group-ids security-group-id \
--subnet-ids subnet-id\
--windows-configuration
SelfManagedActiveDirectoryConfiguration="'{DomainName="corp.example.com", \
OrganizationalUnitDistinguishedName="0U=FileSystems,DC=coxrp,DC=example,DC=com",6 FileSystemAdmini
\
UserName="FSxService",Password="password", \
DnsIps=["10.0.1.18"]1}"', ThroughputCapacity=8
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/A Important
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1. https://console.aws.amazon.com/fsx/ 0| A IP =
M5 HE& Ho|X|E EAIFLICH

2. UHERZ L Eo oM CHE & otLIE sotM 2.

o CFAUAZ 1 I AAEIO| A2
Med mjdo| HEX3 QE{H O0|A ofziof EA|IE Et HIE 23 ClE{H|O|AE MEHSIO0]
Amazon EC2 Z&0{| M l:|| 23 ClE{Ho|A Jﬂlolxlg L|C}.
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« --file-system-id YHIO|EStEd= Tt AIAH ID.
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aws fsx update-file-system --file-system-id fs-0123456789abcdef@ \
--windows-configuration
'SelfManagedActiveDirectoryConfiguration={UserName=username, Password=password,\
DnsIps=[192.0.2.0,192.0.2.24]}"
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NetJoinLegacyAccountReuse 7|7} &35t E|01 UX| L2 X[ EQIELICH1E dH). ZH el =2I0|
A3t ™ c:\windows\debug\netsetup.logE = QI L|C}.

Amazon FSx MH|A H/H 243

117


https://support.microsoft.com/en-us/topic/kb5020276-netjoin-domain-join-hardening-changes-2b65a0f3-1f4c-42ef-ac0f-1caaf421baf8#bkmk_take_action

Amazon FSx for Windows File Server Windows AtS A M

Xkx| 2t21& Active Directory H[0|E ZLIE{&

ClS ™xbol MHE AWS CLICHZ AWS Management 2&, APl EE= & A& 35104 XHA| 22| Active
Directory 73 O[0|EQ| TI™ A& 2 DLIEHAE = JU&LICt

|=I

I A|AEI O] R}l £ 2] Active Directory A4S
EN7F AL 71S0lMH YHIOIE S22 TMEtE

Edl | AF L
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ChA| HBHEILICE Active Directory 78 JCI|0|EE 2t=5t= O =ICH & 20| ZE == U&LICH.
Z&0M Ydo|E ZLIEZ

o AAER MF HE ol Mo|E BofM ZF ACo|E s&of CHer z|& ACIO|E 107HE = == U

&LCt.
Updates

1 &

Update type Target value Status Progress % Request time 'y
Storage capacity 154 @ Completed - 2020-05-22T12:14:58-04:00
Throughput capacity 64 @Completed - 2020-05-22T12:14:50-04:00
Throughput capacity 128 @Completed - 2020-05-21T13:55:58-04:00
Storage capacity 140 @ Completed - 2020-05-21T13:55:30-04:00
Storage capacity 122 @ Completed - 2020-05-18T11:36:33-04:00
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Amazon FSx for Windows File Server

A EH
#x Mool E AEH. RFA| B2l Active Directory YCI0|ENM 7ts 8 22 ChEat Z&LCh.
- 28] 5 - Amazon FSx7t UOI|0|E REE HAKX|E MEIE AR StR| Y& LICH
« Xl & - Amazon FSx0IlA UHI0IE 23 &eE|stT U&LICH.
- B2 - I AAE YO0|EV MBHOE IR KIS LICH
o Al - o A|AE] AC|o|Eo]| A& LICH Amo| ME HEE Ee{H S S E((?)E MEISHA
2.

zIE o

AWS CLI 2! APIE A}235}0{ YO|0|E ELIEE

describe-file-systems AWS CLI @1} DescribeFileSystems APl 242 AF&35t0{ TId Q1 mped Al
AR AOIOIE @FHE E1 PLEZE &= U&LICH AdministrativeActions Hidol 2 #t2| &hd

ol cher 7+ ZTSI._P-I HH0lE = 10707t LEFELICH

CtZ od|Xl= describe-file-systems CLI B 2| 8 & E2 E0o{ELICt. EZol= F 70| XA 2]
& Active Directory It A|AE] AC|O|E7F EA[ELICEH

"OwnerId": "111122223333",

"StorageCapacity": 1000,
"AdministrativeActions": [
{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694766.757,
"Status": "PENDING",
"TargetFileSystemValues": {
"WindowsConfiguration": {
"SelfManagedActiveDirectoryConfiguration": {
"UserName": "serviceUser",

AHAl 213 Active Directory HH|0|E ZLIE{ 119


https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html

Amazon FSx for Windows File Server Windows AtS A M

"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1619032957.759,

"Status": "FAILED",

"TargetFileSystemValues": {

"WindowsConfiguration": {
"SelfManagedActiveDirectoryConfiguration": {
"DnsIps": [

"10.0.138.161"

}I

"FailureDetails": {
"Message": "Failure details message."

1,
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®

Note

4,608MBps O|& 2| ME|F 8F &2 0|7 SF(HXILIot =7), 0I5 MF(82), 0I5 &
H(2310|2), FH(OIUBE), otAlot EHE (= F) L otA|o EHE A (ATIEE) [T MEt K|
ELCH

HEL/3 /0 & HZZ

FSx MEIF 8F UHES3 *EIZF(MBps) HE2/Z I0PS H 2 2I(GB)
(MBps)

71&E HAE(StF 0l &

27

32 32 600 = 4
64 64 600 ot 8
128 150 1,250 8
256 300 1,250 = alot 16
512 600 1,250 32
1,024 1,500 - 72
2,048 3,125 - 144
4,608 9,375 - <=y ot 192
6,144 12,500 - 256
9,216 18,750 - 384
12,288 21,250 - 512
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C|A3 1/O

FSx MEl& 8 Cl|A3 *{2IZ(MBps) ClA3 IOPS
(MBps)

7|1E HAE(SE 308 7|& HAE (5 F 308

dy iy

32 32 260 2K 12K
64 64 350 4K 16K
128 128 600 6K 20K
256 256 600 10K 20K
512 512 - 20K -
1,024 1,024 - 40K -
2,048 2,048 - 80K _
4,608 4,608 - 150K -
6,144 6,144 - 200K -
9,216 9,216 - 300K’ -
12,288 12,288 - 400K’ -
(® Note

X2l 820 9,216 £ 12,288MBps®! Multi-AZ T+ A|AEIO| 742 7| EEiZlo] Ci3H ATt

4S50]9,000MBps & 262,500 IOPSE MEHEILICH O X| fof DE CHE AZ It A|AH
ol 7| EelE, 2 E T AZ It A|ARIO| 17| W M7| ERfE, 7|EF 2E XMelF EF =&
O| B2 m A|ARIO| Eoi LISt U= Hs BHEMHK| R ELICE
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SSD A E2|X| 2(GiB) HDD A E 2|X| 2(GiB) A A HE 2T 22 (MBps)
Z|CH 64074 Z|CH 3,2007H 32
641~1,280 3201~6,400 64
1,281~2,560 6,401~12,800 128
2,561~5,120 12,801~25,600 256
5,121~10,240 25,601~51,200 512
10,241~20,480 >51,200 1,024
>20,480 NA 2,048
st e XMEIF o2 AHE e oY A|AEI0M EMS6iEdE 7|52 TE{dHok %*L—lEP oiE
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https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
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PS C:\Users\delegateadmin> Invoke-Command -ComputerName
amznfsxctlyaalk.corp.example.com -ConfigurationName FSxRemoteAdmin -scriptblock { fsx-
command}
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https://docs.aws.amazon.com/v2/documentation/api/latest/reference/fsx/describe-file-systems.html
https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.core/get-command?view=powershell-7.3
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Enable-FsxDedup }
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FSxDedupConfiguration -MinimumFileAgeDays 0 }
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$QuotaLimit = Quota limit in bytes

$QuotaWarninglLimit = Quota warning threshold in bytes

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Enable-FSxUserQuotas -Track -DefaultLimit
$Using:QuotalLimit -DefaultWarningLimit $Using:QuotaWarningLimit }
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxShadowStorage -Default }

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxShadowCopySchedule -Default -Confirm:$False}
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxSmbServerConfiguration -EncryptData $True -
RejectUnencryptedAccess $True -Confirm:$False}
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Close-FSxSmbSession -Confirm:$False}
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2174 PowerShell MM & A|Zt5te{ & 0 10| 2ZEI0|XMOo|MH @ F &M

HZH0] -SessionOption M Z -SessionOption (New-PSSessionOption -uiCulture
"en-US")E F7talofF ELCt.
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PS C:\Users\delegateadmin> Invoke-Command -ComputerName Windows Remote PowerShell
Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {fsx-command} -SessionOption
(New-PSSessionOption -uiCulture "en-US")

PS C:\Users\delegateadmin> Enter-Pssession -ComputerName Windows Remote PowerShell
Endpoint -ConfigurationName FsxRemoteAdmin -SessionOption (New-PSSessionOption -
uiCulture "en-US")
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v Access - optional

Aliases
List any custom DNS names that you want to associate with the file system

financials.corp.example.com
acctsrcv.corp.example.com
transactions.corp.example.com

Specify up to 50 aliases separated with commas, or put each on a new line.
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--file-system-type WINDOWS \
--storage-capacity 2000 \
--storage-type SSD \
--subnet-ids subnet-123456 \

--windows-configuration Aliases=[financials.corp.example.com,accts-
rcv.corp.example.com]
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aws fsx create-file-system-from-backup \
--backup-id backup-0123456789abcdef@
--storage-capacity 2000 \
--storage-type HDD \
--subnet-ids subnet-123456 \

--windows-configuration Aliases=[transactions.corp.example.com,accts-
rcv.corp.example.com]
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aws fsx associate-file-system-aliases \
--file-system-id fs-0123456789abcdef® \

--aliases financials.corp.example.com transfers.corp.example.com

0[0

Ef 2 Amazon FSx7I It A|AET dAstE EE ol HEfE EoiELICH
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{
"Name": "financials.corp.example.com",
"Lifecycle": CREATING

},

{
"Name": "transfers.corp.example.com",
"Lifecycle": CREATING

}

describe-file-system-aliases CLI @& (DescribeFileSystemAliases= & Y& API &)
2 Ar835to] 2 B2 HE o B E ZLIHTEE =+ U&LICH
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aws fsx disassociate-file-system-aliases \
--file-system-id fs-0123456789abcdef® \
--aliases financials.corp.example.com

SE 2 Amazon FSx7I It A|AHEM AZ slixsteE BTl EfE EoiELICH
{
"Aliases": [
{
"Name": "financials.corp.example.com",
"Lifecycle": DELETING
}
]
}
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g ZX5t O R8F 4 ALt S50 Ak I F20| HYAE W2 YI(0HRA Q2 1
E 28) g2 ot E7[& MEsto AERIV Hof 2 s 2F EHE + USLICH
g2 Shared Folders — O >
File Action View Help
e 2@E 6= HE
| Shared Folders (F5-0CCE. Open File Accessed By Type
53'- zhar.es || \sresve Admin Windows
*E'__' GESSID:T D:hshare\Market... wser 2 Windows I
S e Close Open File
All Tasks »
Refresh
Help
< > || £ >
Close this open file
bl AlABIOIM PRd Qs RE Thlo| oZg BoMH ¥R TYo| HHEAE HEFE ER(OHeA @
2% H{E 22) 8l 1Y D5 7 SNE M OFS RS IR
GUIE At85t0o] AL AF & MM 22
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@@ Shared Folders — O X

File Action View Help

o= | 25 6=  HE

22| Shared Folders (F5-0CCE Open File Accessed By Type
2 Shar.es | Nsrwsve Admin Windows
7| Sessions

D:vshare' Market... user 2 Windows
Disconnect All Open Files

g Ope
All Tasks ¥
View ¥
Refresh

Export List...
£ >

Disconnect a Help

PowerShell& At& 3504 AFEAF MM L A2 mp el 22

PowerShell| $47Z4 22[& Amazon FSx CLIE AF&35104 T}t A|AEIOM B A AR M|MHDF L2 ot
LS gElg = U&LICH O| CLIE Ar836t=E W2 2 otE 24 PowerShell& Amazon FSx CLI AHE

MME 2IESHMIS.
CIS2 AFEXRF MM 2l 2l ot ZHE|of A E 4= e H-LICH
o424 A4
[ Ne) = O
Get-FSxSmbSession ot el A|AED 2ted 2 20| E ZHof| 3R] M El Server
Message Block(SMB) AM|Mof| CHEt HEE ZAMErLICEH
Close-FSxSmbSession SMB MME S=&HLCH

Get-FSxSmbOpenFile Hof eZEl ZZIo|HE o CHal|l ¥ed U= mhoi CHet

o>

Close-FSxSmbOpenFile SMB AME{2| 22t0|1E & 5tLtol CHaH ¥od U= TS E&L

Ct.

Zt HYo| 2l 22 2E B SMol oigt FEE NS ELICH ol =2 of M ASHE{H
-2(0dl: Get-FSxSmbSession -?)2+ &7 H3g A& ELICH.
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FSx for Windows File Server2| File Server Resource Manager

File Server Resource Manager(FSRM)E Amazon FSx for Windows File Server I} A|AEI0f X% El
Clo|EE &t2lstn 2/ st= ol =20| &l&= Windows Server 7|S&ILICH FSRM2 AEE|X| HIES
Mofst, CllO|E #te| HMg &350, HIZL|A 720 et g M5t ol =20l &= A&
StEl WM M U 21 7|5 MBELIct

= 4

SRME MBS NEXI B8 ASEIXIE SUSx| R M52 MEE YD, BUY
GIOEIE AHS 22 Al U BFotD, SQI5/X| 942 1Y KOl HIELIA B0l MY X LTS &
CHSha, AEEIX| AHS T I:H°F AT S TAE AE + AL 23 TS 8 ABsH mE

Tt E= ECiof CfEt 5 7Y 90| MAKI0|T B HoIH FHE E4ste I AlAHS R
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O{ErLICH AFRAIF 222 ELiE S0 X E 5|85t Mt £ AT E stEtak2 x1b6tK| &L
2 5lC TS TAE £ QALICH HEHTS AEDX| HIBS HElstT A £ 27 IIE
3t ko] AEE|K|E AH|SHX| EE st Ol T20| ElLch
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—
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« AEZX|EDAM-CHEF I, 55 0t ARAIE ot REHE o, EIF ASHE S T A&
S AFS 20l CHEH M EDAME MMELICH AEEX| ETMHE AEE|X|7} of2H A E/EX] O
sfist, 2t = MAE = JUs LS Al"stn, AEE[X| 2 Elof Cha ol Uzet - L
2le ol =20 'Lulch.

=H

* File Server Resource Manager A|Zt3}7|

. BEFE e

- A IE

- WA HAM

- U ER

« AEFX| ETA

- I g B

- FSRM &%

- OHE 23

- HF ALS AtE]

File Server Resource Manager A|2f5t7|

M Amazon FSx for Windows File Server It A|ARZ M+ [ File Server Resource

Manager(FSRM)E & 435 7Lt 7|& ot AARE UO|0|ESHo FSRME #835te = U&LICH

FSRM2 SSD AEE|X|7} 1 X 2|ZF T 0| 128MB/s 0|42l Amazon FSx for Windows File Server
o A|AEIME X|HELICH I A|ARIE MMHEH & HNEX| AEZ|X| K82 SSDE YHI0|E

St ME|F 8F 2 =8 = UELICH KHAMIE LI 2 FSx for Windows I A|ARIO| AEE|X| &

3 A o|E 2l ®{2|2F 22F 2| MME X FHA| L.

o =

1. https://console.aws.amazon.com/fsx/0l Al Amazon FSx 2&& L|Ct

2. CHAIEEO|M o AJAR M S MEISto] T A|AR M OFHALE AIRFEFLICEH
3. Amazon FSx for Windows File ServerE ME{st £ C}2 & MEHEILICY,

4. EZF MY sMS HE=gLICH

5. Ex=HEAMS
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6. I MH Z|laa g2kt 2
7. O|HE 21 cjaofMCtS

oo
x

o
Q'I_l

T

« CloudWatch Logs - FSRM O|HIE 23 & £ 4I& CloudWatch Logs 21 &8 MEHELIC}.
CloudWatch Logs 21 129| 0|2 ' /aws/fsx/' HEALZ A|&fsfof gHLIC
+ Kinesis Data Firehose - FSRM O|HE 2 1 & =+ Alg Kinesis Data Firehose & AE 2| {EH

8. LHX|MME 2rtZotT ot A|AR HES M=

19

L|C}.

It AAEES HME i FSRME2 & 435524 T(CLI)

FSx for Windows File Server Tt A[AEIS Y& [ FSRME & d3tstt{™ AWS CLI BEE A S
gLICtcreate-file-system. --windows-configuration It2t0|E{0f CtS FSRM #+M&2 £ &

gLt

« FsrmServiceEnabled - true@ 2 MXE|

« EventLogDestination - FSRM O|HIE E279| CH& & X|'d8t= Amazon 2|44 O|F(ARN) L
C}. CloudWatch Logs 21 & ARN £ Kinesis Data Firehose 718 AE 2 ARNY & Ql&L|CH

aws fsx create-file-system \

--file-system-type WINDOWS \

--storage-capacity 300 \

--storage-type SSD \

--subnet-ids subnet-0123456789abcdef@ \

--windows-configuration

"ThroughputCapacity=128,WindowsFsrmConfiguration={FsrmServiceEnabled=true,EventLogDestination-

east-1:123456789012:1og-group:/aws/fsx/fsrm}"

7|1& It AAEIM FSRM 482 SHst2{H(E2 L)
1. https://console.aws.amazon.com/fsx/0l A Amazon FSx 2&& iLICt.
2. LY AABEICZ 0|S35t0{ =H3t2{= Windows It AARIS MEAFHL|CE
3. 2| Bs MEfgLct
4. TU M 2|AA BE2|AF Mol B E|E MEHEHLICEH
5 EQE A" E HEELIC
- O|HE 21 CH&E ¥Z3ed8 CHE CloudWatch Logs 21 11§ =& Kinesis Data Firehose
ME AERE MEgLICE
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- FSRME g d3tstcdiH & dsHES MEfELICH

=]
- FSRME H|Z d3tsit{™ HIg datES MEELICH

/A Important
COHE AZ It A|AEI20| ZE2MA S0 XHS Fo =X| & Yol =7 o|HET Ydst=
HH, EFQ AZ THQ AJABIS FHA| SO ALSE 4 gi| ElLICH

o AIAE MF HE Ho[X[e] HO[0|E BolM HUCI0|E Tl && 2 ZLIEHTY = JU&LI

7|1Z I AAEO|M FSRM 7242 X824 (CLI)
7|& FSx for Windows File Server It A|AEI0|AM FSRMS & 43} 2l H|g A3} 5t2{™ AWS CLI &
HE M8&LICtupdate-file-system.

35}t5t24™ - -windows-configuration It2t0O|E{0d| CtE FSRM #+42 Z & ghLCt.

M
w
X
<
mo
e
0>-

« FsrmServiceEnabled - true2Z MHF
- EventLogDestination-FSRM O|HIE 29| CH& 2 X|H35l= Amazon 2[A&A O|F(ARN) L

A OlA

Ct. CloudWatch Logs 21 & ARN EE= Kinesis Data Firehose T1& AE 2| ARNY = l&LICtH

aws fsx update-file-system \
--file-system-id fs-0123456789abcdef® \

--windows-configuration
FsrmConfiguration="'{FsrmServiceEnabled=true, EventLogDestination="arn:aws:logs:us-

east-1:123456789012:1og-group:/aws/fsx/fsrm”}"'

aws fsx update-file-system \
--file-system-id fs-0123456789abcdef® \
--windows-configuration FsrmConfiguration='{FsrmServiceEnabled=false}"

155



Amazon FSx for Windows File Server Windows AtS A M

/A Important
COHE AZ It A|AEI20| ZEMA S0 XS Zof =X & Yol =7 O[HET} L dlst= g,
Bl AZ TH AIARIS BHA| S0t AHE 4 ot ELich.

FSx €73 PowerShell

FSRM 7|52 F45t1 AL23524H PowerShell2| ¢4 2 2|2 25 Amazon FSx CLIE AtE3loF &
LICE XEMI8E LH2 2 Amazon FSx 173 PowerShell All44 A|ZF MM E B SHAIL.

File Server Resource Manager(FSRM) & &2 2|& AF&35t04 AFEXL7}F FSx for Windows File
Server It Y A|ABRIOIM AFE5tE AER|X| 37| &2 Mog = JU&LICH L2 S EC0o K
e = e olo|E el &2 AMEtetn AEE[IX| A 0| Hol&l A Zhol| 7bH X[ ALE =gl &
dstod AEE[X| 8F 2 gelste ol &0l "ulch
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$FSxWindowsRemotePowerShellEndpoint ¥
CLI describe-file-systems &

o]l I|o|X|e| =

=3, M7H & Hdlo|E
o

Quota Management FSx
(@ Note

Amazon FSx for Windows File Server

m0
™
O

o

o
ol

LICH
LICH

F
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S
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£ Olo|E 2| &2 H|
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SEE)

Hofl X
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New-FSxFSRMQuota

AS I
It2tOlE:

o Z2lL|Ct.

100

* Folder (string) -

2LCh.

I.

—

=

37| A

At

* Description (string) -

 Size (string) -
 Template (string)

2dsts S AEXTLA|

Ol

o

o+
A4

[Ile)
0

LIC}. true2

sto|
o H

« SoftLimit (boolean) - A1EH A}
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« ThresholdPercentage (number): & E|HE & stz o BHEEQILICH 004 250
Ato|Q] Zte =dEtLct

« Action (array): ¥AIZto| ZEHE mf =4S St O|&fof 2 iL|Ct. Zf 2 Mol= gt &
k=] _J.\_A-|o| OIAL_||:|._

- 10O AAEH

« ActionType: =& & Zdo| R™EQILICH CtS 2t

o
= o =
1. Event: O|HEE m}Q A|AEIO| O|HE 270 2ZELIC OHEE X|ME W Cle A4
X|Zd5HoF gLt

- EventType: 882, Z01 EE=E QR
« MessageBody: O|HIEQ} &7 2ZE HA|IX| BIAEQIL|CE.
2. Report: 2AEC|X| AFE ETIME MEFLICH

of:

o3 g

—
ot
MK

312 A8 sHX| 91 5E 568 FEYS MBI

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMQuota -Folder "share\test" -Size 5GB

2. dAIZ £E

|0

A2 CH2F AHAS

o
ok

$thresholds = [System.Collections.ArrayList]e()
$warning = @{
ThresholdPercentage = 75
Action = @(
e{
ActionType = "Event"
EventType = "Warning"
MessageBody = "Quota usage has reached 75%"

$thresholds.Add($warning)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList ($thresholds) -ScriptBlock {
param($thresholds)
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New-FSxFSRMQuota -Folder "share/test" -Size 1GB -Description "Test quota"
SoftLimit -ThresholdConfigurations $Using:thresholds
}

Get-FSxFSRMQuota

el AIABIOIAM SHLE 0|4l BT AMBLICH ol TR A7 ME, YAIZE U HA 8T S X
Bratol BT TAJ0f CHEt MR YRS wreratic
nt2tolEd:

of:

1: T A|ARS| 7|E EEEFE 2F 7HMHSLICH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMQuota

Remove-FSxFSRMQuota

IIIIO
Pl
d
o
ok
r
]

ot A|AEIO| X|IHE ZEC{0f|A & T2
}t2HO|E:

« Folder (string) - E E=QLCt S MHE 2 Z2LICH

« PassThru (boolean) - MEH AEFQILICH true2 MASIH MHE SE2F ZHA| E dhetsto|ct.
of:

1: ¢SS MAHFLICH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMQuota -Folder "share\test" -PassThru
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Set-FSxFSRMQuota

7|

M
ot

ool 7y

fjo

TYELICH
mt2tolE:

* Folder (string)- E+ ESQLct =g 20| L& E 2 Z=L|CH

s
« SoftLimit (boolean) - MEH AL QILICE true2 MH5IHI EFHF S AZE Xt = HAES
o ALEAE7L fEtE 245te St AMEte =ate = A&Lch
« Disabled (boolean) - 1B AFEQILICH true2 AHSHH EEE 0| HIE HSHEILICH falseZ A
HotH g2 ol MsHELICE
« ThresholdConfigurations (array) - {1EH AFEFQILICH AH AL A9 HIPERILICE ZF A
¢ FHol= 33t 22 £d0o| A&l
« ThresholdPercentage (number): 2I¥E E2|HE &S stz o BHEELICH 004 250
Atolel gt2 d=dgtLct,
« Action (array): YAZfol =& I s=UE Stk Ol o| 2rdLICt 2t 2rdol= Ctgat &
2 40| JU&Lct
* ActionType: =& Aol RHULICE CFZ 22 XIHE = JU&Lch
1. Event: O|HEE m A|ABIO| O|HE Z 10 ZZELICH OHEE X|™HE W CS S8
X|&datof &Lt
- EventType: 88, Z1 E=2F
* MessageBody: O|HIE 2} &7 2EZE HIA|IX| HAEL|CH
2. Report: AEE[X| AFE ETME A FHLC

=
« PassThru (boolean) - MEH AEFQILICH true2 MASIH £ E SEH2F ZHA| S dhgksto|ct.

of:

ek

S 27| W HES +HEELCH

1:
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMQuota -Folder "share\department" -Size 2GB -Description "Updated
quota for department share"
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2. €T g EE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMQuota -Folder "share\department" -Disabled: $true

Update-FSxFSRMQuota

ECiE AT5H0 AL SO AR 37 Y2 QIstod HY ol LS HR ALS T SHE CHAl AlLHefL

* Folder (string)- E+ ZSeLICH HOlo|EY T 0| Z&E EH Z=LICH
CF2F 7

=T
« PassThru (boolean) - MEH AFEQILICE true2 HHESIH YO|0|EE && 2k ZHAE HHerghL|Ct.

of:

1: X|HE P ALS ™ S7IE CHAl Al AL

ok

g ol o

ok

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Update-FSxFSRMQuota -Folder "share\department" -PassThru

}
oY HES HY

New-FSxFSRMQuotaTemplate

SIF0l Chet ZHALS 7hsEt 788 Holste M 223 "EERE ddgu

mt2talE:

« Name (string) - E= ESFLICH 2 HEX 0| O|F AULICH.

- Size (string) - 2= 3Lt &2 HER0| M835t= 37| MBHLIC

« Description (string) - M= At ILICt S22 HEZS/0] CHEt dHLCt

« SoftLimit (boolean) - ME4 AFEQILICH true2 MHESIHE AIEE S ETSHX|EH MEHE M
StX| gt AT E e Eol cHE RESIS Mggtuch
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« ThresholdPercentage (number): 23S EZ|7Hg gefak stz o| HHEEQIL|C 00{ A 250
A|-O|_°_| le:g oIE#%I-L_||:|._

= =H/H-

« Action (array): ¥AIZto| ZEHE mf =S StLt O|&fof 2 lL|Ct. Zf 2 dol= gt &
(=} _/.\_A-|o| OIAL_||:|.
- 71O AAEH .

« ActionType: =& o] RHULICL Ctg 22
1. Event: O|HEE ml A|AB|O| O|HE Z10i ZZELICH O|HEE X|HE
X|&sHoF gfLict.

- EventType: 82, 4

Kl
tR
rr
to

« MessageBody: O|HIE S} &7 2EZJE HA|IX| HIAE QLT
2. Report: 2AEZ|X| A ETME MEFLICH

of:

1: 5t= 1GB X3t ElZ 22 AiAdSHL|C}

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMQuotaTemplate -Name "1GB Hard Limit" -Size 1GB -Description "Standard
1GB hard limit template"

}

2. ArE8F0]90%2! B HAHZto| U= 5GB AZE Kt HE dY

M

$threshold = @{
ThresholdPercentage = 90
Action = @(
e{
ActionType = "Event"
EventType = "Warning"

MessageBody = "Quota usage has reached 90% of the limit"

$thresholds = [System.Collections.ArraylList]e()
$thresholds.Add($threshold)
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $thresholds -ScriptBlock {
param($thresholds)

New-FSxFSRMQuotaTemplate -Name "5GB Soft Limit" -Size 5GB -Description "5GB soft

limit with 90% warning" -SoftLimit -ThresholdConfigurations $Using:thresholds
}

Get-FSxFSRMQuotaTemplate

ot A|ARIOAM stLE oldf ol ¥ E HERS AMELICH

mtetOlE:
- Name (string) - &= AtEHQILICH HME S g HES | o|FULICH 0I1&S XIFstx| &
o HYo| ZE T HESS gratgLct

of:

1: o AA”M 2= 25T MEXS AL

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMQuotaTemplate

Set-FSxFSRMQuotaTemplate

ot2h 0| &

- Name (string) - Z 3Lt e &2 HES9| o|gLct

« Description (string) - =4 AtEIL|CH REX0i CiEt ME2 B LIC

« Size (string) - MEf AtEILICH HEXIo| M 27| AMBHLICH

« SoftLimit (boolean) - ME{ AL QILICH true2 MHESIHE AH2F S E05HK|P MEHE M
K| ol AZE IS JMHEE HESRS HEF L

« ThresholdConfigurations (array) - 154 AFZRILICH CHE B AHE =ZE0IM =S HUS
X H5tE LA ol HfE Lt ZF FMHofl= ChEot 22 £40| /A&t
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« ThresholdPercentage (number): U EC|HE &3 St o BHEEQILICH 00{AM 250
Ato|Q] Zte =dEtLct

« Action (array): ¥AIZto| EEHE mf =S StLt O|&fof 2 iL|Ct. Zf 2 Mol= Ctgat &
(=} AA—|0| OIAL_||:|.
- T o AAHE .

« EventType: 82, 301 E=2F
* MessageBody: O|HEQ} &7 2ZE HAIX| HAEL|CH
2. Report: 2AEE[X| AI8 ETME A gfLICt.
 UpdateDerived (boolean) - ME AL RILICEH true2 MH5tHO| IEX0IM HHEE 2E &
20| dollo|EELct.

« UpdateDerivedMatching (boolean) MEH AtEFlL|CH. trueE A™ESHHO| RIZ S0 M MM
RO M o|lF ™HE[X| b2 e E P do|o|EELCE

-

« PassThru (boolean) - MEH AFEHQILICH true2 MASIH +MHEI HIZES ZHA| S dtetstL|ct.

of:

C
o

o
ol
1114
1]
L
N
o
nx
jo
>
o
]
C
0

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMQuotaTemplate -Name "5GB Soft Limit" -Size 1@0GB -Description "Updated to
10GB soft limit"
}

=1l

Ct2F El
A

oo =

mjo

FHet D HEIM dYE 2E €2 S Yo|o|EFLCE.

2.

ot
1]

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMQuotaTemplate -Name "1GB Hard Limit" -Size 2GB -UpdateDerived

Reset-FSxFSRMQuota
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Parameters
« Folder (string) - Z+ &S QLICt AHAYE &2 E0| 2&E EH A2 LICH
0]

« Template (string)- &

of A

Ct2F Edl

S HER Yolg 4y LRSS €Y TS AMA-E LI

A o —

of:

ot
I3

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock {
Reset-FSxFSRMQuota -Folder "share\department" -Template "1GB Hard Limit"

Craf odad

ok

New-FSxFSRMAutoQuota
New-FSxFSRMAutoQuota HH2 X|HE E00] A5 M & HF S HEELICH A& M8 g2 &
Zt7|E ot E0 L X|HE ECof MEE M 5He E2of CHsl X HE HIZESIE J|Hto 2 &

AEsez gt

mo rio

Parameters
« Folder (string) - Z< &FQLICH A5 M8 T 0| d&8E E Z2lLIC}.
A C

= o =
« Template (string) - M4 AL QLICH RIS M S0 AISE 7|

LICF.

ol
e
Il

ILICH trueZ2 A stH7} HIE GSHE HEj0IM XS H

]IO

« Disabled (boolean) - AEH A&
2Frg MAgrLICEH

e HE

ok

ST dIELich

rr

1: AIME HES DE 59 BC| S22 B3

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMAutoQuota -Folder "share\department" -Template "250 MB Extended Limit"
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Get-FSxFSRMAutoQuota
Get-FSxFSRMAutoQuota B2 mal A|AHI0|AM StLE oAt o] XIS Mg stEtakg ZHMshL|Ct.

Parameters

o
. ASE A 85I 2 E st EHE Z¥E + J&LICH

1: H AIARIOIM 2E RS HE HTTS AMFLICH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMAutoQuota

Remove-FSxFSRMAutoQuota

Remove-FSxFSRMAutoQuota B2 X|HE EH0M XIS M8 &S MHELICH As M8 &
D Mo Yue HEE HEY HE ol BNE 59l ECIME RE 2T TS MHEL
Ct.

Parameters

* Folder (string) - E+ SQULICL A& M &S MHE 2 Z= LIt
H IN

=
« PassThru (boolean) - ME{ AFEQILICEH true2 MASHHE M HE
gruict.
od| Al

1: 5% BOOIM A5 M8 HYYS MAHZLIC

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMAutoQuota -Folder "share\department" -PassThru
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Set-FSxFSRMAutoQuota

Set-FSxFSRMAutoQuota HH2 KI5 M gHZFo| 18 MME £=H-HELICH

Parameters

» Folder (string) - 2 &SLICt =Y xt&

« Template (string) - A1E4

« Disabled (boolean) - &4 AL ILICEH trueE ME5HH
falseE2 MM5tH Ats M S0l HsHFLICH

- UpdateDerived (boolean) - ME AFEQILICH true2 MO XIS M L FH A Tt E
ZE J|E €3S Holo|EFLICE

 UpdateDerivedMatching (boolean) - MEH AFRRILICEH true2 M tH Mo & HE|X|
2 It E e doo|EFLICE

« PassThru (boolean) - MEH ALEQILICEH trueZ2 MASIH £+HE XIS M st ZHA|E HHet
grLict.
of| Al

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMAutoQuota -Folder "share\department" -Template "100 MB Limit"

SEES HF st S F0IM THEE 2 E EZFE Holo|EFLICH

ot
o

2. A8 M &
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMAutoQuota -Folder "share\department" -Disabled: $true -UpdateDerived

Update-FSxFSRMAutoQuota

Ol Update-FSxFSRMAutoQuota BHE2 ECE AZHSt0 ALE 2l x| Szt &S & Ql5tod AtS

ME gl £ 0l Tt E 2SS ChA| AArErLICH
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Parameters

* Folder (string) -

~ m_
b
0

* PassThru (boolean
grEterLICt

of| A

1: A8 SHE CHAl Alttst 1 HO0|EE Xt S XE

ok

oHEF 247 E HHErEr LIt

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Update-FSxFSRMAutoQuota -Folder "sharel\department" -PassThru

}
0l 18
oY OS2 ot 3tHE T M ALS8SHoF &t AEE|X| ETME MHE M MEMoZ AI8E £
AUE Y O|F THEIO| =X ZHHMS Moot It J&oll= HE(YXIE ot)at Xl THE(Y
% me)o| X3 EIM, 0] IHEIS OitH JHY MES X|MsHs CHAl Y 18 o|E o2 A AFLIC
oI I8 A g
oY IE2 oS FSRM 7|50 2 gFL|ch.
- I SHE - XIEHSHALE ZLIERIE It RS Holste{™ Stk ol4 o I O & & X|sHoF &L
CH.
- IS o Qf - &9 ECo| WY FTHE ATSIHHEE HE8Y I S Holsttd™ stLt 0|4
o| W J&& X|HsHof &FLict
- I S RES - HES0| AEFSHHLE ZLEHZE It RE S HolstedH st ol ol o O &
£ X|HsHok gfLct.
oY 2E2 CFS FSRM 7|50 CHal 4454 Arghluict
« AEEX|EDM - MEIMo R mel JEHE HIME ZER5t0] 5 oY RO AEZX| AL
T2 EME + USLICH 6E S0 2C|2 H HIC|2 Tt EAlSt= E0ME S8 = /JGL
Ct.
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It o] mH

-

o0& £0{ {EH2 report.doc, X} Z2 I Ureport.docxd *.doc* Yx|5t= b
Mdocument.doc, M 2| IHEI2 Microsoft Office OHZ 2| 0|0l A A48 Al U S A ~$*
L|Ct.

g MY &

el AlARIOA FSRME B A5H5HH OH T 18 0| AHS22 MAELICH

QC|@ g H|C|@ mt

*.mp3,,, *.wav, *.avi, & YEMQI 2C|2 Y H|C|R TU FA* mps* .mpegdt LX| *.wmv
HHQd m

*.bak, L& Z 5t 8] It HAl* backupdt Y% *.0ld
= ot

*.zip,, *.rar, *.7z*.gz, S ot7tol2 L &= md AT UX| *. tar
oMl mt

“.eml, UE EEE /MY MAIK| *.msg ALAEH BAIT YRIFLICH * . pst

L

Al
=

0%

Tige

* exe,,, *.dll, *.com, S A o}l A AFZE 0} Al bat*,cmddt Yx| *.vbs

o|0|x| Zt

*.jpg,, *.jpegq, *.png, *.gif*.bmp, & YEtxQl O|O|X| ot FA|nf K| * tif
Office I}

* . doc,,, *.x1ls, & *.docxE Z &S Microsoft Office EA &Al*  x1sx*.pptlt LX| *.pptx
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ANAE THY

* . sys, *.dll*.ocx, L& E &3 Windows A|AE] T} #HAITF X * . drv

QUAl T

* txt, *.csv, *.log L& T &t HIAE 7|8 o} &AIDF Ax[ELICH * . xml
A m|o|X| m

|BfLICH* . aspx. *.js

>

* html,,, *.asp, & *.htmE Z&d 3 2E= I FA* phpdt &

bl SHEY W AE K| HIMOA 0213 712 I TBS FAI AR S ALE SH 27 A 27

Pal
OH
o
L

k2|5t 7| 2/8t PowerShell B3 ICt. ol2{et BHEE Ar8 3t

(=)
° =
of Zx|o| mtQl pra| MM} Yk|ste AHSA XY T TES HolFLich

® Note
ol Wo|x|e] 2E MMM E Tt AIAE]C| Windows ¥7Z3 PowerShell IEZQIEZ
$FSxWindowsRemotePowerShellEndpoint H~& HOIRUCt D 7 FLICH TH A|AH
O| M¥ HE 1 o|X|2| AWS FSx 2£0iM == AWS CLI describe-file-systems &3

= A835to{0| A=ZRIEE A E + &LICH

New-FSxFSRMFileGroup

tol

F

& Mol =2 282 Holote wY 252 HGELICH ol2g miE2 ot 3, ohd
a A S
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= o

* ExcludePattern (array) - M= AFSULICH Melg mtUE X|Hstes HEH EAL L] HIE L
Ct.

of:

1. HAE mtelof it it O &S MaELich

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMFileGroup -Name "My Text Files" -IncludePattern "*.txt"
}

2. 28 U AQ HEHE ArEsto] A4 T of Cheh MU D52 MAFLICH

$includePatterns = @("*.cpp", "*.h", "*.cs", "*.py")
$excludePatterns @("*.tmp", "*.bak")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList @($includePatterns, $excludePatterns) -ScriptBlock {
param($includePatterns, $excludePatterns)
New-FSxFSRMFileGroup -Name "Source Code" -Description "Programming source files"
-IncludePattern $includePatterns -ExcludePattern $excludePatterns

}

Get-FSxFSRMFileGroup

=

e AIABIOA SHLE Ol& Ol I DB S ZHABHLICH THY T8 S I HA W 10| ASElE T

o 288 YolgLict

mO

mt 2t 0fE:

5@
e
rC
o
oY
1=
Mok
_",-1
ne
I
it
0
o
i |
T
e
o
rC
o
o
o
mo
Ral
02
Q'I_l
Ral
el
|0
rEI

« Name (array) - ME{ A

HH2 0t A|ABIS ZE Iy OF S PHeHeELIcE.
of:
1. I+ A|AEHIM 2E Ot O AMELICEH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

H
e
4]
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Get-FSxFSRMFileGroup

Remove-FSxFSRMFileGroup

mo
El
e
lgﬁ
iz
FR
rr
_r'_'l
ne

o A|AEo|M otLt oldfe| md 2 &S MAFLICH M7H Folz= ot O&
stE of Qfof AHEE + Si&LICH

ul2h0|E:
- Name (array) - 2 SQLICH MAHE ot 2 &9 O|F HHLILICE
« PassThru (boolean) - MEH AbEQILICEH true2 MAESHHE MHE Tt 28 A E gretehct.

of:

1. @Y ot 2&E MAHELICH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMFileGroup -Name "My Text Files" -PassThru

Set-FSxFSRMFileGroup

7IE el aFol £d8& +HELCHL
ut2tolE:

- Name (array) - Z# &

~— JH]
o

-

n

1

o 0%
no

* Description (string) -

« IncludePattern (array) - ME{ AL QILICH Z & otels
Lt

« ExcludePattern (array) - ME AP QILICH Mg TS X|Hdl= ME2 IHE EAYE Ui
olL|ct
= .

« PassThru (boolean) - MEH AFEQILICE true2 MMESIH =™HE 0t O & ZHX| S BHEHEFLICT
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1. It 2 &0l g B0 HEHE ool EFLICH

$includePatterns = @("*.docx", "*.pdf", "*.rtf")
$excludePatterns = @("~$*", "*.tmp")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList @($includePatterns, $excludePatterns) -ScriptBlock {
param($includePatterns, $excludePatterns)
Set-FSxFSRMFileGroup -Name "Documents" -Description "Updated document types" -
IncludePattern $includePatterns -ExcludePattern $excludePatterns -PassThru

mt & HAb
ot HAbs ALSAL7L o A|ARIS| ZECH0| MEE & e Y RS FMo{FLICH ot HAlE &
Egx| Mg MEst, sQUIX| 2 It R8BS Xk, =X T MF EFE RXlSt= O &
= 0| ELct.
@ Note
THol 3t T D& S AR 504 AHEFSHALE BLIEIZE Tl 3 MolsLich 1Y 18
A ol ghalof CHEH REAIEH LIS 2 MME HEStHRIY I8

FSRM2 F 7}X| 82| mtY 3tHE X[ ELICH

1. 2d I 3tH - ALSR7t XIHE ot D50 UR|ste ©UE MESHR| RIS AHEStD AHE
oS MEstedn & M =S HHELICH §Y EZ00] S8 k= Tt ol cis] dAst
Mg HMEoHok ot A & ot EHE ALSELCH

2. &3 LU 3t - ARt X|EHE ot 50 URste 2 MEE W ZLEZ L 2Z S K|E
ME Y2 YX|etx| t&LICH AEX HIEZE SHeHX| AT ot A8 IEE FXstgis 4
? 3 I 3HS ASELICH

ETETEE L
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dotx| gt ofe EC0| MEE + JU&LICH

I
=
HEZM HEE ZE U H| HE AL E HEY + &Lt

™

ol st R ESE ALSstH ChE21 242 E 7HX| o[Ho| Q&L

3 ECiol THY ZAH 740 SUBHK| 2ol

- EEY - I HAF dEE of] EC0| HFEH M
- ®XlZEl-HESE +H5H04 042 20 T HAF 4 HH0IE

T 5HEd ool B U 2E 9] BCo| MBEE T HA FES KHHOIELICH T 5t ol 9l
S MM O 49 B AT Y SHo|E 276 T S18Y 1HY IES KIHELICH T 8 of
ol ECi AB TEO| 49| £F0IM TSI KES KAIGHUM ST 59| BCioIM SH 11U K
2 518 fof st Z2ol R8FLIL

I8 S0f TA ZROIM M HUS AHEHSHXIZ HEIXITE MR THUS KB HOF SHE S 59 B
of CHE ol QIE Mg % et

AER7F &4 b 3teof ol REEFE
H LE|HLE AL R H BEE XS

Amazon Kinesis Data FirehoseOf|
E F)2 X|HYstn AFEXF X1 HIAIK]
HtE FXE T 7|&E DLIEE A|AED S

gl__l
>
3
Q
N
(@)
-]
0
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[
Q.
=
=
:T
E
rir

. OMlE 22 - BLIEY U EAE
OHIEE 2ZstL|Ct. O|HIE 9| 4
E I

O o skt A
EES MIE = UEL

ot= O RS ELIC

Ch O[HE 2Z2 mt 3t

- AECIX|E0M - ot HAL S0 CiEh ZtM[EH HEE MSste 2EEX| A E1ME dEE L
Ch A2EEX| ETME T MY Ao WiEHE Algst T ohd HAN E3of Cia| HEol &zet 4
Hg uele ol =&ol Euch RHMEH Li82 AEEIX| 20 M HHE AR AR
e ZAb 2l B
ol stHE #Elst7| I5H Ml 7HK| FSx 7 PowerShell B3 2 Z|off HMAE = &LCt

o, dM, =3, [ & Y ELICE. folder-
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2. It StH RIES 4R - AHAFS 7tSE T HA 72 Holete o stH REXS 4, AM,
7 U K AHELICE Ol2Et BHEE AH83510{ 0] EC0| MBE = U= EF Y A g o
St
3. It 3t o Q| WY - o2 ECo Y HAA 7RIS MYolste T 3tH o2& M, HM, =™
U KA LICH o FHE MEt2 SXISHHM £ 5t 20 S ot RES 5{SsHof 5t
= 90| BHES ASFE U
ot HAF FSx ¥4 PowerShell 3d =5
@ Note
ol Ho|x|e] 2ZE HMIME T A|AEIO| Windows 273 PowerShell IE ZQIE 2
$FSxWindowsRemotePowerShellEndpoint B8 HOIFMCI T 7 g LICH T A|AH
o M5 ME H|0|X|2] Amazon FSx Z2&0|M = BHE AFE5t0{0| A=EZQIEE AWS
CLI describe-file-systems &2 £ QJ&LICH.
o 3tod HHY

New-FSxFSRMFileScreen
MEX7E RIHE 8o o2 E00 MHESHX| RSt F AEStE ot stHE Mg L|Ct
ot2ro|E:

* Folder (string)- =+ ¥SQLICH ot 3tHO| MEE 2 2 LICH

- Description (string) - /=
ME

nn
>
o
Q'I_l
d
-
Hd
r
o
o
ok
_\-'_1
ne
mjo
Ral
0
Q'I_l
rr
_";-1
ne
I
I

ALEe
« IncludeGroup (array) - M1EH AFEHQ
Ol 2| HHE]L|ct.

« Active (boolean) - MEf At LICH trueE MHstH TS REHSHE 24 ot 50| MM E
LICt. falseZ2 A etH Tt U0t 2 LIERISHE HA|E ot stHO0| HAELICH 71222 trueILICH
« Template (string) - M4 AAEQILICH AFSE 7|E Tt 3t0d HES/0| O|F LICt
« NotificationConfigurations (array) - {14 AFRLICH AFSAFZF RHEHE TS X% 5HES
7

o E M 2EE Qe o gLt 2 o= 2ot 2

« ActionType (string): &% =do| ELICt Ct= & e

1. Event: O|HEE 1l A|AEIO| O|HIE 20/ 2ZELICH OHES X|ME ) CI2 S48
K| sHoF gfLlct.
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« EventType (string): 8E BI1E=2F

* MessageBody (string): O|HIES} &7H EZE HA|X| RIAEQIL|CEH
2. Report: 2AEB|X| A B ME HEELICH ETME X|YE | ChS AFE T X|Z8Hof &L
Ct.
« ReportType (string): 21X RYILICE DuplicateFiles,,, FilesByFileGroup,

FilesByOwner, FilesByPropertylLargeFiles, £= #/2 X|HE = U&L

ClLeastRecentlyAccessedMostRecentlyAccessedQuotaUsage.

(IR

AHEH Fe ol e AEELIcH

mw

P

7l

rr

mo
ol

1. 2C|2 oY

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMFileScreen -Folder "share\department" -IncludeGroup "Audio and Video

Files"
}
2. AEX71 HIC| S XMEstod & [ HIC|R IS xEStn O|HE 20 52 ddst= 1ot
U EHE HdghLct

$notifications = [System.Collections.ArraylList]@()

$eventNotification = @{
ActionType = "Event"
EventType = "Warning"
MessageBody = "File screen violation detected"

}
$null = $notifications.Add($eventNotification)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $notifications -ScriptBlock {

param($notifications)
New-FSxFSRMFileScreen -Folder "share\projects" -IncludeGroup "Audio and Video

Files" -NotificationConfigurations $Using:notifications

}

Get-FSxFSRMFileScreen

ot A|AE0IM stLE O] &2 mt Y =t g HAMELICH
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n}2}0]Ed:
+ Folder (string)- =i AFERILICH T 3118 MY EC| ZELICH ECf Z28 XIN5X
Plo WAL N AARO| BE 1Y 5FHS BhereLct

of:

1. I A|ARIS| R E mh 3tHE HAME LI

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreen

Set-FSxFSRMFileScreen

ut el S|

1

dE +EELoh

tol

7

r

mb2tolE:

* Folder (string) - E= FSFQLICH =He ot M0l 2o E 2 =L

« Description (string) - 14 AFEILICH T 8tEdof CHE ME2 AP L|Ct
« IncludeGroup (array) - M= ArEJLICH XEFSHHL ZLIEHEE DU S Holsts MER Tt

Y OE Ol ufE Lt

« Active (boolean) - MEH AFEQILICH trueZ2 MG ot 3tHO| 2 ZE(XHEHZE MHEL
Ct. false2 AH5tH ot 3tHO| THA|E ZE (2 LIE{ 3Pt 5i ICt 7|22t 2 truedL
Ct.

0

« NotificationConfigurations (array) - M= AFEQILICEH LB 40| 2R HiE LT},

=
« PassThru (boolean) - MEH ALEHQILICE true2 MASIH =M E 0} 3tH U S EHEHEFLICEH

of:

oo Mod 9l mpQl 728 £&8tL|C}

ol

1. o+

$includeGroups = @("Audio and Video Files")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $includeGroups -ScriptBlock {
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param($includeGroups)
Set-FSxFSRMFileScreen -Folder "share\projects" -Description "Updated screen"

IncludeGroup $includeGroups

}
2. YU 3l 2 D2 MYstn LRI FIHELUD
[System.Collections.ArraylList]e()

$notifications
$eventNotification = @{
ActionType = "Event"

EventType = "Warning"
MessageBody = "File screen violation detected"

}
$null = $notifications.Add($eventNotification)
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ArgumentList $notifications -ScriptBlock {

param($notifications)

Set-FSxFSRMFileScreen -Folder "share\projects" -Active: $true -
NotificationConfigurations $Using:notifications -PassThru

}

Remove-FSxFSRMFileScreen

3tHE M 7L

XEE EHOIM ok 2
ut2tolE:
* Folder (string)- E+ ESQLICH ot 3tHE MAHE EH d= LI
) - ME AP LICH true2 DY otH AM7HE oh =tH A E ghetE

e PassThru (boolean

of:
ZH0M Y stHE M7{ELICH.

x4

=
1. =o

FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMFileScreen -Folder "share\projects" -PassThru

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
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Reset-FSxFSRMFileScreen

Ral
2
ull
0

Ml
u

o
>.

SEI LR[St S ot stHS AT RLICH
mt2tolE:

« Folder (string) - &=

%I- = = = o
« Template (string) - 2+ &SeLIct M3 7|& ot 3tH HEZ 9| 0| LICH.

of:
1. T St HESiof HOlE MM UR|HES T SRS KA ELIC
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Reset-FSxFSRMFileScreen -Folder "share\department" -Template "Block Audio Files"
}
o 5t HES HY

Get-FSxFSRMFileScreenTemplate

Get-FSxFSRMFileScreenTemplate W32 o A|AEIO|A] 5tLt O|ANO| I} 5104 RIZ SIg 744
gl
Parameters

* Name (array) - M={ ArFQlL|ct AME ot 2t B E30f 0|F HIEILICH OIFE KIFetX|
H

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreenTemplate
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New-FSxFSRMFileScreenTemplate

New-FSxFSRMFileScreenTemplate B2

Thel 53| ALS THs 8 T AIS Holsts Thel
MMBLICH HEXS AT U D81 AR HEE BUS ME L ¥ L

':'._ HEZIZ M I 24
e g2lS X dect
Parameters
« Name (string) - Z= S LICH ot 3t HEZIof O|F LICH
« Description (string) - ME4 At iL|ct ot stpd RIE 2ol CHer MHEL(CH

A =
M= ARERILIC AHE AL 2LIEIRE TUg XFets 1Y I8

N N\

* IncludeGroup (array) -
O|F o oA L Ct.

« Active (boolean) - ME AL ILICEH true2 A

2 MMELICE falseE2 HHEstHE THUDt ZLIEASE =5 HER S SMHELICH 71222 true

L CF.
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« NotificationConfigurations (array) - ME{ AFEULICH AFSKEZF RHEHE IS X% 5lEd
T e g2 E M ufEULICH ZF o= chE 1 Z
« ActionType (string): =&8%& o RELICt CIS
1. Event: O|HIEE It A[ARIO| O|HE 20| 2T L
X|’daHoF & Lct.
- EventType (string): 8B Bo1 E=2F
« MessageBody (string): O|HES} &4 2ZZE HAIX| IAEQIL|CE
2. Report: 2AEE[X| A EOME HEELICH ETME X|YE M ChS AFE T X[ZaHof &L
Ct.
« ReportType (string): ETAM S RILICt DuplicateFiles,, FilesByFileGroup,,

FilesByOwner, FilesByPropertylLargeFiles, £= 2 X|HE ¢

LeastRecentlyAccessedR&LICt MostRecentlyAccessed QuotaUsage

o[ A
1. 4ol Z&E md 3t HESS YLt

$notifications = [System.Collections.ArraylList]@()
$eventNotif = @f

ActionType = "Event"

EventType = "Warning"
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MessageBody = "Blocked file detected"

}
$null = $notifications.Add($eventNotif)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $notifications -ScriptBlock {
param($notifications)
New-FSxFSRMFileScreenTemplate -Name "Block Executables" -Description
"Blocks executable files" -IncludeGroup "Executable Files" -Active: $true
NotificationConfigurations $Using:notifications

}

Remove-FSxFSRMFileScreenTemplate

Remove-FSxFSRMFileScreenTemplate BWE 2 mt A[ARI0|A StLt O[&o| mt 5tH HIESIS
M A 2

=
M7HErLIch "E2E M7t oS HES oM dEE ot 3tH2 HEEX| oh&LCH

Parameters

* Name (array) - Eo E=QLICh MHE ot 2tH R ES0| 0|F HIFLICE.
A

ME AP RILICH trueZ Mot M7HE ot 3tEd ”RES

N
M
e
e

* PassThru (boolean) -

gholct.
of A
1. Bt ol 3t "HIZESIE A7 &L

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMFileScreenTemplate -Name "Block Executables" -PassThru

Set-FSxFSRMFileScreenTemplate

Set-FSxFSRMFileScreenTemplate WY
m}

2 oYE HESS MEsio] YHE mhd F

Parameters

- Name (array) - Z &5Uct &=
) -

* Description (string
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« IncludeGroup (array) - M= AFEQILICH RHEFSALE ZLIERE THUE Holste MER Tt
2 I& O|F ufdLct.

« Active (boolean) - ME4 AP QILICH true2 MHSIH HESIS 88 RE(XEHE AHELIC
falseE2 HHE5IH HEXE HAIE ZEE(ZLIEHZ)E d™eLct 7

« NotificationConfigurations (array) - =4 AFEQILICH B 79| 2R HiE LT,

« UpdateDerived (boolean) - 41EH AAZRILICEH true2 M StHE Y Tt StEdo| =3 Atghof
ZtAIgiolo] HIZSIoAM MME R E 7|Z 0t 3tHE Mo|o|EgFLC.

U
2
x
0z
:I:
0

« UpdateDerivedMatching (boolean) - MEH AL QILICEH true2 AHSIHE=0| ©HE
= o|F =™E[X| 2f2 ut &t Ao O|E &L Ch.
« PassThru (boolean) - MEH AL QILICEH true2 MH5IH +HE It st RHIZES! A E ghet

gLk

o[ A

=1l

X FLCE.

ok

e

MO age2 HOHI0|E

MK
mjo

ol

1. ot

$includeGroups = @("Audio and Video Files")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ArgumentlList $includeGroups -ScriptBlock {

param($includeGroups)
Set-FSxFSRMFileScreenTemplate -Name "Block Executables" -IncludeGroup

$includeGroups
}
2. U StH HESIS M 2EZ HUOO|ESI D IfME 2 E 11 3tHE A0 EELIC.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMFileScreenTemplate -Name "Block Executables" -Active: $true -

UpdateDerived
}

o 3HH o HEH
New-FSxFSRMFileScreenException

O New-FSxFSRMFileScreenException @2 E A 2 E
22 MHEolote Y 3tH o QI A ELICH O H 6t o 9 EC 2| Th 3tHHo|

= o o
T oo ECo Y U s 449 + A&LCH
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Parameters

* Folder (string)- E ZSL/Ch ot &HH 0l 2|7t MEE E0 F2LICH ol|2l=0] ZHet
2 E §t¢l EC{of MSELIch

« Description (string) - 154 AFEFRILICH T 314 of @|of| CHet dHILICEH

« IncludeGroup (array) - M AFEQILICEH &9 ECHHM MBE|= AHE It 3tHH T 245t
1 HEY WS X|™ste WY O& ol&2| i LCh.

of| K

1. 5% B0 2 T TS0l o3 T SR of Qlg MadtLict,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMFileScreenException -Folder "share\department" -IncludeGroup "Text
Files"

}

2.0 Y OFe = ot 3tH of /& AT

$includeGroups = @("Audio and Video Files", "Documents")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $includeGroups -ScriptBlock {
param($includeGroups)
New-FSxFSRMFileScreenException -Folder "share\projects" -Description "Allow media
files in project folder" -IncludeGroup $includeGroups

}

Get-FSxFSRMFileScreenException

Get-FSxFSRMFileScreenException B2 U A|AEIO|AM 5Lt 0|4 o] mH 5tH of 2|2 AM
gt
Parameters

« Folder (string) - MEiA
Hotx| pfom HH2 ot A
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of|

1. I AARIOM 2 E Y 3t o I HAgLCH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreenException

2. 54 EC{ol cet oYU 3 of| /| & AMEFLICH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreenException -Folder "share\department"

Remove-FSxFSRMFileScreenException

Remove-FSxFSRMFileScreenException @HE2 X|HE EC0AM Tt 31H of| 2|& AM|HELICEH
M7H = ZE2CQ i 5t EC0lE O 22 RHHo|E &< ECH| e HAF #&l0| MEE L
Ct.

Parameters

« Folder (string) - Z= &S LICt ntY 3t o Q& MHE EC Z= L C.

e
=
« PassThru (boolean) - MEH Ab&FQLICEH true2 M5t A7{E It 3104 of Q| ZHA|E vHetst
LIC}.
of| Al

1. 54 S0 ot 343 of| 2| & M7 LI

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMFileScreenException -Folder "share\projects" -PassThru

Set-FSxFSRMFileScreenException

Set-FSxFSRMFileScreenException BHE2 ml 5t of|2[9| £488 +HFLICH

ot HA
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Parameters

Folder (string)- =+ ¥SLICH sTe ot 3t of (7t et &l EC = LICH
g

« Description (string) - ME4 AbEFQIL|Ct md 310 of 2fof CHEF 22 MHEIL|CH
« IncludeGroup (array) - MEH AFEQILICH 4@ ECHHM M &= XHE It St EF 6

= =
1 HEY WUS Holste MER It I& 0| gLt

o

« PassThru (boolean) - MEH AFEQILICE true2 MAHESHH =™ E 1t 31 0 Q| A E HHEt
L|C}.

r

ol A

1. T+ 2HH of2lof 518 &le o 2 &S Uolo|EELICH

$includeGroups = @("Audio and Video Files")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $includeGroups -ScriptBlock {
param($includeGroups)
Set-FSxFSRMFileScreenException -Folder "share\projects" -IncludeGroup
$includeGroups -PassThru

}

JEL
1o
AL
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°
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e 2R 2HE, 7|Et S48 7|Ho 2 HEIHIOIE £A4S nlo] RIS 2 gHE

ERE MSstH gzt WEI TR ELE, §E HIZLIA HF0l| $5t7HLE 2Z 7(zto| 2 o

£ AlgStod nU S F 5D, OO|E &2l Mg ME3D, A £+ 2T MEE SZE = &L

Ct.

o BR AE YA

o B2 30H T2 MHAE AFRELICE

1. £ HOo[-"Data Sensitivity" =2t 20| nfdof| &€= stcd= HIEIH|O|E R XIHst=
BT 54 Holg YLt ContainsPII".

2. Al M - ol 2E=x mE = E0 QX[ 20| X|H§ 7|&0 et I &M 2 S RIS 2
Sl EF AAS FHELICH € E0{ FRSEHSQ 22 I{EHO| ZTEE IIUS XIS 2
2 EBFE (XXX-XX-XXXX) &= U&LICtContainsPII=Yes.
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A
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N

(2 sAldlof she TS AlEste U OS F 7IX B/ HZAHLIESE MAEE = U&LICH
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ZH= ERAs ot 2HRM EH HAE i = YA AS AMELICH Ol HFHLIEE AFEst

of ZefE LHE S 7[ete 2 g AlEELICH 2EHX ERAE ot 2RIRE LR[IAZI= Ml 7HR| &
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 ContentString - CH/AEXIE FESHX| oiE HAE EXES AMEfLICH CHEXLY 2HA|gi0] &
HEO{EE FEE Aot{Ho| SME MEELICE & S04 "7|2"E AMstE "7(2", "7[2" H

"7|2"o| Y x|gfLCt.

« ContentStringCaseSensitive - CHAEAIE FESI= HIAE EALES AMerL|CH AAof Cf
BRIt E28 A0 M2 ALSFLICH 0l& S0{"SSN"S HA5HH "SSN"ZH U |3 K| "ssn”
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« ContentRegularExpression - A2 AL&6t0o{ WEES AMeLICH SEe lH Ee He ™
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* Never -0| &4oil CHEt 2tol 9ie mtdBr B/ efLICH
* Overwrite - TtUO| HZEE W 7|& Zf HiF 7|

- Aggregate - Mi 22 7|E #0t AE(CHE 2t S48 E2)
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User Files

Group Share

Application Files

Backup and Archival
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£ 77t 2 25| Windows File Explorerti M Tt €S 04 LEZR HELE E8|5t1 £d& M
Chg 8 g Asistod IIlol BEE ER 448 £ 4 UsLit o] Holls ol 25 £F 44
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S BEE AM8slod EF ZZMAE ZLEHZ st Mo{g + AU&LICH

Get-FSxFSRMClassification - &5 2| &l 2'E{ # 2l(Running, QueuedNotRunning, EE&
Unknown)

- Stop-FSxFSRMClassification - & S0[7Lt CH7| £ 27/ 2] &X|
2

= O
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X{Z&8t RunDuration M|gF A& - RunDuration II2tO|E{E AFE6t0d EF 7} L{F Qi A3 T|o] Al
AR MSO| &2 OIx[X| AT gLIct Alzh ME LHol 2/ 7F 2t 2 E|X| &t o™ o of &l Ch= A
& Soil RH7HE LIt

EF 45 ZUEZ - 27 JEfE &0lstn BRIt o4 ECt 22 Z2l=X| AMYEstE  Get-
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oo glAAT Hose LIEE 4 l&Lct

_'?_

A A

SEYEHAAME -EASE e AR LXIE SXIeH| sl 7tsE & FAIAe HE S
ContentRegularExpression®ggfLICt M Alg Z2HM0| HfZ 57| Hoi| FX{5tH HAE
st|CH

=] .

oit HES EEMC = A - FALE HEHol| sl B o 72 dst= ol o4
| sterct. ol

I

ContentString & ContentRegularExpression g{0| U= B A 202
7| 5t FSRMO| Zt mt A AZHsloF 5t= &7t Eo{&LICH

2428t £ M|Q| -2] ExcludeNamespace IIZIO|E{E AIE6tod EF] 7} ZR5HR| ot 2 A| C|E
E{2| & 7|E} RIX|E Set-FSxFSRMClassification A |gL|C}.

&4 2gl
&4 £7/0h A - FAS M| Ho| 2R 442 MARLC 21, 78 F4 L 0t el &
2o RS £42 DEfErLIC

Si &4 Hol - MY LEE ALS5t0f 2 £40] 0|0joh AL WHS MHELICH 0T ot CHE
BRI 2F A7I0HE Ofshsts ol S0 FHLict

x|&5 7| 2]

2R ANE WMo HE - AEEIX HIME MAstol BRIt M THE SS 8D o] St
2 44 2kg 240501 QK| BelstLc

Zoof et 74 U0l - Xo| GloJE| #E| RF AFZ 0| HZEH 2R FAI2 Uolo|= 5t
MEMEE B8 F4 27 ASS Hrstn

OINE 44 HEl- B8 742 BalY 4 Y58 KI5 Ol Of 0|4 TRsx| e &4 ol
A2 MALIC

=]

ne
i
3n

191



Windows AHS A&

Amazon FSx for Windows File Server

m0
T
O

=N

|[]=
TH

L|C.

OlA
AE

A
e

I.

=3
=

A

|
(=]

= HIEIHOIE R8€E K|

i Ll 7FX] FSx 2474 PowerShell 2 T2 Z|0f| 24 Al

5]

o
5

=l

—

il
LICH,

F

LICE.
=

S

I.

=

2
z|

s

FLICE.

AMS
S H

IR

EMAE AlE, X, ZLIE

H|

k
TH

to{o] &l

©

=2
(=)

SJdE A

=

oMo M T A|AEIQ| Windows &Z3 PowerShell IEZQIER
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FSx ¥4 PowerShell B §5
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| MIE HE 1 0|X|2] Amazon FSx 2&0M E=

$FSxWindowsRemotePowerShellEndpoint &
CLI describe-file-systems &2 £ Q&LICH.

o| Ho|x|2o| =2

©

(® Note
New-FSxFSRMClassificationPropertyDefinition:

New-FSxFSRMClassificationPropertyDefinition
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* Name (string) -
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* DisplayName (string)

* Description (string) -

LICF.
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* Type (string) -
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« OrderedList: 7}
« MultiChoice: 7}5%
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« SingleChoice: 7k5&t 2t S0i|A{ Bt A4

« String: Y HIAE XIS

MultiString: 042 HIAE EAtYS
« Integer: At 2t

« YesNo: 2 &

« DateTime: ™ & AlZt gL

« PossibleValueConfigurations (array) - M AF&QILIC} OrderedList, MultiChoice EE &=
SingleChoice &4 &0l CHEF 4 HHEQILICH 2 #H0l= ChSa 22 £/d0| /&Lt

- Name (string): Zt2| O|E(E%)
« Description (string): Zfoll CHEF A (MES ALE

| o
« Parameters (array) - 184 At LICH F7t FHE 2|8 "name=value" ¥4/o| EAtAH HHAH
0I|_||:_|.
= .

of:

1: Pl CI[O|E{od| CH&t

il

M =sg Mg

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationPropertyDefinition -Name "ContainsPII" -Type OrderedlList -
PossibleValueConfigurations @(
@{ Name = "Yes" },
@{ Name = "No" 1})

Ad
(=)

2. dlo|& BlF ol oY

[

LR

1
fijo

SGELCk

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationPropertyDefinition -Name "DataSensitivity" -Type

OrderedlList -PossibleValueConfigurations @(

@{ Name = "Public" 1},

@{ Name = "Internal" },

@{ Name = "Confidential" 1},

@{ Name = "Restricted" }
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Get-FSxFSRMClassificationPropertyDefinition

Get-FSxFSRMClassificationPropertyDefinition: Tt A|AEIO|AM SlLE O|& ol EF &M
HOo|E ALt

ut2t0/E:

« Name (array) - M4 AFEQIL
BH2 T U A|ARIS| ZE &4

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassificationPropertyDefinition

Set-FSxFSRMClassificationPropertyDefinition
7E EF &8 ool £ EELICH
Parameters

- Name (array) - Z$ 59

L
[n}
4>
o 0
o
B
0x
o
lo
==
ne
e
rC
[u}

= =
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 Description (string) - &EH A J Holof CHEt HE2 AdHlL|C}.

O O
« PossibleValueConfigurations (array) - 48 AF&ILICH OrderedList, MultiChoice &&=
SingleChoice &40f CHEt 22 74 HHEILICH 2 F+Holl= Ctgot 22 £40| /f&Lct

« Name (string): Zfo| O|E(E)
e Description (string): Ztoll CHEF AE(MEE ALE
- Parameters (array) - M= AFZILICEH "name=value"

« PassThru (boolean) - ME{ AFZQILICEH true2 AHSH ™HE &M Ho| X E BretgrLct.
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$values = [System.Collections.ArraylList]@()
$null = $values.Add(e{
Name = "High"

Description = "High Risk Content"
b
$null = $values.Add(e{

Name = "Medium"

Description = "Medium Risk Content"
b

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $values -ScriptBlock {
param($values)
Set-FSxFSRMClassificationPropertyDefinition -Name "RiskLevel" -
PossibleValueConfigurations $Using:values -PassThru

}

Remove-FSxFSRMClassificationPropertyDefinition

F
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I
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ot AAE0IM stLE O] &2l B R &8 Helg MAHELICH 20l ol &9 Zalgh M7
A& LICH.

Parameters

« Name (array) - 2 SLICH MHE £ o|F2 sl Lc.
El

« PassThru (boolean) - MEH ALEHQILICE true2 MASHH MHE &M Ho| A S EHEterL|Ct

of:

1. B &4 Holg M7 LI

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMClassificationPropertyDefinition -Name "RisklLevel" -PassThru

5 A Y
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New-FSxFSRMClassificationRule
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Parameters

« Name (string) - 2 E3LICt 27 129 0|&
« Description (string) - M4 AFERILICH 27/ w#&of Cigt B L(C.

x|
« Property (string) - Z ESLICH HEE B/ £4529| o|FYLICE 7|E £ H2| 0|F0|

040F BfLICt.

* PropertyValue (string) - M= AbZQlL|ct Sdof €@ 2L/t x|HE 2/ HAHLIEOI
CHSH 7 & 8ok &LCh.

* Namespace (array) - H+ FSFQLICH 7#30| MLl B2 = E0 2| s Lct.
H

» Disabled (boolean) - ME4 AL QILICEH true2 MHESHHI}
Ct.

« ReevaluateProperty (string) - M= AFSIL|Ct Tt UE MMEIHE AIZ|E X[EELICH CHS
e XHE £ U&LCt.
« Never: 7|& &4 20| i LB ot
« Overwrite: It¢

« Aggregate: It

« Flags (array) - M=} AL ULICH &0 CHE S+ SEE KIGELICH CHF 22 XIZE = U
&LCt.

* ClearAutomaticallyClassifiedProperty
* ClearManuallyClassifiedProperty
* Deprecated

- ContentRegularExpression (array) - MEf AL QILICH ot 2EIXQF UX|GH= Mt £
Alo| b Lt

« ContentString (array) - M= At LICH Tt 2ERIRO|M A CH/AERE 725K i
RGOl BHE LC.

m°l'
=2
N
L
i
o

« ClassificationMechanism (string) - Z4 5QlL|CH ot EFol AFS
Ch. CtZ 22 XI8e = U&LICh

e« Content Classifier: It ZEHIXOM EM EAIY r= M3 Al miEHE AZHEHL|CH E8HI=
=7 AHE X|™HE [ ContentString, ContentStringCaseSensitive &= ContentRegularExpression

o 2t0|E{E A8 5to] AMe FEIXE Holg 4= Ql&LCt.
« Folder Classifier: ZC @ %ol i}t Zh
7}

EF gt
=3
S=

o
=
- Parameters (array) - MEH AL LICEH F7F 242 QIFt "name=value" EA+ HHQE ILICE.
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of:

2AAE M Eso A2 HS & A XL

FH

1. 87

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMClassificationRule -Name "Detect_SSN" -Property "ContainsPII" -
PropertyValue "Yes" -Namespace "share" -ClassificationMechanism "Content Classifier" -
ContentRegularExpression "\b\d{3}-\d{2}-\d{zs}\b"

}

Alg A5 A8 7tE HEE Y

=]
e
[e]]]
Bl
o
r
_ITI_

2. 8

mjo

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMClassificationRule -Name "Detect_CreditCard" -Property "ContainsPII" -
PropertyValue "Yes" -Namespace "share" -ClassificationMechanism "Content Classifier" -
ContentRegularExpression "\b\d{4}[\s-1?\d{4}[\s-1?\d{4}[\s-12\d{4}\b"

}

Ho| RE g 7H EE 7|7t 8o 2 2RELICH

3.

M

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationRule -Name "Contracts_Records_7Year" -Property
"RetentionPeriod" -PropertyValue "7 years" -Namespace '"share/Legal Documents" -
ClassificationMechanism "Folder Classifier"

}

Get-FSxFSRMClassificationRule
mhel AlABIol A BHLE Ol4Fo| B& 2 ZAsLICH
Parameters

* Name (array) - ME={ AbEFQlLict AME 2/ 722 0|F LI OIS XIHetx| efam

—
TE2 o AaEe 2 E #ES BrErELich
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M

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassificationRule

Set-FSxFSRMClassificationRule

Parameters
« Name (array) - < &SLCH =8e 2F #29| 0|F @ ct
* Description (string) - A% At LICH H&of CHEt ME22 A L|Ct

L =
PropertyValue (string) - ME{ AFEQILIC.
Q 0

Namespace (array) - A& AFEQILICH %]
Ct.

Disabled (boolean) - MEH AEHQILICE trueE AASHI} #3212 H|EA5EILICE falseE A
3wt HAlg gestatLic

ReevaluateProperty (string) - A48 AP RILICH T M B7F AlZ7|E HELICH O 22

XEg = A&l
« Never: 7|& &7 ¢10| gi= oot Eot
« Overwrite: I}t

« Aggregate: It&l

—
Flags (array) - ME{ AL ILICH 7=lof CHEt MER S+ SEULCH O 2t2 RI™E &= U
&Lct
= .

o

* ClearAutomaticallyClassifiedProperty
* ClearManuallyClassifiedProperty
* Deprecated

ContentRegularExpression (array) - M4 AFEQILICH M7 A9l ME2 HHKERILICEH
ContentString (array) - ME{ AFEQILICH CH/ARKIE FESHK| ot AM BRI MER
HH 3 & L|C.

ContentStringCaseSensitive (array) - ME{ AL QILICH CH/AEXE #2565t AM EXt
ol ME HiElLICt

ot

Ql
=

AL
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« ClassificationMechanism (string) - ME{ AL QILICH AFSE ME2 2F HFALEL

Ch ChHE 22 XIE8E + J&Lch

« Content Classifier: I} ZEIX0M EH EXAIYE £= HAl mjEHS AZHELICH 2=

=& A2 X|'HE [l ContentString, ContentStringCaseSensitive 5= ContentRegularExpression

I 2O/ & AH85to] AME 2EHXE Holg &= /JU&Lch
« Folder Classifier: E %ol 2} TtLS 2R/ ELICH
« Parameters (array) - M= AFEQILICE "name=value" 74 EAtEO| MEZ2 HiQILIC}
H

« PassThru (boolean) - ME4 AL QLICEH trueE MHSIH =HE 7

Ja

A E greterLlct.

of:
1.7|1& 27 n2e 73 &4 & HYAHO0|AE UOo|EFLICH
$namespaces = @("share\finance", "share\accounting")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $namespaces -ScriptBlock {

param($namespaces)

Set-FSxFSRMClassificationRule -Name "Detect_CreditCard" -Description "Updated PII
detection" -Namespace $Using:namespaces -ReevaluateProperty "Overwrite"

}
Remove-FSxFSRMClassificationRule
T AIARIOIA BHLE Ol&t 0l BF RIS RIHLICH
Parameters
« Name (array) - 2 &S LICH MHYE 2/ 722 0|F s LCH
2

=
« PassThru (boolean) - A& AbEQILICE. true

(IR

@)

1. B

- =

| 22 F2lg M HEL

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMClassificationRule -Name "Find Confidential Files" -PassThru
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el &4 BFE

Get-FSxFSRMMgmtProperty

P

AISE BCiolM BEl 448 HAMELICH Bl 442 11Yo| ohd BCiof Mg EEs &

4
1
0%
I°
C
n

Parameters

« Namespace (string) - MEH A RLICH E2CQ| B2 LICEH
* Name (string) - A1EH4 AbEQIL|CH AME 22| £440| o|F/LICH O|§ 2 KIY6HK| St BHY
O| 2& #2| £d8 AMgLct

« Recurse (boolean) - MEH AtEFQILICH true2 MASIH HIUAH O|A LHS| EE Zof CHsH &
2l M8 ZAMELICH HYATHO|A TietO|E{7} T EhL|Ct.

-l =
« Effective (boolean) - MEH AF&FQILICH trueZ2 MAHSIH X|HE O S 7IHE 71 & 7HH2 £
o| ZtE| S E AMELICH Mol XIHE HYATHO|AL & AlS 2X7F £EELICH 0|8 o

cHOE{7} EeErct,
of:
1. I A|AEIO| DE BE| SMHE AMEHLICE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMMgmtProperty

2. &7 EBCioll Chet Bl S48 HABrLICH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Get-FSxFSRMMgmtProperty -Namespace "share\department"

Remove-FSxFSRMMgmtProperty

P

XEE EHOM B2l 482 MHE L CEH
Parameters

« Namespace (string) - MBI AL QILICH EHO| B2 IL|CEH

e
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* Name (string) - B+ S LICH MHE 22| £42| o|F LT
) E

o =
« Recurse (boolean) - ME4 AFEQILICEH true2 MASHH HYAHO|A LHo| 2E Zof Cist &t

2l £ 440| MAELICH YA OlA matOlE7t BR eI

of:

1.

rk

F2|

i

Ho| B E QAUABAE X7 LICH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMMgmtProperty -Name "FolderUsage_MS"

2. 5% ZErCioiM ®E| £42 MAH LI

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMMgmtProperty -Name "FolderUsage_MS" -Namespace "share\department"

Set-FSxFSRMMgmtProperty

iy

RIHE LIYAH 0|20 CHEE 22| £430] 24 HBFLICH TEl 442 BCiol HBE|D 2ot &3
=

Parameters

« Namespace (string) - MEH AFEQILICH 2 ZZlL|CH
o

— =
* Name (string) - Z FSLICH +HE 22| £49| o|FLICH EHo HE &= 7IE EF

& -golofof BfLICH.

« Value (string) - Z= &S LICH 22l S0 &2 M ZE Lt

of:

i

o AFE

il

g dygLch

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

e
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Set-FSxFSRMMgmtProperty -Namespace "share\department" -Name "FolderUsage_MS" -Value
"User Files"

(m]

ER zZHA BHYH

Get-FSxFSRMClassification

A 3o It BR TEMAS| HENE HAMELICH HEN= CHS 24 B stLEY &= }&LCt
« Unknown: 27 &EfE &QIE = I8

« NotRunning: A A& Sl 2/ 7t ei&LICt.

« Queued: EF 7 AIZF CH7|Q0 /S

* Running: 277} A &= SLCt.

Parameters

7=

odl:

1. B 2R LElE ZMEL

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassification

Start-FSxFSRMClassification

Tol 25 S EHIME MNSE Y 2R Z2MAE AEEL

EliY

!

il
mo
[e][]

M
1O

r

Parameters

« Queue (boolean) - MEH ALEFQILICH true2 Xt} E7 242 Ch7|Uoi| £7}sto4 CHS 58
O|LHoi| AlgEFL|Ct O] 7|ZF St 7| BQ 2 E 22 &M A™MELICH false2 A™HESHLE X|H
StX| etom BRIt FA| AZFELICH

-

« RunDuration (number) - A{EH AP%*O'LIE} -’FI*EI7I HMoj| EF T2 MAE Al3MEHof 5= AlZd
£ X|-HeLIct &8 gk -1 ~2147483. 5 2

e
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o -1 FAE MK A™
- 0: 22X A
X|Hstx| pfe®rt 2tz 2 kx| - E LT

of:

1. AMlZh MgE giol ERE Al=rELIcH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMClassification -RunDuration @

Stop-FSxFSRMClassification

T AlARlof M A™ Fo|Lt Cf7| 5O £F HUe SxIF UL
Parameters

R

ol

1. & S =R/ E SXIELIC

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Stop-FSxFSRMClassification

Wait-FSxFSRMClassification

oY 27 ZEAMAT 22 E W7HK| ZICHEILICH B2RE TS (B2 E0M M0 Zo| 27 &

20 o|E5t= HUE Sl of St= AR 0| BHS AASELIC

Parameters

« Timeout (number) - MEf AFEQILICEH 287t &2 W7HX| 7|ChEl= AlZHS & CHRI2 XX E
LICH 227} et2 £|7| ®of| M8 A|ZHo| B2 £|H 3H240|2 ghatst k(D Bl oA B2 71 A

& MAELICH REE 2L -1~ 2147483, & &
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. -1 BRI SR W] £718 o712

« 0: XN SEE Felstm VICHE|X| ok FA[ R

1. 25371 2= Wk 2718 7|ch2Iu|c}.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock {
Wait-FSxFSRMClassification

Set-FSxFSRMClassification

Parameters
« ExcludeNamespace (array) - M= AFILICt 2/ 0| AMele F7t E2ECo| P LTt

« ScheduleConfigurations (hashtable) - ME4 AFEQILICEH C
25t= Sl Al El|lO|2:

M
A
ol
-
)
o
[0}
=
3
CD
i
TuE

- Time (datetime): Zrd2 A& A|7
* RunDuration (number): 274
« Weekly (array): T HiQ(ME] ALE
« Monthly (array): & Hid, OFX|2 Zof -1 AFS(MEY A

« Continuous (boolean) - MEH AbEQILICH trueZ2 X SIT
ElLICH,

« PassThru (boolean) - MEH AFSFQILICH true2 MASIH £MHEI BEF A X2 dhetehL|Ct.

of:

A =2
1.4 ER

11
i
0x
l?j
ot
r
_lTl_

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMClassification -Continuous $true
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}

Al
=

2.

]
02
ot

=
T

MI

$schedule = @{
Time = ("12:00am")
Weekly = @('Monday', 'Wednesday', 'Friday')

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $schedule -ScriptBlock {

param($schedule)

Set-FSxFSRMClassification -ScheduleConfigurations $schedule

3. AR XIE Ml g5 AH8sto] € dH

mjo
I
=
L
o
C
n

$schedule = @{
Time = ("12:00am")
Monthly = @(1, 15, -1) # 1st, 15th, and last day
RunDuration = 4

}
$excludeNamespaces = @("share\folder /s")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList @($schedule, $excludeNamespaces) -ScriptBlock {
param($schedule, $excludeNamespaces)
Set-FSxFSRMClassification -ScheduleConfigurations $schedule -ExcludeNamespace
$excludeNamespaces
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DuplicateFiles

oY 37|et sHAl HIRE 7|fte 2 FHIXxII St It AEeLICH Ol ETMHE A5t 22
Qe AEEX| SUHE 2H|SHE 5 LS AELCH EIMHE 5 0tUE 1836t 5 ot
g M7{stod S7g = U= & 3¢S EAFLICHL

FilesByFileGroup

Y 35 HHAS 7IEcE Y2 J&5 st 2 It O o AECIX| AHEFEE EA[RLICH O
BIOME MEst0d 2EEIX| SHE 7HE Blo| AH|stE T RE(EA, OIC|od, At §)2 mf
of gt 4 QlesLict.

FilesByOwner

ARAEE IHUE OESStD 2 A8 Ee= 80| &H|ste AEZ|X|o] &S EA[ELICEH O] E
TME AE5to AEEIX| S 7HE BLO| AH|SHE AHSAHE AlHE D AEEX| HIE = &Y
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FilesByProperty

EF &4 U2 7IF0E 1Yg a8t T 7 44 ghol i3t TH 4 W AER|X| AHIE EAIR
LICH Ol ETME AI85tod Lo BIHE &, R Es EE 7|0 22 ERE 7|Hez ©tY
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* MostRecentlyAccessed

U= LHO|| A Al

gE

* QuotaUsage
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. S5 A OFE HTME ofoHE AlZH S0 7|CHEIX| 91 RCIMER MHHE Start

FSxFSRMStorageReport Gl A2 &FL|C}

E ME35lod E1M A¥E 2P LIE{2lGet-FSxFSRMStorageReportst0d #EIE & QI +~ QU&LICt

AEQIXK| EOAM HMA

FSRMO| AEEIX| B IME MM 20 M 1Yol T AlARIQ| 7|2 2Ixlofl MEELICH of2{3t
21 Mol AN|ASEHH T ATl BE| D$ BRE T sHof BLICH

AEE[X| 210 Mo HM[ASHE{ T

40
M
=2
0K
o
r
[l

1. Ctg B2 YA Ar83sto{ Z2[ DS 3
\\file-system-dns-name\D$
o4 A

\\amznfsxaallbb22.corp.example.com\D$

o
e
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hu
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e
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2. StorageReports ZEHZ O|S&LICH Ol EC0lEs EXM 38 & A
7t ZEE|o{ &L

@ Note
22| D$ S0l HMAstE{™ 2 ElxF X4 SFo| H Lt

ZE2M0|n ENMRI AEZX| ETE EYste{H CHS 2 ARl E [MEM 2.

FSRMS CH2tol jelg Azisfol tD2 AERIK| ETA MM 2laA Elotaielutt,

. A HQ M - B 0IEE AL 5tod TA Y AIAHS ASHE Al EIME S BOiZ
Namespace MBHfLICh 2 CIME(E| X AZE Bl44 FoFHo|H 22shs O ¥ AlZHo| 22

= U&LICH
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- AMEFO0| M2 AlZto]l 21 A 0 2F - A[AH ES0| M2 FEl HEIME A 85
of O|xl= V&S %[t efLICt WM 7|2t = V(B || #E| &Y ol EnME AdstK| ok
A2,

o MABt AIZL B - LA ZL TEt0[HE AH85tod E1 M £33 4™ 7IsE Clo|HE Agter L ct.
02 £01 LargeFileMinimumZE 1MBE Z1}st= ZE mO| ofL|et ZAME mtelg AlHEstE 2t
o= dH™ELICH

 RunDuration M3t At& - ET M7t LHF e A-E|o] A|IAR M50 &S FX| ALSE
RunDuration If2tO|E{E MEELICH 2T M7 Azt MEF LHol| R E[X| fo of & El CHE A

Sof RH7HE LICE.
- BE1M 88 RLER - E1ME 22 5= Get-FSxFSRMStorageReport Ol Z2|= AlZHS & Ql5t
= O ArSEUCH ETM7L XEHo 2 LT 2l AEls 82 HRIE &olHU RiF: A™sHK| i
J0| E&LICH

- B OIEAME-"FUUHET LY -NF SR"Ec"EESS IHYU - ZE SR"A 20| EM Y
o A AI7|E LHEHL = BEfetn dEHAQI 0|§ 2 En Aol MBELICh
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o
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2 st 528 HAD oA CHEH o2

{ ReportType 2t 2 B E T MHE A4
HE|E2 o E8xeLCt.

2nM REE YYotE B9 Yol BnAt

- O oiEE HEE - o iiE ot2t0/BE AL8stod EXME SH ot /30l S ELICH ol
S0{ 8T s EME M HiC| ot e, Cllo|E{H|of4 ot & of7to[= mhedof| CHEt HE ol 2
TME ddstod AE2|X| AH| HEE o & OlaHE + AU&LICH

- B 454 €8 -FilesByProperty E1ME A83tod 270l et oS EAMELICEH 0|2 S5l
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AEE'X' _|_A-| _1_|-E| EI=|E.=|

AEEIR| ETME &El5H7| fIH & 7FX| FSx &2 PowerShell &

OI'U

3 I E[ol] HMAE + AU&LICH

X
4 K
0 X

ok
o m> mo o2
0%

e x

O HC

Storage Report FSx #1234 PowerShell 3 =5

® Note

ol Ho|x|e| 2E HAMAHIME T A|AEIO| Windows #7Z4 PowerShell 1=
$FSxWindowsRemotePowerShellEndpoint B8 Ho|FCtT 71 E LICt. EFOE AlAH]
O| Mg HE H0|X[2] Amazon FSx 2&0|M EE= HHE AL&35t0{0| A EEZQIEE AWS
CLl describe-file-systems &2 $ U&LICtH

BuM Hol B

New-FSxFSRMStorageReport

New-FSxFSRMStorageReport: X|HEl C|HEZ|E 244501 StLt O|& S| ETM R
EZX| ETME H-gct

o2
mo
0>
0

Q'I_l
rir
>

ut2t0/E:

« Name (string) - E

==
- Namespace (array) - 2 &SUCt BMY F2 E= EH 82| i LICt Z2 & oD
s{Aloz X|ME £ Qg

S == A

- EH EE
- £ 5. o: [FolderUsage_MS="User Files"]

* ReportType (array) - E+ FFQULICH &g B0 S| HIERILICH CFS 242 X8 +
A&LICH.

« DuplicateFiles: It 37| U ZHXE 7|

APSCEER L

« FilesByFileGroup: I}Y I & H
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* FilesByOwner: ARAIHE g I3 LICH

« FilesByProperty: BF S4HE 0tdS I3t LCH

« FileScreenAuditFiles: It Al @IEtS LAFLICEH

» FoldersByProperty: 2| §8HE EH{E OE&H&LCt
 LargeFiles: X|HE 37| YA S ZotstE ThUS LIFELICH

« LeastRecentlyAccessed: =20 HMAS K| ot oS LIQELICH

nio
i
e
il
C
_lTl_

« MostRecentlyAccessed: Z|Z20{ HAMASH o}
« QuotaUsage: T AT SHE EAIELICE

ReportFormat (array) - MEH At QlL|Ct £33 Aol HHPAQLICE Ot gt2 XIHE = U&L
Ct.

* DHTML: M HTML &4

* HTML: X HTML 84

« XML: XML 4|

- CSV:EHEER TEE U B

e Text: Ut BHIAE 534l

T

Interactive (boolean) - MEH AFEFQILICH true2 MASIH7| CHEIE EDME MAIstL|CtH Ol

S HIME MM F 2HY

AN
T
ScheduleConfigurations (hashtable) - E1 M7} CHEE Rl AR E A5t B ELICH C}
&t
(=]

2 £42 1T YN 742 Tarsts SAl Hl0]E:

mjo
>
o
o
Ral

« Time (datetime): & ¢d 7|8 X|H3t= DateTime ZX|(E <)
« RunDuration (number): 2 A&s= O ZEl= AlZHAME AR

« Weekly (array): B HiQ(MEH ALED

« Monthly (array): & HHQE, OFX|2F Z0d| -1 AFS(MEH AR

B MY o2to|E:

FileScreenAuditDaysSince (number) - B A& QILICEH FileScreenAuditFiles 21129 &
S A OHEE Zatg U+ E KI™ELICH

FileScreenAuditUser (array) - MEH AL RILIC} FileScreenAuditFiles 211 M2 A E1 M
off Z&E ArEAF A i ES XIHELICE Ol248t AL Ato| mh Y ZHAF YRR Z &

FileGroupIncluded (array) - M= AFEQILIC} FilesByFileGroup 21 A9 A< L& utl
JEE RIEgL ot
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« FileOwnerFilePattern (string) - M= AFZQILICE FilesByOwner E11M{9| ZF< ZAutE Z
E3g ot i 2 XI-EELIct

« PropertyName (string) - ME AFEQILICH FilesByProperty E 1Mol A2 O&E3IE 27 &
2 X|™ghct

« FolderPropertyName (string) - & A& QILICH FoldersByProperty 21 A2 A2 O &3}
g EC S48 KI-gguoh

« PropertyFilePattern (string) - &4 AF&LICt. FilesByProperty 2! FoldersByPropertyo|
M A0 E Le{3 e ot iEHE XI™ELIc.

« LargeFileMinimum (number) - 44 AL ILICH LargeFiles ET1Mo| R = 2|4 o 3 7|8
HIOIE &2 X|HELct
« LargeFilePattern (string) - M= A& QILIC} LargeFiles 211 A 2| F< ANE ZEEJE I

o DS X|'EF L.

« LeastAccessedMinimum (number) - ME4 AL QILICEH LeastRecentlyAccessed 2114 2| B2
Orx|2h HM|A O|F %A L8 K|™HELICH

« LeastAccessedFilePattern (string) - MEH AL RILIC} LeastRecentlyAccessed 211 A9]
E2 20 E Ze3de o miEHE XI-EE L.

« MostAccessedMaximum (number) - B4 AFEILICt MostRecentlyAccessed £ A2 Z< Of
X|ak HMA o|F =|CH L~E KI™H&LCt.

« MostAccessedFilePattern (string) - 184 AFERILICH MostRecentlyAccessed £ 112 &
? ZAnE ZEHIEY e S K-l

« QuotaMinimumUsage (number) - ME4 AFEQILICH QuotaUsage E11 A 0| B Z&E %4 &

S ASES XIHEELCH

of:

1. 2 2T Y ETME MAELICE
$schedule = @{

Time = ("3:00 AM")
Monthly = @(1) # Run on first day

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $schedule -ScriptBlock {
param($schedule)
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New-FSxFSRMStorageReport -Name "Monthly Large Files" -Namespace "share
\data" -ReportType "LargeFiles" -LargeFileMinimum 100MB -ReportFormat "HTML" -
ScheduleConfigurations $schedule

}
2. 042 HHAHO|A W HAMoz F7H S5 U ETME HHELICH

$schedule = @{
Time = ("12:00 AM")
Weekly = @('Sunday')
RunDuration = 4

$namespaces = @("share\docs", "[FolderUsage_MS=User Files]")
$reportFormats = @("HTML", "CSV")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList @($schedule, $namespaces, $reportFormats) -ScriptBlock {
param($schedule, $namespaces, $reportFormats)
New-FSxFSRMStorageReport -Name "Weekly Duplicates" -Namespace $namespaces -
ReportType "DuplicateFiles" -ReportFormat $reportFormats -ScheduleConfigurations
$schedule
}

Al A

0%

E|= st

o

3.

A
rr

BOME d-eLct

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMStorageReport -Name "Find large files" -Namespace "share" -Interactive
$true -ReportType "QuotaUsage"
}

Get-FSxFSRMStorageReport

Get-FSxFSRMStorageReport: I} A|AR0| A 5tLE O| & 2| AEE|X| ETDAME AMELICH 21 A
T 2 AEfol CHEt MR HEE BHErehLIct

ut 2t 0[E:

« Name (array)- =i AFEQILICH Z{A48H B 1A Ol 0| HiHQILICH OB XIEsix| ofop
e ot A|AHRISI RE AEZ|X| ETA

i S
i
e
e
ot
C
_ljl_

of:
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1. I} A|AEINM ZE AEZ|X| ETME ZAEHL|CE.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMStorageReport

Remove-FSxFSRMStorageReport

Remove-FSxFSRMStorageReport: T AIARIOIA 5tLt 0|4t 0| AE BIX| 1 ME M 78LICt. S4AH
AlsH =0l H 1 M= AMHE 2 s Lch

mt 2t 0fE:

- Name (array) - 2 ESLICH MHE 21 M O|F 2| HHEIL|CEH

« PassThru (boolean) - A& AbEQILICEH true2 MAESHH MHE E1 A A S QHEHEHLICE

of:

1. B AEE|X| ETME N 7EHLCt.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMStorageReport -Name "Monthly Report" -PassThru

Set-FSxFSRMStorageReport
Parameters

« Name (array) - Z= &S LICH =He ET0 M O|F2o| i L|ct.

=
« Namespace (array) - M4 AFSQLICH BAME F2 E= E0 R tfELct Z2E 042
AR X|EE = &Lt

- EN EE2
- £ 5. o: [FolderUsage_MS="User Files"]

* ReportType (array) - MEH AP QILICH HHE 20 M ROl HiFULICH CHE 22 XIHE =
A& LIt

« DuplicateFiles: I 37| & EEHIX

jn

Jlitoz B8 nhel Al

AEE|R| ETAM 214



Amazon FSx for Windows File Server Windows AtS A M

=
=

* FilesByFileGroup: It¥ 1 & HHAEE ojUdS O E5HELICH

2
« FilesByOwner: 29 AtHZ ntdS JFsHHLICH

» FilesByProperty: Bf S4HE 0S8 JEs&LCt

« FileScreenAuditFiles: Tt ZAt 2{8t2 LIFEFLICH

* FoldersByProperty: 2| S&EE EHE 2 LICt
 LargeFiles: X|™HE 37| YH S =utste ThUS LEFELICH
 LeastRecentlyAccessed: X201 HMASK| b2 S LIS LICH

« MostRecentlyAccessed: X[Z20i HA|ASH Tt US LA LICY.

* QuotaUsage: & MET SHE EAIELICH

ReportFormat (array) - M= AAEQILICH £33 HAlo| tiFILICH CHE 2k XIHE = JUsU
Ct.

* DHTML: S HTML &4

* HTML: @X HTML S84

« XML: XML & 4]

- CSV: &lEZ FEE 2L A

. Text: Ul EHIAE 344

ScheduleConfigurations (hashtable) - 21 A7} CHEtEQl AL E M elstn Egfuct Ct
2 582 71Tl U™ 92 £8st= Al EIOIE:

« Time (datetime): &S A™E A|7|E X|H5t= DateTime ZHA|(E <)

« RunDuration (number): 2 A™st= O Z2l= AlZHMEY AR

« Weekly (array): T HiQ(MEH ALE

« Monthly (array): ¥% & HiY, OrX[2F ol -1 AFS(MEH ALE)

H
PassThru (boolean) - ME{ AFEQILICEH trueZ AHESHH HE 210 XS BHEHEILICEH

o
oo

nySLEER Rl

FileScreenAuditDaysSince (number) - B A& QILICEH FileScreenAuditFiles 21142 &
? ZA O|HEE 2 e A& XIEFLICEH

FileScreenAuditUser (array) - M= AFERILIC} FileScreenAuditFiles 2 ]
off Z&Heh AFEAL H’E @S RIF=LICt O|2{8r ArEAte| mtd AL {EtaF Z&HEIL
FileGroupIncluded (array) - ME8 AFEQILICH FilesByFileGroup 21 A2 B39 Z&e ot
JE2 RI'EgfLict.
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0lo

A

FileOwnerFilePattern (string) - MEH AL&ILICE FilesByOwner E11AM0| A2 Z1tE &
E3g ot i 2 XI-EELIct

PropertyName (string) - &1=H AFEFILICEH FilesByProperty 2 1A 2] &3
2 X|-gct.

40
I
I
lgj
ok
£l
=1
i
0%

FolderPropertyName (string) - MEH AL&ILICt FoldersByProperty 21 M| A2 O&3%t
g EC S48 KI-gEu ot

PropertyFilePattern (string) - ME A& LICt FilesByProperty 2! FoldersByPropertyOf|
M ZotE Ee{2lE oY mfEHE X[-FELCt.

LargeFileMinimum (number) - ME AL QILIC} LargeFiles 21 A2| B2 %4 W 3 7|E
HIOIE &2 X|™ELct,
LargeFilePattern (string) - ME AL QILIC} LargeFiles 21 A{2| B2 ZAntE EHEZE 1}

U HEHE X[EHELIC.

LeastAccessedMinimum (number) - ME AL&ILICH LeastRecentlyAccessed 211 Q| B2

OFX|2f AAMA O|F %[4A Y+E KIHFLICH

LeastAccessedFilePattern (string) - ME4 AF&RIL|CH LeastRecentlyAccessed £ 11 A 9|

A2 A0 E Le3E ot S XI™EhLlct.

MostAccessedMaximum (number) - B4 AL QIL|C}H MostRecentlyAccessed 2 1A Q| A< Of
x|t AMA o|F z|CH Y& XIHELICH

MostAccessedFilePattern (string) - M&i AFEQILICE MostRecentlyAccessed 21142 &
¢ A0 dEeEE ot mfE g X|-EL o

QuotaMinimumUsage (number) - MEH AFERILICH QuotaUsage 211 Ao A< Z&Heh (4 &

ST AZES IEELICHL

IPNE

1. 71 En Mol dHE & FAlg YO|o|EEfLICH

$schedule = @{
Time = ("3:00 AM")
Monthly = @(1)
}
$reportFormats = @("HTML", "CSV")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList @($schedule, $reportFormats) -ScriptBlock {
param($schedule, $reportFormats)
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Set-FSxFSRMStorageReport -Name "Monthly Report" -ScheduleConfigurations $schedule -
ReportFormat $reportFormats -PassThru

}

o4 24
o o

0%

HEiM A
Start-FSxFSRMStorageReport

Parameters

* Name (array) - s SQULICH ARE 2104 o|F2f HiE ILICH.

« Queue (boolean) - MEH AbEFQILICH true2 AMX6t T 7| CHS 52 o|Liof Aldlie E T ME o7 |
off &7+&fLICt o] Z|Zt St CHZ7| SR 2E E IHEILICH false2 A™E5HHLE X|H 5
x| tom™ 21 M7t FA| AZFEIL|CE.

« RunDuration (number) - MEH AtStQILICH EDME F|A 57| Toi| Agldlof 5t AlZHE X
StLCH &8 4f: -1 ~2147483. E 4L

.

. 0: REVIK| A

o -1 FAE m7ER] A

XIEstK| eto @yt 2t 2 2 kx| A—>ELC

0| A|

1. AEE|X| ETME FA| AZHEL|CE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMStorageReport -Name "Monthly Report"

2. 7|2 Migto| e AEE|X ETME Ch7|€ol &L,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMStorageReport -Name "Quarterly Report" -Queue: $true -RunDuration 4
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Stop-FSxFSRMStorageReport

Parameters

o
=

o
C
ful
o
A
gk
HL
!
X
o
il
10
=
e
°
r
[ul

« Name (array)- Z4 &

IPNE

1. B AEE|X| ETME SK|EHLCt.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Stop-FSxFSRMStorageReport -Name "Monthly Report"

Wait-FSxFSRMStorageReport

Parameters

« Name (array) - = &S LIct ci7|g E1 M O|F2| gLt

e Timeout (number) - ME4 A QLICH ET M7t 222 W77FX] Z|ClEl= AlZHE =
gL En M7t 22 E|7| ™ol Mg AlZto| BtRE|H HE2E BHEsH Ko E oA 4
2o AL AMELICH &8 ZE: -1 ~2147483. E 4L
o -1 EHIOM7I 2= WK R7|5 I:H7|(7I%Zt)

o Q: X MENE EQI5t 7ICI2| K| &t Z A| Hiet
O Al:
1. AEBR| ED M7 &2 E wWi77hR| F718F 7|2l ).

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Wait-FSxFSRMStorageReport -Name "Monthly Report"
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mtd 22| &Y

Amazon FSx for Windows File Server= FSRM It 22| 2 S X| 5 X| ot&L|ch gLt o A
A HEQIE HMAE £ Ql= Z2}0|91E {Alo] 7|2 PowerShell B2 A2 35+04 Cl|0|E{ of

Ztold & E& HAn Zr2 UHHel AL A€ EEE & &L

o & S0i 22t0|dE ATl M PowerShell AT ZIES AF8SH0] CHS S 88 4 aLich
. AT EE OFR[ HMA AIZHE 7IESE TH OIS FE 2

. HE J|ghe Aste ERE 1Y A

. BE £42 7HOR ofztole AEE|X|0| Y ZA}

Get-FsrmClassification BEE AtE5t0d It £-0f HMAstD 2LE 7oz AdS +~AE

= A&LIcH

2 2}0|1E = PowerShell AT ZIE0|A FSRM 27 &4 = 7|E} FSRM HIEHH| O|E{ofl M| A 524
M 22}0|E M Alol FSRME A %|=|o{ Qlo{of &fL|Ct.

FSRM A%

ASXtIH 2 e 3tEol ofsf AEFE THUS XMYottin & mf ot 3t A A BIZEQILICH o] ™
Elgstn SQlL|X| 8f2 ot REE MY Steil AF Almst= AHE

ReportFileScreenAuditEnable -0| A2 FSRMO| T+ ZAt {2 7|F35t=X| 0 & A|0]
ghoict HIgAM3sH FSRME T St [k J7|1E5HK| 86 2MH FileScreenAuditFiles 21
Mol EAlE o[ 7t gi&LIct ot 3t ZAF EDME AHE5tE{To| ddE g gd&lsof gLict.
. ReportFlleScreenAudltDaysSmce -0| dE2 mh 3t ZAF 2T Mol 7|2 AlzZt HRIE A
SELCH EAIE HElE XIH5HK| &4 FileScreenAuditFiles ET1ME M35t FSRMO|O|

e

e
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2t2 AL ELICH X8t 712 2t(0l: 30Y)2 AR DT 8t 7|S HlO|E1S ZashR| g B
X

=
7t |2 flgtoll xHE HE = U&LICH
* ReportFileScreenAuditUser -O| d&2 ot 3tH ZHAF ET Mol Z&E 7|2 ALSA S5
MSeLlch Z&e AFSAHE X|IH6H K| &8 FileScreenAuditFiles ETME 5
Olo] =5 MEFLICE Hlo (e B EX Mol 7IEMez ZE AEXIF ZEELICH o 8
A Fo

=2
o
2 A8t ETME EY MER 28 = FA0l|l HEE = U&LICH

I[{III

712 E0 M EE| MH2 EM nlgl0|E|E X|™HEHX| D AERR| EOME MM ) AFSE|E 2tS
MIsrL|ct. olgqet 7|1BZie B0 A MAE 7HASIst T SAFS Eo A 7o Yatade Exbshct

ST I ETAM - 7|2 2|4 0t 3 7|8 ReportlargeFileMinimum M&5tD 7|2 ot oiE
E{E R tLargeFilePattern A& LCt.

()
©
(@)
H

A o E M- OFX|2F HMA O|F 7|2 U+E ReportleastAccessedMinimum AH

It & ZE{E ReportlLeastAccessedFilePattern A& ELICE.

- CHEEO| MAM|A T 21 A - OF X[ HAM|A O|F 7|2 Z[CH L=

£ ReportMostAccessedMaximum A&3st1 7|8 It miE EHEE

ReportMostAccessedFilePattern A& gfL|C}.

« ARAE oY HOAM - 7|2 Tt T ZEE ReportFileOwnerFilePattern A% st
7|18 AKX SE 2 ReportFileOwnerUser A& EHLICH

- HEYH DU BT - 2AME 7|2 B2F $42 ReportPropertyName AH35t1 7|2 &
E{E ReportPropertyFilePattern A& ErLICH.

kl
H
ot
o

°
El
-
i
]

- MU OEE U B0 - XY 1Y I350| 7|2 §52 ReportFileGroupIncluded A%

o EEHEF A EIM-7[E A HEHF AFEE 2 ReportQuotaMinimumUsage AEELICE.

HIME MM 0 2D THM IEt0EE BAIKSR XIFstod o3t 7|22t Aol 4
UBELICH T 7|23t 2he RIBsHR| g2 BRole ML

2 M AE

BEUOMAE d82 AEEX ETMof 2ot 2|0 &5 +& FMo{gLIct ol2d8t MEt2 kg = 7t
X 5oz ASELICH
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1. 95 ZEl- EIMe &= £ KetotH B MHE W5t HLE Bt g AL E|AAE AH|sHE
Gl Alztol L5 22 AE2IX| ef&LIc ~HEt Jio| S EMete 2 EX M= 2t =ste Ol
B AlZHOl 2 =+ QIeH AIAE] HS50l S 0/E = &L

2. BEOMAEY - =M e 50| 2&E ETM=E A4E L 2467|171 o{-F&LICH ETM ME2
BOMIE7HE #ddol £2 ololHo| x™e %E + ULS gLt

B M detol chet MEstE MoiE dEE + U&LICH

« TX| ANEt - R A0l 2E B0 M| & 0t =& ReportLimitMaxFile A|gtgfL|Ct.

« Per-report-type M8t - ReportLimitMaxFileGroup, ReportLimitMaxOwner%!e} ZH2 AHES
EYEIM R 28 I8, A/K E= &4 2129 8 ReportLimitMaxPropertyValue
MIgtgLct.

o O&Y M5t - ReportLimitMaxFilesPerFileGroup, ReportLimitMaxFilesPerOwnerZ!
ot e MY ETMol Zt I8 LHol| ZAIE ot =8

ReportLimitMaxFilesPerPropertyValue AM&H&LICH.

Mod Mg AMSI T =851 7| Qe B0l HMAE = USLICH CIS HYS AFE5H0{ A|AH] XA
O| FSRM Sitg & LICH

FSRM 4 FSx #Z PowerShell B S5

® Note

CLl describe-file-systems &2 £ U&LICEH

Get-FSxFSRMSetting

>
==
Ly
)

Get-FSxFSRMSetting: I} A|AEIO| 34 erver Resource Manager A2 ZMBIL|C}H Set-
FSXFSRMSetting2 At&35t0{ =& = Qe HAYEH dtatehict.
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ut2tolE:

3%
0jo

1. ©XH FSRM HEE 25 AAMELICH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Get-FSxFSRMSetting

}

Set-FSxFSRMSetting

Set-FSxFSRMSetting: Tt A|ARIS| 22 Tt MH 2[AA #E(xt M2 - C ol
MM AEEIX| ET Mol 7222 MB35t FSRM S Ao{gfLct.

ut 2t 0fE:

tol

ot =t ZhAF A

« ReportFileScreenAuditEnable (boolean) - 414 AFEQIL|CE T} ZHAL ZHAL OHIE T}
FSRM 21 Moi| & E|=X| {2 E Fo{ZrLICt.

« ReportFileScreenAuditDaysSince (number) - A1&H4 AF&QIL|C}H FileScreenAuditFiles &
ME HMHE m ot HAF IEFS CHA| 32 7|2 L+=LCt.

« ReportFileScreenAuditUser (array) - MEH AL ILIC} FileScreenAuditFiles 211 A{0] =
e MER AHHe 7|2 S5 uiFLICt.

712 5o Lef M.

ReportFileGroupIncluded (array) - MEA ALEQILICE 7|2Mo2 EDAMo| Z&fe ot O
£ Ol§ 9| s Lt

« ReportFileOwnerFilePattern (string) - M= At QLICH ARA B A oto| 7|& uf
U mELICH FLEFE(* I ?2)E KIRELICH

« ReportFileOwnerUser (array) - ME{ AF&EQIL|CH AKX 20 A8 ot ol CHEF Domain\User
SAIO| ALK HHE RIL|Ct.
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ReportLargeFileMinimum (number) - ME{ AL QILICEH ST WU ETMO| 7|2 =4 T
A 7|LCt.

ReportlLargeFilePattern (string) - MEH AP QILICH CHEE mY 20 A9 7|2 upd mfH
uct etdegte(x U ?2)E K| L ch

ReportLeastAccessedFilePattern (string) - M&H AFEQULICH Z|A HMA D 2 11 A9
7|2 ot THEHYLICH FUEFIE(* L ?)E RIHFLICEH

>
|>
_l"_'l
e
Ho
Kl
X
2
i}
o

ReportLeastAccessedMinimum (number) - MEH AEFQIL|CH Z|A A
Orx|2 HMA O|F 7|2 2|4 YelL|ct.

ReportMostAccessedFilePattern (string) - A& AFEQILICEH HMAS CHEES| ot E
oMol 7|2 o THEHLICt tUEFE(* I ?)E X|RELICH

ReportMostAccessedMaximum (number) - 150 AFEFQIL|CH HM|AT CHER Q| ThY 21 AMOf
CHEH OFX|2E A A& o|F 7|2 z|CH L=L|ch

ReportPropertyFilePattern (string) - M= AFEQULICH &4 E1 A9 7|2 ot THEH
LICH QtUEFE (> & ?7)E X[ ELILCE.

ReportPropertyName (string) - ME4 AFRQILICH &8 ET A9 7|2 £ O|F LCt
O

= .
ReportQuotaMinimumUsage (number) - ME4 ALEQILICH EEE AFE 21 A

. | 712 %A &
=2 ALSE LCh

PSS FISESE

+ ReportlLimitMaxDuplicateGroup (number) - ME{ ALEQILICE &5 nt 2 1 A{ol| Z&Hs

5% 1 380 20k £t

ReportLimitMaxFile (number) - ME4 Al QULICH AEZ|X| 2T M0 Z&E =|CH ot =&l
L|C}.

ReportLimitMaxFileGroup (number) - MEH AFEQILICH B0 Aol Z&E 2[C ot & =
0I|_||:_|.
= .

ReportLimitMaxFileScreenEvent (number) - ME4 AF&QIL|CH mQl StH ZHAF E DAl
e 0] ot 3t O|HIE =L C.

ReportlLimitMaxFilesPerDuplicateGroup (number) - ME AEQIL|CH &5 Tt 20

ols5 &Y ZICH ot =LICH.

ReportLimitMaxFilesPerFileGroup (number) - ME{ AbEQILICH Tt O & 20 A{H ot el
ol OEY Z|CH ot =iL|C.

ReportLimitMaxFilesPerOwner (number) - 1EH AFRQILICH ARKI EOAHE ool AR

A =[cH ot =Lt
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0lo
>
E

x

« ReportlLimitMaxFilesPerPropertyValue (number) - MEH AFEQILICH &4 E MY ot

of £ Zt 2k T SelLict

« ReportLimitMaxOwner (number) - ME{ AFEQILICH AKX
b =duct,

HL
k=l
x
nE
_El
e
2
15
not
o
ﬂ
I
B>
=0

« ReportlLimitMaxPropertyValue (number) - B4 AFEQILICH &4 E MY np ol Z&Hs
Z|cH &4 2t s=Lch.

« ReportLimitMaxQuota (number) - ME AL QILICH YT AFS B0 Aof eeh 2[C &S
= dLct.
7|EF A%:

« PassThru (boolean) - MEH ALEHQILICEH trueZ2 MASHHE ™ E MA UK E EHEHEFLICEH

of:

1. 30 7|SE AL83stod 7|8 e 3t ZALE 7 EELICH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMSetting -ReportFileScreenAuditDaysSince 30 -PassThru

2. 712 8T o En M d¥E F4gLct

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Set-FSxFSRMSetting -ReportLargeFileMinimum 1@@MB -ReportlLargeFilePattern "*.iso"
-PassThru

ot A|AEIM FSRME2 & 44315t AWS FSx for Windows File Server= It # 2| g&0f CH$t 0]
HE 238 4950 7 EH%*(AWS CloudWatch Logs &= AWS Kinesis Data Firehose)2 2 &
gtLICH olz8t 2 FSRM &g RLIE|2Ist 0, EXIE sidst T, ot &2| 2590 ZAF FXi8
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FSRM =221

E
M
w
Py
<
ffo
ok
0)-
l‘oj
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M
w
X
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=
-]
o
(@)
=
)
T
5}
w
o)
<
9;
i
S
r=
[m
Ujru
u
0
oh
A
-
0
[

= (=
NEste B9
- HEY UM UE - FTY ALY0l OJHE AR 0| U TAT UM THEHE B

FSRM 21 A

A8 CHarof k2t CHE L.

mo
e
0x
l?ﬂ
ot
=
—Ll

FSRM 20 HM|ASH= ?|%x|= FSRM

CloudWatch Logs
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ECioll st= BT Y A
Ol Mol M= AFERLZL 'R A Z2CH0Y| 10GB Ol & XM stX| Zst=F st ot EFHE Ydst=
g 2o{ELCt.

Zrof et MAIsE4{T:!

1. 10GB &tz 9| ot &S ddgfLIct.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMQuota -Folder "share\department" -Size 10GB -Description "1@ GB hard
limit for department folder"

}

Iz gEYye SHHLIC

mo
[e][]

2. (MEH ALE) 85% AMPEFE SR UAHZL LEIS FTt
$thresholds = [System.Collections.ArraylList]e()
$threshold = @{
ThresholdPercentage = 85
Action = @(
e{
ActionType = "Event"
EventType = "Warning"
MessageBody = "Department folder has reached 85% of quota limit"

$null = $thresholds.Add($threshold)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList ($thresholds) -ScriptBlock {
param($thresholds)
Set-FSxFSRMQuota -Folder "share\department" -ThresholdConfigurations
$Using:thresholds

}
3. 2Tl SE=IU=X] FHlgfLoh

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMQuota -Folder "share\department"
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMFileScreen -Folder "share\business-documents" -IncludeGroup "Audio and
Video Files" -Description "Block media files in business documents folder"

}
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2. (MEALE) AFSXTE AHEHE THUE XEstiedn
LICF.

$notifications = [System.Collections.ArraylList]@()

$eventNotification = @{
ActionType = "Event"
EventType = "Warning"
MessageBody = "User attempted to save blocked media file"

}
$null = $notifications.Add($eventNotification)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $notifications -ScriptBlock {
param($notifications)
Set-FSxFSRMFileScreen -Folder "share\business-documents" -
NotificationConfigurations $Using:notifications

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreen -Folder "share\business-documents"
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Pll CIO|E{E Algd5t D 57 5h2dH:

1. PlO|CHst E2F S4 M-

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMClassificationPropertyDefinition -Name "ContainsPII" -Type

OrderedlList -PossibleValueConfigurations @(

[

@{ Name = "Yes" },
@{ Name = "No" 1})

2 XXX-XX-XXXX I{Eo| A E & AL |Ct
Y et iEHE AL83tHLE 042 B K| Y E A ste Aol E4LICH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMClassificationRule -Name "Detect_SSN" -Property "ContainsPII"

-PropertyValue "Yes" -Namespace "share" -ClassificationMechanism "Content
Classifier" -ContentRegularExpression "\b\d{3}-\d{2}-\d{4}\b"

}

3. 4

0%
AL

=.
Tr.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Start-FSxFSRMClassification
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4. (M AE M THUE RHSOR S& e,

LE = o

[e][]
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Set-FSxFSRMClassification -Continuous $true

ok

5. AEH

d

o2 g2 g ololg):

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassification

}

6. E&/7F 22X/ Windows File ExplorertiA IS 024 QEZ HESZ Z3|stn HES M
Pt oS BER BE MEsto mHo| €Y E BER £82 £ + &LTh ol ’ols o 2 E
ER &d1t olilE 2fol EAIELICH

THUO| CHEH B1ZE R A4

ol Moz & 2Ixlol| et EE [zt z nfdE ER/E CHE 2EH0IYE & PowerShell 23 &
Eo & Ar8sto] mUS EatstHLE A XE = s wHY

ol CHEH 2 & HAS Madsein:

—

EZE 7|Zto] CiEt B2 £A12 MAdst|C}

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMClassificationPropertyDefinition -Name "RetentionPeriod" -Type
String -Description "File retention period"

}
2. MZCOE EE 7|zl cet ER/ #2188 ddgfLict

- HY EXM EG0| (e HY EMel B 7H EE:

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -
ConfigurationName FSxRemoteAdmin -ScriptBlock {
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New-FSxFSRMClassificationRule -Name "Legal_7Year" -Property
"RetentionPeriod" -PropertyValue "7 years" -Namespace '"share/Legal Documents" -
ClassificationMechanism "Folder Classifier"

}

« Finance £ ol2ie| AT HIZ =0 CHEt 34 E&E:

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -
ConfigurationName FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationRule -Name "Finance_3Year" -Property
"RetentionPeriod" -PropertyValue "3 years" -Namespace "share/Finance" -
ClassificationMechanism "Folder Classifier"

}

o]
fjo
Y
L
>.
=
o
ok

o ZHAHE BRSO "EE 7|7t 7A" 22 EXtEs AME =L auct o[EA 5t
ClassificationMechanism "Content Classifier" LE A& LICIContentString
"Retention seven years".

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMClassification
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FE FHELLCL

[e][]
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4. (MEAF)M IS RS2 =

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMClassification -Continuous $true

ok

5. Ei (12 2= E ol0|F):

d

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassification
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6. =&7F 2 =X Windows File ExplorertiA] It S 024 QEZ HELR 3|5t S M
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1. ML HET ot ETME HgeLich

$schedule = @{
Time = "2:00 AM"
Monthly = @(1) # Run on the 1lst of each month

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $schedule -ScriptBlock {
param($schedule)
New-FSxFSRMStorageReport -Name "Monthly Large Files Report" -Namespace "share"
-ReportType "LargeFiles" -LargeFileMinimum 20@MB -ReportFormat "HTML","CSV" -
ScheduleConfigurations $schedule

}

2. (MEH A}

o2

) EDME FA| ddstod ChEE EHIAEFLICH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMStorageReport -Name "Monthly Large Files Report"
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$schedule = @{
Time = "3:00 AM"
Weekly = @('Sunday')

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $schedule -ScriptBlock {
param($schedule)
New-FSxFSRMStorageReport -Name "Weekly Files by Owner Report" -
Namespace "share" -ReportType "FilesByOwner" -ReportFormat "HTML","CSV" -
ScheduleConfigurations $schedule

}

2. (M= AL

o

) EDME FA| ddstoi ChSE EHIAEFLICH

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMStorageReport -Name "Weekly Files by Owner Report"
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Step 1: Storage capacity
increase request to 800 GiB.

FSxg
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Storage volumes

Step 2: Amazon FSx adds the new, larger disks.

200 GiB
Storage volumes

Step 3: Amazon FSx migrates data to larger disks.
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Step 4: Amazon FSxremoves smaller disks.
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2. Ch3of et 52 ol 7HH[X] =& 2 o] =5 dHstMe

$FiveMinutesFromNowUTC = ((get-date).AddMinutes(5)).ToUniversalTime()
"~ ¢$DayOfWeek = $FiveMinutesFromNowUTC.DayOfWeek
~ ¢$Time = $FiveMinutesFromNowUTC.ToString("HH:mm")
" Invoke-Command -ComputerName ${RPS_ENDPOINT} -ConfigurationName FSxRemoteAdmin -
ScriptBlock {
Set-FSxDedupSchedule -Name "WeeklyGarbageCollection" -Days $Using:DayOfWeek -
Start $Using:Time -DurationHours 9

}
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https://docs.microsoft.com/en-us/windows-server/storage/data-deduplication/interop
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NERAERIR YT HY MY

Enable-FSxUserQuotas NEX AEEIR| BEBE 285U M8 5L S Of AlSHE
LICH

Disable-FSxUserQuotas MEX AEEX| EFE T U MES SX|ELICH

Get-FSxUserQuotaSettings Tt A& HA ALSA AERIK| BT Y MBS HAELIC

Get-FSxUserQuotaEntries Ih AJARIO| JHE AL AF L T E 0 CHEF SIRH AFSAH AE ||
¥IY ¥R HuELc
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EEE I 2 HIOIE B2 XI™E LI

Zt PO 2etel E2U2 2 E Y S0l ciet Hx & NS ELICH o] =Z 2ol M4 stE{H
5 i

-?2(0dl: Enable-FSxUserQuotas -?)2} &7 By S AegrL|ct.

A2EEX| HEF e 243



ol
>
E

x

Amazon FSx for Windows File Server Windows At

ol A|AEl AEZ|IK| 22F 7}

AEZ|X| 2F ALgH0| B4ZE | FSx for Windows File Server T A|AEIO| AEZ|X| 2 52 £
U&LICt ChS ™xtof| MHEI CHE Amazon FSx 24, AWS CLI &5 & Amazon FSx APIE AFE 5104
o A|AEIO| XY 82 =2 = USLICH RIME LIB2 AECX| 82F 2| MME IR FHMIR.

oL A|ARIO| AEZX| EF BIHEE
1. https://console.aws.amazon.com/fsx/0ll Al Amazon FSx & & L|C}.
2. LY AAEOCE 0|535t0]1 AEEIX| 8F S =2lE4= Windows It A|ARIS MEAEFL|CH
3. UM AEZX| YHIO|EE MEFLICH E= 29 THH|M Tt A|ARIO| AEZX| 8F A
of /U= YOIO|EE MEELICH
AEEX| EF YHIO|E Fo| EAIFELICH
4. U™ YoM HESS MESto] AR M HEBE HWEEE M AEE(X| EF S L=stHL
MCHE MEN5Ho{ GIB HHeIE A 2t 2 =gt
5. Hste AEEX| 8-S Y=FLICHL
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Hot= T 2t #M 220 10% 0|4 7{of g L|CHZ[CH 22 65,536GiB).
6. YUCIO|EE MBS0 AEE[X| 8 YUO|O|EE Al ELICH
7. YUCIo|E B mt AAE ME HE HO|X|0AM LEo|E T A& S ZLIEHRE &+ U&LICEH

oY A|ARIO| AEE|X| 7 B7HCLI)

FSx for Windows File Server It 4 A|AEIQ| AEE|X| 82 =224 update-file-system AWS CLI
BHS ALSELICH CHS mhetolEE A™ELIc

« --file-system-idE& UCIO|EdtEi Tt A|lARQ| IDE HHEELICH

« --storage-capacityE ©M ZLECH10% Ol 2 S =2 A eLCh

AWS CLI B3 describe-file-systems& Al&3t01 YHIO|E FHES ZLIERE = U&LICH E=i0]

M administrative-actionsZ &&LCH

KEMIEH LI 2 AdministrativeAction2 2 X2 5HMIL.
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https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_AdministrativeAction.html
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o

o1 R&0l CHEt 7HE 2120 AlolE FHed 10747 LIGEILICH Y AlAB0| AEBIX| 8 S SEIH

o o=

FILE_SYSTEM_UPDATE Z! STORAGE_OPTIMIZATIONO|Zl= & 7He| AdministrativeActions
xodo| MAMELICH

22 300GBO|H, 2AEC|X| 8F 2 1000GB§ §E|7| -.—I?_F ZE| ZMo| ER B

"FileSystems": [

{
"OwnerId": "111122223333",

"StorageCapacity": 300,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "PENDING",
"TargetFileSystemValues": {
"StorageCapacity": 1000
}
1,
{
"AdministrativeActionType": "STORAGE_OPTIMIZATION",
"RequestTime": 1581694764.757,
"Status": "PENDING",
}

Amazon FSx= FILE_SYSTEM_UPDATE 242 HX M2lstod H & M AEE[X| C|ATE T AlA
ol F7tefuct ot A|IARIM M AEEIXKIE AAEE = UA B FILE_SYSTEM_UPDATE & Ef
7} UPDATED_OPTIMIZINGS Z HAELICH AEEX| 82 H 2 MER 2t2 20430, Amazon
FSx= STORAGE_OPTIMIZATION 22| 242 AM2|5t7| A& EFLICt O|= describe-file-systems CLI
BHolCts SE U 2ol Lt AU&LC.

oI

ProgressPercent £82 AER|X| 2|M5t T2 AM|AQ| TI™ A& 2 ZAIFLCH AEZX|
2| Mgt T2 MAF 22| FILE_SYSTEM_UPDATE 294 A'E{7} COMPLETEDZ HZAL|T
STORAGE_OPTIMIZATION %fd0| { O|&F EAIL|X| &f&LICEH
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A

"FileSystems": [

{
"OwnerId": "111122223333",

"StorageCapacity": 1000,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "UPDATED_OPTIMIZING",
"TargetFileSystemValues": {
"StorageCapacity": 1000
}
.
{
"AdministrativeActionType": "STORAGE_OPTIMIZATION",
"RequestTime": 1581694764.757,
"Status": "IN_PROGRESS",
"ProgressPercent": 50,
}

AEZX| 22F S710f Auist™ FILE_SYSTEM_UPDATE %f¢] A'EH7} FAILEDZ HZAEL|C. 0]
FailureDetails &2 CIS of|xl|2t Z 0| Alufof CHEH HE

mp o
Pl
Okl
o
r
o

"FileSystems": [

{
"OwnerId": "111122223333",

"StorageCapacity": 300,
"AdministrativeActions": [
{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"FailureDetails": {
"Message": "string"

},
"RequestTime": 1581694764.757,
"Status": "FAILED",

2EEX| E7F 2LEHE
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"TargetFileSystemValues":
"StorageCapacity": 1000
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Parameters:

-FSxID

- Free storage threshold
- Adjust Alarm Flag

Amazon FSx for ‘ xxhc
Windows File Server CloudWatch Alarm Amazon SNS

FSx Reports
Free Space to CloudwWatch

CloudWatch  _ Triggers Alam @)
FSg > G@ dils D
! :

Expand Adjust Alarm
File System Threshold = Yes

| \

AWS Lambda

1. CloudFormation BZZ!2 CloudWatch B&, AWS Lambda & <, Amazon Simple Notification
Service(SNS) CH7 |2 & 2 & Zl4 AWS Identity and Access Management(IAM) 23&t2 HiZ &L
CH IAM &2 Lambda &40 Amazon FSx API 242 3 &8 + Q= HMEtE FoigLct.

o

2. CloudWatchE It A|AEIO| 04R AEZ|X| & 0| X|HE UAIZL oleZ Ho{x|H BEE EC|H
5t Amazon SNS CH7|Q0f| HIAIX|E EHL|CE

3. 12{™H £FM0| 0] Amazon SNS FX|E 7 535t= Lambda &+E E2|7{ELICt

4. Lambda &f £ XIHE 718 ¢S 78tz M ot A[AHE AER[X| 8 S Aldtstn M T Al
AR AEEX] 8FE dHEELICH

5. Lambda &£ It AAEC| M AEEX| 8F L XIHE HIED 25 0if 2AEEX| 8T LA

ate Meisioz ZYE £ AsLic

6. Lambda & 49| #2 CloudWatch ZE &'El 2! ZA10t= Amazon SNS CH7|& 2 & ELICTH

CloudWatch AE 0| CHEF SEHo 2 & El Zredof CHEr 2 drfop{dd 75 &2l o|lH| o] MBS E
2I3 E [}2} Amazon SNS F=A| +5 & &Qlalof gFL|Ct.

AECIX 88 54

0l

7t 249



Amazon FSx for Windows File Server Windows AtS A M
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71822 %ULICt LowFreeDataStorageCapacityThreshold®| EH¥IE GiBE X|H5t7Lt
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AlarmModificationNotification
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Ol ID7t 24010k B LICt. Amazon FSx ElaA d4dof| CHEt AHAIEH LI& 2 Amazon FSx for Windows
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Specify stack details

Stack name

Stack name

FSxWindows-Dynamically-Increase-Storage-Capacity

Stack name can include letters (A-Z and a-z), numbers (0-9), and dashes (-).

Parameters

Parameters are defined in your template and allow you to input custom values when you create or update a stack.

File System Parameters

FileSystemid
Amazon F5x file system ID

fs-0123456789abcdef0

Alarm Notification

LowFreeDataStorageCapacityThreshold
Low free data storage capacity threshold (GiB or %)

200

LowFreeDataStorageCapacityThresholdUnit
Specify the Storage Capacity threshold Unit (GiB or %)

GiB v
EmailAddress
The email address for alarm notification.

mmajor@example.com

Other parameters

AlarmModificationNotification
Would you like to adjust the percent increase for the next FSx storage increase event proportionate to the requested increase?

Yes v

Percentincrease
Provide the percent increase for File System Storage. This value should be between 10 and 100

30

Cancel Previous Next
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6. AEOAM L2 MME AEstD &0lgtLCt BIE2I0| IAM BlAAE MAMICH= 748 &0l5tE
Eolgtg MErstof ot
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o A|AE S| AEE|X| 7S UO|O0|ESHZI(CLI)
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KEAIEE L2 2 AdministrativeAction2 & XSHAMIR.
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AWS CLI 2! APIE At23510{ UOH|0|1E ZLIE{E

describe-file-systems AWS CLI @231} DescribeFileSystems APl 232 AF&310{ Ih AJAE]
AEZX| RE HO0|E 2¥E ED 2LHTY = U&LICH AdministrativeActions Hi
Mo Z 22| & ol cigt 7HE 22 o] O|0|E =d 10707t LIZE LICH oY AJAEQ|
SSD IOPSE =2|™ FILE_SYSTEM_UPDATE2} STORAGE_TYPE_OPTIMIZATIONO|Zt= 5 72l
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« Al - SSD IOPS diO|Eof Auigi& LIt AEE|X| Mol|o|E 7} Muist RHA|EH O|RE E{H
?2E& MEASIL|CE.
B (%)
AEQIX| 2|MHet T2 MAS| FIHES FEEEE EAFLICH
™ Alzt
Amazon FSx7} YOI0|E =] @S B2 AlZhdL]Ct.

AWS CLI 2 APIE AlE

describe-file-systems AWS CLI &

IOPS UH|0|E M8 E1 ZLIEZ

o fol CiEr 71 22 2| Yoo
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E X 10707}t LG ELICH oY A[AB9[ SSD IOPSE
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PowerShellol| A §423 # 2|2 /5] Amazon FSx CLIE AF&35t0 Tt A|ARIS| HIO|H 55 A7+ A
Heg #r2lg = U&LCH PowerShellol M Amazon FSx CLI #73 # 2|2 AFE st ol CH et XbA|EH
LI 2 PowerShell& Amazon FSx CLI AFE 2 & X3IMI2.
CIE22 CIOIE = NM7Ho| A8E = U= BHEYLCE
HolEe 52 &+ H =k
Enable-FSxDedup I S R0 OlOIH &5 MHE &St gLIct ololH &5 A
HE gMsl5tM 55 AN £ Olo|EH ¢F0| 7|12XMo 2 #4435t
Euct.
Disable-FSxDedup oY SR0AM Ol0|E{ 55 N7HE HIE &g Lt
Get-FSxDedupConfiguration Z|MSLE 2Tt 2|4 T 37| Y EE 7|zh &S M, MelE Tt
U 8 W ECE HIRE 58 MAH 7H HEE AAMgLICH
Set-FSxDedupConfiguration Z| M E Qe 2|A oY I 7| Y EE |7 &S MY, MeE nt
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Hole 55 7+ EH HE

Get-FSxDedupStatus 5= N7 SEE AM5t T ot A|ARIO| 2|xst Mzh oot &
EY, It A|AEIO| OtX|2 S5 A|7{ Zredol CHEt Alzt & 2t=2 4
EHE MESI= &7 T8 S48 ZEFAML

Get-FSxDedupMetadata &5 N7 =235t HEIC|O|EHE AAHE LICY.

Update-FSxDedupStatus ACo|EE Tlo|E &= X7 H& HEE Hitstn AAghL|Ct

Measure-FSxDedupFi Z0 382 ANE 32 Tt A|ARIOM EEE = = &R

leMetadata A2EE|X| 37hE FHst D M LICH mtYol= CHE ECet S
fEl= 830t e 427t Hae, Hlo|lH 55 A7 Elol
fotn AxE HIE Abreolct

Get-FSxDedupSchedule Al HolEl 55 M7 &S AMEFLct.

New-FSxDedupSchedule ClIO|H 5= M7 €HE BHED ASXF X|IHSHMIR.

Set-FSxDedupSchedule 7| diojlH 55 M7H dHe| 7+ MEHE HAFLICH

Remove-FSxDedupSchedule &5 M7 282 AA|ELICH

Get-FSxDedupJob 2R A SO[HL CHY| SA 2E = MH 2o def 2 ™
=]
Stop-FSxDedupJob stLt ool X|HE ol &5 M7 2SS FATLICH

Zt BHEo| 2RI E U2 2E BH SMof| Cigt X E NS ELICH o] =S 2hof HM|ASHE{H

=
-?(0dl: Enable-FSxDedup -?)2} &7H B2 AlsHetL
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ClolEf &5 X7 & 43t

n

CtZ3F Z 0| Enable-FSxDedup BEE A& 3t0{ Amazon FSx for Windows File Server It & & &0
M O0|H &5 MHE &Mdstect.

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {Enable-FsxDedup }
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Disable-FSxDedup BEE AtEsto] U A|AE|M OB S5 M7HE 26| HIF H3te = U
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HOIEH &5 M7 ™ dd
R 2o 22 7|8 ™ol & & s3HX|2 21 22 New-FsxDedupSchedule BHEE2 A& 5104
M35 M7H LEE B = U&LICH Ho|EH &= M7 ™2 UTC AlZhE AFSELICH
PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.coxrp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {
New-FSxDedupSchedule -Name "CustomOptimization" -Type Optimization -Days Mon,Wed,Sat -
Start 08:00 -DurationHours 7
}
Ol HH2 e 28 EL U0 A¥E|= CustomOptimizationO|2tE O|& 9| Y E MAd5t0d
OHY 27 8AIUTC)O B3 AIXHst ZICH XI4 Algh2 7AIZHOIH, 11 OIF 0T SHefo| A% A 5
| SKIELICH.
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CtS 1} Zr0| Set-FsxDedupSchedule BHHE At
L|C}.

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com
-ConfigurationName FSxRemoteAdmin -ScriptBlock {Set-FSxDedupSchedule -Name
“BackgroundOptimization” -Enabled $false}

Remove-FSxDedupSchedule -Name "ScheduleName" HHE AI&3t0{ 55 A7 L™ MAH
& &= Ql&LICH 71&# BackgroundOptimization 5 M7 YH2 =ML MHE = glom CH
Al H|gg5tsiofF &t

CIOIE &5 MH dE =8
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PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {
Set-FSxDedupSchedule -Name "CustomOptimization" -Type Optimization -Days
Mon, Tues,Wed,Sat -Start 09:00 -DurationHours 9
}
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Sto M st Claz 37tel &2 Eod™ OhE 20| Get-FSxDedupStatus

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.coxrp.example.com -
ConfigurationName FsxRemoteAdmin -ScriptBlock {

Get-FSxDedupStatus } | select
OptimizedFilesCount,OptimizedFilesSize,SavedSpace,OptimizedFilesSavingsRate

OptimizedFilesCount OptimizedFilesSize SavedSpace OptimizedFilesSavingsRate

12587 31163594 25944826 83

(@ Note
Ct= TtEtO|E{of CHE HE SEo| EAIE 22 AE" = 122 2 Capacity, FreeSpace,
UsedSpace, UnoptimizedSize, SavingsRate S2| Zt2 AF&3HX| etotof gL|Ct.
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Update type Target value Status Progress % Request time A
Storage capacity 154 @ Completed - 2020-05-22T12:14:58-04:00
Throughput capacity 64 @Completed - 2020-05-22T12:14:50-04:00
Throughput capacity 128 @Completed - 2020-05-21T13:55:58-04:00
Storage capacity 140 @ Completed - 2020-05-21T13:55:30-04:00
Storage capacity 122 @ Completed - 2020-05-18T11:36:33-04:00
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"ThroughputCapacity": 8,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "PENDING",
"TargetFileSystemValues": {
"WindowsConfiguration": {
"ThroughputCapacity": 256
}
}
}

Amazon FSx7} &4 x{2|& &t =5t AEN7 COMPLETEDEZ WHZAEL|CH a2 H oY A|AE0| A
F o

M X2 8F S MEE 4 U2 ThroughputCapacity &40l EAIEILICE OlE describe-file-
systems CLI BHo| Ct5 8F LHZ ol L2t AU&LICt.

"ThroughputCapacity": 256,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "COMPLETED",
"TargetFileSystemValues": {
"WindowsConfiguration": {
"ThroughputCapacity": 256
}
}
}
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aws fsx update-file-system --file-system-id fs-0123456789abcdef® --windows-
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aws fsx update-file-system --file-system-id fs-0123456789abcdef® --windows-
configuration DailyAutomaticBackupStartTime=01:00
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aws fsx update-file-system --file-system-id fs-0123456789abcdef® --windows-
configuration WeeklyMaintenanceStartTime=1:01:30
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T 8T S =cle Rol E&LICH o|F A st ot A|AR| SE 8 2lAaA7E HEE|o{ #X| = M
T2 SAE AXet 22 EME EXIE + J&Lich

Z|CH M= SAHE =& ZICH 5007477t K| A8 + U&LICH a2t BF Y o A|AEo|M CHEE &
ECIX(TB 2)E RX|stE M= SAE E= M= SAE0| B2 32 ol =& X Fol 572
d2 Z2ZMATL Y ECH 2ef AE = UELICE Ol Windows0i|A M= SAHE X A0 CHer A
e HALE Asliok ot 7| =Z ILICH 8 M= SAIE S R X[t A Windows 7t A 7| Al SAHE
S sdliok st2 2 1/0 Aol x| AlZho| Ho{E +~ U&LICH

« DU AABRIO QT ZE @F M0 = SEE O5 T2 T2 H|XM'IsHok & LICH Amazon
FSxE Microsoft Windows Server0 M XS st= M= SAIE 7|5E M3 ELICH Microsoft
Windows= AH 4 M 7| A| SAL & AIS A E5L0{ 7HE %2 9] AHEO SME A o|Fo #HE LIS

7|25, 0|23t M7| & 2A &,Foggg Qe RE mel a7| Zedol CHa EICH Ml 12| 1/0 &
O| HfAHSH &~ Q,IQL,lL'_I- Windows7t & £0{2&= 1/0 75.“’:1 S E WtV K] ZotH o ol M7 &

SME Soll M=? SAEE RXIE + Q7| HE0| ZE M= SAIEO0| AKX E = U&LICH

2hA Th A|AEI 9| ELEE QT AEo| BHH| S 28t I/O Ms 822 Z2H|MHstE ol 5%
LICHIY M 1/10 ds2 2™5tE AMel 8 Al AE2[X[ 110 ds2 A™stes &

18 2F).
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HDD AE2|X| CHAlI SSD AEZ|X|2 A=

o Il A|AHEIY| 2MHE O MESR EAE AEZ|X| 2FF 2]0] %A 320MB2| 048 270 /oo
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5GB MaxSpace 2|0i &4 320MB 0|4 2| 047 JZ7t0| QloqoF &LCt.
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Amazon FSx for Windows File Server

Windows AHS AT A

e T W E S

Amazon FSx It A|AHEI| M= SAHEES 78 F0ls ASA7HHE ot = EG2 0 H
A

Mg Wes S5 ANE tYg ST £

AERE =8 Windows IHY Ef M 7| QIE{H|O|AE AFE5I0{ IHUES O|T HTC 2 SHE = A&
LICH DS Sete{H SHY 1S MEle O HEAE(DIRA REF HE 28]) HIFolM o]
M HH SHE MEstAR
' [+] = | July-2019
m Home Share View
= w » ThisPC » share (\\fs- » Documents » July-2019
~ Marne Date modified Type Size
7 Cuick access
| staff-minutes07092019  7/30/2019 1:57 PM Text Docurnent 2KB
I Desktop :
|=| staff-minutes] T ent 2 KB
= n
=] Documents [£] staff-minutes( PE ent 2EB
4 Downloads Print
| Pictures R
& Sh
July-2019 2
Open with >
B8 This PC Restore previcuuswe}rsicuns
- 3D Objects Send to >
= C on
- Cut
I Desktop
Copy
=] Documents
jv Downloads Create shortcut
] Delete
J’l Music
Rename
| Pictures
B Videos Properties
e Local Disk (C:)
== share (\\fs-
Documents
i July-2019
1 test ¥
Jitemsz 1 itern selected 1.19 KB

JB484 AFBRHE OfF X

==oM oM biXg B S
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Amazon FSx for Windows File Server

Windows A& AT A

General Securty Details FPrevious Versions
d Previous versions come from shadow copies, which
& are saved automatically to your computer’s hard disk.
File versions:
Mame Date mu:u:lxi"r'iecl

~ Today (2)

=| staff-minutes0720201% 7/30/2019 1:52 PM

=| staff-minutes07202019 T/30/2019 1:30 PM

Open |*| | PBestore |v
QK Cancel -

TR AEEIX| Y UM ABHER MES SAR T4

TR MES SAE MEA MY U U
UBLICH 712 ME S SAHE

CH 10%E AFE5tE S & LCt.
8% 183 SoiLtxl ShaLIC

1. I A|AED HEQ3Z 2AZAE Windows ZAF
2. IO AAH 22X OE S| 2O E Windows

Edl
Managed Microsoft ADSHE I &2 AWS ?|E FS

FE QUAEA 218 LICH oM AWS
x 22| XtlL|ct. RFA| 2212 Microsoft ADOI|

IE JHE ABAHEE MEs SAE 74
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Amazon FSx for Windows File Server Windows AtS A M

0

Malld 252 0 AaBS dde m elE flo x1-e THQ 2kt Es ASA XIE 2
= LICH XEAIEH LIE2 Amazon EC2 AL DB S| Windows 2IAEA 0| HZES HZsHM .

3. O3 BHE Ao M= AEZ|X|Q| 7|2 S HYELICH FSxFileSystem-Remote-
PowerShell-Endpointg ZE|E Tt A|AEIS| Windows ¥4 PowerShell AEZQIE 2 Hb S
LICt. Windows ¥473 PowerShell IE ZQIE = Amazon FSx &, I} Y AAE HE HE stHH9|
HERZ 2 2ot MM EE= DescribeFileSystem APl 2t4o| SHOIM 32 £ A&LICH

PS C:\Users\delegateadmin> Invoke-Command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {Set-
FsxShadowStorage -Default}

CH
=

a

0lo

CSa Z&Lch

rlo

FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

1. I A|AEID HEQI3Z ¢dZE Windows ZAFE! QIAEI A e4ZAsHLICH
2. I A|AE 2R 229 FAO 2 Windows 5.':1%%' CIAEIAO] :LO_E. LIC}. 01IH AWS

m
o
o
>
°
C
[ul
>
i
|_
R
"o o
=
Q
o
(72
(@)
=
>
(W)
2

Managed Microsoft ADSHE 1&2 AWS 2= 2
Mg 282 I A|ARES HMHE I 2EIE -?—IéH X|Hg zH el EFEIXP E= PQXP €
ElLict xtAE L8 2 Amazon EC2 AHE ME M| Windows QAR A A2 HASAML.

= O
3. CIE BBS AE5t0 7|2 M= SAH dHE dYELc

PS C:\Users\delegateadmin> Invoke-Command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {Set-
FsxShadowCopySchedule -Default}

Eof

rr
o
el
nx
0
rn
d

|2 dEol ZAIELICH

0lo

FSx Shadow Copy Schedule

Start Time Days of week WeeksInterval
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https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html

Amazon FSx for Windows File Server Windows AtS A M

2019-07-16T07:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1
2019-07-16T12:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1

27} 4 U AR RIE MER SAHR QT M40l CHet RIS LSS ALSRE A1 ME2 SAHE
YR MM MMS FESHL.

MES SAHE0| Tt AAEI0M AP & £ Q= 2| AEE|X| 8FF 2 Set-FsxShadowStorage
P%XP K| PowerShell &S AFE5t0o{ Holgh = A& 44 -Maxsize EEE -DefaultE
XA

Ct. Of
A-83tod M= SAHEO| HE =+ %Jt Z|ch 27|18 XIEg & A&LICH DefaultE ArEstH 7t ot
U AAEH AEEX]| 8T 2| =) 10%2 DY ELICH SYUS BH0| -Maxsize?t -Default OH7HHS
£ x|8g + elgLich

HA EH

-Maxsize& AFE35t04 ChZ1 Z 0| M= SAIE 2EE[X|E Holg + /U&LICh

HFO|E B9l Set-FsxShadowStorage -Maxsize 2500000000

- ZZHIO|E, HI7tH}O|E, 7|7IH}O|E E= T|EF B 9|: Set-FsxShadowStorage -Maxsize
(2500MB) EE= Set-FsxShadowStorage -Maxsize (2.5GB)

- MA AEE|X[C| B2 E: Set-FsxShadowStorage -Maxsize "20%"

« 2X|8t: Set-FsxShadowStorage -Maxsize "UNBOUNDED"

-DefaultE AFE3504 I A|ARIS| Z[CH 10%E AEHEE MR AEE|XIE 521 Set -
FsxShadowStorage -DefaultZ MHEELICL 7|2 SM Ao CHet RtA[EH LI8 2 7[& AEE[X|

Ol HE MEBSIEE MER SAIE 748 MME 32X SHMIS.

FSx for Windows File Server It A|ABIGM MESR SAIE AEZX| 8T MY

1. I A|AEH ZEXF 2ES| FHEHHHC AFEXRIZE T A|AE| T} L'||E°-|H oiZdol 7t ARG 2l
AEAO| AZAEILICEH oA AWS Managed Microsoft ADSHE 1&2 AWS {{&El FSx 2R
LICt RFA| 2213 Microsoft ADOIM SHiE I &2 Tt A|AEIS MME M #elE Qs XI™SH =
HIQl 22X E= AFEAF X|H & YLICH REM|EH LI& 2 Amazon EC2 AFE A& M 2| Windows
QIAEIAN A4S HZFAML.

2. ZHFEI QIAEA0|M Windows PowerShell &€ 3L|Ct.

3. CIE HHZ AFR 35104 Amazon FSx IHY A|AEIO|A &2 PowerShell M4 3L|Ct.

FSxFileSystem-Remote-PowerShell-EndpointE& /& It A|AEQ| Windows &2

ME? SA 2EE[X|9| 2|0HE 4 297


https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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Amazon FSx for Windows File Server Windows AtS A M

PowerShell IEZQIEZ HIELICH Windows & Z3 PowerShell IE X QIE = Amazon FSx &,
oI AAE M HE 3| HERT L 2ot MM EE= DescribeFileSystem APl Q19|

SEHM S = A&LCH

PS C:\Users\delegateadmin> enter-pssession -computername FSxFileSystem-Remote-
PowerShell-Endpoint -configurationname fsxremoteadmin

Cl2 HS A25l0 I AlAHI| MER SAHE AEZ|X|7} 00| FAE|o] UX| ot x| 20l
3I-|_||:_|.
=

[fs-1234567890abcefl2]: PS>Get-FsxShadowStorage
No Fsx Shadow Storage Configured

ﬂ

5. -Default SME ALE5t0{ MER AECIX| 8 S SE210%E AHtT M= SA229
X

CH 7H=+& 20712 dEELch

[fs-1234567890abcefl12]: PS>Set-FsxShadowStorage -Default
FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

0 @ 32530536858 20

-MaxShadowCopyNumber It2t0|E{2} EH7A| Set-FSxShadowStorage BHE AHS st 1~5002| &t
g X850 ot A|ARI| SIB = 20 M2 SAIE =& MEte = J&LIch Z7|2Xe 2 gy
2|3 20 CHaH Microsoftol| Al THE 5t= CHE IEH MES SAE == 20702 MEE L

ME? SAE XHEL 27

ot A|AEO] 217 PowerShell MA40{ M Get-FsxShadowStorage WS AI& 3504 I A[AEIQ|
MES SAH2O0| HX ArE5te AEZ|X|Q] 2 & = USLICH THY A|IAENM 22 PowerShell Al
Mg AlEtstE wof cigt XIE2 PowerShell® Amazon FSx CLI AHE MIME XM L.

[fs-1234567890abcefl2]: PS>PS>Get-fsxshadowstorage
FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber
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T

Hole OS2 20l M= AEZ|X| 70| ZAIELICH

AllocatedSpace - ¥ X M= SAIEO| &2 E It A|ARIO| AEE|X| (HIOIE)RILICH M
of of gft2 olLct.

UsedSpace - x| M= SAIEM ALE3HE AEE|X|2] Y(HIOIE)QILICH ®Z0il O Zf2 0¢
L|C}.

« MaxSpace - M= AE2[X|7} HE £ U= 2|0 2AEE2|X| &(HOIE)JLICE Set-
FsxShadowStorage BB & AI&35t0] M= SAIE AEE[X[of M st= ZELICt.

« MaxShadowCopyNumber - It A|AEIO|M 7HE! &= = ZICH MER SAIE =2, 1~50070 L
Ct.

UsedSpace ¥0| ' EE Z|CH MES? SAIE AEE|X] &(MaxSpace)dll TESHHLE M= SAIE =
7t +EE ZCH MES? SAHE £(MaxShadowCopyNumber)o| EE51H CHS AHE SR SAHEO| 7+
QEE M= SAIES EHﬂl%*L—lEl-. M QEIE M= SAEE X dotiH MER SAE AE

CIX|E 2LE—E0 M ME? SAEE XMEE S2E8 ME ol =X 5o S0l H &
QEBRIIEME? SAES &xﬂ%w_r Ztf M2 SAE 2E2[X] FE 58 = AaLch
® Note

MESR SAE0| XS T 502 EE M M= SAE2 XMEA MEIeE 748 M
T2 SAE XYL TS ASELUCH M= SAHES2 Alzto| X|Eofl et 27174 HX|H
CloudWatch FreeStorageCapacity X|ZE0| ZA|E AL 7tS8t MY S22 2L MER
SAE MY SENK| EEFLICHMaxSpace).

ANEXXE ME? SAIE Y 4

MES SAE LHE2 Microsoft Windows 2| 0f|f 2t EE|7HE ALE35101 M= SAEO| AIS22

HEEE A7IE RIEELICH ME? SAE Yol E2IH7EofE] 7] IE = ULEE dHE R

tHl ZHE = JUELICH ME SAHE U™ 8 Hol StLEH EME &= J&LICH MES? SAHE &
15 |

= d HM ME? SAHE AEE[X|o| &2 d-stiof #Lict

of

-
u
-
2
O

x4
o

It A|AEIO| A Set-FsxShadowCopySchedule BHEE MStH 7|E MR SAE YHE EF
SHo{&LICH Ecto|ME AFE{7F UTC AlZHCHO| = A< Windows A|ZHCH 2! -TimezoneId &M
2 AME835t0od EB[HO| AlZHTHE X|HE =& U&LICH Windows AlZHCH 55 & E 248 Microsofte| 7|

=2 AIZFCH MEME 2 E 7L Windows B ZEZ E 0 M tzutil /18 AESIM L. Windows &
o E2|Hoi ciEr XEMIEH LIS 2 Microsoft Windows 7Hel A} MIE| MMl 294 EZ|7{E R ESIMIL.

— =
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https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/default-time-zones
https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/default-time-zones
https://docs.microsoft.com/en-us/windows/win32/taskschd/task-triggers

Amazon FSx for Windows File Server Windows AtS A M

-Default 418 N 83017l MR HAL UHE W2/ UBY S5 Ao AT LiSE
Jl2 252K U NS NSFHES M2 SAE T4 MME HESML.

AER XM MES SAHE QX Al

1. Windows 0f|Sf 24 E
Al7|E HolgtLct 2
X

21 MEE Sistol MES SAE YoM MES SAEE Yasts
?E =|
01 0 EE|HE ’é‘é‘ﬂuﬂ'.

CHS dAoME O3 ERU~2LY, 2T 6Al, 2F 6A(UTC)| M= SAIES ddst= Al
EX XE M= SAIE A2 ddefLIch BHE Windows 04| 2] EE[7H0|M A[ZFTHE XIH

o
7

= b BHE
Stx| gf= B 7IEM2 2 AlZt2 UTCZ EA[ELICH

PS C:\Users\delegateadmin> $triggerl = new-scheduledTaskTrigger -weekly -DaysOfWeek
Monday, Tuesday,Wednesday, Thursday,Friday -at 06:00
PS C:\Users\delegateadmin> $trigger2 = new-scheduledTaskTrigger -weekly -DaysOfWeek
Monday, Tuesday,Wednesday, Thursday,Friday -at 18:00

2. invoke-commandE& AF835l04 scriptblock BWaE ASEtLICt O/ A 5t &= BHE new-
scheduledTaskTrigger 22 MER? SAtE UHES MYt AR EJ 2 ELICH
FSxFileSystem-Remote-PowerShell-Endpoint& ZE|& EP?E A AEIO| Windows #Z4
PowerShell IEXZQIE 2 H-ELICtH Windows ¥4Z3 PowerShell QIEZQIE

E £ Amazon FSx 2%,
ol AJAE ME ME 50| I EQT 2 Hot MM = DescrlbeFileSystem API 49|
SEOUM EHE = J&LCt

PS C:\Users\delegateadmin> invoke-command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {

3. >IEZEIZENCIF ES Y50 set-fsxshadowcopyschedule BHES ALE510] MR =
A2 YEE d-Euct

>> set-fsxshadowcopyschedule -scheduledtasktriggers $Using:triggerl,$Using:trigger2
-Confirm:$false }

Thl AARIO) PAIE MES SAHE U0l EAIELICH

0lo

Efoil

rr

FSx Shadow Copy Schedule
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Start Time: : 2019-07-16T06:00:00+00:00
Days of Week : Monday, Tuesday,Wednesday, Thursday, Friday
WeeksInterval : 1

PSComputerName : fs-0123456789abcdefl

Runspaceld : 12345678-90ab-cdef-1234-567890abcdel
Start Time: : 2019-07-16T18:00:00+00:00
Days of Week : Monday, Tuesday,Wednesday, Thursday, Friday

WeeksInterval : 1
PSComputerName : fs-0123456789abcdefl
Runspaceld : 12345678-90ab-cdef-1234-567890abcdef

o AJAEIO| J7|E MER EAE 22 HE{H 1 A|AEIO| 2474 PowerShell M|440{| A Cl2 B
g alEdstLct ot A|AEI|M 73 PowerShell MM A|EHSHE ghEdol| CHEE X|&l2 PowerShell2
Amazon FSx CLI AF2 MIME B X SIM2

[fs-0123456789abcdef1]PS> Get-FsxShadowCopySchedule
FSx Shadow Copy Schedule

Start Time Days of week WeeksInterval
2019-07-16T07:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1
2019-07-16T12:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1

MER SAEES 852 F MMSIE{H Y A|AEIO| 2173 PowerShell Ml4A10]| CHE HHE =48
LICH ot A|ARIOA &3 PowerShell MM & AlZFsHE BEdod CHEE XI&2 PowerShell& Amazon
FSx CLI At MME EIZSHM|2.

[fs-0123456789abcdefl]PS>New-FsxShadowCopy

Shadow Copy {ABCDEF12-3456-7890-ABCD-EF1234567890} taken successfully

MES SAE dd 27| 301
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7|1E NME® SAE E7|

Bo| J|&E MER EALE MEE E{H nt A|ARIO| 274 PowerShell M|440{|Af C}S &
272 PowerShell MM & Alztst= 2ol CHEt XIE2 PowerShell€

[fs-0123456789abcdefl]PS>Get-FsxShadowCopies
FSx Shadow Copies: 2 total

Shadow Copy ID Creation Time

{ABCDEF12-3456-7890-ABCD-EF1234567890} 6/17/2019 7:11:09 AM
{FEDCBA21-6543-0987-0987-EF3214567892} 6/19/2019 11:24:19 AM

i
i

MES SALE A

ot A|AEIO] 2174 PowerShell M|440{ A Remove-FsxShadowCopies BHEE AI& 504 It A|AE
oA &t 71 O|& 9| 7|&E MER SAIES AXE &= USLICH Tt A|ARI0|A 323 PowerShell Al
2 AZ5HE Eol| CHE X2 2 PowerShell& Amazon FSx CLI AFE MME XML,

pie

Ct

0jo

14 7t

ro
!
1

ZM & StLHE A8 ot A X M2 SAE

fjo

kS

mo
r

Ct.

« -OldestE 7t QEiE M= SAIES AMAELICH
- SALI2 7IE MER EAESE
« -ShadowCopyIdE IDEHZE EH M

| SE7HLE, M2 SAHE

(SEC] PN
FIL L dELCH

Elo| 71 A QPHEl AHER EAHE S AMA|5tE{TH T A|AEIO| 2174 PowerShell M|4404| A C}
(o]

[fs-0123456789abcdefl]PS>Remove-FsxShadowCopies -0Oldest

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-FSxShadowCopies" on target "Removing oldest shadow
copy".

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y": Y

Shadow Copy {ABCDEF12-3456-7890-ABCD-EF1234567890} deleted

7IE M SAHE 27| 302
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T AAHO| S5 MES SAHES AHISHEIE T AIATIO| #Z PowerShell MAM0A T+ B
2 eUzyarLic

[fs-0123456789abcdefl1]PS>Remove-FsxShadowCopies -ShadowCopyId "{ABCDEF12-3456-7890-

ABCD-EF1234567890}"

Are you sure you want to perform this action?

Performing the operation "Remove-FSxShadowCopies" on target "Removing shadow copy
{ABCDEF12-3456-7890-ABCD-EF1234567890}" .

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y":>Y

Shadow Copy \\AMZNFSXABCDE123\root\cimv2:Wind32_ShadowCopy.ID{ABCDEF12-3456-7890-ABCD-

EF1234567890}".ID deleted.

5l24™ -MaxShadowCopyNumber IZt2}
ciL} O] 848 A2 A[ARI0|A =3t M
B2 FoBF HESELICH Tt A|ARO|

It AARIM 7HE QEfEl M= SAIE2S §H =+

OEE 2 M= SAIE2S Hdle =2 °4E||O|E%

C? EANES RS E ”HH‘E IS M2 SALA
#23 PowerShell MMM CHg BB E AFSELICH

r 1]
.J¢
Pl

[fs-1234567890abcefl2]: PS>Get-fsxshadowstorage
FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

556679168 21659648 10737418240 50

[fs-1234567890abcefl2]: PS>Set-FsxShadowStorage -MaxShadowCopyNumber 5

Validation

You have 50 shadow copies. Older versions of shadow copies will be deleted, keeping 5
latest shadow copies on your file system.

Do you want to continue?

[Y] Yes [N] No [?] Help (default is "N"): vy

FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

556679168 21659648 10737418240 5
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ME? SAHE dHE A

-~

M

MES SAHE YRS ARISHAH 1t AIATIO| 2474 PowerShell MA40iA]
StLIC} 1t AlAEof A 2174 PowerShell MAIS AlRHsHs ol CEt X|&l2
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[fs-0123456789abcdefl1]PS>Remove-FsxShadowCopySchedule

Confirm
Are you sure you want to perform this action?

Performing the operation "Remove-FsxShadowCopySchedule" on target "Removing FSx Shadow
Copy Schedule".

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y"): Y
[fs-0123456789abcdef1]PS>

MER SAE 2EZX], dE Y ZE ME? SAE 4K

JIZEQ BE MES SAHED MES SAHE UHS Zastol T2 SAHE 7S ARE 4 el
Ch. S A0l THU ALAEOIM MES SAHE AEEIXIE S8 4 aLint

O| U2 s~dste{™ ot A|AEIO 7 PowerShell M|410] Remove-FsxShadowStorage 3&
£ QladstL|ct. ot A|AEI0|AM 73 PowerShell M4 A|ZHstE ghedof| CHEH X| 22 PowerShell2
Amazon FSx CLI AF2 MM E B X SIMI2

[fs-0123456789abcdefl]PS>Remove-FsxShadowStorage

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-FsxShadowStorage" on target "Removing all Shadow
Copies, Shadow Copy Schedule, and Shadow Storage".

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y": Y
FSx Shadow Storage Configuration

Removing Shadow Copy Schedule

Removing Shadow Copies

All shadow copies removed.

Removing Shadow Storage

Shadow Storage removed successfully.
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RobocopyE A&3t04 7|& mtYUES Amazon FSxZ 0+0|12i|0|M5t= W

1.

Amazon FSx I} A|AEITL 58t Amazon VPCO| A Windows Server 2016 Amazon EC2 Q1A
EIAE AIZRFELICEH

Amazon EC2 QIAEIA 0| eAAELICH REM|EF LI 2 Windows QIAEIA & Amazon EC2 AFR A
HMO| Windows QIAEIAO| 1Z2E FHXSIA 2.

HHPCZEZEE G0 O 20| 7|& ot MBH(2EZHO|A EE= AWS LIR)o| AA I SR
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C:\>net use Y: \\fileserverl.mydata.com\localdata /user:mydata.com\Administrator
Enter the password for ‘fileserverl.mydata.com’: _

Drive Y: is now connected to \\fileserverl.mydata.com\localdata.

The command completed successfully.
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C:\>net use Z: \\amznfsxabcdefl.mydata.com\share /user:mydata.com\Administrator
Enter the password for 'amznfsxabcdefl.mydata.com':

Drive Z: is now connected to \\amznfsxabcdefl.mydata.com\share.

The command completed successfully.

5. UHEAE HwolM ZElxt Hete 2 A MEFLICH HE|R HEeZ Y ZFIE S
Windows PowerShell€ &1 Ct& Robocopy BHEE AA5to] A4 SRUHAM CHY S RE TtUS
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Windows PowerShell2 3L|C}.
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$shareFolder = Get-SmbShare -Special $false | ? { $_.Path -like “F:\*” }
$shareFolder | Export-Clixml -Path F:\SmbShares.xml

3. Amazon FSx It A|ARIO| Di\share0| A2 22 F:(ALSALS| EEIO|E EXNo] CHEt ZE & X
D:\shareZ CHA|3t04 SmbShares.xml It& TEIEL|CE
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$shares = Import-Clixml -Path F:\SmbShares.xml

5. CI M & StLIE A8 3504 FSx for Windows File Server I+ MM It SR E HM5t=
o €t 2ot 215 AN E &g Lct
CHelSE walo = Hot QIE M E Mt Chg HES AS gLt
$credential = Get-Credential
AWS Secrets Manager 2|&~AE AFE5t0{ 20t Q15 A E st Chg BE S AHSELICt

$credential = ConvertFrom-Json -InputObject (Get-SECSecretValue -SecretId
$AdminSecret).SecretString

$FSxAdminUserCredential = (New-Object PSCredential($credential.UserName, (ConvertTo-
SecureString $credential.Password -AsPlainText -Force)))

6. CIZ A3EEE AE50{ Y 3] 782 Amazon FSx It MHHE oOFo|2ei o[ MELct.

$FSxAcceptedParameters = ("ContinuouslyAvailable", "Description",
"ConcurrentUserLimit", "CATimeout", "FolderEnumerationMode", "CachingMode",
"FullAccess", "ChangeAccess", "ReadAccess", "NoAccess", "SecurityDescriptor",
"Path", "Name", "EncryptData")
ForEach ($item in $shares) {
$param = e{};
Foreach ($property in $item.psObject.properties) {
if ($property.Name -In $FSxAcceptedParameters) {
$param[$property.Name] = $property.Value

}

Invoke-Command -ConfigurationName FSxRemoteAdmin -ComputerName
amznfsxXXXXXXxX.corp.com -ErrorVariable errmsg -ScriptBlock { New-FSxSmbShare -
Credential $Using:credential @Using:param }

}
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Manage DNS aliases

Associate new DNS aliases

transactions.corp.example.com|

i
Specify up to 50 aliases separated with commas, or put each on a new line.

Assoclate

Current DNS aliases

Q 1 &
DNS name A Status
financials.corp.example.com ) Available

If you associate or disassociate DNS aliases, your file system will experience a temporary
loss of availability.

2R HE S50 A4e ST SEE ZLIHZE & UELICH SEi7 A8 7ts2= R AR
HEY 0| o AL AZELICHO| ZEMAE 2|0 258201 A2F = US).

DNS HEE 7|Z& ot A|ARD AZ(CLI)

associate-file-system-aliases CLI B3 E= AssociateFileSystemAliases API 242 At

|
83ot01 DNS EEE 7[& mt AL AZFLICH

=F
=

CtE CLI 23

ro
o2t

=

K8 ot A AFD A7 L

2Z0/A DNS #4E FSx for Windows File ServerZ 0+0|Z18{|0[M 320


https://docs.aws.amazon.com/fsx/latest/APIReference/API_AssociateFileSystemAliases.html

Amazon FSx for Windows File Server Windows AHS

aws fsx associate-file-system-aliases \
--file-system-id fs-0123456789abcdef® \
--aliases financials.corp.example.com transfers.corp.example.com

SE 2 Amazon FSx7h It A|AET 445t HE ol HEfE EoiELICH
{
"Aliases": [

{
"Name": "financials.corp.example.com",
"Lifecycle": CREATING

3,

{
"Name": "transfers.corp.example.com",
"Lifecycle": CREATING

}

i FQl HE o] MENE ZLIE{R5t24™ describe-file-system-aliases CLI &

(DescribeFileSystemAliases= & &gt APl 2 )& MEELICH Lifecyclel| EE 2f0]‘ALE 7}
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SPN2 F Hoil 5tLt 2| Active Directory ZHF B Z4A| 22 @488 o U&LICH BHE Th A|AEIQ|
Active Directory Z4FE{ Z{A{|0i] CHall 7+ 4=l DNS O|& 2| 7|E SPNO| Q= B Amazon FSx It A
A SPNE Mdst7| ol sHE SPN2 AfA[shok & LICt.

CIS HRE 7|1& SPNE 3t 1, A5, Amazon FSx It A|ARIO| Active Directory ZAFE| ZHx|E
?3t M SPN2 dM5t= dS dFerLct

L2~ PowerShell Active Directory Z& A x|

-_—

Amazon FSx It A|AEIO| ZQIE[0{ Q= Active Directory0l ZQIE! Windows QIAEAN 22
Q%I-L_“:'.
[e—— | .

2. R2|X} Hete 2 PowerShell L|Ct.

3. [CI= BWHEZ Ar&35t04 PowerShell Active Directory 2 &2 AX|ELICH.

Install-WindowsFeature RSAT-AD-PowerShell

|

HE I A|ARI 9| Active Directory ZFFE{ 7HA[0| A 7|& DNS HZE SPNE Zof aFx||

1. Chg S A85l0d 7IZ SPNS 25 #4LICt alias_fgdn® 2L 0|A DNS T4IS FSx
for Windows File Server= 00|12 0|0 A Tt A|AEID} 9488 DNS HEIo 2 ”HiZL|C}.

## Find SPNs for original file system's AD computer object
$ALIAS = "alias_fqdn"

SetSPN /Q ("HOST/" + $ALIAS)

SetSPN /Q ("HOST/" + $ALIAS.Split(".")[0])

2. CIS oKX A3 B EE AI2504 0| BEHAHO| A BHEHEl 7| & HOST SPNE2 AHK||EFLICH

« glias_fqgdng 2Z=Zd|0|A DNS F+4& FSx for Windows File Server2 OFO|12{|0|M0{|A m}
U A|AEI Dt A MA| DNS HE S 2 Hi & LY.

« file_system_DNS_name2 #& I}t A|AEIS| DNS O|§ 22 HiELICH.

## Delete SPNs for original file system's AD computer object

$Alias = "alias_fqgdn"

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})
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SetSPN /D ("HOST/" + ${Alias}) ${FSxAdComputer}.Name
SetSPN /D ("HOST/" + ${Alias}.Split(".")[0]) ${FSxAdComputer}.Name

o

3. 2= 0|/A DNS 7442 FSx for Windows File Server2 00|28 0|0 A T A|AEID 47
Zt DNS 2 &lof cial o| EtAHIE Bts & LCt.

Amazon FSx I} A|AEI O] Active Directory Z4FE{ ZH&{|0dl SPN A&
1. CHS B2 AEt04 Amazon FSx I A|AEIO| Af SPN2 A&dstL|cH.

« file_system_DNS_name2 Amazon FSx7t It A|AEI0] &8t DNS O|§2 2 HtELICH

Amazon FSx 2&0IM T AIAHO| DNS 0|8 Fo@H T AIAHS M5t T A
ABlg BT T AIAT IS HE HolXlQl HEST U Hot &2 Mpct 8t

DescribeFileSystems API 2f249| SE0lA DNS O|& 2 7IXM2 &= U&LICH

« alias_fqdn2 2Z2|0/A DNS 742 FSx for Windows File Server2 00|18 0|M0llM T}
U A|AED AZFH M| DNS HE S =2 HhEL|Ct

## Set SPNs for FSx file system AD computer object

$FSxDnsName = "file_system_ DNS_name"

$Alias = "alias_fqgdn"

$FileSystemHost = (Resolve-DnsName $FSxDnsName | Where Type -eq 'A')
[@].Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity $FileSystemHost)

Set-AdComputer -Identity $FSxAdComputer -Add @{"msDS-
AdditionalDnsHostname"="$Alias"}

SetSpn /S ("HOST/" + $Alias.Split('.')[0]) $FSxAdComputer.Name
SetSpn /S ("HOST/" + $Alias) $FSxAdComputer.Name

@ Note
DNS E&of Cligt SPNO| HE2 Tt AAE S| HFE 24| 2| ADO| = E<? Amazon
FSx It A|A&oi CHet SPN HEo0| A HE*L—I Ct 7|& SPN A4 3 Afxiod| CHEF RpA[Et

g2 2= ot AARO| Active Directory HFE{ FHAM A 7|ZE DNS 'HE SPNE %ot
AKX MMEE B ESHMR.
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Amazon FSx for Windows File Server
2 Z2EE

2 MEHS CHS ThY A|AE] MIE
L8t DescribeFileSystems API 2r49| EFoi| A DNS 0 74X

## Verify SPNs on FSx file system AD computer object
(Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')

=

$FileSystemDnsName = "file_system_dns_name
(Get-AdComputer -Identity ${FileSystemHost})
ol

$FileSystemHost
[@] .Name.Split(".")[0]

£ gr=sgct
HX|lo2 11
¥ o

$FSxAdComputer

SetSpn /L ${FSxAdComputer}.Name
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L4 PowerShell cmdlet A x|

1. DNS z+2| #H&to| = & (AWS EIE Microsoft Active Directory2| AWS 22! =HIQ! O|F Al
AR 2[R T H Q! 2 2IRE REA| B 2| Active Directory0ll A DNS 2| H8t2 @8t & CHE
a8)o| Rl AHEXEE Amazon FSx IHY A|ARIO| ZQIE|0{ /= Active Directoryoll Z21E!
Windows QIAE A 228 LICtH

KM LHE 2 Amazon EC2 AL AE M| Windows QIAEIAO| Q1ZEAS & ESHAL2.
2. m2|R} HEte 2 PowerShell2 4Lt

3. O| Hxte| X|&E +=&3te{™ PowerShell DNS M 20| Z g LICt CtE BHE AF&5t0{ A
RIErLCH

Install-WindowsFeature RSAT-DNS-Server

7|Z DNS CNAME t|ZE O|0|E

CH2 A3 RIEE alias_fqdnol CHEH 7|& DNS CNAME BZE Amazon FSx I} AV\E"°|
HAFE A2 Lolo|EFLICH & X| RECHH Amazon FSx It A|AEIS| 7|2 DNS 0|§
EQlz|= DNS & alias_fqdnoi CHEt Mf DNS CNAME B ZEE MdgrL(Ct.

Al
=

|>
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2E
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02

otcdH CHS 1 20| otM| 2.

« alias_fqdng Tt AAH0l| 1245 DNS HESE HhELCH

« file_system_DNS_nameS Amazon FSx7} It A|AEI0] &8t 7|& DNS O|ES 2 HIE
L|CF.

$Alias="alias_fqdn"

$FSxDnsName="file_system_dns_name"

$AliasHost=$Alias.Split('."')[0]

$ZoneName=((Get-WmiObject Win32_ComputerSystem).Domain)

$DnsServerComputerName = (Resolve-DnsName $ZoneName -Type NS | Where Type -eq 'A' |
Select -ExpandProperty Name)[0Q]

Add-DnsServerResourceRecordCName -Name $AliasHost -ComputerName
$DnsServerComputerName -HostNameAlias $FSxDnsName -ZoneName $ZoneName

2. 22X 0|/A DNS 7442 FSx for Windows File ServerZ OtO|Z12{|O|M0|AM T A|AE0] @44
ZF DNS H&lof CHal o|™ Bt AHIE gt=s &L Ct.

o
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Performance CloudWatch alarms

© Summary Starage

Warnings and CloudWatch alarms info
Shows any Amazon F5x generated warnings and triggered CloudWatch alarms that you have created

File system activity Info
Shows a high-level summary of file system activity.
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« list-metrics BT P namespace "AWS/FSx" HAHO|AE AFSEILICH XFMIEH LIS

$ aws cloudwatch list-metrics --namespace "AWS/FSx"
aws cloudwatch list-metrics --namespace "AWS/FSx"

{
"Metrics": [
{
"Namespace": "AWS/FSx",
"MetricName": "DataWriteOperationTime",
"Dimensions": [
{
"Name": "FileSystemId",
"Value": "fs-09al06ebc3adbb087"
}
]
.
{
"Namespace": "AWS/FSx",
"MetricName": "CapacityPoolWriteBytes",
"Dimensions": [
{
"Name": "VolumeId",
"Value": "fsvol-0cb2281509f5db3c2"
.
{
"Name": "FileSystemId",
"Value": "fs-09al06ebc3adbb087"
}
]
.
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{
"Namespace": "AWS/FSx",
"MetricName": "DiskReadBytes",
"Dimensions": [
{
"Name": "FileSystemId",
"Value": "fs-09al06ebc3adbb087"
}
]
.
{
"Namespace": "AWS/FSx",
"MetricName": "CompressionRatio",
"Dimensions": [
{
"Name": "FileSystemId",
"Value": "fs-0f84c9al76a4d7c92"
}
]
.
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ZFHO|2 X8 S3 HZlo| OHEE 21 mAUZ 22E = UH dt= FHYULICH CloudTrail 21 1t
Yol stLt ol o| 20 g§F0| ZeE = U&GLICH OHEE ZE AL B HES LIEHLHH 2
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"eventVersion": "1.05",
"userIdentity": {
"type": “Root”,
"principallId": “111122223333”,
"arn": "arn:aws:sts::111122223333:roo0t”,
"accountId": “111122223333"”,
"accessKeyId": "AKIAIOSFODNN7EXAMPLE”,
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-14T22:36:07Z"

iy
"eventTime": "2018-11-14T22:36:07Z2",
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"eventSource": "fsx.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",

"sourceIPAddress": “192.0.2.0",

"userAgent": “console.amazonaws.com”,
"requestParameters": {

"resourceARN": "arn:aws:fsx:us-east-1:111122223333:file-system/fs-

abl2cd34ef56gh789”
},
"responseElements": null,
"requestID": “aEXAMPLE-abcd-1234-56ef-b4cEXAMPLES1”,
"eventID": “bEXAMPLE-gll12-3f5h-3sh4-ab6EXAMPLE9pP”,
"eventType": "AwsApiCall",
"apiVersion": "2018-03-01",
"recipientAccountId": “111122223333"”

CI2 ol 240 Tt A|ARIO| EfOE AtXE A 7Y
CloudTrail 21 &= E0{ELIC}.

"eventVersion": "1.05",
"userIdentity": {
"type": “Root”,
"principalId": "111122223333",
" "arn:aws:sts::111122223333:root",
"accountId": "111122223333",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-14T23:40:54Z2"

arn :

1,
"eventTime": "2018-11-14T23:40:5472",
"eventSource": "fsx.amazonaws.com",

"eventName": "UntagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "console.amazonaws.com",

st 32 TI™ME|= UntagResource o CHEt

Amazon FSx 21 1}l &= 0|5
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"requestParameters": {
"resourceARN": "arn:aws:fsx:us-east-1:111122223333

abl2cd34ef56gh789"

I

"responseElements": null,

"requestID": "QEXAMPLE-abcd-1234-56ef-b4cEXAMPLES1",

"eventID": "bEXAMPLE-gl12-3f5h-3sh4-ab6EXAMPLE9P",

"eventType": "AwsApiCall",

"apiVersion": "2018-03-01",

"recipientAccountId": "111122223333"

:file-system/fs-
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FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCP Ports 88,135, 389, 445, 464, 636,

3268, 3269, 9389, 49152-65535
UDP Ports 88,123,389, 464
b
Active Directory
TCP Ports 53 domain controller
UDPPorts 53
b
-
DNS server
TCP Ports 445
<
Ty
FSx for Windows VB diert

TCP Ports 5985 @
(=

Administrator

CHS Elo|E0l= Zt ZEO| &0l Liet J&LICH

ZT=EE XE Role

TCP/UDP 53 THQ! 0|& AIAEI(DNS)

TCP/UDP 88 Kerberos 215

TCP/UDP 464 &E HE/EE

TCP/UDP 389 LDAP(Lightweight Directory Access Protocol)
UDP 123 NTP(Network Time Protocol)

TCP 135 EA HFE #F/0le Z QI E O H(DCE/EPMAP)
TCP 445 CIZE{2| MH|A SMB THY 3¢

Amazon VPC Eo O & 359
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T=EZE ZE Role
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TCP 9389 Microsoft AD DS Web Services, PowerShell
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OpenSearch Service == Splunk .= &= Datadoglt Z2 AWS TIHEL{ £F MO Z X[HHOZ AE
2|2 5t24 Amazon Data FirehoseE MENEFLICI.

7|22 2o 2 Amazon FSx= AF& A A0 7|2 CloudWatch Logs 21 &2 M5t0{ ZHAI O|HIE
2O o2 AL ELICH AFE A X CloudWatch Logs 21 &2 AF& 5Lt FirehoseE Z Al

O|HIE EO CHH O Z AESlE{e B dA O|HIE 21 et o 0| & /x|ofl CHEt @F A& Ct
ot Z&Lct

* CloudWatch Logs 21 I &2| O|&2 /aws/fsx/ HFAZ A|EF&HoF &L
AEZ WS L UO|o|EE I 7|Z& CloudWatch Logs 21 :L——Ol =
CloudWatch Logs /aws/fsx/windows 21 20| 7|8 20 AEEIS
LICH 7|12 20 2EE AME35XK| gtoties AR 240 ot A|IARIE MM HLE MO0l EE

LS —

T8 UIE AF&3t04 CloudWatch Logs 211 I &2 e = U&LICE

£ 0{ A I A
Am

=

—
o
T,

mazon FSx&

ct.
o4 74
HAL- O
A WS ALY 4 g

* Firehose T1& AERZ|O| O|E2 aws-fsx- HFALE A|ZHSHof & LICH 7|& Firehose & AEZ|0|
ReE B 220 Y AAEHES MMEEHHLE YOOl EE M ™

o
« Firehose 7145 AE 20| Direct PUT ZEE AAE A5 EE FE|0{0F & LIC} 7|&E Kinesis
ClO|E{ AERI2 & AEZIO| OB AAR AIEE = A& LICH.

« CH&(CloudWatch Logs 21 I & EE= Firehose & AEZ)2 AWS HI'd Amazon FSx It AlA
2o SUst AWS THE|M AWS 2|F ol Jo{oF EFLICt

AL OHE 27 a2 AHNMEX| HEE = AU&LICHO: CloudWatch LogsO| A FirehoseZ). O H|
o 0 T

Uytsio @ ZHAb O/HE 21 7|82 I £ ool ChAofl MZE|X|BH 2= of 98 P2 £ 5 UsL

CF. O} £ ZPX|B ZA OJHIE 2 715 0| F2HE £ UALICH ALS Abzlloll S oo #H|(o:

SEHE ZA OIHIET} QUSR] B0yt LR B YABRE MAY I S E OJHES naists %
r

I AAO| I W B TEE ZASH0 2T OHET} USR] ZAE £ UsL

ZAL O|HIE 2 CHA 364
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ZtAF AMloq ofo|z2B|o|M

|& Tt o|o|E{ofl Zt At M|o{(SACL)7t o|0| dHE[0] = AR, Amazon FSx It A|ARIS A
M50 HOIEHE M It A|IAEISE oto|aBl|o|ME &= U&LICH AWS DataSync & AF&35to{ O
O|E{2} #34 SACLsS Amazon FSx It A|AEIC 2 M&5tE 7Zd0| E4LICH CHA| &R Mo Z2E
Robocopy(Robust File Copy)E AF2% 4= Q& LICH RIMIEH LI 7|ZE T AEZ|X|E Amazon
FSxZ 0}0|12||0|A1 Bl B X FHAIAL.

o

oI

ZAF 2 B

Amazon FSxOllA ZAl O|HIE 2O &
i O|HE Z

|
g =& 9zl YwHe A

US| AIEEH ol ZAFO|HIE 208 2 &= &L 2O
CHArO k2t CHE L},

rlo

1 -
< Ok

« CloudWatch 2£ 2 0|55t04 ZAI O|HE 20| ME& A0 El= 2O a0 230 AERIE M
=451 CloudWatch Logs 218 & 4 U&LICH AHAIEH LIS 2 Amazon CloudWatch Logs AHE A
;oM CloudWatch LogsZ & E 23 H|0|E 27|18 XML,

CloudWatch Logs Insights& At&3ttd 21 H|O|E{E CHEt Ao 2 Ml EA9e = U&LICH Rt
8t L& 2 Amazon CloudWatch Logs AFE A& M 2| CloudWatch Logs InsightsE A& 8 20 2
Mg BEstHL.

et AL O|HIE 238 Amazon S3Z2 LHE'H = l&L|Ct XHAMEH LH& 2 Amazon CloudWatch
Logs AFHE B M 2| Amazon S3Z2 21 H|0|E] LIELHZ|E XML,

« FirehoseOll M= ZAI OHE 208 = = gi&gLICE 3tX(IBt 208 ¢l = U= S 2 HESIE
£ FirehoseE 7 & 4 U&LICH CHA 0= Amazon S3, Amazon Redshift, Amazon OpenSearch
Service2t Splunk & Datadog S2| TtEL{ &FMO| Z&E LICE AtA|EH LHE 2 Amazon Data

Firehose 7HZ X} 7t0|= 0| CHe MEAS HASIMR.

7FA|. o| E-‘_é':

O Mol Mz ZAL O|HIE 20| HEof CHer BT, Z AL O|HIE S| oK E MBS ELIC

CHS 2 Windows ZtAF O|HIE S| £ E=of CHEF A lL|Ct

« EventlID= Microsoft7} 23 2|3t Windows O|HE 21 O|HIE IDE LIEFMHLICH T A|AE O|HE
9l o}l 2 O|HIEof CHEr AFMIEH LI 2 Microsoft MEME A X SHA2.

 SubjectUserName2 HMHAE +=&5t= ALSAHE LIEFHLICEH

* ObjectName2 AM AT i o, E £= ot S/ E LIEFALICH

H AL Ao{ Oto|z 0| M 365


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/audit-file-system
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/audit-file-share
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ShareName._ oI 2R HMAE 26l MAMHE OHEO AIEE = U&LICH o & E0{, HERA
L ZH|0| HM|AE ] EventID 51400]| ’g'gE'LIEL

IPAddress= It S O[HEo| CHEH O[HIEE A|%EF 2EI0[AUEE LIEHALICH

iy

Keywords(AtE 7tset E9)s Tt AM AL M8 E= A1l o{F E LIEHHLICEH 3 & AAM A9
B 42 0x8020000000000000L|CH. AlmE HMA S| BR 22 0x8010000000000000 L]
Ct.

TimeCreated SystemTime2 O|HIEJ} A[ARIO|M MEl AlZHE LIEFLHTH <YYYY-MM-
DDThh:mm:ss.s>Z &AIS 2 E A|ELICH

Computer= Windows 73 PowerShell 2IEZQIE T A|AEIO| DNS O|§ 2 LIEHLHOY oY AlA
BHE AlYstE O AL E = JA&LC.

Ir
o
(o]

= o}

—

AccessMask(At& 7ts8t AR)e =
L|C}.

| AM| A RZE(0: ClOIE ¢47(, TIOIE] AAT7[)E LIEHH

AccessList= ZiA|0of CHall L HE|HLE 3 E HMAE LIEFHLICH AHAIEH LHE2 of2 E ot
Microsoft A A(04]: O|HIE 4556)& & Z=5HAMIL.

HA|A S5 HMA OtAT 4
clolg ¢l7| =& ClEEEl Lt 0x1 % %4416
o

HO|E A7| Ex Tt F7} 0x2 %%4417
ClOlE &7t £& 52| CI2E Ox4 %%4418
2| =7t

2 &4 el 0x8 %%4419
B &M M7 0x10 %%4420
AlSH/ERIHA 0x20 % %4421
St AHA| 0x40 % %4422
&4 e{7| 0x80 %%4423
&M M7| 0x100 %%4424
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https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4656
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HMIA 28 CHM|A OtAZT at

Delete 0x10000 %%1537
ACL 247 0x20000 %%1538
ACL A7 0x40000 %%1539
I NN 0x80000 %%1540
S713t 0x100000 %%1541
HM|A EOFACL 0x1000000 %%1542

CHE2 E 7kX] =2 o|HES} M LICE XMLE2 7H54E <lsi &A0] XIEE[o] U&LICH

ZHR| AFK A] O|HIE ID 46600| 22 E/LICE.

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid='{54849625-5478-4994-

A5BA-3E3B0328C30D}"' />

<EventID>4660</EventID><Version>0</Version><Level>0</Level>
<Task>12800</Task><0pcode>0</0Opcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-05-18T04:51:56.916563800Z"' />
<EventRecordID>315452</EventRecordID><Correlation/>

<Execution ProcessID='4' ThreadID='5636"'/><Channel>Security</Channel>
<Computer>amznfsxgyzohmw8.example.com</Computer><Security/></System><EventData>

<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x50932f71</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='HandleId'>0x12e@</Data><Data Name='ProcessId'>0x4</Data><Data
Name="'ProcessName'></Data>

<Data Name='TransactionId'>{00000000-0000-0000-0000-000000000000}</Data></EventData></
Event>

ol AK| @& Al O|HIE ID 46597F 2EZELICE

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D} "' />
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<EventID>4659</EventID><Version>0</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0Opcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-0603T19:18:09.951551200Z"' />
<EventRecordID>308888</EventRecordID><Correlation/><Execution ProcessID='4"
ThreadID="'5540"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>
<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</
Data>
<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device\HarddiskVolume8\shar
\event.txt</Data>
<Data Name='HandleId'>0x0</Data><Data
Name="'TransactionId'>{00000000-0000-0000-0000-000000000000}</Data>
<Data Name='AccesslList'>%%1537
%%4423
</Data><Data Name='AccessMask'>0x10080</Data><Data Name='Privilegelist'>-</Data>
<Data Name='ProcessId'>0x4</Data></EventData></Event>

2ol £ o] =~ E|™ O|HE ID 46630| 2EZELICH OS2 mhUoi| A C|O|HE ed= oA L
ChAccessList %%44160{A1 5{Ad 7}+5).

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
ASBA-3E3B0328C30D} "' />
<EventID>4663< /EventID><Version>1</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0pcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:10:13.887145400Z' />
<EventRecordID>308831</EventRecordID><Correlation/><Execution ProcessID='4"
ThreadID='6916"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>
<EventData>< Data
Name="'SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113< /Data>
<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\event.txt</Data>
<Data Name='HandleId'>0x10@lc</Data><Data Name='AccesslList'>%%4416
</Data>
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<Data Name='AccessMask'>0x1</Data><Data Name='ProcessId'>0x4</Data>
<Data Name='ProcessName'></Data><Data Name='ResourceAttributes'>S:AI</Data>
</EventData></Event>

CtZ2 oo HIO|EE el1 FItet= oM ULICHAccessList %%44170|A {4 7t5).

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D}"' />
<EventID>4663</EventID><Version>1</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0pcode>

<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:12:16.813827100Z' />
<EventRecordID>308838</EventRecordID><Correlation/><Execution ProcessID="'4"
ThreadID='5828"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>

<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</
Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectlLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\event.txt</Data>

<Data Name='HandlelId'>0xa38</Data><Data Name='AccesslList'>%%4417

</Data><Data Name='AccessMask'>0x2</Data><Data Name='ProcessId'>0x4</Data>

<Data Name='ProcessName'></Data><Data Name='ResourceAttributes'>S:AI</Data></
EventData></Event>

O|HIE ID 46562 ZHA| ol CHSH S5 HMATI LHEEIUS
ObjectName ‘permtest’0i| CHEF 217| QX 0| A|EFE|AR K| Tt
£ U=0| Al A& LICt

£ LIEtLICH CHE odlmolME
7|E 2t 0x801000000000000001 A =

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D} "' />
<EventID>4656</EventID><Version>1</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0Opcode>
<Keywords>0x8010000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:22:55.113783500Z' />
<EventRecordID>308919</EventRecordID><Correlation/><Execution ProcessID='4'
ThreadID="'4924"'/>
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<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>

<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</

Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device

\HarddiskVolume8\share\permtest</Data>

<Data Name='HandleId'>0x0</Data><Data
Name='TransactionId'>{00000000-0000-0000-0000-000000000000}</Data>

<Data Name='AccesslList'>%%1541

</Data><Data Name='AccessReason'>%%1541: %%1805
%4416: %%1805
%4423 %%1811 D:(A;0ICI;0x1301bf;;;AU)

</Data><Data Name='AccessMask'>0x100081</Data><Data Name='Privilegelist'>-</Data>
<Data Name='RestrictedSidCount'>0</Data><Data Name='ProcessId'>0x4</Data><Data
Name='ProcessName'></Data>
<Data Name='ResourceAttributes'>-</Data></EventData></Event>

o\°

o\

Aol CHEF HEto| HAE|T O|HIE ID 46700| 2 ZELICH CHS od|A|of|
Me AF& Xl ‘admin’O| ObjectName ‘permtest’0i| CHEH HEHES +85t0{ SID
‘S-1-5-21-658495921-4185342820-3824891517-1113'0f| HEH2 FIIMS 2 Eo{ELICt THES A
st= 2ol Cist REMIEH L& 2 Microsoft dEME & Z5HMI 2.

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D} ' />

<EventID>4670</EventID><Version>0</Version><Level>0</Level>
<Task>13570</Task><0pcode>0</0pcode><Keywords>0x8020000000000000</Keywords>
<TimeCreated SystemTime='2021-06-03T19:39:47.537129500Z"' /><EventRecordID>308992</
EventRecordID>

<Correlation/><Execution ProcessID='4' ThreadID='2776"'/><Channel>Security</Channel>
<Computer>amznfsxgyzohmw8.example.com</Computer><Security/></System><EventData>

<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\permtest</Data>

<Data Name='HandleId'>0xcc8</Data>

<Data Name='01dSd'>D:PAI(A;0ICI;FA;;;SY)
(A;0ICI;FA;;;S-1-5-21-658495921-4185342820-3824891517-2622)</Data>
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<Data Name='NewSd'>D:PARAI(A;0ICI;FA;;;S-1-5-21-658495921-4185342820-3824891517-1113)
(A;OICI;FA;;;SY)(A;Q0ICI;FA;;;
S-1-5-21-658495921-4185342820-3824891517-2622)</Data><Data Name='ProcessId'>0x4</Data>
<Data Name='ProcessName'></Data></EventData></Event>

O|HIE ID 51402 W S0l AMAE mwiotct =ZELICH

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D} "' />
<EventID>5140</EventID><Version>1</Version><Level>0</Level><Task>12808</
Task><0pcode>0</0Opcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:32:07.535208200Z' />
<EventRecordID>308947</EventRecordID><Correlation/><Execution ProcessID="'4"
ThreadID='3120"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>
<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-2620</
Data>
<Data Name='SubjectUserName'>EC2AMAZ-1GP4HMN$</Data><Data
Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2d4ca529</Data><Data Name='ObjectType'>File</Data><Data
Name='IpAddress'>172.45.6.789</Data>
<Data Name='IpPort'>49730</Data><Data Name='ShareName'>\\AMZNFSXCYDKLDZZ\share</Data>
<Data Name='SharelLocalPath'>\??\D:\share</Data><Data Name='AccessMask'>0x1l</Data><Data
Name='AccessList'>%%4416
</Data></EventData></Event>

oY 2L &0 HMAT HEE|H O|HIE |D 514571 2Z2ELICt CHS o X0l A= ShareName
‘demoshare01’0i| CHEF HM| AT HEEIRS S Eo{ELICH

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D}"' />

<EventID>5145</EventID><Version>0</Version><Level>0</Level>
<Task>12811</Task><0pcode>0</0pcode><Keywords>0x8010000000000000</Keywords>
<TimeCreated SystemTime='2021-05-19T22:30:40.485188700Z"' /><EventRecordID>282939</
EventRecordID>

<Correlation/><Execution ProcessID='4' ThreadID="'344"'/><Channel>Security</Channel>
<Computer>amznfsxtmn9autz.example.com</Computer><Security/></System><EventData>
<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-
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1113</Data><Data Name='SubjectUserName'>Admin</Data><Data
Name="'SubjectDomainName'>example</Data>

<Data Name='SubjectLogonId'>0x95b3fb7</Data><Data Name='ObjectType'>File</Data>

<Data Name='IpAddress'>172.31.7.112</Data><Data Name='IpPort'>59979</Data>

<Data Name='ShareName'>\\AMZNFSXDPNTE@DC\demoshare@l</Data><Data Name='SharelLocalPath'>
\??\D:\demoshare@l</Data>

<Data Name='RelativeTargetName'>Desktop.ini</Data><Data Name='AccessMask'>0x120089</

Data>
<Data Name='AccessList'>%%1538 %%1541 %%4416 %%4419 %%4423 </Data><Data

Name="'AccessReason'>%%1538:
%%1804 %%1541: %%1805 %%4416: %%1805 %%4419: %%1805 %%4423: %%1805 </Data></
EventData></Event>

CloudWatch Logs Insights& At&3sto{ 21 O|O|EE AMst= B2 ChS oxlet 20| O|HE EHEof
CHaH R{2IE A™-E &= AU&LICH

Am

XM o|HIE ID

fields @message
| filter @message like /4660/

- §EY o o|F ot LR[et= ZE O[HE 22|

fields @message
| filter emessage like /event.txt/

CloudWatch Logs Insights # 2| 210101 CH&t X}A|IEH L& 2 Amazon CloudWatch Logs AHE A4 A0
M CloudWatch Logs InsightsE AF&3+04 21 H|0|E EAME & Z5HMIR.

=

P & E0 ZA Ao

AEXRE HMA Alof CHEH ZAME mh 2 Z2C{ol| ZHAL XM|o{E st oF & LCt Z A Mo{= NTFS
A AE HMA Mo FZ(SACL)O|2tLE EhL|Ch

Windows |O|E|E GUI QIE{H|0|AE AFR3H74LE Windows PowerShell & & A
HFAlO 2 ZIAF M08 R MEELICH A& S Edslst A YetHoZ HMNAE 25 =4
C{of| 2k ZEAF XMo{E M SlofF ghLlCt.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
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Windows GUIE AF27510{ ZHAF HA|A AAX

GUIE AF235t0oq ol 3! Eqof| Z-AF Ao
ol EE= ZH 0| M Windows IH EFAH7|

M

CHS AA Mo oxlE 2ol & o|HEE ZAELICE Windows O|HIE =1 =2 Zre[At ASXAt
el HES S22 YoM ¢i2 miotch &g ELict

Advanced Security Settings for Users O X

Name: Ch\Users

Owner: SYSTEM Change

Permissions Auditing Effective Access

For additional information, double-click an audit entry. To medify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type Principal Access  Inherited fro... Applies to
a Success  Admin (i ) Read Mone This felder, subfolders and files |
Add Remove Edit

Enable inheritance

[ Replace all child object auditing entries with inheritable auditing entries from this object

78 Eeole dAtstzdE 2ol ZAIELCEH 838 A8 HAIstE{H Ol 2EE 322 dHddt
T, Aufst A& ZAtstEA™ Aoz MYstn, S Al AmiEt AT E ZF HASIHH 252
MEgLict

HA S Zeol cHet REMIEE LIE 2 Microsoft @B | I = ECo] 7|= ZHAF EH MEE2 ®
ZtMIL

PowerShell S AL2510{ ZAF UAA HH

Microsoft Windows Set-Acl BE2 AI85t0{ ZE I E= EE0]| ZAF SACLE AHEE &= /U&L
Ct. o] 230l CHEF KFAMIEH LHE 2 Microsoft Set-Acl AEME 2 Z5HMIL.

Chee Y#iol PowersShell Ba I H4 8 Arﬂem HBHQI AT ol CHEH ZAF HMAE AB3HE of
ML Ol Xl B2 T AIATS 27 Agol ¥ ZHY 4 YaLich

$path = "C:\Users\TestUser\Desktop\DemoTest\"
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https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/apply-a-basic-audit-policy-on-a-file-or-folder
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.security/set-acl?view=powershell-7.1
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$ACL = Get-Acl $path

$ACL | Format-List

$AuditUser = "TESTDOMAIN\TestUser"

$AuditRules = "FullControl"

$InheritType = "ContainerInherit,ObjectInherit"
$AuditType = "Success"

$AccessRule = New-Object System.Security.AccessControl.FileSystemAuditRule($AuditUser,
$AuditRules, $InheritType, "None", $AuditType)

$ACL.SetAuditRule($AccessRule)
$ACL | Set-Acl $path

Get-Acl $path -Audit | Format-List
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v Auditing - optional

Log access to files and folders Info
Once you enable logging here, Windows generates audit logs for files and folders on which you have enabled audit controls (also known as
Systemn Access Control Lists or SACLs).

(@ If you don't already have audit controls configured for your individual files or
folders, use the Windows GUI or PowerShell to do so. See documentation. [4

Log successful attempts
Log failed attempts
Log access to file shares Info

Log successful attempts

Log failed attempts
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v Auditing - optional

Log access to files and folders Info

Once you enable logging here, Windows generates audit logs for files and folders on which you have enabled audit controls (also known as

Systern Access Control Lists or SACLs).

@ If you don't already have audit controls configured for your individual files or
folders, use the Windows GUI or PowerShell to do so. See documentation. [4

Log successful attempts
Log failed attempts

Log access to file shares Info

Log successful attempts
Log failed attempts

Choose an audit event log destination

© CloudWatch Logs
View and search audit logs in the AWS management
console and run queries on logs using CloudWatch Logs
Insights

Choose a CloudWatch Logs destination

Jaws/fsx/windows

Create new [4

Pricing

Kinesis Data Firehose

Continuously streamn audit events to 53, an Amazon
Redshift database, Amazon ElasticSearch, or to partner
solutions such as Splunk and Datadog for further analysis

Standard Amazon CloudWatch Logs pricing applies based on your usage. Learn more E

[ CreateFileSystem APl Z240{M AuditLogConfiguration £42

aws fsx create-file-system \

--file-system-type WINDOWS \

--storage-capacity 300 \

--subnet-ids subnet-123456 \

--windows-configuration

-
2ol CHet ot HM|A ZALE & g8 gL

AuditLogConfiguration='{FileAccessAuditLoglLevel="SUCCESS_AND_FAILURE", \
FileShareAccessAuditLoglLevel="SUCCESS_AND_FAILURE", \
AuditLogDestination="arn:aws:logs:us-east-1:123456789012:1og-group:/aws/fsx/my-

customer-log-group"}'
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Network & security Monitoring

File Access Auditing

Log end-user access to files, folders, and file shares

Log access to files and folders

Log successful attempts; (5) Disabled
Log failed attempts: ) Disabled

Log access to file shares

Log successful attempts: © Disabled
Log failed attempts: () Disabled

Administration Backups Updates Tags

Audit event log destination
None
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Manage file access auditing settings

Log access to files and folders

Amazon FSx can log successful attempts to access files and folders, failed attempts to access files and
folders, neither, or both. Once enabled here, audit logs are generated for files and folders on which
audit controls {also known as System Access Contol Lists or SACLs) have been configured.

Log successful attempts
Log failed attempts

Log access to file shares

Amazon FSx can log successful attempts to access file shares, failed attempts to access file shares,
neither, or both.

Log successful attempts

Log failed attempts

Choose an audit event log destination

Amazon FSx supports access audit logging to one of the following audit destinations. If you change
your audit destination, events will no longer be published to any previous audit destinations.

© Cloudwatch Logs
View and search audit logs in the AWS
management console and run queries
on logs using CloudWatch Logs
Insights

Kinesis Data Firehose
Continuously stream audit events to
53, an Amazon Redshift database,
Amazon ElasticSearch, or to partner
solutions such as Splunk and DataDog
for further analysis

Choose a CloudWatch Logs destination
Use a default CloudWatch Logs log stream created by Amazon FSx, an existing log stream, or create a
new log stream.

[aws/fsx/windows v

Create new [

Pricing
Standard Amazon CloudWatch Logs pricing applies based on your usage. Learn more [
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https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_UpdateFileSystem.html
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--windows-configuration
AuditLogConfiguration='{FileAccessAuditLoglLevel="SUCCESS_ONLY", \
FileShareAccessAuditLoglLevel="FAILURE_ONLY", \
AuditLogDestination="arn:aws:logs:us-east-1:123456789012:1og-group:/aws/fsx/my-
customer-log-group"}'
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{

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [

"iam:GetUserPolicy",

iam:ListGroupsForUser",
iam:ListAttachedUserPolicies",
jam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
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"
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"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"
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AFSRIZE A Al BlAA EHIE KIEE & YOHH BIAAE MASHE SHUS AE HEH0| o
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OF &FL|CHOd: fsx:CreateFileSystem EE E fsx:CreateBackup). ElAA M4 Ejof M Ef2 7t
XM E[MH Amazon2 fsx:TagResource 20| A FIt et 048 &sH AHEXI0|AH EHTE M

& HEHo| U=K| EQIFFLICE matA AF8XtE fsx:TagResource HUS MEE BAIM HEHT 7t
X1 R{0{0F BfLICH.
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{
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateFileSystem",
"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:region:account-id:file-system/*"
}
]
}
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{
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateBackup"
1,
"Resource": "arn:aws:fsx:region:account-id:file-system/file-system-id*"
I
{
"Effect": "Allow",
"Action": [
"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:region:account-id:backup/*"
}
]
}

fsx:TagResource U2 2|AA MM & =5 EfT7I ME&|= F<0lBt BItELICH matM 2l
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Q. ElTIE AI235104 FSx 2|AA0 CHEE BHAE FNo{stE dEHol CHE REM|EH LIS 2 El 1 E A2 5}
04 Amazon FSx 2| A A0 CHEF HMA Ao MMHE ZIXSHM|L.

Ef1E AF235104 Amazon FSx 2|A A0 CHEF YA Ao

I

Amazon FSx 2laA 2 Zdof CHEF HMAE H|o{st7| |5l EHE 7|8t 2 AWS Identity and
Access Management (IAM) S AL & = U&LICH F 7tX| o =2 Mof& = JU&LICH.
1. Amazon FSx E|AA Q| E}OE 7|8 o Z Y 2lA A0 CHEH HMAE Fo{grL|Ct
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Ef1E ALE350{ AWS ZlAA0| CHEF HBMAE KNo{5teE B0l CHEE REMIEH LIS 2 IAM AL M H

MOl BT E AL2510{ HMA HMo{E EHZSHML. A Al Amazon FSx 2lAA Ef1 X|Z o CHEF REA|
S22 MM Al 2lAA EfT X|ZHof| CHEE e 204 MME B EXSHMR. BlAA EfT X|ZHod| CHEH &}
M8t LH2 2 Amazon FSx 2lAA Ef X MME2 XM

2IAAO|EfTOE J|Hto 2 MM A Ao

AEXLt 4E 0| Amazon FSx B|lA20|M o g slE = A=K Moisty| flaH siE 2o
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O| Hag S5l A2 A7 EH Bl 71-2f W o{(0] HIM|o|HE key=Department, value=Finance)
2 B3 E X|Hsts FR0Bt It Y AARS HHE = A&LICH
{
"Effect": "Allow",
"Action": [
"fsx:CreateFileSystem",
"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:region:account-id:file-system/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/Department": "Finance"
}
}
}

Example 232 - E& Ej17} Q= Amazon FSx I+ A|AE 0| BHQ{OF AiAd

ey=Department, value=Finance 7| Zf 422 Ej7} X|HE T} A
IO, B4 2 Deparment=Finance Ef1& AF&3t0{ MAELICH

0 &~

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"fsx:CreateBackup"
1,
"Resource": "arn:aws:fsx:us-east-1:111122223333:file-system/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Department": "Finance"

"Effect": "Allow",
"Action": [

"fsx:TagResource",

"fsx:CreateBackup"
]I
"Resource": "arn:aws:fsx:us-east-1:111122223333:backup/*",
"Condition": {

"StringEquals": {

"aws :RequestTag/Department": "Finance"

o]
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Example 23 - £ 27t = ol SH Ei27H 2

I

ol 22 E5H AF2 K= Department=Finance Ef17} X|Z = Q40 AT Department=Finance
A AH

d8g + A&LICH

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateFileSystemFromBackup",
"fsx:TagResource"

1,
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"Resource": "arn:aws:fsx:us-east-1:111122223333:backup/*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/Department”: "Finance"

"Effect": "Allow",
"Action": [

"fsx:CreateFileSystemFromBackup",

"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:us-east-1:111122223333:file-system/*",
"Condition": {

"StringEquals": {

"aws:ResourceTag/Department": "Finance"

Example B2 - £3 Ej7} QlE T AJAR A K

0| HMZ &S5 AF&Xl= Department=Finance Ef27} X|'HE ot A|ARIDE AX|E = U&LICEH
|5 uide MMSlE B2 Department=Finance Ef1E X|&3HoF &L|C}.
JSON

{

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:DeleteFileSystem"
1,
"Resource": "arn:aws:fsx:us-east-1:111122223333:file-system/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Department": "Finance"
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}
}
},
{
"Effect": "Allow",
"Action": [
"fsx:TagResource"
]I
"Resource": "arn:aws:fsx:us-east-1:111122223333:backup/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/Department": "Finance"
}
}
}

FSx for Windows File Server0f CHEF AMH|A ©172 oist Al

Amazon FSx for Windows File Server= AWS Identity and Access Management (IAM) AMH|A 9474 o
S MEFLICH AMH|A 917 2382 FSx for Windows File Server A{H|A0] 21 ¢1Z4E 1R R
O IAM A& lL|ct MH|A @47 2482 FSx for Windows File Server0i| A AFE & O|&tH MH|A T} Al
EXHE CHAlSto CHE AWS MHIAE 3 &6t O] 2R3 2E THetS Z&ELIcH

LRt HetE 822 FIIE 7 Q1B R MH[A HAZ deg2 FSx for Windows File Server&
= gt 4= Q&LICH FSx for Windows File Serveroil A AMH] g o| Mt Holsie =z
8t, FSx for Windows File Server2t s 23&t = &Lct HolEl H

T8 RO L& | o MEF A2 CHE IAM QE{E|o]| 912 E &= gigLICt

A
=2
=
bl

5t 200k MH|A 44 A2 AXE = U&LICH O|F A 5t 2|A A0 CH
|t 4= Q17| L 20| FSx for Windows File Server 2|AA7F 25 ElL|C}.

K| 5t= Z7IEF ME[AO| CHEF REMIBH LI 2 IAMS 2 Ed5t=AWS MH|AE &
F 0] of(Yes)! MHIAE HoMR. siiT MU|A0]| CHEF AMH|A Q14 4E MH
ofl(Yes) 22 E MEAEFLICE

FSx for Windows File Server0 CH8F MHH|A 9473 o3&t st

[0

A&

]

FSx for Windows File Server= AWSServiceRoleForAmazonFSx2t= AMH|A @i «dgt L

Ch Ol &2 vPCo| oYU A|ARIE {8t BFEA HE QT QEH o|AE HMEfLCH

MH|A Q4 A48 ALS 412


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon FSx for Windows File Server Windows AtS A M

I 2422 FSx for Windows File Server7t 2 E sliE AWS 2|AAN|M CHS &2 k25 2
|C}.

(o]
arh

ofr

#

—

J

0f0 ok
ot
Loy

o

]

AmazonFSxServiceRolePolicyE IAM IEE[0f 4Z2E = gi&LICt O] ¥ 2 FSx7t AFSKIHE CH
215101 AWS E|AAE ZE[" = UL ST MH|A 44 dgtol| AZELICH RHAM[EF LI 2 FSx for
Windows File Server0l CHEt MH|A 244 & AIS EHHE FESHAAL.

O] Z=Hof| CHEt A0l E = AmazonFSxServiceRolePolicy MM g ZZE ML

Ol EAM2 FSx7t AtEXHE CHAISt0 AWS E|AAE BEIE & JUTSF 518t 2l HetE FoigL

AmazonFSxServiceRolePolicy @& &2 AmazonFSxServiceRolePolicy AWS £ 2|3 Ha10]| o|3H
MOl ElLICt. AmazonFSxServiceRolePolicyoll& CHS1t 242 Heto| U&LICH.

(@ Note

AmazonFSxServiceRolePolicyE= 2 & Amazon FSx I} A|AH SEM AFS Z|H, LI E
Het & U2 = FSx for Windowsoll 22 38HK| 28 £ Q&LICH

* ds - FSx7} Directory Service C|EE{E2[0| A OHEZE|7H0|ME B, HEHE Foistn, HEtE F045}
K| AEF HEFLCE

+ ec2-FSx OIM CHE Hdg ¥ S 5 Lict
« Amazon FSx I} A|AEIT HZAE HEQT QIE|HO|AS &f0lstn, MAdstn, A2 siAIE L

Ct.
« Amazon FSx I} A|AE
« Amazon FSx I} A|ARD @4Z4El Amazon VPC, Eot O & 3
« AmazonFSx.FileSystemId Ei7t Rz 12 HER(3 QUE{HO|AN IPv6 T4
« AmazonFSx.FileSystemId Ei7} Qe 12 HER{3 QIEH O|AN M IPv6
gt
« VPCS 7 AL E = Qe ZE 2ot O Fof s E4 & 2ot I8 dE2 MSE L.
o

= =
« AWSTHEHO| R04E AERI7H HER T ClEH0|A0M &7 ZtdS +™-E = U= TEHE 4y

QiZAE ShLt OlAtol Ef2{x| Ip ZAE HOIBLIC
= A

iy
iy

grLict,
« cloudwatch - FSx7} X|E O|0|E{ ZQIEE AWS/FSx LA M O|A of2ie| CloudWatchod| H|A|Et
= QUL E 5EELCH

MH|A Q4 A48 ALS 413



Amazon FSx for Windows File Server

« route53 - FSx0|A Amazon VPCE Z2}0|8l Z AE] Qdodn} 04738t

+ logs - FSx0{A{ CloudWatch Logs 211 AEZ|E M5t O|of £ 5= QYT E FEELICL Ol At
Z At 28 CloudWatch 21

2 X7} FSx for Windows File Server I} A|AEI0|| CHEF Tt HM|A
AEZRIOR MEE £~ QT E 57| et ZdL|ct.

« firehose - FSx 0{l A{ Amazon Data Firehose & AEZIS ME5tT 0|of| & £ U E 5{2F
LIC}. o]l AFE X7} FSx for Windows File Server IFd A|AElo]| CHEH T} HMA ZAI 2EOE
Amazon Data Firehose & AEZI0f| HA|E = U E 57| QI8 JALcH

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "CreateFileSystem",

"Effect": "Allow",

"Action": [
"ds:AuthorizeApplication"”,
"ds:GetAuthorizedApplicationDetails",
"ds:UnauthorizeApplication"”,
"ec2:CreateNetworkInterface",
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:DescribeAddresses"”,
"ec2:DescribeDhcpOptions",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVPCs",
"ec2:DisassociateAddress"”,
"ec2:GetSecurityGroupsForVpc",
"route53:AssociateVPCWithHostedZone"

]I

"Resource": "*"

"Sid": "PutMetrics",
"Effect": "Allow",
"Action": [
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"cloudwatch:PutMetricData"

1,
"Resource": [

Mg

1,
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/FSx"

},

"Sid": "TagResourceNetworkIntexface",
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
]I
"Resource": [
"arn:aws:ec2:*:*:network-interface/*"
1,
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": "AmazonFSx.FileSystemId"

"Sid": "ManageNetworkInterface",

"Effect": "Allow",

"Action": [
"ec2:AssignPrivateIpAddresses",
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:UnassignPrivateIpAddresses"

]I

"Resource": [
"arn:aws:ec2:*:*:network-interface/*"

1,

"Condition": {

"Null": {
"aws :ResourceTag/AmazonFSx.FileSystemId": "false"
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"Sid": "ManageRouteTable",

"Effect": "Allow",

"Action": [
"ec2:CreateRoute",
"ec2:ReplaceRoute”,
"ec2:DeleteRoute"

1,

"Resource": [
"arn:aws:ec2:*:*:route-table/*"

]I

"Condition": {
"StringEquals": {

"aws:ResourceTag/AmazonFSx": "ManagedByAmazonFSx"

"Sid": "PutCloudWatchLogs",

"Effect": "Allow",

"Action": [
"logs:DescribelogGroups",
"logs:DescribelogStreams",
"logs:PutLogEvents"

]I

"Resource": "arn:aws:logs:*:*:log-group:/aws/fsx/*"

"Sid": "ManageAuditLogs",

"Effect": "Allow",

"Action": [
"firehose:DescribeDeliveryStream",
"firehose:PutRecord",
"firehose:PutRecordBatch"

1,

"Resource": "arn:aws:firehose:*:*:deliverystream/aws-fsx-*"
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File system creation failed. Amazon FSx is unable to apply your Microsoft Active
Directory configuration with the

specified file system administrators group. Please ensure that your Active Directory
does not contain multiple domain

groups with the name: domain_group.
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Amazon FSx can't reach the DNS servers provided or the domain controllers for your
self-managed directory in Microsoft Active Directory.

File system creation failed. Amazon FSx is unable to communicate with your Microsoft
Active Directory domain controllers.

This is because Amazon FSx can't reach the DNS servers provided or domain controllers
for your domain.

To fix this problem, delete your file system and create a new one with valid DNS
servers and networking configuration that allows

traffic from the file system to the domain controller.

DNS ME = EHQ ZHE SR HAE == g 436



CHS

1.

Amazon FSx for Windows File Server Windows AtS A M
CtAlof k2t 2XNE sHEELICH
Amazon FSx It Y AAERIS ME5t= MESD XA 22| Active Directory 7+H0] HE {3 014
1 2B S Y57 fet A 72 MR=X] EQISHM . AtAEF LI AT 2 EHlE &
ZSHA AL,

2.

3.

4.

5.
6.

Amazon FSx Active Directory 245 =7 & AI&5t0] HESZ MH

(@ Note
Microsoft Active Directory AtO|E 7} Ct= HO|E|0] /= B 0= Amazon FSx I+ Al
AT AHE VPCO| MEY0| Microsoft Active Directory AFO|E0f Zo|Z|o{ QY= Z &t
1 VPCO| MEUID} CIE AIO|EQS| MEU! Ztol| IP7} SE5HX| &t =5 3H{ofF B LIC} Active
Directory AO|E 2 MH|A MMC AR4QIZ AFE5t0{ O|E{Et S E1 HAYE = US

LICE.

Amazon FSx I} A|AElof o4 Hot
OIRHIR2E HEXT ECHEE RS 2 HM =X i—fo._'%WIR.

A<, Active Directory =HQl ZHEE2{Qto| S4lof 2R3t £

= 4
C Epf=io {88 £ &LIC REAEH LI 2 Microsoft Active
=

Microsoft Windows It MH == HE3 &2l £49| 4o Latin-10| ot EXF7F ZE [0 U
K| f2K| &QIELICE o & 504, It AAE #E|XF 2 E2| O|E 22 Domdnen-AdminsE At

o - |
8otH Tt AAHE 40| AlufghL|ct
g9 dejo|t MSE T Qlol| CHE

= O

—_

Active Directory =H|?12| DNS At 2! =9 ZHHEEE]7
Yol 8Est=X| FIFLICH.

Z 0| Windows Server 2008 R2 O|Af@Ix| & QlstL|Ct.

EEH U &3t 72/0] Amazon FSx It A|ARISC 2
L

Active Directory =H Q12| 7|5

F

A
T
Active Directory =H[?19| EMH|Q!
QIghLct RFAMIBH LI & & Microsoft Active Directory ABEME &=

FEQ ECiEHE 5i8st=X &

SHMI2.

.
| St
=

437

DNS MH = THQ ZHEEE{ o HEE = S


https://support.microsoft.com/en-us/help/179442/how-to-configure-a-firewall-for-domains-and-trusts
https://support.microsoft.com/en-us/help/179442/how-to-configure-a-firewall-for-domains-and-trusts
https://support.microsoft.com/en-us/help/179442/how-to-configure-a-firewall-for-domains-and-trusts

Amazon FSx for Windows File Server Windows AtS A M

HRE MHIA AH HO 015 e

Rt 22l Active Directoryoll ZQIEl It U A|ARE PHET 20| AIfst T CtEd 22 27 A
X7t EAIELC

Amazon FSx is unable to establish a connection with your Microsoft Active Directory
domain controllers

because the service account credentials provided are invalid. To fix this problem,
delete your file

system and create a new one using a valid service account.
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You can't provide both username/password and a domain join service account
secret to connect to your Active Directory. Provide only one set of
credentials.
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The domain join service account secret ARN format you entered isn't
valid. Use the format: arn:partition:secretsmanager:region:account-
id:secret:secret-name-6chars
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Amazon FSx can't access the domain join service account secret [ARN]. Add
a resource permission to the secret that grants the FSx service principal
(fsx.amazonaws.com) permission to access it.
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You don't have permission to access the domain join service account secret
[ARN]. A resource permission needs to be added to the secret to grant you
access.
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The domain join service account secret format or content isn't valid. Make
sure the secret includes both CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME
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and CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD fields with non-empty
values.
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Amazon FSx is unable to establish a connection with your

Microsoft Active Directory domain controllers. This is because the service account
provided does not

have permission to join the file system to the domain with the specified organizational
unit.

To fix this problem, delete your file system and create a new one using a service
account with

permission to join the file system to the domain with the specified organizational
unit.
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Amazon FSx can't establish a connection with your Microsoft Active Directory
domain controllers. This is because the service account provided has reached the
maximum number of computers that it can join to the domain. To fix this problem,
delete your file system and create a new one, supplying a service account that
is able to join new computers to the domain.
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Amazon FSx can't establish a connection with your Microsoft Active Directory domain

controller(s).
This is because the organizational unit you specified either doesn't exist or isn't

accessible
to the service account provided. To fix this problem, delete your file system and

create a new one specifying an
organizational unit to which the service account can join the file system.
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Amazon FSx is unable to apply your Microsoft Active Directory configuration. This is
because the file system

administrators group you provided either doesn't exist or isn't accessible to the
service account you

provided. To fix this problem, delete your file system and create a new one specifying
a file

system administrators group in the domain that is accessible to the service account
provided.
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Amazon FSx is unable to apply your Microsoft Active Directory configuration. To fix
this problem, delete your file system and create a new one
meeting the pre-requisites described in the Amazon FSx user guide.
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File system creation failed. Amazon FSx is unable to establish a connection with your

Microsoft Active Directory domain controller(s).
This is because the service account provided does not have permission to join the file

system to the domain with the specified
organizational unit (OU). To fix this problem, delete your file system and create a new

one using a service account with permission
to create computer objects and reset passwords within the specified organizational

unit.
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File system creation failed. Amazon FSx is unable to create a file system within the
specified

Microsoft Active Directory. To fix this problem, please delete your file system and
create a new one

meeting the pre-requisites described in the FSx for ONTAP User Guide.
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Switching storage type to HDD while creating a file system from backup
backup_id is not supported because a storage scaling activity was still
under way on the source file system to increase storage capacity from less
than 2000 GiB when the backup backup_id was taken, and the minimum storage
capacity for HDD storage is 2000 GiB.
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