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* ip_address: 205.251.233.178

* email_address: johndoe@exampledomain.com
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A& AM: AH& A|ZHSHZ| AWS SDK for Python (Boto3)

O| Xt& Mol A= Amazon Fraud Detector ZEIE Y= 3l Z248 L2 0| REHE ALE5101E ALE 5104
AAZE A7 S M5 WS M-FLICH AWS SDK for Python (Boto3). 2 && Amazon S3 H
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Boto= Python& Amazon Web Services(AWS) SDKLICE. O AtE3to{ M, 724 & #Elg = U
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import boto3
fraudDetector = boto3.client('frauddetector')

response = fraudDetector.get_detectors()
print(response)
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CHS oMo M= CreateVariable APIE At23510{ & 7H o| B MMEHLICH HaE
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import boto3
fraudDetector = boto3.client('frauddetector')

#Create variable email_address
fraudDetector.create_variable(
name = 'email_address',
variableType = 'EMAIL_ADDRESS',
dataSource = 'EVENT',
dataType = 'STRING',
defaultValue = '<unknown>'

#Create variable ip_address

fraudDetector.create_variable(
name = 'ip_address',
variableType = 'IP_ADDRESS',
dataSource = 'EVENT',
dataType = 'STRING',
defaultValue = '<unknown>'
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_entity_type(

name = 'sample_customer',
description = 'sample customer entity type'

cilolg 44
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seitoR HRsn A7l BX| 2US E2stE o ASELID. 2Ye
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CtZ ol Mol M= Putlabel APIE AF&3H04 fraud 2 20|12 27HE & LICtlegit.

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_label(

name = 'fraud',
description = 'label for fraud events'
)
fraudDetector.put_label(
name = 'legit',
description = 'label for legitimate events'

OII

3EHA: O[HE R 4Y
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2 sample_registration.
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import boto3
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fraudDetector = boto3.client('frauddetector')

fraudDetector.put_event_type (
name = 'sample_registration’,
eventVariables = ['ip_address', 'email_address'],
labels = ['legit', 'fraud'],
entityTypes = ['sample_customer'])
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Amazon Fraud Detector= 222 W 25t0{ £ O|HIE Ko CiEt ALZIE EHXIStE W2 2ota
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CtZ oAl ZEE AL835104 2212l ALZ| CIMO|E RIS MMstD WsFLIct ol 2= 2t &
L|Ctsample_fraud_detection_model. Amazon S30{ YZ =8+ HH S5 of Al ClolE| MEE
sample_registration At&35t= O|HE R&oi CHEF 24l L|C}.
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CtS of|A|0f M= CreateModel APIE AFE35t0{ DES MASHLICT

import boto3
fraudDetector = boto3.client('frauddetector"')

fraudDetector.create_model (
modelId = 'sample_fraud_detection_model',
eventTypeName = 'sample_registration',
modelType = 'ONLINE_FRAUD_INSIGHTS')
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CtZ oMol A= CreateModelVersion APIE At&5to] 2EE ERFLICH trainingDataSource
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Amazon Fraud Detector7} 0{ Al O|O|E{E s{AlstE &bede K|&Aghu|ct Bt /X 2 EEE s
ot o|HE ijo|l2E BFste &S XIEE L.

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_model_version (
modelId = 'sample_fraud_detection_model',
modelType = 'ONLINE_FRAUD_INSIGHTS',
trainingDataSource = 'EXTERNAL_EVENTS',
trainingDataSchema = {
'modelVariables' : ['ip_address', 'email_address'],
'labelSchema’ : {
'labelMapper' : {
'"FRAUD' : ['fraud'],
"LEGIT' : ['legit']

}
}
},
externalEventsDetail = {
'datalocation' : 's3://amzn-s3-demo-bucket/your-example-data-
filename.csv',
'dataAccessRoleArn' : 'role_arn'
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.update_model_version_status (

modelId = 'sample_fraud_detection_model',
modelType = 'ONLINE_FRAUD_INSIGHTS',
modelVersionNumber = '1.00',

status = 'ACTIVE'
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INACTIVE 4FEH 9] Mol U= ofe] HEHO| /g == JU&LICH AX|Z7] HTol= ol AZAE! F3E0

Zf B
StLt Ol&f Rlofof BfLCH.
ChS oMl =& At83stod Z4X[7|, &, 2o E Ydst AXI7|E HAIELICH

Hx|7] 44

Ct= oMol M= PutDetector APIE At&35t0{ sample_registration O|HIE Roi CHE
sample_detector ZX|7|E M ggLICt.

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_detector (

detectorId = 'sample_detector’,
eventTypeName = 'sample_registration'
)
23t 4
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IS8 ZH Ab7| ol & Zotof CiEt Aot MM ELICH CFS ol A|ofl M E PutOutcome APIE A 3104,
3l verify_customerreview®| M| 7tX| ZTHE MMEL|Ctapprove. O[248t A= LES o 730

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_outcome(
name = 'verify_customer',

description = 'this outcome initiates a verification workflow'

)

fraudDetector.put_outcome(
name = 'review',

description = 'this outcome sidelines event for review'

)

fraudDetector.put_outcome(

name = 'approve',
description = 'this outcome approves the event'
)
FA Ay
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_rule(
ruleld = 'high_fraud_risk',

detectorId = 'sample_detector’,

expression = '$sample_fraud_detection_model_insightscore > 900°',
language = 'DETECTORPL',

outcomes = ['verify_customer']
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)

fraudDetector.create_rule(

ruleId = 'medium_fraud_risk',

detectorId = 'sample_detector’,

expression = '$sample_fraud_detection_model_insightscore <= 900 and
$sample_fraud_detection_model_insightscore > 700',

language = 'DETECTORPL',

outcomes = ['review']

)
fraudDetector.create_rule(
ruleId = 'low_fraud_risk',
detectorId = 'sample_detector’,
expression = '$sample_fraud_detection_model_insightscore <= 700°',
language = 'DETECTORPL',
outcomes = ['approve']
)
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_detector_version(

detectorId = 'sample_detector’,
rules = [{
'detectorId' : 'sample_detector’,
'ruleId' : 'high_fraud_risk',
'ruleVersion' : '1'
I
{
'detectorId' : 'sample_detector',
'ruleId' : 'medium_fraud_risk',
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'ruleVersion' : '1'
.
{
'detectorId' : 'sample_detector',
'ruleId' : 'low_fraud_risk"',
'ruleVersion' : '1'
}
1,
modelVersions = [{
'modelId' : 'sample_fraud_detection_model’,
'modelType': 'ONLINE_FRAUD_INSIGHTS',
'modelVersionNumber' : '1.00'
} 1,
ruleExecutionMode = 'FIRST_MATCHED'
)
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.get_event_prediction(

detectorId = 'sample_detector’,

eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428",

eventTypeName = 'sample_registration’,

eventTimestamp = '2020-07-13T23:18:217"',

entities = [{'entityType':'sample_customer', 'entityId':'12345'}],
eventVariables = {

'email_address': 'johndoe@exampledomain.com',

'ip_address': '1.2.3.4'
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Event metadata Event variables
EVENT_TIMESTAMP, EVENT_ID, EVENT_LABEL lemail_address, phone_number, billing_street, billing_state, ip_address‘ +— Header
2020-12-06T03:13:347, R12345, fraud, regularl@example.com, 110-345-0990, mayhem ave, OH, 112.136.132.151 ¢— Event data
2020-11-13T12:47:00Z, P56890, legit, premiuml@example.com, 112-890-4532, howie lane, KY, 192.169.234.143
2021-02-19T722:52:43Z, R10001, legit, regular2@example.net, 078-777-5555, lankhurstdr, HI, 185.112.224.79 Event
2020-11-29T00:16:09Z, R56099, fraud, regular3@example.edu,  777-213-0033, noland ave, L, 68.73.183.186 dataset
2021-01-16T07:30:03Z, P08954, legit, premium2@example.net, 444-040-8344, oakwood apt, MA, 117.65.246.206
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_batch_import_job (

jobId = 'sample_batch_import',

inputPath = 's3://bucket_name/input_file_name.csv',

outputPath = 's3://bucket_name/',

eventTypeName = 'sample_registration’,

iamRoleArn: 'arn:aws:iam::********%***x.rgle/service-role/AmazonFraudDetector-
DataAccessRole-****x&*kxxkkxx !

)
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import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.cancel_batch_import_job (
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.send_event(

eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428",
eventTypeName = 'sample_registration’,
eventTimestamp = '2020-07-13T23:18:2172"',
eventVariables = {
'email_address' : 'johndoe@exampledomain.com',
'ip_address' : '1.2.3.4'},
assignedLabel = ‘legit’,

labelTimestamp = '2020-07-13T723:18:217",
entities [{'entityType':'sample_customer', 'entityId':'12345'}],
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.get_event(
eventId

'802454d3-f7d8-482d-97e8-c4b6db9a0428",
eventTypeName = 'sample_registration'
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fraudDetector = boto3.client('frauddetector')
fraud_detector.put_event_type(
name = 'sample_registration’,
eventVariables = ['ip_address', 'email_address'],
eventOrchestration = {'eventBridgeEnabled': True},
labels = ['legit', 'fraud'],
entityTypes = ['sample_customer'])
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import boto3
fraudDetector = boto3.client('frauddetector')
fraud_detector.put_event_type(
name = 'sample_registration’,
eventVariables = ['ip_address', 'email_address'],
eventOrchestration = {'eventBridgeEnabled': False},
entityTypes = ['sample_customer'])
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_model (

modelId = 'sample_fraud_detection_model',
eventTypeName = 'sample_registration',
modelType = 'ONLINE_FRAUD_INSIGHTS')
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_model_version (
modelId = 'sample_fraud_detection_model',
modelType = 'ONLINE_FRAUD_INSIGHTS',
trainingDataSource 'EXTERNAL_EVENTS',
trainingDataSchema {
'modelVariables' : ['ip_address', 'email_address'],
'labelSchema' : {
'labelMapper' : {
'"FRAUD' : ['fraud'],
'"LEGIT'" : ['legit']
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unlabeledEventsTreatment = 'AUTO'

}
},
externalEventsDetail = {
'datalocation’ 's3://bucket/file.csv’,
'dataAccessRoleArn' : 'role_arn'
}
)
RHEO| H35tH HEf7t 2l Ml 2= HTO| 4 ELICHTRAINING_IN_PROGRESS. =& &
HINMEX|E ZZ&UpdateModelVersionStatusdt 4EIE 2 YOI0|ESI0{ ERE F A

& 4~ QI&LICHTRAINING_CANCELLED. 30| &2 5| e A AEf7 2 oo EE L
CITRAINING_COMPLETE. Amazon Fraud Detector &2 A5 7HLIE 55510 RE M52 HE
g £ Ql&LICIDescribeModelVersions. B 4 dl M52 sl|AdstE whedo] CHEE XEM|EH LHR S
ol A-IIA=|2 xF °|.A-||OEE-II A—|'— I|

DEMNSE HdES T REHE #435t5t0] Z4X[7|7F AAZHAIZ| HEFHM AEE = JUZSF T
Ct. Amazon Fraud DetectorE= LE AF|UZI0| 74X U= HEfo|MH S HE 28 048] 7=

off 222 HiaxZsto] 2RO A S A7| ol &F =of 2t EFEEF gL ch RS &dst5te{H
UpdateModelVersionStatus APIE S &5t &EHE £ MO|O|E&LICIACTIVE.

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.update_model_version_status (

modelId = 'sample_fraud_detection_model',
modelType = 'ONLINE_FRAUD_INSIGHTS',
modelVersionNumber = '1.00',

status = 'ACTIVE'
)
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Model variable importance - new

Variable Importance gives you an understanding of how each variable is contributing to your model's performance. The chart below lists model input variables in the order of their importance to the model, indicated by the number. A variable with a much
higher number relative to the rest could indicate that the model might be overfitting on it, while variables with relatively lowest numbers could just be naise. For details, refer to documentation [

Variable name & Variable type & Importance valuea

billing_state Billing Address: State or Province

billing_postal Billing Addres: Zip Code 0.35
user_agent User agent 0.26
email_address Email Address 0.25
ip_address IP Address 0.1

phone_number Phone number 0.01

billing_address Custom - categorical 0.00

Amazon Fraud Detector= 2 E Fraud Detector D& B{X0i| CHaH F£7} HIR Q0| 71H S S M
A—|%I-L||:|.
oH .

/A Important
20214 72 9 o|xloi| HHE 2E HToi
= ddotedt ZE o M HEE E=sHok LT

FI_F
d
[
ofM
kO
Hn
N
o
0
o>
r
o
Ha
[
s
4%
ofM
kO
Hn
L)

—_

DE Hr ST U ME

D WA BQT 22 AR S0l 2ROl 52 0L HEE 2913 7 BHo| 7lodsts H4oi o
3 QIMOIEE €S 4 UALICH I3 0HE DS THstod HUHEQl M5 JHMBHLICH

DEHEE B2 A AS H latest 95



Amazon Fraud Detector

Bot FAMHez, 2E 452 JiMEted™ THQ XA E 7Bz 7MH 2 A4S HAtstn =3 O

OFEEZERIZ OFR[ e 2 =27t AT He-8 AHELICH He ST 210| LHHX| ZhE 2R 2
A0l 2d He= ZEH EFH0| S25HX| o2 = JU&LcH He-E HM7Hstod O ZtEre 2= HE S
=dstes WS Tede =+ U&LICH R0 F 7He| et Z2 #HT} 7{2| gi= B Amazon Fraud
Detector= 0475| s SR T 7t ME5tn #H40| =92 oiZLIct az{Lto] B QIAIOIEE A|
shElLch.
/A Important
1. 2 He ZRE REO| FEE #HET| JE B2 OS2 0] 3 §tLE HEY &= /JU&Lct
HIolE| MEQS| H+E H™Hstn R E Met&sts [o| E&LCH
- =H O|O|H ME | Bds~o0f CHEt 7 2F =7t 1007H O]t L|Ct.

Ot
1>
r
[ul

DE M, BT S BIHE M ok A E edste ROl

. M BT ghe B4 THQl KA 8 BIkshof BLICt

. D A LHO| CHE 40| M4 52T 7t} HITstod M40l W4 BT 2 HALICH By
H40f Chel M4 B2 2he S2URe R DA DAL,

. SUS DY HIH Lol M40 M4 B2 2he HImFLICH 2Y HMoM Heo M4 FoT
2L0I CHE D HTOIAM SUst W40l 24T CHE 4 2002 DY I 7hof SUS Ha ol He
5QC 22 HILSHK| DHIAIQ. SUsH M40t ClOIE MES A8 5t0{ CHE B HHS E3ists
e SUS We BT g2 B Al MRS eraLIch

7 latest 96

o
i
rﬂ:
4>
OfM
0]
Hn
N
o
N



Amazon Fraud Detector INT=IY A To] =]

AN = AN
oY He S0 29 27|

ZH0| 22 £|™H Amazon Fraud Detector Z2& 0| M = DescribeModelVersion APIE A+& 304
= oo

DH MO R He ZRE =8 & = J&LICH

2% S Fol M mHg Mg
dg dst ohe 2 HYS MU
H2 =io| MEfE|o] UEK| & QlFfLct.

H

sz MdetL|Ct Ol 23l Amazon Fraud Detector= SHapley Additive exPlanations(SHAP)&
AEFLICE SHAPE 7|E2XMo2 RE ZE Ho| 758 ZE ZefE 1E{d & 2= Ho BHE of
& 7lo{= Lt

SHAPE= HX O[HIE o £ & flall 24 2= H=0| J[od= & EE e LICt 27 CHE ol 8 ol &2 TA
§to R = Z 0| He =& HEELICH ool 2 ZE H=0| 7|0{= & &E5t7| fIsH SHAPE
Jtstet BE He R 2to| 2 £34 X}0|E TefEfLich &Y He MEE Z &S5 HU AM7H{stod =2
dEHE YHE = U= BE 71sHE ZHH2EM SHAPE Z 2= Mo SR T of ME 5 H
Mag £ A&LIcH ol RE HeIt M2 2 S2EAE 7HE M S5l S LICH

ML ZE2 CHREEC| B2 HeE NMAHE &= elaLIch chal 2R M MAHE|HLE +2rEl ¢ & StLt

— — =
(0d: AtZ|7} otil O|HIE)O| ST = Zfo 2 HIE = UGLICH MU 7|&E QUAHAE

7|1& O|
MEIStE W2 01242 = U X[t Amazon Fraud Detectorg A &35tHO| 7|28 REE WH o2 M
A
T

SageMaker Al 22! 7}X{2 7|

MEHM o = SageMaker Al A8 2 E Amazon Fraud Detector2 7tX& = Q&LICH 2T}
02t 7} X[ 2 SageMaker Al 22 S EFX|7|0fl £7}5IT GetEventPrediction APIE AF235104 A}
7l ol&5 S MMHE £+ A&LICH GetEventPrediction 22| Y8 Z Amazon Fraud Detectore
SageMaker Al IEXQIEE S &5t AME &0 MEELICH

DEHSZSQE =2 27| 7 latest 97

H>


https://docs.aws.amazon.com/frauddetector/latest/api/API_DescribeModelVersions.html
https://papers.nips.cc/paper/2017/file/8a20a8621978632d76c43dfd28b67767-Paper.pdf

Amazon Fraud Detector INT=IY A To] =]

GetEventPrediction RO YdEE MEE O|HE H+E AL 5T S Amazon Fraud DetectorE
TAIE £ QISLICEH O|HIE B2 A58 MEISH 22 3 HESIZ NZ 8ok & LICH Amazon
Fraud Detector=0| HIZ2!/2 AI&35t0{ O|HE B8 SageMaker Al IEZQIEE $E5t= 0O EQ

5t 04
= GetEventPrediction 2o F E HMEE|= byteBufferg

T8 =+ U&LICH

gt Q24 mlo|2= 2 HErstLICt g
A8 3t 5 SageMaker Al 2 &

5 o

mo |

Amazon Fraud Detector= JSON EE= CSV 23 &40} JSON EE= CSV £2 HAIZ AFE5t
= SageMaker Al 1 2[& 7t 7|E X[HELIC X[ E[= SageMaker Al & T 2|E2| 2=

XGBoost, Linear Learner & Random Cut Forest7} & LILC}H.
£ AL238104 SageMaker Al 22 7}X{2 7| AWS SDK for Python (Boto3)

SageMaker Al 22 & 7}X{ 224 PutExternalModel APIE A &fLICt CFS GAoMHE
SageMaker Al °*|':£t°|Esagemaker transaction-model7} HHEE|R 1, InService AE{O|MH,
XGBoost &1 E2|&E AHS STt 7HE g LICEH

Q24 M2} O|HIE H4E AF26tod DH QI8 LMSE = X|ABLICHuseEventVariablesE
2 MHETRUE). XGBoostoll CSV /20| Lo #e ol2f #Al2 TEXT_csvelLch.
csvinputTemplate2 GetEventPrediction LEO| YR E MEE H=0 A CSV =S 795t
g X|HErLICch o] oMo HE B4 order_amt, prev_amt hist_amt L& MMHIMCto 7+

LICtpayment_type.

.Io#. rir

I.

£ 7192 SageMaker Al 22 2| SE HAIE X|HEstn MAE CSV /A E Amazon Fraud

Detector 450l Ol & & LICtsagemaker_output_score. #48t Fole #AIMM &3 HEE A
st & olal|Ct.

T AAHE

(® Note
SageMaker Al Z& 0| E242 A A7} Ol fH4==0i OfZE Z|o{oF &L
CFEXTERNAL_MODEL_SCORE. & AF8504 2£0|M O|2{EF H+E MY =+ i&LIC
PHIIMHR7|E 7+ m cHal MAIsHoF gFLICtH

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_external_model (
modelSource = 'SAGEMAKER',
modelEndpoint = 'sagemaker-transaction-model’,
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invokeModelEndpointRoleArn = 'your_SagemakerExecutionRole_arn',
inputConfiguration = {
'useEventVariables' : True,
'eventTypeName' : 'sample_transaction’,
'format' : 'TEXT_CSV',
'csvInputTemplate' : '{{order_amt}}, {{prev_amt}}, {{hist_amt}}, {{payment_typel}}'
},
outputConfiguration = {
'format' : 'TEXT_CSV',
'csvIndexToVariableMap' : {
'Q' : 'sagemaker_output_score'
}
.
modelEndpointStatus = 'ASSOCIATED'
)
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_detector (
detectorId = 'sample_detector’,
eventTypeName = 'sample_registration'
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_detector_version(
detectorId = 'sample_detector’,
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rules = [{
'detectorId' : 'sample_detector',
'ruleId' : 'high_fraud_risk',
'ruleVersion' : '1'

},

{
'detectorId' : 'sample_detector’,
'ruleId' : 'medium_fraud_risk',
'ruleVersion' : '1'

.

{
'detectorId' : 'sample_detector',
'ruleId' : 'low_fraud_risk"',
'ruleVersion' : '1'

}

1,

modelVersions = [{
'modelId' : 'sample_fraud_detection_model’,
'modelType': 'ONLINE_FRAUD_INSIGHTS',
'modelVersionNumber' : '1.00'

1,

ruleExecutionMode = 'FIRST_MATCHED'

)

Z X7 HH o HEHE O|0|ESHE{T UpdateDetectorVersionStatus APIE AFSEFLICH CHS
oMM & XR[7] HH A EIE 0| M DRAFTE UC|O|ERLICIACTIVE. GetEventPrediction 238
Zof EX|7| ID7} R|™HE|X| 852 ZA Amazon Fraud Detectore= EHX|7| ACTIVE HHAE AP EHLICEH

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.update_detector_version_status(

detectorId = 'sample_detector’,
detectorVersionld = '1"',

status = 'ACTIVE'

)
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SageMaker Al 22 2 xH | EIL|C}.

import boto3
fraudDetector = boto3.client('frauddetector')

#Create variable email_address
fraudDetector.create_variable(
name = 'email_address',
variableType = 'EMAIL_ADDRESS',
dataSource = 'EVENT',
dataType = 'STRING',
defaultValue = '<unknown>'

)

#Create variable ip_address
fraudDetector.create_variable(
name = 'ip_address',
variableType = 'IP_ADDRESS',
dataSource = 'EVENT',
dataType = 'STRING',

defaultValue = '<unknown>'
)
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.delete_variable (

name = 'customer_name'
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Amazon Fraud Detector 2 & 0| A put-label BEZ ALE5t7HLE PutLabel APIE AL 5t7{LIE ALE 3t
of Hlo|2 S MEE = JU&LICH AWS SDK for Python (Boto3).
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= PutLabel APIE AF235104 T 7H2| BI0IE (AL, Z4E)
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CH= AWS SDK for Python (Boto3) oAl 2
2 dMELICH BlolES MME F O[HIE

CH.

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_label(
name = 'fraud',
description = 'label for fraud events'

)
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fraudDetector.put_label(

name = 'legit',
description = 'label for legitimate events'
)
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.update_event_label(

eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428",
eventTypeName = 'registration',
assignedLabel = 'fraud',

labelTimestamp = '2020-07-13T723:18:21Z'
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UpdateEventLabel API 24 A& &FLICt CHE 2 UpdateEventLabe

import boto3
fraudDetector = boto3.client('frauddetector')
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fraudDetector.update_event_label(

eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428"',
eventTypeName = 'sample_registration’,
assignedLabel = 'fraud',

labelTimestamp = '2020-07-13T23:18:21Z'

cilO|= 4K

glo|&2 ArX|5H™ Amazon Fraud Detector7}t SHE Bl0|E 2 Y7 Mo 2 AMX|5H D O|O|E{= O 0|4
Amazon Fraud Detector0i| A& | X| ot &L|Ct

Amazon Fraud Detector2| O|HIE 30f Z & & g
Zl Bo|EE AME = &LICH HX] 224 O[HIE |

1210
z
ol
s

Amazon Fraud Detector Z& 0l A, delete-label BEE A& 3t74LE, DeleteLabel APIE At&3StHLEE
Ar&35tod BilolEE AXE &= U&LICH. AWS SDK for Python (Boto3)
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E AH83t04 i|0|E AFA| AWS SDK for Python (Boto3)
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CHS AWS SDK for Python (Boto3) 0{iX| 2 =& DeleteLabel APIZ AFE3l04 ti|0|E XAIE AMX|E L
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import boto3
fraudDetector = boto3.client('frauddetector')
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fraudDetector.delete_event_label (
name = 'legit'
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events with a high ML model score
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Ch2 oAl 2E= CreateRule APIE A25104 7|&E ZHX|7|0fl high_risk CHEH F&IS A AIEHL
Ctpayments_detector. £3t oA Z=E B2 &

e o
el

Aot AL E verify_customer #&I0| F7}

oMl Z=E Ar8stt{™ & g2 Tldetr| ol Ch5E 2tz stoF ZLict

ALE Atellof CiEr ZXI7], 73 A ZAntE ddste 32 & XI7]1 0|&, 73 ol&, 7 EodA & A
O|& O E AFE Atellet #H3E 0|F & EHA S 2 HHELICH

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_rule(
ruleId = 'high_risk',

detectorId = 'payments_detector',

expression = '$sample_fraud_detection_model_insightscore > 900°',
language = 'DETECTORPL',

outcomes = ['verify_customer']

)

2 E(olE 8t AL, TAIO] CHEt TS £} EE
MEX| 752 UHlO|EF 4 laLich F212 YElo|=shed A 74 HHO| MadglLict

Amazon Fraud Detector 2 £ 0{| A updateupdate-rule-version &2 AF&3t7{LI UpdateRuleVersion
APIE AF83t7{LE AWS SDKE Ar&35t04 #2|2 UC|0|EE &+~ U&LICH

TEE YOo|EE FolE M 73 HTE A8t 5 A X[7| HTE U0l EsHoF BfLICH.
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ClS olMl Z E&= UpdateRuleVersion APIE AF& 3104 #2]9| &IAH|ZEE 900high_risk0iA] 95022
dollo|EgFLICt o] #&I2 4 KX[7|2t A2 ElLICtpayments_detector.

fraudDetector.update_rule_version(

rule = {
'detectorId' : 'payments_detector’,
'ruleId' : 'high_risk',
'ruleVersion' : '1'
I
expression = '$sample_fraud_detection_model_insightscore > 950°',

language = 'DETECTORPL',
outcomes = ['verify_customer']

)
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description = 'legitimate email_ids'
variableType = 'EMAIL_ADDRESS',
elements = ['emailId _1', 'emaillId_2', ‘'emailld_3', 'emailld_4']
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import boto3
fraudDetector = boto3.client('frauddetector')
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import boto3

boto3.client('frauddetector')
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name = 'allow_ip_address',
variableType = 'IP_ADDRESS'
)
=2 Ax|
O A R0ME AFSEIR| b= ST 2 AXE = JU&LICH S5 2 AX|5HH Amazon Fraud Detector
JhalE 521 S50 BE ¥5S YRMoE ARELICH

AWS CLI EE= AWS SDKE AF&35104 APIE AF&3510{ Amazon Fraud Detector E£0|M S & AMK|
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£ AL83t0o4 =5 AKX AWS SDK for Python (Boto3)

CHS o KoM= DeleteList APl 2fd 2 AL 5H04E AAN|E LICallow_email_ids.

import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.delete_list(
name = 'allow_email_ids'
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import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.update_list(
name = 'allow_email_ids"',
updateMode = 'REMOVE',
elements = ['emailId_4', 'emailld_12']
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import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.update_list(
name = 'allow_email_ids’',
updateMode = 'REPLACE',
elements = []
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_outcome(

name = 'verify_customer',
description = 'this outcome initiates a verification workflow'
)

fraudDetector.put_outcome(

name = 'review',
description = 'this outcome sidelines event for review'
)

fraudDetector.put_outcome(

name = 'approve',
description = 'this outcome approves the event'
)
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.delete_outcome(
name = 'verify_customer'
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import boto3

fraudDetector = boto3.client('frauddetector')

fraudDetector.put_entity_type(

name = 'customer',

description = 'customer'

)
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.delete_entity_type (

name = 'customer'
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# Simple Detector resource containing inline Rule, EventType, Variable, EntityType and
Label resource definitions
Resources:
TestDetectorLogicalld:
Type: AWS::FraudDetector::Detector
Properties:
DetectorId: "sample_cfn_created_detector"
DetectorVersionStatus: "DRAFT"
Description: "A detector defined and created in a CloudFormation stack!"

Rules:
- RuleId: "over_threshold_investigate"
Description: "Automatically sends transactions of $10000 or more to an
investigation queue"
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DetectorId: "sample_cfn_created_detector"
Expression: "$amount >= 10000"
Language: "DETECTORPL"
Outcomes:
- Name: "investigate"
Inline: true
- RuleId: "under_threshold_approve"
Description: "Automatically approves transactions of less than $10000"
DetectorId: "sample_cfn_created_detector"
Expression: "$amount <10000"
Language: "DETECTORPL"
Outcomes:
- Name: "approve"
Inline: true
EventType:
Inline: "true"
Name: "online_transaction"
EventVariables:
- Name: "amount"
DataSource: 'EVENT'
DataType: 'FLOAT'
DefaultValue: 'Q'
VariableType: "PRICE"
Inline: 'true'
EntityTypes:
- Name: "customer"
Inline: 'true'
Labels:
- Name: "legitimate"
Inline: 'true'
- Name: "fraudulent"
Inline: 'true'
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.get_event_prediction(

detectorId = 'sample_detector’,

eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428",

eventTypeName = 'sample_registration’,

eventTimestamp = '2020-07-13T23:18:21Z"',

entities = [{'entityType':'sample_customer', 'entityId':'12345'}],
eventVariables = {

'email_address' : 'johndoe@exampledomain.com',
'ip_address' : '1.2.3.4'
}
)
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_batch_prediction_job (
jobId = 'sample_batch',
inputPath = 's3://bucket_name/input_file_name.csv',
outputPath = 's3://bucket_name/',

eventTypeName = 'sample_registration',
detectorName = 'sample_detector’,
detectorVersion = '1"',
iamRoleArn = 'arn:aws:iam::**:role/service-role/AmazonFraudDetector-DataAccessRole-
%!
)
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Prediction explanations - preview

This prediction is based on contribution from each variable to the overall likelihood of a fraudulent event. Prediction explanations give you better understanding of how an event's input variables
influence fraud prediction scores. For details on calculations, refer to documentation [

@O show raw prediction explanation value

Variables that increased fraud risk

Name Value Relative impact @ Raw explanation value (@
comp_255 whatsapp dek ok Ak 0.49
req_255 0 * 0.29
sentiment_description 0.2 * 012
desc_255 this Is the company description 0.07
title king 0.07
required_experience 5 0.04
required_education masters 0.03
has_questions true 0.0

Variables that decreased fraud risk

Name Value Relative impact @ Raw explanation value @)
has_company_logo true Hrd ok -0.26
req_desc_similarity 0.3 * -0.21
employment_type emp * -0.21
Jeb_location california -0.1
jeb_function engineer -0.06
industry software -0.05
sentiment_requirements 0.5 -0.01
telecommuting yes -0.00
company_desc_similarity 0.0 -0.00
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0o Al 1: ListEventPredictions APIE Al235l04 %Al 0f =
import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.list_event_predictions(
maxResults = 10,
predictionTimeRange = {
end_time: '2022-01-13T23:18:21Z7"',
start_time: '2022-01-13T20:18:217"'
}
)
0i ANl 2: ListEventPredictions APIE AlE35l0{ O|HIE R "SE

7

import boto3
fraudDetector boto3.client('frauddetector')
fraudDetector.list_event_predictions(

eventType = {
value = 'registration'

}
maxResults = 70,
nextToken = "10",
predictionTimeRange = {

end_time: '2021-07-13T23:18:217"',

start_time: '2021-07-13T20:18:212'
}
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0{ Al 3: GetEventPredictionMetadata APIE Al235t04 X|&El 7|70l MAA=l X|XHEl O|HIE |D,
O|HIE @&, ZX|7|ID & ZX|7| T IDO| CHEH Bt H oS o] M|E HEE 7tX{SLCt.

0| 270l predictionTimestamp X|HE= MHXA ListEventPredictions APIE £&304 7t
=1

= .

import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.get_event_prediction_metadata (
detectorId = 'sample_detector’,
detectorVersionlId = '1"',
eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428",
eventTypeName = 'sample_registration’,
predictionTimestamp = '2021-07-13721:18:21Z'
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"Effect": "Allow",

"Principal": {

"Service": "frauddetector.amazonaws.com"
b,
"Action": [

"kms:Encrypt",

"kms:Decrypt",
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

1,
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": [
"frauddetector:*"
1,
"Resource": "*"
}

FoqgrLct.

"Version":

"2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:

GetEventTypes",

GetModelVersion",

GetlLabels",
GetVariables",
GetDetectors",
GetRules",

BatchGetVariable",
DescribeDetector",
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24 18

A0] CHEt AWS AH™ 27| &

ol

S| ES

GetEventPrediction",
GetExternalModels",

ListTagsForResource",
GetKMSEncryptionKey",
DescribeModelVersions",
GetDetectorVersion",
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"frauddetector:GetPrediction",
"frauddetector:GetOutcomes",
"frauddetector:GetEntityTypes",
"frauddetector:GetModels"

1,

"Resource": "*"
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [

"frauddetector:*"

1,
"Resource": "*"

1,

{

"Effect": "Deny",
"Action": [
"frauddetector: *Detector"

1,
"Resource": "arn:${Partition}:frauddetector:${Region}:${Account}:detector/

${detector-name}"

}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "frauddetector:*",
"Resource": "*"
1,
{
"Effect": "Deny",
"Action": "frauddetector:GetVariables",
"NotResource": [
"arn:aws:frauddetector:*:*:variable/user*",
"arn:aws:frauddetector:*:*:variable/job_*",
"arn:aws:frauddetector:*:*:variable/var*"
]
}
]
}
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "frauddetector:*",
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"Resource": "*"
1,
{
"Effect": "Deny",
"Action": [
"frauddetector:CreateModel",
"frauddetector:CancelBatchPredictionJob",
"frauddetector:CreateBatchPredictionJob",
"frauddetector:DeleteBatchPredictionJob",
"frauddetector:DeleteDetector"
iF
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Project": "B"
}
}
}
]
}
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M HEIAE Z7H F|E AMEELICE 0| & £0{ arn:aws:servicename:*:123456789012:*
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"frauddetector.amazonaws.com"
]
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
.
"StringlLike": {
"aws:SourceArn": "arn:aws:frauddetector:us-west-2:123456789012:*"
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{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Principal": {
"Service": [

"frauddetector.amazonaws.com"

]

},

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
.
"StringlLike": {
"aws:SourceArn":
model/MyExternalModeldoNotDelete-ReadOnly"

"arn:aws:frauddetector:us-west-2:123456789012:external -
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
frauddetector:GetDetectors on resource: my-example-detector
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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{
"Version": "2012-10-17",
"Statement": [ {
"Effect": "Allow",
"Principal": {
"Service": "frauddetector.amazonaws.com"
},
"Action": "sts:AssumeRole"
1]
}
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Amazon Fraud Detector 21 12l &= 0|3l

Z%0[2 X|&IE Amazon S3 H{ZI0] O/HIES 21 hel= Q218 4 7 st TAIULICH
CloudTrail 21 mtol= stLt ol el 23 g =0| 28 E = U&LICH O|HEE BE AAZRE9
HY 2FE LIEUH 28 MY, 5 dmet AlZ etOlE S S04 AU&LICH
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C}S o= GetDetectorsZYUE E04F = CloudTrail 21 &= lL|Ct.

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "principal-id",

arn": "arn:aws:iam::user-arn",
"accountId": "account-id",
"accessKeyId": "access-key",
"userName": "user-name"
3,
"eventTime": "2019-11-22T02:18:0372",
"eventSource": "frauddetector.amazonaws.com",
"eventName": "GetDetectors",
"awsRegion": "us-east-1",
"sourceIPAddress": "source-ip-address",
"userAgent": "aws-cli/1.11.16 Python/2.7.11 Darwin/15.6.0 botocore/1.4.73",
"requestParameters": null,
"responseElements": null,
"requestID": "request-id",
"eventID": "event-id",
"eventType": "AwsApiCall",
"recipientAccountId": "recipient-account-id"
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