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(1,
"arn:aws:iam: :123456789012:role/AllowFISActions",

"experimentReportConfiguration":{},
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"stopConditions":
"experimentOptions":{},

"roleArn":
"tags":
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"action_name": {

"actionId": "aws:service:action-type",
"description": "string",
"parameters": {
"name": "value"
I

"startAfter": ["action_name", ...],

"targets": {
"ResourceType": "target_name"

}

}
}
}
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"targets": {

"ResourceType": "resource_name"
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"actions": {
"stopInstances": {

"actionId": "aws:ec2:stop-instances",

"parameters": {
"startInstancesAfterDuration": "PT2M"

},

"targets": {
"Instances": "targetInstances"
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"actions": {
"interruptSpotInstances": {
"actionId": "aws:ec2:send-spot-instance-interruptions",
"parameters": {
"durationBeforeInterruption": "PT2M"
1,
"targets": {
"SpotInstances": "targetSpotInstances"

_,_
(o}

CHS T2 oy MEUDCHE 7HE g0l (I HEU ol EefE g HEE LD

"actions": {
"disruptAZConnectivity": {

"actionId": "aws:network:disrupt-connectivity",
"parameters": {
"scope": "availability-zone",
"duration": "PT5M"
b
"targets": {
"Subnets": "targetSubnets"
}
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"actions": {
"terminateWorkers": {

"actionId": "aws:eks:terminate-nodegroup-instances",
"parameters": {
"instanceTerminationPercentage": "50"
I
"targets": {
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"Nodegroups": "targetNodeGroups"

of: ARC & xts ™

ok

NS,

=

CIS &2 m2to|E LH duration-in-parameteres S9F #E|& BIAAE az-in-

— o
parametersO| X CtE X2 E 0|S5t= ARC B Ats TS AETgLICt ElaA K82 AWS FIS

A3 HZ 3l M CHA 0|5 2| 7|2 ManagedResources AFSELICEH

"description": "aaa"
"targets": {
"ManagedResources-Target-1": {

’

"resourceType": "aws:arc:zonal-shift-managed-resource",
"resourceArns": [

"arn:aws:elasticloadbalancing:us-east-1:0124567890:1oadbalancer/app/
application/11223312312516",
1,

"selectionMode": "ALL"

}
1,
"actions": {
"arc": {
"actionId": "aws:arc:start-zonal-autoshift",
"parameters": {
"availabilityZoneIdentifier": "us-east-1a",
"duration": "PT1M"
I
"targets": {
"ManagedResources": '"ManagedResources-Target-1"
}
}
},
"stopConditions": [
{
"source": '"none"
}
1,
"roleArn": "arn:aws:iam::718579638765:r0le/fis",
"tags": {3},

"experimentOptions": {
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"accountTargeting": "single-account",
"emptyTargetResolutionMode": "fail"
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"targets": {
"target_name": {

"resourceType": "resource-type",
"resourceArns": [
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"resource-arn"

1,
"resourceTags": {
"tag-key": "tag-value"

},
"parameters": {
"parameter-name": "parameter-value"
I
"filters": [
{
"path": "path-string",
"values": ["value-string"]
}
1,
"selectionMode": "value"
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"filters": [
{
"path": "Component.Component.Component",
"values": [
"string"
]
}
1,
IS 252 2E 2l44 HEfo HELIC
A27t sUst ZHE Z§étod o EEII MBSkl B2 ElacE MEste{H ZE EHE €X|
SoF ErL|C}. AND
Ctd ZEfof oi] Zto| MBSkl B2 2lAAE ME5tedT StLtol Zhak Y x[SHok &fLICt OR
APl HH 3 £0| Z= ?|x|of 0424 2/0] /U= B BlAAE MEstEdH stLtol Zhnt L X(SHoF &L
Ct. OR

Ef 2 Z|/2f mo{oll M LR

CHS Eol= 2 2l4aA Yo cifet HA MHES 71 = O A8 E = U= API 2141t AWS CLI
H240| L2}t A& LICH AWS FISE AF2XIE CHAISHO] 0|E4°+ g Ao x| EHE{E M
_|

23tCh s A Ao=
Describelnstances AH A0 =

ZlgMez Ao E?:. =
z|2o SzE QA

Elas R

o

aws:arc:zonal-shift-managed-
resource

aws:directconnect:virtual-i
nterface

aws:ec2:autoscaling-group
aws:ec2:ebs-volume
aws:ecZ2:instance

aws:ec2:subnet

ListManagedResources

DescribeVirtuallnterfaces

DescribeAutoScalingGroups

AWS CLI B3

list-managed-resources

describe-virtual-interfaces

describe-auto-scaling-groups

DescribeVVolumes

Describelnstances

DescribeSubnets

describe-volumes

describe-instances

describe-subnets
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-subnets.html
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aws:ec2:transit-gateway
aws:ec2:vpc-endpoint
aws:ecs:cluster
aws:ecs:task
aws:eks:cluster
aws:eks:nodegroup

aws:elasticache:replication
group

aws:iam:role
aws:kinesis:stream
aws:lambda:function

aws:memorydb:multi-region-c
lustern

aws:rds:cluster

aws:rds:db

aws:s3:bucket
aws:dynamodb:global-table

aws:dsql:cluster

API 2t ¢4

DescribeTransitGateways

DescribeVpcEndpoints

DescribeClusters

DescribeTasks

DescribeClusters

DescribeNodegroup

DescribeReplicationGroups

ListRoles

DescribeStreamSummary

ListFunctions

DescribeMultiRegionClusters

AWS CLI H&

describe-transit-gateways

describe-vpc-endpoints

describe-clusters

describe-tasks

describe-clusters

describe-nodegroup

describe-replication-groups

list-roles

describe-stream-summary

list-functions

describe-multi-region-clusters

DescribeDBClusters

DescribeDBInstances

ListBuckets

DescribeTable

GetCluster
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describe-db-clusters

describe-db-instances

list-buckets

describe-table

get-cluster
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https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeDBInstances.html
https://docs.aws.amazon.com/cli/latest/reference/rds/describe-db-instances.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/cli/latest/reference/s3api/list-buckets.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://docs.aws.amazon.com/cli/latest/reference/dynamodb/describe-table.html
https://docs.aws.amazon.com/aurora-dsql/latest/APIReference/API_GetCluster.html
https://docs.aws.amazon.com/cli/latest/reference/dsql/get-cluster.html
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CHS 2laa fE2 otet0EeE KL

aws:ec2:ebs-volume

- availabilityZonelIdentifier - CH& 2&0| Z&E 78 QA o| A E(04: us-east-1a) &L
CH.

aws:ec2:subnet

« availabilityZoneIdentifier - CH&f MEUIO| Z&HEl 7t ¥Ho| I =(0]: us-east-1a) EE
= AZ ID(0{: use1-az1) &LIC}.

 vpc - CH&h MEUO| 23 E VPCRILICH HEE stLt 0|4 ol VPCE X|#5HX| b &LCt

aws:ecs:task

« service - CH& 24
aws:eks:pod

« availabilityZoneIdentifier — ME AFSILICH CHef ZE7t ZHE 718 GAULICE. of
E E0{us-east-1dLICt ZEO| ZAE |PQ} E{AE AELIQ| CIDRE H|1L5t0{ ZE9]
7t& gdAdg A-eLo

« clusterIdentifier - EQlL|Ct CHA EKS E2{AE 2| O|& E& ARN.

* namespace - EL|C CHY ZE 9| Kubernetes H| &AM 0|4,

« selectorType - ELICH MEAY| R, 7tS8t 2f2 labelSelector, deploymentName,
podName &ILIC}.

« selectorValue - EIL|Ct MEHT| ZLILICE O] k2 selectorTypel| Ztof 2t HEtE
L|C}.

 targetContainerName - MEH AFRFQILICH ZE AMQFof Ho|El CHA Z4El| 0[] 2| O|F L ICt.

srolLict
Jl=zte 2t e e Argrol BolEl & vy Z4efol ALt

- HA —

aws:lambda:function

« functionQualifier — MEH AFEQLICH CHE S 2 X|HE ol HM = HEQL|CE &7
AHE XHSHR| oM ZE SEO| 22 TE{ELICH HAO0| ofq 7HR! HES X[MstH 8
Zlo| Z&E ARN2 AH85t0{ S EE|E 8 HE| T8 E ZE HMO| Ao 2 ZHFELICH &
= HESLATESTS A835tE 42 7|2 &= ARNO| CHEF S £ ARNSLATESTO|E Z& Tt 5
£0| 2% Fof me{ELLch Lambda HHZ0| CHEE REMIEH LIE 2 AWS Lambda A AE 9|
Lambda & HM ZE|1E FZSHAMIL.

oHe 2o Al 21


https://docs.aws.amazon.com/lambda/latest/dg/configuration-versions.html
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aws:rds:cluster

- writerAvailabilityZoneIdentifiers — MEi AbEHQILICH DB E2{AE 2lO[E{Q] 7t Y
AQlLict JtsE U2 HER FEE 718 Yy AR} 55, al1uct.

aws:rds:db
« availabilityZoneIdentifiers - MEH AP QILICH FES &2 DB QIARHAO| 718 P
ULICH 7ts8t g2 2 EE TEE 718 GY AlHEXt S5, al1LCt

aws:elasticache:replicationgroup
« availabilityZoneIdentifier - EQlL|Ct CHef =71 2o E 7184 S0l I E(04:
us-east-1a) EE £ AZ ID(0{: use1-az1)LICH.
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« ALL - 2= CHAOf CHEH 2l Al=ELICE

* COUNT(n) - AlHEE CHA M FEYE M
£0{, COUNT(1)2 AHE CHA S 5tLIE M

« PERCENT(n) - AlHEI CHA O] F =
£ 01, PERCENT(25)= AlHEl CHA 0| 25% & MEHEILICEH

BlAA £7F E40|1 50%E K|35 AWS FIS7H EH2 2IEILIC} 0 & E01 5702 Amazon EC2 214

BAAE MO 2 FII5tT HRAAE 50% =2 MHSHH AWS FISE 2719 QIARAZ LHRIFLICEH Blaa
A |2 £0{47H2| Amazon EC2 QIAEIAE F7lstm HRIE

5%2 MH3H AWS FISE QIAEAE MEHS &~ gi& LT,

rE

Zol5 CHAF EIAA 32 AF23504 042 CHAI S R O|5t= 2 AWS FISE E23H Z|AAE o
A (@]

® x| -{I_ EHj-jl' AAt xl ME VPCol ol_ﬁEr_ﬁ

MEH D 22



AWS Fault Injection A{H|A
- XHEE meti|E7t J}e &Y
of: X|’'dE el 27t = XIHE vPCL| QIARA
O| ofld|e] 7t =8t CHaf 2 env=prod Ei27} U= XI'HEl VPCL| Amazon EC2 QIAEIAQ|L|CE {EH &2
E = AWS FIS7t O|2{3t CHA & StLIE FEIIR MENSIE S K[ gL Ct.
{
"targets": {
"randomInstance": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
Ilenvll: Ilprodll
1,
"filters": [
{
"path": "VpcId",
"values": [
"vpc-aabbccl1223344556"
]
}
1,
"selectionMode": "COUNT(1)"
}
}
}
of: X|HE metole7t Je 2y
XI-O-IOI|_|E_|._ /\I_{EﬁH

O| of|Ale| 7tsEH CHA2 Amazon ECS Zred el
= AWS FIS7} o|2{8t CH

{
"targets": {
"randomTask": {

"resourceType": "aws:ecs:task",

"parameters": {
"cluster": "myCluster",
"service": "myService"

I

"selectionMode": "COUNT(1)"

Od| Al CHA
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}

of: EC2 QIARA

aws:ec2:instance ElAA S8 X|&stE Edof CHEt EE{E X352 AWS FISE Amazon EC2
describe-instances @& A5t EEE M504 CHA S AlEELICEH

Instances OF2H # X0l JSON £24g dtetstL|ct. 2
1QlLict. ol2{st WEE AFS5t0d JSSON &3 FZofAM &4

describe-instances B2 Zt QAR AT
#HHEE EANE EHEE T 8t5t=s B2 =2

B2 E K|Yst= oM E MSELICH

l'u_l_

{
"Reservations": [
{
"Groups": [1,
"Instances": [
{

"ImageId": "ami-©©0111111111111111",
"Instanceld": "i-0Q@aaaaaaaaaaaaaaa",
"InstanceType": "t2.micro",
"KeyName": "virginia-kp",

"LaunchTime": "2020-09-30T11:38:17.000Z",
"Monitoring": {
"State": "disabled"

},

"Placement": {
"AvailabilityZone": "us-east-1la",
"GroupName": "",
"Tenancy": "default"

1,
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"PrivateDnsName": "ip-10-0-1-240.ec2.internal",
"PrivateIpAddress": "10.0.1.240",
"ProductCodes": [],

"PublicDnsName": "ec2-203-0-113-17.compute-1.amazonaws.

"PublicIpAddress": "203.0.113.17",
"State": {

"Code": 16,

"Name": "running"

}I

"StateTransitionReason": "",
"SubnetId": "subnet-aabbccl1223344556",
"VpcId": "vpc-00bbbbbbbbbbbbbbbbb",

"NetworkInterfaces": [

{

"Groups": [
{
"GroupName": "sec-group-1",
"GroupId": "sg-a0011223344556677"

"GroupName": "sec-group-1",
"GroupId": "sg-b9988776655443322"
1,
1,

iy

1,
"OwnerId": "123456789012",

"ReservationId": "r-aaaaaabbbbbl111111"
1,

com",

ZIE of |
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2|44 EHEE AH85t0 § 7t8 Ho| QIATAE MEHSHE{T AvailabilityZonel| £ B2
7

ot 7t JHo| A= E 22 X|HetMI2. oA

"filters": [

{
"path": "Placement.AvailabilityZone",

"values": [ "us-east-1la" ]

}
P
BlAA LWEIE ASSH0] S5 MEUO| QAHAE M5 SubnetIdo &4 B2 9 MELI9| ID
E 7Zto2 x|™stM . oA
"filters": [
{
"path": "SubnetId",
"values": [ "subnet-aabbccl11223344556" ]
}
iF
E CIAEA HEfof U= QIAEHAE MEASE{MH Name 2| £ A2t CHS 4EH 0| & StLIE 2t
o 2 X|H3tMIL. pending | running | shutting-down | terminated | stopping | stopped. O
A
"filters": [
{
"path": "State.Name",
"values": [ "running" ]
}
1,
042] Ot 1B 0| HZE QAATHAS MHSHEIH Groupld U 0421 HOt 18 IDsO £4 BRI U
Chd EEE XI-EELICh oA
"filters": [
{
"path": "NetworkInterfaces.Groups.GroupId",
"values": [
"sg-a0011223344556677",
"sg-f1100110011001100"
26
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]
}
1,
0{2] 20 I 50| 2F AZE QAHAE MEHSIE{H0| CHEt £ BEG6roupIdet 2 EEfof CHEF B
U 2ot & IDE ALE5t0d o EEHE RIEELICH oflA:
"filters": [
{
"path": "NetworkInterfaces.Groups.GroupId",
"values": [
"sg-a0011223344556677"
]
I
{
"path": "NetworkInterfaces.Groups.GroupId",
"values": [
"sg-b9988776655443322"
]
}
1,

aws:rds:cluster 2|AA 32 X|&stE ol CHet ZE{E X|XH5HH AWS FISE= Amazon RDS
describe-db-clusters B2 At T TEE XM E5t0{ CHA S AEELIC

AL

| ALet JSON £33 greterLct ch2

describe-db-clusters &2 2t D 2
2 Zé-—"l |L|C}. OIE-IEF ZIC E AI25104 JSON &S24 2 X0 A f—'.‘-’g

B2
HHHHE IAIE._I ZLEE 185l BE

"AllocatedStorage": 1,

"AvailabilityZones": [
"us-east-2a",
"us-east-2b",
"us-east-2c"

1,

"BackupRetentionPeriod": 7,

"DatabaseName": ""

’
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"DBClusterIdentifier": "database-1",

"DBClusterParameterGroup": "default.aurora-postgresqlll",

"DBSubnetGroup": "default-vpc-01234567abcl23456",

"Status": "available",

"EarliestRestorableTime": "2020-11-13T15:08:32.2117",

"Endpoint": "database-1l.cluster-example.us-east-2.rds.amazonaws.com",
"ReaderEndpoint": "database-1l.cluster-ro-example.us-east-2.rds.amazonaws.com",
"MultiAz": false,

"Engine": "aurora-postgresql",

"EngineVersion": "11.7",

—

57 DB 9ITI2 AL 5t DB BEAE{R HHEtsts BlAA TEIS SR8 OHS oo 20l 44 3
A
o

=D = S
E EngineZ X|™H3t1 /2 aurora-postgresqlE X|H5HAIL.

"filters": [
{
"path": "Engine",
"values": [ "aurora-postgresql" ]

}
1,
S 7t8 Yol DB E{AEDt BHEtst= 2lAaA EHEE MESIE{H ChS oflet Zol 58 B2et &
2 XHsMR
"filters": [
{
"path": "AvailabilityZones",
"values": [ "us-east-2a" ]
}
P

AWS FISOf CHEF S X| =7

AWS Fault Injection Service(AWS FIS)= AWS I ZE0{|A AES ot A Ade &~ Qe Ao] &
7}':E1|°'° MZE&guch x| Z742 Amazon CloudWatch ZE2 2 MO8t QAo TEE d<2 AH
X5t HALIELICH A8 Soi x| =zdo| EE[HE/T AWS FFS= A-®E SX[ELICH &

|EI A2 MHE + sl
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SX| Zz7g prEodH HY ol Z2|7l|o|ld EE= MH|A Q| oMY HEHE HelstMl2.
7lol4do] 29| &5

M sy oX
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= = UAGLICH ot HEfE AME5HH ol Z2(7H 0] M MH[& d&0|
SHEEIX| = HEfof EEHE A MEE BXIst= Ol A E = U= CloudWatch ZEE MMHE £
A& LICE REMIEH L& 2 Amazon CloudWatch AtE B A 2| Amazon CloudWatch ZE AH& S & X

StM2.

AMEX Aol A HESo| XIEE + = SXI = ol CiE ¢ F 0l U&LICH REAEH LIS

o o
2 AWS Fault Injection Service2| 223 L X3t A HHE B ZSIHAIL.

SK ==
MR HESS YHE mf M8 Cloudwatch ZE & X|H35t0q 5tLt o4 ol SX| =72 x[Hg Lt
{
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:region:123456789012:alarm:alarm-name"
}
]
}

CHE o= A ’IE30l X 20| X|EElo] x| S S LIEFHLICH

{
"stopConditions": [
{
"source": "none"
}
]
}

KtAM|S| ot 7|

CloudWatch ZEE MM5l1 A HEZS0| K| ZHE FII6tE $HE HoiF = RI&ME QAH
AO|M CPU AER A AISE XML
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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« CloudWatchZ& Al236l0{ QIAEA T |EE

« Amazon ECS CloudWatch X| &

« CloudWatch& A& %8t Amazon RDS X|E ZL|EZ
CloudWatchE At&35to{ B A& X|E ZLET

AWS FIS A& <lef IAM &g

AWS Identity and Access Management (IAM)E ZZ|XF7F AWS ZlAA0f CHEF HHAE QHHSHA A|

O{g = UL H XISt AWS MH|AILICH AWS FISE A SHEATH AWS FIS7t ALEXHE CHA15}04
AHE MY = UCE LB HEE AWS FISO| R045tE IAM &S A dstok FLICH A3 HE
e SGE M o| & A S XIEHLICH B AE dEo| Z2 M Aol CHEt 1AM X2 &
HEM G2 X|EE ElaAE SHY £ /s HES Foislor HLICH OHE A8 Aol 39
A g2 2AAEDOIE Aol ZF Chey HEol CHEt 1AM HE & &2 & UE HEFS Foislior &
LICH REMEH LHE 2 CHE A8 a#oll Cieh Het BHdg BxstdAe

AWS FISE W27 AISHE £ QTS M o8 8 MAE 0 XIHY £ 2= AWS B
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=
gfLICH == AhAf| Qletel HXM EME BHE m of2e e REH =z A8E =k /U&LICH
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. 2442 AIE o3 M 9 0latel HA R A £}
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AlZtst7| Tofl AWS CLI & M5t LRt Az Mg MAELICt
x| AWS CLI

AlZHet 7| ol AWS CLIZ(E) AR aﬂ THELICH & FEE W XHH AWS BES 43 AWS
CLIBIE = MHIAIX|7F EAIEILICH O HAMHE 7|8 2lIME FERMCtD 7HHE
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/monitoring-cloudwatch-metrics.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
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A Jegol= AWS FIS MH|ATI HEE e = UL F 5{85t= &= 2HAH|7t 2{o{oF g LICt
fis-role-trust-policy.jsonglE BlAE mg OHE0{ OIS AIZ| A4 MM FIIELC
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"fis.amazonaws.com"
]
},
"Action": "sts:AssumeRole"
}
]
}
=S E CHEIA EME2RE XS E353517] 25104 aws : SourceAccount & aws:SourceArn &
d7IE MEE Re TEELICH 24 AHEH2 Aol ARAO[T A4 ARN2 A& | ARNYILICH.
o & 0 A2 MMo|| Ct& =7 28/ 2 FItst{of FLICt

"Condition": {
"StringEquals": {
"aws:SourceAccount": "account_id"
I
"ArnLike": {
"aws:SourceArn": "arn:aws:fis:region:account_id:experiment/*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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"Effect": "Allow",

"Action": "sts:AssumeRole",

"Resource": [
"arn:aws:iam::target_account_id:role/role_name

AWS FISS| AWS EE|&E HAM & StLIE AF& 5104 2 H Al2HE = &LICH

1. A¥O| AWS FIS &Fdof CHEr 2t2|™ MHAo| Q=X & elgfLIch O K| ptom Rt elztel &
FME Bt=o{of &LCt RtAMIEH LH 2 the section called “AWS ZH2|3d HAH RS EF R SHAIA|
o

ok
jo

2. O3 create-role BHE ALE510{ BrE 0 AP o] ek BHE M2 HAME FIHELICH

aws iam create-role --role-name my-fis-role --assume-role-policy-document
file://fis-role-trust-policy.json

3. CtZ attach-role-policy BHEE AL& 30 AWS ZE[H HAM S AT LICEH

aws iam attach-role-policy --role-name my-fis-role --policy-arn fis-policy-arn

047|M fis-policy-arn2 Ct& & StLERILICEH

« arn:aws:iam::aws:policy/service-role/AWSFaultInjectionSimulatorEC2Access
 arn:aws:iam::aws:policy/service-role/AWSFaultInjectionSimulatorECSAccess
« arn:aws:iam::aws:policy/service-role/AWSFaultInjectionSimulatorEKSAccess
» arn:aws:iam::aws:policy/service-role/AWSFaultInjectionSimulatorNetworkAccess
« arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorRDSAccess

« arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorSSMAccess

S 1. AlS] o3 A Ol AWS BHo|Ed A od A 32


https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html
https://docs.aws.amazon.com/cli/latest/reference/iam/attach-role-policy.html
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1. [ChS create-role BB S AFEs0{ A& S Bt AP Ao ek BHE AME| GME F7t

aws iam create-role --role-name my-fis-role --assume-role-policy-document
file://fis-role-trust-policy. json

2. fis-role-permissions-policy.jsoncte BHIAE IS OHETD HEH HAME F7|

=
NEEOR A8E 4+ s NS 22iPi CH2 S A XML

. OF Fo A - Ch2 YOI ASHELICH

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowFISExperimentRoleFaultInjectionActions",

"Effect": "Allow",

"Action": [
"fis:InjectApiInternalExrox",
"fis:InjectApiThrottleExroxr",
"fis:InjectApiUnavailableErroxr"

]I

"Resource": "arn:*:fis:*:*:experiment/*"

}
]
}

« Amazon EBS %] - CFS HAH0{| M A|ZFEFLICEH

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes"

1,

"Resource": "*"
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https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html
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},
{

"Effect": "Allow",

"Action": [

"ec2:PauseVolumelIOQ"

]I

"Resource": "arn:aws:ec2:*:*:volume/*"
}

« Amazon EC2 % - AWSFaultlnjectionSimulatorEC2Access XM A A|ZFEHLIC,

« Amazon ECS % - AWSFaultlnjectionSimulatorECSAccess M| A A|ZFEHLIC,

O>| 0>|

« Amazon EKS 22 — AWSFaultlnjectionSimulatorEKSAccess 220l A A|=HEFLICH

- WE3 &Y - AWSFaultinjectionSimulatorNetworkAccess = ZH0| A A|ZFEHLICH,

« Amazon RDS &2 — AWSFaultlnjectionSimulatorRDSAccess =0l A A|=HEFLICH

- Systems Manager &4 — AWSFaultlnjectionSimulatorSSMAccess =240 A A|ZFgfL|Ct.
L

3. L& put-role-policy BEE A& 304 O BHH0M M8t et HAME FIHELICH

aws iam put-role-policy --role-name my-fis-role --policy-name my-fis-policy --
policy-document file://fis-role-permissions-policy.json

AWS FISOf CHEF Al BT 4

AWS Fault Injection Service(FIS)E &350 &0l CHet ETME MME = Joo 2 S ||
AEQ| BHE M &H MEE = USLICH A" ET M= A 2YE Qstn MEIMo 2 X|HE

= = A
CloudWatch CHA|EE 0| A OHZ 2|FH| 0| SEE ZHX{ 5= PDF EAMQUL|CH AS B oiXE 2B
4 097[0l M zip Tt S CHREESHMIL.

Aol CHsl MEE BT Mo LHE S gdstetn Fdsted™ A2 HES/of CiEh A" 2T A
X o|gtL|Ct. CloudWatch CHA|EE& X|&5H ofzh ofl @ ZHo| X|A=! 7|7t SoF A% A|ZF
7

=
N
ol =Mo| E 8l X|HE tHA[E= 2| 2 E 2fZlof| CHer AEAF Je 27 AWS Z e ELICEH

Ol M= 7+ HA(AZ)MAM ! &4 AEOo| 0|kl &S E0o{FELICH AZ use1-az60{|A THZ! &
Alo| efAi5tEd ERYE!0] use1-az60lAM use1-az4E MEE|2 2 ST AZOIM EE HRHM I} X265t
HIO|E =7} ZAEHL|Ct
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorECSAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorNetworkAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorRDSAccess.html
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"experimentReportConfiguration": {
"outputs": {
"s3Configuration": {
"bucketName": "my-bucket-name",
"prefix": "report-storage-prefix"

iy

"dataSources": {
"cloudWatchDashboards": [
{
"dashboardIdentifier": "arn:aws:cloudwatch::123456789012:dashboard/
MyDashboard"

iy

"preExperimentDuration": "PT20M",
"postExperimentDuration": "PT20M"
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AWS FIS7} A8 ETME MMt KE
£ 5{&35HoF &rLCt.
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= ATSF 32T AWS FIS &E IAM HEollM ohg 2 Y

* cloudwatch:GetDashboard

* cloudwatch:GetMetricWidgetImage
* s3:GetObject

s3:PutObject

JSON
{
"Version":"2012-10-17",
"Statement":
[
{
"Action": [
"s3:PutObject",
"s3:GetObject"
1,
"Resource": "arn:aws:s3:::my-experiment-report-bucket/my-prefix/
xn
"Effect": "Allow"
},
{

"Action": [
"cloudwatch:GetDashboard"
1,
"Resource": "arn:aws:cloudwatch::012345678912:dashboard/my-
experiment-report-dashboaxd”,
"Effect": "Allow"
},
{
"Action": [
"cloudwatch:GetMetricWidgetImage"
1,
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"Resource": "*",
"Effect": "Allow"

T #E/8 7|(CMK)Z 2 3 518l Amazon S3 0]l MSE 2 1 Mol Ciet %7} Bt

oA X|H 3= Amazon S3 HHZ!S3ConfigurationO| CMKZ & S 3HEl R KMS 7| H&o| FIS A
g dgof oS0 242 F7+ Het2 FodsHof gct

* kms:GenerateDataKey

* kms:Decrypt

CHE22 FIS A& dgo| A33tEl HAU EDME ZHHEE = UEST SE5t= KMS 7| HH dHO| of
Lct.
{
"Sid": "Allow FIS experiment report",
"Effect": "Allow",
"Principal":
{
"AWS": [
"arn:aws:iam::012345678912:ro0le/FISExperimentRole",
]
},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*"
}

CHS2 AWSFIS ™ 21 M T HE M8ste 29 Alafduct

. ABS AIESEY| ol Ch4 OI2] 2718 44504 A8 HESO| ol 4THE TAIEI0f K| 2elE
Ch. ChY Dl2] 271 Asiol o4 Cchatol CHEt M2 8 MBBLICH RIS LSS A8 BE 3]

AR ETM 2 AL 39



AWS Fault Injection AMH|A AFS AT A

. AIE A3 SHE HZsHs Ol 2DME AL o ELICH CHAl MEH 28 AL 5tod A
QR E SHWEHLICH Ol AYstn HBHOZ 28 MHoT B 1Mol AZEsHs %0l FAL
=3

o AT IAM A Q232 ANIEH5tn S3 CHA HHZ! 2 TS Aol CHEF ZHAl| HM|A HEHS LELICH HZEY
MSFAE AWS FIS A& 2 M08k AF25t T CHE AWS AH|A0| 0] EHZ! L F{F ALof| CHEH HAM|A
Hetg 2043t K| °$E 7Zd0| E&LICH

E M7} AN E| HLE So{ax

E%é% ik }kﬂc>

CloudWatch &t 7| zt&kA

gtA45t5t 1, AWS CLI 2! APIQ|

> o
|'|1J

A N

O|X| &t & LIEP KEA|E LH 2 X 22 M85
« CloudWatch CHA|EE 7} S 2|™ Ljol HE A Xof Ql
£ AL87310{ AWS FIS OﬂléEE{IOIE-I HANE ZLIEE A

h
Hu 40 |o

m

nr |y o

4

0>|
[0 0

CloudWatch & EE = Observability Access Manager 20 HE 0| A™HE AA HAHOZ &Y
steh = U&LICH REMIEH LHE 2 CloudWatch Wit 78 #EMH S HZTFAMIL.

ME g2 MEO| CHE MEiS MRelLICH A HETM ST N3 S42 Holg £ s
ME2 AEE I £7H A% SM0| MEELIC

{
"experimentOptions": {
"accountTargeting": "single-account | multi-account",
"emptyTargetResolutionMode": "fail | skip"
}
}

{
"experimentOptions": {
"actionsMode": "run-all | skip-all"
}
}
MBS AIRE O MY S KIYEX| 2™ 7= 2t run-allol ASELIC
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{
accountId: "123456789012",
roleArn: "arn:aws:iam::123456789012:role/AllowFISActions",
description: "fis-ec2-test"

}
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AWS FIS ] & =X

EF12 AWS Fault Injection Service ()& At&5t04 CH& 0| M A™dste ZE F S ALICIAWS FIS,
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« Amazon CloudWatch &f¢d

+ Amazon DynamoDB %4
« Amazon Aurora DSQL Z¢d
« Amazon EBS %+¢]

« Amazon EC2 &4

« Amazon ECS ZH¢d

« Amazon EKS &fed

« Amazon ElastiCache &4

« Amazon Kinesis Data Streams %24

« AWS Lambda &4

+ Amazon MemoryDB ¢
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« Amazon RDS %4

« Amazon S3 &¢d

+ Systems Manager % ¢

« AWS Direct Connect & ¢

« AWS FIS0i| X Systems Manager SSM EM AL
« AWS FIS aws:ecs:task 54 AFHS

« AWS FIS aws:eks:pod X4 AL

« AWS FIS aws:lambda:function £ Al
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» aws:fis:inject-api-internal-error

» aws:fis:inject-api-throttle-error

+ aws:fis:inject-api-unavailable-error

aws:fis:inject-api-internal-error

CHY IAM 0| BHE 20l LIF 27 & A UELICH FAXe SE2 ZF AMH|& & APIo] hef EEt
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* aws:iam:role
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+ service - CHA AWS API WA O|AQLICH X|HEl= 22 ec2 & LICtkinesis.
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 fis:InjectApiInternalError

aws:fis:inject-api-throttle-error
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arc-zonal-shift:StartZonalShift
arc-zonal-shift: GetManagedResource
arc-zonal-shift: UpdateZonalShift
arc-zonal-shift:CancelZonalShift
arc-zonal-shift:ListManagedResources
autoscaling:DescribeTags

tag:GetResources
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 alarmStates - G2 &ENZ, €lEZ 2 FEEHLUICI 7ts8 EFE &El= 0K, ALARM &
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aws:dynamodb:global-table-pause-replication

Amazon DynamoDB Ct& 2| T EHo|2 SXME ZE SHE HOIEE YA SRIFLICEH E0| Al
HEl & 2| 52 S0t El|o|Z0| AL SHME = sI—IEP
CtE 2™ Z43ds| YEE(MRSC) 22 H H|O|E
CtE 22 4 DynamoDB MRSC 22 H|O|E 2| HHo| 8oz FIHELICH
{
"Statement": [
{
"Sid": "DoNotModifyFisDynamoDbPauseReplicationEXPXXXXXXXXXXXXXXX",
"Effect":"Deny",
"Principal":{
"AWS:
},
"Action":[
"dynamodb:UpdateTable"
1,
"Resource":"arn:aws:dynamodb:us-east-1:123456789012:table/ExampleGlobalTable",
"Condition": {
"DateLessThan": {
"aws:CurrentTime": "2024-04-10T09:51:41.511z"
},
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:role/aws-service-role/
replication.dynamodb.amazonaws.com/AWSServiceRoleForDynamoDBReplication"
}
}
},
{
"Sid":

"DoNotModifyFisDynamoDbPauseReplicationEXPxxxxxxxxxxxxxxxForApplicationAutoScaling",
"Effect":"Deny",
"Principal”:{

TAWS': MM

1,

"Action": [
"dynamodb:DescribeTable",
"dynamodb:UpdateTable"

1,

"Resource":"arn:aws:dynamodb:us-east-1:123456789012:table/ExampleGlobalTable",

aws:dynamodb:global-table-pause-replication
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"Condition": {
"DatelLessThan": {
"aws:CurrentTime": "2024-04-10T@09:51:41.511zZ"
.
"ArnEquals": {

"aws:PrincipalArn": "arn:aws:iam::123456789012:role/
aws-service-role/dynamodb.application-autoscaling.amazonaws.com/
AWSServiceRoleForApplicationAutoScaling_DynamoDBTable"

}

L‘_H/él- E{lolgo-" o474 =| E'_/I\_ﬁ X-IiHol O-IE 74

—_ = -

M 77 SoF Blas BAo| 0
= HS JIE MR 2ol ChE £7+ £ 910 Wit 20| 7IE Haof
S

o [ Aol M Zg 20l M7HELICH

CHE 2™ 2|5 S (MREC) 224 E|olg2

Ct2 22 4 DynamoDB MREC 2 2 E|0|£ 9| H*of| Mo Z FIHELICEH

"Statement": [
{

"Sid": "DoNotModifyFisDynamoDbPauseReplicationEXPXXXXXXXXXXXXXXX",

"Effect":"Deny",

"Principal":{
"AWS'" AN

},

"Action":[
"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:UpdateItem",
"dynamodb:DeleteItem",
"dynamodb:DescribeTable",
"dynamodb:UpdateTable",
"dynamodb:Scan",
"dynamodb:DescribeTimeTolLive",
"dynamodb:UpdateTimeToLive"

aws:dynamodb:global-table-pause-replication 51
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1,
"Resource":"arn:aws:dynamodb:us-east-1:123456789012:table/ExampleGlobalTable",

"Condition": {
"DateLessThan": {
"aws:CurrentTime": "2024-04-10T09:51:41.511Z7"

1,
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:ro0le/aws-service-role/
replication.dynamodb.amazonaws.com/AWSServiceRoleForDynamoDBReplication"
}

—

CtS &2 4 DynamoDB MREC 22 E|0|2 9| AE & HMo| Mo 2 FIIHELICH

"Statement": [
{

"Sid": "DoNotModifyFisDynamoDbPauseReplicationEXPXXXXXXXXXXXXXXX",
"Effect":"Deny",
"Principal”:{

AWS":

b

"Action":[
"dynamodb:GetRecords",
"dynamodb:DescribeStream",
"dynamodb:GetShardIterator"

1,

"Resource":"arn:aws:dynamodb:us-east-1:123456789012:table/ExampleGlobalTable/
stream/2023-08-31T09:50:24.025",
"Condition": {
"DateLessThan": {
"aws:CurrentTime": "2024-04-10T09:51:41.511Z"

}
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:role/aws-service-role/
replication.dynamodb.amazonaws.com/AWSServiceRoleForDynamoDBReplication"
}

aws:dynamodb:global-table-pause-replication
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CHY EOlS == AER0| AZAE 2|44 YHMo| gls 32 48" 7|7t S¢ 2las Mo d-kn
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+ aws:dynamodb:global-table

ot 2t0|E
« duration - AWS FIS APIO{ A Zt2 1SO 8601 Aol EAIPEQILICEH 0 E S04, PTIM2 128 LIEIH
LICI. AWS FIS 240 &£, 8 == AlZH =5 JadstLc}.

* dynamodb:PutResourcePolicy

» dynamodb:DeleteResourcePolicy
* dynamodb:GetResourcePolicy

* dynamodb:DescribeTable

* tag:GetResources

* dynamodb:InjectError *
* HE2 MRSC 22H EH|0|22 ¥ 2= st= Bt L

Amazon Aurora DSQL ZHed
AWS FIS = Ct213t Z'2 Amazon Aurora DSQL 24 X|2gfL|ct.

aws:dsql:cluster-connection-failure

XIHE 717 S2F Aurora DSQL SEHAE{O M MO1E 47 ATHE 4A5t04 OfEEIAH 01M H 22
|

« aws:dsql:cluster

Amazon Aurora DSQL =4 53
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* percentage - L FE F 57| ¢ £ 0| HHE £(1~100).
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—

o

* dsql:InjectError
* dsgl:GetCluster

* tag:GetResources

Aurora DSQLE A3 A|ZH512484 Aurora DSQL AF2 MEEA Q| 28 T EHAEE XML,

Amazon EBS £H¢d

AWS FIS = CI2 Amazon EBS 22 K| stL|Ct.

XFo4
=

» aws:ebs:pause-volume-io

« aws:ebs:volume-io-latency

aws:ebs:pause-volume-io

F StOH Nitro
74

CHe EBS 252/ 1/0 2 Y 2 LAl SXIELICH CHY 282 SLe 78 ol {ofo
I (I)j =22 4‘ HA:IL’l

System 7|8t QIAEIA 0] @412 E|0] R{0{0F EFL|C}. Outpost

Ct.
Amazon EC2 242 AF873510{ A& E AlZHSHE{E Amazon EC2 AFE A M 2| Amazon EBSO1|A{2]
QF HAEE XM

* aws:ec2:ebs-volume

Amazon EBS =4
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 ec2:DescribeVolumes
* ec2:PauseVolumeIO

* tag:GetResources

aws:.ebs:volume-io-latency

CHAF EBS E20| 1/0 20]| k|91 A|ZHS Z=QlstL|Ch CHA EE2 =l 7+ Q30do]
Nitro 7|8+ QIAEIA O @14 E|0{0F EILICH. 2 &2 Outpostl| QIAEI A HAAE 5= Q&LIC
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2lAA

=0
o

* aws:ec2:ebs-volume

ul2}0|E

- readlOPercentage - X|24 A|ZHO| F /= 217|110 &4 9|

Aol HHREE 2, 0.1%~100% LICt Ol= AR
ol S &= 250l cHet ZE 2471 1/0 Zrd el #iE

o
22 P 7|22¢t2 100 LC.

—

- readlOLatencyMilliseconds - 1ms(io2 =2 &) E£&=
711/0 2ol FUE[= X[ AlZFRILICH ol &
AlZh gkt Z7122f2 100 LICh.

- writelOPercentage - X|®1 A|ZtO| FRIE|E= M 7| 1/0 E Q| HEEZ ) 0.1%H A 100.% AtO|IL|Ct.

10
g ol ¢47| /O°I XI’“E' “—'.*-E—%Oﬂkl EF’SEE' x|ed

=
Ol A 5ol Y& ete 250l CHEt ZE A 7| /0 Zdo| HEgQIL|CH 7|&EZH2 100QIL]C}.
- writelOLatencyMilliseconds - 22 7| [/O &40 2I2|E B2 F L= X9 AZI2E | 1ms(io2 E &)
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* ec2:DescribeVolumes
* ec2:InjectVolumeIOLatency

* tag:GetResources

Amazon EC2 &

AWS FIS = Ct21t Z'2 Amazon EC2 Ei2 X|&tLCt.

Xxtoq
=

» aws:ec2:api-insufficient-instance-capacity-error

» aws:ec2:asg-insufficient-instance-capacity-error

» aws:ec2:reboot-instances

« aws:ec2:send-spot-instance-interruptions

» aws:.ec2:stop-instances

* aws:ec2:terminate-instances

AWS FIS = AWS Systems Manager SSM (IO|TEE S8 @F F &YE X
Manager= EC2 RIAEIAOM A5tE 2YS Hol5t= SSM E2ME AFSELIC
501 AR X|I’H LR E FUSHHLE A 2 EISSM Z2ME A" = JU&LIC
section called “SSM A =d” B XM AIL.

| = LICH Systems
KA 2EME AME
KEMIE LHB 2 the

aws:ec2:api-insufficient-instance-capacity-error

CHAH IAM & o] 2 & of CHEH InsufficientInstanceCapacity @7 SEHS & UELICH XML
£ =242 Runlnstances, CreateCapacityReservation, Startinstances, CreateFleet £& /L|C}. 0424
7t YoM 8F ¥ ZTEsE 282 X[HEIX| &L/t o] e 2laA BT, EHE EE

P Sy
ntet0EE AH85tod CHY & Helste WE XIpetx| ef&Lict

Auto Scaling Launchinstances 22| A% & 2| errors EE0 InsufficientinstanceCapacity 2 7+
7t UHEE| R|2F Auto Scaling 1E 0| #ats 82 A& HHOIERZR HIST| ZH Z2MAT}
MEHOZ QARAE A|ZE = QI&LICH LaunchinstancesE AF&5t01 8 £F X2IE FHLRISHA
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E|IAEStE{THel 274 0| 22 AFE5t= 0| E&LICHhe section called “aws:ec2:asg-insufficient-

instance-capacity-error”.

SEAESE S

0%

e aws:iam:role

i =

+ duration - AWS FIS APIOflA] 2t2 ISO 8601 &4le] 2xtelLITt. o & S0i, PTIMS 128 LiEH
LICH AWS FIS 2&0M X, B = AlZt =8 =48t

- availabilityZoneldentifiers - €l E 2 2 E A& 7t5 Q8. IH ID(04|: "usel-azl, usel-

az2") U ¥ o|F(0dl: "us-east-1a")S K|HELILCL.

- percentage - L FE FUS7| fIet =E2| HEE(1~100).

3t

« X717l ec2:FisActionId Zt0l aws:ec2:api-insufficient-instance-
capacity-error2 MHE ec2:InjectApiError 27 7|9 B} IAM HE 2 MY E
ec2:FisTargetArns =71 7|7} Ql&LICH

MAM of|ME 0l ec2:InjectApiErrorl| Z71 7| AFS & XA,

aws:ec2:asg-insufficient-instance-capacity-error

CH& Auto Scaling Z&2| | CHall InsufficientInstanceCapacity 2F SES A gLCH.
O {2 A|&H EHZ 32 Al235t= Auto Scaling ZE B X|IELICH QIAEA 222X o Fof CHsl
AHAIS] 2ot 2{M Amazon EC2 AHE ABEME XA L.

2liaa R

0%

» aws:ec2:autoscaling-group

ul2}0|E

« duration - AWS FIS APIO|AM Zt2 1SO 8601 & Alo| 2AUQILICt 0 & S04, PTIM2 128 L}EFH
LICH. AWS FIS 2&0M =, B IE= A2t £5 o248t
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- availabilityZoneldentifiers - €l E2 2 & A& 7t5 Q9 8. IAH ID(04: "usel-azl, usel-
az2") & ¥ 0|§(0d: "us-east-1a")S K|HELICH

« percentage — ME AFEQIL|C} CHAF Auto Scaling ZE2| A2 2 & @FE FYUE H|E(1~100)
uLct 7|22t 100 Lt
Tt

« X7 7| ec2:FisActionld 20| aws:ec2:asg-insufficient-instance-capacity-
error2 M™HE ec2:InjectApiError2 =74 7|7| Auto Scaling Z&2 CHA S =2 MY E
ec2:FisTargetArnsL|C}.

* autoscaling:DescribeAutoScalingGroups

M oAl 0ol ec2:InjectApiErrorl| 27 7| ALE 2 & ZFIMR.

aws:ec2:reboot-instances

CHA EC2 QIAEIA 0| A Amazon EC2 API 221 RebootinstancesE A& gtL|Ct.

S EAESE -

e aws:ec2:instance

ul2}0|E

« A

0jo

 ec2:RebootInstances

 ec2:DescribelInstances

AWS B alE B

« AWSFaultlnjectionSimulatorEC2Access

aws:ec2:reboot-instances 58
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aws:ec2:send-spot-instance-interruptions

CHE AT QIARIA S SEELICH CHA AT QIABAE SHSIV| 28 Mo A% QIARA SH 3
XIE e 2% QAR A ELICH SE AlZt2 XIHE durationBeforelnterruption It 2t O]E{01] 2|3H
AHYELICH BH Ao ZRE 28 Fof A% QAHAE FH S et SE AL SX|ELCH
AWS FIS of olsll SXI|E A% QUARAE CHA| Al Wi X| SXIE 4EZ RKIELICH

ol AlRHE A= Y QlaBAE EC2 QIAH

— o o
durationBeforelnterruption2 X|&8t 2 MEY HE At SEH 3
Ct.

KEMIEE LHE 2 the section called “ATF QIAEIA FSLHE|AE” BHE X5 AIA|2. EEE Amazon
EC2 248 AM835t04 A& S A|ZHSEIE{™H Amazon EC2 AFE MHEMO| AT QIAEA SE A|ZHS &

ZotMR.

2las 7

o2

» aws:ec2:spot-instance

g ull=

(=]
[
=
=

- durationBeforelnterruption - 2IAEA SEFX| HE|= CHZ| AlZH2~158). AWS FIS APIO| A 2f
ISO 8601 &Alo| EXtARILICE & E0{, PT2M2 28 & LIEIHLICEH AWS FIS 2&0M 2 =
2dgtct.

* ec2:SendSpotInstancelnterruptions

e ec2:DescribelInstances

AWS #2[d HH

» AWSFaultlnjectionSimulatorEC2Access

aws:ec2:stop-instances

CHA EC2 RQIAEIAO| A Amazon EC2 API 2] StoplnstancesE AlgtigtL|Ct.

aws:ec2:send-spot-instance-interruptions 59
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- completelflnstancesTerminated — 14 AF&HQ]
startInstancesAfterDurationT true@! B, CHA EC2 QIAEIATI FIS QIR 9| HE: Qo
OlsH BRE|0] CtA| A|ZHE = gie B0z o 22 AuistX| et&LICt ol & 04, Auto Scaling
JOE2 0| 2ol t=E[7| Mol Y 2 &0l Mofst= EXIE EC2 QARAE ZE2E = U&LICHL
7|87k false I LIC}.

et

* ec2:StopInstances

 ec2:StartInstances

« ec2:DescribeInstances — M4 AFEQLICH 2] ZE Al QIAEA MEO| RS HES HASHT|
|8l completelfinstancesTerminated 2t & 74 2 gFL|C}

« kms:CreateGrant - MEf AL QIL|CH A SSEI EFSE QABHAE CHA| A|Z5tE{H
startinstancesAfterDuration0fl 2 & L|C}.

» AWSFaultlnjectionSimulatorEC2Access

aws:ec2:terminate-instances

A0l A Amazon EC2 API 221 Terminatelnstances&

AlSH
=

* aws:ec2:instance

aws:ec2:terminate-instances
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e ec2:TerminateInstances

* ec2:DescribelInstances

AWS 2|5 &

* AWSFaultinjectionSimulatorEC2Access

Amazon ECS

AWS FIS = Ct=1t

Xtod
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e aws:ecs:drain-container-instances

&2 Amazon ECS 2 K|gruct.

* aws.ecs:stop-task

» aws:ecs:task-cpu-stress

* aws:ecs:task-io-stress

» aws:ecs:task-kill-process

» aws:ecs:task-network-blackhole-port

» aws:ecs:task-network-latency

* aws:ecs:task-network-packet-loss

aws:ecs:drain-container-instances

Amazon ECS API %21 UpdateContainerlnstancesState & 4
Amazon EC2 QIAEIAO| X|HE H|2
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* aws:ecs:cluster
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Amazon ECS 24
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 ecs:DescribeClusters
* ecs:UpdateContainerInstancesState
e ecs:ListContainerInstances

* tag:GetResources

AWS 22|38 Z=H

« AWSFaultinjectionSimulatorECSAccess

aws:ecs:stop-task
Amazon ECS API %] StopTaskE &l*5t0d CHef 2 d S SKIELICE.
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» aws:ecs:task
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 ecs:DescribeTasks
e ecs:ListTasks
* ecs:StopTask

* tag:GetResources
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aws:ecs:stop-task
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» AWSFaultinjectionSimulatorECSAccess

aws:ecs:task-cpu-stress

CH& 2fdoll CPU 2 EBIAE A™FLICH AWSFIS-Run-CPU-Stress SSM 2A1E& A EfLICH &2
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» aws:ecs:task
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 ecs:DescribeTasks
* ssm:SendCommand
* ssm:ListCommands

 ssm:CancelCommand

aws.ecs:task-io-stress

CH& Zfedol 10 AEBIAE MELICH AWSFIS-Run-IO-Stress SSM & ME AFS EFLICH Erd20]
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US =>AELIcH 72821

Atol=7t HEfo|of Eett S&HE MHRIFLICHOMA MXIEIX| g2 B2). 7IE 42 True L

« installDependencies — A1&4 AL QILIC}. O| tO| TrueO|™ Systems Manager?t SSM 0| 0| E 9|
Ct. S4 42 stress-ng@lLIC

st

 ecs:DescribeTasks
* ssm:SendCommand
 ssm:ListCommands

 ssm:CancelCommand

aws:ecs:task-Kill-process

killall HEE AF23t0{ 2ol M X|HE ZZMAE FX|ELICH AWSFIS-Run-Kill-Process SSM £
ME ArSELICt 2] Hol9| p1dMode7P taskZ MM E[0{0F BLICH ZH20|M 22l oF & LICt
AWS Systems Manager. At M8t LIE 2 ECS EHA T E1Q BHHE BT SHAAIL.

glAA F

o2

* aws:ecs:task

ul2}0|E

- processName - SX|g Z2M[AQ| O|F.

aws:ecs:task-kill-process
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« signal — ME{ A L[CH HE0 BH TEE AE LIt 7tS8 282 SIGTERM(=&IAE7F F A5t
5 MEfE = QlE 2H)0 SIGKILL(FAIE == @i 2h)ILICH 7|22/ SIGTERMYILCY.

« installDependencies — &4 ALEQILICE O] ZtO] TrueO|™ Systems Manager?7t SSM 01| 0| M E 9]
AO|EZL ZAH|O|LH0l| 2o ft B&5H2 MRIFLICHOIE MXIEIX| 2 F). 7IE2E2 TrueL]
Ch S48 killalllL|CH.

» ecs:DescribeTasks
* ssm:SendCommand
* ssm:ListCommands

 ssm:CancelCommand

aws:ecs:task-network-blackhole-port

Amazon ECS Fault Injection QIEZQIEE AF85t04 X|HEI Z2EZ 2 T Ef CHE QHIRE E=
OfRHRE Ei=E S ArM|ELICH AWSFIS-Run-Network-Blackhole-Port-ECS SSM EAE AFS &L
C. =4 0o|9| pidMode 7t taskZ A& E|o{ok SfL|Ct Eei20i A ZZIs ok & LICH AWS Systems
Manager. 24 HO|0|AH networkModeE& bridgeZ MHEE 4 QI&LICH AFMIEH LI 2 ECS EfA T

x|
HYU EHHE HZTotdAR.

useEcsFaultInjectionEndpointsE& 2 MH5tM falseZ &0l iptables T+E AF83t1
AWSFIS-Run-Network-Blackhole-Port SSM 2 ME A& &LCt.

glAA

o2

o
T

* aws:ecs:task

o2to|E

« duration - 1ISO 8601 84|9| HIAE 7|ZFILIC},
« port- ZE HEQlL|C}
« trafficType - E2E Y ULICH 7t58F 2t2 ingresset egressLCt.

« protocol - MES AL QILICH Z2EZE. 7S84/ 2 tcp2t udpLICH 71222 tepRILICtH
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- installDependencies — *"E—H. ArglLct. of k0l TrueO|™ Systems Manager?7t SSM 0{|O|HME 9
ALO|EZ} ZIE|O|Lof 2o 't B&HE MRIFLICHOME ERIEX| §f2 ER). 71242 TruedL
Ct. 442 atd, curl-minimal dig 2! &/L|Clq.

- useEcsFaultinjectionEndpoints — 41584 AL& LICt true 2 24738t Amazon ECS Fault Injection
APIs At ElLICt. 7|22t 2 false LT,

 ecs:DescribeTasks
* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

aws:ecs:task-network-latency

Amazon ECS Fault Injection IEZQIEE Al25101 EH AAZ &4 ECi=Zlof CHEt X|9d Alztat x|
EHE HER3 Qle{mo|A0f F7tg | Ct. AWSFIS-Run-Network-Latency-ECS SSM 2AME AL &L
Ct. =r¢d Holo| pidMode7} taskZ A& E|o{of g L|Ct Z 20l A BE|aHoF & L|CH AWS Systems
Manager. 24 9|0 A networkMode& bridgeZ MHE & i&LICt AFMIEH LIS ECS EHA T

x
5Ho] EHIg AESAAIR,

O] 2 useEcsFaultInjectionEndpoints MM E|M Folfalses tc TFE AFE 5t AWSFIS-
Run-Network-Latency-Sources SSM EME AFEEHLIC}.

flowsPercent IIZtO|E{E AFR5t0{ 4o HHE 0 X[ A|ZtE FIIELICH flowsPercent I}
CIOE{E A8 35te{™ ECS of|0|ME H{Z0]| 1.100.0 O|4olofof §L|Ct.

sources II2tO|E{0|A{ AZ O|& E= AZ IDsE Ar&35ted{H 2ol 2 & CHA o] SLUEH VPCO] l0{0k
2rLct.

2liaa R

o2

* aws:ecs:task

g ull=

« duration - ISO 8601 EAlQ| HIAE 7|ZHILIC}.
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« delayMilliseconds — 4154 At IL|Ct. HE| & EH2{e| X|ed AlZtLICtH 7222 200 LICt.

- jitterMilliseconds — A1EH4 AbEriL|Ct 2| & EHR[o] XIEYLICt Z7|22t2 10

- flowsPercent — B4 AL QILICH 2ol WS = HERT =59 HES
100% I L|C}.

« sources — MEH AL QILICEH SHH QI0| HEE FEE AALICEH 7tSE 22 IPv4 4, IPv4
CIDR E5, =2l 0 = AZ
DYNAMODB EE&= S3&
2E IPv4 Ef= UX|HE

« installDependencies — &4 AL RILICE O] Zt0| TrueO|™ Systems Manager?t SSM 04| 0| HE
AOIEZF ZHEO|LH0| Rt 5 M S MRIFLICHOIE MXIEIX| §f2 BR). 7|22 TrueL
Ct. 442 atd, curl-minimaldig, jg 2! &/L|CHsof.

« useEcsFaultinjectionEndpoints — &4 ALE LT} true2 75t Amazon ECS Fault Injection
APls AFEELIC} 7|& gL 2 false LTt

* ecs:DescribeTasks

* ecs:DescribeContainerInstances
* ec2:Describelnstances

* ec2:DescribeSubnets

* ssm:SendCommand

* ssm:ListCommands

* ssm:CancelCommand

aws:ecs:task-network-packet-loss

Amazon ECS Fault Injection QIEZQIEE AI8304 EH AAE &4l Egf{Zof CHEt 3! 42 U

EQ|3 QE{H oA F7HELICH AWSFIS-Run-Network-Packet-Loss-ECS SSM 2AE A2 &L

Ct. %t¢d olo| pidMode7t task 2 M (oo ELICH Bfd20iM 2t 2|sHoF BHLICH AWS Systems

Manager. 24 9|0l A networkMode & bridgeZ MHEE &= i&LICH AFMEH LIS 2 ECS EfA 3
%

x|
A EHHE HZsHAAR.

O] 2 useEcsFaultInjectionEndpoints AHEE|™ &oHfalse= tc TT+E AFE5tD AWSFIS-
Run-Network-Packet-Loss-Sources SSM 2ME At 8tL|C}.

aws:ecs:task-network-packet-loss 67
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flowsPercent IIZIO|EHE AFE35t04 40| BHEE0| THZ! & A2 FUELICI flowsPercent It
CIOE{E A8 35te{™ ECS of|0|ME H{Z0]| 1.100.0 0|4 olo{of §L|Ct.

sources Lt2tO|E{0 M AZ O|& EE= AZ IDsE AFE5tEdH 2Fo| 2 E CHato| SF VPCH| 2!0{0k

grLct.

2lAA R

o2

* aws:ecs:task

ul2}0|E

« duration - ISO 8601 &Al0| HIAE 7|ZHlLC}.

+ lossPercent — MEH AL QILICH THZ! & A0 BB . 7|22 7% LT

« flowsPercent — 4B AFEQILICH Edo| B S EH= HERX T S 80| HEEQILICE o 7|84t
100% I L|C}.

- sources — MEH AFEFRILICH S Q0| HEE FEE AALICH 7t58 22 IPv4 T4, IPv4
CIDR £5, =H2! 0|&, AZ O|& (us-east-1a), AZ ID(use1-az1), ALL, 2! DYNAMODBR!L|C}S3.
DYNAMODB E= S3E X|M5t= 4% Ol oA 2[Te| 2| A= xIEo|E MEELICE 7282
ZE IPv4 EEf{EI LUX|et= ALLLICH

- installDependencies — &4 ALE ILICE O] 2t0] TrueO|™ Systems Manager7t SSM 01 0|HE 9]

Arol= 7t ZEfo|Lof ERB S48 MAIFLICHOME MxIZIX| b2 Z9). 71822 TruedU]
Ct. Z4 42 atd, curl-minimaldig, jq & /L|CHsof.

- useEcsFaultinjectionEndpoints — A& At&F LI|CH true 2 4473524 Amazon ECS Fault Injection
APIs At&ElLICt 7|22t 2 false LT,

* ecs:DescribeTasks

* ecs:DescribeContainerInstances
* ec2:Describelnstances

* ec2:DescribeSubnets

* ssm:SendCommand

* ssm:ListCommands

* ssm:CancelCommand

aws:ecs:task-network-packet-loss
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Amazon EKS ZH¢d
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AWS FIS = Ct213} Z'2 Amazon EKS &4 x|gfL|ct.
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* aws:eks:inject-kubernetes-custom-resource

* aws:eks:pod-cpu-stress

* aws:eks:pod-delete

* aws:eks:pod-io-stress

* aws:eks:pod-memory-stress

» aws:eks:pod-network-blackhole-port

» aws:eks:pod-network-latency

* aws:eks:pod-network-packet-loss

« aws:eks:terminate-nodegroup-instances

aws:eks:inject-kubernetes-custom-resource

Et CHA E2{AE0|M ChaosMesh £ Litmus A&2 AT LICH CHef F2{AE{0| ChaosMesh &£
£ Litmus& M X[l oF gFLICt.

FIF

o| ZrdE B2 Amazon 2|4
Ef2, Z2E == Li2t0/E{E AHE 35104 EHé—I%’S

Al HZZIZ MMSI T aws:eks:cluster CHA S 2 &Holg [
S(ARN)2 2 EZUEst{of BLICH O] U2 ElaA

ChaosMesh& MAx[e [ 24t ZiEl|o|Ld HELY S K| 8Hof & LICE Amazon EKS HHE 1.23%E 7|
&2 HEF 0| Docker0i| M containerd2 HAE|RAELICH H™ 1.242E{ Docker?t M7HE[RA&LICEH

2lAaa R

0%

* aws:eks:cluster

i gull=

* kubernetesApiVersion — Kubernetes AF& At X3 2|AA 9| API HA{T. 7tS 8 2k chaos-

mesh.org/vlalphal | litmuschaos.io/vlalphal.

Amazon EKS =H¢4 69
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+ kubernetesKind - Kubernetes At A} X|H E|lAA BF. 2F2 API HHAOf et a2k &L,

« chaos-mesh.org/vlalphal - 7t &8t Zt: AWSChaos | DNSChaos | GCPChaos | HTTPChaos
| I0Chaos | JVMChaos | KernelChaos | NetworkChaos | PhysicalMachineChaos |
PodChaos | PodHttpChaos | PodIOChaos | PodNetworkChaos | Schedule | StressChaos
| TimeChaos |

« litmuschaos.io/vlalphal - 7} S8t Zt: ChaosEngine.
« kubernetesNamespace — Kubernetes | 2 A H O|A

« kubernetesSpec — JSON & 4l0 2 El Kubernetes AF& A} K| B|AA 9| spec MM,

« maxDuration - X}S3} Algio| & 2 E|= O {2 &= =|CH AlZHE 1204 M 12A|ZHYLICE AWS FIS
APIOIM Zt2 1SO 8601 @ AI9| EAMPERQILICE 0 & E04, PTIM2 122 LIEFHLICH AWS FIS 2

Al
S0 &, B T A7 48 et

Tt
Ol Zdol= AWS Identity and Access Management(IAM) #8t0| Z Q51 X| et &LICH O] ZFE At
8dte O o8t HEH2 RBAC 2182 A&5H0{ KubernetesOll A AM[o{&LICH RHAIEH LIS 2 S 4

Kubernetes 2AM2| RBAC 52| Al2 2 & X6tAML. Chaos Meshoi| CHEH X}Al|EF LI
Mesh & ME FHZESIML. Litmuso| CHSE REM|EH LI ZA! Litmus EAME BT E5HA

aws:.eks:pod-cpu-stress

CHY Z=of CPU AEQIAE A™ELICH RIMIEH LIE2 EKS ZE 2 BHlg B XSHAAIL.
claA R

» aws:eks:pod

u}2}0|E

« duration - ISO 8601 A9 AEP|A E|AE 7|ZHJLICEH

- percent — MEH ALEHQILICEH O(FE5H0IA 1002t E5hH7HX[e] S & B3 HEE. 7|2Z2 100¢
L|Ct

« workers — MEH AFEQILICH AL E AER|A 2210 +QlL|C} 7|EZt2 00|0, ZE 2EQ|
2 AMSELch

|>
=0)
(0]

* kubernetesServiceAccount - Kubernetes MH[A A1, Ee8F #HEtol| CHEF XEMIEF LIS 2 the
section called “Kubernetes MH|A 7|2 724" B E B X FHMIR.

r—!J
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- fisPodContainerimage — M&4 AFZ ILICt @7 CIME| ZEE PtE= O AFEEl Z4E|0[L1 o|O|X].
7

712220l MB35t O|0|X|E Ar85ts JALICH AWS FIS. RFAM|EH LHE 2 the section called “*E
= ZiE|O|LH o|O|X|” EHHE B RS AIL.
« maxErrorsPercent — MEH{ AL QILICH @7/ FI0| AIist7| Toi| Alufg = = CHA o HIZ2 L

Ch 7|22 O.°=!L—IEP.

» fisPodLabels — A& AFZFILICH FISOIA H4deh A&
ofl o= Lt
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?1Z4 =l Kubernetes

« fisPodAnnotations — A1EH AFEFQIL|C} FISOA MAIsH 48t @ HAEDY 0| ZE0of ¢IZE =
Kubernetes F&4421L|C}.
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- fisPodSecurityPolicy — 24 AF&QIL|CH.
EfO|LH0f| AFE & Kubernetes & O

& QFAAEDO|M TEQ RUA| A
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 eks:DescribeCluster
e ec2:DescribeSubnets

* tag:GetResources

AWS Z+Z[¥ YA

« AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-delete

CH

0z
In
mlm

I APK|EFLICH REMIBH L2 2 EKS ZE 219 B2 R XSHAAIL.

=

b
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» aws:eks:pod

ul2}0|E

- gracePeriodSeconds — A58 ALEQILICH ZE7 M4

A Moz ZRE K| 7IctElE AlZhE) U
C}. ZtO| 00| 42 FA| £+-FFLICE Zrol nilel B2 ZE

o 7|8 ol 7|ZHE AFSELICH
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.I_

» kubernetesServiceAccount - Kubernetes AMH|A H|d. EH 8t HEtol| CHE AEAIEF LI 2 the
section called “Kubernetes AMH|A HH F4" BHHE FXSHMIR.
- fisPodContainerimage — ME4 AFEIL|CEH 27/ QI Bt=&= o AF8El ZiE| o[ o|Of x|,

E
712220l MB35t= O|0|X|E Ar85te JALICH AWS FIS. RFA|EH L& 2 the section called “*E
= ZiE|O|LH o|O|X|” EHHE B ESIAAIL.

« maxErrorsPercent — 41B4 AL QILICH @F F 0| Aulist7| Hoi AlzjE = = CHah ol Hig L
Ch. 7|22 odLlCH.

« fisPodLabels — MEH AFEFQILICH FISOIAM M8t AE @AAED O|M ZE0f 244 E! Kubernetes
glo|= L Ct.

« fisPodAnnotations — MEH AF&FQIL|CEH FISO|A AMAd8H AE @AAED|OM ZTE0of A=
Kubernetes FA4QIL|C}.

» fisPodSecurityPolicy — 4= AL2F ILICH FISOA et AE LALAER 0] ZEQF Al A
EO|L10d| At& & Kubernetes £t & HAMQILICH 7tsS8F 2f2 privileged, baseline,
restrictedL|Ct O Y2 ZE ¥ =F1t SeHELCt

 eks:DescribeCluster
 ec2:DescribeSubnets

* tag:GetResources

» AWSFaultlnjectionSimulatorEKSAccess

aws:eks:pod-io-stress

CHA ZE oM 1/10 AEDAE AMEMELICH XIAMSH LI 2 EKS Z= X EHHE B XSHAAIL.
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» aws:eks:pod

g ull=

* duration - ISO 8601 &
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fisPodAnnotations — ME AFEQIL|CH FISOA] A8t A& @AAEYO|M Z=0f ¢AZEE
Kubernetes FA4QIL|C}.
fisPodSecurityPolicy — MEH4 Ab&FQIL|C}H F
EfOo|L0]| At2 & Kubernetes £0F EZ& X
restricted®L|Cl O] Y2 ZE =

IS M et A 2LALEROlME ZEQ Al A
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privileged, baseline,

3t

eks:DescribeCluster
ec2:DescribeSubnets

tag:GetResources

AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-memory-stress
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» aws:eks:pod
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- fisPodLabels — ME4 AL QIL|CEH FISO A 8k Z&t
glo|& LCt.

« fisPodAnnotations — A1EH AL QILIC}H FISOIAM MAISH 28 @HAEROM ZE0of HAZAE
Kubernetes =44 lL|C}.
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privileged, baseline,
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 eks:DescribeCluster
 ec2:DescribeSubnets

* tag:GetResources

AWS 228 w2

» AWSFaultlnjectionSimulatorEKSAccess
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aws:eks:pod-network-blackhole-port

» aws:eks:pod

o2to|E

« duration - ISO 8601 &Al9o| E|AE 7|ZHILILCE.
« protocol - ZEEZLIC} 7158 22 tcpt udpLICE

elLlct 7hs8t 2f2 ingress®t egress@lLC}.

. trafficType - ECiE |
« port- ZE M5l |C}

« kubernetesServiceAccount - Kubernetes AH|A . Ee 8t HEtol CHE REAIEH LI 2 the
section called “Kubernetes MH|A & 74" BHHE HXSHML.

« fisPodContainerimage — 14 AF&HQL
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« fisPodAnnotations — A1EH AFEFQIL|C} FISOA MAIsH 48t QHAEDY 0| ZE0f ¢IZE =
Kubernetes F&442lL|C}.

 eks:DescribeCluster
e ec2:DescribeSubnets

* tag:GetResources

aws:eks:pod-network-blackhole-port
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aws:eks:pod-network-packet-loss
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 ec2:DescribeInstances
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* s3:DeleteObject
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aws:memorydb:multi-region-cluster-pause-replication
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* memorydb:DescribeMultiRegionClusters
* memorydb:PauseMultiRegionClusterReplication

* tag:GetResources
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« aws:network:disrupt-connectivity

« aws:network:route-table-disrupt-cross-region-connectivity

» aws:network:transit-gateway-disrupt-cross-region-connectivity

» aws:network:disrupt-vpc-endpoint

aws:network:disrupt-connectivity

)
>
x
I
L
=
e
h
rn
rio
o)
Lre

1ET HHA Mo| SF(LERXT ACL)S LAH2Z S50 CHA A
£ HE&LICt FISE EiZ managedbyFIS=true7} A= SAE HELXT
St & 7|7t St MEUT dA%LCH &Y 2t2 Al FISE SHE HES

7
o HIEQ3 ACL i3 =EI&hL|Ct.

=
—_
| F
ElAA R

* aws:ec2:subnet

o2to|E

- scope - HE & ECHE 7Y
Wit 7tsE a2 et E%LIEL

. all- MEUWOZ 50421 Li7ke RE E3jTg AR ol 42 MELo| HEI e
HO|AR S0121 Livhs SIS Z3stod MEW L) EBHTIS {8 8HcHs Mol R2IsHML

« availability-zone-LC}tE 7} G0 Y= MEUCSE E0{21 LI7H= VPC LR EBEES
HEELICH VPCOM T e 2 X|IHe = U= =0 MEY! == 3071 L|Ct

HE 3T &Hed 85



AWS Fault Injection AMH|A AFS AT A

 dynamodb - $XH 2|F2| DynamoDB 2| AEXQIEZ E0{27 Lt7t= ESf=EE HEFLICH
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» ec2:DescribeManagedPrefixLists

* ec2:DescribeNetworkAcls

* ec2:DescribeSubnets

* ec2:DescribeVpcs

* ec2:GetManagedPrefixListEntries

* ec2:ReplaceNetworkAclAssociation
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* ec2:AssociateRouteTable

* ec2:CreateManagedPrefixList t
 ec2:CreateNetworkInterface t

* ec2:CreateRoute t
 ec2:CreateRouteTable t
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* ec2:DeleteManagedPrefixList t

« ec2:DeleteNetworkInterface t

« ec2:DeleteRouteTable t

* ec2:DescribeManagedPrefixLists
» ec2:DescribeNetworkInterfaces
* ec2:DescribeRouteTables

* ec2:DescribeSubnets

* ec2:DescribeVpcPeeringConnections
* ec2:DescribeVpcs

* ec2:DisassociateRouteTable

* ec2:GetManagedPrefixListEntries
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* ec2:AssociateTransitGatewayRouteTable

* ec2:DescribeTransitGatewayAttachments

* ec2:DescribeTransitGatewayPeeringAttachments
* ec2:DescribeTransitGateways

* ec2:DisassociateTransitGatewayRouteTable
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aws:network:disrupt-vpc-endpoint
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* ec2:DescribeVpcEndpoints

* ec2:DescribeSecurityGroups

* ec2:ModifyVpcEndpoint

+ ec2:CreateSecurityGroup

* ec2:DeleteSecurityGroup

* ec2:RevokeSecurityGroupEgress
 ec2:CreateTags
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AWS FIS = Ct213} Z'2 Amazon RDS 24 X|dgfL|ct.
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» aws:rds:failover-db-cluster

* aws:rds:reboot-db-instances

aws:network:disrupt-vpc-endpoint 89



AWS Fault Injection AH|A At

ol
nx
0%
x

aws:rds:failover-db-cluster

CHAF Aurora DB 22{AE{0l A Amazon RDS API Y4 FailoverDBCluster® Al&istL|Ct. RDS 224
E{ 2! DocumentDB A E{ 7} X|[&EL|C}.

SEAESE S

0%

» aws:rds:cluster

u}2}0|E

[ ]
j1{6]

>
Ojo

H

—

rot

e rds:FailoverDBCluster
e rds:DescribeDBClusters

* tag:GetResources

AWS 2|3 &=

» AWSFaultinjectionSimulatorRDSAccess

aws:rds:reboot-db-instances

CHA DB @IAEIA O A Amazon RDS API 24 RebootDBInstanceE AlgistL|Ct. RDS EAE 4
DocumentDB 2 2{AE{7} X| =L}

2ol 7
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* aws:rds:db

ot2rolE
« forceFailover — MEH AFEFQILICE ZEO| trueO|D CIAEIATI CFE AZQI B, & 718 dHoiAM CI2
718 ddo 2 ZA ol =x[ELCH 7|22t 2 false I LILCE.
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 rds:RebootDBInstance
» rds:DescribeDBInstances

* tag:GetResources

» AWSFaultinjectionSimulatorRDSAccess

Amazon S3 =]

AWS FIS = C}2 Amazon S3 &2 x| &hL|C}.

XFoA
=

» aws:s3:bucket-pause-replication

aws:s3:bucket-pause-replication

CHA AA HZA0AM CHe HZIS 2ol SXME LAl BXIFLICH CHY HEA2 CHE AWS 2T /g =
T D HE HA S SYE 2l Lol Ug == U&L F. 7|1& AN = 2ol AlzrEl = =[CH 1Az
S0t AL SAME = &Lt o] S o EtAEIAE X[ YFLICEH Amazon S3 S Ao CH3H AHA|
S| 2ot 4T Amazon S3 AFR MEHME 2 XM,
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* aws:s3:bucket

ut2t0olE

« duration - £ A[ZFH(1E201A] 12A[Z}). AWS FIS APIO| A Zf2 ISO 8601 %;'*'OI —EXP“'LIEL o &
£0{, PTIM2 1£2 LIEIHLICE. AWS FIS 2£0M X, E e AlZH B

- region - CH& {210 @/ %[EF AWS 2| L|Ct

« destinationBuckets — 4184 AFEQILICH &lE 2 T EE CHY S3 HZ! S5 QLCH

« prefixes — ME=H AL ULICH SA 73 HEo|M &E=Z FEE S3 A 7| HFAF SHULICH HF
AME 7oz st EE7E Qe Ty A2 SX #30] YAl SXIELICH
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorRDSAccess.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
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T8
« X741 7| S3:IsReplicationPauseRequestZt TrueZ MHE

S3:PutReplicationConfiguration

« X7 7|S3:IsReplicationPauseRequest?} TrueZ MHE
S3:GetReplicationConfiguration

* S3:PauseReplication
* S3:ListAl1MyBuckets

* tag:GetResources

M of M= of: aws:s3:bucket-pause-replication® X7 7| AL 2 R XFIMIR.

Systems Manager &4

AWS FIS £ Ct2 1+ Z+2 Systems Manager 242 K| gHL|Ct.

xHOS
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* aws:ssm:send-command

* aws:ssm:start-automation-execution

aws:ssm:send-command

CHA EC2 QIAEIA O M Systems Manager API @1 SendCommandE& &&&FL|C} Systems
Manager EAM(SSM £ AM)= Systems Manager?7} QIAEIA O +&5H= =

LI aws:ssm:send-command 2 A2 BRI 2 ZTSHAAIL.

SEAESE S
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e aws:ec2:instance

ul2}0|E

« documentArn - X 2| Amazon 2|4 A O|F(ARN)LICH 2&0M A 7 E AWS FIS SSM &
M & stLtol sHE st 2 R gf2 MEiSHEOo| oheto|E 7t 22 FLICH.

m|
« documentVersion — &4 AL ILICEH 2o HERILICH H|of /e 7[2 HEHo| ELICH.
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https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_SendCommand.html
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« documentParameters - Z715. A0 Ll B 2 MEH 0l 2l0|E. @AI2 7|71 EAFEo| gt
O| EXtY r = EX1 HIPE Q! JSON ZHA| I LCt,

« duration - 22 A|ZFH1E0IM 12A1ZH. AWS FIS APIOIM ZE2 1ISO 8601 EAlo| EXtEQLICE o E
E0{, PTIM2 128 LIEFALICH AWS FIS 220 &, B EE= Azt 28 -

* ssm:SendCommand
* ssm:ListCommands

 ssm:CancelCommand

AWS 22|% H3Y

« AWSFaultinjectionSimulatorEC2Access

aws:ssm:start-automation-execution

Systems Manager API 2?1 StartAutomationExecution= A=gFLIC}.
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>
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>
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ul2}0|E

« documentArn - A}S 38t EA{2| Amazon 2|24 O|F(ARN)ILICE.
+ documentVersion — M A& ILICEH E MO HHILICH H|o{ Ief 7|2 sHZTo| A-EL]
« documentParameters - Z718. EM0| HE L= B L ME4 oigt0o|E. EAI2 7(7t
O| EXIY FF= 22X HHE Q2! JSON A IL|C}.
« maxDuration - A}S53} A& 0| 22 == Ol 12 &= Z=|CH AlZH2 120M 12A|ZHLICEH AWS FIS
APIOIM Zf2 1SO 8601 EAlo| EXIPERILICH o€ E0{, PTIM2 12& LIEFALICH AWS FIS 2

4
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 ssm:GetAutomationExecution
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_StartAutomationExecution.html
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 ssm:StartAutomationExecution
* ssm:StopAutomationExecution

« iam:PassRole — ME4 AFFHQILICH XSS EM7F HE S BH= 82

[ls]

= dLck,

AWS #z[d HH

» AWSFaultlnjectionSimulatorSSMAccess

AWS Direct Connect &2

AWS FIS = C}=2 AWS Direct Connect 212 X|2&hL|C}.
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1 -

» aws:directconnect:virtual-interface-disconnect

aws:directconnect:virtual-interface-disconnect

2ng0|A HEQ I ChA 7}” CIE{H| 0| A(VIF)2F 1A El I|0q 72| BGP(Border Gateway
Protocol) MM & Ao Z SEHSH04 AWS Direct Connect 913 S24E EHIAEELICHVIFs A
2 AlE5H7| Mol FISE ’é‘?:*.ol CHaf 2l E'= VIFs7t 'AHE 7tS' &E{O|1 Zf VIFOI 'At8 75" & B &
'?[Z' BGP & Elije| 2= BGP I|o{7t AU=X[ EQlgfLct A Sof ciaf 7t4 QlE{m|o|Aof CHEt BGP
Ilo{E MM2 Ch2 el 2 ™EHE L C. Dlrect Connect &0 =X| HAEO| CHE RtA[EF LIE2 AWS
Direct Connect MEME R ESHAMIL.

2lAaa R
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» aws:directconnect:virtual-interface

ot2rolE
« duration - 1020 12A|Zt7FR|2| Z|ZHILICH AWS FIS APIOA Zf2 ISO 8601 & 4Alo| EXIY
QILICt. 0o|E S04 PT1IOM2 1022 LIEIHLICE. AWS FIS 2£0M =, 8 tEE AlZHS =2dstuct.
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e directconnect:DescribeVirtualInterfaces
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorSSMAccess.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/resiliency_failover.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/resiliency_failover.html
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* directconnect:StartBgpFailoverTest
* directconnect:ListVirtualInterfaceTestHistory
* directconnect:StopBgpFailoverTest

* tag:GetResources

00

AWS FIS0{| A Systems Manager SSM & A{ A

AWS FISE= AWS Systems Manager SSM 00| E 2! AWS FIS & S5l *P%XP IN
2 K| & LICtaws:ssm:send-command. Y8t Q1 ZHE =l & st o
T4 El Systems Manager SSM E2M(SSM EM)= AWSFIS MFALZ A& SHE HER AWS BEMZ
ArEE = U&LICH

SSM 0i|0|ME &= Amazon EC2 RIAEIA 2= |0lA M E= 7 HA(VM)o| Mx| & 88 +=
A= Amazon A ZEQ|0{lL|C}. O|& &3l Systems Manager7t O|248+ E|AAE HEE = Q

Ct. ofO|ME = Systems Manager2| REE &2lstn Lo XI™E CHE A~ LIC XA SSM = A
E Z &304 AI8 X XY LFE AL Amazon AR 2 S BM & SHLIE HEE 4 U&LUch

QT A

SSM O|O|ME 7} CHAMO| M EHele AlSH

o

HOF &t

rr

5ol B2 ChES #elslok gLch.

(o][]

« OO|™ME7} CHaofl AX|E[o] R ﬁ LICt. SSM O 0|ME &= YT Amazon Machine Images(AMI)0| 7|
ErMoZ Mx|ELCt OFX| otom QIAE AL SSM O0|MEE M&|E 4= YU&LICH RHAMlE HE
£ AWS Systems Manager APR HBAMO| EC2 PIAR AN =SS 2 SSM 0i|0|ME MX[E & X5
M.

- Systems Manager0l= QIAEAO|M 22 80| U&LICH IAM QUIARA T2
I US ALE5o] AMA HEFS RO LICH REMIE LI 2 AWS Systems Manager AE AEH A2
Systems Manager& IAM PIARA T2t Q) M4 I EC2 QIAEAQ| IAM QIAFA T2 0 A
EER-EX k=2

aws:ssm:send-command &S Al

SSM E A= Systems Manager7t 2 2/& QIAFAM MASH= 2dS HO|EfLICH Systems
Manager0il= AFH £ E 08 EM7F 28 E0] UM AFHERIIF 2H BHE £ &LICH SSM EM
A ote = Yol ChEE XEAIEH LHE 2 AWS Systems Manager AFHE AR M Q| Systems Manager
=AM dEE BZSML. SSM E A TEhol| CHet AEAIEH LI 2 AWS Systems Manager AHE &HH
M2l AWS Systems Manager EAME & E5HA 2.
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-manual-agent-install.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-profile.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-launch-managed-instance.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-launch-managed-instance.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/create-ssm-doc.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/create-ssm-doc.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
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I SSM ZME =
Fl —’ﬁoilkl A
SSM =M EHHE

MEl SSM EME MBS ELICH AWS Systems Manager 2£ 2| EAM0IM AFH T4
A& LICE. https://console.aws.amazon.com/systems-manager/documents. AWS

HEl EM S0l MEiE =2 U&LICH XEMEH L2 M FEEIAWS FIS
oA

A
T
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AWS FIS A&l0{A SSM EME Al236IE{H aws:ssm:send-command S AL2E £ Q& L|CH 0]
2 ChAr QIAEIAO|M R|HEI SSM BME 7H{QF AldisL|Ct.

A HES0M aws:ssm:send-command QS AL E M= CHS S E&Stod 2dof CHEt &7+
ut2t 0/ E XI'gstiofF gfLct,
- documentArn - E=QlL|CH SSM & A{2| Amazon 2|44 O|&(ARN)JLICH.

« documentParameters - Z715. SSM 2 M0l Ll T4 I MEH mizto|E. &
I 70| EXY = EAMY HH Q! JSON ZHA| L.

gl:
1=
rlo
N
]
Rl
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[
o

+ documentVersion — M AL lL|CH A¥E SSM EAM 2| B QILICE.

Systems Manager 2& £= BEE2 AL835l09 SSM EAMof| et HE(EM mtetole Z&HhE =2 =
A& LICH.

Z£2 MEsH0{ SSM EMoi CHEF HEE & QletedH

1. https://console.aws.amazon.com/systems-manager/ AWS Systems Manager 2& 2 L|Ct
2. EfM 20{|M DocumentsES AMEHEHL|CH
3. BAME MEISIT ME ME Eie MEHSHL|CH

HHEES AL85104 SSM E Mo CHEF YEE = elstedH

SSM describe-document &2 At 8tL|C},

=hQd AFENOY| CHSH REAIS| LotE 7|

SSM % & Ef= ssM BZ HEfof et Z-EELICH

AP A= AWS FIS SSM 2 A

Al BIZ219| qws:ssm:send-command 240 &7 AFM 2 E AWS FIS SSM EAME AI8E £
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https://console.aws.amazon.com/systems-manager/documents
https://console.aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/cli/latest/reference/ssm/describe-document.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/monitor-commands.html
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QT A

« AWS FISHIM XS 3ste At 24 E SSM 2Me= Chg 29 AAof| A8t x| 4ELct
¢ Amazon Linux 2023, Amazon Linux 2
* Ubuntu
« RHEL 8,9
+ CentOS 9

« AWS FISOHIM MZB5tE AR LA E SSM EME EC2 QIAE A MEF X|HELICE 2= d0|A A
H S, CHE 8o #2288 =oMe RIE|X| of&LCH

0[2{8t SSM EAE ECS & Aol AFE5t2{™ i the section called “Amazon ECS X "E A&
StMI2. 0|2 £04, aws:ecs:task-cpu-stress ' 210{l= AWSFIS-Run-CPU-Stress E A7} AF&ElL|C}.

2 A

* AWSFIS-Run-CPU-Stress

* AWSFIS-Run-Disk-Fill

* AWSFIS-Run-IO-Stress

* AWSFIS-Run-Kill-Process

* AWSFIS-Run-Memory-Stress

* AWSFIS-Run-Network-Blackhole-Port
* AWSFIS-Run-Network-Latency

* AWSFIS-Run-Network-Latency-Sources
* AWSFIS-Run-Network-Packet-Loss

* AWSFIS-Run-Network-Packet-Loss-Sources

AWS FIS SSM £ A 2| ¢4 7|Zt 1} DurationSeconds ZHe| X1 O|

UL SSM EME AHA| A& AlZH2 A[8HEFLICH 0| & £04 DurationSeconds It2O|E{= AN A E
UL AWS FIS SSM 2 MO0l AR EILICEH EkA AWS FIS &Fed Holof & 7He| S&! 7|ZtE X3l
OF &fL|Ct.

+ Action duration: Tt 40| Z & El Aol A 2] 7[zt2 AR 7|7tn SYELIC o2 21 9|
A AY 7(7h2 7HE 2 7|ztar A = Ao et et ELCH AWS FISE 2] (70| Fate
H7HX| 2 &QdS oL |E{2lstL|C}.
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- 2 m2t0|E] DurationSeconds: SSM EAM 7 A®E 7|7H= EHZE X|H)lLCt.

5 7tx| fE8el 7Izhol sl Mz ChE 24t S MEfE & /&L

« Action duration exceeds DurationSeconds: 210| &t 2 %|7| Z10{ SSM 2 A AldHo| et2 E|L|C}.
AWS FISE £& X 0| AZE|7| Hof 2] 7|zto| A& w7k x| Z7|CHILICE.

« Action duration is shorter than DurationSeconds: SSM EME 20| &t 2l S0l AMS H &8

LICH SSM EA A&o| of & Tl S0l 2 7|zto| Zotet F2 %] dEle 2REZ dYE
LICH. AWS FISE % 7|Zho| e 7k x|eh S R LIE—ELICH

o
o

UE SSM EAMol= 7t 7|Zho| U&LICEH 0o & £0{ AWS FIS SSM EMoll= A ZHE MXIEE &=
= SMo| Qlo] MA| A 7|7H2 K| El DurationSeconds It 2tO|E{ O|A o 2 Q4% sH £~ Q& L|CH
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o
£toq 7|7t} DurationSecondsE Sst 2o 2 AKX H SSM AJZIE 7} &t 7|ZHECH 224
A™E £+ A&LCt.

AWSFIS-Run-CPU-Stress

ofr

stress-ng T E AFE510{ QIAEIAO|IM CPU AERHAE A™EILICH AWSFIS-Run-CPU-Stress
SSM 2ME ArS gLt

o
ST

0%

(2
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HE)
aws:ssm:send-command/AWSFIS-Run-CPU-Stress

ARN
arn:aws:ssm:region::document/AWSFIS-Run-CPU-Stress
A mietolE

« DurationSeconds - ZQILICH. CPU AEB||A E|AE Q| X[ AlZH(E)LICH.

+ CPU - MS AtBtQILIC} AL & CPU AER|A 2019| £elLirt, 7|=Zke 00|H, 2E CPU AEE
A QOIS AFSELC.
« LoadPercent — B4 AL LICEH O(FF5H)0IA 100(&2 ™ F3H)IHR|e] SE CPU R5t iR E. 7|2

252 10011},

« InstallDependencies — ME A& QILIC} 20| TrueO|™ Systems Manager7t CHA QIAEIA O] EHQ
gt BEEE IR[EFLIChotd EXIEIX| g2 BR). 7|22 TruedLICh 5 H2 stress-ng L
Ct.
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-CPU-Stress/description
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Chee 2ol YiE & /e Bxteol oot
{"DurationSeconds":"60", "InstallDependencies":"True"}

AWSFIS-Run-Disk-Fill

RQIAEIAO| RE E&0| C|AT S7tE E€H6tod C|lAT MM 2R E AlZ20[MELICH AWSFIS-

Run-Disk-Fill SSM A E A8 & LICt

ol Z&f 2 Fste= Aol —’F%QE = BX 22 S8l SX|El= 2 AWSFISE Ad &¢I

SSM ZEME F|A5t0 EME AITELICEH 2L 2F £= 272 ofE2|70|M 2o 2 2I8H ClA&

EL7P 100% 7t5 A} Systems Manager0ll M |4 &g 262X & = UA&LICH et 'S
Et5HoF 3t B CIAZT7H100% 7H5 AR L5 SHMIL.

xtod

aws:ssm:send-command/AWSFIS-Run-Disk-Fill

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Disk-Fill
EXM metolE

« DurationSeconds - Z4QIL|C} ClAZT MR 7| EHIAE Q| X[ AlZHZE)LICH
H

« Percent — MEH AL QILICH ClA3 AR 7| EH|AE Sof €2 & ClA3 9
IL|Ct.
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« InstallDependencies — ME AF&HQILIC} ZfO| TrueO|™ Systems Manager7} CHA QIAEIA O]
8t &5 M2 IRIFLICHOE MXIEIX| 2 BR). 7282 TrueUCt 4542 atd, kmod 2
2lL|CHallocate.

ClE2 2&0 e3de = e XAl of &lLCt.
{"DurationSeconds":"60", "InstallDependencies":"True"}

AWSFIS-Run-10-Stress

stress-ng T E AF2510 QIAEIAO|M IO AEHAE M™EILICH AWSFIS-Run-l0-Stress SSM &
ME ArS gLt
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Disk-Fill/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Disk-Fill/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-IO-Stress/description
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aws:ssm:send-command/AWSFIS-Run-lO-Stress
ARN

arn:aws:ssm:region::document/AWSFIS-Run-IO-Stress
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 DurationSeconds - 2+ QlLIC}H 10 AEBA HAEQS| X|& A

 Workers — M= Ab&QILICH =xf, 2ol & HZ 2| ofEE 217

£ Egstod +st= YAt . 042 SR Z2MATH S
LICH Z|22f2 1.°=!L—IEP

« Percent — MEH ALEFQILICH |10 AEB|A HAE S0 AIEE 1

7|22k 80% & L|Ct.

[MT| BT 2 S718H & FHA| AR
gt mhloil M CHRE 3t I/O EHdS 4348t

* InstallDependencies — ME A& L|C}. 70| True Ol Systems Manager7} CH#&t OI/*E'V*Oil e

gt &8s UR[ELICHOHE EXI=[X]| é% 8R). 7B
Ct.

Chee a0l YU + s 2xryol oot
{"Workers":"1", "Percent":"80", "DurationSeconds":"60",

AWSFIS-Run-Kill-Process

TrueL|Ct L2 stress-ng L

"InstallDependencies":"True"}

killall HHE AlE3504 QIAEAON|M X|HE Z2MAE SK|IELICH AWSFIS-Run-Kill-Process SSM

EAME ALSELICH
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aws:ssm:send-command/AWSFIS-Run-Kill-Process

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Kill-Process

E A1 otek0(E

* ProcessName - ZQlLICH X[ T2 MH|A 0| O|F§lLLCE.
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Kill-Process/description
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- Signal - ME4 AFEQILICEH BHED &7 HMEE AMSLICH 7hS$t 212 SIGTERM(== AR 7H R Al
5 MEfE = QlE 2H)0 SIGKILL(FAIE == @i 2h)ILICH 7|22/ SIGTERMYILCY.
« InstallDependencies — 414 A& QILICH Zf0| TrueO|™ Systems Manager7t CHA QIAEIA O] EQ
ot

O L-_— =
8t BHES MRIFLICHOHE MRIZIX| &t BR). 71822 TruedLICt &2 killallLICH.

{"ProcessName" :"myapplication", "Signal":"SIGTERM"}

AWSFIS-Run-Memory-Stress

stress-ng T E AF2510{ QIAEIAO HEZE| AEHAE A™ELICH AWSFIS-Run-Memory-Stress
SSM 2ME ArS gLt
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>
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aws:ssm:send-command/AWSFIS-Run-Memory-Stress

ARN

arn:aws:ssm:region::document/AWSFIS-Run-Memory-Stress

2 m2tolE

« DurationSeconds - E+QIL|CH HEZE| AEHA HAEQ| X|& AlZH(ZE)LICH
14Lct.
« Percent - ZELICH HEZE2| AEHA E|AE S0 AFSE 71 HZ 22| | IL|Ct.

« Workers — ME{ AFEFQILICH 714 M2 E| AEQA 2019| £~ 7|24t

* InstallDependencies — 4154 AL LICt. 20| TrueO|™ Systems Manager7} CH4&} OI/\E-I/\01| 2R
gt 5 M2 IXIFLICHOE MRIZIX| 2 BR). 7282 TruedLCt Z&542 stress-ng L
Ct.

CIE2 2&0 e3de = e Xl of &lLCt.
{"Percent":"80@", "DurationSeconds":"6@", "InstallDependencies":"True"}

AWSFIS-Run-Network-Blackhole-Port

iptables T E AF235l0{ T2ZEZ L ZTEof CH QHIRE = Ol RHIRE ECiES AFA|ELICE.
AWSFIS-Run-Network-Blackhole-Port SSM 2 ME At etL|Ct.
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Memory-Stress/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Blackhole-Port/description

0o
1z
0%
x

AWS Fault Injection AH|A At
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aws:ssm:send-command/AWSFIS-Run-Network-Blackhole-Port
ARN

arn:aws:ssm:region::document/AWSFIS-Run-Network-Blackhole-Port

A mietolE

« TrafficType — M54 AL ILICtH EfE RPEULICE 758 242 ingress® egressLICt. 7|22
2 ingress&lLCt.
« DurationSeconds - EQIL|CH HEX I E3E HAE AIZHE)QILICH
« InstallDependencies — A& AF&QIL|C} 20| True Ol Systems Manager7t CH& QIAEIAO EH
gt BEEE ER[ELICHot A EXIEIX| §f2 BR). 7|22 2 TrueLICt 4542 atd, dig, Isof &
iptables &/ L|C}.

Chee Eaol YUY 4 ol 2xruol oo,

{"Protocol":"tcp", "Port":"8@80", "TrafficType":"egress", "DurationSeconds":"60",
"InstallDependencies":"True"}

AWSFIS-Run-Network-Latency

c E7E AM830 HE A IEmo|A0] X[ed AlZtE FIHEMLICEH AWSFIS-Run-Network-Latency
SSM EME ArE gLt

o
ST

0%
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Mp>

HE)
aws:ssm:send-command/AWSFIS-Run-Network-Latency

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Latency
2 metolE

* Interface — M= At QILICH HEQIZ QE{HO|ALICH 7|22t 2 ethoILICH.

» DelayMilliseconds — M= Ab& ILI|CH 2| & Erlof X|d AlZhL(ct 7|2 2f2 200ILCH.
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« DurationSeconds - 2 ILICH HERX A X[Qd AlZt E|AE AlZH(ZE)ILICE.

« InstallDependencies — A& AF&QIL|C} 20| TrueO|d Systems Manager7| CHAF QIAEIA O] 2
gt SEHE AR CHOorE EXIZX| A2 BR). 7|282 TrueLICH 442 atd, dig & tc
|——|L_—|'.

Ct
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ok

T AU EXL Q| of &iLCH.

{"DelayMilliseconds":"200", "Interface":"eth®", "DurationSeconds":"60",
"InstallDependencies":"True"}

AWSFIS-Run-Network-Latency-Sources

o AANAM 27t EBHEIE MEIStE tc TTE AF85H0{ HIER A QIE{H O|A 0 X[94 A2t} X
Z7bgtLck. AWSFIS-Run-Network-Latency-Sources SSM 2AME AFSgtLICH
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aws:ssm:send-command/AWSFIS-Run-Network-Latency-Sources

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Latency-Sources

A mietolE

« Interface - ME{ AL QILICH € E 2 FEE UEX T QIE{H O|AQILICH ALL 2! DEFAULT (0| X|
HELICH 7|24t2 29 MA el 7|2 HESXT QEHO|AE CHA 2 Z DEFAULTSHE LICH.

2% 7
« DelayMilliseconds — 184 AbEJL|Ct. Y| = BH{o| X|od AlZHLICt 7|22t 200 L Ct.
H

C
o2l & Belel xIHYLc Z|22k2 10Lch
I.

« JitterMilliseconds — MEH AtEFQlL|C
* FlowsPercent — MEi AFEFQILICH XfQio| Q&S whE HEQ T S50 HEZQLICE o 7|E27%2

100% &JL|Ct.

* Sources - EQLICH &EE TR0 SWMO| gle 2ALCH 7HsE 242 IPv4 =4, IPv4 CIDR
E &, THQl 0|§, AZ 0|5 (us-east-1a), AZ ID(use1-az1), ALL, & DYNAMODB!L|CS3. DYNAMODB
= S3E X|™ste B2 Ol= #A 2[Me| 21 A= ZIEof Bt M B FELICH.

* TrafficType — 414 AL LICH E2E SPYLICH 7St 242 ingress@t egress&LICt. 7|22k

2 ingresslLCt.
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« DurationSeconds - 2 ILICH HERX A X[Qd AlZt E|AE AlZH(ZE)ILICE.

* InstallDependencies — 4154 AL& LICH 20| TrueO|™ Systems Manager7t CHal QIAEI AN ER
5t Z&HHE MLRIELICHOMA MX|ZIXK| et 2 BR). 7IBZ 2 TruelLICH SEM2 at
Isof 2 L|Chtc.

o
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S
4D

Ol EME AISE Ml &Y H&ol= CtE Hero| Ee L

e ec2:DescribeInstances

 ec2:DescribeSubnets

CHE2 2&0 U3E = U= EXEL] ol Lo

{"DelayMilliseconds":"200", "JitterMilliseconds":"15",
"Sources":"S3,www.example.com,72.21.198.67", "Interface":"etho",

"TrafficType":"egress", "DurationSeconds":"6@", "InstallDependencies":"True"}

AWSFIS-Run-Network-Packet-Loss

TTE AM835t04 HER T QETHo|AM THZ! &AM FIHELICH AWSFIS-Run-Network-Packet-
Loss SSM M E AFEgLCt.
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aws:ssm:send-command/AWSFIS-Run-Network-Packet-Loss

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Packet-Loss
A mietolE

* Interface - M&H AFEHQILICH HIERT QE{HO|AQLICH 7|22t ethoILICE.
+ LossPercent — MEH At QILICEH mZ! &Al0| BB 2 J[27I2 7% LICE.
« DurationSeconds - E=IL|Ct HESIZ I &4 EHAE AlZHZE)ILIC.

- InstallDependencies — ME AL& IL|C}. Z}0| True@! B Systems Managere CHa QIAE AN
LRt Z54S IXIFUCH 7|22 TrueU Lt S M2 atd, Isof, dig & tcLICH.

CHE2 2&0 U3E = U= EXAEL| ol Lch.
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{"LossPercent":"15", "Interface":"eth®", "DurationSeconds":"60",
"InstallDependencies":"True"}

AWSFIS-Run-Network-Packet-Loss-Sources

EY 2A0M 27t EBlEHE RElste tc TFE AE501 HIER{Z QIEHEo|AN IH £42 F
7FgfL|Ct. AWSFIS-Run-Network-Packet-Loss-Sources SSM 2 ME Al L|Ct.
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aws:ssm:send-command/AWSFIS-Run-Network-Packet-Loss-Sources

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Packet-Loss-Sources
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« Interface - MEH AFEFQILICH 2l E 2 FEE WERT QEmOo|AL|CH ALL 2! DEFAULT 210 K|
=L|Ct 7|27te 2P AN el 7|8 HWEST QIE{H 0|AE CHA S E DEFAULTSHE @lL|Ct.
E

- LossPercent — M1E4 At QILICH THZ! &4l MBS T2 7%ILICH.

« FlowsPercent — ME4 ALZHQILICEH {0 Q&g = HEXT 58| HEELCt 9| 7|22
100% &I L|C}.

- Sources - ZQILICH £ E2 FRE|T SHMO| gile AAQLICH 7tSE 242 IPv4 4, IPv4 CIDR
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« TrafficType — 154 AFEFQILICH EiE R
2 ingress&lL|Ct.

I
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SQILICH 758t 22 ingress®t egressILICH 7|2

l_l

« DurationSeconds - 2 ILICH HERXZ THZ! &4 Eﬂéi AlZH(Z=)LICt.

- InstallDependencies — B At& IL|C}. 240| True@! B Systems Manager= CHa QIAE AN
EHRE S&5ES ARIFLICH 7242 Truedd L—IEF ’é:._ atd, dig, jg, & IsofL|CHc

JF)

Ol EME A8 E Ml &Y H&ol= CtE Hero| Ee e

» ec2:DescribelInstances

 ec2:DescribeSubnets
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CHE2 2&0 U3E = U= EXrEe| ol Lok

{"LossPercent":"15", "Sources":"S3,www.example.com,72.21.198.67", "Interface":"eth@",

"TrafficType":"egress", "DurationSeconds":"60", "InstallDependencies":"True"}

AlS] HIZ S of| A|E E B4 the section called “AF™ 2 AE AWS FIS SSM A AlSt EHS TR SHA

AaM o Als QIAEANM CPU AED A A EHE FHASAMR.
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» AWSFIS-Run-Network-Blackhole-Port
AWSFIS-Run-Network-Latency
AWSFIS-Run-Network-Latency-Sources
AWSFIS-Run-Network-Packet-Loss
AWSFIS-Run-Network-Packet-Loss-Sources
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« ?X|-/var/lib/amazon/ssm/ C|HEZ|0| AR ET} MEELIC
« O|8 X|H T - FAULT_NAME-FAULT_IDENTIFIER-Rollback.sh 047|A
FAULT_IDENTIFIERE FE 9|2 MME 32X EAtALICt
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A8 HEBM

o€ E0{ HER T x| AlZt M-S0 EH AJRIEE MME £~ Q&LICH/var/lib/amazon/

ssm/NetworkLatency-abcl23-Rollback.sh.
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o 27

S AFRET NHEH 08 T SUxlol 237 MAELICH

« Al ot - /tmp/aws-fis-rollback-TIMESTAMP-PID.log

« AMAEIZ23 - AMD E7H syslogE MEE locald.info

ATH
ATH

Al 2T o2 Ohs BY 73S ASELICH

/tmp/aws-fis-rollback-YYYY-MM-DDTHH:MM:SSZ-PID.log

047|M YYYY-MM-DDTHH:MM:SSZ= UTC E}UABHZ Ol pIDE E8 AJRIEQS| X
Ct.
Syslog 44

EW Z2OE O MO Z syslog2 MSE/LICH

« Ei1 - aws-fis-rollback
M&=2| - 1ocald.info

A - [YYYY-MM-DDTHH:MM:SSZ] log_message
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https://console.aws.amazon.com/systems-manager/ AWS Systems Manager &2 L|LC}.
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12 AWS Systems Manager(SSM) EME AFE

24 Amazon Elastic Container Service(Amazon ECS
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https://console.aws.amazon.com/systems-manager/
actions-ssm-agent.html#fis-ssm-docs
#ecs-task-reference
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the section called “aws:ecs:task-cpu-stress”

the section called “aws:ecs:task-io-stress”

the section called “aws:ecs:task-kill-process”

the section called “aws:ecs:task-network-blackhole-port”

the section called “aws:ecs:task-network-latency”

the section called “aws:ecs:task-network-packet-loss”
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HY2 AW 4 gaLich

» aws:ecs:task-network-blackhole-port

+ aws:ecs:task-network-latency

» aws:ecs:task-network-packet-loss

Amazon ECS ExecE &3}ttt B2 0|8t 2 U2 AEstE{™H T HIE H3}slok gfLich.

SSM EA Mse Aldlol g2 E AEi7} QCietE 2148 SEIY 4 AUsLIch Amazon ECS 3
Als f mZHo| MBS 8 7|7he Adol 2Fd 7|7kt Amazon EC2 Systems Manager(SSM) A1 7|
Zt 2ol AFSEILICH EJo| AR El & SSM EM7F AE| 7|7 R| 2Fzko| AlZho| ARILICH. et
M XIEE 2 7|zhol =2 E W7k K| SSM EM e g 226t Ol E =7 & =+ U&Lich A
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* ecs:DescribeTasks
* ssm:SendCommand

* ssm:ListCommands
* ssm:CancelCommand

CIS ®8HES Amazon ECS £ ¢ IAM @3&tof| F7}&HLC}.

ssm:CreateActivation
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ssm:AddTagsToResource

e iam:PassRole

2N E 22|13 QIAEBRA 238 0| ARNS iam:PassRolel| E|AA R X|HE £ Ql&LICH.

« Amazon ECS %9 A3l |IAM &2 M8 AmazonECSTaskExecutionRolePolicy 2218 Hig
Z=7behct.

« EfA3 HOlofA &7 ¥4 MANAGED_INSTANCE_ROLE_NAMES Z 2 I% ARA A5 0|22
MAEELICH o] A& 2 SSMoM #E|E CIARAR SEE EfAF0f 5.=.I|,|c+

- Z2|™ QAR A odgtof ChE HEHE FIHELICH
* ssm:DeleteActivation
» ssm:DeregisterManagedInstance

. T2l QUAEA %o AmazonSSMManagedinstanceCore # 2|3 HA & F7HgL|Ct

« Amazon ECS EfA 3 % o[0of SSM ol 0| E Z4El|0[L{ & FItELICt BHE A3 B E= Amazon ECS

e ey QladAz SSELICH

{
"name": "amazon-ssm-agent",
"image": "public.ecr.aws/amazon-ssm-agent/amazon-ssm-agent:latest",
"cpu": Q,
"links": [1,

"portMappings": [],
"essential": false,
"entryPoint": [],
"command": [
"/bin/bash",
noen
"set -e; dnf upgrade -y; dnf install jq procps awscli -y; term_handler()
{ echo \"Deleting SSM activation $ACTIVATION_ID\"; if ! aws ssm delete-
activation --activation-id $ACTIVATION_ID --region $ECS_TASK_REGION; then
echo \"SSM activation $ACTIVATION_ID failed to be deleted\" 1>&2; fi;
MANAGED_INSTANCE_ID=$(jq -e -r .ManagedInstanceID /var/lib/amazon/ssm/registration);
echo \"Deregistering SSM Managed Instance $MANAGED_INSTANCE_ID\"; if ! aws
ssm deregister-managed-instance --instance-id $MANAGED_INSTANCE_ID --region
$ECS_TASK_REGION; then echo \"SSM Managed Instance $MANAGED_INSTANCE_ID
failed to be deregistered\" 1>&2; fi; kill -SIGTERM $SSM_AGENT_PID; }; trap
term_handler SIGTERM SIGINT; if [[ -z $MANAGED_INSTANCE_ROLE_NAME 1]; then
echo \"Environment variable MANAGED_INSTANCE_ROLE_NAME not set, exiting\"
1>&2; exit 1; fi; if ! ps ax | grep amazon-ssm-agent | grep -v grep > /dev/
null; then if [[ -n $ECS_CONTAINER_METADATA_URI_V4 ]] ; then echo \"Found ECS
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Container Metadata, running activation with metadata\"; TASK_METADATA=$(curl
\"${ECS_CONTAINER_METADATA_URI_V4}/task\"); ECS_TASK_AVAILABILITY_ZONE=$(echo
$TASK_METADATA | jq -e -r '.AvailabilityZone'); ECS_TASK_ARN=$(echo $TASK_METADATA
| jg -e -r '.TaskARN'); ECS_TASK_REGION=$(echo $ECS_TASK_AVAILABILITY_ZONE | sed
's/.$//'); ECS_TASK_AVAILABILITY_ZONE_REGEX='A~(af|ap|calcn|eu|me|sa|us|us-gov)-
(central|north|(north(east|west))|south|south(east|west)|east|west)-[0-9]{1}[a-Z]
{1}$'; if ' [[ $ECS_TASK_AVAILABILITY_ZONE =~ $ECS_TASK_AVAILABILITY_ZONE_REGEX ]1];
then echo \"Error extracting Availability Zone from ECS Container Metadata,
exiting\" 1>8&2; exit 1; fi; ECS_TASK_ARN_REGEX='"arn:(aws|aws-cn|aws-us-gov):ecs:
[a-z0-9-1+:[0-9]1{12}:task/[a-zA-Z0-9_-1+/[a-zA-Z0-9]1+$'; if ! [[ $ECS_TASK_ARN

=~ $ECS_TASK_ARN_REGEX ]]; then echo \"Error extracting Task ARN from ECS
Container Metadata, exiting\" 1>&2; exit 1; fi; CREATE_ACTIVATION_OUTPUT=
$(aws ssm create-activation --iam-role $MANAGED_INSTANCE_ROLE_NAME --
tags Key=ECS_TASK_AVAILABILITY_ZONE,Value=$ECS_TASK_AVAILABILITY_ZONE
Key=ECS_TASK_ARN, Value=$ECS_TASK_ARN Key=FAULT_INJECTION_SIDECAR,Value=true --
region $ECS_TASK_REGION); ACTIVATION_CODE=$(echo $CREATE_ACTIVATION_OUTPUT | jq

-e -r .ActivationCode); ACTIVATION_ID=$(echo $CREATE_ACTIVATION_OUTPUT | jq -e

-r .ActivationId); if ! amazon-ssm-agent -register -code $ACTIVATION_CODE -id
$ACTIVATION_ID -region $ECS_TASK_REGION; then echo \"Failed to register with AWS
Systems Manager (SSM), exiting\" 1>&2; exit 1; fi; amazon-ssm-agent & SSM_AGENT_PID=
$!; wait $SSM_AGENT_PID; else echo \"ECS Container Metadata not found, exiting\"
1>&2; exit 1; fi; else echo \"SSM agent is already running, exiting\" 1>&2; exit 1;
fi"

1,
"environment": [
{
"name": "MANAGED_INSTANCE_ROLE_NAME",
"value": "SSMManagedInstanceRole"
}
1,

"environmentFiles": [],
"mountPoints": [],
"volumesFrom": [],
"secrets": [],
"dnsServers": [],
"dnsSearchDomains": [],
"extraHosts": [],
"dockerSecurityOptions": [],
"dockerLabels": {},
"ulimits": [],
"logConfiguration": {3},
"systemControls": []
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o 17| #2 A3 E KL the section called “A T EE 9| & X H
« Amazon ECS EfA 3 X O|ofA enableFaultInjection ZEE %504 Amazon ECS Fault

Injection APIs& &85t gfLICt

"enableFaultInjection": true,

« Fargate ’S.FO*OHH aws:ecs:task-network-blackhole-portaws:ecs:task-network-
latency, EE aws:ecs:task-network-packet-loss S AIE35lE B o]
useEcsFaultInjectionEndpoints Zt2tO|E{7t 2 A E|01 2{0{0F B LICHtrue.

* aws:ecs:task-kill-process, aws:ecs:task-network-latency, EE= aws:ecs:task-

network-packet-loss 22 AtE3dl= B Amazon ECS EHA 3 HO|= aws:ecs:task-
network-blackhole-portE Z pidMode A%&Hok & L|CHask.

« EC2 A|ZF & 9| EH&-__-LOHA-I aws:ecs:task-network-blackhole-portaws:ecs:task-
network-latency, E= aws:ecs:task-network-packet-loss 2 E2 At&st= B2 EfA
3 Holo| HEQZ SME awsvpc EEE 2 A &HofF & LICthost.

AT EIEO| F X M
122 AZBO2 QT AF MMl 2t O 27| 412 WXl A3 BELILIC

#!/usr/bin/env bash

# This is the activation script used to register ECS tasks as Managed Instances in SSM
# The script retrieves information form the ECS task metadata endpoint to add three
tags to the Managed Instance

# - ECS_TASK_AVAILABILITY_ZONE: To allow customers to target Managed Instances / Tasks
in a specific Availability Zone

# - ECS_TASK_ARN: To allow customers to target Managed Instances / Tasks by using the
Task ARN

# - FAULT_INJECTION_SIDECAR: To make it clear that the tasks were registered as
managed instance for fault injection purposes. Value is always 'true'.

# The script will leave the SSM Agent running in the background

# When the container running this script receives a SIGTERM or SIGINT signal, it will
do the following cleanup:

# - Delete SSM activation

# - Deregister SSM managed instance

set -e # stop execution instantly as a query exits while having a non-zero
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dnf upgrade -y
dnf install jq procps awscli -y

term_handler() {
echo "Deleting SSM activation $ACTIVATION_ID"
if ! aws ssm delete-activation --activation-id $ACTIVATION_ID --region
$ECS_TASK_REGION; then
echo "SSM activation $ACTIVATION_ID failed to be deleted" 1>&2
fi

MANAGED_INSTANCE_ID=$(jg -e -r .ManagedInstanceID /var/lib/amazon/ssm/registration)
echo "Deregistering SSM Managed Instance $MANAGED_INSTANCE_ID"
if ! aws ssm deregister-managed-instance --instance-id $MANAGED_INSTANCE_ID --region
$ECS_TASK_REGION; then
echo "SSM Managed Instance $MANAGED_INSTANCE_ID failed to be deregistered" 1>&2
fi

kill -SIGTERM $SSM_AGENT_PID

}
trap term_handler SIGTERM SIGINT

# check if the required IAM role is provided

if [[ -z $MANAGED_INSTANCE_ROLE_NAME ]] ; then
echo "Environment variable MANAGED_INSTANCE_ROLE_NAME not set, exiting" 1>&2
exit 1

fi

# check if the agent is already running (it will be if ECS Exec is enabled)
if ! ps ax | grep amazon-ssm-agent | grep -v grep > /dev/null; then

# check if ECS Container Metadata is available
if [[ -n $ECS_CONTAINER_METADATA_URI_V4 1] ; then

# Retrieve info from ECS task metadata endpoint

echo "Found ECS Container Metadata, running activation with metadata”
TASK_METADATA=$(curl "${ECS_CONTAINER_METADATA_URI_V4}/task")
ECS_TASK_AVAILABILITY_ZONE=$(echo $TASK_METADATA | jq -e -r '.AvailabilityZone')
ECS_TASK_ARN=$(echo $TASK_METADATA | jq -e -r '.TaskARN')

ECS_TASK_REGION=$(echo $ECS_TASK_AVAILABILITY_ZONE | sed 's/.$//')

# validate ECS_TASK_AVAILABILITY_ZONE

ECS_TASK_AVAILABILITY_ZONE_REGEX='A(af|ap|ca|cn]eu|me|salus|us-gov)-(central|north]|
(north(east|west))|south|south(east|west)|east|west)-[0-9]1{1}[a-z]1{1}$"'

if ! [[ $ECS_TASK_AVAILABILITY_ZONE =~ $ECS_TASK_AVAILABILITY_ZONE_REGEX 1] ; then
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echo "Error extracting Availability Zone from ECS Container Metadata, exiting"
1>&2
exit 1
fi

# validate ECS_TASK_ARN
ECS_TASK_ARN_REGEX="'"arn: (aws|aws-cn|aws-us-gov):ecs:[a-z0-9-]+:[0-9]{12}:task/[a-
zZA-Z0-9_-1+/[a-zA-Z0-9]+$"
if ! [[ $ECS_TASK_ARN =~ $ECS_TASK_ARN_REGEX ]] ; then
echo "Error extracting Task ARN from ECS Container Metadata, exiting" 1>&2
exit 1
fi

13

# Create activation tagging with Availability Zone and Task ARN
CREATE_ACTIVATION_OUTPUT=$(aws ssm create-activation \
--iam-role $MANAGED_INSTANCE_ROLE_NAME \
--tags Key=ECS_TASK_AVAILABILITY_ZONE,Value=$ECS_TASK_AVAILABILITY_ZONE
Key=ECS_TASK_ARN, Value=$ECS_TASK_ARN Key=FAULT_INJECTION_SIDECAR,Value=true \
--region $ECS_TASK_REGION)

ACTIVATION_CODE=$(echo $CREATE_ACTIVATION_OUTPUT | jq -e -r .ActivationCode)
ACTIVATION_ID=$(echo $CREATE_ACTIVATION_OUTPUT | jq -e -r .ActivationId)

# Register with AWS Systems Manager (SSM)
if ! amazon-ssm-agent -register -code $ACTIVATION_CODE -id $ACTIVATION_ID -region
$ECS_TASK_REGION; then
echo "Failed to register with AWS Systems Manager (SSM), exiting" 1>&2
exit 1
fi

# the agent needs to run in the background, otherwise the trapped signal
# won't execute the attached function until this process finishes
amazon-ssm-agent &

SSM_AGENT_PID=$!

# need to keep the script alive, otherwise the container will terminate
wait $SSM_AGENT_PID

else
echo "ECS Container Metadata not found, exiting" 1>&2
exit 1

fi
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echo "SSM agent is already running, exiting" 1>&2
exit 1

CH2 2 the section called “aws:ecs:task-cpu-stress” Zr4of| CHer of X A&

"description": "Run CPU stress on the target ECS tasks",
"targets": {
"myTasks": {
"resourceType": "aws:ecs:task",
"resourceArns": [
"arn:aws:ecs:us-east-1:111122223333:task/my-
cluster/09821742c0e24250b187dfed8EXAMPLE"
1)

"selectionMode": "ALL"

},
"actions": {
"EcsTask-cpu-stress": {
"actionId": "aws:ecs:task-cpu-stress",
"parameters": {
"duration": "PTIM"

Edl
=]

S

},
"targets": {
"Tasks": "myTasks"
}
}
b
"stopConditions": [
{
"source": "none",
}
1,
"roleArn": "arn:aws:iam::111122223333:ro0le/fis-experiment-role",
"tags": {}
}
MY RER oAl
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» the section called “aws:eks:pod-cpu-stress”

» the section called “aws:eks:pod-delete”

» the section called “aws:eks:pod-io-stress”

» the section called “aws:eks:pod-memory-stress”

”

+ the section called “aws:eks:pod-network-blackhole-port

 the section called “aws:eks:pod-network-latency”

* the section called “aws:eks:pod-network-packet-loss”

- CtZ 2Y20i| M 2 S35 X| b &LICH AWS Fargate
» aws:eks:pod-network-blackhole-port
* aws:eks:pod-network-latency
» aws:eks:pod-network-packet-loss
« C}S U2 bridge HERT ZEE X|SHK| ob&LICH

» aws:eks:pod-network-blackhole-port
+ aws:eks:pod-network-latency
* aws:eks:pod-network-packet-loss
- S HHols LAl B[Ol Lie| R E Heto| EEhLCh.
» aws:eks:pod-network-blackhole-port
« aws:eks:pod-network-latency

» aws:eks:pod-network-packet-loss
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« maxErrorsPercent7} 0(7|22f)0|™ &40| failed 4EH 2 SEFELICE.
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1. O|E0| rbac.yaml®l Z}YE OHE

QT A 118
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https://kubernetes.io/docs/tasks/tools/
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kind: ServiceAccount
apiVersion: vl
metadata:
namespace: default
name: myserviceaccount

kind: Role
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
namespace: default
name: role-experiments
rules:
- apiGroups: [""]
resources: ["configmaps"]

verbs: [ "get", "create", "patch", "delete"]

- apiGroups: [""]
resources: ["pods"]
verbs: ["create", "list", '"get", "delete",
- apiGroups: [""]
resources: ["pods/ephemeralcontainers"]
verbs: ["update"]
- apiGroups: [""]
resources: ["pods/exec"]
verbs: ["create"]
- apiGroups: ["apps"]
resources: ["deployments"]
verbs: ["get"]

apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding
metadata:
name: bind-role-experiments
namespace: default
subjects:
- kind: ServiceAccount
name: myserviceaccount
namespace: default
- apiGroup: rbac.authorization.k8s.io
kind: User
name: fis-experiment
roleRef:

"deletecollection"]

Kubernetes MH|A A 74
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kind: Role
name: role-experiments
apiGroup: rbac.authorization.k8s.io

kubectl apply -f rbac.yaml

IAM At Xt L 248 0i| Kubernetes APIOY| CHEH M| A T8t 04

=<

EKS MZEMO| IAM A}Zd ZEHE Kubernetes ™t} ¢4Z20] LI HAHE 2 M 2.
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Access EntriesE AFE35t= ZJ0| E&LICH CHS HHEE AFE 35104 IAM G- 2 Kubernetes AFE AL
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fis-experiment®t 2175 o
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aws eks create-access-entry \
--principal-arn arn:aws:iam::123456789012:ro0le/fis-experiment-role \

--username fis-experiment \
--cluster-name my-cluster

/A Important

F=2
[S)

L

I2{™ EKS E8{AE{Q| 915 ZEE API_AND _CONFIG_MAP EE= API &2
b,
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ok
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2 M 2: aws-auth ConfigMapol &5 F7}

CHS BYEE AMEs0 At 4 5T mfEE A8 + UELICH XtAM[EH LIE2 eksctl HEAM 2| JAM ALE
A Sl edg #E|E HERSHMR.

eksctl create iamidentitymapping \
--arn arn:aws:iam::123456789012:role/fis-experiment-role \

--username fis-experiment \
--cluster my-cluster
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https://docs.aws.amazon.com/eks/latest/userguide/grant-k8s-access.html#authentication-modes
https://docs.aws.amazon.com/eks/latest/userguide/access-entries.html
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https://eksctl.io/usage/iam-identity-mappings/
https://eksctl.io/usage/iam-identity-mappings/
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148336246925 .dkr.
.com/aws-fis-pod:

526524659354 .dkr.
.com/aws-fis-pod:

316401638346.dkr.
.com/aws-fis-pod:
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.com/aws-fis-pod:
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Ct= 2 the section called “aws:eks:pod-network-latency

o|O|X| URI

604225987275 .dkr.
aws-fis-pod:0.1

065825543785 .dkr.
aws-fis-pod:0.1

438374459301 .dkr.
aws-fis-pod:0.1
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» &Fodof| CHEH Oif K| Al EIZ 20|
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"description": "Add latency and jitter to the network interface for the target EKS

{
Pods",
"targets": {
"myPods": {
"resourceType": "aws:eks:pod",
"parameters": {
"clusterIdentifier":
"namespace": "default",

"selectorType": "labelSelector",

"mycluster",

"selectorValue": "mylabel=mytarget"

iy

"selectionMode":

}
}I

"actions": {

"COUNT(3)"
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"EksPod-latency": {

"actionId": "aws:eks:pod-network-latency",

"description": "Add latency",

"parameters": {
"kubernetesServiceAccount": "myserviceaccount",
"duration": "PT5M",
"delayMilliseconds": "200",
"jitterMilliseconds": "10",
"sources": "0.0.0.0/0"

.

"targets": {
"Pods": "myPods"

},
"stopConditions": [
{

"source": "none",

1,
"roleArn": "arn:aws:iam::111122223333:ro0le/fis-experiment-role",
"tags": {

"Name": "EksPodNetworkLatency"

AWS FIS aws:lambda:function 21 Al

aws:lambda:function 22 AF& 3104 AWS Lambda &+ S &0 27

- sk AN P
Folgh = &L|Ct.

Olg{Eh 22 AWS FIS ZHE[d =& 2 AH85H0] LFE FUFLICE aws:lambda:function “?.!.'% At
235l2{H =
FIS 2 T-d3lof & L|C}.

aws:lambda:function2 CHA 22 AWS FIS A& E A&sIH olel Clolo{1 21t ZH 0] Lambda & 40|
X Amazon S3 7432 AWS FIS 11 X|XH =l Amazon S3 {/%|0] F AfQl MEE 24 |C}.
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+ the section called “aws:lambda:invocation-add-delay”

» the section called “aws:lambda:invocation-error”

+ the section called “aws:lambda:invocation-http-integration-response”

XMst AFE

+ AWS FIS Lambda & &2 SH AEC|UE AIE35l= &2 8 AFSE £+ gl&LICH Z&o| ME
E|X| 8tHEF = AWS FIS Lambda &2 AEZ|A S AX|EL|ct REMIEH LI 2 AWS Lambda
A8 dBAML| Lambda Bf =0i| CHEF SE AEE2[LE %

M ZE=A

AWS FIS Lambda 2 d& A& 357| ol Ot 3| Zteds 22 =X| =elstLict.

« oM &2 AlEtStE{e 2[70d Amazon S3 HZIS gLt - o] Aldof Bt Amazon S3 H{Z!
2 M85t o2 AWS A 7Ho| HAE SRE = U&LICH TodLt Z42bof chall ol Aol U
0{0F ELCt AWS 2|H.

« Amazon S3 HZ!of| CHEt Lambda & of CHEE 17| HAMA HEHE Rodst= IAM B e - CtF
HZ 20| my-config-distribution-bucketE {0 448 Amazon S3 HZ!2| O|E2 2
Ht I+ D& AFE5tEd= Amazon S3 HHZ!Q| E FisConfigs O|§ 2 &2 HiE LICH.

JSON

{
"Version":"2012-10-17",
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"Statement": [

{
"Sid": "AllowListingConfiglLocation",
"Effect": "Allow",
"Action": ["s3:ListBucket"],
"Resource": ["arn:aws:s3:::my-config-distribution-bucket"],
"Condition": {
"StringlLike": {
"s3:prefix": ["FisConfigs/*"]
}
}
}I
{
"Sid": "AllowReadingObjectFromConfiglLocation",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": ["arn:aws:s3:::my-config-distribution-bucket/FisConfigs/
*]
}
]
}

« AWS FIS &l&of CHEF 27| HA|A HEHE Amazon S3 H{Z!0] 2043tE IAM 2 Mo -l HE
20| M my-config-distribution-bucket& ?|0iA 44dE Amazon S3 HZ!2| O|E S 2 HIF
T E ME3tEdE Amazon S3 HHZ!Q| Z{ FisConfigs O|§ 22 HHELICEH

JSON

"Version'":"2012-10-17",
"Statement": [

{
"Sid": "AllowFisToWriteAndDeleteFaultConfigurations",
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:DeleteObject"
1,
"Resource": "arn:aws:s3:::my-config-distribution-bucket/FisConfigs/*"
},
{
"Sid": "AllowFisToInspectLambdaFunctions",

"Effect": "Allow",
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"Action": [
"lambda:GetFunction"

1,
"Resource": "*"

},

{
"Sid": "AllowFisToDoTagLookups",
"Effect": "Allow",
"Action": [

"tag:GetResources"

1,
"Resource": "*"

}

]
}

Lambda &4 4

W2 O|xl2d= 2 E Lambda <01 CHSH ofel EHAHIE WHELICH.
1. Q|of| A A48t Amazon S3 17| VM| A XA S Lambda & $0i AZ88FL|Ct.

olr

AWS FIS &2t 2 &0 Ao 2 dZELICH HS ARNsLambda& AWS FIS E % o] A2 7}
B BH7.

3. AWS_FIS_CONFIGURATION_LOCATION 0iE £S04 Bd4+E Amazon S3 714 ZE2| ARNS ZE A
MefLctarn:aws:s3: : :my-config-distribution-bucket/FisConfigs/.

4. AWS_LAMBDA_EXEC_WRAPPER & /opt/aws-fis/bootstrapz A& ELICt.

N

A LS| ™ol AH Tl 4B Amazon S3 47| HAMA HHE AWS FIS Lambda &
S AM8E MY dFof AAFEKR| HAFLICH AWS FIS AEE dHsts Yol chet REMIE Lig2
MME BAXSMRAWS FIS M3 HIZ3 2|
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oN

AWS FIS Lambda &2 2& 42 CloudWatch 210) 215 #L|Ct AWS_FIS_LOG_LEVEL H£5
A5l 228 78 £ QlaLCt X|E|E 2 INFO, WARN 2! ERRORQILICH. 2= Lambda &
0f CHal 7 HE 23 "HAloz2 - ELICH
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EIAE A0l 27 o MILICEH.

Ct

0jo
rlo

2024-08-09T18:51:38.5999847 INFO AWS FIS EXTENSION - extension enabled 1.0.1

CHS2 JSON E4le| 21 of M LCt.

{
"timestamp": "2024-10-08T17:15:36.9539057",
"level": "INFO",
"fields": {
"message": "AWS FIS EXTENSION - adding 5000 milliseconds of latency to function
invocation",
"requestId":"0608bf70-908f-4al17-bbfe-3782cd783d8b"
}
}

o)

LHEH 238 Amazon CloudWatch X|E ZE{Qt &7H AL 504 A8 X X|EE MHE = USL
Ct. X|E ZE{oll CHet XEMISH L& 2 Amazon CloudWatch Logs AFHE MEAMO| ZE{E AlE35l0{ 21
OHENM X|E MH2 FHESAMLR.

CloudWatch HHIC|E X|E FA(EMF) AtE

AWS_FIS_EXTENSION_METRICS H4£Z2 Z A% 5}0d EMF E23E LHELHE=S AWS FIS
Lambda &2 FAIE £ Q)& LICHall. 7|EXMo 2 S EMF 218 WE LK &or
AWS_FIS_EXTENSION_METRICS 7|24t &L|Cthone. EMF 1= CloudWatch £ 2| aws-fis-

extension namespaceO| HA|ELIC}H

L—

aws-fis-extension HIYAH O|A LHOIM Z2H=Z0fl EAIE EXH X|EE MEHSE 5~ Q&L ofcH
OMl= aws-fis-extension HIRJAHO|AMM AFE 7158 X|E & UREE H0o{E
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Apply time range (=]
1.98 .
1.01 o
0 —— o~
I
13:20 13:21 15:22 13:23 135:24 1“'211 3:25 15:26 13:27
2024-10-21 13:25 Local
1. O ActiveFaultsRead 191780821918 L\
‘ Add math ¥ ‘ ‘ Add quet 2. O ErrorsReadingConfigurations 0.08219178082 £\
3. O ConflictingFauli=Read 0.02054T94521 J’:,'?-
Browse Multi source query ) UnracognizedFaultsRead o A source
- 5. () ExpiredFaultsRead 0o 4
‘ Add dynamic label * ‘ Info ‘ Average ¥ H 1 minute v H Clear graph
] Label Details
[ | LambdaBetaHelloWorld ActiveFaultsRead aws-fis-extension « /
B LambdaBetaHelloWorld UnrecognizedFaultsRead # aws-fis-extension » |
[ | LambdaBetaHelloWorld ConflictingFaultsRead ,# aws-fis-extension « (
| LambdaBetaHelloWorld ErrorsReadingConfigurations aws-fis-extension |
[ | LambdaBetaHelloWorld ExpiredFaultsRead ,# aws-fis-extension « |
NA=gE
O] MU M=t Lambda & H S AL Al &7H AWS FIS 2 &35th= gidofl Cheh 7t B2 &
M Sghlct
F=H
- £ oal
« SAIY ofsi
- SE WMEE o|al
« SnapStart0ol| CHEt S8 124 AR
o BIE7L WE ol Cist S DE{ ALE
« Lambda HEIY API ZEA|E AE510{ o4 T 78
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o Z4ElOlLd HEIIT AWS FIS &7H AF8

« AWS FIS Lambda 3 =

M
Ol

2! o|3H
o7t RE S &0 W& O0|x|7| XMool =|cH 60X 2| B7} 7|7t &EQlg £ Ql&LICt ol A
30| AlZHE W77 K| ZICHE|E S9F Lambda E X0 1M MEE KF £2I5HK] & !

AWS_FIS_SLOW_POLL_INTERVAL_SECONDS &4 H(7|27%f 60%)E MYl E3 242 =Y

g AELICH YOI XE+T ET e O FOIX|X|E 50 O & S HISo| erlgfL|ct =
e 2RI FUE F x| 20 0| ™I 2 7[|ZF0| EAIE =+ &LICH ol ARo| Akl S &
Xt
o

Ol o Xtz EZE[7| = ALICH.

ot &2 aws:lambda:invocation-error@ aws:lambda:invocation-http-integration-responset=

T 7IX| SESE Y2 BoELICE S 0|= aws:lambda:invocation-error 7} 11:3801 &7+35+04 2
2 SoF ASELICt O3 CH2 aws:lambda:invocation-http-integration-response = 11:3901 A|=t35}E4
T AZsHR[EH A HY 20| R R E F 11:407H K| M E|X| et&LCt AR Eo|YE R XISHT| I8
aws:lambda:invocation-http-integration-response= 2 Q|8 A|ZHRl 11:410{ 04T 5| 22 ELICH

Error (% affected) Response code (% affected)

Start action 2 End action 2 Start action 2 End action 2

w0 " — x86 100 - Slartaction — x86

75 A 75 4
50 50 -

25 A 254

11:37 11:38 11:39 11:40 11:41 11:42 11:43 11:44 11:45 11:37 11:38 11:39 11:40 11:41 11:42 11:43 11:44 11:45

dat. dAat,

100 4 — am 100 — am

75 A 75 4
50- 50_

25 A 25

11:37 11:38 11:39 11:40 11:41 11:42 11:43 11:44 11:45 11:37 11:38 11:39 11:40 11:41 11:42 11:43 11:44 11:45
date date
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55 WEE ofs)

AWS Fault Injection Service Lambda &4 3tLt 04 2] AWS Lambda & = ARNs= MEHE &= Q=
aws:lambda:function CH& 2 AL & L|C}H Lambda 242 0[2{8t ARNs2 A& 3504 MEAFH AWS Fault
Injection Service Lambda &f+& ZE& [MOICt LT E FUYE = UELICH S E9| LRoEH 7R E
FUE £ AT E ZF =d2 S5 240/ 0~100Q! invocationPercentage LEtOIEHE XIHE = ¢

|

AA

&LICt invocationPercentage It2tOIEHE AFE 5T £ & H|E0] 100% O[B! B0 = %40|
SAlo] O|R XK=& & & &Lt

&
k

W
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og

SnapStart0ll CHE+ £

AWS Lambda SnapStart7} & AstE &4+ AE0| o|0] Adl S Ao & Hm| ol 4SS M
EHAWS_FIS_SLOW_POLL_INTERVAL_SECONDS3tZ| Moo ™A 7|7t2 7ICtE! 7tsdo| O =&L
Ct. Ol= Lambda SnapStart7t B+ AHAFS 042 AlSH BtZ40| £ 7| AEE AFR5tT YA Aiam
£ X|&7| M ELLICE AWS Fault Injection Service Lambda & & 0| 4 Z&2 BIEE {X|5l1

M EE =718 Al 27| FH AALE HAUELICEH Lambda SnapStartoll CHEF XEAIEH LIS 2 AFHS Aé'%'
Me| Lambda SnapStartE AtE 8 A% s IME HZESHM L. AWS Lambda
HIE 71 2 &=of CHEF S8 T2 AFE

Lambda &7t 7 £3 7|7t21 702 E|x DIEte 2 MAE|lE B2 £ ADE= Fof

TEE 7| s ot ZE0| ERE = A&LICH o|E S0{ 1520tCt 3t M g =7t X}

T A™MEX| fom E-O| 2R E|X| piELICH E- ABET &EE = JULE StE{H
AWS_FIS_POLL_MAX_WAIT_MILLISECONDS IZ}O|E{E MMEtLICt && 2 g4+E AlEEH7] T
| 2t 22 7R -8t 712t x| ZIck2ILct ol A st E7El g 7|Zto] soiLt

g S0l 2o
I YR T 280| £7+2 KM

Lambda THEI APl ZE A|E AI25l04 0424 & & 7+

Lambda &% 2 AWS Lambda TEIQ API ZE A|E AIE504 &+ E&0| HEIQJ| =57 ™
of &+ &2 723 == gL HELH APIC| EEAI% AWS Lambda ZHEF 0]l =

| i

AWS_LAMBDA_RUNTIME_API B0l M SHE QX[E L ERISEMO

CHS CHOl01a 2 Lambda ZHEIY API ZHA[E A&t HY &Fol Ciet 78S 2oiFLICH

131

ki
il
e
=


https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html

AWS Fault Injection A{H|A

>
ol
nx
02
x

AWS Lambda &
odd™ AP AF XA

m Lambda Execution Environment (AWS Managed)

Lambda runtime API

Polling for work at: original value of AWS_LAMBDA_RUNTIME_AFPI

m FIS extension using runtime API proxy

FI5 Extension - Lambda runtime APl proxy

Polling for work at AWS_LAMBDA_RUNTIME_API

m Lambda Runtime (AWS Managed)

¥203 s

Function

Library code (layers)

FIS Extension code (layers)

HELR] APl ZE A| IHEIE AL 5104 AWS FIS Lambda &%
N EEAEM AJEIEE ALE5I0{ ZTEAIE Q45 oF L
HEE S LICH

=2
=

CHE S E ot 2H AL8 s
S

Ct. AWS FI

« AWS_FIS PROXY_RUNTIME_API_ENDPOINT - AWS Lambda ZEI! APIC| 2Z IP !
ElAL ZEE 127.0.0.1:9876 LIEIHL= @A EXAMYEE 7HXZLICE ol=2 Ael gt
AWS_LAMBDA_RUNTIME _API FFE CIE T EA|Q| Q%Y = U&

« AWS_FIS_PROXY_LISTENER_PORT - 7|E2%Xo 2 AWS FIS &% 0| At&l| ZTEA|E A|ZEtSH 0} 5t

HSE 7 SLICH9100.

LICH

Lambda &

25tH Lambda HEF APl ZEA|E AF2510{ F 7HX| =AM E AWS FIS &% 2 CIE
(o]
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m Lambda Execution Environment (AWS Managed)

‘ Lambda runtime API

Polling for work at: AWS_FIS_PROXY_RUNTIME_API_ENDPOINT == original value of AWS_LAMBDA_RUNTIME_API

m FIS extension using runtime AP proxy

| FIS extension - Lambda runtime API proxy ‘

Polling for work at: AWS_FIS_PROXY_LISTENER_PORT

m Other extension using runtime API [proxy

’ Other extension - Lambda runtime API proxy ‘
i i
Polling for work at: AWS_LAMBDA_RUNTIME_API
{4 Lambda Runtime (AWS Managed)
Function
Library code (layers)
FIS Extension code (layers)

Other Extension code (layers)

K

AWS Lambda HE} API L £ Alof| CHE RHA|Et

HEFQ AP| ZE A

m Lambda Execution Environment (AWS Managed)

‘ Lambda runtime API ‘

A
Polling for work at: original value of AWS_LAMBDA_RUNTIME_API

m FIS extension using runtime AP proxy

Other extension - Lambda runtime API proxy

A
Polling for work at: AWS_FIS_PROXY_RUNTIME_API_ENDPOINT == Other extension proxy

m Other extension using runtime API [proxy

| FIS extension - Lambda runtime API proxy

Polling for work at: AWS_LAMBDA_RUNTIME_AP| == AWS_FIS_PROXY_LISTENER_PORT
|

{4 Lambda Runtime (AWS Managed)
! Function

Library code (layers)

FIS Extension code (layers)

Other Extension code (layers)

LHee AF2 AWS Lambda ¥ M2 AWS Lambda

850 HE EoF & HidA 3t A MEXR x| #EF2I0]| Lambda

HEIQ APl A2 S

Z1E{| 0| HEFQI T} AWS FIS &7/ AFR

AWS_LAMBDA_RUNTIME_API &7 B4+ E 5{&35l= ZIE|0|Lq O|0|X|E AF8 3= AWS Lambda &%
9o| A< o2l EhA[of 2t AWS FIS Lambda & & & Z1E{0|Lq o|O|X|of| m{7|&E &= U&LICt
1. EXE FEE /S50 ARNS ZHELICH ARNS &= o] CHEE RHAISH L2 MM & X5

M2Lambda &+ 7 4.
AWS Command Line Interface (CL)& AtE

5tof ol CHEH M2 B

lambda get-layer-version-by-arn --arn fis-extension-arn. S S
ZIP ItU2 CHREEE + U= O/2| MEE URLO| 28 El Location EEJH

Docker It A|AEIO| /optol ¥ FE ELICH CHR2

3. HFEZEIHO|LHES
HEIRIS 7|Ht2 2 3= Dockerfile2| 0| L|C}.

# extension installation #

FROM amazon/aws-lambda-nodejs:12 AS builder
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COPY extension.zip extension.zip
RUN yum install -y unzip

RUN mkdir -p /opt

RUN unzip extension.zip -d /opt

RUN rm -f extension.zip

FROM amazon/aws-lambda-nodejs:12
WORKDIR /opt

COPY --from=builder /opt .

# extension installation finished #
# JS example. Modify as required by your runtime
WORKDIR ${LAMBDA_TASK_ROOT}

COPY index.js package.json .

RUN npm install

CMD [ "index.handler" ]

Z1el|o[L4 o|O|x|od| CHEt REAIEH LHE 2 AWS Lambda AHE A A Q| ZIE|0|L] O|0|X[E AtE350d
Lambda &+ dEE HESFAML.

AWS FIS Lambda &4 g4
CIS S AWS FIS Lambda %o &4 Hye S E Q1L

« AWS_FIS_CONFIGURATION_LOCATION - Z= &= QlL|Ct AWS FIS 7} &M Zof 2 S =35}
1 EHOo| &of M ele fRIYULICH {xl= HA! & Z2EE Z &8 Amazon S3 ARN & 4/0(0
OF fLICt. 6| & 04 arn:aws:s3:::my-fis-config-bucket/FisConfigs/&lLIC}.

« AWS_LAMBDA_EXEC_WRAPPER - Zl£=. AWS FIS Lambda &% & M5t O A El= AWS
Lambda 2 A3 2 E O Y X|QLICtH 2 &0l Z&E /opt/aws-fis/bootstrap 23 EEZ M
MaH{oF ghLCt.

« AWS_FIS LOG_LEVEL - MEH At&FQlL|CE AWS FIS Lambda &% 1|)H LHEHH HAIRIl 20 =&
LICH X|¥El= 442 INFO, WARN & ERRORQILICH MHSHX| Ao AWSFIS EHE 2 7|2Mo 2
2 ™A™ ELICHINFO.

e AWS_FIS_EXTENSION_METRICS - ME4 AFEILICH 7hSEF 22 all & noneQlLICH EH¥o=2 M
M5t allol M EMF X[ 2 & LHEHL|Claws-fis-extension namespace.

« AWS_FIS SLOW _POLL_INTERVAL_SECONDS - MEH At QL|Ct o] SME MHSIH -0l 2F
E FQUSX| ot M {xloll @7 #+40| F7HE WHR| ZICl2le S £3 ZH(X)0| RiE el E
LIC}. 7I%Zt% 60 L|C}.

« AWS_FIS PROXY_RUNTIME_API_ ENDPOINT - AMEH At&tQlL|Ct A%d5tH Zfo| A&
O|AWS_LAMBDA_RUNTIME_APIZ|0{ AWS FIS &% 0| AWS Lambda HEI! APIQ} &5 Xt &3}
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« Lambda % ARNsOi| CHEF HM|A 710|=
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AWS FIS Lambda =% 2E|A& HE

CHg E oM AWS FIS Lambda 55| 2/41 biFiof C2t #473 AFE S MBI
HE N il
1.0.0 2024-10-29 x7|Eela

AWS FIS Lambda & & 7% 135


https://docs.aws.amazon.com/lambda/latest/dg/runtimes-api.html
https://docs.aws.amazon.com/lambda/latest/dg/runtimes-api.html

0o
1z
0%
x

AWS Fault Injection AH|A At

Lambda & & ARNsO| CHEt M| A 710|=

ZEE AE5t0{ HE 2| Dt2t0|EHE AMsted™ AWS A & AWS 2| of mtetalE{7t stk ol
ofof ErLICt HES mtet0|BE HMsteds mef0[E AE {0 M= mietd|e AME H Z6HA
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1. https://console.aws.amazon.com/systems-manager/ AWS Systems Manager 2&2 3L|Ct,

FAH ZHoi M ThetO|E AE0{E ME R LY.

2

3 22

4. [MH|A MEH(Select a service)] EECI2E MEELICH EECHR2 SMOME MEIEILICH is.

5. (MEH ALEh) M Fofl AtMEH HEE 235t MENEH mh2tO|E
O| B2 "arm64"E =5t0q mietO|EHE EE{Z R LICH x86_64 OF7
0 mt2tO|E{E ZE{—ZIELICH

£ ZEZELICH arm64 of 7| =%
|Ei%{0] B2 "x86_64"E 21215}

6. AEE == mtet0EeE MEHEFLICH

7. DEt0|E M5 2 0A ARN 2t 2 H&LICH CHY Lambda 0 AE &E S 7 Hste Ol AE
2 ARNZ SAHEfLICH

AWS CLI HA[A:

SSM mtZt0|E Ol&

CiFst ol 7B Aof AFSE &= Q= SSM mEt0|E O|§2 Ch2at Z &L

1. arm64: /aws/service/fis/lambda-extension/AWS-FIS-extension-arm64/1.x.x

2. x86_64: /aws/service/fis/lambda-extension/AWS-FIS-extension-x86_64/1.x.x

&% ARNsS ZdM512404 CFS AWS CLI B3 $AIS AP 8HLIC} 047|M parameterName of 7|E %]
9| O|& 0|1 region CHA LICEH AWS 2|

aws ssm get-parameter --name parameterName --region region
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aws ssm get-parameter --name /aws/service/fis/lambda-extension/AWS-FIS-extension-
x86_64/1.x.x --region ap-southeast-2
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HH2S CtS 22 oietolE S HE7F ZEHE JSON 2| E BHErgfLICE Lambda HIS 2] ARN2
oi2tO|E Z4AQ| 2 2eol & ELIC CHA Lambda &0l AS & &2 7F45t= ol AFSE ARN
2 SAHELCH
{
"Parameter":
{
"Name": "/aws/service/fis/lambda-extension/AWS-FIS-extension-
x86_64/1.x.x",

"Type": "String",

"Value": "arn:aws:lambda:ap-southeast-2:211125361907:1layer:aws-fis-
extension-x86_64:9",

"Version": 1,

"LastModifiedDate": "2025-01-02T15:13:54.465000-05:00",

"ARN": "arn:aws:ssm:ap-southeast-2::parameter/aws/service/fis/lambda-
extension/AWS-FIS-extension-x86_64/1.x.x",

"DataType": "text"
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HAE SX|FLICE 28 Foi| QIABATL CEA| A|ZHELICH
{
"tags": {
"Name": "StopEC2InstancesWithFilters"
},
"description": "Stop and restart all instances in us-east-1b with the tag env=prod
in the specified VPC",
"targets": {
"myInstances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"env": "prod"
},
"filters": [
{
"path": "Placement.AvailabilityZone",
"values": ["us-east-1b"]
I
{
"path": "State.Name",
"values": ["running"]
I
{
"path": "VpcId",
"values": [ "vpc-aabbccl11223344556"]
}
1,
"selectionMode": "ALL"
}
I

"actions": {
"StopInstances": {
"actionId": "aws:ec2:stop-instances",
"description": "stop the instances",
"parameters": {

LEE 7|82 2 EC2 QIARA FX| 146
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"startInstancesAfterDuration": "PT2M"

I
"targets": {
"Instances": "myInstances"
}
}
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"

K|MEE £0| EC2 QIAEHA =K]|
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Am
02
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CHS olAloM = XIHE EfT 71 e QUARA 374
E:

| E EX|ELICH AWS FISE 2lo|2 EX|
AE MEHSHLICEH 28 £0f O|38t QIARHAE L

"tags": {
"Name": "StopEC2InstancesByCount"
},
"description": "Stop and restart three instances with the specified tag",
"targets": {
"myInstances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"env": "prod"

iy
"selectionMode": "COUNT(3)"

},
"actions": {
"StopInstances": {
"actionId": "aws:ec2:stop-instances",
"description": "stop the instances",
"parameters": {
"startInstancesAfterDuration": "PT2M"

iy
"targets": {
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"Instances": "myInstances"
}
}
I
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"

AP A= AWS FIS SSM 2 A{ AlSH

0

Ch2 o Kol AE Ol2] A AWS FIS SSM EME Ab&38104 XIME EC2 QIAEIA M 60X S0t
CPU 27 F¢|g Al#stLICH AWSFIS-Run-CPU-Stress. AWS FISE 22 S0 Al3S DL E{ I3
Ct.

{
"tags": {
"Name": "CPUStress"
},
"description": "Run a CPU fault injection on the specified instance",
"targets": {
"myInstance": {
"resourceType": "aws:ec2:instance",
"resourceArns": ["arn:aws:ec2:us-east-1:111122223333:instance/instance-
id"],
"selectionMode": "ALL"
}
I
"actions": {
"CPUStress": {
"actionId": "aws:ssm:send-command",
"description": "run cpu stress using ssm",
"parameters": {
"duration": "PT2M",
"documentArn": "arn:aws:ssm:us-east-1::document/AWSFIS-Run-CPU-Stress",
"documentParameters": "{\"DurationSeconds\": \"60\",
\"InstallDependencies\": \"True\", \"CPU\": \"O\"}"
I
"targets": {
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"Instances": "myInstance"

iy
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",

"value":

1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"

O
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Amazon SNSOf 222 HAlE
Ct.

"description": "Publish event through SNS",
"stopConditions": [
{

"source": "none"

1,
"targets": {
I
"actions": {
"sendToSns": {
"actionId": "aws:ssm:start-automation-execution",
"description": "Publish message to SNS",
"parameters": {
"documentArn":
PublishSNSNotification",
"documentParameters": "{\'"Message\":
\"arn:aws:sns:us-east-1:111122223333:topic-name\"}",
"PT1IM"

"arn:aws:ssm:us-east-1::document/AWS-

"maxDuration":

I,
"targets": {
}

FLICEH dgholl= X4 E SNS FA[ol| ZBIS HAIE #Heto| 2{0{0F &L

"arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"

5} 04

\"Hello, world\", \"TopicArn\":

149


https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-aws-publishsnsnotification.html

AWS Fault Injection A{H|A

"roleArn": "arn:aws:iam::111122223333:role/role-name"
}
CHa IAM &g 2 AFE 6o EC2 2 ol M2l API 242 MIBHStMI 2
Ct= 01IX1I01IA-IE CHa Holof XIHE 1AM &0l ola &=l API 21 S &0 CHal 2Fd Hofof X|™H
E API 2£92/100%E A2 E-JFLICH

(@ Note
Auto Scaling 2 & 2| HEHRI EC2 QIAEAE CHA S 2 x| stE{™ aws:ec2:asg-insufficient-
instance-capacity-error Zed2 AFE5t Auto Scaling AEHE CHa 2 XIMELICH RRMIE LY
2 aws:ec2:asg-insufficient-instance-capacity-error EHHE & X5 AIA|2.

{
"tags": {
"Name": "ThrottleEC2APIActions"
},
"description": "Throttle the specified EC2 API actions on the specified IAM role",
"targets": {
"myRole": {
"resourceType": "aws:iam:role",
"resourceArns": ["arn:aws:iam::111122223333:role/role-name"],
"selectionMode": "ALL"
}
},

"actions": {
"ThrottleAPI": {
"actionId": "aws:fis:inject-api-throttle-error",
"description": "Throttle APIs for 5 minutes",
"parameters": {
"service": "ec2",
"operations": "DescribeInstances,DescribeVolumes",
"percentage": "100",
"duration": "PT2M"
},
"targets": {
"Roles": "myRole"
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},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"

Kubernetes 22{AE L LZEQ| CPU AEHA HAE

CH2 o Aol A= Chaos Mesh& A2 5104 Amazon EKS Kubernetes 28{AE{Q| ZE CPUM 1E &

ot AERA HAEE MAIRLICH

{
"description": "ChaosMesh StressChaos example",
"targets": {
"Cluster-Target-1": {
"resourceType": "aws:eks:cluster",

"resourceArns": [
"arn:aws:eks:arn:aws::111122223333:cluster/cluster-id"
1,

"selectionMode": "ALL"

iy
"actions": {
"TestCPUStress": {

"actionId": "aws:eks:inject-kubernetes-custom-resource",
"parameters": {
"maxDuration": "PT2M",
"kubernetesApiVersion": "chaos-mesh.org/vlalphal",
"kubernetesKind": "StressChaos",
"kubernetesNamespace": "default",

"kubernetesSpec": "{\"selector\":{\"namespaces\":[\"default\"],
\"labelSelectors\":{\"run\":\"nginx\"3}},\"mode\":\"all\",\"stressors\": {\"cpu\":
{\"workers\":1,\"load\":50}},\"duration\":\"1m\"}"

.
"targets": {
"Cluster": "Cluster-Target-1"

}I
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"stopConditions": [{

"source": '"none"
1,
"roleArn": "arn:aws:iam::111122223333:role/role-name",
"tags": {}

CS ol Al M E LitmusE AF2 3104 Amazon EKS Kubernetes 2c{AE{Q| ZE CPUON| 18 St AE

HlA E|IAEE AAIELICE

{
"description": "Litmus CPU Hog",
"targets": {
"MyCluster": {
"resourceType": "aws:eks:cluster",

"resourceArns": [
"arn:aws:eks:arn:aws::111122223333:cluster/cluster-id"

]I

"selectionMode": "ALL"

},
"actions": {
"MyAction": {
"actionId": "aws:eks:inject-kubernetes-custom-resource",
"parameters": {
"maxDuration": "PT2M",

"kubernetesApiVersion": "litmuschaos.io/vlalphal",
"kubernetesKind": "ChaosEngine",
"kubernetesNamespace": "litmus",

"kubernetesSpec": "{\"engineState\":\"active\",\"appinfo\":
{\"appns\":\"default\",\"applabel\":\"run=nginx\",\"appkind\":\"deployment\"},
\"chaosServiceAccount\":\"litmus-admin\",\"experiments\":[{\"name\" :\"pod-cpu-hog
\",\"spec\":{\"components\":{\"env\":[{\"name\" :\"TOTAL_CHAOS_DURATION\",\"value\":
\"60\"}, {\"name\" :\"CPU_CORES\",\"value\":\"1\"}, {\"name\" :\""PODS_AFFECTED_PERC\",
\"value\":\"100\"}, {\"name\" :\"CONTAINER_RUNTIME\",\"value\":\"docker\"}, {\"name\":
\"SOCKET_PATH\",\"value\":\"/var/run/docker.sock\"}1},\"probe\":[]1}}]1,\"annotationCheck

\":\"false\"}"
.
"targets": {
"Cluster": "MyCluster"
}
}
},
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"stopConditions": [{

"source": '"none"
1,
"roleArn": "arn:aws:iam::111122223333:role/role-name",
"tags": {}
}
X|HEl 9| Kinesis Data StreamsO0i| CH8F L 2 H| X' El & Z|ZF 04| 2]
CIS oMo M= X|HE E 27t = ZICH 570 2] Kinesis Data Streams 22| 100%01| CH3H = 2 H|X]
HE K2 o Q7F Y MEFLICH AWS FISE QIo|Z2 ¥E e O|&E AERIS MEIELICE 58 & 277}
M7{E Lt
{
"description": "Kinesis stream experiment",
"targets": {
"KinesisStreams-Target-1": {
"resourceType": "aws:kinesis:stream",
"resourceTags": {
"tag-key": "tag-value"
},
"selectionMode": "COUNT(5)"
}
I

"actions": {
"kinesis": {
"actionId": "aws:kinesis:stream-provisioned-throughput-exception",
"description": "my-stream",
"parameters": {
"duration": "PT5M",
"percentage": "100",

"service": "kinesis"
},
"targets": {
"KinesisStreams": "KinesisStreams-Target-1"
}
}
I
"stopConditions": [
{
"source": "none"
}
1,
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"roleArn": "arn:aws:iam::111122223333:role/role-name",
"tags": {3},
"experimentOptions": {
"accountTargeting": "single-account",

"emptyTargetResolutionMode": "fail"

[a

A g ek oA

CtE Het2 A86tH 232 50% 0 &2 O|xl= &Y AEZM|M aws:kinesis:stream-
provisioned-throughput-exception ! aws

exception &S A™E = U&LC.

:kinesis:stream-expired-iterator

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "kinesis:InjectApiError",
"Resource": "*"
"Condition": {
"ForAllValues:StringEquals": {

"kinesis:FisActionId": [
"aws:kinesis:stream-provisioned-throughput-exception",
"aws:kinesis:stream-expired-iterator-exception"

1,

"kinesis:FisTargetArns": [
"arn:aws:kinesis:us-east-1:111122223333:stream/stream-name"

1,

},
"NumericEquals": {

"kinesis:FisInjectPercentage": "50"

}
}

I
{

"Action": [

"kinesis:DescribeStreamSummary",
1,

"Resource": "*",

"Effect": "Allow"
}
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8. el MlMolM xhed £7HE MBI Chge S HE LI
a. O|B0|AM ol o|§2 UBFLICI & E™ stopBothInstancesE(2) Y& LICH
b. X R o Z &= aws:ec2:stop-instancesES MEHEFL|CH.
c. CIZ AlZh = AIFFOIM F7tet 2 il 2Hd(stopOneInstance)S MEHEHLICY.
d. CH&OA, F7I8t F 8Hml Ci4(bothInstances)S ME{ELICEH
e. & uztOo|Eel AL 7|7 O|F QUIAEA A2 382 (PT3IM)2E X|™ g LCH
f. XZ(Save)= MEAELIC}
9. CtES MEASI0{ 3EAH|, MH|A HMA FHoE O|SFELICH
10. AMH|A HHAO| AR 7|E IAM g AHE S MEHEHCHE O] At Mel A 2740 dBE OHE
A3t IAM &2 MEABILICE of8t0| EAIEIX| S 72 siT ofgtol TR AF 27t Y|
BRISHMI2. REMIEH LIE 2 the section called “AT 24E” B FXRSFMUAL
11. CtS2 MEHSI04 4EHA|, MEHA H FHO 2 O|SELICEH
12. (M4 AgH) o] 2 M Bl 7HE Meet T BN It Bl Bt XITELICH R7he Bl
HE3IS AL 5H0d AHEIE Ao ofLizt AlE HE ol S ELIC
13. CtSE2 ME4stod 5TEHA| HE X MHo = o|SELICH.
14, BIE3g HESD A HES M4 MBLICH 2O HAIXI7H EAIEIH create® /243t of
g M BT MMe MeE LD
(MEHAME) AR 3 JSONE 2 i
LHELHZ| B2 MEfEFL|Ct CHE2 Ol 2& HAtol| A A5t JSON o M| iLct.,
{
"description": "Test instance stop and start",
"targets": {
"bothInstances": {
"resourceType": "aws:ec2:instance",
"resourceArns": [
"arn:aws:ec2:region:123456789012:instance/instance_id_1",
"arn:aws:ec2:region:123456789012:instance/instance_id_2"
iy
"selectionMode": "ALL"
iy
"oneRandomInstance": {
"resourceType": "aws:ec2:instance",
"resourceArns": [
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"arn:aws:ec2:region:123456789012:instance/instance_id_1",
"arn:aws:ec2:region:123456789012:instance/instance_id_2"
1,
"selectionMode": "COUNT(1)"

iy
"actions": {
"stopBothInstances": {

"actionId": "aws:ec2:stop-instances",
"parameters": {
"startInstancesAfterDuration": "PT3M"
I
"targets": {
"Instances": "bothInstances"
},
"startAfter": [
"stopOneInstance"
]
},
"stopOneInstance": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"startInstancesAfterDuration": "PT3M"
I
"targets": {
"Instances": "oneRandomInstance"
}
}
},
"stopConditions": [
{
"source": '"none"
}
1,
"roleArn": "arn:aws:iam::123456789012:role/AllowFISEC2Actions",
"tags": {3}
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6. CHYOIMCHSE s>ELICH

a. O[T EtAH0lA AWS FIS7t A5 A CHabofl CHal HES MEdFhLCE
b. 7|& 0|§2 & O Ol3H5t7| #|2 O|E2Z HIFMR. 0 & E™ testInstanceE AU=F L
Ct.

c. ElAA REO0|aws:ec2:instance@lX| EQISHAIL.
d. CHY HIMES B2 2|44 IDE MEEHOHE HIAE QIARASIDE MEYFLICH
e. ME{ECOME ZFE MEAFLICE
f. HM&ES MEHELIC

7. CHS2 MEI5t04 3EHAH|, MHIA BHA THS 2 O|SELCE

8. AHIA HMASl HBLR 7|E IAM UE AS8S MEHE O O] A& MO M =70l MHEE CHE
M IAM A& S MENEILICH Q0| EAL|X| o B2 siY dEol| 2RE AZ AT JUeX
BHQISHMIL. REMIEH LIE 2 the section called “A & 24E" B FXRFMAIL

9. CtSS MEASH0] 4EHAH|, MEIX MY Mo 2 o|SFLICH.

10. BX| 27| B2, 1EH0 M 248t CloudWatch ZEE MEAEFL|CH

11. (MEH AHE) B0l B2 M BT F7HE MEHS D Ef 7|9t T 2fS RIEELIcH F7H8HEfl s
HEXS ALS5to A= AF0| otz AY ”EXol MSFLICH.

12. Ct2 2 MEH5to{ 5EHAH|, ZE & dH o= o|sSFLICH

13. HIES2 HESID A HES Mg MEiELCH =Rl HIAIX|7F EAIZIHE =38t createlt
2 A HES MYS dEiELn

LHELH7| ©ig Metstich ChE 2 O 24 MRtolA 4438t JSON ofiRILict.
{
"description": "Test CPU stress predefined SSM document",
"targets": {
"testInstance": {
"resourceType": "aws:ec2:instance",

"resourceArns": [
"arn:aws:ec2:region:123456789012:instance/instance_id"

1,

"selectionMode": "ALL"

I
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"actions": {
"runCpuStress": {

"actionId": "aws:ssm:send-command",
"parameters": {
"documentArn": "arn:aws:ssm:region::document/AWSFIS-Run-CPU-Stress",

"documentParameters": "{\"DurationSeconds\":\"120\"}",
"duration": "PT5M"

.
"targets": {
"Instances": "testInstance"
}
}
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:region:123456789012:alarm:awsec2-instance_id-
GreaterThanOrEqualToThreshold-CPUUtilization"
}
1,
"roleArn": "arn:aws:iam::123456789012:role/AllowFISSSMActions",
"tags": {3}
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1. W3 AISHE Aol MR HE HOIXIZ OIS sHok BLICH I toM AHS M oS M
o| IDE Meistod AlElo| ME &L Ho|X|E YLich

2. AE MBS B AR HE HolM SIS HOISHNR. RAIE LIS AE HElE AETFML,

3. A NEf7} A 502 EASH CHE BE oS L

A3 O| A= S0 QIAEIAO|CPU AFEE S ZLIEHZAE = QU&LICH CPU AFZE0| YAHIZL0 =
=5tH dE7F EB|HE|D X Z7of et A& o] SEHEILICE

1. X XS MEFLICH sM B2 sM A3 EA|0O|E2 AEL| 7| AEN7I 0K/E
LIEFHL|CH w7k M2 - AHA|IZHE LIEFHLICEH O REAMIEE 2= & 5tH 23 M7l =
CHE MEMEHLCt

) awsec2-i-00bd623950830e01c-Gre. X i
Enlarge
100.00 Refresh

o _ . _ View in metrics [
50.00 CPUlization == 50 for 1 datapoints within 1 mi...

View in resource health [A
View logs [A

. View in alarms [

19:00 20:00 21:00

2. CPUASEO| HAHIZIE Ztst™ K| =70 Rio| Wt B|FE(ot Wk =2 x OPOI—E—OI a8
SEN7 ALARMZ HEE|RSE LIEHELICH MF HE FolMe Y 4ei7t SXIFEALICH el
g MEistH “EX| Z=dof et ol SEHE0IEHE HIAIX|7F EAIELICH
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100.00

50.00 CPUUtilization == 50 for 1 datapoints within 1 mi...

20:30 2045 21:00 21:15

3. CPUASEO| AZL ofei2 HAstH =M EHFEIQ M &3 EA|olO|22 BE HEf7I 0KZE
HEEIURS S LIEHELICE

4. (M= AFE) QIR B0l B0l 2718 MEBHLICH T2 CloudWatch 2014 B MR
&= HOIXI7H BT, 04710l ZEoll ChEt REAIEH LIS S BOIstHLH B2 NS HRY £

2. EMEFMAUAEHAE MENFILICE
3. EHAE QIARIAE MEHStT QIARA HEY QARA S5 & MEHEfLICH
4. QI MAIXIZL LIEILIHE S22 & MEELIC

1. https://console.aws.amazon.com/fis/ AWS FIS 2&& L|C}.
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2. S HolM AE HESS ML
3. MY HEESIE MEstT 2], MY HES AXK|E MEHFLICE
4. EQIMA|X|7F LIEILIT deleteS =T CIS AR HIZS! AXNE MEELICH

A = = IL =
A& M: AWS FISE AtE5t0 AT QIARA SE HAE
ATHOIABAE 2CIHE @ Z 1t H|1 5404 Z|CH 90% & QRIE! 740 2 MBS El= 0iH| EC2 8F E Al
S LCH 32{Lt Amazon EC2E= EFO| CHA| e [ AT QIABAE SEE = &LcH A%
CIAEHAE AT = BT 7Isdol CHd|sHoF & LICE XEM|EH LHE 2 Amazon EC2 AHE B A9
ATEQIABA SEZ XML,

AWS Fault Injection Service(AWS FIS)E At&35t04 o Z 2|7 0[M0| AT+ QIARA SEHE X2|st=

HHHS E|AEE £ Ql&LICH O] AFHEAE AFR3510{ AWS FIS aWS'ec2'se d-spot-instance-
interruptions &S AIE5t0{ AT QIAEA F 5tLIE SHle ™ HESIS MdeLICt
= Amazon EC2 2&2 AF835H0{ A2 AlE5HE{™ Amazon EC2 AFS B M| AT QIARA 5
Ch AR S B XSHM2

MM ZE=HA

AWS FISE AI25l04 AT QIABIAE FESE{0H HA OIS AN =74 E 2t=§hLCH

1. IAM & 03dStF AHAA

I=2 OO
gt S st AWS FIS7H ALERHE CH 415104

aw
interruptions g +Y = ULF ot= 78"‘—'1'% 21 E=1I°=||-|’|EI-- XM‘”?J LI 2 AWS FIS &&E

@IEF IAM 8 B E HZ s AL,

2. AWS FISOf| CH8F HAA

J\OI'

AWS FISO| AN AT 4= UE=X| ZQURLICH XEAIEH LIS S 2ot2 24 AWS FIS B2 oM & H =5t

O Mol Mf AT CIAEHAE ALE3HE4™ run-instances %ﬂ%% AE3to] AT QIARAE QHSHA
Q7IEUS SHE AT CIAHAE FR5tE WALICH BH S 2 stopZ MU= 82 |8
persistent® M50k ELICt O RAIEMAHME Z|C MT™ ZE ZEMATL FA| AIZEE2E SH
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/spot-interruptions.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/initiate-a-spot-instance-interruption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/initiate-a-spot-instance-interruption.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/run-instances.html
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aws ec2 run-instances \
--image-id ami-0ab193018FEXAMPLE \
--instance-type "t2.micro" \
--count 1 \
--subnet-id subnet-1234567890abcdef® \
--security-group-ids sg-111222333444aaab \
--instance-market-options file://spot-options. json \
--query Instances[*].Instanceld

CH=2 2 spot-options.json I+ Q| of IL|C}.

{
"MarketType": "spot",
"SpotOptions": {
"SpotInstanceType": "persistent",
"InstancelnterruptionBehavior": "stop"
}
}
oM BHL| --query SHE AHS5HH BHO| A% QUAEIAO| QIAEIA DR HIESIE S & = Q&
Lich £339| ofAl= Ct23t Z &Lt
[
"i-Qabcdef1234567890"
]

4. AWS FIS7| CHA AT QIAEIAE AlEdE 4~ QI & Efj1 F7}
CH&E AT QIA A O Name=interruptMe Ef 1 & F715t24™ create-tags WS AFS & LICH

aws ec2 create-tags \
--resources i-Qabcdef1234567890 \
--tags Key=Name,Value=interruptMe

1EHA|: Al "HIES BHE 7|
AWS FIS 2&£ 2 Al235t0{ Al =
! &

|7c-IE| EHj_7|-
AWS FISE 1 & 5Lt
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-tags.html
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4. 1EHA| HIZS ME HE X|HolM Ct2 e s8ighct
a. O|F L dHof REZS/0] CHEt O|F 1 MHS LT LICH
b. CISS MEiSIDT 2EHA|, 2] 2! e X|Ho 2 o|sELCt
5. HYoMCEE =dELict
a. Y FIHE ME{ELIC
b. Zr2{0| 0|2 =4gILICH o2 £ interruptSpotInstanceE(2) =iELICH
c. X R3o| AL aws:ec2:send-spot-instance-interruptionsS AMEHEHL|C}.
d. CHAO| 742 AWS FIS7} MAdste CHAFS arHE QK([HLICH
e. = umziOlEol Ze BE M 7|22 28(PT2M)2 2 K| EhLct.
f. XZ(Save)= MEAEL|Ct
6. CHYOIMLCIES =8FLc
a. AWSFIS7} O] HH M RtS 22 448 CHArof| CHal HES MEdgFLICE
b. 7|2 0l&2 & O olalist7| #I2 OIE 22 HHFMR. 6 E ET oneSpotInstanceE(2) &
g Lct.
c. ClAA R%0|aws:ec2:spot-instance@!X| EQIGHAL.
d. CHY HIMEQS B2 BlaA Ef, ZE, ot2t0/EE MEigLCt
e. ClAAEN0]| CHa M EfZ F7HE MENSI T EfT 7|9 Ef 1 ZfS U=AELICt o] RE& A2
A T AL dHE CHE AT QARIAN| FIHEHEHTE AE5H0 BHSHML.
f. 2laA HEo| B2 M EH F7HE ME{SIT ZE = State.Name, 2t2E runningE &=
gt
g. MEiRColMe= I8 MEIEILICE 2l4aA 0 18 =FLC
h. X% (Save)S MeistLICH
7. CISS ME5t04 3EHA|, AMHIA HMA T ols&Lct
8. MH|A HMAS| BR 7[E IAM Q& A8 S MBS CHZ O A& M| AT = HBE CHE M
Mt IAM HE S MEIELICH FE0| EAILX| ete B2 siiY Ggo| Eedt A= 2H 7 UeX]
EOIStM 2. REMISH LI 2 the section called “AlE] o1&h” BHHE R X FHAAIR
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MEdst T B 7|9 BN Zhe R|™EHLICH F7HE Ejlas

HEXS AL 5t0] MHEE Aol obLlzt AE HEX M ELIC

Che e Meistod 5, ZE U Moz oIS Lt

HEXS HEST N WEX M2 MELICH 2Ol HAIKI7L EAIEIH create® 248t Ot
2 Al&d EIEZ 2] AHAMS A—|EH%F|_||_—_|.

| ERa A A o002 1-1-

LHELHZ| RS MEHEfLICH CHE2 Ol 2& HRto|A ddet JSON oA ILC.

{
"description": "Test Spot Instance interruptions",
"targets": {
"oneSpotInstance": {
"resourceType": "aws:ec2:spot-instance",
"resourceTags": {
"Name": "interruptMe"
},
"filters": [
{
"path": "State.Name",
"values": [
"running"
]
}
1,
"selectionMode": "COUNT(1)"
}
I
"actions": {
"interruptSpotInstance": {
"actionId": "aws:ec2:send-spot-instance-interruptions",
"parameters": {
"durationBeforeInterruption": "PT2M"
I
"targets": {
"SpotInstances": "oneSpotInstance"
}
}
},
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"stopConditions":

Ilnonell

"source":
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"arn:aws:iam::123456789012:ro0le/AllowFISSpotInterruptionActions",
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/rebalance-recommendations.html
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1. https://console.aws.amazon.com/ec2/0| Al Amazon EC2 £ & LCt.

2. EIM XM ETO HEIRX B E& B2 Z Spot Requests(&% %)@} Instances(QIAEA)E
ALt
3. Spot Requests(A% QLE)0|M AT QIAEA QXS MEHFHL|CH 7| MEfE fulfilled L

FaS N
Ch. Al%0| 2 E|™ AEf7t CHS2t 2ol BHZE Lt
« terminate - &E{7} instance-terminated-by-experiment® BHZEELICH.
« stop- &El7} marked-for-stop-by-experiment2 2 HZAL|JCH7} instance-
stopped-by-experiment® HZE L|Ct.
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aws ec2 cancel-spot-instance-requests --spot-instance-request-ids sir-ksie869j

2. QIAEIAE ZE2352{™ terminate-instances W2 AI25HAIL.

aws ec2 terminate-instances --instance-ids i-0Oabcdef1234567890
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/spot-interruptions.html#spot-instance-termination-notices
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/ec2/cancel-spot-instance-requests.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/terminate-instances.html
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https://console.aws.amazon.com/fis/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-express-Endpoints.html
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/service-role/AWSFaultInjectionSimulatorNetworkAccess
https://docs.aws.amazon.com/fis/latest/userguide/getting-started-iam-service-role
https://docs.aws.amazon.com/fis/latest/userguide/getting-started-iam-service-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted
https://docs.aws.amazon.com/fis/latest/userguide/experiment-templates
https://docs.aws.amazon.com/fis/latest/userguide/experiment-templates
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PING s3.us-west-2.amazonaws.com (x.x.x.x) 56(84) bytes of data.
64 bytes from s3-us-west-2.amazonaws.com (x.x.x.x: icmp_seq=1 ttl=249 time=1.30 ms

--- s3.us-west-2.amazonaws.com ping statistics ---
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ping -c 1 s3.us-west-2.amazonaws.com
PING s3.us-west-2.amazonaws.com (x.x.x.x) 56(84) bytes of data.
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--- s3.us-west-2.amazonaws.com ping statistics ---
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}
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5. JSONZ2 MEH5t 1 Ot HMES M UBLICE your-experiment-template-id 2t APM =7
Ao U= Aol HEX IDE HHT A L.

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": [
"arn:aws:fis:*:*:experiment-template/your-experiment-
template-id",
"arn:aws:fis:*:*:experiment/*"

]
}
]
}
EY EfT Z2to| U= AWS FIS A HIEZIE AAS T E AAEHE HMete = U&LICH E &
o Ct HAM2 2 E AWS FIS A &0l CHEt StartExperiment HEHE £ 0435 X|BF AFH|E {7}
Ef 27t R[HE AR HESI0F MRS TS AM$He LICtPurpose=Schedule.
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment”,
"Resource": "arn:aws:fis:*:*:experiment/*"
},
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
"StringEquals": {
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{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowFISExperimentLoggingActionsCloudwatch",
"Effect": "Allow",
"Action": [
"logs:CreateLogDelivery",
"logs:PutResourcePolicy",
"logs:DescribeResouxrcePolicies",
"logs:DescribelogGroups"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:network-acl/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkAcl",
"aws:RequestTag/managedByFIS": "true"
}
}
}I
{
"Effect": "Allow",
"Action": "ec2:CreateNetworkAcl",
"Resource'": "arn:aws:ec2:*:*:network-acl/*",
"Condition": {
"StringEquals": {
"aws :RequestTag/managedByFIS": "true"
}
}
}I
{
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkAclEntxy",
"ec2:DeleteNetworkAcl"
] ’
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"Resource": [
"arn:aws:ec2:*:*:network-acl/*",
"arn:aws:ec2:*:*:vpc/*"
] ’
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"
}
}
}I
{
"Effect": "Allow",
"Action": "ec2:CreateNetworkAcl",
"Resource": "arn:aws:ec2:*:*:vpc/*"
},
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVpcs",
"ec2:DescribeManagedPrefixLists",
"ec2:DescribeSubnets",
"ec2:DescribeNetworkAcls"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "ec2:ReplaceNetworkAclAssociation",
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-acl/*"
]
},
{
"Effect": "Allow",
"Action": [
"rds:FailoverDBClustex"
] ’
"Resource": [
"arn:aws:rds:*:*:clustexr:*"
]
}I
{
"Effect": "Allow",
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"Action": [
"rds:RebootDBInstance"

1,

"Resource": [
"arn:aws:rds:*:*:db:*"

"Effect": "Allow",

"Action": [
"elasticache:DescribeReplicationGroups",
"elasticache:InterruptClusterAzPowex"

1,

"Resource": [

"arn:aws:elasticache:*:*:replicationgroup:

"Sid": "TargetResolutionByTags",
"Effect": "Allow",
"Action": [

"tag:GetResources"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:StartInstances",
"ec2:StopInstances"

1,

"Resource": "arn:aws:ec2:*:*:instance/*"

"Effect": "Allow",
"Action": [
"ec2:DescribelInstances"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"kms :CreateGrant"
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1,

"Resource": [
"arn:aws:kms:*:*:key/*"
]I
"Condition": {
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.com"
}I
"Bool": {
"kms :GrantIsForAWSResouxce": "true"

"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"ec2:PauseVolumeIO"

1,

"Resource": "arn:aws:ec2:*:*:volume/*"

"Sid": "AllowInjectAPI",

"Effect": "Allow",

"Action": [
"ec2:InjectApiErxror"

1,

"Resource": [
wen
]I
"Condition": {
"ForAnyValue:StringEquals": {
"ec2:FisActionId": [

"aws:ec2:api-insufficient-instance-capacity-errox",
"aws:ec2:asg-insufficient-instance-capacity-errox"
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},
{
"Sid": "DescribeAsg",
"Effect": "Allow",
"Action": [
"autoscaling:DescribeAutoScalingGroups"
1,
"Resource": [
wxn
]
}
]
}
ALzl E8l=

CHE 2EIxE= AlLI2IRE ™olgfLict 0l JSONE X{& 3504 AWS Command Line Interface(AWS

CLI)0l| M create-experiment-template WHEE AFE5t0 A EIE/E teE= O AFSE = U&LCt

Z| A T ALIZIRE EE{H FIS 2£ 2| AlLIZ|2 2to|EE 2§ YEotM L.

{
"targets": {
"IAM-role": {
"resourceType": "aws:iam:role",

"resourceArns": [],
"selectionMode": "ALL"

},
"EBS-Volumes": {
"resourceType": "aws:ec2:ebs-volume",
"resourceTags": {
"AzImpairmentPower": "ApiPauseVolume"
.

"selectionMode": "COUNT(1)",
"parameters": {

"availabilityZoneIdentifier": "us-east-1a"
.
"filters": [
{
"path": "Attachments.DeleteOnTermination",
"values": [
"false"
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]
}
]
I
"EC2-Instances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"AzImpairmentPower": "StopInstances"
},
"filters": [
{
"path": "State.Name",
"values": [
"running"
]
I
{
"path": "Placement.AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"selectionMode": "ALL"
},
"ASG": {
"resourceType": "aws:ec2:autoscaling-group",
"resourceTags": {
"AzImpairmentPower": "IceAsg"
I
"selectionMode": "ALL"
I
"ASG-EC2-Instances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"AzImpairmentPower": "IceAsg"
},
"filters": [
{

"path": "State.Name",
"values": [
"running"

iy
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{
"path": "Placement.AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"selectionMode": "ALL"
},
"Subnet": {
"resourceType": "aws:ec2:subnet",
"resourceTags": {
"AzImpairmentPower": "DisruptSubnet"
I
"filters": [
{
"path": "AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"selectionMode": "ALL",
"parameters": {3}
},
"RDS-Cluster": {
"resourceType": "aws:rds:cluster",
"resourceTags": {
"AzImpairmentPower": "DisruptRds"
I
"selectionMode": "ALL",
"parameters": {
"writerAvailabilityZoneIdentifiers": "us-east-1a"
}
},
"ElastiCache-Cluster": {
"resourceType": "aws:elasticache:replicationgroup",
"resourceTags": {
"AzImpairmentPower": "DisruptElasticache"
I

"selectionMode": "ALL",
"parameters": {
"availabilityZoneIdentifier": "us-east-1a"
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}

.

"actions": {
"Pause-Instance-Launches": {

"actionId": "aws:ec2:api-insufficient-instance-capacity-error",
"parameters": {
"availabilityZoneIdentifiers": "us-east-1a",

"duration": "PT30QM",
"percentage": "100"

I
"targets": {
"Roles": "IAM-role"
}
I
"Pause-EBS-I0": {
"actionId": "aws:ebs:pause-volume-io",
"parameters": {
"duration": "PT30QM"
},
"targets": {
"Volumes": "EBS-Volumes"
I
"startAfter": [
"Stop-Instances"”,
"Stop-ASG-Instances"
]
},
"Stop-Instances": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"completeIfInstancesTerminated": "true",
"startInstancesAfterDuration": "PT30QM"
},
"targets": {
"Instances": "EC2-Instances"
}
},
"Pause-ASG-Scaling": {
"actionId": "aws:ec2:asg-insufficient-instance-capacity-error",

"parameters": {
"availabilityZoneIdentifiers": "us-east-1a",
"duration": "PT3QM",
"percentage": "100"

I
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"targets": {
"AutoScalingGroups": "ASG"
}
I
"Stop-ASG-Instances": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"completeIfInstancesTerminated": "true",
"startInstancesAfterDuration": "PT30M"
I
"targets": {
"Instances": "ASG-EC2-Instances"
}
I

"Pause-network-connectivity": {
"actionId": "aws:network:disrupt-connectivity",
"parameters": {
"duration": "PT2M",
"scope": "all"
I
"targets": {
"Subnets": "Subnet"

.
"Failover-RDS": {
"actionId": "aws:rds:failover-db-cluster",
"parameters": {3},
"targets": {
"Clusters": "RDS-Cluster"

}I

"Pause-ElastiCache": {

"actionId": "aws:elasticache:replicationgroup-interrupt-az-power",

"parameters": {
"duration": "PT30M"

I
"targets": {
"ReplicationGroups": "ElastiCache-Cluster"
}
}
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
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"value": ""
}
1,
"roleArn": "",
"tags": {
"Name": "AZ Impairment: Power Interruption"
3,

"logConfiguration": {
"logSchemaVersion": 2

1,
"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "skip"
1,
"description": "Affect multiple resource types in a single AZ, targeting by tags
and explicit ARNs, to approximate power interruption in one AZ."

}
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"Statement": [
{
"Sid": "DescribeTasks",
"Effect": "Allow",
"Action": "ecs:DescribeTasks",
"Resource": "*"
},
{
"Sid": "DescribeContainerInstances",
"Effect": "Allow",
"Action": "ecs:DescribeContainerInstances",
"Resource": "arn:aws:ecs:*:*:container-instance/*/*"
},
{
"Sid": "DescribeInstances",
"Effect": "Allow",
"Action": "ec2:Describelnstances",
"Resource": "*"
},
{
"Sid": "DescribeSubnets",
"Effect": "Allow",
"Action": "ec2:DescribeSubnets",
"Resource": "*"
},
{
"Sid": "DescribeCluster",
"Effect": "Allow",
"Action": "eks:DescribeCluster",
"Resource": "arn:aws:eks:*:*:cluster/*"
},
{
"Sid": "TargetResolutionByTags",
"Effect": "Allow",
"Action": "tag:GetResources",
"Resource": "*"
},
{
"Sid": "SendCommand",
"Effect": "Allow",
"Action": [
"ssm:SendCommand"
1,
"Resource": [
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"arn:aws:ec2:*:*:instance/*",
"arn:aws:ssm:*:*:managed-instance/*",
"arn:aws:ssm:*:*:document/*"

]
},
{
"Sid": "ListCommands",
"Effect": "Allow",
"Action": [
"ssm:ListCommands"
1,
"Resource": "*"
},
{
"Sid": "CancelCommand",
"Effect": "Allow",
"Action": [
"ssm:CancelCommand"
1,
"Resource": "*"
}

AlLt2|e E8l=

Ff

CtE 2R = AlLt2|2 & HolgfLIct o] JSON2 A& 5t0{ AWS Command Line Interface(AWS
CLI)0i| A create-experiment-template WHE At&stod A2 HZ5/8 B E= O AISE += JU&LICH
ALEI29] =& TS E2{T FIS 2£0M AILIE|2 20|28 YW ESto 2H = BoZ 0|5 §
L|C}.

{
"tags": {
"Name": "AZ: Application Slowdown"
},
"description": "Add latency between resources within a single AZ.",

"actions": {
"LatencyForEKS": {
"actionId": "aws:eks:pod-network-latency",
"parameters": {
"delayMilliseconds": "200",
"duration": "PT30QM",
"flowsPercent": "100",
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"interface": "DEFAULT",
"kubernetesServiceAccount": "fis-service-account",
"sources": "us-east-l1la"

I

"targets": {
"Pods": "TargetsForEKS"

I

"LatencyForEC2": {
"actionId": "aws:ssm:send-command",
"parameters": {

"duration": "PT30M",

"documentArn": "arn:aws:ssm:us-east-1::document/AWSFIS-Run-Network-
Latency-Sources",

"documentParameters": "{\'"DelayMilliseconds\":\"200\",\"Sources\":\"us-
east-1a\",\"Interface\":\"DEFAULT\",\"TrafficType\":\"egress\",\"DurationSeconds\":
\"1800\",\"FlowsPercent\":\"100\",\"InstallDependencies\":\"True\"}"

I
"targets": {
"Instances": "TargetsForEC2"

I
"LatencyForECS": {
"actionId": "aws:ecs:task-network-latency",
"parameters": {
"delayMilliseconds": "200",
"duration": "PT30M",
"flowsPercent": "100",
"installDependencies": "true",
"sources": "us-east-1la",
"useEcsFaultInjectionEndpoints": "true"

1,
"targets": {
"Tasks": "TargetsForECS"

I
"startAfter": []

.
"targets": {
"TargetsForEKS": {
"parameters": {
"availabilityZoneIdentifier": "us-east-1a",
"clusterIdentifier": ""
"namespace": "default",

’
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"selectorType": "labelSelector",
"selectorValue": "AZApplicationSlowdown=LatencyForEKS"

},
"resourceType": "aws:eks:pod",
"selectionMode": "ALL"
I
"TargetsForEC2": {
"filters": [
{
"path": "Placement.AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"resourceTags": {
"AZApplicationSlowdown": "LatencyForEC2"
I
"resourceType": "aws:ec2:instance",
"selectionMode": "ALL"
},
"TargetsForECS": {
"filters": [
{
"path": "AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"resourceTags": {
"AZApplicationSlowdown": "LatencyForECS"
},
"resourceType": "aws:ecs:task",
"selectionMode": "ALL"
}
},
"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "skip"
},
"stopConditions": [

{

"source": "none"
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "DescribeTasks",
"Effect": "Allow",
"Action": "ecs:DescribeTasks",
"Resource": "*"
.
{
"Sid": "DescribeContainerInstances",

"Effect": "Allow",
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"Action": "ecs:DescribeContainerInstances",
"Resource": "arn:aws:ecs:*:*:container-instance/*/*"

},
{

"Sid": "DescribeInstances",

"Effect": "Allow",

"Action": "ec2:Describelnstances",

"Resource": "*"

},
{

"Sid": "DescribeSubnets",

"Effect": "Allow",

"Action": "ec2:DescribeSubnets",

"Resource": "*"

},
{

"Sid": "DescribeCluster",

"Effect": "Allow",

"Action": "eks:DescribeCluster",

"Resource": "arn:aws:eks:*:*:cluster/*"

},
{

"Sid": "TargetResolutionByTags",

"Effect": "Allow",

"Action": "tag:GetResources",

"Resource": "*"

},
{

"Sid": "SendCommand",

"Effect": "Allow",

"Action": [

"ssm:SendCommand"

1,

"Resource": [
"arn:aws:ec2:*:*:instance/*",
"arn:aws:ssm:*:*:managed-instance/*",
"arn:aws:ssm:*:*:document/*"

]

},
{

"Sid": "ListCommands",

"Effect": "Allow",

"Action": [

"ssm:ListCommands"
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1,
"Resource": "*"

},

{
"Sid": "CancelCommand",
"Effect": "Allow",
"Action": [

"ssm:CancelCommand"

1,
"Resource": "*"

}

]
}
ALE|R 2EI=

CtE 2R = AlLt2|2 & HFolgfLIct 0] JSON2 A& 5t0{ AWS Command Line Interface(AWS
CLI)0| M create-experiment-template BB E AtE5t0{ &3] BIE3E2 PteE= O A8 E = /&Lt
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{
"tags": {
"Name": "Cross-AZ: Traffic Slowdown"
},
"description": "Inject packet loss to disrupt and slow down traffic between AZs.",

"actions": {
"PacketLossForEC2": {
"actionId": "aws:ssm:send-command",
"parameters": {

"duration": "PT30M",

"documentArn": "arn:aws:ssm:us-east-1::document/AWSFIS-Run-Network-
Packet-Loss-Sources",

"documentParameters": "{\"Sources\":\"us-east-1b,us-east-1c,us-
east-1d,us-east-1e,us-east-1f\",\"LossPercent\":\"15\",\"Interface\" :\"DEFAULT\",
\"TrafficType\":\"egress\",\"DurationSeconds\":\"1800\",\"FlowsPercent\":\"100\",
\"InstallDependencies\":\"True\"}"

I
"targets": {
"Instances": "TargetsForEC2"

iy
"PacketLossForECS": {

Cross-AZ: Traffic Slowdown 218


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/create-experiment-template.html
https://docs.aws.amazon.com/fis/latest/userguide/experiment-templates.html

0o
1z
0%
x

AWS Fault Injection AH|A At

"actionId": "aws:ecs:task-network-packet-loss",

"parameters": {
"sources": "us-east-1b,us-east-1c,us-east-1d,us-east-1le,us-east-1f",
"lossPercent": "15",

"duration": "PT30M",
"flowsPercent": "100",
"installDependencies": "true",
"useEcsFaultInjectionEndpoints": "true"
},
"targets": {
"Tasks": "TargetsForECS"

iy
"PacketLossForEKS": {

"actionId": "aws:eks:pod-network-packet-loss",
"parameters": {
"sources": "us-east-1lb,us-east-1c,us-east-1d,us-east-le,us-east-1f",
"lossPercent": "15",
"duration": "PT30M",
"flowsPercent": "100",
"interface": "DEFAULT",
"kubernetesServiceAccount": "fis-service-account"
},
"targets": {
"Pods": "TargetsForEKS"

I
"targets": {
"TargetsForEC2": {
"filters": [
{
"path": "Placement.AvailabilityZone",
"values": [
"us-east-1la"

1,
"resourceTags": {

"CrossAZTrafficSlowdown": "PacketLossForEC2"
},
"resourceType": "aws:ec2:instance",
"selectionMode": "ALL"

iy
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"TargetsForECS": {
"filters": [
{
"path": "AvailabilityZone",
"values": [
"us-east-1la"

1,
"resourceTags": {
"CrossAZTrafficSlowdown": "PacketLossForECS"
.
"resourceType": "aws:ecs:task",
"selectionMode": "ALL"
},
"TargetsForEKS": {
"parameters": {

"availabilityZoneIdentifier": "us-east-1a",
"clusterIdentifier": "",
"namespace": "default",
"selectorType": "labelSelector",
'selectorValue": "CrossAZTrafficSlowdown=PacketLossForEKS"
},
"resourceType": "aws:eks:pod",
"selectionMode": "ALL"
}
},
"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "skip"
},
"stopConditions": [
{
"source": '"none"
}
]
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "RouteTableDisruptConnectivityl",
"Effect": "Allow",
"Action": "ec2:CreateRouteTable",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"
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}
}
},
{
"Sid": "RouteTableDisruptConnectivity2",
"Effect": "Allow",
"Action": "ec2:CreateRouteTable",
"Resource": "arn:aws:ec2:*:*:vpc/*"
},
{
"Sid": "RouteTableDisruptConnectivity21l",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateRouteTable",
"aws:RequestTag/managedByFIS": "true"
}
}
},
{
"Sid": "RouteTableDisruptConnectivity3",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface",
"aws:RequestTag/managedByFIS": "true"
}
}
},
{
"Sid": "RouteTableDisruptConnectivity4",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateManagedPrefixList",
"aws:RequestTag/managedByFIS": "true"
}
}
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"Sid": "RouteTableDisruptConnectivity5",

"Effect": "Allow",

"Action": "ec2:DeleteRouteTable",

"Resource": [
"arn:aws:ec2:*:*:route-table/*",
"arn:aws:ec2:*:*:vpc/*"

1,

"Condition": {
"StringEquals": {

"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity6",
"Effect": "Allow",
"Action": "ec2:CreateRoute",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {

"StringEquals": {

"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity7",
"Effect": "Allow",
"Action": "ec2:CreateNetworkInterface",

"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity8",

"Effect": "Allow",

"Action": "ec2:CreateNetworkInterface",

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"
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"Sid": "RouteTableDisruptConnectivity9",
"Effect": "Allow",
"Action": "ec2:DeleteNetworkInterface",

"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {
"StringEquals": {

"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivitylQ",
"Effect": "Allow",
"Action": "ec2:CreateManagedPrefixList",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivityll",
"Effect": "Allow",
"Action": [
"ec2:DeleteManagedPrefixList",
"ec2:ModifyManagedPrefixList"
1,
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {

"aws:ResourceTag/managedByFIS": "true"

"Sid": "EC2DescribeResources",

"Effect": "Allow",

"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeVpcs",
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"ec2:DescribeVpcPeeringConnections",
"ec2:DescribeManagedPrefixLists",
"ec2:DescribeSubnets",
"ec2:DescribeRouteTables",
"ec2:DescribeVpcEndpoints",
"ec2:DescribeTransitGatewayPeeringAttachments",
"ec2:DescribeTransitGatewayAttachments",
"ec2:DescribeTransitGateways",
"ec2:DescribeSecurityGroups"

1,
"Resource": "*"
I
{
"Sid": "RouteTableDisruptConnectivityls4",
"Effect": "Allow",
"Action": "ec2:ReplaceRouteTableAssociation",
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:route-table/*"
]
},
{
"Sid": "RouteTableDisruptConnectivityl5",
"Effect": "Allow",
"Action": "ec2:GetManagedPrefixListEntries",
"Resource": "arn:aws:ec2:*:*:prefix-list/*"
},
{
"Sid": "RouteTableDisruptConnectivityl6",
"Effect": "Allow",
"Action": "ec2:AssociateRouteTable",
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:route-table/*"
]
I
{
"Sid": "RouteTableDisruptConnectivityl7",
"Effect": "Allow",
"Action": "ec2:DisassociateRouteTable",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"
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}
}
},
{

"Sid": "RouteTableDisruptConnectivityl8",

"Effect": "Allow",

"Action": "ec2:DisassociateRouteTable",

"Resource": "arn:aws:ec2:*:*:subnet/*"

},
{

"Sid": "RouteTableDisruptConnectivityl9",

"Effect": "Allow",

"Action": "ec2:ModifyVpcEndpoint",

"Resource": "arn:aws:ec2:*:*:route-table/*",

"Condition": {

"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"
}
}
I
{

"Sid": "TransitGatewayDisruptConnectivityl",

"Effect": "Allow",

"Action": [
"ec2:DisassociateTransitGatewayRouteTable",
"ec2:AssociateTransitGatewayRouteTable"

1,

"Resource": [
"arn:aws:ec2:*:*:transit-gateway-route-table/*",
"arn:aws:ec2:*:*:transit-gateway-attachment/*"

]

I
{

"Sid": "S3CrossRegionl",

"Effect": "Allow",

"Action": "s3:ListAllMyBuckets",

"Resource": "*"

I
{

"Sid": "S3CrossRegion3",

"Effect": "Allow",

"Action": "s3:PauseReplication",

"Resource": "arn:aws:s3:::*",

"Condition": {
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"StringlLike": {
"s3:DestinationRegion™: "*"
}
}
},
{

"Sid": "S3CrossRegion4",

"Effect": "Allow",

"Action": [
"s3:GetReplicationConfiguration",
"s3:PutReplicationConfiguration”

1,

"Resource": "arn:aws:s3:::*",

"Condition": {

"BoolIfExists": {
"s3:isReplicationPauseRequest": "true"
}
}
},
{

"Sid": "DynamoDbPauseReplication",

"Effect": "Allow",

"Action": [

"dynamodb:DescribeTable",
"dynamodb:PutResourcePolicy",
"dynamodb:GetResourcePolicy",
"dynamodb:DeleteResourcePolicy"

1,

"Resource": [
"arn:aws:dynamodb:*:*:table/*"

]

1,
{

"Sid": "DynamoDbMrscPauseReplication",

"Effect": "Allow",

"Action": [

"dynamodb:InjectError"

1,

"Resource": ["*"]

1,
{

"Sid": "ResolveResourcesViaTags",

"Effect": "Allow",

"Action": "tag:GetResources",
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"Resource": "*"

"Sid": "MemDbCrossRegion",
"Effect": "Allow",
"Action": [

"memorydb:DescribeMultiRegionClusters",
"memorydb:PauseMultiRegionClusterReplication"

]I

"Resource": [

"arn:aws:memorydb::*:multiregioncluster/*"

"Sid": "DisruptVPCEl",
"Effect": "Allow",
"Action": "ec2:CreateSecurityGroup",
"Resource": [
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:security-group/*"

"Sid": "DisruptVPCE2",
"Effect": "Allow",
"Action": "ec2:CreateTags",

"Resource": "arn:aws:ec2:*:*:security-group/*",

"Condition": {
"StringEquals": {

"ec2:CreateAction": "CreateSecurityGroup",
"aws:RequestTag/managedByFIS": "true"

"Sid": "DisruptVPCE3",

"Effect": "Allow",

"Action": [
"ec2:DeleteSecurityGroup",
"ec2:RevokeSecurityGroupEgress"

]I

"Resource": "arn:aws:ec2:*:*:security-group/*",

"Condition": {
"StringEquals": {
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"aws:ResourceTag/managedByFIS": "true"
}
}
},
{

"Sid": "DisruptVPCE4",

"Effect": "Allow",

"Action": "vpce:AllowMultiRegion",

"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*"

},
{

"Sid": "ModifyVPCE",

"Effect": "Allow",

"Action": "ec2:ModifyVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*",
"arn:aws:ec2:*:*:security-group/*"

]

}

AlLt2|@ EEI=

I'P

CtE 2HE= AlL2[RE HolgfLct 0] JSONZ X{&3t0{ AWS Command Line Interface(AWS

CLI)0l| M create-experiment-template W E AFE5t0 & EIE X8 BtE= O AFSE = U&LICH

%A Ao AlLIZ|E Ee{H FIS 2£ 9| AlLIZ|2 2lo|EB{EIE YHESHAMIL.

{
"targets": {

"Transit-Gateway": {
"resourceType": "aws:ec2:transit-gateway",
"resourceTags": {

"TgwTag": "TgwValue"

},
"selectionMode": "ALL"

},

"Subnet": {

"resourceType": "aws:ec2:subnet",
"resourceTags": {

"SubnetKey": "SubnetValue"
.

"selectionMode": "ALL",

Cross-Region: Connectivity

231


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/create-experiment-template.html
https://docs.aws.amazon.com/fis/latest/userguide/experiment-templates.html

AWS Fault Injection A{H|A

02
x

iy

"parameters": {3}

"VPC-Endpoint": {

+
IISB_

iy
IlDyn

}I

"resourceType": "aws:ec2:vpc-endpoint",
"resourceTags": {
"DisruptPrivatelLink": "Allowed"

}I

"selectionMode": "ALL"

Bucket": {
"resourceType": "aws:s3:bucket",
"resourceTags": {
"S3Impact": "Allowed"
I

"selectionMode": "ALL"

amoDB-Global-Table": {
"resourceType": "aws:dynamodb:global-table",
"resourceTags": {
"DisruptDynamoDb": "Allowed"
},

"selectionMode": "ALL"

"MemoryDB-Multi-Region-Cluster": {

iy
"actions": {
"Dis

connectivity",

}I

"Dis

"resourceType": "aws:memorydb:multi-region-cluster",
"resourceTags": {

"DisruptMemoryDb": "Allowed"
},

"selectionMode": "ALL"

rupt-Transit-Gateway-Connectivity": {
"actionId": "aws:network:transit-gateway-disrupt-cross-region-

"parameters": {
"duration": "PT3H",
"region": "eu-west-1"
1,
"targets": {
"TransitGateways": "Transit-Gateway"

rupt-Subnet-Connectivity": {
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"actionId": "aws:network:route-table-disrupt-cross-region-
connectivity",
"parameters": {
"duration": "PT3H",

"region": "eu-west-1"
1,
"targets": {
"Subnets": "Subnet"
}
1,
"Disrupt-Vpc-Endpoint": {
"actionId": "aws:network:disrupt-vpc-endpoint",
"parameters": {
"duration": "PT3H"
1,
"targets": {
"VPCEndpoints": "VPC-Endpoint"
}
1,
"Pause-S3-Replication": {
"actionId": "aws:s3:bucket-pause-replication",
"parameters": {
"duration": "PT3H",
"region": "eu-west-1"
1,
"targets": {
"Buckets": "S3-Bucket"
}
1,
"Pause-DynamoDB-Replication": {
"actionId": "aws:dynamodb:global-table-pause-replication",
"parameters": {
"duration": "PT3H"
1,
"targets": {
"Tables": "DynamoDB-Global-Table"
}
1,
"Pause-MemoryDB-Multi-Region-Cluster-Replication": {
"actionId": "aws:memorydb:multi-region-cluster-pause-replication",

"parameters": {
"duration": "PT3H",
"region": "eu-west-1"

iy
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"targets": {
"MultiRegionClusters": "MemoryDB-Multi-Region-Cluster"
}
}
},
"stopConditions": [
{
"source": "none"
}
1,
"roleArn": ""

"logConfiguration": {
"logSchemaVersion": 2

1,
"tags": {
"Name": "Cross-Region: Connectivity"
1,
"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "skip"
1,
"description": "Block application network traffic from experiment Region to

target Region and pause cross-Region replication"
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g BHELICH 2 Atodof TR
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rlo

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes"
]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"ec2:PauseVolumeIO"
1,
"Resource": "arn:aws:ec2:us-east-1:123456789012:volume/*"
},
{

"Effect": "Allow",
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"Action": [
"tag:GetResources"

1,

"Resource":

Mg

2. CIE2 2 A™EH AL AlE| A = AE "M Z A™E Boi| FIHELICH 3EHA[0AM BHE AHI™H Ao

2t A
CHEt IAM 4ol O[S & M=

= - "1

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "AccountIdA"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringlLike": {
"sts:Externalld":
"arn:aws:fis:region:accountIdA:expexriment/*"
}I
"ArnEquals": {
"aws:PrincipalAxn":
"arn:aws:iam::111122223333:xole/role_name"

}

el
=l
1=
mO
bl
ol
==

-

Ic}. 0
24

7Hd
CH

3. A A IAM &S MdEt
OF ErLict of2] A HE BT
Ch ChE ol AE A7 AE B
o] g ARNS F7HEHLIC

o4
oL
7

8t 0|52 2BtH|| AT HAOIM K| F 3 o
AER C

o
|O|E{ol[H| 2t S &S
TetE 2o ELICH CHY
F

&+ A&l

1
30
rr
e
o

rr mlo

oY I
40 2
o I%
- C

A Ol 3
‘I‘ AR
MY StLEe| 238 ARNEE 7

molI |'O

NI

1l

oo o
OZ. o3 M2 -

238



AWS Fault Injection A{H|A

JSON
{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": [
]

}

]
}

4. HH Aof CHEt O] IAM

iz I
HIOIE| A™EHR AH AE =& + U= AWS FIS HE
Hoi&EL|CtH
JSON
{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": [

"fis.amazonaws.com"

3,

"Action": "sts:AssumeRole"
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aws fis create-target-account-configuration --experiment-template-id EXTxxxxxxxxx
--account-id 111122223333 --role-arn arn:aws:iam::111122223333:role/role-name --
description "my description"
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-schedule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-schedule.html
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "scheduler.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

2. AWS Command Line Interface(AWS CLI)E AI&3}04 C}H2

H2 S Q2450 A A& S ML}
FisSchedulerExecutionRoleE 0| &d&tof Ho45t24 o

O|ECZE HIRMIL.

aws iam create-role --role-name FisSchedulerExecutionRole --assume-role-policy-
document file://fis-execution-role.json

SB5E oheT 22 Ao s
{
"Role": {
IlPathll: II/II’
"RoleName": "FisSchedulerExecutionRole",

"RoleId": "AROAZL22PDN5A6WKRBQNU",
"Arn": "arn:aws:iam::123456789012:r0le/FisSchedulerExecutionRole",
"CreateDate": "2023-08-24T17:23:05+00:00",
"AssumeRolePolicyDocument": {

"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
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3. EventBridge 2 EE{7t S 7IH £ = ULE FES= M HAME M5t
Cl= JSON2 SAtstT 2Z0| fis-start-experiment-permissions.jsonZ
KZHefLICH CHE M2 2 EventBridge 2FHE {7 AL XF HHe| B E AE HZ 501 A
fis:StartExperiment S 2 S ESCE ST LICH W& S EHQ

5t2d™ "arn:aws:fis:*:*:experiment-template/*" &0 !

THL.
JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "fis:StartExperiment",

"Resource": [
"arn:aws:fis:*:*:experiment-template/*",
"arn:aws:fis:*:*:experiment/*"

]

}
]
}
4. CtZ BES Al™sto] M HEt WS MEELICt FisSchedulerPolicyE O H&oi £ 04524
£ 0|82 HHMIR.

aws iam create-policy --policy-name FisSchedulerPolicy --policy-document file://fis-
start-experiment-permissions.json

MIstH 3 22 207t E2ELCH H2 ARNS 7|S 8Lt oS EAH M Ol ARNE ALE
5t04 =

"Policy": {
"PolicyName": "FisSchedulerPolicy",
"PolicyId": "ANPAZL22PDN5ESVUWXLBD",
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"Arn": "arn:aws:iam::123456789012:policy/FisSchedulerPolicy",
"Path": "/",

"DefaultVersionId": "v1",

"AttachmentCount": 0O,

"PermissionsBoundaryUsageCount": 0,

"IsAttachable": true,

"CreateDate": "2023-08-24T17:34:45+00:00",

"UpdateDate": "2023-08-24T17:34:45+00:00"

}
}
A dghof YME Hdsted Cf S BB E AHotMR. your-policy-arng
Mt MO ARNCE #HZEELICH FisSchedulerExecutionRoleS Al g
LICH.

aws iam attach-role-policy --policy-arn your-policy-arn --role-name
FisSchedulerExecutionRole

Ol attach-role-policy &2 HHE|A SEH S Btetet x| 2t &LICH
=
A

=
E™E|T 20l A= AWSFIS A HE
0 C}S HAM2 2 E AWS FIS Aol CHE fis:StartExperiment HEHE £

w
m

27t 27 XIGE A RES0F M-S TS MEHELICH Purpose=Schedule.

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment/*"
}I
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",

"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Schedule"

B AT AASHE MEE £ 2
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O| O|ESE HtE

&LICL E &
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225 Services ‘ Q Search [Option+S] 2] paN (0] Select a Region ¥

® s3 @& Amazon EventBridge @ AWSFIS & CloudFormation '@ CloudWatch 1AM B ec2 8] AWS Organizations % Application Composer

Schedule pattern

Occurrence  Info
You can define an one-time or recurrent schedule.

@ One-time schedule ’ ‘ O Recurring schedule ‘

Date and time
The date and time to invoke the target.

‘ YYYY/MM/DD ’ l hh:mm ‘ ‘ (UTC -04:00) America/New_... ¥ ‘

YYYY/MM/DD Use 24-hour format timestamp (hh:mm) Timezone

Flexible time window
If you choose a flexible time window, Scheduler invokes your schedule within the time window you specify. For example, if you choose 15
minutes, your schedule runs within 15 minutes after the schedule start time.

Select v

Schedule state

Enable schedule
You can choose not to enable the schedule now. You will be able to enable the schedule after it has been created.

@ Enable
U MBS JEMo 2 HAsEo] YALICH BT YN MENE HIE S oY YRS MMSICEtE
Aol o =l X| ef&LICH

AWS FIS A& AF|ZEE{E EventBridge AHEPE 7|02 FHELCH XIYEE OIS UH
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https://docs.aws.amazon.com/scheduler/latest/UserGuide/what-is-scheduler.html
https://docs.aws.amazon.com/scheduler/latest/UserGuide/schedule-types.html
https://docs.aws.amazon.com/scheduler/latest/UserGuide/schedule-types.html
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https://console.aws.amazon.com/fis
https://docs.aws.amazon.com/scheduler/latest/UserGuide/schedule-types.html
https://docs.aws.amazon.com/fis
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https://console.aws.amazon.com/fis/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html
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AWS Healthe %[ Clall O|HEE MSELICH
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AlE AMEf E7)0f CHEE REMIEH L8 AlE EJ| MME XA L.
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https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/monitoring-cloudwatch-metrics.html
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CloudWatch AL & XIEE AFS 8104 AIRO| BlAA ASTS 2OIE 4+ AALICH O3 XIEE A
85104 CloudWatch B U CHAIZ = 0flAf #4RH MHIA A S AlZt5HarLic

AWS FIS A3 X|E= AWS MH|A &EaFof sHEELICH A3 0| MH|A S Eo 7HH R 4
15le ZEE & £ l&LICt CloudWatch ZE0f CHEF AFAM|EH LI 2 Amazon CloudWatch A}
2 MEME FXSM2

AWS FISE AWS/Usage WA M O|AM CIS X|EE HAIELICH

XE M
ResourceCount AHEM A F2l X|IHE 2laA0 & =L
Ct 2lAAE RE HAE A ZE HOo|E L
Ct.
CtS X2 AWS FISOIM AAlStE AFSE XIEE F&l|3t5tE O AFSElLIC
N S|
Service 2| AA T TEEI AWS MH|A Q] 0| &lL|C}.
AWS FIS A& X|E9| Z20| zh7ol 2f2 &
LICHFIS.
Type E1k|= EHE|S] P YLICEH 34X AWS FIS
MBHE X|E0| &8 42 LICIResource.
Resource A3 S0l glaAo REJULICE 7ISE 22 4
& HlZ2l0| ExperimentTemplates , ZI&H
S0l A#o| ActiveExperiments QILIC}H
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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Alg] AER7} HAL|H AWS FISE S22 ELIC o248t 222 Amazon EventBridge(0|Z0i|&=
CloudWatch Events)E S3all O|HIEZ X|SELICI. AWS FISE 0|28t O|HIEE %|CHste 2 LHE L
Ct. O|HE = 79| AA|ZHS 2 EventBridge 2 & EILICEH

EventBridgeE AtE&5tT O|HE Ol CHEF SHoZ Z2eiA SEHE EE[Hstes #AIg 98 = U
&LICtH 0o|& S0{SNS XM E £E5t01 O|HY LRI ELH7HL} Lambda & +& EE5t01 ZXIE
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"version": "Q",
"id": "12345678-1234-1234-1234-123456789012",
"detail-type": "FIS Experiment State Change",
"source": "aws.fis",
"account": "123456789012",
"time": "yyyy-mm-ddThh:mm:ssZ",
"region": "region",
"resources": [

"arn:aws:fis:region:account_id:experiment/experiment-id"
1,
"detail": {

"experiment-id": "EXPaBCDlefg2HIJkL3",

"experiment-template-id": "EXTalb2c3de5f6g7h",

"new-state": {

"status": "new_value",
"reason": "reason_string"
3,
"old-state": {
"status": "old_value",
"reason": "reason_string"
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-get-started.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-get-started.html
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* initiating
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https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/s3/pricing/
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 CloudWatch LogsE M&EE 21
« Amazon S3E EH 21

23 A 7|0}

CHE2 A" 220 A8 &= &7(|0bLIch S A7|0F HHE2 2]LICH detailse| EEE

log_typeQ| Ztoll 2t EEF&ILIC} resolved_targets®| EEE target_typef| Ztol et EEl
ZlL|C RFMIEE LI 2 the section called “21 H|ZE of” EHE B XFAAIL.

{
"id": "EXP123abc456def789",
"log_type": "experiment-start | target-resolution-start | target-resolution-detail
| target-resolution-end | action-start | action-error | action-end | experiment-end",
"event_timestamp": "yyyy-mm-ddThh:mm:ssZ",
"version": "2",
"details": {
"account_id":"123456789012",
"action_end_time": "yyyy-mm-ddThh:mm:ssZ",
"action_id": "String",
"action_name": "String",
"action_start_time": "yyyy-mm-ddThh:mm:ssZ",
"action_state": {
"status": "pending | initiating | running | completed | cancelled |
stopping | stopped | failed",
"reason": "String"
1,
"action_targets": "String to string map",
"error_information": "String",
"experiment_end_time": "yyyy-mm-ddThh:mm:ssZ",
"experiment_state": {
"status": "pending | initiating | running | completed | stopping | stopped
| failed",
"reason": "String"
1,
"experiment_start_time": "yyyy-mm-ddThh:mm:ssZ",
"experiment_template_id": "String",
"page": Number,
"parameters": "String to string map",
"resolved_targets": [
{
"field": "value"
}
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-CWL
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1,

"resolved_targets_count": Number,

"status": "failed | completed",

"target_name": "String",

"target_resolution_end_time": "yyyy-mm-ddThh:mm:ssz",
"target_resolution_start_time": "yyyy-mm-ddThh:mm:ssZ",
"target_type": "String",

"total_pages": Number,

"total_resolved_targets_count": Number

[a

Yola BE

« HE 201K = CHS At ol ZIELICH

- target_type EEE Y45t resolved_targets ZEE ARN S50l ZA =

Eoz HZA

LICH resolved_targets ZiAMo| &8t = THaf 9| 2|44 ROl target_typel| Zto]

(et EetEuck

« account_id EEE FJI6t= action-error & target-resolution-detail O|HE 3
L},

« ™ 10| =7| E2|lAaYL|Ct.

27 CHA

AWS FISE CIS CHA S 2 211 MEE K|AHELICH

« Amazon S3 HZ!

« Amazon CloudWatch Logs 21 &

S3 21 XMeE

2= O *IXIE A Euo.
bucket-and-optional-prefix/AWSLogs/account-id/fis/region/experiment-
id/YYYY/MM/DD/account-id_awsfislogs_region_experiment-id_YYYYMMDDHHMMZ_hash.log

EO7HICR MEE|{HE 2 W 48 £ J&LCh.
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CloudWatch Logs 21 MEf

2= 12 olLfoll 21 2= ol MEEL|CH
23 8ZE o

= 2|2 MEfSH EC2 QIAEIA 0| M aws:ec2:reboot-instances
=27 ol

experiment-start

 target-resolution-start

* target-resolution-detail

 target-resolution-end

* action-start
* action-end
* action-error

* experiment-end

experiment-start

CH2 2 experiment-start O[HIEQ| 0l A| BIZ=QILIC}

"id": "EXPhjAXCGY78HV2as4A",
"log_type": "experiment-start",
"event_timestamp": "2023-05-31T18:50:4572",
"version": "2",
"details": {
"experiment_template_id": "EXTCDh1M8HHkhxoaQ",
"experiment_start_time": "2023-05-31T18:50:43Z"

target-resolution-start

ZagE=of
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target-resolution-start O[HES

chge

{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "target-resolution-start"
"event_timestamp": "2023-05-31T18:50:45Z2",
"version": "2",

"details": {
"target_resolution_start_time"
"EC2InstancesToReboot"

"2023-05-31T18:50:452",

"target_name":

target-resolution-detail
Al B2

CHH2 2 target-resolution-detail O|HIE Q|0
O= error_information ZET ZEE|L|C}

"id": "EXPhjAXCGY78HV2a4A",
"log_type": "target-resolution-detail"
"event_timestamp": "2023-05-31T18:50:45Z2",
"version": "2",

"details": {
"target_resolution_end_time": "2023-05-31T18:50:45Z"
"target_name": "EC2InstancesToReboot",
"target_type": "aws:ec2:instance"

"account_id": "123456789012",

"resolved_targets_count": 2,

"status": "completed"

LICt. total_pages7t1E

target-resolution-end
II OIE cHefo| ZefEl F71

+#|
L= ]]0|'

7|80 error_information 2=

OHAL_l

4O
AAEH

2 0lof| AIiE B
04 2OI=| A 27} Bt a1|_.__9| 37| Mste =1t
target-resolution-end BlZE7} QUd&LICH

HIE o] of| A| BT =QL|Ct.

CHH2 2 EC2 %t dof CiEt target-resolution-end O[HIEQ
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{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "target-resolution-end",
"event_timestamp": "2023-05-31T18:50:4572",
"version": "2",
"details": {
"target_resolution_end_time": "2023-05-31T18:50:46Z",
"target_name": "EC2InstanceToReboot",
"target_type": "aws:ec2:instance",
"resolved_targets": [
{

arn": "arn:aws:ec2:us-east-1:123456789012:instance/
i-0f7ee2abffc330de5"
}
1,
"page": 1,
"total_pages": 1

CHZ 2 EKS =40 CHEt target-resolution-end O|HIE Q| o A| 2|2 = QJLIC.

{
"id": "EXP24YfiucfyVPIpEIn",
"log_type": "target-resolution-end",
"event_timestamp": "2023-05-31T18:50:457",
"version": "2",
"details": {
"target_resolution_end_time": "2023-05-31T18:50:46Z",
"target_name": "myPods",
"target_type": "aws:eks:pod",
"resolved_targets": [
{
"pod_name": "example-696fb6498b-sxhw5",
"namespace": "default",
"cluster_arn": "arn:aws:eks:us-east-1:123456789012:cluster/fis-demo-
cluster",
"target_container_name": "example"
}
1,
"page": 1,

"total_pages": 1
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}
action-start
CH22 action-start O|HIES| oAl BZEQIL|CH Al HES0| 2 It2tO|E{7F X|™HE|o] /=

HEILICE

oot

k=)
[ ]
A2 B2 =0l parameters 2EL X

{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "action-start",
"event_timestamp": "2023-05-31T18:50:56Z2",
"version": "2",
"details": {
"action_name": "Reboot",
"action_id": "aws:ec2:reboot-instances",
"action_start_time": "2023-05-31T18:50:56Z7",
"action_targets": {"Instances":"EC2InstancesToReboot"}
}
}

action-error

=2 action-error O|HE Q| oAl B{ZEILICt 2 40| Auig et ghete[= o|HIEL|CE &
ol Alulist Zr AlZFof chal ghetElL(Ct.
{
"id": "EXPhjAXCGY78HV2as4A",
"log_type": "action-error",
"event_timestamp": "2023-05-31T18:50:567",
"version": "2",
"details": {
"action_name": "pause-io",
"action_id": "aws:ebs:pause-volume-io",

"account_id": "123456789012",
"action_state": {

"status": "failed",
"reason":"Unable to start Pause Volume I0O. Target volumes must be attached

to an instance type based on the Nitro system. VolumeId(s): [vol-123456789@abcdef@]:"
}
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action-end

CH2 2 action-end Of
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "action-end",

. "2023-05-31T18:50:56Z",

"event_timestamp":
Il2ll’
"Reboot",
"aws:ec2:reboot-instances",

"action_state":

"version":
"details": {
"action_name":
"action_id":
"action_end_time": "2023-05-31T18:50:56Z",
3 A
"status": "completed",
"Action was completed."

"reason":

experiment-end

CtZ2 experiment-end O|HE S| ofA| Bl 2= IL|C}.

"id": "EXPhjAXCGY78HV2asA",
"2023-05-31T18:50:572",

"log_type": "experiment-end",

"event_timestamp":
. IIZII’
"experiment_end_time": "2023-05-31T18:50:57Z7",

"version":
"details": {
"experiment_state": {
"status": "completed",
"reason": "Experiment completed"
}
}
}
AR 24 45
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE:jdoe",
"arn": "arn:aws:sts::111122223333:assumed-role/example/jdoe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/example",
"accountId": "111122223333",
"userName": "example"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2020-12-03T09:40:427",
"mfaAuthenticated": "false"

}

},

"eventTime": "2020-12-03T09:44:20Z2",

"eventSource": "fis.amazonaws.com",

"eventName": "StopExperiment",

"awsRegion": "us-east-1",

"sourceIPAddress": "192.51.100.25",

"userAgent": "Boto3/1.22.9 Python/3.8.13 Linux/5.4.186-113.361.amzn2int.x86_64
Botocore/1.25.9",

"requestParameters": {
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"clientToken": "1234abc5-6def-789g-012h-ijklm34no56p",
"experimentTemplateId": "ABCDElfgHIJkLmNop",
"tags": {}
I
"responseElements": {
"experiment": {
"actions": {
"exampleActionl": {

"actionId": "aws:ec2:stop-instances",
"duration": "PT1OM",
"state": {
"reason": "Initial state",
"status": "pending"
I
"targets": {
"Instances": "exampleTagl"
}
I
"exampleAction2": {
"actionId": "aws:ec2:stop-instances",
"duration": "PT10M",
"state": {
"reason": "Initial state",
"status": "pending"
},
"targets": {
"Instances": "exampleTag2"
}
}
I

"creationTime": 1605788649.95,

"endTime": 1606988660.846,

"experimentTemplateId": "ABCDE1fgHIJkLmNop",

"id": "ABCDE1fgHIJkLmNop",

"roleArn": "arn:aws:iam::111122223333:role/AllowFISActions",
"startTime": 1605788650.109,

"state": {
"reason": "Experiment stopped",
"status": "stopping"
I
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:example"
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"managementEvent": true,
recipientAccountId": "111122223333",
"eventCategory": "Management"
}
CH2 2 AWS FIS 2 edo| Z&E AEo| U Z aws:ssm:send-command AWS FIS7} &8+ API &
ol ch§t CloudTrail 21 52| of LICt us erIdentlty Qias PGS Tot U2 YA 2ot 2l
3 HEE O|R 02 ™S rdELct 2IUE G& ol O|F2 userNameOf ﬁAIEI—IEF Aol Ipe!
EXP21nT17WMzA6dnUgz= &2 A& | ARNS| U8 L principalIdoil LFEFELICE.
{
"eventVersion": "1.08",
'userIdentity": {
"type": "AssumedRole",
"principalId": "AROATZZZ4JPIXUEXAMPLE:EXP21nT17WMzA6dnUgz",
"arn": "arn:aws:sts::111122223333:assumed-role/AllowActions/
EXP21nT17WMzA6dnUgz"
AWS FIS 21 mted &5 ol3H
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}
1,

0o
1z
0%

"tags": {3},
"targets": {
"ExampleTagl": {

resourceTags": {

"Example": "tagl"
.
resourceType": "aws:ec2:instance",
"selectionMode": "RANDOM(1)"
},

"ExampleTag2": {

resourceTags": {

"Example": "tag2"
1,
resourceType": "aws:ec2:instance"
selectionMode": "RANDOM(1)"
}
}
}
1,
"requestID":

"labcd23e-f4gh-567j-k1lm8-9np01q2341r56"
"eventID": "1234a56b-c78d-9e0f-glh2-34jk56m7n890"
"readOnly":

false,
"eventType": "AwsApiCall",
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"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROATZZZ4JPIXUEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/AllowActions",
"accountId": "111122223333",
"userName": "AllowActions"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-05-30T13:23:197",
"mfaAuthenticated": "false"

}

I

"invokedBy": "fis.amazonaws.com"
I
"eventTime": "2022-05-30T13:23:197",
"eventSource": '"ssm.amazonaws.com",
"eventName": "ListCommands",
"awsRegion": "us-east-2",
"sourceIPAddress": "fis.amazonaws.com",
"userAgent": "fis.amazonaws.com",

"requestParameters": {

"commandId": "51dab97f-489b-41a8-a8a9-c9854955dc65"
},
"responseElements": null,
"requestID": "23709ced-c19e-471a-9d95-cf1a®@6b50eeb",
"eventID": "145fe5a6-e9d5-45cc-be25-b7923b950c83",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management"
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "FISReadOnlyActions",
"Effect": "Allow",
"Action": [
"fis:List*",
"fis:Get*"

1,
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"Resource": "*"

"Sid": "AdditionalReadOnlyActions",

"Effect": "Allow",

"Action": [
"ssm:Describe*",
"ssm:Get*",
"ssm:List*",
"ec2:DescribeInstances",
"rds:DescribeDBClusters",
"ecs:DescribeClusters",
"ecs:ListContainerInstances",
"eks:DescribeNodegroup",
"cloudwatch:DescribeAlarms",
"iam:ListRoles"

1,

"Resource": "*"

"Sid": "PermissionsToCreateServicelLinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "fis.amazonaws.com"

of: A2 7l58H AWS FIS 2] LI

CHS X2 A& 758 AWS FIS 2t LHEe + e HEte Fo{gLich

"Version":"2012-10-17",
"Statement": [
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{
"Effect": "Allow",
"Action": [
"fis:ListActions"
1,
"Resource": "arn:aws:fis:*:*:action/*"
}
]
of: 53 TS QI MY HES OS]
CH2 Y22 aws:ec2:stop-instances 2ol AL & A HIZSIS O £oqgt
L|C}.
JSON
"Version":"2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"fis:CreateExperimentTemplate"
]I
"Resource": [
"arn:aws:fis:*:*:action/aws:ec2:stop-instances"”,
"arn:aws:fis:*:*:experiment-template/*"
]
},
{
"Sid": "PolicyPassRoleExample",
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam::111122223333:xro0le/role-name"
]
}
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Fault Injection Service0ll AH|A 474 243 AL EHHE B ZSHAAIL.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"fis:StartExperiment"
]I
"Resourxce": [
"arn:aws:fis:*:*:experiment-template/experiment-template-id",
"arn:aws:fis:*:*:experiment/*"
]
}I
{
"Sid": "PolicyExamplefoxrServicelLinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "fis.amazonaws.com"
}
}
}
]
}
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CHS H32 Purpose=Test Ef17} = AYH HES0M AEES AE HE S 7 E =
Z22 Y = =AU XIHE B0} gl HERE ALS5to e AdE 25
045t x| e &LCt.
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Test"
}
}
}
]
}

=

Ct= A2 Purpose=Test ElO7} Q= A HESS AXlg HEHE FoighLict

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fis:DeleteExperimentTemplate"
1,
"Resource": "*",
"Condition": {
2 o Al
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"StringEquals": {
"aws:ResourceTag/Purpose": "Test"
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",

iam:ListUserPolicies",

iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

jam:ListPolicies",

jiam:ListUsers"

_|>|
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"Resource": "*"

of: ec2:InjectApiErroxrl| =71 7| AFE

CtE o HA2 ec2:FisTargetArns 274 7|8 AFE35t04 CHef 2|AA 0| HYE XI™HELICH Ol ™
M2 AWS FIS 2] aws:ec2:api-insufficient-instance-capacity-error L& &L
Claws:ec2:asg-insufficient-instance-capacity-error

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "ec2:InjectApiExrror",
"Resource": "*",
"Condition": {
"StringEquals": {

"ec2:FisActionId": [
"aws:ec2:api-insufficient-instance-capacity-errox",
"aws:ec2:asg-insufficient-instance-capacity-errox"

]

}
}
}I
{
"Effect": "Allow",
"Action": "ec2:InjectApiErrox",
"Resource": "*",

"Condition": {
"ForAllValues:AxrnLike": {
"ec2:FisTargetAxns": [

"arn:aws:autoscaling:*:*:autoScalingGroup:uuid:autoScalingGroupName/asg-name"

1

},
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{
"Effect": "Allow",
"Action": "autoscaling:DescribeAutoScalingGroups",
"Resource": "*"

}

]
}

0dl: aws:s3:bucket-pause-replication® =71 7| Al

CHS oflA| ME2 S3:IsReplicationPauseRequest =71 7|1& AF&3t0{ AWS FIS &t
ol HEAEN| M AWS FIS7t AA8 3= GetReplicationConfiguration <0t

PutReplicationConfiguration & &{&&LICtaws:s3:bucket-pause-replication.

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"S3:PauseReplication”
]I
"Resource": "arn:aws:s3:::mybucket"”,
"Condition": {
"StringEquals": {
"s3:DestinationRegion": "region"
}
}
}I
{

"Effect": "Allow",
"Action": [
"S3:PutReplicationConfiguration"”,
"S3:GetReplicationConfiguration"
]I
"Resource": "arn:aws:s3:::mybucket",
"Condition": {
"BoolIfExists": {
"s3:IsReplicationPauseRequest": "true"
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}
}
},
{
"Effect": "Allow",
"Action": [
"S3:ListBucket"
]I
"Resource": "arn:aws:s3:::*"
}I
{
"Effect": "Allow",
"Action": [
"tag:GetResources"
1,
"Resource": "*"
}
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "fis.amazonaws.com"
}
}
}
]
}
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{
"Statement": [
{
"Effect": "Allow",
"Action": "*",
"Resource": "*",
"Principal": "*"
},
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"Effect":"Deny",
"Action": "*",
"Resource": "*",
"Principal": {
"AWS": [ "123456789012" ]
}
}
]
}
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