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(1,
"arn:aws:iam: :123456789012:role/AllowFISActions",

"experimentReportConfiguration":{},
{3

"stopConditions":
"experimentOptions":{},

"roleArn":
"tags":

Al

AWS Fault Injection A{H|A

ol [ <0
. Kr o

. 1] y
i I & &
E_”_ ol :_I
4 Bl 0
1o il - ol
<l P K 3

1j0! - e
o A = KT
e 1 o
— S —_ —
1o ™ [ile) TR
K %) Ho D
(@) - < o
%) IT.AI == __OL
: 5 o

o
© of o LHo
5 < % X .-
£ o = S O
S K] . ol )
o 0 =] <l ol
= O Wl Lo s
%) %) _ ofl

I} 1l

= = 2 L40
< < 3 I-h
o ofn a 33
R2 p2 " =)
" 9 s
=l =l © 4t
o o T o W
o o W ol T
0 0 ol g5l ®F
%0 0 = omol Vg
o e
¢ W oged mZT T oo
EE EE ﬂ”ﬂ ™ms oo
il m = ok o
@ @ S ol K0 W (Tl o
<l Ay omom KTy ®|l o
T 03 O W™ ug  wH @y
5 ) HU X S | < = T N 3 i
do d D w@g K Il a1 s s SIf 81l
TR X2 @mw W o k| e k| k| wr| e O
me uwf owe <€ WwWH o wwW o IFT o, . . .. Kl

{

"actions":
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"action_name": {

"actionId": "aws:service:action-type",
"description": "string",
"parameters": {
"name": "value"
I
"startAfter": ["action_name", ...],
"targets": {
"ResourceType": "target_name"
}

[}

description
AE(ME AbEhILICE.
parameters

A ohetofE.

startAfter
ol Bteig Alxtsty| Mofl gt ok sHe RE RrdelLich 2% K| gho ™ Aol AISHE mf of &
o| Al=EL|LCE.

targets
Ard CHA.

O A|E the section called “ZF¢] of” MME B X5HA| 2.

XFO4 AI|:|=|x|.
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Zt AWS FIS Zdoi= CtS Aol A7 Q&LICEH
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aws:service-name:action-type
0 € Eo0fCl3x 22U CHA Amazon EC2 QIAEAE S X|&LCH.
aws:ec2:stop-instances
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aws:ssm:send-command 24 E ALE5t0{ ALEXt X|H 2LF K82 XIYELICH aws:ssm:send-
command 0= SSM EAMS| Amazon 2lAA O|&(ARN)S 222 #F[5l= documentArn It2HO]
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"targets": {
"ResourceType": "resource_name"
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« AutoScalingGroups — Amazon EC2 Auto Scaling 1 &
« H{Z! - Amazon S3 H{Z!
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- DB QIAEA — Amazon RDS DB QIAEHA

« QIAEIA — Amazon EC2 RQIAEIA

- ManagedResources - ARC &3 Tgtoi| CH5H & A 3HEl Amazon EKS Z2{AE, Amazon EC2
Application and Network Load Balancer & Amazon EC2 Auto Scaling & &!LIC}.

e« E JE -Amazon EKS =-E O &
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+ ReplicationGroups — ElastiCache A 1 &
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ChS X2 targetInstancesthe CHYE AL83dto AEE EC2 QIARAE FXIELICH 28 0
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"actions": {
"stopInstances": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"startInstancesAfterDuration": "PT2M"

},
"targets": {
"Instances": "targetInstances"

CtS Y2 targetSpotInstancesEls TS ALE 610 AHEI AT QIARAE SX|ELICH &
o QUARATL SEHE WHR| 28 ™ Z|CHRILICEH

"actions": {
"interruptSpotInstances": {

"actionId": "aws:ec2:send-spot-instance-interruptions",
"parameters": {
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"durationBeforeInterruption": "PT2M"
1,
"targets": {

"SpotInstances": "targetSpotInstances"
}

_,_
(o)

CHS Y2 oy ME40 o g 7t

"actions": {
"disruptAZConnectivity": {
"actionId": "aws:network:disrupt-connectivity",
"parameters": {
"scope": "availability-zone",
"duration": "PT5M"
.

"targets": {
"Subnets": "targetSubnets"

of: EKS 2t =

Al Z| EKS 22{AE{Q EC2 QIAEA &

CH2 B Y2 targetNodeGroupsete CHEE AHE 50 Al E
50%E SZE&LICH.

"actions": {
"terminateWorkers": {

"actionId": "aws:eks:terminate-nodegroup-instances",
"parameters": {
"instanceTerminationPercentage": "50"
},
"targets": {
"Nodegroups": "targetNodeGroups"
}

=
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AE gz-in-parameters

CtS &2 m2t0|e] Ll duration-in-parameteres St #E|d 2|4
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=
=

CH4 0| 2| 7|2 ManagedResources AFEELILCE.
{
"description": "aaa",
"targets": {

"ManagedResources-Target-1": {

"resourceType": "aws:arc:zonal-shift-managed-resource",
"resourceArns": [

"arn:aws:elasticloadbalancing:us-east-1:0124567890:1oadbalancer/app/
application/11223312312516",

]I

"selectionMode": "ALL"

}
b
"actions": {
"arc": {
"actionId": "aws:arc:start-zonal-autoshift",
"parameters": {
"availabilityZoneIdentifier": "us-east-1a",
"duration": "PT1M"
},
"targets": {
"ManagedResources": '"ManagedResources-Target-1"
}
}
b
"stopConditions": [
{
"source": "none"
}
1,
"roleArn": "arn:aws:iam::718579638765:role/fis",
"tags": {3},

"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "fail"
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"targets": {
"target_name": {
"resourceType": "resource-type",
"resourceArns": [
"resource-arn"
1,
"resourceTags": {
"tag-key": "tag-value"
3,
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"parameters": {

"parameter-name": "parameter-value"
},
"filters": [
{
"path": "path-string",
"values": ["value-string"]
}
1,
"selectionMode": "value"

[}

target_name
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« aws:arc:zonal-shift-managed-resource - ARC &3 Hgtol S E AWS Z[AaA
- aws:dynamodb:global-table — Amazon DynamoDB 2 2 E{|0|=
« aws:ec2:autoscaling-group — Amazon EC2 Auto Scaling &

- aws:ec2:ebs-volume — Amazon EBS =&

« aws:ec2:instance — Amazon EC2 QIAEA

« aws:ec2:spot-instance — Amazon EC2 AZH QIAEA

- aws:ec2:subnet — Amazon VPC MEU!

« aws:ec2:transit-gateway — M& 70| E 0]

- aws:ecs:cluster — Amazon ECS Z2{AH

- aws:ecs:task — Amazon ECS EfA 3

- aws:eks:cluster - Amazon EKS E2{AFE]

+ aws:eks:nodegroup — Amazon EKS = E 15§

» aws:eks:pod — Kubernetes X =

« aws:elasticache:replicationgroup — ElastiCache X 21 &

- aws:iam:role — IAM 23&f

- aws:lambda:function — AWS Lambda & =

- aws:rds:cluster — Amazon Aurora DB 2{AH

- aws:rds:db — Amazon RDS DB QIAEA

« aws:s3:bucket — Amazon S3 H{Z!
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"filters": [
{
"path": "Component.Component.Component",
"values": [
"string"
]
}
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CHS 252 2 E 2|44 EEol| HEFLICH

- B2t SYet HEE Z&slod oi] EE7L MBSkl 89 ElaAE MEjste{H 2 E EEE YAl
;

ZIO| MBEle B SIAAE MEHSIE{™ SlLEo| ZHE x|S0k EHLICt. OR
« MHAP| ZE0| AZ |%x|0|A 0d2] Zto| ehZd=|H StLt2| ZHo| U X|IGHOF B AAE MEHE £~ Ql&
LIC}. OR
« BN 71/Z2F Ho{ol M Lx|A|ZIEdH EfTHEZ CHA SIAAE CHA MEHSHOF BHLICH S &F )

CHE ZEolle & 2las Yol cHet M4 dYE 7HX= ol AASE = U= API 243t AWS CLI
WHO| ZEE|o] UELICEH AWS FISE AFZXHE CHAISHO] Of2HEt 2hdg Mo XIHE EEHE
ML sig dBMo= 7I2xMo= Autof 28 ElE 2lAaATt MHE|0{ UESLICH 0§ S0
Describelnstances B Mol= %20 SEE QAAHATL Ztof| EAIE = QUCtD LI }U&LCH

aws:arc:zonal-shift-managed-
resource

aws:ec2:autoscaling-group
aws:ec2:ebs-volume
aws:ec2:instance
aws:ec2:subnet
aws:ec2:transit-gateway
aws:ecs:cluster
aws:ecs:task
aws:eks:cluster
aws:eks:nodegroup

aws:elasticache:replication
group

ListManagedResources

DescribeAutoScalingGroups

list-managed-resources

describe-auto-scaling-groups

DescribeVolumes

Describelnstances

DescribeSubnets

DescribeTransitGateways

DescribeClusters

DescribeTasks

DescribeClusters

DescribeNodegroup

DescribeReplicationGroups

describe-volumes

describe-instances

describe-subnets

describe-transit-gateways

describe-clusters

describe-tasks

describe-clusters

describe-nodegroup

describe-replication-groups

20


https://docs.aws.amazon.com/autoscaling/ec2/APIReference/API_DescribeAutoScalingGroups.html
https://docs.aws.amazon.com/cli/latest/reference/autoscaling/describe-auto-scaling-groups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVolumes.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-volumes.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeInstances.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-instances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-subnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeTransitGateways.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-transit-gateways.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeClusters.html
https://docs.aws.amazon.com/cli/latest/reference/ecs/describe-clusters.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeTasks.html
https://docs.aws.amazon.com/cli/latest/reference/ecs/describe-tasks.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeClusters.html
https://docs.aws.amazon.com/cli/latest/reference/eks/describe-clusters.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeNodegroup.html
https://docs.aws.amazon.com/cli/latest/reference/eks/describe-nodegroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeReplicationGroups.html
https://docs.aws.amazon.com/cli/latest/reference/elasticache/describe-replication-groups.html
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2las R API 2% AWS CLI &¥
aws:iam:role ListRoles list-roles
aws:lambda:function ListFunctions list-functions
aws:rds:cluster DescribeDBClusters describe-db-clusters
aws:rds:db DescribeDBInstances describe-db-instances
aws:s3:bucket ListBuckets list-buckets
aws:dynamodb:global-table DescribeTable describe-table

0{ A|= the section called “Z/E{ 0i|A|” MM 2 E A2

2| AA mtgtolE
2lAA Oiet0|ElE EX™ 7|1F0 Wel CHa 2lAAE Ao,
CI2 2lAA Q% e niZla|E{E X|&EhLct.

aws:ec2:ebs-volume

- availabilityZonelIdentifier - CH& =&0| Z& & 7}& @A o| I E(04: us-east-1a) &L
Ct.

aws:ec2:subnet

 availabilityZoneIdentifier - CH& MEYIO| & E 7t& QA o| I = (04| us-east-1a) &
£ AZ ID(Ml: use1-az1) LICt.

- vpc- O MeEuio] Z&E vPCILICtH HA™EY stLt o4 o] VPCE X|§5HR| b & LICEH
aws:ecs:task

« cluster - CH& 20| Z&H&E FHAEHULICH

« service - CH&f 40| & MH[A QLT
aws:eks:pod

 availabilityZonelIdentifier — ME{ A QILICH CHe Z=71 Z & E

7
E E0{us-east-1dlLICt. ZEQ| SAE |Pe} EHAE MEY Q| CIDRE H|mmst0{ ZE 9|
7H8 ¥g A™ELct.

clusterIdentifier - Z4£L|Ct CHA EKS 22{AE{Q| 0|& == ARN.
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListRoles.html
https://docs.aws.amazon.com/cli/latest/reference/iam/list-roles.html
https://docs.aws.amazon.com/lambda/latest/api/API_ListFunctions.html
https://docs.aws.amazon.com/cli/latest/reference/lambda/list-functions.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeDBClusters.html
https://docs.aws.amazon.com/cli/latest/reference/rds/describe-db-clusters.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeDBInstances.html
https://docs.aws.amazon.com/cli/latest/reference/rds/describe-db-instances.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/cli/latest/reference/s3api/list-buckets.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://docs.aws.amazon.com/cli/latest/reference/dynamodb/describe-table.html
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« namespace - 25 QIL|Ct CHa ZE 9| Kubernetes WA H O|A.

[
« selectorType - ZL|CH MEHT| . 7t58t 242 labelSelector, deploymentName,
podName &I L|C}.

« selectorValue - ZE=lL|Ct MEHT| ZEILIC} O] /2 selectorTypel| Zto 2t HEHE
L|Ct.

+ targetContainerName — MEH AFEQILICEH ZE AP0l Ho|El CHA Z4El|0[L{ 2| O|& LIt
7|22 2ty 2= AFQFol| HolEl & wimlf Z4E| oL &Lt

aws:lambda:function

« functionQualifier — MEH A}
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HEISLATESTS AFB5tE B2 7|8 &4 ARNO| CHEH 5 &1 ARNSLATESTOIE &£
O 27 o LE{ELICH Lambda HTH0fl CHEF XEM[EH LIE 2 AWS Lambda AHE AEA{ 2|
Lambda &+ H 2E|E FHEHML.

HoULICH Ao 2 RIS 40| B EE WAL 3
2 2 CHA EE| MEl 742 5

aws:rds:cluster

« writerAvailabilityZoneldentifiers— A& AFEQILICt DB EAE 202 7t8 &

AULICH 7t g2 &lEE FEE 718 3 AlEX S8, a11LICH
aws:rds:db

« availabilityZoneIdentifiers — 4154 AL QILICH FES WS DB QIARHAO| 718 A
5

o =
LIch 7St g2 2R E FEE 718 4 AlgERt S5, al1LCh
aws:elasticache:replicationgroup

« availabilityZoneIdentifier - ElL|ct CH L E7F ZFE 718E FHo| Z=(o:
us-east-1a) £ = AZ ID(04l: use1-az1)LIC}.

MEH D&

- =1
MEf R E & X|Ysto] AHEE 2440 HRIE XIHELICH AWS FISE CHS ME ZE S X[ ELICH

« ALL - 2 E cHefof CHal 2fdS A=-groict

« COUNT(n) - AlHEE CHA oM REQ2 MEfSH X El 0| CHANof CHa Zrede AldstLct. o2
£0{, COUNT(1)2 AlHE CHA = 5tLEE MEHSHLICH
. PERCENT(n) = A—!E“EI EH%"O‘”A‘I _?_&!'-?'lg A|_-|E—I|.|%|_|' Xlgil_l Hl%_o_l EH/g'o." EH%H X—ll-?:% AaléoHEI-L—“:I' 04'

E E04, PERCENT(25)= AlHE CHA 0| 25%E MEHEILICEH

rr

= 22


https://docs.aws.amazon.com/lambda/latest/dg/configuration-versions.html

AWS Fault Injection AH|A ALZ%t 7H0|=

F et EIFELICH o & £04, 5712] Amazon EC2 2!

ABEAE MO E FII5I1D HYHE 50% =2 H™HSIEH AWS FISE 271e| QIABAZ LHRIELICE 2lA

A MINELCH &2 HIgS X[-HE = i&LICt o & £01, 4712] Amazon EC2 QIAEAE F7I5t10 &
EHS

fIE 5% =2 HEstH AWS FISE QIAEAE MEISE £ gigL|Ct

2lAA =7} E4£0|1 50%S KX|H5HH AWS FISY

.|
=
St
o=

SR Ch4 B4 RES AR S04 02 CHA S HOlSHe ZS AWS FISE SUS 2|4 AE 043 ¢
Mg 4 laLct

O MEf REE MEsE, KIFe Helol 2laa7t gl Wez #Holx|H A% 2 Mg/t

- XIEE BT U= XIEE VPCO| QIAEA
X

- XIEE mtetdlE 7t /J= 5

of: X|IEE ei27t U= XIEE VPCe| QIAHA

Of ofxl|e| 7t s &t a2 env=prod E{27t = XIHE VPC2| Amazon EC2 QIARAQIL|CH MEH
E = AWS FIS7} O|E{8t T & StLEE FE =2 MBS S XI-FE LIt

{
"targets": {
"randomInstance": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"env": "prod"
},
"filters": [
{
"path": "VpcId",
"values": [
"vpc-aabbccl11223344556"
]
}
1,

"selectionMode": "COUNT(1)"
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}

off: XIGE getolE7t e =Y

ol izl 2l 7Hs B CHA 2 XIME BEIAE U MHIAS AHRSHE Amazon ECS SQILICH M= B
= AWS FIS7} O[2et CH& & StLEE F A2 MBSt 5 X1 ELIct
{
"targets": {
"randomTask": {
"resourceType": "aws:ecs:task",
"parameters": {
"cluster": "myCluster",
"service": "myService"
b
"selectionMode": "COUNT(1)"
}
}
}
ZE of |

- DB 2{AH

0i: EC2 QIARIA

aws:ec2:instance Z|AA Y8 E X|Hst= HHo| CHE ZEE X|H35H AWS FISE Amazon EC2
describe-instances WS AFR5t10 ZIE{E M504 CHAIS AlEdshL|C}.

Instances Of2f #+X9Q1 JSON &34 dtatsrL|ct. Ct=

describe-instances HE ZF QIAEIAT7 21
QILIC} o|E{st ZHEZ AI835l0{ JSON £2 X 0M &M

AH
#4422 EANEIZLEE 285l 22 &2

B2 E X|Hste olME MSgLc

ru_l_

ZE of A 24
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"Reservations": [
{
"Groups": [1,
"Instances": [
{
"ImageId": "ami-©00111111111111111",
"Instanceld": "i-@Qaaaaaaaaaaaaaaa",
"InstanceType": "t2.micro",
"KeyName": "virginia-kp",
"LaunchTime": "2020-09-30T11:38:17.000Z",
"Monitoring": {
"State": "disabled"
},
"Placement": {
"AvailabilityZone": "us-east-1la",
"GroupName": "",
"Tenancy": "default"
I
"PrivateDnsName": "ip-10-0-1-240.ec2.internal",
"PrivateIpAddress": "10.0.1.240",
"ProductCodes": [],
"PublicDnsName": "ec2-203-0-113-17.compute-1.amazonaws.com"
"PublicIpAddress": "203.0.113.17",
"State": {
"Code": 16,
"Name": "running"
},
"StateTransitionReason": "",
"SubnetId": "subnet-aabbccl1223344556",
"VpcId": "vpc-0@bbbbbbbbbbbbbbbbb",
"NetworkInterfaces": [
{
"Groups": [
{
"GroupName": "sec-group-1",
"GroupId": "sg-a0011223344556677"
},
{
"GroupName": "sec-group-1",
"GroupId": "sg-b9988776655443322"
}
1,
ZE oAl 25



AWS Fault Injection A{H|A

iy

iy

1,
"OwnerId": "123456789012",

"ReservationId": "r-aaaaaabbbbbl111111"

1,
]
}
ElaA EEE AH85t0 EH 718 Yo QIAEIAE MEAFIE{M AvailabilityZonel| &4 A2
o 78 Podo| ZAEE 7o 2 X|HGHAIR. oAl
"filters": [
{
"path": "Placement.AvailabilityZone",
"values": [ "us-east-1a" ]
}
15
2l4A TEIS AFR510{ S8 AMEUIO| QIATAE MEHSI 2 SubnetIdo] &4 B2 9 MELIO| D

E
E Zte 2 X|H3M2. oAl

"filters": [

{
"path": "SubnetId",

"values": [ "subnet-aabbccl1223344556" ]

H QAEA HEfof Y= QUALAHAE MEUSIE{H Name 2| £ B22 OIS HEf O|F & stLEE &

X|H35IM 2. pending | running | shutting-down | terminated | stopping | stopped. Of

"filters": [

26
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{
"path": "State.Name",
"values": [ "running" ]
}
1,
0f2{ 2ot 1E0| AFE QIAEA
AU B EEE KIHELICH oAl
"filters": [
{
"path": "NetworkInterfaces.Groups.GroupId",
"values": [
"sg-a0011223344556677",
"sg-f1100110011001100"
]
}
1,
0fE] Hot 1B 0| 25 HAE QATAE Metsiz{pio] 44
ot 1& IDE AME35t0{ 042 HEIE XI™ELICH o Al
"filters": [
{
"path": "NetworkInterfaces.Groups.GroupId",
"values": [
"sg-a0011223344556677"
]
.
{
"path": "NetworkInterfaces.Groups.GroupId",
"values": [
"sg-b9988776655443322"
]
}
1)

aws:rds:cluster 2|AA
describe-db-clusters &

A 74
(=)

INESEE
£ Algefict

2GroupIdet ZF ZE{oi CHEF B &

52 AWS FISE Amazon RDS
El

o ol

ZIE of |
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describe-db-clusters @& 2t DB 22{AE{ 0l CH3H Ct=2 0 FALSH JSON £33 BHEHEILICEH CHS 2
##HE EANTE ZHEE X85t 28 E-HQLICH o8 ZEE AIE3510{ JSON £31 X0 &4

B2 E X|Yst= M E MSELICH

[
{
"AllocatedStorage": 1,
"AvailabilityZones": [
"us-east-2a",
"us-east-2b",
"us-east-2c"
1,
"BackupRetentionPeriod": 7,
"DatabaseName": ""
"DBClusterIdentifier": "database-1",
"DBClusterParameterGroup": "default.aurora-postgresqlll"”,
"DBSubnetGroup": "default-vpc-01234567abcl23456",
"Status": "available",
"EarliestRestorableTime": "2020-11-13T15:08:32.2117",
"Endpoint": "database-1l.cluster-example.us-east-2.rds.amazonaws.com",
"ReaderEndpoint": "database-1l.cluster-ro-example.us-east-2.rds.amazonaws.com",
"MultiAZ": false,
"Engine": "aurora-postgresql",
"EngineVersion": "11.7",
}
]
57 DB TS S 5He DB B2AE{R BHErstE 2lAA TEE M 5H240 OHS ol 20l 44 2
ZE EngineZ X|™H5t1 72 aurora-postgresqlZ X|HGIAMIL.
"filters": [
{
"path": "Engine",
"values": [ "aurora-postgresql" ]
}
1,
S 7t8 Yol DB E{AEDt BHEtstE 2|4 EHEE MESE{H O3 oflet 2ol £ B=et &
2 X|™H5tM
"filters": [
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{

"path": "AvailabilityZones"
"values": [ "us-east-2a" ]

]I

AWS FISof CHer x| =7

AWS Fault Injection Service(AWS FIS)= AWS 2T ZE=0f|M AE S oHXEH A Adie £+ Q= Ao &
7tEB|Ye MBELch X 2742 Amazon CloudWatch ZE 2 E'QI?_F olA|Ztof et

2 SXlet= HFALIEYULC A% &0 X 2740 E2|HEH
X AR 1" = gL

HA EH

J>
(/)
M
M
w
i
>
i)
nio
Of
ba!
o
C
o
Of

SX| 2742 BrE{™ HX{ ofE2/71|0|MH EE= MH[A Q| oHY HEHE HolstM|2. ot A Ei= ofE 2]
A0|M0| z|Ho| M52 YESte AP E, HIRL|A EE= 7|& X|EE HolELICH X4 Alzt, CPU
25, A H= S2 02 & = A&LICH oHE dEIE AHE5IH ofE 2|7 0| EE= MH|A ES0|
SEL|X| o= oEo EEE 42 A¥E SXl6te O AHEE = U= CloudWatch B2 & M8 =+
Ql&LICt KIAM|EH L2 Amazon CloudWatch AF2 A A 2| Amazon CloudWatch ZE A2 & =X
StMIR.

AER Aoz A" HER A XIEE = U X = of cHet FLF0| UsLct RHAIE LIE
2 AWS Fault Injection Service2| & @ 2 AMgt Al B2 R ZSIMAIL.

A HESS YYE w Y3 CloudWatch ZEE X|5t04 stLt Ol ol BX| =72 XIHELICH

{
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:region:123456789012:alarm:alarm-name"
}
]
}

S o= Ay "RE30l X =7d0| X4 x(o] UX| EZE LIEFHALICH

"stopConditions": [

{

O
Ral
B
[
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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"source": "none"

AEA|S| &otE 7|

CloudWatch Z2 & ddstn AH HES| X =S FItetes GHE EoiF= AaME A E
A0|AM CPU AERA MIME BZSHAL

AWS FISO|M X|5l= 2lAA f30

SES YRS
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0o
ek
N
20
rr
o
(@]
[
o
=
Q
o
0
A
=3
2
o
rot
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00
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» CloudWatch& At&3t04 QIARA 2L

« Amazon ECS CloudWatch X| &

« CloudWatchE& A28t Amazon RDS X|E ZL|E{E
» CloudWatch& AI&35t0 T A X|E ZLIHP

AWS FIS A&lg 9/t 1AM g

AWS Identity and Access Management (IAM)& Z2IXF7F AWS Z2|A A CHEE HMAE CHASHA A

o0& £ U E X|25E AWS MH|AQILICEH AWS FISE AF238tE4™ AWS FIS7H AFE XFE CHAI5}04
Ag AdlE 4 QIEE st Het2 AWS FISO| £046tE IAM Q&S MAJsoF SfLICH A3 EHE
22 dMHE m o] Ay g e XIHELICH B AY AlRol A AlF gl CHEt 1AM HA2 A
HEX0|M CHE S 2 XY 2|AAE £HE = U= HEHS Foidof FLICH CHE HE Aol 32
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/monitoring-cloudwatch-metrics.html
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INTS e

AlZEfet7] Mol AWS CLI & dRIstn 2 Az Hag ddgfict
MAX| AWS CLI

AlEH3E7| ol AWS CLIZ(E) 4 il%h‘i FAELICH & FHE M AWS At BES 3 AWS

CLIstetE MIAIXI7F ZAIELICEH o] Erte| tAoME 7|8 BIME F+ERIct T 7HEE

X| ot 42 2 WHof --region SMHE MEELICH XIMIBH LI 2 AWS CLIAR| =

E ZAWS CLIFEE HEstM 2.
M| A 3 BHET|

O Tl =

gfLch.

AE ROl AWS FIS MHIATH SI82 £ 4 ATS 5{B5HE A= ZH I 2lofob
CHe 412 B RS SoHLIC

ol
AA
fis-role-trust-policy.jsonZl= HAE mgE OF=S0

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"fis.amazonaws.com"
]
.
"Action": "sts:AssumeRole"
}
]
}
E2s5E HelXt EME28E RS2 E5517] 9510 aws: SourceAccount & aws:SourceArn =
AIIE MNEE AE HEEFLICH AA AH2 A-EO ARK0| AA ARN2 go,=19| ARNQILICE.
0 € S01 AZE Yol OtS = 252 F7tstof & LCt

"Condition": {
"StringEquals": {

"aws:SourceAccount": "account_id"
.
"ArnLike": {

"aws:SourceArn": "arn:aws:fis:region:account_id:experiment/*"
}
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html

AWS Fault Injection A{H|A MEXL7tol=

-

.

CHS HH Agol A2 QAAEYOIE AHo| CHA A g
X

= B2 E%
CHS K& +dstod Q2 & EMEZ FIhstod Ty AE AE

s
(o]

AY g2 2 = Us et FINCHE A™Y A i)

{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource":[
"arn:aws:iam::target_account_id:role/role_name"
]
}

Jélléz-ll .|| AWS FIS KI-O-IO." |_-_|.|o|- J_'_.|-E|o=| x4 x_|o| Olhx| El-oloI-L||_-_|. j_E‘|I| éI-
S ME Btsoqof grLct. RFAMIBH LI 2 the section called “AWS 22|33 &
o

J>" |o

ok
fjo

C}S create-role HHE Al&35t0{ A OrE T A Z Ao el BHE A HAg FT1EHL|C.

aws iam create-role --role-name my-fis-role --assume-role-policy-document
file://fis-role-trust-policy. json

CtZ attach-role-policy & & AF&35t0{ AWS E2|& HHE @7 LY.

aws iam attach-role-policy --role-name my-fis-role --policy-arn fis-policy-arn

0{7|M fis-policy-arn2 CtS & sHLFQILICH

« arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorEC2Access
+ arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorECSAccess
« arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorEKSAccess

« arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorNetworkAccess

T A 24 L AwS gl B o 32


https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html
https://docs.aws.amazon.com/cli/latest/reference/iam/attach-role-policy.html

AWS Fault Injection A{H|A MEXL7tol=

« arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorRDSAccess

« arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorSSMAccess

(0]

—

CHS create-role BHES AL85t0 HE S BFE 1T MY 2ol et BHE A Z HHE FIHEfLICH

aws iam create-role --role-name my-fis-role --assume-role-policy-document
file://fis-role-trust-policy. json

2. fis-role-permissions-policy.jsoniteE BHIAE Mg BtE1 M HAMZ FIILCH
AMHEHoZE ME8E = U= HXE EE{H OS2 & X5HMIR.

. QF T ®hd . C}=2 Mo M A|RHEILICEH

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowFISExperimentRoleFaultInjectionActions",

"Effect": "Allow",

"Action": [
"fis:InjectApiInternalError",
"fis:InjectApiThrottleError",
"fis:InjectApiUnavailableError"

1,

"Resource": "arn:*:fis:*:*:experiment/*"

}
]
}

« Amazon EBS %] - CtS HAH0i| M A|ZFEFLICEH

"Version": "2012-10-17",
"Statement": [
{

Ifo
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https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html
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"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes"

1,

"Resource": "*"
.
{

"Effect": "Allow",

"Action": [

"ec2:PauseVolumeIO"

1,

"Resource": "arn:aws:ec2:*:*:volume/*"
}

« Amazon EC2 % - AWSFaultlnjectionSimulatorEC2Access X3 ZH0| A A|ZFEHLIC}.

« Amazon ECS % - AWSFaultlnjectionSimulatorECSAccess &3 ZH0{| A A|ZFEHLICE.

0II

« Amazon EKS =2 - AWSFaultlnjectionSimulatorEKSAccess 2240l A A|=HEFL|CH

- WER3 = - AWSFaultinjectionSimulatorNetworkAccess 242401 A A|ZFEFLICEH

« Amazon RDS %2 — AWSFaultlnjectionSimulatorRDSAccess Z240{l A A|ZHEFLICH

- Systems Manager 224 — AWSFaultinjectionSimulatorSSMAccess =AM A A|=FELIC,

o
3. L2 put-role-policy BEZ A& 3094 O EHH0M M8t HEF HAME FIHELICH

- O 1

aws iam put-role-policy --role-name my-fis-role --policy-name my-fis-policy --
policy-document file://fis-role-permissions-policy.json

AWS FISOf| CHEF A BT 4

AWS Fault Injection Service(FIS)E &

Ad
o
AE BSHE O &H 49 = A&LIch
A

Al
CloudWatch CHA|EE0{|A{ o Z2|7H0|MH &
M 047[0| M zip LS CIREESHM 2.

Asioll ChaH AT MOl LIS S BAststm AT A MBSO o3t M 2 742
& o|BtLIC}. CloudWatch CHAIZ =& XIZ5He otz oixiet 20| XIHE 7|zt Sot AE AlZt W B2
AZholl FA40| 2 XIME CHAIZE S| BE 9I5| A4t JEHZ 7 AWS FISO ZEEILIC
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorECSAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorNetworkAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorRDSAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorSSMAccess.html
https://docs.aws.amazon.com/cli/latest/reference/iam/put-role-policy.html
samples/FisExampleReport.pdf.zip
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NLB ProcessedBytes usel-az4
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@ ProcessedBytes

NLB ProcessedBytes usel-az6
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A0l ELIHAWS FIS 2&0M ETME CHREEE = U 2MH Amazon S3 A0 = XEELICEH
HIM 7’80 CloudWatch CHA|EEE& 22 5tH ZH 2|3 o] o|0|X|= MSELICH CHA Ozl 2719
UEZ M3ticancelledZl L AT/ A& (actionsMode7t 2 MHE Z2)of CHSHMHE ET M7}
HHE|X| f&LCtskip-all. A0l A™ C|o|EH E& =& Z1tstH 21 M= Amazon S3 HHZ!
oIME AR E £ &LICH LR 272 Mufst BT ME HMelstn MY E ZF E a1 Mol= AWS FIS
20| MEELICE XFMIEH LI 2 AWS Fault Injection Service 22 2! MME & ZX M 2AWS Fault
Injection Service2| &k 3! X|8F AFEl. GetMetricWidgetimage ! GetDashboard GetDashboard

2 oi| CH8F Amazon S3 2! CloudWatch APl 222| £% L AEZ|X| 20| M E £ Q&LICh.
CloudWatch XtAM|8H LE& 2 Amazon S3 22 & CloudWatch 2= & ZSHMIR.

LHE
- AHETM Y IE
- A EDNM HE
C ME 2 2 AR
A EIMFETAE
2o A YESIol Mex| Mol AE B 1M Aol 2R LI
{
"experimentReportConfiguration": {
"outputs": {
"s3Configuration": {
"bucketName": "my-bucket-name",
"prefix": "report-storage-prefix"
}
b,
"dataSources": {
"cloudWatchDashboards": [
{
"dashboardIdentifier": "arn:aws:cloudwatch::123456789012:dashboard/
MyDashboard"
}
]
b,
"preExperimentDuration": "PT20M",
"postExperimentDuration": "PT20M"
}
}
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https://aws.amazon.com/fis/pricing/
https://aws.amazon.com/s3/pricing/
https://aws.amazon.com/cloudwatch/pricing/
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E AS5tH A Eo Mol 23 E dlo|E{e] £3 CHal, 121 olo|E & Azt HRIE AR XIHE
experimentReportConfiguration® U222 AWS FIS AEo| J&n A E f & o|dlstE Ol
T20| 2 = JAaLcH A" EIM FHE Mol M CheE MBS FELICH

= T AAE

=2y
= 1
AY B M7t MY E ?|X|E experimentReportConfiguration X|H5tE AML|Ct ol M
Ct22 s3Configuration A& 3t04E outputs X ELICH.
« bucketName - 2T M7} X{E=E Amazon S3 HHZ!2| 0| QJL|Ct HZ!2 A&t S Ut 2|0
Q4040F &Lt
« prefix (ME AFE) - E A7} HEE Amazon S3 HZ! LIS FAFRILICEH S ALl CHE U Al
A AEHE = UTF0| EEE AE5tE W0| E&LICH
dataSources
A HEoMol 2 E £7| O|0|E| AAE experimentReportConfiguration X|&EH3sE2Q| M
EHZ] MMQlL|ct

+ cloudWatchDashboards - ET1A0{| Z&E CloudWatch CHA|EE 2| HHE IL|C}. CloudWatch
CHAIEE 1702 A|IsHE L|CE.

« dashboardIdentifier- CloudWatch CHA|2 =9 ARNQILICt @&t 2

™M X|EE Xelstol
CHAIEEmetricol| 80| U= 2E B AL O =7 E T AMoi| & ElL

Ct.

preExperimentDuration

1Mol Z& & CloudWatch CHA|EE X|Eo| A™ ™ 7|zt2
experimentReportConfiguration Holst=29| MEH™ MMo =2 %|C 302 LICt. O
OHEZ 2|70l Ha 4ENE LIEIHLH= Z[ZHOolo{of ELICt | & &0 4

Jef=of AY AlEF 52 ™ol XIZE7F ZEEILICEH K|S Alzte
L.

postExperimentDuration

7ol Y dEf = 57 7|2 E LPEPLH_ 7|l olo 1
2 X[YstH AN TJejzofls MY BE F 587K
86010/ 7|22 20 LCH.
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AWS Fault Injection A{H|A MEXL7tol=

AlS] B 1A B

AWS FIS7} A& ETOME MMetT X
£ 5{&35HoF &rLCt.

ok

£ QI 2 3le4mH AWS FIS A% IAM 23gtod| A Ct

Ojo
Jal
Q

* cloudwatch:GetDashboard

* cloudwatch:GetMetricWidgetImage
* s3:GetObject

* s3:PutObject

{
"Version": "2012-10-17",
"Statement":
[
{
"Action": [
"s3:PutObject",
"s3:GetObject"
1,
"Resource": "arn:aws:s3:::my-experiment-report-bucket/my-prefix/*",
"Effect": "Allow"
},
{

"Action": [
"cloudwatch:GetDashboard"
1,

"Resource": "arn:aws:cloudwatch::012345678912:dashboard/my-experiment-
report-dashboard",

"Effect": "Allow"

},
{
"Action": [
"cloudwatch:GetMetricWidgetImage"
1,
"Resource": "*",
"Effect": "Allow"
}
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ol M X|&3t= Amazon S3 HHZIS3ConfigurationO| CMKZE &3 3tE 732 KMS 7| XAo| FIS Al

o Aol Chst 22 F71 HEHS Foistiof FLich

* kms:GenerateDataKey

* kms:Decrypt

CHZ2 FIS &A™ HEo| A3 3tEl HAU EDME &HHEE = UET SE5t= KMS 7| HE dHO| of
ILch.
{
"Sid": "Allow FIS experiment report",
"Effect": "Allow",
"Principal":
{
"AWS": [
"arn:aws:iam::012345678912:role/FISExperimentRole",
]
},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*"
}
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. AIE A3 SHE HZsHs Ol 2DME AL o ELICH CHAl MEH 28 AL 5tod A
RE SHZELICH OlFol MHsn HTHOR BRE A BTl AESHE Zol E&L
=3

- A IAM g HiX|E MBSt S3 CHa HZ! 2 MSF Aol CHEE ZHA| M A HEHS ALt HZAY
MFA= AWS FIS A% BT Mo|BF ALE35t1 CHE AWS MH[A00] HZA! S MFAto]| CHEF A A&
HEtE §045tX| b= [0l E&LCt

« Amazon S3 ZA| & Z2 AFE5t0d ET M7 U™ Azt SQ EE= F IS 2 MK E|7HLE FHo{Ar0|
X LTS & 4+ U&LICH REMIE LIS 2 2| 222 AL85to] A 22 HXSHAL.

* CloudWatch CHA|2 =7t S8t 21 LHe| HE o AH™Ho| = A< CloudWatch &t 7H|H g+
M2 A250{ AWS FIS SLAHAAEHOIE ANE ZLEZ AX =)

CloudWatch 2& 92| &AA HHOZE #4485 7HLE AWS CLI & API12| Observability Access Manager
HHS ABE £ UL RMEH LI 2 CloudWatch WAt 7H|& #Ha M2 HEFHAML.

ME g2 MEO| CHE MEiS MRelLICH A HETM ST N3 S42 Holg £ s
ME2 AEE I £7H A% SM0| MEELIC

{
"experimentOptions": {
"accountTargeting": "single-account | multi-account",
"emptyTargetResolutionMode": "fail | skip"
}
}

{
"experimentOptions": {
"actionsMode": "run-all | skip-all"
}
}
MBS AIRE O MY S KIYEX| 2™ 7= 2t run-allol ASELIC
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
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AOIM CHE A ABle MY LD oA OlE ANE AWS FIS ME HE

BLICH CHA A2 AWS FIS AEO| BHE We £ 2l BlAA7} ol M AWS
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A BRI A8 5tod CHA BlAA0| QIXIE EAIBLICH A B0 £ 7hx| 242 MZE 4

&L|C}H:

- T AE - 7|28 LCH AE2 AWS FIS AE0o| A™ME|= AWS AHO| E|AAD CHY O = FfL
CH.
- COt8 AlE - 40| o2 AWS AHe| E|laAE CHY 22 & 4 /U&LICH

CH&r A™E o

CE HX AES Aldlsiz{H stk o|Aro| CHAN HIX A2 XdolsHok BfL|ct CHAF HIX A2 Al
o| ch& ol El= ElaA7t (e Z- H™o it accountld, roleArn & S XHELICH M S ES0]
CHEt CHaE A" 742 AI™ IDE nisHoF &LCH

Al
=

oo

o AE HESof CHet 2= CH
7| & EEQl targetAccountConfigurationsCount& EBHEHEFLICH

rIo

CHE AN ME BESS BEH A HES

FAE Fof chiet 2Lt

iul
0jo
rlo
]
0>

{
accountId: "123456789012",
roleArn: "arn:aws:iam::123456789012:role/AllowFISActions",
description: "fis-ec2-test"

}
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AWS Fault Injection A{H|A
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roleArn
description
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o fail - 7|2 ZfLLICH CH

|

-

o

-l

Kl

1

BEE skip-allz
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AWS Fault Injection A{H|A MEXL7tol=

® Note

skip-all 2EO0|M= AWS FIS A& Adstn ElaA0] CHsH 2tHE st ol ERE

TEro| QJEX| FHelg + giaLct

Y 2 niet0lEeE ohE 24 & shLE g&Lch

« run-all- (Z|2&)) Aol Cie 2laaoi CiEh 24 E s=gfLict

« skip-all- &l&o
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AWS Fault Injection A{H|A MEXL7tol=

AWS FIS ] & =X

EF12 AWS Fault Injection Service ()& At&5t04 CH& 0| M A™dste ZE F S ALICIAWS FIS,
= AWS AH|A ZEtol ZX §4 |80l chetol Chal Ol2] 2 E &S AWS FIS MS & Lch MY
HESo U E FUIE CHE, A-E A™dSis ol AASELICH

O] #=xolMe =] meto|e & Ze st IAM Hetof CHEt MEE AWS FISZ &5l042| LHHA{Ql Xt
off CHal AHErLICH AWS FIS £ K= AWS Command Line Interface () 2] list-actions HEE AFHS
5o X|BEl= AWS FIS 2 U2 LIFe == U&ELICTAWS CLI. EH 2ol 0[§ 2 &1 LIH get-
action HHEZ AL&5t0o{ & dof CHEt M2 HEE & = AU&LICH ol AWS FIS BEE M85t &Y
of| CHEH REAMIEH AWS CLILHE 2 B & Z o] AWS Command Line Interface AHE A &l fisE AWS
CLI & Z3tM2.

AWS FIS ] ZH5 gfAloj| CHEF AFAIEH LS
H

2 AWS FISof CHet 2/ed & EFE B ESHAAIRAWS
Fault Injection ServiceZ7} IAMT} EH S &= HHA]

RO

|

. OF Tl 5t
. 27 3t

. Chol 5t

« Amazon CloudWatch &f¢d

+ Amazon DynamoDB %4

« Amazon EBS &f¢d
« Amazon EC2 &t

« Amazon ECS &t

I

2

« Amazon EKS %4

« Amazon ElastiCache &f¢d
« AWS Lambda &rd

. HESI B

« Amazon RDS %4

« Amazon S3 &fed

+ Systems Manager &4
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/list-actions.html
https://docs.aws.amazon.com/cli/latest/reference/fis/get-action.html
https://docs.aws.amazon.com/cli/latest/reference/fis/get-action.html
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/reference/fis/index.html

AWS Fault Injection A{H|A MEXL7tol=

+ AWS FIS0{| A Systems Manager SSM &AM A&
« AWS FIS aws:ecs:task 2 Q] A2
« AWS FIS aws:eks:pod 1 AIE

« AWS FIS aws:lambda:function ] Al 2

ol

= X
_CP_'IT_I_I=I ]

A
e

AWS FIS £ LISt 22 27 F& &S x|HELCH

ko
=

1A

» aws:fis:inject-api-internal-error

» aws:fis:inject-api-throttle-error

» aws:fis:inject-api-unavailable-error

aws:fis:inject-api-internal-error

CHe 1AM 20| BHE Q0| LI 27 & 4RIt Ml SEE ZF MulA 3 APIof 2t Eat
ZLich xtMIE K82 3 MH|A 2| SDK X API HBME HZESIMR.
2las /8

e aws:iam:role

ut2to|E

« duration - 22 A|ZH1E0IM 12A|Zt). AWS FIS AP0 A 22 ISO 8601 & 4|0l EXtPILICE o &
E0{, PTIM2 128 UEIHLICH AWSFIS 2£0IM X, 2 = AlZt =8 28

« service - CH& AWS API U AH O|AJLICEH X|RE|l= 242 ec2LCH

« percentage - LR E F 57| {et ZE29| WEE(1~100).

« operations - LR/ E FUste HUCE, 2 EE FEFLICH ec2 HYAT O|A0 CHE API 2 5
£2 Amazon EC2 APl # X 0| 24 H A 3HA L.

#

—
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 fis:InjectApiInternalError
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_Operations.html

AWS Fault Injection A{H|A MEXL7tol=

aws:fis:inject-api-throttle-error

CHe 1AM 20| BHE Q0| Mgt 7R & UBLICH MR SEE ZF MulA 3 APIof 2t Eat
BLCh xEMIEE LHE 2 31 AMH|A 2| SDK X API MBME HZESIMR.
clas /Y

* aws:iam:role

= ul=
« duration - 22 A|ZH1E0IM 12A]Z}H. AWS FIS API0IA Zt2 1ISO 8601 & 4lo| EXIPILICE o &
E0{, PTIM2 122 LIEtHLICH AWS FIS 2&0M X, 8 & AlZh 8 =gt

+ service - CH&F AWS APl WA TH O|AQILICH X|HE|= g2 ec2Q]L]C}.

- percentage - LR E F 57| {IEt £ 2| HEE(1~100).

- operations - 2FE EZ2 FEFLICH ec2 HIAHO|AM CHE API 21 =
£ 2 Amazon EC2 APl & 20| ZIedZ2 X HMIL.

o

st

 fis:InjectApiThrottleError

aws:fis:inject-api-unavailable-error

CHA 1AM 20| BHE Q%0 A8 + 818 2R 8 MUBich THHRI SE2 2 AHIA AP0
bt EFEILICH AHAIEE LIS ST MHIA0| SDK X AP ABME A ZSHAIL.
SPONEL

e aws:iam:role

o2ko0|E
« duration - 22 A|ZH1E0IM 12A|Zt). AWS FIS API0|A] 22 ISO 8601 & 4|0 EXIPILICE o2
E0{, PTIM2 122 LIEIHLICH AWS FIS 2£0M X, B & AlZH 8 =gt

« service - CH&F AWS API W AT O|AQLICH X[HElE 22 ec2QLC}.

- percentage - L /®E F 57| et ZE 9| HES(1~100).

aws:fis:inject-api-throttle-error 47


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_Operations.html

AWS Fault Injection A{H|A MEXL7tol=

- operations - 2LFE FUSI=E HUo 2, HlEE FEFLICH ec2 HRAHO|AN CHEL API 2 =

()
S &Y
=7 5 Fof U $ 9IS L HEEIAOIME 55| s S BELICH

aws:arc:start-zonal-autoshift

XHElE 2lAA0 EBfEE HAAHO R £4F 718 AYAZ)HM AIS2 2 o|SstD SYE AWS
2|70 e AZsE CHA| 2t SRIELICE O|Z A ot FISE S8l ¥ Ats TEHO| %**”ga* U&LICt,
doq xt5 ™EH2 Amazon Application Recovery Controller(ARC)0 M7 AZo| T ZHo| A X2
&2 01E = Us o7t ATt AWS EHEFE [ ALSXHE CHAISIO] 2laA0f CHE EB{EE AZOA
CHE X2 2 AWS 0|8 & = U= 7S UCH

aws:arc:start-zonal-autoshift &2 AMSHE 0|28t 270l CHE expiresIn EET}H1

2o 2 M™El StartZonalShift, UpdateZonalShift 2! CancelZonalShift APIs ot HIZ{LIE 22 AL 5t
0 3o Met2 AWS FIS ZtE2[EfLICt 0|2 S| AWS FIS £ UIEQT SE = AAHE EXQL 22

o & x| 28t O|HIE T} & ME A2 Q¥ MES A& EWME &= U&LICH ARC 2£0M BHE Al

7 EE= AWS FISZE[Eo 2 EAIT|H AKX ofl & BtE= ¥ ™Met 2ol X|-HEl 7|zhof et 2
Eloict.

|>
Jo

2|4

0%

« aws:arc:zonal-shift-managed-resource

ded Mt 2 El™ 2lAA = Amazon EKS Z2{AE{, Amazon EC2 Application and Network Load
Balancer, ARC ¥ XI5 Tet2 #4388 + /= Amazon EC2 Auto Scaling I1§& &8t 2|4
A FULICH ZHMIEH LIS 2 ARC JHYRF QFLHAM Of X[RE= BlAA S B K& T 2[4a4 &

M3HE HESAIL.
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.resource-types.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-autoshift.start-cancel.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-autoshift.start-cancel.html

AWS Fault Injection A{H|A MEXL7tol=

u}2}0|E

« duration - EZfE/0| O|S|= AlZHLICH. AWS FIS APIOIAM 2t 2 ISO 8601 @Al 2 XA L|Ct.

0 € =01, PTIM2 122 LIEIRLICH AWS FIS 2&0M X, & EE= AlZt =8 =FLIch

- availabilityZoneldentifier - E2{Z0|0] AZo| A Ho{&L|Ct. AZ O|F(us-east-1a) EE= AZ ID(use1-

az1)d &= U&L|CH.

- managedResourceTypes - EZEIE O|SE Elas KRR, HE2 F2EHLULC 7Is8t 242
ASG (Auto Scaling Z1&), ALB (Application Load Balancer), NLB (Network Load Balancer) & EK
(Amazon EKS)IL|C}.

wn

« zonalAutoshiftStatus - CHAIS 2 X|& & 2|AA 9| zonalAutoshiftStatus AEfQIL|C} 78
M2 ENABLED DISABLED, 2! IL|CIANY. 7|22t ENABLEDRILICH

« arc-zonal-shift:StartZonalShift

« arc-zonal-shift: GetManagedResource
« arc-zonal-shift:UpdateZonalShift

+ arc-zonal-shift:CancelZonalShift

« arc-zonal-shift:ListManagedResources
 autoscaling:DescribeTags

» tag:GetResources

CHZ| 2r

AWS FIS = Ct2 Oi7| &Y E X|&E LIt
aws:fis:wait

AWS FIS CH7| 2td S Al=-dgrL|ct,
u2t0o|E

« duration - 22 A|ZH1E0IM 12A]ZH. AWS FIS APIO M Zt2 ISO 8601
S0, PTIM2 122 LIEFHLICH AWS FIS 2£0M X, E EEE AlZH £

- o9

=2
=

CHZ| =hed
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Amazon CloudWatch &
AWS FIS = C}2 Amazon CloudWatch 242 X|gdghL|Ct.

aws:cloudwatch:assert-alarm-state
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« alarmArns - 28 IARNOE = E 2 P EELICE 2|CH 571e] BEE X|IHe = U&LICE.
« alarmStates - Z&E NEHZE, {EZ LEE/LICt 758 BE MdElE
:[NSUFFICIENT_DATA|°=gI L—|E|'.

Ht

| S— -

* cloudwatch:DescribeAlarms

Amazon DynamoDB 2} ¢
AWS FIS £ CHZ Amazon DynamoDB 2f4g X[ EhL|C.
aws:dynamodb:global-table-pause-replication

SA|& Elo|=0 Cift Amazon DynamoDB 22 E|O|& SXE YAl SXIFLICE 20| AIZHE £
Z|cH 582 St Elo|= 0| AL SXE = A&t

ct

0jo
Ho
o

CHA DynamoDB 22 E|0|2 9| Mol 5o 2 FJMEL|CH

Amazon CloudWatch &4 50
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"Statement": [
{
"Sid": "DoNotModifyFisDynamoDbPauseReplicationEXPXXXXXXXXXXXXXXX",
"Effect":"Deny",
"Principal":{
"AWS":"arn:aws:iam::123456789012:role/aws-service-role/
replication.dynamodb.amazonaws.com/AWSServiceRoleForDynamoDBReplication"
I
"Action": [
"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:UpdateItem",
"dynamodb:DeleteItem",
"dynamodb:DescribeTable",
"dynamodb:UpdateTable",
"dynamodb:Scan",
"dynamodb:DescribeTimeToLive",
"dynamodb:UpdateTimeTolLive"
1,
"Resource":"arn:aws:dynamodb:us-east-1:123456789012:table/ExampleGlobalTable",
"Condition": {
"DatelLessThan": {
"aws:CurrentTime": "2024-04-10T09:51:41.511z"
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"Statement": [
{
"Sid": "DoNotModifyFisDynamoDbPauseReplicationEXPXXXXXXXXXXXXXXX",
"Effect":"Deny",
"Principal”:{
"AWS" :"arn:aws:iam::123456789012:role/aws-service-role/
replication.dynamodb.amazonaws.com/AWSServiceRoleForDynamoDBReplication"
},
"Action":[
"dynamodb:GetRecords",
"dynamodb:DescribeStream",

aws:dynamodb:global-table-pause-replication 51



AWS Fault Injection A{H|A MEXL7tol=

"dynamodb:GetShardIterator"
1,
"Resource":"arn:aws:dynamodb:us-east-1:123456789012:table/ExampleGlobalTable/
stream/2023-08-31T09:50:24.025",
"Condition": {
"DatelLessThan": {
"aws:CurrentTime": "2024-04-10T09:51:41.511Z"

}
}
]
}
CHA B0l i AER0| QZIE BlAA HAMO| G S Y 7|7 SO BlAA HA0| MAED
MEO| SREH RS2 AMELICH HM0| s BL 7IE M 2of CfEt 7+ 73 glo| WE 2
0l 71E Aol A QUIEILICH 27 Chg AEol B mh FAol M Zat 2ol MAZLICH

« aws:dynamodb:global-table

ut2to|E

« duration - AWS FIS API0{| A

4 1 4o ERLRLICE o § E01, PTIM2 122 LIEH
LIC} AWS FIS 220 &, = AlZt £5 9

H

—

o

dynamodb:PutResourcePolicy

dynamodb:DeleteResourcePolicy
» dynamodb:GetResourcePolicy

* dynamodb:DescribeTable

tag:GetResources

Amazon EBS £H¢d

AWS FIS = CI2 Amazon EBS %2 x| gtL|Ct.

Amazon EBS ¢4 52
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aws:ebs:pause-volume-io

Amazon EC2 2£ & M&75lo4 ™S AZSI2dH Amazon EC2 AHE AH A 2| Amazon EBSO|A{2]
QF HAEE XM

* aws:ec2:ebs-volume

o2t0o|E

« duration - 22 A|ZF2 1% 0{M 12A|ZFILICE. AWS FIS APIOIAM Zt2 1SO 8601 & Al ERFAQL
Ct. 0 & E0{ PTIM2 18, PT5SE 5%, PT6HE 6A|7HS LIEFHLICH AWS FIS 220M X, B &
E Algt £ 28t X% AlZto] B e (of: PT5S) XM E 7|12 S 1/07F LAl SX|ZIX|2H A
2 Z7IgtsteE ol Aele Az Eo A”o| 2 2El= O AlZHo| H 2 Z& =+ JU&LCH
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 ec2:DescribeVolumes
 ec2:PauseVolumeIO

* tag:GetResources

Amazon EC2 &

AWS FIS = Ct23} Z'2 Amazon EC2 &2 x| &hL|C},

Atoq
|

» aws:ec2:api-insufficient-instance-capacity-error

» aws:ec2:asg-insufficient-instance-capacity-error

* aws:ec2:reboot-instances

» aws:ec2:send-spot-instance-interruptions

* aws:ec2:stop-instances

aws:ebs:pause-volume-io 53


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-fis.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-fis.html
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 ec2:RebootInstances
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aws:.ec2:stop-instances
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aws:ec2:terminate-instances
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» aws:ecs:drain-container-instances

* aws:ecs:stop-task

* aws:ecs:task-cpu-stress
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
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* aws:ecs:task-io-stress

» aws:ecs:task-kill-process

» aws:ecs:task-network-blackhole-port

» aws:ecs:task-network-latency

» aws:ecs:task-network-packet-loss

aws:ecs:drain-container-instances
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 ecs:DescribeClusters
* ecs:UpdateContainerInstancesState
e ecs:ListContainerInstances
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aws:ecs:stop-task
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 ssm:SendCommand
* ssm:ListCommands

 ssm:CancelCommand

aws:ecs:task-network-blackhole-port
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/fault-injection.html
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Blackhole-Port-ECS/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Blackhole-Port/description
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Latency-ECS/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Latency-Sources/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Latency-Sources/description
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Disk-Fill/description

AWS Fault Injection A{H|A MEXL7tol=

ClE2 2&0 eade = Ae 2Rl of LCt.
{"DurationSeconds":"60@", "InstallDependencies":"True"}

AWSFIS-Run-lO-Stress

stress-ng =T E At&3504 QIAEAM M IO AEDAE MAELICE AWSFIS-Run-I0-Stress SSM &
ME ArS gLt

o
stel @

0%

(2

ME>

HE)
aws:ssm:send-command/AWSFIS-Run-lO-Stress

ARN
arn:aws:ssm:region::document/AWSFIS-Run-1O-Stress
A metolE

« DurationSeconds - ZQILICH 10 AEB|A HAE Q| X|& AlZh(Z=)LICtH

» Workers — M8 AtgfelL|ct =t ol 2 HIZ 2| oHEE A7/ 7| 2L, ZA S7I8t L FHA| 4]
E =& sto] =&st= YR £=. 042 6t ZEMATE S YT ool M ChEt 1/0 2 ==~
Lict 72 22 1L

 Percent— ME AFEQILICE 10 AEE|A HAE S0 AFSE Tt A|ARIQ| 07 37t HI2 L}

7122t 80%LCt.
« InstallDependencies — ME4 AF&QIL|C} Zf0| TrueO|d Systems Manager7t CH&F QIAEIAO| EH
=)

e S5HES RIELICHoA HXIEX| f2 B2). 7IBAU 2 TrueLICH SHI2 stress-ng 2L

Ct.
CIE2 2&0 e2de = e 2Rl of &lLCt.
{"Workers":"1", "Percent":"80", "DurationSeconds":"60", "InstallDependencies":"True"}

AWSFIS-Run-Kill-Process

killall 2 AF250{ QIAE AN R HE T2 MAE SX|ELICH AWSFIS-Run-Kill-Process SSM
EME AEELCH
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-IO-Stress/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Kill-Process/description
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el K22 HE)
aws:ssm:send-command/AWSFIS-Run-Kill-Process
ARN

arn:aws:ssm:region::document/AWSFIS-Run-Kill-Process

E A otet0[E

M

* ProcessName -

O
>
o
K
u

FL|ct MlA 2| o|& &lLCt.
o

« Signal — M4 ALE !

L]
TE MEE 4ol Y

Ch BP0 &7 ™&e Az lLict 7hsE 2f2 SIGTERM(= MR 7F F Alst
- 4\_ AN =2

=
Bt SIGKILL(FAIE &= iz 2h)uct 718222 SIGTERMYLCE.

« InstallDependencies — 2B AF&QIL|C} 70| True Ol Systems Manager7t CH& QIAEIAO| EHE

C%D C HA
gt 5 S LRIYLICHOE ERIZIX| gf2 B2). 7|2 U2 TrueLICt SHE2 killall LTt

chee Eéol YUY 4 s Sxtyol oLt

{"ProcessName" :"myapplication", "Signal":"SIGTERM"}

AWSFIS-Run-Memory-Stress

stress-ng T E AIE3504 QIAEA N HZE AEDAE MELICEH AWSFIS-Run-Memory-Stress
SSM EME ArSELCH

o
SEEED

0%

(2

MR

HE)
aws:ssm:send-command/AWSFIS-Run-Memory-Stress

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Memory-Stress
A mietolE

« DurationSeconds - ZQlL|CH HZE| AEHA EHAEQ| X|& AlZHE)ILICE.
« Workers — 414 AFEHQILICEH 7t HIEE| AEYA 2010 . 7|2 Zt2 1LC}

* Percent- EQlLICH HZE| AEBA HAE ol ASE 7ty HIZE[2| HIE LT
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Memory-Stress/description
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« InstallDependencies — M& A& ILIC} 20| TrueO|™ Systems Manager7t CH& QIAE AN EHQ
gt BSEEE ER[FLICHot A EXIEIX| ef2 BR). 7|22 TruedLICt L2 stress-ng L

C}.
CIE2 2&0 e2de = Ae 2Rl of &lLCt.
{"Percent":"80@", "DurationSeconds":"6@", "InstallDependencies":"True"}

AWSFIS-Run-Network-Blackhole-Port

iptables T E AI85t01 T2 EZ L ZEOf C{E QHRE & OfRHRE ECf=EE AAIELICE.
AWSFIS-Run-Network-Blackhole-Port SSM 2 ME At2gtL|Ct.

o
sl R

0%

(2

g

HE)
aws:ssm:send-command/AWSFIS-Run-Network-Blackhole-Port

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Blackhole-Port
EAM m2tolE

* Protocol - ZQLICt Z2EEE. 7t58 22 tcplt udpLCH

7t
- Port- B4 QLich ZE HE QLT

. TrafﬁcType MES A RILICH EiE RYEULICH 7ts8t 2t2 ingress®t egressLICt 7|2
2 ingresslLC}.

« DurationSeconds - EIL|CH HIERT 23 E HAE AlZh(E)LCH

- InstallDependencies — M= A& IL|C}. Z£O|
C>
:

ueO|™ Systems Manager7} CH4&F QIAE A E
gt B5YE AR[ELIchotd EXIEIX| & gL

Tt
AR). 7|22t2 TruedLICt 342 atd, dig, Iso

iptables & L|C}.
Cte2 2&0 g = U= EALE Q| of| Lct.

{"Protocol":"tcp", "Port":"8080", "TrafficType":"egress", "DurationSeconds":"60",
"InstallDependencies":"True"}
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Blackhole-Port/description

AWS Fault Injection A{H|A MEXL7tol=

AWSFIS-Run-Network-Latency

tc T E AFE5H0{ HEYH T QIE{mo|AM X1 A|ZF2 FTHELICH. AWSFIS-Run-Network-Latency
SSM EME ALEELICE.

o
S

0%

=

g

HE)
aws:ssm:send-command/AWSFIS-Run-Network-Latency

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Latency
EXM m2tolE

* Interface — ME4 ALEILICH HERZ QIE{H|O[A/LICH 7|27t ethoLICH.
« DelayMilliseconds — MEH4 AFEF IL[CH 2| = Eelel X AlzhLct Z[22f2 200 L(Ct.
(@)

« DurationSeconds - Z<IL|Ct HER 3 X[ Azt HIAE AlZHZE)RILICEH

- InstallDependencies — ME A& QILIC} 20| TrueO|™ Systems Manager7t CHA QIAEA M| EHQ
gt S EE ARIFLICHotE EXIEIX| &f2 AR). 7|22 2 TruedLICt 3442 atd, dig & tcg

LICF.

CHE2 2&0 U3E = U= EXEL] ol Lo

{"DelayMilliseconds":"200", "Interface":"eth@", "DurationSeconds":"60",
"InstallDependencies":"True"}

AWSFIS-Run-Network-Latency-Sources

EH AA0HM 27t ECfEE XMEIStE tc TT7E AFE 3510 HES|T QIE{H| o|A0| X|od AlZkat X|
£ F7Ih&LICH AWSFIS-Run-Network-Latency-Sources SSM 2 A E AF&gtLICH

m

2
104

Jo
og

(2

Mp>

M)
aws:ssm:send-command/AWSFIS-Run-Network-Latency-Sources
ARN

arn:aws:ssm:region::document/AWSFIS-Run-Network-Latency-Sources
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Latency/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Latency-Sources/description

AWS Fault Injection A{H|A MEXL7tol=

EXM m2kolE

* Interface — ME A ILICH HEX3 QE{H|o|ALICH 7|27t ethoRILICH.
- DelayMilliseconds — B4 ALEFILICH L2| = Ehe|of X|od AlZtLICH 71222 200 LTt

« JitterMilliseconds — ME AP QIL|CEH 22| = EH|e| X[ELICE 7|22 10.

* Sources - QLICH SlEZ FEED S0l e AAULICH 7HSEH 22 IPv4 34, IPv4 CIDR
=25, =2l O|F, DYNAMODB & S3RIL|Ct DYNAMODB EE= S3& x| ol X 2IH 2|
2| A= ZQlEof B M EL|C}H

* TrafficType — ME4 AL QILICH ECE RYEQLICEH 7St 22 ingress®t egressQILICH 7|22
2 ingress&lL|Ct.

« DurationSeconds - ZQILICH HE 3 X[Q1 AlZt EHIAE A[ZHZE)QILICEH

« InstallDependencies — A& AF&QIL|C} 70| TrueO|d Systems Manager7f CH& QIAEIAO EH

ol

3t S5 MHE MRIFLICHOIR MRIEIX| ot AR). 7IB U2 TrueLICH S5 42 atd, dig, jq,
Isof & L|CHc.

OS2 &0l U3E £ e EXEL] of L

{"DelayMilliseconds":"200", "JitterMilliseconds":"15",
"Sources":"S3,www.example.com,72.21.198.67", "Interface":"ethQ",
"TrafficType":"egress", "DurationSeconds":"6@", "InstallDependencies":"True"}

AWSFIS-Run-Network-Packet-Loss

tc TTE AF235t04 UIERT QE{Ho|A0 D! &4 FIIEHLICH AWSFIS-Run-Network-Packet-
Loss SSM EME ALSELICH

o
stel @

0%

(_=.'__/|§
—_=

2
0l0

aws:ssm:send-command/AWSFIS-Run-Network-Packet-Loss

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Packet-Loss
A mi2tolE

* Interface — 4184 At ILICH HE S| QE{HO|AILICH 7|22t 2 ethoILICE.
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Packet-Loss/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Packet-Loss/description
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+ LossPercent — ME4 AL QILICI THZ! &AIO| HEE. 7IB4I2 7% &lLICE
+ DurationSeconds - 2 ILICH HERX A THZ] &4 E|AE AlZHZE)QLICE

« InstallDependencies — ME A& ILIC} Zf0| True@! B Systems Managere CHA QIAE AN
ZIQst F&MHE MxIFLICE 71222 TrueLICH S5 M2 atd, Isof, dig & teL|C}.

r

CtE2 2&0 e3de = e XAl of &lLCt.
{"LossPercent":"15", "Interface":"eth®", "DurationSeconds":"60",

"InstallDependencies":"True"}

AWSFIS-Run-Network-Packet-Loss-Sources

E™ AANM @7t EBEE MHEIStE tc EFE AF25104 HELT QIE{H o|A0 IHZ! £&AME F
7FeFL|Ct. AWSFIS-Run-Network-Packet-Loss-Sources SSM 2 AME AF2EFLICT

2
2

=l
o

(2

Mp>

HE)
aws:ssm:send-command/AWSFIS-Run-Network-Packet-Loss-Sources

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Packet-Loss-Sources

A mi2tolE

* Interface — B4 ALEQILICH WER3 QIE{HO[AQLICH 7|22t ethoRILICH.

« LossPercent — MEH Al IL|CH THZ] &AlO| iR E 7|2 22 7% RILICH

 Sources - ZQILICH 2 EE FRE|T SHMO| gl AAQLICH 7tsE 2h2 IPv4 4, IPv4 CIDR
£ Tl 0|&, DYNAMODB &/ S3QlL|CH. DYNAMODB & S38 X|H5le B2 ols %:IXH 2|9

2|x A= ZOlEofOF M=},

To -
. TrafficType—*‘lEH ArerelL|ct EBNE SEULICH 7Hs8t 242 ingress®t egressILICH 7|22t
2 ingress®L]C}.
« DurationSeconds - E=IL|Ct HESIZ I &4 EHIAE AlZHZE)ILIC.

« InstallDependencies — A& AF&QIL|C} 20| True®@l A< Systems Manager= CHAF QIAEIA O]
Lot Z&HHE MRIELICH 7|BZ22 TrueLICH 442 atd, dig, jg, & Isof&IL|CHc.

CHE2 2&0 U3E = U= EXLEL] ol Lo
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Packet-Loss-Sources/description

AWS Fault Injection A{H|A MEXL7tol=

{"LossPercent":"15", "Sources":"S3,www.example.com,72.21.198.67", "Interface":"ethQ",
"TrafficType":"egress", "DurationSeconds":"60", "InstallDependencies":"True"}

AlS] HIZ S of| A|E E 24T the section called “AFT™ A E AWS FIS SSM A AlSl EHS TR SHA

AHaM o Als QIAEHANM CPU AED A A EHHE FHASAMR.

1. https://console.aws.amazon.com/systems-manager/ AWS Systems Manager 2& 2 LILC}.

EFA B0 A L C BHE| Q423 AlSHe MENSL|C)H

FE 7|15 =0l EEE Ar8stod EM A /RIE s&LIch
2 [e)

o bk~ 0N
o oF

aws:ecs:task 212 A}25104 Amazon ECS EfA T 0| 2FE F& £ Q& LICH Amazon EC2 2
Fargate &

:|0 J
oI
o
A
rio
il
-
[u]l

o|2{8t 22 AWS Systems Manager(SSM) EME ALE35lo{ A& S -’F— |BFLICH aws:ecs:task

42 AR 35led™ Amazon Elastic Container Service(Amazon ECS) EfA 3 Z2|0i SSM 00| E 7}
A= ZHE|0|LHE F7+aHof gfLICt Z4El|0|L{= Amazon ECS EH/\ELE SM MH[AO0|M B 2™ elA
HAZ S535l= AWSFIS Ho| AT RIEE AMMFLICH E£8 0| AR EE ElA3 HEHIO|EE A
M5to 2l QIAEAN B8 FIHELICH MYES S| AWS FISE CHA EdS &olg &= Q&L

Ct ol E2ro| L& 2 oteli Ctolo{a el Mol s &rLCt.

E o2 AWS FIS A2 AlastH aws:ecs:task AWS AWS FIS A3 B Z 2l A X
&t CHA Amazon ECS EfA T 7} 2|AA EfIE AF25104 SSM #2|8 QIAEA M Eo ojZE =L
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https://console.aws.amazon.com/systems-manager/
actions-ssm-agent.html#fis-ssm-docs
#ecs-task-reference

AWS Fault Injection AH|A ANER7I0|E

CFECS_TASK_ARN. O| EH1 Z/2 SSM £ A7t A& E[o{0f 5t= AZAE! Amazon ECS EfA 3 S| ARNE
LIC}. o] Et2to| LU 2 otel Clolo{a o] A Flof sHE&hLICt.

CHS Cholo{a @2 stLtel 7|1ZE ZE|olL 7t Rl iAol et Y A 28 Feg EoiELICH

Fault Injection

Service (FIS)

Initial state . Setup . Fault injection

: : inject fault
E:’ ECS Task E ECS Task E ECS Task

Existing Container . Existing Container Container that runs . Existing Container Container that runs
. an SSM agent with . an SSM agent with
a AWS FIS defined script : a AWS FIS defined script

x+o
-1 =

» the section called “aws:ecs:task-cpu-stress”

* the section called “aws:ecs:task-io-stress”

» the section called “aws:ecs:task-kill-process”

» the section called “aws:ecs:task-network-blackhole-port”

+ the section called “aws:ecs:task-network-latency”

» the section called “aws:ecs:task-network-packet-loss”

iul
Ojo
fa}
2
rlo
T
i
Hu

A glgLch
» aws:ecs:task-network-blackhole-port
+ aws:ecs:task-network-latency
» aws:ecs:task-network-packet-loss
+ Amazon ECS Exec2 &/d3} 8t B¢ Ole{er 2 S A& stcdH TX] HIE J&talioF & LICH

Alsdst mj _|_7—'10| xﬂg—%._r 7|7._F8 glc.g_o_l IS 7|7h—} Amazon EC2 Systems Manager(SSM) —-—A—I 7|
7t 250l AHEELIC o] Al E & SSM EMIE A-HEIZ|7H K| e zhe| Alzto| ARILICE. 2t
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n
.
0o
s
—

I
2
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O

H77t K[ SSM Z Ao Al

d¥g etRste ol B &7t 8 4 UaLich o
| SXIZ|1 SSM EAM A

&L
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o
4
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!
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2
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ol

- AWS FIS & & g0l CtZ HetE FItefLct
* ssm:SendCommand
* ssm:ListCommands
* ssm:CancelCommand

« CI2 H8t2 Amazon ECS % Q] IAM 2d&hof| 78t Ct.

* ssm:CreateActivation
* ssm:AddTagsToResource

 iam:PassRole

D2 228 QIAEA o48ro| ARNS iam:PassRolel| B|AA R X|IHE £ &LICH

ol
o
3

o

=
« Amazon ECS %4 A3l |AM 238 M8t AmazonECSTaskExecutionRolePolicy 2]
Z7tgct.

« EfA 3 X o|oj|A B 44 MANAGED INSTANCE_ROLE_NAMES |
MZAEtL|Ct o] U&2 SSMOIAM ZE|E QIAEAZ SEEI EH/\HON

. EE|™E CIARA dtof CHE THEHE FIHELICH
 ssm:DeleteActivation

+ ssm:DeregisterManagedInstance

« ZE[E QAEA A& o AmazonSSMManagedinstanceCore # 2|3 H&M S F7}ghL|Ct
« Amazon ECS EfA 3 & 2[0f SSM 0i|0|T™E ZIH|O|HE FIHELICH B8 A3 ZE+= Amazon ECS
HUS oeld QlABHAR S5ELICH
{

"name": "amazon-ssm-agent",
"image": "public.ecr.aws/amazon-ssm-agent/amazon-ssm-agent:latest",
"cpu": 0O,
"links": [1,

"portMappings": [],
"essential": false,
"entryPoint": [],
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonECSTaskExecutionRolePolicy.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/hybrid-multicloud-service-role.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html

AWS Fault Injection A{H|A MEXL7tol=

"command": [
"/bin/bash",
noen
"set -e; dnf upgrade -y; dnf install jq procps awscli -y; term_handlex()

{ echo \"Deleting SSM activation $ACTIVATION_ID\"; if ! aws ssm delete-
activation --activation-id $ACTIVATION_ID --region $ECS_TASK_REGION; then

echo \"SSM activation $ACTIVATION_ID failed to be deleted\" 1>&2; fi;
MANAGED_INSTANCE_ID=$(jgq -e -r .ManagedInstanceID /var/lib/amazon/ssm/registration);
echo \"Deregistering SSM Managed Instance $MANAGED_INSTANCE_ID\"; if ! aws

ssm deregister-managed-instance --instance-id $MANAGED_INSTANCE_ID --region
$ECS_TASK_REGION; then echo \"SSM Managed Instance $MANAGED_INSTANCE_ID

failed to be deregistered\" 1>&2; fi; kill -SIGTERM $SSM_AGENT_PID; }; trap
term_handler SIGTERM SIGINT; if [[ -z $MANAGED_INSTANCE_ROLE_NAME ]1]; then

echo \"Environment variable MANAGED_INSTANCE_ROLE_NAME not set, exiting\"

1>&2; exit 1; fi; if ! ps ax | grep amazon-ssm-agent | grep -v grep > /dev/
null; then if [[ -n $ECS_CONTAINER_METADATA_URI_V4 1] ; then echo \"Found ECS
Container Metadata, running activation with metadata\"; TASK_METADATA=$(curl
\"${ECS_CONTAINER_METADATA_URI_V4}/task\"); ECS_TASK_AVAILABILITY_ZONE=$(echo
$TASK_METADATA | jq -e -r '.AvailabilityZone'); ECS_TASK_ARN=$(echo $TASK_METADATA
| jg -e -r '.TaskARN'); ECS_TASK_REGION=$(echo $ECS_TASK_AVAILABILITY_ZONE | sed
's/.$//'); ECS_TASK_AVAILABILITY_ZONE_REGEX='A(af|ap|calcn|eu|me|sa|us|us-gov)-
(central|north|(north(east|west))|south|south(east|west)|east|west)-[0-9]{1}[a-Z]
{1}$'; if ' [[ $ECS_TASK_AVAILABILITY_ZONE =~ $ECS_TASK_AVAILABILITY_ZONE_REGEX ]1];
then echo \"Error extracting Availability Zone from ECS Container Metadata,
exiting\" 1>8&2; exit 1; fi; ECS_TASK_ARN_REGEX='"arn:(aws|aws-cn|aws-us-gov):ecs:
[a-z0-9-1+:[0-9]1{12}:task/[a-zA-Z0-9_-1+/[a-zA-Z0-9]1+$'; if ! [[ $ECS_TASK_ARN

=~ $ECS_TASK_ARN_REGEX ]]; then echo \"Error extracting Task ARN from ECS
Container Metadata, exiting\" 1>&2; exit 1; fi; CREATE_ACTIVATION_OUTPUT=
$(aws ssm create-activation --iam-role $MANAGED_INSTANCE_ROLE_NAME --
tags Key=ECS_TASK_AVAILABILITY_ZONE,Value=$ECS_TASK_AVAILABILITY_ZONE
Key=ECS_TASK_ARN, Value=$ECS_TASK_ARN Key=FAULT_INJECTION_SIDECAR,Value=true --
region $ECS_TASK_REGION); ACTIVATION_CODE=$(echo $CREATE_ACTIVATION_OUTPUT | jq

-e -r .ActivationCode); ACTIVATION_ID=$(echo $CREATE_ACTIVATION_OUTPUT | jq -e

-r .ActivationId); if ! amazon-ssm-agent -register -code $ACTIVATION_CODE -id
$ACTIVATION_ID -region $ECS_TASK_REGION; then echo \"Failed to register with AWS
Systems Manager (SSM), exiting\" 1>&2; exit 1; fi; amazon-ssm-agent & SSM_AGENT_PID=
$!; wait $SSM_AGENT_PID; else echo \"ECS Container Metadata not found, exiting\"
1>&2; exit 1; fi; else echo \"SSM agent is already running, exiting\" 1>&2; exit 1;
fi"

1,

"environment": [

{
"name": "MANAGED_INSTANCE_ROLE_NAME",
"value": "SSMManagedInstanceRole"
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}

1,

"environmentFiles": [],
"mountPoints": [],
"volumesFrom": [],
"secrets": [],
"dnsServers": [],
"dnsSearchDomains": [],
"extraHosts": [],
"dockerSecurityOptions": [],
"dockerLabels": {},
"ulimits": [],
"logConfiguration": {3},
"systemControls": []

O 217| 4| A3 B E BT the section called “A3 2 E of &

=
« Amazon ECS %] H9|0{M enableFaultInjection HEE
Injection APIs& &35t gfLICt.

"enableFaultInjection": true,

 Fargate Z'40{|M aws:ecs:task-network-blackhole-portaws:ecs:task-network-
latency, BEE aws:ecs:task-network-packet-loss 2 AI2stE Z o]
useEcsFaultInjectionEndpoints Zt2tO|E{ 7t 2 MM E|0] Qlo{oF B LICHtrue.

 aws:ecs:task-kill-process, aws:ecs:task-network-blackhole-port,

F

ol

aws:ecs:task-network-latency':l' aws:ecs:task-network-packet-loss U2 AIE
= 4% Amazon ECS EfA 3 Ho|=E& Z pidMode &Z5HoF B LICHtask.

aws:ecs:task-network-blackhole-port, aws:ecs:task-network-latencyx
aws:ecs:task-network-packet-loss H 2 A& dt= A< Amazon ECS EfA 3 HO|= Of
Q9| ZtS 2 & networkMode &3l of & LICtbridge.

AQREO| X A
e HZ8OE 27 A Mol 2/ Of 947 4l vixle A3 BEQLI

#!/usr/bin/env bash

# This is the activation script used to register ECS tasks as Managed Instances in SSM
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# The script retrieves information form the ECS task metadata endpoint to add three
tags to the Managed Instance

# - ECS_TASK_AVAILABILITY_ZONE: To allow customers to target Managed Instances / Tasks
in a specific Availability Zone

# - ECS_TASK_ARN: To allow customers to target Managed Instances / Tasks by using the
Task ARN

# - FAULT_INJECTION_SIDECAR: To make it clear that the tasks were registered as
managed instance for fault injection purposes. Value is always 'true'.

# The script will leave the SSM Agent running in the background

# When the container running this script receives a SIGTERM or SIGINT signal, it will
do the following cleanup:

# - Delete SSM activation

# - Deregister SSM managed instance

set -e # stop execution instantly as a query exits while having a non-zero

dnf upgrade -y
dnf install jq procps awscli -y

term_handler() {
echo "Deleting SSM activation $ACTIVATION_ID"
if ! aws ssm delete-activation --activation-id $ACTIVATION_ID --region
$ECS_TASK_REGION; then
echo "SSM activation $ACTIVATION_ID failed to be deleted" 1>&2
fi

MANAGED_INSTANCE_ID=$(jg -e -r .ManagedInstanceID /var/lib/amazon/ssm/registration)
echo "Deregistering SSM Managed Instance $MANAGED_INSTANCE_ID"
if ! aws ssm deregister-managed-instance --instance-id $MANAGED_INSTANCE_ID --region
$ECS_TASK_REGION; then

echo "SSM Managed Instance $MANAGED_INSTANCE_ID failed to be deregistered" 1>&2
fi

kill -SIGTERM $SSM_AGENT_PID

}
trap term_handler SIGTERM SIGINT

# check if the required IAM role is provided

if [[ -z $MANAGED_INSTANCE_ROLE_NAME ]] ; then
echo "Environment variable MANAGED_INSTANCE_ROLE_NAME not set, exiting" 1>&2
exit 1

fi

# check if the agent is already running (it will be if ECS Exec is enabled)
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if ! ps ax | grep amazon-ssm-agent | grep -v grep > /dev/null; then

# check if ECS Container Metadata is available
if [[ -n $ECS_CONTAINER_METADATA_URI_V4 1] ; then

# Retrieve info from ECS task metadata endpoint

echo "Found ECS Container Metadata, running activation with metadata"
TASK_METADATA=$(curl "${ECS_CONTAINER_METADATA_URI_V4}/task")
ECS_TASK_AVAILABILITY_ZONE=$(echo $TASK_METADATA | jq -e -r '.AvailabilityZone')
ECS_TASK_ARN=$(echo $TASK_METADATA | jq -e -r '.TaskARN')

ECS_TASK_REGION=$(echo $ECS_TASK_AVAILABILITY_ZONE | sed 's/.$//')

# validate ECS_TASK_AVAILABILITY_ZONE
ECS_TASK_AVAILABILITY_ZONE_REGEX='~(af|ap|calcn|eu|me|salus|us-gov)-(central|north]|
(north(east|west))|south|south(east|west)|east|west)-[0-9]1{1}[a-z]1{1}$"'
if ' [[ $ECS_TASK_AVAILABILITY_ZONE =~ $ECS_TASK_AVAILABILITY_ZONE_REGEX ]] ; then
echo "Error extracting Availability Zone from ECS Container Metadata, exiting"
1>&2
exit 1
fi

# validate ECS_TASK_ARN
ECS_TASK_ARN_REGEX="'"arn: (aws|aws-cn|aws-us-gov):ecs:[a-z0-9-]+:[0-9]{12}:task/[a-
zZA-Z0-9_-1+/[a-zA-Z0-9]+$"
if ! [[ $ECS_TASK_ARN =~ $ECS_TASK_ARN_REGEX ]] ; then
echo "Error extracting Task ARN from ECS Container Metadata, exiting" 1>&2
exit 1
fi

# Create activation tagging with Availability Zone and Task ARN
CREATE_ACTIVATION_OUTPUT=%$(aws ssm create-activation \
--iam-role $MANAGED_INSTANCE_ROLE_NAME \
--tags Key=ECS_TASK_AVAILABILITY_ZONE,Value=$ECS_TASK_AVAILABILITY_ZONE
Key=ECS_TASK_ARN, Value=$ECS_TASK_ARN Key=FAULT_INJECTION_SIDECAR,Value=true \
--region $ECS_TASK_REGION)

ACTIVATION_CODE=$(echo $CREATE_ACTIVATION_OUTPUT | jq -e -r .ActivationCode)
ACTIVATION_ID=$(echo $CREATE_ACTIVATION_OUTPUT | jq -e -r .ActivationId)

# Register with AWS Systems Manager (SSM)
if ! amazon-ssm-agent -register -code $ACTIVATION_CODE -id $ACTIVATION_ID -region
$ECS_TASK_REGION; then
echo "Failed to register with AWS Systems Manager (SSM), exiting" 1>&2
exit 1
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fi

# the agent needs to run in the background, otherwise the trapped signal
# won't execute the attached function until this process finishes
amazon-ssm-agent &

SSM_AGENT_PID=$!

# need to keep the script alive, otherwise the container will terminate
wait $SSM_AGENT_PID

else
echo "ECS Container Metadata not found, exiting" 1>&2
exit 1
fi
else
echo "SSM agent is already running, exiting" 1>&2
exit 1
fi

CHS 2 the section called “aws:ecs:task-cpu-stress” 2ol CHet of| Al A& EZSI1Q1L|C}.

{
"description": "Run CPU stress on the target ECS tasks",
"targets": {
"myTasks": {
"resourceType": "aws:ecs:task",

"resourceArns": [
"arn:aws:ecs:us-east-1:111122223333:task/my-
cluster/09821742c0e24250b187dfed8EXAMPLE"
iF

"selectionMode": "ALL"

.
"actions": {
"EcsTask-cpu-stress": {
"actionId": "aws:ecs:task-cpu-stress",
"parameters": {
"duration": "PTIM"

.
"targets": {
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"Tasks": "myTasks"

}
}
.
"stopConditions": [
{
"source": "none",
}
1,
"roleArn": "arn:aws:iam::111122223333:ro0le/fis-experiment-role",
"tags": {}
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+ the section called “aws:eks:pod-cpu-stress”

* the section called “aws:eks:pod-delete”

» the section called “aws:eks:pod-io-stress”

» the section called “aws:eks:pod-memory-stress”

+ the section called “aws:eks:pod-network-blackhole-port”

+ the section called “aws:eks:pod-network-latency”

» the section called “aws:eks:pod-network-packet-loss”
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1. O|&0|rbac.yaml? &g OtE

kind: ServiceAccount
apiVersion: vl
metadata:
namespace: default
name: myserviceaccount

kind: Role
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
namespace: default
name: role-experiments
rules:
- apiGroups: [""]
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://kubernetes.io/docs/tasks/tools/
https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#eks-actions-reference
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resources: ["configmaps"]

verbs: [ "get", "create", "patch", "delete"]
- apiGroups: [""]

resources: ["pods"]

verbs: ["create", "list", "get", "delete", "deletecollection"]

- apiGroups: [""]
resources: ["pods/ephemeralcontainers"]
verbs: ["update"]
- apiGroups: [""]
resources: ["pods/exec"]
verbs: ["create"]
- apiGroups: ["apps"]
resources: ["deployments"]
verbs: ["get"]

apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding
metadata:
name: bind-role-experiments
namespace: default
subjects:
- kind: ServiceAccount
name: myserviceaccount
namespace: default
- apiGroup: rbac.authorization.k8s.io
kind: User
name: fis-experiment
roleRef:
kind: Role
name: role-experiments
apiGroup: rbac.authorization.k8s.io

BEE eI

2. C}

0jo

kubectl apply -f rbac.yaml

IAM AFE Xt 2 248Hof Kubernetes APIOH CHEF M| A P45t £ 04

EKS MEA L] IAM X} Z3 ZHE Kubernetes Tetat 94204 L2 BHHE [MEAM L.

IAM AFZ R} 2! 245toil Kubernetes APIO]| CHEH QM| A S £ o

110


https://docs.aws.amazon.com/eks/latest/userguide/grant-k8s-access.html#authentication-modes

AWS Fault Injection A{H|A MEXL7tol=

SM 1 HAA B A4
EKS 2 AlA A2 XFof| A Kubernetes M| A THEF £ 040] L EHA O IH2F Access

F=Eo=Z |AM
EntriesE AI&35t= Zd0| E4LIC

aws eks create-access-entry \
--principal-arn arn:aws:iam::123456789012:ro0le/fis-experiment-role \
--username fis-experiment \
--cluster-name my-cluster

/A Important

1
1o
ok
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M 2: aws-auth ConfigMap0ll &= F7}
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eksctl create iamidentitymapping \
--arn arn:aws:iam::123456789012:role/fis-experiment-role \
--username fis-experiment \
--cluster my-cluster

/A Important
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{
"description": "Add latency and jitter to the network interface for
Pods",
"targets": {
"myPods": {
"resourceType": "aws:eks:pod",
"parameters": {
"clusterIdentifier": "mycluster",
"namespace": "default",
"selectorType": "labelSelector",
"selectorValue": "mylabel=mytarget"
1,
"selectionMode": "COUNT(3)"
}
.
"actions": {
"EksPod-latency": {
"actionId": "aws:eks:pod-network-latency",
"description": "Add latency",
"parameters": {
"kubernetesServiceAccount": "myserviceaccount",
"duration": "PT5M",
"delayMilliseconds": "200",
"jitterMilliseconds": "10",
"sources": "0.0.0.0/0"
1,
"targets": {
"Pods": "myPods"
}
}
.
"stopConditions": [
{
"source": "none",
}
1,
"roleArn": "arn:aws:iam::111122223333:ro0le/fis-experiment-role",
"tags": {
"Name": "EksPodNetworkLatency"
}
}

the target EKS
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AWS FIS aws:lambda:function 2] Al
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Write config
ﬁ Heartbeat

Read config
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Lambda 53 Bucket Fault Injection Service
Function Configuration Storage
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+ the section called “aws:lambda:invocation-add-delay”

* the section called “aws:lambda:invocation-error”

» the section called “aws:lambda:invocation-http-integration-response

Mgk AbE

« AWS FIS Lambda &% 2 8E AE
Z|X| etHEE AWS FIS Lambda &&=
A8 MBEAMO| Lambda & %0 CHEF SE AEZ|Y

MNH A

AWS FIS Lambda 2d& ALE357| ol O 3| Ztedg 22 =X| = elstLict.
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- Ol A E AlEStEd= 2|70 Amazon S3 HHZ!E M-EELICE - o4 &0l B Amazon S3 H{Z!
2 Ar&3st1 o4z AWS HHE 7holl HZlI2 SR = A&t Lt ZHzhofl chall = o H{Z!o] «
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« Amazon S3 HHZ!0f| CHEt Lambda & &0d| CHE 917| HA|A HEHE Fo{st= IAM HA M -C
B Z210{ M my-config-distribution-bucketE& {0A 45t Amazon S3 HZ!Q| 0|E2 2
HH* T & ALE5t2d= Amazon S3 HHZ! 9| £ FisConfigs OI§ 22 HtELICH

Iio

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowListingConfiglLocation",
"Effect": "Allow",
"Action": ["s3:ListBucket"],
"Resource": ["arn:aws:s3:::my-config-distribution-bucket"],
"Condition": {
"StringlLike": {
"s3:prefix": ["FisConfigs/*"]
}
}
b
{
"Sid": "AllowReadingObjectFromConfiglLocation",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": ["arn:aws:s3:::my-config-distribution-bucket/FisConfigs/*"]
}

jul
il
m

« AWS FIS Al&oi| CHEt A 7| HMA HEHE Amazon S3 BHHZ!01| £ 045HE IAM A 4 M =
20| my-config-distribution-bucket& 20| 4+dEt Amazon S3 HZ!2| O|F S & HFF
1E AME3tE{= Amazon S3 HHZ!2| £ FisConfigs O|§2E HbELICH.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowFisToWriteAndDeleteFaultConfigurations",
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"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:DeleteObject"

1,
"Resource": "arn:aws:s3:::my-config-distribution-bucket/FisConfigs/*"
},
{
"Sid": "AllowFisToInspectLambdaFunctions",
"Effect": "Allow",
"Action": [
"lambda:GetFunction"
1,
"Resource": "*"
},
{
"Sid": "AllowFisToDoTagLookups",
"Effect": "Allow",
"Action": [
"tag:GetResources"
1,
"Resource": "*"
}
]
}
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JE 2 O|XI2d= ZE Lambda & =01l CHaH ot EFAIE HELICH
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3. AWS_FIS_CONFIGURATION_LOCATION O|& £04 B45E Amazon S3 7+ EC{S| ARNCE M
MELIClarn:aws:s3:: :my-config-distribution-bucket/FisConfigs/.

4. AWS_LAMBDA_EXEC_WRAPPER & /opt/aws-fis/bootstrapz MA&ELICt.
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AWS FIS A& 24
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AWS FIS Lambda %2 2<£ 2 CloudWatch 210 212 #L|C}h AWS_FIS_LOG_LEVEL H£E
&L|Ct X|HE[= Z2t2 INFO, WARN 2! ERRORQILICH. 21 & Lambda &
2 EMELICE

2024-08-09T18:51:38.5999847 INFO AWS FIS EXTENSION - extension enabled 1.0.1

CHE2 JSON 84lo| 21 oM Lct,

"timestamp": "2024-10-08T17:15:36.9539057",
"level": "INFO",
"fields": {
"message": "AWS FIS EXTENSION - adding 5000 milliseconds of latency to function
invocation",
"requestId":"0608bf70-908f-4al7-bbfe-3782cd783d8b"
}
}

LHE X 238 Amazon CloudWatch X|E EE{Qt &7 AF25t04 AF2 X X X|EE MAME = &L
Ch. X|ZE ZE{of CHe XkMIEH LHE 2 Amazon CloudWatch Logs AHS A O] ZE{E AI23510{ 21
OIHEOM X|E MMHE RXSAHL.

CloudWatch HHIC|= X|ZE FA(EMF) AtE

AWS_FIS_EXTENSION_METRICS Hi+E 2 MXSt0{ EMF 218 WELHEZ AWS FIS

Lambda & &2 FHE £ Q&LIClall. 7| BMoZ EH2 EMF 218 LHELHX| g2
AWS_FIS_EXTENSION_METRICS 7|&2t2 flLICinone. EMF 2= CloudWatch £ 9| aws-fis-
extension namespace0i HA|E/LICH
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html

AWS Fault Injection AH|A ANER7I0|E

aws-fis-extension HIYAHHO|A LHOAM 22i=0l &

& EM X|EE MEfE £+ Q&LICt ofel
XM= aws-fis-extension HYUAHO|ANM AIR 758 Q =

or >

Apply time range =]

1.98

1.01 ".If —
0 _.,__,._-—"""F _,--""’rrﬂf‘% B
I I
135:20 13:21 13:22 13:23 13:24 1'}-211 3:25 13:26 13:27
2024-10-21 13:25 Local

1. O ActiveFaultsRead 191780821918 4\
‘ Add math W ‘ ‘ Add quet 2. O ErrorsReadingConfigurations 0.08219178082 £\
3. O ConflictingFaultsRead 0.02054794521 1";'.-
Browse Multi source query ) UnracognizedFaultsRead o 4O source
- 5. () ExpiredFaultsRead 0o O
‘ Add dynamic label * ‘ Infa ‘Average v H 1 minute v H Clear graph
] Label Details
| LambdaBetaHelloWorld ActiveFaultsRead # aws-fis-extension « /
I LambdaBetaHelloWorld UnrecognizedFaultsRead .# aws-fis-extension - |
[ | LambdaBetaHelloWorld ConflictingFaultsRead # aws-fis-extension = (
| LambdaBetaHelloWorld ErrorsReadingConfigurations & aws-fis-extension « |
[ | LambdaBetaHelloWorld ExpiredFaultsRead # aws-fis-extension » |
o= FH

O MM MET} Lambda &5 L S5 AL ALZlol A AWS FIS ZtS5He W Alof| CHEt 7t HEE X

|
- EF olst
- SAIE olal

« SnapStart0l| CHEt £ 124 AHE

« BIEH WE B0 CHEF S8 Ted AL

0¥

oz = 119
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« Lambda HEIX API Z &
« Z4E{|O|L4 HHEF T AWS
« AWS FIS Lambda &4 B4

Mkl

2 0l

H

Yo7t 2E 3 &0l IS O|x|7| ©oi zlch 60X 2| E7t 7|ZhE &elg =+ &L ol &
0| AlZHE W7t R| ZICkElE S Lambda & 0| 714 HEE AtF E2Z K| &7 HE
X

AWS_FIS_SLOW_POLL_INTERVAL_SECONDS &4 #H(7|22f 60X)E
3t & ol IO Zto| 242 Z8 HIE = ] S0}l X|X|BF A H

[e]]}

=2 T AAE ARET 1 =E2O0O L=

549
7t FUE = Z|cH 20% o A Z ChH2 7|7ZH0| EAIE & A&LICH Ol A®o| M-

Atz E2E7| mE Lo

S Alg ofsf

otz I &2 aws:lambda:invocation-error?t aws:lambda:invocation-http-integration-responsezt=

= 7tX| S &5tE Y2 E0oELICH MHZ M= aws:lambda:invocation-error7t 11:3804 & 7+5+04 2
B sot MA#ELICH 23 CFZ aws:lambda:invocation-http-integration-response= 11:3901 A|%}3}24
T A|EsHR[EH X Wl 2 do| = El £ 11:407H K| M E|X| et &LICt A& Eto|YE R XISHZ| I8l
aws:lambda:invocation-http-integration-response= 2 2|8t A[ZtRl 11:410] 0{T5| Rt =2 ELICI.

Error (% affected) Response code (% affected)
Start action 2 End action 2 Start action 2 End action 2

[ Start action _ End action 1
100 1

— x86 100 4 Startaction1 . End action — x86

75 1 75 1

50 A 50 A

251 254

11:37 11:38 11:39 11:40 11:41 11:42 11:43 11:44 11:45 11:37 11:38 11:39 11:40 11:41 11:42 11:43 11:44 11:45
At At

100 4 — am 100 4 — am

75 4 75 4
50 1 50 1

254 254

11:37 11:38 11:39 11:40 11:41 11:42 11:43 11:44 11:45 11:37 11:38 11:39 11:40 11:41 11:42 11:43 11:44 11:45
date date
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55 WEE ofs)

AWS Fault Injection Service Lambda &4 3tLt 04 2] AWS Lambda & = ARNs= MEHE &= Q=
aws:lambda:function CH& 2 AL & L|C}H Lambda 242 0[2{8t ARNs2 A& 3504 MEAFH AWS Fault
Injection Service Lambda &f+& ZE& [MOICt LT E FUYE = UELICH S E9| LRoEH 7R E
FUE £ AT E ZF =d2 S5 240/ 0~100Q! invocationPercentage LEtOIEHE XIHE = ¢

|
AA
&LICt invocationPercentage It2tOIEHE AFE 5T £ & H|E0] 100% O[B! B0 = %40|

SAl0f O|RO{X|=SF & = U&LILCH

&
k

W
Pl
og

SnapStart0ll CHE+ £

AWS Lambda SnapStart7} & AstE &4+ AE0| o|0] Adl S Ao & Hm| ol 4SS M
EHAWS_FIS_SLOW_POLL_INTERVAL_SECONDS3tZ| Moo ™A 7|7t2 7ICtE! 7tsdo| O =&L
Ct. Ol= Lambda SnapStart7t B+ AHAFS 042 AlSH BtZ40| £ 7| AEE AFR5tT YA Aiam
£ X|&7| M ELLICE AWS Fault Injection Service Lambda & & 0| 4 Z&2 BIEE {X|5l1

M EE =718 Al 27| FH AALE HAUELICEH Lambda SnapStartoll CHEF XEAIEH LIS 2 AFHS Aé'%'
Me| Lambda SnapStartE AtE 8 A% s IME HZESHM L. AWS Lambda
HIE 71 2 &=of CHEF S8 T2 AFE

Lambda &7t 7 £3 7|7t21 702 E|x DIEte 2 MAE|lE B2 £ ADE= Fof

TEE 7| s ot ZE0| ERE = A&LICH o|E S0{ 1520tCt 3t M g =7t X}

T A™MEX| fom E-O| 2R E|X| piELICH E- ABET &EE = JULE StE{H
AWS_FIS_POLL_MAX_WAIT_MILLISECONDS IZ}O|E{E MMEtLICt && 2 g4+E AlEEH7] T

T 52 E2F0| 222 W] et 712tk x| ZICHRILICH o= A st HEl &+ 7[zZHol s0iLt
T UR 7MY S E0| 7tz X|dELICH

Lambda THEI APl ZE A|E AI25l04 0424 & & 7+

SEO| HEIY| EE&ESH7| A
ambda HEI0| = &35t

Lambda %2 AWS Lambda HEIR! APl ZEA|E AIE5t04 &
of &+ &S 723 =+ gLt HEY API01| CHet Z=AIE AWS
AWS_LAMBDA_RUNTIME_API H0lM SHE Y %|E L2ICZM O

CHS CHOl01a 2 Lambda ZHEIY API ZHA[E A&t HY &Fol Ciet 78S 2oiFLICH
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https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html
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m Lambda Execution Environment (AWS Managed)

Lambda runtime API

Polling for work at: original value of AWS_LAMBDA_RUNTIME_AFPI

m FIS extension using runtime API proxy

FI5 Extension - Lambda runtime APl proxy

Polling for work at AWS_LAMBDA_RUNTIME_API

m Lambda Runtime (AWS Managed)

Function
Library code (layers)

FIS Extension code (layers)

AWS Lambda &
o{d AFZ2 X} XI

& API ZEA| IHEE AR SO 4 AWS FIS Lambda g2 Cl2 & 8 AL 85
eS| g S
¥ edH

Ct. AWS FIS Lambda &

« AWS_FIS PROXY_RUNTIME_API_ENDPOINT - AWS Lambda ZEI! APIC| 2Z IP !
ElAL ZEE 127.0.0.1:9876 LIEIHL= @A EXAMYEE 7HXZLICE ol=2 Ael gt
AWS_LAMBDA_RUNTIME_API EEE CHE ZEA|Q| x| &= U&LICE

« AWS_FIS_PROXY_LISTENER_PORT - 7|E2%Xo 2 AWS FIS &% 0| At&l| ZTEA|E A|ZEtSH 0} 5t
XZE HIE 71X SLICH9100.

25tH Lambda HEF APl ZEA|E AF2510{ F 7HX| =AM E AWS FIS &% 2 CIE
(o]

= FH 122
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AR 7H0|E

m Lambda Execution Environment (AWS Managed)

‘ Lambda runtime API

Polling for work at: AWS_FIS_PROXY_RUNTIME_API_ENDPOINT == original value of AWS_LAMBDA_RUNTIME_API

m FIS extension using runtime AP proxy

| FIS extension - Lambda runtime API proxy ‘

Polling for work at: AWS_FIS_PROXY_LISTENER_PORT

m Other extension using runtime API [proxy

’ Other extension - Lambda runtime API proxy ‘
i i
Polling for work at: AWS_LAMBDA_RUNTIME_API
{4 Lambda Runtime (AWS Managed)
Function
Library code (layers)
FIS Extension code (layers)

Other Extension code (layers)

ol
=

K

AWS Lambda ZEIQ] APl T Z Ao CHt RFA|EH

HEFQ AP| ZE A

m Lambda Execution Environment (AWS Managed)

‘ Lambda runtime API ‘

A
Polling for work at: original value of AWS_LAMBDA_RUNTIME_API

m FIS extension using runtime AP proxy

Other extension - Lambda runtime API proxy

A
Polling for work at: AWS_FIS_PROXY_RUNTIME_API_ENDPOINT == Other extension proxy

proxy

m Other extension using runtime API

| FIS extension - Lambda runtime API proxy

Polling for work at: AWS_LAMBDA_RUNTIME_AP| == AWS_FIS_PROXY_LISTENER_PORT
|

{4 Lambda Runtime (AWS Managed)
! Function

Library code (layers)

FIS Extension code (layers)

Other Extension code (layers)

LHee AF2 AWS Lambda ¥ M2 AWS Lambda

850 HE EoF & HidA 3t A MEXR x| #EF2I0]| Lambda

HEIQ APl A2 S

Z1E{| 0| HEFQI T} AWS FIS &7/ AFR

AWS_LAMBDA_RUNTIME_API 3 #H& 51&3t= ZH|0[L] O|0|X|& A& 5= AWS Lambda &

o| A< ozl EtAlof 2t AWS FIS Lambda 2% & Z4El|0|L4 o|O|X|of THZ| &g &= U&LICH.

1. S FEE HAS2 ARNS A™ELICH ARNS 3= HiHof CHEF AHA[E LI 2 MME B XSt
M2Lambda &+ 7 4.

2. AWS Command Line Interface (CLI)& Ar&35t0{ &%of CHst MR HEE S8 & LICtaws
lambda get-layer-version-by-arn --arn fis-extension-arn. SH0=FIS=ES
ZIPIIUZ CIRECE £ 9= 02| MB=E URLO| Z&HEl Location EE7} ZEELICH

3. Docker It A|AEIOl0]| &= /opt2 ELICt CHS2 NodedS Lambda

a3t Zz ool Lige
HE QIS

# extension installation #

7|8to 2 5= Dockerfile2| 04| &lL|C}.

FROM amazon/aws-lambda-nodejs:12 AS builder
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M
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https://aws.amazon.com/blogs/compute/enhancing-runtime-security-and-governance-with-the-aws-lambda-runtime-api-proxy-extension/
https://aws.amazon.com/blogs/compute/enhancing-runtime-security-and-governance-with-the-aws-lambda-runtime-api-proxy-extension/
https://docs.aws.amazon.com/lambda/latest/dg/runtimes-api.html
https://docs.aws.amazon.com/lambda/latest/dg/runtimes-api.html
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COPY extension.zip extension.zip
RUN yum install -y unzip

RUN mkdir -p /opt

RUN unzip extension.zip -d /opt

RUN rm -f extension.zip

FROM amazon/aws-lambda-nodejs:12
WORKDIR /opt

COPY --from=builder /opt .

# extension installation finished #
# JS example. Modify as required by your runtime
WORKDIR ${LAMBDA_TASK_ROOT}

COPY index.js package.json .

RUN npm install

CMD [ "index.handler" ]

Z1el|o[L4 o|O|x|od| CHEt REAIEH LHE 2 AWS Lambda AHE A A Q| ZIE|0|L] O|0|X[E AtE350d
Lambda &+ dEE HESFAML.

\|
T

AWS FIS Lambda &3 #H=
CHHS 2 AWS FIS Lambda & &oi| CHEH &8 Hay S5 LI

« AWS_FIS_CONFIGURATION_LOCATION - E<= &=lL|Ct AWS FIS 7t & Eoll 482 M5t
T EFHO| o FHE el XIYULICH xl= HE! Y B2 E Z 8 Amazon S3 ARN & 4{0|0
OF FLICt O & E0{ arn:aws:s3:::my-fis-config-bucket/FisConfigs/&ILILC}.

« AWS_LAMBDA_EXEC_WRAPPER - 4. AWS FIS Lambda & & & Fd35l= ol AF2 ZlE AWS
Lambda 2{I{ A3 ZEo| |X|L|Ct &0l & El /opt/aws-fis/bootstrap AT EEZE M
H&tof gfLct.

e AWS_FIS_LOG_LEVEL - &4 Ab&lILICt. AWS FIS Lambda & & 1|)H LHEHH HIAIXK|e] 20 =&
ALct X|#HEl= 282 INFO, WARN 2! ERRORILICH MA5HX| i AWS FIS &2 7[2XMo =2
=2 d™ELICHINFO.

« AWS_FIS_EXTENSION_METRICS - 14 AL LICt 7t58t 22 all & none®lLICt allE &%
o2 MHSIM|M EMF X|EE LHEHL|Claws-fis-extension namespace.

« AWS_FIS_SLOW_POLL_INTERVAL_SECONDS - MEH Al&QlL|C} &tEo| 27 E FSHK
M 2xlo 2F 70| F7HE W7HK| 7|ck2l= St M™stH 2 7H4(E) 0| MHEelEL
Zt2 60LCt.

« AWS_FIS PROXY_RUNTIME_API_ ENDPOINT - AMEH At&tQlL|Ct A%d5tH Zfo| A&
O|AWS_LAMBDA_RUNTIME_APIZ|0{ AWS FIS &% 0| AWS Lambda HEI! APIQ} &5 Xt &3}

gz =H 124


https://docs.aws.amazon.com/lambda/latest/dg/images-create.html
https://docs.aws.amazon.com/lambda/latest/dg/images-create.html
https://docs.aws.amazon.com/lambda/latest/dg/runtimes-modify.html#runtime-wrapper
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of &= S E2 Mofsts {xIE HalgLIct o 22 IP.PORT7} 2R LICH127.0.0.1:9000.
of CHEt REAIEH LIS 2 AHE BB Mol ALt K| THEFY 0| Lambda THEHY API AHE 2
AWS_LAMBDA_RUNTIME_APIZ Z3IAM|L. https://docs.aws.amazon.com/lambda/latest/dg/runtimes-
api.html AWS Lambda

« AWS_FIS_PROXY_LISTENER_PORT - #1EH AF&QILICH AWS FIS Lambda 2 & O| CIE & & =
HEL0|AM AI2E &= /= AWS Lambda HEI API ZEAIE &6l TEE ™Mo|gtL|Ct. 7|

ZFe 9100!L|C}.
« AWS_FIS_POLL_MAX_WAIT_MILLISECONDS - A1EH A}&HQIL|C}. OOI Ot Zfo 2 MXEl ZF20|

Hes o FEE Bostn HELYH ZEE AlFot7| Mol #Fo| T S HIST| E-0| 2= E

7k Ch7 et HElxE =& YalgLich 7[E2t2 oLict

Lambda& AWS FIS &% 9| Al 7}s8t HH

O| MlAM0l= AWS FIS Lambda =& ol CHEt HEI7F Z & E|o] U&sLct =&
= X S

ARM64(Graviton2) EHE8 S 2 e El Lambda & +& K| & LICt Lambda & Akl 2 A
AWS 2| El=0f CH3H £ Amazon 2|4 A O|F(ARN)S AFE St S 74 E|o{oF g LICt. ofeHoll M
AWS 2| 2 ARN M|F HEE 2 + A &Lt

=H

« AWS FIS Lambda &% 2Z2|A ME
« Lambda E % ARNsO| CHEF HA|A 710|=

1>

hal=
(o Pl

AWS FIS Lambda &% 22

CtE EoM= AWS FIS Lambda 2 & 2| %Al BHZof| CHEF 843 AlE S MEELICH

kS INES =gy Notes

1.0.0 2024-10-29 EA = T=IES

Lambda % ARNsO{| CHet HA|A 710|E

ol
A'Il

ZEE A E5to{ HEZ! I2t0|HE AMSHE{™ AWS A" 2 AWS 2T of| Zh2t0|E{ 7t Stk o4
{oF EL|ct HE=2| mEt0[EE AMstedH Met0|E AE0{0A HEE ntetd|e AME BE
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o
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https://docs.aws.amazon.com/lambda/latest/dg/runtimes-api.html
https://docs.aws.amazon.com/lambda/latest/dg/runtimes-api.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/parameter-store-finding-public-parameters.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/parameter-store-finding-public-parameters.html
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1. https://console.aws.amazon.com/systems-manager/ AWS Systems Manager 2&2 JL|Ct,

FAH ZHOf| A TIHEFOIE AEO0{S MEfSHL|C},

. [M2 2! ot2t0|E{(Public parameters)] &

mo mlo
rz
gl
o
C C
[ul

2

3 =
4. [MH|A MEH(Select a service)] EELH2 ICt. EECHR SMUME MEHEILICH is.
5

(M= AFE) A SOl $7F B2 E Q2istod MR EtOIEIE TEIELICH arme4 OF 7412
4 of

H2 "am64'8 U45tod TH2HOIEIS TEIZBLICH x86_64 OFFIZAXO| TP 'x86_64"S 2IZi3t0d

o 2t0/eE e 3Lt

6. At2e HE2! 2t 0|E{E MEHSHLICT.

7. It2t0|E M1 HE0|M ARN Z2t2 & &LICH CHA Lambda &0 AS & &2 7+ 45t= ol AFS
g ARN2 SAMEFLCE.

AWS CLI HAM|A:

SSM mtZtO|E O|&

CIZsh of 7B & o] AFRE 4~ Q= SSM Tt2HO|E] O|& =2 ChS 1t ZH&LCt.

1. arm64: /aws/service/fis/lambda-extension/AWS-FIS-extension-arm64/1.x.Xx

2. x86_64: /aws/service/fis/lambda-extension/AWS-FIS-extension-x86_64/1.x.X

AWS CL| 23 334

l_ql_-
rulo

2 ARNs2 ZAM3l24M Ot AWS CLI HE EHAIS ALE g LICH 047|M parameterName OF 7 |E &
O|& 0|1 region CHaFLICH AWS 2|

lo J

aws ssm get-parameter --name parameterName --region region

A of

aws ssm get-parameter --name /aws/service/fis/lambda-extension/AWS-FIS-extension-
x86_64/1.x.x --region ap-southeast-2

AWS FIS Lambda & & 7% 126


https://console.aws.amazon.com/systems-manager/
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oSCt S Al
oOHdH O
HHS CISH 22 oetolE ME HE7F £ E JSON A E ehetEfLICt Lambda 7HIS 2| ARNS
ot2t0le] ZxQl Zf Eeof ZEELICH CHA Lambda &0l HS &2 745HE O AR E ARN
2 SAterLct
{
"Parameter":
{
"Name": "/aws/service/fis/lambda-extension/AWS-FIS-extension-
x86_64/1.x.x",

"Type": "String",

"Value": "arn:aws:lambda:ap-southeast-2:211125361907:1layer:aws-fis-
extension-x86_64:9",

"Version": 1,

"LastModifiedDate": "2025-01-02T15:13:54.465000-05:00",

"ARN": "arn:aws:ssm:ap-southeast-2::parameter/aws/service/fis/lambda-
extension/AWS-FIS-extension-x86_64/1.x.x",

"DataType": "text"

}
}
Z2oeY WA ANA
=8 QIEBH(1aC)E AL 50 Lambda B4 8 WESHLF TS M ZR I WAISZ 0f3# 1
S2! 12l 0jEIE ZAMELICH O] H2 WAIS AWS FIS 28 75 ARNO| fE2TE 79 Wos 4
= 3C CI0|E 810| £|4] A% BT ARNS 2 Lambda B4-8 XI5 o £20| ELIC oS 2
AAE BE 1aC EYES AR50 HEZ Tal0IEIE HMsHE WHS HoiELI

- AWS SDKE M85t HEZ Watn|H 71X 7]
- AWS Systems Manager Parameter Store0i M T{E 2! m}t2t0|E 7K 27|
» Terraform2 AtE350{ HEZ Wet0|H 71X 7]
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https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_GetParameter.html
https://docs.aws.amazon.com/cdk/v2/guide/get_ssm_value.html
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/ssm_parameter
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« CHY 1AM S E ALE5104 EC2 RQIARIA | MO| API 24 S AEH5HAIL.

« Kubernetes 2{AE| L ZEQ| CPU AEDA HAE

Kl

LIE|E J|HIO 2 EC2 QIAEA S|

g XM= XIEE 2[H9 E% Adl FSOIVPCOIM XIHE Ef2E 71E 2 E Amazon EC2 1A
HAE SX|FLICE 28 Foi| QIABATL CEA| A|ZHELICH
{
"tags": {
"Name": "StopEC2InstancesWithFilters"
},
"description": "Stop and restart all instances in us-east-1b with the tag env=prod
in the specified VPC",
"targets": {
"myInstances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"env": "prod"
},
"filters": [
{
"path": "Placement.AvailabilityZone",
"values": ["us-east-1b"]
I
{
"path": "State.Name",
"values": ["running"]
I
{
"path": "VpcId",
"values": [ "vpc-aabbccl11223344556"]
}
1,
"selectionMode": "ALL"
}
I

"actions": {
"StopInstances": {
"actionId": "aws:ec2:stop-instances",
"description": "stop the instances",
"parameters": {
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"startInstancesAfterDuration": "PT2M"

I
"targets": {
"Instances": "myInstances"
}
}
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"

K|MEE £0| EC2 QIAEHA =K]|

ok
Am
02
o

CHS olAloM = XIHE EfT 71 e QUARA 374
E:

| E EX|ELICH AWS FISE 2lo|2 EX|
AE MEHSHLICEH 28 £0f O|38t QIARHAE L

"tags": {
"Name": "StopEC2InstancesByCount"
},
"description": "Stop and restart three instances with the specified tag",
"targets": {
"myInstances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"env": "prod"

iy
"selectionMode": "COUNT(3)"

},
"actions": {
"StopInstances": {
"actionId": "aws:ec2:stop-instances",
"description": "stop the instances",
"parameters": {
"startInstancesAfterDuration": "PT2M"

iy
"targets": {
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"Instances": "myInstances"
}
}
I
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"

AP A= AWS FIS SSM 2 A{ AlSH

0

CHS oMo A= AFR LA E AWS FIS SSM 2ME A2 5H04 X|KE EC2 QIAEIA 0| M 60% SOt
CPU 2% Z¢|g AI#8tLICt AWSFIS-Run-CPU-Stress. AWS FISE 2& S0t A3 S B LIE{2IgHL
Ct.

{
"tags": {
"Name": "CPUStress"
},
"description": "Run a CPU fault injection on the specified instance",
"targets": {
"myInstance": {
"resourceType": "aws:ec2:instance",
"resourceArns": ["arn:aws:ec2:us-east-1:111122223333:instance/instance-
id"],
"selectionMode": "ALL"
}
I
"actions": {
"CPUStress": {
"actionId": "aws:ssm:send-command",
"description": "run cpu stress using ssm",
"parameters": {
"duration": "PT2M",
"documentArn": "arn:aws:ssm:us-east-1::document/AWSFIS-Run-CPU-Stress",
"documentParameters": "{\"DurationSeconds\": \"60\",
\"InstallDependencies\": \"True\", \"CPU\": \"O\"}"
I
"targets": {
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"Instances": "myInstance"
}
}
I
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,
"roleArn": "arn:aws:iam::111122223333:role/role-name"
}
A HolEl Xt s8 HE A™

CZ oMl = Systems Manager0i| M XS dt= &5 @l AWS-PublishSNSNotificationg Ah& 504
Amazon SNSOI| & &E HAIRLICH Aoz X|HE SNS FA|ol| 4 =S HAIZ #HEtol Q{o{oF &L
Ct.

"description": "Publish event through SNS",
"stopConditions": [

{
"source": '"none"
}
1,
"targets": {
I

"actions": {
"sendToSns": {

"actionId": "aws:ssm:start-automation-execution",
"description": "Publish message to SNS",
"parameters": {

"documentArn": "arn:aws:ssm:us-east-1::document/AWS-

PublishSNSNotification",
"documentParameters": "{\'"Message\": \"Hello, world\", \"TopicArn\":
\"arn:aws:sns:us-east-1:111122223333:topic-name\"}",
"maxDuration": "PTIM"
},
"targets": {
}
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"roleArn": "arn:aws:iam::111122223333:role/role-name"
}
CHa IAM &g 2 AFE 6o EC2 2 ol M2l API 242 MIBHStMI 2
Ct= 01IX1I01IA-IE CHa Holof XIHE 1AM &0l ola &=l API 21 S &0 CHal 2Fd Hofof X|™H
E API 2£92/100%E A2 E-JFLICH

(@ Note
Auto Scaling 2 & 2| HEHRI EC2 QIAEAE CHA S 2 x| stE{™ aws:ec2:asg-insufficient-
instance-capacity-error Zed2 AFE5t Auto Scaling AEHE CHa 2 XIMELICH RRMIE LY
2 aws:ec2:asg-insufficient-instance-capacity-error EHHE & X5 AIA|2.

{
"tags": {
"Name": "ThrottleEC2APIActions"
},
"description": "Throttle the specified EC2 API actions on the specified IAM role",
"targets": {
"myRole": {
"resourceType": "aws:iam:role",
"resourceArns": ["arn:aws:iam::111122223333:role/role-name"],
"selectionMode": "ALL"
}
},

"actions": {
"ThrottleAPI": {
"actionId": "aws:fis:inject-api-throttle-error",
"description": "Throttle APIs for 5 minutes",
"parameters": {
"service": "ec2",
"operations": "DescribeInstances,DescribeVolumes",
"percentage": "100",
"duration": "PT2M"
},
"targets": {
"Roles": "myRole"
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},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"

Kubernetes 22{AE L LZEQ| CPU AEHA HAE

CH2 o Aol A= Chaos Mesh& A2 5104 Amazon EKS Kubernetes 28{AE{Q| ZE CPUM 1E &
o AED|A EHIAEE AMAIELIC

{
"description": "ChaosMesh StressChaos example",
"targets": {
"Cluster-Target-1": {
"resourceType": "aws:eks:cluster",

"resourceArns": [
"arn:aws:eks:arn:aws::111122223333:cluster/cluster-id"
1,

"selectionMode": "ALL"

iy
"actions": {
"TestCPUStress": {

"actionId": "aws:eks:inject-kubernetes-custom-resource",
"parameters": {
"maxDuration": "PT2M",
"kubernetesApiVersion": "chaos-mesh.org/vlalphal",
"kubernetesKind": "StressChaos",
"kubernetesNamespace": "default",

"kubernetesSpec": "{\"selector\":{\"namespaces\":[\"default\"],
\"labelSelectors\":{\"run\":\"nginx\"3}},\"mode\":\"all\",\"stressors\": {\"cpu\":
{\"workers\":1,\"load\":50}},\"duration\":\"1m\"}"

.
"targets": {
"Cluster": "Cluster-Target-1"

}I
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"stopConditions": [{

"source": '"none"
1,
"roleArn": "arn:aws:iam::111122223333:role/role-name",
"tags": {}

CS ol Al M E LitmusE AF2 3104 Amazon EKS Kubernetes 2c{AE{Q| ZE CPUON| 18 St AE

HlA E|IAEE AAIELICE

{
"description": "Litmus CPU Hog",
"targets": {
"MyCluster": {
"resourceType": "aws:eks:cluster",

"resourceArns": [
"arn:aws:eks:arn:aws::111122223333:cluster/cluster-id"

]I

"selectionMode": "ALL"

},
"actions": {
"MyAction": {
"actionId": "aws:eks:inject-kubernetes-custom-resource",
"parameters": {
"maxDuration": "PT2M",

"kubernetesApiVersion": "litmuschaos.io/vlalphal",
"kubernetesKind": "ChaosEngine",
"kubernetesNamespace": "litmus",

"kubernetesSpec": "{\"engineState\":\"active\",\"appinfo\":
{\"appns\":\"default\",\"applabel\":\"run=nginx\",\"appkind\":\"deployment\"},
\"chaosServiceAccount\":\"litmus-admin\",\"experiments\":[{\"name\" :\"pod-cpu-hog
\",\"spec\":{\"components\":{\"env\":[{\"name\" :\"TOTAL_CHAOS_DURATION\",\"value\":
\"60\"}, {\"name\" :\"CPU_CORES\",\"value\":\"1\"}, {\"name\" :\""PODS_AFFECTED_PERC\",
\"value\":\"100\"}, {\"name\" :\"CONTAINER_RUNTIME\",\"value\":\"docker\"}, {\"name\":
\"SOCKET_PATH\",\"value\":\"/var/run/docker.sock\"}1},\"probe\":[]1}}]1,\"annotationCheck

\":\"false\"}"
.
"targets": {
"Cluster": "MyCluster"
}
}
},
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"stopConditions": [{

"source": '"none"
1,
"roleArn": "arn:aws:iam::111122223333:role/role-name",
"tags": {}
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8. ] MMollr] Bted £7HE MEABFLICH ChE S S#ELICH
a. O|B0|AM ol o|§2 UBFLICI & E™ stopBothInstancesE(2) Y& LICH
b. X R o Z &= aws:ec2:stop-instancesES MEHEFL|CH.
c. CIZ AlZh = AIFFOIM F7tet 2 il 2Hd(stopOneInstance)S MEHEHLICY.
d. CH&OA, F7I8t F 8Hml Ci4(bothInstances)S ME{ELICEH
e. & uztOo|Eel AL 7|7 O|F QUIAEA A2 382 (PT3IM)2E X|™ g LCH
f. XZ(Save)= MEAELIC}
9. CtES MEASI0{ 3EAH|, MH|A HMA FHoE O|SFELICH
10. MHIA HHAO| HP JIE IAM 2 AHS S MEH3 CHS Of K&kl AT E70f MBE T2 4
A3t IAM &2 MEABILICE of8t0| EAIEIX| S 72 siT ofgtol TR AF 27t Y|
BRISHMI2. REMIEH LIE 2 the section called “AT 24E” B FXRSFMUAL
11. CH22 MEistod 4EHH, ME4| M3 702 o|SBtLICH
12. (MEHALE) EfTo| B2 M ET FIHE MBSt EfT 7| T 242 XIFELICH F7tet Bfa=
HE3IS AL 5H0d AHEIE Ao ofLizt AlE HE ol S ELIC
13. CtSE2 ME4stod 5TEHA| HE X MHo = o|SELICH.
14, HE3Ig AEST MY HES MA2 MAFLICH 2O HAIXIZF EAIEH create® Y243 O
g ME HEB3 MM MeELD
(MEHAME) AR 3 JSONE 2 i
LHELHZ| B2 MEfEFL|Ct CHE2 Ol 2& HAtol| A A5t JSON o M| iLct.,
{
"description": "Test instance stop and start",
"targets": {
"bothInstances": {
"resourceType": "aws:ec2:instance",
"resourceArns": [
"arn:aws:ec2:region:123456789012:instance/instance_id_1",
"arn:aws:ec2:region:123456789012:instance/instance_id_2"
iy
"selectionMode": "ALL"
iy
"oneRandomInstance": {
"resourceType": "aws:ec2:instance",
"resourceArns": [
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"arn:aws:ec2:region:123456789012:instance/instance_id_1",
"arn:aws:ec2:region:123456789012:instance/instance_id_2"
1,
"selectionMode": "COUNT(1)"

iy
"actions": {
"stopBothInstances": {

"actionId": "aws:ec2:stop-instances",
"parameters": {
"startInstancesAfterDuration": "PT3M"
I
"targets": {
"Instances": "bothInstances"
},
"startAfter": [
"stopOneInstance"
]
},
"stopOneInstance": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"startInstancesAfterDuration": "PT3M"
I
"targets": {
"Instances": "oneRandomInstance"
}
}
},
"stopConditions": [
{
"source": '"none"
}
1,
"roleArn": "arn:aws:iam::123456789012:role/AllowFISEC2Actions",
"tags": {3}
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"description": "Test CPU stress predefined SSM document",
"targets": {
"testInstance": {
"resourceType": "aws:ec2:instance",
"resourceArns": [
"arn:aws:ec2:region:123456789012:instance/instance_id"
1,

"selectionMode": "ALL"

I
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"actions": {
"runCpuStress": {

"actionId": "aws:ssm:send-command",
"parameters": {
"documentArn": "arn:aws:ssm:region::document/AWSFIS-Run-CPU-Stress",

"documentParameters": "{\"DurationSeconds\":\"120\"}",
"duration": "PT5M"

.
"targets": {
"Instances": "testInstance"
}
}
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:region:123456789012:alarm:awsec2-instance_id-
GreaterThanOrEqualToThreshold-CPUUtilization"
}
1,
"roleArn": "arn:aws:iam::123456789012:role/AllowFISSSMActions",
"tags": {3}
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aws ec2 run-instances \
--image-id ami-0ab193018FEXAMPLE \
--instance-type "t2.micro" \
--count 1 \
--subnet-id subnet-1234567890abcdef® \
--security-group-ids sg-111222333444aaab \
--instance-market-options file://spot-options. json \
--query Instances[*].Instanceld

CH=2 2 spot-options.json I+ Q| of IL|C}.

{
"MarketType": "spot",
"SpotOptions": {
"SpotInstanceType": "persistent",
"InstancelnterruptionBehavior": "stop"
}
}

o
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oA BHEQ| --query SME AHS st BHO0| &% QAR AO[ QIARA |DBEF HF
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"i-@abcdef1234567890"
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[e]l]

CH& AT QIAEA O Name=interruptMe Ef 18 F7+5t2{H create-tags BES AASELICH.

aws ec2 create-tags \
--resources i-Qabcdef1234567890 \
--tags Key=Name,Value=interruptMe
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MEdst T B 7|9 BN Zhe R|™EHLICH F7HE Ejlas
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HEXS HEST N WEX M2 MELICH 2Ol HAIKI7L EAIEIH create® 248t Ot
2 Al&d EIEZ 2] AHAMS A—|EH%F|_||_—_|.

| ERa A A o002 1-1-

LHELHZ| RS MEHEfLICH CHE2 Ol 2& HRto|A ddet JSON oA ILC.

{
"description": "Test Spot Instance interruptions",
"targets": {
"oneSpotInstance": {
"resourceType": "aws:ec2:spot-instance",
"resourceTags": {
"Name": "interruptMe"
},
"filters": [
{
"path": "State.Name",
"values": [
"running"
]
}
1,
"selectionMode": "COUNT(1)"
}
I
"actions": {
"interruptSpotInstance": {
"actionId": "aws:ec2:send-spot-instance-interruptions",
"parameters": {
"durationBeforeInterruption": "PT2M"
I
"targets": {
"SpotInstances": "oneSpotInstance"
}
}
},
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"source":
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/rebalance-recommendations.html
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Ch. Al%0| 2 E|™ AEf7t CHS2t 2ol BHZE Lt
« terminate - &E{7} instance-terminated-by-experiment® BHZEELICH.
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aws ec2 cancel-spot-instance-requests --spot-instance-request-ids sir-ksie869j
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aws ec2 terminate-instances --instance-ids i-0Oabcdef1234567890
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/spot-interruptions.html#spot-instance-termination-notices
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/ec2/cancel-spot-instance-requests.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/terminate-instances.html
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/service-role/AWSFaultInjectionSimulatorNetworkAccess
https://docs.aws.amazon.com/fis/latest/userguide/getting-started-iam-service-role
https://docs.aws.amazon.com/fis/latest/userguide/getting-started-iam-service-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted
https://docs.aws.amazon.com/fis/latest/userguide/experiment-templates
https://docs.aws.amazon.com/fis/latest/userguide/experiment-templates
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https://console.aws.amazon.com/fis/
https://docs.aws.amazon.com/fis/latest/userguide/fis-tutorial-disrupt-connectivity.html#disrupt-connectivity-prerequisites
https://docs.aws.amazon.com/fis/latest/userguide/fis-tutorial-disrupt-connectivity.html#disrupt-connectivity-prerequisites
https://docs.aws.amazon.com/fis/latest/userguide/stop-conditions
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3! MM MEBLICH 2Ol HAIXIZH EAIEIH create® U243t ot

Amazon EC2 QIAEIA T} Amazon S3 AEZQIE| TEE £ QUEKX| EQISHA L.
1. AT =74 EHAof| BHE Amazon EC2 QIAEI A0 o488},

X 22 /s Amazon EC2 AHE HB M| QIARA A EX sHE S MESHAMIR.

2. OIAEAT} AWS 2™ Q=2 &olstL|Ct 0|Z A 5+84™H Amazon EC2 240 Q7L ClS &
= AL
hostname
0 & £0q us-west-20{A Amazon EC2 QIAEIAE A|ZtSt B CIS1 242 £240| EAIEL
Ct.
[ec2-user@ip-172.16.0.0 ~]$ hostname
ip-172.16.0.0.us-west-2.compute.internal
3. oA Amazon S3 2l ClE T AWS Z|H™. AWS ##2 T 2|2 HiE Lt

ping -c 1 s3.AWS ##.amazonaws.com

20| B2 ChS oxet Z ol Eof d&stod Il £40] 0% & Ae = + U&LICH

M

PING s3.us-west-2.amazonaws.com (x.x.x.x) 56(84) bytes of data.
64 bytes from s3-us-west-2.amazonaws.com (x.Xx.x.x: icmp_seq=1 ttl=249 time=1.30 ms

--- s3.us-west-2.amazonaws.com ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 1.306/1.306/1.306/0.000 ms
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https://docs.aws.amazon.com/fis/latest/userguide/fis-tutorial-disrupt-connectivity.html#disrupt-connectivity-prerequisites
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting

AR 7H0|E

LICH

F

=

S

EiZE F7t

Hatod MF HE H o|X|E FLICt.
5t

I

| I O|K[of| A A&ol| AFS

=i Jo)
= =

| = O] x|l A

https://console.aws.amazon.com/fis/ AWS FIS &2 L|C}.

(MEH AL

= Jo
=/

AWS Fault Injection A{H|A

5.
6.

1.

LIc a=EX|

F

=
o

=

HoF
09 A

<]

| HFHE Ho|X|Z 0|

9

o
<l
o

=

Kl

ra
10

L.

ME W Oo|K|

MIF

fn
= =

0
Pl
<l

LICH

F

S
=

AR O|S

C
—

SOo|H IS

%0
<

-,

<0
ol
<

—

=1 o)
=

F

[ I
IABAAO|M AL R AWS 2|72 Amazon S3 @

—

e}
-c 1 s3.AWS ##.amazonaws.com

ping

5EHAl: Amazon S3 HIERIT BE
Amazon EC2

Amazon S3 2lE L

0| K| 2t

Ct

ol
ml
Kl

-c 1 s3.us-west-2.amazonaws.com
PING s3.us-west-2.amazonaws.com (x.x.x.x) 56(84) bytes of data.

1 packets transmitted, @ received, 100% packet loss, time Oms

--- s3.us-west-2.amazonaws.com ping statistics ---

ping
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
b
"Action": "sts:AssumeRole"
}
]
}
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"Effect": "Allow",

"Action": "fis:StartExperiment",

"Resource": [
"arn:aws:fis:*:*:experiment-template/your-experiment-template-id",
"arn:aws:fis:*:*:experiment/*"
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{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment/*"

},

{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {

"StringEquals": {
"aws:ResourceTag/Purpose": "Schedule"
}

}

}

]
}
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"ClientToken": "<aws.scheduler.execution-id>",
"ExperimentTemplateld": "your-experiment-template-id"
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowFISExperimentLoggingActionsCloudwatch",
"Effect": "Allow",
"Action": [
"logs:CreateLogDelivery",
"logs:PutResourcePolicy",
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"logs:DescribeResourcePolicies",
"logs:DescribelogGroups"”

]I

"Resource": "*"

"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:network-acl/*",
"Condition": {
"StringEquals": {

"ec2:CreateAction": "CreateNetworkAcl",

"aws:RequestTag/managedByFIS": "true"

"Effect": "Allow",
"Action": "ec2:CreateNetworkAcl",
"Resource": "arn:aws:ec2:*:*:network-acl/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkAclEntry",
"ec2:DeleteNetworkAcl"

1,

"Resource": [
"arn:aws:ec2:*:*:network-acl/*",
"arn:aws:ec2:*:*:vpc/*"

1,

"Condition": {

"StringEquals": {

"ec2:ResourceTag/managedByFIS": "true"

"Effect": "Allow",
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"Action": "ec2:CreateNetworkAcl",
"Resource": "arn:aws:ec2:*:*:vpc/*"

},
{

"Effect": "Allow",

"Action": [

"ec2:DescribeVpcs",
"ec2:DescribeManagedPrefixLists",
"ec2:DescribeSubnets",
"ec2:DescribeNetworkAcls"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": "ec2:ReplaceNetworkAclAssociation",

"Resource": [

"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-acl/*"
]
},
{

"Effect": "Allow",

"Action": [
"rds:FailoverDBCluster"

1,

"Resource": [
"arn:aws:rds:*:*:cluster:*"

]

I
{

"Effect": "Allow",

"Action": [
"rds:RebootDBInstance"

1,

"Resource": [
"arn:aws:rds:*:*:db:*"

]

},
{

"Effect": "Allow",

"Action": [
"elasticache:DescribeReplicationGroups",
"elasticache:InterruptClusterAzPower"
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]I

"Resource": [

"arn:aws:elasticache:*:*:replicationgroup:*"

]
},
{
"Sid": "TargetResolutionByTags",
"Effect": "Allow",
"Action": [
"tag:GetResources"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"ec2:StartInstances",
"ec2:StopInstances"
1,
"Resource": "arn:aws:ec2:*:*:instance/*"
},
{
"Effect": "Allow",
"Action": [
"ec2:DescribeInstances"
1,
"Resource": "*"
I
{

"Effect": "Allow",
"Action": [
"kms:CreateGrant"
1,
"Resource": [
"arn:aws:kms:*:*:key/*"
1,
"Condition": {
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.com"
I
"Bool": {
"kms:GrantIsForAWSResource": "true"
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}I
{

"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"ec2:PauseVolumeIO"

]I

"Resource": "arn:aws:ec2:*:*:volume/*"

"Sid": "AllowInjectAPI",

"Effect": "Allow",

"Action": [
"ec2:InjectApiError"

]I

"Resource": [
nin

1,

"Condition": {

"ForAnyValue:StringEquals": {
"ec2:FisActionId":
"aws:ec2:api-insufficient-instance-capacity-error",
"aws:ec2:asg-insufficient-instance-capacity-error"

"Sid": "DescribeAsg",
"Effect": "Allow",
"Action": [

"autoscaling:DescribeAutoScalingGroups"

]I

"Resource": [
nin
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}

ALl 2E=x

Che 2EI=xE= AlLEIE "ol 0l JSONE X{%E 3504 AWS Command Line Interface(AWS
CLI)0l| M create-experiment-template WHEE AFE5t0{ & BIES/E Pt = O AFSE &= U&LCt
Z M HTO| ALIZIRE EB{™ FIS 2£ 9| ALIZ|L EIo|EREIE UESHAIL.

{
"targets": {
"IAM-role": {
"resourceType": "aws:iam:role",

"resourceArns": [],
"selectionMode": "ALL"

I
"EBS-Volumes": {
"resourceType": "aws:ec2:ebs-volume",
"resourceTags": {
"AzImpairmentPower": "ApiPauseVolume"
},
"selectionMode": "COUNT(1)",
"parameters": {
"availabilityZoneldentifier": "us-east-1la"
},
"filters": [
{
"path": "Attachments.DeleteOnTermination",
"values": [
"false"
]
}
]
I
"EC2-Instances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"AzImpairmentPower": "StopInstances"
},
"filters": [
{

"path": "State.Name",
"values": [
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"running"

"path": "Placement.AvailabilityZone",
"values": [
"us-east-1a"

1,
"selectionMode": "ALL"
I
"ASG": {
"resourceType": "aws:ec2:autoscaling-group",
"resourceTags": {
"AzImpairmentPower": "IceAsg"
},
"selectionMode": "ALL"
},
"ASG-EC2-Instances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"AzImpairmentPower": "IceAsg"
I
"filters": [
{
"path": "State.Name",
"values": [
"running"

"path": "Placement.AvailabilityZone",
"values": [
"us-east-1a"

1,
"selectionMode": "ALL"
I
"Subnet": {
"resourceType": "aws:ec2:subnet",
"resourceTags": {
"AzImpairmentPower": "DisruptSubnet"
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},
"filters": [
{
"path": "AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,

"selectionMode": "ALL",
"parameters": {}

I
"RDS-Cluster": {
"resourceType": "aws:rds:cluster",
"resourceTags": {
"AzImpairmentPower": "DisruptRds"
},
"selectionMode": "ALL",
"parameters": {
"writerAvailabilityZoneIdentifiers": "us-east-1a"
}
I
"ElastiCache-Cluster": {
"resourceType": "aws:elasticache:replicationgroup",
"resourceTags": {
"AzImpairmentPower": "DisruptElasticache"
},
"selectionMode": "ALL",
"parameters": {
"availabilityZoneldentifier": "us-east-1la"
}
}

iy
"actions": {
"Pause-Instance-Launches": {

"actionId": "aws:ec2:api-insufficient-instance-capacity-error",
"parameters": {
"availabilityZoneIdentifiers": "us-east-1la",

"duration": "PT30M",
"percentage": "100"
},
"targets": {
"Roles": "IAM-role"
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},
"Pause-EBS-I0": {
"actionId": "aws:ebs:pause-volume-io",
"parameters": {
"duration": "PT30QM"
I
"targets": {
"Volumes": "EBS-Volumes"
},
"startAfter": [
"Stop-Instances",
"Stop-ASG-Instances"”
]
I
"Stop-Instances": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"completeIfInstancesTerminated": "true",
"startInstancesAfterDuration": "PT30M"
I
"targets": {
"Instances": "EC2-Instances"
}
I
"Pause-ASG-Scaling": {
"actionId": "aws:ec2:asg-insufficient-instance-capacity-error",
"parameters": {
"availabilityZoneIdentifiers": "us-east-1a",
"duration": "PT30M",
"percentage": "100"
},
"targets": {
"AutoScalingGroups": "ASG"
}
},
"Stop-ASG-Instances": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"completeIfInstancesTerminated": "true",
"startInstancesAfterDuration": "PT30QM"
},
"targets": {
"Instances": "ASG-EC2-Instances"
}
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}I

"Pause-network-connectivity": {

"actionId": "aws:network:disrupt-connectivity",
"parameters": {
"duration": "PT2M",
"scope": "all"
},
"targets": {
"Subnets": "Subnet"

},
"Failover-RDS": {
"actionId": "aws:rds:failover-db-cluster",
"parameters": {3},
"targets": {
"Clusters": "RDS-Cluster"

iy

"Pause-ElastiCache": {
"actionId": "aws:elasticache:replicationgroup-interrupt-az-power",
"parameters": {
"duration": "PT3QM"

},
"targets": {
"ReplicationGroups": "ElastiCache-Cluster"
}
}
I
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": ""
}
1,
"roleArn": "",
"tags": {
"Name": "AZ Impairment: Power Interruption"
I

"logConfiguration": {
"logSchemaVersion": 2

1,

"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "skip"
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},
"description": "Affect multiple resource types in a single AZ, targeting by tags
and explicit ARNs, to approximate power interruption in one AZ."

}
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "RouteTableDisruptConnectivityl",
"Effect": "Allow",
"Action": "ec2:CreateRouteTable",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"
}
}
.
{
"Sid": "RouteTableDisruptConnectivity2",
"Effect": "Allow",
"Action": "ec2:CreateRouteTable",
"Resource": "arn:aws:ec2:*:*:vpc/*"
.
{

"Sid": "RouteTableDisruptConnectivity21",
"Effect": "Allow",
"Action": "ec2:CreateTags",
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"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {

"StringEquals": {
"ec2:CreateAction": "CreateRouteTable",
"aws:RequestTag/managedByFIS": "true"
}
}
I
{
"Sid": "RouteTableDisruptConnectivity3",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface",
"aws:RequestTag/managedByFIS": "true"
}
}
I
{
"Sid": "RouteTableDisruptConnectivity4",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateManagedPrefixList",
"aws:RequestTag/managedByFIS": "true"
}
}
I
{
"Sid": "RouteTableDisruptConnectivity5",
"Effect": "Allow",
"Action": "ec2:DeleteRouteTable",
"Resource": [
"arn:aws:ec2:*:*:route-table/*",
"arn:aws:ec2:*:*:vpc/*"
1,
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"
}
Cross-Region: Connectivity 196



AWS Fault Injection A{H|A

AR 7H0|E

iy

}

"Sid": "RouteTableDisruptConnectivity6",
"Effect": "Allow",
"Action": "ec2:CreateRoute",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity7",
"Effect": "Allow",
"Action": "ec2:CreateNetworkInterface",

"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity8",

"Effect": "Allow",

"Action": "ec2:CreateNetworkInterface",

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Sid": "RouteTableDisruptConnectivity9",
"Effect": "Allow",
"Action": "ec2:DeleteNetworkInterface",

"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"
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{

"Sid": "RouteTableDisruptConnectivitylQ@",
"Effect": "Allow",
"Action": "ec2:CreateManagedPrefixList",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivityll",
"Effect": "Allow",
"Action": "ec2:DeleteManagedPrefixList",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivityl2",
"Effect": "Allow",
"Action": "ec2:ModifyManagedPrefixList",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivityl3",

"Effect": "Allow",

"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeVpcs",
"ec2:DescribeVpcPeeringConnections",

ec2:DescribeManagedPrefixLists",

"ec2:DescribeSubnets",

ec2:DescribeRouteTables",

"ec2:DescribeVpcEndpoints"
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1,
"Resource": "*"
},
{
"Sid": "RouteTableDisruptConnectivityl4",
"Effect": "Allow",
"Action": "ec2:ReplaceRouteTableAssociation",
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:route-table/*"
]
I
{
"Sid": "RouteTableDisruptConnectivityl5",
"Effect": "Allow",
"Action": "ec2:GetManagedPrefixListEntries",
"Resource": "arn:aws:ec2:*:*:prefix-list/*"
I
{
"Sid": "RouteTableDisruptConnectivityl6",
"Effect": "Allow",
"Action": "ec2:AssociateRouteTable",
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:route-table/*"
]
},
{
"Sid": "RouteTableDisruptConnectivityl7",
"Effect": "Allow",
"Action": "ec2:DisassociateRouteTable",
"Resource": [
"arn:aws:ec2:*:*:route-table/*"
1,
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"
}
}
I
{
"Sid": "RouteTableDisruptConnectivityl8",
"Effect": "Allow",
"Action": "ec2:DisassociateRouteTable",
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"Resource": [
"arn:aws:ec2:*:*:subnet/*"

"Sid": "RouteTableDisruptConnectivityl9",
"Effect": "Allow",
"Action": "ec2:ModifyVpcEndpoint",
"Resource": [
"arn:aws:ec2:*:*:route-table/*"
1,
"Condition": {
"StringEquals": {

"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity20",

"Effect": "Allow",

"Action": "ec2:ModifyVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*"

"Sid": "TransitGatewayDisruptConnectivityl",
"Effect": "Allow",
"Action": [

"ec2:DisassociateTransitGatewayRouteTable",

"ec2:AssociateTransitGatewayRouteTable"

1,

"Resource": [

"arn:aws:ec2:*:*:transit-gateway-route-table/*",
"arn:aws:ec2:*:*:transit-gateway-attachment/*"

"Sid": "TransitGatewayDisruptConnectivity2",
"Effect": "Allow",
"Action": [

"ec2:DescribeTransitGatewayPeeringAttachments",

"ec2:DescribeTransitGatewayAttachments",
"ec2:DescribeTransitGateways"

Cross-Region: Connectivity
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"Resource": "*"

"Sid": "S3CrossRegionl",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets"
1,

"Resource": "*"

"Sid": "S3CrossRegion2",

"Effect": "Allow",

"Action": [
"tag:GetResources"

]I

"Resource": "*"

"Sid": "S3CrossRegion3",
"Effect": "Allow",
"Action": [
"s3:PauseReplication"
1,
"Resource": "arn:aws:s3:::*",
"Condition": {
"StringlLike": {
"s3:DestinationRegion": "*"

"Sid": "S3CrossRegion4",

"Effect": "Allow",

"Action": [
"s3:GetReplicationConfiguration",
"s3:PutReplicationConfiguration”

1,

"Resource": "arn:aws:s3:::*",

"Condition": {
"BoolIfExists": {

"s3:isReplicationPauseRequest":

Iltruell
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}

I
{
"Sid": "DdbCrossRegionl",
"Effect": "Allow",
"Action": [
"tag:GetResources"

1,

"Resource'": "*"

"Sid": "DdbCrossRegion",

"Effect": "Allow",

"Action": [
"dynamodb:DescribeTable",
"dynamodb:PutResourcePolicy",
"dynamodb:GetResourcePolicy",
"dynamodb:DeleteResourcePolicy"

1,

"Resource": [
"arn:aws:dynamodb:*:*:table/*",

AlLtE| EBlx

Ff

CHE 2HXE AlLIZ2|2E ™HolgtL|Ch 0] JSONE X ZEH5t04 AWS Command Line Interface(AWS
CLI)0l| M create-experiment-template WHEE AFE5t0{ & EIES/E Pt = O AL E &= U&LICt
Z M HTO| ALIZIRE EE{M FIS 2£ 9| ALIZ|L EIo|EREIE UESHAIL.

{
"targets": {

"Transit-Gateway": {
"resourceType": "aws:ec2:transit-gateway",
"resourceTags": {

"TgwTag": "TgwValue"

},
"selectionMode": "ALL"

},

"Subnet": {
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"resourceType": "aws:ec2:subnet",
"resourceTags": {

"SubnetKey": "SubnetValue"
I
"selectionMode": "ALL",
"parameters": {3}

},
"S3-Bucket": {
"resourceType": "aws:s3:bucket",
"resourceTags": {
"S3Impact": "Allowed"
I
"selectionMode": "ALL"
I
"DynamoDB-Global-Table": {
"resourceType": "aws:dynamodb:global-table",
"resourceTags": {
"DisruptDynamoDb": "Allowed"
},
"selectionMode": "ALL"
}

1,
"actions": {
"Disrupt-Transit-Gateway-Connectivity": {
"actionId": "aws:network:transit-gateway-disrupt-cross-region-
connectivity",
"parameters": {
"duration": "PT3H",

"region": "eu-west-1"
},
"targets": {

"TransitGateways": "Transit-Gateway"
}

I
"Disrupt-Subnet-Connectivity": {
"actionId": "aws:network:route-table-disrupt-cross-region-
connectivity",
"parameters": {
"duration": "PT3H",

"region": "eu-west-1"
},
"targets": {

"Subnets": "Subnet"
}
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},
"Pause-S3-Replication": {
"actionId": "aws:s3:bucket-pause-replication",
"parameters": {
"duration": "PT3H",
"region": "eu-west-1"
},
"targets": {
"Buckets": "S3-Bucket"
}
},
"Pause-DynamoDB-Replication": {
"actionId": "aws:dynamodb:global-table-pause-replication",
"parameters": {
"duration": "PT3H"
1,
"targets": {
"Tables": "DynamoDB-Global-Table"
}
}
},
"stopConditions": [
{
"source": "none"
}
1,
"roleArn": "",

"logConfiguration": {
"logSchemaVersion": 2

1,
"tags": {
"Name": "Cross-Region: Connectivity"
1,
"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "skip"
1,
"description": "Block application network traffic from experiment Region to

target Region and pause cross-Region replication”

}
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"ec2:PauseVolumeIO"
1,
"Resource": "arn:aws:ec2:region:accountIdB:volume/*"
.
{

"Effect": "Allow",
"Action": [
"tag:GetResources"
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]I

"Resource": "*"

}

2. CIE2 2 AE A AE| A E Bt = A XM E AE Bo| =7HELICH 3EFA[0A BFE AE Ao

|_-_Ho|- IAM o=|o}-o| O| A—|EH§= |__||:|._

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "AccountIdA"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringlLike":{
"sts:Externalld": "arn:aws:fis:region:accountIdA:experiment/*"
.
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::accountIdA:role/role_name"
}
}
}
]
}

3. A AXM 1AM g WEELICE ol HE OIF =2 2EHAH2| AZ| HAof| M X et g0t U x[sH
OF &fLICt o] HHE EtUE S e{H QAAELO[H|H Z J&EE T E == U= HEHE FofgfL
Ch. OtE ol= AE A7 A BE 71HE &= e HetE 2o ELICH Che AHo| H (e 8 O
HHof 248 ARNS R 7FBLICh THA AT sHLto| o8 ARNEF 74 4 gl

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": [
"arn:aws:iam::accountIdB:role/role_name"
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]
}
]
}

4. 7’3 A0 CHEl O IAM &2 AR BHIEZ319| roleArn2 2 AFEELICH CFHS MMl 2AAER O
Ef AR A AS 22T £ 2= AWS FIS HEHE Soiste 1AM GEro TR AZ M Hof
&Lct.

{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": [
"fis.amazonaws.com"
]
},
"Action": "sts:AssumeRole"
}
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£ LICt. AWS Command Line Interface

2. A™E iy ¥ SM0| "multi-account"2 MEE HEE JSON ZHU(04: my-
template.json)0lA AYE DHEBAM #### 2 El XIE| ZAIRL (2 AR 1R0| 222 HiE
CHS C}S create-experiment-template B S A&shL|C}.

aws fis create-experiment-template --cli-input-json file://my-template.json

Je{E SEol A ’E20] gretELch SEHolM 4% JES9| IDQ idE SAELICH

3. create-target-account-configuration %‘% Aldsto] A HERo| Cle A 282
7 7

1dE——experlment—template—ld EPEPDIE-l-‘?-l
description ItZtO|E= MEH &S|t 4

aws fis create-target-account-configuration --experiment-template-id EXTxxxxxxxxx
--account-id 111122223333 --role-arn arn:aws:iam::111122223333:role/role-name --
description "my description"

4. EYEOfY AY 2ol CHet M HEE ZHM52{H get-target-account-configuration B A&
sH_|C}
= B

aws fis get-target-account-configuration --experiment-template-id EXTxxxxxxxxx --
account-id 111122223333
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6. Z=H|7} £|™ start-experiment BHEE AI&5t0] A RIERI2 A = UA&LCH

aws fis start-experiment --experiment-template-id EXTxxxxxxxxx
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1. https://console.aws.amazon.com/fis/ AWS FIS £ & iLCt.
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update-target-account-configuration &S A&t #4442 EAIE X2 AR 22 AL AL X
2o 2 HHELICH --role-arn & --description Zl2tO|E{E= MEH A& O|H, & SHK| AR
Ho|EX|X| ef&LC.

aws fis update-target-account-configuration --experiment-template-id EXTxxxxxxxxx
--account-id 111122223333 --role-arn arn:aws:iam::111122223333:role/role-name --
description "my description"
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"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
.
"Action": "sts:AssumeRole"
}

2. AWS Command Line Interface(AWS CLI)E At&35}04 Ct2 B

S Q2450 Mf Ae S MM
FisSchedulerExecutionRoleZ 0| &i&tof Ho435t2iE 0|2

Z HHML.

aws iam create-role --role-name FisSchedulerExecutionRole --assume-role-policy-
document file://fis-execution-role.json
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tH ChEa 242 27t 234ELich

"Role": {
"Path": "/",
"RoleName": "FisSchedulerExecutionRole",
"RoleId": "AROAZL22PDN5A6WKRBQNU",
"Arn": "arn:aws:iam::123456789012:role/FisSchedulerExecutionRole",
"CreateDate": "2023-08-24T17:23:05+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
b

"Action": "sts:AssumeRole"
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3. EventBridge &A7|Z2{7 AHS ¢IH 5 &
C}S JSONS At 2Z0f| fis-start-experiment-permissions.jsonZ
KEErLICt CHS A2 EventBridge AHIE 7} AL AF AlK Q| R E AlE RIZSI0]A
fis:StartExperiment U 2 S EF TS SISELICH HSS T AYH HESICZE X|Et
524 "arn:aws:fis:*:*:experiment-template/*" B0 Q= *E AlE B EZSI0[ IDZ H}

M.

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "fis:StartExperiment",

"Resource": [
"arn:aws:fis:*:*:experiment-template/*",
"arn:aws:fis:*:*:experiment/*"

]

}
]
}
4. Ct2 BHES Al™Astod M HEt WS MEeLICt FisSchedulerPolicy& O Ao £ 04524
= O|ESE HITAMIR.

aws iam create-policy --policy-name FisSchedulerPolicy --policy-document file://fis-
start-experiment-permissions.json

MBstHChSI 22 Zotvt E24E0LCt E™ ARNS 7|SE L Ct ofS EHA 0l A Ol ARNS AHS
3'.0:1 [e) =

"Policy": {
"PolicyName": "FisSchedulerPolicy",
"PolicyId": "ANPAZL22PDN5ESVUWXLBD",
"Arn": "arn:aws:iam::123456789012:policy/FisSchedulerPolicy",
"Path": "/",
"DefaultVersionId": "v1",
"AttachmentCount": 0,
"PermissionsBoundaryUsageCount": 0,
"IsAttachable": true,
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"CreateDate": "2023-08-24T17:34:45+00:00",
"UpdateDate": "2023-08-24T17:34:45+00:00"

}
}
5. A& Agto] MMZ2 dZsIe{™ 2 HAE S A™MSIML. your-policy-arn2 O™ A0 A
A8 ZEH o] ARNO 2 B4ZAEL|C} FisSchedulerExecutionRole2 Ald oi&to| O|ECZ HIE
LIC}.

aws iam attach-role-policy --policy-arn your-policy-arn --role-name
FisSchedulerExecutionRole

=
6. 2AFAEHE S BT 210 U= AWS FIS AY HIZSI0H AT E
o CI HAM2 2 E AWS FIS A&oi CHEt fis:StartExperiment ™
27t 27 XIGE A RES0F M-S TS MEHELICH Purpose=Schedule.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment/*"
.
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Schedule"
}
}
}
]
}
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EEE Services ‘ Q Search [Option+S]

& Amazon EventBridge 4 AWSFIS E° CloudFormation @ CloudWatch & 1AM @ 2 '8 Aws Organizations % Application Composer

Schedule pattern

Occurrence  Info
You can define an one-time or recurrent schedule.

@ One-time schedule ’ ’ O Recurring schedule ‘

Date and time
The date and time to invoke the target.

‘ YYYY/MM/DD ’ l hh:mm ‘ ‘ (UTC -04:00) America/New_... ¥ ‘

YYYY/MM/DD Use 24-hour format timestamp (hh:mm) Timezone

Flexible time window
If you choose a flexible time window, Scheduler invokes your schedule within the time window you specify. For example, if you choose 15
minutes, your schedule runs within 15 minutes after the schedule start time.

Select v

Schedule state

Enable schedule
You can choose not to enable the schedule now. You will be able to enable the schedule after it has been created.

@ Enable
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"version": "Q",
"id": "12345678-1234-1234-1234-123456789012",
"detail-type": "FIS Experiment State Change",
"source": "aws.fis",
"account": "123456789012",
"time": "yyyy-mm-ddThh:mm:ssZ",
"region": "region",
"resources": [

"arn:aws:fis:region:account_id:experiment/experiment-id"
1,
"detail": {

"experiment-id": "EXPaBCDlefg2HIJkL3",

"experiment-template-id": "EXTalb2c3de5f6g7h",

"new-state": {

"status": "new_value",
"reason": "reason_string"
3,
"old-state": {
"status": "old_value",
"reason": "reason_string"
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experiment-id

+ completed
« failed

* initiating
* running

* stopped

+ stopping

old_value

Alzio] ol MEfILICH JH5 3 3t Cha T 2Lt
* initiating

* pending

* running

* stopping

AWS FISOo CHer Al 24

Zt 23 e |/ = (=]

CloudWatch L Z (R & Elof, 21, HIE 21 ofzH) 'Amazon S3 =
el
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 CloudWatch LogsE M&EE 21
« Amazon S3E EH 21

23 A 7|0}

CHE2 A" 220 A8 &= &7(|0bLIch S A7|0F HHE2 2]LICH detailse| EEE

log_type2| Ztol 2t &2t & LICt resolved_targets®| EE & target_typel| Zfo 2t Eet
ZlLICH REMIEH LHE 2 the section called “2 1 B ZE 0 BHHE R XSHAAIL.

{
"id": "EXP123abc456def789",
"log_type": "experiment-start | target-resolution-start | target-resolution-detail
| target-resolution-end | action-start | action-error | action-end | experiment-end",
"event_timestamp": "yyyy-mm-ddThh:mm:ssZ",
"version": "2",
"details": {
"account_id":"123456789012",
"action_end_time": "yyyy-mm-ddThh:mm:ssZ",
"action_id": "String",
"action_name": "String",
"action_start_time": "yyyy-mm-ddThh:mm:ssZ",
"action_state": {
"status": "pending | initiating | running | completed | cancelled |
stopping | stopped | failed",
"reason": "String"
1,
"action_targets": "String to string map",
"error_information": "String",
"experiment_end_time": "yyyy-mm-ddThh:mm:ssZ",
"experiment_state": {
"status": "pending | initiating | running | completed | stopping | stopped
| failed",
"reason": "String"
1,
"experiment_start_time": "yyyy-mm-ddThh:mm:ssZ",
"experiment_template_id": "String",
"page": Number,
"parameters": "String to string map",
"resolved_targets": [
{
"field": "value"
}
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1,
"resolved_targets_count": Number,
"status": "failed | completed",
"target_name": "String",
"target_resolution_end_time": "yyyy-mm-ddThh:mm:ssz",
"target_resolution_start_time": "yyyy-mm-ddThh:mm:ssZ",
"target_type": "String",
"total_pages": Number,
"total_resolved_targets_count": Number
}
}
2ela HE
« T 20 M= CFS AtE ol = IFELICH
« target_type EEE Y4511 resolved_targets EEE ARN S50 x| S5 2 €Y

LIt resolved_targets ZiM|o| REe EE= CHA 0| 2|44 R Rl target_typell Ztof

(et EetEuck

« account_id EEE FJI6t= action-error & target-resolution-detail O|HE 3
L},

« ™ 10| =7| E2|lAaYL|Ct.

27 CHA

AWS FISE CIS CHA S 2 211 MEE K|AHELICH

« Amazon S3 HZ!

« Amazon CloudWatch Logs 21 &

S3 21 XMeE

2= O *IXIE A Euo.
bucket-and-optional-prefix/AWSLogs/account-id/fis/region/experiment-
id/YYYY/MM/DD/account-id_awsfislogs_region_experiment-id_YYYYMMDDHHMMZ_hash.log

EO7HICR MEE|{HE 2 W 48 £ J&LCh.
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CloudWatch Logs 21 MEf

2= 12 olLfoll 21 2= ol MEEL|CH
23 8ZE o

= 2|2 MEfSH EC2 QIAEIA 0| M aws:ec2:reboot-instances
=27 ol

experiment-start

 target-resolution-start

* target-resolution-detail

 target-resolution-end

* action-start
* action-end
* action-error

* experiment-end

experiment-start

CH2 2 experiment-start O[HIEQ| 0l A| BIZ=QILIC}

"id": "EXPhjAXCGY78HV2as4A",
"log_type": "experiment-start",
"event_timestamp": "2023-05-31T18:50:4572",
"version": "2",
"details": {
"experiment_template_id": "EXTCDh1M8HHkhxoaQ",
"experiment_start_time": "2023-05-31T18:50:43Z"

target-resolution-start

ZagE=of
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target-resolution-start O[HES

chge

{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "target-resolution-start"
"event_timestamp": "2023-05-31T18:50:45Z2",
"version": "2",

"details": {
"target_resolution_start_time"
"EC2InstancesToReboot"

"2023-05-31T18:50:452",

"target_name":

target-resolution-detail
Al B2

CHH2 2 target-resolution-detail O|HIE Q|0
O= error_information ZET ZEE|L|C}

"id": "EXPhjAXCGY78HV2a4A",
"log_type": "target-resolution-detail"
"event_timestamp": "2023-05-31T18:50:45Z2",
"version": "2",

"details": {
"target_resolution_end_time": "2023-05-31T18:50:45Z"
"target_name": "EC2InstancesToReboot",
"target_type": "aws:ec2:instance"

"account_id": "123456789012",

"resolved_targets_count": 2,

"status": "completed"

LICt. total_pages7t1E

target-resolution-end
II OIE cHefo| ZefEl F71

+#|
L= ]]0|'

7|80 error_information 2=

OHAL_l

4O
AAEH

2 0lof| AIiE B
04 2OI=| A 27} Bt a1|_.__9| 37| Mste =1t
target-resolution-end BlZE7} QUd&LICH

HIE o] of| A| BT =QL|Ct.

CHH2 2 EC2 %t dof CiEt target-resolution-end O[HIEQ
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{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "target-resolution-end",
"event_timestamp": "2023-05-31T18:50:4572",
"version": "2",
"details": {
"target_resolution_end_time": "2023-05-31T18:50:46Z",
"target_name": "EC2InstanceToReboot",
"target_type": "aws:ec2:instance",
"resolved_targets": [
{

arn": "arn:aws:ec2:us-east-1:123456789012:instance/
i-0f7ee2abffc330de5"
}
1,
"page": 1,
"total_pages": 1

CHZ 2 EKS =40 CHEt target-resolution-end O|HIE Q| o A| 2|2 = QJLIC.

{
"id": "EXP24YfiucfyVPIpEIn",
"log_type": "target-resolution-end",
"event_timestamp": "2023-05-31T18:50:457",
"version": "2",
"details": {
"target_resolution_end_time": "2023-05-31T18:50:46Z",
"target_name": "myPods",
"target_type": "aws:eks:pod",
"resolved_targets": [
{
"pod_name": "example-696fb6498b-sxhw5",
"namespace": "default",
"cluster_arn": "arn:aws:eks:us-east-1:123456789012:cluster/fis-demo-
cluster",
"target_container_name": "example"
}
1,
"page": 1,

"total_pages": 1
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}
action-start
CH22 action-start O|HIES| oAl BZEQIL|CH Al HES0| 2 It2tO|E{7F X|™HE|o] /=

HEILICE

oot

k=)
[ ]
A2 B2 =0l parameters 2EL X

{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "action-start",
"event_timestamp": "2023-05-31T18:50:56Z2",
"version": "2",
"details": {
"action_name": "Reboot",
"action_id": "aws:ec2:reboot-instances",
"action_start_time": "2023-05-31T18:50:56Z7",
"action_targets": {"Instances":"EC2InstancesToReboot"}
}
}

action-error

=2 action-error O|HE Q| oAl B{ZEILICt 2 40| Auig et ghete[= o|HIEL|CE &
ol Alulist Zr AlZFof chal ghetElL(Ct.
{
"id": "EXPhjAXCGY78HV2as4A",
"log_type": "action-error",
"event_timestamp": "2023-05-31T18:50:567",
"version": "2",
"details": {
"action_name": "pause-io",
"action_id": "aws:ebs:pause-volume-io",

"account_id": "123456789012",
"action_state": {

"status": "failed",
"reason":"Unable to start Pause Volume I0O. Target volumes must be attached

to an instance type based on the Nitro system. VolumeId(s): [vol-123456789@abcdef@]:"
}
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action-end

CH2 2 action-end Of
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "action-end",

. "2023-05-31T18:50:56Z",

"event_timestamp":
Il2ll’
"Reboot",
"aws:ec2:reboot-instances",

"action_state":

"version":
"details": {
"action_name":
"action_id":
"action_end_time": "2023-05-31T18:50:56Z",
3 A
"status": "completed",
"Action was completed."

"reason":

experiment-end

CtZ2 experiment-end O|HE S| ofA| Bl 2= IL|C}.

"id": "EXPhjAXCGY78HV2asA",
"2023-05-31T18:50:572",

"log_type": "experiment-end",

"event_timestamp":
. IIZII’
"experiment_end_time": "2023-05-31T18:50:57Z7",

"version":
"details": {
"experiment_state": {
"status": "completed",
"reason": "Experiment completed"
}
}
}
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE:jdoe",
"arn": "arn:aws:sts::111122223333:assumed-role/example/jdoe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/example",
"accountId": "111122223333",
"userName": "example"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2020-12-03T09:40:427",
"mfaAuthenticated": "false"

}

},

"eventTime": "2020-12-03T09:44:20Z2",

"eventSource": "fis.amazonaws.com",

"eventName": "StopExperiment",

"awsRegion": "us-east-1",

"sourceIPAddress": "192.51.100.25",

"userAgent": "Boto3/1.22.9 Python/3.8.13 Linux/5.4.186-113.361.amzn2int.x86_64
Botocore/1.25.9",

"requestParameters": {
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"clientToken": "1234abc5-6def-789g-012h-ijklm34no56p",
"experimentTemplateId": "ABCDElfgHIJkLmNop",
"tags": {}
I
"responseElements": {
"experiment": {
"actions": {
"exampleActionl": {

"actionId": "aws:ec2:stop-instances",
"duration": "PT1OM",
"state": {
"reason": "Initial state",
"status": "pending"
I
"targets": {
"Instances": "exampleTagl"
}
I
"exampleAction2": {
"actionId": "aws:ec2:stop-instances",
"duration": "PT10M",
"state": {
"reason": "Initial state",
"status": "pending"
},
"targets": {
"Instances": "exampleTag2"
}
}
I

"creationTime": 1605788649.95,

"endTime": 1606988660.846,

"experimentTemplateId": "ABCDE1fgHIJkLmNop",

"id": "ABCDE1fgHIJkLmNop",

"roleArn": "arn:aws:iam::111122223333:role/AllowFISActions",
"startTime": 1605788650.109,

"state": {
"reason": "Experiment stopped",
"status": "stopping"
I
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:example"

f

ol
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"managementEvent": true,
recipientAccountId": "111122223333",
"eventCategory": "Management"
}
CH2 2 AWS FIS 2 edo| Z&E AEo| U Z aws:ssm:send-command AWS FIS7} &8+ API &
ol ch§t CloudTrail 21 52| of LICt us erIdentlty Qias PGS Tot U2 YA 2ot 2l
3 HEE O|R 02 ™S rdELct 2IUE G& ol O|F2 userNameOf ﬁAIEI—IEF Aol Ipe!
EXP21nT17WMzA6dnUgz= &2 A& | ARNS| U8 L principalIdoil LFEFELICE.
{
"eventVersion": "1.08",
'userIdentity": {
"type": "AssumedRole",
"principalId": "AROATZZZ4JPIXUEXAMPLE:EXP21nT17WMzA6dnUgz",
"arn": "arn:aws:sts::111122223333:assumed-role/AllowActions/
EXP21nT17WMzA6dnUgz"
AWS FIS 21 mted &5 ol3H

AWS Fault Injection A{H|A

}
1,

"tags": {3},
"targets": {
"ExampleTagl": {

resourceTags": {

"Example": "tagl"
.
resourceType": "aws:ec2:instance",
"selectionMode": "RANDOM(1)"
},

"ExampleTag2": {

resourceTags": {

"Example": "tag2"
1,
resourceType": "aws:ec2:instance"
selectionMode": "RANDOM(1)"
}
}
}
1,
"requestID":

"labcd23e-f4gh-567j-k1lm8-9np01q2341r56"
"eventID": "1234a56b-c78d-9e0f-glh2-34jk56m7n890"
"readOnly":

false,
"eventType": "AwsApiCall",
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"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROATZZZ4JPIXUEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/AllowActions",
"accountId": "111122223333",
"userName": "AllowActions"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-05-30T13:23:197",
"mfaAuthenticated": "false"

}

I

"invokedBy": "fis.amazonaws.com"
I
"eventTime": "2022-05-30T13:23:197",
"eventSource": '"ssm.amazonaws.com",
"eventName": "ListCommands",
"awsRegion": "us-east-2",
"sourceIPAddress": "fis.amazonaws.com",
"userAgent": "fis.amazonaws.com",

"requestParameters": {

"commandId": "51dab97f-489b-41a8-a8a9-c9854955dc65"
},
"responseElements": null,
"requestID": "23709ced-c19e-471a-9d95-cf1a®@6b50eeb",
"eventID": "145fe5a6-e9d5-45cc-be25-b7923b950c83",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management"

ol
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "FISReadOnlyActions",
"Effect": "Allow",
"Action": [
"fis:List*",
"fis:Get*"
1,

"Resource": "*"

"Sid": "AdditionalReadOnlyActions",
"Effect": "Allow",
"Action": [

"ssm:Describe*",
"ssm:Get*",
"ssm:List*",
"ec2:DescribeInstances",

"rds:DescribeDBClusters",

bl
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"ecs:DescribeClusters",
"ecs:ListContainerInstances",
"eks:DescribeNodegroup",
"cloudwatch:DescribeAlarms",
"iam:ListRoles"

1,
"Resource": "*"
.
{
"Sid": "PermissionsToCreateServicelLinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "fis.amazonaws.com"
}
}
}

of: At 7} S8 AWS FIS 2] Lt

CtS QM2 ALE 7tS8H AWS FIS 28 L = e HEt2 2o{guct
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fis:ListActions"
1,
"Resource": "arn:aws:fis:*:*:action/*"
}
]
}
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "PolicyExample",

"Effect": "Allow",

"Action": [

"fis:CreateExperimentTemplate"

1,

"Resource": [
"arn:aws:fis:*:*:action/aws:ec2:stop-instances",
"arn:aws:fis:*:*:experiment-template/*"

]

1,
{

"Sid": "PolicyPassRoleExample",

"Effect": "Allow",

"Action": [

"iam:PassRole"
1,
"Resource": [
"arn:aws:iam: :account-id:role/role-name"
]
}
]
}

of: &l A&
Che M2 XIHE IAM 98 U AH HESIS ASsto] MRS AISE & e Hite Sofgtn
EESH AWS FIST7H AFERHE CHAISHO] AMH[A A HE S MHE = JU&LICH REME LIS 2 AWS
Fault Injection Service0l| CHEt AMH|A @178 Qg ALS HRE FZTSMAIR

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"fis:StartExperiment"

]I
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"Resource": [

"arn:aws:fis:*:*:experiment-template/experiment-template-id",
"arn:aws:fis:*:*:experiment/*"

]
},
{
"Sid": "PolicyExampleforServicelinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*"

"Condition": {
"StringEquals": {
"iam:AWSServiceName": "fis.amazonaws.com"

of: i E ALEst0] 2laA AHS |0

CHS 2 Purpose=Test EITI7F Q= A HESIOIM AHS AT Mot RoftLich 48
E3lg M e 2EE L XIHE BT g HES AISS0] AHS AE 4 o e R
045t x| e &LCt.
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Test"
}
}
}
]
}
2 o Al
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of: S3 Ef7h ZEE A HES AX

CtS EA™2 Purpose=Test Ef7} = AR HIZESIZ AME HEHS R2o{FLICH
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fis:DeleteExperimentTemplate"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Test"
}
}
}
]
}

O| oAM= IAM AFSKE7 REAIO| AFEXF IDOY| AZEl QlEtol L 2|3 HAMg 2 = UL E HBSHe
Mg MMl g Ho{ELICE o] MAMols 240 == AWS CLI EE= AWS APIE A& 5104
223 HAloZ 0| X2 2tF 8 £ e HEto| ZEEL|CH

~

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [

"iam:GetUserPolicy",

iam:ListGroupsForUser",
iam:ListAttachedUserPolicies",
jam:ListUserPolicies",
iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

}I
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{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}

o: ec2:InjectApiExror2| =71 7| AFS

CH2 oAl A2 ec2:FisTargetArns X714 7|8 AI235104 CHA 2|AA Q| HQIE X|&eL|Ct o] M
MES AWS FIS & aws:ec2:api-insufficient-instance-capacity-error L& 5{8&Ll
Claws:ec2:asg-insufficient-instance-capacity-error.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:InjectApiError",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"ec2:FisActionId": [
"aws:ec2:api-insufficient-instance-capacity-error",
1,
"ec2:FisTargetArns": [
"arn:aws:iam:*:*:role:role-name"

bl
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"Effect": "Allow",
"Action": "ec2:InjectApiError",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"ec2:FisActionId": [
"aws:ec2:asg-insufficient-instance-capacity-error"
1,
"ec2:FisTargetArns": [
"arn:aws:autoscaling:*:*:autoScalingGroup:uuid:autoScalingGroupName/asg-name"
]
}
}
1,
{
"Effect": "Allow",
"Action": "autoscaling:DescribeAutoScalingGroups",
"Resource": "*"
}
]
}
0i: aws:s3:bucket-pause-replication® =71 7| A&
ClS of|A| 242 S3:IsReplicationPauseRequest =7 7|E AF&35104 AWS FIS &}
A of ZAEAE | A AWS FIS7} AF8 5= GetReplicationConfiguration Z<o gt
PutReplicationConfiguration X& 3{& & L|Ctaws:s3:bucket-pause-replication.
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"S3:PauseReplication”
1,
"Resource": "arn:aws:s3:::mybucket",
"Condition": {
"StringEquals": {
"s3:DestinationRegion": "region"
}
}
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},
{

"Effect": "Allow",

"Action": [
"S3:PutReplicationConfiguration",
"S3:GetReplicationConfiguration”

1,

"Resource": "arn:aws:s3:::mybucket",

"Condition": {

"BoolIfExists": {
"s3:IsReplicationPauseRequest": "true"
}
}
.
{
"Effect": "Allow",
"Action": [
"S3:ListBucket"
1,
"Resource": "arn:aws:s3:::*"
},
{

"Effect": "Allow",

"Action": [
"tag:GetResources"

1,

"Resource": "*"

}

o
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AWS FISE AWSServiceRoleForFISEIE AMH|A 9473 dst2 Al25to{ Al&of Ciet ZLIE{Z! 2l 2|4

A MEiZ ZE|E £ A&LICH

AWSServiceRoleForFIS AMH|A @14 et 2 a2 +=lst7| ?Ia ChS MH|AE AlZ|' LI
« fis.amazonaws.com
AWSServiceRoleForFIS AMH|A @12 deh2 2H2|™ ™ AmazonFISServiceRolePolicyE AFS & L

Ct. Ol HMEZ S5 AWS FIS= A-ol et ZLEE & 2lAA MEig 2" 5= U&LICh REAIEH LY
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IDO| AZESHM 2.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "fis.amazonaws.com"
}
}
}
]
}
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{
"Effect":"Deny",
"Action": "*",
"Resource": "*",
"Principal": {
"AWS": [ "123456789012" ]
}
}
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