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# Example rule allowing access from your local networks.
# Adapt to list your (internal) IP networks from where browsing
# should be allowed

acl localnet src 10.0.0.0/8 # RFC1918 possible internal network

acl localnet src 172.16.0.0/12 # RFC1918 possible internal network

acl localnet src 192.168.0.0/16 # RFC1918 possible internal network

acl localnet src fc@0::/7 # RFC 4193 local private network range

acl localnet src fe80::/10 # RFC 4291 link-local (directly plugged) machines

acl SSL_ports port 443

acl SSL_ports port 1026
acl SSL_ports port 1027
acl SSL_ports port 1028
acl SSL_ports port 1031
acl SSL_ports port 2222
acl CONNECT method CONNECT

#

# Recommended minimum Access Permission configuration:
#

# Deny requests to certain unsafe ports

http_access deny !SSL_ports

# Deny CONNECT to other than secure SSL ports
http_access deny CONNECT !SSL_ports

# Only allow cachemgr access from localhost
http_access allow localhost manager
http_access deny manager

# Example rule allowing access from your local networks.

# Adapt localnet in the ACL section to list your (internal) IP networks
# from where browsing should be allowed

http_access allow localnet

http_access allow localhost

# And finally deny all other access to this proxy
http_access deny all

# Squid normally listens to port 3128
http_port 3128

# Leave coredumps in the first cache dir
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coredump_dir /var/spool/squid

#

# Add any of your own refresh_pattern entries above these.

#

refresh_pattern ~ftp: 1440 20% 10080
refresh_pattern ~gopher: 1440 0% 1440
refresh_pattern -i (/cgi-bin/|\?) 0 0% 0
refresh_pattern . 0 20% 4320

4. ZZA| Meol CHEH B30 ofH W7 AT LRsHX| o2 Zols OhS BYS A8t IS
S ||:_

=] — =
Al M 498t U AIBBELICE Ol2{3t M S Al AMHE AISEL

sudo chkconfig squid on
sudo service squid start

O|X| o] HHEE MEFHE S Storage Gateway CHE HTTP Z S A€ T HELICH ZRAIE MEFHES
HO|EQIO|E %é* e 7|12 squid ZE 31282 AFE&HLICt M A=l squid.conf u}°'01|_ 7280
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« TCP 1028

« TCP 1031

« TCP 2222
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1. HO|E{olelvM 24 Z&0of 2aIefLICH RMEH 232l g2 mt e Ho|ESo] 2EZ Z£0f
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2. 7|2 Mol M Configure HTTP proxy(HTTP ZEA| #+4)& ME4FLICE
3. T M0l M Configure HTTP proxy(HTTP ZEA| #+4)& ME4FLICEH
4. ZEA MO 2AE O|ST ZEE 243t
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anon-cp.storagegateway.region.amazonaws.com: 443
client-cp.storagegateway.region.amazonaws.com: 443
proxy-app.storagegateway.region.amazonaws.com:443
dp-1l.storagegateway.region.amazonaws.com:443
storagegateway.region.amazonaws.com: 443 (Required for making API calls)
s3.region.amazonaws.com (Required only for File Gateway)

/A Important
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ElLICt.storagegateway.us-west-2.amazonaws.com: 443.
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0421 ZEQ Amazon S3 VPC YIEXQIE AO| L E 4432 &3l MH|A Xﬂ—'—°*L_|l:}

- Storage Gateway VPC = ZQIE 49O|TCP XLE.
« 443, 1026, 1027, 1028, 1031 &! 2222
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowAllListActionsOnAllResources",
"Effect": "Allow",
"Action": [
"storagegateway:List*"
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"Resource": "*"
}
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowsSpecifiedActionsOnAllGateways",
"Effect": "Allow",
"Action": [
"storagegateway:ActivateGateway",
"storagegateway:ListGateways"
1,
"Resource": "*"
1,
{
"Sid": "AllowsSpecifiedEC2ActionsOnAllGateways",
"Effect": "Allow",
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"Action": [
"ec2:DescribeSnapshots",
"ec2:DeleteSnapshot"

1,

"Resource": "*"
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowsSpecifiedEC2ActionOnAllGateways",
"Effect": "Allow",
"Action": [
"ec2:DescribeSnapshots"
1,
"Resource": "*"
}
]
}
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oAl 1: ZE HO|ESO|o|AH 2 E Storage Gateway ] 518

CtS HAM2 A&7t 2 & Storage Gateway M2 8 £ UL S S{SFLICH O] M2 AL
Xt7F Amazon EC2 &Y E +d8E = UL E 5| & L|Ct.DescribeSnapshots2tDeleteSnapshot)
Storage Gateway |0|E9{|0|0{| M +dEl Amazon EBS A4 ILICEH

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowsAllAWSStorageGatewayActions",
"Action": [
"storagegateway:*"
1,
"Effect": "Allow",
"Resource": "*"
},

{You can use Windows ACLs only with file shares that are enabled for Active
Directory.
"Sid": "AllowsSpecifiedEC2Actions",
"Action": [
"ec2:DescribeSnapshots",
"ec2:DeleteSnapshot"

1,
"Effect": "Allow",
"Resource": "*"
}
]
}
oAl 2: HO|E|Ofof CHEF 17| TE HMA 58

So| MM I E FIAAN CHt EE List* 2 Describe* XS &2 &L
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Ct.DeleteGateway,ActivateGateway, ZShutdownGateway.

0| &2 DescribeSnapshots Amazon EC2 &L 3{&&fLICE AtAIEH LHE2 THH 2 & ZFHAA
<2 .DescribeSnapshots|Amazon EC2 API Bl I{EH A
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"Version": "2012-10-17",
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"Statement": [

{
"Sid": "AllowReadOnlyAccessToAllGateways",
"Action": [
"storagegateway:List*",
"storagegateway:Describe*"
1,
"Effect": "Allow",
"Resource": "*"
I
{
"Sid": "AllowsUserToDescribeSnapshotsOnAllGateways",
"Action": [
"ec2:DescribeSnapshots"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}
Ol HMOIAME HUSTHE EXH)E AZ5HE CHAION CHS 0l A2 20| B0l MBElE BlAAE
S35 7ol=glolof BHEE 4 AUaLich I HMS S HolEHolofHEt T A2 S8 EL
CH.
"Resource": [
"arn:aws:storagegateway:us-west-2:123456789012:gateway/gateway-id/",
"arn:aws:storagegateway:us-west-2:123456789012:gateway/gateway-id/*"
]
HOIEQ 0| LHOME CHS ol A2t ZH0| ElAAQ| #HYE HO|ES 0| EERCZ [ AMBHE = U&L

CH.

"Resource": "arn:aws:storagegateway:us-west-2:123456789012:gateway/gateway-id/volume/

* 1
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowReadOnlyAccessToAllGateways",

"Action": [

"storagegateway:List*",
"storagegateway:Describe*"

1,

"Effect": "Allow",

"Resource": "*"

1,
{
"Sid": "AllowsUserToDescribeSnapshotsOnAllGateways",
"Action": [
"ec2:DescribeSnapshots"

1,

"Effect": "Allow",

"Resource": "*"

1,
{
"Sid": "AllowsAllActionsOnSpecificGateway",
"Action": [
"storagegateway:*"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:storagegateway:us-west-2:123456789012:gateway/gateway-id/",
"arn:aws:storagegateway:us-west-2:123456789012:gateway/gateway-id/*"

]

}
]
}

Ol o] HAMo|ME HAof| AZAE AL XI7L API EEEAWSHIO|E 0|0l HMASHZ| YTt SDKILICEH.
JeqLt AF&XF7L Storage Gateway 2&2 AHE5tE{ 1 5t= AR0le E 8 = U= HEt: F04
SHoF B LICt ListGatewaysCHS M0l EAIE CHE S AFSELICH

{
"Version": "2012-10-17",
"Statement": [
{
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"Sid": "AllowsAllActionsOnSpecificGateway",

"Action": [
"storagegateway:*"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:storagegateway:us-west-2:123456789012:gateway/gateway-id/",
"arn:aws:storagegateway:us-west-2:123456789012:gateway/gateway-id/*"

]

.

{
"Sid": "AllowsUserToUseAWSConsole",
"Action": [

"storagegateway:ListGateways"

1,
"Effect": "Allow",
"Resource": "*"

}

CHe BRI AFBRITE AlOIERI0l0] S BB Chal RE S BT S HSELICH ASAIT}
TE MBS JIEHOR W W2 oLy R0l B2 ASAH ST EB0IS HNAF TS HE
grLct.

{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "GrantsPermissionsToSpecificVolume",
"Action": [
"storagegateway:*"
1,
"Effect": "Allow",
"Resource'": "arn:aws:storagegateway:us-west-2:123456789012:gateway/gateway-
id/volume/volume-id"
3,
{
"Sid": "GrantsPermissionsToUseStorageGatewayConsole",
"Action": [
"storagegateway:ListGateways"

xf
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1,
"Effect": "Allow",
"Resource": "*"

}
]
}
O ol Aol Mz Mo HIAE MEXIIE API EEAWSE E0f AMASHT| @18 SDKLICE
4Lt O] AL RF7FAWS Storage Gateway =3t 242 S25tE HEtE 2o{g £ U&L

Ct.ListGatewaysCtS OilAlof EA|EI CHE & AFS & LICE.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "GrantsPermissionsToSpecificVolume",
"Action": [
"storagegateway:*"
1,
"Effect": "Allow",
"Resource'": "arn:aws:storagegateway:us-west-2:123456789012:gateway/gateway-
id/volume/volume-id"

3,
{
"Sid": "GrantsPermissionsToUseStorageGatewayConsole",
"Action": [
"storagegateway:ListGateways"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowsActionsGatewayWithPrefixDeptX",
"Action": [
"storagegateway:*"
1,
"Effect": "Allow",
"Resource": "arn:aws:storagegateway:us-west-2:123456789012:gateway/DeptX"
I
{
"Sid": "GrantsPermissionsToSpecifiedAction",
"Action": [
"ec2:DescribeSnapshots"
1,
"Effect": "Allow",
"Resource": "*"
}
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CHS olMlE AL AILE & 0| R E 2|AA0|M ListTagsForResource, ListFileShares
2 DescribeNFSFileShares 2 UE Y = ULE SSELICE Y2 Z|AA0| E{T0
allowListAndDescribeZ MHME 7|2} yesZ MHE Zt0| o2 A0t MSE/L|C}

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"storagegateway:ListTagsForResource",
"storagegateway:ListFileShares",
"storagegateway:DescribeNFSFileShares"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/allowListAndDescribe": "yes"
}
}
1,
{
"Effect": "Allow",
"Action": [
"storagegateway:*"
1,
"Resource'": "arn:aws:storagegateway:region:account-id:*/*"
}
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"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"storagegateway:ActivateGateway"
1,

"Resource":"*",
"Condition":{
"StringEquals":{
"aws:RequestTag/Department":"Finance"

"Effect":"Allow",

"Action":[
"storagegateway:CreateNFSFileShare",
"storagegateway:CreateSMBFileShare"

1,

"Resource":"*",
"Condition":{
"StringEquals":{
"aws:ResourceTag/Department":"Finance",
"aws:RequestTag/Department":"Finance"
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Storage Gateway APl & Z¢fof 2

ActivateGateway

Xt storagegateway:ActivateGateway
B|AA: *
AddCache

Z}94: storagegateway:AddCache

2lAA: arn:aws:storagegateway:region:account-id:gateway/gateway-id

AddTagsToResource

ZQ4: storagegateway:AddTagsToResource
2lAA: arn:aws:storagegateway:region:account-id:gateway/gateway-id

C
-

n
rr

arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id

Storage Gateway AP| ™8 &%= AP| 7T 2021-03-31 138


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddTagsToResource.html

ol
nx
02
x

AWSStorage Gateway A

CC
4

rr

arn:aws:storagegateway:region:account-id:tape/tapebarcode

AddUploadBuffer

&Qd: storagegateway:AddUploadBuffer

2lAA: arn:aws:storagegateway:region:account-id:gateway/gateway-id
AddWorkingStorage

&' storagegateway:AddWorkingStorage

2lAA: arn:aws:storagegateway:region:account-id:gateway/gateway-id

CancelArchival

Z}Q4: storagegateway:CancelArchival

2l4&A: arn:aws:storagegateway:region:account-id:tape/tapebarcode

CancelRetrieval

t: storagegateway:CancelRetrieval

2lAA: arn:aws:storagegateway:region:account-id:tape/tapebarcode
CreateCachediSCSIVolume

5 storagegateway:CreateCachediSCSIVolume

2l4&A: arn:aws:storagegateway:region:account-id:gateway/gateway-id

CreateSnapshot

2t storagegateway:CreateSnapshot

2|AA: arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id

CreateSnapshotFromVolumeRecoveryPoint

& storagegateway:CreateSnapshotFromVolumeRecoveryPoint

2lA&A: arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
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CreateStorediSCSIVolume

&td: storagegateway:CreateStorediSCSIVolume

2l4&A: arn:aws:storagegateway:region:account-id:gateway/gateway-id

CreateTapes
%1 storagegateway:CreateTapes

2lAA: arn:aws:storagegateway:region:account-id:gateway/gateway-id
DeleteBandwidthRateLimit

& storagegateway:DeleteBandwidthRatelLimit

2lAA: arn:aws:storagegateway:region:account-id:gateway/gateway-id

DeleteChapCredentials

ZQd: storagegateway:DeleteChapCredentials

2lA&A: arn:aws:storagegateway:region:account-id:gateway/gateway-id/
target/iSCSItarget

DeleteGateway

ZQd: storagegateway:DeleteGateway

2l4&A: arn:aws:storagegateway:region:account-id:gateway/gateway-id

DeleteSnapshotSchedule

&td: storagegateway:DeleteSnapshotSchedule

2|AA: arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id

DeleteTape
ZQd: storagegateway:DeleteTape

2l4&A: arn:aws:storagegateway:region:account-id:gateway/gateway-id

DeleteTapeArchive

& storagegateway:DeleteTapeArchive
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateTapes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteTape.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteTapeArchive.html
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D AA: *

DeleteVolume

ZQd: storagegateway:DeleteVolume

2lAA: arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id

DescribeBandwidthRateLimit

% storagegateway:DescribeBandwidthRatelLimit

2l4&A: arn:aws:storagegateway:region:account-id:gateway/gateway-id

DescribeCache

A storagegateway:DescribeCache

2lAA: arn:aws:storagegateway:region:account-id:gateway/gateway-id

DescribeCachediSCSIVolumes

2. storagegateway:DescribeCachediSCSIVolumes

2|AA: arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id

DescribeChapCredentials

Xt storagegateway:DescribeChapCredentials

2|A&A: arn:aws:storagegateway:region:account-id:gateway/gateway-id/
target/iSCSItarget

DescribeGatewaylnformation

&tQd: storagegateway:DescribeGatewayInformation

2lAA: arn:aws:storagegateway:region:account-id:gateway/gateway-id

DescribeMaintenanceStartTime

5 storagegateway:DescribeMaintenanceStartTime

2lAA: arn:aws:storagegateway:region:account-id:gateway/gateway-id
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
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DescribeSnapshotSchedule

ZQd: storagegateway:DescribeSnapshotSchedule

2|4&A: arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id

DescribeStorediSCSIVolumes

2 storagegateway:DescribeStorediSCSIVolumes

2lAA: arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id

DescribeTapeArchives

& storagegateway:DescribeTapeArchives
2lAA: *

DescribeTapeRecoveryPoints

2. storagegateway:DescribeTapeRecoveryPoints

2l4&A: arn:aws:storagegateway:region:account-id:gateway/gateway-id

DescribeTapes

&Q1: storagegateway:DescribeTapes

2lAA: arn:aws:storagegateway:region:account-id:gateway/gateway-id

DescribeUploadBuffer

A storagegateway:DescribeUploadBuffer

2lAA: arn:aws:storagegateway:region:account-id:gateway/gateway-id

DescribeVVTLDevices

ZQd: storagegateway:DescribeVTLDevices

2l4&A: arn:aws:storagegateway:region:account-id:gateway/gateway-id

DescribeWorkingStorage

&t storagegateway:DescribeWorkingStorage
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeTapeArchives.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeTapeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeTapes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeVTLDevices.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
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2lAA: arn:aws:storagegateway:region:account-id:gateway/gateway-id

DisableGateway

& : storagegateway:DisableGateway

2lAA: arn:aws:storagegateway:region:account-id:gateway/gateway-id
ListGateways

2'Q]: storagegateway:ListGateways

BlAaA: *

ListLocalDisks

Z}Q4: storagegateway:ListLocalDisks

2l4&A: arn:aws:storagegateway:region:account-id:gateway/gateway-id

ListTagsForResource

%t storagegateway:ListTagsForResource

2l4&A: arn:aws:storagegateway:region:account-id:gateway/gateway-id

i
rr

arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id

i

=
=

arn:aws:storagegateway:region:account-id:tape/tapebarcode

ListTapes
Xt storagegateway:ListTapes

2l4&A: arn:aws:storagegateway:region:account-id:gateway/gateway-id

ListVolumelnitiators

& storagegateway:ListVolumeInitiators

2lA&A: arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DisableGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListTapes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeInitiators.html
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ListVolumeRecoveryPoints

& storagegateway:ListVolumeRecoveryPoints

2lAA: arn:aws:storagegateway:region:account-id:gateway/gateway-id

ListVolumes
& storagegateway:ListVolumes

2lAA: arn:aws:storagegateway:region:account-id:gateway/gateway-id

RemoveTagsFromResource

&t storagegateway:RemoveTagsFromResource

2l4&A: arn:aws:storagegateway:region:account-id:gateway/gateway-id

i
rir

arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id

i
rr

arn:aws:storagegateway : region:account-id:tape/tapebarcode

ResetCache
AId: storagegateway:ResetCache

2lAA: arn:aws:storagegateway:region:account-id:gateway/gateway-id

RetrieveTapeArchive

%t storagegateway:RetrieveTapeArchive

2lA&A: arn:aws:storagegateway:region:account-id:gateway/gateway-id

RetrieveTapeRecoveryPoint

A storagegateway:RetrieveTapeRecoveryPoint

2lAA: arn:aws:storagegateway:region:account-id:gateway/gateway-id
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ShutdownGateway

t: storagegateway:ShutdownGateway

2l4&A: arn:aws:storagegateway:region:account-id:gateway/gateway-id

StartGateway

& storagegateway:StartGateway

2l4&A: arn:aws:storagegateway:region:account-id:gateway/gateway-id

UpdateBandwidthRateLimit

&Qd: storagegateway:UpdateBandwidthRatelLimit

2l4&A: arn:aws:storagegateway:region:account-id:gateway/gateway-id

UpdateChapCredentials

& storagegateway:UpdateChapCredentials

2|AA: arn:aws:storagegateway:region:account-id:gateway/gateway-id/
target/iSCSItarget

UpdateGatewaylnformation

ZQ4: storagegateway:UpdateGatewayInformation

2lAA: arn:aws:storagegateway:region:account-id:gateway/gateway-id

UpdateGatewaySoftwareNow

Xt storagegateway:UpdateGatewaySoftwareNow

2l4&A: arn:aws:storagegateway:region:account-id:gateway/gateway-id

UpdateMaintenanceStartTime

%t storagegateway:UpdateMaintenanceStartTime

2l4&A: arn:aws:storagegateway:region:account-id:gateway/gateway-id

UpdateSnapshotSchedule

&d: storagegateway:UpdateSnapshotSchedule
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2lAA: arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id

UpdateVTLDeviceType

5. storagegateway:UpdateVTLDeviceType

2lAA: arn:aws:storagegateway:region:account-id:gateway/gateway-id/
device/vtldevice
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- 2HE FEZ FE=X| ofbL|T AWS Identity and Access Management(IAM) AFE A} XIZ3 SHo Z 3
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o g = EE AL KI0] CHE Al 2ot Xt 3 BHE AHE5101 LEO| MHEIRA=X] 048,

« C}& AWS MH|AONM - E=EX| 05,

KM LI 2 CloudTrail userldentity 2 A8 & Z3HA 2.

Storage Gateway 21 I}l &=

Z20|2t X|HEF Amazon S3 HZ!0l| O|HIEE =21 w2 =g £ UA st FE YLt

CloudTrail 21 mtlol|= 5tLt o|&to| 20 E=0| & E &+ U&LICH O/HE= ZE AAO| AU Q

Mg LEHLHH @ EE 21, 2] Emet Alzh, 2 mteti|e Sof ciet MEE Z & LICH CloudTrail

EI 02 HEE API ZE| F 7 AH EQ0|AT| olLEE EH &= ME EA|L|X| et &LICH

CIE22 &Y 2 B0{F = CloudTrail 22 50| LIEHH o M| IL|CF
{ "Records": [{
"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIISAUEPBH2M7JTNVC",
"arn": "arn:aws:iam::111122223333:user/StorageGateway-team/JohnDoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "JohnDoe"
.
"eventTime": "2014-12-04T16:19:00Z2",
"eventSource": "storagegateway.amazonaws.com",
"eventName": "ActivateGateway",
"awsRegion": "us-east-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/1.6.2 Python/2.7.6 Linux/2.6.18-164.el5",
"requestParameters": {
"gatewayTimezone": "GMT-5:00",
"gatewayName": "cloudtrailgatewayvtl",
"gatewayRegion": "us-east-2",
"activationKey": "EHFBX-1NDDQ-P@IVU-PI259-
DHK88",
"gatewayType": "VTL"
.
"responseElements": {
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"gatewayARN":
"arn:aws:storagegateway:us-east-2:111122223333:gateway/cloudtrailgatewayvtl”
},
"requestID":

"54BTFGNQI71987UJD2IHTCT8NF1Q8GLLE1QEU3KPGG6FOKSTAUUR",
"eventID": "635f2ea2-7e42-45T0-
bed1-8b17d7b74265",
"eventType": "AwsApiCall",
"apiVersion": "20130630",
"recipientAccountId": "444455556666"

]

CtZ 2 ListGateways 22 £ 04 £ CloudTrail 21 &5 9 o Lt

{
"Records": [{
"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIISAUEPBH2M7JTNVC",

arn": "arn:aws:iam::111122223333:user/StorageGateway-
team/JohnDoe",
"accountId:" 111122223333", " accessKeyId ":"

AKIAIOSFODNN7EXAMPLE",

" userName ":" JohnDoe "

.

" eventTime ":" 2014 - 12 - ©@3T19: 41: 53z ",

" eventSource ":" storagegateway.amazonaws.com ",

" eventName ":" ListGateways ",

" awsRegion ":" us-east-2 ",

" sourceIPAddress ":" 192.0.2.0 ",

" userAgent ":" aws - cli / 1.6.2 Python / 2.7.6
Linux / 2.6.18 - 164.el5 ",

" requestParameters ":null,

" responseElements ":null,

"requestID ":"
6U2N42CU37KA08BG6V1I23FRSI1Q8GLLEIQEU3ZKPGG6FOKSTAUUG ",

" eventID ":" f76e5919 - 9362 - 48ff - a7c4 -
d203a189ec8d ",

" eventType ":" AwsApiCall ",

" apiVersion ":" 20130630 ",
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" recipientAccountId ":" 444455556666"
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"Parameter": {
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"LastModifiedDate": 1561054105.083,
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"ARN": "arn:aws:ssm:us-east-2::parameter/aws/service/storagegateway/ami/
FILE_FSX/latest",

"Name": "/aws/service/storagegateway/ami/FILE_S3/latest",

"Value": "ami-123c45dd67d891000"

HOIEH o E2ds 7| &7

HO|EQ 0| 43t 7|E groEit HOo|Ef o] vMmoi CHE

ol ©A2 MMt |CH 122 H0|EQ 0|
VMO| & 45t 717t Z3HE Blc|2 Mg BHErEtLIch B3t )

ActivateGateway APl Zd0] CH

rr ko

=
(=]

I

RIE 7| 7tX 27| AP| EHA 2021-03-31 182


https://console.aws.amazon.com/storagegateway/
https://console.aws.amazon.com/storagegateway/

>

8 A

AWSStorage Gateway

gt mt2t0|e & st 2 ME Ejo HIo|EQ o] +HE XIHELICt RtMet L8 2 EHHE
2 .ActivateGateway 2|Storage Gateway API & Z.

it

FZESHAIA

FI

HO|E 0] VMoi| CHaH MAet @ Holl=AWSE M5t7} dhdlst= x|t SEo 2lC|
H MOl BHetet URLOI= activationkey2t= #HEl 24t mhetO|E{7F & Elof /}&L
Ch o 2l XY mEt 0 & 218 7|Lch #E| ExtEe| ¥4AI2 31 &L
http://gateway_ip_address/?activationRegion=activation_region.

=M

« AWS CLI

 Linux(bash/zsh)

* Microsoft Windows PowerShell

AWS CLI

AWS CLIE o & Mx|5tX| A CtH O|E Mx[5tn 735l oF & LICH Ol €3l AWS Command Line
Interface AFE ABEMU|M CHS X|ES2 [HEMIL.

. CI2 Mx|AWS Command Line Interface

« TAWS Command Line Interface

l2ste wWde H0{EL|CAWS CLIHTTP SH2 71X, HTTP SIHE 328 &

wget 'ec2_instance_ip_address/?activationRegion=eu-west-2' 2>&1 | \
grep -i location | \

grep -i key | \

cut -d'=' -f2 |\

cut -d'&' -f1

Linux(bash/zsh)

ik
0x
0]

C+e oKl Linux(bash/zsh)2 AF2304 HTTP SHS 7IK 21, HTTP slCiE 78 2451,
HF =54

7|8 &= g™ E 2oiELICH
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local ip_address=$1
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local activation_region=$2
if [[ -z "$ip_address" || -z "$activation_region" ]]; then
echo "Usage: get-activation-key ip_address activation_region"
return 1
fi
if redirect_url=$(curl -f -s -S -w '%{redirect_url}' "http://$ip_address/?
activationRegion=$activation_region"); then

activation_key_param=$(echo "$redirect_url" | grep -oE 'activationKey=[A-Z0-9-]+')
echo "$activation_key_param" | cut -f2 -d=

else
return 1

fi
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Ct= o Al= Microsoft Windows PowerShell& AF&3H0{ HTTP SE2 7121, HTTP SIHE +#+& &
Mot gdst 7|8 Be WS 2o{ELIct

function Get-ActivationKey {
[CmdletBinding()]
Param(
[parameter(Mandatory=$true)][string]$IpAddress,
[parameter(Mandatory=$true)][string]$ActivationRegion
)
PROCESS {
$request = Invoke-WebRequest -UseBasicParsing -Uri "http://$IpAddress/?
activationRegion=$ActivationRegion" -MaximumRedirection @ -ErrorAction SilentlyContinue
if ($request) {
$activationKeyParam = $request.Headers.Location | Select-String -Pattern
"activationKey=([A-Z0-9-]+)"
$activationKeyParam.Matches.Value.Split("=")[1]
}
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https://docs.aws.amazon.com/general/latest/gr/sigv4-calculate-signature.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/general/latest/gr/signature-v4-test-suite.html
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Content-type: application/x-amz-json-1.1
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https://docs.aws.amazon.com/general/latest/gr/sigv4-create-canonical-request.html
https://docs.aws.amazon.com/general/latest/gr/sigv4-create-string-to-sign.html
https://docs.aws.amazon.com/general/latest/gr/sigv4-calculate-signature.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AssociateFileSystem.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AssociateFileSystem.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AssociateFileSystem.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateFileSystemAssociation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DisassociateFileSystem.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeFileSystemAssociations.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AssociateFileSystem.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
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DescribeStorediSCSIVolumes

[n

APl %1 2021-03-31 214

J
i
3
]


https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html

AWSStorage Gateway

PN

=~

NotSupported

(0]
=

jo® A

Message

I

LS

Ct.

ol 27 AC & Hrersts 3ty

ActivateGateway

AddCache

AddUploadBuffer

AddWorkingStorage

CreateCachediSCSIVolume

CreateSnapshot

CreateSnapshotFromVolumeRec
overyPoint

CreateStorediSCSIVolume

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteGateway

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes

bl
-
o}
+

il
I

10]
3

kU
[n

API 471 2021-03-31 217


https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
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"errorCode": "VolumeNotFound"
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