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4, A A9 oA AEE £ JUe AEE| REBAM ALS KL X AZE| HE S MEHELC.
5 CIS MEXR X|H AE HAME FAsto{ JSON HE 7|0l E0{g&LCt
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"entityresolution.amazonaws.com"
]
},
"Action": "sts:AssumeRole"
}
]
}

a. LIS EXME FAtstod JSON HEZ(of| 204 E&LLCH.

(® Note
Ct2 of|A| X424 Amazon S3 2ot ZHe sHE
X|248HLICIAWS Glue. 2L} O|O|E| AAE AdX5t dt
o|' A OlA |_||_—_|._

T AAH

AWS Glue7l X|HE[EAWSH & THE|[Mo| 2 E E[HHHAWS Glue|AA2H 7
Amazon S3 E|AAE AFRE 4 Q& LICH 2|AA% 7|2 Amazon S3 ElAA =
gt 2|0 /U2 =7t & LICFAWS Entity Resolution.
ClOIE &AL &S SLE[AHL S5 3HE|X| 2E2 FRAWS KMSTHEHE F0{E
A& LCt.
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Add a permission2|

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": [
"arn:aws:s3:::{{input-buckets}}",
"arn:aws:s3:::{{input-buckets}}/*"

1,

"Condition": {

"StringEquals": {
"s3:ResourceAccount”: [
"444455556666"
]
}
}
},
{

"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:ListBucket",
"s3:GetBucketLocation"

]I

"Resource": [
"arn:aws:s3:::{{output-bucket}}",
"arn:aws:s3:::{{output-bucket}}/*"

]I

"Condition": {
"StringEquals": {

"s3:ResouxrceAccount": [
"444455556666"

SZER
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"Effect": "Allow",

"Action": [
"glue:GetDatabase",
"glue:GetTable",
"glue:GetPaxtition",
"glue:GetPartitions",
"glue:GetSchema",
"glue:GetSchemaVersion",
"glue:BatchGetPartition"

1,

"Resource": [
"arn:aws:glue:us-east-1:444455556666:database/{{input-
databases}}",
"arn:aws:glue:us-east-1:444455556666:table/{{input-
database}}/{{input-tables}}",
"arn:aws:glue:us-east-1:444455556666:catalog"

Zt {{user input placeholder}}E Atdlo| MEZ HIELIC.

aws-## AWS E|™ of your resources. You can use
AWS Glue, Amazon S3, and AWS KMS
resources from any commercial same AWS
2|™ where these services are supported.

&ExampleAWSAccountNol; Your AWS 7|H ID.

#H# ## Amazon S3 buckets which contains the
underlying data objects of AWS Glue
where AWS Entity Resolution will
read from.

HIEE Y I 4y 1
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## ## Amazon S3 buckets where AWS Entity
Resolution will generate the output
data.

## RBARHH AWS Glue databases where AWS Entity

Resolution will read from.

b. (ME AtE) 123 Amazon S3 HHZI0| L ZHO| KMS 7|E AtE35t0 ¢S5 3tEl B ChE2 7t
ot
{
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:{{aws-
region}}:{{&ExampleAWSAccountNol; }}:key/{{inputKeys}}"
]
}
Zt {{user input placeholder}}E At{IQ| HEZ HIELICH.
aws -## AWS 2| of your resources. You can use

AWS Glue, Amazon S3, and AWS KMS
resources from any commercial same AWS
2|7 where these services are supported.

&ExampleAWSAccountNol; Your AWS | ID.

inputKeys Managed keys in AWS Key Managemen
t Service. If your input sources are
encrypted, AWS Entity Resolution
must decrypt your data using your key.

c. (M= AtE) &3 Amazon S3 HZ!ol| 7S &|= HIOIEE = 3}8l ok
LICt.
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"Effect": "Allow",

"Action": [
"kms:GenerateDataKey",
"kms:Encrypt"

1,
"Resource": [
"arn:aws:kms:{{aws-
region}}:{{&ExampleAWSAccountNol; }}:key/{{outputKeys}}"
]
}

Zt {{user input placeholder}}& AtdIQ| HEZ HIEL|CY.

aws-## AWS 2|7 of your resources. You can use
AWS Glue, Amazon S3, and AWS KMS
resources from any commercial same AWS
2|™ where these services are supported.

&ExampleAWSAccountNol; Your AWS 7|H ID.

outputKeys Managed keys in AWS Key Management
Service. If you need your output sources to
be encrypted, AWS Entity Resolutio

n must encrypt the output data using your
key.

(MEH ALEHE S5 32Xt MHIAE FSAWS Data Exchangedt 324t MH|A 7|8 9|3
Z20 7|E HE S A3t OS2 FIHELICH

"Effect": "Allow",
"Sid": "DataExchangePermissions",
"Action": "dataexchange:SendApiAsset",
"Resource": [
"arn:aws:dataexchange: {{aws-region}}::data-sets/{{datasetId}}/
revisions/{{revisionId}}/assets/{{assetId}}"
]

Zt {{user input placeholder}}E At&lo| HEZ HbELICH
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aws - ## The AWS Z2|™ where the provider
resource is granted. You can find this
value in the asset ARN on the AWS
Data Exchange console. For example:
arn:aws:dataexchange:us-eas
t-2::data-sets/111122223333
/revisions/339ffc64444examp
lef3bcl5cf@b2346b/assets/54
6468b8dexamplea37bfc73b8f79
fefa

datasetId The ID of the dataset, found on the AWS
Data Exchange console.

revisionId The revision of the dataset, found on the
AWS Data Exchange console.

assetId The ID of the asset, found on the AWS
Data Exchange console.

Ob7hAf B 7} of 2ol T AAIE ROl OF S YIBILICH (HOIKIE M2

o
Koo
o)
m

R
o
-r

me |0
s 2 4 HU
z0 M
o &
r
_|j|_

o
il
HQ
0

jo
o

Tu

Ral
02
0z
0x
lo
ox
4o
12
ek
o
o
ajm
[
nx
0F
o
e
o
o
r
[l

©
o o
om - ox
o
02

10.

(® Note
oigt O|E2E ™MYworkflow job roledtod Yx|ote HIAEZE MY = U= +4
Plof| A F204E! passRole TEHO| THEAD 2 %|5HofF BFLICEH
o E S0 AWSEntltyResolutlonConsoleFullAccess TEE Mg M85l %
o4&l O|§entityresolutionOl& Z & atoF &LICtH
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d. E MM MBI

of CHEH T ZZ & 24 AWS Entity ResolutionO| A E[F& LICH

SIER Y AY 4y 15
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2= C|O|& El|o|Z &H|

0l AWS Entity ResolutionZf 2124 H|O|E{ E|O|20i|= AA BZET E

O|F, d, O|HY T4 E= TtHZ o 22 AH|XF AlEXL7F 2 ELICH O|E-|3._ _/.\_a E1I:T-'_EE = E'
3t e = CH2 Q124 O|o|E{ E|0|E LM MESHE CHE AA BZESF YUX|IAIZ £ aLic ZH 3=
EolE TR BlZ= ID(ZF ID)7F QlofoF 6t04 Lol A A 7|0F HES MAste S0t 7|E 7|2 XHo
&H{oF &FL|CH AWS Entity Resolution.

2 E 2= ol|o|H HIO|E2 Amazon S30i| A X|H5t= AWS Glue EIO|2 2 A& = /U&LICH.
Amazon S3 LHoi| 0|0] Q= RtAl CIO|E{E A8 3t7{Lt CHE ElAL SaaS S 2 AHS| HIO|E EfO|E2
Amazon S3E 7t 2 = AU&LICH. Amazon S30i| C|O|E{E YEEF F AWS Glue A EEHE AFE35H
040f|AM Cllo|Ef Efjo| 22 MME & Q&LICH AWS Glue Data Catalog. 213 CHS HIO|E{ Eflo|22 &
HO 2 AL += U&LICH AWS Entity Resolution.

CHS Mol M= RHAL CI|O|E & EtAF GIO|E{ & ZEH|steE Y-S dBELICH
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« EfAl 13 HIO|E EH|
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(MEd AEN QI3 E 2 XME|7F 2t2El AWS Entity Resolution Z01|
MAMHE BlZ2EE X|Yst= DELETE LILIC 0| gf giol &
Met= 2 71242 falseLICE DELETE ¥0| truez AH
E HlZE= MM ELICH DELETE €0| false =& empty2 ™
Z Hl2E=0M M2|&LIC AWS Entity Resolution.

A7|0tollE 80| StringOl matchKey 20|
0| Rlo{oF & LICtgroupName .

@ Note
s Mel F7lo gt T2 & |fR2 £L
xwom ptloo 2 HAM alx| ID(GetMatchID
x| ef&LCt.

CHS oAM= S17F = &Is25| 1 AKX E LICE

Example

sourceID, name, lastName, DELETE
S1, name, lastname, false
S2, name2, lastname2, true

9= DELETE ¥
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SEELIEE S T4

ZIH && 7IgtofE H3E - TR ID7F EHEL|CH

- - HolE MEO|E Ct2 83 & stLt7F ZEHELICH
* Full Name
* Full Address

Full phone

Email address
Date - aMatch 7| O|§0| AUl AL

« 0{H ¥ O|& X "MatchId", "MatchRule ", RecordId,
SourceId"," & TargetId" oi<f O|&2 AFE5HR| §E&LICH.

IDOHE HIE=Z « 1R D7t EEfLICH
« 1R IDE= 257XHE Zut5tX| ef&LCt
o (MEH AMEN QI3 Z 2 &2[7t 2t 2 E AWS Entity Resolutlon Z0of
M A7HE BlZREE X|™™H5H= DELETE ¥ QlLict. ol 2k giol &
Mste 82 7|84 2 falseQLICt DELETE 0| true2 M
E 2= AXMELICH DELETE 20| false E£ empty2 AH
E HlZE =0 M X 2[&LICH AWS Entity Resolution.

A 7|0l 80| StringO|X matchKey 2/0| 8= DELETE &
Of 2{0{0F &L|CtgroupName .

Ct2 oMo M= S17F £ EIs2k| 1 AFA|EL|C.

Example

sourcelID, name, lastName, DELETE
S1, name, lastname, false
S2, name2, lastname2, true

-

2EHA!: /= H|o|E El|lo|2 & X Zl= Ho|H BAM2=E XF

KEAL 2124 Cl|o|E & x|kl HlolE @Az o|o0] M et B0l HAE THE + J&Lch

2EHA|: 124 H|o|E H|o|2 2 X|¥El= Olo|E Ao 2 XME 18
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AWS Entity ResolutionE A& 3t =3 o|O|E{7t0of| A{ AWS Entity Resolution X|#5t= & 4]0[0{of
gt

AWS Entity Resolution = Ct& Ci|O|E] EA|E K[ LICY.

. HEE TEE ZHCSV)
- PARQUET
3EtAH: Amazon S301 /23 O|O|E{ El|0|8 YZEE=

Amazon S301 Xt A} Ci|O|E{ E|0|£ 0] o|0| = E<0| HAHE AE + Q&L

® Note

S37}F RHElE 48 nE|Mo| 2 E 2[T0f = Amazon S3resources0f 223 H|O|E{E HE
g = U&LICH AWS S3 O] HIO|E = CHE E|™oM = ex|ste HZEZE A™E AWS
HAE m HMAE = U&LICH

2129 o|o|E{ E|l0|2 € Amazon S30{| Y2 =3524™

-_—

off 232l AWS Management Console 511 https://console.aws.amazon.com/s3/ Amazon S3 &

= (|
2. WIS MEE O =S Clo|H EOl22 MEE HAS MEfEfLICH
3. Y=EE MHEECOHS St E MmELCH

4. IHA RS ME4Stod OB ME k= HFAE HFLIcH EH2| 0| HIZsH SLICt

ATHH|: AWS Glue E|0|E AAd

® Note

28 E AWS Glue HIO|E20| ERFt A2 2 ALELICHEA: & El AWS Glue E{|0|& M.

3EHA: Amazon S301| /2 H|O|E El|0|2 YZ2= 19


https://console.aws.amazon.com/s3/
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Amazon S32| /24 H|O|E{E0M Z}EL2 3 AWS Glue &/ AWS Glue El|0|E 2 E A|T|o{of &L
Ct. Amazon S3E 230 = AI235l04 AWS Glue EI|0|E S MM3tE dhedo] CHEE REAISH LHE 2 7He
Kt OFLHA 2] AWS Glue 2£0|M 2 E 2 =2 2 X5 M 2. AWS Glue

O| tAHMHE S3 H{Zle| R E nle2 32251 AWS Glue Ef|0|E2 2 MM5t=0 AWS Glue 225
£ M™shct

® Note
AWS Entity Resolution £ $3&10{ 5= Amazon S3 {I%|2 X|45HK| ot &LICH AWS Lake
Formation.

AWS Glue EIO|E & MA5tE{H

1. 0o 212l AWS Management Console 311 https://console.aws.amazon.com/glue/ AWS Glue &

&2 gt
2. HMDZ0M IEHE MEFLICH
3. SEoAMS3IHAS MEiEtCts 382 M2 MEFLICH
4. FAEH &€ MY HOX|HM 2 ED] 0| ME™M MBS QU2St & O3S MEFLICH
5. AEH F7I HOIX|E A& TIdstod ME HEE X|I™HELICH
6. 1AM & MEH HO|X|oM 7|E IAM g MEdg MElSt & OS2 MEfEhLICE
LRt B 1AM & MM 2 MEHSHHLE ZE[R7LIAM HE S MMHSEE & 2 /gLt
7. Ol {0l CHh Y Mol B2 BT 7|2ZH(2F Al A¥)2 RXIstD Chas MEHELICH
8. I E2{e| £ 7440l AWS Glue HIO|E{H|IO|AE U245 F CtZ S ME4FLICH
9. ZEMER HEE AES OIS A2 E MEiFLICH
10. 2 &2 HO|X|oM S3 HZ! do| &felgtE MElstT I & M-S MEiFLICH
11. A E Aol 2 EE|H AWS Glue B M 2 Z0{ A Cl|O|E{HIO|A E MEHEF CHS O|O|E{H| O A Of
52 MEgLC.

12. CllO|E{H|O|£ | O|X|o| M {ALS At Tl O|E{H|O| A& O|F} ol M E|O|E S ME{EFLICH
a. AWS Glue Cl|O|E{H|O|A 2| E|0|E & FLICH
b. Elo|E2| A7|0tE EEdH §H H|o|£& ME{ELICH

c. AWS Glue O|O|E{H|O|A O|F 1} AWS Glue E{|0|E 0|E & 7|E3dl §LICt.

4THA AWS Glue EII0|E A4 20


https://docs.aws.amazon.com/glue/latest/dg/console-crawlers.html
https://console.aws.amazon.com/glue/
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OlMl £7|0F O E S W& EHI7F ZIRELICH XEAEH LIE2 A 7(0 0fE &8 EFE HZsHAAL.

4THH): 2&E AWS Glue E|O|Z M

@ Note
O| AWS Glue THE|M'E 7|S2 ID OHE 3 ZEZ20{MB+F X[ AWS Entity Resolution & L|C}.
Ol AWS Glue ZIE|M'E 7|52 ME3IH 2 MEIE § mE[ME MEHE = U&LICH AWS
Entity Resolution.
=& & AWS Glue EO|E0| 238X §f2 BL0| BHE HdLHE = U&LICh

=2 E AWS Glue E|O|E 2 C|O|E 701l Al ECH(0d: BF & oteile|l M EC)E F7HE [ AWS
Glue Ell0|E 2| M ZHE|ME XIS 2= BFIELICH

oM 2&E AWS Glue EIlO|E2 MAME i ID 01 I EE20M MEIE THE I 12 XY AWS
Entity Resolution== A&LICH O CHS ID OHE KIZE2E A E motct M~ AWS Glue HIO|E 2|

2= HIo|EHE AMElsts cHAl s THE|M 2| HIo|E B ME[ELICH O] 7|58 A StHoM 2t HE
St 222M0|H HIE 20l o|o|E XE|E Sall ANE{E| |2 2 1S AWS Entity Resolution 2 Ct
EEo 2 ANo{stn fH5HAH 2 2lE = U&LICH.

ID OHE I EZEZ0|M AA Aol CHal 2&E AWS Glue El|l0|E2 S MME £+ l&L|Ct.

HZ{0l M Amazon S32| 2124 H|O|E{& FtE 2135 AWS Glue 3t 1 E|O|= 2 AWS Glue E A|5HoF &
LICt. Amazon S3& S E A& 350 AWS Glue HIO|E S H45t= Wof it RtMIEH L8 2 4
2F Xt OFLHA 2| AWS Glue 2£0IM T E 2 2Hd2 EZ5HAM|2. AWS Glue

Ol BHAMME S3 HA ol 2 & mUE T EZ AWS Glue Bt CHS 28 El AWS Glue HIO|EE ‘45t
=0l 2 EHE H™EfLCt

@ Note
AWS Entity Resolution = #X0ll &5 El Amazon S3 {Ix|€ K|35t x| f&LICH AWS Lake
Formation.

EZE AWS Glue E|O|Z 2 M stedH

—

off 212l AWS Management Console 311 https://console.aws.amazon.com/glue/ AWS Glue &
&g Yulch.

ACHAH|: 28 AWS Glue E0]2 A4 21


https://docs.aws.amazon.com/glue/latest/dg/console-crawlers.html
https://console.aws.amazon.com/glue/
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2. HAMDI0M IEHE MEIFLICH

E0]M S3 HZIS MEHEH OIS 320 MAMS MENSHL|CY

-|II il

3

4. A& &4 U™ mo|x|olM =2 &2 o]
5. ZEc] FIH HOIX|E 7% T stod Al
6

E
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IAM 42t =4 HOIXIIM 7IZ 1AM 18 MEig Meipt £ Cha g MeiEn

8. IAEDel EH FEH AWS G |O|AE et = 2SS MEFLICH

9. DEMNE MEE HAESICIS 225 MENFHLCH

10. I =54 Ho|X|of A S3 B{Z! edo| EHolate MeHsi I =] AlSHS AMENSH |C}

11. A28 A0l 22 T|H AWS Glue B 2 20{ A O|O|E{H| 0| A S MEHSH Ct2 O|O|E{H|0|A O]
B2 MEHELICE

12. O|O|E{H|O|A H|O|X|o| EO|EIM B & E HIO|ES MEHFFLICE

13. EO|E QoM &Y EECHR2 S MEE OHS HIO|E TR ME=igrLIc
a. ElOIE &40 FIHE MEAFFLICH
b. M 7|01E 2dgfL|CtaerPushDownPredicateString.

c. A ZtolE =dErL|Ct  <PartitionKey>=<PartitionValue’.

d. AWS Glue Ci|O|E{#| 0] O|& 2 AWS Glue Ef|0|& O|&E 7|53 SLICt

O|A| Ch=oll CHEr ZH|7F A& LICH

- 27|0t Ol EE s ChS stLtefof CHEH ID OHE I E2E s LICH AWS A E.
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ClOIE S2 X AH|A

3|At O|F A& 7ts AWS 2| AR}

LiveRamp 0= S®(HKX|Lot S8)(us- FZID
east-1), 0|= SF(L235t0[|2)(
us-east-2) 2! 0|= ME (2
) (us-west-2)

TransUnion 0= SE(HKX|LIoF 28 )us-  TransUnion 7 2! 7} IDs
east-1), 0|= SF(L235t0[|2)(
us-east-2) & O|= M2 (a8
) (us-west-2)

E%1D2.0 05 S8 (HXILot 58 )us- HAIUID?2

east-1), 0|= S8 (L235t0[|2)(
us-east-2) & O|= ME(2
) (us-west-2)

CHE EFAMIME S2A MH[A 7|8 OHE Q322 = SEA MHA 7[BFID OHE /IEZE ME
St EtAt HIO|EHE ZEH|stes WHS HdEeLIc

« 1EtA0I M 3 ZXF AMH|A 75 AWS Data Exchange

2EH7A: EFAF HIO|E] E|0|E ZFH|

3EHA|: 2121 H|O|E{ H|O|E 2 X|¢E|= ClOo|E EAlo 2 XHE

4TH7A|: Amazon S30] 224 H|O|E| Ef|0|8 YZEE=

5EHA|: EllolE d4E AWS Glue

1EHA: 0| S 2 X MHIA 75 AWS Data Exchange

£ Sofl SSAt MH[AE 758 F2 CHE SR AH|& & otLtet Rlsts HZEZE dYstol
T =5tz 3SRkt YX|AIZ AWS Data Exchanges U&LICH HIOIE{= %35
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® ©

AWS Entity Resolution > Matching workflows > Create matching workflow

step1 . .
@ specify matching workflow detzis Ch00Se matching technique i
- Specify how you want your data to be matched or choose a provider service.
ep
(@) Choose matching technique
Matching method

Step 3
Specify data output Resolution type
Step4 Provider services

Use this option if you have a subscription to a preferred provider

Use customized rules to find exact matches, Use our machine learning model to help find a broader range of
through AWS Data Exchange

matches

© Rule-based matching ) Machine learning-based matching
Review and create

Rule type | Info
The rule type determines whether you can create simple rule conditions or more complex rule conditions for your rule-based matching workflow. After creating the workflow, you can't change the rule type. Learn more [%

Suitable for fuzzy matching, exact matching, and schema mappings with data columns mapped one-to Suitable for exact matching and schema mappings with multiple data columns mapped to the same input
one with input types. Real-time and ID mapping workflows not currently supported. types. Supports real-time and ID mapping workflows

‘ © Advanced - new ’ ‘ ) simple

Processing cadence  Info
Determine how often to run your matching workflow job. The first job runs after you create the matching workflow. See pricing [2

© Manual

Your matching workflow job is run on demand. Useful for bulk processing.
Automatic

Your matching workflow job is run automatically when you add or update your data inputs. Useful for incremental updates. This option is available
only for rule-based matching. When using this option, matching rules can't be edited after creation.

Matching rules (1)

Define match criteria by creating a rule condition for each matching rule. Rearrange the priority to optimize results. You can create up to 25 rules.

Rule name

Enter rule name Remove

0 of 255 characters. Use alphanumeric, underscore (_), or hyphen (-) characters

Rule condition - new | Info
Choose the appropriate matching functions and operators to build this rule condition.

1

l ® Errors: 0 Line 1, Column 1

(+ Add another rule ) ( Reset rules )

Vou can add up to 24 mere rules.
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Matching rules (1)

Define match criteria by creating a rule condition for each matching rule. Rearrange the priority to optimize results. You can create up to 25 rules.

Rule name

(e ) G GO

5 of 255 characters. Use alphanumeric, underscore (_), or hyphen (-) characters.

Rule condition - beta | Info
Choose the appropriate matching functions and operators to build this rule condition.

1 Exact(Phone,EmptyValues=Process) AND Levenshtein("Email address",2)

(® Errors: 0 Line 1, Column 67

C-{- Add another rule ) C Reset rules )

You can add up to 24 more rules.

Cancel Next

HEt LR 7= HE et AR g8 M85t SUet EArEE RIAIZLICH M3t L
H

|
7= EmptyValues=Process modifier& At&35t04 Lx|5t= Bl g2 XMel&Lct.

O|HI& =4 X| 7|= Levenshtein Yx| E+E AH235H04 7|£ Levenshtein 72| ¢ 12|
& AL 28 AE5104 CIO|E{E MR 2 F o LUXIAIZLICH oMY L&| 7|= MEIX] &
MXRIE AFESHR| ef&LCh

AND QM RH= 28 U] & 2 Levenshtein Y| g +~E ZEELICH
Example ExactManyToMany& At&3t04 OfX|7| &S &8st & =

Ch=22 Ml 7Hel F=A Zl=(HomeAddress Y| 71, B|II|ngAddress ol%| 7| &
ShippingAddress & x| 7|)2| Blla =2t Yx|5t0od Zto| S US| &Ql5tof &AHX Ux| &
S e & = of uct.

®ExactManyToMany & AHE XIHE F4A EHEO| 7tsS8t ZE T8 2 HItso &
O|AFO| =A 7+O| X{EHst Q|2 Aledat|C} o2

HomeAddress & x|3t=X| ShippingAddresst®
AN |- |w

ExactManyToMany(HomeAddress, BillingAddress, ShippingAddress)
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"description": "string",
"incrementalRunConfig": {
"incrementalRunType": "string"
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"inputSourceConfig": [
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"applyNormalization": boolean,
"inputSourceARN": "string",
"schemaName": "string"
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{
"applyNormalization": boolean,
"KMSArn": "string",
"output": [
{
"hashed": boolean,
"name": "string"
}
1,
"outputS3Path": "string"
}

1,
"resolutionTechniques": {
"providerProperties": {

"intermediateSourceConfiguration": {
"intermediateS3Path": "string"

}I

"providerConfiguration": JSON value,
"providerServiceArn": "string"

iy

"resolutionType": "RULE_MATCHING",

"ruleBasedProperties": {

"attributeMatchingModel": "string",

"matchPurpose": "string",
"rules": [
{
"matchingKeys": [ "string" 1],
"ruleName": "string"
}
]
},
"ruleConditionProperties": {
"rules": [
{
"condition": "string",
"ruleName": "string"
}
]
}
I
"roleArn": "string",
"tags": {
"string" : "string"
I
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"workflowName": "string"
}
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"incrementalRunConfig": {
"incrementalRunType": "AUTOMATIC"
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-

{
"workflowArn": "string",
"workflowName": "string",
// Plus all configured workflow details
}
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AWS Entity Resolution » Match

ing workflows » Create matching workflow

(O

Step 1
Specify matching workflow details

Step 2
Choose matching technique

Step 3
Specify data output

Step 4
Review and create

C.

A [=)
° T%Etl

1310

S3

tS

N RE =P

(® Note

Z0|EHA %2l CI=

Choose matching technique i

Specify how you want your data te be matched or choose a provider service.

Matching method

Resolution type

© Rule-based matching

Use customized rules to find exact matches.

() Provider services
Use this option if you have a subscription to a
preferred provider through AWS Data
Exchange.

) Machine learning-based matching
Use our machine learning model to help find a
broader range of matches

Rule type | Info
The rule type determines whether you can create simple rule conditions or more complex rule conditions for your rule-based matching workflow. After creating the warkflow,

you can't change the rule type. Learn more [A

" Advanced - new © simple
Suitable for exact matching and schema mappings with multiple data
columns mapped to the same input types. Supports real-time and ID

mapping workflows

Suitable for fuzzy matching, exact matching, and schema mappings with
data columns mapped one-to-one with input types. Real-time and 1D
mapping workflows not currently supported

Processing cadence  Info
Determine how often ta run your matching workflow job. The first job runs after you create the matching workflow. See pricing [2

o Manual

Your matching workflow job is run on demand. Useful for bulk processing.

) Automatic
Your matching workflow job is run automatically when you add or update your data inputs. Useful for
incremental updates. This option is available only for rule-based matching. When using this option, matching
rules can't be edited after creation.

Index only for ID mapping - new

() Tumon
By default, matching workflows generate IDs after the data is indexed. If you want to use the matching
workflow as a source or a target in an ID mapping workflow, choose to only index the data and not generate
IDs.
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v Matching rules (1)

Apply up to 15 different match keys across your rules to define match criteria. Add or remove match keys, remove rules, croate new
rules, and rearrange the priority to optimize results. You can create up to 15 rules.

Rule name

‘ Enter rule name |

0 of 255 characters. Use alphanumeric, underscore {_), or hyphen (<) characters.

Match keys

‘ Select match keys v |

You can choose up to 15 more match keys.

‘ 4+ Add another rule |

You can add up to 14 more rules.
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¥ Comparison type

Choose how you want to compare similar data stored in different input fields when they are assigned the same match key.

Comparison type  Info

© Multiple input fields

Find any combination of matches across data stered in multiple input fields, regardless of whether the data is in the same or different
input field.

() Single input field

Limit comparison within a single input field, when similar data stored across multiple input fields should not be matched.
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"description": "string",

"incrementalRunConfig":
"incrementalRunType":
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"inputSourceConfig": [
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{
"applyNormalization": boolean,
"inputSourceARN": "string",
"schemaName": "string"
}
1,
"outputSourceConfig": [
{
"applyNormalization": boolean,
"KMSArn": "string",
"output": [
{
"hashed": boolean,
"name": "string"
}
1,
"outputS3Path": "string"
}
1,

"resolutionTechniques": {
"providerProperties": {
"intermediateSourceConfiguration": {

"intermediateS3Path": "string"
},
"providerConfiguration": JSON value,
"providerServiceArn": "string"

iy

"resolutionType": "RULE_MATCHING",

"ruleBasedProperties": {
"attributeMatchingModel": "string",

"matchPurpose": "string",
"rules": [
{
"matchingKeys": [ "string" 1,
"ruleName": "string"
}
]
I
"ruleConditionProperties": {
"rules": [
{
"condition": "string",
"ruleName": "string"
}
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1,
"roleArn": "string",
"tags": {

"string" : "string"
1,

"workflowName": "string"

e workflowName (-‘_é#—) <5l oF 5t [a-zA-Z_0-9- ]*Ql' Ux|5t= E2 1~255K0{0F &
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"incrementalRunConfig": {
"incrementalRunType": "AUTOMATIC"
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"workflowName": "string",

M
i
4]
P
H
o

86



AWS Entity Resolution Add a permission2|

// Plus all configured workflow details
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AWS Entity Resolution » Matching workflows » Create matching workflow

Step 1
Specify matching workflow
details

Step 2
Choose matching technique

Step 3

Specify data output

Step 4

Review and create

b. FHO|EHA ®Z|2

a. COlo|H &3 CH
O|E{QIX| @2l cllo

74
(=)

Choose matching technique

Specify how you want your data to be matched or choose a provider service.

Matching method

() Rule-based matching © Machine learning-based () Provider services
Use customized rules to find matching pt
exact matches.

Use our machine
to help find a b ange of

r through AWS Data

matches. Exchange.

Machine learning-based matching info

Your data will be evaluated against a set of rules defining the criteria to find exact matches. This can help find matches
across your data that may be incomplete or may not look exactly the same.

Processing cadence  Info
Determine how often to run your matching workflow job. The first job runs after you create the matching workflow. See pricing [

© Manual

Your matching workflow job is run en demand. Useful for bulk processing.

@ Using hashed data may limit matching functionality
Rule-based matching is recommended when comparing hashed data. The machine learning model is unable to

compare hashed data. Learn more [A
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1z

AWS Entity Resolution= X Ct& OIO|E{ 3 At MH|AE X[RHELIC.

» LiveRamp
* TransUnion

- s81D20

K|Ele S2XF Mu[20f CHEF REAEF LIS 2 MM E HZSHMIQEAL 1= C|0[E Z=HI.
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LiveRampE& AtE35t0{ LR[St FZEE 4o

LiveRamp AMH|A = RamplDEt= AIEXHE MBELICH RamplDE 10 QI CHA S Mdst7| {8l
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@® Note
AWS Entity Resolution= PIl 7|8t RampID &% 2 X|&gL|Ct.

MH =7

oto] Yxlst= HIAERE

LiveRampE AlE

1. A7|0F 1S MAFLICH RHMBH LIS S A7I0F 0HE M4 EHRIS B XAl
2. LiveRamp MH|A 5
3. UX[SteE HIFER £ UAMSE ME{= Amazon S3 OIO|E{ AH|O|& H{Zlof| 2§ HEtS
T
LiveRampE AI&35t04 ID OHE RITE2E M3t 7| 7ol S3 OO AH|0|E &0 CH& HetE &
7t
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::715724997226:xo0t"
},
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetObjectVersion",
"s3:DeleteObject"
1,
"Resource": [
"arn:aws:s3:::<staging-bucket>",
"arn:aws:s3:::<staging-bucket>/*"
]
},
{
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"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::715724997226:xo0t"
},

"Action": [
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:GetBucketPolicy",
"s3:ListBucketVersions",
"s3:GetBucketAcl"”

1,

"Resourxce": [
"arn:aws:s3:::<staging-bucket>",
"arn:aws:s3:::<staging-bucket>/*"

Zt < w4 ## ###>5 KHpAlo| MEZ HiEL|CEH

staging-bucket Amazon S3 bucket that temporarily stores your
data while running a provider service-based
workflow.

LiveRampE AIE35t0{ UX[St= KT EZRE MdstoiH:
1. o 23 2lAWS Management Consoledt 11 https://console.aws.amazon.com/entityresolution/AWS
Entity Resolution2& & L|C}.
2. 2ZEHMEFO I EZR0M LA
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b. OlO|E{ 2240l M , AWS Z|T AWS GlueH|O|E{H|O|A, AWS GlueE|O|ES MEHE C}=2 ST
A 7|0} OHEE MESSHLICE

z|cH 20702] Cllo|E] i3S FIte + U&LICH
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c. OIO|E Hist M2 Ux| ol HiolE Y=o| HREIEEE 7|[2Mo 2 MEIEL|CH
@® Note
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d. MH[A HMA HetE XIH5t2AH SME MElstD MY ZX|IE F[EUc
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QEt HME AL8510 AMH|A HE S
Aot

« 7|2 MH|A FE 0|2 entityres
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timestamp> QILIC}
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AWS Entity Resolution
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Matching method

() Machine learning-based matching © Provider services

Use our machine learning model to help find Use this option if you have a subscription to
a broader range of matches. a preferred provider through AWS Data

Exchange.

() Rule-based matching

Use customized rules to find exact matches.

Provider services info
You must have a provider agreement to use a provider service. Your data will be matched with a set of inputs defined by your preferred provider.

Some information may be required and shared between you and your provider service.

© LiveRamp (O TransUnion

u

/LiveRamp TransUnion:

() Unified ID 2.0

Unified iD..

LiveRamp products
Choose from available products from LiveRamp.

[ Choose product a ]

Assignment Email

[ Assignment PII ] Cancel Next
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f.

6. 3EtAH!: d|o|E

a.

LiveRamp configuration

These are the required fields to use the LiveRamp service.

Client ID manager ARN
Enter the Client ID manager ARN provided by LiveRamp.

arn:aws:secretsma nager:us-east-l . secret:l

83 of 2,048 characters.

Client secret manager ARN
Enter the Client secret manager ARN provided by LiveRamp.

arn:aws:secretsmanager:us-east-1:. secret:

87 of 2,048 characters.

Data staging info

Choose the Amazon 53 location for temporarily storing your data while it processes. Your information will not be saved permanently.

Amazon 53 location

Q. s3://i X‘ ‘ View [4 ‘ | Browse 53 |

H|o|E AH|O|HoM HIO|EE *{Elet= S ClolE 2] YAl AEE|X|of CHEF Amazon S3 ¢
X|E MEELICE

Cllo|E AH|O|ZE Amazon S3 9| x[of CHEt HBHo| QLofok B LiCt REAIEH LI 2 of CHEE (=
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O|E{QIX| 242l Tl o[BI x| ME=HEf LT,

s sto] &S5 MM AIS A X HE MEHSH 42 AWS KMSZ| ARNS &l24§hL|Ct.
=

LiveRampOl| A & El F7F HE L|ct.

Cllole 30| Z&3SH7HLE &7(7HLE otAZ e ZEE A-EE O S S 2o et HE =X
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® Note

LiveRamp& MEEH B2 JHQl AEH YE(PI)E X745t= LiveRamp Z2t0[HA| EE
2 Ql3 YU Leolle 23 MEi7H AR E7HE EAIFUC

m

=x HE SN

L z3 £ NEjE Z3toz SXIFLID

= &717I(E20lM Hel) 23 LB MRS O A717|8 M
Lict.

U 0taZ 53 WEE MR S SAl B8 MY
gt

JESREL SRS RMAIEE MEiEtLict

Specify data output location - optional i+

Specify 1D mapping workflow
details

pu

Step 2
@ Specify source and target . .
Data output destination i
Step 3 - optior Choose the Amazon 53 location for the data output.

(@) Specify data output location X
Amazon 53 location

Step 4

Review and create | Q f3i//bucket/prefix ) ' Browse 53 '

Encryption - optional o

Your data

nerypted by default with a key that AWS owns and man;

< for you. To spacify a different key, customize your encryption settings.

Customize encryption settings

Specify an AWS KMS key to customize your encryption

v LiveRamp generated output (2)
Additional information generated by LiveRamp.

Output field Description
RAMPID LiveRamp's universal identifier that is tied to devices in the LiveRamp Identity Graph
TRANSCODED_IDEMTIFIER LiveRamp's universal identifier that is tied to devices in the LiveRamp Identity Graph

Cancel Previous Next
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7. AUA HE 2 ddo| B

a. O|™ EHAH|o| M MEfEH LIE S AESIDT LR 3¢ HESAMLR.
b. [Create and run]S MEHEFLIC.

LRIt HAE2 27 EEI}R D Zr ol AHERSE S LHEHLE HIAIXKIZF LEEFEfLICEH

8. YURlst= HIAEZ MF HE Ho|x|e| X|E B0l M otx|2f e X|®o|M CHES QIR LICH

. Yxlshe YREBE Fretol MEl: Ch7IYol 28, Y B, 2R, A

. MAE 1] 2% IDs
IR ET=eN !

5191 7|Zofl M OlFlol ABE Ux|sts YAER Aol Chet K KRS

9. YlsHs YAEER Bo| SR EIT(MENT} 22 ) ClOlE H2 B Z of
QI8 Meisto] WD 8 + UsLIC

TransUnion2 AI235l0{ Y X|5le YT E=E MM

TransUnion MH|AE 7535t B2 AZE CHE Ao XMEE 12 221 8|2 = £ TransUnion Person
2! Household E 7|2t 2007l O|&r o] CI[O|E{ &1t 44, LUX| & J{A5t04 2 Ol E = = U&L
Ct.

TransUnion AMH|AE TransUnion 7HQ! &! 7}3 IDsEt T 8t AlEXIE XM B EHL|Ct. TransUnion2 0|
E, T4, HetHS, O|HY A ZH2 ¢4l AlgXto| ID €& (2ot E &)2 MSELCH

NS Ta

LiveRamp& At&5t0{ YR|st= HAE=E HYot7| ol CHES sl ok ELCh.

1. A7|0F TS MABHLICH RRMIBH LIS S A70F OHE 44 EHeIg BIESHAAIR,
AN

2. TransUnion MH|A 5
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TransUnion2 Al

FIHer k.

JSON

IEE £ YAHOE ME{= Amazon S3 C|O|E{ AH|O|E HZlol| 2 e HEtS
otod UX|st= HIAEZE Hdstr| ™ol S3 Hlo|H AE|o|E HZlol| Ct& HErE

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::381491956555:root"
}I
"Action": [
"s3:PutObject"”,
"s3:GetObject",
"s3:GetObjectVersion",
"s3:DeleteObject"
]I
"Resource": [
"arn:aws:s3:::<staging-bucket>",
"arn:aws:s3:::<staging-bucket>/*"
]
},
{

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::381491956555:r00t"

}I

"Action": [
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:GetBucketPolicy",
"s3:ListBucketVersions",
"s3:GetBucketAcl"”

1,

"Resource": [
"arn:aws:s3:::<staging-bucket>",

TransUnion2 A& 3}0

OEI7'\-| |.'— _la EAHA—{
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"arn:aws:s3:::<staging-bucket>/*"

Zt <y w4 ##t ###>5 KAl MEZ HiEL|CEH

staging-bucket

Amazon S3 bucket that temporarily stores your

data while running a provider service-based

workflow.

TransUnion2 Al&35104 X[t HIEZEZE HH5te{™:

1. o 2a2lAWS Management Consoledt 11 https://console.aws.amazon.com/entityresolution/AWS
Entity Resolution2 & 2 JLIC}.
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AWS Entity Resolution
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Provider services info

You must have a provider agreement to use a provider service. Your data will be matched with a set of inputs defined by your preferred provider.
Some information may be required and shared between you and your provider service.

© TransUnion

/LiveRamp TransUnion@u

Unified iD..

Access to TransUnion provider subscription
® Subscribed

(D To ensure a successful workflow run, your data input file format and normalization must be aligned with the provider service's
guidelines. Learn more [4
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Complete prerequisite Specify ID mapping details

Create a schema mapping [4 for ID mapping
in your AWS account or an 10 namespace [
for ID mapping across AWS accounts to define
wour data.

and choose an 1D mapping method.

|

« 10{ CHSH ID OHE KT EZAWS AH

« 2700f A%l 1D o= T3 ZEZAWS AH

2 oY

- IDOHE 3

« ASX XY IDOHE HIEE &Y

Provide details for your ID mapping workflow

Specify source and target

Use a schema mapping or ID namespace to
describe your input data depending on your
1D mapping type.

« DOHE 3EZ2 HE
« IDOHE I EZ AMA|
« IDOHE I ZZ0] CHst 2|AA HE F71 = UH|0|E

104 CHSt ID OHE K3 EZAWS HH

IDOHE I ZZAWS HAHE AI25tH

HH.
IDOHE KIEZEZE =T MMGH7| Tl HA] AFE
D OjZ!

CHE FHMoME SYetol M ID 0HE

- IDOHE I E= dH(HH 7[Eh
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QAERE AT MYE F H(D 4T ElolE)g 21 2

dete o

QIEZEZRE M

& Olole ME zhol ID DHE S =™
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algdo

Mol A8 = U

Specify data output location - optional

Choose your 53 location to write your data
output.
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INTS e

TA 7|8 EEE B2 A AHIA ID OfE SEHSAWS A™HAIE S0 ID OfE I EZE MAEH7| Hof
M CtE 2 5ok gLict.
« MTAWS Entity Resolution| 22 tZ §tL|C}.
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8 &2 U ClolH ol &= CIolE EllolE Z=Hmete] s 2tz ELch.

- A7|0t 0HES HEstHL LRIstE KT EZE SEFLICH

« (=Xt MH|A ID oHE Bt i) LiveRampE AtE3SH0{ ID OHE KA EZE 57| ol ID of&E
2 £ UAMSZ MB{E Amazon Simple Storage Service(Amazon S3) G| O|E{ AE|O| &
A

LiveRamp S2X MHIAE AP%@PO# EFAL CIIO|E{S #Heist= 72 O|Oo|E{ AE|O|E HZlol| A4

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::715724997226:root"
}I
"Action": [
"s3:PutObject"”,
"s3:GetObject",
"s3:GetObjectVexrsion",
"s3:DeleteObject"”
]I
"Resource": [
"arn:aws:s3:::<staging-bucket>",
"arn:aws:s3:::<staging-bucket>/*"
]
},
{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::715724997226:xo0t"
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},

"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"”,
"s3:GetBucketPolicy",
"s3:ListBucketVersions",
"s3:GetBucketAcl"

]I

"Resource": [
"arn:aws:s3:::<staging-bucket>",
"arn:aws:s3:::<staging-bucket>/*"

HO

Fo| et KARMO\ M Zt <#at#t ##t ##t #a#>S RH4lol ME 2 HbE= L},

staging-bucket The Amazon S3 bucket that temporarily stores
your data while running a provider service-b
ased workflow.
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b. 1D OHE oM 2 7[gtS MEAELICH

c. (MEiAME) HIERMMEZE, HHO|EE BZE E= A& dl= *2lstedH &
B Ml gd3tE MEfELICH
ID mapping method i
Choose the ID mapping method you want to use.
© Rule-based - new () Provider services
Use matching rules to translate first-party data from a Use a provider service to translate third party-encoded data
source to a target in ID mapping. from a source to a target in ID mapping.
Enable incremental processing
AWS Entity Resolution will process only new, updated, or deleted records in either the Source or Target ID namespace, rather than
recreating the entire ID mapping table.
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E& AM2|E M=t Hlo|E E|O|= ol DELETE ¥€0| = A<= DELETE & zfoi ezt
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Ct.
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@ Note

a4 O ID WA m o|Aol CHslf Z8HE[= MetE XI'Est oF &rLCH.

e. MH|A HMA HEHES X|MstE{H SMHMES MENSt T HE Z%|E #|&HL|C}.

Service access
AWS Entity Resolution requires permissions to read your data input from AWS Glue and write to 53 on your behalf. View policy document

Choose a methed to authorize AWS Entity Resolution

O Create and use a new service role
Automatically create the role and add the necessary permissions policy

(7) Use an existing service role

Service role name

| entityresolution-id-mapping-workflow-20240117121045

51 of 64 characters. Use alphanumeric and "+=_@-_' characters. Don't include spaces. Name must be unigue across all roles in the account.

[C] This data is encrypted with a KMS key

Specify the associated KMS key to enable AWS Entity Resolution to access each of your data inputs.
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7.

3EHA: Clo|E &3 2IX| XIE - ME ArZ ol Che S - EfLICH
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AWS Entity Resolution= X LiveRamp S = At AHH|AE ID 0HE HHo 2 MSELICH
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C.

ID mapping method infe

/LiveRamp

Currently we are only offering LiveRamp service as an ID mapping method.

Access to LiveRamp provider subscription
) Subscribed

guidelines. Learn more [4

(@) To ensure a successful workflow run, your data input file format and normalization must be aligned with the provider service's

LiveRamp 7401 LiveRamp7} M3 3t= CHS

>
Y]
z

- 2CI0|MUE ID 22|t

- ZE}0|UE EHot &5 #ElRt

LiveRamp configuration i

Client ID manager ARN
Enter the Client ID manager ARN provided by LiveRamp.

= s Y

| XI"'Oﬂ 2
2 LiveRamp MM & AO|E Q|

2f 5t=X| & QIELICt. LiveRamp

|245H|C}.

| EnterARN

0 of 2,048 characters.

Client secret manager ARN
Enter the Client secret manager ARN provided by LiveRamp.

| Enter ARN

0 of 2,048 characters.
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jent domain identifier targeted for transcoding provided by LiveRamp.
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Data staging i
Choose the Amazon 53 location for tempararily storing your data while it processes. Your infarmation will not be saved permanently.

Amazon 53 location

| @ s3://bucket/prefix

i ™
| BrowseS3 )
M, -

d. AH|A HMHA HEHE K| Yst2dH SME M=t T HE ZXIE FIgfLICH

Service access
AWS Entity Resolution reguires permissions to read your data input from AWS Glue and write to S3 on your behalf. View policy document

Choose a method to authorize AWS Entity Resolution

O Create and use a new service role
Automatically create the role and add the necessary permissions policy

() Use an existing service role

Service role name

| entityresolution-id-mapping-workflow-20240117121045

J
51 of 64 characters. Use alphanumeric and '+= @-_' characters. Don't include spaces. Mame must be unigue across all roles in the account.

[C] This data is encrypted with a KMS key

Specify the assoclated KMS key to enable AWS Entity Resolution to access each of your data inputs.

2M oY =X

M MH[A g dd L AE « AWS Entity Resolution= 0| Ei|0]|&0f Z
Qe HMZ MEFI0{ MHH|A dEgES
Mot

« 7|2 MH|A HE 0|2 entityres
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Jeet Speufy data output locatlon optional .
@ Specify ID mapping workflow i ) .
details on to write ye

Step 2
@ Specify source and target . .
Data output destination i
Step 3 - aptional Choose the Amazon 53 location for the data output.

(@) Specify data output location i
Amazon 53 location

Step 4 P
Review and create | Q, s3://bucket/prefix ( Browses3 )

Encryptlon optional info
Your data is encrypted by default with a key that A’ wins and manages for you. To specify a different key, customize your encryption settings.

[j Customize encrypuon settings
Specify an AWS KMS key to customize your encryption settings.

v LiveRamp generated output (2)
Additional information generated by LiveRamp.

Output field Description
RAMPID LiveRamp's universal identifier that is tied to devices in the LiveRamp Identity Graph
TRANSCODED_IDEMTIFIER LiveRamp's universal identifier that is tied to devices in the LiveRamp Identity Graph

8. 4T AE L MMolM CtEg &gt
a. O[T EtAHolA MESSH LIB2 AEStD R 49 MAFLCH
b. 4d(Create)= MEHEILIC}.
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o2 S0 HAIXHE XA CHAF ID LI AT O] A (xrfcﬂ)szr ZZo| AA ID YA O|ACHEAWS H)
H)E AFR5H0{ ID 1E YIEZE MME 4 UALICIAWS A,
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L|Ct.

LiveRampEAWS HZHAI&3t04 & 7ol ID e KITEEE M35 7| ™o LiveRamp7t S3 HZ! &
D7 BEE Flof HMAY & YT 5B sHs CHS Wt WS FUbehLIL
JSON
{
"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::715724997226:xo0t"
},
"Action": [
"kms :Decrypt"
1,
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key-id",
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"
}
}
1]
ME =
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}

HO

Fo| et KARMO\ M Zt <#at#t ##t ##t #a#>S AH4lol ME 2 HbE= L},

<KMSKeyARN> The ARN of an AWS KMS customer managed
key.
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ID mapping method o

Choose the ID mapping method you want to use.

© Rule-based - new () Provider services
Use matching rules to translate first-party data from a Use a provider service to translate third party-encoded data
source to a target in ID mapping. from a source to a target in ID mapping.

Enable incremental processing
AWS Entity Resolution will process only new, updated, or deleted records in either the Source or Target ID namespace, rather than
recreating the entire ID mapping table.
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Service access

AWS Entity Resolution reguires permissions to read your data input from AWS Glue and write to 53 on your behalf. View policy document

Choose a method to authorize AWS Entity Resolution
O Create and use a new service role
Automatically create the role and add the necessary permissions policy

() Use an existing service role

Service role name

-

-

entityresolution-id-mapping-workflow-20240117121045

i 4

51 of 64 characters. Use alphanumeric and "+=_@-_' characters. Don't include spaces. Name must be unigue across all roles in the account.

[T] This data is encrypted with a KMS key

Specify the associated KMS key to enable AWS Entity Resolution to access each of your data inputs.
2M oY =X
M MH[A g dd U AE « AWS Entity Resolution= 0| Ei|0|&0f Z
S HMS A sto] MulA ofEg A
Agfict

« 7|2 MH|A HE 0|2 entityres
olution-id-mapping-workflow
-<timestamp> QlL|C}.

. Ee MMSD HME AEY £ U
80| Qlofof BHLICH

. 9121 O|o|E{7} Y3 3HE 72 0] o|o|E
£ KMS 7|2 2B SHELIC SM2 M
srLich 221 Ch2 ClolEf Y2ig =55t
5t O AFE El= AWS KMSZ|E =g
LICt.
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i. LSSt LSt MM ALK} X|HE MEISH HZ2 AWS KMSZ| ARNS 1235 Lt
|

b. LiveRampOiA & E £2392 SLICH
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8. 4tEH: AE L Mo &2 s=dELCt
a. O|™ CEtAloM MBS I8 S AESID et 3¢ WEFLC.

b. 4(Create)2 MEHFLILCE.
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b. ID OHE HHoM SS X MH|AE MEFLICH

AWS Entity Resolution= $4AHf LiveRamp 3= XAt MH|AE ID 0HE Yo 2 MBS ELCt.
LiveRampE& T 58t 42 HEf7t +SE2SE EA|ELICH LiveRampE F55t= &Eoi CHet
AEMEt LHE2 MM E XM 1B A0 S 2R MH|A F5 AWS Data Exchange.

ID mapping method infe

/LiveRamp

Currently we are only offering LiveRamp service as an ID mapping method.

Access to LiveRamp provider subscription
) Subscribed

(@) To ensure a successful workflow run, your data input file format and normalization must be aligned with the provider service's
guidelines. Learn more [4
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AWS Entity Resolution

® Note
clolef 2124 1t #Alo| @2 &t MH|A 0| XI&of £ 6= K| 2QIBLICH LiveRamp
of 924 T Al x| X|&ofl ChEH REMIEH LIS LiveRamp AHA 2 Afo|E 2]

c. LiveRamp T7+430{ LiveRamp7t M35t Ct

- Z20|21E ID #2[XF ARN

- ZCI0[HE ot of 5 £2|AF ARN

LiveRamp configuration info

Client ID manager ARN
Enter the Client ID manager ARN provided by LiveRamp.

;
| Enter ARN
\

0 of 2,048 characters.

Client secret manager ARN

Enter the Client secret manager ARN provided by LiveRamp.
|f Enter ARN
0 of 2,048 characters.
d. (M= ALE) 2laAo0f CHell EfIE E-d3tsted™ M BN FIHE =8 CHS 7| & 2 HoE
=3gfct
e. CtSS MEELICH
5. 2BHAH: A4 L CHY X|Ho|M CHESE s EfLich
a. 1z SMS ALt
b. AA0MID UHYAHOAS MENEHLICH
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® j:’:.‘[f: D mapping workflow U 5 lespace to ¢ e your input d = 1 your ID mapping type.

Step 2

(® Specify source and target
g across AWS accounts and have created 1D

ta output location

Source info
Review and create The source of the data in an 1D mapping workflow.

Schema mapping © D namespace

ID namespace info

Choose an AWS account associated with the ID namespace source. Create |D namespace

© Your AWS account
Another AWS account

Your ID namespaces

Select ID namespace

c. IDUYHAHO|AS]ZL ID HHAHO|AS| RIXIE AEE OHE WY ZXIE FIFLICH

ID HHAmO|A] £ HE =R

. 2AWS A& MEHSHL|CE
ID HYAHO|A EECIR SE0|AM ID

H LA mO|AE MEFFLICEH

—_—

KFRIAWS H|1H

N

CI2 AFZFOJAWS H| A 1. CFHEAWS AE &= MEIEHLICE
2. 1D HYAHO|A ARNS &l2dstL|Ct.

d. CHYOIM ID HYAHO|AE MEATHLICE
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Target info

Select how you want to provide the domain to which you want to translate your data using ID mapping.

- ~y

() Domain 0 1D namespace
Provide a specific target domain to which you want to translate the Use an ID namespace to describe your target configuration for 1D
data to mapping across two AWS accounts.

ID namespace info
Choose an AWS account associated with the ID namespace source. Create |D namespace

0 Your AWS account
() Another AWS account

Your ID namespaces

- -

Select ID namespace v

.
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Service access

AWS Entity Resolution reguires permissions to read your data input from AWS Glue and write to 53 on your behalf. View policy document

Choose a methed to authorize AWS Entity Resolution

© Create and use a new service role
Automatically create the role and add the necessary permissions policy.

(7) Use an existing service role

Service role name

- \

entityresolution-id-mapping-workflow-20240117121045

i 4

51 of 64 characters. Use alphanumeric and "+=_@-_' characters. Don't include spaces. Name must be unigue across all roles in the account.

[C] This data is encrypted with a KMS key
Specify the associated KMS key to enable AWS Entity Resolution to access each of your data inputs.
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7. 3EHAL CIOJE| B3 SIx| XIE - M= AFEOIA CHE S S HELICH

a. OIO|E E3 CHY ol CtEE & LICH

(o]
o]
i. LEI0IM FEE HE ASKE X|HE M F2 AWS KMSZ| ARNE 345t 7LE
|

@ Specify ID mapping workflow
details

Step 2
@ Specify source and target . .
Data output destination i
Ste optional Choose the Amazon 53 location for the data output.

® Speufy data output location i
Amazon 53 location

St

Revie

L | Q, s3://bucket/prefix ( BrowseS3 )
and create

Encryption - optional info
Your data is encrypted by default with a key that AWS owns and manages for you. To specify a different key, customize your encryption settings.

[j Customize encrypuon seumgs

Specify an AWS KMS key to customize your encryption settings.

v LiveRamp generated output (2)
Additional information generated by LiveRamp.

Output field Description
RAMPID LiveRamp's universal identifier that is tied to devices in the LiveRamp Identity Graph
TRANSCODED_IDEMTIFIER LiveRamp's universal identifier that is tied to devices in the LiveRamp Identity Graph

Cancel Previous Next
8. 4EH: HE Y ddoM S22 =~ ELich
a. O™ EHHoM MEEt LIS HESI T et Z9 HEFLICH
b. 4d(Create)= MEHEILIC}.
ID OHE HIE27F HHEEIRAZSE LHEHLHE HIAIX|ZF LIEFE LICEH
ID OHE HIEZE Y8t Fol= D OHE I E=E HAE FH|7H & RYLIch
IDOHZ I Z2 MM(ZZRF MH[2) 148



AWS Entity Resolution Add a permission2|

ID OHE ¥IE=

>
0%

stol CHEH ID ONZ QI3 Z2
A

FIDOHE IZE=2E Y

MAAWS A X7 Fof CHEH ID O E QI3 Z2E MAIStAWS A
Ql&LICH ID OHE I3 ZE2 = CcSv 1t £24%tL|Ct.

Mok | ujn
4> 10

IDOHE K EZE AsicdH

1. ol 22 2lAWS Management Consoledt 1 https://console.aws.amazon.com/entityresolution/AWS
Entity Resolution2& 2 JLIC}.

2178 S FHo| I3 E20M ID DHE S MEFLICE

IDOHE QI3 Z=E MEHSHL|CE.
IDOHE KIEZ ME HE HO0|X|e] LEZ MEF DME[0M AMES MEHFFLICE

Uit A E2= MF HE Ho[x|e| X|&E R0l OFX[2f 2] X|Z oA CHS S & lELICH

o &> 0D

2
o

A
Q'I_l
rr
Jo
H
MK
Hu
12
2
lo

e CH7| &, T &, 2= =, Al

o2

© > pe 2
o
=0

W
K
bal

ol CHa AlZHEl AlZt

A1

Fdoll chsll 2t=2El AlZh

)
W
K
HU HU H

Mo
2
(o

Y
W
JH

M

o
jul [
0z

| 712k

> >
T =
= O
x
<
»
b3
(¢)
<
rlo

19
ok

o
(o]

i K I

m w om >
= KR

N In
0 4+ P

=2
O |n o ¥
i
e}
R
e}
m
I
>

In

LI
1

In K

ST
In
TR

v

2 x A
oY
M o i
P o 2
[> i oH
r T . TN TR« TR . A

TS
>
o
ST
n 4
1

n
s

o« OYZI=| CYAF ,
IDOHE T == T ' ' 149



https://console.aws.amazon.com/entityresolution/

AWS Entity Resolution Add a permission2|

. MZ HZE Ch4 Bl2E 4
oZE

- M7{E oiEE e o

Y 7|50l ofTofl A=et ID DHE I E= 2ol CiEr 5 X[EE = =% UA&LICH
E =2
=

= 1 =
OiE HIEZ 5ol 2=z =|H(YEf7t 2= E) Clo|E £32 MBSt o
MEfsto] ZntE EfQlghLCt.

CSV ItUg 71 X2 £E RAMPIDZ = QI8 &= QU&LICFTRANSCODED_ID.
AR XHEHIDOfE KTEZE A

(® Note

Ol Hxt= B LHO| YIS EZAWS AIE = B & #Mel7r EdshE 2710l ZE YA EZAWS
AZoll A8 + AU&LICH

IDONE HIZZE AHE mf £ dlo|Efofl CHal 22 A E {I%|QF T2 Amazon S3 fI%IE X|H
g £ Ql&LICH HiRI(ZE dlolE] XMEl), ZEME HL #HZE Clo|E{R #{2|) EE AX M (AHA 2
ek M2l M 7ER| ™ 7S & StLIE MEi5t0] C|0|EE MElste YHE MHE s &L

1. o 2a2lAWS Management Consoledt 11 https://console.aws.amazon.com/entityresolution/AWS
Entity Resolution2£ 2 JLIC}.

2. L2IZ EIM 30| QI ZZ20{A{ ID OHE S MEHSL|CE.

3. ALY IDONE KT EZE MEAErLICE

4. IDOHE KT EZE ME HE HOIX[HMH HZEZ A2 MESCIS M E- CHA S E A™ES
EH%I-L_||:|.
1 Hd

AERXIEIDONE HIAEZ A 150


https://console.aws.amazon.com/entityresolution/

AWS Entity Resolution Add a permission2|

- HiX| - A ID of&E El|o|E& *{2|&LICt.

Z7|I Y, FIIM MM M2 D3 E= AA YO ID HYAHO|A RFOM SLF H
Fo| ghdeh m HEELICH

« BE-AAEE Y ID ULATO|IANAM A BZE, HOO|IEE BZE F& AXE B
=0 X2|g .

HolE, Y A&l == AAZt Clo|e S7I3tof HEELICH.

& ID H¥am oA ArK|El Bl 2 =8F M2l L Ct

o
o AS3 MM AIA X|HES MEHSET AWS KMS7| ARNS Q12451 HL} 7] M2 AWS
EHS

6. MH|A HMA HEHE X|H5tE{H SMHS MEHSt D HE =XIE FELICH
=M HE = x|
M MH|A Q5 MA Ol Al « AWS Entity Resolution=0| E|0|20] &

B A2 AR tod MulA e Mt

LICH.

« 7|2 MH|A FE 0|2 entityres
olution-id-mapping-workflow-
<timestamp> QIL|C}.

. A2 MAET HMS ATy
2ol 2{o{ok &fLct,

- 22 GlO|E{7H % 2 5HE
KMS 7|2 &S sHElLIC g M
Ct O™ Ot S Clole 3e %Ei}érf o
M-BElE AWS KMS7|E l2dgtLct.

AERXIEIDONE HIAEZ A 151



AWS Entity Resolution Add a permission2|

sM THE =X

— —-O

7|& MHIA& g ME

—

7|& MHI& Hgo| gls B2 7I& MHIA
A ME SMHE MEE =+ fi&LIT

7|2 %2 Z AWS Entity ResolutionE

B M3t oty Qs 71 o yNE

UClo|Este{m Al=stX| f&LICtH

8. UXlst= HIEZ MF HE Holx|e| X|E B0l M otx[2f e X|®o|M CHES & lefLICH

o QI3 E= =0 CHsl &t= =l A|ZH

. UxISHe AR Felol el Y B, IY B, 22T, A

- MZ OHEE cH4 |2 Eo| =Lt
- MZ OHE=E AA BZEol 2Lt
« MNHE MZ 0HEE LA HIZE L O
. xﬂHEI MNZ Of L}

MR XEIDOE HIEZ MY 152



AWS Entity Resolution Add a permission2|

« M7HE MZ ojEE 8ZE Lt

Y 71501 M o|Tof| A=lEH ID OfE HIEZ X Mol CiE XY X2 E = =& U&LICH
2
[ |

=
OfE 2 2= 5ol 22 =T (LE7 2= F) ClolE £32 MBS CHE Amazon S3 2IR|E
P

x
S =HQIFHLct

CSV IIYE 71X £ E RAMPIDRt = QI8 £~ Q& LICFTRANSCODED _ID.

ID OHE KIFEE2E HESIH AEE| {2 7|5 S up-to-date | X[5t g

HIZLIA QF AMEO| A =HE = U&LICH OfE 73, 7| 2 mi2 H3|E-|E _75_7“ otn o Htstn

AMEE £+ e ID YUx| AT E MBS YIEZEZE 2 MEHE = U&LICH M OIo|E| AAE F7}
x|

ot7Lt, I EEl= IDs R8E HE st 7L, HAEZ0| I UX
Z1toi[ A NI EEE QFE Mists B2 HIEZE AISsto H
=

]
dote ol =F0| 2 & A&LICH

IDONE K3 EZ

i
ri'
91-
vl
2

1. ol Ea2lAWS Management Consoledt 1l https://console.aws.amazon.com/entityresolution/AWS
Entity Resolution2& & L|C}.

2. 2AZ EtM ol o3 Z 2 ofM ID OHES MEiStLICE

3. IDOHE QI EZE MEHEL|CH

4. IDONE Y{IEZ MEFE HE Ho|Xx|el 2LEZ AL ZME(0|AM HES MEHFFL|CH

5. IDONE I EZEZ HE HE XIS HO|XK|o|M Es A2 HEs & O3S MENELICH

6. OIOIE{ &3 X|d HO|X|HM B8t AtE S HAS F Ct22 MLt

7. AE Y ME HO|X|ofM EFt AHE S HEE OhS ME S MEiELCt

ID & I Z=Z AMA|

IDOHE I EZE O 0|4 MAE5HX| obe B2 AAstH 322 #elg 7¢t486tE ol =20 2
T UGLICH E3F fAE S22 ABEE SSEHU E 228 IDOHE I3 EEE MXSIHZ=E
MAE S8t ol 30| & = &Lch

AN EH

>

IDOHE = EZE HEY 153


https://console.aws.amazon.com/entityresolution/

AWS Entity Resolution Add a permission2|

ID OE T ZEZE AX|5tE{H:

1. o 23 2IAWS Management Consoledt 1 https://console.aws.amazon.com/entityresolution/AWS
Entity Resolution2& & L|C}.

2% =AY 20| I E 20 A ID HES MetstLc)
ID & K EEE *‘l—.;. L|C}.

£ MEfEfLICH

g A WD
(@)
=2
0K
Jo
IJJ
HH
=
4
0>|
l:_.l
o
Ral
lo
to
r
JB:
r'l'
H
x
ju]
=)
x
>
Pl

2lAA MEie D OfE 2|AAQ| MAMXI7LID OE I E

Elas HHME FItet7LE Hoo|EstEdH

1. ol 22 2lAWS Management Consoledt 11 https://console.aws.amazon.com/entityresolution/AWS
Entity Resolution2& 2 JLIC}.

2. 2IZ EMAEO|AFEZ0|MID OHEES MEHELICEH

3. IDOHE /I EZE ME=HELICH

4. IDOHE I EE M HE HO|X|o|H HEt &S MEHFHLICH

5. Elaa HAMo|M HES MEigL|Ct

6. JSON HE7|o|M HME F7t567{LE Hdolo|EFLCt

7. HEANE MES MEiELICH

ID OHE I EZZ20] CHEr Blaa YA FI1 == HoolE 154


https://console.aws.amazon.com/entityresolution/
https://console.aws.amazon.com/entityresolution/

AWS Entity Resolution Add a permission2|

== At AWS Entity Resolution 22 S¢&

AWS Entity Resolution EtAl 324t S&E Sal D142 AH|XH 71l HEE 2535t 1 O|o|E =Y
2 &g = st leeRamp 2! TransUnionZ} Z 2 EtAL B2 XHE AH|XF AEXIE 2= |Ds L
Fabrick IDs2+ Z 2 HAt= AH|XFCIOIE7FAWS HIZHEI™E A|AH]

210 IDE HehDs. o|qE &1 A
2 X577 s F1 L oS ZFo| dEtMo 2 AL ELICH o] MMAM=E 3
S=A MH|A [ 0HE I E 20l AASE AH[RF A/2HX} AWS Entity Resolution
=otL ERHA T St= ol CHEt Xl’é.% M3 gt

—
o2 LHELHX|E A
ZX7tet S%tstod
E 7 IDsE 213

ARt SeE S22 R AMH|A0f CHEE RHAMIEH LIE 2 Ml E AWS Entity Resolution® R ot M| R S = At
MH|A 7|8 i E K3 E2 dE.

=H
- LT AE
« AWS Entity Resolution OpenAP| AFF AL

S=A S EHAE

QF Agt
£ ZZX MH|AZ E¢st7| Mol CHS 27 AFEH2 AWS Entity Resolution2h & 8f LIC}.
=

- ol 32Xt MH[|A LI AWS Data Exchange

_/.\_A-l AII:|=1

« AWS Entity Resolution OpenAPI A} 2 &

ol =Xt MH|A Lt AWS Data Exchange

EtAF 22 XH= AWS Data Exchange(ADX) M E 22 30] ME S LhdaHok ghLict A& ol AWS
Data Exchange A& ZIE 270 LHFE|H 2SK= S E= HISIH A SH MEE +5 =
A& LICE.

oM S22 X MHIAE LIE5t2424 AWS Data Exchange

1. ol M HIo|E| MZE S 2 ARl B2 AWS Data Exchange AH2 MBEAMO| S ZAHZE A|Z5H7| B Q|
EtAE AWS Data Exchange gt = & L|C}.

eF AE 155


https://aws.amazon.com/data-exchange/
https://docs.aws.amazon.com/data-exchange/latest/userguide/provider-getting-started.html

AWS Entity Resolution Add a permission2|
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AWS Data Exchange < AWS Data Exchange > Product catalog
v My data Refine results Product catalog i

Entitled data Categories [ Search ] Search

Owned data sets Aut Data (134)

Ei tal Data (102)
v Exchanged data grants " 3l bata (102) All data products (4,278 results) showing 1 - 36
Fi rvices Data
Sent data grai (1,092) [ Sort by most relevant v ]
Received data grants New Gaming Data (22)
g New 9 12 3 >

v Subscribed with AWS anufacturing Data (137)

Marketplace i smcm Flood Factor © - First Street US Climate 0 rearc COVID-19 - World Confirmed Cases, Deaths,

Product catalog Fload Risk Data Aggregate Testing, and Vaccinations

My product offers rpata (517) First Street:Foundatio Rearc

ata (530)
Active subscriptions ) e Flood Factor: First Street's aggregated national, pmperty -level, This dataset is a collection of the COVID-19 data maintained by
Subscrnti N Retail, Location climate-: d, usted flood risk model Flood Factor” scores. The *Our World in Data" which collects it from John Hopkins
ubscription requests Marketing Data (1,288) data ailable in CSV format and are aggregate d atthe University. It is updated daily and includes data on confirmed

v Published to AWS Telecommunications Data state, mngressmnal district, county, munty subdivision, zip cases, deaths, and testing. It is an up-to-date data on confirmed

Marketplace (205) code and census tract level, incorporating risk changes due to cases, deaths, and testing, throughout the duration of the

climate change from 2023 to 2053. COVID-19 pandemic.
Products Vendors
Free Free
Verify subscriptions [ Rearc (218) 12 month subscription available. 12 month subscription available.
Send notification [ mnAi (123)

71 180bvTwo (121)

3. AWS Data Exchange M& 712 Z230|M MEE AAEE + UH =IH IS S0 22 EH
oz MEE 75¢ + J&Lich

% =y —}
« BIA MLl ST HIZTH FIHALS A XIF RISHS AL BHLICH

« BYOS(Bring Your Own Subscription) A|¢t2 At & LICt.

RtA[EH LHE 2 AWS Data Exchange At& B M| APIs7 ZHE XNF 75 & AMHAE HES
ML.

Al AlEd
o =|=

A

2121 Clo|E{o] 442 YABZ0IM 2QIE QE{ElS] 3 HolLich $40| B 74K ofls
]

FirstName, LastNameEmail, =& ®L|CtCustom String.

I
0%
>
5
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https://docs.aws.amazon.com/data-exchange/latest/userguide/create-custom-offers.html
https://docs.aws.amazon.com/data-exchange/latest/userguide/subscribe-to-private-offer.html
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https://docs.aws.amazon.com/data-exchange/latest/userguide/subscribing-to-product.html#subscribing-to-API-product
https://docs.aws.amazon.com/data-exchange/latest/userguide/subscribing-to-product.html#subscribing-to-API-product
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i
0%
ﬂIIo

AEE M 7 AFEO|LE XIRIE 7|58l ok ELCh.

Example0i| |

CHEe SR S4S AlYsty| 98 BBl oLt

e FirstName == LastName 42 Zl£lL|Ct.

« Email £40| U= F2 sl Al ME[sHok ErLict

ZA= SR MHHIA MEo| S8 AlHEECHs
<aws-entity-resolution-bdeamazon.com>2Z AWS Entity Resolution HIZL|A g Elof| O]

et S48 Y sto] FIt AE S Hotok AL TEE = U&Lct
AWS Entity Resolution OpenAPI| Al @ &
AWS Entity Resolution 0= 32 A7t S8 ot #24E APIs7t T8 E $HEMO|ZZE AT = UE

OpenAPl AFZO| Q& LICH REAIEH LI 2 AWS Entity Resolution OpenAPI AFQF AFS EHRd2 & X5
AAIQ
= —t

OpenAP| Ho|& & 5t2{™M <aws-entity-resolution-bdeamazon.com>2 2 AWS Entity
Resolution H|ZL|A THE B0 2o|5tAA|2.

AWS Entity Resolution OpenAP| Al A2

OpenAPI At 22t HZE BE T2 EZ S HOILICI AWS Entity Resolution. O] AtY2 S& 2 7
2dst= Ol EEfLC

OpenAPI Holof= Ct& API 240 =& & Lt

* POST AssignlIdentities
* POST CreateJob

* GET GetJob

« POST StartJob

 POST MapIdentities

* GET Schema

OpenAP| AtZ 2 27835t2{™M <aws-entity-resolution-bd@amazon.com>2 2 AWS Entity
=

5]
Resolution H|Z L[ 7iE Eol 22fst&lA|2.

AWS Entity Resolution OpenAPI A 23 157
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OpenAP| AL AHIRE AR} HiR| X2l W 57| #2l Q13T W EHATL D=of Thal 5 7H8| 8
0| S8 X|2BLICH OpenAPI Y X2 % ALS Atailof CHEH #{2 S8 REe TsLIC

|

=
- S7IMAMEISH

HiR| #{2| S&2 HIS7|A dH HEHS MELICH HIE27F AIMEH SSX S A=ZIEE S
.l

il 124E AWS Data ExchangeX|£¢t Ct 2 YA EZE MU 4EHE FIIM2 =2 E-/5010] 5t 2
EE J|CHEILCH o &R M2 AZHol O 2l 2|1 32X XE[F0I H HE + Ue Iy 4do o
MEFLICH SSXHE CIOIE ME 9IXIE Amazon S3 A2 7Hx{etM S& Al *MElst AHE Ol2|
28 23 S3 fIxlol £ = AU&LICH

d| 7 X| API Z2|E ALE5t0d

P2 A FESHEILICHE CHS A2 E S A8 E = e
32 A AEZQIEE AWS Entity Resolution A

WS Data Exchange & L|C}.

[[H)|| ﬂ||°|'

1. POST CreateJob:O| AP| i #alg 5] M2 & STRIOI ME B LICH 0lpf8t HEE 212
o £ EMATT, $3 9I%|, 120l MBs ATl0L, RS F7H S 44 S 5] KO CfE %

Lt

O| API=E tt&tstd ZHdo| AFE= JobId, PENDING, READYIN_PROGRESS, COMPLETEEE &
SHLFILICHFAILED.

POST /jobs

{
"actionType": "ID_ASSIGNMENT",
"s3Sourcelocation": "string",
"s3TargetlLocation": "string",

"jobProperties": {
"assignmentJobProperties": {
"fieldMappings": [
{
"name": "string",
"type": "NAME"
}
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}
iy

"customerSpecifiedJobProperties": {

"propertyl": "string",
"property2": "string"
.
"outputSourceConfiguration": {
"KMSArn": "string"

}
}
ME S&
{
"jobId": "string",
"status": "PENDING"
}

2. POST StartJob:O| APIE AIE35IH 22
ot 2~ Ql&LICH O|E Sdll 22 e &

C}StartJob.
O| API= JobId, 240 Status CHEH,

QAT 9B ME 2%

POST/jobs/{jobId}
{

"customerSpecifiedJobProperties": {

"propertyl": "string",
"property2": "string"

[

it
Ml
00
mn

"jobId": "string",
"status": "PENDING",
"statusMessage": "string",
"statusCode": 200

Kol Al JobId X1I+EI
EI 7tx| et 2E &

statusMessage 3!

&t L|ClstatusCode.

HiX| X2 S&
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}

3. GET GetJob:O| APIE= 0| 22 EIR=X| EE= CHE AEH7F AWS Entity Resolution 4= X| &4
ELct.

O| APIE JobId, 2r40i Status CHEH, statusMessageXE BH&H8fL|CtstatusCode.

QAT 9Bt ME 23

GET /jobs/{jobId}

ME Sg
{
"jobId": "string",
"status": "PENDING",
"statusMessage": "string",
"statusCode": 200
}

o|2{8t APIsE= AWS Entity Resolution OpenAPI AF2FO]| LEQF Q& LICEH

S7|M™MeE|l S

S7|4 XMel £F M2 MelF 0 TPS7t £ MAlZt 85 Alzto| 7ol AlA|ZHo 712 S Xt o &
2 gLt ol AWS Entity Resolution 3 ZZ& CIO[E MEE 25t 021 API LY E BHE ¥
ghuick. 23 CHZ AWS Entity Resolution QI3 Z2 & ¢ote £ Qx[o ZLE M= 2H 2 ®EIF
LCt.

Ol ZZMAE API HO| & 5tLtE AF835t0o{ & 435HELICE = AWS Data ExchangeCtS2 S35l AHS
g £ Qe 32X AEXZQIEE AWS Entity Resolution & & LIC},

POST AssignIdentities:O| APIE source_id AEHXIE ALE35t0d SHE BIZEQ}
recordFields ZE HIO|EHHE SZAtof|H TSELICH

O| API=E gH&tgfL|ClassignedRecords.
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"sourceRecords": [

{
"sourcelId": "string",
"recordFields": [
{
"name": "string",
"type": "NAME",
"value": "string"
}
]
}
]
}
ME 8%
{
"assignedRecords": [
{

"sourceRecord": {
"sourceId": "string",
"recordFields": [

{
"name": "string",
"type": "NAME",
"value": "string"
}
]
},
"identity": any
}
]
}

0|248t APIsE AWS Entity Resolution OpenAPI AFQF0f| LIQF Qi&LICH

- HiL- O 1
T2 AWS Entity Resolution 44 & L|Ct. 8t 0|28 2 H20|M MBst= A
A8 E £ U&LICH AWS Entity Resolution.

TRV MEes M WA [ahs QIE T Tk EMAIYS AlStets o APR%* T axtoll chat
A

Ol #8229 2 MHH|ATI EARE|E YR & S2A HH|A 9] M I El Amazon 2|4
A O|E(ARN)Z A8 510 HMIAE -’F A& LICH AWS Data Exchange =0| ARNS 2 AWS Entity
I.

2 A
=
Resolution & Z & L|CtproviderServiceARN.
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S2X ST EHAE

£ Olo|&{ of&E MH|AE AWS Entity Resolution 2 A &S X2 32X S &2 end-to-end DA K3 =
20| SRF EtAt 7 AQlLICH ol SEH ATE M E5 7SS F7tste= SZRtoi| szt He

AWS Entity Resolution 8 & 7tX| E|AE 7} QI&LICH O] ™2 7} 0248t end-to-end Ei|
AE AtEof et ME|A HEE ZLIEHZE = U= 7I31E

>
rlo
OH
Iy
]

3Z A= HIAE AMHD XA ClO|E{E A 3504 AWS Entity Resolution SDK(LZE9f0{ 7He 7|E)

E ALE35t0{ 0|28t end-to-end HIAE ALEHIE M™AE = JELICH 32X M7 Ue R HE
st ollaZdgo|d ZE2E AWS Entity Resolution AF&5t04 2X|E ol AZejlo|4d8fL|ct. =8t IS Xt
= HAE Zotol cigt XA 2LIE{22 F3dsHof &Lict SZXt= Oz HAEE M™st= Ol A8
El= AWS A IDs2t S8l 0k & LICH AWS Entity Resolution.

Aol YSstH SZAUCIO|EE M5t nE S8l AHAl MHIAE ALEE &= AWS Entity Resolution
USMH 2 MEfE 2F Q0| R Eo Z BHEHEILICE ol=0AM Xﬂ ot= APISE Al35lod =22

Y Hro2 s3-E = UESLICH AWS Entity Resolution.

oE E0{ SZAt= AMH|A0f M2t S3 A, 24 AA 8 AF|ot U QI EZ2E MYE & U&L
Ch. ol2{8t MHo| 22 E|H ZZKt= 2007H2] EIEEE el Y EZE 550l & ¢ st
MHIAE HAEE £ &Lch ol H2 WAl SSXts MEHS SDKE A5t HAE
AWS Data Exchange AF& 36104 KB El& AMH|A0 I:H°+ end-to-end E|AEE A™AELICH S=2Xt
&& £ AMH|A0] CH3H Ol2{8t EIAE S A#sHof BfLicH

(® Note
ZAE HAEE 2|3l 0|28t I3 ZZ AWS Entity Resolution £ A3 35t= O AHS35HE
AWS 7| ID(accountId))& M335Hok &LICt £ SFAt= Ol2E HAEE 2LIEES
1 SHtslok LICh &, Al A| SZAF LIS gdststT o el EXME sHZsHoF 'L
Ct.

CtZ Clolo{a 2 YUHHE{Ql end-to-end HIEE HIAE AlE|E Eo{ELICIH
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OH

Admin

one time setup

Setup roles, input
source, and output
source

(2l dF)

Resolution.

Lol

Test Case for One Offering/Service

CreateSchema

1

¥

CreateMatching
Workflow

2

v

StartMatchingJob

a

'

GetMatchingJob

4 RUNNING

FAILED SUCCEEDED

R S8 HAE R

| Z%toll AWS Entity Resolution [F2+01| CHSE 2| AA S MAE

LICH A EAWS Entity
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U3|d A HA =0z 9, ololH & |05 &4 & ZFH|alioF & LIt Ol AWS
A

=
=
Entity Resolution 2& &£

2. AWS Entity Resolution APls.

API

AWS Entity Resolution APISE At&3l04 S2X S& 2 E|IAES2{™

1. CreateSchemaMapping APIE At&35t0{ A7[0 OfE S EMELICt X[l Z2 T2 o
09| M| | = CreateSchemaMapping AP12| MME ZF =M.

A7|0F OHE S Lx|sH= OIOIE{E 31245t = AWS Entity Resolution &2 E{F &= T2 MA
ILICt. AWS Entity ResolutionO| € x|5l= KT ZEZZ 22 2/= C|o|E E|O|E2| A 7|0}

mp ==
"

A7|0FHES M8e M 1f ASEXE R[50 AWS Entity Resolution| A 4= €42 | O
E{o| Zt &loi| g &aloF ELICE of, Primary_key, Row_ID, Record_ID.

Example id & Z & 5t= OlO|Ef 240 CHEE A7|0F OHE M email

OS2 id Y& Z&ste olole &40 cHet A7|0F 01 &2 o &lL|Ctemail.

[
{
"fieldName": "id",
"type": "UNIQUE_ID"
1,
{
"fieldName": "email",
"type": "EMAIL_ADDRESS"
}
]

Example Java SDKE id &35t email AF8 3= O|O|E 240 CHEE AF7|OF OHE A

CI=2 2 Java SDKE id Z &6t email AF2 5= O|O|E{ A A0 CHEt A 7|0 OfZ 2] of L
Ct.

EntityResolutionClient.createSchemaMapping(
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CreateSchemaMappingRequest.builder()
.schemaName(<schema-name>)
.mappedInputFields([

SchemalInputAttribute.builder().fieldName("id").type("UNIQUE_ID").build(),
SchemalInputAttribute.builder().fieldName("email").type("EMAIL_ADDRESS").build()

D
.build()

2. CreateMatchingWorkflow APIE At83t04 XI5t KT EZE MEFLCH X|HEls T2
el elofo| M&l| S =2 CreateMatchingWorkflow AP12| MM 2R EHM| 2.

Example Java SDKE AI&35t0{ Yx|5te HIEZ 4

CHZ 2 Java SDKE At&dtE LRlste HIAEZ2| of ALCt

EntityResolutionClient.createMatchingWorkflow(
CreateMatchingWorkflowRequest.builder()
.workflowName(<workflow-name>)
.inputSourceConfig(

InputSource.builder().inputSourceARN(<glue-inputsource-from-
stepl>).schemaName(<schema-name-from-step2>).build()

)

.outputSourceConfig(OutputSource.builder().outputS3Path(<output-s3-
path>).output(<output-1>, <output-2>, <output-3>).build())

.resolutionTechniques(ResolutionTechniques.builder()
.resolutionType(PROVIDER)
.providerProperties(ProviderProperties.builder()

.providerServiceArn(<provider-arn>)

.providerConfiguration(<configuration-
depending-on-service>)
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Add a permission2|

.intermediateSourceConfiguration(<intermedaite-s3-path>)

.build())
.build()
.roleArn(<role-from-stepl>)
.build()
)
Uxlste Q=2 I MMEI 5 Q=22 AlSHE £ 9|

3. StartMatchingJob APIE AF&35t0{ Yx|ete T EZE A
ei5l24™ CreateMatchingWorkflow AEZQIEE ALS
Of fLICt.

XHElE 223 oo MA| 55 StartMatchingJob APIS] MM EEFHAIL.

SH

OII

Example Java SDKE At&35t0{ Yx|oteE T EE 4
CE2 Java SDKE At&35t04 YR[ote KT EZE Mot oil M LICt

EntityResolutionClient.startMatchingJob(StartMatchingJobRequest.builder()

.workflowName(<name-of-workflow-from-step3)
.build()

4. GetMatchingJob APIE Al&35t01 K2 EE 9| 4EE ZLIEZELIC.

-

O| API= Efdnt 42 E AE, X|E L LF (U= ER)E BtetEiLct.
Example Java SDKE At&35t0{ UX[5t= KT EE ZLIEHT
CtZ2 Java SDKE AIE35101 YX|5te HIEE HUS ZLIEHZSH= oA LCt.

EntityResolutionClient.getMatchingJob(GetMatchingJobRequest.builder()
.workflowName(<name-of-workflow-from-step3)
.jobId(jobId-from-startMatchingJlob)

.build()

N
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HIEZRI} HB3HMo=E 2tE E|M end-to-end HIAETL 22 El ZdILICEH
Console
AWS Entity Resolution &2 At835l0{ 32X &2 E|IAESI2{H
1. 9| CtAHof| 2t A7|OF OIS AASHLICIAZ|OF OfZ! A4,
A7|0f OHE2 LX[5t= OlO|EE sHAd5t= AWS Entity Resolution 2 2iF= T2 MA
LICt Lx|5t= KT EZE AWS Entity Resolution 812 124 H|O|E{ E|O|22| A7|OIE H
o|gfLct.
A7|0FHE S MMEE M D78t A/EXHE XIEst D7 AWS Entity Resolution ¢= 2423 H|0|
E{o| Zt &loi| & &aloF ELICE of, Primary_key, Row_ID, Record_ID.
Example id & Z & 5t= O[O|E &40 CHEt A7|0F OHE email
CtE2 id Y& Z&5l= O|o|E &40 CHel A 7|0 OHE Q| od &ILICtemail.
[
{
"fieldName": "id",
"type": "UNIQUE_ID"
3
{
"fieldName": "email",
"type": "EMAIL_ADDRESS"
}
1
2. O EtAlof et Lx[ets HIEZRE BEstn MAELICSZ A AMH[A 7|EHOHE HFEE
AH AH
O O
UR[ote HIEE dE2 &M LxIAIZ L= O|o|E{et LR E +=-sie WHE XIHIESF
MAste T2 MAULICH 22X 7| T Z20 M H™o| 22 A MH|A 7 28 = =50
UE B2 LodT AHERIE ME 5 22 A2 x| AWS Data ExchangeAI% = A& &
th ZHE|IAEE sdste Ol M8ste SSAtet Mu|2of met of met YXlstsE HIERE
TgE = A&Lo.
EEE PN 167
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AWS Entity Resolution 22 44 2 A% 5 B HEO = ZBELICL 44 2 MHS
MEsH Yxlsts YRBETH MYEIUD SHI0| AR EIRNSS LIEHHE HIAIRIZ LIERL
=3

o
104
(@)
°
-
n

- UX|StE YT EZE THo| HE: CH7 YA U S, TE J, = F, Aloj
- I EE FMoi CcHal FEEl AlZFYLICE

- XMelE BzE £=uct

« MEIZX| g2 HIZE =LICt

- MME 19 UX|IDs.

- 2 Y IZE $LICH

xtod 7S 0l ol Fol AT YTER K Uxlof CHE T XIS & 5 Uit
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O| E 9tAWS Entity Resolution

o| ZeteE EAWSO| %M =
St FSE olole e H HE

Hol2AWSS AFS R} 7ho| 25 MelQlLich BE Mo He o] A E FERE0l 2ot U Fate
-

22t E ot AWSEAWS AH|AIM A#ElE QlZatE B33 Mol QlaLICtAWS 22t
E AWSESHE OHHGHA A8 E = U= MHIAE MBELICH EtAF AR = AWSTHE & Z2
O3 UEo = Hoto| 208 MU|IMo R HAESH D ERIFfLIct of MEkls &4+ Z217
off CHet XtMEt 82 A8 &+ ZE2J AWSKHS B2 L ME[AFEH &+ Z2J7 X3 HL
LH MH|IAZAWS Entity Resolution& = 3HM| 2.

- ZCREQ| Hot- AAERIL| MURAWS MH|AAESH=0 et 2™ E L|CH £8t #Het= FALS| O
OlF BIZE, At @F AtE, &tEd HE L 7S HIRE 7|Et 2400 CHSHME 20| U&LICEH

H
=]
<

-l_O
-

Ol MEM=E ASE I 35 MY RRAZ2 MEst=
Resolution. Ctg FAMMe Et Y AH &+ SEE S
gt S Ho{FL|CH SESFAWS Entity ResolutionZ2|AA S
AL|lE CHEE M85t WS got=Lct

olalist= ol =& 0| ELICEAWS Entity
ZAWS Entity ResolutionE 735l
DUEZS DT 255 ol =S 0IAWS MH

Jt mjo
Q'I_l
N

A
« O] O|0|E{ EZAWS
.« of cist K} Z

=
(=)
- OBt H#E &

m

ntity Resolution
M2 #2| AWS Entity Resolution
AWS Entity Resolution

T |h
0|>l J:CIJ:

ntity Resolution

O| O|0|E| 2 5 AWS Entity Resolution

AWSZ S el 2 o| o|o|E £ 50 M&E LICFAWS Entity Resolution. O] 220 M E CHEAWS
= ZEE A¥ste 22 °|“EPE =

et HErE RXIE MU0l U&LICH ALSSHEAWS MH[A 0| Eot S0t 2
Uz AERHo|AH U&LICH C|o|E| ZEO[HHAlo] 2Fet REA[EH LHE 2 HOlE Z et
O|HAIFAQE HZstMe. &2 ololE E&of CHEE AHMIEF LIS 2 AWSE R S 29| AWSS S
Aol DE 2 GDPR 221 HAIE2 R ESHMIL.

= Eéa* ZHol0| QA LICIAWS 2B . MA2KH= 0| Q1= glof &
AEID|= ZEIX0| CHEt EXN| HEHES SXK|E
} =H
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CIOIE ES & ?I5H At Y2 255t 1AWS HEAWS IAM Identity Center=2=AWS Identity and

Access Management(IAM)E& At &35t04 7HHE AEXHE MM5t= Zd0| ELLICH O|F A otH JHHE AtS
Kol Al KFAlo] Rl=2 = Al5| o35t O e st Hetor Hod=ElL|ct E8t Cf 21 ZHe whedo 2 00|

| =L
EE E&3t= 20| E&LICH

. Zt Aol CHE QB(MFA)S ALS EHLICH
- SSL/TLSE At&stojAwsElaact SAIBLICE TLS 1.2 E40|H TLS 1.38 H&#fLICH

« E A25104 API L AIEX 5 2L E MHEILICIAWS CloudTrail. CloudTrail £X& A& 3504
2 Zx{st= Yol st XMIEH LI 2 AWS CloudTrailAbE B M| CloudTrail &5 &f
ML

7182 2ot KMot EHAWSY S 3t £FMHME AFEELICFAWS MH[A.
« Amazon S30{ K& El 218t Cl[O|EE AMstn E55t= Ol ==20| El= Amazon Macie®t £€2 11
HIAE AFREFLICE

>3 | O|A EE= APIEAWS S SHO|| HAM|AE [ FIPS 140-3 A& 453 ZE0| EREt 22
FIPS AEXZQIEE ALSELICH ALE 7t5e FIPS QIS ZQIEof CHEF AEMIEF LI 2 Y HE X

nZio| ol Y FAat 2 7Y ""_‘?'_LP SR8 HE = EfTLL O|F EEQA Z2 AR YA HAE I
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"Sid" : "Allow access to principals authorized to use AWS Entity Resolution",
"Effect" : "Allow",
"Principal" : {
TAWS'" o M
1,
"Action" : ["kms:DescribeKey", '"kms:CreateGrant"],
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "entityresolution.region.amazonaws.com",
"kms:CallerAccount" : "111122223333"
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JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::715724997226:roo0t"
}I
"Action": [
"kms :Decrypt"
1,
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key-id",
"Condition": {
"StringEquals": {
"kms:ViaSexrvice": "s3.us-east-1.amazonaws.com"

}

3
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Ch. E£8F B|AAE AXE I RetireGrant 222 AWS Entity ResolutionAt& 5104 & £04E A7
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Cl=2 oA O|HIEE= CreateGrant Y2 7|E&L|Ct.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "entityresolution.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:02Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"retiringPrincipal": "entityresolution.region.amazonaws.com",
"operations": [
"GenerateDataKey",
"Decrypt",
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
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"granteePrincipal": "entityresolution.region.amazonaws.com"
.
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcddbce@ddc000f0000000cObcPa®@d@@aaafSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
.
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbdfba@SAMPLE",
"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

}
DescribeKey
AWS Entity Resolution= DescribeKey 2 S AL&5t04 LR[St 2l et PIAEIAWS KMSTLZH

#ZElE 717 AE A 2l™ol| EXlstE x| F I

CHS of|xl| O|HIE = DescribeKey g 7|5 &LICH.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l”,
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "entityresolution.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"keyId": "00dd@db0-0000-0000-ac@0-bOcOOOSAMPLE"
.
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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GenerateDataKey
Ux|ste AT EE 2laA0f CHSHAWS KMSTZ #E2[Y 7|E & 43l 5tH= Amazon Simple Storage
Service(Amazon S3)& S35l 2lAA0| CHEFAWS KMSTLZ 223 7|12 X|H3SH= GenerateDataKey

2 20{AWS Entity ResolutionAWS KMSE HL|C}.

Ct= oAl O|HIE = GenerateDataKey 242 7IS & LIC}.

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "s3.amazonaws.com"
3,
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
b
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0dfba®@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"
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Decrypt

Lx|otE KT EE 2|4A0 CHSHAWS KMST 2 #t2|- 7|E & A3l 5tH= Amazon Simple Storage
Service(Amazon S3)& S35l 2lAA0] CHEFAWS KMST1Z ZHE|AWS KMSE 7|E X|H35HE Decrypt
2 X2 0{AWS Entity Resolution 2 2 L|C}.

Ct= oAl O|HIE = Decrypt HUS 7S ELICH

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "s3.amazonaws.com"
3,
"eventTime": "2021-04-22T17:10:51Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
b
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0dfba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "dc129381-1d94-49bd-b522-f56a3482d088"
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"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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« Amazon Data Firehose
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowLogDeliveryActionsConsoleCWL",
"Effect": "Allow",
"Action": [
"logs:DescribelLogGroups"
]I
"Resource": [
"arn:aws:logs:us-east-1:111122223333:1o0g-group:*"
]
}I
{
"Sid": "AllowLogDeliveryActionsConsoleS3",
"Effect": "Allow",
"Action": [
"s3:ListAl1lMyBuckets",
"s3:ListBucket",
"s3:GetBucketLocation"
]I
"Resource": [
"arn:aws:s3:::*"
]
}I
{
"Sid": "AllowLogDeliveryActionsConsoleFH",
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"Effect": "Allow",

"Action": [
"firehose:ListDeliveryStrxeams",
"firehose:DescribeDeliveryStream"

1,

"Resource": [
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AWS Entity Resolution
HIEZE ARN2 CHS AlS mELUCH
arn:(aws|aws-us-gov|aws-cn):entityresolution:[a-z]{2}-[a-z]{1,10}-

=1
[0-9]:[0-9]1{12}: (matchingworkflow/[a-zA-Z_0-9-]1{1,255})
ID O & ARN2 C}2 42 WELCH

arn:(aws|aws-us-gov|aws-cn):entityresolution:[a-z]{2}-[a-z]{1,10}-
[0-9]:[0-9]1{12}:(idmappingworkflow/[a-zA-Z_0-9-]{1,255})

KEMIEH LI 2 API BF X O] GetMatchingWorkflow & GetldMappingWorkflowE & X 5HA 2.

5t04 I EZ 230 CHEF MES AA
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AWS Entity Resolution
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Example
O Al PutDeliverySource API &¢Q

arn:aws:entityresolution:region:accoungId:matchingworkflow/

{
"logType": "WORKFLOW_LOGS"
"name": "my-delivery-source
resourceArn": : i

XXXWorkflow"

}
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Example

ol Ml PutDeliveryDestination APl &4

{
"delivery-destination-configuration": {
"destinationResourceArn": "arn:aws:logs:region:accountId:log-group:my-log-
group"
1,
"name": "my-delivery-destination",
"outputFormat": "json",
}
}
(® Note

i AE 238 MEsHE B2 PutDeliveryDestinationPolicy APIE AF&310{ CHA #H|I™S
ofl (IAM) H&E &= AWS Identity and Access ManagementsHoF &FL|C} IAM 22 $t
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4. CreateDelivery APl &2 AI&35t0] & LA E O EHH Ol AM g8t CHAMof| 427 LY.

Ol API {42 H& A4 E %[5 el A= LICH

KEMIEH L& 2 Amazon CloudWatch Logs API & Z& O] PutDeliveryDestinationg & Z5HA| 2.

Example

OlX| CreateDelivery API &4

{
"delivery-destination-arn": "arn:aws:logs:region:accountId:log-group:my-log-
group",
"delivery-source-name": "my-delivery-source",
"tags": {
"string" : "string"
}
}
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CloudWatch LogsE CHA S 2 A& 3t 7B CloudWatch Logs InsightsE AF8 350 {3 EZ 2
a8 elg & &Lch YekQl CloudWatch Logs 20| M E|LICH REAM|I8H LI 2 Amazon
CloudWatch Logs AF& A 2| CloudWatch Logs InsightsE AIE8t 21 EAE HXSHM2.
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"resource_arn": "arn:aws:ses:us-east-1:1234567890:mailmanager-ingress-point/inp-
XXXXX",

"event_type": "JOB_START",

"event_timestamp": 1728562395042,

"job_id": "bQleea4678d4423a4b43eeadadd3fe",

"workflow_name": "TestWorkflow",
"workflow_start_time": "2025-03-11 10:19:56",
"data_procesing_progression": "Matching Job Starts ...",

"total_records_processed": 1500,
"total_records_unprocessed": 0,
"incremental_records_processed": 0,

"error_message": "sample error that caused workflow failure"
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resource_arn
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-entityresolution-matchingworkflow.html
https://docs.aws.amazon.com/entityresolution/latest/apireference/API_CreateMatchingWorkflow.html
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https://docs.aws.amazon.com/entityresolution/latest/apireference/API_CreateIdMappingWorkflow.html
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https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html
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https://console.aws.amazon.com/servicequotas/home
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://console.aws.amazon.com/servicequotas/home/services/entityresolution/quotas/L-C5A3094C
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https://console.aws.amazon.com/servicequotas/home/services/entityresolution/quotas/L-FBA1B7BB
https://console.aws.amazon.com/servicequotas/home/services/entityresolution/quotas/L-60DAF647
https://console.aws.amazon.com/servicequotas/home/services/entityresolution/quotas/L-B2BB98E6
https://console.aws.amazon.com/servicequotas/home/services/entityresolution/quotas/L-1E6F8596
https://console.aws.amazon.com/servicequotas/home/services/entityresolution/quotas/L-B8FBFF22
https://console.aws.amazon.com/servicequotas/home/services/entityresolution/quotas/L-6CABAEA7
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https://console.aws.amazon.com/servicequotas/home/services/entityresolution/quotas/L-26912910
https://console.aws.amazon.com/servicequotas/home/services/entityresolution/quotas/L-973E8499
https://console.aws.amazon.com/servicequotas/home/services/entityresolution/quotas/L-D806D7C1
https://console.aws.amazon.com/servicequotas/home/services/entityresolution/quotas/L-6FC653B7
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https://console.aws.amazon.com/servicequotas/home/services/entityresolution/quotas/L-C5007B10
https://console.aws.amazon.com/servicequotas/home/services/entityresolution/quotas/L-00E43259
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https://docs.aws.amazon.com/entityresolution/latest/userguide/create-matching-workflow.html#data-output-options
https://docs.aws.amazon.com/entityresolution/latest/userguide/create-matching-workflow.html#data-output-options
https://docs.aws.amazon.com/entityresolution/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/create-IDMW-rule-based-one-acct.html
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https://docs.aws.amazon.com/entityresolution/latest/userguide/creating-matching-workflow-rule-based.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/creating-matching-workflow-rule-based.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/creating-matching-workflow-rule-based.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/edit-matching-workflow.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/generate-match-id.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/prepare-third-party-input-data.html#prepare-third-party-data-tables
https://docs.aws.amazon.com/entityresolution/latest/userguide/prepare-third-party-input-data.html#prepare-third-party-data-tables
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