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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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« elasticloadbalancing:SecurityGroup =74 7|

« elasticloadbalancing:Subnet =74 7|

« elasticloadbalancing:ResourceTag =71 7|

elasticloadbalancing:ListenerProtocol Z71 7|

elasticloadbalancing:ListenerProtocol =74 7| M8 U A = Q= BlA /8 H
Ol5tE =0 AFEE £ U&LICH o] A2 Application Load Balancer, Network Load Balancer 2!
Classic Load Balancer0ll At E & = A&LICH CHE &2 0| =7 7|E X[HELICH

API EH 2015-12-01

* CreatelListener

* ModifylListener

API {7 2012-06-01

» CreateLoadBalancer

» CreateLoadBalancerListeners

CHS oAl 242 AFE X7 Application Load Balancer| 2|AL{01 CHEF HTTPS = 2 £ 21} Network
Load Balancer@| Z|AL{0f| CHEI TLS ZEEZE MEHSIEE @ F 8L

"Version": "2012-10-17",
"Statement": {

"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelListener",
"elasticloadbalancing:ModifyListener"

1,

"Resource": "*",

"Condition": {

"StringEquals":{
"elasticloadbalancing:ListenerProtocol": [
"HTTPS",
"TLS"

}I
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelLoadBalancer",
"elasticloadbalancing:CreatelLoadBalancexListenexs"

]I

"Resource": "*",

"Condition": {

"ForAnyValue:StringEquals": {
"elasticloadbalancing:ListenerProtocol": [
"TCP",
"HTTP",
"HTTPS"
]
}
}
}
]
}

elasticloadbalancing:SecurityPolicy =71 7|

Classic Load Balancer0i| AF&& = QU&LICH CIS Y2 o] =7 7|8 XA ELICH
API BH™ 2015-12-01

* CreatelListener
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* ModifylListener

API {7 2012-06-01

* CreatelLoadBalancerPolicy

e SetLoadBalancerPoliciesOfListener

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreatelListener",
"elasticloadbalancing:ModifyListener"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"elasticloadbalancing:SecurityPolicy": [
"ELBSecurityPolicy-TLS13-1-2-2021-06",
"ELBSecurityPolicy-TLS13-1-2-Res-2021-06",
"ELBSEcurityPolicy-TLS13-1-1-2021-06"

iy

elasticloadbalancing:Scheme =74 7|
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API A 2015-12-01

* CreateLoadBalancer
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API {7 2012-06-01

» CreateLoadBalancer

CHS ollxl H22 A ER7F 2 WMol Chsll XIEE MAE MEst =S 7 & LCH

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action":"elasticloadbalancing:CreatelLoadBalancer",
"Resource": "*",
"Condition": {
"StringEquals":{
"elasticloadbalancing:Scheme": "internal"

iy

elasticloadbalancing:SecurityGroup Z71 7|

/A Important
Elastic Load Balancing2 £ 9t 1 & IDsQ| 2 E CHEXIE &S & LICt 2Lt
StringEqualsIgnoreCase®t ZO| CH/AEZXIE FESHK| b= MAEt T HAKIE AL

sHfok gfLICH.

elasticloadbalancing:SecurityGroup Z7d 7| Z2E WMo M8 £+ Qs Eot O &
Mo|stE | AFBE £ &LICt O] A2 Application Load Balancer, Network Load Balancer
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APl HHZ 2015-12-01

* CreateLoadBalancer

* SetSecurityGroups
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API {7 2012-06-01

» CreateLoadBalancer

* ApplySecurityGroupsTolLoadBalancer

CHS ofd E32 MEX7E 2& WMo Cial| X5 & 2ok 1

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [

"elasticloadbalancing:CreatelLoadBalancer"

"elasticloadbalancing:SetSecurityGroup"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEqualsIgnoreCase": {

"elasticloadbalancing:SecurityGroup":

"sg-51530134",
"sg-51530144",
"sg-51530139"

iy

elasticloadbalancing:Subnet =74 7|

/A Important
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Gateway Load Balancer &! Classic Load Balancer0ll AF2& £ Ql&LIC} CHS =Y

L

API A 2015-12-01

» CreateLoadBalancer

* SetSubnets

API EH7 2012-06-01

e CreateLoadBalancer

« AttachLoadBalancerToSubnets

ChE ofld S22 A7 ZE WEH Mol ofs X[HE MER & stLE MEfst =S 7 &fLCh

"Version": "2012-10-17",
"Statement": {

"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelLoadBalancer",
"elasticloadbalancing:SetSubnets"

1)

"Resource": "*",

"Condition": {
"ForAnyValue:StringEqualsIgnoreCase":{

"elasticloadbalancing:Subnet": [
"subnet-01234567890@abcdef",
"subnet-01234567890abcdeg "

elasticloadbalancing:ResourceTag 271 7|

F
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elasticloadbalancing:ResourceTag/#& Elastic Load Balancing0i| 2+ 3
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(elasticloadbalancing:AddTags &2 2 S &8 &= i&LICh).

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreateTargetGroup"
1)
"Resource": "*"
1

{
"Effect": "Allow",

"Action": [
"elasticloadbalancing:AddTags"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"elasticloadbalancing:CreateAction" : "CreateTargetGroup"

OFZH7EX|2 CFS HAM2 AL8A7E 22 WHAE MMsln MM 5 |38 X8ste H2 s{8FL
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreatelLoadBalancer"

]I

"Resource": "*"

"Effect": "Allow",
"Action": [
"elasticloadbalancing:AddTags"
1,
"Resource": "*",
"Condition": {
"StringEquals": {

"elasticloadbalancing:CreateAction" : "CreatelLoadBalancer"
}
}
}
]
}
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Example 0 A| 1: ELBv2 API2| CreateLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principallId": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
},
"eventTime": "2016-04-01T15:31:4872",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "CreatelLoadBalancer",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"subnets": ["subnet-8360a9%9e7","subnet-b7d581c0"],
"securityGroups": ["sg-5943793c"],
"name": "my-load-balancer",
"scheme": "internet-facing"
},
"responseElements": {
"loadBalancers":[{
"type": "application",
"loadBalancerName": "my-load-balancer",
"vpcId": "vpc-3ac@fb5f",
"securityGroups": ["sg-5943793c"],
"state": {"code":"provisioning"},
"availabilityZones": [
{"subnetId":"subnet-8360a9%9e7", "zoneName":"us-west-2a"},
{"subnetId":"subnet-b7d581c@", "zoneName" :"us-west-2b"}
1,
"dNSName": "my-load-balancer-1836718677.us-west-2.elb.amazonaws.com",
"canonicalHostedZoneId": "Z2P7@J7HTTTPLU",
"createdTime": "Apr 11, 2016 5:23:50 PM",
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"loadBalancerArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:1oadbalancer/app/my-load-balancer/ffcddacel759e1d0",
"scheme": "internet-facing"
1]

1,

"requestID": "b9960276-b9b2-11e3-8al3-fleflEXAMPLE",

"eventID": "6f4ab5bd-2daa-4d00-bels4-d92efEXAMPLE",

"eventType": "AwsApiCall",

"apiVersion": "2015-12-01",

"recipientAccountId": "123456789012"

Example O{Al| 2: ELBv2 API2| DeleteLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"
},
"eventTime": "2016-04-01T15:31:4872",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "DeletelLoadBalancer",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"loadBalancerArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:1oadbalancer/app/my-load-balancer/ffcddacel759e1d0o"
},
"responseElements": null,
"requestID": "349598b3-000e-11e6-a82b-298133eEXAMPLE",
"eventID": "75e81c95-4012-421f-a@cf-babdaEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-12-01",
"recipientAccountId": "123456789012"
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Example 0 Al 3: ELB API12| CreatelLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAJDPLRKLG7UEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"
},
"eventTime": "2016-04-01T15:31:487",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "CreatelLoadBalancer",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"subnets": ["subnet-12345678","subnet-76543210"],
"loadBalancerName": "my-load-balancer",
"listeners": [{
"protocol": "HTTP",
"loadBalancerPort": 80,
"instanceProtocol": "HTTP",
"instancePort": 80
1]
},
"responseElements": {
"dNSName": "my-loadbalancer-1234567890.elb.amazonaws.com"
.
"requestID": "b9960276-b9b2-11e3-8al3-fleflEXAMPLE",
"eventID": "6f4ab5bd-2daa-4d00-bels-d92efEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2012-06-01",
"recipientAccountId": "123456789012"

Example Oi|A| 4: ELB API2| DeleteLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
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"type": "IAMUser",

"principalId": "AIDAJDPLRKLG7UEXAMPLE",

"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
},
"eventTime": "2016-04-08T12:39:25Z2",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "DeletelLoadBalancer",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"loadBalancerName": "my-load-balancer"
I
"responseElements": null,
"requestID": "f@f17bb6-b9ba-11e3-9b20-999fdEXAMPLE",
"eventID": "4f99f0e8-5cf8-4c30-b6da-3b69fEXAMPLE"
"eventType": "AwsApiCall",
"apiVersion": "2012-06-01",
"recipientAccountId": "123456789012"
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/index.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/
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{
"Version": "2012-10-17",
"Effect": "Deny",
"Action": "elasticloadbalancing:CreatelLoadBalancer",
"Resource": [
"arn:aws:elasticloadbalancing:*:*:loadbalancer/*"
1,
"Condition": {
"Null": {
"elasticloadbalancing:ListenerProtocol": false
}
}
}
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