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access_logs.s3.enabled
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access_logs.s3.bucket
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M= falseZ, E 2= WHMO| CHHMHE true2 AHEL
Ml (0f: L|043, Transit Gateway, AWS Direct ConnectE=E &
Site-to-Site VPN.
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https://docs.aws.amazon.com/awsec2/latest/userguide/using-instance-addresing.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-addresses.html
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https://docs.aws.amazon.com/vpc/latest/ipam/choose-single-user-or-orgs-ipam.html
https://aws.amazon.com/vpc/pricing/
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#cross-zone-load-balancing
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#cross-zone-load-balancing
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-elb-load-balancer.html
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Linux EE£= Mac

$ dig +short example.applicationloadbalancer.com

Windows

C:\> nslookup example.applicationloadbalancer.com
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$ dig +short us-east-2b.my-load-balancer-1234567890abcdef.elb.us-east-2.amazonaws.com
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C:\> nslookup us-east-2b.my-load-balancer-1234567890abcdef.elb.us-east-2.amazonaws.com
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aws elbv2 create-load-balancer \
--name my-load-balancer \
--type application \
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--subnets subnet-1234567890abcdef® subnet-0abcdef1234567890 \
--security-groups sg-1111222233334444

LHE Application Load BalancerE 244435t24™

CS od|A|QF Z 0| --scheme SME T &HEFLICT

aws elbv2 create-load-balancer \
--name my-load-balancer \
--type application \
--scheme internal \
--subnets subnet-1234567890abcdefd subnet-@abcdefl234567890 \
--security-groups sg-1111222233334444

T
2

Fd AEH Application Load BalancergE 4332

CHS oXQt 20| --ip-address-type M2 Z&&HLICH

aws elbv2 create-load-balancer \
--name my-load-balancer \
--type application \
--ip-address-type dualstack \
--subnets subnet-1234567890abcdef® subnet-0abcdef1234567890 \
--security-groups sg-1111222233334444

E|AHE F7hotedH

create-listener W AF2EHLICH O|AE= HTTP 2lAL] M4 QI HTTPS 2|A L] AAd CHlg Bt X
SHMI2.

CloudFormation
Application Load BalancerE 244435te4™

AWS::ElasticLoadBalancingV2::LoadBalancer R&2| 2|AAE Ho|&tL|C}.

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html

Elastic Load Balancing Application Load Balancers

Type: application
Scheme: internal
IpAddressType: dualstack
Subnets:

- !Ref subnet-AZ1

- IRef subnet-Az2
SecurityGroups:

- Ref mySecurityGroup
Tags:

- Key: "department"

Value: "123"

E|ALE F7hstedH
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-elb-load-balancer.html
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Console

7+ Poig Yool st

1. https://console.aws.amazon.com/ec2/0lA{ Amazon EC2 2&2 L|Ct
2. EMEMEE WHME MEHEHLICEH
3. 2L M= Meistc)
4. UHES3 ofE oM HE HES MEfgfL|Ct
5. 718 B gYstetoiH T Eelets MElst T MEUE St MENELICH AFS 7S M
=ulo| stLt# el A2 iF MEUO| AtSo 2 MEEL(C
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8. WA AE MEES MEIELICH
AWS CLI

7t @eig olo|=staiw

set-subnets BHEE AIS&HLICE

aws elbv2 set-subnets \
--load-balancer-arn load-balancer-arn \
--subnets subnet-8360a9e7EXAMPLE subnet-b7d581cOEXAMPLE

CloudFormation
748 Yoig Ynlo| 5t 2n

AWS::ElasticLoadBalancingV2::LoadBalancer Z|AAE C|0|E & L|CH

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/set-subnets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
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Scheme: internal
IpAddressType: dualstack
Subnets:

- IRef subnet-AZ1

- IRef new-subnet-Az2
SecurityGroups:

- IRef mySecurityGroup
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AWS CLI
H2or 2852 Yolo|EstEdH

set-security-groups BEE AFSELICH

aws elbv2 set-security-groups \
--load-balancer-arn load-balancer-arn \
--security-groups sg-01dd3383691d02f42 sg-00f4e409629f1a42d

CloudFormation
Hot & ¢do|Este{™

AWS::ElasticLoadBalancingV2::LoadBalancer 2| AAE AHO|O|E&FL|CEH

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
- Ref myNewSecurityGroup
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/set-security-groups.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
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Application Load Balancer@| IP &4 & ¢OI0|E

SCl0|MET 2E WMo SAIE Ml IPv4 FAD AASES 5H7L IPv4 2 IPv6 FAE E Cf A
83} = = (DualStack) Application Load BalancerE -_r“g%é = ELICH EE HWHM= oo 2829|IP
T4 sgol met cha ot SAELICH XMEH HE2 IP T4 R HHE FXRMARL.

DualStack 7 A&
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Console

IP =4 932 A0|0|Esle{H

1. https://console.aws.amazon.com/ec2/0| A Amazon EC2 2£& LICt
2. EMEMEE WHME MEHFILICE
3. 2 WHME MEdFLICH
4. HEZ ofE HoMIP T4 8 HES MEELICH
5. IP 34 R IPv4 FAD X|2I5H2{H IPvAE MEI5t T, IPv4 L IPv6 FAE 2T K|35
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AWS CLI
IP 4 73 YCI0|E5z4H

set-ip-address-type W22 AFRELICTH

aws elbv2 set-ip-address-type \
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-instance-addressing.html#ipv6-addressing
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/set-ip-address-type.html
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--load-balancer-arn load-balancer-arn \
--ip-address-type dualstack

CloudFormation
IP 4 R82 HOlo|E5HEH

AWS::ElasticLoadBalancingV2::LoadBalancer 2| AAE AHO|O|E&FL|CE

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type:
Scheme:

application
internal
IpAddressType: dualstack
Subnets:

- IRef subnet-AZ1

- IRef subnet-AZ2
SecurityGroups:

- !Ref mySecurityGroup
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IPAM IP 4 £2 HZX{ IPAM LH0{| A 44335l OF Application Load Balancert| A Ab&

KEMIEH LI 2 IPAM2E IP 4 7HK27[& B ZotM 2.
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
https://docs.aws.amazon.com/vpc/latest/ipam/tutorials-byoip-ipam.html
https://console.aws.amazon.com/ec2/
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AWS CLI
IPAM IP =4 £& O|0|E st

modify-ip-pools BHE 2 ALS & LIC}.

aws elbv2 modify-ip-pools \
--load-balancer-arn load-balancer-arn \
--ipam-pools Ipvé4IpamPoolId=ipam-pool-1234567890abcdef@d

CloudFormation

IPAM IP &4 £ oo|EstE{H

AWS::ElasticLoadBalancingV2::LoadBalancer Z|AAE C|0|E & L|CH

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internet-facing
IpAddressType: ipvé
Subnets:
- !Ref subnet-AzZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
Ipv4IpamPoolId: !Ref myIPAMPool
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-ip-pools.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
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» Desync Mitigation Mode

» Host header preservation
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=idle_timeout.timeout_seconds,Value=120"

CloudFormation

12 K F HMIEF AlZt 22 ol|lo|EstE{H

idle_timeout.timeout_seconds £ 8& Z&SIEE
AWS::ElasticLoadBalancingV2::LoadBalancer 2|2~ AE AO|O|E & LICH gtol ¥ <|= 1~4,000%
OIL_||:|.

= .

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "idle_timeout.timeout_seconds"
Value: "120"
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https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-practices.zonal-shifts.html#arc-zonal-shift.existing-connections
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AWS CLI
Z2t0o|ME 4 RX| 7|ZhE YO|o|EstedH

client_keep_alive.seconds &1t &7 modify-load-balancer-attributes &= AFSELICEH
2t 9| ¥ 9|= 60~604,800% &IL|Ct.

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=client_keep_alive.seconds,Value=7200"

CloudFormation
Z2I0|ME 14 K K| 7|7H2 UOl|o|E5tE{H

client_keep_alive.seconds 88 Z&3STE
AWS::ElasticLoadBalancingV2::LoadBalancer 2| AAE O[O|E & LICH Zto| ¥ 2= 60~604,800
ZLct.

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "client_keep_alive.seconds"
Value: "7200"
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deletion_protection.enabled %41 &7 modify-load-balancer-attributes W& S ALS &L
Ct.

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=deletion_protection.enabled,Value=true"

CloudFormation

st = t24H

ol

Hi

MLk

L

rr

AKX

1]
utok

deletion_protection.enabled £48& L& TS
AWS::ElasticLoadBalancingV2::LoadBalancer 2| &~ A& 4O|O|E& LICtH

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
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Subnets:

- IRef subnet-AZ1

- IRef subnet-AZ2
SecurityGroups:

- IRef mySecurityGroup
LoadBalancerAttributes:

- Key: "deletion_protection.enabled"

Value: "true"

Desync Mitigation Mode
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Modes
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routing.http.desync_mitigation_mode &1t &7A modify-load-balancer-attributes

HIS AF2ELICH 7158t 22 monitor, defensive EEE strictest&LICH 7|EZt

defensive®lL|LC}.

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=routing.http.desync_mitigation_mode,Value=monitor"

CloudFormation

Desync Mitigation ModeE 4H|O|E 5t24™

2 M

routing.http.desync_mitigation_mode £&2 Z &35l
AWS::ElasticLoadBalancingV2::LoadBalancer Z|AAE AO|0|E & LICH 7Hs 8 22 monitor,
defensive &= strictest&LICt 7|24[2 defensiveLIC

oo ¥

_

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-Az2
SecurityGroups:
- !Ref mySecurityGroup
LoadBalancerAttributes:
- Key: "routing.http.desync_mitigation_mode"
Value: "monitor"

Host header preservation
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--load-balancer-arn load-balancer-arn \

--attributes "Key=routing.http.preserve_host_header.enabled,Value=true"

CloudFormation

FAE S| EE &3
routing.http.preserve_host_header.enabled £48& Z &3l
AWS::ElasticLoadBalancingV2::LoadBalancer Z|AAE AO|0|E&tL|C}

Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme:
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- !'Ref mySecurityGroup
LoadBalancerAttributes:
- Key: "routing.http.preserve_host_header.enabled"

Value:

internal

"true"
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AWS CLI
el 8 F7hateAH
add-tags HHE AFSFLIC

aws elbv2 add-tags \
--resource-arns load-balancer-arn \
--tags "Key=project,Value=1ima" "Key=department,Value=digital-media"

El2E X|7H5Fe{™
remove-tags BHE= ALSELICH

aws elbv2 remove-tags \
--resource-arns load-balancer-arn \
--tag-keys project department
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CloudFormation

Bl E F7tstedH

Tags &8 Z &35S AWS::ElasticLoadBalancingV2::LoadBalancer 2|AA S | O|E & LICH.
Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:

Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
Tags:
- Key: 'project'
Value: 'lima'
- Key: 'department'
Value: 'digital-media'
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https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-practices.zonal-shifts.html
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zonal_shift_active
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zonal_shift.config.enabled £33t &7 modify-load-balancer-attributes WEZ A&
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aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=zonal_shift.config.enabled,Value=true"
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
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Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
IpAddressType: dualstack
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- !Ref mySecurityGroup
LoadBalancerAttributes:
-Key: "zonal_shift.config.enabled"
Value: "true"
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https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.start-cancel.html
https://console.aws.amazon.com/ec2/
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Amazon Application Recovery Controller(ARC) start-zonal-shift 22 AF&&FL|C}

aws arc-zonal-shift start-zonal-shift \
--resource-identifier load-balancer-arn \
--away-from use2-az2 \
--expires-in 2h \
--comment "zonal shift due to scheduled maintenance"
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https://docs.aws.amazon.com/cli/latest/reference/arc-zonal-shift/start-zonal-shift.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.start-cancel.html
https://console.aws.amazon.com/ec2/
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3. ¥ MEto| & d35HE Application Load BalancerE MEdEHLICEH

aws arc-zonal-shift update-zonal-shift \
--zonal-shift-id 9ac9ecle-1df1-0755-3dc5-8cf57EXAMPLE \
--expires-in 1h \
--comment "extending zonal shift for scheduled maintenance"
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https://docs.aws.amazon.com/cli/latest/reference/arc-zonal-shift/update-zonal-shift.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.start-cancel.html
https://console.aws.amazon.com/ec2/
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Amazon Application Recovery Controller(ARC) cancel-zonal-shift & AM&FL|C}

aws arc-zonal-shift cancel-zonal-shift \
--zonal-shift-id 9ac9ecle-1df1-0755-3dc5-8cf57EXAMPLE
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https://docs.aws.amazon.com/cli/latest/reference/arc-zonal-shift/cancel-zonal-shift.html
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https://exampleloadbalancer.com/ondemand_capacity_reservation_calculator.html
https://exampleloadbalancer.com/ondemand_capacity_reservation_calculator.html
https://console.aws.amazon.com/ec2/
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= 1o

AWS CLI
LCU oi|ef 8 28 sttdH

modify-capacity-reservation B2 AlS&fL|CH.

aws elbv2 modify-capacity-reservation \
--load-balancer-arn load-balancer-arn \
--minimum-load-balancer-capacity CapacityUnits=100

CloudFormation

LCU &g @ H5te{™

AWS::ElasticLoadBalancingV2::LoadBalancer 2| AAE A4O|O|EFLICEH

Resources:
myLoadBalancer:
Type: 'AWS::ElasticloadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
MinimumLoadBalancerCapacity:
CapacityUnits: 100
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-capacity-reservation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
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modify-capacity-reservation W& AF&FL|CH.

aws elbv2 modify-capacity-reservation \
--load-balancer-arn load-balancer-arn \
--reset-capacity-reservation
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-capacity-reservation.html
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aws elbv2 describe-capacity-reservation \
--load-balancer-arn load-balancer-arn
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/describe-capacity-reservation.html
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Amazon Application Recovery Controller(ARC)
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/security-dashboard.html
https://aws.amazon.com/blogs/networking-and-content-delivery/introducing-cloudfront-security-dashboard-a-unified-cdn-and-security-experience/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/LocationsOfEdgeServers.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/restrict-access-to-load-balancer.html#restrict-alb-add-custom-header.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/restrict-access-to-load-balancer.html#restrict-alb-add-custom-header.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/restrict-access-to-load-balancer.html#restrict-alb-route-based-on-header.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/restrict-access-to-load-balancer.html#restrict-alb-route-based-on-header.html
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AWS Global Accelerator
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https://docs.aws.amazon.com/global-accelerator/latest/dg/about-accelerators.alb-accelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/about-accelerators.alb-accelerator.html
https://docs.aws.amazon.com/config/latest/developerguide/
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html#aws-managed-rule-groups-ip-rep-amazon
https://owasp.org/www-project-top-ten/
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https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-baseline.html#aws-managed-rule-groups-baseline-crs
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-baseline.html#aws-managed-rule-groups-baseline-crs
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-baseline.html#aws-managed-rule-groups-baseline-known-bad-inputs
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl.html
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74 o|4tof SSL M QB ME B=EA| HiEZSHOF & L|Ct REA[EH LHE 2 Application Load Balancer&
HTTPS ElAL] M BHHE XA,

CH& O] 2EE WM CHAI HTTPS EZiEE WSS S Ste{H ZE 4430i M = 4l5t= TCP ElA L7}
/= Network Load BalancerE A gLICH TCP 2IAL{E AI83l0d Z2E WRAHME 453 E ECiT
g S5tXR| ot cHat e 2 HMEEHLICH Network Load Balancerodl CHEF XFA|EH M E = Network Load
Balancer AtE MEME FZsHML.

WebSocket

Application Load Balancer= WebSocketsl CHEt 7|2 K|l MBS ELICH HTTP 012 Yasllo|l=E&
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Application Load Balancer2| &% TLS QIE2 HAAR L &0l D= BF0|AM HTTP2E K|§ELICY.
KEMIBE LHE 2 Application Load Balancer0il M TLSE AISEt &5 0I5 B2 B ERFHAAIL.

RtA[EH LHE & Elastic Load Balancing AHE HAE Mol 2t *E QEE FXFHAML.

clal] 4

CH2 2 Application Load Balancer@| 2|A L] £44QlL|C}.
routing.http.request.x_amzn_mtls_clientcert_serial_number.header_name

X-Amzn-Mtls-Clientcert-Serial-Number HTTP 22 sl|H2| sl 0|1E 2 £=X & £ Ql&LCt.
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routing.http.request.x_amzn_mtls_clientcert_issuer.header_name
X-Amzn-Mtls-Clientcert-Issuer HTTP 2 dlC{el sl 0|2 =& 4= Y&LCt.

routing.http.request.x_amzn_mtls_clientcert_subject.header_name
X-Amzn-Mtls-Clientcert-Subject HTTP % 39| 3l{ 0|2 +=HE + U &LIC.

routing.http.request.x_amzn_mtls_clientcert_validity.header_name
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routing.http.request.x_amzn_mtls_clientcert_leaf.header_name
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routing.http.request.x_amzn_mtls_clientcert.header_name
X-Amzn-Mtls-Clientcert HTTP 23 2| 5 0|§ € =& £+ A&Lch
routing.http.request.x_amzn_tls_version.header_name
X-Amzn-Tls-Version HTTP 73 3l|lH2| 3] O|§ 2 =& =+ &Lt
routing.http.request.x_amzn_tls_cipher_suite.header_name
X-Amzn-Tls-Cipher-Suite HTTP 2% sllC{2| sl 0|22 £3& £ l&L|ch
routing.http.response.server.enabled
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routing.http.response.access_control_allow_headers.header_value
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routing.http.response.access_control_expose_headers.header_value

HeteXM7t 2F Ze0[UEd &Y + U= slHE gLt

routing.http.response.access_control_max_age.header_value
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routing.http.response.x_content_type_options.header_value
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1. https://console.aws.amazon.com/ec2/0| A Amazon EC2 £ & LIC}.

2. EMEMZE WHME MESEILICE

3. ZRC YHHME MEdEFL|CE.

4. glal] & 7= oM 2lAaL FI7HE MEIEHLICEH

5. Z2ZEZ|M HTTPE MEHSILIC} 7|2 ZTEE OCHE FHU CIE ZTEE QladstL|c}

6. 7|8 HUMLCHS EIRE &Y & StLIE MBSt EHe st HEE MSELIC

o CHA 80| MY - CHA 2&S MESILICH CHE CHY 288 FIIsie{H Ci& 8 FIIE

MEASI D, CHA O MEistD, ACH 715 XIE HESID, 2o el 7FS X YHIo|E
tLiCt CHA O 8 & StLtolM 12 eM5iet B 08 =& 1™ g3t slof gfLct.
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M ELE UMY SBI 20| Z2 27 Argol et FAIHTTP 302) 2= BFH(HTTP
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AWS CLI
CHa a8 M
7|8 EHUo| AHBE £ QU= CHY 2 E0| Qe B2 create-target-group HWHE AFE5H0{ x| M4
L oAl CHE O 8 M MME BIXSHML
HTTP 2|ALHE MM 5ie{™
create-listener WHE AFSELICE CHS HIAl0MHE EBEE XIHE Y 50 HESHE 7|8
T2 AH25L0d HTTP EIALE MAdstLC.

aws elbv2 create-listener \

--load-balancer-arn load-balancer-arn \

--protocol HTTP \
--port 80 \

--default-actions Type=forward, TargetGroupArn=target-group-arn

S CHY 18 2ol EHTiE BAtshs
242 AL BILICH ofRf CHY 1B 2

--default-actions '[{
"Type":"forward",
"ForwardConfig":{

"TargetGroups":[
{"TargetGroupArn":
{"TargetGroupArn":

}
I

CloudFormation

HTTP 2|ALE ddstedH

e 22 MMste{™ CHAl O --default-actions
XHe e 4 oy a0 75 %12 MB3sHoF g LICt.

"target-group-1l-arn","Weight":503},
"target-group-2-arn","Weight":50}

AWS::ElasticLoadBalancingV2::Listener 32| 2|4 /\% HolgtLiCt CH Al E ECfEES
XHEE e agol MY ste 712 1A AFE5H0 HTTP 2|ALHE M ELCH

Resources:
myHTTPlistener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-target-group.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-listener.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-listener.html
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Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: HTTP
Port: 80
DefaultActions:
- Type: "forward"
TargetGroupArn: !Ref myTargetGroup

of] CHe & Zhol EEHEE

Ig 2itete MY AU E M4stE{™ ForwardConfig 82 A SH
LICH o2 CHe 2 &2 XIEE e 2 ohe

H= Zf cHe 250l 7HE RIE ASHoF gfLC.

Resources:
myHTTPlistener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:

LoadBalancerArn: !Ref mylLoadBalancer
Protocol: HTTP

Port: 80
DefaultActions:
- Type: "forward"
ForwardConfig:
TargetGroups:
- TargetGroupArn: !Ref TargetGroupl
Weight: 50
- TargetGroupArn: !Ref TargetGroup2
Weight: 50

Application Load Balancer® SSL 25 A

Application Load Balancer0i| Cigt 20t Z|ALHE e M= 2= W Ao 5tLt 0|42l QIS ME Hi
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ZHCA)O| M e CIX [ HEfol ID ZEMULICH B M= AlE HE, 5 7|7t HEE 7|, YT
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S A8 R XIE THQl S R =9k YxIsHOF TLS TS EIE £+ A LICH £ 2to| Yxlshx| o
=z =a=lo| &3t &Ll

1B Mol www.example.comdt Z2 H&tEl H Q! O|F(FQDN) EE= example. comt Z2
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https://docs.aws.amazon.com/acm/latest/userguide/acm-public-certificates.html
https://aws.amazon.com/certificate-manager/
https://docs.aws.amazon.com/acm/latest/userguide/
https://docs.aws.amazon.com/acm/latest/userguide/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html
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https://docs.aws.amazon.com/acm/latest/userguide/managed-renewal.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-connection-logs.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-connection-logs.html
https://aws.amazon.com/security/post-quantum-cryptography/
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ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04
ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

of
=

ok

c02b

Iju
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fok
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OpenSSL - ECDHE-RSA-AES128-G
CM-SHA256

IANA — TLS_ECDHE_RSA_WITH
_AES_128_GCM_SHA256

b R4%H
O T

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-FIPS-
PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

ot
=

ok

c02f

Iju

FIPS 2 oF &4
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ks ol E OfF X4 &s OE
OpenSSL — ECDHE-ECDSA-AES128-  + ELBSecurityPolicy-TLS13-1-2- c023
SHA256 FIPS-2023-04
IANA - TLS_ECDHE_ECDSA_WI ) E;Bi’(f;:%tgpo"cy'nm 3-1-2-FIPS-
TH_AES_128_CBC_SHA256 e
- ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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OpenSSL — ECDHE-RSA-AES128-S - ELBSecurityPolicy-TLS13-1-2- 027
HA256 FIPS-2023-04

. ELBSecurityPolicy-TLS13-1-2-FIPS-
IANA — TLS_ECDHE_RSA_WITH o 2852‘3;2'); SIS
_AES 128 CBC_SHA256 e

- ELBSecurityPolicy-TLS13-1-2-Ext2-

FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

+ ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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OpenSSL - ECDHE-ECDSA-AES128-
SHA

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_128 CBC_SHA

OpenSSL — ECDHE-RSA-AES128-SHA

IANA - TLS_ECDHE_RSA WITH
_AES_128_CBC_SHA

b R4%H
O T

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-ExtO-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-ExtO-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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OpenSSL - ECDHE-ECDSA-AES256-
GCM-SHA384

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_256_GCM_SHA384

b R4%H
O T

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-FIPS-
PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04
ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04
ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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OpenSSL - ECDHE-RSA-AES256-G
CM-SHA384

IANA — TLS_ECDHE_RSA_WITH
_AES_256_GCM_SHA384

b R4%H
O T

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-FIPS-
PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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OpenSSL — ECDHE-ECDSA-AES256-  + ELBSecurityPolicy-TLS13-1-2- c024
SHA384 FIPS-2023-04
IANA - TLS_ECDHE_ECDSA_WI ) E;Bi’(f;:%tgpo"cy'nm 3-1-2-FIPS-
TH_AES_256_CBC_SHA384 e
- ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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OpenSSL — ECDHE-RSA-AES256-S - ELBSecurityPolicy-TLS13-1-2- 028
HA384 FIPS-2023-04

. ELBSecurityPolicy-TLS13-1-2-FIPS-
IANA — TLS_ECDHE_RSA_WITH o 2852‘3;2'); SIS
_AES 256_CBC_SHA384 i i

- ELBSecurityPolicy-TLS13-1-2-Ext2-

FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

+ ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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OpenSSL - ECDHE-ECDSA-AES256- + ELBSecurityPolicy-TLS13-1-2-Ext2- c00a
SHA FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

+ ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_256_CBC_SHA

OpenSSL — ECDHE-RSA-AES256-SHA ELBSecurityPolicy-TLS13-1-2-Ext2- c014

FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

+ ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

IANA - TLS_ECDHE_RSA WITH
_AES_256_CBC_SHA
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OpenSSL - AES128-GCM-SHA256

IANA — TLS_RSA_WITH_AES_1
28_GCM_SHA256

OpenSSL — AES128-SHA256

IANA — TLS_RSA WITH_AES _1
28_CBC_SHA256

b R4%H
O T

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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OpenSSL - AES128-SHA

IANA — TLS_RSA_WITH_AES_1
28_CBC_SHA

OpenSSL - AES256-GCM-SHA384

IANA — TLS_RSA_WITH_AES_2
56_GCM_SHA384

b R4%H
O T

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09
ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09
ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04
ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04
ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09
ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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OpenSSL - AES256-SHA256

IANA — TLS_RSA_WITH_AES_2
56_CBC_SHA256

OpenSSL — AES256-SHA

IANA — TLS_RSA_WITH_AES_2
56_CBC_SHA

b R4%H of
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ok
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+ ELBSecurityPolicy-TLS13-1-2-Ext2- 3d
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09

» ELBSecurityPolicy-TLS13-1-2-Ext2- 35
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-PQ-2025-09

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-FIPS-
PQ-2025-09
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b R4%H

H O
- (=2

—

ELBSecurityPolicy-FS-1-2-Res-2020-10

ELBSecurityPolicy-FS-1-2-Res-2019-08

ELBSecurityPolicy-FS-1-2-2019-08

ELBSecurityPolicy-FS-1-1-2019-08

2t 3 (Ciphers)

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256




Elastic Load Balancing Application Load Balancers

o =M 2t 3 (Ciphers)
+ ECDHE-RSA-AES128-SHA256
+ ECDHE-ECDSA-AES128-SHA
+ ECDHE-RSA-AES128-SHA
+ ECDHE-ECDSA-AES256-GCM-SHA384
+ ECDHE-RSA-AES256-GCM-SHA384
+ ECDHE-ECDSA-AES256-SHA384
+ ECDHE-RSA-AES256-SHA384
+ ECDHE-RSA-AES256-SHA
+ ECDHE-ECDSA-AES256-SHA

ELBSecurityPolicy-FS-2018-06 + ECDHE-ECDSA-AES128-GCM-SHA256
+ ECDHE-RSA-AES128-GCM-SHA256
+ ECDHE-ECDSA-AES128-SHA256
+ ECDHE-RSA-AES128-SHA256
+ ECDHE-ECDSA-AES128-SHA
+ ECDHE-RSA-AES128-SHA
+ ECDHE-ECDSA-AES256-GCM-SHA384
+ ECDHE-RSA-AES256-GCM-SHA384
+ ECDHE-ECDSA-AES256-SHA384
+ ECDHE-RSA-AES256-SHA384
+ ECDHE-RSA-AES256-SHA
+ ECDHE-ECDSA-AES256-SHA

o 5 o

CHE ZolME 4 42 E X|¥st= FS x| Eof Mg dFefLct

&3 ol Hor g &5 I8
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OpenSSL - ECDHE-RSA-AES128-G
CM-SHA256

IANA — TLS_ECDHE_RSA WITH
_AES_128_GCM_SHA256

OpenSSL - ECDHE-ECDSA-AES128-
SHA256

IANA - TLS_ECDHE_ECDSA_WI
TH_AES_128_CBC_SHA256

OpenSSL — ECDHE-RSA-AES128-S
HA256

IANA - TLS_ECDHE_RSA _WITH
_AES_128_CBC_SHA256

OpenSSL — ECDHE-ECDSA-AES128-
SHA

IANA - TLS_ECDHE_ECDSA_WI
TH_AES_128 CBC_SHA

b R4%H
O T

» ELBSecurityPolicy-FS-1-2-Re
s-2019-08

» ELBSecurityPolicy-FS-1-2-2019-08
» ELBSecurityPolicy-FS-1-1-2019-08
+ ELBSecurityPolicy-FS-2018-06

» ELBSecurityPolicy-FS-1-2-Re
s-2020-10

» ELBSecurityPolicy-FS-1-2-Re
s-2019-08

» ELBSecurityPolicy-FS-1-2-2019-08
» ELBSecurityPolicy-FS-1-1-2019-08
» ELBSecurityPolicy-FS-2018-06

» ELBSecurityPolicy-FS-1-2-Re
s-2019-08

+ ELBSecurityPolicy-FS-1-2-2019-08

+ ELBSecurityPolicy-FS-1-1-2019-08

» ELBSecurityPolicy-FS-2018-06

+ ELBSecurityPolicy-FS-1-2-Re
s-2019-08

+ ELBSecurityPolicy-FS-1-2-2019-08

+ ELBSecurityPolicy-FS-1-1-2019-08

» ELBSecurityPolicy-FS-2018-06

» ELBSecurityPolicy-FS-1-2-2019-08
+ ELBSecurityPolicy-FS-1-1-2019-08
» ELBSecurityPolicy-FS-2018-06
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OpenSSL — ECDHE-RSA-AES128-SHA

IANA — TLS_ECDHE_RSA_WITH
_AES_128_CBC_SHA

OpenSSL — ECDHE-ECDSA-AES256-
GCM-SHA384

IANA - TLS_ECDHE_ECDSA _WI
TH_AES_256_GCM_SHA384

OpenSSL — ECDHE-RSA-AES256-G
CM-SHA384

IANA - TLS_ECDHE_RSA _WITH
_AES_256_GCM_SHA384

OpenSSL — ECDHE-ECDSA-AES256-
SHA384

IANA - TLS_ECDHE_ECDSA_WI
TH_AES_256_CBC_SHA384

OpenSSL — ECDHE-RSA-AES256-S
HA384

IANA - TLS_ECDHE_RSA WITH
_AES_256_CBC_SHA384

b R4%H
O T

ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

ELBSecurityPolicy-FS-1-2-Re
s-2020-10

ELBSecurityPolicy-FS-1-2-Re
s-2019-08

ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

ELBSecurityPolicy-FS-1-2-Re
s-2020-10
ELBSecurityPolicy-FS-1-2-Re
s-2019-08
ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

ELBSecurityPolicy-FS-1-2-Re
s-2019-08
ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

ELBSecurityPolicy-FS-1-2-Re
s-2019-08

ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

of
=

ok

a

Iju

c013

c02¢c

c030

c024

c028

129



Elastic Load Balancing Application Load Balancers

ot

A4 XH o}
=

[= R | =

fok

ol

il
HL
o

ok

a

Iju

OpenSSL — ECDHE-ECDSA-AES256-  « ELBSecurityPolicy-FS-1-2-2019-08 c00a
SHA - ELBSecurityPolicy-FS-1-1-2019-08

IANA — TLS_ECDHE_ECDSA_WI + ELBSecurityPolicy-FS-2018-06
TH_AES_256_CBC_SHA

OpenSSL — ECDHE-RSA-AES256-SHA

ELBSecurityPolicy-FS-1-2-2019-08 c014

IANA — TLS_ECDHE RSA WITH » ELBSecurityPolicy-FS-1-1-2019-08
AES 256 CBC SHA » ELBSecurityPolicy-FS-2018-06

Application Load Balancer& HTTPS Z[AL{ A

SOIBLICH 2C WHME 448 1 BlALIE HOlSHH QIRlEts 2 WM

HTTPS BIALYE AA5tE4Ed 22 WeiMoll 3 7§ 0140l SSL M| 215 ME BH= Al BHZ SHok B L]
C

Ch 2 WHME MH QIS ME AL8c ZRHE = A2 Szt , 2
EtO|MES| @M E HSELICH SEt0[UER 22 WM 7ho| Hot H1AE HYsi= Ol A8ElE £

of EAx X|YsHok gfLICt.

ASslE ECiEe 22 WHMO| S5 Q0| CHA S Z HESHoF 5t
2|A L7} /& Network Load Balancer == Classic Load Balancer A
LHE A5l 22 HHME 45351 E ECfEE siS6HK| ot ciad o2 MEshL|Ct.

m|||] r|r
0>' ox

ol Ho|x|e| HEE 2ZE WHME HTTPS 2|AHE ddsteE ol =F0| ELict 2= WHMO| HTTP

E|AL{E F7}35H24d™ Application Load Balancer& HTTP ZlA L MM MME HZESHAM2.

A =

- 7|12 2lAaH #Eo MY Y E FII5iE{H AL 7S CHe &S KISt ok & LICH RhAIEH LHE
2 Application Load Balancer CH4 & 4 HE F X MAIL.

- 03] ZlAL{0|M SUE CHY T ES XIHE £ UXIEH 0|23 ElALHE SYE 2E WMo &3
of &LICt CHet IES 2= WMLt B7H ArS5te{H Ciaf O E0|CHE EE WHME 2 E 2|lA L

oM AEE|D UX| 22 K| =rQlatof g LC.
« Application Load Balancat= ED25519 7|& X|3X| et&L|Ch.

HTTPS 2lAL] M 130



Elastic Load Balancing Application Load Balancers

HTTPS Z2lA L] F7}

Zoto|EQ ZE WA
clal] 78BS HEsHAA

20t BlALE AAE mis 2ot WMDY Ol

7:
6
the section called “CIS M S0 QIS A F7p MM

ElALdol CHEr 7|2 738 Fdaliok gfLCh 2laHE
LICE ZtMIEE LHE 2 Elal 75 EFHE BESAAL.

Console
HTTPS Z|AL{E F7t5t2{H™

1. https://console.aws.amazon.com/ec2/0{|A{ Amazon EC2 2& & JLIC}.

B ZoM 22 WHME MEFLICH

EE HHME MERLC

2lald Y 7= oM 2la] F7HE MEFLCH

ZZEZ0M HTTPSE ME{ELICE 7|2 ZEE JOE FHU OHE ZEE =38t
= A

(MEALE) APE EH2 B oM OFHE &Y & otLEE MEfErLICH

o g A~ w Db

e N2X OIS . X723 5 ZIRIE MeHstD

1T OO OH EPL oLl-= o
Application Load BalancerE At&73510] AFEX} 015 B2 HESAAIL
o =X

- EE A5 -JWKSAE=EQIE, BH|
Application Load BalancerE At&35t0{ JWTs & QI HHHE EXSIAMAIL,

7. EIRY HY|M OIS XY & stLE MEELICH

FLICH KRS LK

0]
-
nd
o
rr
.
0z
z M
n Do
o
3
rr
N
ok o
m}
0z
I
I
0z
0x
mjo
rx
o
ol
hvd
=
HTJ
i
]IOII

= 2245t Lt A URL RoilM ™
A FAE UM UL B Z 20| Z2 2F AL mat HAHTTP 302) 2= SFH(HTTP

HTTPS 2|lAL4 7t 131


https://console.aws.amazon.com/ec2/

Elastic Load Balancing Application Load Balancers

- 1% S ehet_ W7 B2t0|0lE 2ol Chal BHete ST =8 eELITh MEixio
E 2= R0 S 222 X™g += ULt
8. HorHAMo|ME HE 2o WS MEIELICH Eeof et OHE 2Eof HAlg MElg += &
LICH.
9. 7I& SSLITLS QB MolME 712 Q1B ME MeBLICH 3t SN SS0f 7|2 Q1B ME %7}
gL QAIBEME OIS M & StLLE ALSsl MEE = &Lt
« ACMO{| A — AWS Certificate Manager0i M AL & = U= QIBEME E AlstE 215 MH(ACM
oflAf)olA] Q1B AE M=ABLICE
« IAMOM - 7tX42 RQIBME EAlStE LB MIAMAIM)0IM IS MHE MEIELICH AWS
Identity and Access Management.
« PIBM7IKR7|-ACMLRE 7IM27| E= IAMRE 7HMR7| & QB ME 7IMS CHA S
MERSELICE QIB M Z2tolH! 7|0 Z2to[8! 7| ZH(PEM 12 E)o| ZHIXE SAtsH 2
of &LICH QIBM 20 HEE] 7| 2B M THHY((PEM 212 F) | ZHAE FAls 204
LIk A MY QB ME AZ 5T 2T HatR M7t Q5 ME SAMe R $3tsts %
0| 525tX| f2 AR E HMelsty, 15 M A Ql(Certificate Chain)oil 218 M &2 ot (PEM
RlAgE)o| ZHIAE SAtell 201 E&LCh
10. (ME ALEY) &3 Q1B S gdstsici™ ZEt0|UE QB M XEIHM &E QUFMTLS)S &
sherLict
712 REE HAARQLICH EB{AE AEO0{Z Q2 MEIFH F2
- 7I2HMo 2 BtE El EEt0|UE QB AMete| HAA2 HEELICH ol &S HEsH 15
mTLS A £ &8t Ot S 2cto|UE QB M Bt20 M BHEE 2EI0|UE QABM SHES
MEfEFLICH
e EAE AEO{OM 7|E EBHAE AEO0{E MEHSHL M| EBHAE AEO0{E MEHSIT
ettt EE o=ELot
1. (M ALY) Bl E FotstedH 2lad ef 2 & SEELICH M Ef 718 MEst T Ef 1 7|2t
Ef1 gfS =iect
12. BlAL FIHE MEELICH
AWS CLI

HTTPS EIALIE 44524

HTTPS 2lA&L4 F7 132



Elastic Load Balancing

Application Load Balancers
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--load-balancer-arn load-balancer-arn \

--protocol HTTPS \
--port 443 \

--default-actions Type=forward, TargetGroupArn=target-group-arn \
--ssl-policy ELBSecurityPolicy-TLS13-1-2-2021-06 \

--certificates certificate-arn

CloudFormation
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AWS::ElasticLoadBalancingV2::Listener R&82| 2|AAE HOlgLIC} CI2 oAM= EBfEES
XNEE oy 25| dEsts 712 722 ALE5H0d HTTPS 2lALHE d-dgLich
Resources:
myHTTPSListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: HTTPS
Port: 443
DefaultActions:
- Type: "forward"
TargetGroupArn: !Ref myTargetGroup
SslPolicy: ELBSecurityPolicy-TLS13-1-2-2021-06
Certificates:
- CertificateArn: certificate-arn
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modify-listener WS AL ELICH.

aws elbv2 modify-listener \
--listener-arn listener-arn \
--certificates CertificateArn=new-default-certificate-arn
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CloudFormation
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AWS::ElasticLoadBalancingV2::ListenerE iC|0|E&fLIC},

Resources:
myHTTPSListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:

LoadBalancerArn: !Ref mylLoadBalancer
Protocol: HTTPS
Port: 443
DefaultActions:

- Type: "forward"

TargetGroupArn: !Ref myTargetGroup

SslPolicy: ELBSecurityPolicy-TLS13-1-2-2021-06
Certificates:

- CertificateArn: new-default-certificate-arn
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AWS CLI
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add-listener-certificates &2 AF2&FL|C}.

aws elbv2 add-listener-certificates \
--listener-arn listener-arn \
--certificates \
CertificateArn=certificate-arn-1 \
CertificateArn=certificate-arn-2 \
CertificateArn=certificate-arn-3

CloudFormation

jn

AWS::ElasticLoadBalancingV2::ListenerCertificate & 2| 2|AAE Ho|&fLC}.

Resources:
myCertificatelist:
Type: 'AWS::ElasticlLoadBalancingV2::ListenerCertificate'
Properties:
ListenerArn: !Ref myTLSListener
Certificates:
- CertificateArn: "certificate-arn-1"
- CertificateArn: '"certificate-arn-2"
- CertificateArn: "certificate-arn-3"
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remove-listener-certificates W22 AF2gfLIC}.

aws elbv2 remove-listener-certificates \
--listener-arn listener-arn \
--certificates CertificateArn=certificate-arn
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--ssl-policy ELBSecurityPolicy-TLS13-1-2-Res-2021-06
CloudFormation
Hot HAg do|o|EStE{H

AWS::ElasticLoadBalancingV2::Listener 2| AAE M 2ot Ao 2 A|0|EFLICE

Resources:
myHTTPSListener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:

LoadBalancerArn: !Ref myLoadBalancer
Protocol: HTTPS
Port: 443
DefaultActions:
- Type: "forward"

TargetGroupArn: !Ref myTargetGroup
SslPolicy: ELBSecurityPolicy-TLS13-1-2-2021-06
Certificates:

- CertificateArn: certificate-arn
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CORS(Cross-Origin Resource Sharing) 2 82| 49 WS &+33t5t24™ SameSite=None;
Secure?} ER#LIC} 0| B Elastic Load Balancing® & M| 27|92 AWSALBTGCORSE /&%t
LIC} o] 7|0l el 1™ F 7|9t S USH HEQF SameSite 40| Z&|o] Ql&LICH EEI0|HE
=5 F7|E 25 sAFLICHL

&2 UEAHU =8 M S XI-EEE = U&LICH XHM[EH LI 2 create-rule & modify-rule BE&
2 XML O3 M2 23S XIWE Y 18o= TP
[
{
"Type": "forward",
"ForwardConfig": {
"TargetGroups": [
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:targetgroup/my-targets/73e2d6bc24d8a067"
}
]
}
}
]
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{
"Type": "forward",
"ForwardConfig": {
"TargetGroups": [
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:targetgroup/blue-targets/73e2d6bc24d8a067",
"Weight": 10
},
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:targetgroup/green-targets/09966783158cdas59",
"Weight": 20
}
]
}
}

T 51910] U1 BHLE Of42] CHA TB 0 TF AI40] BAIBHEI0f 2o of

CH&F T &0 o] 7HQ! E Zfdol U
o 38 1-EE gdsteliof gLCH
CHe X2 CH4 28 18 7158 A5t 23S XINE T iy 21§02 MPELICL 1% 77|
Jb ZEEIX| g2 28 2 i 180 SRl met 2R YELICH
[
{
"Type": "forward",
"ForwardConfig": {
"TargetGroups": [
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:targetgroup/blue-targets/73e2d6bc24d8a067",
"Weight": 10
},
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:targetgroup/green-targets/09966783158cdas59",
"Weight": 20
}
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Elastic Load Balancing
"TargetGroupStickinessConfig": {

"Enabled": true,
"DurationSeconds":

1000
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ChE ofof 7|IEE AL&36t0{ RE URLL| URI 4 A E CHA URLOY CHA| AL E &= QU&LICH

i
LB
ok

« #{protocol} - Z2EEZE2 X T LIC}. protocol & query 7+ LA0] AFSELICE.
« #{host} - THIQIE Z&ELICI hostname, path, query 7+ QA0 AFSELICEH
« #{port} - ZEE ZEELICE port, path, query 74 2401 AFREFLICE.

« #{path} - 22 Z&ELICE path L query 7 240 AFEELICH

* #{query} - F2| Zt2t0[EIE Z B ELICH query T8 401 AFSELICH

redirect* 0| ST HMHA =T0] JCF04OI 7|SELICH RtMEH L8 2 AMlA =27 o5 B

g XM L. ME8 redirect 2 O| 7= HTTP_Redirect_Count X|E0| EELICH XA
8t LI 2 Application Load Balancer X|E EHHE X 3FIA 2.

Z£2 ME8F 2lCEM E Y of
HTTPS &! L E 404432 A}275}0q 2|C|2M

Che FAI2 HTTPS Z2E 2T X|IHE ZE(40443)8 AHS5HE URLE S| ¥ ECME A5
X2 Hel SAE O|F, B2, HE| wet0/HE Z & LICH o] 32 "https:/#{host}:40443/#{path}?
#query}'2t SLELICEH

Routing action

‘ ) Forward to target groups | [ © Redirect to URL ] | ) Return fixed response

Redirect to URL  Info
Redirect client requests from one URL to another. You cannot redirect HTTPS to HTTP. To avoid a redirect loop, you must modify at least
one of the following components: protocol, port, hostname or path. Components that you do not modify retain their original values.

Protocol Port
Used for connections from clients to the load balancer. The port on which the load balancer is listening for connections.
| HTTPS v | | 40443

1-65535 or to retain the original port enter #{port}

[ | Custom host, path, query
Select to modify host, path and guery. If no changes are made, settings from the request URL are retained.

Status code

| 301 - Permanently moved v

+HE G2 E MEslod EIC[HM
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IS RRe Mgl ZEEZE ZE, SAE 0|2, 32| Iat0|E{E 28 5t= URLES| ¥ Z|C|2
M2 d™5tn, #{path} 7IREE AI850 +HE Z2E MG LICt 0| 32 "#{protocol}./

#{host}:#{port}/new/#{path}?#{query}"2} S L& LIC}.
Routing action
|. ) Forward to target groups | [ © Redirect to URL ] | () Return fixed response |

Redirect to URL | Info
Redirect client requests from one URL to another. You cannot redirect HTTPS to HTTP. To avoid a redirect loop, you must modify at least
one of the following components: protocol, port, hostname or path. Components that you do not modify retain their original values.

(" uriparts JERCATRVCIREY

Protocol Port
Used for connections from clients to the load balancer. The port on which the load balancer is listening for connections.
| #{protocol} v | | #{port}

1-65535 or to retain the original port enter #{port}

Custom host, path, query

Select to modify host, path and query. If no changes are made, settings from the request URL are retained.

Host
Specify a host or retain the original host by using #{host}. Not case sensitive.

|i #{host}

Maximum 128 characters. Allowed characters are a-z, A-Z, 0-9; the following special characters -.; and wildcards (* and ?). At least one
"." is required. Only alphabetical characters are allowed after the final “." character.

Path
Specify a path or retain the original path by using #{path}. Case sensitive.

(| /newss(path) |

Maximum 128 characters. Allowed characters are [a-z], [A-Z], [-9]; the following special characters: [_-.$/~""®:+|; [&] (using
];anl:l wildcards{@ and E}.

Query - optional

Specify a query or retain the original query by using #{query}. Not case sensitive.

| #{query}

Maximum 128 characters.

Status code

|. 301 - Permanently moved v

E A8 ZlC|=M = of Al AWS CLI

HTTPS Q! L E 404432 Al235104 2|C|&M
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A CH.
2 HZSHMQ. CFS X2 ZE 44301M HTTP 282 HTTPS %o
= (@]

--actions '[{

&2 create-rule & modify-rule BH
2 glC[EMEL|CH EAE 0]

"Type": "redirect",
"RedirectConfig": {
"Protocol": "HTTPS",
"Port": "443",
"Host": "#{host}",
"Path": "/#{path}",
"Query": "#{queryl}",
"StatusCode": "HTTP_301"
}
i
2lal Ao 24
Z7i2 £41 30| BlAL 712 MB5t7| Qs SF ot st 7IFS MolstLich. 20| FAlol £
At Ux|5te B2 s P2 #EIo| 2rdod| et Me[Euict. 2 73 2ol |30 7d »E
7t Q& LICH Application Load Balancer= 2|AL{ #2]04 CH3H Ct2 0 £ 2 ZH |fR¥2 X[ Ch
EXalh

2t QXO| SAE O|ES 7|HIOE BIREEILICH RIMEH LI SAE ZH TS FAFAML

http-header

Zt QHEHO|HTTP SIIHE 7|2 Bl
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http-request-method
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query-string

el Extdel 71/2f o E= 22 TIEtez et B ELICH XA L8 2 #El EXAtYE 24 H

o

source-ip
7t QHO| AA P FAE J|HOR BIRERLICE RIAE LIS A4 IP T4 X7 EHRIS B X4
AAIQ
= —/.

o Zt A2 MR O 2 host-header, http-request-method, path-pattern, source-ip =
Hd2 242070 == 170 28 E &= J&Llch £38F ZF 722 http-header & query-string =
42 ZtZF 071 o|4f = &te = U&LICH.

« host-header, http-header, path-pattern Z74& AF23HH ZF UX| EE= H A(regex) L&
C

E A8E + &Lt

« UG Z|CH 37| LR BIHE RIHE

P 4= QI&LICH o & 04 Z http-header Z710] CHEH 2 &
O|HTTP &l 2f1t H| & = = |
7 % =|

g = UA&LIcH XL & stLt7HHTTP s6ilH
LRIt 27 otcdH UX| Brtotch =24 st

2 z[cH 57He| X[ B7HE XIHY = JU&LICH o|& S0 = 57H Zfzfol| LUR| BIt7t St
A= TEE BE + USLICH

« http-header, host-header, path-pattern, query-string 2742 x| Hrtol L=t
E X AZE = JsLch #3F AdLEFE EXRt= 5712 AMEHE LICH
2 E A= ASCII ERtoigt 2 k| Ao EXH0x000{ M 0x1f & 0x7f)= Ml EL|Ct.
« A ZH0| MAEE[E Hr ETAR [ofsls, S, AR Z, HAHY I &, AR SHEA HERE]
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fUIE 2R 22HA(0:) 7|2 RIEHK| et&LICA\p{L].
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FAE O|F2 thiA

&LCh.

EXAE 8ot f

« A~Z, a~z, 0~9
.« * (07H olge| EXtof sliE)

= Xtoil sHF)

* example.com
 test.example.com

+ *.example.com

2] * example.com test.example.com} 2

ExampleZ A E & Z7429| of

Value matching

T =|CH 128K K| 7HS StH CHS ot

gfoict obx|ef " 22X CHS

g2 =X

oo
ok

0 A
=3 = 2

o= oubsior z st

—

2| x| 5FLt example.comZ} L x|5HK| of&LICH.

Q& LICH REAMIBH LIS 2 create-rule 2! modify-rule &

[
{
"Field": "host-header",
"HostHeaderConfig": {
"Values": ["*.example.com"]
}
}
]

Regex matching
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"Field": "host-header",
"HostHeaderConfig": {
"RegexValues": ["A(.*)\\.example\\.com$"]

HTTP &l =

HTTP 8ICi 712 AL 3104 230 HTTP SICIE VMo R 242 BteYsts RAIS THE £ AU

LICH E& = AMEX XIHHTTP 5l ZEQ| 0| XI™H

Application Load Balancer &4 routing.http.drop_invalid_header_fields7} &/dstz|™
HHAl(A-Z,a-2,0-9)2 E5tK| &t= sl ol 0| HZ|ELICH HAl2 E5K| &= 5l Ol&

T F7HE = A&LCh

Example HTTP il =742] of

TAEE BHEHL - M ZHE XIHE + U&LICH REMEE LHE 2 create-rule & modify-rule B
2 HZstHe. O =12 XIEE EXY & otLtet UR[stE User-Agent sl 7E e 2ol o3
SEEuch

Value matching

[
{
"Field": "http-header",
"HttpHeaderConfig": {
"HttpHeaderName": "User-Agent",
"Values": ["*Chrome*", "*Safari*"]
}
}
]

Regex matching
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"Field": "http-header",

"HttpHeaderConfig": {
"HttpHeaderName": "User-Agent",
"RegexValues": [".+"]

HTTP 28 HIME =H
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"Field": "http-request-method",
"HttpRequestMethodConfig": {
"Values": ["CUSTOM-METHOD"]
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A2 I{H2 W/AERE F'EstD %ICH 128KI0|H CHS 1 22 EXHE ZEE += JU&LICH

« A~Z, a~z, 0~9
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* (071 ol&ko| Extofl SHE)

. %25l B 2xtol HE)

ZZEZE H™O|grRPCQ! B X2 m{7|X|, MH|A == HIME et &t & U&LICH
HTTP ZE m{& ol of

« /img/*

- /img/*/pics

gRPC ZZ & 9| of

» /package
» /package.service

+ /package.service/method

Z2 HE2 ¥ e ste ol AISEIX|o 22 HAS K| t&LICH olE E0{ /img/*(Ol)EHE
ZAZ MEE 71T #2I2 /img/picture. jpgd CHEt 2 E /img/picture. jpgdl CHEt S Ho 2
MRIEE e 2 ol MEELIcH

ZHE XY = U&LICH REAIEH LHE 2 create-rule 2 modify-rule BE
N ZEE URLO| U= o olaf SFFLICH

Value matching

[ |

"Field": "path-pattern",
"PathPatternConfig": {
"Values": ["/img/*"]
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Regex matching

[
{
"Field": "path-pattern",
"PathPatternConfig": {
"RegexValues": [""\\/api\\/(.*)$"]
}
}
]

el EXE = E AH8stod A2 EXrE el 72t Ho = g g VIHez FHE BT
&LICH YX[ E7te t/AZXE FESHK] E&LICH (071 old o] =Xt LX)

17+ LX) FLEFHE ER7E X[ HELICH
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Example® 2| 2AtE Z=749| of

HE XI"8E = Y& KHME LHE 2 create-rule & modn‘y rule &
|12} |0 "version=v1" EE = “example”’2 AHEEl 7|7} & E 22| 22X}

[
{
"Field": "query-string",
"QueryStringConfig": {
"Values": [
{
"Key": "version",
"Value": "v1"
I
{
"Value": "*example*"
}
]
}
EZeT
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AANIPFEAZTHS M504 2O AA P FAE 7|HICZ 2HE BIRESHE A8 2MHE £
UELICH IP A= CIDR A2 2 X|H5Hok ELICH IPv4 & IPv6 FAE ZF AL E = U&LICH
e E EXt= X|HEXR| et&LICH AA IP 3 =740i Ci§t 255.255.255.255/32 CIDRE X|

ZEt0|UETI ZHRA| Fo] U= F2, 0l SEI0|AUE Q| IP FATE L2t ZHA|Q| IP FALICH

-Forwarded-For &l 2| FA0 2|5 EF&|X| 8t &LICt X-Forwarded-For SO =4
£d™H http-header Z7AE AL ErLICH.

1= Y
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g BEHL =EE M U2 X[EY & UA&LICH RHMEH LIE 2 create-rule & modify-rule 3
2 HZXSIMHL. OIS =712 X|HEI CIDR 28 & stLtof AA IP FAT} Qe @™ol o5 = FL
Ct.
[
{
"Field": "source-ip",
"SourcelIpConfig": {
"Values": ["192.0.2.0/24", "198.51.100.10/32"]
}
}
]
2lALd Elof CHet wet
3| wete 2xo| 402 Bt E7| Mol QHIR S M MEAFLICH 238 M AT 7
| 7S BII5t04 O|F 047l 22 Y 2™ 2 HAL|X| f&LCt Ol E20|AE Tt CHaf ol A o &5t
= O CHE URL E= SAE SCE MaE f S8t

= HEE AI85HH 74% 2| EXY, SAE SIHE U5 MUO| 22 WHHME QEZE L
C}. [[}EM—I OHZ|AH 0| T Eof| HEo| AFEX X|H =™ 2RI FII6H 7L EfAF ZEA|E AHE 504

=g delt EiﬁL—IEL

ek 155


https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-rule.html

Elastic Load Balancing Application Load Balancers
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host-header-rewrite

23| SAE FICIE M AELICH HEte HAAS A850 ZAE siC{o] THET Yx|AIZ Cf
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url-rewrite
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#Hek 7|82 AL
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- 7|2 &0l HEtE FIHE = gLt
+ TjEl0] Ux|E/x| oto ™ e 30| o2 MEE LT
« DE0| YUX|SHK|DH HEto| Aufst ZF< HTTP 500 2/ 7t ghetElLCt.
. A BBl ASEIE MR EHAIS Bofsls, B, X, HXN I8, 4R BEA, MERE,
M L LZE EXFZeiA©f:) 7152 RIHEHK] E&LICN\p{L].
SAE &l A ZEFA gt
SAE -0 X|HE =HQl 0|2 =EE = &L ch
ExampleZ A E &l 248t of
TEZ UEAL =TE M HEtE XIYE = A& KHMEH LHE 2 create-rule & modify-rule B
2 HXSIMS. CIES2 SAE 3 HEto| oLICH SAE FHE LR A=EXQIER BHEELICEH
[
{
"Type": "host-header-rewrite",

"HostHeaderRewriteConfig": {
"Rewrites": [

{

"Regex": "“mywebsite-(.+).com$",
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"Replace": "internal.dev.$1.myweb.com"
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Example URL RHZEH4d B4EH 9| of

TS BEHL =HE M HE S XHE = USLICE XFAMIEH LHIE 2 create-rule & modify-rule B&
2 A ZTSHML. CHE2 URL MEF A BHEto| of LICEH CIREEl #F 2 & FEl EXtE=E ekt
[
{
"Type": "url-rewrite",
"UrlRewriteConfig": {
"Rewrites": [
{
"Regex": "A/dp/([A-Za-z0-9]+)/?%",
"Replace": "/product.php?id=$1"
}
]
}
}
]

0 € E04 0| HE2 Q% URL https://www.example.com/dp/B09G3HRMWE https://
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Application Load Balancerg AF835t0{ JWTs & QI EHHS HESIAAIR
10. 2t E YoM CtS 2] & StLtE MEILICH
- CH& O ME -4 JES MEtELICH Ot 2 e OE S Fotste{H i 08 FIHE
MEdSt D, CHY O E S MEStT, &) 7t X8 dESt D, 2o met 783 X|E ¥HIolE
ErLch CHY 08 S st 1 e gHstdt 42 28 +& ¥ gdstalor Lot
« URLE EZ|C|HM - URI IHE oM 2t HEE JHXM o2 Q=45 Lt ™A URL &0l M
M ELE URYLIDH SBI 20| Z2 27 Argol el FAIHTTP 302) E£= BFH(HTTP
301) & StLIE MEFLICE
- 1Y SE et - H7|E Eoto|¢E ol Chal tete SE I =& U=ELc MEiXo
E ZHx 81 SE 222 XIHE = JU&Lict
11. TS MEIELCH
12. M&2l0l 1~50,000 Hlo| Zt2 LHELICH &2 7HE 2 glolM 7t =2 gtol 0|2
7R @ME=Llof ek BIFELICH
13. OS2 MEHEFLICH
14. AE L 4’8 HO|X|of| M Mg MEHFFL|CE.
AWS CLI

Talg F7t5te{H
create-rule WS AL EHLICEH

Ct2 oo M= forward &1} host-header £710| Z&HEl #2182 MAIshL|C}.

aws elbv2 create-rule \
--listener-arn listener-arn \
--priority 10 \
--conditions "Field=host-header,Values=example.com,www.example.com" \
--actions "Type=forward, TargetGroupArn=target-group-arn"
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--actions '[{
"Type":"forward",
"ForwardConfig":{
"TargetGroups":[
{"TargetGroupArn":"target-group-1-arn","Weight":50},
{"TargetGroupArn":"target-group-2-arn","Weight":50}

I

CHS ool M= fixed-response 21} source-ip Z710| Z& & F2l2 MMghLCt.
aws elbv2 create-rule \
--listener-arn listener-arn \
--priority 20 \
--conditions '[{"Field":"source-ip", "SourceIpConfig":{"Values":
["192.168.1.0/24","10.0.0.0/16"13}3}]1"' \
--actions "Type=fixed-
response, FixedResponseConfig={StatusCode=403,ContentType=text/
plain,MessageBody="'Access denied'}"

CHS ol ME redirect T} http-header Z710| Z & E F2I8 MAMEHLICH

aws elbv2 create-rule \

--listener-arn listener-arn \

--priority 30 \

--conditions '[{"Field":"http-header", "HttpHeaderConfig":
{"HttpHeaderName":"User-Agent", "Values":["*Mobile*", "*Android*","*iPhone*"]3}3}]1"' \

--actions
"Type=redirect,RedirectConfig={Host=m.example.com,StatusCode=HTTP_3023}"
CloudFormation

Talg ot

AWS::ElasticLoadBalancingV2::ListenerRule 2| 2|AAE Ho|&tL|Ct

CH2 oflof ME forward 21t host-header Z740| T &= =g MAstL|C =7H0| EE K|
o A2 XME Y JEoR EafEg MaYLICh

=2 —-o -

Resources:
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myForwardListenerRule:
Type: 'AWS::ElasticlLoadBalancingV2::ListenerRule'
Properties:
ListenerArn: !Ref mylListener
Priority: 10
Conditions:
- Field: host-header
Values:
- example.com
- www.example.com
Actions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup

ZH0| SEE W F Uiy O & 7ol ESiEHE Bdtste MY 2YE ddsttdH ActionsE
ol

Actions:
- Type: forward
ForwardConfig:
TargetGroups:
- TargetGroupArn: !Ref TargetGroupl
Weight: 50
- TargetGroupArn: !Ref TargetGroup2
Weight: 50

CtZ ol M= fixed-response &1 source-ip 2740| Z&E 72l M gLICt

Resources:
myFixedResponselistenerRule:
Type: 'AWS::ElasticlLoadBalancingV2::ListenerRule'
Properties:
ListenerArn: !Ref myListener
Priority: 20
Conditions:
- Field: source-ip
SourcelIpConfig:
Values:
- 192.168.1.0/24
- 10.0.0.0/16
Actions:
- Type: fixed-response
FixedResponseConfig:
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StatusCode: 403
ContentType: text/plain
MessageBody: "Access denied"

CHS o0l ME redirect ZT} http-header Z710| Z & E F2I8 MAELICH

Resources:
myRedirectListenerRule:
Type: 'AWS::ElasticlLoadBalancingV2::ListenerRule'
Properties:
ListenerArn: !Ref mylListener
Priority: 30
Conditions:
- Field: http-header
HttpHeaderConfig:
HttpHeaderName: User-Agent
Values:
- "*Mobile*"
- "*Android*"
- "*iPhone*"
Actions:
- Type: redirect
RedirectConfig:
Host: m.example.com
StatusCode: HTTP_302
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7| 5ei2 o|&o| 7= olet: XIHE FAlof HFELICH # 72 RES SXIsHM W M
g HASIHL 73 {82 HEs £ M2 2ost MEE M3 g + st
Console
7l Beig HsHH
1. https://console.aws.amazon.com/ec2/0l A Amazon EC2 £ & L|C}.
2. B FOM E2E WHME MEFLICH
3. EE YHME MEdsL|CE
4, EBlAH YU AE M Z2EEZ: TE Ho|HAEE ME504 2|ALH0] CiE MF HE 10|
X|E it
5. A Bl 2lAl A MMM 7l FAIS MEAFLICH 5ol R BES MeiE U
6. 7|2 ol Eeol weat e ddo|E gLt
AWS CLI
7|8 mlg SusH
modify-listener @S AFSELICH CFS ool HE forward 2o CHd O &S ool EFLICEH
aws elbv2 modify-listener \
--listener-arn listener-arn \
--default-actions Type=forward, TargetGroupArn=new-target-group-arn
CtS oo 5 CHe & ol EEEE 2 S5tH 246258 7|2 &S Uo|o|EgLch
aws elbv2 modify-listener \
--listener-arn listener-arn \
--default-actions '[{
"Type":"forward",
"ForwardConfig":{
"TargetGroups":[
{"TargetGroupArn":"target-group-1-arn","Weight":50},
{"TargetGroupArn":"target-group-2-arn","Weight":50}
]
}
75 By
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I

CloudFormation

7|§ gk

|

fjo

+ R

AWS::ElasticLoadBalancingV2::Listener 2| AAE AC|0|EEHLIC.

Resources:
myHTTPlistener:
Type: 'AWS::ElasticloadBalancingV2::Listener'
Properties:
LoadBalancerArn: !Ref mylLoadBalancer
Protocol: HTTP
Port: 80
DefaultActions:
- Type: "forward"
TargetGroupArn: !Ref myNewTargetGroup
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A M8 Ydlo|E st 2

1. https://console.aws.amazon.com/ec2/0|A{ Amazon EC2 & & jLIC}.

2. HAMFHMES WHME Z2IELICH

3. EC YWHME MEiFLC

4. BlAL] U AR EHOIMH Z2EEZ: TE QHo|HAEE MEIF 0] Z|AL{| CHEH ME ME O

x| Lt
A "ol 2la FA

O A
=

6. Al 73 MMo| M=
AtO|2

o

o= %
Cilo[E3tE42 1~50,000 AtO[2| ZtS RABIRFLICt
7. B3 ALEF XE S MEHSHL|CT
& Hy 165


https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-listener.html
https://console.aws.amazon.com/ec2/

Elastic Load Balancing Application Load Balancers

AWS CLI

72 2M=Q8 Holo|Este{H

[e]l]

set-rule-priorities @@ 2 ALE3HM 2.

aws elbv2 set-rule-priorities \
--rule-priorities "RuleArn=listener-rule-arn,Priority=5"

CloudFormation
A 2M=QE dolo|Este{H

AWS::ElasticLoadBalancingV2::ListenerRule 2[4

i
2
E
o
[m
o
r
o

Resources:
myListenerRule:
Type: 'AWS::ElasticlLoadBalancingV2::ListenerRule'
Properties:
ListenerArn: !Ref mylListener
Priority: 5
Conditions:
- Field: host-header
Values:
- example.com
- www.example.com
Actions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup

T R XA, wiEe ool 5w
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4. Ela 2 AR M Z2ES: T E QOo|HAEE MEISI0{ Z|AL{0f CHE ME HE 0|
X|E gLict.
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6. EHoo mat HY, =7, HetS Holo|EFLICH RtMgt BHAls 725 7t MMHE BESHAMIR
7. CSS MEgLCH

8. (M AY) 2M=2E LOlo|EELICH

9. CiSS MEfELICH

10. 'HE A XS MEELC

A S, 7, WErS ool 5t

modify-rule HEE AL 3tAMR. --actions, --conditions, --transforms &M & 5tLt 0|4
£ xstslof grLct.
Olg{Et Mol o= & F7H MME HZTFHM L.

CloudFormation

Fx| &t ZA, e AololE 52

AWS::ElasticLoadBalancingV2::ListenerRule 2| AAE O|O|E & LILCE.
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o
4. lAH Y FEBOM ZE2EZ: X E Ho| HAEE MENGI0] 2|A L]0l CHEr M[F

= 0|
X|E Yulct
5. T oM U EA Wol MAES Meistod siE A9 M HE TOIXIE LTt
6. T AMEF HE mHo|x[oMH Ef1 2EIE ME{ELICE.
7. EfZ 2| Ho|X|of A StLE O] & 2| 2t E - st A2,
a. EAIE X7bstei® M E{T R7+E MeHstT 7| 2 gtof gtg e
b. EHIE ArAlstcd® i1 Fo| M7HE MEfgfLICH
c. Ei1E UO|o|EstE{H 7| EE= 2holl M g2 L=iELch
8. HZEAE MEFS MEHELICH
AWS CLI
TEo| Bl E F7tetedH
add-tags BHEE AFSELICH
aws elbv2 add-tags \
--resource-arns listener-rule-arn \
--tags "Key=project,Value=1ima" "Key=department,Value=digital-media"
TEoM B2 E M 7HSEH
remove-tags BHEE ALSELICEH
aws elbv2 remove-tags \
--resource-arns listener-rule-arn \
--tag-keys project department
CloudFormation
F=lof EAE F7}stein
AWS::ElasticLoadBalancingV2::ListenerRule E|AAE | O|EE L}
Resources:
myListenerRule:
Type: 'AWS::ElasticlLoadBalancingV2::ListenerRule'
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Properties:
ListenerArn: !Ref mylListener
Priority: 10
Conditions:
- Field: host-header
Values:
- example.com
- www.example.com
Actions:
- Type: forward
TargetGroupArn: !Ref myTargetGroup
Tags:
- Key: 'project'
Value: 'lima'
- Key: 'department'
Value: 'digital-media'

Application Load Balancerg& I8t 2lAL 73 MK
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X|E Huct

5. TEIE MEEL(CH

6. ZFY(Actions), 72! AfX|(Delete rule)E MEEFLICH

7. EQI HAIX|I7} LIEILIH confirmS /238t CHS AMIE MEHEFL|CH
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& A

A A 169


https://console.aws.amazon.com/ec2/

Elastic Load Balancing Application Load Balancers

delete-rule S AL EFLILCE.

aws elbv2 delete-rule \
--rule-arn listener-rule-arn
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CI2F
© o

ok

Application Load Balancertl= AWS HH LHKIM AH8 SQ EB{AE AE0{,CAQIEM 2 215
MBHX| S8 0| &u g2dEl EH Asto| ZEHELICH

mr

XtAMIEH LI & Application Load Balancer0i| Ciet & 2F2 2 X sHM2.
ASM 27 MY

Application Load Balancer= &% TLS 21501 A El= IE5 M| CHsH ChES2 X|BFLICEH
- X|HElE 215 M: X.509v3
« X|¥ElE HEZ! 7| RSA 2K~8K EE= ECDSA secp256r1, secp384r1, secp521r1

- X|HElE ME L102[E: SHA256, 384, 512 with RSA/SHA256, 384, 512 with EC/SHA256, 384,
512 hash with RSASSA-PSS with MGF1

CAQIBMHE
CHE2 Q15 7|#H(CA) HE M ELICtH
- Application Load Balancer= Zf 21& 7|2H(CA) 21E M HES HIXIZ Y2 EFFLICH Application
Load BalancerE 7 QIS M Y2 EE X|5HK| k& LICH A Q1B MHE F7tslok sl B 2

EM HE g Yz ook g,

£ Wx|5t24™ ModifyTrustStore APIE A& & LILC.

A5 TLS AARE AE35HE Z 2 Application Load Balancer= S| E 4lsto 2210
SM Al Wols CHaofl EAIRLICH ZH|WEO|M =Me 2| QIS ME Al&stD RE O.J%H

M4 THIH
Application Load Balancer2t 7| &% TLS AARE AE3FIHLE ZEE = Ql5t= Stol= Al
M THIH7F R EIR| & Lich.
HTTP 3l
Application Load Balancer= &% TLSE Al&35t01 22t0|¢E HAAS A E M X-Amzn-Mtls
T 2o He H

- O
SICIE AL 50 Q1B M HEE MSHLICH AHME LIS X of& BICHs HTTP 316 & 445 TLS
MMg HESH L.

CACIBM EU2 Ot 27 ALY E SFalof &L
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« OIS EBHEXE ----- BEGIN CERTIFICATE----- al
Al L{oi| SFo{oF EL|C}.

----- END CERTIFICATE----- &4

. Z Yolls # SRHE Eo{ok 30 - XS T AL o HLic
. g1 Fo0| 2o o Euict

# comments

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 01
Signature Algorithm: ecdsa-with-SHA384

Issuer: C=US, O=EXAMPLE, OU=EXAMPLE, CN=EXAMPLE

Validity
Not Before: Jan 11 23:57:57 2024 GMT
Not After : Jan 10 @0Q:57:57 2029 GMT

Subject: C=US, O0=EXAMPLE, OU=EXAMPLE, CN=EXAMPLE

Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (384 bit)
pub:
00:01:02:03:04:05:06:07:08
ASN1 OID: secp384rl
NIST CURVE: P-384
X509v3 extensions:
X509v3 Key Usage: critical

Digital Signature, Key Encipherment, Certificate Sign, CRL Sign

X509v3 Basic Constraints: critical
CA:TRUE

X509v3 Subject Key Identifier:
00:01:02:03:04:05:06:07:08

X509v3 Subject Alternative Name:
URI:EXAMPLE.COM

Signature Algorithm: ecdsa-with-SHA384
00:01:02:03:04:05:06:07:08

AlEst7| ™ ZEH| A

0

172



Elastic Load Balancing

Application Load Balancers

HTTP & & & & TLS

0

> r*

Ol)i J>

_I

IF

™o ro

A ok
cr

Ct.
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0| slHoll= @20l MSE A Zcto|HE QIZ M A2l URL 212 T PEM
Ch+=/2 Ot BXIZ AFB).

&l 2EI= of:

101 M= Application Load Balancer7t &% TLSE At&35t0{ 2EI0|MHEQS| HAS H & M
HMEE Bl o AH85H= HTTP slioil CHaH A& LICH Application Load Balancer0l A At
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X-Amzn-Mtls-Clientcert: ----- BEGIN%2QCERTIFICATE----- %QAMIID<...reduced...>dolg
%3D%3D%0A----- END%2QCERTIFICATE----- %S0A----- BEGIN%2QCERTIFICATE-----
%QAMIID1<...reduced...>3eZlyKA%3D%3D%0A----- END%2QCERTIFICATE----- %0A

=

IRl 2EEE HTTP &l

4

ot

POl @O A3 TLSQO| ZAL Application Load Balancer= CHS SIEHE AF&FLICH
X-Amzn-Mtls-Clientcert-Serial-Number
o| sllHollE 2l= QIBEAM Y S 0| 16 %I E340| T &t |0 Q& LCt.

sl 2= o4
X-Amzn-Mtls-Clientcert-Serial-Number: @3A5B1

X-Amzn-Mtls-Clientcert-Issuer
O| slHol= Y2 X 7 O|&(DN)2| RFC2253 EAtY 30| Z & E|0o{ U&LICH.

&l 2EI= of:

X-Amzn-Mtls-Clientcert-Issuer:
CN=rootcamtls.com,OU=rootCA,0=mTLS,L=Seattle, ST=Washington, C=US

X-Amzn-Mtls-Clientcert-Subject

ol o= F# & O|§(DN)2| RFC2253 EAtYE E 30| Z &[0 Ql&LICt

sl 28I= of:
X-Amzn-Mtls-Clientcert-Subject: CN=client_.com,0U=client-3,0=mTLS,ST=Washington, C=US

X-Amzn-Mtls-Clientcert-Validity
0| 3|40 = notBefore & notAfter M2l 1ISO8601 & 4|0| & T|0f /U &LIC}.

3l 2= of:

X-Amzn-Mtls-Clientcert-Validity:
NotBefore=2023-09-21T01:50:17Z;NotAfter=2024-09-20T01:50:17Z
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X-Amzn-Mtls-Clientcert-Leaf
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aws elbv2 create-trust-store \
--name my-trust-store \
--ca-certificates-bundle-s3-bucket amzn-s3-demo-bucket \
--ca-certificates-bundle-s3-key certificates/ca-bundle.pem
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Resources:
myTrustStore:
Type: 'AWS::ElasticlLoadBalancingV2::TrustStore'
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Properties:
Name: my-trust-store
CaCertificatesBundleS3Bucket: amzn-s3-demo-bucket
CaCertificatesBundleS3Key: certificates/ca-bundle.pem
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--listener-arn listener-arn \
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Resources
myHTTPSListener
!Ref myLoadBalancer

Type:
Properties
LoadBalancerArn
Protocol: HTTPS
Port: 443
DefaultActions:
- Type: "forward"

TargetGroupArn: !Ref myTargetGroup
SslPolicy: ELBSecurityPolicy-TLS13-1-2-2021-06

'"AWS: :ElasticLoadBalancingV2::Listener

certificate-arn

Certificates
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modify-trust-store WS ALS & LICH.

aws elbv2 modify-trust-store \
--trust-store-arn trust-store-arn \
--ca-certificates-bundle-s3-bucket amzn-s3-demo-bucket-new \
--ca-certificates-bundle-s3-key certificates/new-ca-bundle-pem

CloudFormation
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AWS::ElasticLoadBalancingV2::TrustStore f&82| 2|AAE MOl L|C},

Resources:
myTrustStore:
Type: 'AWS::ElasticloadBalancingV2::TrustStore'
Properties:
Name: my-trust-store
CaCertificatesBundleS3Bucket: amzn-s3-demo-bucket-new
CaCertificatesBundleS3Key: certificates/new-ca-bundle.pem
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aws elbv2 add-trust-store-revocations \

--trust-store-arn trust-store-arn \

--revocation-contents "S3Bucket=amzn-s3-demo-bucket,S3Key=crl/revoked-
list.crl,RevocationType=CRL"

CloudFormation
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AWS::ElasticLoadBalancingV2::TrustStoreRevocation & 2| EIAAE Ho|&L|C}.

Resources:
myRevocationContents:
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Type: 'AWS:ElasticlLoadBalancingV2::TrustStoreRevocation'
Properties:
TrustStoreArn: !Ref myTrustStore
RevocationContents:
- RevocationType: CRL
S3Bucket: amzn-s3-demo-bucket
S3Key: crl/revoked-list.crl
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aws elbv2 remove-trust-store-revocations \

--trust-store-arn trust-store-arn \
--revocation-ids id-1 id-2 id-3
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aws elbv2 delete-trust-store \
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-client-apps.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-assign-domain.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-assign-domain.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-identity-federation.html

Elastic Load Balancing Application Load Balancers

« |dP 2| 2 URLO| /U= ALEA E EHIQIE IS S LICH IdPL| EAIS AISELICH CHS 6| E &
Z5HMIL.
* https://domain-prefix.auth.region.amazoncognito.com/saml2/idpresponse
* https:/luser-pool -domain/saml2/idpresponse

o ZPI0|1E Aol Z2HH YURLE

2 F AEXAE AtEsHoF 'Lct

Hd

A& XE7F Amazon CognitoE AFE 3104 AL A}
cognito-idp:DescribeUserPoolClient 2 UE S EE = U= HEES AERI0|H Foislof &
L|Ct.

Amazon CloudFront A} Z=H]|

gt

el
o

|CF.

mo
ok

Application Load Balancer®| ZEE0i| CloudFront HIZ & A8 35t= B2 CHS MY

=t Q% SIH(ZF) - CloudFront7t QIS El Mol Ciet SE 2 FHAISHR| =5 §LICH o|E A 3t
215 MlMo| BtE2E F SEHO| FHAIMIM MBS E[X| et&LIC = 74 0] #-g35tElof e Set
&2 £0|7| 25 CloudFront HHZ O AR Xt= Q1B 7|7t BHEE|7| 0 TTL(Time to Live)
DIEE|E & dHE = J&Lch
m]

o
. A2l exty @g (2 F) - 2E WHMTH IIPE AL RHE QB 3HE ol W #E 2XY

- 7 E%*(E—'.:-) - CloudFront7} 2 & Q15 £7|& 2E WHME M5 =S gLct.
« Amazon CloudFront2} & 74 OIDC(OpenID Connect) 215 & FA4E e A HAZE B20lM

HTTPS £ 4430] syl A8 SI= x| SoleiLir. 23%| o 32f0/oi= 0DC ZICiEid
URLO| #2i A48 URIS| ZE 13 9} Ux|5HX| Ofof QIF Almfy} eaig 4 Lo

NETREEFE

StLE o4k ol Z|lAL #E]of CHEF 215 22 MA5t0 AH& Xt 2152 FHELICE authenticate-
cognito % authenticate-oidc 2 &2 HTTPS EIAL{MIMPE X[ HELICH sHE E=of CH
8t M2 Elastic Load Balancing APl & Z H{& 2015-12-010{ A AuthenticateCognitoActionConfig !
AuthenticateOidcActionConfige & Z35HA 2.

2E WHME B H% S XI5t7| 2/5H 2ct0|MEN MM 27|18 E-LICH A8 QIS
ol HTTPS EI/\LM Q2R 0| F7|ol= 4 secure £40| ZEELICL o] F7|ol=
CORS(Cross-Origin Resource Sharing) 20| Q= SameSite=None £430| Z & E L|C}.

Amazon CloudFront AHE ZH| 191


https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_AuthenticateCognitoActionConfig.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_AuthenticateOidcActionConfig.html
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2C WHME= IdP EZ HEXZQIE(TokenEndpoint) & IdP AFE X HE =X QIE
(UserInfoEndpoint)et S4IE &= Q/0{0F & LIC Application Load Balancer= O[2{&t QIEXZQIE
oF SAIE mlf IPv4Dt X|REFLICEH 1dP7F HE R FAE M85l B9 2E WHAMO| 2ot a1 VPC
O| HES3 ACLO| AIEZQIE O CHEt BMAE HESt=X| EelstMe. R 22 WHM E=IP F
4 8 dualstack-without-public-ipv4E AFE5tE A< NAT HOIESO|E Sdll 2= WM
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CHS create-rule HEE ALE510{ AR QIS E F/EELICE

aws elbv2 create-rule \
--listener-arn listener-arn \
--priority 10 \
--conditions Field=path-pattern,Values="/login" \

MR CIE 7 192


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html#nat-gateway-basics
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html#nat-gateway-basics
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
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--actions file://actions.json

Ct2 2 authenticate-oidc ¢ 2! forward 242 |oof_ actions.json IO of AL
Ct. AuthenticationRequestExtraParams= QI8 &S¢0t IdPOf| &7t metO|EE MEE = ULSE
SHSELICH X|pEl= EEQIX| &elsteiH X4 8EH 33 IUF M3ote dBME XML

[{
"Type": "authenticate-oidc",
"AuthenticateOidcConfig": {
"Issuer": "https://idp-issuer.com",
"AuthorizationEndpoint": "https://authorization-endpoint.com",
"TokenEndpoint": "https://token-endpoint.com",
"UserInfoEndpoint": "https://user-info-endpoint.com",
"ClientId": "abcdefghijklmnopqrstuvwxyz123456789",
"ClientSecret": "123456789012345678901234567890",
"SessionCookieName": "my-cookie",
"SessionTimeout": 3600,
"Scope": "email",
"AuthenticationRequestExtraParams": {
"display": "page",
"prompt": "login"
},
"OnUnauthenticatedRequest": "deny"
},
"Order": 1
},
{
"Type": "forward",
"TargetGroupArn": "arn:aws:elasticloadbalancing:region-code:account-
id:targetgroup/target-group-name/target-group-id",
"Order": 2
]

CHH2 2 actions.json ¢ 2! authenticate-cognito XS X|HStE forward T O| of L]
Ct.

[{
"Type": "authenticate-cognito",
"AuthenticateCognitoConfig": {
"UserPoolArn": "arn:aws:cognito-idp:region-code:account-id:userpool/user-pool-
idll’

"UserPoolClientId": "abcdefghijklmnopqrstuvwxyz123456789",
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"UserPoolDomain": "userPoolDomainl",
"SessionCookieName": "my-cookie",
"SessionTimeout": 3600,

"Scope": "email",

"AuthenticationRequestExtraParams": {
"display": "page",
"prompt": "login"

1,
"OnUnauthenticatedRequest": "deny"
1,
"Order": 1
1,
{
"Type": "forward",
"TargetGroupArn": "arn:aws:elasticloadbalancing:region-code:account-
id:targetgroup/target-group-name/target-group-id",
"Order": 2
]
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{
"alg": "algorithm",
"kid": "12345678-1234-1234-1234-123456789012",
"signer": "arn:aws:elasticloadbalancing:region-code:account-id:loadbalancer/
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"sub": "1234567890",
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o |dPO| 220} A=EZQIETV} QUCtD 717H5HH IdPE HHMA EE20 ME T EES OFE35 10 AL

EXE 2E0|HE 20t Y W O[X|2 ChA| 2[C|=M3EHoF & LICt

= 74
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E
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$4 oue Mool 915 282 mEL,

Application Load BalancerE A+&30{ JWTs &0l

Ze0|METL MBst= JSON & EZ(JWT)E =2lstod S2S(Secure service-to-service) =
M2M(machine-to-machine) & 412 &3t T 5 Application Load Balancer(ALB)E +&& =+ U&L
Ch. 2= WH M= JWT7F 22 & g AlnE 2 2ei0| AMEf el 45 28 gio| JIWTE & ele = U &LCt.

ALBE E2 MBS HE S iss'(L 2R U 'exp/(22)2He 5 7hx| T4 2ol TRt E3t
E20f 9l B ALBE 'nbf(0H0] obel) U at(AlKol YHE) SHIUT ABHLIC HEES 9
2|cH 107H2] 27+ SRUS PAE + YLICH Ol2f3t FEUS Ml 7Hxl BAIS xIHELICH

. B BAY: CFU EIAE 7
- o2 AR E gL Mo 2 TR E 0421 ZLH(EICH 1074 )
- BEAY HiY: HIAE Zf HH(ZICH 1074 )

E20/ 958 2P 2C $HME E20| 2= 282 YO Yl Il MEsc 22K o
MEl20M 238 HRFLICt

1. Z2c0|ME IDQ E2I0|21E 2ot ¢S E wE 5= IdPo| MH|AE SS&LICtH
2. I|dPE HEZ 5&E3510{ MH|A0 CHEt BHMAE QHEELICE IdPE °

Ol EE2 YUt™o Z |dP7} MEHEEH JWTRILIC
3. JSON ¥l 7| NE(WKS) =X QIEE MHefLICH EE WHME 788t & LE48! f/x[o 1dP

7h AR mE Rl 7|8 BS s

_

4. 2H 01||-'-‘|01| WTE Z &35t 2E 2%0{| M Application Load Balancer2 ME gL|C} & 1:

JWT 435 A&t

Application Load Balancer0l A JWT AS
2 7 A E SFsfof FLch.

[0

AE5He A2 JWKS(JUSON €l 7| ME) =z olE

FIF
o

- EC 2E 37]: 150KB
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« Z[CH Z| #=: 71 1074

4E 588 354t JIWKS E 0| o|2{et AEt & stLHE Z1tst= B2 Application Load Balancer=

HHollC L o2 QS MYESHR| A&LICt

ID M3~ el IWKS JIEZQIET} o248t AMghE Z1tste B2 ofEEI7H0|M ZEA IWT HBES

TS HL I MEZIH 22 ID M3YME AEstE Kol E&LICH

=Z&2 AE5to JWT &Helg F#4524™

1. https://console.aws.amazon.com/ec2/0{| A< Amazon EC2 2&& L|C}.

2. EM 9| Load Balancing Ot2Hoil M 2= WHME MEAEFLICE

3. Application Load Balancer& ME{5I 1 2|A L B2 MEHFHL|CH

4. HTTPS El&LHE MEstTD & HElE = LICH

5 TE FIHE MEELICH

6. (MEYALE) EIQ| O|ES XIHstE{H O|F W EOE &t 0|2 YUHELICH BfOE F¢
Sted F7H O F7HE M=stn e 7(9F e gt2 Y=FLICt

7. ZHAM1~571e| = 2t =2 HolFLIct

8. (ME4 ALE) HEHE FUtote{H Wt FI7HE MEISIT HEt RS MBI OHE UX|AZE EH 4
o A EXtE S =gt

9. Y AT otRE YoM EE HAES MEFLICH

a. JWKSQEZQIEO JSON & 7| ME A EZQIE
JEo 2 HM AT £ Qlo{of 5tH JWT MEE & Qlst= O At
grLict.

ol B JWT EZ0] iss

ool ol e gfS LU=ELIc
HAEstedH F71 2oYS M=ELICH

i. 2 olEol A5E 2ol oS L™
i. BAolM oY S siMstes dHS M=RFELICH

1. B EXrE: 2ollol =5l stLtel xIEE 2k Y x[sHoF gL|c.
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ii.  2toll 2elldel of & 22 = EL
iv. F7h 2ool sl Br5g

=
2t Aol E2 HE 8B F 8ok st VIR BB 2 MY, BC|HM =

r
o
el
—_
o
d
—_
lo

|u
W

o

10. &, 2 =
Ty S EEhHS MEELC

1. 2ol met 718 2y 74

12. MEE d=FUc

CLIZE Al235lo{ JWT &l L d5te{™

CHZ create-rule @S AF& 510 JWT = QIE A &HLICE.

(® Note
JWT A5 7488 M JIWKS QIEXZQIE EH | 3 7|7t 150KBE Z=1}5t7{LE Z|7F 107HE =
st x| &elgtLict olg4st Agte =1ttt SEHS iAol cist 2™ ME S & X[ghL|cH

aws elbv2 create-rule \
--listener-arn listener-arn \
--priority 10 \
--conditions Field=path-pattern,Values="/login" \
--actions file://actions.json

Ct
=

rir oo

2 jwt-validation &7 forward S &= actions.json It ol of IL|Ct X|H
ZCQIX| #elstEd™ X3 BH 2RI M3 st HBME XML,

--actions '[

{

"Type":"jwt-validation"

"JthalldatlonConflg":{
"JwksEndpoint":"https://issuer.example.com/.well-known/jwks.json",
"Issuer":"https://issuer.com"

1,

"Order":1

1,
{
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"Type":"forward",
"TargetGroupArn":"target-group-arn",
"Order":2

]I
CtS o MoME HAEE F7t 2eiYde xI-eLIo

--actions '[

{
"Type":"jwt-validation",
"JwtValidationConfig":{
"JwksEndpoint":"https://issuer.example.com/.well-known/jwks.json",
"Issuer":"https://issuer.com",
"AdditionalClaims":[
{
"Format":"string-array",
"Name":"claim_name",
"Values":["valuel","value2"]
}
1,
1,
"Order":1
1,
{
"Type":"forward",
"TargetGroupArn":"target-group-arn",
"Order":2
}

] 1

KFAIEH LI € the section called “BlA L] & B E XA AIL.

HTTP &l & Application Load Balancer

HTTP & L HTTP SE sl =& At&5t04 HTTP HIAIX[of CHE HEE M&ELICH HTTP &l
H7t RS2 2 FIHELICH sl Eo =2 FEE 0|F-2t Ho{o|H CREKHEIX| 2IF) L LF(&E
HF2)2 TEELICH HTTP 5o WEo| ZZ FEHe RFC 2616, HIAIX| sllcioll 4olzlof Y&Lich &
SO =2 FIIE|1 ofZE|FH0|MoM EE| AFE &= HIEE HTTP ST MEE|1 Q&LICH YT Hi

& HTTP &llH= X-Forwarded MSFALE 7HX|2 QU&LICE Application Load Balancer= CH& X-
Forwarded 3IC{E X|&&LICEH

_r]I
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HTTP @420 CHEr RhMlEh LY

X-Forwarded &1

» X-Forwarded-For

» X-Forwarded-Proto

e X-Forwarded-Port

X-Forwarded-For

X-Forwarded-For % SllHE= HTTP BE= HTTPS 2ZEE WHME AI2E [} Z2}0|HE

£ 2 Elastic Load Balancing AH& MEAMO| 2t &l

olIp F

AE AEete Ol E&2 ELICH 22 YWHAM7L 2E2I0[UEQ A Zte| EBfEIE 72/ 7| M2
off M HA|A 2T0i| 2= WEHMO| IP FAL ZEELICEH ZEI0|UES] IP FAE FHQISE{H

routing.http.xff_header_processing.mode &= A

ﬂll

A MO

_L

Eot&lAI2. O] £HE A8 5104,

Application Load Balancer7t CH& 0| 2 & ELHZ| 0| HTTP 22| X-Forwarded-For S|IHE =

5 A OlA

o, -

LICE o] &doll A8 75

&+ Zt2 append, preserve ! removelLIC}H

0| &9 7|E7IS appendLICt.

/A Important

M| BEE

» Append
* Preserve
o N

>
o
o
@
>
Q

> r

1

Xt
o
ZHQ 2C #iHMs

W &2 M i
|o rlo

OO X-Forwarded-For slHE A&3tH AF&35HoF &LICH &=
B3 Ele AA”EIO| FIlste A0l AMEIE = e HWo =z 7t

© 2, Application Load Balancer= X-Forwarded-For % sl{ofl 22I0|1EQ| IP T4
§t1 0| I{E MHZ MY EHLIC X-Forwarded-For 28 SlH7I HE2 2o Z&E|X|
ZClo|ME IP
M Ec WHMIt SEIOIME IP FAE JIE
Forwarded-For_?._"éﬂ &l Hof

TAE QY USE MEs0] otLHE WG LICH I8 %|

S0l F7tet o SIEHE MEHE TERLICH X-

EHEZ FEE 3 IP FAVF ZTEE £ &LCH

X-Forwarded-For
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#request-routing
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X-Forwarded-For 273 sl{e| EAl2 Ctgat &Lt
X-Forwarded-For: client-ip-address

Ct

0jo

2 IPFEATF203.0.113.72 22I0|ME 9| X-Forwarded-For £& s L|C}.

X-Forwarded-For: 203.0.113.7

CI=22 IPv6 TA 7t X-Forwarded-For®l 22+0|1E 9|
2001:DB8: :21f:5bff:febf:ce22:8a2e 3 &iC{&L|C}.

X-Forwarded-For: 2001:DB8::21f:5bff:febf:ce22:8a2e
Z220|¢E XTE BE £4(routing.http.xff_client_port.enabled)0| 2= W A{0i| A &
Ml El 32, X-Forwarded-For 28 SCE{0= client-ip-addressoll £7LE|E client-port-

number2 (&) ZHYLICHEELE 7 &). 0|F slHe| FA2 Ci3a Z &Lt

IPv4 -- X-Forwarded-For: client-ip-address:client-port-number

IPv6 -- X-Forwarded-For: [client-ip-address]:client-port-number

IPv6o| B2 2E WHM7t client-ip-address2(8) 7|& dlH{ol|l £7t5tH FAE HHESE F|&
L|C}.
CHE2 IPv4 £47412.34.56.780|10 H5 71 808021 22}0|1E Q| X-Forwarded-For 238
Sl L Ct.
X-Forwarded-For: 12.34.56.78:8080
CI22 IPv6 471 2001 :db8:85a33:8d3:1319:8a2e:370:73480|1 T E H5 7} 80802 Z2}0]|
1E O| X-Forwarded-For % &s|HL|C}.

X-Forwarded-For: [2001:db8:85a3:8d3:1319:8a2e:370:7348]:8080

Preserve

£M9| preserve ZEE CHY O E MEE|7| M| HTTP 2% 2| X-Forwarded-For 3|7t o4 &
Ao2r +HEX| L5 gLct
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X 7

£M0| remove ZEE CHA O 2 MEE|7| M| HTTP 2% 9| X-Forwarded-For SIS A|7HEL]
Ct.

Z22l0|¢E TE EE £4(routing.http.xff_client_port.enabled)2 & M35t
routing.http.xff_header_processing.mode &40 preserve L= remove2(E) MEHE
742 Application Load Balancer= 220|1E TE HZE &4 2 R o|ghL|Ct MEHSIE [
CH4 o2 MEE|7| ol X-Forwarded-For Sl{7t HAE|X| 2f 7Lt M HE LIC

Ct2 E0i append, preserve, £ remove ZE & 5tLIE MEIE M CHA O| BH= X-Forwarded-
For &llCHo| of|A|7} LEet U&LICEH Of o A|of A oFX|=f E9o| IP F4A= 127.0.0.1LCH

RE MY 278 oA append preserve remove
QHEOIXFFAH GET / X-Forward ERSHR| LS ERSHR| LS
eio| M&ELICH  index.ht ed-For:

ml HTTP/1.1 127.0.0.1

Host:

example.com

Q™O| XFF 3lld  GET / X-Forward X-Forward EMSHR| £
2 Z2IO|ME IP  index.ht ed-For: ed-For:

FAHE EZESE0d  ml HTTP/1.1 127.0.0.4, 127.0.0.4

M&ELc Host: 127.0.0.1

example.com

X-Forward
ed-For:
127.0.0.4
QYOI XFF 3l GET / X-Forward X-Forward ERSHR| E S
2l 0q24 E2t0[d  index.ht ed-For: ed-For:
EIPFAE X ml HTTP/1.1 127.0.0.4, 127.0.0.4,
g5tod MEELl  Host: 127.0.0.8, 127.0.0.8
Ct. example.com 127.0.0.1
X-Forward
ed-For:
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2E Y 2™ oA append preserve remove
127.0.0.4,
127.0.0.8
Console

X-Forwarded-For 3| 2 2|5t2{™

1. https://console.aws.amazon.com/ec2/0|A Amazon EC2 2& & LCt

2. EtM XHo|M 2= WHME MENSHLICEH

3. E WHME MENFLICH

4. & SHoiAM HEIS MEdErL|Ct

5. Eof=E 74 MMl miZ! x{2|0l M X-Forwarded-For lICH0ofl CH3H FIHZI2ZL), EE & A
HE MEHErLICH

AWS CLI
X-Forwarded-For 3| & 2|5t2{™

routing.http.xff_header_processing.mode "HI'.} &7 modify-load-balancer-attributes
HAS AFRELICH 758 2E2 append, preserve & remove QILIC} 7|22t append&ILICH.

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes "Key=routing.http.xff_header_processing.mode,Value=preserve"

CloudFormation

X-Forwarded-For 3| & &2|5t2{™

preserve 2 remove .=.I—IEF. |E7 e append°|L|L’_|-

Resources:
myLoadBalancer:
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Type: AWS::ElasticlLoadBalancingV2::LoadBalancer
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- !Ref subnet-AZ1
- IRef subnet-Az2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "routing.http.xff_header_processing.mode"
Value: "preserve"

X-Forwarded-Proto

X-Forwarded-Proto 23 dl|lE{= Z2I0|HEI} EE WEHM HAZN A3t ZEEZHTTP E&
HTTPS)E HHSHE o E8S SU Mol s 2200 Msiol 22 eiln 2ol 482 228
S0t Z 3|0 U2, SEI0|UEQ 2E WHM Zho| AASE Z2EZ o ChEt HE = Z 3 E[0] /UK
Of&LICH ECtOo|HES ZE WHM 7Ho| AR E T2 EZ 8 & QI5t24H X-Forwarded-Proto 2%
SIHE AL835t4&A|2. Elastic Load Balancing® X-Forwarded-Proto & 5l|lHoil E2t0|HES 2
C WHM ZHo| AIREl Z2EZE 2 ME st MHE SIS Megict

o Z 2|7io|Mo|Lt & AFO|E &= X-Forwarded-Proto 28 sl MEE T2 EZE AF23504 aliE
URLE 8E0| 2lC|AM E|= 5 LIt

X-Forwarded-Proto %3 slo| ¥€Al2 Ct3ut Z& Lt
X-Forwarded-Proto: originatingProtocol

Ct2 Aol HTTPS RS2 M ZEI0|HE M A|ZEHEl @& of Ci$t X-Forwarded-Proto &
Sc7t Zgtlo U&Lch

X-Forwarded-Proto: https

X-Forwarded-Port

X-Forwarded-Port 27 &= SCI0|HUET =& WA AZ0i| ASE Ciy ZEE Al'EHst= O

=22 &LCH
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Application Load Balancer0| CHEF HTTP 3lH =78

Application Load Balancer= 273 &2t & &l 250 s HTTP dllH =H&
270l I EE YO(0|EER E 9l0| 3] -2 S5 ol Z 27 ol Epf=in 2o
Moig &= U&Lct

S

ol

s =88 gdststtd® slc] +8 &8st MM

fjo

M.

mTLS/TLS 3{|H 0|2 HI 37|

3l O|& HH 7| 7SS A& 5™ Application Load Balancer7t 2§435t04 @ &oi| F7+5t= mTLS &
TLS el O|§ 2 788 = U&Lct

HTTP SIE{E +=43tE= 0| 7|52 S8l Application Load Balancer= 574 &40l o U S8H FIHE
A&3t= ofEE|7olME A RIHE = A&Lch.

[ ME

X-Amzn-Mtls-Clientcert-Serial-Number TLS $HEM0|3 St E2t0|HET MAlSHE
EH QIZAE CHA 0| AT &Qlg = A&
L|Ct.

X-Amzn-Mtls-Clientcert-Issuer RISME YWZ e o1& 7|at2 AlE5t0od CHA O
Solo|HE QISME HABStn Ssi=H &
0| Euct.

X-Amzn-Mtls-Clientcert-Subject E'*EPO|° RIE Mol &= CHefol CHEF & Al -

E XM335t0d mTLS 218 BHHofAM Al 915,

LS
""4°F Foq, 240 =50| FLch

X-Amzn-Mtls-Clientcert-Validity CHA O M AFE &2l 220 E QB M7t M9

£ 9% 717 Lholl R EHelE 4+ QTS 3

04 QIS M7I B2 E|7HLE Z7|0f| AFRE|XR| §fE
£ ghLct.
X-Amzn-Mtls-Clientcert-Leaf mTLS SHEM|O|Z0{| AHEEl ECI0|E QIS M

£ M3 stod M7t 2Eto|MEE Q1B 5T Q!
SMACIE AFE = JUTSE gLt o|FA

HTTP &l =& 209



Elastic Load Balancing Application Load Balancers

sl =k

m

t. CH&f ol
Mol dlz|d

Fa
1, AEM AelE HEst, Eetold
P

X-Amzn-Mtls-Clientcert x| 2cto|E QIS ME =& e

O
r
Ol

X-Amzn-TLS-Version 140 AFREITLS T2 EZ 9| S LIERAH

LIt O|& S35l S4lel Eot &2 &elsty,
A4 BME sidstn, 7S £-E EXE
A& L

X-Amzn-TLS-Cipher-Suite TLSHM @122 E5 5t O ALEEl= 23538t
AT EES| TS LIEHHLICt 0|8 S5 M
= 4o Hot =F S HItsto] =8Hd =X &l
A2 X|¥etn Eot MM =48 BUE = UG
LICt.

2o & £t

3l &2 Ar835tH™ Application Load Balancer7t SEO| 2ot #21 SIHE FII6tEF 7 8E = U
&L|Ct o|2{8t &2 AL 5t HSTS, CORS, CSPE x &8t 3

[l
1]
I
I°
ok
1
30
o>
C
o

7|l2Mo 2 0|g48t sll{= Hlof /& LICE 0] B2 Application Load Balancere e S& sIHE &=
St x| f&LCt.

2 et off e sICiE 2 & SHoll F
2L WHME sl 42 FEE &
% C

8 S HTTP S& Ici8 S&

8 SIHE &43t5tH Application Load Balancer= T+ & 2f &
7bErLct CHAb ol A BHetEl SE | HTTP 8 slH7t Z & & E<
UCIO|EFLICH JFX| o 2= WME FHE S A

51 sl

Strict-Transport-Security XI™E (7 St HetRX{7F HTTPS 428 A
83L& XSt Bk 34, ZEEZ OR

n
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3l

Access-Control-Allow-Origin

Access-Control-Allow-Methods

Access-Control-Allow-Headers

Access-Control-Allow-Credentials

Access-Control-Expose-Headers

Access-Control-Max-Age

Content-Security-Policy

Ad404
=o

J20|E, A8 27 E YKot ZEt0[HE
ot iy Zhe| 2 E S4lo| &S
LICE.

CHE 22| Tl M CHa o BlAA0] HHAE 4=
AUEX| 042 E AMo{FfLICt O|FHAH 5t FE A
MAE EXIGHHAM otEs nxt Q2|7 45 &
80| 7ts .

CHAo| CHst
HTTP IHIA-I_% =
LE|TIM =&E £ e S Moi" = U

&Lch.

LA I | Z3Y 4 s A8
sici & HIEHE SICE XIHE
sIciE S8 chret 2alxlol 2

I.
HeHE B & J=X| Mo{g + A&LICH

CH& Ol Wkt 2|7 2ol 2EH0[HET} A
MAE = e FIt SE FIHE XIHE = A
T8 3SFLc

HetRX 7 A -0 At E FHAI" = U=
717t 2 Hol5to] B Xl A AL Ee M
2 £lLct ol S5 5™ uxl 22T 2F
o ZR 8 OPTIONS 28 £ £0{ M52 %

AT EE AEY O|OIX| & & AOIET E2E
E - I_/.:&S Xjo{stod Xsset &

s B
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1ol 742 xlshs 2ot Tl Lot

n

F
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3l Aoy
X-Content-Type-Options no-sniff X|AIE 2 AFE35tH EEtR K7t 2l4aA
O| MIME fd82 F5&5te W2 Yxlstod & &
otg ZsELIct EHet*ME MAHE 2H=
&of| w2l 2El=0F sfA4 gL CH
X-Frame-Options 2 Ho|X|E = ol ZEE &= UK 04F
£ X015} 04 E’-E—! NMZ 342 Yxlst= ol =3
O| &|= &l £¢F H7{LIE LIt DENY &
SAMEORIGINJ—F 22 BHEIdH EE
*|E|°* T ol 8 AMO|Eo| FHIERIX| IS

™ Application Load Balancer?t S0 A server:awselb/2.0 SIHE H|E
LICt O|§ Sdl MH §8 HE =& £0|T o ZZ(AH o|Mof| =7l &

o
4> 0lo
30

i 2

%4 O|§2 routing.http.response.server.enabledLICt &8 7t58t &2 true £
false®L|Ct 7|22 trueRLICH

st A

- ol ¢t 2 ChE BAE &g = &Lt

o5\ PO ]es<>=-+* 48 [~ %
° _/—'\T)\o-| Z/I:%']KB%ZE |-%EI-¢ HA::IL—ll:l'

« Elastic Load Balancing2 &l Zt2| £ 42 & Ql5t7| ?l5H 7|2 &3 4&52 st a4
2 5§74 sl|Hol| M s gtol X|#El=X[ 0 F

=
o
- O{fH £M40o|E Bl Zt2 M™H35HH Application Load Balancer= 7|2 S22 T|SotZfLICt
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Application Load Balancer0l CiEt HTTP Sl =4 &35t

s =8 7|52 7IBEMo = HIE 88t E[0] (ISH Z E|AL{HEE &dstalioF FLICH AHAMEF LIS 2

HTTP sl =& H#HE HXRStAAIL.

Console
H =HE2 g 35ted™

1. https://console.aws.amazon.com/ec2/0| Al Amazon EC2 £ & L|Ct.

2. HAMFHMEE WHME MEHELICEH

3. Application Load BalancerE ME{&FL|C}.

4. glad YA oM Z2EZT ZEE MES 2lAL{o| 4 M HO|X|E JLICt
5. Attributes(54) B0 M Edit(H &) S HEHELICY.

AL &M 202 TAM=EL|CH SAM5E 7|52 MENSHL|C}H

6. [HTTPS 2l&aL] £X 758 mTLS/TLS &l 015

a. $™ 7}53% mTLS/TLS 5l 0|28 &H&tstLct.
b. 8T HESHE &Mslstn Y sl O|&§ 2 MSELICH RFAMIEH L& the section
called “mTLS/TLS &l O|E HI 1 7|” EHE B ZSHAAIL

7. 2ErsiH F7t

T e Zr2 MBELict REMIEH LI 2 the section called

L

modify-listener-attributes B E A LICH &4 S &2 the section called “5lH =8 £4" MM

2 HxotMR2.

sl =4 g3t 213
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aws elbv2 modify-listener-attributes \
--listener-arn listener-arn \
--attributes "Key=attribute-name,Value=attribute-value"

CloudFormation

& =Hg gdststed™
&M X ESHT S AWS::ElasticLoadBalancingV2::Listener 2l AAE UO|O|EELICEH £48 S5
2 the section called “3IH =& £4” MME & ZFHAM L.
Resources:
myHTTPlistener:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:

LoadBalancerArn: !Ref mylLoadBalancer
Protocol: HTTP
Port: 80
DefaultActions:
- Type: "forward"
TargetGroupArn: !Ref myTargetGroup
ListenerAttributes:
- Key: "attribute-name"
Value: "attribute-value"

B 3 &4

iy

CH= 2 Application Load Balancer0| A X|¢d5tE Sl &8 £ 4 lL|CH.

routing.http.request.x_amzn_mtls_clientcert_serial_number.header_name
X-Amzn-Mtls-Clientcert-Serial-Number?| 5l{ 0|& & £ &fLICH.

routing.http.request.x_amzn_mtls_clientcert_issuer.header_name
X-Amzn-Mtls-Clientcert-Issuer| ll{ 0|& 2 X &LCt

routing.http.request.x_amzn_mtls_clientcert_subject.header_name

Io

X-Amzn-Mtls-Clientcert-Subject2| 3[4 0|2 M &rLIC}.

routing.http.request.x_amzn_mtls_clientcert_validity.header_name

X-Amzn-Mtls-Clientcert-Validity2| 3l 0| & & tL|Ct.
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routing.http.request.x_amzn_mtls_clientcert_leaf.header_name

X-Amzn-Mtls-Clientcert-Leaf2| 3l 0| & £ gtL|CH.
routing.http.request.x_amzn_mtls_clientcert.header_name

X-Amzn-Mtls-Clientcert2| 3l O|§ 2 =& LICt.
routing.http.request.x_amzn_tls_version.header_name

X-Amzn-Tls-Version2| 3| O|& S £ &L|C}.
routing.http.request.x_amzn_tls_cipher_suite.header_name

X-Amzn-Tls-Cipher-Suite2| 3l O|§ 2 =™ & L|C}.
routing.http.response.server.enabled

HTTP 8 AMH &lHE 5188 K| L= MHEX| 0{F & LIEFLICE.
routing.http.response.strict_transport_security.header_value

HEtR Kol AFO|E = HTTPSE SaASH AMAS Ok 54 BF HTTPE AHS 5104 ALO|E0f AA|

AStE{E ZE AlLE XSS E HTTPSE Tetk|ofof gf 2 2 2|7| {8l Strict-Transport-Security

SIICHE FoterLct,
routing.http.response.access_control_allow_origin.header_value

MEH0l| HAMAE &= Q= QE|ITIE XIHEH7| 2I3] Access-Control-Allow-Origin SILIE F7FgrLICEH
routing.http.response.access_control_allow_methods.header_value

CHE 22Tl Mo HMAE I 318 El= HTTP HIMEE XI™H5t7| €8 Access-Control-

Allow-Methods SICH& F7}+&HLICt
routing.http.response.access_control_allow_headers.header_value

it LE|IT RFE &0 HEEl= sllEHE XIH5t7| 28l Access-Control-Allow-Headers S|[LHE &7t

grLct.
routing.http.response.access_control_allow_credentials.header_value

Het2X7F i 2|7 ™o 7L el HEel &
EFLHZ| 28l Access-Control-Allow-Credentials | &

A7 5YE ZEs o X R E Lt

4 Tl
o
L
n

routing.http.response.access_control_expose_headers.header_value

HElRKM7t 2 SE0[HEA &8 = U= lHE X[H5H7| 2/5H Access-Control-Expose-
Headers SIC{& F7t&fLICt
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routing.http.response.access_control_max_age.header_value

ZHE A = JUe 7|2tE = B2 X|'H8t7| 28l Access-Control-Max-Age &

routing.http.response.content_security_policy.header_value
Ed o 2ot 2 2IElE zlAstetT| /I8 EEt K7L M8t MEHE X5 7| <I6H
Content-Security-Policy SIlC1E F7FgrL|Ct
routing.http.response.x_content_type_options.header_value
Content-Type slCH0oll HA[E MIME w%% JCHZE 210 HE A= o T/=X| 042 E LIEILY |
2|5l X-Content-Type-Options SIH{E F7}gtL|C}.
routing.http.response.x_frame_options.header_value

HEtX{7} frame, iframe, embed &= objectt| A H O|X| HIEHE S {8 5t=X| 4R E LIELY Y|
2|5 X-Frame-Options SICHE F7}&LICH

Application Load BalancerE 2|8t 2lAL{ AHA]|

ElALHE AfK[et7| Mol ol Z2|7i|o|Mo] Olx|= &S nistM.

Hu

fh
0x
21

N

1L
(@)

E WME BlAL ZEoIM M 91E 38 FA SEELICH
S (®)

| SZELICE 2la47F AXE m T Sl

Console
2|AL{E APX|5HE{H

1. https://console.aws.amazon.com/ec2/0l Al Amazon EC2 £ LCt.
2. EMEFM EE WHME MEHFILICE

3. EC WHME MEdFLICH

4. BlAl U 7= oM 2lAaL]o] EQlgte MENSI T ZFd
5 g

20l HAIX|7} LIS confirmg it Ch AXi

AWS CL

E|ALE A A stedH
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delete-listener WHS AISSHMIR2.

aws elbv2 delete-listener \
--listener-arn listener-arn
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Application Load Balancer CH& 1&

i 1B XS ZRE ST ZE WS E A850{ EC2 QAEIA 22 JHE SSE TNz 2F
2 BEBLICH o CHY 20 CHAS S 4 UaLICH THY 18 7IZ02 M6 2olg 74
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Hel A stutel cid 2§ S MAstT ofZ27 ol Mof Cist nto|3 2 MH|AS| el B CHE
CHY OS2 d-gct stLtel 2= WA Moot ZH cHY OES AFSE = JaLch RAE 82
Application Load Balancer 74 24 HHE FHESIHAIL.
CHY 38 7|Ec2 2= WA Mo CHEt A el &el S ™HolgfLIct chy O BtEHLU LS
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« Application Load Balancer CH4f

A JFol chigt el
« Application Load Balancer CH& & ArA|

CHet AZOIHTTPS Z2EZEE F/EEIUR7HLE HTTPS & Bl QIS AF85tE B HTTPS 2lAL47}
TLS 1.3 EoF MAHS AL ELBSecurityPolicy-TLS13-1-0-2021-06 £ 0o Z=0| CHAM A
offl AL ElLICH a22{X| &t 2™ ELBSecurityPolicy-2016-08 2o 0| AFSEILICH ZE 3
Me oo dx|E Q1B ME ArE5to{ CHA MO TLS 9442 MAMFLICH 2= WHA = o248t 215
ME @E5tX| t&Lct et M XA MBE IEM E= BtEE QIS ME AF8E = J&LICH BEE
e 1
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lambda
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/attach-load-balancer-asg.html
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Ct. Ol ZE= ol 0|MEQI ZEE Y 7Ho| EEiEE & 2lst= Ol AFS ELICH CHA
SO 05 dd oot 2 M4sHE £+ &L XIHE i KMo ZE= =HE += ¢ %L—IEP 7(H\1|°F
LI 2 the section called “CHA Z|Ast T2 724" TS TS AIL.
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= .

CHa 38 R80| instance E= ip2 B OIS Oi4 38 £40| X[ ELCt.
deregistration_delay.timeout_seconds
Elastic Load Balancing0ll M CH&f 2 S5 F|A57| Mol CH7|5t= AlZh. <= 0~3600% &L|Ct.
7|2 2t2 300z Lt
load_balancing.algorithm. type
2R E YTEIES A2 BHRYY I 2E WA HA S Mess WHS FWHL
7

=
round_robin, least_outstanding_requests &= weighted_random®L|C}.
round_robin@lL|C}.

load_balancing.algorithm.anomaly_mitigation
load_balancing.algorithm.typeO]| weighted random@! ZAL0igt AEE = A&LICE O
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load_balancing.cross_zone.enabled
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stickiness.app_cookie.cookie_name
ofZ2[7o]4 F7|2| O|F LICH oHZE|# 0| F7| 0| F0il= AWSALB, AWSALBAPP EE&=
AWSALBTG HFALE AL E = gl&LICE Ol 2= YW AMO|M ASStES of| 2Fx|of U&LILCH.
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register-targets WS AFE 504 CHA S CHA &0l SHELICH o A|= the section called “CH&
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CloudFormation
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Resources:
myTargetGroup:

Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'

Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC

Tags:
- Key: 'department'
Value: '123'
Targets:
- Id: 10.0.50.10
Port: 80
- Id: 10.0.50.20
Port: 80
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Application Load Balancer CH4 | AFEH & QI

CHah 250l SSE CHao| dEHE & QlE = /JU&Lct &Ef =l Aujjol gt =222
Troubleshooting: A registered target is not in service® & X35IMIL
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H3tod M5 HE mo|X|E Lct.
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M SE ol & o 9k 2t Aefol ChA 7+ EAIEILICH
CHAH R0l AtEl Q32 2t CHALO| AEHE LIERHLICE

&Ef7t Healthy 0[2|9| Zfel ZRol= el MF HE Lo RtM[et HE7F Z&ELICH

2

HIZ & CHefoll CHEr oMY 2 BlE #ardH

CloudWatch ZE2 & &3l Lambda &§<+£&
EBHAHYE XE2 220 HAIZE ZEE

AWS CLI

[T

CH& o & Ef

i
1

Qlste{™

2
=3

!

Y]

==
=

ol

describe-target-health W2 AL EFLICEH O] Al E & AFo| of il CHAMBE 25
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aws elbv2 describe-target-health \

--target-group-arn target-group-arn \

--query "TargetHealthDescriptions[?TargetHealth.State!="'healthy'].
[Target.Id,TargetHealth.State, TargetHealth.Reason]" \

--output table
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| DescribeTargetHealth |

R e Fem - B e +
| 172.31.0.57 | wunused | Target.NotInUse |
| 172.31.0.50 | wunused | Target.NotInUse |

Ctg S52 2 4 o Efoll CHS 7ts8 A ZEE E04ELICH
CH& A EHE healthy ILICH.

A ZE= MSEX| ef&LICH
CH& AEH= initial & LICH.
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« Target.Timeout — &Ef Q| QHO| A7t ZIHE[R& LICE
« Target.FailedHealthChecks - ZE M7} CHAOf @122 MHSIE & 2LFE $AIFHAH
Lt CHe 8E 2l FA{0| ¥R EIURELICE.
« Elb.InternalError - LHE 27 Z QIaH &fEH 2 Qlof AlmiFR&LICH.
CHA 4Bl = unused &I LICH.
-+ Target.NotRegistered - CH&O| CHY D0 SSEIX| A A& LICH

« Target.NotInUse - CH& O &0| o{H 2= WAHAMUME AFSE|X] 7L CHA 0| 2EE WM
ol M st ElX| 2f2 7+8 Ydof U&LICt,

« Target.InvalidState - CH&tO| S& EE= SX| AEfo] QU&LICH
« Target.IpUnusable - CHY IP FA s 2EE HWHMOIM AFE St S 0d| k|0 U&LICH
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CH& & Ef= unavailable &Lt
 Target.HealthCheckDisabled - CH& I E0i CHEt 4 EH 2 Q10| HIE H3tE|AR&LICE.

CHe a50f el el dEE HMER| UH0|EE & JU&LICH B &l 4™ 552 the section
S| =

— o =
called "¢ Eff 2O " MME HZstM L.

Console

1. https://console.aws.amazon.com/ec2/0|A{ Amazon EC2 £ & LC}.
2. B F9|Load Balancing Ot2HOlAM CH& D& S MEHELICH,
3. Ole 189l Ol MESto ME HE HO|X[E ¥t
4. HEf =0l ol MES MEiFLIct
5 AEf 2ol MY HE Ho|X[oM 2o el MEE s=™ELct
6. WHEAE MES MEHELICH
AWS CLI
AEf 2l MM E ool E St

modify-target-group B E AL & LICH CHE of| Aol M= HealthyThresholdCount &
HealthCheckTimeoutSeconds A8 & 4O O|E&LICEH

aws elbv2 modify-target-group \
--target-group-arn target-group-arn \
--healthy-threshold-count 3 \
--health-check-timeout-seconds 20

CloudFormation

AEf 201 MBS 0| 524D

ACo|EE ME| &ol MHg Z3E T & AWS::ElasticLoadBalancingV2:: TargetGroup ZIAAE
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Resources:
myTargetGroup:
Type: 'AWS::ElasticLoadBalancingV2::TargetGroup'
Properties:

Name: my-target-group

Protocol: HTTP

Port: 80

TargetType: instance

VpcId: !Ref myVPC

HealthyThresholdCount: 3

HealthCheckTimeoutSeconds: 20
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aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=deregistration_delay.timeout_seconds,Value=60"
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"AWS::ElasticLoadBalancingV2::TargetGroup'

Properties:

Type:

my-target-group

Name:

Protocol: HTTP

80
TargetType:

Port:
VpcId:

ip
IRef myVPC

TargetGroupAttributes:

"deregistration_delay.timeout_seconds"

- Key:
Value:
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Console

1. https://console.aws.amazon.com/ec2/0| A<l Amazon EC2 £ & L|C}.

2. ErM & 0ol oad Balancing OF2HOl M CHA &S MEHEFLICEH
3. CHY OEol0|F2 MESto ME HE HO|X|E YLct.
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FER|S MEdghL|Ct
6. PG AIE MES MEiFLCH
AWS CLI

et Ld1EE&E Yolo|EstE{H™

load_balancing.algorithm.type &1 &7 modify-target-group-attributes BE2 AIE &
L|Ct.

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes
"Key=load_balancing.algorithm.type,Value=least_outstanding_requests"
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CloudFormation
2I9E 2 12|E2 YOlo|EStE{H

load_balancing.algorithm.type £ Z &S
AWS::ElasticLoadBalancingV2::TargetGroup 2IAAE AUO|O|EELICEH

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "load_balancing.algorithm.type"
Value: "least_outstanding_requests"

JIEMo R ChAS hY 1802 SSEIR bR HA 2 ZRE Wl IS 27| Mej Holg

MESLICH B AIS 2EE ASSHH 2E WML I4 22 TA Q8 BRE EUH7] Hol CHaof

R Alzhol MBELIC

CHA DBl CHaH =Bl AIRHS 2AI5HEH 5 ChA 1B 0| HA SR ZHE6HH siT CHA 0| =2 ARt 2

=2 So{ZLICh =2 AR Bl ChA 2 TAE 8l AR 7|ZHo| ZThat ALt CHAM Ol HIBA AEH7}

S L AR BEE SRFLIC S AR BColME 2E WA CIMoE B 4 ol 2

ol £8 MBOZ BIAZILICH B4 CHAO| LB AR 2EE SR $ol 2E Wik iy ez

oA 28 ZRE 2 4 s

n2q Abg

. ChY IES 9Ish S AIRHS HAIstEE, CHY 1822 ol SEE HY hye =2 AE BE
g Alatstxl etaict

. HIOIQlE CHA IB S SIsH =2 AISHS HAI5HE OHS THY S8 52 AS St CIN S 528,
Ol2{8t CHAHS S Bl AlSt ZEE ASH6t| LI =2l AISH D EH7 Obl B4 CHAO| &
A8 SHLE Ol4 QUE Z20IT MZ SEE CHY 0| =2l ARt IEE AlSFerLIC

Ir
u
>
2
HI
In

246


https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html

Elastic Load Balancing

Application Load Balancers

. LRI AR BEOIM THY S S8 FASHE Z2 Ch40| =Bl AIS 2EE SRELICH SUS CHA S
CHA S8 29 CH4 180| M40 2550 =2l A% 2E2 MEELUr
=2l AIS BEO| ChAFO| HIZA AEk7h EIT CHAMO| =21 AISt BEE SRELICH CHA Ol B &
Ef7} I ChAl =Bl ARt B =2 SEHELC
24 D612 Q8 EE 715 7lU PAS BHeE ATEES ASE M S8 AR DEE B3

o

o o~ g Lch

Console
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AWS CLI
L2 AlE 7|7 212 YO0l EStE

slow_start.duration_seconds &8 &7 modify-target-group-attributes

Ct.

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=slow_start.duration_seconds,Value=30"

CloudFormation
=2l Alx 717 3te Yool 5t ad

slow_start.duration_seconds $M8g Z &S TS
AWS::ElasticLoadBalancingV2::TargetGroup ZIAAE M| O|EEHLIC}.

Resources:
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myTargetGroup:
Type: 'AWS::ElasticloadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "slow_start.duration_seconds"
Value: "30"
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«  Minimum healthy target percentage(X|4 H4 CHaf HEE)S MEAE CHS 152 E{ 10077+ K|
O| =XHE U=IgLC.

9. B A XMY¥S Mg
AWS CLI

CHe O35 el d-8E +HstedH

modify-target-group-attributes WEE AL ELICH CHS of|loi M= F HIEHY S Ef SE Z50f CHE
Y A S 50% 2 HEELIC

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes \

"Key=target_group_health.dns_failover.minimum_healthy_targets.percentage,Value=50"

\

"Key=target_group_health.unhealthy_state_routing.minimum_healthy_targets.percentage,Value=-

CloudFormation
CHe 28 MEf MHE +dstd

AWS::ElasticLoadBalancingV2::TargetGroup ElAAE YUHO|EELICH CHS oM E F HIEA
MEl SE D50l et M4 AAZLS 50% 2 A-EELICH

0

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "target_group_health.dns_failover.minimum_healthy_targets.percentage"
Value: "50"
- Key:
"target_group_health.unhealthy_state_routing.minimum_healthy_targets.percentage"
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Value: "50"
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Application Load Balancer CH&f 2 &01| CHSH AAXMEX| At ¥ 2= WHYE T = U&LICH

Console
it ¥ 2= WA Z HA|Ske{H
1. https://console.aws.amazon.com/ec2/0| Al Amazon EC2 £ & LC}.
2. EfM 09| |Load Balancing Ot2Hoi| M CHef 2 &2 MEAELICEH
3. Cia 220 olES Mestod M B To|x|8 ALk
4. Attributes(5) B0 M Edit(H &) S MHE=HELICY.
5. CH& ME4 7 FolAM A ¥ 2 WHAE 7|2 d-gch
6. WG AE MES MEfELICH
AWS CLI

Wit I == WHY S ofAl|stedH

modify-target-group-attributes W& E At 5t load_balancing.cross_zone.enabled &
2 false(2)2 MAgLC.

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=load_balancing.cross_zone.enabled,Value=false"

CloudFormation
Wi dd 2= WHAZ SHA|5te{H

load_balancing.cross_zone.enabled &%
AWS::ElasticLoadBalancingV2::TargetGroup 2|4

Resources:
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myTargetGroup:
Type: 'AWS::ElasticloadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "load_balancing.cross_zone.enabled"
Value: "false"
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Console

Wit ¥ 2= WHA S K52 H

1. https://console.aws.amazon.com/ec2/0|Al Amazon EC2 £ & LI}
2. ErM Z0| | oad Balancing OfEHOIAM CHa 2 &2 MEIELICEH
3. O OE2o| 0|2 MEiSo MR HE Ho|X|E &LCt.
4. Attributes(5) RO M Edit(H &) S MHE=HELICE.
5. CHah M= M FolM At F 2E WHAE 77|12 d-™ELCH
6. HZEAE MES MENELICE
AWS CLI

I’Lﬂ' [eL KoL EE HH 2 I

[= 2 | —
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dYstedH

modify-target-group-attributes &2 AF83t 11 load_balancing.cross_zone.enabled &4
2 true(Q)Z MAELICH.

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=load_balancing.cross_zone.enabled,Value=true"
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CloudFormation

Wit I =& WHYS Y5t

load_balancing.cross_zone.enabled &%

SHE ZYSIEH
AWS::ElasticLoadBalancingV2::TargetGroup EZl&AE E

=
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Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group

Protocol: HTTP

Port: 80
TargetType: ip
VpcId: !Ref myVPC

TargetGroupAttributes:
- Key: "load_balancing.cross_zone.enabled"

Value: "true"
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describe-target-health WS AL & LICH CHE ofAolMe= XIHE e 22| 2= CHAof CHEt
AEHE EAIELICEH

aws elbv2 describe-target-health \
--target-group-arn target-group-arn \
--include AnomalyDetection
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* stickiness.type
* stickiness.app_cookie.cookie_name

* stickiness.app_cookie.duration_seconds

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes \
"Key=stickiness.enabled,Value=true" \
"Key=stickiness.type,Value=app_cookie" \
"Key=stickiness.app_cookie.cookie_name,Value=my-cookie-name" \
"Key=stickiness.app_cookie.duration_seconds,Value=300"
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Resources:
myTargetGroup:
Type: 'AWS::ElasticloadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: ip
VpcId: !Ref myVPC
TargetGroupAttributes:
- Key: "stickiness.enabled"
Value: "true"
- Key: "stickiness.type"
Value: "app_cookie"
- Key: "stickiness.app_cookie.cookie_name"
Value: "my-cookie-name"
- Key: "stickiness.app_cookie.duration_seconds"
Value: "300"
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3. CHA OE9o| 0|ES MESto ME HE H0|X|E Lt

4. CHA R4S MEAEHLICH

5. CH& SSE MEgLICt

6. CHe Dol cHe 80| instance@l B AHS 7158 QIAEAE MEHSI DT LR F2 7|
2 XZEE MYolgtOts ot EF S SFo2 ZES MEfgLIC
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AWS CLI
CHa 2 S55ted™
register-targets WES AASELICH CFS HAMIME QIAEA IDE CH 2 SSFELICH ZET} X
FL|Ct,

MEX| Yoo 2 2E WHME Ci4 I8 ZEE AI8E

aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets Id=i-1234567890abcdef® 1d=i-0abcdef1234567890
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aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets Id=10.0.50.10 1d=10.0.50.20

CtZ | Alo| A= Lambda & & CHE S 2 SSFEfLCH

aws elbv2 register-targets \
--target-group-arn target-group-arn \
--targets Id=lambda-function-arn
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/register-targets.html
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AWS::ElasticLoadBalancingV2:: TargetGroup Z|AAE 4O|0|EELICE C}
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EA IDE F COH& 2 SSELCH

Resources:
myTargetGroup:

Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'

Properties:
Name: my-target-group
Protocol: HTTP
Port: 80
TargetType: instance
VpcId: !Ref myVPC

Targets:
- Id: !GetAtt Instancel.Instanceld
Port: 80
- Id: !GetAtt Instance2.Instanceld
Port: 80
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
https://console.aws.amazon.com/ec2/
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deregister-targets WHEE AFSELICH CtF oAM= QUABA IDE SEE FOHYS SEE F
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aws elbv2 deregister-targets \
--target-group-arn target-group-arn \
--targets Id=i-1234567890abcdef® 1d=i-0abcdef1234567890
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/deregister-targets.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#http-header-limits
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#http-header-limits
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HIZ2 = Application Load Balancer2| Lambda CHAM S 2t ZSHAIL.
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CtS & AP 2 Application Load Balancer@ 74 Lambda &+ & AI835tE Ao M8 FLCH
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AWS Management Console2 At&35t04 CHA O &2 M45t10 Lambda &8 S5

XHE CHalstod Ea HEHE Lambda & 4 E&ol| F7HELICH JEX| AoH e O
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aws lambda add-permission \
--function-name lambda-function-arn-with-alias-name \
--statement-id elbl \
--principal elasticloadbalancing.amazonaws.com \
--action lambda:InvokeFunction \
--source-arn target-group-arn \
--source-account target-group-account-id
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https://exampleloadbalancer.com/lambda_demo.html
https://docs.aws.amazon.com/cli/latest/reference/lambda/add-permission.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-aliases.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-timeout.html
https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-limits.html
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Console
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1. https://console.aws.amazon.com/ec2/0{| A Amazon EC2

2. EA Fo| 2= W 4(Load Balancing) ot2ioil A CH& & (Target Groups)S I=fgHL|CH

3. CH&t O & MdES MEfgLICt

4. & RPolM Lambda & & MEHFHL|CE.

5. CH& O& ol§ol tiy OE2l ol§2 =& ct

6. (MEH ALE) AEf 2Q1S Edststed™ AEf 2 Ql(Health checks) MAM0i| M & 5} (Enable) &
MEdShL|Ct

7. (MR AZ) EIOE HEYSHMR. 2 el 10 CHSH A Ef 2 FIHE MEHSI T BT Z|<t BT 7L 2
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8. Ct3= MEfgrLICt

9. Lambda g+E SE& &£H|7l £/™ Lambda & ME4Z MEASI T S F0{|M Lambda & +E
MEHSEZHLE Lambda &< ARN 123& MEHSt T Lambda &2 ARNS Y=IgrLCt.
Lambda &f+& S5& &H|7} EIX| gi2 B2 L}&0i Lambda &+ §5& M=t 0|F CH
&2 SSELICH RHAIEH LI 2 the section called ‘LY S5 BHHE FEstAAI

10. CHet O & S M=ighLct

AWS CLI

aws elbv2 create-target-group \
--name my-target-group \
--target-type lambda

aws elbv2 register-targets \

Lambda & ==0fl CHEF CHY & &Y

272


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-target-group.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/register-targets.html
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--target-group-arn target-group-arn \
--targets Id=lambda-function-arn

CloudFormation

AWS"ElasticLoadBaIancingVZ"TargetGroup ROl E[AAE HolFLICt X|F Lambda &+ E
E& FH|7I £|0 UX| oto™ Targets S 2 PR

Om

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
TargetType: lambda

Tags:
- Key: 'department'
Value: '123"
Targets:

- Id: !Ref myLambdaFunction

2L WEHMM O[HE 4l

ZE WHME HTTP L HTTPSE S8t 20| CHEr Lambda & X|HELICH 2ZE WHME
JSON 8A|o 2 O|HEE MEFLICH 2E WH M= X-Amzn-Trace-Id, X-Forwarded-For, X-
Forwarded-Port 2! X-Forwarded-Proto s|lCHE 2 E &0 F7}&L|C}.

content-encoding SH7t oM EE HWHME= EE 2 Baseb4 2 QIG5
isBase64EncodedE trueZ A& ELICE

content-encoding 37} 1S ™ Base64 Q12 T2 EZHI= Rof et CHELICH 2EHE K80
text/*, application/json, application/javascript &! application/xmI@! 2 ZE #HM= 222 a2
&St isBaseb4EncodedE falseE AMELICE J8{X| oM 2= WHH M= EF 2 Basebd

2 91325t isBase64EncodedE trueZ AXstL|C},
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"requestContext": {
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
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"elb": {
"targetGroupArn":
"arn:aws:elasticloadbalancing:region:123456789012:targetgroup/my-target-
group/6doect831leec9f09"

}
}I
"httpMethod": "GET",
"path": "/",

"queryStringParameters": {parameters},

"headers": {
"accept": "text/html,application/xhtml+xml",
"accept-language": "en-US,en;q=0.8",
"content-type": "text/plain",
"cookie": "cookies",
"host": "lambda-846800462-us-east-2.elb.amazonaws.com",
"user-agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)",
"x-amzn-trace-id": "Root=1-5bdb40ca-556d8b0c50dc66f0511bf520",
"x-forwarded-for": "72.21.198.66",
"x-forwarded-port": "443",
"x-forwarded-proto": "https"

},

"isBaseb4Encoded": false,

"body": "request_body"
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"isBaseb4Encoded": false,
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"statusCode": 200,
"statusDescription": "200 0K",
"headers": {
"Set-cookie": "cookies",
"Content-Type": "application/json"

iy
"body": "Hello from Lambda (optional)"

Application Load BalancerEF At &S 5t= Lambda &= B & 3!0d| CH3H M= github2| application-load-
balancer-serverless-app2 & Z3HML. O™ Lambda &2 &1 o E2|70|4M, ofZ2[AH| 0| M
Mg MEfS CHS ol AWS Serverless Application Repository & atLIES MEEFLICY.

» ALB-Lambda-Target-UploadFiletoS3
« ALB-Lambda-Target-BinaryResponse
* ALB-Lambda-Target-WhatisMyIP
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https://github.com/aws/elastic-load-balancing-tools/tree/master/application-load-balancer-serverless-app
https://github.com/aws/elastic-load-balancing-tools/tree/master/application-load-balancer-serverless-app
https://console.aws.amazon.com/lambda
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http://www.example.com?&myKey=vall&myKey=val2
712 HA2 ASE B 2C WiME BelolMEdM MSE OhXIT 32 AS ST
queryStringParameters& At&3dt0o{ HZ| EAtY ut2tOlE{7t Z&E O|HEE ™MEELICH CFHS

ol & XA,

"queryStringParameters": { "myKey": "val2"},

CtE 2 SIHE M8E B2 2 WHME ZEI0|UENAM MEE F 7ol 7| 28 2F P st
multiValueQueryStringParameters& At&5t0{ #H| EAtE ut2t0|E{7t Z&E O[HEE ™S

gLC O o E FXSHAAIRL.
"multiValueQueryStringParameters": { "myKey": ["vall", "val2"] 1},
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"cookie": "namel=valuel",
"cookie": '"name2=value2",
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"headers": {
"cookie": "name2=value2",
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IHEE HEELICH CHE & B ESHAAIR.

"multiValueHeaders": {
"cookie": ["namel=valuel", '"name2=value2"],
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"headers": {
"Set-cookie": "cookie-name=cookie-value;Domain=myweb.com;Secure;HttpOnly",

"Content-Type": "application/json"
b

OS2t st E gdste 49 ChSn 2ol oied F7|& x|l of &fLC.

"multiValueHeaders": {
"Set-cookie": ["cookie-name=cookie-
value;Domain=myweb.com;Secure;HttpOnly", "cookie-name=cookie-value;Expires=May 8,
2019"],
"Content-Type": ["application/json"]

},
}
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https://console.aws.amazon.com/ec2/
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Cts 24t sl E &

Elastic Load Balancing
5. Ot& 7t sl g&ds
6. WHE AIE MHES MEHELICH
AWS CLI
g d35tstoiH
lambda.multi_value_headers.enabled &8 &7 modify-target-group-attributes &2

A& gLt

aws elbv2 modify-target-group-attributes \
--target-group-arn target-group-arn \
--attributes "Key=lambda.multi_value_headers.enabled,Value=true"

CloudFormation
CtS gt sllHE & 443t ste{™
lambda.multi_value_headers.enabled $4E Z &SI
£ Add|o| gLt

AWS::ElasticLoadBalancingV2::TargetGroup 2|24

Resources:
myTargetGroup:

Type:
Properties:
Name: my-target-group
TargetType: lambda
'department’

'"AWS: :ElasticlLoadBalancingV2::TargetGroup'

Tags:
- Key:
Value: '123"
Targets:
- Id: !Ref myLambdaFunction
TargetGroupAttributes:
- Key: "lambda.multi_value_headers.enabled"
Value: "true"
AME 201 B A3
7|2™Mo 2 ME| #Ql2 lambda R332l Ci&f T &0l CHa HIE M 3HE LICt Amazon Route 532 AFS
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group-attributes.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
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ol SE57| Mo CIRAE R MH|A Q| AEHE & QI8 = QU&LICH Lambda &2 SEO| AFEH
20| AT E LIEIHLH = A AEf #Ql A7} Route 5301 MEFE|L|CH. 2HQd ofZ 2|7 0|44 ABHo 2 E
Of Z%|5t== Route 53& A& £+ A&LICH
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CHE 2 Lambda &0l TS El= ofEf =l O Al b O|HIET} &Ef &2l o|HEQIX]
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HealthChecker/2.0%lL|C}.

{
"requestContext": {
"elb": {
"targetGroupArn":

"arn:aws:elasticloadbalancing:region:123456789012:targetgroup/my-target-
group/6doecf831eec9f09"

}
}I
"httpMethod": "GET",
"path": "/",

"queryStringParameters": {3},
"headers": {
"user-agent": "ELB-HealthChecker/2.0"

},
Ilbodyll: IIII’
"isBaseb4Encoded": false
}
Console
lambda CH&F 2§01 CHEH & Ef =012 & M 35t5tE{™

1. https://console.aws.amazon.com/ec2/0{|A{ Amazon EC2 2& & JLIC}.

2. ErA &9l Load Balancing Ot2HO|AM CH&f 2§ = MEHELICH.
3. CHe OEQo| o2 MEHGI0 MIE HE HO|X|E FLCt.

4. HE] =!I ol M HES MEdELCH
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https://console.aws.amazon.com/ec2/
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AWS CLI

aws elbv2 modify-target-group \
--target-group-arn target-group-arn \
--health-check-enabled

CloudFormation

P

u

i

o

lambda CH& 250l CHEr 4B & elg 43t

AWS::ElasticLoadBalancingVV2::TargetGroup 2|AAE 0| E & LICE

Resources:
myTargetGroup:
Type: 'AWS::ElasticlLoadBalancingV2::TargetGroup'
Properties:
Name: my-target-group
TargetType: lambda
HealthCheckEnabled: true

Tags:
- Key: 'department'
Value: '123'
Targets:

- Id: !Ref myLambdaFunction

S&E = U&LICH Lambda & HH7 W M oY 2 &
e 282 AHSSHES 2lal 722 Yool

1. https://console.aws.amazon.com/ec2/0| Al Amazon EC2 £ & LC}.
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-targetgroup.html
https://console.aws.amazon.com/ec2/
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3. Cf 1§ JLIct
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2 23 5o/ oM Lict 2t 7| &S

oi| | ElAE 7} 0] o LFEFLL|CE.

Qe 23 = o MLIch

http 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 10.0.0.1:80 0.000 0.001 0.000 200 200 34 366

"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-

targets/73e2d6bc24d8a067

"Root=1-58337262-36d228ad5d99923122bbe354" "-" "-"
0 2018-07-02T22:22:48.364000Z "forward" "-" "-" "10.0.0.1:80" "200" "-" "-"

TID_1234abcd5678ef9@ "-" "-" "-"

HTTPS &= of A

CH2 2 HTTPS CIALY(ZE 4430{M ZE 80)E et 21 &= oM L|CH.

https 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 10.0.0.1:80 0.086 0.048 0.037 200 200 @ 57
"GET https://www.example.com:443/ HTTP/1.1" "curl/7.46.0" ECDHE-RSA-AES128-GCM-SHA256

TLSv1.2

arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-

targets/73e2d6bc24d8a067

"Root=1-58337281-1d84f3d73c47ec4e58577259" "www.example.com" "arn:aws:acm:us-
east-2:123456789012:certificate/12345678-1234-1234-1234-123456789012"
1 2018-07-02T22:22:48.364000Z "authenticate, forward" "-" "-" "10.0.0.1:80" "200" "-"

TID_1234abcd5678ef90 "m.example.com" "-" "TransformSuccess"

HTTP/2 &= oiA

TS HTTP2 AERS 9I3t 21 85 oA ULict

h2 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
10.0.1.252:48160 10.0.0.66:9000 0.000 0.002 0.000 200 200 5 257
"GET https://10.0.2.105:773/ HTTP/2.0" "curl/7.46.0" ECDHE-RSA-AES128-GCM-SHA256

TLSv1.2

21 &= ofA|
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arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-

targets/73e2d6bc24d8a067

"Root=1-58337327-72bd00b0343d75b906739c42" "-" "-"

1 2018-07-02T22:22:48.364000Z "redirect" "https://example.com:80/" "-" "10.0.0.66:9000"
"200" "-" o"-m

TID_1234abcd5678ef90 "-" "-" "-"

WebSockets &= o K|

CFH=2 2 WebSockets ¢idg {8t 21 &= oM lL|Ct.

ws 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c@c9188
10.0.0.140:40914 10.0.1.192:8010 0.001 0.003 0.000 101 101 218 587

"GET http://10.0.0.30:80/ HTTP/1.1" "-" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

1 2018-07-02T22:22:48.364000Z "forward" "-" "-" "10.0.1.192:8010" "1@1" "-" "-"
TID_1234abcd5678ef9@ "-" "-" "-"

Ot WebSockets &= of K|

CIS & B9t WebSockets 1242 I8t 21 &5 of| M| L|Ct.

wss 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
10.0.0.140:44244 10.0.0.171:8010 0.000 0.001 0.000 101 101 218 786

"GET https://10.0.0.30:443/ HTTP/1.1" "-" ECDHE-RSA-AES128-GCM-SHA256 TLSv1.2
arn:aws:elasticloadbalancing:us-west-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

1 2018-07-02T722:22:48.364000Z "forward" "-" "-" "10.0.0.171:8010" "1@1" "-" "-"
TID_1234abcd5678ef9@ "-" "-'" "-"

Lambda & =01 CHSt oi K| &=

CtE2 &3¢ Lambda &= o OiE oMl 22 = Lch

Ojo

http 2018-11-30T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 - 0.000 0.001 0.000 200 200 34 366

"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067
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"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"
0 2018-11-30T22:22:48.364000Z "forward" "-" "-" "ov vl n_wow_w
TID_1234abcd5678ef9@ "-" " "-"

ChS2 Alufgt Lambda & 4 230l CHE oA 23 E5 Lt

http 2018-11-30T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 - 0.000 0.001 0.000 502 - 34 366

"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

0 2018-11-30T22:22:48.364000Z "forward" "-" "LambdaInvalidResponse" "-'" "-" "._m &_n
TID_1234abcd5678ef90 "-" "-" "-"

CRESERITEYE

Elastic Load Balancing0| 21 & S3 HICE M&EE M &S 2ro2{™ Amazon S3 O|HIE 2 &S

AF&8tLIC}. Elastic Load Balancing2 PutObject, CreateMultipartUpload &' POST ObjectE A& 35}04

Amazon S30{ 218 M&EELICH ZE 20 ME SRS sAlstEdH Fdoi o|2{8 2 44 o|HE
E 25 Z&hafof oot

XtAMIE LI Amazon Simple Storage Service AF& AHAM O] Amazon S3 O|HIE A 2|2 BT 5HA|
o

- .

HMA 2O Ot X2

HMHA 20 mtd2 gFo| EUch ot Ch2EEsts FR0s 4SS sixsiol HEE & = Us
LICt.
# AOIENM 0| B2 B0ls 2E YWMIE == 7|7HHIO|EQ| CIO[EHZ 21 mtelE dd8 +

UELICE 21 XE|2 £ Ol CHZo| CIOIEIE MEIF + YUaLICH Matd B X2l &742

MEsts BEMETE MEdHor g = U&LICH o|E S0, OIS 22 BEM =7 E AEsH0{ AA

238 28 A HMElE + A&LUCH

I>

« Amazon Athena= EZ SQLE AFHE 3l Amazon S301 K& El C|O|E{E ZHHEIH 28 & Qe
shAl 2I2] MH|AL|C REMISH LI 2 Amazon Athena AF2 A A O] Application Load Balancer
2 FHE| UHE XM L.
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTObjectPOST.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/EventNotifications.html
https://docs.aws.amazon.com/athena/latest/ug/application-load-balancer-logs.html
https://docs.aws.amazon.com/athena/latest/ug/application-load-balancer-logs.html
https://documentation.solarwinds.com/en/success_center/loggly/content/admin/s3-ingestion-auto.htm
https://splunk.github.io/splunk-add-on-for-amazon-web-services/
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« Sumo Logic

Application Load Balancer @M|A 21 &435}

2= WMol CHE AUMA RIS BASHY s 2C WHMI 218 MHEE S
Mok ELct HZlo| HMA 23 E M E Elastic Load Balancing TEH2 04
Zlof QJo{oF gLt

bl
-
(o]
i

Spth
« 1EH7H|: S3 HHZ! /S

« 2EH7A|: S3 HZlof 22 A4
o 3CHA|: HMNA 2O 7Y

« ATHA! HZA Bt 20l

- =X &

1CHAH|: S3 H{Z! A Ad

UM~ ZIE EAEE Tls oAl HAA 20| CHEF S3 HZE XIRaHoF FLICH 7IE BiZIg A

SotL ML 20 B HAS MAH 4 USLICH HZIS O 27 AFES SSsHoF BLICH

27 Abg

. B2 2E WiAel Z2 BTl o0k BLICH ME CHE AHOIM HAT 25 WiME AR
o

« XHElE YR MH

& 4535 M2 Amazon S3 #2|& FI(SSE-S3)ILICH REAIEH LIS
Amazon S3 Z 2|8 &5

Amazon S3 242 AI835104 S3 ol ECE MAM5e{H

1. https://console.aws.amazon.com/s3/0lA Amazon S3 &2 LI
2. HZIBHET|IE MEiELICH

3. [Create a bucket] H|O|X|0| M CtZot 20| AELICt,

a. [Bucket Name]olM HZ! O|§ 2 =L Ct. MEHEE O|&2 Amazon S30f Q= ofH 7|&E H
Z Ol Z=E[X| etotof ELICH LR 2|To|M= HZA o|Fofl CHEt F7t MEHo| g =
A& LICH KEAIEH LHE 2 Amazon S3 AHE ABMe| HZA! Al 2 X|EHE & ZSHMIL.
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https://www.sumologic.com/application/elb/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/BucketRestrictions.html
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b. AWS 23| 32 2E WHME et 2|xig MEigL|ct

2EHA|: S3 B{Zlof| 22 44

EHZloi| HMA 22 E M E Elastic Load Balancing T8t2 £ 0435t
LICH BHZ! EA3 S HZIof CHEt HMA HEHS HHol5H7| {5 AAl
ZEreduct ZF 2ol T Hetol| cHEF HEoF 70| QA EO|

_ O

= BiZ! 0| S3 BiZlol Qlofof &
A HH Q10{=2 M El JSON 22
£

IE

HAZAE HAo| o|O| U= 7IE HHZIE A8 8= Elastic Load Balancing 2A|A 20] CHEt 22 A
of Z7bet 4 UaLich 2T st F2, ZTHE! HA|A HEt HES BWotstod siT TEo| AMA
Z270] chet HZ o HAM|ABH ok 5t AFE RO A A & HetRIX| & Qlst= Zd0| E&LCH
AR
ol dXM2 21 & MH|A0| HEHE FofgfLct
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "logdelivery.elasticloadbalancing.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*"
}
]
}
Resource0|= Of|Al| Z4ZHoi| EA|El SAIS AR50 BAM|A 2T Q|%|2] ARNS Ql248tL|CH &4 S3

HZ! ARNS| E|AA ZAR20s ZEE WHME BERE A™He| HHE IDE =& sloF &LIct o/ stH
X|AHE HEo| 22 B MO ST S3 HHZlof| HAMA Z2OE 7|EE 2 & LCH

X|dst= ARNZ SETAHIOIM AMA 2T & & EH5E M HFAE Z-E AEQIX| oFof el CHEL

HMA 2 g5t 337
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HFA7E = S3 HZA! ARN 0| A|

S3 HZ! 0|& & amzn-s3-demo-logging-bucketO| 1 5 AF= logging-prefix &ILICF.

arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

il

AWS GovCloud (US) - CF= iAol A= AWS GovCloud (US) Regions0il CHEF ARN 222 AFS &L

CH.
arn:aws-us-gov:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

HFAZEQ

rr

S3 HZ! ARN 0K

>

S3 HZ! 0|& & amzn-s3-demo-logging-bucketIL|Ct S3 HZ! ARNOI= HSF A 2&20| gigLct.
arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

AWS GovCloud (US) - C}S oMo = AWS GovCloud (US) Regions0l CHEH ARN 22 AFSEL
Ct.

arn:aws-us-gov:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

ANENEARSES

2022'A4 8¢ o|™ol| M3 EIE 2™ o] B, Bl Elastic Load Balancing IH0f| HetE £0o{3ts o
Mol HeaLct 0| BI7HAl HE2 0475 X|HEIX|BH floil ATHE 2|4 HHMo = CHAME RAE
ZELch EAIE[o] UX| e RIBF HIHA| HME HE AE5tE{s 49 A2 AASE = JU&Lich

212 H7HAl EH Principalo M X|%35H0F Sti= Elastic Load Balancing A ID= CH2 1t 2 &L
Ch o] S50 elc 212 BIHAl X E x| 6t K| et=Cte Mol f2lstMl2.

- 0= SR (HX|LIoF 55) - 127311923021
- O/= S2(230|2) - 033677994240
- O/= MB(ZE|ZL|ol |8) - 027434742980

. 0|2 ME(2aIE) - 797873946194
o= 2|7}(H 0| ZEtR) — 098369216593
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OtAlot EHE
OtAlof EHE R

o
OtAlo} Ef B

oM 40 40 40 do do Ho
om o o % % ot ¥

OfAlo} Ef B (& E) - 754344448648

o
OtAlo} Ef B

| 2 E}) — 589379963580
=HI0[) - 718504428378
A7} - 383597477331
ME) - 600734575887

OFAlO} EH (A7 Z) — 114774131450
(o]

HAIE L) - 783225319266
oi oF (= F) — 582318560864
£ - 985666609251
(ZZIFEZE) - 054676820928
(OF B ) — 156460612806

(AH) - 652711504416

(YEte) - 635631232127

— 009996457667
EEE)_897822967062
(HF22)) - 076674570225

e
W

T

ol M 2|7 A TS £) — 507241528517
AWS GovCloud(0|Z = &) - 190560391635
AWS GovCloud(O|= ME) - 048591011584

Outposts &

CHS
A&

4&H

>
fjo

2 XHEE 23 HME MU[Ao] HEtE F04EL[CH Outposts Bo| 2= iz A0 Of

0
J

P |

"Effect": "Allow",
"Principal": {
"Service": "logdelivery.elb.amazonaws.com"
1,
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*",
"Condition": {
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"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control"

Resource0l= O|A| HAof| EAIE EAE AF25H04 HAM|A 2 2{R|2] ARNS =8
HZ! ARNC| E|AA HARojes ZE WHHME ERF Ao A™M IDE 0
XHE A™Ho|l 2= WHMD ST S3 Bl HMHA Z2E 7|58 4 &Lt

X|dst= S3 HZ! ARN2 3ET A HMA 205 SHste M HFALE e A= QK| ofF ol it
et CHELICH

HF AL = S3 HZ ARN Of|A]
S3 HZ! O|& 2 amzn-s3-demo-logging-bucketO| I &5 At= logging-prefix & L|Ct.

arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

HFAES

rr

S3 B{Z! ARN Oof| K]

>

S3 HZ! O|& & amzn-s3-demo-logging-bucket&ILIC}. S3 HHZ! ARNO= HF A 20| i&LICt
arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

H ok B At

. S3H{Z/ ARNS| 7% ID S Z 88t MA 2lAaA HEE AS3LICH S3 2! ARNS| HIH ID &
2ol AUEFIE(M)E ASSHR| OHMI2.

"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*"

- XEE 2 A Ao 2E WHME HIIS MEE + ULS 5t24H aws:SourceArnS AFSH
LICH

"Condition": {
"ArnLike": {
"aws:SourceArn":
"arn:aws:elasticloadbalancing:region:123456789012:1oadbalancer/*"
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}

« X™E =20 2E HWHMP HIE A E = UL E 5t2{™ aws:SourceOrgIdE

aws:SourceArndt 74 AF2EFL|

[ul f

"Condition": {
"StringEquals": {
"aws:SourceOrgId": "o0-1234567890"

I,
"ArnLike": {
"aws:SourceArn": "arn:aws:elasticloadbalancing:*:*:loadbalancer/*"

« BAXHoZE FHEE MH|A FA| 2o M2 E AEHSIE Deny 20| UE B2 & MH|A F
| |50l Hr=Al logdelivery.elasticloadbalancing.amazonaws.com= F 750 &
LICt o & £0{ aws:PrincipalServiceNamesList ZZ12 AI&8 B0l Ct21 20|
logdelivery.elasticloadbalancing.amazonaws.com2 F7+gL|Ct.

"Effect": "Deny",
"Principal": "*",
"Condition": {
"StringNotEqualsIfExists": {
"aws:PrincipalServiceNamesList": [
"logdelivery.elasticloadbalancing.amazonaws.com",
"service.amazonaws.com"

NotPrincipal A E AIE8H A Ct=21 Z 0|
logdelivery.elasticloadbalancing.amazonaws.com2 F7}+&LICH NotPrincipal
RLAE AEste Tidl ME|A FRAE BAM R §1&35t2{M aws:PrincipalServiceName
IE = aws:PrincipalServiceNamesList =74 7|2 A& A8 HEELICH AIMEH LIS

NotPrincipal& & ZX35tMIR.

"Effect": "Deny",
"NotPrincipal": {

HMA 2 g5t
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_notprincipal.html
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"Service": [
"logdelivery.elasticloadbalancing.amazonaws.com",
"service.amazonaws.com"

rot
o

Amazon S3 2& == AWS CLI BEd& 1 22 Amazon S3 QIE{H|O|AE AFS 5
| oA A&k}

2
S
U
0
]
mo
(9]
w
i3
>
o

1. https://console.aws.amazon.com/s3/H| A Amazon S3 2& & JLICt
2. H{Z! 0|2 MBS0 ME HE HO|X|E Lt

3. HEhE MEE ChSol HA HA, HES MEHELICH

4. HZ HEHME HOI0|ESto He HEHE Fo{FLICH

5. HA M MEES MEFLCH

HZ! H2 S S3 7ol e stedH

put-bucket-policy H&EE ArEELICH O] oilAol|H= ! 20| X[HEl json Tt KM E[R&E
L|Ct.

aws s3api put-bucket-policy \
--bucket amzn-s3-demo-bucket \
--policy file://access-log-policy.json

A HMHA 2O 7 A

o

CHS Axtol et 28 YEE ZAxstn 21 mtU S S3 HIA| MEstE S HMA =208 FHEL
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https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/cli/latest/reference/s3api/put-bucket-policy.html
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HZI2 1270 BBE 27 MES SFMOF 5tH 287 of Ao et H! S A ZsHoF FLICt.
HFME 236t B2 MF Al 'AWSLogs' EAHE0| £ 7 E|X| ofotok B LICE.

HM|A 20 CHal S3 H{ZlE & 2|6tE4H

HMA BIEOR THF TS AHIEHY
o 0|E0| 5Ust MZ2 HZlo| QUx|Bt
of AN

o
Load BalancingO| L 2= BHZHA 9| @k

| Moi| HMA 2O E HIEMStsHoF ghLCk o= Al sHX| of
%R%F HZ) Z4&H0| C}2 AWS H/H of MAI=l L Elastic
OE Ol MZ22 HZlof| £ &= U&LICH

Console
HH|A RIS S5t

1. https://console.aws.amazon.com/ec2/0lA{ Amazon EC2 & & jLC}.

2. HAMFHMEE WHME F2IELICH

3. EL YEAM 0|2 MEisto| MF HE Ho|X|E HLCt.

4. 58 oM HES H=ELCH

5. ZLIEHYAM HMA ZTE ZLCt

6. S3URIZ 211 12| S3 URIE UAELICH X|HSt= URIE HFAF AFE o8 o et EetE
LICE.
« MFAM7I &= URI: s3://lamzn-s3-demo-1ogging-bucket/logging-prefix
o MEFA7F Q= URI: s3://lamzn-s3-demo-1ogging-bucket

7. HE AN MES MEiELICH

AWS CLI
BN A EIE &35 5te{H

rk

24 &A1 87 modify-load-balancer-attributes W& 2 AFZ ELICH

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes \
Key=access_logs.s3.enabled,Value=true \
Key=access_logs.s3.bucket,Value=amzn-s3-demo-logging-bucket \
Key=access_logs.s3.prefix,Value=logging-prefix
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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CloudFormation

HMA 2OE 3 ste{H
el £ 42 ZESHE S AWS:ElasticLoadBalancingV2::LoadBalancer 2| A&AE 4O O|E& LICEH
Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:

Name: my-alb
Type: application
Scheme: internal
Subnets:
- !Ref subnet-Az1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "access_logs.s3.enabled"
Value: "true"
- Key: "access_logs.s3.bucket"
Value: "amzn-s3-demo-logging-bucket"
- Key: "access_logs.s3.prefix"
Value: "logging-prefix"

| £|™ Elastic Load BalancingdlME S3 HZ!E S5l D B
OISt EIAE mle MAIStLICH Amazon S3 242 AI236
£ Ql&LICH HAE e AN HHA 273 1o

g |
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ﬂl‘&"
x
toh

OII

N

1

2l5t2{H

m
>0
rr

Amazon S3 2£ 8 AF25104 {20 M El|AE m 0| MAA TR

1. https://console.aws.amazon.com/s3/0lA Amazon S3 &2 LI

2. HMA 230 ol X[HE 2ol 0|2 MEAEFLICEH

3. H|IAE T}l ELBAccessLogTestFileZ O|SELIC ?|Xl= HFA AHE o{ 8o (2t EetE
LICH.
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https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-elasticloadbalancingv2-loadbalancer.html
https://console.aws.amazon.com/s3/
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o MEAMI UE RIXl: amzn-s3-demo-1ogging-bucket/logging-prefix/
AWSLogs/123456789012/ELBAccessLogTestFile

« MEFA7}FRE Xl amzn-s3-demo-1ogging-bucket/AWSLogs/123456789012/
ELBAccessLogTestFile

A s

MO

UMA HE 2T YME B, 7hsE HOIS T 2L

2

HZ! HAo| HZlo| HMA 2O E MEE 5{E5HE Elastic Load Balancing #et2 045t x| ot &L
C 2I™of 2HHE HA YRS A8t JU=X| EHUetLc HMA 2T & A
3 =X

I SUB HZ! 0|8 ElAA ARNOIM AHSSHEX| HOISHAIR. MUMA 218 HASHE o HEA
S RIB5HR| 92 B BlAA ARNO| HEATF Z8HElof /K| Ob2 K| HQIFLICH
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e

AWS GovCloud (US) — Ct= ofA|0i M= AWS GovCloud (US) Regions0il CHEF ARN 222 AFS &L

CH.
arn:aws-us-gov:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

HFA7EQ

>
rr

S3 HHZ! ARN 04K

S3 HZ! 0|& & amzn-s3-demo-logging-bucketIL|Ct. S3 HHZ! ARNOI= HSF A 2&20| eig Lt

arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

0f
el
C

AWS GovCloud (US) — Ct= 0{ A0l M= AWS GovCloud (US) Regions0il CHEF ARN 7222 At
Ct.

arn:aws-us-gov:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

ANINEARSES

20221 8 oMo MBS EIH 2[™2e| B, 2T Elastic Load Balancing 7’80i| #8t2 £oist= H
Mol HeMaLIct o] MIHA| HH2 o475 X|HEIX|BH, 2o £7HE! = A ‘**”OE CHAE A2 ™
EErLICH EAIZ/o] UK SEX[TH HI7HA| HAE H& AFESIEiE A OHZ A8 E £+ l&Lch

102 MHAl 3 Principal A X230k 3t Elastic Load Balancing 4’8 IDE CHS 1t Z &L
Ct. I S50 iz T2 BIHAl BME X[etR| ef=Che ™ol folstMlL.

- 07 ST (HX|LIOF 55) - 127311923021

. 0|2 S5(23510|2) - 033677994240

. 012 ME(ZE|Z L0} 25— 027434742980

- O ME(al=) - 797873946194

. OFZZ|7HFO|ZEIR) - 098369216593

- OtA|Ot EN (B B) - 754344448648

- OFAJOf ENE (K7t 2 E}) - 589379963580
- OlAJo} Ef (S HIO|) - 718504428378

HE 20 g3t 355



Elastic Load Balancing

Application Load Balancers

El

o} Alo} EH

0

1 (A7} - 383597477331
(M E) - 600734575887
o

(2

3
OfAlOF ENH Y (A7FEZ) - 114774131450

Z(

(=

E

El

Ot Alo} Ef

0

OF Alo} Ef (A= L) — 783225319266
Ot Aot EN (T R) - 582318560864
H) _ 985666609251
I3 E 2 E) - 054676820928
2HE) — 156460612806
(HT) - 652711504416
) — 635631232127
) — 009996457667
E) - 897822967062
— 076674570225
ot 2 §) - 507241528517
AWS GovCloud(0|= &
=

AWS GovCloud(O|

> e
dm L]

O |'[||0||

>v

> "
u

on o o o o ot o
r

oW 40 o 4 o J o

(HH2
= ot 2I7H(

0
ﬂHO

4r 4o

(O
(Ol= M

Outposts ¥

Che gMe xIME 21 Ha AMulAol HE

0

ASStAIL.

"Effect": "Allow",
"Principal": {

"Service": "logdelivery.elb.amazonaws.com"

iy
"Action": "s3:PutObject",

) — 190560391635
) — 048591011584

E 04§ LICH. Outposts

4&H

>
[
mjo

Pedo| 2= Ao Of

0
J

"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*"

"Condition": {
"StringEquals": {

"s3:x-amz-acl": "bucket-owner-full-control"

356



Elastic Load Balancing Application Load Balancers

Resourcedl= HMA 21 X2 ARNS U=EL|CH &4 S3 HZ! ARNS| 2lAA B2os 2=
HHME B8 A™Ho| A IDE Z&sHoF rLiC O|= A stH XIHE AHo| 2= WHME sHE
S3 HZlo| HMHA ZOE 7|58 £ &Lt

I'gst= ARNZ 3EHOIM HMA 208 #EsHE I WFAME ZEE A =QIX| ofRof wet CHEL
Ct.

>

e
n

At

d

Ql= S3 H{Z! ARN oA

S3 HHZ! 0|& & amzn-s3-demo-logging-bucketO| T &5 At= logging-prefix & L|Ct.

arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

MEA7L = S3 H{Z! ARN O K|

S3 HZ! 0|& & amzn-s3-demo-logging-bucketIL|Ct. S3 HHZ! ARNOI= HSF A 2&20| eig Lt
arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

Hot meEd ALy

HL
ro

I.

o
o3

stotc{™ & et S3 HHZ! ARNS AFSELICH

« S3 H{Z! ARNH#OF O} L2} MR 2|AA 74§§ A &tLct
- S3HZIARNS| AHE ID B#ES =&
« S3HHZ! ARNS| AH ID B2 FU=EFFE(* )% AE3HX| OtMI 2.

S M8t & Amazon S3 2& == AWS CLI B&E1} 22 Amazon S3 QIE{H|0|AE AE S}
01 HZ! YA S 83 HZlol| A LI

https://console.aws.amazon.com/s3/0{| A Amazon S3 2& & LIC}.
HZ! O|§2 *"E”0F04 A'||'7='- 12 1| O|X|E YLICt.
-|o|- I_-lEH

gLk,

[l
mjo
EE
o
—r
»\
o2 o2
bl
=
&
A
fjo
z
U

o K~ w0 Dd =

HE 21 s 357


https://console.aws.amazon.com/s3/

Elastic Load Balancing Application Load Balancers

AWS CLI

BIZ) SRS 3 BiZlol HZsEi

>L
m>

put-bucket-policy BEE AFS & LICH O] oMo M= HZ! Ao XIHE json Tt KT =R
LICt.

aws s3api put-bucket-policy \
--bucket amzn-s3-demo-bucket \
--policy file://access-log-policy. json

3EA: 2 2O 7

1EA Ol MHE 2T AEE SFsor
1=

: 5t 26 A o] MRod| et BiZ! BAS ok FLICt
HEAE x|Hste 32 HF Al 'AWSLogs' 2AHY

O| Z# || efotok it
HE 238 S3 HAE releted™

0474 2 12 H|&AdIslslof BFLICH O|2H 8t K| Sto™
Z H2o| CHE AWS AHIE o HHEl B2, Elastic Load
o

Console
i@ 2EO8 #dststedH™
1. https://console.aws.amazon.com/ec2/0lA{ Amazon EC2 £ & jLC}.
2. EHMHFOMEES YWHME FEELICEH
3. EE HiEHAM O|F 2 MEistod MR ME HO|X|E YLt
4. &8 Ho|Mq HES MEdSLICEH
5. ZUEHZAM A ZEOE Lot
6. S3URIZ 21 09| S3 URIE LAFLICH X|H5t= URI= EFAHALE o2 of et FetE

LICH.

« HSFA7} Q= URI: s3://bucket-name/prefix

HzE =21 g5t 358


https://docs.aws.amazon.com/cli/latest/reference/s3api/put-bucket-policy.html
https://console.aws.amazon.com/ec2/

Elastic Load Balancing

Application Load Balancers

« MS A7} Q1= URI: s3://bucket-name
7. HEAMNE MES MEFELICH
AWS CLI
HEd EOE gdststed™
224 41 87 modify-load-balancer-attributes WS AFHE

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes \
Key=connection_logs.s3.enabled,Value=true \

Key=connection_logs.s3.bucket,Value=amzn-s3-demo-1logging-bucket \
Key=connection_logs.s3.prefix,Value=1logging-prefix

CloudFormation

Hd 20 E gdststed™
A £ 82 ZE TS AWS::ElasticLoadBalancingV2::LoadBalancer E|AAE 4O O|E & LICEH
Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AzZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "connection_logs.s3.enabled"
Value: "true"
- Key: "connection_logs.s3.bucket"
Value: "amzn-s3-demo-logging-bucket"
- Key: "connection_logs.s3.prefix"
Value: "logging-prefix"
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modify-load-balancer-attributes 22 A& LICH.

aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes Key=connection_logs.s3.enabled,Value=false
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "logdelivery.elasticloadbalancing.amazonaws.com"
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}
]
}

Resource0l= OiA| HAol AIE HAIZ AAEcto] HMA 2 QR[] ARNS TLICH 4 S3
HZ! ARNS| 2|44 ZEols ZEE WHME Efet AHe AH IDE
KNEE Ao 2= WHAME T S3 HAO| HMA 208 7|8 & U&LICH

X|’gst= ARN2 SEAOIAM HMA 208 st M HFALE Z&E A= QK| o{Fof et CHEL
CH.

e
n

A7F Q1= S3 H{Z! ARN O A

J

S3 HZ! 0|& & amzn-s3-demo-logging-bucketO| 1 & F At= logging-prefix & L|Ct.

368

o
fu
I
ro
fu
M
e
0x
l?l



Elastic Load Balancing Application Load Balancers

arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*
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--policy file://access-log-policy. json
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aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \

--attributes \
Key=health_check_logs.s3.enabled,Value=true \
Key=health_check_logs.s3.bucket,Value=amzn-s3-demo-1logging-bucket \

Key=health_check_logs.s3.prefix,Value=logging-prefix

CloudFormation
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Resources:
myLoadBalancer:
Type: 'AWS::ElasticlLoadBalancingV2::LoadBalancer'
Properties:
Name: my-alb
Type: application
Scheme: internal
Subnets:
- IRef subnet-AZ1
- IRef subnet-AZ2
SecurityGroups:
- IRef mySecurityGroup
LoadBalancerAttributes:
- Key: "health_check_logs.s3.enabled"
Value: "true"
- Key: "health_check_logs.s3.bucket"
Value: "amzn-s3-demo-logging-bucket"
- Key: "health_check_logs.s3.prefix"

Value: "logging-prefix"
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aws elbv2 modify-load-balancer-attributes \
--load-balancer-arn load-balancer-arn \
--attributes Key=health_check_logs.s3.enabled,Value=false
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