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aws elbv2 create-load-balancexr --name my-load-balancer \
--subnets subnet-0e3f5cac72EXAMPLE subnet-081ec835f3EXAMPLE --security-groups
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sg-07e8ffd50fEXAMPLE --ip-address-type dualstack
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aws elbv2 create-target-group --name my-targets --protocol HTTP --port 80 \
--vpc-id vpc-0598c7d356EXAMPLE --ip-address-type [ipv4 or ipv6]

L

S0 Ch3 HAIZ #7 CH4 28 0| ARNO| ZEHElLICH

arn:aws:elasticloadbalancing:us-east-2:123456789012:taxgetgroup/my-
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-load-balancer.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-load-balancer.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-target-group.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/register-targets.html
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aws elbv2 create-listener --load-balancer-arn loadbalancer-arn \

--protocol HTTP --port 80 \
--default-actions Type=forwaxrd, TargetGroupArn=targetgroup-arn
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* AWS Identity and Access Management (IAM)
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aws elbv2 create-listener --load-balancer-arn loadbalancer-arn \
--protocol HTTPS --port 443 \

--certificates CertificateArn=certificate-arn \
--default-actions Type=forward, TargetGroupArn=targetgroup-arn
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-listener.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/describe-target-health.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-public-certificates.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-listener.html
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aws elbv2 create-target-group --name my-targets --protocol HTTP --port 80 \

--vpc-id vpc-0598c7d356EXAMPLE
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aws elbv2 create-rule --listener-arn listener-arn --priority 10 \
--conditions Field=path-pattexrn,Values='/img/*' \
--actions Type=forward, TargetGroupArn=targetgroup-arn
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aws elbv2 delete-load-balancer --load-balancer-arn loadbalancer-arn
aws elbv2 delete-target-group --target-group-arn targetgroup-arn
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MHE EHHE HESAARL

access_logs.s3.enabled

Amazon S3°8| HMA ZEOE KM EX| iR E LIEFHLICE 7|22t falselLICt.

access_logs.s3.bucket

M A 27304 CHEF Amazon S3 HHZ! O|F LICH O] £82 ML =7t EEstEl F0 2R
SFLICH RHAMIE L8 2 dMlA 20 -5 BHE A EstAIL.

access_logs.s3.prefix
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client_keep_alive.seconds

20| E oA | K| 717t ZL(Z)LICH 71822 3600 LICEH
deletion_protection.enabled

AR K| 715 2| 93t iR E LIEFHLICH 7|22t falseL|Ct
idle_timeout.timeout_seconds

s 7F AME AlZE 2h(=). 7|22k2 60ZF L.
ipv6.deny_all_igw_traffic
E{ HO|EQOIE Sdll LHF E= Wz AMof Ciet Q= 6t K| 2 HM AT MK RSIEE 2
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(0d: |04&, Transit Gateway, AWS Direct ConnectE =& S8 HAMA)E W X|5HK| et&LICHAWS
VPN.

routing.http.desync_mitigation_mode
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routing.http.drop_invalid_header_fields.enabled
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gLct ZF O|&§2 BxAt EE= SlO|E2 2 74 k|ofof §fLICH Ol EHE &6t K| &= HTTP 3§
HE QEAM M7H5IEiE B trueE MEHELICH

routing.http.preserve_host_header.enabled
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routing.http.x_amzn_tls_version_and_cipher_suite.enabled
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routing.http.xff_client_port.enabled

X-Forwarded-For &7} ECI0|ME S| 2= WHRHA A0 AIEEH AA ZEE EESHOF SHE
X| {8 E LIEPHLICE 7158t 2t truedt falseQL|C 7|22t falselL|C}.

routing.http.xff_header_processing.mode

O|& AF&3104, Application Load Balancer7t CHA O @32 ELH7| Mol HTTP 39| X-

Forwarded-For SllHHE 7, E& &= MHE = J&LCt 7ts8t 242 append, preserve &

remove LICt 7|22t append LTt

. Zt0l append®! ZA<, Application Load Balancer7} CHAH0| @ HE ELHZ| Tol HTTP 29| X-
Forwarded-For &|H0{| 22t0|E IP =4 (OFK|S &)E F7HELcH

« Zt0| preserve®@! AL, Application Load Balancer7} CHA&MOll @2 ELH7| | HTTP & 9
X-Forwarded-For sl|HE EZ&L|C}.

« Z2t0| remove®! AL, Application Load Balancer7} CH&H0| 2 HE ELHZ| Tol HTTP 29| X-

Forwarded-For &l|C{& A|7H&LICt
routing.http2.enabled
HTTP/27t &MU EXIE LIEPALICH 7222 true]LICH.

waf.fail_open.enabled

RIS MEE £ Q= AR a AWS WAFX | 2E HEH M7} QHES CHAOE BIRESIEE 58
X {2 E LIEFHLICE AWS WAF. 7158 2t truell falseQLICH 7|24t false@lL|C}.
® Note

routing.http.drop_invalid_header_fields.enabled £%2 HTTP Desync £&
7lsg MB35H7| s EUEIRAELICH routing.http.desync_mitigation_mode &4
2 ojZ 2|7 o|Mofl CHEH HTTP Desync2 R E| 2t T2 &0l HS E &|Z 57| Qi FIHEIN
ELICH F SH2 25 AMEE Eee gicH ofE2[A 0| F AHgol el & & StLHE

1o =ILT- HA—

=g 4 Lt

2HOIRIE7H QIEIL 47 LI 2= Watifol AMIASHT| 9IsH ALRE 4 = IP T4 S8S 4uY
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Application Load Balancer= Ctg IP F4 82 X[RELICH
ipvé

Z20|IEE IPv4 FA(0: 192.0.2.1)2 AR50 2= i Mol o4 Zd5H ok EHLich.
dualstack

ZCI0|ME = IPv4 FA(0: 192.0.2.1) & IPv6 F2~(04|: 2001:0db8:85a3:0:0:8a2e:0370:7334) &
ArEsto 2= W Mof @dZ2E = /&Lt
dualstack-without-public-ipvé

Z2I0|MEE IPv6 F4(0: 2001:0db8:85a3:0:0:8a2e:0370:7334)8 A& 3101 2E W Aol 44
ook Bf LICH.

b
In
3
e
X
rr
o
0%
N
I
10
T
4
>

o] el cfaa SAIEL|CH
A3} 5™ Elastic Load Balancingdl A SiE 2= @AM 9|
LICH IPv4 A E AFE5H04 Z2E MM S4l6t= SEH0|MEE A

E A835to{ 2E WMt S4l5t= 20| E = AAA DNS

Hu
n
|2
rl'U
X
2
[
=_

0_|_

« O|E&tK| ef2 QB HMAE YX|57| 25 QIE{ HOIEQO|E SEt LIR FUAR 2= WH
A7t RHEHELICEH 2Lt o= HI IGW IS HAM|A(0f: I|04Z), Transit Gateway AWS
Direct ConnectiE% St M A)E L X|5HK| & LICH AWS VPN.
- Application Load Balancer 2/&52 ID M3 #|(idP) &== Amazon Cognito AIEZQIE 0] ¢4
[ IPv4Bt X|HELICH HER! IPv4 T4 IoH 2 HHMIL Q15 Z2EMAE JHEE 5 810
HTTP 500 @ &7+ LhalighL|ct,

REMIEH L& 2 Application Load Balancer®| IP &4 2% YOIO|E EHE R XFHAAL.

IPAMIP 4 &

IPAM IP &4 Z2 Amazon VPC IP F4 tFEIKP(IPAM) LHO| 9445 |P =4 HQ|(E= CIDRs) 22 ¢
LICt. Application Load Balancer0il A IPAM IP =4 E2 AI85HH 2t E L EHot @7 AEof et
IPv4 =AE FEE £+ U&LICH IPAM IP A £ HX IPAM LHo| M A A45H0F Application Load
Balancerol M At& & 5= U&LICH RHAEH LI 2 IPAMSE IP T4 7HXR7|E HEStAIL.

IPAM IP =& & 21


https://docs.aws.amazon.com/vpc/latest/ipam/tutorials-byoip-ipam.html
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e ALY

« IPAMIP &4 E2 U8 22 WHHM = HEE! IPVA IP T4 S80| e 7Y AR SELX|
oI-AL_||:|.

o 2C YEHMO|A EHX] AHE Q! IPAM IP

- CHE IPAMIP 4 E2 MEsE S 2
HAZdo| SZ2 =L C}.

« IPAMIP A E2 04 AHM S|E = U&LICH RHM[EH LIE 2 IPAMO| CHEF S8 &M 74
% 7:I-7<0|.A-||O

IPAMIP 4 £2 A83tH HER! IPv4 T4 He|ol 2F E= MAE 2 7HX AWS 2 Application

Load Balancer2t 71 A& &= Q&LICEH IP T4 22 O & XMo{stH EoF M= al x|o{E Er}
ENMo R EElotn ME5tE SAlo HIE2 HEE = U&LICH Application Load Balancer0| A
IPAM IP =4 £2 AL85t= At #HE FI71 32 IXIP A8 K= HEol et IPAMIE 2HEHE 2

=0| AZ = U&LICH RFAME LI 2 Amazon VPC 2= XML,

IPAM IP &4 £ EC2 QIAEA &l Application Load BalancerE A|ZHe [ &4 M =27 XIHE]
O IP F4A7HC 04 A8 EIX| fO ™ FA| CHA| AHSE £ U7 ELICH IPAMIP F4 E0f o 0|4 &
2 IlsEIP FAT Qe B AWS ZE1™E IP A7 2 ELICH AWS #EIE IP F40l= F7+ HI

80| YMBLICH IP ZAE F71512{8 7IE IPAM IP 54 Zof Af IP 54 HIS 2718 4 el

ZE WHME @FE AElE [ Z2t0|HES| 4Dt CHY o AHO|EtE F 7HK| ¢EE RXIY
LICH 2= @zdx{et 2 E0[AE Ato|e] A2 ZHEQE HZ0Et L BfLICH 2= WAt Cf e

S 4 =TS
Application Load Balancer& AFE35tH 7|E2Xo 2 Wit ¥ 2= WHAO| 74X /oM ZE g A
F=ZE0IM HEE = & LICH AtAIEH L& 2 Elastic Load Balancing A& AEA{Q| Wit i 2=

Wi dd 2 WHA2 [ OF =& 0|M aHAE = U&LICH REAIEH LI the section called “1i
Qe 2 dHHA A BHRE A ESHAAIL

2 WM o 22


https://docs.aws.amazon.com/vpc/latest/ipam/choose-single-user-or-orgs-ipam.html
https://docs.aws.amazon.com/vpc/latest/ipam/choose-single-user-or-orgs-ipam.html
https://aws.amazon.com/vpc/pricing/
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#cross-zone-load-balancing
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#cross-zone-load-balancing
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DNS O|&

Z+ Application Load Balancer= CHg Tt 2 AF&5t0{ 7|2 ZHIQ! O|F AIAEI(DNS)E 417

LICt. name-id.elb.region.amazonaws.com. 0i: my-load-balancer-1234567890abcdef.elb.us-

east-2.amazonaws.com.

7|d5t7| #/2 DNS O|§ 2 M83t= W2 M3ste 4, 48X XIH EHQl 0|2 44t Ol
Application Load Balancer2| DNS O|§ 1t 42& = A&LICt Z2t0|AETL o2 ASAH X[ =
Ql 0|EE M85l 282 5P DNS MB{E O|Z Application Load Balancer®| DNS O|E 2 Z f{A4 &L

Ct.

MK CIEE =M QI S5 CHAALE 0|33 =M@l O|§2 SE&LICE OIS 2 Tl S5 CHARL
9} Z'2 DNS MH|AE ALE35104 2% 2 Application Load BalancerZ I E5H= DNS HZEE M4
BrL|Ch REMISH LI 2 DNS MH|A0|| CHEF AHME R ZXSHM| 2. 0| & £S04, DNS MH|AZE Amazon
Route 532 AL&35t= 4 Application Load Balancerg X|H5t= W3 SIZEE M- EFLICH RFA[E
LI 2 Amazon Route 53 7HEt A} OFHLHMO| ELB ZE HHHMZE ECf= 2R EIS HES A 2.

Application Load Balancer= & 43tE 2t 7+ FQof CHstoq stLtel IP FAE 7HELICE Ol
Application Load Balancer .= E2| IP A QILIC}. Application Load Balancer®| DNS O|& & Of
st TAZ EOIEILICE ofl& S04, Application Load Balancer2| AFE At X1 = Q! 0|F O]

example.applicationloadbalancer.comO|2t1 7tX8H 2 Z&LICt CFHE dig == nslookup &
e A&3t04 Application Load Balancer =E9| IP A E & QIgtL|C}

=

Linux &= Mac
$ dig +short example.applicationloadbalancer.com

Windows

C:\> nslookup example.applicationloadbalancer.com

Application Load Balancer= ==& 9|8t DNS Z|Z=E2 7I&LIC}. DNS O|EE2 IS F
E 1 &7H AH&3H0q Application Load Balancer =E9| IP FAE &0IE £ &LICH

az.name-id.elb.region.amazonaws.com.

Linux EEE& Mac

$ dig +short us-east-2b.my-load-balancer-1234567890abcdef.elb.us-east-2.amazonaws.com

Windows

DNS 0|& 23


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-elb-load-balancer.html
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C:\> nslookup us-east-2b.my-load-balancer-1234567890abcdef.elb.us-east-2.amazonaws.com

Application Load Balancer 243
2EC WHME= ZCI0[HEZERE REE 7HXetM tlef I &2l Chefof 0| E4FELICY.

AlEtst 7| Tof CHE ol M A8 stE 2 Bqof stLt oldf o HER MELI0| )IE Virtual Private
I8t

Cloud(VPC)7t A=X| & QIEL|Ct. XFMIEH LIE 2 the section called “2E H#EHME 9|8t M B+
2 HxsAAI.

E AI835tod 2= HHME HM5te{H MME AWS CLIEZSIMIQE AF& 35104 Application Load
Balancer A|Z5t7| AWS CLI.

E A835t0] 2EE WHME MM 5t2{™ CtS &S AWS Management Console2t 2 & L|C}.

« 1EHA: CHY O & 74

« 2EHACHY S5

« 3CHA: 2 g A 2lAa 7Y
o AEtH: 2E WHMEAE

g I58 P EC2 QLTINS U LY E SRE  UBLICE O] EHOIM Tste chy
JES BE WHAME TAE 0 2lAL FElo tha DB o= AFRELICH A LIS 2 Application

1. https://console.aws.amazon.com/ec2/0|Al Amazon EC2 &2 LIC}.
2. EMEMOY OIES HEELICH

3. Oef I8 MgsS MEigtct
4

[ N

[7|&2 T 4(Basic configuration)] AMoiM CHS THEt0IE{E A ELICH
a. CHY R MEHo|M QUAEAE MEHGI0 QIAEA IDE CHA S XIHGHLE IP FAE MY
5o IP A2 0 CHA S K[HFLICH EHé! F&0| Lambda &0l 22 #El &Q2l(Health
A A

checks) AlA40{| A & A3} (Enable

Mm
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o
.
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.
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https://console.aws.amazon.com/ec2/

Elastic Load Balancing Application Load Balancers

b. CHY 25 olFoll cHy 252 olFS AT LICH

c. Zomet ZEQZZEZEE £H&L|Ct.

MEiEHIP R4 RS JHE AR Ol CHY T80 ZEHE 4 YBLICH CH4 218 M4
S0l IP F4 RS WAY £ s

f. ZEEZ HZT(Protocol version)olMd L Z2EEZO0| HTTP/1.1 E= HTTP/2Q! B2
HTTP1S MeistD, @F u§5=o| HTTP/2 = gRPCO! S HTTP2E MeistD, 2K
Z2530| gRPCO 49 GRPCE MeHEtLICH

5. Ef Fl MMolM Eof mel 7|2 d-EE

TEELICH 12 o e Eel M "c;'(Advanced health
check settings)2| Z4 AtEf Q1 ZE I Algh 1} 2+ MEHst D HF FEE K|HEHL
Ch AEH &fQl0| HI'HY UHIZL 8 Ko R T st 49 2= WHME CHY 2 MH[A BH
MENE BHELICH &E] =Qlo| Y HG =8 HEo R X1tétes B9 EE WHMe &S ot

Al MH|A MEZ TEHEHLICH REMISH LI 2 Application Load Balancer CHAF 1 & of AEH &I B

=
6. (=4 AME) CHS1 2ol shLt o|d el ej & FItErLict

am
1
A
>

c. EfO 7| Y Ef O #4SUHEELICH HABEl= EAts A S8, TXHUTF-8 &4l &l
+-=. _/@YUUCt M E= = SMHS ALSSHH o ELICH EN 22 CHAEXE 78
ghct,
7. [Next]S AMEH3fLICH.
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- Oie RFO|IP F4Q FR CHEE s LICH

a. UE®3VPCE S5O

x
x

m

jom )
9'|_|
N
.
r
|
m
|K
u
o

T
%

= b |
c. KHEIPFTAZR Ef|EIS oIREIE TEE QladdtL|C}.
d. olgiod ERF &Ql Hoz x&es MENErL|CE.

- [CHY 0| Lambda®l B Lambda & +& MENGI 7L Lambda & = ARNZ 28t Ct S
ot EF 52 72 Z Z Bl (Include as pending below)S MEEFL|CY,

2. [Create target group]2 ME4EFLICE

3EtAl =& WM A 2lA -

Application Load BalancerE ‘445t2iM HX{ O|F, 7 EE L IP T4 Kot 22 2= HWH Mo CH
g 7|2 8 HEE MEatok gLict O oS HIE X3 2t stLt o|4 9| ElAL{o| CHE HEE M3
gLICH BlALE 2 QM8 &lste T2 M AQJLICH ECI0|1ES} 2E WHM 7Ho| oS 2|t
ZREZ2 Y ZER FYUELICL XIPEE Z2E2 W ZE0of OHE RIMIE LH82 Bla 78 BHHE
B ESHAAI2.
ZE£2 M85to{ ZEE YWHM U Z|AHE FM5te{H
1. https://console.aws.amazon.com/ec2/0l A<l Amazon EC2 2&& LCt.
2. ErM Zof M [Load Balancers]2 2 2!gfLICt
3. B WHM M-S MEdELICH
4. Application Load Balancer OF2i{0ll A 24 4d(Create)S MEHEFL|CH
5. 7l #4

a. 2L YW A] 0|F(Load Balancer name)0i 2E WA o] O|§ S YT LICE o & S0 my-

alb@/L|Ct. Application Load Balancer2| O|&2 sli{E 2|T12| Application Load Balancer &
HEQ3 2= WHM ME LHolMH TR8loF &L|Ct O|& & =|CH 32Kt0d0f 5tH W=A L 5t
O|Z 0t Z&He &= Q&LICH 3t0|& EE&= internal-(2)2 A|ESHHLE ZLIAME oF ELICH
Application Load Balancer2| O|E2 A8t Foil= HZAE £ QiaLICH

b. TE(Scheme)lM internet-facing EE = internal2 ME{EFL|C}. internet-facing 2= &z M
= QEH2 S3ll 2Ct0IUES 2HE 42 BIREELICH Y E& WHME ZEto]

HIP TAE AE510{ 2ME Ca o 2 et REIELICH

3EHAL 2C WM U 2lAH 7 26


https://console.aws.amazon.com/ec2/
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c. IPFA RYNMIPv4, 7L AR EE HEER| IPv4TL QlE Y &
HETLIPv4 FAE AE5t0 2 HWH M SAlsteE B2 IPv4E MEHELICH SEI0[AE
7tIPv4 & IPv6 FAE EF A8d ZE WAt StlsteE 32 7Y £=i(Dualstack)E
EfSHLICH S2I0|HE T IPve FADE AL S E2] IPv47} oA
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6. LHESL3 o=

a. VPCOIM= EC2 QUAE A AHESH At SUSH VPCE MENEILICH 74 (Scheme)od| CH
&ll Internet-facing= MEiEt 32 QIE{H! HO|EQ 0|7} /U= VPCRE MBS == Q& LTt

b. IPAMIP £& E2| B2 HEE! IPv4 FA0 IPAM E ALE S UEE = &GLICH REMIEH LY
Z2 IPAMIP T4 E2 HZAL
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(ME AL 22 g2 o] CHEH M| 2ot 258 MAIstEd™ A 2o 15 A Ad(Create a new
security group)= MEgFL|C}.

8. ElALlq 2l 2t E!(Listeners and routing)lA 7|2 ZlAL{E ZE 800 HTTP ECZEIS 2§
LICH 7|2 Z2EEZN ZEE RX[SHUCE Z2EZN TEE MEE = Q&LICH 7| &

3EHAL 2C WM U 2lAH 7 27


https://docs.aws.amazon.com/elasticloadbalancing/latest/application/application-load-balancers.html#ip-pools
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_I

(Default action) 0l A QA A

MEfELICE 2lal] F

F(Add listener)& 41EH5}04

CHE 2lA(od: HTTPS 2l& i)% FItE =& &Lt
9. (ME4 AFEH) HTTPS ZlALHE A6 B2
Hot MAo| A &4 |4l A Mol 2ot HAMZ A& st W0l E&LICE
a. 7|&# SSL/TLS QB MM CtE SME AT = UA&LIC
« E AI8304 QB ME M5t 7HLE 72 F ACMAIAME AWS Certificate Manager41&H
gt CtE QB M MEHOM QIS ME MESELICE
« IAME AI835104 QIS ME 7HM2 B IAMO|AE MEIS D Q1B M MEIoMH QIS MHE M
EHEFLICE.
« 7tXME B M7E §UR|BE 2| MH ACME 0|8 E = Qs 2 7IMHR7IE MEfst IAM
S E MEgLICt QB M 0|F EEo| 25 A2 0|ES LHFLICH 215 A ZEto[4!
710 Z2to|8! 7| ZL(PEM QI2T)e| 2EIXE SAtel E0{Ed&LICH QB 2E 0 A
{22 7| QIE M mU(PEM QA T)o| E2RIXE ZSAIsH €04 H&LICH KA ME QIS M
E Ar8stn UX[ A1 HEEIR K7t QIBME SAIMoZ #=&5t= W0| ZL5HX| 2iCtH
215 M ®|Rl(Certificate Chain)of 1& A #|2! Tt L(PEM Q12 T)e| 2EIXE S Atsl =04
Z&Lch.
b. (MEf AtE) &5 CIEE E4d35t5le{H ZEI0[UE CIB M ME[MM 4= 2IE(MTLS)S &d
stefuict
EMEEH I A4S TLIS ZEE THAAZQL|CH
EBAE AEO{E =0IZ MElE AL
- 7|2XMo =R BtEEl F2I0|HE QIEMete| A2 HREELICH o] S&E HAasieiH 15
mTLS & 2 &% 3t OHZ 2et0|ME QIS M BHR0oM Bt=E ZEI0[HE IS M 58S
AEHErL[CE.
« EBAE AEO0{0|M 7|E EBHAE AEO{E MEASHHLI M EBHAE AEO{E MEAEIL
Ct
« Ml EHAE AEO0{E MENSH A2 EF{AE AE0]{ 0|2, S3 URI 2I1& 7|2 ||, AEH
Mo =2 S3URI 2IE A X 58 {|XIE MIFLIC
o (ME ALR) TrustStore CA M= Ol L 2IS & Hstef x| MEfgfL|CH
10. (MEHALE) dY S0l MH|A S& 2 S8t 2|&3t0lM CHE MH[AE 2= WMot S§E = U
& LC}.
3EHA: 2E gz 2l 2lAL M 28
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. 71 EE ISR MAHE B ACLT B 2E WAl ChEt AWS WAF 2ot 258 Tt
TE M 4 QaLIch AN F AWS WAF 2£ oflM 8 ACLE BEIE £ ASLICH XHME
LHE 2 AWS WAF 7Her At oHLHA S| 2 ACLE AWS 2|AAQF 914 EE= 944 SHAE & E5HA
o

« AWS Global Accelerator0i A M {2[0|EHHE &5t 2= WHME A/ 2{oi|O|E 2t AZa5t
T 5 MEdE = QI&LICH HAMP{zo|E O|§olE a-z, A-Z, 0-9, .(OFEE) & -(510|&) EXHEI
CH 64XH)7F Z&HE &= &Lt AT O|EH 7t M-dEl F0oi= AWS Global Accelerator Z& 2
A&3tod el = U&LICH RHAIEH LHE 2 AWS Global Accelerator 7HEF A SFLHAM S| 2 E 4
HME M HMP{E|0|E] FI7HE EHESHAMIL.

11. B 1 X" 2 MM

a. (ME4ALE) EHOE F7t6tod 22 WHAE EREFLICHL BT 7|5 Zt 2= @A Mol s =
fafioF LI 318 ElE EXtE EXH S, RAHUTF-8 B4A) X &+ EXt+-=._:/ @Y
0 HAEAHE FEELICH

1,
Lict M E= T S22 AH&stH o ElLIcH EfT g2 C
b. THEE2 AES D 2= WHA M4J(Create load balancer)2 MEHEFL|CH M4 o 2= W
Mol 2 7tx| 7|2 §80| MEELICH EE WHME ME%t £ 0|8 E1 HEE = JU&L
o H
[ -

o
Ct REAIEH LIS C M 58 BHE HRstAAR.

2o WHME WA Fols EC2 IATIATL £7| AE) HOlg STYER| Helg 4 gL 13
CHe 2E WML EC2 QIAHAR EBTIS MeshT YEX| HOIY 4 UaLICh 2E WHME 4

1. 2C #E#HM7I MM E F [Close]& MEHELICE

2. EMEMOY OIS MEHELICH

3. M=Z MMt OES MEdgLICH

4. [Targets]& MEAStD QIABIATL FH|ERA=K| &I LICH QIABAO| #ENIt initial?l B2,
LMo 2 QIARATL OFE S8 F0|7| {2 LICH O] dEf= QUAHATL HY ozt ZhFg
= Qe 24 HE) Eel H+E Soet K| RS S LEHE = U&LCt st 0|49 QIARA
AEf7F HAaolo{of 2E WHME HAEE = U&SLICH AIMIEH LIS 2 CHa HEH EHHE HAES
AAIL.

ATHA EE WM HAE 29


https://console.aws.amazon.com/wafv2
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-associating-aws-resource.html
https://console.aws.amazon.com/globalaccelerator/home
https://docs.aws.amazon.com/global-accelerator/latest/dg/about-accelerators.alb-accelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/about-accelerators.alb-accelerator.html
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6. MEZE dMFt 2= WHME MEdFLICEH

7. HdEE MEStT, QIEH 0l = 2E WA 2| DNS O|&(: my-load-
balancer-1234567890abcdef.elb.us-east-2.amazonaws.com)2 S A& LIC.

-+ QIEIE ot e 2E WHME DNS O|§2 2UEWo| HZE & EEteXel FA HEof

IS 85
£0{ &L
. LiE 2. WaHAME VPCO HIZTHE ZEIS Y 2ot X F4 o DNS 0|58 204
&LCh
2 ot o2 TR Sk Kol i 7|2 Ho|xI7H EAIELIC
8. 2 HO|X|7t EAIZIX| SHECHH ChE 2MolM £71 74 S2Y U 2 12 BHIE HESHIA
2.
 DNS #t&d EX= Amazon Route 53 WA} QFLHMC| ELB 25 WM =2 ECi= 228 E §
Z5HMIL.
+ Load Balancer 221 A0l CH3 A= Application Load Balancer 24| sHZAS & XA AL,
Application Load Balancer?| 7} ¥ ¢4M|0|E

2C #EiMol 78 W HIRIEX| B AISH EE HIEASY 4 9
(@] =
o

o4
M 2C WHMI Y 7t

| o o o
Balancerd= 7IEMo 2 Wkt Qe 2= WHAO| MHE|0{ Y22 E QFHO| EE 7hE %“E'.P-l %%
U B 2. YWHME SYSH 718

Moy 718 ¥l iy 2 =& WMol SEE dEZ FX|ZX|E =2

1. https://console.aws.amazon.com/ec2/M|A{ Amazon EC2 2& 2 dL|Ct

2. EMEMEE WHME MEHFLICH

3. EC WHME MEiFLC

4. Network mapping(HE <3 OH&E) B10{ M Edit subnets(AMEL TR S MEHEFL|C}

7t8 & Yool 30


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-elb-load-balancer.html
https://console.aws.amazon.com/ec2/

Elastic Load Balancing Application Load Balancers

5. 7h8 QoIS MBS ST HOIBS MSt T MEUIS ShLt MEBLICH AR THS 3 ME
LI0| SHLHEQI 9 BT MEU0] RSS2 MeELC

6. HAEE 7I2 YO MG WA SBolM CHE MEY 5 SHLHE MEiBLIC
7. 7h8 YIS HIT SRR ST oI M FABLIC

£ AME3st0od 718 S & UH|0|EstedE AWS CLI

set-subnets HHEE AL &HLICT

Application Load Balancer 29 I &

Application Load BalancerE ¢/8t 2ot &2 EE WMol R25t0 LHE £ /e EfEE FNo{g
& gLt 22 WiM7l 2lA ZE 9 AE Ol ZEOIM SSE 4D SIS 8 4 YR
Clatiof R LICH 2E WMo E|ALHE FIIstHU ZE WRAHMIF @E2 2tRE 67| 26 A8 SHE
Cha JE ol AEf 2Ol ZES Hulo|EF moic 25 WAL HHE 2ot J80| ME2 ZEOA
FureF ERfE2 S{Est=X| =Qlatof & LICH OZX| 42 2 M HAZE Eot ago| &2 WE
st7iLt 042 HOt OB S 2E WMol H7E £ olalch Qs EjTg S8t TE W T
EEZ S MEE = U&LICH 0 S0 2E WM} ping 270 SE TS ICMP(IE{H o] H|
AR ZZ2EZE) HZEZE U = UELICHENH ping L2 o{iH QIAHAN T MEEX| &)
HEY A
Ch2e QIE{U 7 2 Waikof ot HE FELict

Inbound

AA IE Q| Comment

0.0.0.0/0 #HH 2. YWHM 2AL ZEOM

DE QH2E EfEE HHE
Outbound
CHAF A ZE HQ| Comment

Hot OF o= 31


https://docs.aws.amazon.com/cli/latest/reference/elbv2/set-subnets.html
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/set-ip-address-type.html
https://docs.aws.amazon.com/vpc/latest/ipam/tutorials-byoip-ipam.html
https://console.aws.amazon.com/ec2/
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https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-practices.zonal-shifts.html#arc-zonal-shift.existing-connections
https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-practices.zonal-shifts.html#arc-zonal-shift.existing-connections
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https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-practices.zonal-shifts.html
https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-practices.zonal-shifts.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/security-dashboard.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/security-dashboard.html
https://aws.amazon.com/blogs/networking-and-content-delivery/introducing-cloudfront-security-dashboard-a-unified-cdn-and-security-experience/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/LocationsOfEdgeServers.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/restrict-access-to-load-balancer.html#restrict-alb-route-based-on-header.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/restrict-access-to-load-balancer.html#restrict-alb-route-based-on-header.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/restrict-access-to-load-balancer.html#restrict-alb-add-custom-header.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/about-accelerators.alb-accelerator.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/about-accelerators.alb-accelerator.html
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https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html#aws-managed-rule-groups-ip-rep-amazon
https://owasp.org/www-project-top-ten/
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-baseline.html#aws-managed-rule-groups-baseline-crs
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-baseline.html#aws-managed-rule-groups-baseline-crs
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-baseline.html#aws-managed-rule-groups-baseline-known-bad-inputs
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/network/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/distribution-working-with.websockets.html#distribution-working-with.websockets.how-it-works
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#request-routing

Elastic Load Balancing Application Load Balancers

routing.http.request.x_amzn_mtls_clientcert_issuer.header_name

X-Amzn-Mtls-Clientcert-Issuer HTTP & &l|lH2| 3l 0|2 +=™E £ U&LICH.
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routing.http.request.x_amzn_mtls_clientcert_validity.header_name
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routing.http.response.access_control_allow_credentials.header_value
LY A HEIRX| 7| E£= Q5L 22 xAHHE HE & slok st=X| {FE LIEHHLICE.
routing.http.response.access_control_expose_headers.header_value
HE|RX7I 2% ZEI0|UEN EE = /U= SHE gretErLch
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Last Forward to target group
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= Group-level stickiness: Off
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[
{
"Type'": "fixed-response",
"FixedResponseConfig": {
"StatusCode": "200",
"ContentType": "text/plain",
"MessageBody": "Hello world"
}
}
]
X CF Xto4
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CORS(Cross-Origin Resource Sharing) 2 89| 49 1H2 &+d3t5t24™ SameSite=None;
Secure7t ZFLIC} 0| ZAL Elastic Load Balancing® 5 M| 77|21 AWSALBTGCORSE A4d%t
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Example stLte| CHe & 0| U= TE 2ol of

TAE BEHL +EE W 22 X[EY & UA&LICH REMEH LIE 2 create-rule & modify-rule 3
2 HZStMR. OHE fd2 2EE KIZE iy 2&e =z MEELICH

[
{
"Type'": "forwaxd",
"ForwardConfig": {
"TargetGroups": [
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:taxgetgroup/my-targets/73e2d6bc24d8a067"
}
]
}
}
]
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-rule.html

Elastic Load Balancing Application Load Balancers

[
{
"Type": "forwaxrd",
"ForwardConfig": {
"TargetGroups": [
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:taxrgetgroup/blue-targets/73e2d6bc24d8a067",
"Weight": 10
},
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:taxgetgroup/green-targets/09966783158cda59",
"Weight": 20
}
]
}
}
]
Example 1%/ d0| &gt E MY 2ol of
CH&f &0l of] 7HR) ME &0l {1 stLt of&f el el a2 &0l 1 AMl4d0] &3t zlo] /o ol
385 1-EE gdsteliof gLCH
Che 5oi2 CH4 I8 1% 7158 A5t 23S XIME T iy 21§02 MY B 1% 77|
7t ZEEIX A2 2FH2 Z oy 2&2| 7tExlof wet et E LI
[
{
"Type'": "forwaxd",
"ForwardConfig": {
"TargetGroups": [
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:taxgetgroup/blue-targets/73e2d6bc24d8a067",
"Weight": 10
}I
{
"TargetGroupArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:taxrgetgroup/green-targets/09966783158cda59",
"Weight": 20
}
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1,

"TargetGroupStickinessConfig": {
"Enabled": true,
"DurationSeconds": 1000
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CHS oflef 7| =8 AFE3Stod Rl URLL| URI 748 RAE CHY URLO CHA| AAEE & A&LICH

» #{protocol} - ZEEZE EZ & ELIC}. protocol L query 7+ L A0] AFEHLILCE.
« #{host} - THIRIE ZE&EILIC} hostname, path, query 4 A0 AFEEFLICEH

« #{port} - ZEE ZEEILIC} port, path, query 7+43 401 AL &L}
h 2 query 714 @40 AL EFLICH

#{query} - H2| T2tO/HE Z&ELICE query T8 A0 AFSELICEH

» #{path} - B2E Z&FLIC

redirect® 0| +™E|H AMA 20 2rH0| Z7|FELICH RHMEH LIS 2 HMA 2T &= B
2 AXSHML. HE8 redirect HYO| 7= HTTP_Redirect_Count X|E0{ EnELICH XFA
8t LI 2 Application Load Balancer X|E EHE & ZSHAIQ

Example &2 ALEE 2|CI3M ] of

C}S FXI2 HTTPS ZEE ST} X|HE ZTE(40443)2 AFR5H= URLE S| 7 ZlC|aMe MAs
X|gH e 2AE O|F, B2, 2| mt2t0|eHE Z & ELICt O] 32 "https://#{host}:40443/#{path}?
#{query}"t S LT LIC}.

Action types

‘ (O Forward to target groups ‘ ‘ © Redirect to URL ‘ ‘ () Return fixed response

Redirect to URL Info

Redirect client requests from one URL to another. You cannot redirect HTTPS to HTTP. To avoid a redirect loop, you must modify at least
one of the following components: protocol, port, hostname or path. Components that you do not modify retain their original values.

Full URL

Protocol : Port

To retain the original port enter #{port}.

‘ HTTPS v

40443 ‘

1-65535

] Custom host, path, query

Select to modify host, path and query. If no changes are made, settings from the request URL are retained.

Status code

301 - Permanently moved v
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OIS FRle el Z2EZE, ZE SAE 0|8, #2| I2t0|E|E Z8hsts URLZ S| ¥ Z|C|
ME B-EstD, #{path} 7|¥EE AE5t0 =HE FE2E MIELICH 0] 32 "#{protocol}:/
#{host}:#{port}/new/#{path}?#{query}"} S LErL|C}.

Action types

‘ () Forward to target groups ‘ ‘ © Redirect to URL ‘ ‘ () Return fixed response

Redirect to URL  Info
Redirect client requests from one URL to another. You cannot redirect HTTPS to HTTP. To avoid a redirect loop, you must modify at least
one of the following components: protocol, port, hostname or path. Components that you do not modify retain their original values.

Full URL

Protocol : Port
To retain the original port enter #{port}.

‘ #{protocol} v | #{port} ‘

1-65535

Custom host, path, query
Select to modify host, path and query. If no changes are made, settings from the request URL are retained.

Host
Specify a host or retain the original host by using #{host}. Not case sensitive.

#{host}

Maximum 128 characters. Allowed characters are a-z, A-Z, 0-9; the following special characters: -.;
and wildcards (* and 2). At least one “." is required. Only alphabetical characters are allowed after the final *.” character.

Path
Specify a path or retain the original path by using #{path}. Case sensitive.

[fnew/#{path}

Maximum 128 characters. Allowed characters are a-z, A-Z, 0-9; the following special characters: _-.$/~""@:+;
& (using &amp;); and wildcards (* and ?).

Query - optional
Specify a query or retain the original guery by using #{query}. Not case sensitive.

| #query) |

Maximum 128 characters.

Status code

‘ 3201 - Permanently moved v ‘
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Example of CHet 2IC|24M 2] oi| K| AWS CLI

S| Ct. REMIEH LI 2 create-rule & modify-rule &
2 HZXSIML. OIS U2 ZE 4430 | HTTP LEE HTTPS RE 2 2 2|C[EMELICH. SAE Of
= (@)
[=] 4

[

"Type": "redirect",

"RedirectConfig": {
"Protocol": "HTTPS",
"Port": "443",
"Host": "#{host}",
"Path": "/#{path}",
"Query": "#{queryl}",
"StatusCode": "HTTP_301"

L

&0l CHall X[HElE =7 EA2 cr20 Z&LUCh.
host-header
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-rule.html

Elastic Load Balancing Application Load Balancers

query-string

el 2XEo| 712t Ho] = 22 7Bt 2 Bt ERLICH XA LI82 #HE| EAtYE =7 By
g AXsMR

source-ip
7t Q#O| AA P FAE JIBO R BHREIFLICH RIMIB LIS S A4 IP T4 E74 EHEIS 2 X5
M.

Zt FElofle MBI O 2 host-header, http-request-method, path-pattern % source-ip
Z & otLt ol 2 Z&eE = Aot £t ZF #EolE MEIMO 2 http-header & query-

string Z & stLt 0|4 S Z&E + A&LICH

ZAY =|CH 374e] Yx| BIHE X|HE & U&LICH o€ £0{ Z http-header Z7101 CHEH 29|
HTTP il gfot Hl g =|CH 3702 EXtE S XIHE = U&LUct XY & Ltz HTTP &l it
LUx|StH ZZHO| SFELICH ZE BAIYE0| YXIGHEE F5ted™H Y| Hototct =7 SHLEE 2tE
L|Ct.

7RG 2| 5700 Yx| WI7HE X|HE 4 QU&LICH o2 So{ =7 57 ZHztol] Ux| HIH7} SHLA Q)
£ 7=2 IHE £ &Lt

Eli

http-header, host-header, path-pattern, query-string 2712| &x| W7ol A UE=7t=
AHE ZEAIZ = Jauch #3Y ddEstE EXHE 5702 MIEHE LICH.

T2 EAEl= ASCIl X101 2F M 2|0 X|0{ & AH0x000{ A 0x1f & 0x7f)= M| 2| FL|Ch.

OEs 12 2 eteEE HZTsiMe.

HTTP 3IC| Z742 ALS5H04 280 HTTP 3ILIE VIO 2 23S Bt ests TS THE 4 s

LICt & = ALSA X HTTP sl EE2| 0|2 %I
+

Application Load Balancer £drouting.http.drop_invalid_header_fieldsO| E43t=|H M
TAO)2 E55HK| ot sl O|§ 0| AMELICIA-Z,a-2,0-9. HHAI2 435K L= FH 0IBE

27t 4 s

HTTP &l =4A 66


https://exampleloadbalancer.com/advanced_request_routing_demo.html
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Example Ofl CHEt HTTP il 274 of Al AWS CLI

i

TES UEHL o™ M ZHE X|EE = U&LIC RHMEH I8 2 create-rule & modify-rule BE
2 HZStMR. Chg 212 XIHE 21t & stLtet YR[Sh= User-Agent Sl 7t = 2ol ofs
SEELICH
[
{
"Field": "http-headexr",
"HttpHeaderConfig": {
"HttpHeaderName": "User-Agent",
"Values": ["*Chrome*", "*Safari*"]
}
}
]

HTTP 28 HAME

HTTP 28 HIME Z748 M85to] QEO HTTP L HIMEE J(|BIe 2 2% g Bl ste 738
TIE = UELICH EE £5 MAEX XIH HTTP HMEE X|YE &+ A&LICH LR BIhs /A2
= 5t
—H

=
LICt tLEFE EAt= X|HEIX| gt o2 HME O|F0| HErs| Yx|sHoF & LICE.

GET ! HEAD O%% S YAloR B REstE 20l F4LICH HEAD ol st SEo| FHAE
Ct

Example Ofl CH&t HTTP HIME =74 of| Xl AWS CLI

Ch XEAIBH LI 2 create-rule & modify-rule &

=1
=]
A8t 230] olsf SFELICH

[
{
"Field": "http-request-method",
"HttpRequestMethodConfig": {
"Values": ["CUSTOM-METHOD"]
}
}
]
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-rule.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-rule.html
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SAE XA

SAE ZE NE510i SAEGIHL SAE O|FE V(8o R Q¥E Bt Este A&E g =
UAELICHEAE 7|8 Et*B0[2t T L &) I B 2E WHME At&stod o{ ot¢f = el
o z|& @ EHQIE XIHE + U&LICH
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. * (07K OlAto| 2Xtoi| )

. 23| B 2R D)

SAE 0|8 oA

* example.com

+ test.example.com

* *_ example.com

%] *,example.com test.example.comt Y X|5tL} example.comt U x|5tX| L &LICt.

Example Ofl CHet 3 A E &4 =74 of & AWS CLI

TEIS OEHL ¥E M ZH2 X|EE = UELICH KM I8 2 create-rule & modify-rule &
2 AZTHM. CHE =2 XIHE 2Xda dxlete EAE FH7t U= 2F ofs EFELICH
[
{
"Field": "host-header",
"HostHeaderConfig": {
"Values": ["*.example.com"]
}
}
]

fol


https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-rule.html
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Example Of CHEt &
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-

TEE HEHL =Y M ZHE XEY = U&LICH REMEH LHE 2 create-rule & modify-rule B&
2 AT, g =2 XIHE 2XE0| Z&E URLO| (= 28 ola EFE LCH
[
{
"Field": "path-pattern",
"PathPatternConfig": {
"Values": ["/img/*"]
}
}
]

2 A8sto] #el Extgel 712t Ho E= 22 V|Eez REE EteBste HElE
A&LICH LR B7t= tH/AERE FESHK] eh&LICH *(074 ol e 2t LX) H 2(H
1R Lx|) ALEFE BRI X[ ELICH

Example 0f| CHEt 2] X4 =74 of| A AWS CLI

TS BEIL £HY W ZHS XIFE £ USLICH AME LIS

2 create-rule & modlfy rule ¥
l/Zf ™01 "version=v1" EE £ “example’2 AHE 7|7} £&E 2| 22X}

[
{
"Field": "query-string",
"QueryStringConfig": {
"Values": [
{
"Key": "version",
"Value": "v1"
},
{
"Value": "*example*"
}
]
}
}
]
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-rule.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-rule.html
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YO PN Xa

AXIPFAZTHS ME50{ QYO AAIPFAE VMR QME BIRESE FAIg e =
UELICH IP 4= CIDR A2 X5l oF ELICt IPv4 X IPVv6 FAE 25 ALEE == Q&Lct
etUc e Bt XIYEIX| f&LIch A4 P 7= Z7of CHEt 255.255.255.255/32 CIDRE X|

Zet0|HUETI ZHA| Flo] U= F2, ol= SEI0[AUE Q| IP FATE OfL{2t ZFA|Q| IP FAQLICEH

Z 712 X-Forwarded-For &l 2| =40 |5 £EF|X| et &LICt X-Forwarded-For SlIC{o| A =4
E ZHM35e{™ http-header Z7E AFEELICH

Example Ofl CHEt AA P 274 of | AWS CLI

TAE BEHL EE I U2 X[EY & UA&LICH RHME LIE 2 create-rule & modify-rule 3
XX

=
|4 El CIDR &5 & stLto A4 1P FAT e 20| 2fsi SFEL

Ct.
[
{
"Field": "source-ip",
"SourceIpConfig": {
"Values": ["192.0.2.0/24", "198.51.100.10/32"]
}
}
]

HTTP sll] & Application Load Balancer

HTTP 2% Z HTTP SE 2 silel Z=& AL&5to HTTP HIA|X|of Ci et HEE ™S ELITH HTTP 3
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SEo=Z FJIE|1 o Z2|AH 0|Mol M HE| AR E|E HIEZE HTTP SIHE MZ2E 1 QlaLct 28 i
EZ HTTP SllH= X-Forwarded M5 AE 7HX| 1 U &LICH Application Load Balancer= CHS X-
Forwarded SIHE X|&ELICE

HTTP @120 CH§t REM|I8t LI 2 Elastic Load Balancing AF2 MHEMO| B2 & 2 S 2T AML.
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-rule.html
https://datatracker.ietf.org/doc/html/rfc2616
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#request-routing
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» X-Forwarded-Proto
e X-Forwarded-Port

X-Forwarded-For
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A8 AHESt= O 282 ELICH 2= W37 F2t0|MEL M 7te| EEEHE 7IEX 7| ME

ol M A 20| 2= WO IP FAD ZFHELICH 22t0|HES|IP FAE &0l5tE{H
routing.http.xff_header_processing.mode $42 ALE3IAAI2. Ol S AFE 6104,
Application Load Balancer?}t CH& 0| R EE ELHZ7| ol HTTP 82| X-Forwarded-For 3IHE =
Y EE EE MHE = A&LICH o] 4ol A8 7H58 242 append, preserve X remove LT
O| 8ol 7|24t2 append &LICt.

/A Important
Hot 2|3o| erMet £~ 9loo 2 X-Forwarded-For S|C{E AIS8HH AL28HoF & LIC}H &=
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, Application Load Balancer= X-Forwarded-For 2% &0l 22I0IMEQ| IP T4
0| SIE{E MHZ ™ME&LICH X-Forwarded-For 78 dlE{7F & @™ol Z& ||
E2C WHHME= ZE0[HE IP FTAE QL S E AF8504 5tLIE M E L
, 2E WHM7} 2E0|ME IP FAE 7IE FHo| 75t SIHE MHE MY
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X-Forwarded-For % sl{o| @4le ct2a Z&Lct.
X-Forwarded-For: client-ip-address

ct

0jo

2IPFA7203.0.113.72 EEI0|AHE Q| X-Forwarded-For 273 sl LIC}.
X-Forwarded-For: 203.0.113.7

CI=2 IPv6 TA 7 X-Forwarded-For®l Z2}0|HEC
2001:DB8: :21f:5bff:febf:ce22:8a2e L& sl L|Ct.
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X-Forwarded-For: 2001:DB8::21f:5bff:febf:ce22:8a2e

Z2I0|ME ZE BE £ (routing.http.xff_client_port.enabled)0| 2E Sz A0 &
M3etEl B2, X-Forwarded-For & 3|HMl= client-ip-addressO F7tE|= client-port-

number2(E) ZEELICHEERSE T&). 0|F dlE{el EAI2 2 Z &L

IPv4 -- X-Forwarded-For: client-ip-address:client-port-number

IPv6 -- X-Forwarded-For: [client-ip-address]:client-port-number

IPv62| B ZE WHM7t client-ip-address2(8) 7IE€ s F7I5tH FAE CHEEZE F&
LIC}.
CIS22 IPv4 £A7112.34.56.780|1 5 7} 808021 E2I0|HE Q| X-Forwarded-For 28

Sl LICE
X-Forwarded-For: 12.34.56.78:8080

2 IPv6 47} 2001 :db8:85a3:8d3:1319:8a2e:370:73480|11 L E 15 7} 8080¢2! Z2}0|
O| X-Forwarded-For % dll{lL|Ct.

o
Cr=
1E

X-Forwarded-For: [2001:db8:85a3:8d3:1319:8a2e:370:7348]:8080

Preserve
%89 preserve ZEE 2= MEE|7| ™| HTTP 22| X-Forwarded-For &7} 04 &
Aoz £ME|X| AT E &hLCt.

M 7A

&9 remove EE= CHY 2 MEE|7| o HTTP 232l X-Forwarded-For &l|lEHE A 7{EL
Ct.

(® Note
Zol0|ME X E B & £/4(routing.http.xff_client_port.enabled)2 E43ststn
routing.http.xff_header_processing.mode &£40{ preserve EE= remov
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Application Load Balancer=
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27 oA

GET /
index.ht

ml HTTP/1.1
Host:
example.com

GET /
index.ht

ml HTTP/1.1
Host:
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X-Forward
ed-For:
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GET /
index.ht

ml HTTP/1.1
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X-Forward
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XFF(append &2

E)

X-Forward
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X-Forward
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127.0.0.8
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242 AME8H X-Forwarded-For 8l £, §X| EE= X7

1. https://console.aws.amazon.com/ec2/0l Al Amazon EC2 &2 LICt.

£ ol 2E WRINE MeELCH

AW N
I
0x
—
=
=)
O
=X
0]
(2]

lo —
i
=
X
&
A
™
o
rllIo
_L
:I:
ok
r
_lTl_

£ A&3t04 X-Forwarded-For S|HE =74, E& E£= XM7{5t2{™ AWS CLI

routing.http.xff_header_processing.mode &1t &7 modify-load-balancer-attributes &
HE AL ELICH

X-Forwarded-Proto

X-Forwarded-Proto 28 dl|{= Z2t0|AEJ EE WHM HZ0| AI8E ZEEZHTTP E&
HTTPS)2 AlHste Ol =2 ELICH ME{ HAMA 2ET0= M 2= WA ZHol AHEE EEE
S0 23 E|o] IS, ECI0[HES 2= WHM 7Hol| AASE T2 EZ0of CHet HE = Z &[0 UXK|
f&LICH EEt0|iES ZE WRHM ZHo| AFSE Z2EZ 2 & 0Q15t2{M X-Forwarded-Proto 52’8'
SIHE A8 3HAA|2. Elastic Load Balancing2 X-Forwarded-Proto 238 dlHoi E2t0[|iES 2
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X-Forwarded-Proto 3 dlHe| ¥AI2 CtS1t Z&LCt.

X-Forwarded-Proto: originatingProtocol

CHe ollRlol= HTTPS &2 M 22+0|ME0l M AIRHEl 220l CHEH X-Forwarded-Proto 2%
SIEA7t & Elo] USLICH

X-Forwarded-Proto: https
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-listener.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-public-certificates.html
https://aws.amazon.com/certificate-manager/
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ELBSecurityPolicy-TLS-1-2-2017-01
ELBSecurityPolicy-TLS-1-1-2017-01

ELBSecurityPolicy-2016-08

of
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ok

a

Iju

c023
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fok
i

OpenSSL - ECDHE-ECDSA-AES128-
SHA

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_128 CBC_SHA

OpenSSL — ECDHE-RSA-AES128-SHA

IANA — TLS_ECDHE_RSA WITH
_AES_128_CBC_SHA

b R4%H of
O T =

ok

a

Iju

ELBSecurityPolicy-TLS13-1-2- c009

Ext2-2021-06

ELBSecurityPolicy-TLS13-1-1
-2021-06

ELBSecurityPolicy-TLS13-1-0
-2021-06

ELBSecurityPolicy-TLS-1-2-E
xt-2018-06

ELBSecurityPolicy-TLS-1-1-2017-01
ELBSecurityPolicy-2016-08

ELBSecurityPolicy-TLS13-1-2- c013

Ext2-2021-06

ELBSecurityPolicy-TLS13-1-1
-2021-06

ELBSecurityPolicy-TLS13-1-0
-2021-06

ELBSecurityPolicy-TLS-1-2-E
xt-2018-06

ELBSecurityPolicy-TLS-1-1-2017-01
ELBSecurityPolicy-2016-08
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OpenSSL — ECDHE-ECDSA-AES256-
GCM-SHA384

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_256_GCM_SHA384

ok my o5 18
» ELBSecurityPolicy-TLS13-1-2 c02c
-2021-06
» ELBSecurityPolicy-TLS13-1-2-
Res-2021-06

» ELBSecurityPolicy-TLS13-1-2-
Ext2-2021-06

» ELBSecurityPolicy-TLS13-1-2-
Ext1-2021-06

+ ELBSecurityPolicy-TLS13-1-1
-2021-06

» ELBSecurityPolicy-TLS13-1-0
-2021-06

» ELBSecurityPolicy-TLS-1-2-E
xt-2018-06

» ELBSecurityPolicy-TLS-1-2-2017-01
» ELBSecurityPolicy-TLS-1-1-2017-01
» ELBSecurityPolicy-2016-08
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OpenSSL — ECDHE-RSA-AES256-G
CM-SHA384

IANA - TLS_ECDHE_RSA_WITH
_AES_256_GCM_SHA384

oF x{%H
O T

ELBSecurityPolicy-TLS13-1-2
-2021-06

ELBSecurityPolicy-TLS13-1-2-
Res-2021-06

ELBSecurityPolicy-TLS13-1-2-
Ext2-2021-06

ELBSecurityPolicy-TLS13-1-2-
Ext1-2021-06

ELBSecurityPolicy-TLS13-1-1
-2021-06

ELBSecurityPolicy-TLS13-1-0
-2021-06
ELBSecurityPolicy-TLS-1-2-E
xt-2018-06

ELBSecurityPolicy-TLS-1-2-2017-01
ELBSecurityPolicy-TLS-1-1-2017-01

ELBSecurityPolicy-2016-08

of
=

ok

a

Iju
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OpenSSL — ECDHE-ECDSA-AES256-
SHA384

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_256_CBC_SHA384

OpenSSL — ECDHE-RSA-AES256-S
HA384

IANA — TLS_ECDHE_RSA WITH
_AES_256_CBC_SHA384

b R4%H
O T

ELBSecurityPolicy-TLS13-1-2
-2021-06

ELBSecurityPolicy-TLS13-1-2-
Ext2-2021-06

ELBSecurityPolicy-TLS13-1-2-
Ext1-2021-06

ELBSecurityPolicy-TLS13-1-1
-2021-06

ELBSecurityPolicy-TLS13-1-0
-2021-06
ELBSecurityPolicy-TLS-1-2-E
xt-2018-06

ELBSecurityPolicy-TLS-1-2-2017-01
ELBSecurityPolicy-TLS-1-1-2017-01

ELBSecurityPolicy-2016-08

ELBSecurityPolicy-TLS13-1-2
-2021-06

ELBSecurityPolicy-TLS13-1-2-
Ext2-2021-06

ELBSecurityPolicy-TLS13-1-2-
Ext1-2021-06

ELBSecurityPolicy-TLS13-1-1
-2021-06

ELBSecurityPolicy-TLS13-1-0
-2021-06
ELBSecurityPolicy-TLS-1-2-E
xt-2018-06

ELBSecurityPolicy-TLS-1-2-2017-01
ELBSecurityPolicy-TLS-1-1-2017-01

ELBSecurityPolicy-2016-08
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OpenSSL — ECDHE-ECDSA-AES256-
SHA

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_256_CBC_SHA

OpenSSL — ECDHE-RSA-AES256-SHA

IANA — TLS_ECDHE_RSA WITH
_AES_256_CBC_SHA

b R4%H of
O T =

ok

a

Iju

ELBSecurityPolicy-TLS13-1-2- c00a

Ext2-2021-06

ELBSecurityPolicy-TLS13-1-1
-2021-06

ELBSecurityPolicy-TLS13-1-0
-2021-06

ELBSecurityPolicy-TLS-1-2-E
xt-2018-06

ELBSecurityPolicy-TLS-1-1-2017-01
ELBSecurityPolicy-2016-08

ELBSecurityPolicy-TLS13-1-2- c014

Ext2-2021-06

ELBSecurityPolicy-TLS13-1-1
-2021-06

ELBSecurityPolicy-TLS13-1-0
-2021-06

ELBSecurityPolicy-TLS-1-2-E
xt-2018-06

ELBSecurityPolicy-TLS-1-1-2017-01
ELBSecurityPolicy-2016-08
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OpenSSL - AES128-GCM-SHA256

IANA — TLS_RSA_WITH_AES_1
28_GCM_SHA256

OpenSSL — AES128-SHA256

IANA — TLS_RSA WITH_AES _1
28_CBC_SHA256

b R4%H of
O T =

ok

a

Iju

ELBSecurityPolicy-TLS13-1-2- 9c
Ext2-2021-06

ELBSecurityPolicy-TLS13-1-2-
Ext1-2021-06

+ ELBSecurityPolicy-TLS13-1-1
-2021-06

» ELBSecurityPolicy-TLS13-1-0
-2021-06

» ELBSecurityPolicy-TLS-1-2-E
xt-2018-06

» ELBSecurityPolicy-TLS-1-2-2017-01
» ELBSecurityPolicy-TLS-1-1-2017-01
» ELBSecurityPolicy-2016-08

» ELBSecurityPolicy-TLS13-1-2- 3c
Ext2-2021-06

+ ELBSecurityPolicy-TLS13-1-2-
Ext1-2021-06

+ ELBSecurityPolicy-TLS13-1-1
-2021-06

» ELBSecurityPolicy-TLS13-1-0
-2021-06

» ELBSecurityPolicy-TLS-1-2-E
xt-2018-06

» ELBSecurityPolicy-TLS-1-2-2017-01
» ELBSecurityPolicy-TLS-1-1-2017-01
» ELBSecurityPolicy-2016-08
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OpenSSL — AES128-SHA

IANA — TLS_RSA_WITH_AES_1
28_CBC_SHA

OpenSSL - AES256-GCM-SHA384

IANA — TLS_RSA_WITH_AES_2
56_GCM_SHA384

b R4%H of
O T =

ok

a

Iju

+ ELBSecurityPolicy-TLS13-1-2- 2f
Ext2-2021-06

ELBSecurityPolicy-TLS13-1-1
-2021-06

» ELBSecurityPolicy-TLS13-1-0
-2021-06

» ELBSecurityPolicy-TLS-1-2-E
xt-2018-06

» ELBSecurityPolicy-TLS-1-1-2017-01
» ELBSecurityPolicy-2016-08

» ELBSecurityPolicy-TLS13-1-2- 9d
Ext2-2021-06

+ ELBSecurityPolicy-TLS13-1-2-
Ext1-2021-06

+ ELBSecurityPolicy-TLS13-1-1
-2021-06

» ELBSecurityPolicy-TLS13-1-0
-2021-06

» ELBSecurityPolicy-TLS-1-2-E
xt-2018-06

» ELBSecurityPolicy-TLS-1-2-2017-01
» ELBSecurityPolicy-TLS-1-1-2017-01
» ELBSecurityPolicy-2016-08
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OpenSSL - AES256-SHA256

IANA — TLS_RSA_WITH_AES_2
56_CBC_SHA256

OpenSSL — AES256-SHA

IANA — TLS_RSA_WITH_AES_2
56_CBC_SHA

FIPS = oF &4

/A Important

Application Load Balancer0i| 14
ME ALS

£ A8ste El&L7 F 71 o4 {

Z| o= Hol

b R4%H of
O T =

ELBSecurityPolicy-TLS13-1-2- 3d
Ext2-2021-06

ELBSecurityPolicy-TLS13-1-2-
Ext1-2021-06

ELBSecurityPolicy-TLS13-1-1
-2021-06

ELBSecurityPolicy-TLS13-1-0
-2021-06

ELBSecurityPolicy-TLS-1-2-E
xt-2018-06

ELBSecurityPolicy-TLS-1-2-2017-01
ELBSecurityPolicy-TLS-1-1-2017-01
ELBSecurityPolicy-2016-08

ELBSecurityPolicy-TLS13-1-2- 35
Ext2-2021-06

ELBSecurityPolicy-TLS13-1-1
-2021-06

ELBSecurityPolicy-TLS13-1-0
-2021-06

ELBSecurityPolicy-TLS-1-2-E
xt-2018-06

ELBSecurityPolicy-TLS-1-1-2017-01
ELBSecurityPolicy-2016-08

ok

Iju

FElALYE FIPS 20t M3 & H| FIPS 2ot
SfioF &LICt E8E == U&LICE 7|& Application Load Balancer0i| H| FIPS %3%H
A2 [ 2lAL7F CHA FIPS 20t HAME AL

St & stodes
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B2 2lAE stLtBt H S W K| 25 XM AHELICH 2laLdol Eot MAMS FIPSE BBk ef
2 FIPS 2ot HAMS M50 FIt 2|ALHE MEELICH E= FIPS 2o HAHEE AL& 304 M
2lALZ A Application Load BalancerE 24448 & Ql&L|CH

Federal Information Processing Standard(FIPS)E O|= & FiLiCt HE EHot &
Has= o5 DE0| Hot Q7S 5T aLICH RHMIEH L2 S AWS 232
| 0| X[2| Federal Information Processing Standard(FIPS) 1402 & Z35tM2.

*Hx
0 1o
fu
ad I

DE FIPS U2 AWS-LCFIPS A5 ¢33t ZES &€ E&LICE AIMIEH LSS NIST Y S5 2E 4
S T2 AO|EQ| AWS-LC 55t ZSIMI2.

H
I
[F!
o
>
i
U?.'-'

/A Important

ELBSecurityPolicy-TLS13-1-1-FIPS-2023-04 % ELBSecurityPolicy-
TLS13-1-0-FIPS-2023-04 HH2 B7HA| 3 8tEE ISHAE MSELICH o] HA2
FIPS140 ZE2 AIS5lE FIPS 25312 #836X|2H TLS 7ol CHSF %Al NIST X|&E &

+=otX| &t & UA&LICH

TE
. HMHTRESD
. HAw s
. o A

Mgl 2 E

ML

CIS EolME Z FIPS EoF HAO| X|sleE T2 EZ S MHEELIC
EOF Z42H TLS TLS TLS TLS
1.3 1.2 1.1 1.0

ELBSecurityPolicy-TLS13-1-3-FIPS-2023-04
of oflle ofLe ol

ELBSecurityPolicy-TLS13-1-2-FIPS-2023-04
of of ofLle ot
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Hot -2y TLS TLS TLS TLS
1.3 1.2 1.1 1.0

ELBSecurityPolicy-TLS13-1-2-Res-FIPS-2023-04

of of ofLi ot
ELBSecurityPolicy-TLS13-1-2-Ext2-FIPS-2023-04

o] ol ofLiE ot
ELBSecurityPolicy-TLS13-1-2-Ext1-FIPS-2023-04

o off ofLl ot
ELBSecurityPolicy-TLS13-1-2-Ext0-FIPS-2023-04

of of ofLle ot
ELBSecurityPolicy-TLS13-1-1-FIPS-2023-04

of of of otL|R
ELBSecurityPolicy-TLS13-1-0-FIPS-2023-04

of of of of

R{RHHEq OFf
o== =\

fol

CHE ZolM= Z FIPS 2o HAo| X[2st= ¢ 5 & dHEELICH

ot Ay oF % (Ciphers)

ELBSecurityPolicy-TLS13-1-3-FIPS-2023-04 + TLS_AES_128_GCM_SHA256
+ TLS_AES_256_GCM_SHA384

ELBSecurityPolicy-TLS13-1-2-FIPS-2023-04 + TLS_AES_128_GCM_SHA256
+ TLS_AES_256_GCM_SHA384
+ ECDHE-ECDSA-AES128-GCM-SHA256
+ ECDHE-RSA-AES128-GCM-SHA256
+ ECDHE-ECDSA-AES128-SHA256
+ ECDHE-RSA-AES128-SHA256
+ ECDHE-ECDSA-AES256-GCM-SHA384

FIPS & ot &4l 107



Elastic Load Balancing Application Load Balancers

o =M 2t 3 (Ciphers)
+ ECDHE-RSA-AES256-GCM-SHA384
+ ECDHE-ECDSA-AES256-SHA384
+ ECDHE-RSA-AES256-SHA384

ELBSecurityPolicy-TLS13-1-2-Res-FIPS . TLS_AES_128_GCM_SHA256
-2023-04 . TLS_AES_256_GCM_SHA384
- ECDHE-ECDSA-AES128-GCM-SHA256
 ECDHE-RSA-AES128-GCM-SHA256
- ECDHE-ECDSA-AES256-GCM-SHA384
- ECDHE-RSA-AES256-GCM-SHA384
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ELBSecurityPolicy-TLS13-1-2-Ext2-FIP
S-2023-04

2t 3 (Ciphers)

TLS_AES_128 GCM_SHA256
TLS_AES_256_GCM_SHA384
ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA

FIPS 2 oF &4
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b R4%H
[ R |

ELBSecurityPolicy-TLS13-1-2-Ext1-FIP
S-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-FIP
S-2023-04

2t 3 (Ciphers)

TLS_AES_128 _GCM_SHA256
TLS_AES_256_GCM_SHA384
ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
AES128-GCM-SHA256
AES128-SHA256
AES256-GCM-SHA384
AES256-SHA256

TLS_AES_128 GCM_SHA256
TLS_AES_256_GCM_SHA384
ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA

FIPS 2 oF &4

110



Elastic Load Balancing

Application Load Balancers

H O
- !

b R4%H
[ R |

ELBSecurityPolicy-TLS13-1-1-FIPS-2023-04

2t 3 (Ciphers)

TLS_AES_128 _GCM_SHA256
TLS_AES_256_GCM_SHA384
ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
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b R4%H
[ R |

ELBSecurityPolicy-TLS13-1-0-FIPS-2023-04

2t 3 (Ciphers)

TLS_AES_128 GCM_SHA256

+ TLS_AES_256_GCM_SHA384

+ ECDHE-ECDSA-AES128-GCM-SHA256
+ ECDHE-RSA-AES128-GCM-SHA256

+ ECDHE-ECDSA-AES128-SHA256

+ ECDHE-RSA-AES128-SHA256

+ ECDHE-ECDSA-AES128-SHA

+ ECDHE-RSA-AES128-SHA

+ ECDHE-ECDSA-AES256-GCM-SHA384
+ ECDHE-RSA-AES256-GCM-SHA384

+ ECDHE-ECDSA-AES256-SHA384

+ ECDHE-RSA-AES256-SHA384

+ ECDHE-RSA-AES256-SHA

+ ECDHE-ECDSA-AES256-SHA

+ AES128-GCM-SHA256

+ AES128-SHA256

+ AES128-SHA

+ AES256-GCM-SHA384

+ AES256-SHA256

+ AES256-SHA

= = O 1

CHE EolME 24 22 & XIsts FIPS 2ot HHg MEELICH
%E 0l Hor HA s a8
OpenSSL — TLS_AES_128_GCM_SH - ELBSecurityPolicy-TLS13-1-3- 1301

A256

IANA - TLS_AES_128_GCM_SHA256

FIPS-2023-04

R{&H
o=
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» ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

OpenSSL - TLS_AES_256_GCM_SH ELBSecurityPolicy-TLS13-1-3- 1302

A384 FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

IANA — TLS_AES_256_GCM_SHA384
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OpenSSL - ECDHE-ECDSA-AES128-
GCM-SHA256

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_128_GCM_SHA256

OpenSSL - ECDHE-RSA-AES128-G
CM-SHA256

IANA - TLS_ECDHE_RSA WITH
_AES_128_GCM_SHA256

b R4%H
O T

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-ExtO-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04
ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04
ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04
ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04
ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

of
=

ok
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c02f

Iju
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OpenSSL - ECDHE-ECDSA-AES128-
SHA256

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_128 CBC_SHA256

OpenSSL — ECDHE-RSA-AES128-S
HA256

IANA — TLS_ECDHE_RSA WITH
_AES_128_CBC_SHA256

b R4%H
O T

ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

of
=

ok
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OpenSSL - ECDHE-ECDSA-AES128-
SHA

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_128 CBC_SHA

OpenSSL — ECDHE-RSA-AES128-SHA

IANA — TLS_ECDHE_RSA WITH
_AES_128_CBC_SHA

OpenSSL — ECDHE-ECDSA-AES256-
GCM-SHA384

IANA - TLS_ECDHE_ECDSA_WI
TH_AES_256_GCM_SHA384

b R4%H
O T

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-ExtO-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04
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OpenSSL - ECDHE-RSA-AES256-G
CM-SHA384

IANA — TLS_ECDHE_RSA_WITH
_AES_256_GCM_SHA384

OpenSSL — ECDHE-ECDSA-AES256-
SHA384

IANA - TLS_ECDHE_ECDSA _WI
TH_AES_256_CBC_SHA384

b R4%H
O T

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-ExtO-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04
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OpenSSL - ECDHE-RSA-AES256-S + ELBSecurityPolicy-TLS13-1-2- c028
HA384 FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

IANA — TLS_ECDHE_RSA_WITH
_AES_256_CBC_SHA384

OpenSSL — ECDHE-ECDSA-AES256- + ELBSecurityPolicy-TLS13-1-2-Ext2- c00a
SHA FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

IANA - TLS_ECDHE_ECDSA _WI
TH_AES_256_CBC_SHA

OpenSSL — ECDHE-RSA-AES256-SHA

ELBSecurityPolicy-TLS13-1-2-Ext2- c014
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-ExtO-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

IANA - TLS_ECDHE_RSA _WITH
_AES_256_CBC_SHA
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OpenSSL - AES128-GCM-SHA256

IANA — TLS_RSA_WITH_AES_1
28_GCM_SHA256

OpenSSL — AES128-SHA256

IANA — TLS_RSA WITH_AES _1
28_CBC_SHA256

OpenSSL - AES128-SHA

IANA - TLS_RSA_WITH_AES_1
28_CBC_SHA

OpenSSL - AES256-GCM-SHA384

IANA - TLS_RSA WITH_AES_2
56_GCM_SHA384

b R4%H
O T

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04
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2= O|& H ot A &s I8
OpenSSL — AES256-SHA256 » ELBSecurityPolicy-TLS13-1-2-Ext2- 3d
FIPS-2023-04
IANA - TLS_RSA_WITH_AES_2 e T B s
56_CBC_SHA256 SR BTSSR
FIPS-2023-04
» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04
» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04
OpenSSL — AES256-SHA » ELBSecurityPolicy-TLS13-1-2-Ext2- 35
FIPS-2023-04
IANA - TLS_RSA_WITH_AES_2 g BT B
56 CBC_SHA ecurityPolicy- -1-1-
FIPS-2023-04
» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04
FS x|9d &
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CHe EOIAE 2t FS x| 2ot Mol XIsts T2 ESS ABLICH

ot Hxy TLS TLS TLS TLS
1.3 1.2 1.1 1.0
ELBSecurityPolicy-FS-1-2-Res-2020-10
ofLle o ofLle ofLe
ELBSecurityPolicy-FS-1-2-Res-2019-08
olLle o otL|e ofL|e
ELBSecurityPolicy-FS-1-2-2019-08
oLl o olLle ot
ELBSecurityPolicy-FS-1-1-2019-08
oLl o of ofL|R
ELBSecurityPolicy-FS-2018-06
ofL|R o off off
X{XHEd Ot
o 1 =2 \14=
CtE ZolME 2 FS X[ 2o HHo| X|Hste 58 dFefLict
o &=H ot 3 (Ciphers)
ELBSecurityPolicy-FS-1-2-Res-2020-10 + ECDHE-ECDSA-AES128-GCM-SHA256

+ ECDHE-RSA-AES128-GCM-SHA256
+ ECDHE-ECDSA-AES256-GCM-SHA384
+ ECDHE-RSA-AES256-GCM-SHA384

ELBSecurityPolicy-FS-1-2-Res-2019-08 + ECDHE-ECDSA-AES128-GCM-SHA256
+ ECDHE-RSA-AES128-GCM-SHA256
+ ECDHE-ECDSA-AES128-SHA256
+ ECDHE-RSA-AES128-SHA256
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ok HA 2F 3 (Ciphers)
+ ECDHE-ECDSA-AES256-GCM-SHA384
+ ECDHE-RSA-AES256-GCM-SHA384
+ ECDHE-ECDSA-AES256-SHA384
+ ECDHE-RSA-AES256-SHA384

ELBSecurityPolicy-FS-1-2-2019-08 + ECDHE-ECDSA-AES128-GCM-SHA256
+ ECDHE-RSA-AES128-GCM-SHA256
+ ECDHE-ECDSA-AES128-SHA256
+ ECDHE-RSA-AES128-SHA256
+ ECDHE-ECDSA-AES128-SHA
+ ECDHE-RSA-AES128-SHA
+ ECDHE-ECDSA-AES256-GCM-SHA384
+ ECDHE-RSA-AES256-GCM-SHA384
+ ECDHE-ECDSA-AES256-SHA384
+ ECDHE-RSA-AES256-SHA384
+ ECDHE-RSA-AES256-SHA
+ ECDHE-ECDSA-AES256-SHA

ELBSecurityPolicy-FS-1-1-2019-08 + ECDHE-ECDSA-AES128-GCM-SHA256
+ ECDHE-RSA-AES128-GCM-SHA256
+ ECDHE-ECDSA-AES128-SHA256
+ ECDHE-RSA-AES128-SHA256
+ ECDHE-ECDSA-AES128-SHA
+ ECDHE-RSA-AES128-SHA
+ ECDHE-ECDSA-AES256-GCM-SHA384
+ ECDHE-RSA-AES256-GCM-SHA384
+ ECDHE-ECDSA-AES256-SHA384
+ ECDHE-RSA-AES256-SHA384
+ ECDHE-RSA-AES256-SHA
+ ECDHE-ECDSA-AES256-SHA
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ok
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OpenSSL - ECDHE-ECDSA-AES128-
GCM-SHA256

IANA - TLS_ECDHE_ECDSA_WI
TH_AES_128_GCM_SHA256

OpenSSL — ECDHE-RSA-AES128-G
CM-SHA256

IANA - TLS_ECDHE_RSA WITH
_AES_128_GCM_SHA256

2t 3 (Ciphers)

+ ECDHE-ECDSA-AES128-GCM-SHA256
+ ECDHE-RSA-AES128-GCM-SHA256

+ ECDHE-ECDSA-AES128-SHA256

+ ECDHE-RSA-AES128-SHA256

+ ECDHE-ECDSA-AES128-SHA

+ ECDHE-RSA-AES128-SHA

+ ECDHE-ECDSA-AES256-GCM-SHA384
+ ECDHE-RSA-AES256-GCM-SHA384

+ ECDHE-ECDSA-AES256-SHA384

+ ECDHE-RSA-AES256-SHA384

+ ECDHE-RSA-AES256-SHA

+ ECDHE-ECDSA-AES256-SHA

2ot g &5 I8
+ ELBSecurityPolicy-FS-1-2-Re c02b
s-2020-10
+ ELBSecurityPolicy-FS-1-2-Re
s-2019-08

ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

ELBSecurityPolicy-FS-1-2-Re c02f
s-2020-10

ELBSecurityPolicy-FS-1-2-Re

s-2019-08
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OpenSSL - ECDHE-ECDSA-AES128-
SHA256

IANA - TLS_ECDHE_ECDSA _WI
TH_AES_128 CBC_SHA256

OpenSSL — ECDHE-RSA-AES128-S
HA256

IANA - TLS_ECDHE_RSA _WITH
_AES_128_CBC_SHA256

OpenSSL - ECDHE-ECDSA-AES128-
SHA

IANA - TLS_ECDHE_ECDSA_WI
TH_AES_128 CBC_SHA

OpenSSL — ECDHE-RSA-AES128-SHA

IANA - TLS_ECDHE_RSA WITH
_AES_128_CBC_SHA

OpenSSL — ECDHE-ECDSA-AES256-
GCM-SHA384

IANA - TLS_ECDHE_ECDSA_WI
TH_AES_256_GCM_SHA384

b R4%H
O T

ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

ELBSecurityPolicy-FS-1-2-Re
s-2019-08

ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

ELBSecurityPolicy-FS-1-2-Re
s-2019-08
ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

ELBSecurityPolicy-FS-1-2-Re
s-2020-10

ELBSecurityPolicy-FS-1-2-Re
s-2019-08

ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06
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OpenSSL - ECDHE-RSA-AES256-G
CM-SHA384

IANA — TLS_ECDHE_RSA_WITH
_AES_256_GCM_SHA384

OpenSSL — ECDHE-ECDSA-AES256-
SHA384

IANA - TLS_ECDHE_ECDSA _WI
TH_AES_256_CBC_SHA384

OpenSSL — ECDHE-RSA-AES256-S
HA384

IANA - TLS_ECDHE_RSA _WITH
_AES_256_CBC_SHA384

OpenSSL — ECDHE-ECDSA-AES256-
SHA

IANA - TLS_ECDHE_ECDSA_WI
TH_AES_256_CBC_SHA

OpenSSL — ECDHE-RSA-AES256-SHA

IANA - TLS_ECDHE_RSA WITH
_AES_256_CBC_SHA

b R4%H
O T

ELBSecurityPolicy-FS-1-2-Re
s-2020-10

ELBSecurityPolicy-FS-1-2-Re
s-2019-08

ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

ELBSecurityPolicy-FS-1-2-Re
s-2019-08

ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

ELBSecurityPolicy-FS-1-2-Re
s-2019-08
ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06
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Certificate:
Data:
Version: 3 (0x2)
Serial Number: 01
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Issuer: C=US, O=EXAMPLE, OU=EXAMPLE, CN=EXAMPLE
Validity
Not Before: Jan 11 23:57:57 2024 GMT
Not After : Jan 10 00:57:57 2029 GMT
Subject: C=US, O0=EXAMPLE, OU=EXAMPLE, CN=EXAMPLE
Subject Public Key Info:
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Public Key Algorithm: id-ecPublicKey
Public-Key: (384 bit)
pub:

00:01:02:03:04:05:06:07:08
ASN1 OID: secp384rl
NIST CURVE: P-384
X509v3 extensions:
X509v3 Key Usage: critical

Digital Signature, Key Encipherment, Certificate Sign, CRL Sign

X509v3 Basic Constraints: critical
CA:TRUE

X509v3 Subject Key Identifier:
00:01:02:03:04:05:06:07:08

X509v3 Subject Alternative Name:
URI:EXAMPLE.COM

Signature Algorithm: ecdsa-with-SHA384
00:01:02:03:04:05:06:07:08

2. 042 215 M(PEM Q12 Z):

# comments
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* https://[domain-prefix.auth.region.amazoncognito.com/saml2/idpresponse
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-assign-domain.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-assign-domain.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-identity-federation.html
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AuthenticateOidcActionConfig& & X 35HA 2.

EC WHME 215 HEfE |X|5t7| 28 2Et0IUE MM F7|E EHLICH MEX} I
ol= HTTPS ElAL7I ER35tEE 0| F7|0= &4 secure £80| Z&ELICH o] F7|ol=
CORS(Cross-Origin Resource Sharing) 2 80| 2= SameSite=None £430| Z & EL|C}.

0II

S2xQl ZE0[E 215 0| HeFh oftf ofEE|A0|ME X|Yst=E 2
Z|lAL] FRlofe 1R 7| 0|2 0| Qlo{of ELICt 0|2 S5
JEC 2 2tREE7| ™o &4 1dPE QIS ELICH

Application Load Balancer= URLZ QIZ Y E 7| 22 K| 35HX| et &LICH.

-Io
=
gl
el
ok
>
™

712X o2 SessionTimeout EEE 7YUZ MHEELICH O T2 MMo| Eest &
S 1=K HAH FAE £ QELICH RHMEH L2 MM X|gh AlZH B S ’E*Z‘_%PMIR.

OHZ 2|7 0| MHof| A5t OnUnauthenticatedRequest EEE FELICE CHS 0l E XML,

« ABRITF A EE 7Y At BHE ALE5tod 21250k = oHEE|70|M - O] U2 72 =
MOl authenticated M X|HELICH ALEXI7} 2016t X| i 2 E2 2E WME ™S IdP
Het 2o{ A=EEQIER Z|C|EME T IdP= AHEXI0H| ALE At QIE{H|O|AE A& Sto{ 2 2l5 2t
o ot

« 2018t AFZXI0lAH 7HO! MHE E7|E ME35H7LE 2015 K| ot 2 AFEXbol| A et E7|E A|
3ot= OHEC|7 0| - o] RE 2| ofZE[7H0|41E K| StEdH allow SME AFSELICH AHERLTL
20018t 32 2E WHME AEX ZaYE MBstH ol E2|7iold2 7l MHE EY|E MS

P UELICH AR 216K g2 4R 25 WHAM= AAEX ZaY glol EE M StH

(]

= T
OHZZ|FHo|M2 it H7|E NMSE & U&LICH
- & ZOtct JavaScriptZ7t EEE|= B H0|X| ol EE|7H0|M - deny SME A E5tes 2 EE HH
ME 018 ME 7l 9= AIAX =0 CHa HTTP 401 ?4%_ RS LFE vrErELICEH 2Lt AFERETL
OI5 MEE ot2 8t 3 ZCI0|HEE IdP et Ho{ d=ExQIEZ Z|C|=MEtLICE.

EC WHME 1P EE dEX
(UserInfoEndpoint)2t &4
o} SAIE mf IPv4RH K| 4B

QlE(TokenEndpoint) 2! IdP AF2 A HE IEXQIE
& £ 9lofok &LIC}. Application Load Balancer= O|2{3t M= ZQIE
Ch 1dP7t TE R FAE A85He FR 2 WMo 2ot 2E1 VPC

MR CIE 7 157


https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_AuthenticateCognitoActionConfig.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_AuthenticateOidcActionConfig.html
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S| HESIT ACLO| A=ZRIE0]| CHEF HHAE 5{&St=X| HQltM L. LIF ZEE YWHMEEIP F
4 8 dualstack-without-public-ipv4E AFE5tE B2 NAT HOIESO|E Sdll 2= WM
Jt =z QlEQt SAE 4= Ql&LICH RHMIEH LIE 2 Amazon VPC AFE A S| NAT HIO|ER0] 7|
= AL S CHHE B ESHAIR.

CHZ create-rule BB AFE 35104 AIE X Q215 #+/EFLICE.

aws elbv2 create-rule --listener-arn listener-arn --priority 10 \
--conditions Field=path-pattern,Values="/login" --actions file://actions.json

Ct22 authenticate-oidc ¢ & forward U2 | 15t= actions.json IOl O AL
Ct. AuthenticationRequestExtraParams= QI8 &S¢0t IdPOf| &7t metO|EE MEE = ULSE
SHEELICH X|HEls EECQIX| &elste{H Xt 5 SZA7t MS st MBME HESAML

[{
"Type": "authenticate-oidc",
"AuthenticateOidcConfig": {
"Issuer": "https://idp-issuer.com",
"AuthorizationEndpoint": "https://authorization-endpoint.com",
"TokenEndpoint": "https://token-endpoint.com",
"UserInfoEndpoint": "https://user-info-endpoint.com",
"ClientId": "abcdefghijklmnopqrstuvwxyz123456789",
"ClientSecret": "123456789012345678901234567890",
"SessionCookieName": "my-cookie",
"SessionTimeout": 3600,
"Scope": "email",
"AuthenticationRequestExtraParams": {
"display": "page",
"prompt": "login"
.
"OnUnauthenticatedRequest": "deny"
.
"Order": 1
.
{

"Type": "forward",

"TargetGroupArn": "arn:aws:elasticloadbalancing:region-code:account-
id:targetgroup/target-group-name/target-group-id",

"Order": 2
1]
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html#nat-gateway-basics
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html#nat-gateway-basics
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-rule.html
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CHH2 2 actions.json ¢ 3! authenticate-cognito XS X|HStE forward T Q| of QL]

ct.
[{
"Type": "authenticate-cognito",
"AuthenticateCognitoConfig": {
"UserPoolArn": "arn:aws:cognito-idp:region-code:account-id:userpool/user-pool-
id",
"UserPoolClientId": "abcdefghijklmnopqrstuvwxyz123456789",
"UserPoolDomain": "userPoolDomainl",
"SessionCookieName": "my-cookie",
"SessionTimeout": 3600,
"Scope": "email",
"AuthenticationRequestExtraParams": {
"display": "page",
"prompt": "login"
I
"OnUnauthenticatedRequest": "deny"
I
"Order": 1
I
{

"Type": "forward",
"TargetGroupArn": "arn:aws:elasticloadbalancing:region-code:account-

id:targetgroup/target-group-name/target-group-id",

]

"Ordexr": 2
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OEtA|0| A A|ZHEILICE.

AWSALBAuthNonce #7|= AM&Xt7t IdPOIM 2158t & R sllHol| FIHELICEH Application Load
Balancer7t IdPO|M 2IC|EM @S ®E|sts WAl2 HEE|X| k& LCt

IdP7t ID EE20M RE23t M2 I EE2 M3ste 49 Ec YaHMMe ME IF EZE XMEstn
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x-amzn-oidc-identity

>

12X ME A= ZQIEO| K2 TS (sub), Ukt HAE,

o1 -

o ote Soide &Y MEXE Mdsts 7HE £2 YHelLich

X-amzn-oidc-data

ArE X 28, JSON & EZIWT) 4.

HMA EZ L ALK 202 ID EE20 CHELICH MA EZ2 S AFRA 202 ME 2lAA0
CHEF MM AT SHESHR|TH ID EE2 AFEAIE QIB5H7| I8t =
Load Balancer= AFEXE QIS E M A HAMA EES M50 A
Morst 8 D E3 ME = MoEx| gaLct

Ol -2

MErEFLICH Application

=
=
2 9 Zae Wz

O[2{Et EEE JWT 4= WEX|THID EZ0] ob Ut JWT B 4ol = base64 URL 422 Q13
SE FH, Ho|Z2E L MHEOo| T E|1 Zof miE EX7F ZEELICH Application Load Balancer=
ES256(P-256 2! SHA2562 AF235t= ECDSA)E AF&35H04 JWT MBS Mgt

JWT sll= CHS 2271 = JSON A L|Ct.

{
"alg": "algorithm",
"kid": "12345678-1234-1234-1234-123456789012",
"signer": "arn:aws:elasticloadbalancing:region-code:account-id:loadbalancer/
app/load-balancer-name/load-balancer-id",
"iss": "url",
"client": "client-id",
"exp": "expiration"
}
JWT HO|Z2E= IdP AHEX HE AEZQIENM = AlE ASX 20| ZE E|= JSON 2 L
Ct.
{
"sub": "1234567890",
"name": "name",
"email": "alias@example.com",
}
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EE WHMII A8K 2o U2 Y35t S StE{TH HTTPSE M8 S ChHd &S FsHof &
L_Il:} CE S HoF o APHIE Appllcatlon Load Balancer°| EcH=gt *’.‘_lél'_'.:_% CH&E X Btste= 20|

AL

£ =I5t JWT &4l signer &
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EE5e{H ZaYUS 7Ho 2 HEHS 20{5 7| Tof A2
Rt Application Load Balancer ARNO| Z & Z|0] I EX|
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HEZ! 7|8 7I1Xed™ JWT oA 7| IDE 71X o] ™
B |8t

E A83lo{ A= xZQIE0|M THEE]
L|C}. Zt AWS 2|™of| CHEt IE Z QI E= pgp_; 7t _

L|C}

oy H

https://public-keys.auth.elb.region.amazonaws.com/key-id
AWS GovCloud (US)2| A< A=z E= i1 ZH&LCt

https://s3-us-gov-west-1.amazonaws.com/aws-elb-public-keys-prod-us-gov-west-1/key-id
https://s3-us-gov-east-1.amazonaws.com/aws-elb-public-keys-prod-us-gov-east-1/key-id

CHE oflo M= Python 3.x2 HEE! 7|& 7HX2= WS Eo{ELCh

import jwt
import requests
impoxrt base64
import json

# Step 1: Validate the signer
expected_alb_arn = 'arn:aws:elasticloadbalancing:region-code:account-id:loadbalancer/
app/load-balancer-name/load-balancer-id'

encoded_jwt headers.dict['x-amzn-oidc-data']
jwt_headers = encoded_jwt.split('.')[0]
decoded_jwt_headers = base64.b64decode(jwt_headers)
decoded_jwt_headers = decoded_jwt_headers.decode("utf-8")
decoded_json = json.loads(decoded_jwt_headexrs)
received_alb_arn = decoded_json['signer']

assert expected_alb_arn == received_alb_arn, "Invalid Signer"

# Step 2: Get the key id from JIWT headers (the kid field)
kid = decoded_json['kid']

# Step 3: Get the public key from regional endpoint
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C

url = 'https://public-keys.auth.elb.' + region + '.amazonaws.com/' + kid
req = requests.get(url)
pub_key = req.text

# Step 4: Get the payload
payload = jwt.decode(encoded_jwt, pub_key, algorithms=['ES256'])
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= oo M= Python 2.72 THHEE| 7|18 7KL

g HoiELICh

import jwt
import requests
impoxt base64
import json

# Step 1: Validate the signer

expected_alb_arn = 'arn:aws:elasticloadbalancing:region-code:account-id:loadbalancer/

app/load-balancer-name/load-balancer-id'

encoded_jwt headers.dict['x-amzn-oidc-data']
jwt_headers = encoded_jwt.split('.')[0]
decoded_jwt_headers = base64.b64decode(jwt_headers)
decoded_json = json.loads(decoded_jwt_headers)
received_alb_arn = decoded_json['signer']

assert expected_alb_arn == received_alb_arn, "Invalid Signer"

# Step 2: Get the key id from JIWT headers (the kid field)
kid = decoded_json['kid"']

# Step 3: Get the public key from regional endpoint

url = 'https://public-keys.auth.elb.' + region + '.amazonaws.com/' + kid
req = requests.get(url)

pub_key = req.text

# Step 4: Get the payload
payload = jwt.decode(encoded_jwt, pub_key, algorithms=['ES256'])
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stickiness.enabled % stickiness.lb_cookie.duration_seconds &4t &7A modify-
target-group-attributes &2 AL & LICEH
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aws elbv2 modify-target-group-attributes --target-group-arn ARN --attributes
Key=stickiness.enabled,Value=true
Key=stickiness.lb_cookie.duration_seconds,Value=time-in-seconds

CHS ollek R AFStH &2{x[o{ok EL|CH:

{
"Attributes": [
{
"Key": "stickiness.enabled",
"Value": "true"
1,
{
"Key": "stickiness.lb_cookie.duration_seconds",
"Value": "86500"
I,
]
}

RSP 210


https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group-attributes.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group-attributes.html

Elastic Load Balancing Application Load Balancers

OfZ2|7ilold Z(gh 17

ofZE2|7|o|M 7|8 nH2 Setol|AE Cfy 1ol Cet MEX IRo| 7|E8 dEE = Ue 7Y
£ M3 gfLch oiZel7ilolMd 7|8 1 F = B 2 =
M 2T E Ol 35 el tigez

gdE 27|92 LRlst= ALEXE X|H ol Z2[7H 0]
Ecl7loldo| Hest 2E F7| Hdo| & E & U&LIC

F7|Ete LEEHE N Y7t SR MAE0] IH HEE BHMHLICH O 2 Wikl Mzt
OHZEIF0IM 71 ohZ A O 7I¢r TR0l HABHE 2 CH TEO) CHEt TE HES Hx{E
L|Ct.

2E HHMoM M-Ft ol E A0l 7= CHatofl ofal dHE ALSA XIH F7(2| £HE FALHS
x| et&uct of7|olE FEE £ el 7| AHAl| BHR 7(7H0| U&LICH EEt0|IEo| CHE SE M
Application Load Balancer= AFEAL X[ R 7] g EE= BHE £4J0| ofLlgt, CHef & =& 0M A
Xt XIE F7|7t Y€ O|FEF BB ELICE O|§0| Yx|st= &, 2= W= Zeto[HEof CHEt
SHOM 2= WHM7I M8t ofZ2IA 0l 7| L CHA oM e AR XY 27| 20| F F

7|1& 25 ™&EL o

ol

»

o

7lof Q= MEE A 5tod HY I8 LHo| SR (4 o2 23S MEstol IS RAIFLIC =
B, 2C WM AL R KK hBEIAH0IM 2718 HASIHLE £H5 K| 04T HY O 2 TR AL
O, $4 SEOIM 22 WEM7} A OHBEIFHOIM F7[0| Btz 3 *

CHA Ol AJTH3H7HLY BIZIY AHEH7} EIR 25 WRME 8T 4020l 23 B2 Y8 SXls D M
B 2C WA YNES VYR WA HEO S ME MYELICHL 25 WHME NMS Hat
AEROl A THA 102 7 MO Al 22t 238 B4 Aefol M o4

m S
ki
0%
r
),\I
|0
HU
[~}
I
Q'I_l
K
>
:k:=|
ro
n

Cross-Origin Resource Sharing(CORS) 28 & At&dt= 3¢ I1HYS gHststeit ALEXL of o™
E 70| Chromium80 O| &2l BAL0iBt 2= W A{7} SameSite=None; Secure 82 2c W
HM7E Mgst ofZ 2170l 7|0 F7+ELICH

CHE 2ol HEtRME F 7|8 4KE MEtet7| IEol| 2= WA= ofZ 2|70l £ 7|8 4KELCH 2
o] 7|2 B& & LICt Application Load Balancere ZICH 16K 27]|2] £7|8 K| ¥ =22 ZE}0|
HER MEsts MEE ZI0H 4707 K| B E = U&LICH Seto|HEo| EAIE|= ofEE|7H 0| F

4 MM 211



Elastic Load Balancing Application Load Balancers
7| O|&2 "AWSALBAPP-"Z A|Z5tH =2t HEE Z&ELICE o|& S04, 7] 27|17t 0-4KO|H 2
2t O[R1E0fl AWSALBAPP-00| EA[ELICtH 7| 27(|7} 4-8K2l A< Z2t0[HE 0l AWSALBAPP-O,
AWSALBAPP-1 S22 ZE A|E/LICEH

Z£S MEsto{ ol EE|70|M 7(gt nHE Edstste YWY

hitps://console.aws.amazon.com/ec2/0{| A{ Amazon EC2 2& & iLCt.
Ef A %t 0| Load Balancing Ot2H0ilAM CHA 21 &2 MEASLICH
CHA 2 E0| 0|52 MEHGlo M ME H0|X|E LI}

OE MR Y ol &4 MMM HEg Mg

o M 0N

[Edit attributes] H|O| X|0{| M Ct & =4 ELICH.

a
[Stickiness duration]01IH 120 M 7Y AtO|Q| ZtS X|&BHL|CH
d. 27| o|=2ofM oHZZ|H 0| 7|t £F|0| 0|2 S QlEdstL|C}

o

7| 0|& 0= AWSALB, AWSALBAPP EE = AWSALBTGS(E) AF25HX| OHMIL. Ol BHo{E 2=
MM AL SHES of 2|0 Q& LICH.

e. WHE AN MYFS ME{ELICH

£ A83stod ofE2|7lo|Md 7|8 nHE g d3tstedt AWS CLI

lo
i
0x
(]
oo
S
>
oo
o
-
[ul

modify-target-group-attributes W& C

* stickiness.enabled

* stickiness.type

* stickiness.app_cookie.cookie_name

* stickiness.app_cookie.duration_seconds

ofZ2[7io|Md 7|8k nHE Ed3teteit O FES AASELICH

Ojo

aws elbv2 modify-target-group-attributes --target-group-arn ARN --attributes
Key=stickiness.enabled,Value=true Key=stickiness.type,Value=app_cookie
Key=stickiness.app_cookie.cookie_name,Value=my-cookie-name
Key=stickiness.app_cookie.duration_seconds,Value=time-in-seconds
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+ 172.16.0.0/12(RFC 1918)
+ 192.168.0.0/16(RFC 1918)

S8t VPCOH| A CHE Application Load BalancerQ| IP 4= S&& &= & LICH CHE Application
Load Balancer’t 2= A VPCO| I|0{Z&El VPCO| A= B AL IP FALE S5 = JU&LCh

IPv6 CHA
- M&X7t 853t IP 4= VPC CIDR =5 Lol 17Ut Z[0{ZE VPC CIDR £ LHofl 2{010F
sto|CH

HiHA
oH

-

o
rr

2L M8 IPFLAZ NS SE

rr
on

= 4

P

B

1. https://console.aws.amazon.com/ec2/0l Al Amazon EC2 &2 LCt.

2. EfM F9||Load Balancing Ot2Hoil M CHef 2 &2 MEdELICEH

3. Ol 189 ol MEsto ME HE HO|X[E HuLct

4. CHet RS MEEL(CH

5. IPFAE SESE{H U SES MEELICH ZH IP A0 CHal| HIERZE MEiSITIP T4 &
ZEE 38t ChZ ofelol ER SQl Ao 2 Zafs MEigLCt

6. MEHALE: IP FATF MBS VPC 2|2 e 39 7t8 FU9 S XIsHok gfLct

7. FAXHEE 0x|H EF 2 ch4 S5 (Register pending targets)=2 MEEFL|CH

8. IPFAO|SEE FASIZIHIP FTAE MEABCIE S5 F4AE MHELICH S5 FAEIPFL
7t B2 B2 EEHE F6tHL - = MHE #HE5te Wo| KR8 = U&LIC

Zt CH& 280 B Lambda &8 S5& & U&LICH Elastic Load Balancing®l| Lambda & +E &
Lambda &0 Ol M&EE LRIt eles 42 T &2

= (=2

=

Flaet Folls XMEl 52 QEO|HTTP 5XX 2F

(o)

9|

)& L|CH Lambda &%

%
Ct. Lambda =& HH 248 I CHA M O 2858 ddsts Aol o E&LCH &t

==
=
|
2 -1 =
3t LI 2 Lambda &+ £ Application Load Balancer2| CHAI O 2 A8 EHHE B X FHAA|L.

L 4
>

=1y

AdteE Y

rr
It

ﬁ

2&2 A85H04 Lambda B4 8 S8 FE

ofn

=
=

1. https://console.aws.amazon.com/ec2/0| Al Amazon EC2 £ & LC}.

2. ErA &9l Load Balancing Ot2HO|AM CH&t 2§ S MEHELICE,

CHe S5 £= 55 %4 217

o
rir
o


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/

Elastic Load Balancing Application Load Balancers

3. Ole 189l o|F2 MESto ME HE HO|X[& ¥t
=
o =
5. S5Tl Lambda &7} 9= 8% Register(S5)& MEIELICt. Lambda &+~ & MBS CHS
H

6. Lambda gf2| 852 F45loiH S5 FAE MEMFLICH =l HIAIX|7F LEEFH™ [Deregister]
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/register-targets.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/deregister-targets.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#http-header-limits
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. AEH 2Ol s
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« Lambda &+ S5 F&

HI2 = Application Load Balancer2| Lambda CHAM 2 & Z5HMI2.

AWS Management Console2 AtE304 CHY O &S M5t Lambda &+ E SSE5tH ZE2 ME
XHE CHalstod Ea TEHE Lambda & = H&ol| F7HELICH O X AoH e O A%
A&35to] &8 S8 F add-permission BHEE A& 3101 Elastic Load Balancing0i| Lambda &
tE 204 AWS CLISHOF & LIC}. aws:SourceAccount 2 aws:SourceArn =
stod &= 2 EE XHE Y D822 MEtste XWol EZ&LICH AtAIEH LHE2 IAM ALS

aws lambda add-permission \

--function-name lambda-function-arn-with-alias-name \
--statement-id elbl \

--principal elasticloadbalancing.amazonaws.com \
--action lambda:InvokeFunction \

--source-arn target-group-arn \

--source-account target-group-account-id

2E WHME Lambda &7t SESHHLE AlZE Z0HE W7FR] CHZ|EFLICEH of| & A8l AlZHE (et e
Z Lambda &=9| MEt AlZtE 4= 0| E&LICH 7|8 A&t AI’F Zroh 48 dredof| ChEt REAl
3t LI 2 Lambda &% 7<1|°F AZE T EE BXFIMR. +HEE = e ZIC MEH Alzt 2holl chEt REA
B LI 2 AWS Lambda EE &2 2T SHMI2.
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https://exampleloadbalancer.com/lambda_demo.html
https://docs.aws.amazon.com/cli/latest/reference/lambda/add-permission.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-aliases.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-timeout.html
https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-limits.html
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8. CtSS MEgLICH
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AWS CLIE A83dtod Ty 2 5S HEst Lambda &+ & SSst= &Y

create-target-group 2! register-targets WS AL &L}

2L WHMM O[HE 4l

ZE WAME HTTP 2 HTTPSE St R0 CHEl Lambda & & X|ELICH 2ZE WHA=
JSON Ao 2 O|HEE M&EELICH 22 WHME X-Amzn-Trace-1Id, X-Forwarded-For, X-
Forwarded-Port 2! X-Forwarded-Proto SICHE 2 E &0 F7t&hL|C}.
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-target-group.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/register-targets.html
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content-encoding SIC{7} ¢i2™ Base64 Q12 E2 EEI= F&of et CtELICH 2&
text/*, application/json, application/javascript 2! application/xm|2! 42 ZE #WHMH= 2&

&St isBaseb4EncodedE falseE AMELICE J2{X| oM 2= WHH A= 2= 2 Basebd
2 913 Y35l 1 isBase64EncodedE trueZ AN EFLICY.

CHE2 O[HE oi| M| Lct.

{
"requestContext": {
"elb": {
"targetGroupArn":

"arn:aws:elasticloadbalancing:region:123456789012:targetgroup/my-target-
group/6doect831leec9f09"

}
}I
"httpMethod": "GET",
"path": "/",

"queryStringParameters": {parameters},

"headers": {
"accept": "text/html,application/xhtml+xml",
"accept-language": "en-US,en;q=0.8",
"content-type": "text/plain",
"cookie": "cookies",
"host": "lambda-846800462-us-east-2.elb.amazonaws.com",
"user-agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)",
"x-amzn-trace-id": "Root=1-5bdb40ca-556d8b0c50dc66f0511bf520",
"x-forwarded-for": "72.21.198.66",
"x-forwarded-port": "443",
"x-forwarded-proto": "https"

},

"isBaseb4Encoded": false,

"body": "request_body"

2 WMol S&

Lambda & £=2| 2Eof & Base64 Q132 AEN, AE) ZE 2 FC{7} ZEELICH 222 MEFs
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E': YW ME Connection & Transfer-Encodingzt Z2 &Y 38 W=X| L&LCh S
ZCto|ME| HM&sty| Mol 22 WEHAMIF AFE6H7| ZE0d Content-Length SIHE H=fe

CH2 AFE2 nodejs 7|8t Lambda & 42| S& of| A L]CH.

{
"isBaseb4Encoded": false,
"statusCode": 200,
"statusDescription": "200 0K",
"headers": {
"Set-cookie": "cookies",
"Content-Type": "application/json"
},
"body": "Hello from Lambda (optional)"
}

Application Load Balancer?} 2 & 3t= Lambda &+ BZ !0l CHs M= github2] application-load-
balancer-serverless-app2 HZ M. OfL|T Lambda 2£ 2 ¥ o EZ|70|4M, ol Z2(FH| 0| M
Mg MEISH CHS ol AWS Serverless Application Repository & 3tLIE MEEFL|C.

» ALB-Lambda-Target-UploadFiletoS3
+ ALB-Lambda-Target-BinaryResponse
* ALB-Lambda-Target-WhatisMyIP

Ze0|ME Q| 2 EEE Lambda &f 2| SE O CtE 2fol = 7t Z& =L, S sl 7t o
o B Z (AL, SYE 7|0l CHEF 282 ofed 7 7tEl 22| mEt0lE 7t 28 Els 32 OE ¢ &l
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https://github.com/aws/elastic-load-balancing-tools/tree/master/application-load-balancer-serverless-app
https://github.com/aws/elastic-load-balancing-tools/tree/master/application-load-balancer-serverless-app
https://console.aws.amazon.com/lambda
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CHE 2t slcvt e 28

sl A #2| EArE mhetolE ol A8 == EE ol
of ket S et ELict

rlo

CHe a&ol & &f s E & d3tst=X| 0%

CtE 28 ofxlol= st 7|2 M| m2tolE7t 5 74 A& LCh
http://www.example.com?&myKey=vall&myKey=val2

7|82 HAg AI2E AR 2E WHME ZClo|MEo|M MSE Orx|et 22 AH8stn
queryStringParameters& At&3t04 2| X2 wttO|E 7 Z & E O|HIEE S ELIC CHS
ol 2 Z5HAAIL.

"queryStringParameters": { "myKey": "val2"},

CtE 2L SIHE A EE 4% 25 YWEHAM= ZE0IUEAM MEE F 7He| 7| 42 25 M85t
multiValueQueryStringParameters& ArE35t0{ HZ| EAtE metOlE{7t Z&E O|HEE ©SE
gL O o B FX5HMAIR.

"multiValueQueryStringParameters": { "myKey": ["vall", "val2"] 1},

O 7ER| 2, 2EH0IHFETL STl 7| F 747t = 2FE MSEot 7HdELICH

"cookie": "namel=valuel",
"cookie": "name2=value2",

712 HAS A Y B 2T Wik B2t0/HE0M MSE 0HXIY 77|18 AS5HD headersE
ME35t0{ 3|7t & El O|HEE MEFLICH OIS ol E HEStAAIL.
"headers": {
"cookie": "name2=value2",
iy
CtE 2t I E AIEE 49 2 WHME ZE2I0|UEAM HMEE F 7o I8 25 AFESt
multiValueHeaders& At&3t0{ 3|7t X & El O|HEE MEFLICE CHS HE ’EZF_%PQME?_
"multiValueHeaders": {
"cookie": ["namel=valuel", "name2=value2"],
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iy

2| mEt0/E{ 7 URL QIZEE 82 2 WHME siE uteto|EE CIZE ot X| k& LICH AFSRE7E
B O gf ol M 27 ClZE st oF &Lch.

CHE 2t slC7E /e 8H

S0l A8 El= EE O|IF2 Uhe —E-OI Ct& 2t SIHE #93tste=X| of2of et Eaet&uIc oS
Zk 8l 2 headersE E448l8H 42 multiValueHeadersE AFS3&HoF &LICH.
72 A2 ASY B2 B FIIE X|IHE = U&LICh
{
"headers": {
"Set-cookie": "cookie-name=cookie-value;Domain=myweb.com;Secure;HttpOnly",
"Content-Type": "application/json"
.
}

O3S 2t sl E gdste 49 ChSn 2ol oied F7|& x|-dalof gfLICH.

"multiValueHeaders": {
"Set-cookie": ["cookie-name=cookie-

value;Domain=myweb.com;Secure;HttpOnly", "cookie-name=cookie-value;Expires=May 8,
2019"],

"Content-Type": ["application/json"]
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2. ErM &9l Load Balancing OF2HOIM CHE 2 &S MEHEFLICH
3. CHY O &E°|o|&2 M=stod MF HE HO|X|E YLiC
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ol 857 Mo CIRAEZR MH|AQ| AEHE & Qg £+ QU&LICH Lambda &2 SE 0| AE|
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|.

off Z%|5l== Route 5358 T8 = &LIC}.

HealthChecker/Z .0 I—lEP.

{
"requestContext": {
"elb": {
"targetGroupArn":

"arn:aws:elasticloadbalancing:region:123456789012:targetgroup/my-target-
group/6doecf831eec9f09"

}
+
"httpMethod": "GET",
"path": "/",

"queryStringParameters": {3},
"headers": {
"user-agent": "ELB-HealthChecker/2.0"
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group-attributes.html
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Ilbodyll: IIII’
"isBaseb4Encoded": false
}
ZE&2 A85t0{ CHA T Fof CHEr A el =el2 2d3stste{H
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"Datapoints": [

{
"Timestamp": "2016-04-18T22:00:00Z",
"Average": 0.0,
"Unit": "Count"

I

{
"Timestamp": "2016-04-18T04:00:00Z2",
"Average": 0.0,
"Unit": "Count"

},

1,
"Label": "UnHealthyHostCount"

Application Load Balancer0i| CHEF HMHA 21

Elastic Load Balancing2 2= Mol MEE Qo Cht XHAM[EF HEE A st= AdMA ZEOE
M3gLch 24t 230z @3S &2 AlZH 2EI0|MES| IP T4, X[ AlZH 28 42 U MHH 8H
o 22 HEI7F ZEE[o] U&LICE 0248 AMA 2O E ArE5t0o] ECiT IiEHE EAM6tD EXIE i
Z2E = gLt

HA|A 2D =Elastic Load Balancing?| M 7|s2 2, 7|2 Mo 2 H|g M3t E[o] JU&LICH 2= W
Mol CHEH HMA 235 & 2443815 H Elastic Load Balancing0| 2 18 Z{x{5l0f & & npUg x|&Hst

{35
Amazon S3 HZ!0| K ELICH AMA 2= ANMEX| HEHE S = U&LIch

Amazon S32| AE2|X| HIE2 HFE[X|BH, Amazon S3E 21 1t g M& 57| /80 Elastic Load
Balancing0ll M A& 5t= CHAZof CHaideE 30| FotE|X| f&LICH AEE|X| H[E0f| CHEE REAM|IE
=

=
—
LI Amazon S3 222 XM L.

At
o HMA 2T Tt

- HMHA 2T FES

. 21 %= ofA
. HNA 23 0t 2|

« Application Load Balancer @HA|A 21 2435}

« Application Load Balancer HM|A Z 7 H|E A3}

HMHA 2T 254


https://aws.amazon.com/s3/pricing/

Elastic Load Balancing

HMA 2 ol

Application Load Balancers

Elastic Load Balancing2 5&0tCt Zr 2= WM =0 cHet 23 TS HA[FLUCH 23 MER
ZAnto| YEMo| UsLICH EE WHME 22 7|2t St ofef el 2O 8 MEE = &Lt ol
g o2 28 MO|Eo]| Eei=io| B2 Zof gt

ML Z=T0| ot O|F2 CHS HAIE AASFLICH

bucket[/prefix]/AWSLogs/aws-account-id/elasticloadbalancing/region/yyyy/mm/dd/aws -

account-id_elasticloadbalancing_region_app.load-balancer-id_end-time_ip-address_random-
string.log.gz

bucket

S3 B{Zl2| 0|E.
SL=\!

(MEH AL Mo T A= EIM HE X)L
| x| ofotok BfLICt RtAIEH L2 HFALE AHEEH A
AWSLogs

AwSLogsZ AlZfstE mt O|F 2| YR 7t X|Hete HA o|Fo MEHM MFAL F{of F7HELICH
aws-account-id

A2 AHe| AWS A IDRILICE.
region

EC WHM 2 S3 HA g et 2Lt
yyyy/mm/dd

27 MY E It

load-balancer-id

2C WHMO| 2laA IDYLICH 2|4AA DO ZEEE|0] = &eiAl()7t Ot E()E CHAIE LT

=

end-time

22 7tA0| Bl Ime AlZFILICEH o & E01 & Al7H0] 20140215T2340Z0|2H UTC EE&=
Zulu A|ZtS 2 23:351} 23:40 AlO|2] 2% of CHer &= o] Z&E/L|CT

AMA 2T 1Y 255


https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-prefixes.html

Elastic Load Balancing Application Load Balancers

ip-address

23S M2 ZE WHM =20 P FALULIC LHE 2E Wikl S Zato|d! IP F47t
L|Ct.

random-string

A2 g0l M AAE @lo| 2xtdQlLIc

Ct

0jo
rlo

MEAZE Qe 23 utl 0|2 9| of L},

s3://amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/
elasticloadbalancing/us-east-2/2022/05/01/123456789012_elasticloadbalancing_us-
east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

ct 23 ot o|F2f of| L.

0jo
rlo

HFA7E QR

rr

s3://amzn-s3-demo-logging-bucket/AWSLogs/123456789012/elasticloadbalancing/
us-east-2/2022/05/01/123456789012_elasticloadbalancing_us-east-2_app.my-
loadbalancer.1234567890abcdef_20220215T2340Z_172.160.001.192_20sg8hgm.log.gz

Hote 7(ZHEFE HElo| 20 o8 XM E £ U&LICH 2L Amazon S3 =& F7| &S ™M9|
5t0d Aiso 2 21 mtelg EEtst AL AN E == U&LICE REAIEH LI 2 Amazon S3 AFE M

Mol x| =B F7| #ElE HESHAIR.

HNA RO SF

Elastic Load Balancing® CH& S 2 MEE[X| ot @S Z el EE WHME MEE 2 ¥
7|S&LIct o & S0 EC0[HETI HRE REEE E

L
20z 2 A% 7|SE LU Elastic Load Balancing

Zt 23 F50ls 2 WH Mol cHEt B 28 (WebSockets 2| Z< e44)o| MF HEIF ZEE|0{ R
&LICH WebSockets| 732, 94740| E2 =l 0|2 0l2t 20| 7|2 E/LICH Y 0|E HAS MA{E
£ 9= ALR0|= HTTP EE= HTTPS &1 &= 0| SsrLCt.

/A Important
Elastic Load Balancing2 %|4o| L2302 QHE 7|S&LICH ZE ™2 &HsHAH 7|55t
7| et =7t ofLlEt 2F S48 olalist= ol AMA 2O E ArE5te R0l E&LICH

HHNA 2T = 256


https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html

Elastic Load Balancing

Application Load Balancers

LK

Olo

-
MO

AL (4>

rn

30 [do (1A
184

to
o |9u o2
o |o

kU
In

-
MO

o
=
=

2
>x
Mo

3 W

Hn

e
ok worr
C e
I Hu

F

e £
4o 1N o

=
ol
—_
(@]
-r"

NP,

elb

client:port

target:port

0%
Ry

E

¥20| WS £ MOIZ MTBLICH 2E TEES THoz 2RELC A
Zofl £7HEILICH o451 X| YT WAleZ 21 ¥S0| BUH BE Te
A4 04

= O

Q% EE 70| RHULICH AR THS B 3t CHRTH ZALICHTIE 2
2 25 A

« http —HTTP

https - TLSE &8t HTTP
 h2-TLSE & HTTP/2

« grpcs - TLSE &8t grRPC

* ws — WebSockets

* wss - TLSE &8 WebSockets

2L WXL ZEto|HEN SE

MAIEH AlZHISO 8601 3 A)lLICH
WebSockets2| B2, ¢1Z20| & S

|&ol ELc.

' mjo

2 YAl BlAA IDYULICH HHA 2T HSS EMT AUCHH B
A4 DO 22HAI)7H ZEE £ UCHs 2 TIdsH AR

Ze0|HET MA 2EE TSsX| gf2 F0e =& WHMI OHg2
2 2HEE C|IAIR| & + iz o gf2 -2 dEELIC

257



Elastic Load Balancing

Application Load Balancers

(=

]

request_processing
_time

target_processing_
time

A4 04
= o

2C WAHM7} QHE £ A5 AIZHHE CIAC 2 2HS A AIZHIR|
o & 7} AlZh(E, LalE el ULict

2o WMy HACR RFE ClATIAIY £ gis Z2 0| S 12 &
SELICH CHatol S% XIgH AlZt Mofl 9138 S28t74Lt 22toltest
FRE 2% HIis Z20] o A5o| Y £ UsL

10% TCP 94Z KBt AlZtoll S8 WHR| CHADH TCP 14 MY £
Q= Aol o] g2 12 AEE £ aLich

Application Load Balancer0il AWS WAF 7} & 43t =[0{ QU7HL} CHAF
0| Lambda &9l 22 ZCt0|HETI POST 2ol 28t E-IIO|E4

E ™&ste ol dele AM7t2 2 AlMELICirequest_processing
_time .

SH sIHE ELi7|

2 WA} I:H“O S ClATX|E 4 9= Z9 ol gt 12 A
HELICH Cia ol 98 M AlZH Mol H7ES E2 574U 22H0lHE T}

HRE onS MU 290 O/ A0l AL & aLD

SEE |4 85 AlZH X1 3124 oMol 85X S HLoE o] 2o
12 AEE 4 UsLch

Application Load Balancer0il AWS WAF 7}
AEJI POST Lol E2F CIOIHE T&st
ArElL|ICHarget_processing_time

258



Elastic Load Balancing Application Load Balancers

Zic =L

response_processin EC HWHMII CHa ol 5 dlHE =418t AlZHREH Z2t0[¢EN 8F

g_time 2 EL7| Azt 7 R(e] & At Alzh(E, 2elxE Bl lL(ct. o470
= 2E d@HMO| CH7| AlZtat 2= WMol A 2E+0|HETR|S| 44
g HE AlZto| 25 ZEHEILICH
2EC WAHMI Ao 2R E SEHS &X| 25t 0] gt2 12 MHEE L
Ct. CH& Ol 'IQF'I%T I8t AlZt o 9_4 A2 ZFE5tHLE 2E0|HEI HEE

elb_status_code EEZ zdof Cist 2=
% A

H dEf Z=LC cid ez HZ0| dEE|n tiyo| SEHE

target_status_code =
<08k o] gfol ZISELIch 2eqx| ete™ -of dHEEL|CH

2
o o
ok o

Aol 3 7|(Hto|E)LICE HTTP £
ebSockets2| B0l 4 A| 2}

received_bytes

N O
e
m
kO
0%
Pl
Hu
T
m
=la
>
r
5 I:o

S 0 mu
e lo o

sent_bytes ZC0|AE(LERNHA 2 SE
A2 0470z 8H slEet 2&
A Al Ect0|2E0| MEE &

—_O -

371(4h0lE)@ILICH HTTP 2340]
sHEIL|CH WebSockets2| A0
HFO|E £=QlL|C}.

TCP &|H 2 TLS HEM0|3 HO|ZEE= A E|X| 26 2MH DataTrans
fer-Out-Bytes 2|9 & &t £tAH|7} & LICH AWS Cost Explorer.

" e A 2 MSEZ F04 JU1T HTTP HIAME + protocol:/host:port/uri + HTTP
M HEAZ ALBE 7|1EE 2 £2QUcH EZE WHME Q™ URIE 7|8
g mf Z2to|¢ET B URLS i arHE Rk E3 AdMla 2
O ol CHEt 2HX RS2 MHSHX| t&LICH Ol HEE XElets 4
< sie 20| EJH URLE B &2 TE{stA AR

"user_agent" RYEE B ZCI0|HEE AlH5= ALEA} O|0|HE EXTLEQULICHE
SEE F2l). ol XY st ol ol ME AHEXL, ME/HHISE O|F
0{x{ Ql&LIct EXI¥o| 8 KBELCH 2™ & Z|A ElLCH

HHNA 2T = 259



Elastic Load Balancing Application Load Balancers

=) e

]

ssl_cipher [HTTPS 2lAL{] SSL & 5 QlL|ch E|AL{7} HTTPS E|lAL{7} ot B
o| &t2 -2 M- EL|Ct.

ssl_protocol [HTTPS 2lAL{] SSL ZE2 EZ{LIC}. 2|ALH7F HTTPS 2lAL{7} Ofkl

a2 0| g2 -2 d™EL L

target_group_arn CHef 38 2] ARN(Amazon 2|44 O|F)ILICt
"trace_id" X-Amzn-Trace-Ild 42| 2EI=7} 7|SELICHE 2 EE F).
"domain_name" [HTTPS 2|ALH] TLS $EM0|=Z S0of Z2t0|HETH XS T SNI ZH Q!

(2 EE=Z FY). 2ct0IYETH SNIE X[&s6HX| & 7{LE, =H[elo] 215
Met dxlstx| efe™ o] gfo| -2 dHE[n SEt0[AEN 7|2 LB M7t
M-S &Lt

"chosen_cert_arn" [HTTPS ElAL]] 22l0|MEN MSE QB M| ARN(Z [HSEE F).
MMO| RAFR E|lE B2 0| 22 session-reused 2 A ELICE 2|A
LA7F HTTPS 2lAL47} ot A< 0] gt -2 A™EELICE.

matched_rule_priority &1} Ux|
o]

Fo| B -of MYELICH

request_creation_time EE AT} 20|V ENM RLEE B2 A|ZFULICHISO 8601 &5 4)).

"M E B QEE XMEFE I +HE HYE MHFEE FTY). 0| &2 == o]
MAYSIE #2 Z8E £ A €E2 FEE SSQULCE 2RE 2F
Sof CHall =~ =l 20| gie d< ol a2 -2 A™E LU

"redirect_url" HTTP S& 2| 9| sllod| CHEt 2IC|2M CHaf URLE, 2SS EE F0d

=
—
U LICH £ BlC|2M Kdo| gl ZL o] 22 -2 MFELI,

"error_reason" ZOSEE FRULF
S FA=oM MY
O ZBE|X| £f7
L|Ct.

el
— ob

HHNA 2T = 260



Elastic Load Balancing Application Load Balancers

Zc =L
"target:port_list" ol e XMeIst CHA ol CHEL IP T4 L ZEE o2 RES FS50|
H 2MZEE F04 U&LICE FXY O] S F[o0l= stLte| EF0o| =& E =
A2 M target:port Z =2 2Ux|EHLICH
Zo0|UET MM LE 2 MESHK| g2 dR0lls ZEE WHMII 42
E S CIAIXE = g1 o] gf2 -2 d™E L.
CH&f 0| Lambda & Q! B 0| Zt2 -2 M- ELICH
QHoloi ofsH AFEHE|H AWS WAFO| gf2 -2 M- EL|Ct
"target_status_cod CHefo| SHOM Stic2 LEE HE| ZE S50/ EMSEE [0
e_list" A& LICt XY o] SE0f= stLte| &=0| Z &2 = U2 target_st
atus_code ZEQ} 2 x|FLIC.
CHe o2 od40| MYE|T CHA 0| SEH2 &8 <0tk o] Ztol 71K
ElL|c a{x| gto™ -of MAEL|CH
"classification" S718 A 2t5tof CiE 2R 2 2MSER F0{ YU&LICH REO|RFC
72302 Ex5tX| et R VIS8 U2 38 75, 25 W Azl

QHO|RFC 72302 &5t B¢ 0l 22 -2 dE&ELICH

10| RFC 72302 &35t X| &t
2 3c = 5Lt X
x4

"classification_reason" Z [M2EE [ EF AR I

conn_trace _id Hd FMIIsM IDE &4 ¢4 AMYHsle ol A2 &l IREFEFEYE

M o] ID7} i HMA 2 =0l ZEEL
5101 9172 29 HAMA 2 7to| T E MM ‘?JL—IEF.

2L HHME £#5t= 22 MM A 29| actions_ecuted ZE0f X{ZHEFLIC}H

HMA 2O EF 261



Elastic Load Balancing Application Load Balancers

« authenticate - Z2E YWHME & Mo X|HE CHE MME 58S AAStD, AFEXIE 215
OIS 23 slol| AFEAF HEE FII&LICt.

« fixed-response - EC WHM7}I 7& 40| X|HEI CHE 17 82 AdM&LICEH.
=

o
« forward- 2 WHME #F& Fdol| X|EE 2 cidol 2¥e &L/t

X

« redirect - EE YWHMe 73 780 X[HE 2 @HE CtE URLE 2|C|HMIU&LICE.
- waf - 2 WHME M2 Aoz Mok sHEX| {2 E A 7| 25 AWS WAF 2 22
MIMELICH 0|Zd0| 2|5 2URl F2 22 HESIEE AWS WAF ZHERM&LICEH Z7|[2XHo 20
M 7HES @E2 elb_status_code EEO0 "403"2E 7| AWS WAF EILICF. AWS WAF 7} At

X XY 8 ZEE QEE HESIEE 7 EdEl B2 elb_status_code ZEO| 2 EEI SH 2

=7 etFEL|Ct

ol

waf-failed - 2E WiHAM7} @S MESE{T AWS WAFRHX|ZHO| =2 M A 7L Alufsi&LCt

ER0IR

RHO|RFC 72302 &3tX| of= 2 EE WHME HMA 29| classification_reason E =04 Ct
g ZE B sHLHE MEELULCEH RHMIEH LIE & Desync Mitigation Mode EHHE R ESHUAIL.

IcE =l Classification

AmbiguousUri R URIo| ®o{ EXt7F Z & E[o{ [U&LICEH 23

BadConten Content-Length Sl|IC{0f| £ 2 A48 = g174Lt SEAl

tLength RE 8 A7} of il Zhol & |0 /&L Ct.

BadHeader &|Hod null 2 A+ == FHE|X| 2| 0] Z F E|0 Sk
A& LIt

BadTransf Transfer-Encoding &l|CH0f| 2= &l Zf0| Z & K| ozt

erEncoding o{ JU&LICt,

BadUri 23 URIO null 2%t EE= 7HE|X| 2| 0| & oz
|of U&LICH.

BadMethod LE HMES| &Al0] HEZEIUR&LICE. &z

BadVersion LY HH o FAo| EEIRA&ELICE Sy

HMA 2O EF 262



Elastic Load Balancing

=

BothTeClPresent

Duplicate
ContentLength

EmptyHeader

GetHeadZe
roContent
Length

MultipleC
ontentLength

MultipleT
ransferkEn
codingChunked

NonCompli
antHeader

NonCompli
antVersion

SpaceInUri

Suspiciou
sHeader

Suspiciou
sTeClPresent

A4 04
= o

2 &oi| Transfer-Encoding 3ll42}F Content-L
ength 3IE7F 25 Z & |0 U&LICH.

Zro| 5t Content-Length S 7}F od2d 7H U
&LiCt.

SlIH7t Hlof Jy7HLE SHBF 2l= E£0] U&LICH

GET &&= HEAD 2730 cist gto| 02! Content-
Length 347t Q& LICEH

Zto| MZ C}E Content-Length 3|7+ 0424 74

0424 Transfer-EncodingO| {4& LIC}: chunked
3.

&|Hoil H| ASCIl EE= Ao X7+ Z & E[0]
&LICH

28 Hin

>
[lka}
Ml
i
N
o
H
ook
m
2
30
>
r
ful

2% URI0O| URLO| Q1T EIE|X| o2 Z4lio| =
g lof U&LICH.

UPMOIEIAE M3 7[=2 AHE5104
Transfer-Encoding &= Content-Length2 &1

steh & e §lH7E A&LICH

R0 = Transfer-Encoding 31|42} Content-L
ength SI{7t 25 Z&E|H, O & Lt 0|4 0|
o|plAEHE&LICH

2
x
[>
Hu
]
0
I

Application Load Balancers

Classification

Hd

ok

Hd

ok

ol
oo
oIr

>
=

0>
-

olr

olr

olr

0>
=



Elastic Load Balancing

Application Load Balancers

Iac A Classification
Undefined GET == HEAD 27%0f CHsH Mol Content-L. =235
ContentLe ength Sl 7t QU&LIC}.
ngthSemantics
Undefined GET &&= HEAD 27%0f ci$t Ho|=! Transfer- 235
TransferE Encoding 347} Q! &LICH
ncodingSe
mantics
QF Ol I E
EE WHMII QIS AUS R E = e 82, 2 W M= HMA 2329] error_reason 2 =04 C}
= 0| ZE & StLIE MEFLICH =8 22 W M= Y CloudWatch X|E & S 7FAIZILICEH RFA|
2h LI 2 Application Load BalancerE At&35t0{ AHEXL 215 HHHE HXSHAAIR.
= A4CH S|
AuthInval CI& 7|7t K &3HK| & &LICEH ELBAuthFailure
idCookie
AuthInval EZ2 A= XQIES| HEt Bo{ AT FESHK| ELBAuthFailure
idGrantError St&LICE
AuthInval ID EZ0| R &5+X| et&LICH ELBAuthFailure
idIdToken
AuthInval el ot2tO|E{7F R &5HK| et &L|CH ELBAuthFailure
idStateParam
AuthInval EZA=EXQIES| EHO0| 535X A&LICH ELBAuthFailure
idTokenRe
sponse
AuthInval MEX HE A=XQIEQS| SEHO| R&ESHK| & ELBAuthFailure
idUserinf &LC}.
oResponse

oz

264



Elastic Load Balancing

Application Load Balancers

=

AuthMissi
ngCodeParam

AuthMissi
ngHostHeader

AuthMissi
ngStateParam

AuthToken
EpRequest
Failed

AuthToken
EpRequest
Timeout

AuthUnhan
dledException

AuthUseri
nfoEpRequ
estFailed

AuthUseri
nfoEpRequ
estTimeout

AuthUseri
nfoRespon

seSizeExceeded

7HE CHY 80| CHEF 30| st 2= Wik O}g 2F 3= 5

A4 04
= o

Het 2o = mOIEO| OIF

{2l mtetolE 7t eli& Lok

0lo

=Hofl ‘code’ct=

5 Hod = ZQIEO| QIS
2| mt2to|e{7t &Lt

0l

Ehof| ‘state’2t=

F 8 @xX ot=)ol U

&Lct
EC WHMII EE A=XZQIEQ} SAlIE £~ g
Hu EE2 A= ZQIE T 5% O|LHof| SE 5K

of&Lict

2 #WH Mol MEIE +=
LICH.

IdP A2 A} HE A= ZOIEN|M 287 SE@2XX
ot=)o| U&LICE

2C WHMI} 1P Argxr ME JEZQIEQ &
AlEH 2 AL} AFRAF ME AIEZQIE | 5%

oA
HA
O|LHoi| SE ot x| ef&LCt.

IdPO| A EtEHEE 2 B|e| 3 7|7} 11K HIO|EE

Zoti&LIc

error_reason Z=0i x{Z&&rL|Ct.

ESEN

I

ELBAuthFailure

ELBAuthError

ELBAuthFailure

ELBAuthError

ELBAuthError

ELBAuthError

ELBAuthError

ELBAuthError

ELBAuthUs
erClaimsS
izeExceeded

SILIE HMA 239

265



Elastic Load Balancing

Application Load Balancers

= )
AWSALBTGCookieInva 713 CHa 20 4 A2 &= AWSALBTG #7|= R &56HK|
lid &LICH o E 01, 2EE WM E= F 7| 4/0| URLE QI3 EE
[ o] @FE greterL|ct
WeightedTargetGrou 2L WHM| ME[g = e o7t wzi& L
psUnhandledExcepti
on
Lambda & =01 CHEF @ O| AmlistH 2= WHEH M7 HMA 29| 2F O|f EEo OIS Olf 2
E & 5tLtE MEELICH £t 22 WHME Y CloudWatch X|EE S 7HAIZILICE AFM|EH L2
Lambda 2 & HYS HESHMR.
= =228 £ %]
LambdaAcc 2C WAHAME Lambda &4+ &8 HEHO| LambdaUserError
essDenied oA&LCH
LambdaBad 2I0|HE O"éj S == 220i UTF-8 2t LambdaUserError
Request oF ZEHE[o] QU K| Lo Lambda £ & 01| AlmiFH
&LIC}.
LambdaCon 2 WHH A0 A Lambdaol ¢1Z23E = &L LambdalInt
nectionError C}. ernalError
LambdaCon Lambda0f @1Z25t2d= A= 7F AlZH Z0HEI}E  Lambdalnt
nectionTimeout LIC}. ernalError
LambdaEC2 Amazon EC27} & Z7|3} & Lambdaol CHEFt LambdaUserError
AccessDen HMAE HEZELICE
iedException
LambdaEC2 Amazon EC27} & =7|3} & LambdaZ Mgt LambdaUserError
Throttled HeLCt
Exception

266


https://docs.aws.amazon.com/lambda/latest/api/API_Invoke.html

Elastic Load Balancing

Application Load Balancers

=

LambdaEC2
Unexpecte
dException

LambdaENI
LimitReac
hedException

LambdalInv
alidResponse

Lambdalnv
alidRunti
meException

LambdaInv
alidSecur
ityGrouplI
DException

LambdaInv
alidSubne
tIDException

LambdaInv
alidZipFi
leException

LambdakKMS
AccessDen
iedException

A4 04
= o

Amazon EC20{ M & 7|3t & of|7|%| g2
0 2|7} Er MM & LICEH

Lambda= HIEL|3 QIE{H|O|A0] CHEF M|EHS
Z0HH 7| 20i Lambda & 42| F£40f X|HE
VPCOH|AM HEZ QIE{HO|AE HMHE &= QF

&LICt.

XM=l H{T 2| Lambda THEF 0| X|HE|X| et &
LIC}.

Lambda &=2| Mo X|HE MEH D7} &
E5HK| of&LICH

H
jo
e

LambdaOi|Al X|EE & < zip Tt 9| ¢

= &L

KMS Z|0i CHEF HM|ATE HEEJFZ| HE
LambdaOil A &3 H4-0f A 2 3HE siAe
A& LICH Lambda &2 KMS HEtg =I5t
AA2.

ESEN

I

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

267



Elastic Load Balancing

Application Load Balancers

=

LambdakKMS
DisabledE
xception

LambdakKMS
InvalidSt
ateException

LambdaKMS
NotFoundE
xception

LambdaReq
uestToolLarge

LambdaRes
ourceNotFound

LambdaRes
ponseToolLarge

LambdaSer
viceException

LambdaSub
netIPAddr
essLimitR
eachedExc
eption

LambdaThr
ottling

LambdaUnhandled

A4 04
= o

K™ E KMS 7|7t HIZ 837 HEof
Lambda0il A &4 ._-’FQ-I =3 E MY =
gi&LCt Lambda
SHAAIL.

u°l'
12
x 1
<
w
N
nx
o
mjo
i
o

=
oi&Lct. Lambda st4 0| KMS 7| A%ie 2ol
St AR,

=g H = = 5HX1I%E* - &Lt
Lambda & 2| KMS 7| dHE& RISt MAI2.

8E2el 377t 1MBE Z=H&LICEH

LambdaOilA L 277} g i &L|Ct.

StLF O|Ato| MEUIo| AFR 753t IP AT 9

© 2 2 Lambda0lA Lambda & 01 CHEt VPC

HMAE Y + &Lt

20| LT H7] MZ0l Lambda &7+ A&t
A& LI

Lambda 2 0fl XM2[& =+ = o 2|7} 2=
&Lt

ESEN

I

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdaUserError

LambdalInt

ernalError

LambdaUserError

LambdaUserError

LambdaUserError

268



Elastic Load Balancing

Application Load Balancers

Ic AJtH =™K
LambdaUnh 2. WMo MBS £ P E o7 b MSHE Lambdalnt
andledExc LIC}. ernalError
eption
LambdaWeb WebSocket2 Lambdag& S3alf X|[HETlX| 2&L| LambdaUserError
socketNot Ct.
Supported
YES MEEH | EE WHMo| 2F 7 & ASH MM A 219 error_reason ZEO| CIS @F I E
& LIS AWS WAFX{ZH&FLC}.
Ic =l
WAFConnectionError 2L WHME 14 + i&LICH AWS WAF.
WAFConnectionTimeout of CHt @420 AWS WAF A|ZH ZHE|Qi&LICEH
WAFResponseReadTim AWS WAF A|Zt Z=otof CHEF @ & lL|ct.
eout
WAFServiceError AWS WAF 0| 5XX @7 E HtEsHi&LICH
WAFUnhandledExcept 2L WHMH| M2|" = oie o7t Y& LICH
ion
27 = oA
ChE2 23 59| o MLIC ECt 17| €l =8 HAE T} o2 &0 LFEFLICH.

HTTP &= ol

CH2 2 HTTP BIAL{(ZE

800I Al ZE 80)2 93t 21

sSt=2
o T

of| M| |},

http 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 10.0.0.1:80 0.000 0.001 0.000 200 200 34 366
"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
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arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337262-36d228ad5d99923122bbe354" "-" "-"

0 2018-07-02T22:22:48.364000Z "forward" "-" "-" "10.0.0.1:80" "20@" "-" "-"

HTTPS &= of A

CI2 2 HTTPS EIAL(ZE 44301 ZE 80)E I8t 21 &= of M| Lct.

https 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188

192.168.131.39:2817 10.0.0.1:80 0.086 0.048 ©.037 200 200 @ 57

"GET https://www.example.com:443/ HTTP/1.1" "curl/7.46.0" ECDHE-RSA-AES128-GCM-SHA256
TLSv1.2

arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-

targets/73e2d6bc24d8a067

"Root=1-58337281-1d84f3d73c47ec4e58577259" "www.example.com" "arn:aws:acm:us-

east-2:123456789012:certificate/12345678-1234-1234-1234-123456789012"

1 2018-07-02T722:22:48.364000Z "authenticate, forward" "-" "-" "10.0.0.1:80" "200" "-"
"-" TID_123456

HTTP/2 &= ofA|

27 S o N lLct.
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CHE 2 HTTP2 2ERIE <

h2 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188

10.0.1.252:48160 10.0.0.66:9000 0.000 0.002 0.000 200 200 5 257

"GET https://10.0.2.105:773/ HTTP/2.0" "curl/7.46.0" ECDHE-RSA-AES128-GCM-SHA256
TLSv1.2

arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-

targets/73e2d6bc24d8a067

"Root=1-58337327-72bd00b0343d75b906739c42" "-" "-"

1 2018-07-02T22:22:48.364000Z "redirect" "https://example.com:80/" "-" "10.0.0.66:9000"
"200" "-" "=

WebSockets &= 04 A

CI= 2 WebSockets @122 28t 21 = | MLCt.

ws 2018-07-02T722:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
10.0.0.140:40914 10.0.1.192:8010 0.001 0.003 ©0.000 101 101 218 587
"GET http://10.0.0.30:80/ HTTP/1.1" "-" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067
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"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"
1 2018-07-02T22:22:48.364000Z "forward" "-" "-" "10.0.1.192:8010" "1l@1" "-" "-"

E O WebSockets &= oAl

CFHS 2 E2F WebSockets 424& 8t 21 &= o M| LICH

wss 2018-07-02T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
10.0.0.140:44244 10.0.0.171:8010 0.000 0.001 0.000 101 101 218 786

"GET https://10.0.0.30:443/ HTTP/1.1" "-" ECDHE-RSA-AES128-GCM-SHA256 TLSv1.2
arn:aws:elasticloadbalancing:us-west-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

1 2018-07-02T22:22:48.364000Z "forward" "-" "-" "10.0.0.171:8010" "1@1" "-" "-"

Lambda & =01 CHSt i &=

CHE2 938 Lambda &+ 2ol CHet oAl 2 = 2iL|Ch.

0jo

http 2018-11-30T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 - 0.000 0.001 0.000 200 200 34 366

"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

Q@ 2018-11-30T22:22:48.364000Z "forward" '"-'" '"-' M- w_wow_wow_u

CtE2 AI{et Lambda &f = o TiE oMl 22 = Lch

http 2018-11-30T22:23:00.186641Z app/my-loadbalancer/50dc6c495c0c9188
192.168.131.39:2817 - 0.000 0.001 ©0.000 502 - 34 366

"GET http://www.example.com:80/ HTTP/1.1" "curl/7.46.0" - -
arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067

"Root=1-58337364-23a8c76965a2ef7629b185e3" "-" "-"

0 2018-11-30T22:22:48.364000Z "forward" "-" "LambdaInvalidResponse™ "-" "-'" "m_m w._n
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https://docs.aws.amazon.com/athena/latest/ug/application-load-balancer-logs.html
https://docs.aws.amazon.com/athena/latest/ug/application-load-balancer-logs.html
https://documentation.solarwinds.com/en/success_center/loggly/content/admin/s3-ingestion-auto.htm
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https://www.sumologic.com/application/elb/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
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https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/BucketRestrictions.html
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "logdelivery.elasticloadbalancing.amazonaws.com"

}
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*"

01| 01|X1| Ao | A|5._| SAIZ A8 50 M A 2 ?|{X|2| ARNS ResourceUEBLICH & 2E
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HSF AL Q= S3 HZ! ARN Ol %]
S3 HZ! 0|& 2 amzn-s3-demo-logging-bucketO| I HFAIE @lL|CHogging-prefix.
arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*
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arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*
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FogrL|Ct ofeh LIFE 2l™e

llIIO

0| ¥x2 x|HEl Elastic Load Balancing /& 1D
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{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::elb-account-id:root"

iy
"Action": "s3:PutObject",

"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*"
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(OFUBHE) - 156460612806
(HE) - 652711504416
(YEtc) - 635631232127
(Z+2]) — 009996457667
(AEEE) - 897822967062
Ql) - 076674570225
Fotm|2IZH & T2 F) - 507241528517
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HFA7E = S3 A ARN Of| |

S3 %! O|& 2 amzn-s3-demo-logging-bucketO| I &5 At= lL|CHogging-prefix.

arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

MEA7) = S3 B2 ARN o A

S3 HZ! 0|82 2lLICtamzn-s3-demo-logging-bucket. S3 H{Z! ARNO= HF A £E£0]| gi&LiCt
arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

AWS GovCloud (US) 2/

O] H&2 Xx|'HEl Elastic Load Balancing /"8 IDM| H§t2 £ 0{&LICt. AWS GovCloud (US) 2|T19]
2 WX Mofo| HAg At LICH.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
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"AWS": "arn:aws-us-gov:iam::elb-account-id:root"

I
"Action": "s3:PutObject",
"Resource": "arn:aws-us-gov:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/
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"Effect": "Allow",
"Principal": {
"Service": "logdelivery.elb.amazonaws.com"

.
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control"
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"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*"
e aws:SourceArnEs AI235104 X|HE 2|™ L HXo| EE UHEH D IS AF2E £ QT & gL
CH.

"Condition": {
"ArnLike": {
"aws:SourceArn":
"arn:aws:elasticloadbalancing:region:123456789012:1oadbalancer/*"

}

« 2 aws:SourceOrgId &7 aws:SourceArnE At&35t0{ X|HE ZE|o] 2= WH MO HZIS At

S
8% 4+ UTS FLICH

"Condition": {
"StringEquals": {
"aws:SourceOrgId": "o0-1234567890"
.
"ArnLike": {
"aws:SourceArn": "arn:aws:elasticloadbalancing:*:*:loadbalancer/*"
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Ct. 0 £ £0{ aws:PrincipalServiceNamesList 712 AI88t A C

logdelivery.elasticloadbalancing.amazonaws.com Z0|& &7}

—_

II&"

"Effect": "Deny",
"Principal": "*",
"Condition": {
"StringNotEqualsIfExists": {
"aws:PrincipalServiceNamesList": [
"logdelivery.elasticloadbalancing.amazonaws.com",

"service.amazonaws.com"
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}

NotPrincipal LA E AI&8 A2 Ci31t
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{
"Effect": "Deny",
"NotPrincipal": {

"Service": [
"logdelivery.elasticloadbalancing.amazonaws.com",
"service.amazonaws.com"

]

}
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o MEAMI UE RIXl: amzn-s3-demo-1ogging-bucket/logging-prefix/
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2023-10-04T17:05:15.514108Z 203.0.113.1 36280 443 TLSv1l.2 ECDHE-RSA-AES128-GCM-
SHA256 4.036 "CN=amazondomains.com,O=endEntity,L=Seattle,ST=Washington, C=US"
NotBefore=2023-09-21T22:43:21Z;NotAfter=2026-06-17T22:43:21Z FEF257372D5C14D4 Success
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NotBefore=2023-09-21T22:43:217Z;NotAfter=2026-06-17T22:43:21Z FEF257372D5C14D4
Failed:ClientCertUntrusted
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Principal": {
"Service": "logdelivery.elasticloadbalancing.amazonaws.com"

iy
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*"
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all
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arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

Effect7t Deny?2! 232 NotPrincipal AtE
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{

"Effect": "Deny",
"NotPrincipal": {
"Service": [
"logdelivery.elasticloadbalancing.amazonaws.com",
"example.com"

-
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"Version": "2012-10-17",
"Statement": [
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"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*"

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::elb-account-id:root"
1,
"Action": "s3:PutObject",
}
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HFAEQ

rr

S3 H{Z! ARN Of K|

>
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{
"Version": "2012-10-17",
"Statement": [
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"Effect": "Allow",
"Principal": {
"AWS": "arn:aws-us-gov:iam::elb-account-id:root"

I
"Action": "s3:PutObject",
"Resource": "arn:aws-us-gov:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/
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{
"Effect": "Allow",
"Principal": {
"Service": "logdelivery.elb.amazonaws.com"
3,
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*"
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control"
}
}
}
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arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*

MEA7) Q= S3 B2 ARN o &

S3 HZ! 0|& 2 @lL|Ctamzn-s3-demo-logging-bucket. S3 HHZ! ARNOIE HFAF EE20| giaLch

arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*
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"Effect": "Deny",
"NotPrincipal": {

"Service": [
"logdelivery.elasticloadbalancing.amazonaws.com",
"example.com"

]

}
.
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