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{

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AWSCodeStarNotificationsFullAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DeleteNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:ListNotificationRules",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe",
"codestar-notifications:DeleteTarget",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
"codestar-notifications:TagResource",
"codestar-notifications:UntagResource"

1,

"Resource": "*"
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"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_policies.html#troubleshoot_viseditor-restructure
https://console.aws.amazon.com/sns/v3/home
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"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"

]
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules"

}

{
"Version": "2008-10-17",
"Id": "__default_policy_ID",
"Statement": [
{
"Sid": "__default_statement_ID",

"Effect": "Allow",

"Principal": {
"AWS™ . "M

},

"Action": [
"SNS:GetTopicAttributes",
"SNS:SetTopicAttributes",
"SNS:AddPermission",
"SNS:RemovePermission",
"SNS:DeleteTopic",
"SNS:Subscribe",
"SNS:ListSubscriptionsByTopic",
"SNS:Publish"

1,

"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules",

"Condition": {

"StringEquals": {
"AWS:SourceOwner": "123456789012"

}
},

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",

X
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"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"

]

},

"Action": "SNS:Publish",

"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-
MyTopicForNotificationRules"

}
]

}

5. Save changes(#3 Atg XE)E MEHFILICY.
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "codestar-notifications.amazonaws.com"
},
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "sns.us-east-2.amazonaws.com"
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https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html
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M [7]& (Basic)|2 MEELICt. Amazon EventBridgedl M3 & HE 9t 2lAA MH|A E= 23
ZElR7 MBE £ e HEE 2 Estede B (KA (Full))S MEfSHLICH.
REMEt 82 Y2 28I 2 EHof ol Hg FXRSIMAIR
6. Events that trigger notifications(& &l2 E2|7{3t= O|HIE)Q| Action execution(XFed Ao A Al
ZHES MEELICE.
7. CHAMOIA] SNS FA|| Mg MedstL|Ct
® Note
22 fElg ttes HUM FXE M45tM CodePipelineO| =A|0f O[HEE HAlStE
g 5185t= Yol MLt &2 =0l s MeEE FHE AE35HH o mho|= 2ol
of CHet 222 &7 |E Hote MAERIE T5E = JUELICH
codestar-notifications- &F At F{0| =X O|§2 =5t CtE AMES MEHELICH
® Note
M E5g M= Al 7|& Amazon SNS &S 2 AFE 324 [CHAH(Targets)] ol A S
ARNZ MEASILICH FA[of e MM A HAMO| U=X| 042 LEA S50 2[AA
of Ciet HEE & = U= AFSXIE EEFEIN UEKX|IE EQIFLICEH Amazon SNS |7t
20194 112 52 0|04 CodeCommit & 2l0i| A+ El =@l B CodeCommitO| AWS
CodeStar Notifications0ll E &t #&ta} EP% HEto| ZEE FHME HAIGHE S 3{85t=
HAo| ZEELICH oltet FRl= AE5HX| et= ol E&LICEH siiE #Zof CHaH 4
E YA AHE5tEdH ol0] EXstE M 2|0l = AWS CodeStar Notifications0f] £ R?_F
A Fts{of gLch RHMIEH LIS 2 220 CHEt Amazon SNS FA| T4 3l 3 2
X 3 Hot ofsH BHelg FHESAML.
8. XME&ES MEE COE g8 #3232 dEFLCH
9. g MMEt Amazon SNS F=A(of CHEt O|HY FAE FSELICEH RHAEH LIS 2 LRI AL
= Amazon SNS FX{|of| CHal AL AHE P55t BaE HERSMAIR.
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OB A AS

2 AEME AFESRIVL SRS 82 OHEE F8stn ol RS &S tlaf 2 XI™Eg ot
Amazon SNS £ Slack & Microsoft Teams A& 22 F44El AWS Chatbot Z2}0|1EE &3H

MY gElE 2 = E HLIE = H 54T Amazon Chime MEES 2 A E
O| S| & L Eut AWS Chatbot 22| SEE2 =822 FHE £ U&Lch AHMlEt L2 Chy &
oF 212 AWS Chatbot 2! Amazon ChimeZ} S&5te{H BHalg AT M 2.

A|._g_x|.o.||7.|| RIx4 OI-EIc> I:IL_H A OIAL_||:|._ %I-EI=I
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rH
113

Create notification rule

Motification rules set up a subscription to events that happen with your resources. When these events occur, you will receive
notifications sent to the targets you designate. You can manage your notification preferences in Settings. info

Notification rule settings

Motification name

MyNotificationRuleForPullRequests|

Detail type

Choose the level of detail you want in notifications. Learn more about notifications and security [4

O Full Basic

Includes any supplemental information about events
provided by the resource or the notifications feature.

Includes only information provided in resource events.

Events that trigger notifications

Select none I | Select all

Comments Approvals Pull request Branches and tags
On commits Status changed Source updated Created
On pull Rule override Created Deleted
requests Status changed Updated
Merged
Targets

Choose a target type for the notification rule. SNS topics can be created specifically for use with the notification rule, or
existing topics can be modified for use with notifications. AWS Chatbot clients for Slack integration must be created
before you can choose them as a target type. Learn more [4

HLR £7 2 EEE ASsHo ¥ 7FEIS AWS CLI M4ietn BEI 4 AsLIC
=5
. 2 A MY
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Hext 27 24 A8 R THolE
- SERIAE BT

- SERIAEHHEE

- LB Ao it AR ALE EE A SX|

- LB A A

SEIEEIPUPE

YR =T 2& =5 A85t04 T 73S AWS CLI 88 =+ JgLch #Eg dysi=e & &
B TR Y22 MAEE Amazon SNS FHIE dEE + U&LICH AWS Chatbot 22I0|HEE CH
S22 MBstdH HEE dgst7| ol s ZEt0|MEE YdaloF BfLICH XEM|EF LIS 2 Slack
Aol CHEt AWS Chatbot 22t0|E 74 EHHE HESHAAL

2B FEE dYsieiH (2E)

-

https://console.aws.amazon.com/codesuite/settings/notifications://https://https://www.com 0| A
AWS iRt =7 2£E Fuict
2. EHMEZZ AEstod E|AARE O|SELILCH

« CodeBuilde| B2 [&=(Build)]& et T,
ZZHEE MEiFLC

« CodeCommit2| B [AA(Source)|E MENSH T, [2| X K| E 2l(Repositories)| & MEASH CIS 2|
EZX|EEE MEfgL|CH

« CodeDeploy2| Z< [0HZ 2|710|M(Applications)| 2 MEISt D OHZE|A|0|MS MEHErL|CH

« CodePipeline2| &< [Tt O|Z 2} Ql(Pipeline)]& MEi5t D, [m}O|Z 2 2l(Pipelines)| ME4SH CIS

uto|zetels MEfRFLCH.

3. 242 H0|X|o A Notify(Z )& MEHSI T Create notification rule(Y & 72! MAd)2 MEHEHL |
Ch. 2lAAo0] CHEF M HO|X|2 0|5 35t, &3 &= Notification rules(2 & 722 0|88 CHS
AH A

4lc = 2 M E(Build projects)|& ME48H CHS Y

—

oI

Create notification rule(2 & 72| 4M)2
4., & o|Fol =0l CHEr O] S =IgLIct.
5. 2 Zof Z&E Amazon EventBridgedl M3 & HEE Hote E2 [MF HE F(Detail type)]ofl
M [7|8(Basic)|2 MEHEFLICE. Amazon EventBridgeOll M3 E HEQl BlAA MHIA £ 23
A7 HSE = U HEE ZEsttde 4 [TA|(Full)) & MEgLICE.
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https://console.aws.amazon.com/codesuite/settings/notifications/

LR =7 2L MEX 7t0|E

« CodeBuild: 2= T 2™ Eo| ora] #&of CHEt O|HE
« CodeCommit: 2| ZX|EZ|o| ¥ & T

 CodeDeploy: H{Z O EZ|AH|O|Mo| Y& #3 O[HIE
- CodePipeline: I} O|Z 2t 10| & 2] 7 =]of| CHEF O|HIE

7. CHYOlM CHE & stLIE > ELICH

. oF2IT} B AFREH B|AAE O|O0| AIE 722 CHAF 231 MEHO| A AWS
Chatbot(Slack), AWS Chatbot(Microsoft Teams) EE= SNS F=X|E MEHFIL|Ct CH&f MEH0f A
2510|¢IE 9| 0|2 ( AWS H 20/ T-AYEl Slack 5= Microsoft Teams Z2H0|E 0| ) e
Amazon SNS F&|2| Amazon 2|42 OIF(ARN)(Z 2lofl et Hao 2 o|n| 7 4%E Amazon
SNS FHo| Z9)g MeELICh

- LEIIEAMEY EIAAE FY6HK| 22 F2 oY HEE MEIE OHS SNS FXE MEiE

—
LIC}. codestar-notifications- 50 &A| O|§ & =48t CIS MAS MEIELICE

I+ 5401 A Amazon SNS FHIE AAIshH 2 7l50] FAofl ol
AA0| MBEILICH Y7 Aol CHsH MAE TS
=]

27|E dot= MERE FFE = UA&LICH

J
o

XoHAAIR.

+ 7|Z& Amazon SNS AN E CHA S 2 A8 5te{H s
XA 9|of| = AWS CodeStar Notifications0ll Z 8t M2 F 7|5
22 22lof cist Amazon SNS FA| 4 I 2] ZEIx 4l Hot o3 EHE & =5

of2| 7= AR 28



1. EOd == B T E I E0iM create-notification rule B2 S AE5104 JSON AZHES MMHE
LICH
aws codestar-notifications create-notification-rule --generate-cli-skeleton
> rule.json
2ste CHZ T 0|&2 x| 4 LTt of oolAE rule. jsonQE T 0I&E XIHE
LICH
2. UdtEIAE TEI7]0{AM JSON TS U1 7F=lof CHal &ste 244, O|HE %, Amazon
SNS CHAN S Z &6tz = WRELIC
CHZ olMlE ID7F 1234567890121 AWS A | MyDemoRepotte ElEX|EE[0]
MyNotificationRule CHEF 2t= 22 HEI2 EoiELICH TAM HMF HE R 22 2T
x| L EN27F MMEE I MyNotificationTopicOl2b= Amazon SNS M2 M&ELICH
{
"Name": "MyNotificationRule",
"EventTypeIds": [
"codecommit-repository-branches-and-tags-created"
1,
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",
"Targets": [
{
"TargetType": '"SNS",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic"
}
1,
"Status": "ENABLED",
"DetailType": "FULL"
AE FEAE

—= MNEX7to|=
(@ Note
ANEXRI7F LB grop{H #2922 X|HE Amazon SNS FHME 5351 #52
& oI5l oF BrLiCt RMIEH LI 2 L 2lol AF8ElE Amazon SNS FA[0ll CHEH AL AIE F
S5lciH Helg FESMAR

2| |2 A5 2AB(AWS CLI)
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0%

=
0|'d == P2IZE0i M create-notification-rule WS CHA| A&istod Z2 M HESH IS Al
A

aws codestar-notifications create-notification-rule --cli-input-json
file://rule.json

4. EBE B2 HHOIM OIS T KA L7 FE0| ARNS gHEHefLICH
{
"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}
22 o o|HIE REE LIFSZ{HH(AWS CLI)
1. EOE E= Y TEZE0|M list-event-types HHEES AMMELICIH --filters SME AIE 5104
SEH2 Ed oA RYO|U CHE SHo 2 NEHE = &Lt 0|l 01, CHE2 CodeDeploy
OHEZz|7o|Mel OHE RYE =52 dretghLct

aws codestar-notifications list-event-types --filters
Name=SERVICE_NAME, Value=CodeDeploy

2. CIEoHIR

ror
M

2{0| MAELICH

{
"EventTypes": [

{
"EventTypelId": "codedeploy-application-deployment-succeeded",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Succeeded",
"ResourceType": "Application"

b

{
"EventTypelId": "codedeploy-application-deployment-failed",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Failed",
"ResourceType": "Application"

A FEHAS 30
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1,
{
"EventTypeId": "codedeploy-application-deployment-started",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Started",
"ResourceType": "Application"
}

o 2| &lofl E{3E F7+tE{H(AWS CLI)
EOlg == Y

=3 I
TeamO|2t= O|& 1

-_—

S L E0i|A tag-resource BHEE MAELICE o & E0{ LIS BHEES ME5H0]
Li_Juan gtO| = B 7|-2f Wo{E FItELict.

aws codestar-notifications tag-resource --arn arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/felefd35-EXAMPLE --tags Team=Li_Juan

"Team": "Li_Juan"

JHEFRF EF 224 = AWS CLI E AF2510{ AWS 2|7 ZE B|AA0| CHEt ZE o2 FR2 8 £
UELICH Z- A2 FRo| ME HEL 8 &= U&LICH &3 738 MMHSE ZZAM AL EEl 2lAA

-_—

https://console.aws.amazon.com/codesuite/settings/notifications://https://https://www.com 0| A
AWS JHE R =7 2& S Gt

2. EM FolM MHE MEISH CHS Notification rules(Y & 72 & MEdgLIC
C

3. o2l FxElofMq AWS 2| kY E:LOI%HDl 2lAA AWS HH of
LICt MEAT|E A& 301 AWS B[ E #HEFLICH

THEESE 31


https://console.aws.amazon.com/codesuite/settings/notifications/

LRt =T 2E
UE Ao HE HEE HHH 2SS0 FAS MR O3 MR HE 27|18 MY
oM B OlE S MEiE £ LTt
2 7= =222 22{HAWS CLI)

E 0f| M list-notification-rules B2 Al&5tod X[ E AWS 2|0 CHst

EiOlg £t WY LEE
2E 22 P Tl

o| zh of & H#=]of CHEt ID & ARNS BFerErLCH

{
"o L

"NotificationRules":

{
"Id": "dc82df7a-EXAMPLE",

'arn:aws:codestar-notifications:us-

"Arn":
east-1:123456789012:notificationrule/dc82df7a-EXAMPLE"
b
{
"Id": "8d1f0983-EXAMPLE",
"Arn": "arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/8d1f@983-EXAMPLE"
}
]
}
22| o] M HEE 2{H(AWS CLI)
Al#stod 2] F2/0| ARN

E 04| M describe-notification-rule WS

1. EOld E= BHE
MefLlct.
aws codestar-notifications describe-notification-rule --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-EXAMPLE
2. O] 40| M35t CtZ4t H|x et &=40| gtetgu|ct

"LastModifiedTimestamp": 1569199844.857,

"EventTypes": [




LR =7 2L MEX 7t0|E

{

"ServiceName": "CodeCommit",

"EventTypeName": "Branches and tags: Created",

"ResourceType": "Repository",

"EventTypeId": "codecommit-repository-branches-and-tags-created"
}

1,
"Status": "ENABLED",

"DetailType": "FULL",
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/

dc82df7a-EXAMPLE",
"Targets": [
{
"TargetStatus": "ACTIVE",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic",
"TargetType": "SNS"

1,

"Name": "MyNotificationRule",
"CreatedTimestamp": 1569199844.857,
"CreatedBy": "arn:aws:iam::123456789012:user/Mary_Major"

aws codestar-notifications list-tags-for-resource --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/felefd35-EXAMPLE

2. O Wo| HBsteH ChS T HIx 3 Ho| BHEElLct
{
"Tags": {
"Team": "Li_Juan"
}
}




LR =7 2L MEX 7t0|E

Rl FAIS TS0 018, YRS BUIE OHIE, MF HE 93, ¢BS S iye WaY + s
Lick. WAt £ 7 2¢ EEE AL 5tod 27 FAIZ AWS CLI BRI 4 laLict

-_—

s

-

https://console.aws.amazon.com/codesuite/settings/notifications://https://https://www.com 0| A
AWS JHL R = 2£ 2 ALl

FAH ZFOl M A S MEHSE CFS Notification rules(Y & #2)E MEiSHLICEH
olE B

2| THEI0IAM BRH 2121310 AWS HIF AWS I A20f Chal TAE FAIS HE
L

I_
A —

SoilM S MEE Ohg HES MEELICH LIES HEstn MES MEELICH

update-notification rule WS M350 JSON AZYES HMH5t D opUZ K{EELICH.

aws codestar-notifications update-notification-rule --generate-cli-skeleton
> update. json

Hot= CHE Tt 0|2 RIHE &= U&LCt o] Hlo M= update. json THLLICEH
Ut BIAE FE|7|0|| A JSON IS BT 73S HEFLICH
CHS olXl= ID7F 12345678901291 AWS A 2| MyDemoRepoitE ElZ X|EE|0]

MyNotificationRule CHE 2t= & #32 Eo{ELICt L &2 Hafx| & Ef a7t
ME i MyNotificationTopicO|2tE Amazon SNS X2 M&E LIt 7% 0|F§O0|
MyNewNotificationRule2 HZELIC.

"Name": "MyNewNotificationRule",
"EventTypelds": [
"codecommit-repository-branches-and-tags-created"
1,
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",
"Targets": [

[E AE 34
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Mt £7 2a

AR 7H0|E

ot
=

"TargetType": "SNS",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic"
}
1,
"Status": "ENABLED",
"DetailType": "FULL"

0
OI'IJ
m

& 0] M update-notification-rule B S CHA| Al
8l & 732 Yolo|EgLIct.

0%

stod =& ™

H

|
=

aws codestar-notifications update-notification-rule --cli-input-json
file://update.json

238t B BHOM CI20 fAFEF €&l #3|2] Amazon 2|44 O|F(ARN)S BHEtEMLICEH

e
_t':l
e
fjo

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/

dc82df7a-EXAMPLE"
3

2 A M cHa 2 & 7{5t2dH(AWS CLI)

1. EOEd Ee= HE ZEZE0|M untag-resource BHES MMBILICEH 0 2 S0 CtS HH2
TeamO|2t= O|& 2| B2 E M|7{ELICH

aws codestar-notifications untag-resource --arn arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/felefd35-EXAMPLE --tag-keys Team

2. 93 B2 0| BH2 ofF AT gtetstx| ef&LICt

ChE AME T XSt

- 2l FElof CHE CHA F7HEE= AMA

. 22| FEjofl Ci3t AB A FE A B

- O|HIE

o2 FEAS
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ofl
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A

=~

update-notification-
Ak

(=}
[

=~

i

5]

=X

JSONE 7tXZLICt.
o

5

—

Ol M&E|x| k&LICH

o1l CH
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|

x|
2~
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=l

F
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=
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of

F

(=]
orz

orz
=
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CH&
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Notification rules(
S| AWS H|™Hof AWS 2| U= 2laAo ol

18): 712 gk Lot

o
—

=

5

o
—

g=!

= =

OI-E'_I:Il x

| & EH)0i| A
» Sending notifications(&

AMEHS
(L
=

_l

MEE B stE{HAWS CLI)
24H(AWS CLIe| EtA|of k2t

A =232l
otz
=
=
5

1

—

S

=S
otzl A

=
"ENABLED"

5t

i 10742]

01l M

=|
a1

o

E
of cf

[=|
=~

=l

"Status":

https://console.aws.amazon.com/codesuite/settings/notifications://https://https://www.com 0| A

AWS JHEr R} =

Status E =& ENABLED(7|&42}) == DISABLED(Z

« Notifications paused(& & LAl &XI): x|

= Fol A MEg
Notification status(

o=
2| T
2|AA0] CH
(® Note

2.
3.
5.
otz
2.

1.

o
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https://console.aws.amazon.com/codesuite/settings/notifications/

YR 7 28 AEX Hol=

A FEE MHseATH(EE)

—

https://console.aws.amazon.com/codesuite/settings/notifications://https://https://www.com 0| A
AWS JHL R = 2£ 2 ALl

2. EMEOM HAYES MEIE CHS Notification rules(2 & 2)E MEHEHLICEH
3. 23 FElolAM FAH 22180l AWS A Hol AWS 2™ U BlaAo CHEl 2 HEE #2828 HE
guct MEi7|E AL&3sto{ AWS 2IM 8 HEF Lt

1. E{O|d =& W = E x E0f M delete-notification-rule B2 A3 sto{ &2 F20] ARNS X|H
st|CH
= -

aws codestar-notifications delete-notification-rule --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-EXAMPLE

2. H3t B2 BHolM CtS FAE M| El &3 729 ARNS BHErEfLiCH

{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}

OE A Y AL

A R M2 LB FEo O|HE Z740| SFE M &S ELHTX 5t= |IXIE Holdt SHRIY
L|C}. Amazon SNS FX|2} Slack &= Microsoft Teams ®{'=0i| CHEH 74 El AWS Chatbot 2 2}0]|2A
E Bol|M MEfE £~ QlaL|ch L2l 7= M4 B Amazon SNS FHE CHASZ OHE £ &L|CHH
). &2 720 58 AWS 2[™0M 7|&E Amazon SNS FA|E MEHE £~ QIX|OH E4f HMoz

A&foF BFL|CH. AWS Chatbot 22I0|HEE CHA S 2 AL 57| 2 MEHEH 32 X AWS ChatbotOf|
Malle 2E0|HEE ddatof FLICt

(0)
5

=t

% nf
mo Ho
u

18 2 210| Amazon Chime MEIECE MEE|T S 220 AWS Chatbot 7t
FME £ QlaL|ch O™ o2 SE AWS Chatbot 22H0|1E o CHEH A=

u o

(=]
L=

Ofn the

=E

=
A
=

o n
om 0T

o
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o
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https://console.aws.amazon.com/codesuite/settings/notifications/

LR =7 2L MEX 7t0|E

Amazon SNS =N E ¢ 2 Ao o2 MElEr = Q&LICH RHA[EH L2 222 AWS Chatbot

2l Amazon Chimet

WAL =7 2& E=E AHS5to g3 CH4 AWS CLI 2 #e2lg + JA&Lct 2 =

Amazon SNS FX&| 2! AWS Chatbot Z2I0|1E AWS CLI E CHA O 2 MMStT & £~ &Lt
CHA o 2 7 A8H= Amazon SNS FA|QF AWS Chatbot 7He| E8H2 74 = A&LICH oA 3l

™ Amazon Chime MBI &0l ¥ &2 E'd &= J&LICt AtM[EF LIS 2 L EI0F AWS Chatbot 72| S&f

DM OIS A RS AIAIQ.

=5

. B RE Y MY EE Ty

. R Y E|

. 2 R0l ChBt CHA F7} = M
. T ChY AR

OHE A ChY MY EE 7Y

or 2| A=l CHAF 2 Slack EE = Microsoft Teams A0 CHSH £ A El Amazon SNS F£X| EE& AWS
Chatbot Z2}0|21E Q]L|C}.

CHA o2 SEI0|HEE MEISHE{™ AWS THX{ Chatbot 22}0|HEE M3l 0OF & LICI. AWS Chatbot
ZClo|¢EE AZ| pAlo| CHA o 2 MEHSIH Slack EEE Microsoft Teams A'H2 &2l T&stE Ol

£ M350 siE AWS Chatbot 22+0|21E0f| CHSH Amazon SNS FA|7F FAEL
Cl. AWS Chatbot 22}0|21E0f CHEt 7|& Amazon SNS FX|E e L7l giaLct

oel Alg MAE O MY £F 24014 Amazon SNS 2 A CHA S Madg & aLich 5

o FRI2 Y4B B 4 QTS SSsHs HA0| MBELIC o] WHS ¥T FAlo| HYS A

S b 412 WHILICH AHAIE LIS S 2B 7A| M4 EHIS A ZSHAIAIR

71Z Amazon SNS FHE AL st B2 2laAs} siE Frol YRS Bl & UTS 5185 AM
& BRI AGshod FHIE T AIsHok BLICH O Als 2 2lofl ChEH Amazon SNS X T A0ilA 2elst
AlA|IQ

= —].

(® Note
M g5g M85t= Al 7|& Amazon SNS 52 AF2 524 [CHA (Targets)] ol A SHE
ARNE MEASILICEH FX{|of 248 HMA HEo| QUEX| 042t 25X F50i 2|AA00 CH
St HEE £ & Ues AAZXIE L &[0 U=XIE &l LICH Amazon SNS A7+ 2019
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LRt ET 2E

AR 7H0|E

ZFAN el B2 CodeCommitO| AWS CodeStar
sh= x{zHo| T EHE

118 52 0|™0i| CodeCommit & Zl0f AL El
Notifications0l| &t H&ta CIE Heto| & E FHE HAISIES 5SS

L|Ct. o|2det =Xl= AL85tX| et= XWo| E&LICt siE & 4o] EH5H MEE HME AFE 5D
™ o|0| EXst= H3 2|0i = AWS CodeStar Notifications0l] B8t HA& F7t5Hof g LICtH
ALAIE LIS 2 2lol CHEt Amazon SNS A 74 2 ghal EEIx 3 Hot ofsl B &=
StAlL.
UZ HRE & stt{H L E0| Amazon Chime MEE2 2 MEEE=F L2 AWS Chatbot 72| &
g2 rSeR AEe = et RAHAIE LHE2 CHA & 2 &2 AWS Chatbot & Amazon Chimellt
Sgotti™ HHE HESMR

7|& Amazon SNS =M E Fdoto] 4B A CHE 2= MEsIE{H(EE)

off 2121 AWS Management Console 511 https://console.aws.amazon.com/sns/v3/home://
https://https://https://://https://://://Amazon SNS://://://Inttps://https://https://https://https://://https:////

2. BM ZF0|M [Topics]E ME{EILICH FHME MEE Chs HES MEELICH

-_—

3. Access policy(HAMA HE)E =&t Olg 122 MEHELICH
4. JSON HE7|0|M Ct& dE2 Ao FItELICH =X ARN, AWS 2, AWS A ID & =X
O|§2 =Z&tgfLct.

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"

]
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-
MyTopicForNotificationRules"
}

"Version": "2008-10-17",
"Id": "__default_policy_ID",
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"Statement": [
{

"Sid": "__default_statement_ID",

"Effect": "Allow",

"Principal": {

"AWS":

},

"Action": [
"SNS:GetTopicAttributes",
"SNS:SetTopicAttributes",
"SNS:AddPermission",
"SNS:RemovePermission",
"SNS:DeleteTopic",
"SNS:Subscribe",
"SNS:ListSubscriptionsByTopic",
"SNS:Publish"

1,

"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules",

"Condition": {

"StringEquals": {
"AWS:SourceOwner": "123456789012"

}I

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"

]
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules"

}

5. Save changes(¥13 AtE X&) E MEAELICEH
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« SNS FAoMHE FX EE= AWS ZI 2 MEie EHe 7t gl&LIct. AWS Chatbot 2E2IH0|ME
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CHA O Z MEHSIH 2] 72 M T2 MA S| UEE AWS Chatbot 22H0|1E0f CHEH B2 8t
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2. ErM Ho|M MHEg MEfEE CFS Notification rules(Y & #2)E MEiSHLICEH
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3. o "%' EH”OHH SR 2a0l8tololl M ¢3! F2 AWS AH AWS 2IF 0]
85101 AWS EITE HEYLICH CHY HEi7L HEE + QISC=2 &

=
E o
A|5|D4 ZATE B2 4 AL XM LIS E 25 o BeE AEsEAR.

A= A O S5S E2{HAWS CLI)

S ZEOI|M list-targets BHE AlAstod X|HE AWS 2|0l CHEF ZE 23

2. AB3RHO| BHL CHTH 20| AWS BIF 2t 2 F Aol ChEH ID U ARNS HEFEFLICH

"Targets": [
{
"TargetAddress": "arn:aws:sns:us-
east-2:123456789012:MySNSTopicForNotificationRules",
"TargetType": '"SNS",
"TargetStatus": "ACTIVE"
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-

"TargetAddress": "arn:aws:chatbot::123456789012:chat-configuration/
slack-channel/MySlackChannelClientForMyDevTeam",
"TargetStatus": "ACTIVE",
"TargetType": "AWSChatbotSlack"
3,
{
"TargetAddress": "arn:aws:sns:us-
east-2:123456789012:MySNSTopicForNotificationsAboutMyDemoRepo",
"TargetType": "SNS",
"TargetStatus": "ACTIVE"

dOid S HEY = USLICE WL =7 2& E= AWSCLI E A

https://console.aws.amazon.com/codesuite/settings/notifications://https://https://www.com 0| A
AWS iR =7 2£E Fuich
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E{Ol'd E= BE ZEZE0i|AM subscribe BB S al&istod CHe 2 FIHefLICH 0§ S0{ TS B
B2 Amazon SNS =XE L& #Eo| ez FIHELICH

-_—

aws codestar-notifications subscribe --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-
EXAMPLE --target TargetType=SNS,TargetAddress=arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic

2. 83t B2 BHoM OIS RALE HOO|EE LB 729 ARNS gHEHEFLICEH

{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}

o2 FE|of M CHa S A7HsHE{HAWS CLI)

1. EOld = H™ T EZE0|M unsubscribe B S A&Stod CHA S MHELICH o & E0{ LIS
H22 o2 F=lo| CHA 22 Amazon SNS FA|E A 7{EfL|Ct.
aws codestar-notifications unsubscribe --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-
EXAMPLE --target TargetType=SNS,TargetAddress=arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic
2. 43t 4% BHoM 3o FAE Mool EE &3] #Eo| ARNIF M7= CHa 2tEd HEE gt
ghgfLct.
{
"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
"TargetAddress": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopic"
}
ChS A E B XML
. otE FA HE
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1. https://console.aws.amazon.com/codesuite/settings/notifications://https://https://www.com 04| A
AWS THER =7 2&2 Yuch

2. ErM Xo|M MHEE MEfSH CFS Notification rules(Y & #2)& MEiELICEH

3. 23 FA CHAOIM BHRH 230150 AWS HIHo| AWS EIF Qi BlAL0) CHaH TAE CHy S
S22 AEgLch MET|E AE85to AWS EIE E'jéi.*l—ltr.

4. YR TE CH4 S MEE Che ARIE MEE LU

o 2| 7% CHAFS AP 5HEBI(AWS CLI)
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EOl'd E= BE ZEZ E0i|A delete-target BHES Al&5tod CHa 2| ARNE X|HELICEH o E
E0{ CtZ BHE2 Amazon SNS F=H|E At&st= CHANE AMA|EFLICH.

aws codestar-notifications delete-target --target-address arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic

2. 83t B2 0| BH2 ofF A Hhetstx] iﬁL—IEP Anldt 32 ol BH2 L7 E vrEreLich
7t LMl @ F= FXTF oLt old o 2 & &0l CiEr Cy ol == ALt

An error occurred (ValidationException) when calling the DeleteTarget operation:
Unsubscribe target before deleting.
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aws codestar-notifications delete-target --target-address arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic --force-unsubscribe-all
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AWSServiceRoleForCodeStarNotifications0i| A 2 M &k £~ Q& L|Ct.

"eventVersion": "1.05",
"userIdentity": {
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Mary_Major",
"accountId":"123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName":"Mary_Major"
},
"eventTime": "2019-10-07T21:34:41Z",
"eventSource": "events.amazonaws.com",
"eventName": "CreateNotificationRule",
"awsRegion": "us-east-1",
"sourceIPAddress": "codestar-notifications.amazonaws.com",
"userAgent": "codestar-notifications.amazonaws.com",
"requestParameters": {
"description": "This rule is used to route CodeBuild, CodeCommit, CodePipeline,
and other Developer Tools notifications to AWS CodeStar Notifications",
"name": "awscodestarnotifications-rule",
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"eventPattern": "{\"source\":[\"aws.codebuild\",\"aws.codecommit\",
\"aws.codepipeline\"]1}"
},
"responseElements": {
"ruleArn": "arn:aws:events:us-east-1:123456789012:rule/
awscodestarnotifications-rule"
},
"requestID": "ff1f309a-EXAMPLE",
"eventID": "93c82b07-EXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-10-07",
"recipientAccountId": "123456789012"

"eventVersion": "1.05",

"userIdentity": {
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Mary_Major",
"accountId":"123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName":"Mary_Major"

},
"eventTime": "2019-10-07T21:34:41Z",
"eventSource": "events.amazonaws.com",
"eventName": "Subscribe",
"awsRegion": "us-east-1",
"sourceIPAddress": "codestar-notifications.amazonaws.com",
"userAgent": "codestar-notifications.amazonaws.com",
"requestParameters": {
"targets": [
{
"arn": "arn:aws:codestar-notifications:us-east-1:::",
"id": "codestar-notifications-events-target"
}
1)
"rule": "awscodestarnotifications-rule"
b

"responseElements": {
"failedEntryCount": 0,
"failedEntries": []

.
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"requestID": "9466cbda-EXAMPLE",
"eventID": "2f79fdad-EXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-10-07",
"recipientAccountId": "123456789012"

=5

. BlAAO| CHE LRI TAIS MAdstE B 0 MR QT It WA
. YBTES 2 498

. LB TEIS MMY £ 9l8

. HMAT & gl BlAAO] CHE YRS £ 41T IS

ne
i
=l
h
o
ML

EA: LR 27 2L A2 E [ (Settings)]0ll M [ B (Notifications)| 2 MEHSIH HEt 2 F
7t EA|ELICH

Hed 2 Mol g2 & U&LICH CodeCommit & CodePipelinelt 22
X

AWS 7 | 2HEI% Aol s Y2lof chet Hetol ZatelxIg, HA ¢
212 XI#sHx| S MulAolE LRS84 9l Heto| ZHEIX| FALICL EE IAM AFSRF EE
oigof ¢BlS BT S 5185t ot AR KIF HMo| MBEIE £ aLich AME L8 X
2 E% ik S ofF BHHS AR a

=2 a4 54



Amazon S

Amazon SNS =X 2tz

« Amazon

. olnY wa

Amazon SNS F=A|of|

(O ——1

NS & 2l

29
x| g elghLct.

SNS FX[7+ &3 of dEEIR=
QIsfoF B LICE RtMIEF L2

sHO|3H= x| &

Ol 2HIE FANE

L—_— =

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"

I

"Action": "SNS:Publish",

"Resource": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopicName",
"Condition": {

"StringEquals": {

"aws:SourceAccount": "123456789012"
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SAEECHE SEIE 7HE = A&LUT
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A5t T2 MAE R EFLC
QAEERR: EL£S ME5t0{ ZAE MM &= YO|0|E
GitHub Enterprise Server 2= GitLab XA Z2|&0t 22 M| SZA R0l Cigt 122 Mdst
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Host Yes

already ; Host set
created? up?
No
No
Create in CLI Create in Console
State: pending State: pending

=

Set up the host in
console I
State: available

Y

Use host with
connection
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AWS CloudFormation
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/tutorial-github-reviewer.html
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/what-is.html
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/what-is.html
https://aws.amazon.com/sagemaker/
https://docs.aws.amazon.com/sagemaker/latest/dg/sagemaker-projects-walkthrough-3rdgit.html
https://docs.aws.amazon.com/sagemaker/latest/dg/sagemaker-projects-walkthrough-3rdgit.html
https://aws.amazon.com/apprunner/
https://docs.aws.amazon.com/apprunner/latest/dg/service-source-code.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/git-sync.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/publish-extension.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/publish-extension.html
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KEAMIEH LHE 2 Service Catalog AFHE M
1} Service Catalog M& S7IsHE &t

AWS Proton

AWS Protone EctE QZ 2ol HiEZ 37| 8 2 E 7|8 MH|AQLICH 1 E AFR 35104 AWS
Proton® HIZ2/9| 2|AA0] CHEH EFAI EIZX|EC|IZ IRl = 23 E HEE £ U&LICH RFAISEH LY
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https://aws.amazon.com/codebuild/
https://docs.aws.amazon.com/codebuild/latest/userguide/connections-gitlab.html
https://aws.amazon.com/codepipeline/
https://docs.aws.amazon.com/codepipeline/latest/userguide/action-reference-CodestarConnectionSource.html
https://aws.amazon.com/servicecatalog/
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/git-synced-sc-products.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/git-synced-sc-products.html
https://aws.amazon.com/proton/
https://docs.aws.amazon.com/proton/latest/userguide/ag-create-repo.html
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
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2. 1AM Identity Center0i| A AFE XFoi|AH| 22| HAM|A HEHES FoiFLICt

E Xt B A A |AM Identity Center C|HE{Z| 2 A& 5t B0l CHEE AHEMHE AFE AWS
IAM Identity Center BMO| 7|=2Zf2 = AMEX MM A T4 E IAM Identity Center | E{ 2| &
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2| AM A HEro] e AHERZE =9

« |AM IDentity Center Ar&XIZ2 22 215t2{2 IAM Identity Center A AIE HMHE M O|HIY F4
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IAM Identity Center Ar&XIE AFE35t01 E¢Q16t= Ol 20| ER35H AWS 2121 AL MF
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2AWS IAM Identity Center A& A 2| Create a permission setE & Z 35t Al|
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https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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CreateConnection",

DeleteConnection",
GetConnection",

:ListConnections",

GetInstallationUrl",
GetIndividualAccessToken",
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StartOAuthHandshake",
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{
"Effect": "Allow",
"Action": [
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections
1,
"Resource": [
nin
]
}
]
}
6. CtS= ME{FLICE
@ Note

IME K| AlZHE HZI7|

2 ML AZH

Xt
&

=2
=

AMEHS}

—

|

L|Ct.

5%
[
nx
0


https://console.aws.amazon.com/iam/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_policies.html#troubleshoot_viseditor-restructure
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
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44 AIEFSHD| 75


https://console.aws.amazon.com/codepipeline/
https://docs.aws.amazon.com/codepipeline/latest/userguide/security-iam.html#how-to-update-role-new-services

HHZ!0| oflL|Ct. O] mO|Z2tQl2 OfE[HE AE0{]L|C
HE AEO0{E Z mtolzEtQlol ErLict

FI>

[2EHA: AA BHA| F7H(Step 2: Add source stage)] T O| X0 AA BHE FIELICH.

a. [A& Z2XHSource provider)]ol A [Bitbucket]& MEHELICE,

b. [21Z(Connection)]oi| A [Bitbucket0ll 24Z(Connect to Bitbucket)]= AMEAEFL|C}.

c. [Bitbucketol 21Z(Connect to Bitbucket)] H O X|0{|A] [21Z2 O|F (Connection name)] 0| 28445t
o= 2Z49| 0|2 YUZELICE o|F0of 0| 0|2 Sall 0| @2 AHE £+ JU&LCt
[Bitbucket (Bitbucket apps)]oll A [M & M X|(Install a new app)]& ME4EfLICE.

d. 9 Mx| m 0| X|o{| A AWS CodeStar 10| Bitbucket | X0]| 4 E A5t UCh=E HIAIX|7F
EANELICH HMA Het 208 MEHSILICH 1A E £0216HH Bitbucketl| 2|ZX|EE[7} &
X|E|D AWS 2|AALF HA4E 5= U&LICEH

e. M Mx|o| 4Z ID7I EAIELIC Complete connection(P1Z4 gt=)2 MEHEILICE
CodePipeline 2£ 2 Z0}7}+A ELCh

f. [BIZX|E2| O|F(Repository name)]0llA Bitbucket 2|ZX|E 22| O|F2 ME4RILICE.
g. [E@X| 0|&(Branch name)]oM E|ZX|EE[S| ERMX|E MEAEfLICE.

h. A4 FC #HZA

[

Al mtol= el A= S S MEiErL|CH
A

i =2
l. = —

hTR
o

IE|ZHE S AlOJA CHS & §tLEE MENEELICH CodePipeline 7|2

I}O|Z2}QIo| OlE|HE| 7|£ zip Al AF2 3524 CodePipeline 7|22 MEASHL|CE.

uto|zetRlo| otE|HE 2|ZX|E2|of CHE Git HIEICIO|E{E Z & st T SHME =
g LICt. Ol= CodeBuild Zf 401 BF x| 24 ELICH.

Next(CtS)& ME{ErLICH

Add build stage(& = AH|O|X| F7H)0|M LE AE|O|XIE F7HELC
a. 2E ZZXIo|A AWS CodeBuildE MEHSIL|CH 2|F0| mlo|Zetol 2|Mez 7|8 M™ME|E
g guct
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MEdEFLICEH

| MEHSHLICE. [Operating system]oll A [Ubuntu]

=
=
A

4

—

gtL|Ct. o]0 X|0oll A aws/codebuild/standard:5.02 MEHEHL|C}.

EHSH
=

2350i| A New service role(Af AH|A dghg M L|C}.

of

& £ 2l(Insert build commands)]

3 23(Build commands)]ofl

[BU|Idspec]°| [HE'E At (BUI|d speC|f|cat|ons)]01|H [HE

a8 2ol daLlc

|aE =

Ef

version: 0.2
phases:
install:
#If you use the Ubuntu standard image 2.0 or later,
runtime-versions.
#If you specify runtime-versions and use an image other than Ubuntu
standard image 2.0, the build fails.
runtime-versions:
nodejs: 12
# name: version
#commands:
# - command
# - command
pre_build:
commands:
- 1s -1t
- cat README.md
# build:
#commands:
# - command
# - command
#post_build:
#commands:
# - command
# - command
#artifacts:
#files:
# - location
# - location
#name: $(date +%Y-%m-%d)
#discard-paths: yes

you must specify
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#base-directory: location
#cache:
#paths:
# - paths

h. Continue to CodePipeline(CodePipeline2 £ H|%)& MENEILICH 212{™ CodePipeline &
2 EO0I7tn M2 ?lal e HHE AL&35l= CodeBuild ZTEMETJF HMEL|CH 2E T2
MEE= MH|A AE S AF835109 AWS AH|A FHEHS ErelgfLict o BHAle &2 20| A3 +
A&LIC.
i.  Next(CtZ)E MEAFLICH
8. AEHA!: HHE A =7t J_l1|0|7<|01|k| Skip deploy stage(HiZ EHA| ZALAF 7)) & MES CHS Skip(Xd
L5 Z[)E CHA MEH5H04 B0 HIAIXRIE ==& LICH Next(CHS)E MEHELICY.
9. 5CHA: HE m|o[X|ofM mto|= 2ol NS MESEFLCY.
10. TtO|ZE}Ql0] H3 XMoo= ME|M nto|=Z 2l Aol A|ZFELCY.

@ Source Succeeded
Pipeline execution ID: 961f7d94-d798-

Source 6]
Bitbucket

@ Succeeded - 2 days ago
7098464e

7898464e [4 Source: README.md edited online with Bitbucket

l | Disable transition

@ Build succeeded
Pipeline execution I1D: 961f7d94-d798-/

Build ®

AWS CodeBuild

® Succeeded - 2 days ago
Details

7098464e [4 Source: README.md edited online with Bitbucket

0x
OH

Mo 2 R El e CHAOM [MF X E (Details)|& AME{ & LICH

R
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=
2
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[Al& ME HE (Execution details)]olA CodeBuild 2= £242 FLICt. O] B2 i1 20|
README.md I} LHE S E3gfLICH.

This is a Bitbucket repository!

[Container] 2028/06/85 19:14:51

This is a Bitbucket repository!

[Container] 2020/86/05 19:14:51 Phase complete: PRE_BUILD State: SUCCEEDED
[Container] 2026/06/85 19:14:51 Phase context status code: Message:

[Container] 2028/86/85 19:14:51 Phase complete: BUILD State: SUCCEEDED
[Container] 2020/06/05 19:14:51 Phase context status code: Message:

[Container] 2026/06/85 19:14:51 Phase complete: POST_BUILD State: SUCCEEDED
[Container] 2020/06/05 19:14:51 Phase context status code: Message:

3EHA|: 2|Z X|E2|E CodeGuru Reviewer?} 242

ol
|_
Bitbucket 2122 APR* = QJéblEP.

-

CodeGuru Reviewer 2&0i 21018FL|C}.

2. [CodeGuru Reviewer|& MEi5t D [2IZX|E 2|0 @12 (Associate repository)]

ﬂllo
_I_
qm
o
r
ful

gt HO|X|2 T E OtHAL7F DEIL|Ct
3. [A2A ZB2X MEY(Select source provider)]2 MEY3H T [Bitbucket]S AMEHEHLICY.
4. Bitbuckett 24Z( AWS CodeConnections At&)0i| A mO|Z2}Qlo]| CHEH A5t A4S MHEHEIL
Ct.
5. [EIZX|E 2] ?|X|(Repository location)]0| A Bitbucket 2|Z X|E2|2| O|F S MEASIT [ E
(Associate)]2 ME4EFLI|CY,

Olo{M ZE AEE MHE £ U&LIC XFAMIEE LIE 2 Amazon CodeGuru Reviewer A& A&
Mod A Bitbucket0l] ¢1Z25}04 E2|Z X|EE|E CodeGuru Reviewer?t ¢12E XML

O

17 2wy

r

A2 AWS E|AAE 2| I E B|EZX|EC|o ¢A5I= Ol AFE k= #AEYULICH ZF ¢4 2 Bitbucket
ot .75*8 EbAF BIZX|E2|0d| 212 AWS CodePipeline 3t7| It Z2 MH|AN MBE £ U= 2l

AQLICH 0| & §01, ME TtE| 2 E Z|ZX|EE2|0of CiEt T =7 HEE(H mto|Z2telo| EEHEES
oA B Ny 79


https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/create-bitbucket-association.html
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CodePipelined]| ¢12E F71e £+ U&LICH AWS E|AAE GitHub Enterprise Server@t 22 Mx|El

S22 780l A8 = U&LICH

® Note

GitHub EE= GitHub Enterprise Server0f = ZZ9| Z< 0424 GitHub = %0 GitHub &
Mx[& = Q& LICH GitHub Organization0i] CHEH @4 OH&E 2 1:1 OHE QIL|Ct 8t ==|2 &t
StLES| 4B 71 A = UX|BH SUT HE 7tEI7|= 042 HES 7HE = USLIC KpAIE
2 AWS CodeConnectionsOl M ZZ|0to| 44 &t 5 @A MME FHESHML.

k=]
=
2o

LiS

2
s
mio

GitHub Enterprise Server?t Z2 MX|E 32Xt f0i CiEt ¢47

=
AEE AEELICH ZAEE SEX7F HRIE MHE LIEHLT| €
B2 SAE Y HHE HRtAAIR

HAEE Y M 2£2| OHHALE ALE5t0q EtAL SZ R A4 HE HR|stn M 320 HAAFL|CH
o|0| YS Hx[et B 7|&E HE AMEE = JU&LTt
® Note

FE(Yeto)old AZEE ArSstedH LSS AWS 2l sl ok & LICH.

o4

=

(©)

1. 2

2
o

H AR

=
SFA
= o

[

2. 2™

2
l?h

ol 2| 2 fFHE(Uetr) 2™ L HdZEE X[HEFLICH ME THE| MS LA AO|E0o] HAIE
0H CHE 2™l dEE x|/t 7I1E s EoHLict o]l YE MR[stH ME THE| MS Y
A7t ol 2l MEF AHH|A 2t HIO|EE SRE + A= HEE FoistH =l HE X750
AMEX| HetE Fag + U&LICH

Bl E Y&t x| f2™ MH|A0M TIOIEHE XMEIStHLE ME et x| gt&LICt o] IS &
435t Ho|HE T MY + UAs HEFo| AMH|20 Fo4FELICH

2|0l Y8 Elx| fAHetE 2|HE Mol MRIE dElz fX|=H ME THE| MS A7 A
HIA 2t CIOIEHE Aoz 2T HIFYEE Fols A2 AM7HsHok gfLICH RHAMIE
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https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
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A8 LH& 2 AWS CodeConnections APl £ & & Z 3HAM| 2. Bitbucket2| CodePipeline
b REMIEH LHE & AWS CodePipeline A& B A{0{| A CodestarConnectionSource &

2
N
L
2
o M
- =
2
el

L e
!
A
I
2
0
ok

Kl
0]
rok
rH
rok
o
>0

= = AWS ldentity and Access Management (IAM) AF& X} EE

it HAME MASHHLE AZ25ie{H MM E FHZ ML AWS CodeConnections T8 & &
CodePipeline MH|A 23g 0| MM El AlZ|of k2t sHE HEHE support AWS CodeConnections2 3|
O|EdfoF & == U&LICH XIEI2 AWS CodePipeline AHE B0 AH|A 238 AHO|EE X
Me.

|

. A7 MY

« Bitbucket0l| CHEF 24 M4
« GitHubof| CHEH 48 &

« GitHub Enterprise Server0i| CHgF 9474 A A
« GitLaboll CHEH odZd A4

* GitLab At&| 2tE2|2ofl CHEF 972

. 25 301 917 enolE

I_
-
of

R R
My
-
ne

e

oy

1z
pal

0%

Ik
>
2

9
0
x
i |H
N

to
e
!
OH
40 |0

> |HL
S
wn
N
0

Q2
I
0z
0z

g8 = A&Lich

CHS ME THE|

OH

2% 8

0%

off CHet 44

mo

« Bitbucketol CHEt 24742 M4 5t2{™ Bitbucketol CHEH P48 M4 MME R XFM L.

+ GitHub EE £ GitHub Enterprise Cloud0i| CH8H 23S MA45He{ T
SESS YIRS

« SAE BAAE MMSE WS HIE 30 GitHub Enterprise Server0i| CH8H 173 M A 5HE{
GitHub Enterprise Serverd| CHEt 012 M MME HEFAMIR.

=
+ GitLabOf| CHEF Q1A S 4d5tedH GitLabof CHEF 9172 M MM E FH XM 2.

o

e

SR 8


https://docs.aws.amazon.com/codeconnections/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/action-reference-CodestarConnectionSource.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/how-to-update-role-new-services.html
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@® Note
2024'A 72 1°“='E-| Z4£2 2|AA ARNcodeconnectionsOilAl 2to| 422 MAdstL|Ct &
MHIA HEA7E 25 e BlAAEsE 2400 AL EAIELIC

Bitbucket0d| CHEF @13 244

AWS Management Console &= &= AWS Command Line Interface (AWS CLI)E At-& 3104 bitbucket.org
FAEE|E 2|2 X|EC|of CHEt AZAS WHE = J&LICH

INESRS A Sk

« Bitbucket 7|%30]| o|0| M E|o{ QlofoF &Lt
« bitbucket.org0ll L= Z|Z X|E 2|7} o|O] MAIE|o{ QlofoF & L|CH

(® Note
Bitbucket Cloud Z|Z X|E2[0o]| CHEt 1 AS MM £ Q& LICE Bitbucket Server2t 242 A
x|l Bitbucket 22Xt S8 2 K| E|X| et&L|CEH AWS CodeConnections |94 S =&+ &
I:|-| e (%) xl-xo|.k||o

(® Note
A2 s e ol ASE H™HO| ARE 2lZXIEC|of CHEE HMA FHEEF XIS ELICH
Bitbucket WorkSpace0i| O Z 2|7 0|2 dx|5t= E2 & 2IXt WorkSpace T&H0| L FL
Ct O] 42 39 o dx| SM0| EAILIX| ef&Lct.

=A
« BitbucketOl CHEF @34 MM(EEL)

- Bitbucketof CHEF 242 A4 (CLI)

BitbucketOl CHEF o422 MM (E &)

Z £ AHE35104 Bitbucketod| CHEH A4S MAE 4= Ql&LICE

2oy 82
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® Note

20243 7€ 1UEE 242 2/|AA ARNcodeconnectionsOiA 2to| 442 MAdstL|Ct &
MHIA HFAE EE Qe BlAAE 240 A& EAIELULCEH

1EHAH: AZE e

1. ol 222! AWS Management Consoledt L0l AWS FHE Rt =7 E2£ 2 YL|Chhttps://
console.aws.amazon.com/codesuite/settings/connections.

2. [M%(Settings)] > [21Z&(Connections)]E MEHEH CtF [24Z2 4d(Create connection)]2 ME4
Ct.

o

L

3. Bitbucket 2|ZX[E2[0f CHE HZE S Md5ted™ [S =Xt AEH(Select a provider)]0il A [Bitbucket]
g MEigtLIC} [29Z2 0|&(Connection name)]oll MM 35t2{= 93Z29| 0| & =3etLic.
[Bitbucket0l] 21Z3(Connect to Bitbucket)]& MEHSI T 2B A2 TS EHLICH.

Developer Tools Connections Create connection

Create a connection .«

Select a provider

© Bitbucket GitHub GitHub Enterprise Server

Create Bitbucket connection

Connection name

2EHA|: Bitbucketod 944

1. [Bitbucket0ll 21Z4(Connect to Bitbucket)] A& m|0|X|ofl 24Z O|F 0| EAIELICH

R
[
i
o
o
22
0
°
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https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections
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[Bitbucket (Bitbucket apps)]oilA & Ax|E =45t 7Lt [Af & AX|(Install a new app)]E =45}
of Y2 ME FHELICH

® Note

Z+ Bitbucket WorkSpace 2= A0t 42 8 #HBF AX[EL|Ct. Bitbucket 22 o|0O| A
x|Et 3 dg MEdSt D of MMo| obX| EHAHZ Ho{ZfLC.

Connect to Bitbucket

Bitbucket connection settings info

Connection name

a-connection

Bltbuckct apps
itbucket apps create a link for your connection with Bitbucket. To start, install a new app and save this connection

Q or Install a new app

2. Bitbucket| 2121 H|O|X|7t EA|E|H XA SH2 2 2018 OHF HlSst == ME{gLICH

t2 UCHE HIAIXIZE E A

[e][]

3. ¥ AMx| M 0o|X|od A AWS CodeStar 0| Bitbucket HZ0f HZEE AL
ElLc.

Bitbucket WorkSpaceE A8 3= Z3< Authorization for(T8 £04 CHA) S MHE WorkSpaceZ
BELICH #t2|Xt MEtHo| = WorkSpace 2t & A|EILICE.

UM A HEH H0IE MEUBLIC
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dWsSs €

AWS CodeStar requests access

This app is hosted at https://codestar-connections.webhoaks.aws

Read your account information
Read your repositories and their pull requests
Administer your repositories

Read and modify your repositories

Authorize for

Allow AWS CodeStar to do this?
This 3rd party vendor has not provided a privacy policy or terms of use.

Atlassian's Privacy Policy is not applicable to the use of this App.

Grant access [NeElEl

4. [Bitbucket (Bitbucket apps)|=2 MEAStH A Ax|o| @142 ID7I EA[EILICE 12 S MEfgFL|Ct
MEE HAZo| odd SEo| EAIELICEH

Connect to Bitbucket

Bitbucket connection settings info

Connection name

MyConnection

Bitbucket apps
Bitbucket apps create a link for your connection with Bitbucket. To start, install a new app and save this connection.
Q. ari:cloud:bitbucket::app/{c26d1f3 - X or Install a new app

85
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Bitbucketoll CHEH 2474 A4 A4(CLI)

/A Important
AWS CLI E=& Sall d-E 2 AWS CloudFormation 2 7|22 2 PENDING & EH L]
Ch. CLI EE= ool o1z g M A8t £ &S AWS CloudFormationAt &3t01 4748 HE5tod

MENE 2 M™EL|ICIAVAILABLE.

Bitbucketoll CHE A4S A/ dste{H

1. E{0|'@(Linux, macOS, Unix) £ = WY T &I E(Windows)E LIt AWS CLI & A& 35}04
Q142 --connection-name 2|3l --provider-type L& X|&35}04 create-connection
HES M™AELICE o] oMol EtAt ZZ Rt O|& 2 BitbucketO|1 X|HE @4 0|2
MyConnection®ILIC}.

aws codeconnections create-connection --provider-type Bitbucket --connection-name
MyConnection

O| BFEo| Moz Mz(w o

DW

1} i

o>
rok
%
Y
>
Py
s
02
HL
N
e
o
o
-
o

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf"

[a

=
=

o4 423

fjo

SRSLICH AFME I8 5 501 917 U0l Bl AT et AA|

fjo
ol

At

00

N
lo i

GitHubOf| CHEt @443 A

AWS Management Console &= = AWS Command Line Interface (AWS CLI)& AF2 3104 GitHubod| CH
gt S Y = AsLch

INESgo AR SE

0474 mtad xtoq 86
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« GitHub 7{"g0| o|O]| 4-&x|o{ 2{o{0oF ErLC.

- ME mE| ZE Z|ZX|EE2|7} o|O| MAdx|o{ lo{of EFLICt.

® Note

S Md5tEd™ GitHub & AR KAH0{0F & LICH =& A%0| ot 2|ZX|EE[C B2 2=
X|EE| A8 Kto{of ghL|Ct,

|

* GitHubOl| CHiEl 212 HE(EE)

- GitHuboll CHEH 2474 MAd(CLI)

GitHubOl| CHE 212 HE(2E)

® Note

2024H 72 1UBEE 242 2|AA ARNcodeconnectionsOilAl 2to| 448 MAdstL|Ct &
MHIA HFAEEE Qe ElAAE 240 Al EAIELCH

1. ol 222! AWS Management Consoledt ZO|lAM iR =7 2 &2 L |Chhttps:/
console.aws.amazon.com/codesuite/settings/connections.

2. [M%(Settings)] > [21Z&(Connections)]E MEHEE CF [24Z2 4d(Create connection)]2 ME4
Ct.

o

L

3. GitHub EEE GitHub Enterprise Cloud Z|Z X|E 2|0l CHet 44E MA5l2{H [S 2 K M= (Select
a provider)|2 ME{S 1T [GitHub]& MEEFLICE [21Z2 O|& (Connection name)]0l| A4 5tE{= A
o| o|&g &dEtLICt. [GitHuboll 24Z3(Connect to GitHub)]& AMEHEt T 2EHAH| 2 TIgHEtLIC.
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https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections

AR 7H0|E

Developer Tools » Connections » Create connection

Create a connection .

Select a provider

Bitbucket

O GitHub GitHub Enterprise Server

GitLab

GitLab self-managed

Create GitHub App connection info

Connection name

github-connection

» Tags - optional

GitHubOl CHet &S

S
- —-=

1. GitHub connection settings(GitHub
O| Z AIELICH GitHubof|

_=E=2 -

o742 AE

Connect to GitHub

44 MH) ot2il 2| Connection name(®1Z2 0|F)oil 212 0|8
HEFLICH HMA & HO|X[7 E A LICH

S
|

i
o
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aws o(’

AWS Connector for GitHub by Amazon Web Services would like
permission to:

(Q‘ Verify your GitHub identity (| 1)

D Know which resources you can access

-/\/- Act on your behalf

{:?:} Learn more

Learn more about AWS Connector for GitHub

cancel Authorize AWS Connector
for GitHub

Authorizing will redirect to
https:/fredirect.codestar.aws

@ Not owned or (9 Created More than 1K
operated by GitHub 4 years ago GitHub users

2. GitHub& AWS 7H4lE{ Het F04& M= LICt @472 1| O|X|7F LIEtLE T [GitHub R(GitHub
Apps)] 2=+ EAIELICH

R
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i
o
o
22
0
°
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Connect to GitHub

GitHub connection settings ifo

Connection name

github-connection ‘

App installation - optional
Install GitHub App to connect as a bot. Alternatively, leave it blank to connect as a GitHub user, which can be used in AWS CodeBuild
projects.

Q, or Install a new app ‘

» Tags - optional

Connect

3. [GitHub (GitHub apps)]HlA & Ax|& MEHSEHLE [ & 4dX[(Install a new app)]2 AEH 504
HE MZ BHELICH.

® Note
EX ZZKtof chet 2= 2o cHal stLtel 4= Mx|EFL|CH. AWS Connector for
GitHub 2 o|0| dx|EH B2 aiT S ME4st 10| EAHE ALELICH

4. AWS Connect for GitHub A x| I O|X|0|M S MXIE HA™EHS MEISFLICEH
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adWs

Install AWS Connector for GitHub

Where do you want to install AWS Connector for GitHub?

Configure >

(® Note
Z} GitHub 7| 0tct 4

Mg Bt tHOH Mx|BFLICH O|Fof A Mx|EH 7L [T4d(Configure)]
2 M50 & Mx|<f

=
= HO|X|Z 0[Sst7HL FIZ HES AM8slod 2£2 Sotd +

5. GitHub& AWS e AX| HO|X|olM Z7|E22tE 2tz &1 HRIE MEghLIct

R
!
i

o
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dWs

“--._...-:-"

Install AWS Connector for GitHub

Install on your organization .

for these repositories:

@® All repositories
This applies to all current and future repositories owned by the resource
owWner,
Also includes public repositories (read-only).

(' Only select repositories
Select at least one repository.
Also includes public repositories (read-only).

with these permissions:

~" Read access to issues, members, and metadata

~" Read and write access to administration, code, commit statuses,
organization hooks, pull requests, and repository hooks

Install Cancel

Mext: you'll be directed to the GitHub App's site to complete setup.

O| &tH|& otx|H Lol EEl Het H|0|X[7t GitHuboll EAIE =+ U&LICH.
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6. AWS Connector for GitHub @40 CiEt dCl|o|EEl HEHo| QICH= 0| X[7F E AIE|T Accept new
permissions(Af Fet =2hHE MENEHLICE

o bs

The - app by is requesting updated
permissions

Read-only access to Metadata MNow request

Read and write access to Commit statuses Mew request

@ All repositories
his applies to all current

Developer note

Accept new permissions

The | app will retain its current permissions if you choose not 1o

7. Connect to GitHub(GitHuboll ©4Z3) H|O|X|2 Sot7 A ElLICt. GitHub Apps(GitHub 24)0il Af Ad%|
_Ql iz |D7|‘ _._._A|E|=||L,||:|- {742 MEHSE “:I_

. MAME ol 9% S=of EAIELC

@) Connection githubc-connection created successfully

Developer Tools Connections
Connections Hosts.
Connections inf C | Create connection
Q 1 @
Connection name Provider Status ARN
armcaws:codestar-connections:us-west-
gethub-connection GitHuly @ Available 2
o o
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GitHubOfl CHEH 473 A4 44(CLI)
AWS Command Line Interface (AWS CLI)E AF&35104 GitHubo| CHEt 422 MHE = A&LICH

O|= 7| 5t24™ create-connection WS AL EFL|CE.

/A Important
AWS CLI EE =2 E6ff A=l 2474 AWS CloudFormation 2 7|2X1O 2 PENDING AFEHQIL]
Ch CLI = oto| dZdg M43t £ &2 AWS CloudFormationAt&5t01 14E HE 5t04
HEE E M™MELICIAVAILABLE.

GitHubOl| CHH 2142 4+d5t2{H™

1. E0O/E(Linux, macOS, Unix) £& B& T &I E(Windows)E LICt. AWS CLI & AF&35tod o434
£ --connection-name I8l - -provider-type L& X|%3}t0q create-connection HHZ Al
st o] ool M EFAF 22X 0|2 GitHubO|1 X|HEl 9473 0|2 MyConnection®lL]|

Il

.

aws codeconnections create-connection --provider-type GitHub --connection-name

MyConnection
O| BHO| AMCHE A= ChZ 1t H|x 8t 212 ARN HE 7} ghtElL(Ct
{
"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/

aEXAMPLE-8aad-4d5d-8878-dfcab@bc441f"

}
2. B4 A0 TS BBHLICH RS LIS S 27 50 67 00| EHHS FEFHA
(@)

GitHub Enterprise Server0| CH8F 9174 A4 A

HZEE AE5to{ AWS E|aAE EtAN 2| ZX|EE(QF AAZE LICH AWS Management Console EE

AWS Command Line Interface (AWS CLI)& A& 3104 GitHub Enterprise Server0 CHEt 2422 M4
(o]

o

0= r

o473 mtad aFof 94



Hext E7 28 P
Q1AL GitHub o] A& &Ql5t7| {5 A2 M S0l Ar& L[= GitHub Enterprise Server 7|74 0|
258 2lZX|EE|ol CHEF KM A FHEDE XIS ' LICE.

- B|ZX|E2|7} %= GitHub Enterprise Server QIAEIA T} Qlo{of &

r 2]
« O] Mo Lte} e HAXH GitHub g BHET SAE BlAAE MA352{™ GitHub Enterprise
Server QIAEIA O] Z+Z|Xlo{0F §L|C}H

/A Important

GitHub Enterprise Server82 2 SAEE M3stH ¥lF 3 O|HIE H|O|EHE I8 VPC IEX
|

QIE 7} MAE|LICH 2020'A 118 242 0|0 ZAEE A5t AL VPC PrivateLink %3
ANEZQIEE ArSstedd HX ZAEE AXEH S M ZAEE dEsloF &LCH

(® Note

A
MEU |IDs & 2ot I & IDs)0l| SUs HE
= AX|E SZAto| CHet IE 2 S AE M

=X
« GitHub Enterprise Server0i| CH3I 9174 MM (2 &)
« GitHub Enterprise Server0i| CHEH @472 24 4J(CLI)

GitHub Enterprise Server0i| CHEh @12 Md(E£)

18t 24T GitHub Enterprise Server7} Ax|E! @/ x|of CHEF HEE

GitHub Enterprise Server 2142 M35
SHoR 2 WM E slEhLct.

MZ& 31 GitHub Enterprise A+24

(® Note

2024H 72 1UBEE 242 2|AA ARNcodeconnectionsOilA 2to| 438 MAdstL|Ct &
MHIA HFAF EE Qe ElAAE 240 Al EAIELCH

2
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i
u
o
2
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-create.html
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=X

1

« GitHub Enterprise Server 2 MM(E&)

GitHub Enterprise Server 173 M4(2

1y

Hi

i

GitHub Enterprise Server0i CHet @12 4dstE2{™ M URL 2 GitHub Enterprise At 3&EE
gt

1. o 222l AWS Management Consoledt 0l AWS iR =7 2& S YL Chhttps:/
console.aws.amazon.com/codesuite/settings/connections.

2. [EAE(Hosts)] B0lM [EAE M4d(Create host)|S M

=
A E 0| (Host name)|ol EAE| AL & 0|5 S &l24%LCH

w
"foi

4. IZX ME{olM CHE & stLEE MEYELICEH

» GitHub Enterprise Server
« GitLab R}l 22
5. [URL]0| A7 Mx|E Qlzto| =X QIEE l=dgrL|Ct.
6. M7 Amazon VPC LHO| T4 E|o{ {=O| VPCe 21ZstEi= B [VPC A& (Use a VPC)|2
MERSHLICEH O K| of2 B [VPC ]S MEiFLICEH
7. Amazon VPCE QIAEIAE A3t £ VPCO| @152 E B2 [VPC A8 (Use a VPC)]2 MEH5}
Ct22 &t ct

a. [VPC ID]OIAM VPC IDE MEEHL|CH QUAB AT MX|E QI
E = Direct ConnectE &3l QIAE AN HHAE = U= VP

b. ZEtols! VPCTH TAIEI0] 2Um TE2I0| Ol QIF JIBS ARSI TLS HES +HSES
QIARIAE T3 Z TLS B Moll 215 M IDE YUBILICE TLS 1B M 3t 2B M2l

A
12 7|Lic

8. [EAE MM (Create host)|& ME4EFLICE

0x

9. 3AE MR HE Ho|XI7} EAIE £, 3AE7}F MM niat 3AE AEj7} BFEILICH
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https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections

A8 7Ho|=
(@ Note
FAE HHE0|VPC FHO| X E R ZAE HESRT 74 248 Z2H|XMFs= O
HE HT Z8uct
ZBAETHER B(Pending)] & Ei7t E W7t x| Z7|CtEl Ctg HX[E 2= & LICH REA[EH LI =2 =
5 5015 AE MBS HETSHAAIR.
@ After your host reaches Pending status, choose set up host. X
Developer Tools > Hosts > MyHost-e8boge2c
MyHost-e8b08e2c [ oaee |
Host info
Host name Product Endpoint Setup status
MyHost GitHubEnterpriseServer https://test- 3 @ Pending

2EHA|: GitHub Enterprise Server 913 M4(22£)

1. o 222! AWS Management Console 5t O{|A 7k A} =7 &2 YL|Chhitps:/
console.aws.amazon.com/codesuite/settings/connections.

2. [&%(Settings)] > [21&(Connections)|2 MENS CFZ 212 4 4J(Create connection)] S A1EH
Ct.

o

L

3. Ax|E GitHub Enterprise Server Z|ZX|E 2|0i| CHe ¢1Z2S MA5HE4T [GitHub Enterprise
Server]& MEHRFLICEH

GitHub Enterprise Server Server0i| CH$t 9474

1. [®1Z8 O|&(Connection name)]oll 914 O|& S =4§fLICt.

R
[
i
o
o
22
0
°
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https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections

AR 7H0|E

Developer Tools Connections Create connection

Create a connection i

Select a provider

Bitbucket GitHub ©Q GitHub Enterprise Server

Connection Settings Info

Connection name
Give your connection a name.

connection-ghes

URL
The endpoint of the server to connect to
https://myserver.dev/
Use a VPC
If your GitHub Enterprise Server is only accessible in a VPC, configure details here. Otherwise
skip this step.
Complete these steps in the same AWS Region as your VPC

Cancel Connect to GitHub Enterprise Server

2. [URL]O M| AIEZQIEE |3IgfLCt

@ Note
MZ&E URLO| A ZE 2|5l GitHub Enterprise ServerE MA35t= o o|0| AL El AL, i
A= ZQIE o CHEH O|Fof| MM EI 5 AE Z|AA ARNS MEHSIEHE HIAIX|7F EAIE
L|Ct.
3. (MEH ALE) Amazon VPCE MEHE A|%EH = VPCO| @145t2d= 82 VPC AFE 2 MEISI D Cf

@ Note
GitHub Enterprise Server EE= GitLab AFA| # 2|1 20| B2 A 7IS8t ZAEE ™
S5t X| A &LIC X0l ZF AZo| CHall Ml EAEE d4dstD SAEQ|HES3 EE
(VPC ID, MEY IDs 2! E9F O & IDs)0l| et HEE =t oF gLt RHMIE LI&2
X K|Hste Hx[E SSAtof| Cist 2 2 SAE AW HEHE FXSHMAIR.
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[VPC ID]AIM VPC IDE MEHEFLICE. GitHub Enterprise Server QIAE AT MX|El Q1L }O|
VPCE MEi5t7LE VPN E = Direct Connect® &3l GitHub Enterprise Server IAEIAO|
CHM|AE &~ Q= VPCE MEHSHoF EFLICEH

[AE4 ID(Subnet ID)]
& MEL DS MetEL

£ MEfE 1 [RTHAJD)|E MESELICH 1Y ZEOo|M SAEN AFS
Ct MEU2 X[CH 10747F K| MEfE &~ Q& LICH.

GitHub Enterprise Server CIARAT EX|El QlZto| MEUE MEASIHLE VPN E&=
Direct ConnectE® &3l AX|E GitHub Enterprise Server QIA déoil MM AE = U HEH

2 A—l EHZ OHOI: oI-L_||:|.

'I-_'II

g ZIC oM EAE At

oII

Ot & ID(Security group IDs)]OIM [F7HAdd)]S MEHEFLICEH
g 2ot OF S MEELICH 2ot J&2 A[CH 10707 K| AdEHE

Olo
1
%0
o>
T
ful

GitHub Enterprise Server QIAE A7} MX|El Qlzpto| Eot I F S MEHSHI{LE VPN =
Direct ConnectE &35l Ax|El GitHub Enterprise Server QIAEIAO| HMAE 5= Qs E ot
JES MEdstok gFLct,

= GltHub Enterprise Server °._| EAE TAE AL [TLS
IDE UHELICE TLS QB M 22 elB A2l IHE=| 7[040k EFL—Ilir.

0|)|
z 9
_|
-
w
®)
D
=
=
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VPCID
Choose the VPC in which your GitHub Enterprise Server is configured.

Q, vpc-08 X
Subnet IDs
Choose the subnet or subnets for the VPC in which your GitHub Enterprise Server is configured.
Subnet ID
Add

Security group IDs
Choose the security group or groups for the VPC in which your GitHub Enterprise Server is configured.

Security group 1D

TLS certificate - optional

If you have a private certificate authority behind a VPC or you are using a self-signed certificate paste the TLS
certificate here.

4

[GitHub Enterprise Server Server0{ 21Z4(Connect to GitHub Enterprise Server)|& MEHEFL|C} 4
HE HAZ2 [CH7| F(Pending)] &EHE EAIEILICH AAEA7E MSE M HEE AFE 504

o1L=
2 gt ZAE Z|4aA7 HMEELICH SAE 0|§E2E URLO| AFSELICH
o

(27 £¢2! 422 Aol 0|E(Update pending connection)]& AME4 8 L|Ct

e
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@ Connection connection-ghes created successfully

Developer Tools Connections S17f67b0-0457-4463-
connection-ghes | Edit |
@ Finish creating your connection Update pending connection
Your connection status is Pending. Choose Update pending connection. : .

Learn more [5

Connection settings

Name Status Arn
connection-ghes @ Pending armcaws:codestar-connections-us-west-
Provider

GitHub Enterprise Server

Host info

Host name Product Endpoint
https://myserver.dev/ GitHub Enterprise Server https:/fmyserver.dev/ [2
Setup status

@ Pending

6. MIAIX|7} EAIZ|H GitHub Enterprise 212! H 0| X|ofl M GitHub Enterprise AtZ4 ZHo 2 21
IgrLct.

7. [GitHub & 44d(Create GitHub App)] HIO|X|0|A 2| O|EE MEAEILICE

Create GitHub App

GitHub App name

AWS

Create GitHub App for

8. GitHub &¢I I|0|X|0{| M [<app-name> & 2l(Authorize <app-name>)]2 ME4EILIC}

re
1
=
H
]
s
bal
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o)
bl
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AR 7H0|E

my-app1 by would like permission to:

R Verify your GitHub identity

D Know which resources you can access

J\f Act on your behalf

Cancel Authorize my-app1

httpsy//redirect codestaraws

9. ¢ Mzl Holx|ol, HUE] g MxIE FHI7H EIRUCHE HAIKIZE
Ze U2 MAIE NS Mestats HAIKIZE EAIZ & et

10. 4 m|o|x|of 4

GitHub Enterprise Server0i| CHE 914

AWS Command Line Interface (AWS CLI)E AL

=| o

—

—

Install my-app1

Install on your personal account
® All repositories

Only select repositories
with these permissions:

~ Read access to metadata

+ Read and write access to code, issues, and pull requests

0| [AF 7HS(Available)] AENZ E A|ELICH.

MAM(CLI)

EAELIC of2] ZF0| e

hr
1
=
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]
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LRt ET 2E

/A Important
AWS CLI EE=2 S5l MM El 2472 AWS CloudFormation 2 7|22 O 2 PENDING AFEHQIL]
Ch. CLI EE= oto| A2 MA8t £ Z&2 AWS CloudFormationAt83t04 914S T E5H04
MEE 2 M EFL|ICIAVAILABLE.

1Et7A|: GitHub Enterprise Server0i| CH8F S A E MM(CLI)

1. E{0I'd(Linux, macOS, Unix) & B3 Z &I E(Windows)E ¥LICH AWS CLI & AH&5t04 47
£ --provider-endpoint ?/&ll --name, --provider-type X & X|%5t01 create-host TH
2 Aot o] oMM ME THE| 3Z At O|§ 2 GitHubEnterpriseServerO|X = Z QI
E&= my-instance.devL|C}.

aws codeconnections create-host --name MyHost --provider-type
GitHubEnterpriseServer --provider-endpoint "https://my-instance.dev"

o} H] ZAE Amazon 2|44 O|F(ARN) HE 7} gretELicH

0jo
>
o

O| BFo| Moz Az(w ot

"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-Host-28aef605"

2. ZE£S M3B3lo{ ZAE HMYE RESIT SAEE Available & EHE EELICH ApAMIEH LIS
=3

2 A 2L0M 2R S 34E 4H

1. 0o 212l AWS Management Console 5t 0| A YAt =7 2&2 JLIChhttps:/
console.aws.amazon.com/codesuite/settings/connections.

ok

2. 242 ME5I0{ ZAE MME 226t SAEE Available AE{jZ2 MEHgtLICH EF SQ
AE A

dHE(B) st .
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https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections
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3EHAl: GitHub Enterprise Server0ll CHEH 174 M 4(CLI)

1. E0O]&(Linux, macOS, Unix) £= @H T &I E(Windows)E LICt. AWS CLI € At&3t04 44
2 --connection-name {3l --host-arn Y& X|%3l04 create-connection B2 AT L
Ct.
aws codeconnections create-connection --host-arn arn:aws:codeconnections:us-
west-2:account_id:host/MyHost-234EXAMPLE --connection-name MyConnection
O| BHO| AMCHE A E|™ CtZt Hi ek 212 ARN HE 7} BrekE LCt,
{
"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad"
}
2. EES M350 ER S HAZE2 MHELICH RHMEt W82 £/ 50 ¢4 Olo|E EHE &
ZoHAAIL.

AEHA|: 2201 M GitHub Enterprise Server0i| CH8 @473 &t &

1. ol 2222l AWS Management Console St 10| 7t X} =7 2& S YL|Chhttps:/
console.aws.amazon.com/codesuite/settings/connections.

S ME3%to{ EF ¢l HdAS et Fl Available & EHE A S TR EILICH REMIEH LA
=

==
S0 4 UH|0|E BHE HZsHAAIL.

A
=
2
=

GitLaboi CHer 14 4

AWS Management Console &= AWS Command Line Interface (AWS CLI)& A+& 3104 gitlab.com =
ARE|E E|ZX|EC|of CHEt AA S MEE = J&LICH

(® Note
GitLab0ll A 0] 212 M X|E £QlstT™ HO|EE AMEIE + A= HetE MH|£0] F0o{5t 1 24X
EX| oiZ 2|7 0|EE X7H{sto] HEtE F|4oE + AGLICH
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https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections
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* GitLab A4 0] o|0] Y& x(of Rlo{oF rL|ct,

HE2 HES prEn HEE Foiste Ol AFSE AEol CHEr HAMlA HEFEF S ELICH

® Note

GitLabOll M A AL &S 7t HAZAS MMEF CHS CodePipelinet 75*8 2lAATEUE 2
EZXEZ0M ST HAZES AT £ A&LICH 28 W 2ZX|ECIe BR I8 AKK7t

ofL|o{E FELICh.

|

* GitLabo{ C

* GitLabo{ C

@® Note
2024 7€ 1UEE| 242 2|4 A ARNcodeconnectionsOiA] @to| 12 MAdstLCt S
MHIA HFAEEE Qe ElAAE 240 Al EAIELCH

1EHAH: AZE e

1. ol 232l AWS Management Consolegt CtZ0A AWS i A =7 2£&2 QL Chhttps:/
console.aws.amazon.com/codesuite/settings/connections.

2. MHS MBS HTS MEBLICH 9 S MBI

= - 1 - _= OO — =]
3. GitLab 2|ZX|E2[0l CHEt HAS Hsi2d{H SZ R MBI M GitLabS MEAEFLICH [ O
(Connection name)] 0| 2443 3PE4E Aol O|§ 2 =AFLICt. GitLabol 442 MEASHLICH
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https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections
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Developer Tools » Connections > Create connection

Create a connection i«

Select a provider

Bitbucket GitHub GitHub Enterprise
Server

O GitlLab

Create GitLab connection info

Connection name

» Tags - optional

Connect to GitLab

GitLab2| 2121 H|O|X|7} EAIE/H 23Q1 Hot 215 HEE =8 Ot3 210l M=igfL|ch

GitLab 7ol AMASHY| 2T HAZE &2 2 st= HIAIKIQE A e 504 B O|X|7F EAIE
LICE.

AuthorizeE ME4EFLICEH

o
i
2
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Authorize codestar-connections to use your
account?

An application called codestar-connections is requesting access to
your GitLab account. This application was created by Amazon AWS.
Please note that this application is not provided by GitLab and you
should verify its authenticity before allowing access.

This application will be able to:

« Access the authenticated user's API
Grants complete read/write access to the API, including all
groups and projects, the container registry, and the package
registry.

« Read the authenticated user's personal information
Grants read-only access to the authenticated user's profile
through the /user APl endpoint, which includes username,
public email, and full name. Also grants access to read-only API
endpoints under /users.

¢ Read Api
Grants read access to the API, including all groups and projects,
the container registry, and the package registry.

e Allows read-only access to the repository
Grants read-only access to repositories on private projects
using Git-over-HTTP or the Repository Files API.

« Allows read-write access to the repository
Grants read-write access to repositories on private projects
using Git-over-HTTP (not using the API).

HEtfxX7t ¢4 £ H0|X|ZE SotZLICt GitLab & oM 214 o|Fol M HZ0| EAIE
LICH

GitLab0ll 232& MEHEfLICH

e
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A0 M2 Wdr|M dF 7t EAIELICH A2 MEF HEE HZE dH m|o|x[of Liet
A& LICH

GitLabO0i| CHE 2173 M +J(CLI)
AWS Command Line Interface (AWS CLI)E At&3t04 0142 M & &Lt
O|= 7| 5t24™ create-connection WS AL EFL|LCE.
/A Important
AWS CLIEE=E Sl £

C}. CLI EE= oto| o4
MEIE 2 M EFL|ICIAVAILABLE.

CloudFormation 2 7|E£Xio 2 PENDING AFEH QL]
248 AWS CloudFormationAt £ 6t0{ ¢4 T E| 50

GitLaboll CiEF @1AS Y5t

1. E0O/E(Linux, macOS, Unix) £&= B& T &I E(Windows)E LICt. AWS CLI & AF&35tod o434
£ --connection-name I8l - -provider-type L& X|%3}t0q create-connection HHZ Al
igrLict. o] oMo A EFAF S 2 X} O|& 2 GitlLabO|x X|HEl ¢4 0|E 2 MyConnection®lL]

L

Il

aws codeconnections create-connection --provider-type GitlLab --connection-name
MyConnection

O| BF0| M2 A-lT|™ ChE 1t Hi

>
ro
%
Y
>
X
Z
0
HT
N
e
ok
i

LICH

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf"

[

£2 M85to S 2= LICE RtME LIE2 27 02l 4 YUC(0|E EHE HZESHAA
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GitLab A}A| £ 2|20l CHer A4 o

GitLab Enterprise Edition === AtA| #2& X7 Q= GitLab Community Edition0l| CHEF A4S

g =+ A&Loh

AWS Management Console E== AWS Command Line Interface (AWS CLI)E AM&3+04 GitLab XAl

oo|E pdE ddstn ZAEE + U&LICH

® Note
GitLab A& 22|01 A 0| 2422 o EE[FAH|0|ME &I6tH H|O|EE X
H|A 0 2045t AXMEX| oHEEZ|7| 0[S |7

I
g'l_l
i
i}
rok
jo
ﬁ
>
ek
4>
z
my
r
ful

9
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2
e
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2
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0%
ol
N
> 2

101 Of EF Al dBst= WM HE ALY ZAE
£ ddstiof FLICH HX|E S2Rte 3AE HY T E =01 CHEr 7Y E 4

o
SDEEP MMS HISHUAL.

()
rlo

& T USLICH SAE BlAAQ| HEQ T L VPC F40i CHEF REAISH L
= HE 23 EE= Amazon VPC 4 L S AEQ|VPC M B

- 0|0O| GitLabod| A =
Community Edition2 2/ 5t 40{0F B LICt. RtAITH LHE 2 https://docs.gitlab.com/ee/
12

subscriptions/self_managed

[0 mjo
=}

@ Note
AdE2 dde BE1 Hets Foiste ol ASE AEo CHEr HM|A FHEFEH XS | L
® Note

GitLabollM A AF A E 7t 2 2|2 X|E2|oi CHEl A S M8t CHZ CodePipelinet 2
2 2lAa20M i AZEE A E + J&LICH & U elZX|EE|e 29 28 AFATt

ofL|o{= ElL|C}.
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https://docs.gitlab.com/ee/subscriptions/self_managed/
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. api, HP 54 HEHOE AL 35104 GitLab 7HR! HMA EZ(PAT)S o|O] A3
0{0F & LICtadmin_mode. AM|Et LHE 2 https://docs.gitlab.com/ee/user/profile/
personal_access_tokens.html2 & Xt A|2. PATE M35t 0 AHE835tE4™ 22| Ktoqof gL},

T
MU

® Note
PATE SAEE QIS5 O AFBE|H o401 EE| MEEHLE AFEIX| t&LICH ZAE
E MHstE{™ UA| PATE BtE OIS SAEE MYE & PATE 41A|5HH ElL|CH
® Note
GitHub Enterprise Server EE= GitLab AtA| 22|18 ZE|o| B2 A8 7IS8t ZAEE MY S
K| er&Lch Z=E|o] Zt A0 CHaH A SAEE MM D SAEQ| HER T E=(VPC ID,
MEU IDs & 2ot O & IDs)0| S st MEE l=3sHok &FL|c RtMIEt &2 Z=ZE X5

S MAIE BEXO CHEH A W FAE T BHHS HESFAUAIL.

|

« GitLab At&l| 220 CiEE 24 HE(E2E)
AH A

+ GitLab AbA| £t2|¥50f CHeh H4Z dH(CLI)

GitLab At&l| 2ol CiEF 14 B (2E)

O| EtHIE AtE5tod 2&0{ M GitLab AHAl| Z2I-ol CiE S AE U (AE YHSHAAIR. VPCOHIM =
AEE HHE W) D450k & Aol CHE REAIEH L2 (MEH ALEN) AL @7 MHE: S 218 |
E 2|3 = Amazon VPC 74 MME FH A MAIL.

® Note

T

2024 7 1UEE| 242 2|AA ARNcodeconnectionsOilM Q| ¢dZ4E MAMStLICH &
MHIA HEATI 2% Qe ElAAE 220 AlS EAIELLCH
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Developer Tools » Hosts s » dkhost-f7af82a

Delete Edit Set up host

host-f7af82a - : -

Host info

Host name Product Setup status

host GitLab self-managed @ Pending

Arn i"L';UI"'_

amn: https://us-west-

1:4¢ £

Host tags i+ Edit

Key Value

No results

Add tag
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Set up myhostgl

Provide personal &cess token

To set up GitLab self-managed, provide your personal access token from GitLab. The personal access token is required

to have the following scoped-down permissions only: api.

3. BAEJIHEBMOE SEXHSAEMEH
(Available)]2 2 FE A|ELILCE.

glhost-!

Host info

Host name Product

:iglhost GitLab self-managed
Arn Endpoint

o | NG

2 HO|X|7} LIEILI T SAE MEfT}AME TS

o | [cor | SR

Setup status
& Available

Host tags info

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to help

manage and secure your resources or to help track costs.
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Developer Tools » Connections » Create connection

Create a connection .
Select a provider
Brtbucket GitHub GitHub Entérpride Sérver

Gitlab D Gitlab 's.l.'l-'--'l'l.::".l?:l.'d

Connection Settings
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URL
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GitLab XA 22|50 CHEF 242 4 4J(CLI)

AWS Command Line Interface (AWS CLI)E AF&35104 GitLab A& 2 2[&Hoi CHEt ZAE L HdAE
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/A Important
AWS CLI EE=E Salf MA =l 2474 AWS CloudFormation 2 72X 2 PENDING AEHQIL]
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1. E{0|&(Linux, macOS, Unix) £= HH¥ T &
--provider-endpoint 9|3l --name, --provider-type%
A-ELICH o] fM[oM ME TE| =4t O|F2 GitLabSelfManagedO|X

my-instance.dev®L|Ct.

mw jo

aws codeconnections create-host --name MyHost --provider-type GitlLabSelfManaged --

provider-endpoint "https://my-instance.dev

S AE Amazon 2|44 O|F(ARN) HE 7t ghetElL|Ct
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O] BHO| McHz AMY=H Cf

{
"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-Host-28aef605"

O] BtAI7} ZLIH SAE = PENDING AEHQILICH
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O| BHO| XMCHE A E|™ CtZt Hi 8k 2172 ARN HE 7} BrehE L|Ct,
{
"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad"
}
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1. OolM AWS FHE A} =7 2& 2 L Chhttps://console.aws.amazon.com/codesuite/settings/
connections.

2. [AZ(Settings)] > [23Z(Connections)|S MEHEFLICT.

AWS HEnt AZE ZE AZ2| 0|F0| ZAIFLICH

3. O|S0lM HOOIEE EF &2l 49| o|F = MEFLICH
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[E&F &2l ¢4 400l E(Update a pending connection)|£ [EF &(Pending)] 4Eio| S M
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Connect to Bitbucket

Bitbucket connection settings info

Connection name

a-connection

Bltbuckct apps
itbucket apps create a link for your connection with Bitbucket. To start, install a new app and save this connection

Q or Install a new app
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AWS CodeStar requests access
This app is hosted at https://codestar-connections.webhoaks.aws

Read your account information
Read your repositories and their pull requests
Administer your repositories

Read and modify your repositories

Authorize for

Allow AWS CodeStar to do this?
This 3rd party vendor has not provided a privacy policy or terms of use.

Atlassian's Privacy Policy is not applicable to the use of this App.

Grant access e
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«  E0O'E(Linux, macOS & Unix) £= Y T E I E(Windows)E €11 AWS CLI & A& 35104

list-connections & & AlsgrLICt.

0

aws codeconnections list-connections --provider-type Bitbucket
--max-results 5 --next-token: next-token

{
"Connections": [
{
"ConnectionName": "my-connection",
"ProviderType": "Bitbucket",
"Status": "PENDING",
"ARN": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc4s41f",
"OwnerAccountId": "account_id"
b
{
"ConnectionName": "my-other-connection",
"ProviderType": "Bitbucket",
"Status": "AVAILABLE",
"ARN": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc441f",
"OwnerAccountId": "account_id"
b
1,
"NextToken": "next-token"
}
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Edit Connection tags

Connection tags
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to help manage and

secure your resources or to help track costs.

Key Value - optional

Remove tag

Add tag

AEOf CHet Ef2E FIt5tEH

1. Z&0| 2aQlgfLch B ZolMd dE8s MEfELICH
2. [A%(Settings)]0ll A [21Z(Connections)|2 MEAEILICH [E A E(Hosts)] B2 MEHELICY.
3. WY ZAEE MEHELICH SAE MY HO|X|7F EAIELICH
4. [EAE EjO(Host tags)|HIAM [HE(Edit)|2 MEHEILICEH [EAE EiI(Host tags)] HO|X[7F E A
ElLICH
5. 7l g Heol F7te Z e MEol i 7| Ho{E UFLICH (2 E== M= AP L))
0 € =01 7/0i| ProjectE LT LICt. Zt0l= ProjectAE =FLICH
Edit Host tags
Host tags
Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to help manage and
Secure your resources or to help track costs.
Key Value - optional
Remove tag
Add tag
Cancel m
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7F EAIELICH
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« Q47 g|AA 0| Ej1 TWE(CLI)

« Q47 Z|AA0|M ENT MI7H(CLI)

o474 BlAa Aol Ej FIHCL)

AWS CLI £ Al235t04 29| g|AAO| Ef2E R|AHE £ Ql&L|Ct.

E{0|do|Lt HHEEo|M Ef2E FIIE 2|A A2 Amazon ElAA O|E(ARN)I F7HE Ef19| 7|9 2t
£ X|H35}t0d tag-resource WHES A™ELICH 271 |49l EfOE FIIE = U&LICH

A€ol gt i1 & FTtsted™

2| AAOS| ARNS 7HA{SLICH @12 Lo L2t U= list-connections B E AF& 3104 2172 ARN
£ 7tMSLch

-_—

2. EOld == Y EO|XM tag-resource B S A&ELICH

o & E0fCtE HEE A& 3sto] Aol 2742| B2, & BT 7|7t Project 0|1 Ef (0]

| oco=2

ProjectAQlI Ej19} Ef1 7|7} ReadOn1y 0|1 E 1 ZLO| true@l EN2E ENZELICH.

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf --
tags Key=Project,Value=ProjectA Key=IscontainerBased,Value=true

HSE 42 ol FE2 ofF AT gretetx| gh&Lict
ZAEO Cigt Y2 E FIhetedH

0

1. EBIAAO|ARNE 7HKZLICH ZEAE IR0 LEet QU= list-hosts BHE AHE 6101 ZAE ARNE
7t XS LICt.

2. EO|d == HYHEO|XM tag-resource B2 A&ELICH
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OE E0{LCtS HHE A5t ZAE| 2702l Ef2, & Ef2 7|7t ProjectO| Ef2 L0
ProjectAQ! Ej9 EN1 7|7} IscontainerBasedO|1 Ef1 ZfO| trueQ! Ef1E ENZELICE

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605 --tags
Key=Project,Value=ProjectA Key=IscontainerBased,Value=true
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AWS CLI & ArE5t0{ 214 E|AASAWS EiE = = USLICH Ef7F FIHE|X| §f2 F< BHetE
= S5 2 H|o{ U&LICE. list-tags-for-resource BHE ArE6t01 2 E= SAEM FIIE EHOE =

= A& LI

AZol Cigr B2 & 2™
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2| AAOS| ARNE 7HA{SLICH @14 Lo L2t U= list-connections B E AF& 3104 244 ARN
£ 7t SLct.
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aws codestar-connections list-tags-for-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bcs44lf
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Ol BH2 Elaaet HAE BT E HretefLICH o] tloME dZol Chsl EhetEl & 7|-2f mo{E

Hoi ELICt
{
IlTagSII [
{

"Key": "Project",
"Value": "ProjectA"

},

{
"Key": "ReadOnly",
"Value": "true"

}

(B
Mt
i
o
o
bl
2
0
°

128



WL E7 28
}
SAEO CHStEIOE EB{H
1. EBIAAQ|ARNE 7HXELICH ZAE LIGo| L2t QU= list-hosts BHE ALE5l0{ EAE ARNS
7b K ZLct.
2. EO|d E= BBE0I XM list-tags-for-resource BES AT LICH & E0{ SAEN CHEHE
ZIYEfT 2t SES Ed{H O 5 BYS AT LICH
aws codestar-connections list-tags-for-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605
Ol BH2 2lAAQ AZE BT E pteterLICt o] oMz ZEAEO CHsH BtetEl &= 7]-2F Hoq
E 2o Lt
{
"TagS". [
{
"Key": "IscontainerBased",
"Value": "true"
.
{
"Key": "Project",
"Value": "ProjectA"
}
]
}
o417 Bl AA Q| Ef TE(CLI)

BAE = AGLICH 7IE 710|242 HESHUTOE ZIE F

AWS CLI € Al 835104 2| AAQEfOE
7|.ol- A OIAL_||:|._

AAEH

jClolEE e 7| X EjT Zf2 XIEst

EO[EO0[Lt BEE0IM EfIE YOlo|EE 2|AA 9] ARNZF
01 tag-resource BHE=S AT LICE

FH 8 BEE 0 XIMEIR| o2 BE 4 7l RISIKIR, 7l ZXIS A 2ol 2l EfE ol

EELICE edit BBE ALE5t04 FIHE M 7= M 71-2f mlo{2 FIHELICH
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tags-for-resource

A EiZ &M7H(CLI)
504 2|AAMM Ef2E N|7HE L.

44 g|A&
tAofl 2} AWS CLI E A2

CHs
7ot Ef 27t AFA|IE LICH

LR =7 2 A2 R
Aol Ciet el & HESHE
2[AAOS| ARNZ 7tAZLICH Q172 Lol Ltet /U= list-connections BHEE AL&3+01 212 ARN
7bKZLct.
2. EO|d == HYBEO|XM tag-resource BH S A&ELICH
O| of&|ol| M= Project 7| 2t0| ProjectBE A ELICH
aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc4slf --
tags Key=Project,Value=ProjectB
3ot B2 0| HH2 o} F AW BHEHSHX| et &LCt o120t AAE Ef 0§ & QISE{H list-tags-
for-resource BES A&ELICH
SAEO CHEt B2 E HESHEH
2|A~AC ARNE 7K ELICH ZAE LEYE0]| Lt /U E list-hosts BEE ALE 8101 ZEAE ARNS
7F XS Lct.
2. EO|ld = HHE0|M tag-resource BHHS AeHsrL|C
O| of&|oi| M= Project 7| 2t0| ProjectBE A ELICH
aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605 --tags
Key=Project,Value=ProjectB
O| BHE o} F UL PHEtstx| et&LCH SAEQ ZAE EfOE &0l5HEd™ list-
THES ALt
1ZAEl B|AANMEIZE A
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@ Note
Az 2lAAE ARG AXIE 2lac0lM BE BT HZ0| MIHELUCH M BIAAE AK
ot7| ol {2 & MAHY E2It ei&Lict

E{0|'o|Lt HEZol|M EfIE KNHE 2|AA9 ARNIF X 7E Ef1o| EH 7|1E X|& 5104 untag-
resource HES M™ATLICH O & E01, EiZ 717t Project & ReadOnly @l A0 A of{ i E
N 752 Cl2 Haig AF235tL|C}

o

aws codestar-connections untag-resource --resource-arn arn:aws:codestar-connections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc4s4lf --tag-
keys Project ReadOnly

38t B2 0| BAH2 ofF A vretst x| et &LICt 2laAaer AZAE EfOE 221524 ™ list-tags-for-
resource HHEE AAELICI £392 2 & Ef27} MAHEIRUS S E0o{ELICE
{
"TagS" []
}

IR =7 2 = AWS Command Line Interface (AWS CLI)2| get-connection &S AP95P04

Bt MR MEE 2 £ Q&LICH 2 AF25tedmo| /Al HXE o|O| M| AWS CLI Z 7Lt 3
N HES 2 0| EsHoF AWS CLIZFLICH AtAIE L8 2 otE2{MH AWS Command Line Interface
A8 Xt 740|=0i M AWS CLIM R E =5 L.

1. https://console.aws.amazon.com/codesuite/settings/connections0l A 7HEf A} =7 E2£ & JLCt
2. [HH™

3. HB{E o ool = HES MHE O3 [MF BE E7|(View details)|E& ME4FFLICH
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https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://console.aws.amazon.com/codesuite/settings/connections
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« GitHub Enterprise Server?} Z2 Mx|E
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= Atol| CHsll 20| SHE 2, Gt et &

« GitHub Enterprise Server@t Z2 MxX|E SZXtof CisH AZE0| MEE ¢, iAo ZAEQ
T AEZQIE HE
5. 0| [EF S(Pending)] &EHQI BHL oS &= 514
E 5

™
pending connection)| & MEASILICE XtA[EF 182 E7 S0 912 YUCI0[EE FHX5HM L.

@S EE{H(CLI)

- EHOld £ BEE0i| M get-connection BHES AMFHLICH 0 & £0{ ARN /0]
arn:aws:codestar-connections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc441fQl 940 CHE MF HEE Ee{H CIZ2 =8
%I-L_||:|.
=] N

aws codeconnections get-connection --connection-arn arn:aws:codeconnections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf

O
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JE0| H3E 32 HZ MF =7 gretELUc

{
"Connection": {
"ConnectionName": "MyConnection",
"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/

cdacd948-EXAMPLE",
"ProviderType": "Bitbucket",
"OwnerAccountId": "account_id",
"ConnectionStatus": "AVAILABLE"

GitHub 24ZZ22| £&4 of:

"Connection": {
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"ConnectionName": "MyGitHubConnection",

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
ebcd4al3-EXAMPLE",

"ProviderType": "GitHub",

"OwnerAccountId": "account_id",

"ConnectionStatus": "AVAILABLE"

GitHub Enterprise Server @1Z32| &2 o

{
"Connection": {
"ConnectionName": "MyConnection",
"ConnectionArn": "arn:aws:codeconnections:us-
west-2:account_id:connection/2d178fb9-EXAMPLE",
"ProviderType": "GitHubEnterpriseServer",
"OwnerAccountId": "account_id",
"ConnectionStatus": "PENDING",
"HostArn": "arn:aws:ccodeconnections:us-west-2:account_id:host/sdfsdf-
EXAMPLE"
}
}
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https://console.aws.amazon.com/ram/home#OwnedResources:
https://docs.aws.amazon.com/ram/latest/userguide/working-with-regional-vs-global.html

LR =7 2L MEX 7t0|E

= Resource Access Manager » Shared by me: Resource shares » Create resource share

epT
Grant access to principals Name
Provide a descriptive name for the resource share.

Step 4
Review and create [ Add resource share name ]

Resources - optional

Choose the resources to add to the resource share

[ Select resource type A ]

[Q code X ]
[ Code Connections
B ) No resources to display
CodeBuild Projects
Code Connections Select a resource type filter
CodeBuild Report Groups

Selected resources (0)

[ Q, Filter by text ]

Resource ID Resource type

No resources selected
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AWS Command Line Interface (AWS CLI)E AF835t04 7|& @422 CIE HHI 2RetD AR 7HLE

Sfet dEE = + &Lt

0| #| 3l24™ create-resource-share 2! accept-resource-share-invitation HHE AISE
L|CH AWS RAM.

1. 42 SR Adez =a0l8LcH

2. E{0/&(Linux, macOS, Unix) = @™ & Z E(Windows)E LICH. AWS CLI E AF235t
0 --principals A2 50 CH3H - -resource-arns, & --nameE& X|%35109 create-
resource-share @2 AAMFLICH 0| 0|X|0f M O|F 2 my-shared-resource 0|1 X|HEl
4 O|F2 ElAA ARNMyConnectionOf U &LICH oA 3Rsteds e AE E= AHE
principalsA|3&LICt.

aws ram create-resource-share --name my-shared-resource --resource-
arns connection_ARN --principals destination_account
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"resourceShare": {
"resourceShareArn": "arn:aws:ram:us-west-2:111111111111:resource-
share/4476c27d-8feb-4b21-afe9-7de23EXAMPLE",
"name": "MyNewResourceShare",
"owningAccountId": "111111111111",
"allowExternalPrincipals": true,
"status": "ACTIVE",
"creationTime": 1634586271.302,
"lastUpdatedTime": 1634586271.302
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Ct& ™ites S Z &0l £5+1 OrganizationsH A 2|AA SRIF S MEHE CHA HHo| B MES

AtgelLct

1. ZCHE &g & Aldez 20l Ct.

2. E{OI'(Linux, macOS, Unix) £= ¥ Z &I E(Windows)E ¥LICH. AWS CLI & AF835t09 get-
resource-share-invitations @232 AlshL|Ct.

aws ram get-resource-share-invitations
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LICt--resource-share-
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3. accept-resource-share-invitation WHE S Al
invitation-arn.

aws ram accept-resource-share-invitation --resource-share-invitation-
arn invitation_ARN
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"resourceShareInvitation": {
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"resourceSharelInvitationArn": "arn:aws:ram:us-west-2:111111111111:resource-
share-invitation/le3477be-4a95-46b4-bbe@-c4001EXAMPLE",

"resourceShareName": "MyResourceShare",

"resourceShareArn": "arn:aws:ram:us-west-2:111111111111:resource-
share/27d09b4b-5e12-41d1-a4f2-19dedEXAMPLE",

"senderAccountId": "111111111111",

"receiverAccountId": "222222222222",

"invitationTimestamp": "2021-09-22T15:07:35.620000-07:00",

"status": "ACCEPTED"
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https://console.aws.amazon.com/ram/home#OwnedResources:
https://docs.aws.amazon.com/ram/latest/userguide/working-with-regional-vs-global.html

O|= | 5t24H get-resource-shares &S AL EHLICEH
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aws ram get-resource-shares
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Amazon EC2 QAR AO|M 7t HACZ AMRE £ QI&LICH GitHub Enterprise Server0i| CHEH 944

2 Mdst7| Hol o0l A8 E SAEE MggfLCH
ME|E 22RO SAE MM AJEZZ 0| CHEt Q= SAE MM E=QH0|E QTEZL MME
ZSMAIRL.

INESgo A RS E
. (ME§ AFEH) VPCE B AEE MAI5HE{H UE ST = Virtual Private Cloud(VPC)7} 0]0] A4 A4
04 QJo{of &rL|C}.

« QUAEIATE O|0] 4 Y x|of Rlo{0F 5tH, VPCeF dZstEiE B VPCE ZAEE A8 & Ef0{0}
gfLict
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Zt VPCE &t ol 5tLte| 3 AEQDt @44E = QU&LICH.

A0l HERT L VPC 0l CHEH REAISH LHE S
4 |[EQ{3 EE= Amazon VPC 7+ L SAEQ|VPC M &
Xﬂ oH7=‘9| VPC Al @F ALE S EHXSHAAIL.
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ec2:CreateNetworkInterface

ec2:CreateTags

ec2:DescribeDhcpOptions
ec2:DescribeNetworkInterfaces
ec2:DescribeSubnets
ec2:DeleteNetworkInterface
ec2:DescribeVpcs
ec2:CreateVpcEndpoint
ec2:DeleteVpcEndpoints
ec2:DescribeVpcEndpoints
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VPC EAEE WUE ] TEdaHok & AL ofl CHEM RtMIEH LI8 2 GitLab A4l 2 E[Fof CHEF 44
o MME RSN,

=& 2 ME350q GitLab AFA| 22|10 Ciet SAE L AAE MM 5HE{H GitLab XHA| 2H2[20i| CHEt
i MM MME HESIAHAIR. 20| AHS2E SAEE MYgLICt
(® Note
GitHub Enterprise Server EE £ GitLab AHAl| 22|18 HHYEZ & HOt SAEE MME £+~ &
LICt. £7 GitHub Enterprise Server EE = GitLab XHA|| 2|3 ™ol CHEt R E A2 5
SAEE MNEELICH
KA st ZAE MA(CL)

AWS Command Line Interface (AWS CLI)E Al&35t0{ Mx|El ¢1ZEZ Tt SAEE MMe = &L
Ct.

@ Note

GitHub Enterprise Server HHH2 8t Hot SAEE MH§LICt £ GitHub Enterprise
Server AM0| CHEt RE A =

SAEE A5I0{ ME LIE| SZA7F AX|E Ql=Zeto| AEEZQIEE LIEIHLICH CLIE S35 =
AEE %*oﬁE#”" create-host HHES AR ELICH SAE MAS SH25lT LIH SAET [HE2 5
(Pending)] & EHQILICE O™ SAEE MX50{ [AF8 7t S(Available)] 4EHE HMEELICH SAEE
A8 = A EH HdAg WHsts BHAE 2=ELC
/A Important
£ S5 MME SAE AWS CLI = 7|28 02 Pending AEAQLICH CLIE AFR 5104 SAE
E MME 3 248 S5l SAEE M50 SAEE HEIE Available® MEFfLICH
222 AM235104 GitHub Enterprise Server0l| CHEt 3 AE 9l 04742 A A5 2404 GitHub Enterprise
Server 917 MM(Z &) MME HZFAAR. 2L0| AEOR SAES MMELC
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AWS Command Line Interface (AWS CLI) EE= SDKE Sl MMEI SAEE 7|EXo 2 Pendlng
MENRILICE 2& AWS CLIEE= SDKeIS| HZAE ddet £ 2£2 AH835101 ZAET HEN7H E|E
MMgtLICtAvailable.

SAE7}o|O| MiAdE|o] Qlo{oF EFLICH AIM|E LIRS S AE MAS R XFIMNL.

MME SAEE [EF S(Pending)] AEHQULICH ZAEE [EF ZF(Pending)] AEHIM [AFR Tts
(Available)] &fE 2 T&t5t2{™ CHS THE 2 ELICH Ol ZE2EMAE EtAF 32Xt HEMO[ZE
+85t0{ SAEN AWS 12 2 SSELCH

1. AWS HLURI =7 2L£0M ZAEI ER 5 Ef7L E|H S AE M S MEHEFL|CE

2. GitLab AtA| 2|8 SAEE MtE= 242 A HO[X|7F ZAIELICE 71218 HMA EZ MBS0
M GitLab PATO| Ct2 1 22 He| A HEHQl api.0F MSSHAAIL.

3. ME mE| Mx| 22X 2321 H 0| X|(o: GitHub Enterprise Server 2191 H[O| X|)0ll A M A|X|7}
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gHLICH [GitHub ¥ M 4d(Create GitHub App)]2 ME4EFLICY.
5, ZAEJIMBMOZ SEE|M 5AE MR ME HO|X|[7} LIEILT 3AE MENV7} A 7Hs
(Available)]2 2 E A|E/LICH.
@ Host successfully set up b4

Developer Tools Hosts MyHost-eBb08e2c

MyHost-e8b08e2c

Host info

Host name Product Endpoint Setup status
MyHost GitHubEnterpriseServer https://test @ Available
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1. https://console.aws.amazon.com/codesuite/settings/connections | A 7HE X = 2 =
2. [EAE(Hosts) &2 MEARLICH SAEQ| O|F, & Ef, ARNS &LICt.

SAEE LG5 Sy
- E{0I'F(Linux, macOS E&= Unix) = Ed ZF I E(Windows)E& ¥ AWS CLI & A& 3504
list-hosts BHES AT LIC.
aws codeconnections list-hosts
O| BH2 Ctg £ S HtetELIct
{
"Hosts": [
{
"Name": "My-Host",
"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-
Host-28aef605",
"ProviderType": "GitHubEnterpriseServer",
"ProviderEndpoint": "https://my-instance.test.dev"
"Status": "AVAILABLE"
}
]
}
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3. Delete(&Xl)& MEHEFLICEH
4. EE=oi deleteE I=3sto{ Qs =, AXE MEHEILICE
/A Important
Of 22 Al E F|AE =+ &Lt
S AE AF|(CLI)
AWS Command Line Interface (AWS CLI)E AF835t0d SAEE AMK|E £+ d&LCt
O|Z | 5t24™ delete-host B AL ELICEH
/A Important
SAEE MX|5I2{H M SAEQ HAAE 2 E 422 AA|SHoF g Lct
BHS AAsIH SAET AXELICH &l O3t 4 Ate EAIZIX| &L Ct
AKX 5tedH
= HE TEIE(Windows)E QLICH AWS CLI & A& 5104
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delete-host
aws codeconnections delete-host --host-arn
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INZ=IS
Developer Tools Hosts yHost-e8b08e2c
Delete
MyHost-e8b08e2c
Host info
Host name Product Endpoint Setup statu
MyHost GitHubEnterpriseServer https://test-instance- (@ Available
" dev/ [
SAEE AKNGEH [ K|(Delete)|E MEIEFLICE
SAEJLER F(Pending)] 4ENQ 32 MHEE 2 ESIE{H [ELAE (Set up host)]|S ME4E
LICH XtM[EF 82 EF S50 sAE MY MME F XM L.
SAE ME HEE E2{H(CLI)
- E0OI'E(Linux, macOS & Unix) £= B T E I E(Windows)E @1 AWS CLI & AtE35104 Al
2 HEE Edie ZAE Q| Amazon E2|&A O|F(ARN)E X|%6104 get-host BHE S Al LICH
aws codeconnections get-host --host-arn arn:aws:codeconnections:us-
west-2:account_id:host/My-Host-28aef605
O| BHEE CtZ £ ghHEterLct
{
"Name": "MyHost"
"Status": "AVAILABLE",
"ProviderType": "GitHubEnterpriseServer
"ProviderEndpoint": "https://test-instance-1.dev/"
}
GIZIE EIZXIE I S5 T4 B
In AWS CodeConnectionsH| A= 12 S ALE3t01 AWS E[AAE GitHub, Bitbucket Cloud, GitHub
itLabZt 22 EFAL Z|ZX|E2|0f AZAFLICE CFN_STACK_SYNC 73t R
ZEHxZE 57|35l04 X|HE AWS Z|AAE UHIO|EE 4 Q= AWS
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KEMIEH L2 2 AWS CodeConnections APl 2 =& & X 35HMIL2.
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https://docs.aws.amazon.com/codeconnections/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/git-sync.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/Welcome.html
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AWS Command Line Interface (AWS CLI)2| create-repository-link & E Al&35t0{ 121 S7|5H&
QI B|ZX|EE| 7t R E dYE" &+ JU&LCh
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&-dalfof grLct.
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1. EOI"9(Linux, macOS, Unix) E£& B T & I E(Windows)E LICH. AWS CLI & AF& 35104
create-repository-link BE S AMELICH &8 (AZO[ ARN, &7 Xt ID, EIZX|EE| O|§E K|

gLk

aws codeconnections create-repository-link --connection-arn
arn:aws:codeconnections:us-east-1:account_id:connection/001f5be2-a661-46a4-
b96b-4d277cac8bbe --owner-id account_id --repository-name MyRepo

2. O| BHE2Chs £ HreteLch

"RepositoryLinkInfo": {

"ConnectionArn": "arn:aws:codeconnections:us-east-1:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc441f",

"OwnerId": "account_id",

"ProviderType": "GitHub",

"RepositoryLinkArn": "arn:aws:codeconnections:us-
east-1l:account_id:repository-1ink/be8f2017-b016-4a77-87b4-608054F70e77",

"RepositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",

"RepositoryName": "MyRepo",

"Tags": []

2IZX|E2| 23 YdIo|E

AWS Command Line Interface (AWS CLI)2| update-repository-link & AI&35l0 X|HE Z|ZX|E
2l @38 UdIo|EE &= &Lt

ElIZX|E2| @30l O S SEE YOlo|EE + AU&LICH

e --connection-arn
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e --owner-id

¢ --repository-name

E|ZX|EE| 2EE HEE HEsitdE 42 ElZX|EE| F3E HOlO|EE &+ U&LICH CHE HZ
2 AME35ted™H 212 ARNEZ X|™st{of efLICt @14 ARNZ E= HAlE 2 MF EE 27|18 & x5t

M.

2IZX|E2| 23 E Yo|o|E5tE{H

|n

1. E{O0/'d(Linux, macOS, Unix) EE &= P& Z E = E(Windows)E QLIC}. & A2 38104 update-
repository-link &2 Al AWS CLI 3t 2|ZX|E2| @30 Cial| FUC|oIEE 7f2 KIHELICEH
O E So{Cts BHE2 2[=X[E2) 33 IDet #HE A2 YOlo|EFLICE. --connection Tt
2HO|E{E AFE5tod M| 242 ARNE X|E & LCt.

aws codestar-connections update-repository-link --repository-link-id
6053346T-8a33-4edb-9397-10394b695173 --connection-arn arn:aws:codestar-
connections:us-east-1:account_id:connection/aEXAMPLE-f@55-4843-adef-4ceaefch2167
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"RepositoryLinkInfo": {

"ConnectionArn": "arn:aws:codestar-connections:us-
east-1l:account_id:connection/aEXAMPLE-f055-4843-adef-4ceaefcb2167",

"OwnerId": "owner_id",

"ProviderType": "GitHub",

"RepositoryLinkArn": "arn:aws:codestar-connections:us-
east-l:account_id:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",

"RepositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"RepositoryName": "MyRepo",

"Tags": []

2ZXEZ &3 LY

AWS Command Line Interface (AWS CLI)2| list-repository-links @& 2 At& 350 AH ol 2|Z X|E 2|
I E LIgE = U&LCt.
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1. E0O/E(Linux, macOS, Unix) £& B& T &I E(Windows)E LICt. AWS CLI & A& 35101 list-
BHZ A>T LIC

repository-links

aws codeconnections list-repository-links

2 =24
= =

fjo

ol W2 c}

2.
[

{
"RepositorylLinks":

{

"ConnectionArn": "arn:aws:codestar-connections:us-
east-1l:account_id:connection/001f5be2-a661-46a4-b96b-4d277cac8bbe",

"owner_id",

"OwnerId":
7
arn:aws:codestar-connections:us-

"ProviderType": "GitHub"
"RepositorylLinkArn": "
east-1l:account_id:repository-1ink/6053346f-8a33-4edb-9397-10394b695173"
"6053346f-8a33-4edb-9397-10394b695173"

"RepositorylLinkId"
"RepositoryName": "MyRepo",

"TagS": []

235lo4 2|ZX|EQ &3

E|ZX|EE| 23 AtK|
AWS Command Line Interface (AWS CLI)2| delete-repository-link & Al

£ MAE + A&Lic
ElIZX|E2| @3 E AXstii™ MY E|ZX|E2| @3t HHE 2E ST 78S Ao of FLICH
/A Important
O] BHEE 4 %‘éﬁrﬂd 2IZX|E2| 237t AXIELc i.& CHSh &A= EAIZIX| SE&LICH M
EIZX|EC| F3E HHE & UKX|Bt Amazon 2|AA O|F(ARN)2 MAHE Z|X| ef&LCH.
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ElZX|EE| 23 E ArX|stE{H

«  EOE(Linux, macOS, Unix) £= EH
AWS CLI st AX|E 2|lZX|EE| a3

EXE

(Windows)E LICt. & AtE5to] HHE2 A
IDE delete-repository-link X|&&rL|C}.

1o |n

aws codeconnections delete-repository-link --repository-link-id
6053346f-8a33-4edb-9397-10394b695173

2IZX|EZ 23 ME ME 27|
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AWS Command Line Interface (AWS CLI)Q| get-repository-link @S ALE35t04 2| ZX|EE| 2 3F0f
L__Hol- A-||'=' MHHE 2 o|A|_||_-_|._

o-L= AAEH

2ZX|EE 23 ME HE
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He{H

1. E{O/'&(Linux, macOS, Unix) E= ¥ ZEZE

= I E(Windows)& YLICt. & AtE35t09 get-repository-
link BE2 M™ AWS CLI 3t 2|ZX|E2| &3 IDE X|™H§Lct.

aws codestar-connections get-repository-link --repository-link-id
6053346f-8a33-4edb-9397-10394b695173

"RepositorylLinkInfo": {

"ConnectionArn": "arn:aws:codestar-connections:us-

east-1l:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab0@bcs441f",
"OwnerId": "owner_id",
"ProviderType": "GitHub",

"RepositorylLinkArn": "arn:aws:codestar-connections:us-

east-1l:account_id:repository-1ink/be8f2017-b016-4a77-87b4-608054F70e77",

"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",
"Tags": []
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st 782 XIGE 2lZX|EE2 6 7hel B E YLD S7(8 7 dE AL&dl Git 2| ZX|E
ZHXE S7(5t5t01 XIHE AWS 242 E UHO|ESMIL.

4740 CHEt REMIEFH LI 2 AWS CodeConnections APl 2 X2 E & X 5HM|L2.
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AWS Command Line Interface (AWS CLI)2| create-repository-link &S AF835t04 141 57|88
OIf E|EX|IE Ztol A3 E MEE = U&LICH

S7|3 82 Ygstedt B ALSA A8 ME THE| 2| ZX|EE] Zhol 2|2 X[EE| @3 & ol0|
of{oF ErLICH.
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1. E{OI'd(Linux, macOS, Unix) L& W& Z&Z E(Windows)E LICH. AWS CLI & A& 3810
create-repository-link B S AMELICH T HAZO[ ARN, &7t ID, EIZX|EE| O|FE XIH
grLict. S P22 AWS CloudFormation| 2|A A0 CHEt S718F REE AHE35tod S7I8 74
2 MMstLict w3t 2|2 X|EEe 2lzX|EE 2Rk & 7N otdg x|HELIc o] KoM 2
LA E mystackO|2t= O|F 2| ARMQILICEH

aws codeconnections create-sync-configuration --branch main --config-file filename
--repository-link-id be8f2017-b016-4a77-87b4-608054f70e77 --resource-name mystack
--role-arn arn:aws:iam::account_id:role/myrole --sync-type CFN_STACK_SYNC

"SyncConfiguration": {
"Branch": "main",
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YR 7 28 AEX Hol=

"ConfigFile": "filename",

"OwnerId": "account_id",

"ProviderType": "GitHub",

"RepositorylLinkId": "be8f2017-b016-4a77-87b4-608054F70e77",
"RepositoryName": "MyRepo",

"ResourceName": "mystack",

"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"

S71& 74 ddlo|lE

AWS Command Line Interface (AWS CLI)0l M update-sync-configuration &2 A& 3t0d X|HE &
718t #42 YOOl EE == U&LICt

S7|& T ol cHe OHE HEE HOlo|EY + /U&LICH

* --branch

+ --config-file
 --repository-1link-id
* --resource-name

e --role-arn

S713 #4842 Yo|o|EstE{H

1. E{O/'&d(Linux, macOS, Unix) £ = B2 T E I E (Windows)E 2
update-sync-configuration H& = A™stD 2|AA 0§ L S7(3 30 & & &
X|I&ELICH 0| & S04, Ot H™2 --branch II2IOIEIE AF8510d 57|83 FA440 gHE &
%| 0| & dclo|E&L|Ct

aws codeconnections update-sync-configuration --sync-type CFN_STACK_SYNC --
resource-name mystack --branch feature-branch

"SyncConfiguration": {
"Branch": "feature-branch",
"ConfigFile": "filename.yaml",
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"OwnerId": "owner_id",

"ProviderType": "GitHub",

"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",

"ResourceName": "mystack",

"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"

Sl SCINLS

AWS Command Line Interface (AWS CLI)0{l M list-sync-configurations &2 AF&3t0d A& ol 2=
XEZ I E LIgE = U&LICH

2| ZX|E2 B3 E LIEsei™

1. EO|'&(Linux, macOS, Unix) £= BE T &I E(Windows)E dLICt. AWS CLI & A& 35101 list-
sync-configurations W& A5t 7|3 R0 2[ZX|EE[ 23 IDE XHELICt

aws codeconnections list-sync-configurations --repository-link-id
6053346f-8a33-4edb-9397-10394b695173 --sync-type CFN_STACK_SYNC

2. O| BH2Chs £ gL

"SyncConfigurations": [
{

"Branch": "main",
"ConfigFile": "filename.yaml",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",
"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"
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713 74 A

AWS Command Line Interface (AWS CLI)0{ A delete-sync-configuration HHEE Al&35t0{ X|HE &
718t + 2 AAE = U&LICH.

/A Important
HHES MAstH 7|5 70| AXELICH &l Chg 84Xt EAIZIX| A&LICH M S7I3t
TEE HdE = UXR|TH Amazon ElAA O|F(ARN)2 MAHS &I K| f&LICt

S7l5t TS MRS

- EOE(Linux, macOS, Unix) £& BE T&IE(Windows)E LICt AWS CLI & A8 510
delete-sync-configuration BEE A5t T AtX|stEd= S7I3F 42 S7(8 R 2|44 O|F
2 XI-gghct

aws codeconnections delete-sync-configuration --sync-type CFN_STACK_SYNC --
resource-name mystack

O| BHF2 otF U gretstx| f&LCh.

S718 7 MF HE 27|

AWS Command Line Interface (AWS CLI)2| get-sync-configuration WS AI& 3504 57|18 7140
CHEE M2 HEE & = A&Lch

ST = e
S713F Fof CHEt MF HEE 2

1. E 0O/ (Linux, macOS, Unix) £ = B@& T & Z E(Windows)E YLICt. & AH&35}10q get-sync-

configuration &S A% AWS CLI 5t 2|ZX|E2| @3 IDE XIFgLIct.

aws codeconnections get-sync-configuration --sync-type CFN_STACK_SYNC --resource-
name mystack

"SyncConfiguration": {
"Branch": "main",
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"ConfigFile": "filename",

"OwnerId": "owner_id",

"ProviderType": "GitHub",

"RepositorylLinkId": "be8f2017-b016-4a77-87b4-608054F70e77",
"RepositoryName": "MyRepo",

"ResourceName": "mystack",

"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"
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CreateConnection 0f

C}2 & CreateConnection XS MHSIE CloudTrail 21 &5 & E0{ £ 0| A|QL|C.

"EventId": "b4374fde-c544-4d43-b511-7d899568e55a",
"EventName": "CreateConnection",

"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",

CloudTrail2 At235tod 2 API 55 2 —


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/codeconnections/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

LRt ET 2E

AR 7H0|E

"EventTime": "2024-01-09T15:13:46-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Mary_Major",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-09T23:03:08Z2",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-09T23:13:467",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateConnection",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.create-connection",
"requestParameters": {
"providerType": "GitHub",

"connectionName": "my-connection"
I
"responseElements": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e@5-45cf-b420-b39e389dd264"
I

"requestID": "57640a88-97b7-481d-9665-cfd79a681379",
"eventID": "b4374fde-c544-4d43-b511-7d899568e55a",
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"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

CreateHost 0Of|

CHS 2 CreateHost &g MBst= CloudTrail 211 5 E0{ F= o AL

"EventId": "af4ce349-9f21-43fb-8003-267fbf9b1a93",
"EventName": "CreateHost",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:43:06-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
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"mfaAuthenticated": "false"

}
}
.
"eventTime": "2024-01-11T20:43:06Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateHost",
"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.137",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.create-host",
"requestParameters": {
"name": "Demol",
"providerType": "GitHubEnterpriseServer",
"providerEndpoint": "IP"
.
"responseElements": {
"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-
EXAMPLE"
.
"requestID": "974459b3-8a04-4cff-9c8f-0c88647831cc",
"eventID": "af4ce349-9f21-43fb-8003-267fbf9b1a93",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

CreateSyncConfiguration 0f

CH2 2 CreateSyncConfiguration g MHESE CloudTrail 21 52 H0od F= 0 AL
Ct.

"EventId": "bel397el-eefb-49f0-biee-2708c45e94e7",
"EventName": "CreateSyncConfiguration",
"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"EventTime": "2024-01-24T17:38:30+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-24T17:38:30Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateSyncConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/offcommand/
codeconnections.create-sync-configuration",
"requestParameters": {
"branch": "master",
"configFile": "filename",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"resourceName": "mystack",
"roleArn": "arn:aws:iam::123456789012:r0le/my-role",
"syncType": "CFN_STACK_SYNC"
},

"responseElements": {
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"syncConfiguration": {

"branch": "main",
"configFile": "filename",
"ownerId": "owner_ID",

"providerType": "GitHub",

"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",

"resourceName": "mystack",

"roleArn": "arn:aws:iam::123456789012:r0le/my-role",
"syncType'": "CFN_STACK_SYNC"

.

"requestID": "bad2f662-3f2a-42c0-b638-6115384896f6",
"eventID": "bel397el-eefb-49f0-b4ee-2708c45e94e7",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

DeleteConnection 0f|

CF2 2 DeleteConnection &Y MHSI= CloudTrail 21 €S8 E0{ = Oof|A|LICH

"EventId": "672837cd-f977-4fe2-95c7-14280b2af76c",
"EventName": "DeleteConnection",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-10T13:00:50-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
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arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::001919387613:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-10T20:41:16Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2024-01-10T21:00:50Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteConnection",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.delete-connection",
"requestParameters": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e05-45cf-b420-b39e389dd264"
},
"responseElements": null,
"requestID": "4f26ceab-d665-41df-9el5-5ed@fbb4ecab",
"eventID": "672837cd-f977-4fe2-95c7-14280b2af76c",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}
}
}
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DeleteHost Of|

Ct22 DeleteHost U AMIEStE CloudTrail 221 =22 H0o{ = of| A|QL|C}.

"EventId": "6018ba5c-6f24-4a30-b201-16ecl19al687a",
"EventName": "DeleteHost",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:56:47-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

},

"eventTime": "2024-01-11T20:56:477Z",

"eventSource": "codeconnections.amazonaws.com",

"eventName": "DeleteHost",

"awsRegion": "us-east-1",

"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64
command/codeconnections.delete-host",

"requestParameters": {

prompt/off
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"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-

EXAMPLE"
},
"responseElements": null,
"requestID": "1b244528-143a-4028-b%9a4-9479e342bce5",
"eventID": "6018ba5c-6f24-4a30-b201-16ecl19al687a",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

DeleteSyncConfiguration 0f

CH2 2 DeleteSyncConfiguration g MHESE CloudTrail 21 52 H0od F= 0 AL
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"EventId": "588660c7-3202-4998-a906-7bb72bcf4438",
"EventName": "DeleteSyncConfiguration",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:41:59+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
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"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-24T17:41:5972",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteSyncConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "52.94.133.142",
"userAgent": "aws-

cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/
offcommand/codeconnections.delete-sync-configuration",
"requestParameters": {
"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
},
"responseElements": null,
"requestID": "221e@blc-a50e-4cf@-ab7d-780154e29c94",
"eventID": "588660c7-3202-4998-a906-7bb72bcf4438",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetConnection 0f
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"EventId": "672837cd-f977-4fe2-95c7-14280b2af76c",
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"EventName": "DeleteConnection",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-10T13:00:50-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-10T20:41:16Z",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-01-10T21:00:50Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteConnection",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.delete-connection",
"requestParameters": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e05-45cf-b420-b39e389dd264"
},
"responseElements": null,
"requestID": "4f26ceab-d665-41df-9el5-5ed@fbb4ecab",
"eventID": "672837cd-f977-4fe2-95c7-14280b2af76c",
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"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "©01919387613",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}
}
}
GetHost 0f
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"EventId": "faal47e7-fe7c-4ab9-allb-2568a2883c01",
"EventName": "GetHost",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:44:34-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
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"mfaAuthenticated": "false"

}
}
.
"eventTime": "2024-01-11T20:44:347",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetHost",
"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.137",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.get-host",
"requestParameters": {
"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-
EXAMPLE"
},
"responseElements": null,
"requestID": "@ad6lbb6-f88f-4f96-92fe-997f017ec2bb",
"eventID": "faal47e7-fe7c-4ab9-allb-2568a2883c01",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetRepositoryLink O
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"EventId": "b46acb67-3612-41c7-8987-adb6c9ed4ads",
"EventName": "GetRepositorylLink",

"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T02:59:28+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",

"Resources": [],

"CloudTrailEvent": {
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T@2:58:527",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-01-24T02:59:287",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetRepositorylLink",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11

Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off

command/codeconnections.get-repository-link",
"requestParameters": {
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173"
},
"responseElements": {
"repositoryLinkInfo": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"ownerId": "123456789012",
"providerType": "GitHub",
"repositoryLinkArn": "arn:aws:codeconnections:us-

east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"repositoryName": "MyGitHubRepo"

": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
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},

"requestID": "d46704dd-dbe9-462f-96a6-022a8d319fd1",
"eventID": "b46acb67-3612-41c7-8987-adb6c9ed4ads",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-ea-1.codeconnections.aws.dev"

GetRepositorySyncStatus 0f
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"EventId": "3el83b74-d8c4-4ad3-9de3-6b5721c522e9",
"EventName": "GetRepositorySyncStatus",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:41:44+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
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"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-25T02:56:557",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-01-25TQ3:41:447",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetRepositorySyncStatus",
"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.138",
"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.get-repository-sync-status",
"errorCode": "ResourceNotFoundException",
"errorMessage": "Could not find a sync status for repository
link:6053346f-8a33-4edb-9397-10394b695173",
"requestParameters": {
"branch": "feature-branch",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType": "CFN_STACK_SYNC"
},
"responseElements": null,
"requestID": "e@cee3ee-31e8-4ef5-b749-96cdcabbe36f",
"eventID": "3el83b74-d8c4-4ad3-9de3-6b5721c522e9",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetResourceSyncStatus 0f
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"EventId": "9c47054e-f6f6-4345-96d0-9a5af3954a8d",
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"EventName": "GetResourceSyncStatus",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:44:11+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T02:56:55Z7",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-25T03:44:117",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetResourceSyncStatus",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807 .amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.get-resource-sync-status",
"requestParameters": {
"resourceName": "mystack",
"syncType": "CFN_STACK_SYNC"
I
"responseElements": null,
"requestID": "e74b5503-d651-4920-9fd2-0f40fb5681e0",
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"eventID": "9c47054e-f6f6-4345-96d0-9a5af3954a8d",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetSyncBlockerSummary Of
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"EventId": "cl16699ba-a788-476d-8c6c-47511d76309e",
"EventName": "GetSyncBlockerSummary",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:03:02+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
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"creationDate": "2024-01-25T02:56:557",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-25T03:03:02Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetSyncBlockerSummary",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.get-sync-blocker-summary",
"requestParameters": {
"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
1,
"responseElements": {
"syncBlockerSummary": {
"resourceName": "mystack",
"latestBlockers": []

},

"requestID": "04240091-eb25-4138-840d-776f8e5375b4",
"eventID": "c16699ba-a788-476d-8c6c-47511d76309e",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetSyncConfiguration 0
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"EventId": "bab9aal6-4553-4206-alea-88219233dd25",
"EventName": "GetSyncConfiguration",
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"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:40:40+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

1,
"eventTime": "2024-01-24T17:40:407",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetSyncConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "52.94.133.142",
"userAgent": "aws-
cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn
offcommand/codeconnections.get-sync-configuration",
"requestParameters": {
"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
1,
"responseElements": {
"syncConfiguration": {
"branch": "main",

.2prompt/
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"configFile": "filename"
"123456789012",

"ownerId":

’

"providerType": "GitHub",

"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",

"resourceName": "mystack",

"roleArn": "arn:aws:iam:

"syncType":

iy

"requestID":
"eventID":
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,

:123456789012:role/my-role",

"CFN_STACK_SYNC"

"Qaa8e43a-6e34-4d8F-89fb-5c2d01964b35",
"bab9aal6-4553-4206-alea-88219233dd25",

"recipientAccountId": "123456789012",

"eventCategory":
"tlsDetails": {
"clientProvidedHostHeader":

"Management",

ListConnections 0
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"EventId":
"EventName": "ListConnections",
"ReadOnly": "true",

xtoi2 H0o{F = CloudTrail 21

"api.us-east-1.codeconnections.aws.dev"
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"3f8d80fe-fbel-4755-903c-4f58fc8262fa",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",

"EventTime": "2024-01-08T14:11:23-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId":

"AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",

"accountId": "123456789012",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-08T22:11:02Z2",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-08T22:11:237",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListConnections",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/1.18.147 Python/2.7.18
Linux/5.10.201-168.748.amzn2int.x86_64 botocore/1.18.6",

"requestParameters": {

"maxResults": 50

I

"responseElements": null,

"requestID": "5d456d59-3e92-44be-b941-a429df59e90b",

"eventID": "3f8d80fe-fbel-4755-903c-4f58fc8262fa",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListHosts O
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"EventId": "f6e9e831-feaf-4adl-ac47-51681109c401",
"EventName": "ListHosts",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T13:00:55-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2024-01-11T20:09:357",
"mfaAuthenticated": "false"

}

}
1,
"eventTime": "2024-01-11T21:00:55Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListHosts",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.list-hosts",
"requestParameters": {
"maxResults": 50
},

"responseElements": null,

ol
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"requestID": "ea87e2cf-6bfl-4cc7-9666-f3fad85d6d83",
"eventID": "f6e9e831-feaf-4adl-ac47-51681109c401",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": '"Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListRepositorylLinks Of
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"EventId": "4f714bbb-0716-4f6e-9868-9b379b30757f",
"EventName": "ListRepositorylLinks",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T01:57:29+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
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"attributes": {
"creationDate": "2024-01-24T0Q1:43:497",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-01-24T@1:57:297",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListRepositorylLinks",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-

cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int . x86_64exe/x86_64.amzn.2prompt/

offcommand/codeconnections.list-repository-1links",
"requestParameters": {
"maxResults": 50
},
"responseElements": {
"repositorylLinks": [
{
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/001f5be2-a661-46a4-b96b-4d277cac8bbe",
"ownerId": "123456789012",
"providerType": "GitHub",
"repositorylLinkArn": "arn:aws:codeconnections:us-

east-1:123456789012:repository-1link/be8f2017-b016-4a77-87b4-608054f70e77",
"repositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",

"repositoryName": "MyGitHubRepo"

},
{
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"ownerId": "owner",
"providerType": "GitHub",
"repositorylLinkArn": "arn:aws:codeconnections:us-

east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"repositoryName": "MyGitHubRepo"

},

"requestID": "7c8967a9-ecl5-42e9-876b-0ef58681ec55",
"eventID": "4f714bbb-0716-4f6e-9868-9b379b30757f",
"readOnly": false,
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"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListRepositorySyncDefinitions 0f
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"EventId": "12e52dbb-b@0d-49ad-875a-3efec36e5aal",
"EventName": "ListRepositorySyncDefinitions",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T16:56:19+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T16:43:03Z2",
"mfaAuthenticated": "false"
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}

}
},
"eventTime": "2024-01-25T16:56:197",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListRepositorySyncDefinitions",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.list-repository-sync-definitions",
"requestParameters": {
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType": "CFN_STACK_SYNC",
"maxResults": 50
I
"responseElements": {
"repositorySyncDefinitions": []
},
"requestID": "df31d11ld-5dc7-459b-9a8f-396b4769cdd9",
"eventID": "12e52dbb-b@0d-49ad-875a-3efec36e5aal",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListSyncConfigurations 0
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"EventId": "aa4ae557-ec31-4151-8d21-9e74dd01344c",
"EventName": "ListSyncConfigurations",

"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:42:06+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
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"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-0Q1-24T17:42:06Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListSyncConfigurations",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.804.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/offcommand/
codeconnections.list-sync-configurations",
"requestParameters": {
"maxResults": 50,
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType": "CFN_STACK_SYNC"
I
"responseElements": {
"syncConfigurations": [

{
"branch": "feature-branch",
"configFile": "filename.yaml",
"ownerId": "owner",
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"providerType": "GitHub",

"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",

"resourceName": "dkstacksync",

"roleArn": "arn:aws:iam::123456789012:r0le/my-role",
"syncType": "CFN_STACK_SYNC"

},

"requestID": "7dd220b5-fc@f-4023-3aa0@-9555cfe759df",
"eventID": "aa4ae557-ec31-4151-8d21-9e74dd01344c",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListTagsForResource 0f
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"EventId": "fc501054-d68a-4325-824c-0e34062ef040",
"EventName": "ListTagsForResource",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T17:16:56+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "dMary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T16:43:03Z7",
"mfaAuthenticated": "false"
}
}
},
"eventTime": "2024-01-25T17:16:56Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListTagsForResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.list-tags-for-resource",
"requestParameters": {
"resourceArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/9703702f-bebe-41b7-8fc4-8e6d2430a330"
},
"responseElements": null,
"requestID": "994584a3-4807-47f2-bblb-a64f0@af6c250",
"eventID": "fc501054-d68a-4325-824c-0e34062ef040",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}
}
}
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{
"EventId": "b7fbc943-2ddl-4c5b-a5ad-fc6d6@a@1lfl”,
"EventName": "TagResource",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:22:11-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"
}
}
},
"eventTime": "2024-01-11T20:22:112",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.tag-resource",
"requestParameters": {
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"resourceArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/8dcf69d1-3316-4392-ae@9-71e038adb6ed",
"tags": [
{

Ilkeyll: IlDemolll’
"value": "hhvhl"

},

"responseElements": null,

"requestID": "ba382c33-7124-48c8-a23a-25816ce27604",
"eventID": "b7fbc943-2ddl-4c5b-a5ad-fc6d60a0l1lfl",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

UnTagResource 0§
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"EventId": "8a85cdee-2586-4679-bel8-eec34204bc7e",
"EventName": "UntagResource",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:31:14-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-11T20:31:142Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UntagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.untag-resource",
"requestParameters": {

"resourceArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/8dcf69d1-3316-4392-ae@9-71e038adb6ed",
"tagKeys": [
"Project",
"ReadOnly"

},

"responseElements": null,

"requestID": "0@5ef26a4-8c39-4f72-89bf-0c056c51b8d7",
"eventID": "8a85cdee-2586-4679-bel8-eec34204bc7e",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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"Events": [{
"EventId": "4307cf7d-6d1lc-40d9-a659-1bb41b31a2b6",
"EventName": "UpdateHost",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:54:32-08:00",

"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",

"Resources": [],

"CloudTrailEvent": "eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:357",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-01-11T20:54:327",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateHost",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
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"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.update-host",
"requestParameters": {
"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/
Demol-34e70@ecb",
"providerEndpoint": "https://54.218.245.167"
},
"responseElements": null,
"requestID": "bl7f46ac-lacb-44ab-a9f5-c35c20233441",
"eventID": "4307cf7d-6d1lc-40d9-a659-1bb41b31a2b6",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

UpdateRepositoryLink 0f
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"EventId": "be358c9a-5a8f-467e-8585-2860070be4fe",
"EventName": "UpdateRepositorylLink",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T02:03:24+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-24TQ1:43:497",
"mfaAuthenticated": "false"

.

"eventTime": "2024-01-24T02:03:247",

"eventSource": "codeconnections.amazonaws.com",

"eventName": "UpdateRepositoryLink",

"awsRegion": "us-east-1",

"sourceIPAddress": "IP",

"userAgent": "aws-
cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int . x86_64exe/x86_64.amzn
offcommand/codeconnections.update-repository-1link",

"requestParameters": {

"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173"
},
"responseElements": {
"repositoryLinkInfo": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"ownerId": "owner",
"providerType": "GitHub",
"repositoryLinkArn": "arn:aws:codeconnections:us-
east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo"

},
"additionalEventData": {
"providerAction": "UpdateRepositorylLink"
.
"requestID": "e@leee49-9393-4983-89e4-d1b3353a70d9",
"eventID": "be358c9a-5a8f-467e-8585-2860070be4fe",
"readOnly": false,
"eventType": "AwsApiCall",
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"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader":

UpdateSyncBlocker O

"api.us-east-1.codeconnections.aws.dev"

CH2 oMol M= UpdateSyncBlocker 24€ 2 0{F & CloudTrail 21 €52 20{&LICH

"EventId": "211d19db-9f71-4d93-bf90-10f9ddefed88",

"EventName": "UpdateSyncBlocker",
"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:01:05+00:00",
"EventSource": "codeconnections.amazonaws.com",

"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",

"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"sessionContext": {
"sessionIssuer": {
Iltypell: IlRolell’

"principalld": "AIDACKCEVSQ6C2EXAMPLE",

arn

": "arn:aws:iam::123456789012:role/Admin",

"accountId": "123456789012",

"userName": "Admin"

iy

"webIdFederationData":
"attributes": {

{1},

"creationDate": "2024-01-25T02:56:557",

"mfaAuthenticated":

"false"
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}
I
"eventTime": "2024-01-25T03:01:05Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateSyncBlocker",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807 .amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.update-sync-blocker",

"requestParameters": {

"id": "ID",

"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack",
"resolvedReason": "Reason"

I

"responseElements": null,

"requestID": "eea®3b39-b299-4099-ba55-608480f8d96d",
"eventID": "211d19db-9f71-4d93-bf90-10f9ddefed88",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

UpdateSyncConfiguration 0f
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"EventId": "d961c94f-1881-4fe8-83bf-d04cb9f22577",
"EventName": "UpdateSyncConfiguration",
"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:40:55+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",

"Resources": [],
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"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

iy
"eventTime": "2024-01-24T17:40:557",
"eventSource": "codeconnections.amazonaws.com",

"eventName": "UpdateSyncConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11
Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/offcommand/
codeconnections.update-sync-configuration",
"requestParameters": {
"branch": "feature-branch",
"resourceName": "mystack",
"syncType": "CFN_STACK_SYNC"
1,
"responseElements": {
"syncConfiguration": {

"branch": "feature-branch",
"configFile": "filename",
"ownerId": "owner",

"providerType": "GitHub",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",
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"resourceName": "mystack",
"roleArn": "arn:aws:iam::123456789012:role/my-role",
"syncType": "CFN_STACK_SYNC"

},

"requestID": "2ca545ef-4395-4elf-bl4a-2750481161d6",
"eventID": "d961c94f-1881-4fe8-83bf-d@4chb9f22577",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

AWS CodeConnections %! QIE{H 0|A VPC Q= I 21 E(AWS PrivateLink)

RIE{H|O|A VPC AEEZQIEE M4 AWS CodeConnections 5104 VPC2t 7Hol ZEto|8! HAAE2 MY
g = A&LICH QlEHolA ‘PiEE |E = QIE{L HO|EOJAWS PrivateLink, NAT C|HFO|A, VPN
44 = AWS Direct Connect 212 810| HIS7HE AWS CodeConnections APIsO| 4 AM|A S 4= ?AE
7|22 #SELICH VPCet Zte H IOI Amazon WE Q|3 E gio{L}tX| ot 7| [[Hﬂ-oﬂ VPCO| QIAES
2 AWS CodeConnections = AWS CodeConnections APIs2t S&letE o HER! IP AT} ‘_é'..?_éW
ot&Lct.

Zt QIE{H oA A= ZQIE= MELI0|M StLt ol o Er3A HEQ|T QIE{m|o|AZ EFELICH

REMIEH LI 2 Amazon VPC AHE AE M 9| RQIE{H|0|A VPC QIE(AWS PrivateLink) & &t =3t
M.

AWS CodeConnections VPC Q= ZQIE0f CHEF 112d AtE

ofl CHEF CIE{H|O|A VPC RIEZQIEE MZXI5t7| K0l Amazon VPC AFR Aol QIE{m 0|A 2=

EZPIEE HESHOF AWS CodeConnectionsgf L|Ct.

e

AWS CodeConnections = VPCOAM ZE API 28 S £¢& £ QT E X|&LCt.

VPC AIEXZQIE = B E AWS CodeConnections 2|0 M X EIL|CT
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VPC IEZQIE 74d

MEI20] HIB7HZ 9417 4 2l VPCol TIYUMLLICH CHe e Chest R8ol vPC A= ZQlE ]
LIk, XI$4Els MEIA0IM 2 75t S8l VPC A= ZQIES MadstLICH

« AWS CodeConnections &¢10{l Ci§t VPC AIEZQIE

« AWS CodeConnections &3 & VPC AIEXQIE

AWS PrivateLink

VPC2t MH|A Ztoll =ztol|8! A E MB35t 7= dL|Ct.

AWS CodeConnections 240l CHEF VPC A EZQIE
AWS CodeConnections MH|A QS| VPC AIEZQIEE & 2|E £ &LICt.

Ztoqoq CHEF AWS CodeConnections @IE{HO|A VPC RIE Z QIE AAd

Amazon VPC —E—% EE = AWS Command Line Interface ()& AF& 3104 AWS CodeConnections AH|A
off Chet VPC IEZRIEE WHE o UELICLAWS CLI. RMIEH LHE 2 Amazon VPC AHE A2
QIE{HO|A AEZQIE MHE FHE5HAML.

VPC2to| ¢1AE AFE35tE{THof EH?_ CIE{H|O|A VPC AEZQIEE MMELICH AWS
CodeConnections. 0f| CHEH VPC =X QIEE A& ] AWS CodeConnectionsAWS AMH|AS AEH
5t MH|A O|BOIM CHE S ._'“:-—'1%.:. LIC}.

-+ com.amazonaws.region.codestar-connections.api:O| &2 AWS CodeConnections AP| 242
LIt vPC A= ZQIEE MAMELICH o & S0{ AF2XI7F AWS CLI, AWS CodeConnections API
= AWS SDKsE A83104, CreateConnection ListConnections 2ot ZH2 &2 AWS
CodeConnections ?/ei2t &% 2 &st= B0l S MEELICICreateHost.

DNS O|§ E M3l Mol B A=xZolEof CHs =2I0|8! DNSE ME45HH 2T 2| 7|2 DNS
0|8, 0 & £01E AWS CodeConnections AI&35+040]| APl L& & += U&LICtcodestar-

connections.us-east-1.amazonaws.com.
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/A Important
Z2}0o|E! DNSE AWS MH|A 2! AWS Marketplace THE L] MH|A0]| CHEH MME = Z0IE
of Chall 712X oz g5t ELIcH
AEMIEH LI 2 Amazon VPC AHS ABMO| CIE{HO|A AIEZQIEE Sal| MH|A HAAE FHESHA
2.
z+24o] CH8F AWS CodeConnections VPC A= ZQIE 42 A A
AWS CodeConnections| Ci et HMAE A0{5t= VPC HIEXZQIEN| AEEZQIE HMS HAZE ¢
A&LICH o] A2 CtE HEE XI™E&Lct.
- g sEE = U QERL
- TE = U= FHY
- Y2 sHE = U Blad
REMIEH HE = Amazon VPC AFHE MMl VPC A= ZQIE E S5 AMH|AO| CHEF HAMA HEES
XML,
@ Note
com.amazonaws.region.codestar-connections.webhooks YIE ZQIE = M2 S x| K| o
&Lct.
0il: AWS CodeConnections & 40i| CHEF VPC QIE ZQIE A
CHZ220f Cist dl= 2 QIE A 0| of IL|CH AWS CodeConnections. YIEZQIE0f AZL|HO| HA2
ZE BlAaA0| BE Hot FXof CisH LFEE AWS CodeConnections 2F4of| CHEF M| A HEHE F0od
glct
{

"Statement": [

{
"Sid": "GetConnectionOnly",
"Principal": "*",
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https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
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"Action": [
"codestar-connections:GetConnection"

1,
"Effect": "Allow",
"Resource": "*"
}
]
}
AWS CodeConnections g3 & VPC ¢l PlE

AWS CodeConnections = VPC MO Z SAEE MMEHL AIXNE ] 53 A ZQIEES AA

gtLICH = Z QIE 0|& 2 com.amazonaws.region.codestar-connections.webhooks & L|C}.

GitHub €32 VPC AUAEZQIEE AIL5IH SAEJ} /53 E S5 O|HE H|0|E{E Amazon U E
3 E Edl S8 AWS MH|AZ M&E &~ Ql&L|Ct.

/A Important
GitHub Enterprise Server& A EE 4% 5tMH7} Webhooks O|HIE O|O|E{0f| CHEF VPC A=
ZQOIEE AWS CodeConnections SHLICH 2020 112 24 O|&of| SAEE M JEF A
2 VPC PrivateLink ¥ 3 QIEZQIEE AIE5lE{H HAX ZAEE AKXt CHE M ZAEE
MM sl ok gLCt.

AL

AWS CodeConnections = O|2{8t A EZQIEQ| £ =7|E zt2|giL|Ct A EZQIEE ALX||5tE{H
S SAE BlAAZ AFK| SO} B LICH

3 AEO| AWS CodeConnections #l£3 AEXZQIE AL E
Webhook HEZQIE = EtAF 2| ZX|E 2|2 Webhook7} AWS CodeConnections %28 ?[5H M& K|
£ XQULICH HEF3= D &2 MYEHELICE git push S s8#E I WE3 A=ZQEE F

=
SAERE FA| HUE KHMS| ©Fst= HFIE s LlgrLICE o 8 £04, CodePipelined| TtO|Z 2}
Ql2 A|ZtSl =2 AWS CodeConnections €2 4= Ql&LICt

VPCE Ar835tX| 2f= Bitbucket EE= GitHub Enterprise Server SAEQL ZH2
2 =X Amazon HIE 37 AFE E|X| 28 = AWS CodeConnections 01 &
Webhook VPC HIEZQIE TV} MEL|X| ot&L|C}.

gstec
X

=
F3JE ™
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-delete.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-create.html
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 GitHub Enterprise Server @122 /8t 2% 3 VPC E X QI E (PrivateLink) & Al 5§Z
+ 2020 118 242 O|Fof ’é;“é; El SAEo| BX A
O

+ GitHub Z|Z X|E 2|0 CHE ¢

+ GitHub Enterprise Server 212 °.=*.' ek HE

» GitHubol] 4Z2& [ 42 2 F Eh-4: "A problem occurred, make sure cookies are enabled in your

browser" EE= "An organization owner must install the GitHub app"

« IAM H30of CHal 2|AA 9| 944 MH|A HEFALE C|0|ESH o & &

AELICH

=
A835to] MM E BlAAQ MH|IA HFALZ Qe HEt 2F

« AN

==
- EXZ X MAIE TR0 CHE 47 W BAE M
. Mol FEE solpis BL
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iZ3g MY MOl 98 £+ UBLICH XIME LIS of Chet Fst 3
CHeIg BESHIAIR
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*
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CodePipeline Z2&£0|AM ¢1AE M5t 7HL E2{n SIHCHE 2
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AERE: username|Hl connection-ARN EIAA| CHSH permission BHlE &g Heto| s
(User: username is not authorized to perform: permission on resource: connection-ARN)

O| HIAIX|7F LIEFLEEH 2 &8 ‘HEto| U] FHlstMR.

AWS Command Line Interface (AWS CLI) &£
2 4 Qle HEte 2aolM ¢e MMt
£ EAlStHLE HEStHLE ¢
#afol s ALBXLE O HE HS

|
CodeConnections EHHE & X5 A A

~—"
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Ql g gt=ote Ol Ee Het2 SE A3 S
of

4> my
T
HT
=1
Of

g'l_l
g
ul
mlo
to
=]

Ltd, 71X 27| & MM HEto| QIEHEIE, CodePipeline 2£0AM Q1A AFE5tE{
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-
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MEXt: username|Hl connection-ARN 2l2A 0] CH3H codestar-connections:UseConnection
U s~&E Heto| = (User: username is not authorized to perform: codestar-
connections:UseConnection on resource: connection-ARN)

0| 2 X7} BrAYEr 49 ®4xd5t

4

—

ok

Fo| FOISHM 2.

rr

N

b

B2 x|0IM AFR 7158 E2IZX|EEIE LIPS E S, ¢IES A8
Mgt Lige of ciat #&t 2! of X| AWS CodeConnections Bt & X

o| U=X| &elgrL|Ct. Rt
A2

ok
>
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F
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AZEO0| AL 7hser Ef7L otL|HLE O Ol 2/ & &EN7} of &L,

£0i 21Z20| A& 7ts3t 2 Ef7} ottt HIAIXI7F EAIE|H [24Z2 22 (Complete connection)] &
EH
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SEf7} ofL|2tE MIAIX|ZF LEEHLEE, @4 0] o|Of AHE 7t

A H U1 CodeBuild 2 2404 AWS CodeStar 12 S MEsteE B9 U™ otE|HEE Lo MY
g 4 Qle T 7hK| wdo| &Lt

o 7|2 dhed: AA EQ40| CodeBuild7t CHRZESHE ZE7Y

= e
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CodeBuild MH|A 238 Z2Mof Het2 F£7}52{™ CodeBuild AMH|A Q3&tof HAZAL|E T2 228 &
M2 otsL|CH CFS BPAOIME action EE0{ UseConnection ®$8H0| K| &[T Resource EE
ol 244 Amazon 2|4 A O|E(ARN)O| X|HE Mg otEL|CH

242 M504 UseConnection MeHE F7}5le4{H

—

mo|ZElQlE @l AA EJofM (i) ofo|Z2 2 MEHSto{ mo|ZEtRlo| 44 ARNE H&LCH [T

‘g(Configuration)] & 0| 2|1 2122 ARNO| [ConnectionArn] €0l E A|EILIC}. CodeBuild AMH|A

g HAHol| 212 ARNZ FIHELIC.

2. CodeBuild MH|A gt & op{™ ojO|Z 2Rl ASE HE Z2MES P [AUE MR HE
(Build details)] IS 2 O|S & LICt.

3. [3F7"(Enwronment)] A AH01| M [MH oiga*(Service role)] 23 & MEfEHL|CH J2{™ odZof CiEt

HM|A MBS Bo4dtE M HAE FI1E £ Q= AWS Identity and Access Management (IAM)
Z£0| ()E=|IE=!L|E|'.

>

4. 1AM 2£0i M Attach policies(’32H 21Z8)E MEHSI T Create policy("S2H M 4)E MEAFILICEH

ChE ME M RE32 AL ELICH CFHS 0l|2t Z 0] Resource EE=0 48 ARNZ F7HgfLICH

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "codestar-connections:UseConnection",
"Resource": "insert connection ARN here"

}

5. 78"‘—'1 A % MENBHLICH %K O|&(0d: connection-permissions)2 {I2i8 & Create

6. AMH|A 45t [i'?.F 212 (Attach Permissions)] H O|X|2 S0t7t M HM S8 MZ 1l Cf
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AR} 710|1E
SAEO|VPC M EA 4
SAE Z|AAE MAE I GitHub Enterprise Server QIAEIA T Mx|El QIZ2lof CHEF HEQT HAZ
L= VPC MEE ANZ6Hok BfLICH SAEQ|VPC = MHEY 2 EXE s{Z2ste{™ o7|of Lte}
A= VPC HEO| € & XSHMI2.
(® Note

Amazon VPC 0| A GitHub Enterprise Server SAE 741 224 El 22X E sHZ25t= Ol 0|
MME EZESM L. VPCO| ®l% 3 A= X QIE (PrivateLink) & AF8 st S 74 E 017210 ot

2| 122 GitHub Enterprise Server 212 Z 2|8t %3 VPC = Z QIE (PrivateLink) &
Xﬂ HE AME HEStM L.
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—

O| o= CHS =2 MAE AFE35H0q GitHub Enterprise Server QIAEA 7} A x|E VPC L Mb
TFMELICEH

1. VPCE MMgtLICt RIAM|I8H LIE 2 https://docs.aws.amazon.com/vpc/latest/userguide/working-
with-vpcs.html#Create-VPC EHHE R XS AAIL.

2. VPCO|M MEY MM REMIBH LI 2 https://docs.aws.amazon.com/vpc/latest/userguide/working-

with-vpcs.html#AddaSubnet B2 & E5HAAIL.

3. VPCZ QUAEAE AIRFEILICEH RFMIEH LI 2 https://docs.aws.amazon.com/vpc/latest/userguide/
working-with-vpcs.html#VPC_Launch_Instance EFHE2 & ZE5HAA|2.
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@  GitHub Enterprise

Instance: l i-0b4441c7242dfdB6T (GitHub Enterprise)

Description Status Checks

Instance 1D

Instance state
Instance type
Finding

Private DNS

Private IPs

Secondary private IPs

VPCID

Subnet 1D
Metwork interfaces
1AM role

GitHub Enterprise Server 217301 VPCE Al &35t

£ X SsHok gfLCt.

Instance ID

-0bd441cT242dfd86T

Monitoring Tags
i-0bd441cT242didBET

running

m&.xlarge

Opt-in to AWS Compute Optimizer for
recommendations. Learn more
i 5 -

east-2.compute.internal

vpc-al4933ch

subnet-75350e0f
ath0

ghe-EC2InstanceRole-
1OHLRWYXR1RHR

Elastic 1P: NI

Instance Type - Avallability Zone - Instance State - Status Ch
ms.xlarge us-east-2b & running & 2f2ch
_ N =]
Public DNS (IPvd)  ec2: us-
@ast-2. compute. amazonaws. com
IPva Public P I
IPvé IPs -
Elastic IPs I

Availability zone

Security groups

Scheduled events

AMIID

Platform details

Usage operation

Source/dest. check

us-east-2b

ghe-InstanceSecurityGroup-
1IEZ3GYA4DVNG. view inbound rules.
view outbound rules

No scheduled events

GitHub Enterprise Server 2.20.9
I
Linux/UNIX

Runinstances

True
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S AE7} VPC_CONFIG_FAILED_INITIALIZATION A Ej2 M&tz|M ol S AE| CH3H MEHSH VPC,
MY es Hot 5o X171 U7 2L = d&Lct.
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Server0i| HAM|AE Q& LICH CodeConnections0ll= GitHub Enterprise Server QIAEIA O 244
= Hot JF o EeEhLo.
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LR =7 2L MEX 7t0|E

- DNS MH IP7} 2|2 0f HBEIRUGLICH AZE 2 ?lo S8t ZAE 2laA0] X|EE VPCOH HAZE|
01 /= DHCP Mg S3&ll 0|E &olg 4 l&LCh X220l AmazonProvidedDNSOIA AFE A} X|
H DNS MHZE ORI HLE, Al AHE X X% DNS MHE ME3H7| A& Et AR ZAE/HZAQ| &S

O| ZX|ELIC}. o]l EXM|E siZastedH 7I1&E S AE
DNS MM E KA ELICE

Il
1=
x
ol

1 CHA| 44 5toq Ci| O|E{H| O] 20 Z[4A

- HE/3 ACL ™ o0| H4Z3E|0oq GitHub Enterprise Server 21 Z2}7} @|x|8t MEUlof CH8t HTTP ¢
A2 O Oo|d 3185t K| b&LCt.

« GitHub Enterprise Server2| CodeConnections & #+40| BHHEE|A&LICH URLs E= & 2ot &5
ot 2 M2 £H-35IH MXIE GitHub Enterprise Server 2IAEIA 9 CodeConnections Zt2| 44
O] Zo{& = JU&LICE

HE 3 CIE{HO|AE AMX|E

1
50
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« CodeConnectionsOflA 848t HERT CIEHO|AE S AEE AMA|GHOFDF AMK||E &= RUELICEH At

X7 8522 ANE == eiaLCh
- O] A< Ct3 WEtol Qlo{ofF ghLct.
ec2:DescribeNetworkInterfaces
ec2:DeleteNetworkInterface
GitHub Enterprise Server @422 2|8t #l&3 VPC Y E X QIE (PrivateLink) X a1l &2

® Note

VPCO| ¥& 3 A= X QIE (PrivateLink)E AIESIE S FHEl o440} #2348 EX| sHZE2 o] Al

ME FZXSHM L. Amazon VPC LiQ| GitHub Enterprise Server SAE T441} gtzdst 2 X
A2 SAEQ|VPC 74 =4l 8 MME FZTSIMR.

MXIE SZX Fof oigt A4E ddstn HH7EVPC Lo FEE=F X[EstH AWS
CodeConnections7t EA 5 30 cHEt VPC A= EZ QIE (PrivateLink) 7t AHS 22 M
GELICH O|FH stH = £ Sdll Amazon HIERTE Sl S AWS MH|AZ O|HE
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LR =7 2L MEX 7t0|E

CIO|E{E M&E = A&LICH REMIEH LHE & AWS CodeConnections ! QIE{HO|A VPC AIEZQIE
(AWS PrivateLink) EH#E & ZSHMAIR

AWS CodeConnections= EAE 0| CHEF Webhook VPC AIEXZQIEQS| £ F7|E 2| L|CH =
IZQIEE AX|5te{H ST SAE B|AAE AMX|SHoF & LICE.

« CodeConnections0i| A 445t 2
AL

+ Qe #5028

« 0| Z% 3 TEHo| QloJoF BfLC.

ec2:DescribeNetworkInterfaces
ec2:DeleteNetworkInterface

2020'A 118 24 O|™Hof| MMHEI s AEQ| X A

2020'A 112 242 EE{ AWS CodeConnections7} 3AEE MA§tH F£7} vPC ¢
(PrivateLink) X|¢40| M™HELICE O] YCIOIE7 M E|7| ol M8t SAEQ| AL o] 22X s Al
M A EEAMQ.

fjo
2]
P

REMIBH LI 2 AWS CodeConnections &! @IE{HH|0|A VPC 9 E X 91 E(AWS PrivateLink) EH
SHAAIL.

|
« 20207 112 24 O|™of| MME SAET| YT HEF0i VPC Y= ZQIE (PrivateLink)E Al 35124
cze

2020 112 24 O|Tof| M El ZAET} 1 AF 3 0{ VPC AEZEQIE (PrivateLink) & AIE3tEi=
a4

GitHub Enterprise Server0 Ciet ZAEE HHSIH €3 A=ZQIEJ} XIS 2 MG E LICEH OfA
@1Z40{= VPC PrivateLink &3 A= ZQIET} AFSELICH 2020H 112 242 0|0 SAEE Y
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-delete.html

A& 7tset HEle] ZEAEE THXE + YIS (VPC 27/)

AE7}F2020 A 118 24 o|™of| MM E|IX|BF ZAEof Ci$t CodeConnections & MM S 2t2 8
A< VPC 74 EE £ GitHub Enterprise Server QIAE AN EXM7F U7 MHEY £+ 9

GitHub Enterprise Server QIAE AT} GitHub &30 Cidt S4l HEZ EBE S ME5t2{™H VPC
o NAT HO|ESO|(EE= OF2HIRE QUL HA|A )7 EHEL|CH

Ojo

GitHub E2[ZX|E2|0f CHEF 22 MME &=
=A:

GitHub 2[ZX|E 2|0 CHEt A2 GitHub& AWS ZHUEE AIE5tEE 1AS Mdstei{™ 2|ZX[E
2lofl CH3H Z 5| ARA Bt i BElA HEto| WRErLICH

7ts 8t 12 & GitHub 2IZ X|E2|Q| HEH =& of CHEh RHM[EH LI& 2 https://docs.github.com/en/
free-pro-team@latest/github/setting-up-and-managing-organizations-and-teams/permission-levels-
for-an-organization MM FH XML,

|
(A%

|.

o
e

GitHub Enterprise Server 2173 ¢

2020'A 122 23 EE= 1 0|70 GitHub Enterprise Server g Mdx|et AL, =X Aol AH &
7| T8 MM A HEHE FoisloF & = QU&LICH GitHub Y AR A= CHS EHAl0f 2l SAEE MY

g AxIE ol HEhe HEUY +~ U&LICH

(® Note
GitHub Enterprise Server QIAEIAO|M CIS EHHE 223l oF 5+, GitHub & AR Xto{of &
L|Ct.

1. GitHub Enterprise Server2| ZZ2 & ARl /U= EECHR SM|AM [ (Settings)]| S MHEHEL
C.

2. [7HYX A% (Developer settings)|2 MBI CH S [GitHub 4(GitHub Apps)|2 MBS L|CE

3. YSEo|M AL ASE Yol o|F2 MEIT O MY st M [HEH L O|HI E(Permissions

and events)E MEHELICEH,
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-delete.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-create.html
https://docs.github.com/en/free-pro-team@latest/github/setting-up-and-managing-organizations-and-teams/permission-levels-for-an-organization
https://docs.github.com/en/free-pro-team@latest/github/setting-up-and-managing-organizations-and-teams/permission-levels-for-an-organization
https://docs.github.com/en/free-pro-team@latest/github/setting-up-and-managing-organizations-and-teams/permission-levels-for-an-organization

X 8t(Organization permissions) Otz 2| HH{(Members) U= HAM|A(Access) EELCHRO]|
M 217| T8 (Read-only)2 MEHEILIC,

QOrganization permissions

Members (i)

Organization members and teams.

Access: Read-only

Select an access level

Administration (3

lanage access to an organization

No access

~ Read-only

Webhooks (3)

» ) ] Read & write
lanage the post-receive hooks for an organization

Plan
@ _ Access: No access =
View an organization's plan

5. [AFS XA HZ2 F7HAd a note to users)]0ll 2IHIO|E O|R o CHEt MHEE FI}EHLICH Save
changes(#44 Ate XZEH)E MEHELICY.

GitHubOll 13 [ 38 @ F & : "A problem occurred, make sure cookies are
enabled in your browser" B2 = "An organization owner must install the GitHub app"

2

GitHub Z|ZX|E 2|0f T3t 7S 44524 GitHub TX| AR XF0{0F BHLICH T 5| A%0| ot 2|2
XIE2lol B2 2lZXIEE| AR Ato{ok BLICH =& ARKI7} ot CHE AbRto| (7S YHsH =X

AR Aol CHEr 20| *”“EI S 2F & stLbot ZAIELICH

A problem occurred, make sure cookies are enabled in your browser(2A|7} &Mz &LICH HEFR K
oM 7|7t &d3str|o] UK &QISHAAIL)

OR
An organization owner must install the GitHub app(Z= % A At7} GitHub & A x|5loF & LIC})

7hse =3: GitHub =X9| B|ZX|E2|9| 32 =& A7/ A7t GitHub 2|ZX|E2[of CHEF HAEE 4
Hof Erulct =% A0 ot 2|ZX|EE(Q] B2 EIZX|EE| &7 X010k B LI

- r

ol

IAM 2ol CHsll 2L 0] AA MH|A HFALE UO|o|Esor & & A&LICH

2024'A 32 290204 A{H|A 2| 0|2 0| AWS CodeStar Connectionso|A{ AWS CodeConnections
2 HZALIRELICH 20240 7 148 E 242 2|AA ARNcodeconnectionsOllA] 2o 9473
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2 é:’é:i. LICH & MH|A HSFA7F 25 Qe Elaas &0 AlS EAIEHLULICH 2£2 ALE5
0f MMEI Z|AA Q| MH|A MFAIE 2L|Clcodeconnections. A SDK/CLI EZlAAE BlAA
ARNcodeconnectionsOAE AI25I0 MEEILICH MME E|lAaA0s RSS2 E A MHH|A HFAL

7t A& Lt

CI=2 2 in AWS CodeConnectionsOll A MAE|E 2|AAQILICE

R
[> m

[m

ok

2

ARNcodestar-connectionsHME Al&sto{ HME E|laAE 2lAA ARNS| M MHHIA HFALR
O|§0| Ais2 2 HAL|X| ef&LICH M EI&AE HHSHH 634 MH[A x*EAFﬂ UE B|AATHEY

Z|L|Ct 22} codestar-connections AMH|A MEAFZF Q= IAM MR A MH|A HSE AR QL
= glaaols & SsHR| k&L Ct

tsEt = AL ElAA0 CHE HMA E= Het EXMIE YX|Sie{H O S 22 =&t

o M MHIA HF At CHEH IAM A S A|0|EFFLICH O K| oto™ 0|2 0| HAE|HLE MAME 2|
AAE IAM HHE MEY + &LICH

- 2& L= CLICDK/CFNE A&35t0 M MH|A HFALE M50 M MH|A HFALS| BIAAE
dlo|EgrL|CH

YAof &y, Elﬁé 2 Z7S MG GO0l EFLICE CHE M ME F MHIA HFAF ZFof

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"codeconnections:UseConnection"
1,
"Resource": [
"arn:aws:codestar-connections:*:*:connection/*",
"arn:aws:codeconnections:*:*:connection/*"
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ZE£E A8sto] HEE ElAAS| MH|A HFALZ QIEH Het 27

M 242 AF85tod MME 44 E|AA0|E codestar-connections AMH|A S AR Q)
AE35H0{ MEE 2lAA0] A2 MM MH xol=7F MH|A HF Alcodestar-
I.

@® Note
2024 7€ 1UEE| 242 2|4 A ARNcodeconnectionsOiA] @to| 12 MAdstLCt &
MHIA HEA7E 25 Qe BlAAE 240 AL EAIELIC

rH

=A

ZE£S MEs0{ U4 BlAAE WHE M= YHo|M codestar-connections MH|A HFALE A
g35lok gL|ct MA0ol M codeconnections MH|A HSFAITL Qe HMME A5t A2 222 M
25104 MME A4 ElAA0eE O 242 27 HAIX|7F EAIELICE

User: user_ARN is not authorized to perform: codestar-connections:action on
resource: resource_ARN because no identity-based policy allows the codestar-

connections:action action

Jtsst =™H ALE: 2£2 M504 MAEE 2|AA 0| B0 HAH of|A|eF Z o] HAH M 20 E M
H|A M5 Alcodestar-connections® Z&3HOF & L|Cto{|: 2£ 2 AWS CodeConnections AFH2 5}
0E€ MM5t7| @8t A,

GitHub Organizations2t Z2 X &g X|stes MX|E SZAe| B2 A8 7tstt ZAEE MY SHK|
f&LICH ZE| 0| Zt Aol Tl M| SAEE st CHE HESIT EEo SYUE HEE =il ok

gLt

« VPCID
« MEYlID
. HOFIE IDs
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-gheserver.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-gitlab-managed.html
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
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P EZE3S
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off F7I& IP =4

ChE ol AWS 2|

2™
O0/= M2 (2E2)(us-west-2)

0= S8 (HX|L|ot =58 )(us-east-1)

It

(ot

UHE)(eu-west-1)

=0

O

Al
ofn

£ (23t0|2)(us-east-2)

OFA|O} EHE Q¥ (A7} Z 2 )(ap-southeast-1)
Ot Alot EHE (A= L])(ap-southeast-2)
Ot AlO} EHHE (=

4 )(ap-northeast-1)

ST

15

H
+H

ZE E)(eu-central-1)
Ot Alot EHE (M2 )(ap-northeast-2)

OfA|of EHHE F(F HEOl)(ap-south-1)

‘e OtH| 2|7} (& Tt 2 F)(sa-east-1)

FHLICHE F

(ca-central-1)

T8t 7Lt Amazon EC2 QIARANM EH IP FALE 585t 2 T
Z7tetMl2. o|= A 6 GitHub R Bitbuckettt Z2 XS 4ol 1Z2E = U&LICEH

HE IR =T E2£2

HAAE It IP FATF LG E|of &L Tt

HoF AL E = JU&LICH RHMIEF Li82 2l &4

IP 324

35.160.210.199, 54.71.206.108, 54.71.36.205
3.216.216.90, 3.216.243.220, 3.217.241.85
34.242.64.82, 52.18.37.201, 54.77.75.62
18.217.188.190, 18.218.158.91, 18.220.4.80
18.138.171.151 18.139.22.70, 3.1.157.176
13.236.59.253, 52.64.166.86, 54.206.1.112
52.196.132.231, 54.95.133.227, 18.181.13.91
18.196.145.164, 3.121.252.59, 52.59.104.195
13.125.8.239, 13.209.223.177, 3.37.200.23

13.234.199.152, 13.235.29.220, 35.154.23
0.124

18.229.77.26, 54.233.226.52, 54.233.207.69

15.222.219.210, 35.182.166.138, 99.79.111
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https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable

= IP =4

S E () (eu-west-2) 3.9.97.205, 35.177.150.185, 35.177.200.225
Ol M (AZ|ZLIot S8 )(us-west-1) 52.52.16.175, 52.8.63.87

s (@ 2l)(eu-west-3) 35.181.127.138, 35.181.145.22, 35.181.20.200
SHASEE)(eu-north-1) 13.48.66.148, 13.48.8.79, 13.53.78.182
S(etr) (eu-south-1) 18.102.28.105, 18.102.35.130, 18.102.8.116
AWS GovCloud(O|Z S8) 18.252.168.157, 18.252.207.77, 18.253.18
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://docs.aws.amazon.com/codebuild/latest/userguide/security.html
https://docs.aws.amazon.com/codecommit/latest/userguide/security.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/security.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/security.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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"Action": [
"codestar-notifications:actionl",
"codestar-notifications:action2"
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"Action": "codestar-notifications:List*"

AWS CodeStar Notifications API 2i0f|= C}S0| =& EL|Ct.

* CreateNotificationRule
« DeleteNotificationRule
* DeleteTarget

* DescribeNotificationRule
* ListEventTypes

* ListNotificationRules
* ListTagsForResource

* ListTargets

* Subscribe
 TagResource

* Unsubscribe

* UntagResource

* UpdateNotificationRule
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* CreateConnection
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* DeleteConnection

* GetConnection

* ListConnections

* ListTagsForResource
 TagResource

* UntagResource

015 HEMO|3 E 22 AWS CodeConnections st24E0f|A{ Ct2 M8t M =ejo| T shi|ct.

* GetIndividualAccessToken
* GetInstallationUrl

* ListInstallationTargets
+ StartOAuthHandshake

* UpdateConnectionInstallation

2142 AWS CodeConnections AFE3tE{H0|AM CHS TEH A& Zredo| 2 ELiCt

* UseConnection
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_codestarnotifications.html#codestarnotifications-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_codestarnotifications.html#codestarnotifications-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_codestarconnections.html#codestarconnections-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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StLE7F AWS CodePipeline 23& &l IAM AFERH & A2 51T HHo| o|zof H= A4, A H
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ML =7 2E ARt 7tol=

CHE IAM AL R & 2 &tof= AWS CodeStar Notifications 2! AWS CodeConnections ZIAAE MM
StHLE =-HE & e HEHo| &Ll 8 AWS Management Console AWS CLIEEE AWS APIE
A835tod e =& E = &LICH IAM EE|RtE XI™HE 2|AA0M AP 2YE s™&E = U ™
gt2 ALE X2t H&hol|AH Foist= IAM HAZ MsHoF gLct O3 o g 2helAte g HErol 2R
8t IAM AF8AF EEE O Eof o|p{st Mg edZ4sH oF &L C}.

AWS CodeStar Notifications0i| CHEF & 2! ol K|

CH= XM2H M DL of| M= AWS CodeStar NotificationsE & 2|5t Ol =20 E £ &L,

A HMA BEIE Bl @D

rk

HE P

]

AWSCodeCommitFullAccess, AWSCodeBuildAdminAccess, AWSCodeDeployFullAccess,
AWSCodePipeline_FullAccess & 2|3 HAo|= 7HL A =7 2 &2 &0 CHet T HMAE &
Edt= Ch3 £0| ZF Lo U&LICH o|z{3h Eld HH F otz M E AHE R L Eol it
Amazon SNS FH|E o L gElst, FAol el AEXE 75 X 75 F A, L3 7Eo| O

o
Yoz MEHY FHE LIEY s U&LICH

® Note

2218 MAMol|M = 7| codestar-notifications:NotificationsForResources
MH|A Q| BlAA R0 EXE 42 ZH&LICE o & £0{ CodeCommitofl CHEH TR HAMA &

Ao M Zt2 arn:aws:codecommit : *lL|C}.

"Sid": "CodeStarNotificationsReadWriteAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:DeleteNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe"

1,

"Resource": "*",

"Condition" : {

"StringlLike" : {"codestar-notifications:NotificationsForResource" :
"arn:aws:<vendor-code>:*"}

}
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},
{

"Sid": "CodeStarNotificationsListAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
"codestar-notifications:ListEventTypes"

1,

"Resource": "*"

.
{

"Sid": "CodeStarNotificationsSNSTopicCreateAccess",

"Effect": "Allow",

"Action": [

"sns:CreateTopic",
"sns:SetTopicAttributes"”
1,
"Resource": "arn:aws:sns:*:*:codestar-notifications*"
},
{

"Sid": "SNSTopiclListAccess",

"Effect": "Allow",

"Action": [

"sns:ListTopics"

1,

"Resource": "*"

},
{

"Sid": "CodeStarNotificationsChatbotAccess",

"Effect": "Allow",

"Action": [
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:ListMicrosoftTeamsChannelConfigurations"

1,
"Resource": "*"
}
917| Mg wale wMol g2t pedE Het

AWSCodeCommitReadOnlyAccess, AWSCodeBuildReadOnlyAccess,

AWSCodeDeployReadOnlyAccess, AWSCodePipeline_ReadOnlyAccess £ 2% & 2Hoi= 2 2lof Cf
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22ld HAolA =74 7| codestar-notifications:NotificationsForResourcet
MHIA Q| BlAA &0 EHE k2 A &LICH 0E £04 CodeCommitol] CHEH &l HMA H
a

RO M ZE2 arn:aws:codecommit : * L|C}.

"Sid": "CodeStarNotificationsPowerUserAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:DescribeNotificationRule"

1,

"Resource": "*",

"Condition" : {

"StringLike" : {"codestar-notifications:NotificationsForResource"
"arn:aws:<vendor-code>:*"}
}
},
{

"Sid": "CodeStarNotificationsListAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListEventTypes",
"codestar-notifications:ListTargets"

1,

"Resource": "*"
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AWSCodeCommitPowerUser, AWSCodeBuildDeveloperAccess 2! AWSCodeBuildDeveloperAccess
2|3 HAols ol 3 HE|d MM = 5Lty M E JUR 7} 22le MM TR 2l 1 4 Qi
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® Note

22ld HAol =74 7| codestar-notifications:NotificationsForResourcee
MH|A 9| BlAA | EME 4t #A&LICH 0| & £01 CodeCommitod| CHEF A HMA H
ZHO M ZE2 arn:aws:codecommit : * L|C}.

"Sid": "CodeStarNotificationsReadWriteAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe"

1,

"Resource": "*",

"Condition" : {

"StringLike" : {"codestar-notifications:NotificationsForResource"
"arn:aws:<vendor-code>:*"}
}
},
{

"Sid": "CodeStarNotificationsListAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
"codestar-notifications:ListEventTypes"

1,

"Resource": "*"

"Sid": "SNSTopiclListAccess",
"Effect": "Allow",
"Action": [
"sns:ListTopics"
1,

"Resource": "*"
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{

"Sid": "CodeStarNotificationsChatbotAccess",

"Effect": "Allow",

"Action": [
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:ListMicrosoftTeamsChannelConfigurations™"

1,
"Resource": "*"
}

o: AWS CodeStar &2l ztz|5t7| @8t &2|Xt £=F &=

o| oMol ME AWS A X2l IAM A XFoi| 7| AWS CodeStar NOtIflcatI0n80| CHet A HMA H
£ F045t04 AISAIVL L2 AEO MR HEE HAEStT 22 &, Uid L o|HE RHE LPE"
T UL stedn FLICH EBF ALSRI7E S B #EE FII 2 HIOI_ L AHStESE HEstedn
Ct. O]= AWSCodeBuildAdminAccess, AWSCodeCommitFullAccess, AWSCodeDeponFuIIAccess,
AWSCodePipeline_FullAccess # 2|3 Hxo| U2 2 T & El &2 HEtn SS&H x| HAMA HAQ
LICt olz{8h 2t2l™ HA L} o1&t 7L K|2 AWS HIE Ao 23 & 23 7 =lof cHEt M4 el AA|
A HEHO| He B IAM ALERL, I8 E= JgofBh o|2{et 7ol ¥A dHS A8l ok gfLich.

lI°" fﬂ?l r_ox

|'

® Note
0| =0 = CreateNotificationRule 5{1&0| L& E|0] Q&LICH IAM AF A} EE= o4t
ofl0] HA0o| MEE ZE MEXt= Y ALS ATt SHE 2lAA KpAfof HMAE = i B9
o = AWS H|H0i - AWS CodeStar Notifications0lA X|¢5tE ZE ElAA R&oi CHsH &
TEE dEE = UAELICH o & S04 O] M E ER] 8 AHEXt= CodeCommit AFAf|of| CHEt
HA|A Mt Q10| CodeCommit 2IZK|E 2|0 CHEF LBl FEIS MME £ QlaL]ch

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AWSCodeStarNotificationsFullAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DeleteNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:ListNotificationRules",
"codestar-notifications:UpdateNotificationRule",

A B5H 7[et =3 of x| 250



LRt ET 2E

"codestar-notifications:
"codestar-notifications:

"codestar-notifications

"codestar-notifications

1,

"Resource":

"y

oi: AWS CodeStar Notifications AFZ01| CHEF 7|04A} =

Ol ofixo M= & 8 & 750t
OHM|A HEHS Ho4stx|DF ot =]

—|_|_

Subscribe",
Unsubscribe",

:DeleteTarget",
"codestar-notifications:

ListTargets",

:ListTagsforResource",
"codestar-notifications:
"codestar-notifications:

TagResource",
UntagResource"

. n
=

7.5*8 AWS CodeStar Notifications2| day-to-day A& 01| CHE
|

CHAF AMRIQH 22 Of THIIRHQI B dofl= So45t| of

og{1 gLICt. 0|= AWSCodeBuildDeveloperAccess, AWSCodeDeployDeveloperAccess &

AWSCodeCommitPowerUser 22|23 3=

M MBEls AMAet SLeLc

(® Note
O| H&of= CreateNotificationRule 51& 0| Z& E[o] JYU&LICH IAM ALE R EEE FE
ofo] BAo| MEE ZE ARtz Y ALEXI7} sllE Bl RhAof AMAE - gl B2
ol = AWS | of| A AWS CodeStar Notifications0| A X|H5t= 2E 2lAA R0l Cigt &
TEE dye = JGLICH o|& S01 0| WME ERE AHE XK= CodeCommit REA|of| CHEH
HM|A B Q10| CodeCommit 2| ZX|EE|0of CHEF B 7212 MMHE £ &Lct

"Version":
"Sid":
"Effect": "Allow",
"Action": [
"codestar-notifications

"2012-10-17",

"codestar-notifications

"AWSCodeStarNotificationsPowerUserAccess",

:CreateNotificationRule",
"codestar-notifications:
"codestar-notifications:
"codestar-notifications:

DescribeNotificationRule",
ListNotificationRules",
UpdateNotificationRule",

:Subscribe",
"codestar-notifications:
"codestar-notifications:

Unsubscribe",
ListTargets",
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"codestar-notifications:ListTagsforResource"

1,

"Resource": "*"

}

0i: AWS CodeStar NotificationsE A& 35t7| ?/8t read-only-level Z4=H

Ol ool M= HAEQ| IAM ALERHo|H AWS HIHo| ! =], Ch4, o[HE R&o
HM| A MEHS FostEdD §LICt o] iAol M= OlzEt &Sl BVIE 586t
£ e WS BodELICH 0l AWSCodeBuildReadOnlyAccess, AWSCodeCommitReadOnly,
AWSCodePipeline_ReadOnlyAccess 2|3 Mol 22 Z &l Mty SUFLICEH
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L)

|
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=
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"Version": "2012-10-17",
"Id": "CodeNotification__ReadOnly",
"Statement": [

{

"Sid": "Reads_API_Access",

"Effect": "Allow",

"Action": [
"CodeNotification:DescribeNotificationRule",
"CodeNotification:ListNotificationRules",
"CodeNotification:ListTargets",
"CodeNotification:ListEventTypes"

1,

"Resource": "*"

of cHer Het L o] AWS CodeConnections
C=2o| 2= M} o = AWS CodeConnectionsZE 2|5t Ol E80| 2 £ /&L Ch

Ol2{8t oliRl JSON H= BAIE ALS3H04 IAM K2 B
82 1AM A8 MBEMollA JSON B0l M 2 Mg

0oi: CLI AWS CodeConnections & AFE35lod MAMStT 2£S ALE35t0{ 27| 28 HA

AWS CLI EE= SDKE Al235lod A4e &0l MM Ela x|™H &
XtoflH = ct2n 22 #sto| Aetzlo] 9Jook ghct.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor

® Note
CHS HEtoto 2= Z2&0M 142 228 £ Qi&LICH Ch2 Mol HEtE FItsloF &L
Ct.
EES MESI{ MBSt HAEA SES 20, ElIE B0, (A4S AMIE5ie{H OIS HAME AL
LIC}
{

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ConnectionsFullAccess",

"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection",
"codeconnections:DeleteConnection",
"codeconnections:UseConnection",
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:TagResource",
"codeconnections:ListTagsForResource",
"codeconnections:UntagResource"

1,

"Resource": "*"
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MLR =T 2E AEXt7t0l=
@® Note
20244 78 1L E 2£2 2|24 ARNcodeconnectionsOlA 2+9| 9122 M §tLICt &
MHlA ME AL 25 9l Blass 20l A% EAIEUC
(® Note
ZE£2 A8sto] HME E|aA0| B2 O ofAet Zo| ER MEH Mol E MH[A HF
Atcodestar-connections® E & sloF gL|Ct.
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"codestar-connections:CreateConnection",
"codestar-connections:DeleteConnection",
"codestar-connections:GetConnection",
"codestar-connections:ListConnections",
"codestar-connections:GetInstallationUrl",
"codestar-connections:GetIndividualAccessToken",
"codestar-connections:ListInstallationTargets",
"codestar-connections:StartOAuthHandshake",
"codestar-connections:UpdateConnectionInstallation",
"codestar-connections:UseConnection",
"codestar-connections:TagResource",
"codestar-connections:ListTagsForResource",
"codestar-connections:UntagResource"
1,
"Resource": [
"
]
}
]
}
A BH 78 HA o & 254
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of: 22[E &t 22Xt =& HA AWS CodeConnections

O oMo M= AWS AHZH 2| IAM A& RLof| | CodeConnections0| CHEH x| BM|A HEtE £ 045t
0 AER7t HAE F74 UOI0|E U AXE = UTF st gLIC o= TR °”A'||* YMo =z,
AWSCodePipeline_FullAccess & 2|3 &0 i &L(Ct o|2{eh 22l M2

Y Aol dZo] cHet A 22| AMA HEto| HeEt IAM AFERE, 38 = °—’.'%E*01|FJ olz4t &7

of A MBS oi7ashol BrLICH

I

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ConnectionsFullAccess",
"Effect": "Allow",
"Action": [
"codeconnections:CreateConnection",
"codeconnections:DeleteConnection",
"codeconnections:UseConnection",
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:ListInstallationTargets",
"codeconnections:GetInstallationUrl",
"codeconnections:StartOAuthHandshake",
"codeconnections:UpdateConnectionInstallation",
"codeconnections:GetIndividualAccessToken",
"codeconnections:TagResource",
"codeconnections:ListTagsForResource",
"codeconnections:UntagResource"

1,

"Resource": "*"

oi: Ab&oll CHEt 7|0XF =& 24 AWS CodeConnections

Ol oMo MHE A ME HE M U H7(9F Z+2 CodeConnections2| day-to-day A& 01| CHEF Al
A HEHE R 045t X(EF 14 AMA|Qt 22 O mHo|EQl 2 dol= Fo{5t x| efog{m g LCt.

LS —

{
"Version": "2012-10-17",
"Statement": [
A4 B 7|8 H& of Al 255
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"Sid": "AWSCodeConnectionsPowerUserAccess",

"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection",
"codeconnections:UseConnection",
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:ListInstallationTargets",
"codeconnections:GetInstallationUrl",
"codeconnections:GetIndividualAccessToken",
"codeconnections:StartOAuthHandshake",
"codeconnections:UpdateConnectionInstallation",
"codeconnections:ListTagsForResource"

1,

"Resource": "*"

of: Ab& o]l CHEt read-only-level 2424 AWS CodeConnections

O| oMo ME HIZH | IAM AL REOI|H| A o| 40| CHEt

ol
21
CHAWS . O] (Mol MHE Ol2{Et &= el E7(|E 518sts YHE ddE += U

"Version": "2012-10-17",

"Id": "Connections__ReadOnly",

"Statement": [

{

"Sid": "Reads_API_Access",
"Effect": "Allow",
"Action": [
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:ListInstallationTargets",
"codeconnections:GetInstallationUrl",
"codeconnections:ListTagsForResource"
1,

"Resource": "*"
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0i: Vpcld ZHEHIAE F|& AtE5t0]1 EAE VPC Hat AE

CtZ od| Ko

M OZH2 Vpcld HEIAE 7|& AL85t0 2AE M &= HEIE XIHE VPCIL UE &
AEER MEtd = 2

"Version": "2012-10-17",
"Statement": [

{
"Sid": "VisualEditorQ@",

"Effect": "Allow",

"Action": [
"codeconnections:CreateHost",
"codeconnections:UpdateHost"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"codeconnections:VpcId": "vpc-EXAMPLE"

Ef2E AF235104 AWS CodeConnections 2|2 A0 CHEF SHA| A A0

2lAaA0 Ef27F AL HL Ef X|HE X[ HSHE MH|A0f CHE @ oM HMEE £+ U&LICH In
AWS CodeConnections, ElAA0E Ef27} g = e Y5 o= a7 =& E == U&L
CH IAM H3E MMSIHElD =7 7|18 AFE35to4C ?

- mo|zgtel 2laA0] 0|0 U= EfIE 7[RI 2 T ElAA0 CHH 2HUE =-E = U= ALSRL

Io
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CHZ oMol A= CodeConnections AF&XHoi| CHEF AWS HAHO| M Bl =Z4E K|
&FLCt.
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Example 1: 20| Ef1 7|8t Q] &

CHS EH&M2 A& X0 7| CodeConnectionsOlA{ AWS S MdE 4 Qe HEHE F£o{ELct
0|9 ftEd5to] HA2 Q& O0| ProjectA 250l Z& E Project EfE XIHst= ZS'-?—
CreateConnection 2! TagResource 22 F{EFLICt. aws:RequestTag 271 7|= IAM 27F
oM MEE &= = EfE Mo{st= ol A& ElLIC} aws:TagKeys 2742 Ef 7|o| CH/AEXHE T
2ot

{

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection",
"codeconnections:TagResource"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:RequestTag/Project": "ProjectA"

by

"ForAllValues:StringEquals": {
"aws:TagKeys": ["Project"]

}

}
}

Example 2: Z|AA Ef 7|8 201 &

2 HAMM2 AL X}oi 7| in AWS CodeConnectionsO| A 2lA A0 CHEH 2dE &5t 2|A A0 CH
Bt HEE VM2 = U HEtE Ro{Fct

O|et #tzd5to] A2 mo|=etQlof ProjectA 2/0| 28 El Project Ef7t QI & 22 5
S&LICH aws:RequestTag 27 7| IAM QEHUM MEE = Q) E Ei 2 & ANo{5t= o AHSEL
Ct. aws:TagKeys =742 Ef 7|o| CH/AZXHE FE & LIC.

"Version": "2012-10-17",

Ef2E AFE 304 AWS CodeConnections 24201 CHEH HAM|A o] 258
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"Statement": [
{

"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection",
"codeconnections:DeleteConnection",
"codeconnections:ListConnections"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/Project": "ProjectA"

},

"ForAllValues:StringEquals": {
"aws:TagKeys": ["Project"]

o 2| #7342 CodeBuild, CodeCommit, CodeDeploy, CodePipeline 2&2 £ &, [A%d(Settings)] EF A
2 AtA e THE R EF 2E0| T LHE o] &LICE 2&9| Lo HM A2 SHE AHH|A0 CH
gt Zteld W™ F St M E[UJLE &[4 HEH Bgho| Qlofok g LCt o|2{E HEH2 AWS H[H 9
AWS CodeStar Notifications 2! AWS CodeConnections 2|AA0| CHEE MR HEE LIPSt & =
UL E 5{838Hof ELICH =& T HEHECH O MEHAQl 2ot 21 7|et HAME ptEMH 2£0| s
Mo AZE THAM(IAM AFE R EE= g ol CHH S| =CHE 2 S 6t K| et &LICH O|2{et 2&0d| ChEt

OH M| AZE AWS CodePipeline Z & 5104 AWS CodeBuildoil CHEH M| A F8H £ 04 AWS CodeCommit
AWS CodeDeployoi| CHEt AtMIEH LIS 2 CHE FAE & T M.

» CodeBuild: CodeBuild0i| CHEF At ZF 7|8 HA A E

« CodeCommit: CodeCommit0i| CHEH 74 S 7|8h H& ALS

« AWS CodeDeploy:0i| CHEt Xt 24 & 4 HA|A 22| AWS CodeDeploy

« CodePipeline: IAM HA 2 A+E 504 HAMA |0

AWS CodeStar Notifications0ll= AWS & 2|28 MAo| giaL|ch €2 7|50 CHst BMAE X235t
™ ofol| LIPE! MH|A & StLtof| CHEH #2218 M2 & SHLFE M E5HHLE, AFR X EE= AIE{E|of £04
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https://docs.aws.amazon.com/codebuild/latest/userguide/security_iam_id-based-policy-examples.html#managed-policies
https://docs.aws.amazon.com/codecommit/latest/userguide/auth-and-access-control-iam-identity-based-access-control.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/security-iam.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/access-control.html
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St Xt St
of| 435l of

+ 0d: AWS CodeStar & 2lS &t2l5t7| I8t 2E|Xt =& HA

o
« 0f: AWS CodeStar Notifications AF20| Ci 8t 7|04K} =&

Af
R4 RH
[= 2

+ 0il: AWS CodeStar Notifications& A& 37| 2|8t read-only-level %4,

34 ZRHO| QL LIC A2 et2 57| QFt HEtoM M=
£ M| A0 AF2ELCE

AWS CodeConnections0l= AWS #2|¥
et ZHo| 7HY HEta HEto| =

KEMEH LHE2 O S AR E H s 2.

Z &= AWS CodeConnections
# M= AWS CodeConnections

- of: #2|E F ekt =
A
T [= 2!

+ 0Of: AL&0i CiEt read-only-level 424 AWS CodeConnections

« Of: AL8 0l CHEF 7[04}

AWS CLI .= AWS API':'._ EE5t= AL RH0IA|

=
stod= API A1t UX[St= 2ol AMAE 4

A-SXE7E RHdlo| HetEg & = ULF &8

O 6= IAM AFEAE7E RHEIO] ALE XL IDOY| AZE CIEIR H E[E GME 2 = UL E 585t
BHE g5t LS 20ELICH ol BHMol= 2 &0M E= AWS CLI 2= AWS APIE AH8 510
T2 YAHSR0| HUS Y - U= HEO| ZEELICH

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
iam:ListGroupsForUser",
iam:ListAttachedUserPolicies",
jam:ListUserPolicies",
iam:GetUser"
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"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"
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"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"

]
3,
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopicName",

"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
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AWS CodeStar Notifications= AWSServiceRoleForCodeStarNotifications AMH|A 9473 d&t2 A2 5t
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AWSServiceRoleForCodeStarNotifications AH|A 9473 dst2 A8t 2 £=5l7| ?I5H CIS MHIA S
AMZ|EFL|Ct

e codestar-notifications.amazonaws.com

@1: CloudwWatch Event rules that are named awscodestar-notifications-*0i| CH
PutRule

rok

bal

ok J

Fe4: CloudWatch Event rules that are named awscodestar-notifications-*0i CH
DescribeRule

@1: CloudwWatch Event rules that are named awscodestar-notifications-*0i| CH
PutTargets

o

=

rok

I.

A

1: create Amazon SNS topics for use with AWS CodeStar Notifications with
the prefix CodeStarNotifications-3t= CreateTopic

« %2d:all comments on all pull requests in all CodeCommit repositories in
the AWS accountOl CiEt GetCommentsForPullRequests

« &1 all comments on all commits in all CodeCommit repositories in the AWS
accountO CHEF GetCommentsForComparedCommit

« 51311 commits in all CodeCommit repositories in the AWS accountOi CHEF
GetDifferences
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A

F: all comments on all commits in all CodeCommit repositories in the AWS
ccountO CHEt GetCommentsForComparedCommit

L |

Fd: all commits in all CodeCommit repositories in the AWS accountOi CHSt
GetDifferences

« %Q1:3ll AWS Chatbot clients in the AWS accountOi CHE!
DescribeSlackChannelConfigurations

« &24: 311 AWS Chatbot clients in the AWS account©il CHEl
UpdateSlackChannelConfiguration

« %Q4: 311 actions in all pipelines in the AWS accountOd CHEt
ListActionExecutions

« %311 files in all CodeCommit repositories in the AWS account unless
otherwise taggedoil CHEt GetFile

AWSServiceRoleForCodeStarNotifications AH|A 9473 odstof CHEH Z4&H MHO|A{ CI2 X2 E £+

A& LICH.

"Version": "2012-10-17",
"Statement": [

{
"Action": [
"events:PutTargets",
"events:PutRule",
"events:DescribeRule"
1,
"Resource": "arn:aws:events:*:*:rule/awscodestarnotifications-*",
"Effect": "Allow"
.
{
"Action": [
"sns:CreateTopic"
1,
"Resource": "arn:aws:sns:*:*:CodeStarNotifications-*",
"Effect": "Allow"
},
{

"Action": [
"codecommit:GetCommentsForPullRequest",
"codecommit:GetCommentsForComparedCommit",
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"codecommit:GetDifferences",
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:UpdateSlackChannelConfiguration",
"codepipeline:ListActionExecutions"

1,

"Resource": "*",

"Effect": "Allow"

.
{
"Action": [
"codecommit:GetFile"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:ResourceTag/ExcludeFileContentFromNotifications": "true"
}
.
"Effect": "Allow"
}
]
}
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "AccessGitRepos",

"Effect": "Allow",

"Action": [

"codestar-connections:UseConnection",
"codeconnections:UseConnection"

1,

"Resource": [
"arn:aws:codestar-connections:*:*:connection/*",
"arn:aws:codeconnections:*:*:connection/*"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
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https://aws.amazon.com/compliance/resources/
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https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codeconnections-connection.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codestarconnections-connection.html
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https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-hosts
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-hosts
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-share.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-share.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/welcome-connections.html#welcome-connections-how-it-works
https://docs.aws.amazon.com/dtconsole/latest/userguide/welcome-connections.html#welcome-connections-how-it-works
https://docs.aws.amazon.com/dtconsole/latest/userguide/welcome-connections.html#welcome-connections-how-it-works-github-organizations
https://docs.aws.amazon.com/dtconsole/latest/userguide/welcome-connections.html#welcome-connections-how-it-works-github-organizations
https://docs.aws.amazon.com/dtconsole/latest/userguide/welcome-connections.html#welcome-connections-how-it-works-github-organizations
https://docs.aws.amazon.com/dtconsole/latest/userguide/troubleshooting-connections.html#troubleshooting-organization-host
https://docs.aws.amazon.com/dtconsole/latest/userguide/troubleshooting-connections.html#troubleshooting-organization-host
https://docs.aws.amazon.com/dtconsole/latest/userguide/troubleshooting-connections.html#troubleshooting-organization-host
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https://docs.aws.amazon.com/dtconsole/latest/userguide/using-service-linked-roles-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/using-service-linked-roles-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/using-service-linked-roles-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/integrations-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/integrations-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/integrations-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/welcome-hosts-workflow.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/welcome-hosts-workflow.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-gitlab-managed.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-gitlab-managed.html
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https://docs.aws.amazon.com/dtconsole/latest/userguide/repositorylinks.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/repositorylinks.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/syncconfigurations.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/syncconfigurations.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/using-service-linked-roles-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/using-service-linked-roles-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/using-service-linked-roles-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-gitlab.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-gitlab.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-gitlab.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/notification-rule-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/notification-targets.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/notification-targets.html
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https://docs.aws.amazon.com/dtconsole/latest/userguide/infrastructure-security.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/infrastructure-security.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/infrastructure-security.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/troubleshooting-GitHub-organization-owner.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/troubleshooting-GitHub-organization-owner.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/troubleshooting-GitHub-organization-owner.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-tag.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-tag.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-github.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-github.html
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-hosts.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-hosts.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/welcome-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/welcome-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/concepts-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/getting-started-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/getting-started-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-tag.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-tag.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-tag.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/limits-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/troubleshooting-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/cloudtrail-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/cloudtrail-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/cloudtrail-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-access
https://docs.aws.amazon.com/dtconsole/latest/userguide/notification-rule-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/notification-rule-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/notification-targets.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/notification-targets.html
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