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* create-private-virtual-interface (AWS CLI)

» CreatePrivateVirtuallnterface(AWS Direct Connect API)
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* create-transit-virtual-interface(AWS CLI)

+ CreateTransitVirtuallnterface(AWS Direct Connect API)
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+ describe-direct-connect-gateway-attachments (AWS CLI)

» DescribeDirectConnectGatewayAttachments(AWS Direct Connect API)
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+ delete-bgp-peer (AWS CLI)
» DeleteBGPPeer(AWS Direct Connect API)
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 update-virtual-interface-attributes (AWS CLI)
« UpdateVirtuallnterfaceAttributes(AWS Direct Connect API)
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 delete-virtual-interface (AWS CLI)
» DeleteVirtuallnterface(AWS Direct Connect API)
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 confirm-private-virtual-interface (AWS CLI)

» ConfirmPrivateVirtuallnterface(AWS Direct Connect API)
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« confirm-public-virtual-interface (AWS CLI)

» ConfirmPublicVirtuallnterface(AWS Direct Connect API)
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 confirm-transit-virtual-interface(AWS CLI)

» ConfirmTransitVirtuallnterface(AWS Direct Connect API)
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» associate-virtual-interface(AWS CLI)

» AssociateVirtuallnterface(AWS Direct Connect API)
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https://docs.aws.amazon.com/cli/latest/reference/directconnect/associate-virtual-interface.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AssociateVirtualInterface.html
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 associate-connection-with-lag (AWS CLI)

+ AssociateConnectionWithLag(AWS Direct Connect API)
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» CreateDirectConnectGatewayAssociationProposal(AWS Direct Connect API)
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» DeleteDirectConnectGatewayAssociationProposal(AWS Direct Connect API)
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"directconnect:Describe*",
"ec2:DescribeVpnGateways"

1,

"Resource": "*"

}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"
1)
"Resource": "*"
}
]
}
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dxcon arn:${Partition}:directconnect:
${Region}:${Account}:dxcon/${Con
nectionId}

dxlag arn:${Partition}:directconnect:
${Region}:${Account}:dxlag/${Lag
Id}

dx-vif arn:${Partition}:directconnect:
${Region}:${Account} :dxvif/${Vir
tualInterfaceld}

dx-gateway arn:${Partition}:directconnect::
${Account}:dx-gateway/${DirectC
onnectGatewayId}

5

ol

ARN & Alof| CHEt REAIEH LI 2 Amazon 2|44 O|F(ARNs) 2 AWS MH|A HYAHO|AE FE
NL.

o€ £0f, MHEO| dxcon-11aa22bb QIE{HO|AE X|ZSlE{H CIS ARNS AL EFLICE

"Resource": "arn:aws:directconnect:us-east-1:123456789012:dxcon/dxcon-11aa22bb

.
L

EH A™Hol| &5t ZE 7He QIEHH0[AE X[H5E{H A LUEFHE(H)E AHSELICEH
"Resource": "arn:aws:directconnect:*:*:dxvif/*"

EI*/\Z M A517| —.—I?_ A 22 LR Direct Connect 242 §H E|AL0M &E = QgL

"Resource": "*"

Direct Connect 2| A& A A
oM HO|El ElAA REE FXSIMR. Z 2[AA9 ARNE X|HE = e HYE 2olE 2™ Direct

Connect7} Ho|8t Ztdg AT 3HAMIL.

Direct Connect2| ID & A X4 of x| 210


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsdirectconnect.html#awsdirectconnect-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsdirectconnect.html#awsdirectconnect-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsdirectconnect.html#awsdirectconnect-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsdirectconnect.html#awsdirectconnect-actions-as-permissions

AWS Direct Connect INT=IY A To] =]

DescribeConnections, DescribeVirtuallnterfacesDescribeVirtuallnterfaces
DescribeDirectConnectGateways, Describelnterconnects == DescribeLags0l CH8H IAM 242 A H |
Resource ZE0f 2|AA ARN EE& 0[Q|9] 2|AA ARN INEO| * X|HE HR API & 01IA-I_'.:_ U x|

2|44 ID7F MEE|X| of= 8 KIHEIO| LM5HK| Effect SLALICH 2L IAM 2 M HolM

she

E E™ 2AA IDOHAl 2| AA*Z NMBSHH X|HETF Effect ZSELICH

Ct2 oA 280 connectionId MEEffectkl k| &2 AEH0 A DescribeConnections
ol S ELM X|HE &£ HB35HK| et&LICH

"Statement": [

{
"Effect": "Allow",
"Action": [
"directconnect:DescribeConnections"
1,
"Resource": [
"arn:aws:directconnect:*:123456789012:dxcon/*"
]
1,
{
"Effect": "Deny",
"Action": [
"directconnect:DescribeConnections"
1,
"Resource": [
"arn:aws:directconnect:*:123456789012:dxcon/examplel"
]
}
]

ac{Lt CIS oMM E "Effect": "Allow"7} 20| X|HE[RAE=X]| o4 0f B7H[gI0| *7} IAM
H 20| Resource ZEO| MEEIRS 22 connectionIdE DescribeConnections 2iof A2
FLICE,

IIO|| J)lu

"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:DescribeConnections

]I

"Resource": [

"y
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AWS Direct Connect NE=IN ] o] )=
ol2{2t RE{E|7} Direct Connect 2& S A% AHSE 4 QTS 524 CH2 AWS ZH2H HMT A
Eloi| @dZAgfLICt RtAIEH LHE 2 IAM AFE DB M| ALEXI0[AH Het F7HE FZFHMIR
directconnect
AWS CLI E= AWS APIN|ZF S £5t= AFS RO CHE =4 2& HEE 8 Ee= dgUch o
CHal =™dstEis APl 21 dat U X5t 2o EF HMAE = JUEF gFLct
MERXIZE RHAIO] HEHE 2 = ULE 5
Ol olMl= IAM ALERE7L RE2lo| ALE R} IDO| @A E 2I2te! | EFEI% HME 2+ ULE 585t=
BHE ddst= s 2oiF LT o] BMol= 2&0|M 2= AWS CLI EE= AWS APIE AHE 5104
T2 WAool HelE #R Y 4 Ak Herol Tl Us LD
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"ijam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
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AWS Direct Connect MEX

"Resource": "*"

AWS Direct Connect0| CHS 217| & M A

CHS oA H2H20d CHEt 17| HM|A HEHS F 048 LICH AWS Direct Connect.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"directconnect:Describe*",
"ec2:DescribeVpnGateways"

1)

"Resource": "*"

}
]
}

AWS Direct Connect0i| CHEH & MM A

CHS of|Al| 220 CHEE T HMA HEHES £0{ELICH AWS Direct Connect.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"
1,
"Resource": "*"
}
]
}
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Direct Connect At &8 7|8 2 ol &|(Ei2 7|HF = ALS)

Bl 7| Z7E ME5Hod ElAa4 & 2o CHEr HAl Mofg = JA&Lict EFHIAM HAo|M =
U2 AI8sto{ ElAA EE QN SH ElT 7|18 MEE + A=K 047 E WMo{g & JU&LICH

IAM Ao 2 Ef T2 0|25t HE{S IAM AIR MEMO|M Ef2E 0|23 HAM|A FNo{E ZE5HA

Ef1E 7|8t 2 5F= Direct Connect 7H4f QIE{H O|A 44

CIS odlolME Ef 20l 4 7| & preprod = ZZ2EM Zfo| & El Z20i B 7H4F QIE{H|0|A 9| ¢
e k=2 3{23}2 A1RXHS AH A o
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:AssociateVirtualInterface"
1,
"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": [

"preprod",
"production"
]
}
}
1,
{
"Effect": "Allow",
"Action": "directconnect:DescribeVirtualInterfaces",
"Resource": "*"
}
]
}

Ef2E 7|gte = st= 2ol Cheh A4 Ko

IAM HEo| ZZE AF8st0o{ AWS 2|40 Y& X|HetE QoM HEE = U= B2 9I-7,t |
0{E XMo{E + AU&LIC CFS KoM E BT B8 7|t A Z2E EE Z2HM ZI0| 2
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I B0 Bt AWS Direct Connect TagResource 2242 A& 35104 7t4&f QIE{H|O|A0| E{OE HAZEE
= UL E §85te g M5t YHS EoiELICH 2 M2 A ForAllvalues HEXE
aws: TagKeys =74 7|2} &7 At835t0od Lo 7| #E0 3{8E S EAIFLICH

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "directconnect:TagResource",
"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": [
"preprod",
"production"

}I

"ForAllValues:StringEquals": {"aws:TagKeys": "environment"}

ENl2 7| Ao

IAM B0l A T712 AFS 5t ElAA EE 20| S5 Bl 7|8 ASE + AUSK 04 E Hojg +

A& LICt

CHE ool M= Bl 7| B E0IMEF, E[AA0 BT E XHE = U= SHMS dEE A= GHEE

o1& LICtH.

{

"Version": "2012-10-17",

"Statement": {
"Effect": "Allow",
"Action": "directconnect:TagResource",
"Resource": "*",
"Condition": {

"ForAllValues:StringEquals": {
"aws:TagKeys": [
"environment"
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}
}

of CHEF MH|A 244 & AWS Direct Connect
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AWSServiceRoleForDirectConnect AH|A 9174 482 2|3 &=
AwSDirectConnectServiceRolePolicyS(E) AFS&LILCt.
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{
"Version": "2012-10-17",
"Statement": [
{
"Action": "iam:CreateServicelLinkedRole",
"Condition": {
"StringLike": {
"iam:AWSServiceName": "directconnect.amazonaws.com"
}
},
"Effect": "Allow",
"Resource": "*"
.
{
"Action": "iam:GetRole",
"Effect": "Allow",
"Resource": "*"
}
]
}
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
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AN EHm| BHAlE 2 23 MEQLICt Ze st ZE £ 2 AWS Direct Connect %1€ &1 UEX|
OILICH RtM[E LI 2 M8 L AR ¢4 EHlg FRSHAAIR.

HE ™S ddsteiH

1. X 2|T12| AWS Direct Connect 9| %x|1& AEELICE HHEtE S0 A4S H™YstORL 6t

@Ixlofl CiEr I ZEE XMo{SLICH

aws directconnect describe-locations

{
"locations": [

{
"locationName": "City 1, United States",
"locationCode": "Example Location 1"

1,

{
"locationName": "City 2, United States",
"locationCode": "Example location"

}
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https://docs.aws.amazon.com/cli/latest/userguide/
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]
}
2. HZES ddstn 0|, ZE & I QIR Z =& XIZFLICH gherEl E240l M HZEE IDE
ELICH CHZ B A0 A LOA-CFAE ¥ 22{™ 0| ID7t E et

aws directconnect create-connection --location Example location --bandwidth 1Gbps
--connection-name "Connection to AWS"

"ownerAccount": "123456789012",
"connectionId": "dxcon-EXAMPLE",
"connectionState": "requested",
"bandwidth": "1Gbps",

"location": "Example location",
"connectionName": "Connection to AWS",
"region": "sa-east-1"

2EtAH|: LOA-CFACIRZ2E

ale

L8 F0|= describe-loa BHEE ME50{ LOA-CFAE 71X E = &LICH &3
olg s

base64 QAT ELICE 22 LOA LI 2 F &t CIZE 6104 PDF mt U HHsloF &LICt.

=2
=

Linux EE= mac OSE AI23510{ LOA-CFAE 7t {™

ol oMol e HEQ| 0t x|2t £ 20| base64 FECIEIE AHE5I0{ LIES
U2 LHEHL|CH

aws directconnect describe-loa --connection-id dxcon-fg31dyv6 --output text --query
loaContent|base64 --decode > myLoaCfa.pdf

WindowsE Al27310{ LOA-CFAE 71X |

— =

O| oMol M= £=40| myLoaCfa.base64ct 5t THUZE FEELICEH F Hm B
SEIE|E ArE5tod IS Cl|R Yt £342 PDF IHUE LHE

aws directconneawsct describe-loa --connection-id dxcon-fg31dyv6é --output text --query
loaContent > myLoaCfa.base64

287 LOA-CFALIRZEE

HEIL certutil &
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cextutil -decode myLoaCfa.base64 myLoaCfa.pdf

AWS Direct Connect 142 FE8 £0i= 714 QIE{H0|AE M504 AR E A|ZHSHOF & LICH 7+
A ZlolY! QE{H O|AE MAMG0{ VPCO| HAAE 4+ U&LICH EE HEZ! 714 QIE{HO|AS MM
5tod VPCO 9 AWS MH|A0] AZ8E £ &LICH IPv4 EEE IPve EEHEIE X|@stE 714 QIE{H|

O|AE BtE == U&LICH
AlZFStZ| ol TR E == the section called “7t& QIE{H|O|A T4 R74" EHO| He RS o dlA|
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1. VPCO| HAZE 7t& Z20|H! HO|E/ 0]Q] ID(vgw-xxxxxxxx)E ©&LICt CtS EH0IM 7 2l
E{H|O|AE 4+dstE{H of ID7 EELch

aws ec2 describe-vpn-gateways

{
"VpnGateways": [
{
"State": "available",
"Tags": [
{

"Value": "DX_VGW",
IlKeyll: IlNamell

1,
"Type": "ipsec.1l",
"VpnGatewayId": "vgw-ebaa27db",
"VpcAttachments": [
{
"State": "attached",
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"VpcId": "vpc-24f33dad"

2. 7t4 ZEto|8! QIE{H|O|AE MAMELICE O|F, VLAN ID & BGP At AlAHE H3(ASN)E XIH
sHok gfLICH.

IPv4 EE{E o] 22 BGP I|0{& MlMof 2t BoflAM Z2to[H! IPv4 FAT7F L[ RHA| IPv4
FAE KIY8 L AmazonO| CHA FAE MM S & & U&LICH O HIFMIME IPv4 F
A7h SEELCH

aws directconnect create-private-virtual-interface --

connection-id dxcon-fg31dyv6 --new-private-virtual-interface
virtualInterfaceName=PrivateVirtualInterface,vlan=101,asn=65000,virtualGatewayId=vgw-
ebaa27db,addressFamily=ipv4

{
"virtualInterfaceState": "pending",
"asn": 65000,
"vlan": 101,

"customerAddress": "192.168.1.2/30",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fg3ldyve6",
"addressFamily": "ipv4",
"virtualGatewayId": "vgw-ebaa27db",
"virtualInterfaceId": "dxvif-ffhhk74f",
"authKey": "asdf34example",
"routeFilterPrefixes": [],
"location": "Example location",
"bgpPeers": [
{
"bgpStatus": "down",
"customerAddress": "192.168.1.2/30",
"addressFamily": "ipv4",
"authKey": "asdf34example",
"bgpPeerState": "pending",
"amazonAddress": "192.168.1.1/30",
"asn": 65000
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"customerRouterConfig": "<?xml version=\"1.0\" encoding=
\"UTF-8\"?>\n<logical_connection id=\"dxvif-ffhhk74f\">\n <vlan>101</
vlan>\n <customer_address>192.168.1.2/30</customer_address>\n

<amazon_address>192.168.1.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>
\n <bgp_auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
amazon_bgp_asn>\n <connection_type>private</connection_type>\n</
logical_connection>\n",

"amazonAddress": "192.168.1.1/30",

"virtualInterfaceType": "private",

"virtualInterfaceName": "PrivateVirtualInterface"

IPv6 ECHES X|5tE 7Ha ZEI0|E! QIE{H|O|AE MM5iE{d {2 SUSH HHS AL SHAM
addressFamily Zt2tO|E{0d| CHEF ipveE K|HEILICH AFXIE o=l MM XEA]| IPv6
FAE X|HE £ gieM, AmazonO| AFEXHO|AH| IPve FAE 2 EHLICE.

3. XML EACR BIRE 74 HEE Hed™ M8t 714 QB Ho|AE MHEFLICH --query Ttet
O/E{E AF835104 customerRouterConfig MEE F&31T --output IIZIO|E|E ALl A
o2 IEEIEZ HIAEE A MELICH

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-ffhhk74f
--quexry virtualInterfaces[*].customerRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"7?>

<logical_connection id="dxvif-ffhhk74f">
<vlan>101</vlan>
<customer_address>192.168.1.2/30</customer_address>
<amazon_address>192.168.1.1/30</amazon_address>
<bgp_asn>65000</bgp_asn>
<bgp_auth_key>asdf34example</bgp_auth_key>
<amazon_bgp_asn>7224</amazon_bgp_asn>
<connection_type>private</connection_type>

</logical_connection>

7hAF HE2] QIE{m| 0| A AiAd

1. 7ha Zato|! QIE{H|O|A S M AI5HE4T 0|2, VLAN ID X BGP AHE A|AE 8135 (ASN)E X|
SOk & LCt.

VAl
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e, IPv4 EEiE 9| 2 BGP I|o13 M|4o| Zt l=of CHE H=2| IPv4 A& X|™Est1L, BGP
Sofl 22 HEE IPv4 Z= & XIGsHok ELICE ofef oiXol M= IPv4 EEiEE 21T 7t

aws directconnect create-public-virtual-interface --

connection-id dxcon-fg31dyv6 --new-public-virtual-intexface
virtualIntexfaceName=PublicVirtualInterface,vlan=2000,asn=65000,amazonAddress=203.0.113.1/
{cidr=203.0.113.4/30}]

{
"virtualInterfaceState": "verifying",
"asn": 65000,
"vlan": 2000,

"customerAddress": "203.0.113.2/30",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fg31ldyve",
"addressFamily": "ipv4",
"virtualGatewayId":
"virtualInterfaceId": "dxvif-fgh@hcrk",
"authKey": "asdf34example",
"routeFilterPrefixes": [

{
"cidr": "203.0.113.0/30"
3,
{
"cidr": "203.0.113.4/30"
}
1,
"location": "Example location",
"bgpPeers": [
{
"bgpStatus": "down",
"customerAddress": "203.0.113.2/30",
"addressFamily": "ipv4",
"authKey": "asdf34example",
"bgpPeerState": "verifying",
"amazonAddress": "203.0.113.1/30",
"asn": 65000
}
1,
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"customerRouterConfig": "<?xml version=\"1.0\" encoding=\"UTF-8\"?
>\n<logical_connection id=\"dxvif-fgh@hcrk\">\n <vlan>2000</
vlan>\n <customer_address>203.0.113.2/30</customer_address>\n
<amazon_address>203.0.113.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>
\n <bgp_auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
amazon_bgp_asn>\n <connection_type>public</connection_type>\n</logical_connection>

\n",
"amazonAddress": "203.0.113.1/30",
"virtualInterfaceType": "public",
"virtualInterfaceName": "PublicVirtualInterface"
}

IPv6 ECHEE X|HstE 7t =2 QB 0|AE 4 d5tE{H BG g IPv6 2t E
£ X|gg = A&LICH A8 A= T3 Mol CHal IPve FAE X|HE = 9.1 H, AmazonO|

ALEXtoll A 1Pve FAE SR LICE ot ool ME IPve ECiEE fI8F 7 HEZ! QIE{H[ O]
AE HEELICH
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oI

HL
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aws directconnect create-public-virtual-interface --

connection-id dxcon-fg31dyv6 --new-public-virtual-intexface
virtualIntexfaceName=PublicVirtualInterface,vlan=2000,asn=65000,addressFamily=ipv6, routeFi
{cidr=2001:db8:64ce:ba01::/64}]

2. XML AR BIRE 74 HEE Eed™ M8t 714 QB H o|AE MHEFLICE --query Ttet
O/E{E AF835104 customerRouterConfig MEE F&31T --output IIZHOIE{E AL A
oz IEEI EZ HIAEEZ T M8LIC

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-fghOhcrk
--query virtualIntexfaces[*].customexRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"7?>

<logical_connection id="dxvif-fgh@hcrk">
<vlan>2000</vlan>
<customer_address>203.0.113.2/30</customer_address>
<amazon_address>203.0.113.1/30</amazon_address>
<bgp_asn>65000</bgp_asn>
<bgp_auth_key>asdf34example</bgp_auth_key>
<amazon_bgp_asn>7224</amazon_bgp_asn>
<connection_type>public</connection_type>

</logical_connection>
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Example 0i: CreateConnection

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:usexr/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z2"

}I
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"eventTime": "2014-04-04T17:28:16Z2",

"eventSource": "directconnect.amazonaws.com",
"eventName": "CreateConnection",

"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",

"requestParameters": {
"location": "EqSE2",
"connectionName": "MyExampleConnection",
"bandwidth": "1Gbps"

},

"responseElements": {
"location": "EQSE2",
"region": "us-west-2",
"connectionState": "requested",
"bandwidth": "1Gbps",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fhajolyy",
"connectionName": "MyExampleConnection"

}I

Example 0i: CreatePrivateVirtuallnterface

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z2"

AWS Direct Connect 21 I} &5 0|5l
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}
I
"eventTime": "2014-04-04T17:39:557",
"eventSource": "directconnect.amazonaws.com",
"eventName": "CreatePrivateVirtualInterface",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Coral/Jakarta",
"requestParameters": {

"connectionId": "dxcon-fhajolyy",
"newPrivateVirtualInterface": {
"virtualInterfaceName": "MyVirtuallInterface",

"customerAddress": "[PROTECTED]",
"authKey": "[PROTECTED]",

"asn": -1,

"virtualGatewayId": "vgw-bb@9d4a5",
"amazonAddress": "[PROTECTED]",

"vlan": 123

iy

"responseElements": {
"virtualInterfaceId": "dxvif-fgg6lméw",
"authKey": "[PROTECTED]",
"virtualGatewayId": "vgw-bb@9d4a5",
"customerRouterConfig": "[PROTECTED]",

"virtualInterfaceType": "private",

"asn": -1,

"routeFilterPrefixes": [],
"virtualInterfaceName": "MyVirtualInterface",
"virtualInterfaceState": "pending",
"customerAddress": "[PROTECTED]",

"vlan": 123,

"ownerAccount": "123456789012",
"amazonAddress": "[PROTECTED]",
"connectionId": "dxcon-fhajolyy",
"location": "EQSE2"

iy
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Example 0i: DescribeConnections

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z2"

},

"eventTime": "2014-04-0Q4T17:27:287Z",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeConnections",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",
"requestParameters": null,
"responseElements": null

iy

Example 0i: DescribeVirtuallnterfaces

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",

AWS Direct Connect 21 I} &5 0|5l
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"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z"

}
}
I
"eventTime": "2014-04-04T17:37:53Z7",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeVirtualInterfaces",

"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",

"requestParameters": {
"connectionId": "dxcon-fhajolyy"

},

"responseElements": null

}I

AWS Direct Connect 21 I} &5 0|
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