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® Note
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VPCO| HMASIESE +MHE = JU&LICt metAM B Direct Connect 22 AL&3H0{ CHE 2 M
HIAE F34E 5 QU&LICH AFS A7} H{E 2] AWS MH|A0| HMASHE CHE 2|9 VPCO| HM A}
E #HQI0| 2E HERKZ ECER2 AWS 22 HEQT o ol U&LICH

Al

HA Mo =R EO| 2 E O|0|H &2 #HA M 0B TE 2322

o=
= S
Zoi CHst XEA|8t 2 E = AWS Direct Connect M|5 HE I 0|X|o| 22 EHHE HXSAML.
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https://aws.amazon.com/directconnect/pricing/
https://aws.amazon.com/directconnect/pricing/
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policies and BGP communities EH & & X35t AAI2.

2 2|79 H{E 2] AMH|A0f HAMA

o 2[de| HEE Elaao] HAMASIE{H HER] 7t QIE{H0|AE M5t P(Border
Gateway Protocol) MM2 %50k B LICH REAMIBH LEE 2 7+4 QIEmo|A & S AR 714 QIE{H O]

A MM HESHMR.
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% o
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https://docs.aws.amazon.com/general/latest/gr/aws-ip-ranges.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Scenarios.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/welcome.html
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- EZfE 9| SXX|= Amazon HEE HFAt0{0F B LICH 47 To|H 2t -2 X|#H=X| et&LCt

+ Direct Connect = 2HI2E IHZ! EEZ S £&5t0{ EClEC| AA T Z D E HFAFOM AIZHE|R
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® Note

. AWS == IO AWS IP =4 2| JSON I} ip-ranges.json0il LIQEE HF A= AWS
= 2o et B ELLc
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» CreateConnection(Direct Connect API)
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 describe-loa (AWS CLI)
» DescribeLoa(Direct Connect API)
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 associate-mac-sec-key(AWS CLI)

» AssociateMacSecKey(Direct Connect API)
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» DisassociateMacSecKey(Direct Connect API)
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+ ConfirmConnection(Direct Connect API)
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» DeleteConnection(Direct Connect API)
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https://console.aws.amazon.com/directconnect/v2/home
https://docs.aws.amazon.com/cli/latest/reference/directconnect/describe-connections.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeConnections.html
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» allocate-private-virtual-interface (AWS CLI)

+ AllocatePrivateVirtuallnterface (Direct Connect API)
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« allocate-public-virtual-interface (AWS CLI)
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+ ConfirmPrivateVirtuallnterface (Direct Connect API)
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» ConfirmTransitVirtuallnterface(Direct Connect API)
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+ create-vpn-gateway(AWS CLI)

* New-EC2VpnGateway(AWS Tools for Windows PowerShell)
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- AttachVpnGateway(Amazon EC2 # 2| API)
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+ Add-EC2VpnGateway(AWS Tools for Windows PowerShell)
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* describe-direct-connect-gateway-associations(AWS CLI)

» DescribeDirectConnectGatewayAssociations(Direct Connect API)
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 delete-direct-connect-gateway-association(AWS CLI)

» DeleteDirectConnectGatewayAssociation(Direct Connect API)
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» delete-direct-connect-gateway-association-proposal(AWS CLI)

» DeleteDirectConnectGatewayAssociationProposal(Direct Connect API)
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https://docs.aws.amazon.com/cli/latest/reference/directconnect/tag-resource.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/data-protection.html#encryption-transit
https://aws.amazon.com/answers/networking/aws-single-data-center-ha-network-connectivity/
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"directconnect:Describe*",
"ec2:DescribeVpnGateways"

]I

"Resource": "*"

}
]
}
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"
1,
"Resource": "*"
}
]
}
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"Statement": [

{
"Effect": "Allow",
[

"Action":
"directconnect:DescribeConnections

1,
"Resource": [
"arn:aws:directconnect:*:123456789012:dxcon/*"

iy

"Effect": "Deny",

"Action": [
"directconnect:DescribeConnections"

iE
"Resource": [
"arn:aws:directconnect:*:123456789012:dxcon/examplel"

}
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"Resource":
nin
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

Direct Connect0il CHEl 17| & HMA

:usernamel}"]
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JSON

"Version":"2012-10-17",
"Statement": [

Direct Connect2| ID & A X4 of x|

212



AWS Direct Connect Add a permission2|

{

"Effect": "Allow",

"Action": [
"directconnect:Describe*",
"ec2:DescribeVpnGateways"

]I

"Resource": "*"

}

Direct Connect0ll CHEF & HM|A

CHS ofl A H2H 20 CHEt ™A HMA HEHS 2 04ELICH Direct Connect.

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"
]I
"Resource": "*"
}
]
}
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Ef1E 7|8t 2 5= Direct Connect 7H4 QIE{H| O|A 44

CHS ool A= B0

23 7| Y preprod = Z=EHM 7ho| e E 0B 7He QlE{H 0]A 9| ¢
22 58t YME dEg = Us gHE 2oiELICH

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:AssociateVirtualIntexface"
1,
"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": [
"preprod",
"production”

}
},

{
"Effect": "Allow",

"Action": "directconnect:DescribeVirtualIntexrfaces",
"Resource": "*"
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JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "directconnect:TagResource",
"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment™: [
"preprod”,
"production”

Y,

"ForAllValues:StringEquals": {"aws:TagKeys": "environment"}

El2 7| X|od
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CHE ool A EAT 7] BHZOIMEY, BlAA0 BIIE RIBE 4+ U HAS MAuE 4 s wHS B

o4& LICH.

JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "directconnect:TagResource",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"environment"
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&t 7| Q|5 A= Direct Connect 2+ &7 AL StE IAM IDO| 2 H

£ 04524 Ch2 A E 1AM IDOf| A ZE M 2.

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Action": "iam:CreateServicelLinkedRole",
"Condition": {
"StringLike": {
"iam:AWSServiceName": "directconnect.amazonaws.com"
}
}I
"Effect": "Allow",
"Resource": "*"
},
{
"Action": "iam:GetRole",
"Effect": "Allow",
"Resource": "*"
}
]
}
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504 £% Amazon Virtual Private Cloud(VPC) A EZQIE L= EX VPCOHM HHAE HMolg £
l&LIC a8 AWS HE Q|3 LHol e EX VPCOH|AMEBH £ Direct Connect 2|4 A0 CHEH HIE
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Border Gateway Protocol(BGP) & ¢t

OIE{HI2 IEQIT AlAH Zho| HEE 2t 25| 95 CHEE BGPOY o|Z8tLICt BGP 2t el
2 oto|xi9l 3Z0|Lt BGP 5tOIRIZol $|oF8 £ U&LICH AWST}BGP 3t0IiZ 22 REf HE
AE Cf OHEisi | BB o WS LobE M AWST} QB BI2 8 Hote X|pshs WS A
M.
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Direct Connect CLI Al 2
AWS CLIZ Al23}0q Direct Connect CIAA S MAIST AF2E £ Ql&L|Ct.

CH2 oMol = AWS CLI B3 E AFE 3109 Direct Connect 122 M A EHLICH LOA-CFA(Letter of
Authorization and Connecting Facility Assignment)& Ct2 2 =38t 7L, Z20|H! EE= HEE! 7+4 2l
E{HO|AE Z2H|XEE =L U&LICH

AEHSEZ| ©oil AWS CLIE MAx|st Fd38HoF g LICH REM|IEH LH& 2 AWS Command Line Interface
A HEME BESHMIS.

LiS
« 1EA 94 dd

« 3EA: 7ty QIEmo|A Md I ERE FHE 7M7Y

M Em Al 42 2™ MEQL|C 28t LE &5 9 Direct Connect {%|& &1 2lo{of &FL|Ct.
AME L2 ME Ll S AEI 01 MME EIXSIMR

-

24Xl 2|%0d| CH§t Direct Connect @/ x|& AHELICI dtetEl E240| A4S MY DA 5t 9
x|of et Y| x| I EE XMo{ELIC}.

aws directconnect describe-locations

{
"locations": [

{
"locationName": "City 1, United States",
"locationCode": "Example Location 1"

1,

{
"locationName": "City 2, United States",
"locationCode": "Example location"

}
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]
}
2. 42 ddstn 0|F, ZE & I QX[ Z=E X[HgfLct grErEl £30iM AZE IDE H0
ELICH CHZ B A0 A LOA-CFAE ¥ 22{™ 0| ID7t E et

aws directconnect create-connection --location Example location --bandwidth 1Gbps
--connection-name "Connection to AWS"

"ownerAccount": "123456789012",
"connectionId": "dxcon-EXAMPLE",
"connectionState": "requested",
"bandwidth": "1Gbps",

"location": "Example location",
"connectionName": "Connection to AWS",
"region": "sa-east-1"

2EtAH|: LOA-CFACIRZ2E

ale

L8 F0|= describe-loa BHEE ME50{ LOA-CFAE 71X E = &LICH &3
olg s

base64 QAT ELICE 22 LOA LI 2 F &t CIZE 6104 PDF mt U HHsloF &LICt.

=2
=

Linux EE= mac OSE AI23510{ LOA-CFAE 7t {™

ol oMol e HEQ| 0t x|2t £ 20| base64 FECIEIE AHE5I0{ LIES
U2 LHEHL|CH

aws directconnect describe-loa --connection-id dxcon-fg31dyv6 --output text --query
loaContent|base64 --decode > myLoaCfa.pdf

WindowsE Al27310{ LOA-CFAE 71X |

— =

O| (Mol = £240| myLoaCfa.base64t st THUZ ZEELICH F HH B2 certutil |
SEIE|E ArE5tod IS Cl|R Yt £342 PDF IHUE LHE

aws directconneawsct describe-loa --connection-id dxcon-fg31dyv6é --output text --query
loaContent > myLoaCfa.base64

287 LOA-CFALIRZEE
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cextutil -decode myLoaCfa.base64 myLoaCfa.pdf

LOA-CFAE CIR2EE# oz HERHA 2R E= 27| 0|d SZRtoA E-LCt.

SEHA: 7h4f QIEIHIOIA A4 B BHRE T4 THKIQ |

Direct Connect 2132 FE¢8H LIS 0| (12 E AFE5tE{H 7+ QIE{H|O|AE MMd5HoF &rL|Ct. 714
Ztol|e! QIE{mo|AE MAMSlodV . FAF QIE{H|O|A S MG
04 VPCOi &= AWS AMH|A0f @IS ELICH IPv4 EE= IPv

= |:||.I= A Ol

= T /\AI:II‘lEl-

7
X|HetE 7t elE{mo]&

AlZ5t7| ol A E = the section called “7t4 QIE{H|O|A T4 R74" EHpO| W ZHE el dlA
(@}

—_—

AWS CLIE At83t04 7t QIEJH|O|AE BtEE A2 E3of Yt 2t*H 74 WEJF LU CH T
™ Direct Connect Z2& 2 M3 &A|IR. RHAlE L2 Ef

HtO[A0f CHEH TS 2t B T8 & -5t
S| A YRR MES HEHHS.

7tah Z2tol8! QIE{H| O|AE M Ad5tE{H

1. VPCO| HAZE 7t& Z20|H! HO|E/ 0]Q] ID(vgw-xxxxxxxx)E ©&LICt CtS EH0IM 7 2l
E{H|O|AE 4+dstE{H of ID7 EELch

aws ec2 describe-vpn-gateways

{
"VpnGateways": [
{
"State": "available",
"Tags": [
{

"Value": "DX_VGW",
IlKeyll: IlNamell

1,
"Type": "ipsec.1l",
"VpnGatewayId": "vgw-ebaa27db",
"VpcAttachments": [
{
"State": "attached",
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"VpcId": "vpc-24f33dad"

2. 7t4 ZEto|8! QIE{H|O|AE MAMELICE O|F, VLAN ID & BGP At AlAHE H3(ASN)E XIH
sHok gfLICH.

IPv4 EE{E o] 22 BGP I|0{& MlMof 2t BoflAM Z2to[H! IPv4 FAT7F L[ RHA| IPv4
FAE KIY8 L AmazonO| CHA FAE MM S & & U&LICH O HIFMIME IPv4 F
A7h SEELCH

aws directconnect create-private-virtual-interface --

connection-id dxcon-fg31dyv6 --new-private-virtual-interface
virtualInterfaceName=PrivateVirtualInterface,vlan=101,asn=65000,virtualGatewayId=vgw-
ebaa27db,addressFamily=ipv4

{
"virtualInterfaceState": "pending",
"asn": 65000,
"vlan": 101,

"customerAddress": "192.168.1.2/30",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fg3ldyve6",
"addressFamily": "ipv4",
"virtualGatewayId": "vgw-ebaa27db",
"virtualInterfaceId": "dxvif-ffhhk74f",
"authKey": "asdf34example",
"routeFilterPrefixes": [],
"location": "Example location",
"bgpPeers": [
{
"bgpStatus": "down",
"customerAddress": "192.168.1.2/30",
"addressFamily": "ipv4",
"authKey": "asdf34example",
"bgpPeerState": "pending",
"amazonAddress": "192.168.1.1/30",
"asn": 65000
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"customerRouterConfig": "<?xml version=\"1.0\" encoding=
\"UTF-8\"?>\n<logical_connection id=\"dxvif-ffhhk74f\">\n <vlan>101</
vlan>\n <customer_address>192.168.1.2/30</customer_address>\n

<amazon_address>192.168.1.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>
\n <bgp_auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
amazon_bgp_asn>\n <connection_type>private</connection_type>\n</
logical_connection>\n",

"amazonAddress": "192.168.1.1/30",

"virtualInterfaceType": "private",

"virtualInterfaceName": "PrivateVirtualInterface"

IPv6 ECHEE X|¥HoteE 7He ZEto|H! QIE{H|O|AE MAMHGE{H 2ot SUE BHS AFEEM
ipv6 mt2t0|E{0] CHEt addressFamily 2 XIHELICEH AFS XK= /o3 Ml4dofl RHA| 1Pv6
FAE KEE = Q12 M, AmazonO| AFE RO IPve FAE SEELICH

3. XML EACR BIRE 74 HEE Hed™ M8t 714 QB Ho|AE MHEFLICH --query Ttet
O/E{E AF835104 customerRouterConfig MEE F&31T --output IIZIO|E|E ALl A
o2 IEEIEZ HIAEE A MELICH

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-ffhhk74f
--quexry virtualInterfaces[*].customerRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"7?>

<logical_connection id="dxvif-ffhhk74f">
<vlan>101</vlan>
<customer_address>192.168.1.2/30</customer_address>
<amazon_address>192.168.1.1/30</amazon_address>
<bgp_asn>65000</bgp_asn>
<bgp_auth_key>asdf34example</bgp_auth_key>
<amazon_bgp_asn>7224</amazon_bgp_asn>
<connection_type>private</connection_type>

</logical_connection>

7t

3]

2to|8! lE{mH|o|A & M stEdH

1. 7ha Zato|! QIE{H|O|A S M AI5HE4T 0|2, VLAN ID X BGP AHE A|AE 8135 (ASN)E X|
SOk & LCt.

VAl
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g, IPv4 EEiE | B2 BGP I|0{3 M| Zf dl=of CiEh HEE] IPv4 FAE X|™Hst T, BGP
Sofl 22 HEE IPv4 Z= & XIGsHok ELICE ofef oiXol M= IPv4 EEiEE 21T 7t

aws directconnect create-public-virtual-interface --

connection-id dxcon-fg31dyv6 --new-public-virtual-intexface
virtualIntexfaceName=PublicVirtualInterface,vlan=2000,asn=65000,amazonAddress=203.0.113.1/
{cidr=203.0.113.4/30}]

{
"virtualInterfaceState": "verifying",
"asn": 65000,
"vlan": 2000,

"customerAddress": "203.0.113.2/30",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fg31ldyve",
"addressFamily": "ipv4",
"virtualGatewayId": ""
"virtualInterfaceId": "dxvif-fgh@hcrk",
"authKey": "asdf34example",

"routeFilterPrefixes": [

{
"cidr": "203.0.113.0/30"
3,
{
"cidr": "203.0.113.4/30"
}
1,
"location": "Example location",
"bgpPeers": [
{
"bgpStatus": "down",
"customerAddress": "203.0.113.2/30",
"addressFamily": "ipv4",
"authKey": "asdf34example",
"bgpPeerState": "verifying",
"amazonAddress": "203.0.113.1/30",
"asn": 65000
}
1,
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"customerRouterConfig": "<?xml version=\"1.0\" encoding=\"UTF-8\"?
>\n<logical_connection id=\"dxvif-fgh@hcrk\">\n <vlan>2000</
vlan>\n <customer_address>203.0.113.2/30</customer_address>\n
<amazon_address>203.0.113.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>
\n <bgp_auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
amazon_bgp_asn>\n <connection_type>public</connection_type>\n</logical_connection>

\n",
"amazonAddress": "203.0.113.1/30",
"virtualInterfaceType": "public",
"virtualInterfaceName": "PublicVirtualInterface"
}

IPv6 ECHEE X|HstE 7t =2 QB 0|AE 4 d5tE{H BG g IPv6 2t E
£ X|gg = A&LICH A8 A= T3 Mol CHal IPve FAE X|HE = 9.1 H, AmazonO|

ALEXtoll A 1Pve FAE SR LICE ot ool ME IPve ECiEE fI8F 7 HEZ! QIE{H[ O]
AE HEELICH

o OH"
oI

HL

, 10 Y

aws directconnect create-public-virtual-interface --

connection-id dxcon-fg31dyv6 --new-public-virtual-intexface
virtualIntexfaceName=PublicVirtualInterface,vlan=2000,asn=65000,addressFamily=ipv6, routeFi
{cidr=2001:db8:64ce:ba01::/64}]

2. XML AR BIRE 74 HEE Eed™ M8t 714 QB H o|AE MHEFLICE --query Ttet
O/E{E AF835104 customerRouterConfig MEE F&31T --output IIZHOIE{E AL A
oz IEEI EZ HIAEEZ T M8LIC

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-fghOhcrk
--query virtualIntexfaces[*].customexRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"7?>

<logical_connection id="dxvif-fgh@hcrk">
<vlan>2000</vlan>
<customer_address>203.0.113.2/30</customer_address>
<amazon_address>203.0.113.1/30</amazon_address>
<bgp_asn>65000</bgp_asn>
<bgp_auth_key>asdf34example</bgp_auth_key>
<amazon_bgp_asn>7224</amazon_bgp_asn>
<connection_type>public</connection_type>

</logical_connection>
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M8t AL Rtoll CHEF HE7H 501 aLIch X2 BBS 08

o3t
Ly

2E ofls 2l 23 E=ole
sie che e 7 BEe & 9

o> O
r

sF A
2=
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pIS=PNRE

« AY E= Ho{s|olM ALS Aol CHEF A 20t Q1B S AFE3t0{ 20| YIEIREK| 0457,

« CHE AWS MH|20IM 2 BREXI.

REMIEH LI 2 CloudTrail userIdentity 2AE H XML,

Direct Connect 21 1}l = 0|8}

F0|2F X|’det Amazon S3 HHZIol| O|HEE 21 mtel=z AR £ UH ste FELICH

CloudTrail 21 Tt 5tLt Ol o] 2 §F0| Z&E = UEGLICL OHEE ZE AL BHUR

S LIEHHNH QXS BHo] &hoq Ui of QX T s £ ZErLich CloudTrail
A

Azt 2EE 2%
Z0| =2 AEH ERO|AV} OILIEE EX M2 E

for 7

23 e HE2 APl A
C}= 2 Direct Connect 0l CHEt CloudTrail 21 B2 = 2| of| &L|Ct.

Example0i|: CreateConnection

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z"

iy
"eventTime": "2014-04-04T17:28:16Z2",
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"eventSource": "directconnect.amazonaws.com",
"eventName": "CreateConnection",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Coral/Jakarta",
"requestParameters": {
"location": "EQSE2",
"connectionName": "MyExampleConnection",
"bandwidth": "1Gbps"
I
"responseElements": {
"location": "EqSE2",
"region": "us-west-2",
"connectionState": "requested",
"bandwidth": "1Gbps",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fhajolyy",
"connectionName": "MyExampleConnection"

iy

Example0d|: CreatePrivateVirtuallnterface

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:Q05Z"
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},

"eventTime": "2014-04-04T17:39:557",
"eventSource": "directconnect.amazonaws.com",
"eventName": "CreatePrivateVirtualInterface",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Coral/Jakarta",
"requestParameters": {

"connectionId": "dxcon-fhajolyy",
"newPrivateVirtualInterface": {
"virtualInterfaceName": "MyVirtualInterface",

"customerAddress": "[PROTECTED]",
"authKey": "[PROTECTED]",

"asn": -1,

"virtualGatewayId": "vgw-bb@9d4a5",
"amazonAddress": "[PROTECTED]",
"vlan": 123

1,

"responseElements": {
"virtualInterfaceId": "dxvif-fgq6lméw",
"authKey": "[PROTECTED]",
"virtualGatewayId": "vgw-bb@9d4a5",
"customerRouterConfig": "[PROTECTED]",

"virtualInterfaceType": "private",

"asn": -1,

"routeFilterPrefixes": [],
"virtualInterfaceName": "MyVirtuallInterface",
"virtualInterfaceState": "pending",
"customerAddress": "[PROTECTED]",

"vlan": 123,

"ownerAccount": "123456789012",
"amazonAddress": "[PROTECTED]",
"connectionId": "dxcon-fhajolyy",
"location": "EqSE2"

}I
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Example0i|: DescribeConnections

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z2"

},

"eventTime": "2014-04-0Q4T17:27:287Z",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeConnections",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",
"requestParameters": null,
"responseElements": null

iy

Example0i|: DescribeVirtuallnterfaces

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",

Direct Connect 21 I} &= 0|3l
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"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z"

}
}
I
"eventTime": "2014-04-04T17:37:53Z7",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeVirtualInterfaces",

"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",

"requestParameters": {
"connectionId": "dxcon-fhajolyy"

},

"responseElements": null

}I
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