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2lAA TR
M3 Holx|ol 4T M2 2la4 HHR2LICH 0] 4ol AE Amazon RDS DB QIAEIA0|A &
dot= ds ool Chslf L ofgfLICt.

Database performance anomaly: prod_db_678 i
Resource overview Go to application view for 6 related anomalies
Resource name Anomaluseveut) Start time Duration
prod_db_&78 Mar 07, 2021, 14:32 UTC 3 hours 2 minutes
DB engine Anomaly summary End time
Aurora MySQL Unusually high DB load, 7x above normal. Ongoing

Likely performance impact.
ol M chg =g ZTarsLict

2lAA O|E - 0|4 $44f0| 2hAist DB QIAEIA Q| O|EQLICE. O] of|AlofM B|AAL| 0|
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Primary metric .
DevOps Guru for RDS detected an anomaly in your database load. The metric measures database activity in average active sessions (AAS). Slice DB load h"’ Wait events v Last 6 hours

Database load (DB load) Average active sessions (AAS)
(db.r5.4xlarge, 16 vCPUs) 30

24 (6x spike) info 25

Typically: DB load up to 4

Mar 7 11:00 Mar 7 12:00 Mar 7 13:00 Mar 7 14:00 32 Mar7 1500 Mar 7 16:0C
Time (UTC)

B crU W io/table/sql/handler M synch/rwlock/innodb/hash_table_locks = Anomalous DB load

[] High severity anomaly Max vCPUs

View in Performance Insights E
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Related metrics (2)
When your DB load is high, other metrics often show anomalies. Use these metrics to help diagnose your performance issue. 5m 30m Th 8h 12h 24h Custom
Q 1 @
) Timeline (UTC)
bl L Mar 7 11:00 Mar 7 12:00 Mar 7 13:00 Mar 7 14:00 Mar 7 15:00 Mar 7 16:00 Mar 7 17:00

CPU running tasks

Currently: 162 processes ( & 3x); CPU running tasks

normally: 56 processes

Contributing to: 150
CPU capacity exceeded

1432
= CPU running tasks [ High severity anomaly

CPU utilization L
CPU utilization
Currently: 97% (& 2x);

normally: 50% 100%

- 75%
Contributing to: :

CPU capacity exceeded 50%

14:32
= CPU utilization

[] High severity anomaly
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Analysis and recommendations (2) 1
Anomaly Analysis Recommendations Related metrics
High-load wait events The DB load for the CPU and 10 wait Investigate the following high-load wait events: Database load vs. max vCPUs
types was 21.6 average active sessions « CPU
(AAS). This was 90% of the total DB View troubleshooting doc [
load.

+ Io/table/sql/handler
Why is this a problem? View troubleshooting doc E

Investigate the following SQL IDs
« F19D34565WMLP345

View Top SQL in Performance Insights A

CPU capacity exceeded The CPU run gueue exceeded 150 Tune SQL 1Ds

SQL statement asks.running.avg)
processes. CPU utilization exceeded 97% » F19D34565WMLP345

Jtilization.total.avg)
delete from authors where id < ( select * from (select

0 max(id) - 30 from authors) a ) and id > ( select * from
ta reduce CPU usage, ¢ [select max(id) - 500 from authors) b )

the instance type to iNL cuse i w
capacity.
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Managing.Tuning.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/tagging.html
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https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_UpdateResourceCollection.html
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* DevOps Guru New Anomaly Association

* DevOps Guru Insight Severity Upgraded

* DevOps Guru New Recommendation Created

* DevOps Guru Insight Closed

DevOps Guru O|H E

CHS 2 DevOps Gurul| of|A| O|HIER|LICtH O|HE = z[4o] 2redof 27{5l0{ Y HEL|Ct OHIE 1j
Eloi| CHaH RHAMIS| ot 2 24T Amazon EventBridge Al%F317| EE= Amazon EventBridge O|HIE j

g AE AL

DevOpsGuru New Insight Open O|HIE

DevOps Guru= A QIALOIEE ™ CtE O|HIEE ™M&EELICH

{
"version" : "0Q",
"id" : "08108845-ef90-00b8-1ad6-2ee5570acbe4",
"detail-type" : "DevOps Guru New Insight Open",
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"source" : "aws.devops-guru",
"account" : "123456789012",
"time" : "2021-11-01T17:06:10Z",
"region" : "us-east-1",
"resources" : [ 1,
"detail" : {
"insightSeverity" : "high",
"insightDescription" : "ApiGateway 5XXError Anomalous In Stack TestStack",
"insightType" : "REACTIVE",
"anomalies" : [
{
"startTime" : "1635786000000",
"id" : "AL41JIDFFQPY1Z1XD8cpREKAAAAF83HGGGCOTMTr91bfI7sCiISIWMeFCbHY_XXXX",
"sourceDetails" : [
{
"dataSource" : "CW_METRICS",
"dataldentifiers" : {
"period" : "60",
"stat" : "Average",
"unit" : "None",
"name" : "S5XXError",
"namespace" : "AWS/ApiGateway",
"dimensions" : [
{
"name" : "ApiName",
"value" : "Test API Service"

"name" : "Stage",
"value" : "prod"

1,
"accountId" : "123456789012",

"messageType" : "NEW_INSIGHT",

"insightUrl" : "https://us-east-1.console.aws.amazon.com/devops-guru/#/insight/
reactive/AIYH6IxdbgkcGOxImypil 4MAAAAAAAAALOSLE jkxiNProXWecsTIbLUQ7EZ7XXXX",

"startTime" : "1635786120000",

"insightId" : "AIYH6JxdbgkcG@xJImypilL4MAAAAAAAAALOSLE jkxiNProXWcsTIbLU@7EZ7XXXX",

"region" : "us-east-1"
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"source": [
"aws.devops-guru"
1,
"detail-type": [
"DevOps Guru New Insight Open"
1,
"detail": {
"insightSeverity": [
"high"
]
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Amazon SNS x| 2 #Hst F7}1E

Amazon SNS FX||l= AWS Identity and Access Management (IAM) ElAA HME &5t 2lAA L
LICt 07| M FXE X[H5HH DevOps Gurue i 2|44 HMof ctgat 22 HetS F7HELc

{
"Sid": "DevOpsGuru-added-SNS-topic-permissions",
"Effect": "Allow",
"Principal": {
"Service": "region-id.devops-guru.amazonaws.com"
1,
"Action": "sns:Publish",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Condition" : {
"StringEquals" : {
"AWS:SourceArn": "arn:aws:devops-guru:region-id:topic-owner-account-
id:channel/devops-guru-channel-id",
"AWS:SourceAccount": "topic-owner-account-id"
}
}
}
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{
"MessageType":["NEW_ ASSOCIATION"]

}

Amazon DevOps Guru®| CH8F Amazon SNS &2 ZIE{ZIEl of

CS2 ZE| H&0| Q= Amazon SNS FX|2] Amazon Simple Notification Service(Amazon SNS) &
2/0f| CHE | ILIC}H MessageTypeOl NEW_ASSOCIATIONS 2 MM E|0o] 22 Z QIALO|E0M M
E2 0|4 &=0| ZX|E mek L ES E-ILICE

{

"accountId": "123456789012",

"region": "us-east-1",

"messageType": "NEW_ASSOCIATION",

"insightId": "ADyf4FvaVNDzu9MA2-IgFDkAAAAAAAAAEGpId5sjicgaul2wmAlnWUyyI2hiO5it",

"insightName": "Repeated Insight: Anomalous increase in Lambda
ApigwLambdaDdbStack-22-Function duration due to increased number of invocations",
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"insightUrl": "https://us-east-1.console.aws.amazon.com/devops-guru/insight/

reactive/ADyf4FvaVNDzu9MA2-IgFDKAAAAAAAAAEGpId5sjicgaul2wmAlnWUyyI2hi05it",

"insightType": "REACTIVE",

"insightDescription": "At March 29, 2023 22:02 GMT, Lambda function
ApigwLambdaDdbStack-22-Function had\n an increased duration anomaly possibly caused by
the Lambda function invocation increase. DevOps Guru has detected this is a repeated
insight. DevOps Guru treats repeated insights as 'Low Severity'.",

"startTime": 1628767500000,

"startTimeISO0": "2023-03-29T722:00:00Z",

"anomalies": [

{
"id": "AG2n81jW74BoI1CHu-m_oAgAAAF70hu24N4Yro69ZSdUtn_alzPH7VTpal3@JIXiF",
"startTime": 1628767500000,
"startTimeISO0": "2023-03-29T722:00:00Z",
"openTime": 1680127740000,
"openTimeIS0": "2023-03-29T722:09:00Z",
"sourceDetails": [
{
"dataSource": "CW_METRICS",
"dataldentifiers": {
"namespace": "AWS/SQS",
"name": "ApproximateAgeOfOldestMessage",
"stat": "Maximum",
"unit": "None",
"period": "60",
"dimensions": "{\"QueueName\":\"FindingNotificationsDLQ\"}"

}
]I

"associatedResourceArns":[
"arn:aws:sns:us-east-1:123456789012:DevOpsGuru-insights-sns"
]
}
1,
"resourceCollection":{
"cloudFormation":{
"stackNames": [
"CapstoneNotificationPublisherEcsApplicationInfrastructure"

Amazon SNS 22 ZE{ZIE of 70
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"accountId":"123456789101",
"region":"eu-west-1",
"messageType" :"NEW_INSIGHT",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightName": "Repeated Insight: ApiGateway 5XXError Anomalous In Application
CanaryCommonResources-123456789101-LogAnomaly-4",
"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/
alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightType":"REACTIVE",
"insightDescription":"DevOps Guru has detected this is a repeated insight. DevOps
Guru treats repeated insights as 'Low Severity'.",
"insightSeverity":"medium",
"startTime": 1680148920000,
"startTimeISO0": "2023-03-30T04:02:00Z",
"anomalies":[
{
"id":"alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"startTime": 1680148800000,
"startTimeISO": "2023-03-30T04:00:00Z",
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"openTime": 1680148920000,
"openTimeIS0": "2023-03-30T04:02:00Z",
"sourceDetails": [
{
"dataSource":"CW_METRICS",
"dataldentifiers":{
"name" :"ApproximateAgeOfOldestMessage",
"namespace" :"AWS/SQS",
"period":"60",
"stat":"Maximum",
"unit":"None",
"dimensions":"{\"QueueName\":\"SampleQueue\"}"

1,
"associatedResourceArns":[
"arn:aws:sqs:eu-west-1:123456789101:SampleQueue”

1,
"resourceCollection":{
"cloudFormation":{
"stackNames": [
"SampleApplication"

iy

SZE QAMO|Eof CiEr S BolE Chant 22 HE7F 2 ELCH
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"accountId":"123456789101",
"region":"us-east-1",
"messageType" :"CLOSED_INSIGHT",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightName": "DynamoDB table writes are under utilized in mock-stack",
"insightUrl":"https://us-east-1.console.aws.amazon.com/devops-guru/insight/

proactive/alb2c3d4-5678-90ab-cdef-EXAMPLE33333",
"insightType":"PROACTIVE",

"insightDescription":"DynamoDB table writes are under utilized",
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"insightSeverity":"medium",
"startTime": 1670612400000,
"startTimeIS0": "2022-12-09T19:00:00Z",
"endTime": 1679994000000,

"endTimeIS0": "2023-03-28T09:00:00Z",
"anomalies": [

{
"id":"alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",
"startTime": 1665428400000,
"startTimeISO0": "2022-10-10T19:00:00Z",
"endTime": 1679986800000,
"endTimeISO0": "2023-03-28T07:00:00Z",
"openTime": 1670612400000,
"openTimeISO0": "2022-12-09T19:00:00Z2",
"closeTime": 1679994000000,
"closeTimeISO": "2023-03-28T09:00:00Z",
"description":"Empty receives while messages are available",
"anomalyResources": [
{
"type":"AWS: :5QS: :Queue",
"name" :"SampleQueue"
}
1,
"sourceDetails":[
{

"dataSource":"CW_METRICS",

"dataldentifiers":{

"name" : "NumberOfEmptyReceives",
"namespace" :"AWS/SQS",
"period":"60",

"stat":"Sum",
"unit":"COUNT",
"dimensions":"{\"QueueName\" :\"SampleQueue\"}"

}

}
1,
"associatedResourceArn": [
"arn:aws:sqs:us-east-1:123456789101:SampleQueue"
]
}

]I

"resourceCollection":{
"cloudFormation":{
"stackNames": [
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"SampleApplication"

[
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{
"accountId":"123456789101",

"region":"eu-west-1",

"messageType":"NEW_ASSOCIATION",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE22222",

"insightName": "Repeated Insight: Anomalous increase in Lambda
ApigwLambdaDdbStack-22-GetOneFunction duration due to increased number of
invocations",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

alb2c3d4-5678-90ab-cdef-EXAMPLE22222",

"insightType":"REACTIVE",

"insightDescription":"At March 29, 2023 22:02 GMT, Lambda function
ApigwLambdaDdbStack-22-GetOneFunction had\nan increased duration anomaly possibly
caused by the Lambda function invocation increase. DevOps Guru has detected this is a
repeated insight. DevOps Guru treats repeated insights as 'Low Severity'.",

"insightSeverity":"medium",

"startTime": 1680127200000,

"startTimeISO": "2023-03-29T22:00:00Z",

"anomalies":[

{
"id":"alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"startTime":1672945500000,
"startTimeISO": "2023-03-29T22:00:00Z",
"openTime": 1680127740000,
"openTimeISO0": "2023-03-29T22:09:00Z2",
"sourceDetails":[
{
"dataSource":"CW_METRICS",
"dataldentifiers":{
"namespace" :"AWS/SQS",
"name" :"ApproximateAgeOfOldestMessage",
"stat":"Maximum",
"unit":"None",
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"period":"60",
"dimensions":"{\"QueueName\":\"SampleQueue\"}"

]I

"associatedResourceArns":[
"arn:aws:sqs:eu-west-1:123456789101:SampleQueue”

1,
"resourceCollection":{
"cloudFormation":{
"stackNames": [
"SampleApplication"

"accountId":"123456789101",

"region":"us-east-1",

"messageType" :""NEW_RECOMMENDATION",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightName": "Recreation of AWS SDK Service Clients",

"insightUrl":"https://us-east-1.console.aws.amazon.com/devops-guru/insight/
proactive/alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightType":"PROACTIVE",

"insightDescription": "Usually for a given service you can create one [AWS SDK
service client](https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/creating-
clients.html) and reuse that client across your entire service.\n\nWhen instead you
create a new AWS SDK service client for each call (e.g. for DynamoDB) it\u@@27s
generally a waste of CPU time.",

"insightSeverity":"medium",

"startTime": 1680125893576,

"startTimeISO": "2023-03-29T21:38:13.5767",

"recommendations": [

{

"name":"Tune Availability Zones of your Lambda Function",
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"description":"Based on your configurations, we recommend that you set
SampleFunction to be deployed in at least 3 Availability Zones to maintain Multi
Availability Zone Redundancy.",

"reason":"Lambda Function SampleFunction is currently only deployed to 2
unique Availability zones in a region with 7 total Availability zones.",

"link":"https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html",

"relatedAnomalies": [

{
"sourceDetails":{
"cloudwWatchMetrics":null
},
"resources":[
{
"name":"SampleFunction",
"type":"AWS::Lambda: :Function"
}
1,
"associatedResourceArns": [
"arn:aws:lambda:arn:12345678910@1:SampleFunction”
]
}

1,

"resourceCollection": {
"cloudFormation": {
"stackNames": [

"SampleApplication"
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{
"accountId":"123456789101",

"region":"eu-west-1",
"messageType" :"SEVERITY_UPGRADED",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",
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"insightName": "Repeated Insight: ApiGateway 5XXError Anomalous In Application
CanaryCommonResources-123456789101-LogAnomaly-11",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/
alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",

"insightType":"REACTIVE",

"insightDescription": "DevOps Guru has detected this is a repeated insight. DevOps

Guru will treat future occurrences of this insight as 'Low Severity' for the next 7
days."

"insightSeverity":"high",
"startTime": 1680127320000,
"startTimeISO0": "2023-03-29T722:02:00Z",
"resourceCollection": {
"cloudFormation":{
"stackNames": [
"SampleApplication"

-
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"accountId":"123456789101",
"region":"eu-west-1",
"messageType" :"SELECTED_RESOURCE_FILTER_VALIDATION_FAILURE",
"ResourceFilterType": "Tags",
"InvalidResourceNames": [
"Devops-Guru-tag-key-tag-value"
1,

"awsInsightSource": "aws.devopsguru"
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{
"Sid": "DenyListMonitoredResources",
"Effect": "Deny",
"Action": [
"devops-guru:ListMonitoredResources"”
]
}
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"Statement" : [
{
"Sid" : "Allow access to principals authorized to use DevOps Guru",
"Effect" : "Allow",
"Principal" : {
"AWS'" o "M
},
"Action" : [

"kms:DescribeKey",
"kms:CreateGrant"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "devops-guru.Region.amazonaws.com",
"kms:CallerAccount" : "111122223333"

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {
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"AWS": "arn:aws:iam::111122223333:root"

.
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
},
{
"Sid" : "Allow read-only access to key metadata to the account",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::111122223333:roo0t"
},
"Action" : [
"kms:Describe*",
"kms:Get*",
"kms:List*"
1,
"Resource" : "*"
}
]
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{

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
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"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

o

DevOpsGuru AMH|A dg g ddstn 2E|sted™ 2l AWSZ E2(E HAE A Z5Hof &f L

C}IAMFullAccess.
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» AmazonDevOpsGuruConsoleFullAccess
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» AmazonDevOpsGuruReadOnlyAccess

* AmazonDevOpsGuruOrganizationsAccess

AmazonDevOpsGuruFullAccess

AmazonDevOpsGuruFullAccess - Amazon SNS F=X|E& 44435l 11, Amazon CloudWatch X|ZE 01| 4
MA ST, AWS CloudFormation 2E404| HAM|AE ~ Qe HEHE E & 5104 DevOpsGuruod| CHEH FA]|

HMAE MBELICEH DevOps Gurudl CHEt M&l| Mo HEtE Foi5t 1A} 5t ZEIR =& 2| AFE X}
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AmazonDevOpsGuruFullAccess H&oi= CtSot 22 20| Z& |0 U&LICH.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "DevOpsGuruFullAccess",
"Effect": "Allow",
"Action": [
"devops-guru:*"

1,

"Resource": "*"

"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

1,

"Resource": "*"

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

]I

"Resource": "*"

"Sid": "SnsListTopicsAccess",
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"Effect": "Allow",

"Action": [
"sns:ListTopics",

"sns:ListSubscriptionsByTopic"

]I

"Resource": "*"

"Sid": "SnsTopicOperations",

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes",

"sns:SetTopicAttributes"”,

"sns:Subscribe",

"sns:Publish"

]I

"Resource": "arn:aws:sns:*:*:DevOps-Guru-*"

"Sid": "DevOpsGuruSlrCreation",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/devops-
guru.amazonaws.com/AWSServiceRoleForDevOpsGuru",
"Condition": {
"StringlLike": {

"iam:AWSServiceName": "devops-guru.amazonaws.com"
}
}
},
{
"Sid": "DevOpsGuruSlrDeletion",
"Effect": "Allow",
"Action": [
"iam:DeleteServicelinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/devops-
guru.amazonaws.com/AWSServiceRoleForDevOpsGuru"
},
{
"Sid": "RDSDescribeDBInstancesAccess",

"Effect": "Allow",
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"Action": [
"rds:DescribeDBInstances"

]I

"Resource": "*"
I

{
"Sid": "CloudWatchLogsFilterLogEventsAccess",

"Effect": "Allow",
"Action": [

"logs:FilterLogEvents"
1,

"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis": "true"

AmazonDevOpsGuruConsoleFullAccess

AmazonDevOpsGuruConsoleFullAccess - Amazon SNS A& ‘443t 1, Amazon CloudWatch
K| Zofl HMASHT, AWS CloudFormation AEH0]| AMAE £ QlE HEHS ZE6l04 DevOpsGuruoi
CHEl A HMAE MSELICH o] HHolz £71 s QAIOIE Heto| /o= Z2&0i|AM HIE & ={Ql
Amazon RDS Aurora DB QIAEIAQL HEE ME BEME = =+ U&LICH DevOps Guruoi| CHEH TA|
MNlof HetE Ro4st At 5t= ®EIRt =&E2| AHE XA B O] HHE HMEFIAMAIL.

-

AmazonDevOpsGuruConsoleFullAccess H&Mol= Ot 22 20| Z&E[of [U&LICEH

"Version": "2012-10-17",
"Statement": [

{
"Sid": "DevOpsGuruFullAccess",
"Effect": "Allow",
"Action": [
"devops-guru:*"
1,
"Resource": "*"
I
{
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"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

1,

"Resource": "*"

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

1,

"Resource": "*"

"Sid": "SnsListTopicsAccess",
"Effect": "Allow",
"Action": [
"sns:ListTopics",
"sns:ListSubscriptionsByTopic"

]I

"Resource": "*"

"Sid": "SnsTopicOperations",

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes",
"sns:SetTopicAttributes"”,

sns:Subscribe",
"sns:Publish"

1,

"Resource": "arn:aws:sns:*:*:DevOps-Guru-*"

"Sid": "DevOpsGuruSlrCreation",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuru",

"Condition": {
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"StringlLike": {

"iam:AWSServiceName": '"devops-guru.amazonaws.com"
}
}
},
{
"Sid": "DevOpsGuruSlrDeletion",
"Effect": "Allow",
"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/devops-
guru.amazonaws.com/AWSServiceRoleForDevOpsGuru"
},
{
"Sid": "RDSDescribeDBInstancesAccess",
"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances"
1,
"Resource": "*"
},
{
"Sid": "PerformanceInsightsMetricsDataAccess",
"Effect": "Allow",
"Action": [
"pi:GetResourceMetrics",
"pi:DescribeDimensionKeys™"
1,
"Resource": "*"
I
{

"Sid": "CloudWatchLogsFilterLogEventsAccess",
"Effect": "Allow",
"Action": [

"logs:FilterLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {

"StringEquals": {

"aws:ResourceTag/DevOps-Guru-Analysis": "true"

ID 7|9t = 114



Amazon DevOps Guru ALEXl 710|=

}

AmazonDevOpsGuruReadOnlyAccess

AmazonDevOpsGuruReadOnlyAccess - DevOpsGuru 2! CHE AWS AH|A 0| ztEd 2|A Ao CHE
7| M8 UM A HEtE F0{ELICIH DevOps Gurull 44 M ¥ ZAA|, Amazon SNS FA| EE=
Systems Manager OpsCenter S &2 YOI0|EStX| &1, CIAOIEE 2 = U= HEtE Ro{5t 1kt
st= AFE X0 o] A E HESHAMAIL.

AmazonDevOpsGuruReadOnlyAccess HAo|= CtE1 22 & 0| Z& E|o] JU&LICt

{
"Version": "2012-10-17",
"Statement": [

{

"Sid": "DevOpsGuruReadOnlyAccess",

"Effect": "Allow",

"Action": [
"devops-guru:DescribeAccountHealth",
"devops-guru:DescribeAccountOverview",
"devops-guru:DescribeAnomaly",
"devops-guru:DescribeEventSourcesConfig",
"devops-guru:DescribeFeedback",
"devops-guru:DescribeInsight",
"devops-guru:DescribeResourceCollectionHealth",
"devops-guru:DescribeServiceIntegration",
"devops-guru:GetCostEstimation",
"devops-guru:GetResourceCollection",
"devops-guru:ListAnomaliesForInsight",
"devops-guru:ListEvents",
"devops-guru:ListInsights",
"devops-guru:ListAnomalousLogGroups",
"devops-guru:ListMonitoredResources",
"devops-guru:ListNotificationChannels",
"devops-guru:ListRecommendations",
"devops-guru:SearchInsights",
"devops-guru:StartCostEstimation"

1,

"Resource": "*"

}I
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{

"Sid": "CloudFormationListStacksAccess",
"Effect": "Allow",
"Action": [

"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

]I

"Resource": "*"

"Effect": "Allow",
"Action": [
"iam:GetRole"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuru"

}I
{

IIS

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

iF
"Resource": "*"
"Sid": "RDSDescribeDBInstancesAccess",

"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances"

iF
"Resource": "*"
"Sid": "SnsListTopicsAccess",

"Effect": "Allow",

"Action": [
"sns:ListTopics",
"sns:ListSubscriptionsByTopic"

1,
"Resource": "*"
id": "CloudWatchLogsFilterlLogEventsAccess",
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"Effect": "Allow",
"Action": [
"logs:FilterLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis": "true"

AmazonDevOpsGuruOrganizationsAccess

AmazonDevOpsGuruOrganizationsAccess - 2% #t2|Xtof| A =& L} DevOps Guru CHS
HE E7[0f cHEt HMA HEtE MBS ELICH Z = LH DevOps Guruofl CHEH TIA| A A A 75t
2 20{5t 1%} 5t= ZEQ| HE|RF =& AL Ao H o] HAE MEFIMAIL. ZEo| #E| AH™
2! DevOps Guru0i| CH5H 2| 2El 2 2(XE 7o o] WHE MEE £ U&LICt o WA H=of
AmazonDevOpsGuruReadOnlyAccess & AmazonDevOpsGuruFullAccess% X &35t0q
DevOps Guru0i| CHet ¢17| & EE= TA| HMHAE MSE = U&Lch

AmazonDevOpsGuruOrganizationsAccess HMol= CtS 22 EE0| L& E0] Y&LICE

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "AmazonDevOpsGuruOrganizationsAccess",
"Effect": "Allow",
"Action": [
"devops-guru:DescribeOrganizationHealth",
"devops-guru:DescribeOrganizationResourceCollectionHealth",
"devops-guru:DescribeOrganizationOverview",
"devops-guru:ListOrganizationInsights",
"devops-guru:SearchOrganizationInsights"

]I

"Resource": "*"
}I

{

"Sid": "OrganizationsDataAccess",
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"Effect": "Allow",

"Action": [

"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListAccounts",
"organizations:ListChildren",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListRoots"

1,

"Resource": "arn:aws:organizations::*:

1,
{

"Sid": "OrganizationsAdminDataAccess",

"Effect": "Allow",

"Action": [
"organizations:DeregisterDelegatedAdministrator",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": [

"devops-guru.amazonaws.com"

DevOps Gurug /et MH|A 012 AF- ALS

Amazon DevOpsGuruE AWS Identity and Access Management (IAM) AMH|A 947 st 2 AL 8
LICt MH|A @14 9482 DevOps Gurud] 217 HAA4E 1 RE ROl IAM A lL|ct MH|A A4
A& 2 DevOpsGurud M At & o|5tH MH|A A A& XHE CHAI5H04 Amazon CloudWatch AWS
CloudTrail, AWS CodeDeploy, AWS X-Ray2! AWS OrganizationsE = &5l= O 28t ZE HH2
ZEELICH

MHIA A4 AF A

0lo
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Lt HetE 822 FIIY E7t gi1eEE MH[A 44 e 2 DevOps GuruE O &7 dd
g = A&LICH DevOps Guruol A MH|A @172 gt o| Metg Holsta 2 o2 A Ho|x|X| ei2 &t
DevOps Gurug i e

= PN auaucr. 75;0|E_| Hatoll= AlZ| A M3t HAo| X
(]

DevOps Guru0il CHEH AMH|A 9473 o4&t M3t

DevOps Guru0ilAE 0|8 0| AWSServiceRoleForDevOpsGuru@! MH|A 9173 d&t2 AL EHLICH.
O|= DevOpsGuruZt HHol M M&atiof 5t= 2|7t XI'HE 80| U= AWS #E]| HelL|C

AwSServiceRoleForDevOpsGuru AH|A 944 g2 1 g2 2 st7| ?ls Tt MH|AE AE|
%I-L_||:|.
= N

« devops-guru.amazonaws.com

ofgh HEH A AmazonDevOpsGuruServiceRolePolicy% DevOps GuruZt X|HEl 2[AA00 A C
= AHUS AESHEE HSELICH
{

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"autoscaling:DescribeAutoScalingGroups",
"cloudtrail:LookupEvents",
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics",
"cloudwatch:DescribeAnomalyDetectors",
"cloudwatch:DescribeAlarms",
"cloudwatch:ListDashboards",
"cloudwatch:GetDashboard",
"cloudformation:GetTemplate",
"cloudformation:ListStacks",
"cloudformation:ListStackResources",
"cloudformation:DescribeStacks",
"cloudformation:ListImports",
"codedeploy:BatchGetDeployments",
"codedeploy:GetDeploymentGroup",
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"codedeploy:ListDeployments"”,
"config:DescribeConfigurationRecorderStatus",
"config:GetResourceConfigHistory",
"events:ListRuleNamesByTarget",
"xray:GetServiceGraph",

"organizations:ListRoots",
"organizations:ListChildren",
"organizations:ListDelegatedAdministrators",
"pi:GetResourceMetrics",

"tag:GetResources",

"lambda:GetFunction",
"lambda:GetFunctionConcurrency",
"lambda:GetAccountSettings",
"lambda:ListProvisionedConcurrencyConfigs",
"lambda:ListAliases",
"lambda:ListEventSourceMappings",
"lambda:GetPolicy",

"ec2:DescribeSubnets",
"application-autoscaling:DescribeScalableTargets",
"application-autoscaling:DescribeScalingPolicies",
"sqgs:GetQueueAttributes",
"kinesis:DescribeStream",
"kinesis:DescribelLimits",
"dynamodb:DescribeTable",
"dynamodb:DescribelLimits",
"dynamodb:DescribeContinuousBackups",
"dynamodb:DescribeStream",

"dynamodb:ListStreams",
"elasticloadbalancing:DescribelLoadBalancers",
"elasticloadbalancing:DescribeloadBalancerAttributes",
"rds:DescribeDBInstances",
"rds:DescribeDBClusters",
"rds:DescribeOptionGroups",
"rds:DescribeDBClusterParameters",
"rds:DescribeDBInstanceAutomatedBackups",
"rds:DescribeAccountAttributes"”,
"logs:DescribelogGroups",
"logs:DescribelogStreams",
"s3:GetBucketNotification",
"s3:GetBucketPolicy",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketTagging",
"s3:GetBucketWebsite",
"s3:GetIntelligentTieringConfiguration",
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"s3:GetLifecycleConfiguration",
"s3:GetReplicationConfiguration",
"s3:ListAl1MyBuckets",
"s3:ListStoragelLensConfigurations",
"servicequotas:GetServiceQuota",
"servicequotas:ListRequestedServiceQuotaChangeHistory",
"servicequotas:ListServiceQuotas"
1,
"Resource": "*"
I
{
"Sid": "AllowPutTargetsOnASpecificRule",
"Effect": "Allow",
"Action": [
"events:PutTargets",
"events:PutRule"
1,
"Resource": "arn:aws:events:*:*:rule/DevOps-Guru-managed-*"
},

{
"Sid": "AllowCreateOpsItem",
"Effect": "Allow",

"Action": [
"ssm:CreateOpsItem"
1,
"Resource": "*"
},

{
"Sid": "AllowAddTagsToOpsItem",
"Effect": "Allow",

"Action": [

"ssm:AddTagsToResource"

1,

"Resource'": "arn:aws:ssm:*:*:opsitem/*"
1,

{

"Sid": "AllowAccessOpsItem",

"Effect": "Allow",

"Action": [
"ssm:GetOpsItem",
"ssm:UpdateOpsItem"

1,

"Resource": "*",

"Condition": {
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"StringEquals": {

"aws:ResourceTag/DevOps-GuruInsightSsmOpsItemRelated": "true"

}

}
},
{

"Sid": "AllowCreateManagedRule",

"Effect": "Allow",

"Action": "events:PutRule",

"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*"
},

{
"Sid": "AllowAccessManagedRule",

"Effect": "Allow",
"Action": [
"events:DescribeRule",
"events:ListTargetsByRule"
1,
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*"
I
{
"Sid": "AllowOtherOperationsOnManagedRule",
"Effect": "Allow",
"Action": [
"events:DeleteRule",
"events:EnableRule",
"events:DisableRule",
"events:PutTargets",
"events:RemoveTargets"
1,
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*",
"Condition": {
"StringEquals": {
"events:ManagedBy": "devops-guru.amazonaws.com"
}
}
},
{
"Sid": "AllowTagBasedFilterLogEvents",
"Effect": "Allow",
"Action": [
"logs:FilterLogEvents"
1,

"Resource": "arn:aws:logs:*:*:log-group:*",
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"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis": "true"

}
iy

{
"Sid": "AllowAPIGatewayGetIntegrations",

"Effect": "Allow",
"Action": "apigateway:GET",
"Resource": [

"arn:aws:apigateway:*::/restapis/????7??77??",
"arn:aws:apigateway:* ../restapls/*/resources ,
"arn:aws:apigateway:*::/restapis/*/resources/*/methods/*/integration"
]
}
]
}
DevOps Guru0il CHet MHH[A @173 23k 44

MH|A 23 dE2 502 HHE 2Tt ei&LICH AWS CLI, EE= AWS APIO|A QIAFOIE AWS
= _

5 =
= —
Management ConsoleE 4335t DevOpsGuruZt AMH|A 9173 j&ts MAMgtL|CH

/A Important
Of AMH|& 4d e 20| AH oM X|MetE 7ISE ALEStE CHE MHI20M e 2tz 8t
72 AHo| EAIZ 4 UaLIC o2 S0{ DevOpsE ZIEKIEZI0] Z7HeH A LIEFE 4 9
&L|CH AWS CodeCommit.

DevOps Guru0il CHEt MH|A @473 g HE

DevOps Guru0il M= AWSServiceRoleForDevOpsGuru AfH|A @173 A& HEISIEF 52 5HK|
A&LICH MH|A B3 g S ddet Folls Che 7HAI7 g2 X8 £ A7 MEol| HE o|&
2 HEE = gl&LICh 5HX[TH IAME AL 510 JEgo| MBS WY £ U&LICH XAl LI =2 1AM
AE HBMO| MH[A o474 o8 HEIZ FHASHAAIR.
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DevOps Guru0i| CHEF MH[A @174 o4& ArK||
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MHIA 947 40| W JIs Es MuIATHH 014 TR 9 BP0l ST o
ol Z&LIC mEtM IO R BUERIS L RXISHK| 8= OIAHS AEIEI} i
x| B BIZXIE2I9H0] ¢S Zofok £SO AXE £ ABLICH

(@ Note

SlEcES — ﬁmlﬂﬁ g [ DevOps Guru AMH|A7F g S ALE S0|H Axof AmE +~ A&L
Ch Ol EX|7F st 32 8 7[CHRICHE 2 S ChA| A/ st &AL,

IAME At835t0] +F2Z AH|A A JEE AXStt{H CHE S +-SHAIR.

IAM 2& AWS CLI, &= AWS APIE A& 30 AWSServiceRoleForDevOpsGuru AH|A @472
2 ANELICH REA[E LI 2 IAM AFE HEMO| MH[A 9172 98 AKX E XSt AIRL.

Amazon DevOps Guru T8t &= Atgt

DevOpsGuru HHo{A AWSTIAM| =71 7|& AtEstod RS EAIE = JU&LICE S52 IAMALE M
BAMO[ IAM JSON HH @A T E

>
s
bl
=
o

MOl Action HEO| 2 YE X[HELICH U2 X|H5t2{H devops-guru: HF AL CHEol API &
A O|E 2 AL ELICHOl: devops-guru:SearchInsights % devops-guru:ListAnomalies).
=% stLtol ofd 2 E x| HsteiH 2 EE FEELICKHOI: "Action": [ "devops-
guru:SearchInsights", "devops-guru:ListAnomalies" ]).

Aol Resource HEO| 2|A&A ZIo 2 FUEFIE BRH(*)E ASSHHLE AL SHX| 2812 Amazon
2lAA O|F(ARN)S X|HELICH A UEFIEE AHE504 04 &Y L= 2|AAE XIHE = UE
LICt. 0 & E01, devops-quru: *= 2 E DevOps Guru 22 X|H3tMH devops-guru:List*=

ListO|2t= EtO{E A|ESH= 2 E DevOps Guru 242 X|IHELICH CHE o Al= 12345(2)2 A%
= HE8 IR AlMEAHUUID)7E e 2ZE QAIOIEE B AFLICH

arn:aws:devops-guru:us-east-2:123456789012:insight:12345%
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AddNotificationChannel

XFod.
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DevOps Guru0l| &3 i'dE F7I6t= ool 2L o

2 JMst=
C}.

ol CHEh W7 Z&El

2lAA: *

RemoveNotificationChannel

devops-guru:AddNotificationChannel

xtod
=

54 2l 2’22 DevOps GuruZt 75t2| &
| CIAMO|EE MM5tH 0|2 #5tolA L El= ol AFHREIL

devops-guru:RemoveNotificationChannel

DevOps Guruoil M &2 M2 A 7H5t7| @l ZeL/ch ¢
A2 JHM5tE o] chet M7 2§

Ct.
o|AA: *
ListNotificationChannels

XFod.
= H-

DevOps GuruOi| CH3H ’SE' or 2l A

GuruZtb &4 7H4d ghe

st

et x|2ElE 22 %%s 5
2lAA: *

UpdateResourceCollectionFilter

PN JeL
==

DevOpsGuruof| A

OpsAdvisorg At&ste= o 228 IAM

EAdst HXo| AWS B|AAE X|™Hst= O APREI
552 Yolo|Ests ol e BA2 83 2y ¥

g, 28 KIE, 28 o|HEI FE QA

<2 DevOps GuruZ} TH&t2] &
|& FetollA & 2l= ol AFHSEL

devops-guru:ListNotificationChannels

S5g gtetste o 2ot ZF &3 A2 DevOps
A

BHE QIALO|E 8 M4d5t OIS Flstol | Lale ol AHS

3tLI= Amazon Simple Notification Service (Amazon SNS)/L|C}.

devops-guru:UpdateResourceCollectionFilter

AWS CIoudFormation A EH
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%I—IEP o E‘J?‘J% M%%h_ CodeGuru
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BAA: *
GetResourceCollectionFilter

2. devops-guru:GetResourceCollectionFilter

£ x|™35l= AWS O AF2 £|= AWS CloudFormation &
o

AN
2 3ol 24 S & 7idsts ol A8 Y = U TE Al

ListInsights

ZQ4: devops-guru:ListInsights

AWS HEo| RQIMOIE SF/& ttetste ol HRELICH AlZF AlZh, 2Eli(ongoing®E=any),
(reactiveE=predictive) 7|22 2 BHetE|= QIAIOIEE X|HE £ U&LICEH

DescribeInsight

ZQ4: devops-guru:DescribeInsight

SHE IDE AIE35t0o{ X|'HEH QIAO|Eof CHEH M|E HEE Rtetste o 2 &L Ct
D AA: *

SearchInsights

Xtd: devops-guru:SearchInsights

=2 &AL, & B(reactive®
Epredictive) 7|ES R HtetE|= QIMOIEE XIHE = J&LiTt
2lAA: *

ListAnomalies
x+od

A devops-guru:ListAnomalies

siE IDE A8 3stod X|'4EF QIMO|E| &HotE ol &5 552 gterste ol 2Lt
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DescribeAnomaly

&td: devops-guru:DescribeAnomaly

SHE IDE AF235t04 X|Z8t o| & & Fof CHst MF HEE dtetste o Ze Lot
BAA: *
ListEvents

%t d: devops-guru:ListEvents

DevOps Guru0i| A Z7}5t
0 HtetE|= O|HEE X|HE

D AA: *

ListRecommendations

&Y. devops-guru:ListRecommendations

KEE QAOIEL| HE MY S5 HHEHsts ol 2Lt Zf HE Atgolls HE AL 2ted
2 X|E S 2 O[HE B0 ZEELICH

SlAA: *

bl
-
(o]
e

0|31 Z CHS QIALO|E &=, 0|32 0= QIAIOIE &&=, AWS A0 EAMEI X|E £ HHetst= O
| S A 1

LELICt ol HEE AFE5t0] AWS Aol 2] HENE é"oﬂbla._l )
2l AA: *
DescribeAccountOverview
%t devops-guru:DescribeAccountOverview
MEE O/Z ZEfo| At= CHEHY QAIO|E £, M E D|ZA dEjo| o= CIAIOIE =, BAE EE
MZOISYE QIMOIES B 57 AlZHMTTR) & € 7|7F SOt & MEt HIO|EHE Btetste o
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DescribeResourceCollectionHealthOverview

&' devops-guru:DescribeResourceCollectionHealthOverview

- -

DevOpsGurudl x| El Zf AWS CloudFormation AE{0] & QIALO|E0f CHEH YEI of| S CIAIOIE
+, Q2 8 QAOIE X "W 57 AIZ(MTTR)S EHetste= ol Lo

[=LLS

DAA: *

DescribeIntegratedService

&t1: devops-gquru:DescribeIntegratedService

i —

DevOps Guru2} EE*%* R — A—IHIA_O_I S EE gt 7| fle EF LT DevOpsGuru

o SEE 4 U B 7HK| MHIAE MAE ZH QIAO|E0] CHE! OpsitemS 435t of AR E 4

AWS Systems ManagerQ!& LIC}H.

2lAA: *
UpdateIntegratedServiceConfig

2 devops-guru:UpdateIntegratedServiceConfig

= K-

DevOps Guru2t S & &= U= AH|ALtS| SF 2 4356t 7{Lt HIEg35tst= o 2L/t
DevOps Guru®t S&& ¢+ = MH|AE Systems ManagerO|MH, O|= MAEl ZF QIALO|Eof CHF
OpsltemE MA3t= O AFEE &= &Lt

B|AA: *

Amazon SNS FX|[o CHEt T8t

CHE AWS HHO| & Amazon SNS FA|of ¢ &2 M&E TS Amazon DevOpsGuruE 43524

= fet
£ B0lgro| FH|o| HEE AASELICH

CHE A X 0| A8 Amazon SNS FA|0fl DevOps GuruZt & &

22 Yoo, dEg Ed = U=
82 DevOps Guru0ll £0435t= HEE Amazon SNS FAl|of| 4250k & LICH DevOps Guruoll AFHE
st= [t St A0l AR E Amazon SNS FA|ofl 22 ME5HES DevOps GurugE T4dstH,

DevOps GuruZt sHE FAol| HME F7HELICH.

@)

CHE A ™0 AM Amazon SNS ZFXlof cHet HEtE F 5| {1t WA E HAZst D LM, DevOps Guru

ol Amazon SNS FX| & F7tet &= U&LICt &3 't &7 Amazon SNS HHE 4| 0| E 510
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® Note

DevOps Gurue Set 21T MBE AHE 7t HBMAE XIHELICEH

['OII
>
__

FH

» CHE A™AM Amazon SNS ol Ciet #HEt T 4547
« C}E H ™o Amazon SNS Al F7}

- 22 'S AHS B Amazon SNS HA AHH|0|E(HE)

CHE A 20l A Amazon SNS FX|of CHet Het 743517

IAM &&= 23018t & CIE 7[H 2| Amazon SNS F=HNE AFE35tE2{H, AFE35F24= Amazon SNS &
Mol H2lig oddslok gfLIC IAM LS AtEst= S CHE HE 2| Amazon SNS FA[of HA g A
Asted™ IAM &g o] AR 2 siT HH 2la20f Cisl| ChSa 22 HEtol {lo{ok gfLCH.

» sns:CreateTopic
+ sns:GetTopicAttributes
 sns:SetTopicAttributes

» sns:Publish

A& 3tEd= Amazon SNS FXf|of CHE 3t 242 HAME A5 M A2, Resource 7|29 B2 topic-
owner-account-ide FM A|RXe| A™ IDO|1, topic-sender-account-ideE DevOps Guru

E MASH AF2 XIS H™E IDO|H, devops-guru-role2 BEAE JHQI AFEXEQ| IAM A& QLT ##-
id(0l8 EM us-west-2) L my-topic-name0l CHEH X8t 2t 2 CHAISHOF & LICH.

"Version": "2012-10-17",
"Statement": [{

"Sid": "EnableDevOpsGuruServicePrincipal",

"Action": "sns:Publish",

"Effect": "Allow",

"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",

"Principal": {
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"Service": "region-id.devops-guru.amazonaws.com"
1,
"Condition": {

"StringEquals": {

"AWS:SourceAccount": "topic-sender-account-id"
}
}
1,
{
"Sid": "EnableAccountPrincipal",
"Action": "sns:Publish",
"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {
"AWS": ["arn:aws:iam::topic-sender-account-id:role/devops-guru-role"]
}
}

IAM AFERF2M HE FTF F71

CHE HE2l Amazon SNS FM|E IAM AL ALE ALE5tE{T AL8 5l24= Amazon SNS FAflof CHS H
£ 445 A|2. Resource 7|2| B topic-owner-account-ide FM AKX AH IDO|

2H

4

1, topic-sender-account-idE=DevOps GuruE A&t AFEXte| HH ID0|D=| devops-guru-
user-name2 BAEl JHRI IAM AMB RFRILICH region-id(0dl: us-west-2) X my-topic-nameoi
CHa 2445t 2k = CHAlSHOF B LICH.

(® Note
Jtsot™ & A AMA 7|ot Z2 FT| X 580| U= 1AM AASAHE ddst= THAl A
Hd ZHE M83stE Wol FE&LICH IAML] 2 Atzdlof it RtMIEH LHE 2 IAM AL HH
Mol IAMO| HoF D& AfEH|E B ESHAAR

"Version": "2012-10-17",

"Statement": [{
"Sid": "EnableDevOpsGuruServicePrincipal"
"Action": "sns:Publish",
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"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {
"Service": "region-id.devops-guru.amazonaws.com"
},
"Condition": {
"StringEquals": {

"AWS :SourceAccount": "topic-sender-account-id"
}
}
},
{
"Sid": "EnableAccountPrincipal",
"Action": "sns:Publish",
"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {
"AWS": ["arn:aws:iam::topic-sender-account-id:user/devops-guru-user-
name"]
}
}
]
}

Ct2 A% 2| Amazon SNS A F7}
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{240 A Amazon SNS FA[of CHEF HEH2 74Tt F DevOps Guru & & A’H0i Amazon SNS
FHME FIHE £+ YUELICH AWS CLI === DevOpsGuru &2 AFH2 3104 Amazon SNS FA|E F7}

- 2£S MEY ], CHE A™Ll FHME AEsIEAE SNS X ARNE A8 etod 7|&E T X8 &M

» add-notification-channel AWS CLI 2f1& At&st= F< NotificationChannelConfig ZiA]
TopicArn LHOIME X|Zd5HoF &LCt

2L AE2504 CHE A 2| Amazon SNS F=A| £}
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4. SNS FAH| F7+8 MEiEL|C
5. SNS FA| ARNZ AFE3tod 7|&E FA| X|He MEighL|CE.

6. ArE3tEd= Amazon SNS FX[2| ARNS AT LICH HEE 445104 O Ao CHEr HetE o]
Ol F&giofof &FLICH.

(00)
Rl
2
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Q
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&
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o

of 2! Mol Amazon SNS FX|E F715H DevOps Gurue e FHE AL235104 Af QIAIO|E T} A
ME et 20| 52 OHIETL whdlstH & Elg EUERILCEH

o2 'S AL 8 Amazon SNS & G| 0| E(HE)

FME FItet o= FH7E £ E DevOps Guru &2 Aol CHEF HEHEF X[ %450 HAo| Eotg
datete A HYELICH

1. 222 HLigdE A™o|AM 1list-notification-channels DevOpsGuru AWS CLI B2 Al
st |Ch
oH- .

aws devops-guru list-notification-channels

2. list-notification-channels & 0{A Amazon SNS FXA|2| ARNO| Z & &l &< ID
 FAAIL. A IDE guidLICEH

715

o€ £04, ol2iel SE oM arn:aws:sns:region-id:111122223333: topic-name ARNO]|
Qe FXof Cist ' ID= e89be5F7-989d-4c4c-blfe-e7145037e531 LT

"Channels": [
{

"Id": "e89be5f7-989d-4c4c-blfe-e7145037e531",

"Config": {

"Sns": {
"TopicArn": "arn:aws:sns:region-id:111122223333:topic-name"

},

"Filters": {
"MessageTypes": ["CLOSED_INSIGHT", "NEW_INSIGHT'", "SEVERITY_UPGRADED"],
"Severities": ["HIGH'", "MEDIUM"]
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3. the section called “CHE A0l A Amazon SNS FA|of| CHe HEt M 7"l F=A| AR ID
E ME35t0{ CHE HA™HO|M BHE HAMo = 0|SELICH HA9O| Condition & 0d SourceArng
X"t €2 FIH5HAAIL. ARNAI= 2™ ID(M: us-east-1), FA| AR AWS HH #HE,
7|18 £ A<D ID7F ZEELICH

Uolo|EE Condition E&2 ChS Z&LCt.

"Condition" : {
"StringEquals" : {
"AWS:SourceArn": "arn:aws:devops-guru:us-
east-1:111122223333:channel/e89be517-989d-4c4c-blfe-e7145037e531",
"AWS:SourceAccount": "111122223333"
}

AddNotificationChannelO| SNS F=AME F7II& + e 42, IAM HHof CIS HEHo| U =X| &
QIS AIA|2.

0

{
"Version": "2012-10-17",
"Statement": [{
"Sid": "DevOpsGuruTopicPermissions",
"Effect": "Allow",
"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes"”,
"sns:SetTopicAttributes",
"sns:Publish"
1,
"Resource": "arn:aws:sns:region-id:account-id:my-topic-name"
]
}

AWS KMS 2 5 3=l Amazon SNS F=A|of| CHet HMet

2t 3 3}El Amazon SNS FA|of| CHt Mt 133
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X|Z 8t Amazon SNS £Xl= AWS Key Management Service0ll 2|5l &S 3IE = U&LICE.
DevOpsGuru7} &3 3tEl FHMZ U TE 5&5icdH HXE M AWS KMS key CHS KMS 7|
o| ¥Hof CtZ &= F7tsHok & Lct RtM[EH LHE2 AWS KMSE AFE 501 Amazon SNSO| | Al
El HAIX] =555 7], AWS KMS A& A2l 7| AE%} (Keyld) & Amazon Simple Notification
Service JHY R ABE M| C|O[H A Z 3 E FTSHAMAIL.

ok D

{
"Version": "2012-10-17",
"Id": "your-kms-key-policy",
"Statement": [
{

"Effect": "Allow",

"Principal": {

"Service": "region-id.devops-guru.amazonaws.com"

1,

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": "*"

}
]
}
(® Note

DevOps Gurue A B AI™E LHol M AHS 2 FHME KIELICh ofed Al
LiC
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Amazon DevOps Guru A3 8 L HMA ZX| SHZE

YEE AE5104 DevOps Guru & IAMOM HHlE + Rl SSHQ 22X & TEsty =38 =+
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m] A

o« AI2XIolH T2 gt

o
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https://aws.amazon.com/blogs/compute/encrypting-messages-published-to-amazon-sns-with-aws-kms/
https://aws.amazon.com/blogs/compute/encrypting-messages-published-to-amazon-sns-with-aws-kms/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
https://docs.aws.amazon.com/sns/latest/dg/sns-data-encryption.html
https://docs.aws.amazon.com/sns/latest/dg/sns-data-encryption.html
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« LHAWS HHE Q29| AL X7} L) DevOpsGuru ElAA M| HMASEF 561 A&SLICH

O &4

2
0o

DevOps GuruOllA 2telg &g H

oA Efds &g Mol QICt T AWS Management Console Z24F = <2 #E|Xtof| A £2l5t04

= mateojackson AAEXRI7t 2&E ALE610{ 7+ my-example-widget B[40
£ Ho41 & K| 7HA aws: GetWidget TEHO| Qi mH ghMstL|Ct

3

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
aws:GetWidget on resource: my-example-widget

eo= my-example-widget EUS At&35t0] aws: GetWidget BlAAN| HMASTEE
2 UOIo|EStErn B 2[R A 2 - &LCt

At

AEXE AWS /R0 M2t &% 21 &dttie B2 T2 YA HMAT ELELICH AWS
Management Console. ZE2 2| 4] HAM|AE Foistes W2 ML F ALSA FHoi| et
CHELICH AWS.

oIcO

oA z2aeid YAz HHA HEHE Fofet A&LICh

MERA Z2aeH Y YA AMA HEHE Fo{sted{H CHS M & stLEE MEIFLICH

ZZ2OcHQ ghAl HMATF T To HMA HEHES 20{5l= AFE

Tt AIEXRE FFRRUIR? Xt

xted o124 D UA| Xt SHE AHE 50 A5t R 5t QUE{H 0| A0
AWS CLI, AWS SDKs EE&= CHet X|&E [ELICH

(IAM Identity Center7t 2|3t \\vg ApIs.

= AFE R} « 9| 42 AWS Command
Line Interface AFHE AdH
M2l AWS CLI E AI835tT
£ 742 AWS IAM Identity
Center AWS CLIZ=3IAM 2.

« AWS SDKs, =7 2/ AWS
APIse| B2 SDK & &=+
X QLA 2] IAM Identity
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
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T2 4
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UAI A1 BHE A 3H0d
AWS CLI, AWS SDKs &=
AWS APIs.

(HEEX| &I 8)
7|1 x4 8EE A& stod

IAM AL A o] AWS 2|4
A9 B YA R EH A
g2o| x|zle nHELICH

Arg-emxr %PE °IE+n1IOIA0+I
CHEF X

AWS CLI, AWS SDKs EE=

. = k=2
AWS APls. REMIEH AWS CLILHE

£ AWS Command Line
Interface At& AHM 9| IAM
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04 P15 E A= otAl
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+ AWS SDKs
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0 P15 HXSIM L. AWS
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https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
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Ct2 oMl 2 FE marymajor(Ol)2HE IAM AL XF7F 2482 AF25104 DevOps Guruodil M Hede 43
S

stedD ot= E<of LleLct otX[Eh 24 S =~5tedT MH|A g o] Foigh THEto| MH|A0 U
0{0F & LICt Mary= MH|AO0| dgg MEE £ U= HehE 7| UX| et&Lich.
User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
0| A<, Mary7t iam:PassRole &S +¥E = UL T Mary2| MM | o|E3loF & L|Ct
T 20| 2R B2 AWS EE[XtolAH ELlstMR. BElRte 2Ol XtE ZHE XSt AFFLICt

LH AWS A& QI o] AFZX}7} LY DevOpsGuru 2lAA0| HMASIES 5{E5tD AE

| HMAE o) AR E
|x-|s+_¢_o|§ Lict B|AA 7

CHE AlEe| A8A E= =3 2|
= A

ol&L|C} it

AN EH

rc
>
e
M1
=
n
n
rir
1=
X
|>
2

= 2/
ol 22(ACL)E % MHI£2] Z9, 0l2{8 B ALS5hod CHE AFRHOIA| Bl2 200 CHEH A
|.

=
—
A HEE Foig + A&LICH

. DevOps Guru01IA-I Olz48t 7|52 X|#st=X| 042 E 2otE 2{™ Amazon DevOps Guru’Zt IAMS

CHEH HM|A HEHE MEZste wHE QotEEdH IAM AFR A THA O

A8 AWS A SR A HMA Het MBS BESML.

 EtALO] 2[AA0] CHEF HAM|A HEHE MSSe YHE LotEE{H IAM AHE DB A 2| EFAF AWS AH|
X A0 CHEF HMA HE xﬂf—" AWS A™EZSIAM L.

« ID HH2|0|ME S5l HMA HEtE MSshes WS °*0+'='E4D=| IAM AHE DB AL| 2|F0f A 2l
SE ALS KA M A HEH MBS (D HHs o[4S

« AEA A HM A CHE ATt 2[AA T[E HE A2 A O|RS YOotEE{H IAM AS MH
Mol IAMe| S E2A HH 2lAA HMAE FZSHML.

« &8 AWS A Bto| El_’n:
stC

DevOps Guru 2Z 2! BL|E{Z

2 LIE{Z2 DevOps Guru & 7|EF AWS £F 40| ot 718 X d58 fXlste ol ERE FE
LICH. AWSE= DevOps GuruE & st 24 &M Al 21 stn, MAEst A2 A& =x|E Fl6t= Ct
S Z2 2LEZ =7 E MS3gLct.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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« Amazon CloudWatchE AWS Z|A A2 Aldl SOl off Z2|AH|0|ME AWS MA|Zte 2 ZLIE{2IE
LICH XIEE =& L M1, ArSA X|H CHAEEE 448 = e, xIEE K&t X|HE
UL = ot MRXPONHI YE|HLE ZXIE Flot= & FEE HHE = U&LICH o & S0

=X

CloudWatch0ll Al Amazon EC2 QIAEIAO| CPU Al 2 L= ZIEF X|EE £t e M XIS
OF M QUAEAE A|IEE = Ql&LICH REMEH LI & Amazon CloudWatch AFE MEME & X5t
M.

« AWS CloudTrail= AWS HH0|M £= AEHE CHAISH] =8 E APl 2 & 4 &2 O|HEE HA{5t
1 AP X7 K| &8 Amazon S3 H{Zlol| 21 ntede M4 E
EM=X| OEH AA |P FTAH SEO0| ORI =X A S E0| UM =X| =0l = U&

Mgt LHE2 AWS CloudTrail AFHE dEME FESHAAIL.

-4

|

« Amazon CloudWatch& & 8t DevOps Guru &£ L|E{ &

« E A&3t04 Amazon DevOpsGuru APl & £Z AWS CloudTrail

Amazon CloudWatchE &8t DevOps Guru ZL|E{Z

2 A| CJ|O|E{E £=Z&5t0d 17| 7ts5tH A A|ZHo| 74 R|EE % 2|8H= Amazon CloudWatchE &
&l DevOps Gurug ZLIE{3e = J&LICt. o|2{et A= 157187t ERE|BE 7|8 HEof HAMA
St 2 ofZ 2|70l EE= MH|ATE {E A A-E|T JeX| MAMHo R O & mrehg = &Lt

EY HZLE FAISICHE LA ZI0| S5 E M YRS MESHAHLE ZXIE FStEE BEE HdEE =+

Rl&LICH KM HE = Amazon CloudWatch AF2 ATEHME AT 5HAAIL.

m

DevOps Gurul| @<, IAIO|E0f CHEF X|E L DevOps Guru A& 0i| CHEE X|EE FHE £ U&L
Ch 28 £5 Mol HIE S S50 sty UEX| BHESE InsightsOl E20| 2 = UA-F
HEI U2 O CIMOIEE MATHEE AE ZE46LILH E=, HIES FMet= O =30/ E = UESE

|E
DevOps Guru AI8F 2 #& e A E&LCH
DevOps Guru MH|A= AWS/DevOps-Guru HYAHO|ANM CHE1 22 X|EE B eL(Ct

|

- 2IMOIE X|®

« DevOps Guru AFEE X|E
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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QIALO|E X|E

CloudWatchE At&3t™ X|EE F25109 AWS H ™ol M E QUAIO|E =& &elgh = U&LICH.
Type X2 X504 proactive = reactive 2QIMO|EE FHE £ U&LICH ZE QMOIEE
FXsted™ AHHE X|I™5HR| Ot AL,
Metrics
XE MEH
Insight AWS HHo M S E QIAIO|E =L},
FEE AR Type
F &8t &A: Sum, Sample Count
B2l 71
DevOps Insight Guru X|Z0{& CtS0 22 RH§40| X[ HELICH
EH7IE
R ME
Type Ol RE2 2AMO|E RELICH ZE QIMOIEE FE{5tE
™M Insights X|E Q| At E XM X| OIMAIR. RE 22

()

I°
T
[ul

proactive , reactiv

DevOps Guru AFE 2 X|E

CloudWatchZ AHE 3504 Amazon DevOps Guru AL FXE £ Ql&LC

Metrics
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XE AJtH
CallCount .
ListInsights

ListAnomaliesForInsight

ListRecommendations

ListEvents

SearchInsights

Describelnsight

DescribeAnomaly

Jo
ol
ro

AI#: Service, Class, Type, Resource

Jo
ol
ro

& 7l: Sum, Sample Count

EHI|E

R ME

Service EIAATE ZEEIAWS MH|A 2| 0| LICH o & E04, DevOps
Gurul| Z< 0| 22 DevOps-Guru &lL|C}.

Class |42 FHME|= 2lAA90| EeiALICt DevOps Gurue O| &t
2 None gt 74 At &Lt

Type OlR2 FME|E= 2|l&A 0| ELICE DevOps Gurue O AHH
2 API Ztot &M AFSELICH.

CloudWatchE Ab25t04 ELIE{2 140


https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListInsights.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListAnomaliesForInsight.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListRecommendations.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListEvents.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_SearchInsights.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeInsight.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeAnomaly.html
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N =L
Resource 0|Zd2 DevOps Guru 40| o|FlLICt. K &5t 4t

ListInsights , ListAnomaliesForInsight ,
ListRecommendations ,ListEvents , SearchlIns
ights ,DescribeInsight , DescribeAnomaly @lLIC}.

£ A873104 Amazon DevOpsGuru APl £& ZZ AWS CloudTrail

Amazon DevOpsGuru= DevOpsGuru®| AF& X AWS CloudTrail, @& E£= AMH|A T} 3T 2Fd
01| CHEt 2lZE & M3 35t= AWS AMH|A QL SEEILICH CloudTrail2 DevOps Guru0il CHEF API &
£ O|HEZR HXELICH HXMElE SEHE /LA EF L0 =88t &1 DevOps Guru
API Ztedol cet Z = S E0| ZEELICH FXE HY5tH O|HIEE Z 3¢t CloudTrail O[HEE
X|&X 2 2 Amazon DevOps Guru HHZIof| HiZ & 4= Ql&LICH EBYE T K| o2 Aol
CloudTrail 2&2| O|HIE 7|FolM z|&l O|HIEE & 4 U&LICE CloudTrailo M ~Eet HEE ME
504 DevOps Guruol| =& E 23, ™ol &= IP QA 438t AR @%0| 3= ol

ES
FIHMR HEE &Holg + &Lt

CloudTrailoi| CHEF RFMIEH LI = AWS CloudTrail Al

oo
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E

x

M
2
P

Q'I_l
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>

)

CloudTrailoi| /= DevOps Guru HE

AWS HHEZ e mH HHo| M CloudTrail0| & d38HE LICE DevOpsGurut| A g &0| st sHE

ES0| o|HE 7|E9| CHE AWS AMH|A OHIERL & 7H CloudTrail O|HIE 0| 7|SE LICH. AWS 7H|7Ho]|

M Z|2 O|HIEE E1 HAMetn CIREEE = U&LCt RHAIEH LH&2 CloudTrail O[HIE 7S 2 At
235104 O|HE E7|E HZEAMSL.

DevOpsGurui| CHEH O|HIEE X E5t01 AWS H|He| O|HIEE X|&XMoz J7|Fote{H FHE HYF
LIC}t. CloudTrail2 £X& AF235109 Amazon S3 HHZIe 2 2 mlelg ™

FHMg MMM 7|2Mo 2 B E Z[™ol| Ao MEELICH FXH2 AWS THE|MO| B E Z|Tof| A 0]
HEE 2Z25t1 X|Z8t Amazon S3 HZle2 21 mtalg M&EL|Ct E8t CloudTrail 220 £
ZIE O|HIE O|O|EHE F7I2 M3t ZXIE F5tE=E CHE AWS MHIAE FHE £ &LICH Xt
Mg L2 OIS AI2E FXSHMIR.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
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« 044 2|70l A CloudTrail 21 T} 2F7| &l 0424 H 0| M CloudTrail 21 Tt 27|

DevOps Guru0i| M= CloudTrail 21 THM 2& 2ol 512 LS o/HER 208 £ &L
XEMIBH LI 2 DevOps Guru APl & ZE 9| Zdg %

DEOHE E= 23 50

=
[— o
0|25 CtS S 2/ BHEHE 2 Qla

XEMIBH LI 2 CloudTrail userldentity 2 A S H XS AAIL.

ol
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(o[l
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DevOps Guru 21 It &= 0

Z™o|gh x| Amazon S3 HHZIof| O[HEE 21
CloudTrail 21 Iofl= stLt oA el 21 &5

Tl @ M2 LIEHLIM 28 &, 2 Imiot Al
x

o
CloudTrail 21 I} U2 HEZ| API 2H S E9| F& A8 EQ0|AT} otLIZE EH & ME E ALK
Sr& Lot

CtZ oAM= UpdateResourceCollection S 2 04F = CloudTrail 21 S 0| LIEHHL|CY.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AAAAAAAAAEXAMPLE:TestSession",
"arn": "arn:aws:sts::123456789012:assumed-role/TestRole/TestSession",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/TestRole",
"accountId": "123456789012",
"userName": "sample-user-name"

}I
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-12-03T15:29:517"
}
}
1,
"eventTime": "2020-12-01T16:14:31Z",
"eventSource": "devops-guru.amazonaws.com
"eventName": "UpdateResourceCollection"
"awsRegion": "us-east-1",
"sourceIPAddress": "sample-ip-address",
'userAgent": i

"aws-internal/3 aws-sdk-java/1.11.901

"requestParameters": {
"Action": "REMOVE",
"ResourceCollection": {

"CloudFormation":

5 o
"StackNames": [
nin

Linux/4.9.217-0.3.ac.206.84.332.metall.x86_64 Open]DK_64-Bit_Server_VM/25.275-b01
java/1.8.0_275 vendor/Oracle_Corporation

}
}I

"responseElements"
"requestID":
"eventID":

: null,
" cb8cl67e-EXAMPLE ",

" e3c6f4ce-EXAMPLE ",
"readOnly": false

"eventType": "AwsApiCall",
managementEvent": true,
"eventCategory":

"Management",
recipientAccountId"

"123456789012"
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https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_Operations.html
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QIE{H|O|A VPC HEZQIEE M504 VPC2t DevOps Guru 7Hofl Z 0|8l A g MHE 5=
&L|CH QlE{mo|A A=z QlEE QIE{L! HO|EQ O], NAT C|HIO|A, VPN 2473 EE = AWS Direct
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