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« Amazon RDS
Amazon SQS
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"Sid": "DevOpsGuru-added-SNS-topic-permissions",
"Effect": "Allow",
"Principal": {

"Service": "region-id.devops-guru.amazonaws.com"



https://aws.amazon.com/devops-guru/pricing/
https://docs.aws.amazon.com/devops-guru/latest/userguide/getting-started-enable-service.html
https://docs.aws.amazon.com/sns/latest/dg/sns-tutorial-create-topic.html

Amazon DevOps Guru Add a permission2|

1,
"Action": "sns:Publish",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Condition" : {
"StringEquals" : {
"AWS:SourceArn": "arn:aws:devops-guru:region-id:topic-owner-account-
id:channel/devops-guru-channel-id",

"AWS:SourceAccount": "topic-owner-account-id"

}
}
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* pi:GetResourceMetrics

* pi:DescribeDimensionKeys

* pi:GetDimensionKeyDetails
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M &S To|X|o| AT MMe BlaA JHQULICEH 0 Mol Al Amazon RDS DB QIARIA O] A
M3ts M5 olarof chai orgfLict.

Database performance anomaly: prod_db_678 i

Resource overview Go to application view for 6 related anomalies

Resource name Anomaly severity Start time Duration

prod_db_&78 Mar 07, 2021, 14:32 UTC 3 hours 2 minutes

DB engine Anomaly summary End time
Aurora MySQL Unusually high DB load, 7x above normal. Ongoing
Likely performance impact.

2lAA O|F - Olaf Tiefo| 245 DB QIAEIAO| O|F RLICE O] iAol E[AAQ| O|F2
prod_db_678L|C}.
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Primary metric .
DevOps Guru for RDS detected an anomaly in your database load. The metric measures database activity in average active sessions (AAS). Slice DB load h"’ Wait events v Last 6 hours

Database load (DB load) Average active sessions (AAS)
(db.r5.4xlarge, 16 vCPUs) 30

24 (6x spike) info 25

Typically: DB load up to 4

Mar 7 11:00 Mar 7 12:00 Mar 7 13:00 Mar 7 14:00 32 Mar7 1500 Mar 7 16:0C
Time (UTC)

B crU W io/table/sql/handler M synch/rwlock/innodb/hash_table_locks = Anomalous DB load

[] High severity anomaly Max vCPUs

View in Performance Insights E

2% mid2 ol 2ol Cigh RiMIE LIS MBELICH o] tlAle] 2ofolle Cheg HE7F 2 ELICH

« Clo|E{H[Ol& ZE(DB ZE) - 0|4 T4 S CIOIEHO|& ZE EXMZ EFE ZYULICH &5 71

T<0/e| siE X|E= DBLoadRILICt. O] X|&E = Amazon CloudWatchOl| = H|A|E LIC}.

+ db.r5.4xlarge - DB QIAEIA ZE{AQILICH vCPU £(0] A0 MHE 167H)E T & MIM(AAS)
AHE | Mol s EFLICt

2
mlo

. 24(6x AT}0|3) - QIALO|Eof 2T El A7
Ch. [h2k A Ol $d&fo| M et 7|7F £
EfQi&LICt O] QIAEIAO|DB ZEEE

F7tA S0t B 29 MM(AAS) 22 S DB F5H
X4 A|&0]| Cl|O|E{H| 0| A0 TF 247H2| MM 0| E AT A
Ht DB 2 E O 6 L|C}.

. QUHIMOo Z DB 2EE %|CH 47l - LHIXQI a2 E
4= HY 24 50 dIo|EH|0|AMAMH E7H Ao

E

—
Ql

=
(o]
I_
EX
=

ek 01>|

DB 839 7|EM(AASZ EHE)QILICH Z
g A ERRI MOl B 471 olst g ololgh

AMELES 7252 7] O HES SeE |0t &, RHEO| ZH BHHoll A TR 2 AUAF o
Ml DB 20l 7} 80| 7|ods HEE LIERALICH REEolE 2X7F AIRHE! AlZh
ZbAH)O| EAIEILICH Stchol M 7HE Bfe 27 %ir |5t CH7| OlHIEO] TS 7[20|MAIR

7
=

o|'-|- ol
=

« I0:wait/io/sql/table/handler

O| Aurora MySQL G| O|E{H|O| A0 A O|T CHZ| O|HIET} HAECt BLO| LIEFELICH Amazon Aurora
O|CH7| O|HIEE A8l Hd&52 Z™s5t= AtMIEh &2 Amazon Aurora AHE B 2| Aurora
MySQL CHZ| O|HEE A8 § '3} Aurora PostgreSQL CH7| O|HIEE A8 S R TS AIA|
2. RDS for PostgreSQLOIAM CHZ7| O|HIEE AtE35t0{ M52 =™ f 2t ot 2 2{ Amazon
RDS AL M A{Q| RDS for PostgreSQL2| CH7| O|HEE A8t FAAIL.

—
=
—

|
o

3m 9£
mo ox
o I
A ﬂl|0
ol

DevOps Guru for RDSO|M 0|4 %{2| 47


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Managing.Tuning.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Managing.Tuning.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraPostgreSQL.Tuning.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/PostgreSQL.Tuning.html

Amazon DevOps Guru Add a permission2|

o X E

2 X E MMols Qo oy &5 Lol Aoz WHE 2l 0|40 LhEE|of U&LICEH O]
ciet 2ot 95 EXol cigt F71 HEE MSELICH
Related metrics (2)
When your DB load is high, other metrics often show anomalies. Use e T T T 5m 30m 1h 6h 12h 24h  Custom
Q 1 &

) Timeline (UTC)
e Mar 7 11:00 Mar 7 12:00 Mar 7 13:00 Mar 7 14:00 Mar 7 15:00 Mar 7 16:00 Mar 7 17:00

CPU running tasks

Currently: 162 processes ( & 3x); CPU running tasks

normally: 56 processes 200
Contributing to: 150
CPU capacity exceeded 100

1 ] U I B I
1432
= CPU running tasks [ High severity anomaly

CPU utilization L
CPU utilization
Currently: 97% (& 2x);

normally: 50% 100%

- 75%
Contributing to: :

CPU capacity exceeded 50%

= CPU utilization [] High severity anomaly
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m olg2 A EXE dFsts BHH, EUWH 0|2 ZAV ERE 5§ 20 E dFE LI &
ZAEots d7o| ghad X[ Eol sE R LICH

Analysis and recommendations (2) 1
Anomaly Analysis Recommendations Related metrics
High-load wait events The DB load for the CPU and 10 wait Investigate the following high-load wait events: Database load vs. max vCPUs
types was 21.6 average active sessions « CPU
(AAS). This was 90% of the total DB View troubleshooting doc [
load.

+ Io/table/sql/handler
Why is this a problem? View troubleshooting doc E

Investigate the following SQL IDs
« F19D34565WMLP345

View Top SQL in Performance Insights A

CPU capacity exceeded The CPU run gueue exceeded 150 Tune SQL 1Ds

SQL statement asks.running.avg)
processes. CPU utilization exceeded 97% » F19D34565WMLP345

Jtilization.total.avg)
delete from authors where id < ( select * from (select

0 max(id) - 30 from authors) a ) and id > ( select * from
ta reduce CPU usage, ¢ [select max(id) - 500 from authors) b )

the instance type to iNL cuse i w
capacity.
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* DevOps Guru New Insight Open

* DevOps Guru New Anomaly Association

* DevOps Guru Insight Severity Upgraded

* DevOps Guru New Recommendation Created

* DevOps Guru Insight Closed

DevOps Guru O|H E

CtS2 DevOps Gurul| o A| O|HIE IL|C}. O|HIE= %|MO| Zrfof 2745t04 LA EL[Ct O|HIE Ij
B0l CH3H AFAMIS| & olE 24 Amazon EventBridge AlZt3}7| EE = Amazon EventBridge O|HIE. 1j

B2 HESHAAIR.
DevOpsGuru New Insight Open O|HIE

DevOps Guru= A QIALOIEE €™ Ct

Ojo

O|HEE ™M&EfLICH

{
"version" : "0Q",
"id" : "08108845-ef90-00b8-1ad6-2ee5570acbe4",
"detail-type" : "DevOps Guru New Insight Open",
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"source" : "aws.devops-guru",
"account" : "123456789012",
"time" : "2021-11-01T17:06:10Z",
"region" : "us-east-1",
"resources" : [ 1,
"detail" : {
"insightSeverity" : "high",
"insightDescription" : "ApiGateway 5XXError Anomalous In Stack TestStack",
"insightType" : "REACTIVE",
"anomalies" : [
{
"startTime" : "1635786000000",
"id" : "AL41JIDFFQPY1Z1XD8cpREKAAAAF83HGGGCOTMTr91bfI7sCiISIWMeFCbHY_XXXX",
"sourceDetails" : [
{
"dataSource" : "CW_METRICS",
"dataldentifiers" : {
"period" : "60",
"stat" : "Average",
"unit" : "None",
"name" : "S5XXError",
"namespace" : "AWS/ApiGateway",
"dimensions" : [
{
"name" : "ApiName",
"value" : "Test API Service"

"name" : "Stage",
"value" : "prod"

1,
"accountId" : "123456789012",

"messageType" : "NEW_INSIGHT",

"insightUrl" : "https://us-east-1.console.aws.amazon.com/devops-guru/#/insight/
reactive/AIYH6IxdbgkcGOxImypil 4MAAAAAAAAALOSLE jkxiNProXWecsTIbLUQ7EZ7XXXX",

"startTime" : "1635786120000",

"insightId" : "AIYH6JxdbgkcG@xJImypilL4MAAAAAAAAALOSLE jkxiNProXWcsTIbLU@7EZ7XXXX",

"region" : "us-east-1"
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MZZIL E2 M QIALOIEE 913t ALS X KIT Ol Al O[HIE THE

TA2 o|HE EE AEs0{ OHIEE MEist T CHY 2= 0| et & LICH CHS2 DevOps
E:

Guru Oi|A| O|HIE THEA]L|C}
{
"source": [
"aws.devops-guru"
1,
"detail-type": [
"DevOps Guru New Insight Open"
1,
"detail": {
"insightSeverity": [
"high"
]
}
}
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Amazon SNS x| 2 #Hst F7}1E

Amazon SNS FX||l= AWS Identity and Access Management (IAM) ElAA HME &5t 2lAA L
LICt 07| M FXE X[H5HH DevOps Gurue i 2|44 HMof ctgat 22 HetS F7HELc

{
"Sid": "DevOpsGuru-added-SNS-topic-permissions",
"Effect": "Allow",
"Principal": {
"Service": "region-id.devops-guru.amazonaws.com"
1,
"Action": "sns:Publish",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Condition" : {
"StringEquals" : {
"AWS:SourceArn": "arn:aws:devops-guru:region-id:topic-owner-account-
id:channel/devops-guru-channel-id",
"AWS:SourceAccount": "topic-owner-account-id"
}
}
}
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o =
« CLOSED_ASSOCIATION - 7|&E2| o|& &=0| SEZ|H L2 Br&LCt.
« SEVERITY_UPGRADED - QIAIO|E S| MZIE 7 Hapio|EE|H &S Br&LICH
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FM 75 gtedol chgt XEMIEH LI 2 Amazon Simple Notification Service 7Het XF FLHA{ 2] Amazon
SNS A 75 ZH B2 HEotMA2. TE X0l e ZA 2| MessageType(0l)7t Z&El 7|
Q= & LIS KI™HELICH 02 S04, Amazon SNS FX{|7| QIAIOIENIM MZ2 o|4 52 AX|E
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{
"MessageType":["NEW_ ASSOCIATION"]

}

Amazon DevOps Guru®| CH8F Amazon SNS &2 ZIE{ZIEl of

Ct=22 ZE ™A0| Q= Amazon SNS FX|2| Amazon Simple Notification Service(Amazon SNS) &
2lofl CH8t 0| LICH MessageTypeOl NEW_ASSOCIATIONS 2 MHE|0{ /o= Z QAIO|E oA A
E2 0|4 &=0| ZX|E mek L ES E-ILICE

{

"accountId": "123456789012",

"region": "us-east-1",

"messageType": "NEW_ASSOCIATION",

"insightId": "ADyf4FvaVNDzu9MA2-IgFDkAAAAAAAAAEGpId5sjicgaul2wmAlnWUyyI2hiO5it",

"insightName": "Repeated Insight: Anomalous increase in Lambda
ApigwLambdaDdbStack-22-Function duration due to increased number of invocations",

Amazon SNS 75 ZEf Y2 ALge &3] ZEE 69
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"insightUrl": "https://us-east-1.console.aws.amazon.com/devops-guru/insight/

reactive/ADyf4FvaVNDzu9MA2-IgFDKAAAAAAAAAEGpId5sjicgaul2wmAlnWUyyI2hi05it",

"insightType": "REACTIVE",

"insightDescription": "At March 29, 2023 22:02 GMT, Lambda function
ApigwLambdaDdbStack-22-Function had\n an increased duration anomaly possibly caused by
the Lambda function invocation increase. DevOps Guru has detected this is a repeated
insight. DevOps Guru treats repeated insights as 'Low Severity'.",

"startTime": 1628767500000,

"startTimeISO0": "2023-03-29T722:00:00Z",

"anomalies": [

{
"id": "AG2n81jW74BoI1CHu-m_oAgAAAF70hu24N4Yro69ZSdUtn_alzPH7VTpal3@JIXiF",
"startTime": 1628767500000,
"startTimeISO0": "2023-03-29T722:00:00Z",
"openTime": 1680127740000,
"openTimeIS0": "2023-03-29T722:09:00Z",
"sourceDetails": [
{
"dataSource": "CW_METRICS",
"dataldentifiers": {
"namespace": "AWS/SQS",
"name": "ApproximateAgeOfOldestMessage",
"stat": "Maximum",
"unit": "None",
"period": "60",
"dimensions": "{\"QueueName\":\"FindingNotificationsDLQ\"}"

}
]I

"associatedResourceArns":[
"arn:aws:sns:us-east-1:123456789012:DevOpsGuru-insights-sns"
]
}
1,
"resourceCollection":{
"cloudFormation":{
"stackNames": [
"CapstoneNotificationPublisherEcsApplicationInfrastructure"

Amazon SNS 22 ZE{ZIE of 70
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"accountId":"123456789101",
"region":"eu-west-1",
"messageType" :"NEW_INSIGHT",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightName": "Repeated Insight: ApiGateway 5XXError Anomalous In Application
CanaryCommonResources-123456789101-LogAnomaly-4",
"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/
alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightType":"REACTIVE",
"insightDescription":"DevOps Guru has detected this is a repeated insight. DevOps
Guru treats repeated insights as 'Low Severity'.",
"insightSeverity":"medium",
"startTime": 1680148920000,
"startTimeISO0": "2023-03-30T04:02:00Z",
"anomalies":[
{
"id":"alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"startTime": 1680148800000,
"startTimeISO": "2023-03-30T04:00:00Z",
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"openTime": 1680148920000,
"openTimeIS0": "2023-03-30T04:02:00Z",
"sourceDetails": [
{
"dataSource":"CW_METRICS",
"dataldentifiers":{
"name" :"ApproximateAgeOfOldestMessage",
"namespace" :"AWS/SQS",
"period":"60",
"stat":"Maximum",
"unit":"None",
"dimensions":"{\"QueueName\":\"SampleQueue\"}"

1,
"associatedResourceArns":[
"arn:aws:sqs:eu-west-1:123456789101:SampleQueue”

1,
"resourceCollection":{
"cloudFormation":{
"stackNames": [
"SampleApplication"

iy

SZE QAMO|Eof CiEr S BolE Chant 22 HE7F 2 ELCH
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"accountId":"123456789101",
"region":"us-east-1",
"messageType" :"CLOSED_INSIGHT",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightName": "DynamoDB table writes are under utilized in mock-stack",

"insightUrl":"https://us-east-1.console.aws.amazon.com/devops-guru/insight/

proactive/alb2c3d4-5678-90ab-cdef-EXAMPLE33333",
"insightType":"PROACTIVE",

"insightDescription":"DynamoDB table writes are under utilized",
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"insightSeverity":"medium",
"startTime": 1670612400000,
"startTimeIS0": "2022-12-09T19:00:00Z",
"endTime": 1679994000000,

"endTimeIS0": "2023-03-28T09:00:00Z",
"anomalies": [

{
"id":"alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",
"startTime": 1665428400000,
"startTimeISO0": "2022-10-10T19:00:00Z",
"endTime": 1679986800000,
"endTimeISO0": "2023-03-28T07:00:00Z",
"openTime": 1670612400000,
"openTimeISO0": "2022-12-09T19:00:00Z2",
"closeTime": 1679994000000,
"closeTimeISO": "2023-03-28T09:00:00Z",
"description":"Empty receives while messages are available",
"anomalyResources": [
{
"type":"AWS: :5QS: :Queue",
"name" :"SampleQueue"
}
1,
"sourceDetails":[
{

"dataSource":"CW_METRICS",

"dataldentifiers":{

"name" : "NumberOfEmptyReceives",
"namespace" :"AWS/SQS",
"period":"60",

"stat":"Sum",
"unit":"COUNT",
"dimensions":"{\"QueueName\" :\"SampleQueue\"}"

}

}
1,
"associatedResourceArn": [
"arn:aws:sqs:us-east-1:123456789101:SampleQueue"
]
}

]I

"resourceCollection":{
"cloudFormation":{
"stackNames": [
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"SampleApplication"

[
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{
"accountId":"123456789101",

"region":"eu-west-1",

"messageType":"NEW_ASSOCIATION",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE22222",

"insightName": "Repeated Insight: Anomalous increase in Lambda
ApigwLambdaDdbStack-22-GetOneFunction duration due to increased number of
invocations",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

alb2c3d4-5678-90ab-cdef-EXAMPLE22222",

"insightType":"REACTIVE",

"insightDescription":"At March 29, 2023 22:02 GMT, Lambda function
ApigwLambdaDdbStack-22-GetOneFunction had\nan increased duration anomaly possibly
caused by the Lambda function invocation increase. DevOps Guru has detected this is a
repeated insight. DevOps Guru treats repeated insights as 'Low Severity'.",

"insightSeverity":"medium",

"startTime": 1680127200000,

"startTimeISO": "2023-03-29T22:00:00Z",

"anomalies":[

{
"id":"alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"startTime":1672945500000,
"startTimeISO": "2023-03-29T22:00:00Z",
"openTime": 1680127740000,
"openTimeISO0": "2023-03-29T22:09:00Z2",
"sourceDetails":[
{
"dataSource":"CW_METRICS",
"dataldentifiers":{
"namespace" :"AWS/SQS",
"name" :"ApproximateAgeOfOldestMessage",
"stat":"Maximum",
"unit":"None",
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"period":"60",
"dimensions":"{\"QueueName\":\"SampleQueue\"}"

]I

"associatedResourceArns":[
"arn:aws:sqs:eu-west-1:123456789101:SampleQueue”

1,
"resourceCollection":{
"cloudFormation":{
"stackNames": [
"SampleApplication"

"accountId":"123456789101",

"region":"us-east-1",

"messageType" :""NEW_RECOMMENDATION",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightName": "Recreation of AWS SDK Service Clients",

"insightUrl":"https://us-east-1.console.aws.amazon.com/devops-guru/insight/
proactive/alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightType":"PROACTIVE",

"insightDescription": "Usually for a given service you can create one [AWS SDK
service client](https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/creating-
clients.html) and reuse that client across your entire service.\n\nWhen instead you
create a new AWS SDK service client for each call (e.g. for DynamoDB) it\u@@27s
generally a waste of CPU time.",

"insightSeverity":"medium",

"startTime": 1680125893576,

"startTimeISO": "2023-03-29T21:38:13.5767",

"recommendations": [

{

"name":"Tune Availability Zones of your Lambda Function",
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"description":"Based on your configurations, we recommend that you set
SampleFunction to be deployed in at least 3 Availability Zones to maintain Multi
Availability Zone Redundancy.",

"reason":"Lambda Function SampleFunction is currently only deployed to 2
unique Availability zones in a region with 7 total Availability zones.",

"link":"https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html",

"relatedAnomalies": [

{
"sourceDetails":{
"cloudwWatchMetrics":null
},
"resources":[
{
"name":"SampleFunction",
"type":"AWS::Lambda: :Function"
}
1,
"associatedResourceArns": [
"arn:aws:lambda:arn:12345678910@1:SampleFunction”
]
}

1,

"resourceCollection": {
"cloudFormation": {
"stackNames": [

"SampleApplication"
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{
"accountId":"123456789101",

"region":"eu-west-1",
"messageType" :"SEVERITY_UPGRADED",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",
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"insightName": "Repeated Insight: ApiGateway 5XXError Anomalous In Application
CanaryCommonResources-123456789101-LogAnomaly-11",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",

"insightType":"REACTIVE",

"insightDescription": "DevOps Guru has detected this is a repeated insight. DevOps
Guru will treat future occurrences of this insight as 'Low Severity' for the next 7
days."

"insightSeverity":"high",

"startTime": 1680127320000,

"startTimeISO": "2023-03-29T22:02:00Z",

"resourceCollection":{

"cloudFormation":{
"stackNames": [
"SampleApplication"

-
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"accountId":"123456789101",
"region":"eu-west-1",
"messageType" :"SELECTED_RESOURCE_FILTER_VALIDATION_FAILURE",
"ResourceFilterType": "Tags",
"InvalidResourceNames": [
"Devops-Guru-tag-key-tag-value"
1,

"awsInsightSource": "aws.devopsguru"
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{
"Sid": "DenyListMonitoredResources",
"Effect": "Deny",
"Action": [
"devops-guru:ListMonitoredResources"”
]
}
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"Statement" : [
{
"Sid" : "Allow access to principals authorized to use DevOps Guru",
"Effect" : "Allow",
"Principal" : {
"AWS" . Mxm
.
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "devops-guru.Region.amazonaws.com",
"kms:CallerAccount" : "111122223333"

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
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"Action" : [
"kms:*"

1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

}I
{

"Sid" : "Allow read-only access to key metadata to the account",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::111122223333:root"
1,
"Action" : [
"kms :Describe*",
"kms:Get*",
"kms:List*"

1,

"Resource" : "*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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"Action": [
"aws:actionl",
"aws:action2"

]
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
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"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

DevOps Guru0il CHEF AWS Z218(0|2| HelEl) HY

DevOpsGuru AMH|A &g M5t D 2HE|5ted™ 2le AWSEE|E AT oA aHoF gL
CIIAMFullAccess.
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|

» AmazonDevOpsGuruFullAccess

» AmazonDevOpsGuruConsoleFullAccess

* AmazonDevOpsGuruReadOnlyAccess

» AmazonDevOpsGuruOrganizationsAccess
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AmazonDevOpsGuruFullAccess

AmazonDevOpsGuruFullAccess - Amazon SNS =X|E 43t 11, Amazon CloudWatch X|ZE 0 H
MAStD, AWS CloudFormation AEHO]| HAM|AE 4= RI= HEHE E &S50 DevOpsGurudil CHEH THA|
MM A HEtS MSELICH DevOps Gurud CHEH x| Ao HEHS Fo5t AL = EEIR =& 2| At
EXtofAH B o] dHE MEFHMAIL.

AmazonDevOpsGuruFullAccess S&o= Ct30t 22 E&0| £& E|0 JU&LICH

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "DevOpsGuruFullAccess",

"Effect": "Allow",

"Action": [

"devops-guru:*"

]I

"Resource": "*"

}I
{

"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

1,

"Resource": "*"

},
{

"Sid": "CloudWatchGetMetricDataAccess",

"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricData"

1,

"Resource": "*"

},
{

"Sid": "SnsListTopicsAccess",

"Effect": "Allow",
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"Action": [
"sns:ListTopics",
"sns:ListSubscriptionsByTopic"

1,
"Resource": "*"
"Sid": "SnsTopicOperations",

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes”,
"sns:SetTopicAttributes”,
"sns:Subscribe",
"sns:Publish"

1,

"Resource": "arn:aws:sns:*:*:DevOps-Guxru-*"

"Sid": "DevOpsGuruSlxCreation",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-sexrvice-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuxu",

"Condition": {
"StringlLike": {
"iam:AWSServiceName": '"devops-guru.amazonaws.com"

"Sid": "DevOpsGuruSlrDeletion",

"Effect": "Allow",

"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"

1,

"Resource": "arn:aws:iam::*:role/aws-sexvice-role/devops-

guru.amazonaws.com/AWSServiceRoleFoxDevOpsGuxu"

Y,
{

"Sid": "RDSDescribeDBInstancesAccess",
"Effect": "Allow",
"Action": [
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"rds:DescribeDBInstances"

1,

"Resource": "*"

}I
{
"Sid": "CloudWatchLogsFiltexLogEventsAccess",
"Effect": "Allow",
"Action": [
"logs:FiltexLogEvents"
]I

"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/DevOps-Guru-Analysis": "true"

AmazonDevOpsGuruConsoleFullAccess

AmazonDevOpsGuruConsoleFullAccess - Amazon SNS A& 443t11, Amazon CloudWatch
K| E 0| HMASET, AWS CloudFormation AEBH0]| HA|AE o= Q= HEHE E2H5H0{ DevOpsGurud|
CHEt | HM A HEHE MBS ELICH o] Aoz F71 84S QAIO|E HEHo| oo Z&0iA HIHY
Q1 Amazon RDS Aurora DB QIAEA QL HEAE M|E EME 2 5 DevOps Guruoi| CHEt

&Lct.
=
A Ko HEHE Fofst At ot= HEIRF =& 2| ALS Ko H R o] dHE MEstAAI2.

50

X
(=]

o

AmazonDevOpsGuruConsoleFullAccess Mol ChSoF =2 | =& E|o] U&LICt

Eli

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "DevOpsGuruFullAccess",
"Effect": "Allow",
"Action": [
"devops-guru:*"
1,
A BH 7|g G
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"Resource": "*"

"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

1,

"Resource": "*"

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

1,

"Resource": "*"

"Sid": "SnsListTopicsAccess",
"Effect": "Allow",
"Action": [
"sns:ListTopics",
"sns:ListSubscriptionsByTopic"

1,

"Resource": "*"

"Sid": "SnsTopicOperations",

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes”,
"sns:SetTopicAttributes”,
"sns:Subscribe",
"sns:Publish"

1,

"Resource": "arn:aws:sns:*:*:DevOps-Guru-*"

"Sid": "DevOpsGuruSlxCreation",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
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"Resource": "arn:aws:iam::*:role/aws-sexrvice-role/devops-
guru.amazonaws.com/AWSServiceRoleForDevOpsGuxu",
"Condition": {
"StringlLike": {

"iam:AWSServiceName": "devops-guru.amazonaws.com"
}
}
}I
{
"Sid": "DevOpsGuruSlrDeletion",
"Effect": "Allow",
"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"
1,
"Resource": "arn:aws:iam::*:role/aws-sexvice-role/devops-
guru.amazonaws.com/AWSServiceRoleFoxDevOpsGuxu"
}I
{
"Sid": "RDSDescribeDBInstancesAccess",
"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances"
]I
"Resource": "*"
}I
{
"Sid": "PerformanceInsightsMetricsDataAccess",
"Effect": "Allow",
"Action": [
"pi:GetResouxrceMetrics"”,
"pi:DescribeDimensionKeys"
1,
"Resource": "*"
},
{

"Sid": "CloudWatchLogsFiltexLogEventsAccess",
"Effect": "Allow",
"Action": [

"logs:FilterLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {

"StringEquals": {
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"aws:ResourceTag/DevOps-Guru-Analysis": "true"

AmazonDevOpsGuruReadOnlyAccess

AmazonDevOpsGuruReadOnlyAccess - DevOpsGuru 2! CHE AWS MH|A S| B4 B|A A0 CHE
17| M HMA HEtE 20T LICIH DevOps Gurul| 244 M ¥ AA|, Amazon SNS FA| EE&=
Systems Manager OpsCenter S &2 C|0|EStX| £, RQIAO|EE & &= U= HEtE Fo{5t1At
St= AF&XHoi| 7| O HAME M S MAIL.

AmazonDevOpsGuruReadOnlyAccess EXof|= CtEot 22 280 L& E|0] U&LICEH

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Sid": "DevOpsGuruReadOnlyAccess",

"Effect": "Allow",

"Action": [
"devops-guru:DescribeAccountHealth",
"devops-guru:DescribeAccountOverview",
"devops-guru:DescribeAnomaly",
"devops-guru:DescribeEventSourcesConfig",
"devops-guru:DescribeFeedback",
"devops-guru:DescribeInsight"”,
"devops-guru:DescribeResourceCollectionHealth",
"devops-guru:DescribeSexrviceIntegration"”,
"devops-guru:GetCostEstimation",
"devops-guru:GetResourceCollection",
"devops-guru:ListAnomaliesForInsight",
"devops-guru:ListEvents",
"devops-guru:ListInsights",
"devops-guru:ListAnomalousLogGroups",
"devops-guru:ListMonitoredResouxrces",
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"devops-guru:ListNotificationChannels",
"devops-guru:ListRecommendations",
"devops-guru:SearchInsights",
"devops-guru:StartCostEstimation"

1,

"Resource": "*"
},
{

"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

]I

"Resource": "*"

}I
{

"Effect": "Allow",

"Action": [
"iam:GetRole"

1,

"Resource": "arn:aws:iam::*:role/aws-sexvice-role/devops-

guru.amazonaws.com/AWSServiceRoleFoxDevOpsGuxu"
}I
{

"Sid": "CloudWatchGetMetricDataAccess",

"Effect": "Allow",

"Action": [

"cloudwatch:GetMetricData"

]I

"Resource": "*"

}I
{

"Sid": "RDSDescribeDBInstancesAccess",

"Effect": "Allow",

"Action": [

"rds:DescribeDBInstances"

]I

"Resource": "*"

}I
{
"Sid": "SnsListTopicsAccess",

"Effect": "Allow",
"Action": [
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"sns:ListTopics”,
"sns:ListSubscriptionsByTopic"

1,

"Resource": "*"
},
{
"Sid": "CloudWatchLogsFiltexLogEventsAccess",
"Effect": "Allow",
"Action": [
"logs:FilterLogEvents"
1,

"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis'": "true"

AmazonDevOpsGuruOrganizationsAccess

AmazonDevOpsGuruOrganizationsAccess - 22 #2|Xtof| A =2 L} DevOps Guru CHS
HE E7|of Chst HMA HEHE MBELICE =2 L) DevOps Guru0il CHEH TR HAM[A P&t
2 2045t 1%t ot= ZE Q| HE|RF =& ALS KO H o HAE MEFIMAIR. TE|o| HE| AH™
2! DevOps Guru0i| CH5H 2| 2El 2 2(XE 7ol o] WHE MEE £ U&LIct o WA H=of
AmazonDevOpsGuruReadOnlyAccess EE= AmazonDevOpsGuruFullAccess& 2&5}04
DevOps Guru0i| CHE ¢17| M E= ™A HHAE MSE = UsLC.

AmazonDevOpsGuruOrganizationsAccess H&ol= Cl3t 22 E&0| Z&E[o] Y&t
DevOps GuruE 2|8t MH|A A3 & ALE
Amazon DevOpsGuru= AWS Identity and Access Management (IAM) AH|A 9174 o4&l 2 A&

LICt AMH|A @12 &2 DevOps Guru0l| 21 HAZAE T /3t Rl IAM &Lt MH|A 44
o3gh2 DevOpsGurudi A AtE HolstH MH[A M| AFE XHE CH 415104 Amazon CloudWatch AWS
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LIQs Mt 5202 FII1E W7 gleaZ MH|A A 2482 DevOps Gurus O A MH
g &= UELICH DevOps Gurud| A AMH|A 44 dgto| HEtE HolstE 2 CHEH Holx|X| et &,
DevOps GuruZt s g2 s = ALt Mo|E HEtol= Az HAa HEt HA3o| & EH
O M&t HA2 CtE IAM R E[E|of| 1ZAE &= gi&sLCt

X 23 2lAAE AHSokEE MH[A A HE S MHE + JU&LICH Ol A st 2|lAaA0f CHE
HMA HEHE FF 2 AXE & g7 HE 0l DevOps Guru 2|AA7H 235 FL|CH

DevOps Guru0il CHEH AMH|A 9473 od&t M3t

DevOps Guru0il A= 0| 0| AWSServiceRoleForDevOpsGuru®l AMH|A 9173 A&tg AL EHLCY.
O|= DevOpsGuruZt A Ho| M A=sHoF 5t= He|7t XI™HE HEHo| U= AWS ZE[- HAL|C

AWSServiceRoleForDevOpsGuru MH|A 44 g2 T A& S /57| flall CHE MHIAE A Z]
gLict
= .

* devops—guru .dMazonaws.com

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"autoscaling:DescribeAutoScalingGroups",
"cloudtrail:LookupEvents",
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics",
"cloudwatch:DescribeAnomalyDetectors"”,
"cloudwatch:DescribeAlarms",
"cloudwatch:ListDashboaxds",
"cloudwatch:GetDashboaxd",
"cloudformation:GetTemplate",
"cloudformation:ListStacks",
"cloudformation:ListStackResources",
"cloudformation:DescribeStacks",
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"cloudformation:ListImports"”,
"codedeploy:BatchGetDeployments",
"codedeploy:GetDeploymentGroup",
"codedeploy:ListDeployments",
"config:DescribeConfigurationRecorderStatus",
"config:GetResourceConfigHistorxy",
"events:ListRuleNamesByTarget",
"xray:GetSexviceGraph",
"organizations:ListRoots",
"organizations:ListChildren",
"organizations:ListDelegatedAdministrators",
"pi:GetResourceMetrics",

"tag:GetResources",

"lambda:GetFunction",
"lambda:GetFunctionConcurrency",
"lambda:GetAccountSettings",
"lambda:ListProvisionedConcurrencyConfigs",
"lambda:ListAliases",
"lambda:ListEventSourceMappings",
"lambda:GetPolicy",

"ec2:DescribeSubnets",
"application-autoscaling:DescribeScalableTargets",
"application-autoscaling:DescribeScalingPolicies",
"sqs:GetQueueAttributes”,
"kinesis:DescribeStream",
"kinesis:DescribelLimits",
"dynamodb:DescribeTable",
"dynamodb:DescribeLimits",
"dynamodb:DescribeContinuousBackups",
"dynamodb:DescribeStream",
"dynamodb:ListStreams",
"elasticloadbalancing:DescribeloadBalancers",
"elasticloadbalancing:DescribelLoadBalancerAttributes",
"rds:DescribeDBInstances",
"rds:DescribeDBClusters",
"rds:DescribeOptionGroups",
"rds:DescribeDBClusterParameters",
"rds:DescribeDBInstanceAutomatedBackups",
"rds:DescribeAccountAttributes"”,
"logs:DescribelogGroups",
"logs:DescribelogStreams",
"s3:GetBucketNotification",
"s3:GetBucketPolicy",
"s3:GetBucketPublicAccessBlock",
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"s3:GetBucketTagging",
"s3:GetBucketWebsite",
"s3:GetIntelligentTieringConfiguration”,
"s3:GetLifecycleConfiguration",
"s3:GetReplicationConfiguration”,
"s3:ListAllMyBuckets",
"s3:ListStorageLensConfigurations"”,
"servicequotas:GetServiceQuota",
"servicequotas:ListRequestedServiceQuotaChangeHistory",
"servicequotas:ListServiceQuotas"
1,
"Resource": "*"
},
{
"Sid": "AllowPutTargetsOnASpecificRule",
"Effect": "Allow",
"Action": [
"events:PutTargets",
"events:PutRule"
]I
"Resource": "arn:aws:events:*:*:rule/DevOps-Guru-managed-*"
}I
{
"Sid": "AllowCreateOpsItem",
"Effect": "Allow",
"Action": [
"ssm:CreateOpsItem"
]I
"Resource": "*"
}I
{
"Sid": "AllowAddTagsToOpsItem",
"Effect": "Allow",
"Action": [
"ssm:AddTagsToResource"
]I
"Resource": "arn:aws:ssm:*:*:opsitem/*"
}I
{
"Sid": "AllowAccessOpsItem",
"Effect": "Allow",
"Action": [
"ssm:GetOpsItem",
"ssm:UpdateOpsItem"
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1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-GuruInsightSsmOpsItemRelated": "txue"
}
}
}I
{
"Sid": "AllowCreateManagedRule",
"Effect": "Allow",
"Action": "events:PutRule",
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*"
}I
{
"Sid": "AllowAccessManagedRule",
"Effect": "Allow",
"Action": [
"events:DescribeRule",
"events:ListTargetsByRule"
1,
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*"
},
{
"Sid": "AllowOtherOperationsOnManagedRule",
"Effect": "Allow",
"Action": [
"events:DeleteRule",
"events:EnableRule",
"events:DisableRule",
"events:PutTargets",
"events:RemoveTargets"
1,
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*",
"Condition": {
"StringEquals": {
"events:ManagedBy": "devops-guru.amazonaws.com"
}
}
}I
{
"Sid": "AllowTagBasedFilterLogEvents",
"Effect": "Allow",
"Action": [
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"logs:FiltexLogEvents"
]I
"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/DevOps-Guru-Analysis": "true"
}
}
},

{
"Sid": "AllowAPIGatewayGetIntegrations",

"Effect": "Allow",
"Action": "apigateway:GET",
"Resource": [

"arn:aws:apigateway:*::/restapis/???2?2?2?2????",
"arn:aws:apigateway:* ../restapls/*/resources",
"arn:aws:apigateway:*::/restapis/*/resouxces/*/methods/*/integration"
]
}
]
}
DevOps Guru0i| CHeh MH|A 448 gt MY
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g2 ANELICH REA[E LHE 2 IAM AFE B MO MH[A 9173 & AMXIE FE5HAM L.
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MOl Action HEO| 2 YE X[HELICH U2 X|H5t2{H devops-guru: HF AL CHEol API &
A O|E 2 AL ELICHOl: devops-guru:SearchInsights % devops-guru:ListAnomalies).
=% stLtol ofd 2 E x| HsteiH 2 EE FEELICKHOI: "Action": [ "devops-
guru:SearchInsights", "devops-guru:ListAnomalies" ]).

Aol Resource HEO| 2|A&A ZIo 2 FUEFIE BRH(*)E ASSHHLE AL SHX| 2812 Amazon
2lAA O|F(ARN)S X|HELICH A UEFIEE AHE504 04 &Y L= 2|AAE XIHE = UE
LICt. 0 & E01, devops-quru: *= 2 E DevOps Guru 22 X|H3tMH devops-guru:List*=
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DevOps Guru API 2194 &l ZFodof =8 et

AddNotificationChannel

XFOA.

A'®: devops-guru:AddNotificationChannel

DevOps Guruoll 22l A<l % 7tsts Clof TRELICH 22l IS DevOps Guru7h el B¢
2 JHM3HE WHoll ChEt =7t ZEE QIALO|E 8 MAISHE Ol Fistol | el of AL EL
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SlAA: *

RemoveNotificationChannel

devops-guru:RemoveNotificationChannel

DevOps GuruoiAM 22! RIS M7H5t7| fIs 2ot 22! RHE2 DevOps GuruZt #5te| &
U2 Jidsts Wdof chel eI 2 El QIMOIEE MdstH O|& FlstofH &2l ol ArSE LU
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2lAA: *

ListNotificationChannels
&: devops-guru:ListNotificationChannels
DevOps Guru0fl Ciall 7+ EE A& M S5 gretsts o 2 et 2F &2 'E2 DevOps
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2lAA: *
UpdateResourceCollectionFilter

XFOA.
=1 =-

devops-guru:UpdateResourceCollectionFilter
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GetResourceCollectionFilter

2td: devops-guru:GetResourceCollectionFilter

DevOpsGuru0ll A 2M5t= HEHe| 2[AAE X|H5t= AWS O AHE E[= AWS CloudFormation &
B 252 ttetsle o EELICH 2ME Sdll 28 HutE Jidste ol A SE = e HE A
g, 2GKE, 2G o/HET ZE CIAMOIEE ¢E = U&LIC
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ListInsights

Xt devops-guru:ListInsights

a
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DAA: *

DescribeInsight

&t devops-guru:DescribeInsight

d

N IDE ALE5tod X[HEt QALO|Eof CHEr MR HEE ghetsi= o 2R &Lch.
2lAA: *

SearchInsights
ZrQd: devops-guru:SearchInsights
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SlAA: *
ListAnomalies
ZQd: devops-guru:ListAnomalies

siE IDE A8 3stod X|'4EF QIMO|EN| &Hot= ol &5 552 gterste ol 2Lt

DescribeAnomaly

£t24: devops-guru:DescribeAnomaly
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DAA: *

ListEvents

%t d: devops-guru:ListEvents

2lAA: *

ListRecommendations

Ztd: devops-guru:ListRecommendations
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2lAA: *

DescribeAccountHealth

&td: devops-guru:DescribeAccountHealth
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2lAA: *

DescribeAccountOverview

&t1: devops-gquru:DescribeAccountOverview
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SlAA: *

DescribeResourceCollectionHealthOverview

Zt: devops-guru:DescribeResourceCollectionHealthOverview
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SlAA: *
DescribeIntegratedService

ZrQd: devops-guru:DescribeIntegratedService
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UpdateIntegratedServiceConfig

&td: devops-guru:UpdateIntegratedServiceConfig
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« 22 RIS A28 Amazon SNS H= || 0| E (HE)

Ct2 H &0 A Amazon SNS FA|of CHet Het 44517
IAM &2 HEH F71
=

5l24™, AL 324 Amazon SNS &
4|%4 2| Amazon SNS FA|of 2 S

IAM &2 29218t £ CI2 74X 2| Amazon SNS FXNIE
i 7
2 Hetol Qlojof ghLct.

A&
Mol H2g AdZdsHor gfLICH IAM HE 2 AL8stE S CHE
ZAsteiH IAM e o] AR 2 T HY 2laLof i CHSat

» sns:CreateTopic
» sns:GetTopicAttributes
» sns:SetTopicAttributes

* sns:Publish

A& 3tEd= Amazon SNS FXf|of CHE 3t 242 HAME A5 M A|2. Resource 7|2 B2 topic-
owner-account-ide FHN AR Xte| H'H IDO|L, topic-sender-account-idie DevOps Guru

E MHe AHEXte| A 1™ IDO|H, devops-guru-role: EAE JHR! AL RO IAM A& LT}, ##-
id(M1& E™ us-west-2) L my-topic-nameo CHal X448t 2+ CHAISHoF & LICt.

IAM AL RtZ M HEF F7F =7}

£ Al™ 2| Amazon SNS FXIE IAM AL XL E ALEStE{H AL 3StEd= Amazon SNS FA(of Ctg
M2 445 A AR, Resource 7|9| B topic-owner-account-ide FHM AfXte| AHHE IDO|
1, topic-sender-account-id=DevOps GuruE A& st A2 X2 A IDO|M, devops-guru-
user-name E T IAM AP RFILICH region-id(0dl: us-west-2) L my-topic-named|
CHa 2445t 2= CHAlSHOF B LICH.

(® Note
JtsotH & E A AMA 7|t 2 FT| K 580| U= 1AM ASAHE ddste Al A
X724 ZHS AL 5t= 40| TALICH IAMO] 28 Ataflofl CHEH REMIBH LIS S 1AM AL MW
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Ct2 A% 2| Amazon SNS FA| 7}

CtE Ao A Amazon SNS FX&|of| CHEH HetE F 48t & DevOps Guru & & A4%0i Amazon SNS
FHE FIHE £ U&LICH AWS CLI EE= DevOpsGuru 2& & A&35H0{ Amazon SNS FX|IE &7t

- ZE£2 A ST W, COHE AHEHe| FHME AEstei™ SNS X ARNZ At8stod 7|1E FH XIE M

« add-notification-channel AWS CLI & A&35t= B NotificationChannelConfig Z4A]|
TopicArn LHOIME X|Zd&HofF EL|ct.

F4L&2 AIE235H04 CHE A X 2| Amazon SNS =X 7}

—

https://console.aws.amazon.com/devops-guru/0il A Amazon DevOps Guru £ & iL|ct.

2. 2E&S D EMFOM OdYES MEF LI

3. LB MMo=R 0|535to MES MEHFLICE.

4. SNS FX| FI+E MEgLICH

5. SNS FX| ARNZ At835t04 7|&E FA| X|HS MEdgLICt

6. ALE3t2{= Amazon SNS FX|S] ARNS 2T LICH HAg 01Z45+04 o] FXllof| CiEt HEHE Of
Ol T4 zHoqoF gFLCt.

7. (MEAALE) 2B BT MYES HESE{H g7 8S MEgLc

ot2| AM%0{ Amazon SNS TA|E &7 rérﬂj DevOps Guru= s FHE ALE35t0{ M QIALO|E 7}
ME met 20| 328 OHETL & 2

fjo

= FA|7t Z& =l DevOps Guru 22! Ao CHEF #EHEH X|&5t04 2= ol H ot

1. 222 HLigdE AI™|M list-notification-channels DevOpsGuru AWS CLI B2 Al
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/devops-guru/add-notification-channel.html
https://console.aws.amazon.com/devops-guru/
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aws devops-guru list-notification-channels

2. list-notification-channels & 0{A Amazon SNS F=XA|2| ARNO| Z &=l M IDE 7|8
ol FAAIL. R IDE guidLICt.

o€ £04, ol2iel SE oM arn:aws:sns:region-id:111122223333: topic-name ARNO]|
A= FHof chet R IDE= e89be5F7-989d-4c4c-blfe-e7145037e531 LIt

{
"Channels": [
{
"Id": "e89be5f7-989d-4c4c-blfe-e7145037e531",
"Config": {
"Sns": {
"TopicArn": "arn:aws:sns:region-id:111122223333:topic-name"
1,
"Filters": {
"MessageTypes": ["CLOSED_INSIGHT", "NEW_INSIGHT'", "SEVERITY_UPGRADED"],
"Severities": ["HIGH", "MEDIUM"]
}
}
}
]
}

3. the section called "CtE HE 0l A Amazon SNS ZFH|0i| CHEF #5F T3t 7[" 0l M =X &R A+ ID
AE35t0{ CHE A ™M BHE MAMo = o|SErLICH EAO| Condition %04 SourceArn2
XEste €2 FI7I5HAAI2. ARNO|= 2™ ID(0]: us-east-1), &AM & AXFO| AWS HH #HE,
7|88 & M D7 ZEELICH

4OH|0|EEl Condition BE&2 ClS1t Z&LCH

"Condition" : {
"StringEquals" : {
"AWS:SourceArn": "arn:aws:devops-guru:us-

east-1:111122223333:channel/e89be5f7-989d-4c4c-blfe-e7145037e531",
"AWS:SourceAccount": "111122223333"
}
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AddNotificationChannelO| SNS £H|E F7I& £ Qi A2, IAM H&Hof C}S HEto| UEX| &
QIS AAIR.
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Service ZHE A MEMO| CI|O|H & E35HE R T SHMAIRL.

x| 8t Amazon SNS FAME AWS Key Management Service0ll 2|5l & 532 = Q&LICH.
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« DevOps GurudlAM 2fdg &g #stol gis

o ANEROIH Z2OeHY HAOZ HMA HES £0{5t1 AELICH

« iam:PassRole2 &5t 5 QIS EIX| AS

« LHAWS A QE 9| AL X7} L) DevOpsGuru ElAA | HHASEE 61 A&SLICEH
DevOps GuruoiAM S e Heto| gig

oM Zedg &g HEho| ICHE AWS Management Console HIA|X|7F EA|Z|H & 2Rl Al £ 2l5t
o =& gtolof gLct

3

ateojackson A& X7t 2&£2 A& 3H0{ 7t my-example-widget ElAAN|

CE oA 27 =
HMEE HedD 5HXIE 7He aws: GetWidget FHEHO| QIS M gLt
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https://aws.amazon.com/blogs/compute/encrypting-messages-published-to-amazon-sns-with-aws-kms/
https://aws.amazon.com/blogs/compute/encrypting-messages-published-to-amazon-sns-with-aws-kms/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
https://docs.aws.amazon.com/sns/latest/dg/sns-data-encryption.html
https://docs.aws.amazon.com/sns/latest/dg/sns-data-encryption.html
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
aws:GetWidget on resource: my-example-widget

my-example-widget B2 A&5t0{ aws:GetWidget E|AAN HMASEE
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2k CHELc AWS.
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T2 WA HhATLE SN e
Qe ALZ R}
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https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sign-in.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sign-in.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-login.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-login.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
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https://docs.aws.amazon.com//sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html

Amazon DevOps Guru Add a permission2|
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

ek
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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RIALO|E X|E
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XE AJtH
CallCount .
ListInsights
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ListEvents
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https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListInsights.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListAnomaliesForInsight.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListRecommendations.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListEvents.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_SearchInsights.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeInsight.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeAnomaly.html
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NG =L
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AAAAAAAAAEXAMPLE:TestSession",
"arn": "arn:aws:sts::123456789012:assumed-role/TestRole/TestSession",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/TestRole",
"accountId": "123456789012",
"userName": "sample-user-name"

.
"webIdFederationData": {3},
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"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-12-03T15:29:51z7"

}

}
.
"eventTime": "2020-12-01T16:14:31Z7",
"eventSource": "devops-guru.amazonaws.com",
"eventName": "UpdateResourceCollection",
"awsRegion": "us-east-1",
"sourceIPAddress": "sample-ip-address",

"userAgent": "aws-internal/3 aws-sdk-java/1.11.901
Linux/4.9.217-0.3.ac.206.84.332.metall.x86_64 Open]DK_64-Bit_Server_VM/25.275-b01
java/1.8.0_275 vendor/Oracle_Corporation",

"requestParameters": {

"Action": "REMOVE",
"ResourceCollection": {
"CloudFormation": {
"StackNames": [

g n

]
}
}
.
"responseElements": null,
"requestID": " cb8c167e-EXAMPLE ",
"eventID": " e3c6f4ce-EXAMPLE ",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"
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{
"Statement": [
{
"Principal":"*",
"Effect":"Allow",
"Action":[
"devops-guru:AddNotificationChannel",
"devops-guru:ListInsights",
"devops-guru:ListRecommendations"
1,
"Resource":"*"
}
]
}

DevOps Guru0oiAe| 2l 2} = ot

2™ MH|A QI Amazon DevOpsGurue AWS 22H HEQZ Bt 2 ES EL|CH AWS 2ot A
H|A 27} QIZBFE AWS E S 5= ol CHEE REAISH LIE 2 AWS EEI2E Eot2 HF XML, ¢
ot 2ot B AR E At835tod 82 MdAlste{™ E ot #E! AWS Well-Architected Framework 2| 21

ot ESE HESHMR AWS .

AWS Ol M HAIEH API &£ 2 AI835104 U EZE &3l DevOpsGurud] HMAFLICEH E8}0|E
Ct&2 X[sHok gLict.

rr

« Transport Layer Security(TLS). TLS 1.2 E%0|04 TLS 1.32 HH & LICH

 DHE(Ephemeral Diffie-Hellman) &= ECDHE(Elliptic Curve Ephemeral Diffie-Hellman) 2t 22 &7
TiE 2oHPFS)0| ZEE & & MEZ. Java7 0|4 9| 2|4l A|AHI2 CHEE olz{8t ZEE X|HF
L|C}.

Ql=pet Hot 138


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html

Amazon DevOps Guru

Add a permission2|

Amazon DevOps Guru0iAMe| 5¢4

AWS 2E2HOIZFI= AWS 2| L 718 YHg Aoz 1F
0 AZ|E CHo| 78 WA MBSHH O848 718 FAd2 &
04

S
S4d2 #FE HES|Z0| odZAK[0] U&LICt DevOps Gurue

S32t Amazon DynamoDBO1| OFE|ZE H|O|E{2t HIE}H|O|EHE K

oic{ AlMxt ZF AlMo| ofg] ClHto|&0 &5 MY Elo M2 gt

AWS Z2|™ 2l 72 dodof Cist AHM|EE LIRS AWS 228 QI

ELlch Aws 2[d2 E2Xez B2
g2

2 X4 AlZH =2 MElF & s
2 718 o ‘| 2 A E|H Amazon
astict Wl €5 3= diolE{L, L

2 L 7F SIHELICH

H

Jr
rio
I

139


https://aws.amazon.com/about-aws/global-infrastructure/

Amazon DevOps Guru Add a permission2|

Amazon DevOps Guruu0f AFE £|l= gear 4

= o =

21

ki

—

CtZ Z 0= Amazon DevOps Gurul| TR &2 & 0| Ltet U&LICH o &2 ZF AWS A ™ol M K|
HEl= ZF AWS 2[Zof| CHet ALt

o2l
= =

gt Hofl X|™HE += U= Amazon Simple 2

Notification Service TX|2| =|CH £

CloudFormation A EH

Msat £ ol= Z|CH AWS CloudFormation 2E4 1000

4

DevOps Guru Z|AA ZLIE{Z] A&t

E|_/|\_ A AMOd

AT Limit = = US
Amazon Simple Queue 100* Of|**

Service(Amazon SQS) CH7 |
2 ZUEZsE 7| I8t 712 A

0

*2023'H 6

2 = 1 O|Fof &ME M DevOps Guru A1 2! Amazon SQS CH7|20] 1007H O|Et
Q1 7|& AHHat =

-1
22 ol ZdstE AH-of siEELIcH

Q| Bt o| HHAE t24 https://aws.amazon.com/contact-us 22|

IS
00, 500, 1,000, 5,000 = 10,0002 2 &gt £ M'al—ll:r.

L o=

—~ O

140


https://aws.amazon.com/contact-us

Amazon DevOps Guru

Add a permission2|

AP| 8o HiEZ I 2|2 2|8 DevOps Guru €S &

= O O

CHS 1™ &2 APl Gateway 2& EE= A
)

= AWS CLI API Gateway REST API ! 3li'e SDKsE Al
504 DevOpsGuruoi| A APIE 44, HiZ & 2t2|5t= o MEELuch

1o H

2 E DevOps Guru APl 552 Amazon DevOps Guru 242 %

= [

‘l'

Z5tMAIL.

OII

CI2E

ek

K
0

[
mo

A

StLbo| A-Eo CHsl 1X3 20 of
el 23

APl d’d, HiZ 2! 2 2|2 2[5t DevOps Guru &2 &

141


https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_Operations.html

Amazon DevOps Guru

Add a permission2|

Amazon DevOps Guru &AM 7|5

Ct

0jo

- API BT %|4l

E = & DevOps Guru EEZ|A

L

2 ABME ATHELICH

- %5 MBAM HO|0|E: 2023 A 8% 9

g
N
i
]
0%
1o
o
l?j
N

RDS& DevOps Guru= RDS

PostgreSQLEZ X|& & LICH

A404
=o

Amazon SNS 715 & 75
=5 HMATIF AmazonDev
OpsGuruConsoleFull
Access ‘G0l FIHE|A
ELICH 75 S8 HMAT
AmazonDevOpsGuruRe
adOnlyAccess “HH&oi F
ZtEIA&LICE REMIEH L2
Amazon DevOps Guru0il CH8t
Xh74 =04 7|8 X{FHS A& 5}

AL,

DevOpsGuru= O|XE A8 3t
of nZf Z2|H 7|15 AI8sH &
3 3E X|AFLICH AWS KMS.
KtAMIBt LHE 2 DevOps Gurul|

GlOJE| 25 BHg A EsHY

Al

RDS& DevOps Gurue

PostgreSQL G| O|E{H| O] A0
M s HS e L 7(EF QAL
O|lEE HXIE += A&LICt &t
MIEt LI &2 DevOps Guru for

RDS2| 0| E &HAstAAIL,

=L

20234 8% 9

20234 7€ 54

2023 3 30

142


https://docs.aws.amazon.com/devops-guru/latest/userguide/security_iam_id-based-policy-examples.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/security_iam_id-based-policy-examples.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/data-protection.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/data-protection.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-rds.overview.benefits.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-rds.overview.benefits.html

Amazon DevOps Guru

Add a permission2|

DevOps Guru for RDS0i| A At

M olld ClIAIOIE X[

Eli¥
1z
il

=

k>
>

H 0| X|

aE HMo 23 oly 85
EREY

DevOps Guru for RDS&=

Aurora CIO|E{H|O| A0 AM EX
74 ghlist Zdo 2 o S |7 ™
of EX|& sliZdste= ol ==0|
Tl HE AT I AP of
2 CIALO|EE HIAIRLICH Rt
MIEt LI &2 DevOps Guru for

RDS O|&E HZstAMAI2.

DevOps Guru 2£ 9| Aj 1|
olx|ofle Fstel HZEolM
DevOps Guru7t 248t 2o
7 LbEEILICH f REMIEE LHS
2 DevOps GuruZt 448+ 2|

[ |
EM AZE 3 o|HE o
CHEH 2r 20k =~ AMEX| MHEHE
= U&LICH REM|EH LIS
Amazon SNS & 2| M&dn|of

AWS DevOpsGuru0i| CHE 2

2|8 HA2 CloudWatch ¢4
off CHet HMAE X|HSEH

IAM 2& 0| M Yol EE[RE
LIC}FilterLogEvents . At
Mg L2 Aws 218 ™
Aol MH|A o4 dgtof| CH
DevOpsGuru YC|0|EE &

&t
=

2023 22 28

20224 10 20

2022'A4 9& 30

202274 8& 30

143


https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-rds.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-rds.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/security-iam.html#view-analyzed-resources.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/security-iam.html#view-analyzed-resources.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/update-notifications.html#update-notification-configurations
https://docs.aws.amazon.com/devops-guru/latest/userguide/update-notifications.html#update-notification-configurations
https://docs.aws.amazon.com/devops-guru/latest/userguide/security-iam.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/devops-guru/latest/userguide/security-iam.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/devops-guru/latest/userguide/security-iam.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/devops-guru/latest/userguide/security-iam.html#security-iam-awsmanpol-updates

Amazon DevOps Guru Add a permission2|

EJ0|Y &= EM FUHE DevOps Guru £ 0| A QA 2022 7 12
O|ES} #HEI 21 & Cf

B AMIEt HEE 2 = UE

L|C}. EE8F, CloudWatch 21
| AEZIE MESHE O AFS
(o]

=t Xt = A—II:II/\ 0474

21
b
1 I

0 19 n
ok
H1
lII>
rC
n
_>'4_
=
ro |
T

tO

O|E o|alf & AWS J_I'E|0=| x4
& ol MH|A 9474 odsto]| Cf 5t
DevOpsGuru YCI0|EE & =X
StMl=.

CodeGuru Profiler & O|A| DevOps Gurue 2022'A4 3¢ 7
EventBridge # 28 #%!0|
X & El Amazon CodeGuru
Profiler2t &g & LICt.
CodeGuru Profiler2| 2t QIHI2
E OHIEE AIH o™ of&f
20 MUL|CH RFAIEE LY
CodeGuru Profiler 2 &

SES JSPNIN

I
mo rio Jio

ZHEE UO0|E MH[A AZ IAM 2&0|M A8 758t 2021H 12 21
o138t ginjolE SAE MM oW HES S

5 DevOps Guru= Amazon
Relational Database Service(A
mazon RDS)2to| & & E &
7152 XIHE = UA &
A[A&LICH O AEAIEH LIS
DevOps Guru& AH|A 0474
o189l AWS 2|3 (0l2] ol

) S A2 S HTstAAIL.

144


https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-insights.html#understanding-insights-console.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-insights.html#understanding-insights-console.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/security-iam.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/devops-guru/latest/userguide/security-iam.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/devops-guru/latest/userguide/security-iam.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/devops-guru/latest/userguide/integrating-with-profiler.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/integrating-with-profiler.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/using-service-linked-roles.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/using-service-linked-roles.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/security_iam_id-based-policy-examples.html#managed-policies
https://docs.aws.amazon.com/devops-guru/latest/userguide/security_iam_id-based-policy-examples.html#managed-policies

Amazon DevOps Guru Add a permission2|

M

=l
]
oot
02
12
i
N
il

AmazonDevOpsGuruCo 20214 128 6
nsoleFullAccess HZQ|

FILEIRAE LT KM LHE

£ Amazon DevOps Guru0i| CH

g Xt EF 7|E HAMZ FHX

SHAAIL.

AWS Eji12 ojEZ2[7o|Md H O|X AWS Ef 2 & A& 304 20214 121
of X|# DevOpsGuruZ} 24351,

Zz(A0|Me| Z|AAE AlEES
Z&0|M CIAOIEE
g ElLAE AlMEE £
LICH o REMIEE LIS =2 Bl
o O EE|F0|Mel 2

= &t

oMl

ol
-
¥

piN

|

o
X.

M|k

> |2

=
S
I

-

kl
[e][]
>

| A

10
mjo

I

ol

Z2E0|M AHS 7tsE 20214 121
AE MM o|HHEE &
3 DevOps Guru= Amazon

Relational Database Service(A

mazon RDS)2t2| EAE &

g 7lsE XIHe = UA E

U[A&LICH o AEMIEE L8 =2

DevOps Guru& AH|A AZH

ofsh al AWS 2| (0l2| E 9

) A AL S A TEAIL.

Amazon RDS X| 24 AL O|A| DevOps Gurue H#35t2| 20214 1281

o & 2|71 0] M0i| A Amazon

Relational Database Service(A

mazon RDS) Z|A 0] CHE

e 24 L QIAO|IEE A

SELICH o xhMIE LHE =

Amazon RDSE& DevOps Guru

oM old &5 MelE Fst

AL,

145


https://docs.aws.amazon.com/devops-guru/latest/userguide/security_iam_id-based-policy-examples.html#managed-full-access
https://docs.aws.amazon.com/devops-guru/latest/userguide/security_iam_id-based-policy-examples.html#managed-full-access
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-resoruce-tags.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-resoruce-tags.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-resoruce-tags.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/using-service-linked-roles.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/using-service-linked-roles.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/security_iam_id-based-policy-examples.html#managed-policies
https://docs.aws.amazon.com/devops-guru/latest/userguide/security_iam_id-based-policy-examples.html#managed-policies
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-rds.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-rds.html

Amazon DevOps Guru Add a permission2|

Amazon EventBridge S} O|A| DevOps Gurue 20214 11¢ 18
EventBridge2l & & /0]
DevOps Guru 2IAtO|E @} 2HEA
Z §Y o|HIEE Y& LIt
AtAMIE L& 2 EventBridge 2

stol MMS AT AL,

Iz

AWS ZrZ|E E3 F7t MZ2 Aws 2" 3ol & 20214 112 16Y
7+EIA&LICE O] AmazonDev
OpsGuruOrganizatio

nsAccess MM X E| LY
DevOps Guru0i| CHEF HAMAE
NS ELICH REMIEE LI =2 &t

74 g%;l 7|I:||_|- XC;IiH MIA#% P

| 1 1=

SHAIAI2
MH|A 174 & A 40| O] IAM 2£0|M AL 7Hs8t = 20219 11 4
E E HA o|H A S S5l

DevOps Gurue CHE AY 2
718 X[E = UM ElR&EL
Ch. XFAIEH LI 2 AMH[A 24Z

o8t A2 HEFAAIL.

AN 2t X|H O|M| =Z| LH ofzf AHI™ollA @ 20214 118 4
AoIE D HEEE & = UE
L|Ct RtA[EH LI 2 Amazon
DevOps GuruEt FUQI7HE &t
ZAAIL.
MA EAl EElA O|X| Amazon DevOps GuruE 2021 5% 4

HA B (GA) O A8 &

A& LICH

146


https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-eventbridge.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-eventbridge.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/security_iam_id-based-policy-examples.html#organizations-policy
https://docs.aws.amazon.com/devops-guru/latest/userguide/security_iam_id-based-policy-examples.html#organizations-policy
https://docs.aws.amazon.com/devops-guru/latest/userguide/using-service-linked-roles.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/using-service-linked-roles.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/what-is.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/what-is.html

Amazon DevOps Guru Add a permission2|

M Z=H| O|M| DevOps Guru2| &8 0 20214 4 27

o HI82 ddstod AL E

Mg = U&LIch o XpAIE
L2 Amazon DevOps Guru

HIS &S &nstAAl2.

VPC JEXZQIE x| O|X| VPC JIEZQIEE A 2021 42 15
835t01 2l 241 L QM

O|E 4ol Hotg TiMe
= A& LICH XFMIE LHE =
DevOps Guru 2! Q/E{H| 0|
A VPC YIE ZQIE (AWS

PrivateLink) & & Z=5tA A2,

M FH| Amazon CloudWatch& At&35t 20204 12 11
01 DevOps GuruE ZL|E{&5t
= 2ol Cist ME2 =7t
FIHE|RAELICH REMIEE LEE
2 Amazon CloudWatch& A}
235104 DevOps GuruE 2 L|E]

S O
2 trelg Azt AAlR.

[3]
a
=i
o
o
>

0| ZI2|A= Amazon DevOps 20204 129 1
Guru AHE AZ Mo cHet O|Z|
27| gelAduct.

147


https://docs.aws.amazon.com/devops-guru/latest/userguide/cost-estimate.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/cost-estimate.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/vpc-interface-endpoints
https://docs.aws.amazon.com/devops-guru/latest/userguide/vpc-interface-endpoints
https://docs.aws.amazon.com/devops-guru/latest/userguide/vpc-interface-endpoints
https://docs.aws.amazon.com/devops-guru/latest/userguide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/monitoring-cloudwatch.html

Amazon DevOps Guru Add a permission2|

AWS 0{%

Z|4TAWS 80{= AWS 0{&! FZ ol AWS E0{E2 R ETHHIR.

148


https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html

Add a permission2|

Amazon DevOps Guru

cxlix



	Amazon DevOps Guru
	Table of Contents
	Amazon DevOps Guru란 무엇입니까?
	DevOps Guru는 어떻게 작동하나요?
	고급 DevOps Guru 워크플로
	DevOps Guru 세부 워크플로

	DevOps Guru를 시작하려면 어떻게 해야 합니까?
	DevOps Guru 요금 발생을 멈추려면 어떻게 해야 하나요?
	DevOps Guru 개념
	이상 항목
	인사이트
	지표 및 운영 이벤트
	로그 그룹 및 로그 이상 항목
	추천

	DevOps Guru 범위
	서비스 적용 범위


	Amazon DevOps Guru 설정
	1단계 -에 가입 AWS
	에 가입 AWS 계정
	관리자 액세스 권한이 있는 사용자 생성

	2단계 - DevOps Guru의 적용 범위 결정
	3단계 - Amazon SNS 알림 주제 식별
	Amazon SNS 주제로 권한 추가됨


	Amazon DevOps Guru 리소스 분석 비용 예측
	DevOps Guru 시작하기
	1단계: 설정
	2단계: DevOps Guru 활성화
	조직 전체의 계정을 모니터링하십시오.
	DevOps Guru 콘솔을 통한 온보딩
	AWS CLI를 통한 온보딩

	현재 계정 모니터링

	3단계: DevOps Guru 리소스 적용 범위 지정

	DevOpsGuru 분석을 위한 AWS 서비스 활성화
	DevOps Guru에서 인사이트 활용
	DevOps Guru 인사이트 보기
	DevOps Guru 콘솔에서 인사이트 이해하기
	이상 동작이 인사이트로 그룹화되는 방식 이해하기
	인사이트 심각도 이해

	DevOpsGuru를 사용하여 데이터베이스 모니터링
	DevOpsGuru를 사용하여 관계형 데이터베이스 모니터링
	Amazon RDS에서 데이터베이스 작업 모니터링
	CloudWatch 벤딩 지표의 데이터를 사용하여 RDS 모니터링
	성능 개선 도우미의 데이터를 사용하여 RDS 모니터링

	에서 데이터베이스 작업 모니터링 Amazon Redshift
	DevOps Guru for RDS에서 이상 처리
	DevOps Guru for RDS 개요
	DevOps Guru for RDS의 이점
	데이터베이스 성능 튜닝의 주요 개념
	Metrics
	문제 감지
	임계값으로 문제 감지
	이상으로 문제 감지

	DB 부하
	대기 이벤트

	DevOps Guru for RDS의 주요 개념
	사전 예방 인사이트
	사후 대응 인사이트
	일반적인 이상
	문맥적 이상

	추천

	DevOps Guru for RDS 작동 방식
	데이터 수집 및 분석
	이상 게시

	지원되는 데이터베이스 엔진

	DevOps Guru for RDS 활성화
	Amazon RDS DB 인스턴스에 대한 성능 개선 도우미 활성화
	DevOps Guru for RDS에 사용되는 액세스 정책 구성
	DevOps Guru 범위에 Amazon RDS DB 인스턴스 추가

	Amazon RDS의 이상 현상 분석
	인사이트 보기
	사후 대응 인사이트 보기
	RDS 사후 대응 이상 항목에 대한 세부 분석 보기
	리소스 개요
	기본 지표
	관련 지표
	분석 및 권장 사항

	사전 예방 이상 항목 보기
	인사이트 개요
	Metrics
	집계된 리소스에 대한 권장 사항

	권장 사항 대응



	DevOpsGuru를 사용하여 비관계형 데이터베이스 모니터링
	에서 데이터베이스 작업 모니터링 Amazon DynamoDB
	에서 데이터베이스 작업 모니터링 Amazon ElastiCache


	CodeGuru Profiler와 통합
	AWS 리소스를 사용한 애플리케이션 정의
	태그를 사용하여 DevOps Guru 애플리케이션의 리소스를 식별합니다.
	AWS 태그란 무엇입니까?
	태그를 사용하여 DevOps Guru 애플리케이션 정의
	DevOps Guru에서 태그 사용
	AWS 리소스에 AWS 태그 추가

	CloudFormation 스택을 사용하여 DevOpsGuru 애플리케이션의 리소스 식별
	DevOps Guru가 분석할 스택 선택
	DevOps Guru가 분석할 스택 선택(콘솔)
	DevOps Guru가 분석할 스택 선택(DevOps Guru SDK)



	Amazon EventBridge 작업
	DevOps Guru 이벤트
	DevOpsGuru New Insight Open 이벤트
	심각도가 높은 새 인사이트를 위한 사용자 지정 예시 이벤트 패턴


	DevOps Guru 설정 업데이트
	관리 계정 설정 업데이트
	DevOpsGuru에서 AWS 분석 범위 업데이트
	DevOps Guru에서 알림 업데이트
	DevOps Guru 콘솔에서 알림 설정으로 이동합니다.
	DevOps Guru 콘솔에 Amazon SNS 알림 주제 추가
	DevOps Guru 콘솔에서 Amazon SNS 알림 주제 제거
	Amazon SNS 알림 구성 업데이트
	Amazon SNS 주제로 권한 추가됨

	DevOps Guru 알림 필터링
	Amazon SNS 구독 필터 정책을 사용한 알림 필터링
	Amazon DevOps Guru에 대한 Amazon SNS 알림 필터링된 예

	DevOpsGuru에서 AWS Systems Manager 통합 업데이트
	DevOps Guru에서 로그 이상 감지 업데이트
	DevOps Guru에서 암호화 설정 업데이트

	알림 보기
	새로운 인사이트
	종결된 인사이트
	새 연결
	신규 권장 사항
	심각도 업그레이드됨
	리소스 검증 실패

	DevOps Guru가 분석한 리소스 보기
	DevOpsGuru에서 AWS 분석 범위 업데이트
	사용자에 대한 분석 리소스 보기 제거

	DevOps Guru 모범 사례
	Amazon DevOps Guru에서의 보안
	Amazon DevOps Guru에서의 데이터 보호
	DevOps Guru에서의 데이터 암호화
	DevOpsGuru가에서 권한 부여를 사용하는 방법 AWS KMS
	DevOps Guru에서 암호화 키 모니터링하기
	고객 관리형 키 생성
	키 정책

	트래픽 개인 정보 보호

	Amazon DevOps Guru용 Identity and Access Management
	대상
	ID를 통한 인증
	AWS 계정 루트 사용자
	페더레이션 자격 증명
	IAM 사용자 및 그룹
	IAM 역할

	정책을 사용하여 액세스 관리
	자격 증명 기반 정책
	리소스 기반 정책
	기타 정책 유형
	여러 정책 유형

	AWS 관리형 정책 및 서비스 연결 역할에 대한 DevOpsGuru 업데이트
	Amazon DevOps Guru가 IAM을 활용하는 방법
	DevOps Guru용 자격 증명 기반 정책
	DevOps Guru에 대한 자격 증명 기반 정책 예제

	DevOps Guru 내의 리소스 기반 정책
	DevOps Guru를 위한 정책 작업
	DevOps Guru를 위한 정책 리소스
	Amazon DevOps Guru에 사용되는 정책 조건
	DevOps Guru에 있는 액세스 제어 목록(ACL)
	DevOps Guru에서 속성 기반 액세스 제어(ABAC)
	DevOps Guru에서 임시 자격 증명 사용하기
	DevOps Guru의 서비스 간 보안 주체 권한
	DevOps Guru를 위한 서비스 역할
	DevOps Guru를 위한 서비스 연결 역할

	Amazon DevOps Guru의 자격 증명 기반 정책
	정책 모범 사례
	DevOps Guru 콘솔 사용
	사용자가 자신의 고유한 권한을 볼 수 있도록 허용
	DevOps Guru에 대한 AWS 관리형(미리 정의된) 정책
	AmazonDevOpsGuruFullAccess
	AmazonDevOpsGuruConsoleFullAccess
	AmazonDevOpsGuruReadOnlyAccess
	AmazonDevOpsGuruOrganizationsAccess


	DevOps Guru를 위한 서비스 연결 역할 사용
	DevOps Guru에 대한 서비스 연결 역할 권한
	DevOps Guru에 대한 서비스 연결 역할 생성
	DevOps Guru에 대한 서비스 연결 역할 편집
	DevOps Guru에 대한 서비스 연결 역할 삭제

	Amazon DevOps Guru 권한 참조 사항
	Amazon SNS 주제에 대한 권한
	다른 계정에서 Amazon SNS 주제에 대한 권한 구성하기
	IAM 역할로 권한 추가
	IAM 사용자로서 권한 추가 추가

	다른 계정의 Amazon SNS 주제 추가
	알림 채널을 사용한 Amazon SNS 정책 업데이트(권장)

	AWS KMS암호화된 Amazon SNS 주제에 대한 권한
	Amazon DevOps Guru 자격 증명 및 액세스 문제 해결
	DevOps Guru에서 작업을 수행할 권한이 없음
	사용자에게 프로그래밍 방식으로 액세스 권한을 부여하고 싶습니다.
	iam:PassRole을 수행하도록 인증되지 않음
	내 AWS 계정 외부의 사용자가 내 DevOpsGuru 리소스에 액세스하도록 허용하고 싶습니다.


	DevOps Guru 로깅 및 모니터링
	Amazon CloudWatch를 통한 DevOps Guru 모니터링
	인사이트 지표
	DevOps Guru 사용량 지표

	를 사용하여 Amazon DevOpsGuru API 호출 로깅 AWS CloudTrail
	CloudTrail에 있는 DevOps Guru 정보
	DevOps Guru 로그 파일 항목 이해하기


	DevOps Guru 및 인터페이스 VPC 엔드포인트(AWS PrivateLink)
	DevOps Guru VPC 엔드포인트에 대한 고려 사항
	DevOps Guru에 대한 인터페이스 VPC 엔드포인트 생성
	DevOps Guru에 대한 VPC 엔드포인트 정책 생성

	DevOps Guru에서의 인프라 보안
	Amazon DevOps Guru에서의 복원성

	Amazon DevOps Guruu에 사용되는 할당량 및 제한
	알림
	CloudFormation 스택
	DevOps Guru 리소스 모니터링 제한
	API 생성, 배포 및 관리를 위한 DevOps Guru 할당량

	Amazon DevOps Guru 문서 기록
	AWS 용어집
	

