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Admin report summary o ()

We observed anomalous behavior for the role from | indicating potential compromise. The role invoked CloudTrail management actions mapped to
Impact MITRE tactic(s). The role was also involved in Findings that map to the MITRE tactic(s) Discovery, as well as other tactic(s). The role was also involved in 10 findings, 1
finding group, 170 impossible travels, 3 new geolocations, and 5 new user agents.

Scope time Indicators of compromise Recommendation

05/25/2023 13:00 UTC - 05/31/2023 19:00 UTC 5 Tactics Based on our investigation, we recommend you take
0 Flagged IP action to mitigate what we've found on AWS role

role 170 Impossible travel Admin. Please review Security Best Practices in IAM [
1 Finding group to secure your AWS resource.
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Summary - new Info

Credentials exfiltration from i-0e5f7e596391b28eb using role
privilegedRole

Instance i-0e5f7e596391b28eb had newly observed API calls and user agents
for role privilegedRole.

Credentials for role privilegedRole on i-0e5f7e596391b28eb were exfiltrated
and used from account and IP

The exfiltrated credentials were used to access S3 bucket private-bucket-

i-0e5f7e596391b28eb was vulnerable to CVE-2021-44228 and
CVE-2021-45046.
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Scope time Info
AWS account Info 12/12/2023 20:00 UTC > 12/12/2023 21:00 UTC

Successful calls 97.10% of scope time call volume (9.78% more than typical activity)
Scope time: 12/12/2023 20:00 - 12/12/2023 21:00
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Role details info

AWS account

Principal ID

AWS role
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AWS role Info 09/19/2022 18:00 UTC » 09/20/2022 18:00 UTC

Overall API call volume info

verall velume of API calls issued by this resource around the scope time.
Linear m

Successful calls 66.65% of scope time call volume (15.87% more than typical activity)
Scope time: 09/19/2022 18:00 - 09/20/2022 18:00
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09/17/2022 16:00 UTC - 09/17/2022 20:00 UTC
B successful calls: 429
Baseline: 212

Failed calls 33.35% of scope time call volume (15.87% less than typical activity)
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To see more details, choose a time interval bar or | display details for scope time
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Scope time Info
09/19/2022 18:00 UTC > 09/20/2022 18:00 UTC

o

.;& AWS role Info

Overall API call volume info

Overall volume of API calls issued by this resource around the scope time.

(o | |

Scope time: 09/19/2022 18:00 - 09/20/2022 18:00

Successful calls 66.65% of scope time call volume (15.87% more than typical activity)
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Baseline: 212

Failed calls 33.35% of scope time call volume (15.87% less than typical activity)
To see more details, choose a time interval bar
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aws detective get-members --account-ids 444455556666 123456789012 --graph-arn
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+ AWS CLI: BHE0|M describe-organization-configuration 2

aws detective describe-organization-configuration --graph-arn <behavior graph ARN>
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aws detective describe-organization-configuration --graph-azrn
arn:aws:detective:us-east-1:111122223333:graph:123412341234
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aws detective update-organization-configuration --graph-arn <behavior graph ARN>

--auto-enable | --no-auto-enable
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aws detective update-organization-configuration --graph-arn arn:aws:detective:us-

east-1:111122223333:graph:123412341234 --auto-enable
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aws detective create-members --accounts AccountId=<AWS account ID> --graph-
arn <behavior graph ARN>

o

aws detective create-members --accounts AccountId=444455556666
AccountId=123456789012 --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

X E A E Detective HH| HXEHo 2 244 A

X S% JeizolM =% AEel diole +=EE EXlst7| flsl AE A4S aixe + A&LIct df
g AEel 7|1E ololH= S asizo 2tz Hot l&Lct

X AN 22 sHAIsHH ArEN 7} "7t oo 2 BHZAE!L|Ct Detective= s AlZd Q| O|O|E{ =&
£ EX|HXR|E A™EHES S 20 gol A&LICt

AE el molxloM =% AEE " Al™E 420t siAE +~ &Lt

1. https://console.aws.amazon.com/detective/0l| A Amazon Detective 2&& LIC}H.

2. Detective A oM A 2E2[E MHEAELICE

3. EMHSIE AY S5 EAlStedH &dstEE MEiErLICH

4., AAZ SHME 4 HHe| EQlEts MEfEL|CE

5. S MEiFLCH O ChS Al™E HIZE HsHE MEELCH
Q40| sHAIE AHe| A™E HEf7I HH7| ot 2 HAEEL|CH

Detective API/AWS CLI

LY AEE S I ZARNS| & 7HX{2e84H ListGraphs A& AFS & LICH

o 4 s 130


https://docs.aws.amazon.com/cli/latest/reference/detective/create-members.html
https://console.aws.amazon.com/detective/
https://docs.aws.amazon.com/detective/latest/APIReference/API_ListGraphs.html

Amazon Detective MNEX 70|=

A5 S TBZolM E5 A 9BS RIS

+ Detective API: DeleteMembers 242 AFSELICH A4 SHAE HEH A™He| JefZARNSZH A|
o AlHEX S 58 KIHELCH

« AWS CLI: BHZ0{M delete-members HE S AalstL|Ct.

aws detective delete-members --account-ids <account ID list> --graph-arn <behavior
graph ARN>
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aws detective delete-members --account-ids 444455556666 123456789012 --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234
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« AWS CLI: BZZ0{|M create-members BZ S AlMsL|C}.

aws detective create-members --accounts AccountId=<AWS account
ID>,EmailAddress=<root user email address> --graph-arn <behavior graph ARN> --
message "<Custom message text>"

o

aws detective create-members --accounts
AccountId=444455556666,EmailAddress=mmajor@example.com
AccountId=123456789012,EmailAddress=jstiles@example.com --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234 --message "This
is Paul Santos. I need to add your account to the data we use for security
investigation in Amazon Detective. If you have any questions, contact me at
psantos@example.com."

M H &0l =CH o|HYE K| &t =2 X|X5t2{M --disable-email-notificatione

0

aws detective create-members --accounts AccountId=<AWS account
ID>,EmailAddress=<root user email address> --graph-arn <behavior graph ARN> --
disable-email-notification

o

aws detective create-members --accounts
AccountId=444455556666,EmailAddress=mmajor@example.com
AccountId=123456789012,EmailAddress=jstiles@example.com --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234 --disable-email-
notification
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« AWS CLI: start-monitoring-member B

start-monitoring-member --graph-arn <behavior graph ARN> --account-id <AWS account

ID>

of:

start-monitoring-member --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234 --account-id 444455556666
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« AWS CLI: BZ3=0iAM delete-members WS AlsHL|C}.

aws detective delete-members --account-ids <account ID list> --graph-arn <behavior
graph ARN>

0f Al

aws detective delete-members --account-ids 444455556666 123456789012 --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234

Python script
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« 5% aeizolM A™E MAH
3|94 7K o] T 1AM A

A9 ABOIM ZIHE 21 HEISEH HA T 2ot FAof T IAM HRS HZIsHof BLICH B
OF FHIE 7IE ASE EE 9B £ U1, Detectiveoll ALSE M ALS X} FEE 01 2
&Lch

ZE[RL Aldols 2ElR7F e WME MRS S stE IAM XWO0| 7HE E4LICH

3| AH 1AM HA2 Amazon Detective0ll A 2| |94 7% Zrdof| CHEF HM|A HEHE
S dcei=oi 7|od3tets OlHIY ECHEOlE Y IAM HAo| HIAE 7} & E|0q QU&LICE.
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"Statement": [
{

"Effect": "Allow",

"Action": [
"detective:AcceptInvitation",
"detective:DisassociateMembership",
"detective:RejectInvitation"

1,

"Resource": "<behavior graph ARN>"

1,
{
"Effect":"Allow",

"Action": [
"detective:BatchGetMembershipDatasources",
"detective:GetFreeTrialEligibility",
"detective:GetPricingInformation",
"detective:GetUsageInformation",
"detective:ListInvitations"

1,

"Resource":"*"

}
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Amazon Detective 2 £ API, Detective F== HB H/Ho|A &S AWS Command Line Interface 12

ZOHE 2 & A&LICH

oM s Jei= ZCHE = = U&LICH. AWS Management Console
S oz o E7|(EE)

1. AWS Management Console0| 2218 L|Ct. I3 CtZ 0| A Detective 2&2 048 AlR. https://
console.aws.amazon.com/detective/
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https://console.aws.amazon.com/detective/
https://console.aws.amazon.com/detective/
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2. Detective B oM HH 2E|E MEELICEH

A 22| mo|x|e| LH 22Xt AlKolE A 2|HoAM ¥ed 91 £EHEl S= ez FoH7F e o]
A&eLIct =& HHe| A< LY #elxt Adols 22 S Jejzx

AN EH
Aol #4Rh 22 7t 71zt F0I2 of Ho|X|o| 2 WIHE A YIzto| T Y4 T EAIELICH

Ol SBols SR8 A0), TEIT BHA £ BEIX AN MAT B o] ZeElof x| oL
=3

Zt ZO{ollE el Al HE, ZOE +5 8 I, ZOio| T dEf7F EAIELICH

. S5l o Ao B MEis ZOiEoE EAIEUL
. 433 Ariol AEls BAEHE T HAEHEIX| ofg YT

HE7L HIZHEHE 2 A-Y2 S5 2eiZof ClolEE MSstx| ef&Lct

=
AT MEfs MBols HABHEIX| 2tS 02 MHEIXIZ, Detective’s ALSRI7H & AISHRIEX| 0459}
GuardDuty #4J518t 22 ALSAH AHSZ QIs) S5 224 0| HlojEf 80| Detective HHF S
EIhsH=x| 0428 SHolBtLIC,

MRt AEez Qs S& izt S ZtstX| o= B2 Detectives= HH SEIE &3t
oz HYHo|ERLICE x| o™ Sel7t &35t lX| efge 2 fX|ELICH

2
FalZ7t AL OB 288 +88 & U7 =I™ Detectives AIS2ZE sliid JeiZE &
9 HOO|EFLICH o E0f HEIX HYE HHE 4 |'o|'7| Q| cHe H HEge MAH

s Jei= =& £ 7] (Detective,) API AWS CLI
APIDetective == OlAM EHH &S J2f=Z ZOHE LIFE = U&LICH. AWS Command Line Interface
s ez o cHet S7H & == El =Cio| S5 AM5te{™ (Detective,) API AWS CLI

+ DetectiveAPI: & AF3SHMIR. ListInvitations

« AWS CLI: B3 Z=0iM list-invitations W22 AldsHL|C}.

aws detective list-invitations
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https://docs.aws.amazon.com/detective/latest/APIReference/API_ListInvitations.html
https://docs.aws.amazon.com/cli/latest/reference/detective/list-invitations.html
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ZOE HESHH =0 S E 0| M M 7HEIH Detectives S I Z 0| % ClO|E{E AFES6IK| et&
L|C}.

EXI- :-EH'”' 7<|_-_|.|o-|| 2 I-(_E__J.E\_)

E AL&3510{ Detective Z2& 2 14L= @37t Z& & O|HY =CHo| SEE = A&LICH AWS
Management Console ZCHE A ENQI F=CHOEF SEHE o A&LICH

S Jei= Erclol SEH(Z&)

—

https://console.aws.amazon.com/detective/0l A Amazon Detective 2&2 QLICtH.
Detective B M FoilM 1Y &2 MEAELICH

3. L 22Xt A™Ho|M ZCHE +Etetn S& T2z ol Clo|EE M3 5t7| Al&st2dH =0l
MEdErLICH

N
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ZOHE 7HHst S50i|M X|7Hsted™ HHEE ME{EfLICH

S Jei= =rCHoll cHEF 8 (DetectiveAPI,) AWS CLI

T
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APIDetective = O ™& Jei= =Ciof| SHE = U&LICH. AWS Command Line Interface
s ez =CHE =524 (DetectiveAPI,) AWS CLI

+ DetectiveAPIl: 22 AF&SHMIR. AcceptInvitation ZEiZE ARN X5l oF & LIt

« AWS CLI: BB E0|M accept-invitation B A#ELICH

aws detective accept-invitation --graph-arn <behavior graph ARN>
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https://console.aws.amazon.com/detective/
https://docs.aws.amazon.com/detective/latest/APIReference/API_AcceptInvitation.html
https://docs.aws.amazon.com/cli/latest/reference/detective/accept-invitation.html
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of| A

aws detective accept-invitation --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

s 2= =CHE 7HF5tE{™ (DetectiveAPl,) AWS CLI

« DetectiveAPI: 22 AI&5tM|2. RejectInvitation 2 Z & ARN X|'&3H{oF & LIC}.

« AWS CLI: BHE0|M reject-invitation FHES A™ELIC.

aws detective reject-invitation --graph-arn <behavior graph ARN>

of| A

aws detective reject-invitation --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

SE acizZ oM A A

ZOHE 223 Fols AUMEX S5 2B ZolM ARE MAY £ AL S5 TS Zold HES
X748 % Amazon Detectivel= HIZ0IA S5 1HZ 2 Hl0lE{E st %S FXIFLICH 7IZ o
OlEfE Sk IeHZoll 2THZ ot ALICH
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Sz agfz oM A™E MHESD)
£ AWS Management Console At&5t0{ &S I Zo M AHHE MHE = U&LICH
S& oM AE HMH(EE)

1. https://console.aws.amazon.com/detective/OilA-I Amazon Detective 2£& LILC}.

2. Detective A oM A 2 2[E MHEHELICE

3. Ul ZElxt AEolM EEletedi= S5 aeizof Chsl B ElE ME=iRfLICH
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https://docs.aws.amazon.com/detective/latest/APIReference/API_RejectInvitation.html
https://docs.aws.amazon.com/cli/latest/reference/detective/reject-invitation.html
https://console.aws.amazon.com/detective/
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s a2z oM A AXI5H7| (DetectiveAPI,) AWS CLI

Detective APl EEE £ Al235101 &S AWS Command Line Interface 2 Z 0| A& S FNI7HE £ Q)
&L|Ct.

0II

S 2T ol M HEES AFXI5HE{T (DetectiveAPI,) AWS CLI

« DetectiveAPIl: 2 S AFE3HMI2. DisassociateMembership 22 ZE ARN X|&3HoF & LIC}.

« AWS CLI: B ZE 0|, disassociate-membership WS A&EtLICEH

aws detective disassociate-membership --graph-arn <behavior graph ARN>

of| A

aws detective disassociate-membership --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234
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https://docs.aws.amazon.com/detective/latest/APIReference/API_DisassociateMembership.html
https://docs.aws.amazon.com/cli/latest/reference/detective/disassociate-membership.html
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/close-account.html
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e x| T Z40| AL AWS GovCloud (US)

« A8 E stixlst7| ™ol AE ElAAE Hiedst OhS MR LICH A8 S stiXIEt Flol= O O]

& S AGH HMAE = ei&LICH

Detective Python 23 2 EE ALE35+0{ HH 22|
Amazon Detective= GitHub ZIZX|EE| o LE AA Python AF R E MEE M &L|Ctamazon-

detective-multiaccount-scripts. 23 2/ E0f|= Python 30| Z 2 & L|C}.

O|E AL8st0{ Chg HYES +dE & JU&LICH
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4T et

IR A O] BITE S5 TEHZolM B A S MABLICH
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enableDetective.py 23 ZE 2
enableDetective.py A3 R EE C}S &S +&FLICH

1. RIHE 2 2| o] #2|RF A& ol Detective7t OF&] A8t E|o] QIX| f2 AL, SHE 22l At
H|Zof CHEH DetectiveE & A3} ehL|C}.

i OlHIYE ELHX| SIS 2FE 78 = U&LICHL
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https://github.com/aws-samples/amazon-detective-multiaccount-scripts
https://github.com/aws-samples/amazon-detective-multiaccount-scripts
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3. Wt Aol CHet ZCHE RS2 2 = ELIC
AFERIEI AOE AISLZE T2 2 HH AHEH2 ol21E HAIXKIE FAIE = U&LICH

A7t AiS2 2 2 EICHE AHAE HEH A™o 2H 22fstod &ElE XWol E&LICH

disableDetective.py 23 BIE= X|ZE 2| 2E|Xt AE S5 TeiZoM XIEE HEH A
= Mg

£t XIS 2l& o] #E|Xt HAol CH3H Detective 2 HI&HAIStsH= S ME XM= 3LICH
AERIE0| EHest Hst

AT RE|=E 2ElR AlE & FItstAHLE MAHstE ZE HH A™EHe| 71E AWS g o] EEhLCh.

IAM A HY ZH Al2ll= "7t 71 &2 HE S A8ste [t aeiz 4y, HiH &, el
A

« EfX|:CreateGraph

« EfX|:CreateMembers
. ErX|:DeleteGraph

- EFX|:DeleteMembers
« BfX|:ListGraphs

. EfX|:ListMembers

- EFX|:Acceptinvitation
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https://docs.aws.amazon.com/detective/latest/userguide/security_iam_id-based-policy-examples.html#security_iam_service-with-iam-policy-best-practices
https://docs.aws.amazon.com/detective/latest/APIReference/API_CreateGraph.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_CreateMembers.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_AcceptInvitation.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_AcceptInvitation.html
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :<ACCOUNTID>:user/<USERNAME>"
},

"Action": "sts:AssumeRole"

-

- BE AHOM SLE HE 0|2 AHSELICH
« Qof 2ot HEtE FIH6HHLH(THE) AmazonDetectiveFullAccess #23 HM g MENEFL|CH
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Ol ZZ MAE XH535}5t24™ EnableDetective.yaml AWS CloudFormation &
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1. 2R AEHM EC2 QIAEAE A|ZHELICEH EC2 QIAEIAE A|ZH5HE dhedod Ci st XEA|SH LY
22 Amazon AL AH A 2| Amazon EC2 Linux QIAEA A|ESH7|E EXESIMR. EC2
2. QIAEIAO QIAEIAT} ZE|X} A AssumeRole LHOIMH EEE £ QI HHEHO| UE IAM &

—
£ dZggfLch

EnableDetective.yaml AWS CloudFormation ®lZX& AI& 8t A< 0|§0| 2l Z2utdo| «
= QIAEA od8t0| MdEnableDetective A& LICH
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https://docs.aws.amazon.com/detective/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-amazondetectivefullaccess
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
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 APT: sudo apt-get -y install python3-pip python3 git
* RPM: sudo yum -y install python3-pip python3 git
* Boto(Z|A 7 1.15): sudo pip install boto3

4. EIEZX|EEZ|E EC2 QAaRAN SHELICE

git clone https://github.com/aws-samples/amazon-detective-multiaccount-scripts.git

* Python 3
+ Boto(Z|4 HZT 1.15)
« GitHub 23 Z|E

ZSAHE Mx| X|E
Windows 1. Python 3(https://www.python.org/downloads/windows/)=

MRIFLCH

3. Boto2 A x|5t24H pip install boto3S Alg#stL|ct.
4. GitHub ()M AT BIE AA FEE CHRE =L Chhttps:/
github.com/aws-samples/amazon-detective-multiaccount-

scripts.
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https://aws.amazon.com/blogs/security/easily-replace-or-attach-an-iam-role-to-an-existing-ec2-instance-by-using-the-ec2-console/
https://aws.amazon.com/blogs/security/easily-replace-or-attach-an-iam-role-to-an-existing-ec2-instance-by-using-the-ec2-console/
https://www.python.org/downloads/windows/
https://github.com/aws-samples/amazon-detective-multiaccount-scripts
https://github.com/aws-samples/amazon-detective-multiaccount-scripts
https://github.com/aws-samples/amazon-detective-multiaccount-scripts
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Eoz Mx| x|
Mac 1. Python 3(https://www.python.org/downloads/mac-osx/) =
MAX|ELCH
2 BPZEZEE JLC
3. BotoE Mx|5t2{™ pip install boto32 A& LICH
4. (GitHub (I AT EBIE AA FEE CIREEFL
Chhttps://github.com/aws-samples/amazon-detective-mul
tiaccount-scripts.
Linux 1. Python 3& MX|5t24H CtE & StLIE AlgfLCh

* sudo apt-get -y install install python3-p
ip python3 git
* sudo yum install git python

T

2. BotoE M x%|5t24™ sudo pip install boto3E A& E!
L|CH

3. M AT BIE &A IEE SHIELIChhttps:/github.com/
aws-samples/amazon-detective-multiaccount-scripts.
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111122223333, srodriguez@example.com
444455556666, rToe@example. com
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1. EC2 ¢!
.csv ot
CIZE{2|2 amazon-detective-multiaccount-scripts® B4ZAELICH.
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3. enableDetective.pyA3BE Al
enableDetective.py --master_account administratorAccountID --assume_role roleName

--input_file inputFileName --tags tagValuelist --enabled_regions regionlList

disable_email

administratorAccountID

ZE|AF AWS Aol A IDYILICE.

roleName
iRt AE o 2 e AR A 48 Aws 23E o olg Lt
inputFileName
BE|RF AHEHo| S& aeizof FI7ME HEH H™E S50| 204 U= .csv IHY 0| &.
tagValuelist
(M APE) M S Jeimol B HEE PEEED 2 52,
Zh e Ztol AR key=valuedLIC of:
--tags Department=Finance, Geo=Americas
regionlList
(M= AFEH) BEIRF Al S5 Dol W AYES £ BNl 4EE TREE S=Ln
0q:
--enabled_regions us-east-1,us-east-2,us-west-2
ZE|Xt Aol AR 2[™0l M DetectiveE OFE] #4355t K| iU 2 = UELICH 0| B A3 EE
= DetectiveE &3ttt #E|At AMES et M S2F Jei= & MdshLct
Al
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--disable_email
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EC2 QIAFIA EE= 24 AAE|0|A{ disableDetective.py
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3. RE gI™o| #e|XF Aol CHal DetectiveE HIZ 43315124 --delete-master ECi1E AR
504 disableDetective.py 23R EE AMEILICH.

disabledetective.py --master_account administratorAccountID --assume_role roleName
--input_file inputFileName --disabled_regions regionlList --delete_master

AT RIEE AYE M O (S HhELICH

administratorAccountID
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roleName
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https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#iam-permissions
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#iam-permissions
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https://docs.aws.amazon.com/detective/latest/userguide/profile-panel-drilldown-overall-api-volume.html#drilldown-api-volume-time-range
https://docs.aws.amazon.com/detective/latest/userguide/profile-panel-drilldown-overall-api-volume.html#drilldown-api-volume-time-range
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#Prerequisites
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https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#securitylake-subscriber
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#iam-permissions
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#cloud-formation-template
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#iam-permissions
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#resource-share-arn
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#cloud-formation-template
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#cloud-formation-template
https://www.youtube.com/embed/73ZurSZCZwA
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https://docs.aws.amazon.com/security-lake/latest/userguide/getting-started.html
https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html#cloudtrail-event-logs
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-query-access.html#create-query-subscriber-procedures
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-query-access.html#create-query-subscriber-procedures
https://console.aws.amazon.com/detective/
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5. Security Lake ZEIXAI2FE BlAA SF ARNS &2 % Security Lake S XA 20| ElAA SF
ARN & X0 ARNS 243 L|Ct,

2EHA|: DetectiveO| M AH|ZHof 28 IAM THEF F7}

O] FAolMHE IAM XHZ2 ZHoi| F7t3HoF 5t= AWS Identity and Access Management (IAM) T8t
MOo| M2 HEE MHEFLICH

Security Lake2t 2| Detective S &2 & +d38}5tc4 CFZ AWS Identity and Access Management (IAM)
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X{ZH6led™ athena-results-bucket2 Amazon S3 H{Z! O|E 2 2 H}ELI|C. Detective il A
Amazon S3 HZ!S AHS 2 2 45104 Athena 2| ZIHE XME ST S 5t2{T 1AM HA0i M x|
S30bjectPermissions& A|7H&L|Ct.
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{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets"
1,
"Resource": "*"
},
{
"Sid": "S30bjectPermissions",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::<athena-results-bucket>",
"arn:aws:s3:::<athena-results-bucket>/*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_access-denied.html
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{
"Effect": "Allow",

"Action": [
"glue:GetDatabases",
"glue:GetPartitions",
"glue:GetTable",
"glue:GetTables"

1,

"Resource": [

"arn:aws:glue:*:<ACCOUNT ID>:database/amazon_security_lake*",
"arn:aws:glue:*:<ACCOUNT ID>:table/amazon_security_lake*/

amazon_security_lake*",
"arn:aws:glue:*:<ACCOUNT ID>:catalog"
]
1,

{
"Effect": "Allow",

"Action": [
"athena:BatchGetQueryExecution",
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryRuntimeStatistics",
"athena:GetWorkGroup",
"athena:ListQueryExecutions",
"athena:StartQueryExecution",
"athena:StopQueryExecution",
"lakeformation:GetDataAccess",
"ram:ListResources"

1,

"Resource": "*"

},

{
"Effect": "Allow",

"Action": [
"ssm:GetParametersByPath"
1,
"Resource": [
"arn:aws:ssm:*:<ACCOUNT ID>:parameter/Detective/SLI"

iy
{
"Effect": "Allow",

2CHA|: 228 1AM Het £t
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"Action": [
"cloudformation:GetTemplateSummary",
"iam:ListRoles"

1,

"Resource": "*"

.
{

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": [
"securitylake.amazonaws.com"
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AWS CloudFormation Bl Z &/ Al&5t0{ AEH MM

Detective= Security Lake T =Xt2| 2| HMAE Mdstn &elst= ol st nizto|HE dHst=
ol A8 E £ 2= AWS CloudFormation ®lZ 3! X3 &fLCt.

1EtH|: AWS CloudFormation AMH|A d&h A

AWS CloudFormation ®lZ2l AP83P04 AEHS MAM3SE{T AWS CloudFormation A{H|A Q3gr2 Al
ASHoF LIt MH|A 48t MMSIE o 2t HEto| gie B Detective ZHE|XF A& 0| &
of|AHl E2|grL|ct AWS CIoudFormatlon MH[A ed&hof CHEt REM|EF LH& 2 AWS CloudFormation A
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1. o 212l AWS Management Console 5t11 https://console.aws.amazon.com/iam/ IAM 2& &

L|CtH
2. 1AM 2&9| BM FolM dg S MElstT g MM MENErLICE
3. QMEE £ Q= AE{E| MEH(Select trusted entity)0ll A AWS AMH|A( service)E MEHEILICY.
4. AWS CloudFormationE ME{ELICH O 2|11 S S MEHELICH
5. g O|§S YUMFLICL 0o & E0{ CFN-DetectiveSecuritylLakeIntegration®L|Ct
6. Chg Q2! Hag dgtof A7 LIct & AWS HH ID<Account ID>Z HbELICH

"Version": "2012-10-17",
"Statement": [

{
"Sid": "CloudFormationPermission",
"Effect": "Allow",
"Action": [
"cloudformation:CreateChangeSet"
1,
"Resource": [
"arn:aws:cloudformation:*:aws:transform/*"
]
},
{
"Sid": "IamPermissions",
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-servicerole.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-servicerole.html
https://console.aws.amazon.com/iam/
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"Effect": "Allow",
"Action": [
"iam:CreateRole",

iam:DeleteRole",
"iam:AttachRolePolicy",
"iam:DetachRolePolicy",
"iam:UpdateAssumeRolePolicy",
"iam:PutRolePolicy",

iam:DeleteRolePolicy",

iam:CreatePolicy",
"iam:DeletePolicy",
"iam:PassRole",

iam:GetRole",
"iam:GetRolePolicy"
1,
"Resource": [
"arn:aws:iam: :<ACCOUNT ID>:role/*",

"arn:aws:iam: :<ACCOUNT ID>:policy/*"

"Sid": "S3Permissions",

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:DeleteBucket*",
"s3:PutBucket*",
"s3:GetBucket*",
"s3:GetObject",
"s3:PutEncryptionConfiguration",
"s3:GetEncryptionConfiguration"

1,

"Resource": [
"arn:aws:s3:::*"

"Sid": "LambdaPermissions",

"Effect": "Allow",

"Action": [
"lambda:CreateFunction",
"lambda:DeleteFunction",
"lambda:GetFunction",
"lambda:TagResource",

3EHA!: ElaA FR ARN =0 8 —
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"lambda:InvokeFunction"

1,
"Resource": [
"arn:aws:lambda:*:<ACCOUNT ID>:function:*"

]
1,
{
"Sid": "CloudwatchPermissions",
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:DeletelLogGroup",
"logs:DescribelLogGroups"”
1,
"Resource": "arn:aws:logs:*:<ACCOUNT ID>:log-group:*"
1,
{
"Sid": "KmsPermission",
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:*:<ACCOUNT ID>:key/*"
}
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "PassRole",
"Effect": "Allow",
"Action":
[
"iam:GetRole",
"iam:PassRole"

1,

"Resource": "arn:aws:iam::<ACCOUNT ID>:role/CFN-

DetectiveSecuritylLakeIntegration"

+
{

"Sid": "RestrictCloudFormationAccess",
"Effect": "Allow",
"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"
1,
"Resource": "arn:aws:cloudformation:*:<ACCOUNT ID>
"Condition": {
"StringEquals": {
"cloudformation:RoleArn": [
"arn:aws:iam: :<ACCOUNT ID>:role/CFN-

DetectiveSecuritylakeIntegration"

]

"Sid": "CloudformationDescribeStack",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:GetStackPolicy"

1,

"Resource": "arn:aws:cloudformation:*:<ACCOUNT ID>

:stack/*",

:stack/*"

3CHA: E|AA 3R ARN ZCH 8
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"Sid": "CloudformationListStacks",

"Effect": "Allow",

"Action": [
"cloudformation:ListStacks"

1,

"Resource": "*"
},
{

"Sid": "CloudWatchPermissions",

"Effect": "Allow",

"Action": [

"logs:GetLogEvents"

1,

"Resource": "arn:aws:logs:*:<ACCOUNT ID>:log-group:*"
}
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2ot FA|(o: IAM 238 ARN)S| ARNS &l E 2 712350 QI2{EILICt 0|2 DetectiveE AFHS
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O|™oi Step 2: Add the required IAM permissions to your account]EHH[0dM
IAM T8t2 A% IAM 20t =XA|Bt AFEE = /&L

AA EH

« ResourceShareARN - O| 2= & O|2| RHX K] U&LICH O] EE9o| Zf2 ¥4E5X| OMM[ 2.
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https://docs.aws.amazon.com/athena/latest/ug/querying.html
https://docs.aws.amazon.com/athena/latest/ug/querying.html
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4. et
IAM 238t - Creating an AWS CloudFormation Service Role Et7|0{A BHE &g MEH
grLick 34ZH IAM &0l Creating an AWS CloudFormation Service Role ':+74| o| EH=
HEto| 25 U= B O| HEE HIH & =& U&LICh
5. &0 MXE BT AEs0 M S A MN HES SABLICH MBI YT O
IAM 2| AAE HESIM L.
* ResourceShareAcceptorCustomResourceFunction
- ResourceShareAcceptorLambdaRole
- ResourceShareAcceptorLogsAccessPolicy
* SsmParametersCustomResourceFunction
- SsmParametersLambdaRole
- SsmParameterslLogsAccessPolicy
* GlueDatabaseCustomResourceFunction
- GlueDatabaselLambdaRole
- GlueDatabaselLogsAccessPolicy
* GlueTablesCustomResourceFunction
- GlueTablesLambdaRole
- GlueTableslLogsAccessPolicy
47| o] IAM E ot F /|0 Amazon S3 HHZ! H* 7} LakeFormationPrincipals
(ME ALE O] ®lZ2!0| AthenaResultsBucketE AHS 2 MM E 5todH
LakeFormationPrincipals®2| IAM E9+ Fxi|of CtS Hag A5 ok &Lt
{
"Sid": "S30bjectPermissions"”,
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::<athena-results-bucket>",
"arn:aws:s3:::<athena-results-bucket>/*"
]
}
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SE 37| flsh x| HEl=

Ct= AWS 2|04 M DetectiveE Security Lake2t S&& + U&LICEH
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0= S®(HXILIOF S us-east-1
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0= MEZE|IZLIoF  us-west-1
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fEH(OIYHE) eu-west-1 securitylake.eu-west-1.amaz HTTPS
onaws.com
SH(EHH) eu-west-2 securitylake.eu-west-2.amaz HTTPS
onaws.com
SHET2l) eu-west-3 securitylake.eu-west-3.amaz HTTPS
onaws.com
FHASER) eu-north-1 securitylake.eu-north-1.ama HTTPS
zonaws.com
HotHZIZH A T2 F)  sa-east-1 securitylake.sa-east-1.amaz HTTPS
onaws.com
1 FHZ|

DetectiveOl A S A| 2

DetectiveE Security Lake2t & & 8t & Detective= AWS CloudTrail £t 2| O|HIE ! Amazon Virtual
Private Cloud(VPC) 38 212} #&1504 Security LakeOll M HA| 228 7tX{ 27| A|ZFEFLICH

st

LIC}. Amazon Athenas Z &3

@ Note
Detective0l| A Al 23 & Fi2[ot= O CHEF F7H HIE2 &
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CHE AWS MH|AO| CHEF A8 232 04T15| AA[E 2

AWS CloudTrail 2| O]
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- AWS HH

« AWS ALE X}

- AWS g

« AWS g M|

« Amazon EC2 QIAEA
« Amazon S3 HZ!

« P34

« Kubernetes 2 2{AFE
« Kubernets &

* Kubernets A=

- 1AM 4E

« IAM & MM

« 1AM AFE X}

Amazon VPC Flow 1= CIS T2 Eof| AFHEE = &LICH

« Amazon EC2 QIAEIA

 Kubernetes L=

Detective 2&& A& 3104 Amazon DetectiveE Amazon Security Lake2t S &st= 8ol CHSH Ol 2
£ H24M Amazon Detective® Amazon Security Lake S8} - AFS > SHMN 2 AMHGHAI2

.\

AWS HZe| #A| 2O & #{E|stedH

1. https://console.aws.amazon.com/detective/0i| M Detective 2& & JL|C}.

2. ErM oM HAMES MEESH £ AWS accountS ZHAEFLICE
3. X API E& 28 MMM HY Alztol CHEE M HE EAIE ME4EFLICE
4. O7|0{M HA| 21 FHEIE AIZHE = &L
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AR 7H0|E

Detective » Search » AwsAccount/714603721603

714603721603

AWS account Info

Activity for time window: 12/21/2023 18:00 UTC - 12/22/2023 18:00 UTC £

Observed IP addresses APl method by service Resource

Q Search

IP address v

Scope time Info

12/21/2023 18:00 UTC > 12/22/2023 18:00 UTC |

Q Query raw logs ‘

1
Successful calls v Failed calls v Location v Actions
6 2
2 1 -
1 0

= = H =
A 21 0|2| 27| Ello|E& &3l Security LakeOl| A C|O[E{E #{CIsto AMet 21 L O|HEE &
= U&LICH HA| O|HIE E0] CHEH REMIBH LHE 2 Amazon Athenalll EA|E! CIO|EHE EH XML
Raw log preview: CloudTrail X
View raw event logs that were retrieved by querying data from Security Lake. For more details about the raw event logs, you can view the data displayed in Athena.
Raw log preview (500+) 1 2 3 4 5 6 7 50 >
date_time v requestor_arn v account_id ¢ region v source_ip v service v api_
2023-12-22 09:58:38.000 UTC us-east-1 s3.amazonaws.com GetE
2023-12-22 09:59:49.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 ec2.amazonaws.com Desc
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 iam.amazonaws.com Getl
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Get(
2023-12-22 10:00:13.000 UTC us-east-1 autoscaling.amazonaws.com Desc
2023-12-22 10:00:14.000 UTC us-east-1 ec2.amazonaws.com Desc
2023-12-22 10:00:14.000 UTC us-east-1 ec2.amazonaws.com Desc
Close ’ See results in Athena [ ‘ Download results
= x x| A = S = ir
A 2 | Ho|EoM 2| S FAS T, Amazon AthenaOllA ZItE &0lstn, Ol E &7
= S A
2 FEF 7,t( CSV) IUE COHRECE = A&Lch
A
Detectivedll 217+ EAISIKIEH 72| ZT7} g EIX| o= Z2 C2T 22 01f ME2Y 4 2l
Ct.
DetectiveOll A Al 2 32| 170
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« HA| 2= Security Lake 211 E|O|Z 01| EA|E|7| T0 Detectivedll M3 E &= U&LICH LS C}
A AZE FML.

+ Security LakeO M 227t +E L[S = U&LICH 2 AlZh 7|CHEl B Security LakedlMH 21
7 F2HEl Ao 2 E AIEILICE Security Lake #2|XFof|AH| £2]5t04 o] EMIE LML

of| Al

« AWS o] CHEt HA| 23 22|

« Amazon EKS Z2{AEof Cigt #A| 23 #E|
« Amazon EC2 QIAEIA O CHEt YAl 2 22

AWS &gtof CHst Al 2 FHE

AWS Ml X|2|H 2|R|o|M dgt o] #SE Olslistz{™ Detective 2& LM +>E + U&LICH

AWS A& o| ¢A| 21 E F2|stedH

1. https://console.aws.amazon.com/detective/Oﬂkl Detective 2&2 4L|C}.

2. EX| 2% Ho|X|oMH ME 2EE XIZ|M x| MMM AWS HeE J7|F8l SLct.

3. EAM Fol|M AMS MEHEH T AWS roleS AAELICH

4. AWS 40| B 2|aAE BT s AT 2lAAT} AT IP FLOIM MY SHAPIZES E

AlgtLct.

5. ZASIEE API & o] EE7| ol0|2E MEistod |A| 21 DIZ| 27| Ho|EE HLICh
Activity for time window: * W
Observed IP addresses API method by service Resource

Q. Search 1

IP address v Successful calls v Failed calls ¥ Location v Actions
» 289 284

> 63 0

[ 4 42 0

» 21 0

AWS gl Ciet #HAl 23 72 171
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Amazon EKS EHAE{0| CHEF |HA| 21 2|

AR 7H0|E

1. https://console.aws.amazon.com/detective/0l| M Detective 2& & JL|C}.
X

2. HHE ZET}IIE B2 Detective 2 9F IO|X| ZiE||O|L] &
AE 2 O|SELICH

3. Amazon EKS Z2AE MF ME 10| X|0 A Kubernets API & & B2 MENEILICE

H EAE *.;"EJ.*&*LIEP.

M| Kubernets AP| &5 MM0{| A &

5. O47|0M Al 2O FEIE AlEE = U&LICH
Amazon EC2 QIAEIAO| CHEt HA| 21 22

1. https://console.aws.amazon.com/detective/0i| M Detective 2& & L|C}.

2. ErM ol ZHAME MEHSH £ Amazon EC2 instanceS ZAEfLICE
3. XA VPC 2 E8 MMM ZAHSIE = API R 55 Q0| EHT| 00|22 MEHSI0] RIA| 2
O olg| B E|0|%% qLlct.

4. Of7|0M BHAI 2O HEIE AR = J&LICH
@ Toggle overall traffic

Activity for time window: 11/21/2023 11:00 (UTC-08:00) - 11/22,/2023 11:00 (UTC-08:00) .~

|Q Filter ‘ 1 2 3 4 5 6 7 . 888 >

O IP address v Local port A4 :::ME I;::':i:nd tor::zsu"d Protocol v Directionality ¥ ::;::tt / v Actions

0 22 44.7 kB 57.7kB TCP Inbound Accept E

O 22 2408 480 B TCP Inbound Accept Q

0 22 61.1kB 75 kB TCP Inbound Accept Q

O 22 59.6 kB 70.8 kB TCP Inbound Accept Q

(] 22 2408 5408 TCP Inbound Accept Q
Al 21 0|2l 27| HIo|& & Sl Security Lake0l| A C|O|E{ & #2|5t04 2O S 0HEE =
= A&LcH Al o|HIE 20i CHEF RtAIEFH LHE 2 Amazon AthenaOll EA[E! C|O|EE & Z5HAIR.

O R

Al 21 2| EHo|2oM R 8 A5, Amazon AthenaOll A ATHE &QlstT, ANE & E
2 FEE Z(csv) HUZ CIREEE 5= U&LICH.
Amazon EKS Z2{AE0] CHEH HA| 21 32| 172
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F43}t5HH o 0|4 Security Lake0ll M 21 ! O|HE H|O|E

Ad

Security Lake2} 2| Detective S&f 2 HI& M

Mk

tstEdH

tol

https://console.aws.amazon.com/detective/0| A Detective 2& 2 JLICt.
S FoM SES MEELICH

1
2
3. 7|& AEMEZ AMK|EHLICH AFAMIEH LHE 2 CloudFormation AEH AMK|| 2 X XSHAMI2.
4. Security Lake S & H|E M3 oM HIEHSHE MEHELICE.
CloudFormation AEH AFZ|

J|E A ARSI tOH SUBH BTl M ATS MAE

A& 3E7HLE AWS CLIE A8 3510q CloudFormation ABS AMX| &

C}. CloudFormation £

AWS CloudFormation AEHE ALK 5tE{TH(E L)

1. https://console.aws.amazon.com/cloudformation AWS CloudFormation 2&& jL|C}.

2. CloudFormation & 2| [AEH(Stacks)] H O|X|04| A A KR AEHS MEAEHL|CH AEBHO| 3R AR
S 0[0{0F gLCt.

A= M B B AR MeyErLC

4. BIAIRIZH LFEHIR A ARIE MEiErLC

(® Note

ABH AR AISHEl S0l AT ALK SIS BRI 4 GaLICH ASO]

DELETE_IN_PROGRESS A'E{Z H}EIL|CE.

AEH AT 7L 2t 22|74 ABHO| AFEH7} DELETE_COMPLETEZ HFEILICH

&

>
2
1>

M 27 =X

ol

Delete HEE 228t £ Failed to delete stack HIA|IX|Qt &7H HEt 2J/ 7} EAIE|E &
IAM 238tof AEHS AFX|E CloudFormation ™8H0| Qi ZdlL|CH A& 2| Xtof|AH| 22lstod E—l%
A ghLICE.
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CloudFormation 2B S A% 52{H(AWS CLI)

AWS CLI 2IE{m|o|A0f CtE B
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aws cloudformation delete-stack --stack-name your-stack-name --role-arn
arn:aws:iam: :<ACCOUNT ID>:role/CFN-DetectiveSecuritylakeIntegration

CFN-DetectiveSecuritylLakeIntegration2 Creating an AWS CloudFormation
Service RoleEHH|0A] et MH[A g lL|ct
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html

Amazon Detective MNEX 70|=

o3t B2
KMol M4 5

ofe] H& 0| 280 MBEIE L, Wn WS olsst717t of BFELICH 7t ofz] BA Kol
BT O 2FS SIS YK 0I£E AWS WHoHE WS Lol IAM ALS MBAMo HH T 2
SEREL V=

EMO Z ALK U &2 Amazon Detective E|AAE MMEFAHL =HE = e TEto| sl
. EEBF AWS Management Console AWS CLI, EEE= AWS APIE AL835t04 2t g s=&e & glaL
. Detective ZE|XIAI= IAM ALE R & dgtof st XIHE 2laAo0f CHall & S

£ Qe HEHE B 045t= AWS Identity and Access Management (IAM) =240 Qlo{oF &rL|C}.
2 HElXts e HEto| 2t EoF FA[of o|2{st HAZ odAsHof & LIC

C

me 11N

ct

Detective= IAM X4 B 7B HH S ALE5t0d CHE Rl ALSAH I o] CHEF #HEFE FofEL
Ct.

. BEIA A - BEIR AYS A CIOIEE ASSHE S5 ahZ ol ARAFYLICH TEIR AKL
i ASE FCHsHod S 1B Zof CIOIEIE MBE 4 aLich E3t 2
5t A

= T

a
E Ar8stod aliY AEnt AZE AL At A 2|AAE BRSt DT ZA

o
A
X
02
ro
Ol
2
u
)
|k

E[XF A HO| ofl AFEXI7F CHY S Q0| Zdg o8e ¢+ QTS YMg MY £+ QaLct
0 E S0 IR HAHO AABKE HEH HHS 2lg HEtoh 71 &= Q&LICH CHE AL Xtol A=
ZTAME Qs SE D= E AFSE HEt Us = YUsLIct

o HH AE-HH AYE2 S5 Jei=Zof Co|E{E MI35IES o2 A-™EULICH HH A-™e =
CHoll SEEILICEH =CHE Erst & HH AME2 S5 Jei=Z oM REAIe| Al™E MHE = A&
Ct.

Detective 2! OFE2{™M IAM AFE DHA S| JSON &

T N
o
>
=Z
>
S
()]
x
T
|>
2
104
oz
1>
mjo
r2
E
|0
Hu
e

IAM Xt73 BB 7|4t HMS AL E5IH 58 E= HEE &Y 2 2[AA09 20| 518 E= HEEE
2 X HE = UE&LICH Detectives 8 &Y, 2laA L XA F|1E K[HELICH

Amazon Detective7} IAMZ 2 S3H= & A 189


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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Detective 2&2 AF&510{ HH HH 2SS s&5te{™ AFBAL EE= Q& 0of ListInvitations &
o HetE Hoddlof ghLic O8{H S& el XCHE 2 = U= HEto| Fo{ELct 2 EXH H
B A™ Zdof CHEt HetE Fo{dt g £ A&Lch
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|
Z2IEY WA ROl AU #EE 4 U Heto| ZEElo] YaLic

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
1,
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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ZTAE QIS S& IcH=ZE A8 E HEtE F045HK| b &L Ct.

{"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":
["detective:ListMembers", "detective:CreateMembers", "detective:DeleteMembers", "detective:DeleteC
"Resource":"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacatf@b883093cab899"

},
{
"Effect":"Allow",
"Action":["detective:CreateGraph", "detective:ListGraphs"],
"Resource":"*"
}
]
}

£ ZElR AE AFSAHE g2 §LICH ALS
BAL HEE + &L

{"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":["detective:SearchGraph"],
"Resource":"arn:aws:detective:us-

east-1:111122223333:graph:027c7c4610eataacat®b883093cab899"
+

{
"Effect":"Allow",

"Action":["detective:ListGraphs"],
"Resource":"*"
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{"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":
["detective:AcceptInvitation", "detective:RejectInvitation", "detective:DisassociateMembership"],
"Resource": [
"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacaf@b883093cab899",
"arn:aws:detective:us-
east-1:444455556666:graph:056d2a9521xi2bbluwld164680eby416™

]

},

{
"Effect":"Allow",
"Action":["detective:ListInvitations"],
"Resource":"*"

}

]
}

2[R AE: BT 22 TIgte = HMA KB

CHS M2 ALEX7} S J2Z 9| SecurityDomain Ef17F AF&XFQ| SecurityDomain Ei19}

|StEX| 4R E ZASt7| flo S IHZE MEE + UATSE S ELICH

"Version":"2012-10-17",
"Statement":[ {
"Effect":"Allow",
"Action":["detective:SearchGraph"],
"Resource":"arn:aws:detective:*:*:graph:*",
"Condition": {
"StringEquals"{
"aws:ResourceTag/SecurityDomain": "aws:PrincipalTag/SecurityDomain"
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}
}
},
{
"Effect":"Allow",
"Action":["detective:ListGraphs"],
"Resource":"*"
1]

Z JeiZof SecurityDomain Ef1 Zf0| Finance@l B2 ALEA7t S JBiZE =

{
"Version":"2012-10-17",
"Statement":[ {
"Effect":"Deny",
"Action":["detective:SearchGraph"],
"Resource":"arn:aws:detective:*:*:graph:*",
"Condition": {
"StringEquals": {"aws:ResourceTag/SecurityDomain": "Finance"}
}
} ]
}
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AWS BEIE e DE AWS THO| ALY 4 oo @ S5 AL Aalof Chal 24 M3 HEte &
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BH2I3 ol HolEl HEte WY 4 A LITH AWS AWS B 2] H Mol HolE Mg Yools
she 79 AWS siZ UololE = KMol HHE B E x| ID (WX, 18, 7 of Wate DlaiLich
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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AWS 22|38 =0 AmazonDetectiveFullAccess
AmazonDetectiveFullAccess MaE |IAM EQF QIS0 A4E = Q&LICH

0| A2 I E Amazon Detective 2 240| Ci 8t | M A HEHS S E5HE 22| HerE2 EoF =& |of|

H FodgLict. o] Mae Hot =7} sHE A& ol CHSH DetectiveE & 44316H7| Toi| 2 F x| 0| |
QiZ4E &+~ U&LICEH £ S2 Oz E M5t 22l5t7| 95l Detective Python AJZIEE A& S|
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ol Heto| Q= Hot =x|e H AHHE aalstn, S& Jef= o Ef2E F7t5t1, DetectiveS
t GuardDuty Z1H& 28 =k &LICt o] A2 Detective 2
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- detective — 29t F=&|7} Detective & 40i| CHEt Z & HMA HEHS 7HE
« organizations - 2@t F|7} ZZ|of Aol CHEt AWS Organizations &
Ct AEo| ZXof| 8 B O[{E HEtE Sdli Detective Z2£2 HE H
AlE = &Lt
 guardduty— B X7} Detective LHO|AM GuardDuty A E 71x{et E#E = U&LICH
o

 securityhub - 2+ FX|7} Detective LH0{ A Security Hub ZAF ZIHE 7K 2 &= U&LICH

fok
o
2
H O
o
o

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"detective:*",
"organizations:DescribeOrganization",
"organizations:ListAccounts"
1,
"Resource": "*"
},
{
"Effect": "Allow",
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"Action": [
"guardduty:ArchiveFindings"
iF
"Resource": "arn:aws:guardduty:*:*:detector/*"
iy
{
"Effect": "Allow",
"Action": [
"guardduty:GetFindings",
"guardduty:ListDetectors"
1,
"Resource": "*"
iy
{
"Effect": "Allow",
"Action": [
"securityHub:GetFindings"
iF
"Resource": "*"
}
]
}
AWS ZH2|& =i AmazonDetectiveMemberAccess
AmazonDetectiveMemberAccess HAZ |IAM QEE[0| AZ2E = U &LICtH
O| &2 Amazon DetectiveOl| CHEF B HA|A HEtDE 2 &0 CHEF Bl XA HMAE AMSELICEH
ol YMg Sl cta s +8Y + aLich
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« detective - HH7} Detective0l] UM AE 4= Q& LICE

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"detective:AcceptInvitation",
"detective:BatchGetMembershipDatasources",
"detective:DisassociateMembership",
"detective:GetFreeTrialEligibility",
"detective:GetPricingInformation",
"detective:GetUsageInformation",
"detective:ListInvitations",
"detective:RejectInvitation"

1,

"Resource": "*"

AWS 2|8 E3: AmazonDetectivelnvestigatorAccess

AmazonDetectiveInvestigatorAccess HAZ IAM AEIE|0f ¢1ZEE = U&LICH
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« guardduty— =2 X7} Detective LHO M GuardDuty AHE 7HX{et EEE = UEL
« securityhub - 20 F&|7} Detective LH0| A Security Hub ZAt 21 & 7tX{2 = U&LICH.
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "DetectivePermissions",

"Effect": "Allow",

"Action": [
"detective:BatchGetGraphMemberDatasources",
"detective:BatchGetMembershipDatasources",
"detective:DescribeOrganizationConfiguration",
"detective:GetFreeTrialEligibility",
"detective:GetGraphIngestState",
"detective:GetMembers",
"detective:GetPricingInformation",
"detective:GetUsageInformation",
"detective:ListDatasourcePackages",
"detective:ListGraphs",
"detective:ListHighDegreeEntities",
"detective:ListInvitations",
"detective:ListMembers",
"detective:ListOrganizationAdminAccount",
"detective:ListTagsForResource",
"detective:SearchGraph",
"detective:StartInvestigation",
"detective:GetInvestigation",
"detective:ListInvestigations",
"detective:UpdateInvestigationState",
"detective:ListIndicators",
"detective:InvokeAssistant"
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"Resource": "*"

"Sid": "OrganizationsPermissions",
"Effect": "Allow",
"Action": [

"organizations:DescribeOrganization",

"organizations:ListAccounts

1,

"Resource": "*"

"Sid": "GuardDutyPermissions",

"Effect": "Allow",

"Action": [
"guardduty:ArchiveFindings",
"guardduty:GetFindings",
"guardduty:ListDetectors"

1,

"Resource": "*"

"Sid": "SecurityHubPermissions",

"Effect": "Allow",

"Action": [
"securityHub:GetFindings"

1,

"Resource": "*"

AWS 2|3 H3: AmazonDetectiveOrganizationsAccess

AmazonDetectiveOrganizationsAccess HAZ IAM SE{E|o] 01 Z2E
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£S5 XIEELCH

- organizations— FT X7t ZEO| HHol CHEt HEE AME = UEE E.*L—IEP AWS
Organizations |3 0| = Z]0i| &3l O|2{& THEH2 &3l Detective &2 HHE HE 20T HHE Of
E2 EAE 4 Q&LICH AWS MH|A E8S 24515t T, XIHE 2AS HANE QS 2E|RI2
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S=E m.=E Q& LCt, GuardDuty AWS Security Hub

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"detective:DisableOrganizationAdminAccount",
"detective:EnableOrganizationAdminAccount",
"detective:ListOrganizationAdminAccount"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"

1,

"Resource": "*",

"Condition": {

"StringEquals": {

"iam:AWSServiceName": "detective.amazonaws.com"

}
1,
{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:DeregisterDelegatedAdministrator"
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1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": [
"detective.amazonaws.com"

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts"

]I

"Resource": "*"

"Effect": "Allow",
"Action": [
"organizations:ListDelegatedAdministrators"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": [
"detective.amazonaws.com",
"guardduty.amazonaws.com",
"macie.amazonaws.com",
"securityhub.amazonaws.com"
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AWS Z+2|3 =8 AmazonDetectiveServiceLinkedRole

DetectiveOll A AFEXIE CHAISIO ZHd S
E = the section called “AMH|A 213 <

- organizations - ZE9| HH HEE HAMELICH.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:ListAccounts"

1,

"Resource": "*"

}
]
}
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"EventId": "f2545ee3-170f-4340-8af4-a983c669ce37",

"Username": "JaneRoe",

"EventTime": 1571956406.0,

"CloudTrailEvent": "{\"eventVersion\":\"1.05\",\"userIdentity\":
{\"type\":\"AssumedRole\",\"principalId\":\"AROAJZARKEP6WKJI5JHSUS:JaneRoe\",\"azrn
\":\"arn:aws:sts::111122223333:assumed-role/1A4R5S5KSPGGIV/JaneRoe\",\"accountId
\":\"111122223333\",\"accessKeyId\":\"AKIAIOSFODNN7EXAMPLE\",\"sessionContext\":
{\"attributes\":{\"mfaAuthenticated\":\"false\",\"creationDate\":\"2019-10-24T21:54:567
\"},\"sessionIssuer\":{\"type\":\"Role\",\"principalId\":\"AROAJZARKEP6WKI5JIHSUS
\",\"arn\":\"arn:aws:iam::111122223333:role/1A4R5S5KSPGGOV\",\"accountId\":
\"111122223333\",\"userName\":\"JaneRoe\"}}},\"eventTime\":\"2019-10-24T22:33:26Z
\",\"eventSource\":\"detective.amazonaws.com\",\"eventName\":\"AcceptInvitation
\",\"awsRegion\":\"us-east-2\",\"sourceIPAddress\":\"192.0.2.123\",\"userAgent
\":\"aws /3 aws-sdk-java/1.11.648 Linux/4.14.133-97.112.amzn2.x86_64 Open]DK_64-
Bit_Server_VM/25.201-b0@9 java/1.8.0_201 vendor/Oracle_Corporation exec-env/
AWS_Lambda_java8\",\"errorCode\":\"ValidationException\",\"requestParameters\":
{\"masterAccount\":\"111111111111\"},\"responseElements\":{\"message\":\"Invalid

request body\"},\"requestID\":\"8437ff99-5ec4-4bla-8353-173be984301f\",\"eventID\":
\"f2545ee3-170f-4340-8af4-a983c669ce37\",\"readOnly\":false,\"eventType\":\"AwsApiCall
\",\"recipientAccountId\":\"111122223333\"}",

"EventName": "AcceptInvitation",

"EventSource": "detective.amazonaws.com",

"Resources": []
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aws detective list-tags-for-resource --resource-arn <behavior graph ARN>
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aws detective list-tags-for-resource --resource-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234
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