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Admin report summary o )

We observed anomalous behavior for the role from indicating potential compromise. The role invoked CloudTrail management actions mapped to
Impact MITRE tactic(s). The role was also involved in Findings that map to the MITRE tactic(s) Discovery, as well as other tactic(s). The role was also involved in 10 findings, 1
finding group, 170 impossible travels, 3 new geolocations, and 5 new user agents.

Scope time Indicators of compromise Recommendation
05/25/2023 13:00 UTC - 05/31/2023 19:00 UTC 5 Tactics Based on our investigation, we recommend you take
0 Flagged IP action to mitigate what we've found on AWS role
role 170 Impossible travel Admin. Please review Security Best Practices in IAM [
1 Finding group to secure your AWS resource.
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Summary - new Info

Credentials exfiltration from i-0e5f7e596391b28eb using role
privilegedRole

Instance i-0e5f7e596391b28eb had newly observed API calls and user agents
for role privilegedRole.

Credentials for role privilegedRole on i-0e5f7e596391b28eb were exfiltrated
and used from account and IP

The exfiltrated credentials were used to access S3 bucket private-bucket-

i-0e5f7e596391b28eb was vulnerable to CVE-2021-44228 and
CVE-2021-45046.
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Role details info

AWS account

Principal ID
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Created date
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Scope time Info
AWS role Info 09/19/2022 18:00 UTC » 09/20/2022 18:00 UTC

Overall API call volume info

verall velume of API calls issued by this resource around the scope time.
Linear m

Successful calls 66.65% of scope time call volume (15.87% more than typical activity)
Scope time: 09/19/2022 18:00 - 09/20/2022 18:00
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09/17/2022 16:00 UTC - 09/17/2022 20:00 UTC
B successful calls: 429
Baseline: 212

Failed calls 33.35% of scope time call volume (15.87% less than typical activity)
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To see more details, choose a time interval bar or | display details for scope time
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Role details info

AWS role Principal ID AWS account

Last observed
09/20/2022 16:46 UTC

Created by Created date

Role description
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Overall API call volume info

Overall volume of API calls issued by this resource around the scope time.

Scope time Info
09/19/2022 18:00 UTC » 09/20/2022 18:00uTC B

(o | |

Scope time: 09/19/2022 18:00 - 09/20/2022 18:00

Successful calls 66.65% of scope time call volume (15.87% more than typical activity)
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Baseline: 212
To see more details, choose a time interval bar
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Failed calls 33.35% of scope time call volume (15.87% less than typical activity)

* . . . . . . . .

200
‘WI I I I I I I I I
o | | | |

To see more details, choose a time interval bar or | display details for scope time

EHRIEtOl2 HRH S AlThe ZE EAIST WSl Azt Mo
7h T AlIZbE ZEBHLICH FH Alghe Wl Alzhel 25l o
B ZYAES MBBLICH

o AlZt 2+

=
e

39| Cllo|Ef 2 90|

71

[F
tu

113}
El

N

N

ol

g

J0

odt



Amazon Detective

0
Ok

104
B

Elo|=2 ElO

|.

S
)

=3
o

7t

FEO]=

FotsE

=t
=

Z AIEELCH

Eflo|&

| —
—

AlZt st

LICE.

& LI|C}. the section

o
A

Zt Hlo|X|of A

M

o

ol
760

-,

N
ol

il

_’_

by
10

CH Xt E

m]
=

<+

o

<
3|
ol

o
=1

—r
1o

AtEof 2} SCHE AEH

A& LICH

Average VPC volume for common ports -4

Hypertext Transfer Protocol over S5L/TLS (443)

72

oy

oF

[
N

Tl
=

EL

H|



>
ol
nx
0%
x

Amazon Detective

Ad404
=o

o

Aztst g

Xl2l™ x| AtE X2lH fIx| At E= X[2[H fIXIE 7|EI 22 TI0|EHE 2 & EA|
St S EAE X|& EAIFLICH T OhSol= IHE x|21H 2R
of cHetr MlF HE7 & E Eo|Z 0| EAE &= U&LICH

Hewly observed gealocations

£ 1 2 DetectiveE $4AIE|lE X|2| CIOIEIE ®M2|E M Q= 2 4
ke A s REIHR| Bt &gt

Ol 31 M& 7ts¢ HIo|Ee| o= Qlsl 77t D12 M2 52 EAIEX| &t5S LIEHHL

LICH 7HE ZhErer S 2 el Alzhel Ho|

mo

S| HESHA 78 Al4Sted™ dIolE &
£ £0|E ZdYLICt. the section called “EH 2| A

X|2|H f{xlof CHE BFE=E

Detectives ZE T L A gt A+ & 2|7k x| gr2 2L,
Detective7} API E&8 L

etective7} API H|
|5t =2 Z oid

2021 I-=| 72'I 14o||=| E‘I Detectlve._ Zt API ?.z';_E o = =
MEE EAE moict AZE MHIAT EAELICH API ZE0 CHEt HEE &

o _|)||
2

ok

-

_IT‘_

>- w)

73

[H

ZZ mid AlZst 9



nx

o4
o

x

Amazon Detective M

B4 MUIAER TBSHEILICH SF R OIF0 Detectiveoll M = EE GlojE{o] 72
Qo

o =< T o — o E
ol O o|4 S3l2 Aldlst 2| AAAKIDS| 71 EA|Z|X| ot &LICt H o 7o—|— Detect| eE SES
Al H ot FR|(ABAF E= AEH o AlHERIE EAIELICH A& 0| B Detective= 38 MM 9|
AlHXLE EAIELICEH Detective7t 202123 78 14 O[T of| &8t C|O|E{Q] AR AHAIE & £
e BlAAR EAIEL|CH
APl 3£ S5 EAMste Z20t nijdo| A 2 Et 2l o TEto| Mt 7|7t 22 &
ARTLICH Z X E A= 2021 78 140l A2 E|H, YO[O|E 7t Detectivedl| 2t715| Mtk F

Z2ny igo| 79 T2 gl Zt Ho|X|of EAES # 45 2 AFSX KIHstT AT
$Al 7|2 MEE T4 4 s

Blolg £ B JHsE ElolES Eatsts T2 1ol B9 2 Ho|XKlol EAIY B 8 74y

Zt Wlo|x|e| AE{E| ~0f CiEF 7|2 HEE XIEEfLICH

1. OlA Amazon Detective 2& 2 ¥ L|Cthttps://console.aws.amazon.com/detective/.

Detective B A ol M- 7|2 M™
7|12 M3 mo|x|e & Zo|olM HE

2
3
4. Zt Ho|X[of ZEAIE EH|O|E & =& ME4gfLICH
5

Z2 T o] B9 Detective®l 2t IAM AL R EEE IAM f8Holl ChEt R E EtIABZ o TS £
ARE A V2 AEE THE £ AsLIch

T2 Od 7= MA 74


https://console.aws.amazon.com/detective/

ol
nx
0%
x

Amazon Detective At

® Note
EtUABT A 7|2 dHE2 A AWS A™o| MB x| f&LCt

Example
UTC - 09/20/22 16:39 UTC

EZ - 09/20/2022 9:39(UTC-07:00)

5. XZH(Save)2 MEHEILICE

AEJE| T2 EI E= XA

I
=
X3
0
Hu
1A
kel
o
ofn

Amazon DetectiveOll M AIEE| Z2 & EEE ZAF A JIQE %™ 0|Sst7| flal Chg &M & stLHE
A8 =+ &Lt

« Amazon GuardDuty B =0 M GuardDuty Z1+0{| A 81 Detective Aot T2 EZ I AWS
Security Hub CSPM#= Q& LIC}.

« ZA AL EE AEEIE MEst AAEE M AlZhE H’H5tE Detective URLE Z8E & U&L

Ct.

Amazon GuardDuty EE=0 M 7HA| T2 = A0 JHLE 1[5 AWS
Security Hub CSPM

Amazon GuardDuty 2&0|M Z A Akt rEEl AEE[e| AEE| Z2EHZ 0|SE + U&LICH

A Z2EZ 0|F 75


https://console.aws.amazon.com/detective/

Amazon Detective

>

|.QA-|
S =

02

M

GuardDuty 2! AWS Security Hub CSPM 2&£0|AM 21 7R O|8E =& U&LICt 047|of= &t
AE{E|Q| AE{E| = ZmlUof| CHsH B3 T MBS ELICH

El £ Ql&LICH DetectiveE At235t04 ztad ol
OHCHS ZAF A7 HAR SHeIX|

Amazon Detective 2& 2 I|HstE g

ZAM 23 = 2 E GuardDuty ZAF ZAItof AL E £ QU =3
ZLZ O|SEX| E= ZAM AT VIR Z O|SYX| MEfE = %J%L—IEL

GuardDuty & 0| A Detective2 I|Hd

1. https://console.aws.amazon.com/guarddutyloil)\‘l GuardDuty 2&2 4LICt.
2. ot A2 212 &M ZollM ZA ZIHE MEREHLICH

3. GuardDuty Z=A} 21t HO|X[0f A Z=AF AtE MEHEFLICH

]
0]

ZTA AT MR HE 2 ZAH AL S5 QEZO| EAIELICH
4. ZA A ME HE Fo| M DetectiveOl A ZALE MEAEFLICE

GuardDuty= Detective0ll M ZALE = Q= &= S/E EA[EL|CH

5. QIE{E| £& XA ZHE MEELCH

Detective 2&0| A B0 HDEILICH E2£0| W2 <
Ct.

ird
m
R
rr
P
Pl
M
1]
|H
u
5}
o
FH
>
il
r

DetectiveZ &35t K| &t2 AR E2£0i M Detectivedl CHE 7HRL E MN|Z5tE 2HE HO|X|[7F &
ZIL|C}. 047|0l| A DetectiveS & Mst5t= & MEHSH £~ Q& LICH

Security Hub CSPM Z£0i| A Detective 2 Z|5d 524

1. https://console.aws.amazon.com/securityhub/ AWS Security Hub CSPM £ & jL|C}.

LQE B2 2F EA HolM ZA ZDHE MBI

2
3. Security Hub CSPM Z= At 21} I 0| X|04| A GuardDuty Z=A Z0HE MEHEHLICE
4

M5 HE ol M Detectivedl M ZALE MEYEF CHS ZA ATt ZALE ME4ENLICH

CHE 2&0iM Z|™ 76


https://console.aws.amazon.com/guardduty/
https://console.aws.amazon.com/securityhub/

Amazon Detective

A} 21} TAFE MEHSHE Detective 2£0| A B0 M HZ2ILICH 2L 0| Q2| =AF A 7He
7 E A|ELICE

ElAH ¥dol| M ISt 2T Detective 2£2 A 27| ghAist 2|
ZALol| CHS8F REMIBH LHE 2 AWS Security Hub AHE A Q| 2|

At
.
DetectiveS &A45151 K| b2 72 £ 0l M Detective B! H O|X|7F FZILICE 047]04 AM
DetectiveZ &4335} & 4= Ql&L|C}H

Pl

ol

H7=|

|5 = 2

=

£ A&3dted® CHZ0| true0dofF B LICH

H
s
ol

« HH2 Detective & I|= CHY AH|A 25 9of 2 2|XF A'Z0[o{0F FLICH.

o EZ|Xt HHol| SE ZeHmoi| CHEF HAM|A HEHS F0i5tE A2A HH JEgS Y AELICH
BEIR AN "™ HE ALE CHEt XIS LI 2 Amazon GuardDuty 2! 2Ho] HZE HES AWS

Security Hub CSPM & X 35HM| 2.

Il=do] 5t Setx| k= < ChES FH gL

ZA A7 S5 el

ZoiM gdstE " AEo SEL7? 238 AYE0 HH Adez S5 1
Blzof ZOHE|X| i 2 B2 S5 22z o= slie 7

1170 Chet HlolE 7t 28 &l x| ek &LCt.

ACHE b ARl ZIHE S35t o2 B S5 TBHZols ST ATol Chet ClolEl7t Z 8t
x| etsLict

o A AT BEEIRJIELIT? Detectives= GuardDuty2FE E2HEl ZAF 20t E

« Detective7t S&F 2z of CIO|EHE =&ISt7| AlZHSHZ| Toi| ZAF 2T URELIT? Detective 7t
wZlot= OIO|EH e ZAF Zotot gio™ S& Jef=of s Cl|lolE{7t =& E|X| k& LCt.

o ZAF A7t HEE 2T L2 Aotduk? 2 SE ez 2|HEE CHELICH S& J|=
o= CtE 2[™e| cllole{7t =& E|X| k&L Ct.

CHE 2&0M T/ 77


https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html
https://docs.aws.amazon.com/detective/latest/userguide/detective-setup.html#detective-recommendations
https://docs.aws.amazon.com/detective/latest/userguide/detective-setup.html#detective-recommendations

Amazon Detective A2 AMEA

URLZ Al85to] AEE| Z20tU EE= ZAF A TR 0|

Amazon DetectiveOl| M AIEE| Z2E t= ZAFED Q2 0|S5H7| 6 2 4kl = 23 E A
Z5= URLE A28 4= Q& LICH URLE ZAF ALt EE= QE{E|E AledstL|Ct, EE3F T 2 Zlof| A AL
& HQ| AZtE XHE = U&LICE Detectives Z|CH 1A2| 117 O|HIE H|0O|E{E | K| &2|ELICt
ZZZ URL B4

(® Note

O|™ URL &4l
—=|AIO |_-_|.2J-|_|.

AP%%PE 2 Detectives AHS2Z M URLE Z|C|2AM8HL|Ct 0| URL
&Lct,

https://console.aws.amazon.com/detective/home?

region=Region#typelnamespacelinstanceID?parameters

my! [lIIO

Z2E URLS M A2 Ch3at Z&Lch.

AE{E|2| Z32 - https://console.aws.amazon.com/detective/home?
region=Region#entities/namespacelinstanceID?parameters
A Z2nto| 7

A< - hitps://console.aws.amazon.com/detective/home?
region=Region#findings/instanceID?parameters
URLO|= CtS gfo| 2 efLch

##

type

olsstas 2T ¥S K.
Qo

HARIHH

AEE|Q| B2 HIYAHO|AE AEE| REo| O|§ LT
* AwsAccount

 AwsRole

URLZ AtE35t01 0|5 78



Amazon Detective At

ol
nx
0%
x

AwsRoleSession
AwsUser
Ec2Instance
FederatedUser
IpAddress
S3Bucket
UserAgent
FindingGroup
KubernetesSubject
ContainerPod
ContainerCluster

ContainerImage

instancelID

ZA AT EE AE{E|Q] QAHA AR

GuardDuty ZAF Z1} 9| B GuardDuty ZAF Z21 AlERFQLICH,
AWS HHEe| 22 AE IDYLICH

AWS g U ALSAte| B UE = AAEXRe| 2ot A IDRLIC.
H el o4 AE Rl A2 HH 0| AAEXte| Eot F=A| IDYIL
Ct. 29k F&| IDE <identityProvider>:<username> EE&

<identityProvider>:<audience>:<username>%lL|C}.
P ZA0| ZS IP FAYULICH

ALE %t of0|E o] B2 ALE At 0f O|HE O|F L.

EC2 QIARA O] AR QIARA IDRILICH

y =

gt MMo| B MM AHEXIILICEH MM AR = <rolePrincipalID>:<sessionName>

FindingGroups2| A< UUID(M|: ca6104bc-a315-4b15-bf88-1c1e60998f83) ! L|C}.
EKS 2|AA0| A2 OHE A2 ASELICH

« EKSEBHAE]: <clusterName>~<accountId>~EKS

* Kubernetes X E.: <podUid>~<clusterName>~<accountId>~EKS

* Kubernetes Z4&: <subjectName>~<clusterName>~<accountId>

URLZ

AH&3lo{ Ol 79



ol
nx
0%
x

Amazon Detective At

- Z4Ell0|H O|O|X|: <registry>/<repository>:<tag>@<digest>

ZA A Ex AEElE S5 iz oM ggstE Hl-nt dZx|o{oF B L.

URLOI= B AlZtE dHStE Ol A2 X O30 22 MEIX it 0|E T Z &2 £+ U&LICH He
AlZt 2 Z 2 Eo o] | AlZE AFE BhEdof CHEF RFM|IEE L& 2 the section called “B12| AlZF EH 2|

scopeStart
T2 EM ALSE HR| AlZtel AIEF Az AIRF AlZH2 K| 3652 O|LHO{OF &FLCt,
Zte oz Ef QAR QI |},

Al AlZEE2 MSst R =2 AlZh2 MEstR] ot 42 "ol Alzh2 s Alzhol|l S=ELich

rlo

scopeEnd

ZZ oM AEE Hel AlZhel S= AlZh

. QIE{E|o| A2 7|E Q| AlZte o|F 24 AIZHULICH

C}= 2 Detective URLL| 04 I L|LC},

https://console.aws.amazon.com/detective/home?region=us-east-1#entities/
IpAddress/192.168.1.17?scopeStart=1552867200&scopeEnd=1552910400

O| oMl URLS CI2 X|&E WS LIt
¢ IP &4 192.168.12| QIE{E| = %‘% E AIErLCt.

o H1Q AIZH2 20194 32 182 A2 2 27 12:00:00 GMTE A|Z5104 20194 32 182 ¥ =
12:00:00 GMTE S =2 &|E Azt % AHE L.

URLZ AtE35t01 0|5 80



Amazon Detective A8 YA

URL 2X s{Z&

URLO| of|&F Z2LI0| EAIE|X| ot= AR THX{ URLO| SHIE HHAIS AR50 SHIE 712 Q=

x| =olgt|ct.

« 2HIE URL(findingsEEentities)2 A|E#ME&LITI?

- SHE UYATHOIAE XI™FELIN?

- SHE AEXE LHRESLIM?

240| HESIH CHE AP 2 RIE = &Lt

o ZA AT EE= dEEI7H SE Oz oM EASHE HiE HEo SEL? 22 AH-Eol " AHlH
o2 S JpfZof ZCHE|R| &t A S Jefzoll= s HI&ol| CHE dIo|E{ 7t Z & E|R| &t &
L|Ct.
ZOHE HEH AHE0| ZCHE +25tX| &t 2 22 & Jef=Z o= aiF H ™ol cHet lo|E 7t Z & &

Xl et&Lich

« ZA AN AR, TA A7t EEEIQIE LI Detective=Amazon GuardDuty 22 E 2 2HEl AL
Ao E x| k&L

- Detective7t SZF 22 Zof C|O|E{E = &ot7| A&t 7| Tol| DA At == AEE|TF JUUJESLIIN?
Detective7t =&5t= CIOIE 0 siiE ZA At == AEE(TF gilo™ SE Jei=of siE oo|E{7t
ZEE|X| ek&LCH

o XA A E= AEE|I7F EEE 2o L2 ZUe 24 83 Jejlz e 2IMEE CHELICH 8
& Jefzof= ot E 21| ClolE 7 =& E|X| ef&Lch

|.

Splunk0fl ZAF A& Detective URL F 7}
Splunk Trumpet ZZMEE A58 AWS MH|A0|AM SplunkZ HIO|E{E MEE

Amazon GuardDuty XA} 21} Detective URLE MAS T E Trumpet Z2H|
Cl. 23 CIS ol2{8t URLE AL 35104 SplunkOllAM SHE Detective ZAF At
A& LICH.

Trumpet Z2HM E = GitHub2| https://github.com/splunk/splunk-aws-project-trumpet0i| A O & = Q
&Lt

Trumpet Z2HME O| 144 10| X|0i| 2= AWS CloudWatch Eventso| A Detective GuardDuty URLS
MEdShL|CH

Splunk0i| =AM Z1+8 Detective URL F7} 81


https://github.com/splunk/splunk-aws-project-trumpet

Amazon Detective AE HEM

ZZH oM CHE 2E2 I

EC2 QIAEA IAM ALE XL, 1AM & 2| Z2 Al
o =}

— o
UBLICH BEOIM ABE 4 U HEE

EC2 QIAEA ME ME T2 I o dof|A EC2 QIAEIA AlEIX}= Amazon EC2 2&£0f edZ2E|0] Q)

2 IAM 2&0f HAZE[0q U&LICEH

Pl
0l
Pl
=
-C
02!
HL
|H
u
mE
m;
2
x
Pl
Olo
Pal
2

g MF EE = oidoM HE 0|2 IAM &0 A x(o] U&LICH

24 ojdoi CHE AEE|Q| AMERI7F Z&E B2
2i3lL|C} EC2 QIAEIA S| Amazon EC2
Q|

of LIC}. the section called “‘CIE Z2& 2 I|H"S(E) HEHAML.
HE E0{IP FAL SFUHAMEHIPFLO Z2EHE EAE = UELICL Ol Sl ZAE 2ESt=
ol =20| &l CHE HE7L QleX| &#elg = &Lt

Z2I oo SE A|E AH EFA

« M API 2 SEZF(ALER 010 zzEol ==L of'd N2))

- MZ ZHEE X[2[A 2R

- MM VPCEE& =28

« HUIP FAQ HHE A WO TR, AL AL IP FARZ E0{RD LUIJHE VPC EE E8
« ZiEOIL MIE HE

o
. BE{AE9VPC 25 E5
X

« & Kubernetes APl & &

OE 2£=2 1/ 82



ol
nx
0%
x

Amazon Detective At

« OiH IP FATF MAEEIRAELIN?

« MG IP FAE ofC|of JURELIN?

- BEHSEHELMN? 43 HQ

=S|

. Mi| AP SEFO| Cist &3 ME HE

- X|2|1™ |x|oi CHEt & ME HE

« ™A VPC 2Fof CHEt %*% MNE HE

« EKS E2{AE 2t 2 E ™A Kubernetes APl &3

M API 218 S £T0f CHE & s M8 HE

A APl 217 SEFO| &5 MB HEo= MEidh Az He| SoF A™EI API 2 20| EAIEL

B Azt ZHH0 S MF HEE EAlsttd™ REO M AlZh ZHE S MEHEFLICEH

2R e AlZrol CHEr €S MF HEE EAlstedm e A ME HE EAIE ME{ELICH

£ 1 2 Detectives= 2021 72 14UEE{ APl 21 SE0i CHEF MH|A O|E 2 MEStD EA|SHZ] Al
NMESLICH Y e T2 E EH = EFEelol Z X EAIZ|o] U&LICH SHE Sk O|Fof| B A st

B59| B2 MHIA O|IE2 & & e MHIAZ EAIELICH

25 M5 2O LIS(AFSR, AE, AN, A MM, EC2 QAAEA, 83 HZ)

IAM AFZRE IAM @38, A, 48t MM, EC2 QIAEIA 21 S3 Il AR &5 ME MEo= g ™

S3 HZ!lo| 32 HE = S3 HZlol et API 21H 53 &8 BrEeLich

A APl 2 s &3 83



Amazon S3!L

Amazon Detective

N « T m
- of b ol T = 0 M
= & Hhw HE R
W X o T R -
—_ - ﬂ.AI " __o=._ — ] OH_ HA.UH [}
i [ oo IS JT5 3 )
A TR W e © <
Mw N 10 oK ol T ot 9 Al o
— v —r - a
no o My < o tEX ¥
I K% oo W w < il
- < 3 -k -
LY S ommE A
I - 95 ar ow oSk ol
ol ~ B ol o X < <o W oo
kil <k o I ¥ = W HT I o or 3
o g owp < < i gy ou K< e
oo e o R r ol OF i K X
Fd m_n,.m HoMm ”_nuw_.nAM.A_ mr Hﬁ7|._“_.o EM_' b - oo o o o cooo oo
o0 B mwXH pod ¢ Kow o ;
T < ol X o m Kk & ™o <1 2 .
: 5 R L T x < :
i ok I o T < 1 o < w N K- < E
T Y o -
5 o gy g O | CTR R !
.A_I __o._ M M._ —~ ) .A_I — Q_O __|o —_ m_u.m _|_O E
o - %0 O ol H + u o || =
ol ol W% op oot ] < L~ 3% o Zl
of M xkL m®y a T SW@w 33X
s A - S oG ® ol i
m T R o % al < ) > K- W KO 7o
d W om™L ol  a W oo T ™o
T HX Fo ™ Wl o ol <A— WL o w3
T oM S 0 M o m o g o ¢
< K = R0 K<l o OF R N om = I T o E
el FH o5 X o & wo A L
W TR T@md "o o o S 3 R OO 5 -
o] Yo OF Gy BN AL g HU W T Al mw = i K=< ¢
X Wl ol o E o M 1 R _m_ﬂ_ o] mrn 1 2 3
2 wd ez sH=n 3 T o 2 o §
= o L = [ S &
S TN pak gamwm W o4 < 403 e S
S .NW TMWX ~d3FT KO K- M meﬁaw m_m.r :
dlDl@..é E_..Aﬂ._.___.o o7 K I o o P__o._%Ll. El_.___l._,lq : * . .
D. T W0 gy W0 g N © 3 H w_m = s T g = g s/l f A b 4 aaaaa.
TWl AT Ar@o Smol w @ K ONHo T M3
. . ol T

84




&0
B

0jo

Amazon Detective

MH[AE API HIME

#0

i

o
ol
m

E3sl=LCH S3 H

£ AMHI[ otefoll L E L CH

o]
n_u.no
1o
oF
N

J
o
=
ol
ol

LICE.

<
e
ol

#0

(@]
__A_.E
__o._

&Y st0q

APl HMEE

Zt
Al

<+

L
__o=._

<
e

HE IP =404 API

25104 3

= b N
=

LICE.

{0

—<

Edit

Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC

Obsarv

Failed ealls v

alls v

Succrssful ¢

API methed

ol

<
Hq
ol

ofE, AE MM =

Cil ALSEl ALS A,

L=
=

SH 5'.

Ct.

P|
a3

U&LICE. API

o]
=

Amazon S3
= MH|A ofeho|

L|C}. Detective0ll A

Lt ElL/ct

85



&0
B

0jo

Amazon Detective

Successful calls w

AP1 methed by service

Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | Edit
ed IP addresses

Obserw

LI (IP F24)

ity
K0

I+

L{o
ol

ElL|CH

7t

x4
(=)

0

—

ol

o
o

...
i}

—

~Nd

o
Friil
<
0l
=1

-,

N

Kl

F=IL|C} Detectivedll M &

=2

HZE 3

MH|A

__o._
0l

£ M| otefoll LEdE L Ct

<

<
oll
0l
K
__o._

-,

Lo

7t EAIELICH

ol

IP F=20{M API

| -

—

of

o

=

S

Resource
A

i
0%

<+

L
__o=._

<
H

S
[l

F=IL|CH Detectivedl M 35

=1

=2
=

MH|AEZE T

s

—

£ M| otefoll LhE L CH

__o._
6

o

g
N

]I
<

oz

- <+

L
__o=._

86




B

0jo

Amazon Detective

Edit

Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC

APl method by service

Account ID w

Successful calls w  Failed calls »

Resource w

MHIAE API HIME

gt MH|IAYHZ 1

IS

A
=

@
1

o
ol
"

E 3 ELICt Detective0ll M

eflofl LE&ELCt.

7|12t S0 IP FA0M API

I.

S
[t}

504 AES

Edit

Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC

Rezource

Sucorsshul calls w

APY mmathy

il
0
H
%0

I+

L{o
ot

ol

-

<0
700

ol

87



Amazon Detective

mo

il
TH
0

I+

L{o
ol

ol

K
[N

ol

—
[ITe)

0i0

Ol

s

oz

mo

=L

&LCt.

o

TE ol K ¢

E

il
=

0{ APl HME®EZ

=2 =
= =

LIC}. of

ofl Instance7}

=
Eluct. m2kM ListInstanceAssociations & UpdateInstanceInformation 25 ¥ X|

|5t

=

7L LA

o

INES

[ ]
LIEHH= ot EAFY(M: List, Create, Delete)

RE U

15t O]

E12)

|
=

I} Instance 7|22
[e]

Lict.
MeEdgtLct 2 API HIME O]

MH|A O|E, API HIME, IP

%ol M
U API

2|s
o

2.

1[N

I

CIDR

il [l

CIDR If

=L
J4

ol

Ot
I+

88

(

3st-1 AWSrole (

AWS role

I.

tedE B

Resource
APl method
IP address
Service

O

Properties

[ Q  Search

ZEHE MH



ol
nx
02
x

Amazon Detective At

DE ZHE Xl EE X[R7|E MEELICH

23S MF CSEE MS EAE M AlZh Hele "ol AMzh Ee MBS Az 2L €8 MEF EE
Of AlZt HRE HBY =+ U&LICH

w
N
N

(o]

- .
jn]}
o
[m
M
rx
gl
o
-
ful

Showing activity: 07/06/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | ra

Al 2 22|

Amazon Detective= Security Lake2} S &t T|0{ Security Lake0ll & E HA| 21 HIO|E{E 2|5t
ASE 4~ Q& LICH O S&Hof CHEt RFMIEH LI 2 Security Lake 2t Detective S8 B2 R X 35HA|

A& 36tH Security Laked| M 7|22 o 2 X|St= CHE 240 22 O|HIEE =&t

+ AWS CloudTrail 22| O|HE HZ 1.0 0|4
» Amazon Virtual Private Cloud(Amazon VPC) & 211 H7 1.0 0|4

« Amazon Elastic Kubernetes Service(Amazon EKS) ZAt 21 HT 2.0

A AP AH 25T 89



ol
nx
0%
x

Amazon Detective At

® Note
Detective0il M & A| OIO|E| 23 E 2|6t= O CHE =7 HIE 8 1&LICH. Amazon AthenaZ
E &5 CHE AWS MH|AO| CHEE AFE 222 04815 AIAE @222 MEELICT

HAl 238 F{2|stedH

1. Hel AlZHol CiEr MF EE EAIE MEELICH
2. 037[0lM Al =21 22§ AEE + U&LICH
3. ®AIZ2O 0|zl E7| E|O|EE S5 Security Lake0l| A CI|O|EHE #2|5t0 HAiet 21 L O[HE

E = = U&LICH HA| o|HIE 20 CHE REAIEH LHE 2 Amazon Athena0ll EA|E HIOIEE &
AL

| 21 2| Elo|2dM RE| 2B F|A ST, Amazon Athena®ll A ZADE &Qlst D, AntE

A
HEZ FEE (csv) U= LI

Detective0ll 227t E A|Z|X|BF 22| Zotot B E|X| Of= B2 O30 22 olf MEY = U&L
Ct.

« Al 23 & Security Lake 21 E{|0|201 EA|Z|7| T0] Detectivedll MBE &= U&LICH LISl C}
Al A8 FAML.

« Security LakeOllM 227} F2E|RS £ QU&LICH 3 AlZ 7|CHEl AL Security LakedlA 21
7t F=2HE W2 E AIELICE Security Lake #E2|Xtof|H £2|5t04 0| EMIE SHZEHAM 2.

|-.I

K2l fIxloi Cizt &S MF HE

MEZ TS R|2|5 QIxlol #S M HEols el 7Izt 5ot xI2iH SIxlolM AHE API XM 25
ol EAIEILICH API &H 2 &0l XI2|x QIxlolM AE 2E $&0| ZRELICH Ol TAF 7T
e T2 IEEIS A S SE0IE SFEIX| ALIC S3 M0 B 5 252 S3 Mo o
3 API ZI 2L}

Detective= MaxMind GeolP C|O|E{H|0|AE P93P04 Y {x|E ZHELICt. MaxMind= 37t
Z0M Ol =2 oI H&E & E 15 K|BF P zr2 Olo| et CHEL
Ct. MaxMind0i| CHEF XFM|EH LHE 2 MaxMind IP X|2|15 2x|E & ZSM L. GeolP CI|O|E{ 7 &R EIA
Ct 1 A2 E|®H Maxmind(MaxMind Correct GeolP2 Data)oll B 2HE MEE £+ U&LIch

0 n
o o
i)
N
Io

X|2/H fIR 90


https://support.maxmind.com/hc/en-us/sections/4407519834267-IP-Geolocation
https://support.maxmind.com/hc/en-us/articles/4408252036123-GeoIP-Correction

Amazon Detective

Amazon S3
= MH|A ofzHod L}

<

4
oll
0l
__A_.E
__o._

o

=
1l0

[N

°©

L|C}. Detective0l M &

(o]
=

ol

3|
. 2=20fA xI21H YUzl A

K!

o THO|M X|2|

T+

2E ZANE Eof

o

LICH X2/ fIx| S5 22 =ot7tEe

F

S
=

7t X|2lH /x| =52 Al

EH
=0

7t71

202147

| —
—

t 11 2 Detective

=

AlELCH

i
ar

MHI|A O|F2 & + Qi MHIAZ

o
e

74

g50

|.

HFAHS
=2 O L

& 0|70

F

ml|

Lo
1o

F

H

LICE.

{0

=<
110<
-t

Kl

0l

H
%0

I+

L{o
ol

2t 242 Q| AlZH S0t KIZIM QIRIoIAM MBE 2E API E

ol
Ho
20
[N

, CIAA APl HIMES| B SE0f

AlELICH

23]

ol

i
=h

F X2 2| x|o M API

AMEHS
=

i

Si=1Y =

0o S IP =AM API &BE

Ol EAIELICH Eot F

—_—r
[ITe}
-,

K0
r

X IDE E24H o|F ol ot A E ZCh JLich

=
=

= El&A 0]

of

=
=

HE 2IAATESHE IP A0 A

o

-

oll
0l
Kl
__o._

HE JE3HELICH S3 HAL| B M|
7

Kl

A= AMH|A ofgfol] LhEE LIt

o
H

A
0

91

X|2/H fIR



Amazon Detective

Ashburn, US from 05/14/2021 - 06/28/2021

Resource

Elas S50| EAIEHULCH S50 & 2

= =B X|2I5 SIRI0IA API BT
4 LAl FRIBLICH 2 Blasol B

i'l%o'llt — 1= A
A4 O|FO| EAIELICEH 2ot = IDE &
AN

2lAaA Boll= AWS AH-Hel 27iEl 2 AA T

r
-l
2
(@)
Ol
=)

Zt AF2 AL e oAt EHAE5Hod ST ElAAMM AlREHAPI EIH 55 222 EAIE £ &
LICH API 21X 552 558 Aldet MH|AEE JE3I=ELCH S3 HZlo| B MH|AE &hat
Amazon S32ILIC}. DetectivetlA EEFF MHIAE EHOIE = Ql= G G SE2 & = AR M

=
H|A of2Hod| LEdE L|Ct.
JOHCE ZAPI A S E2 EHYS0{ E[AATIAPI A H S EE A

= A&Lch

Ashburn, US from 05/14/2021 - 06/28/2021

Observed IP addresses Resource
12 3 4 5 3

Q

Retoures ¥

3

92

X|2/H fIR



Amazon Detective

Il
%0
H
%0

I+

L{o
ol

mo

il
T
0

I+

L{o
ot

o

<
il
oK
ol

KIr
I
o

g
1|

0
wjr

ol
o
ol

H
<
F
H
0

I+

LHo
i

—r
o

0l

ol

T

o1

mo

=L

E ol 3 Y 29l

&Lt

=L

E

|
=
2

i

0{ APl HME®EZ

E =
= =

L|Ct. of

=
ofl InstanceZ}

5t

=

7Lt LA

)

[ ]
LIEHH= ot EAFY(M: List, Create, Delete)

S8 2%S x|

52 O

o
al

=
Xt

FLICH ZF API HIME O|&2

1 H

5t [ Instance 7|22 = ZH
EILICH M2kM ListInstanceAssociations 2 UpdateInstanceInformation 25 x|

gLk

MH|A 0|2, APIHIME, IP TA0| AR 22 K™
EHS

£ A 0f| M

2|s
o
M

2.

il

CIDR I

Ol

7

E{7} o424 7H

|
=

4.

93

No results found

|.

Clear filter

|.

APl method: Create X

and &
and

or

and not
or not

24 e

o

EHE AN H

IP address: PUBLIC
IP address ¥
il
=

X|2/H fIR

5.




Amazon Detective

A vPC

O EA|ELICH

-
__o=_

i} Kubernetes =01

<

IP =404 CH
E &8 EAELIC Kubernetes ZE9| IP

A}
o
hostNetwork:truel| A2 1 R35tX| &t&LICH O] B 1

Kubernetes

A4

=P

Hu

Ui

AlEiLIcH

Eci=ol ®

5

S
[l

=0 CH

— _l =
_‘?_é% OI‘:

0]

F AIELICH

x5 &0|

2t 72

FE24EH REE O Al

)

2HE XA

I+

[ITe)

KN ] Alztod| CH

5

0f0

Iy
K0

I+

L{o
ol

LICH

S
=

ol
ok
_||_
100
10

ok
THl

H|

L]
H

"

ol

o

|LICH.

=
=

._o_u

=)
Hr

ol

of cHst &

__OH—
Ki

N

ol
ok
_||_
100
10

ok
THl

H|

LICH

M
._o_u

=)
Hr

ol

of et &

__OH—
Ki

N

25

alr

u
OH

ol
._|E

Hr

100

F

Z
A

I
<
F

[N

AELICH ZEALEot =2

LICE.

ity: 02/17/2021, 20:00 UTC - 02/18/2021, 0000 UTC | tan

tiv

g ac

94



B

0jo

Amazon Detective

il
0
H
%0

I+

L{o
ol

LICH.

mo

ELl
TH
0

I+

L{o
ol

A4

[N}
[N}

<4
K-

u
B

™
N

ol
11
H

|

Direction

- IZREZE

I
b

<+

<0

LICE.

=

S

7L LA

©

2 X"

JESTE-RP

—t

od

<

[N

I

ol

O

7

E{7} o424 7H

il
=

4.

95

9.43 kE

Outbound
traffic

596 B

toil 4= x ot0|

[

Inbound
traffic

Clear filter
Al
Af C

4444

Remote
port

Directionality: Qutbound >
Local port +

eA B0 2%

and &
and
and not

5

IP addr  OF
- ornot

Protocol: TCP X

ZEE M

5.



&0
B

0jo

Amazon Detective

tedH 7|2 He| AlZte =z

©°

0| 7|2 He| AZte 2 M

iL
=

AlZh ™
2zz
7|z dd|o|

2.
3.

Al

b
1l

affic

Inbound tr,

- -

-~
.h._

[ 11 NN

[ S—

Outbound traffic

<
b
[l
THo
T

]
ol
o0
ol
il

pa

<

O| AlZt BLtof| I E EsHE

H

o

=

A4

ol

AlELCH.

ir
ar

vity: 02/16/2021, 17:00 UTC - 02/18/2021, 02:00 UTC | ¢

EO| Mo 2

Cutbound traffic
Showing acth

N

AlSHHLE

{1
—<

100

ol
il

< <o

96




Amazon Detective At

ol
nx
0%

Outbound traffic

1 activity: 02/16/2021, 17:00 UTC - 02/18/2021, 02:00 UTC | £en O Overail wrathie

.............

EKS 2{AEQ| VPC £ & ECH=

kH

Al

Detective= Amazon Virtual Private Cloud(VPC) & 21 & nlotg £+ Qo
Amazon Elastic Kubernetes Service(Amazon EKS)(Amazon EKS) &
LIEFRLICH Kubernetes 2|24 9| A2 VPC £& 29| L2 EKS E2{AE 0 HiZEl Container
Network Interface(CNI)0{| [t2} B 2FEILIC}

ju

7|12 A2 A28 EKS 2 AE{= Amazon VPC CNI Z2{1 Q2 A ErL|Ct RpAE L

Amazon EKS A& ME M2l VPC CNI #2[& & Z35HM K. Amazon VPC CNI 2211012 2E9|

IP FAE LT ECHES &5t 28 A2 !l 2AA IPFAE LEQ| IP FAR HHEHELICH

Detective= LI EEHES ZX5tT SHIE ZCEo 45 IZAE = UX(TF ¥ EgfZlof| CHEHM=
o

=
Qs 2l +&E + s LIch

Detective0l A ZEO| Q| ERHEZ Tt g 4= QU slEdH 2[F A4 HERT T4 BEHSNAT)S
St ELICH SNATE A3t
MHEMO| =8 SNATE HZESHAML.

CIE CNI E8{00QI2 M85t A2 Detective= hostNetwork:trueE AI235tE ZE0 CHEH 71HA|
AOo| MeHEILICH olg{8t ZEQ| AR VPC £ 8 Idoll= ZEQ|IP FAR &5t ZE ECi=EO0| £
AlEILICE o470l EAE L E 9 hostNetwork:true #M0| UYE LEQ|TE T2 F5E E

efi=io| &t ELct

Detective= C}2 EKS S AE| A0l CH& EKS ZE Q| VPC 3£ mj'dol| EBHEIES E A|EHL|C}.

« Amazon VPC CNI £2{1210| l= E2{AE A hostNetwork:false 40| e ZE ZE&
I {AEQ VPC LIEZ Ep=IE MEestL|ct.

« Amazon VPC CNI &2{192] & AWS_VPC_K8S_CNI_EXTERNALSNAT=true 40| = SHAH
0l hostNetwork:false 40| Y= ZE ZE &= ZHAELS| VPC IR 2 ECHEIE ™EE L
Ct.

st Cllof= et7|et B0l U&LICH REMIEE LIE 2 Amazon EKS AHE

™MA VPC EEF 97


https://docs.aws.amazon.com//eks/latest/userguide/managing-vpc-cni.html
https://docs.aws.amazon.com//eks/latest/userguide/external-snat.html

Amazon Detective A8 YA

« hostNetwork:true +A0| = BE T L O] EPEI2 hostNetwork:true 7+A0| =
CHE ZEo| Epi=a EFELIC

Detectives= CtS1t Z2 B VPC £ & 1ol EBl=I2 EA|SHX| &t& LICt.

« Amazon VPC CNI Z2{1Q! 2! AWS_VPC_K8S_CNI_EXTERNALSNAT=false 40| Qe E&{A
E{0ll A hostNetwork:false 40| U BE ZEE= EHAEHL| VPC IR 2 ECfEIE MEE

LICH.

+ Kubernetes& Amazon VPC CNI £2412/0| 1= E{AE 0| A hostNetwork:false 40| U

= REXC,
e SQUSI 0| SAEIEICIE TEZ EfEISE MEeS=E R E T E
=25 E Amazon VPCO{| CHEt VPC 5 & EcHZ EA|

Detective= &5 VPC2| Amazon Virtual Private Cloud(VPC) & Z 10| Cist 7FA|EE MBELict

Detective Bl 7|0 &% Amazon VPC7} 11 0| 37 VPCE AL235t= CHE H| Detective 7H|H
0| U= B2 Detective= e VPCOHIM E0{2= 2 E EBEE ZLIE{RIStD, VPC LH 2 E Eg|
| S 20| CHet A|ZHSHE N2 EFL|Ct.

Amazon VPC LHO{l Amazon EC2 QIAEIAT} lT1 B3] VPC AKX} Detective Hb{7} of
Detective= VPCOHA-I SoioL EEH‘*"’ DLIE{RSHR| &b&LICH VPC LIS ERfE 522 2
4 Amazon VPC A S X}IE Detective 212 Z 0| HE{Z F7}sHoF ghLCt.

L‘E oy Oh JH

o
1T
o
T,
0Oq
—

EKS E{AEQ} #24El MR Kubernetes API &S

EKS 22{AE{2t 2t E A Kubernetes APl €S 2| 8 MF YEol|= MRS Alzh e S A
El HZ al Mulist Kubernetes APl 21 5 & £71 EA|IELICEH
T AlZH A0l 2 E MF HEE EAIStEAH RAHEOAM AlZh 2tA S HEHEELICEH

2R e AlZhol CHEt €S MIF HEE EAlsteds el Az MF HE EAIE ME{ELICH

A Kubernetes APl 213 5 &&F 98



&0
B

0jo

Amazon Detective

H&LICE.

HI AH S|
= 'O kA

ZE2 ZeHAHE LHoA

RIx4
==

AP

o
e

74

1o

AE

=

=
=

Kubernetes AF2 X}

43, Ao, 72, SX|E & #7 EAIFELULCHL

1

x4
o

HA|(AHI L A

Z
Ay

&t

s =

__A_.E

IP 4, Kubernetes &

| —
—

« Ol HEof

Ml

ALEXH 7L

A4

CC

LICE.

ol

Subject

1 250 ASE MHIA HE W ASAH 50| EAIELICH

|XI7C
=1’

AP

n

o
ol
m

ol
r
or
4
KI-

iod
100

AMNEXIIAPIEH S EE

]
g
K0
=
S
o
K0
o
i
"3
ojo
=
ok 3
PR
T ol
Ll <k
H -
__o=._
<<
NI

5t Kubernetes

<+

oj

il

Kubernetes API

Edit

wing activity: 05/09/2022, 23:00 UTC - 05/10/2022, 23:00 UTC

Sho

call

Kubernetes API

IP address

Forbidden

zed ¥

Failure ¥ Unauthori

Success W

Subject =

99

=13
=]

Kl

=3
=2

RIxq
==

A Kubernetes API



B

0jo

Amazon Detective

i
>
ol
K

K

x4 4l
o

[[OSI=1ESwE]

x

<k
ol
<0
o

0]
r
or

Y
10

._o._

o
i

K
N

-t

N
ol

il

A& LICH

dit

Showing activity: 05/09/2022, 23:00 UTC - 05/10/2022, 23:00 UTC |

Kubernetes API call

Subject

Forbidden w= Location =

ilure ¥ Unauthorized %

Fa

Success w

IF address %

Kubernetes APl 21X &

Kubernetes API

=
=

of

15

x

Bt Kubernetes ZHA|(MH[A HTE & A

2t 5504 API

requestURIZ

b
A
e

100

A Kubernetes API



Amazon Detective

Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | Edit

AP1 methed by service

Observed IP addresses

Successful calls w

©o o o o o c

|

n

K0
ity
K0

I+

L{o
ol

ol

100
ol

__o._

mo

Al
TH
0

I+

L{o
ot

K

oju

K
[
u

ol

e
1o

0i0

ol

T

oz

mo

=L

&LCt.

2 E SollM X L ol

ot

[ AlZF el B

F

(=3
=

Al

H

sted® 71 w9l Algte

| 7|2 Hel Alztez 47

ol

FLICE.

ey

M

712t dolo|EE

3.

AlELICH

=L

Bl
1

101

A Kubernetes API




ol
nx
02
x

Amazon Detective At

Sugcessful ealls o015

Scope: 07

nmmmnmmmm 77777

Failed calls 5855 o1 eose el [3.35%, mees than pyples acthty]
\ nnnnn 7708, 150

e B . W . (1 _ ] ——r=lil—

i R {1770 777

Showing activity: 07/06/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | ran

z2m o xze o Kol Ciet 8 2oz AISELIC o X|&e ol & A ClolEofl
B Zheret e MBBrLIC

i ol CHEt REMIEE XIS EAISEAHE T MSF oM F7F HEE MEIFLICH o & XE2 E3Y
2Hof| E A|=LC}.

Ol X|ZoME CtEt 242 REL HEE NI + &Lt

- I U8 IR
- IS ALEstod 2l EEol EHsts Y'Y
- HHE TlRte = MetE O B

el Azt el
QIE{E| Z2 0| EAIS|E HIOIEIE Mstste o AL ElE M9l AlZHS AFSAF XIBELIC

AEE| Z2Eo| EA|E= AHE, EFRIEtR! 2 V(B O|o|EH e 25 3 Hel AlZhHE 7|8t e 2 #huct.
Hel AlZh2 AlZt Zotof [HE AEE| E S| U LTt Ol= Amazon Detective 2&2| 24t Z2EH 2
Ez Mo EAIEILICE i AHE, EFUEIQI ! JIEF AlZtstol| EAIZIE CIOIEE M| AlZHE 7|8t
o= guct dF Z =2 o] B H| Azt M=o HHAEE XMSB5t7| fsH F7+ Alzto] F7¢
Z|L|C}. DetectivelME 7|2xo2 RE EfQUAEIZ 7} UTCE EA|ELICH EFUAE T 7| MEig
48510 BK| A|ZHCHE MEdE = U&LICH EfHARE 7|2 d™¥E YO|0|ESE4™ the section
called “EF UAEHIT A HH" MME FHESHMR.

el Al el 102



Amazon Detective A2 AMEA

= o

Detective 2442 Yl AlZFE ALE5to] HIHE MRl &5 HFHLICH EM Z2HAE HRIAlE S
oto| 2SS 72 O S, Hel Al ™ 454 Soto| St H|m g LIch 8 0] 4520 7[ZHE A& st

o €3 7IEME S ELICH

A AT VR oM Y AlZHS TAFEDH 7 MHE =2 BHENE AlZHD) OFR(Rf e 2 mHAFE A|ZHE B
shoch A 2 7HR0d CHEF AEMIEF LI 2 the section called “ZEAF 21t 7H 2 MME X 5HAL2.
ZTAME THGFHEM He| AlZtE2 ZHE = UE&LICH o|E E04, Hell BMO| 3R E#E2 7[Ee 2

gt ZJ0|tH 0|2 YF U e & HE &E5HE 20| EALICE 7|2HE =X 5HH & S0| H4 mlfEof

St=X| ofL|E HI-EAMOIX| . & ot = l&L|CH

E
o

ARl AEE[ol CHEF 2t ZAF A1t LRISHE ST He| AlzhE 48 + J&Loh

Q| AIZHE #7351 Detective= EAIS UH=stn Al 9l AlZte 71Z22 EAIE ClolEIE ool
Etuict

9] AIZH2 1AIZH 0|4 0IDY 1142 ZDHEF 4 Q& LIC AISF AlZHD B2 AlZh2 1A12H0jofok BtLict
SE™ A Y B I 2 Al EY

Detective 2& 0l Hel AlZH AJEf L S5 IME AHE + JU&LICH

M el AlZtel EH AlE A = Alz 4dH

=

-_—

https://console.aws.amazon.com/detective/0| A Amazon Detective 2&2 3 LILC}.
AEE| = Eol|M He| AlztS HEdgrLCt

3. e Al BHE oido| AIZtollM 2| AlZEo| M AIZH Rt L AjZhE MEABELICE A AIRE AlZHof
£ AlZtet MEdsL o,

4. BROIM Hel AlZtel M B2 ™t L AlZHS MEistLICH M S& AlZtoll= Alztet M=dghict.
S AZH2 AIEf AlZHollM &[4 1AIZE LHOJoF FLICH,

0

5. TS O0E 82 HE U8 Mot EAIE CIO|EHE YO|O|EstE{™ Hel AlZt HOIO|IEE
MEfE L

9| Alzte| Azt Zo| HE

—_

el AlZh ZolE HH5tH Detective= M2l AlZHE B AIZFS 2R E oifd AlZtez MEELICH

B2| AlZto| A|ZF Zo| HE

1. https://console.aws.amazon.com/detective/0lA{ Amazon Detective 22 L|C}.

Am

x4 Az gl

o = =

Of

2w LAl EY 103


https://console.aws.amazon.com/detective/
https://console.aws.amazon.com/detective/

ol
nx
0%
x

Amazon Detective At

2. QAEEl ZZ=HolM H| Alzhs MEFLICH
3. HelAlZF HE mide| 7|15 HolM Hel Alzre| ZolE MEHEfLICH

Az HRIE XIYstH AlE A = 0| Yolo|EELIC

= o =
4. HEZS 0 B9 HE U2 MYt EAIE HIO|EHE UC|o|Este{H H| AlZt HO0|EE

NEJE| Z2 LoilAf HSI AlZHS B ZAH Aol CHE 7I2holl & 4 &Lk OIS S8l s Iz
Sob W HES TAE

Ul AlZhg ZAF ZT 7|Zho] FEBH 2R ZAL ZT ol M A8 StEIE ZAL ZTHE MEE LI
Detective= ZA 20 M2 HEE ML D W AlZte ZAF 23} 7|Zto 2 MEELCH
2 °F HO|X|oll M el Azt dE

oF HO|X|& HESIHAM Hel AlZFE =Het0 0|71 365U & 24Al2F SSHe| S

fjo
AT
4>
30
o>
-
[ul

2o HOIxIofM Pl AlZH A

—

https://console.aws.amazon.com/detective/0| A Amazon Detective 2&& 4L|C}.

2. Detective Ef M ZHo{M 224 MEHEFL|CT.
3. Hl Azt o] @2F Aol AIEF It Bl AlZHS B ZAE = USLICH A|ZF AZH2 K| 365

O|LHoqoF L |Ct.

AlRF o B A|ZHE A5 S 2 IR L A[ZHO] MESSH A|ZF AZHS 22 E{ 24A |2 £ 2 KIS
oid|o| E =L},

@ Note
DetectiveE At&stH Z(C 1'd 28 2| 174 O[HIE H|O[E{ol| AMAE & AU&LICH
Detective2| 24 C|O|E{0f| CHEr XEA[EH LIS 2 S& JeZof ASE 44 CO[EE HE

StMI2.

Hel Alztg ZAL AL 7|2t e 2 U 104


https://console.aws.amazon.com/detective/
https://docs.aws.amazon.com/detective/latest/userguide/detective-source-data-about.html
https://docs.aws.amazon.com/detective/latest/userguide/detective-source-data-about.html

Amazon Detective A8 YA

4., HEE 0IF 22 HE LIEE XESID EAIE OIO|EE YO|0|EstE{™H H| AlZF YOI0|IEE
MESHL|C}
DetectiveOl| A 224 ZAF Z1tof CHEE M[E HE 27|
Zt AEE| Z2Eol= SR H Alzh 7|2t S0 Y AEE|QF #TAE ZAF A E LIQsts &7 =
A Ax ol & o] UELICH AEE|7F BEGHEIRISE LIELIE & 7HX| 2 F & 04 ZAF Ao
Zo{RCE ZJULICH ZAF Al RS S5l Ro{dloF & &5 S0l CHEr QIAIOIEE dg ==
&LIC}H
224 ZAF 2 mjd e JEE| M8 HE 2T 1f'd HF 2 of 2ol E A|IELICEH
Zt ZAH ZAuto| AL E|o|E0lE 3o chst ME7F & E|o] &Lt
« ZAMN AN IR HAL|E 230|7|E 8 RAF AL NS
o XA ZDot HAZAEI AWS Ao R, A =2 Zlof CHEt 23 0|7| £ &uct
- ZMZL RE
o ZAFZAD7F 2HEEE LE HEE AZE
o XA AL gHEEE JLE 22 AlZE
o« ZAFAED AT
IniJo| IZH°F EH:IO HE ‘|E—'1§L—|EF Detective =

ZA Aol CiEr MF HEE EAIStE{H ZAF 2
H O|X| L E X0l U= Z=A Bt M|
E

7|Zte g2 HZASLICE 0|8

ZAN AT R M AEHE| Z2EZ 0|FE B2 oie ZA 27t AtS2 = ME{E|D T A} ZAxtoi| Cf
e MF HE7F EAIELICH

ZAAD HF HEM ZAH BT VIR E SotvtedH 23 IEE| 25 E7(|§ MEgLCH

ZM ZADE E#E =L A&t RHME LH&2 Amazon GuardDuty 2t B2 B A SHAMIL.

DetectiveOl| M CH&ZF AIE{E|0] CHEE MIE HE E7

S 22 Zof| A Amazon De tectlve._ AEE| Zto| AE FHEYLICL HE &
AWS ALERI7H AWS Hgt S Hde et EC2 QIARIATLIP FA0| AZE

_

o

oIy

MefLch.

AE{Elof CHEF AL Zxt 27| 105


https://docs.aws.amazon.com//detective/latest/userguide/finding-update-status.html

Amazon Detective

ol
-l

—

2E

L|C}. Detective

Detective

ot
=

A 7¢

|.

i35l Detective Ol A

mHr

FA
(=)

| &

1E

CHEZ E

| —
—

=
=

24

HI Al
= o

M M| AlZE Sof o]H Yol

FLCH

s
oS =

ST A

L{77k2

ol

--

-

o

IE{E| 2t

-_

F O

o

0i0

CH

01, EC2

XY = A&LICH HE E

|
A

=
=

[N

[N}
[N}

-

ol
__A_.E

ol
Wy
N

4l
ou

I—I__O

9

FIHel IP F=A0M

HHO
N

ol =+

A

A

ol

|:|I_:1

DetectiveE=

Detective= 3l

74
=

A7} 100,000,0007H O] 4t

&LIC} of x|

ol
PUN

o A
AIE T L=

A
e

N

—_—
[Ile)

H&SHAFH, EC2 QIAH

=
Ife)

ol
il

H

ozl H 7|

Z2Loj|M 8T AEE]

Iz

Lo

€0

Rl AlZhof AEE|S

| -
—

Detective

= O

Aol chet M8

|.

|
T

LICH

oF
1
i
S
il
ol
w
i)
0-
o
0l0
i
[u]
m)
M___ o
0% m
<k i
ol 0%
Ko =
K1 H
s
< H
K S
ol X
T o1
T 1M
STy
N KO
r <
= o
o O
oo N
T ™
TN
™ <
6 10
ol
B o
K N
<

Tl

CHEZ AEE| LRI Al

1 M7l A | Al

It o
=H H

2.

106



27

2=
— =

A EE)

Z2F O
o

HZrof| A CH

EFAl
~

https://console.aws.amazon.com/detective/| A Amazon Detective 2&2 3L|Ct.
=

Detective

M | AlZFe| CHE

1

—

S

Amazon Detective
CH8% AE{E| Holxlolle #4x) 4 2l Al
CHEZ AEE| I O|X| EA|

1.
2.

=ol= otE g2t /&L

100

ol
i
|
<

JRH(0d: “IP F 20l A

A
=

|.

S
[

F74| 04| CH

[

. AE|ElQ)
]

L
__o=._

L

Al

Al
oj

Hr

o]
KHl

oju
o
A4

[Ile)
o

LICE.

L
LH
<+

1E{E|Q| T2

O
—

—_—
[ITe)

ol

s

30 Toi| AlEfEILICE
ol &< mw S=ELICH

b7+

7
[

A
A

E

=
=]

=2
(=)

K
K

C

o/
~

ok

...
i}

2 7t

E

=22
S o

C

o/
~

ok

...
i}

107

T E5] Aol (2 g JIEfe] =5 2]

[

S



https://console.aws.amazon.com/detective/

Amazon Detective At

ol
nx
0%
x

DetectiveOll A 21 EE= 7HA| Z4AH

Amazon Detective M 7|52 AFE 5T ZAF 21 £ = AEE|IE ZAFE £ Q&LICH A Zd1Hod| M
AEE| Z2E = ZAL A0 Q2 O|SE = U&LICH A 2171 10,0007HE =0tstes B2 &
21 10,000702] ZAntOF EAELICH M &=ME #HE5H gretEl 2ot g ZZ4EL|Ct

r

AM ZAnE 222 FEE Zf(csv) TIUE LHEH = &LCt o] mHUof= A T o|x[of g+EtEl O

A&LICH CIOIEE &l E2 FEE ZH(CSV) Ao Z LHELHEILICH LHEH HIo|E{Q] m}
I{E detective-page-panel-yyyy-mm-dd.csv @42 [HELICH CSV 7ML 7|E XIpst= Ct
WS MH|A, EtAL OfZ2|AHIO|MH EE= AZHEAIE T2 IS ALE5H0 O|O|E{E = EF5t0{ 2ot

® Note
SR LHE (7 2 Sl 32 WWEWZ|7F =& W7 x| Z[CHRICH7E =7t CIOIHE LH2
L|C.
M 23

«1.0.133.*
+1.0.0.0/16
* 0.239.48.198/31

7|t ZE RE2| AEE|| B!

 Admin
e ad*

 ad*n

ik

z
rio
Hu

108



Amazon Detective

nx
0%
x

ad*n*
adm?n
ar‘m*

*min

HELICH

I
2
o
o
O

CC =
o

ZE|o|] E2{AE 2

40 oN
40

Ze[o|LA ololx|2]

ox

Aol =E

EC2 QIAEA

>
rm
>

AlHXLE= <rolePrincipalID>:<sessionName>

0i: AROA12345678910111213:MySession

QILICIARN.

H|Hef| ol A

<identityProvider>:<username> £

—_

<identityProvider>:<audience>:<username>%L|C}.

ALEXF H|O|HE Q| B2 ALE Xl 00| E O|E§ LTt

Ef|o[L] olOfx|2] A CtO[ XA

D EE= ALK o|2QlLCH Eof

A1t Amazon 2|AA O|F(ARN).

ILICIARN.

E Lt

L= ZoUIDQ Ut

ZA IDE

7

aM gtz

109



ol
nx
0%
x

Amazon Detective At

1. AWS Management Console0ll 21 QI8tL|Ct. 23 CFS 0| M Detective 2& & L|Chhttps://
console.aws.amazon.com/detective/.

Pl
oo
Pal
Ujru
ri
o
rl:l
>
=
()]
Pl

olo
Pal

I'I

I'I

rr
=]
in}
o=}
o
gl
Pl

0o
Pal
11
\I
J=.>=
ot
1>
30
I
rr
Il
i
ol
x
0

r
[ul
k=3
g
O
ol
T
9_
Tl.
|K
Hu
5]
mo
EH
>
9'|_|
AN
ra
:|°|—_'
ofl
1>
[
Pal
o
rx
i
o
O i}
ful

TEotx| pf&LICH

oy
1=
rlo
]
B>
Ho
pal
~ M

L} Enter 7|& S+&LIC}

v o & 2|0} 10,000742] YxIsHs 2l B2 EABLICH TR AMURE AHS
She ZMol Ze YRl HoHe shLbELICH

Y
i
(=}
x
2
m
m
3}
kR
rr
P
>
Y
i
=
0
HU
o
ol
At
<AL
nE
]
M
x
gl
o
r
[ul

o 22 AM Aoz AZE A Yol ZEHELICH AFe &

M =X iz

DetectiveOil Al ZAt 21t EE= IEE|E XX RY B2 HX SHIE AEXE LA =X] el
(@)

- -
2ol W5 CHe A E Zelg 4 YaLch

- ZA D EE AEEIF SE IHZ oM B AISHE Wb ATl SELITE B AHOl M AN
oz £ agizol ZOHEIX| e A S5 a2hzols i ATl chet ClolEi7t ZE K| o
Lict
ACHE Wi AHOl XIHE $2H6tx| o2 ZS S& TBZols hE ARl Chet ClOlE{7 Z 8=l

x| ef&LCt.

T4 A A 110


https://console.aws.amazon.com/detective/
https://console.aws.amazon.com/detective/

Amazon Detective A2 A

« ZAHZADO| AL, TAF A7t EEE|RESLITN? Detective= Amazon MM EZHEl ZAF 2 E A
&t x| et & LICH GuardDuty.

- Detective7t S 12fZ0i| CI|O|EHE = &5t7| AlZSH7| ™ol ZAF Aot 2= AEE|7L URE L2
Detective7t =& 6t= Cl|O|E{ol| siE ZAF At EE= QIEE|7} gl S& Je=of siE Ci|o|E 7t
Z R E|X| et &Lt

« ZA AL EE AEETH EE e 2ol L2 Ao ute 24 S5 aeiz = of wher cHELCH
AWS 2|t S% aefzol= ChE 2l™e| HiolE7t 2 & &I K| ek &LCH.

E

ik
1z
Ao
Pl
glz
!

111



ol
nx
02
x

Amazon Detective At

2lAt Aol £|7 SE T2z o AFSE

o s3 3
st JeiZoll ZOIE £ laLich Aol
] s 5

cH
A Ao HABIELICH OIS Sof F7HE WL A
A%0| B ABO R EASHEIH Detectives B A|S0| CIOIEE £FstT ST S5 agHz2 5
ofl= stLt ol&to] A ClOIE{7F ZEHEILICH S5 IBHZolls 2IcH 1,2007H2] Hi 7

x4

|->i

Z| 9| Detective ZHE|AF A™E S XIHELICH O
|Xt A& 0| ELICH Detective Z2|RF HHE2

st 4= QlaLIch ZE A xE 55

X
0

o} £HEl AL AWS Organizations = = &+ 2|
2™ Detective 22X A™0| =& S= Oz
S5 asizoM 2E =8 AHE HH AY
EHZ O M RFAIE MHE £ Qia Lt

|o lo
= rlo
gl

]
n||0|l

Wz

PpT

Detective= 2t S2F 12 0fl 7|04EF G| O|E{oi| CHEH 2t AHol|l 222 FotefLICH S22 e = oM
Zt Ao HIo|E &8 FHstE ol CHet REM|EH LI& 2 Amazon Detective H|E 0iS ! ZLIH

21
22 AX5HML.

LiS

« Detectivel| A Meh & HE AE

+ OrganizationsE At835t04 S& Jgf= A 2t

o ZZl9| Detective 2|XF X|&

- ABOI AR E & ol B

-

- A S5 271

« Z% H Y2 Detective HH HHo = £

+ Detective0ll A Z=CHE HE{ H S 22|

. BE AIMO| B2 S JHE A I B4 B

F=

- A ES

utok

o

| S=F Zefzof O
Fa

» Detective Python

112


https://docs.aws.amazon.com//detective/latest/userguide/tracking-usage-logging.html
https://docs.aws.amazon.com//detective/latest/userguide/tracking-usage-logging.html

ol
nx
0%
x

Amazon Detective At

Detective2| A A|8H &l HE AlE

Amazon Detective0l| M 7| & B2|E I CHS MEH AFEof| S 2l&FLICH.
M AHE =[CH £
DetectiveE Zt S & a2 oA =|CH 1,200742] HEH AlXHS {2 ¢rL|Ct.

AWS Organizations € AI&35t0{ A2 t2lsteE < 7|2 M2 2 Detective= 74|7é> 2| Ho|x[o x|
CH 5,0007H 2] HIH HH

(=)

=
HiStele O T 2 ME 72 4 Qe
HAHE 4 2™

AWS Organizations & AI&35tod HHEHE &teletes 89 =
x xt 7

or s = 7 I HHEES == 9| Detective 2IXH Al
Mg X|™EtLCt Detective ZtE|AF HHS =& S& A=o| =

=lL|CH

Detective Z2|At HHe ZE EITolM SUatok &Lct =% el A Z 2|Tof U Detective
At AE g JHEMo 2 X|FELICt 8 Detective #HEIRF A™EE 2 2ol =& S& Jef=Z ot
HH AEE JEXo 2 gelgfuo

ZCHE Soff YEE HH AHe| B2 H 2|0l MEF 2| K" 20| SEELICH 2elxt
HE2 Zt 2|IT10{ M DetectiveE & 443} 5Hof Z g|dotct HE o S&F Jef=Z 7t Qlo{of &ruct.
e

JeiH 2E|RF AEol 4 AlEE Mol FEH AHez A4S T ZOHEfLICH

N
L

32 S BIF L oz S5 2mol e ANY £ aLich AN BN sttol S5 13
il il o

o= A. o
Zo| ge|R AlEet 2 & U&LICH A2 oded 2[Tel ZElRt AEY + A&LICh

Ho| o248t ZE AH|AQ] J—FEIXP AEel 2ol %EL—“:".

the section called “GuardDuty 2! 2o H% &3 AWS Security Hub CSPM"&(8) & X 5HAMIL.

2| X AHZol et Het £ 04

22X AHo| & Oz & &2lste O st HEt
=

AmazonDetectiveFullAccess &3 X=H

Mt & HE AL 113



Amazon Detective At

Detective0ll Z=2! 2{H|0|E HIYE

ol
nx
0%
x

ZE|o| HE A2 Detective0l| FA| BFAE|X| 2L &LICH.

AT U AMAHE EX AN 22 ChR ROl ¥ ALEE Detectiveo! 2 2I0| MSE|S O 2/ch 1412H0]
Ze 4 s

Organizations0| A X|"3El Detective #EZ|At HHE HEsIH HE LHEE ™utst= o Alzto| E AE
L|CH.

OrganizationsE At&36t0{ S2F 2= AH ™ &

T8 ZCHE =8t Hi A™Ho| ZAIE 7|&E S5 Jei=Z7t U8 = JU&LICL ol S8t d* =8 =
CH Z2MAE AH&3St= CHel AWS OrganizationsCHa B0 [IF2F OrganizationsE At&3+0{ B 7|
Mg gdststn gelgulct

1. ZZ&|E 2|5l Detective 2 2IXF HHE REELICH J{H 25 82 Jef= 7 H-ELLc

Detective 2 Z2|At A|Holl o|0] S2f =7t U= B2 i S5 2eiz= =% S= 2= 7t E
LICH.

2. Z5 SH OcjZolM Z X AEE HH AEeZ EEstefLc

AE S5 IBZof ZE AW 7IE e ATl s F T AYL A5z BastEL,

CHS Clojo{a g2 ™MEt Mo| 5% JefZ 7 X, OrganizationsQ| 7, Mt £o| S&F Tz HHEH 7
Zof cigt FHR E EoiELICt

Detective0l =% 4H|0|E gt 114



Amazon Detective A8 YA
Before transition Organizations After transition
Account 4 Account 1 Account 4
(Administrator [r— — (Organization (Administrator
account) | management) account)
| Designates | |
Account 1 Account 2 ACC?;I‘:II: 8

(By invitation)

| organization)

I
I
I
I
I Account 3
I
I
I
I

Account 2 ACC?B”:t 2
(et Lk datel) | organization)
| Account 4 |

(Detective
— _..

Account 3 administrator ACC?B”:': 3
(By invitation) account) organization)
Account 5 Account 5
(By invitation) (By invitation)

X Zlo| Detective 2[R} A XA

X E| 9| Detective ZE|AF Ao 2 M

fjo

#=35tH Bt= 7| /8l Detective= $4A] 2H2|XF A1
X

Organizations0i| Detective0l| CHSH 2{HE! 22Xt HHHO| U= B2 T HE E= =& el Al-ES
Detective Z2|At HH2 2 AFE 8l ofF &LCt

O x| otomd =& g2 A X 0| ot Detective Z2|AF A E #2 K| E [ Detective=
Organizations& Z&35t04 i H|"H 2 Detectivel| 2IE ZtE|At HHS 2 AHBFLICEH

Detective Zt2|At A'H2 =& S2F el = o| #2|At AFLICE Detective E2|At HHEH2 =% S&
JcfZ ol Hi AEHS R &d5tE X & H-"E MEIEHLICE the section called “Z= =] HIH{ 7| &t

2le(8) AxsAL.

A H O] X|01| A Detective Zt 2[Rt 7AE2 ZE|o| ZE HHEE = + U&LICH

Z %] 9| Detective ZEIRF A XM 5



Amazon Detective A8 YA

Detective 2 2|At A4 0] 0|0 S ez o| 2elxt HHe! B2 oy S aeiz= =% S5 e
Z7F ELIch S5 JezofM o|0] HH AEHOoIRE 2 X AHE2 XSz HH AELz2 g-sHE L

Ch CHE =% 782l SElil= HE7F ob = lLcH,

Z X AHEol o|Hol ZCHE S&t 7 H & AYHOIRHEIE =& Aol 2% E S8 /0| U&LICH

HE &2l Ho|x|odl= A Al'do| ==lof| F7HE W AHS
3} SMT K| Z8fLiCt. the section called “M Z=Z! 7|
THX, U&LCt.

mot |0

o -1 o
g5 2(B) H¥ZstMle. ol M2 M3olE

Detective t2|At A'H 0| AH &t 2| Ho|X|E
=
=

g EASHH 2E £5 AW B3 HEO| ZEE I
AXI7F EAIELICH 2E Z5 AS 2498t x

1 M |
MEHSIH Detectives CHE S =& ELICH

« TR ZE AY HMAME W AHo = gt
. SM2 FHH M ZE ANME K5 2SA5ELICH

HH HE S50ls ZE =X A gd8 SMT UA&LCH

Z & 9| Detective #EIXt x|
Z & S5 O Z oM Detective ZE|At AHS ZE =& AHHO| S& JeiT HHAS #alguct

Detective ZEX} A'E BE| &' - =% 2E| AE2 2ol =% Q| Detective ZEIXH AEE XIERF U
ChAWS 2|7

Detective ZZ|At HHEHE UE 2E|At AHSE M - Detective & E|RF H|H T Detective2| ¢ E
2R A= ol E LCH AWS Organizations. &, Z%! 2| A% 0| 2212 Detective E2|Xt HHEH2SE X|

Het 32 oLt =% 2he| A™E2 X0l /IYE #ElRtY = AU&LICH

=

P

ZZof I AE 2Rt AHo| MY EH
Detective & 2|X} HZ o2 MEHE £ Q)

oot

FE

2| Alde2 fIdE eElxt AE s AhA Al-Eet

| — o
LICH 2E 270 fIE &ElR AEE MElists Ag o

m

m>

u]

=

H

=X+ Ad

[= 2|

of CH

|.

P

0d A

=
N

ey
1t

H

| - == 2t2| HH 0| Detective 2 2|XF HHE MEHSIH Detectives SHE
A

=H
MAMSHLCH ol S Jejz s & SEF gefjzelLct.

A
H

2oz

S
i

i
=
S

N

l

[uil

1

I3

Detective 2 2|AF H|Z0| 7|&E S&F gz o| 2|k} Al 4L siE S&F gz =X =S5 724

Z 7 ElLct.

Detective 2+ 2|Xt H/HE x| 116



Amazon Detective

Detective 2 2|At AE2 =& S Qe Z oM HH AMo =z gdste =& AHE MEfgL|Ch
Organizations Detective
Account 4
_ (OAC(;?':-‘m;t‘lo n (Detective
r marr?a ;Zmelnt) administrator
| 9 account)
1
Designates ‘ |
! Account 1
| Account 2 (Member
| ‘ account)
: |
| Account 3 Account 2
(Member
| ‘ account)
| Account 4 |
| (Delegated
- —  administrator Account 3
account for (Member
Detective) account)

Detective Zt2|At HH2 ZE|of £5tK| 2= HHoE ZUE B =& UESLICE KtAIEH LI the
section called “Z= %! HH{ 7% 2t2|” ! the section called “ZECHE HH A 2tz MM 2 XML,

Detective Zt2|At HHE Fdst= ol 28t Het - X | A 0| Detective ZHEIRH AHE T
£ QIEE (IAM) YE{E|0] AmazonDetectiveOrganizationsAccess 23 HAg 448 4+ Q
&LICt AWS Identity and Access Management .

Detective & 2| X} x|
E| Zt2| HH 2 Detective 2&& A& 3104 Detective £ 2|AF H™EE X[HELICEH

Detective Zt2|AI AIHE 2t2|5t7| 2I5H DetectiveE EAHeE Le = Q& LICH Detective 2 E2|XF AIH
2 Detective &3l HO|X|of|AH B2|& &= U&LICH

Enable Detective page (Console)
Detective & 433} I 0| X |0l M Detective ZZ|XE X|HSHEdH CIS BHE [2AM 2.

1. https://console.aws.amazon.com/detective/0l A Amazon Detective 2&2 LICtH.

2. Get started& MEHELICY.
3. EEIRF Ao 2 st M mdof M MEHSH HHol e st HEtE F£045t04 SHE #HIZ 0|
Detective2| 2= 2Q{0{| CHEF HA| HMA FHEHES 7FE] Detective ZE|AIE Q& £ QIEE

Detective Z2|XF X|H 117


https://console.aws.amazon.com/detective/

Amazon Detective

stL|CH 2R 2 2Y5te{™ 2ot Aol AmazonDetectiveFullAccess &334
Zio| E&LCH

4. 1AM ZE0IM BT HE HAS 20 IAMOIM B3 12
7

o
rx
12
ok
T
Il

5. IAM 2&0iM HEto| QEX| ofFf ol et ChS Tk ZHo] ZI-ELICH

« IAM 220 2YE HEH0| UE B Detectivedll AFE 5= 20 FR|0of HE M2 044
gl

IAM 2 £0IM ZAF £ E HEF0| SlE B2 X2l Amazon 2|42 O|F(ARN)E SAt
501 IAM ZE|Rto| A MBS Lch 2™ ST A7 AFSAHE CHalsto] HAg A48 =
&LCt.

6. Detective Z2|Xt0llM Detective #2|AF HIHS MEdEHLICEH

A& 7158 M2 Organizations2| Detective #EIXF AE S U =K] oFof w2t B2t &
L|CF.

- Organizations2| Detective0l| CHEH S| El ZE|Xt HH0| gie E¢ A™ol AE AHEXE &
295t 04 Detective Zt2|At HH2 2 K| ELICH

T35 X Z2 M40 7|E BElR AE X S5 a8z 7t g & U&ULCH Us B2 T

HZE Detective Z2|AF AXS 2 XX 5= Zd0| E&LUCE

Organizations for Amazon GuardDuty AWS Security Hub CSPMEE & Amazon Macie0l| 9|
U E ZE2[xt Aol U= B2 Detective= Sl AH & StLIE ME4SIEI= HIAIXRIE EAIE

|__|[_-_|._ |_—_|.% 7:||7(-I° OIE'.=|o|- J\E OI/\L_||_—_|.

o=2 d12

@)
=
«
Q
>
N
o
o
-}
wn
_0
O
@
D
Q
<
D
=)
[
s sl
ok
o
e
rn
e
o
X
N
_>4
.I.
o ©
>O
r|r
Y
AN
40
ol
s el
onl
N
0
A
rr
>
()
pal

DetectiveE & &3 7L 7|E S5 2efz o] M HHel B9 U 10| X|0i| A Detective & 2|At

General page (Console)
Lt | O|X|04| A Detective Zt2IXHE X|'d5t2{™ Ctg EHAHIE S LICE.

1. https://console.aws.amazon.com/detective/0ll A Amazon Detective 2&2 @iLIC}.

WS.
2. Detective EfM 30| M of2Hol| A LEHS MEHSHL|CT

Detective Z2|XF X|H 118


https://console.aws.amazon.com/detective/

Amazon Detective

3. EEIE M oidof M Detectlve7f X|Hsts ZE 2Eld ol chal RbA|S| Lot 4 R
Ct. DetectiveOll M AL X7t +=~5H7|E pote 2ol whet Ao 2R Hets 2
AUELICH HERIZ 2Ysted™ 2ot |0l AmazonDetectiveFullAccess B E 4745t
£ W0l E&Lch

4. 1AM Z&0| M HEro| QK| ofF ol et ChSx ZHo| TR LICH

. IAM 2201 228 HEH0| U= ZL Detectiveol] AlBHE Hot FAlof HE HHMg o

guck.

« |IAM Z2£0M Ege = = HEHo| gis B2 HA | Amazon 2|44 O|F(ARN)E SAt
510 IAM E2|Xtol|H| MISEFLict a2 FY AL AL RHE CHAlSHo] HAg AAE = QU
&Lck.

A8 758 M2 Organizations 2| Detective Zt2|AF AHE U =X oL of et SetE

LICH.

« Organizations2| Detective0l| CHEH @ IEl ZE|Xt HH0| gl B¢ A™o| AE AHEXtE &
295l 04 Detective Zt2|At HH2 2 X|HELICH

U SE g7

P
st= 20| E&LICH

5 R0 Z2AMAQ| 7|E HER AY
H X2 Detective ZHE2|AH HXHe 2 X|H
Organizations for Amazon GuardDuty AWS Security Hub CSPMEE & Amazon MaC|e01| o

AU ZE[xt H ol U= B2 Detective= il AH & StLIE MEASIEIE HIAIRIE EAIE

LICE CHE AEE U3E + = AU&LUCH

Organizations 2| Detective0l| CHet 2| 2E! ZEIXF HHO| U= 2 T HE E= ALSAt
AHHEE MEiStEhE HAIX|IZE ZAIELLICH 2E 210 {IYE 2elxt A™e dEsie JeE

Detective API, AWS CLI

Detective Z2|At AIHE X|H5H7| {15

API Y 2 &
g AELICH =X HE| AE 2ot 915 HEE A&sHok gLt

ZZ]0f| DetectiveOd| CHEF 2| &El ZE2|X}F A% 0] Of
Sf{oF BHLict fIE BERF AHEHE MEfS) 0

Detective Z2|XF X|H 119



0o
1z
0%
x

Amazon Detective At

Detective & 2|At A& S x| 5t24HH(Detective API, AWS CLI)

fjo
>
oo
o
r
ful
O
o8
D

Q
<

D

« Detective API: EnableOrganizationAdminAccount &4
ZE|RE AEe| AWS A AlHEXLE MS8Hok B LICH AN AHEAE dop{H
ListOrganizationAdminAccounts XS ALSEFLICH.

« AWS CLI: @ E0{M enable-organization-admin-account @2 A&stLICH

aws detective enable-organization-admin-account --account-id <admin account ID>

of A

aws detective enable-organization-admin-account --account-id 777788889999

Detective 2 2|X} A& XX

Z & 22|k A-E 2 21T e| #RH Detective #2[XF A™E 2 MY = U&LICH Detective 2| AF HI’E
2 XM 7{35l Detective= $4XH 2| MBH silY H& S X7HELICH Organizations2| 2| 4E! 22X} A|
M2 HEE[X| &Lt

AAIE L

jn

Z & otz A& o] 2|72 Detective EE|XF AIXE N 7{5HH Detectives & S&F Jg=
Ct. M 74E! Detective 2|XF 71’501 CH3H Detective7t H|& A& 3HE LICH

Detective 2| XN 2=l 2 2[Xt HI'E S X|7{5t2424 Organizations APIE AF& & LICt. Organizations
9| DetectiveO CHEH I E! 22X AIHE XM 7{5+H Detectives I E! ZHEIX}F 773 0| Detective £ 2|
A AR A 57 ZE D5 ANEhL|ct =& 22| HXE Detective 22X Ao 2 AR5t
st
o=

=]
x| ef&LICE

1o
rh

Console

Detective 2 2|X} H| X2 Detective 20| MHE £ &LICH

Detective 2|XF A N 745HH slE 7|20l CHEH Detective7t H|g MHStE|D & S=F a7t
AXNIEILICH Detective Z2|XF HHE S #A| 2|0 M B M7 EILICE.

/A Important

Detective & 2|At HH & A7 = Organizations2| &l 2 2|AF A™Holl= F&S O/xIX|
ot & L.

Detective 2+ 2|Xt H/HE x| 120


https://docs.aws.amazon.com/detective/latest/APIReference/API_EnableOrganizationAdminAccount.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_ListOrganizationAdminAccounts.html
https://docs.aws.amazon.com/cli/latest/reference/detective/enable-organization-admin-account.html

Amazon Detective A8 YA

Detective 2 2|At HI"H 2 A 7(Detective & 43} H| 0| X[)

1. https://console.aws.amazon.com/detective/0|| A Amazon Detective 2&2 3LICtH.
2. Get startedE MEHEILICE.

3. YUE 2IXtol M Amazon Detective HIE AHstE MEHEHLICE

4

2ol CHSt A X0 M disableS €248t CHS Amazon Detective H|E A5 E MENSHL|C}.

Detective £t 2|AF 7H[& M 7H(L B | O] X))

https://console.aws.amazon.com/detective/ | A Amazon Detective 2& 2 3L|C}.
Detective Ef M & o| M7% ofgfofl M LEtS MEAEELICY,

1
2
3. QUE 2| Kol A Amazon Detective H|EAISHE MEHSHLICE
4

&0l s} 4 XHoiM disable2 /238t CH= Amazon Detective H|E ASHE MEHEHLICY.

Detective API, AWS CLI

Detective 2|Xt HHE N 7{5t7| 25 APl 21 & EE= AWS CLIE AI2E &+ JU&LIcH =&
22| A Hot 015 HEE AFEaHoF &FLct.

Detective 2|XF A& HM745HH slE 7|20l CHEH Detective7t H|E MHStE|D & S=F a7t
AP E L CH.

/A Important
Detective & 2|At H"H 2 M 73l = Organizations@| Y& #2lXF A™ol= K& 2 0|x|K|
ei&Lct

Detective Z2|At H"H & X745t 2484 (Detective API, AWS CLI)

« Detective API: DisableOrganizationAdminAccount XS AFSEFLICH.

Detective APIE AL 35}0q Detective #E2|Xt AIHE N7{sIH API 21 & £= HEo| A=
2| o et sHE A& o] A 7HELICt

« AWS CLI: @ Z0f|M disable-organization-admin-account B A&stL|C}.

aws detective disable-organization-admin-account

Detective 2+ 2|Xt H/HE x| 121


https://console.aws.amazon.com/detective/
https://console.aws.amazon.com/detective/
https://docs.aws.amazon.com/detective/latest/APIReference/API_DisableOrganizationAdminAccount.html
https://docs.aws.amazon.com/cli/latest/reference/detective/disable-organization-admin-account.html

Amazon Detective At

U E 22|RF AHHE A A

0o
1z
0%
x

Detective #2|At AH 2 |73 £ Organizations2| RIUE #HE|X HH2 RS2 2 MHEIX| A&L
Ct. Detective2| Y{E & EIXF HHE M 7{5t7| 28l Organizations APIE AEE = A&LICH

-

|.

UE #EIX A™S MHEHH IUE #2lXF HHO| Detective #EIAF A™ER 22 S&F JeiTit 2
= AFELICE =8 s 2172 HIZ ol CHEH DetectiveS HIE A 3HEHLICY.

QU= #a|xt AEES M7H3HE{H(Z = API, AWS CLI)

« X% APl: DeregisterDelegatedAdministrator 2 AFSELICH Detective & 2Rt H1%H 2|
HE AlEX} A Detective 2| AMH|A 2o FX|Ql detective.amazonaws.com2 XS 35HoF g LICH.

« AWS CLI: BHE0|M deregister-delegated-administrator WHEE ASELICH.

aws organizations deregister-delegated-administrator --account-id <Detective
administrator account ID> --service-principal <Detective service principal>

of|

aws organizations deregister-delegated-administrator --account-id 777788889999 --
service-principal detective.amazonaws.com

ARl AL BE £ e FH

A L A HHe O 23 22 Detective 240l M AE 4= Q& LICH HIO|E0A Zfel o|O|
= Ch2oF Zr&uch

- 25 -0 AHE

S U8t Detective Z 2Rt AHol &8 2E A Kol CHaH 22 s~&E + U&Lict
- 22-0l AH 7

=
ROl Ao MEF ZHHE e +~ ASLICH
O A
=

=
o CHAIC) - S AIBOIM RHedg £33t 4 of

X2 5% O Z0i M Detective Z 2R HHE2 HIH AHS 2 EAHsE =& A™He AHELICH M
= g HH AHe =z XI5 M55t == DetectiveE 7+ M45H7{LE =& F
etectiveE 7 E £+ AU&LILCH

ob
H1
Jh
CJ 0

BEIX AYE S5 2zl AYE HH AEez &
2 Amazon Detectives= HH A& 2| O|O|E{E

-|> ok
g'T_-
!
o
ol
ol
12
q
&
[kl
]
b
M
ob
N
> J

HEHA ASE = U= &Y 122


https://docs.aws.amazon.com/organizations/latest/APIReference/API_DeregisterDelegatedAdministrator.html
https://docs.aws.amazon.com/cli/latest/reference/organizations/deregister-delegated-administrator.html

ol
[l
0%
x

Amazon Detective At

A% S5 J2iZ 0/Qol S5 IO B DE Wk AL FCHE AFLLICH

Ct= Ho|Z20i= 2relxt & HH H-Eel 7|2 Mt o| HFAE|o] UELICH AFEXF XIH 1AM HAE ALE
5104 Detective 715 L 7|50 CHEF F7F HAMA

e TERF A™E TR A™(E HEH(Z &) I (ZCH)
) CH)
AH 27 2E 2E EolEEIRAY E2UEER AY
H7|) HII)
HHAEMA 2F =R - =¢

ZChEl Aol
7%

ZHAE AZ

SHANE

MEHM OO|H & BSFNHEHER2IE IFNEE2EZE - -
A IZ|X| F7t M AMo| M8  HEH AH™Hol| HE

L= N H) )

Detective H|&d 22l =20l - _
=)

sz agjz ojo] =5 s - -
B 27|

MEAM HIO|[E{ & =25 25 - -
A 7| X| #d3t

= HIE -
AHE =58 27|

ZrE[Xt HE 2 Detective 2& EEE APIE AHE5I0 HY 552 = =+ U&LICHL SSo= OS2 £
s

P Q&L

S3 JEiZof ZOISHTS BEIR ABO| EHE AN, 013 Aol X Kol laLict,

AYE S5 27| 123



Amazon Detective Arg
- ZA S Oejze| F 2ol BE AE. olgfE A™oE =5E R0l JU&LCt
EOHE HERHLE 2e[xt AHo| S5 2= oM M7Heh ZOiE " AE2 dotol| ZefE[X| ef&
LICt Ct2 &Efof Al-EE e ElLct
Ol Tl &
ZCHEl AEel B2 Detectives ZCHE ELHZ| ol A o|HIY FAE EHlgfLICH
Z X A8 2| < Detectives slid HIH0| Z|0of £5t=X| & QELICE Detectives s 78S
£ M3}t A 0| Detective ZtE|XF AH QIR &QIFFLICH.
2ol Aj
Ol Al ZCH7t MSEE|X| §EAHLE ZE] AHo| HiHe 2 & -3 2| ek k&L ct
ZOE
ZOHE AEel B, ZCOHE ERK|EF HH AHHo| ot & =5t K| fA&LIC
HH 7} ot
X S acizo| =X AHe d2. =E AEo| X " A-Eo| o Lch =X SE ez of
Hlo|E{& M3 stK| ek &LCH.
2t A5l
ZOiE AL B9 HH 7H0| ZOHE &5t S&f e =Zof |o|H & MSgfLIc
X2 &3 JefZ o] T Aol B Detective ZE|RH HHE S5l ST HHE HH AEHe= &
dateigLict ol AE2 =% % aefz ol Hlo|HE MSELICH
gH3 x| AS
ZOHE AEel B, " AHHo| ZOE = IX|E gd3te == glaLit
ZX S JefZof Ue =& Aol B2 Detective B EIRH HH0| P HHEE &d3tstein M
xlgt gdste +~ lsLict
ECHEl AEel B2 Detectives B AHE & &QlgfLIch S5 ez ol z[cH HH AHEH ==
1,2007HL|Ct S&F a2z of 0|0 1,200702] H i 30| ZEHE 72 M HXS 2Ad5te 4= of
&Lt
Detective= G| O|E{ & & Ol Detective &2 & Li0| JAE=X| &QleLICt S& Ieizol &&= ol
O|E{2| =& 2 DetectiveOl|lA 51&ot= ZICHZLECt Ztotok gfLICH TM =& E 2&0| & 12i=
HolEf 282l Y 10TB MetE =16t B Detectives HEH AEE F7HE + &Lt
AHE =55 271 124



Amazon Detective

i
]

10

Kkl

M
Hr

0

FelX| ef2 A-Ee|Hlole 282 4

2

Ad
o

I.

o= £

o

LIC}. 23 CHZ https://console.aws.amazon.com/
x4

2 7|

AlELICE

F

o
=

AL
L

—

—

F

27t

o

ZIE{2] AWS Management Console & = Q& LI|LC}.
x4

IS

REILICE.

HZolM A
1=

=

of 4ol

e 220 o+

1L

o

o

EFAl
=
7

4

O
o
« AHo| A O|0|E{ E&. Detective

4

(=
X4 Al

X
o

Al

F

4
« AE EN7 OFX[S 2 2 YO|o|EE I

AWS Management Console0i| 212l
detective/0l| A Detective 2 & iLICH.

Detective

- AH

- S& g
v

« AWS 7|
e A

1.

2.

oll
1

Elol=

125

AlELICH

Vs

L

" 7" =7t
J2HE 2| SEf2| A

=
(=

A
o

P

)
=t
=

N

- DE HH AEE Ed


https://console.aws.amazon.com/detective/
https://console.aws.amazon.com/detective/

Amazon Detective At

0o
1z
0%
x

SH iz ol HE S50 2H FIHE L)

i
0%
>

FE AEiErL(CH

1 5]

ol A ZIE{of| AR 8 QS MEAEHL|C}.
7

Ral
o oo o
rn
ne
[=)
]
2,'._'
5]
o
=)
> 1
oo
ok
N
mo
>
Juj
C
o

o &~ b

1 15
dn

AP| & LEE AI25t0d S ae=Z oM HE Al S 2 AWS Command Line Interface 2 =

Detective API: ListMembers S AIEELICH O|= 8 S O E AlHEste{H S I
ARNES X|&gLct.

B 2% S& 2oz 9| 2 ListMembersE HH AE2 = g8 6t K| o AL S 2= 0ilM
A4 afiMlet =& AES gretst x| &Lch

x|
« AWS CLI: BHZ0|A 1list-members BHS AsstL|C},

aws detective list-members --graph-arn <behavior graph ARN>
Od| A

aws detective list-members --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

S JeizolM &Y " H™ol cHet MF CEE HAstedTH(Detective API, AWS CLI)

 Detective API: GetMembers ZS AFELICH. S& a2 ARNI} B A& o| A AlMEX} 58
£ X|-EgLict

« AWS CLI: BHE0|M get-members HHE AELICH

W AIY Lt (Detective API, AWS CLI) 126


https://docs.aws.amazon.com/detective/latest/APIReference/API_ListGraphs.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_ListMembers.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_ListMembers.html
https://docs.aws.amazon.com/cli/latest/reference/detective/list-members.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_GetMembers.html
https://docs.aws.amazon.com/cli/latest/reference/detective/get-members.html

Amazon Detective A8 YA

aws detective get-members --account-ids <member account IDs> --graph-arn <behavior
graph ARN>

o A:

aws detective get-members --account-ids 444455556666 123456789012 --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234
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S CLI: B4 ZE0{M describe-organization-configuration WS A&srL|C}.
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aws detective describe-organization-configuration --graph-arn <behavior graph ARN>

o A

aws detective describe-organization-configuration --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234
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« Detective API: UpdateOrganizationConfiguration Xdg AFS&LICH M =X A™EE &l

5 &35l 5l248 AutoEnable® trueZ AXdstL|Ct.

« AWS CLI: B-EZE0|M update-organization-configuration @&S Al&ELICT

aws detective update-organization-configuration --graph-arn <behavior graph ARN>

--auto-enable | --no-auto-enable
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aws detective update-organization-configuration --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234 --auto-enable
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« AWS CLI: BHZE0{|A create-members H&

aws detective create-members --accounts AccountId=<AWS account ID> --graph-

arn <behavior graph ARN>
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aws detective create-members --accounts AccountId=444455556666
AccountId=123456789012 --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234
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aws detective delete-members --account-ids <account ID list> --graph-arn <behavior
graph ARN>

o[ A

aws detective delete-members --account-ids 444455556666 123456789012 --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234
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« AWS CLI: H23Z=0{M create-members B2 AldistL|C}.

aws detective create-members --accounts AccountId=<AWS account
ID>,EmailAddress=<root user email address> --graph-arn <behavior graph ARN> --
message "<Custom message text>"

o[ A

aws detective create-members --accounts
AccountId=444455556666,EmailAddress=mmajor@example.com
AccountId=123456789012,EmailAddress=jstiles@example.com --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234 --message "This
is Paul Santos. I need to add your account to the data we use for security
investigation in Amazon Detective. If you have any questions, contact me at
psantos@example.com."

aws detective create-members --accounts AccountId=<AWS account
ID>,EmailAddress=<root user email address> --graph-arn <behavior graph ARN> --
disable-email-notification
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aws detective create-members --accounts

AccountId=444455556666, EmailAddress=mmajor@example.com
AccountId=123456789012,EmailAddress=jstiles@example.com --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234 --disable-email-
notification
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« AWS CLI: start-monitoring-member 2
start-monitoring-member --graph-arn <behavior graph ARN> --account-id <AWS account

ID>

of| A
start-monitoring-member --graph-arn arn:aws:detective:us-

east-1:111122223333:graph:123412341234 --account-id 444455556666
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« AWS CLI: BZ3=0{AM delete-members WS AlsHL|C}.

aws detective delete-members --account-ids <account ID list> --graph-arn <behavior
graph ARN>

o A:

aws detective delete-members --account-ids 444455556666 123456789012 --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234
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"Action": [
"detective:AcceptInvitation"”,
"detective:DisassociateMembexship",
"detective:RejectInvitation"

1,

"Resource": "arn:aws:detective:us-east-1:123456789012:gxaph/*"

},

{

"Effect":"Allow",

"Action": [
"detective:BatchGetMembershipDatasouxces",
"detective:GetFreeTrialEligibility",
"detective:GetPricingInformation",
"detective:GetUsageInformation",
"detective:ListInvitations"

]I

"Resource":"*"

}
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« Detective API: AcceptInvitation 242 AFSgfLICH J2i= ARNZ X|[&atof g LICt.

« AWS CLI: BB E0|M accept-invitation B A#ELICH

aws detective accept-invitation --graph-arn <behavior graph ARN>
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aws detective accept-invitation --graph-arn arn:aws:detective:us-
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aws detective reject-invitation --graph-arn <behavior graph ARN>
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aws detective disassociate-membership --graph-arn <behavior graph ARN>
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aws detective disassociate-membership --graph-arn arn:aws:detective:us-
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Detective Python 23 2 EE A& 35104 7| £

Amazon Detective= GitHub 2|3 X|E 2| amazon-detective-multiaccount-scripts0il A 2E A A
Python A3 ZE MEE XM3FLICt A3 E0l= Python 30| 2L &fLICt
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* detective:CreateGraph

« detective:CreateMembers

« detective:DeleteGraph
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"Version":"2012-10-17",

[

"Statement":

"Allow",

"Effect":

{
"arn:aws:iam: :123456789012:usex/john_doe"

"Principal":

"AWS":
Y,

"sts:AssumeRole"

"Action":

LICH.

F

S
=

BrE0{of

I.

2
=

15}
=

ZHE|XE A Ho A 2

5

L|C}. EESI

F

=
=

;

A E ol A

. QE

i
03
<

ol

24 EnableDetective.yaml CloudFormation EIZ2/2 AIE

5}

P

=)

ZENAE RIS

o]

P A&LIoh

AL

E cI™olA

22 2

HAYS

=0

=0
i

T’
N

o
100
<l
__M_
oF
i
|

Python 23 &l

149

K0
Pl
0
wl
70
<l
ol
oF
1]
w|
nl

Python &3


https://docs.aws.amazon.com/detective/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-amazondetectivefullaccess
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22 Amazon EC2 A2 AZHEA{ 2| Amazon EC2 Linux SIAEIA A|ZHEL7|E & ZESHMIL. Amazon

* APT: sudo apt-get -y install python3-pip python3 git
* RPM: sudo yum -y install python3-pip python3 git
* Boto(Z|4A B{™ 1.15): sudo pip install boto3

B
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git clone https://github.com/aws-samples/amazon-detective-multiaccount-scripts.git
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://aws.amazon.com/blogs//security/easily-replace-or-attach-an-iam-role-to-an-existing-ec2-instance-by-using-the-ec2-console/
https://aws.amazon.com/blogs//security/easily-replace-or-attach-an-iam-role-to-an-existing-ec2-instance-by-using-the-ec2-console/
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Windows 1. Python 3(https://www.python.org/downloads/windows/)&
MARIEFLICEH

2. HHEZETEE LC}.

3. BotoE Mx|5t2{™ pip install boto32 A™EFLICH
4. GitHub(https://github.com/aws-samples/amazon-detective-
multiaccount-scripts)|AM AFZE AA AEE CIRELE

g LICH

Mac 1. Python 3(https://www.python.org/downloads/mac-osx/)=
M 7_<|%|' |_| [_—_|.‘

2. BEEZEZEE ALCt
3. BotoE Mx|3t24™ pip install boto3S Al&EFLICH

4. GitHub(https://github.com/aws-samples/amazon-detective-
multiaccount-scripts)HIM AJEE AA FEE CIREE
g LICH.

Linux 1. Python 38§ MX|5l2i™ Ctg & StLIE A>T LICH
* sudo apt-get -y install install python3-p
ip python3 git
* sudo yum install git python

T

2. Boto& M%|5t24™ sudo pip install boto32 A E!
L|Ct.

3. https://github.com/aws-samples/amazon-detective-mul
tiaccount-scriptsOlA AFBE AA FAEE SH|ELICH
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3. enableDetective.py A3 EE A,

enableDetective.py --master_account administratorAccountID --assume_role roleName
--input_file inputFileName --tags tagValuelist --enabled_regions regionlList --
disable_email
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JSON
{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListAllMyBuckets"
1,
"Resource": "*"
},
{
"Sid": "S30bjectPermissions",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
},
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"Effect": "Allow",
"Action": [
"glue:GetDatabases",
"glue:GetPartitions",
"glue:GetTable",
"glue:GetTables"
]I
"Resource": [
"arn:aws:glue:*:123456789012:database/amazon_security_lake*",
"arn:aws:glue:*:123456789012:table/amazon_security_lake*/
amazon_security_lake*",
"arn:aws:glue:*:123456789012:catalog"

},
{
"Effect": "Allow",

"Action": [
"athena:BatchGetQuexyExecution",
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryRuntimeStatistics",
"athena:GetWorkGroup",
"athena:ListQuexyExecutions",
"athena:StartQueryExecution",
"athena:StopQuexyExecution",
"lakeformation:GetDataAccess",
"ram:ListResources"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"ssm:GetParametersByPath"

]I

"Resouxce": [
"arn:aws:ssm:*:123456789012:parameter/Detective/SLI"

"Effect": "Allow",
"Action": [
"cloudformation:GetTemplateSummary",
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"iam:ListRoles"

]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"organizations:ListDelegatedAdministratoxrs"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal”: [
"securitylake.amazonaws.com"
]
}
}
}
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"Version":"2012-10-17",
"Statement": [

{
"Sid": "CloudFormationPermission",
"Effect": "Allow",
"Action": [
"cloudformation:CreateChangeSet"
1,
"Resource": [
"arn:aws:cloudformation:*:aws:transform/*"
]
},
{
"Sid": "IamPermissions",

"Effect": "Allow",
"Action": [
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"iam:CreateRole",
"iam:DeleteRole",
"iam:AttachRolePolicy",
"iam:DetachRolePolicy",
"iam:UpdateAssumeRolePolicy",
"iam:PutRolePolicy",
"iam:DeleteRolePolicy",
"iam:CreatePolicy",
"iam:DeletePolicy",
"iam:PassRole",
"iam:GetRole",
"iam:GetRolePolicy"

1,

"Resource": [

"arn:aws:iam::111122223333:x0le/*-ResourceShareAcceptorLamb-*",
"arn:aws:iam::111122223333:role/*-SsmParametersLambdaRole-*",
"arn:aws:iam::111122223333:role/*-GlueDatabaseLambdaRole-*",

"arn:aws:iam::111122223333:role/*-GlueTablesLambdaRole-*",
"arn:aws:iam::111122223333:policy/*"

"Sid": "S3Permissions",

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:DeleteBucket*",
"s3:PutBucket*",
"s3:GetBucket*",
"s3:GetObject",
"s3:PutEncryptionConfiguration”,
"s3:GetEncryptionConfiguration"

1,

"Resource": [
"arn:aws:s3:::*"

"Sid": "LambdaPermissions",

"Effect": "Allow",

"Action": [
"lambda:CxreateFunction",
"lambda:DeleteFunction",
"lambda:GetFunction",
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"lambda:TagResource",
"lambda:InvokeFunction"

1,

"Resource": [
"arn:aws:lambda:*:111122223333:function:*"

]
},
{
"Sid": "CloudwatchPermissions",
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:DeletelLogGroup",
"logs:DescribelLogGroups"
1,
"Resource": "arn:aws:logs:*:111122223333:1og-group:*"
},
{
"Sid": "KmsPermission",
"Effect": "Allow",
"Action": [
"kms :Decrypt"
1,
"Resource": "arn:aws:kms:*:111122223333:key/*"
}
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "PassRole",
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
1,
"Resource": "arn:aws:iam::111122223333:xole/CFN-
DetectiveSecuritylakeIntegration"
}I
{
"Sid": "RestrictCloudFormationAccess",
"Effect": "Allow",
"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"
]I
"Resource": "arn:aws:cloudformation:*:111122223333:stack/*",
"Condition": {
"StringEquals": {
"cloudformation:RoleAxrn": [
"arn:aws:iam::111122223333:xrole/CFN-
DetectiveSecuritylLakeIntegration"

]
}
}
}I
{

"Sid": "CloudformationDescribeStack",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:GetStackPolicy"

]I

"Resource": "arn:aws:cloudformation:*:111122223333:stack/*"

}I
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{
"Sid": "CloudformationListStacks",
"Effect": "Allow",
"Action": [
"cloudformation:ListStacks"
] ’
"Resource": "*"
} ’
{
"Sid": "CloudWatchPermissions",
"Effect": "Allow",
"Action": [
"logs:GetLogEvents"
] ’
"Resource": "arn:aws:logs:*:111122223333:1og-group:*"
}
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* ResourceShareAcceptorCustomResourceFunction
- ResourceShareAcceptorLambdaRole
- ResourceShareAcceptorLogsAccessPolicy
* SsmParametersCustomResourceFunction
- SsmParametersLambdaRole
- SsmParametersLogsAccessPolicy
GlueDatabaseCustomResourceFunction
- GlueDatabaselLambdaRole
- GlueDatabaselogsAccessPolicy
* GlueTablesCustomResourceFunction
- GlueTablesLambdaRole
- GlueTablesLogsAccessPolicy

*
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"Sid": "S30bjectPermissions",

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::<athena-results-bucket>",
"arn:aws:s3:::<athena-results-bucket>/*"
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AWS account Info

Activity for time window: 12/21/2023 18:00 UTC - 12/22/2023 18:00 UTC £

Observed IP addresses APl method by service Resource

Q Search

IP address v

Scope time Info

12/21/2023 18:00 UTC > 12/22/2023 18:00 UTC |

Q Query raw logs ‘

1
Successful calls v Failed calls v Location v Actions
6 2
2 1 -
1 0

= = H =
A 21 0|2| 27| Ello|E& &3l Security LakeOl| A C|O[E{E #{CIsto AMet 21 L O|HEE &
= U&LICH HA| O|HIE E0] CHEH REMIBH LHE 2 Amazon Athenalll EA|E! CIO|EHE EH XML
Raw log preview: CloudTrail X
View raw event logs that were retrieved by querying data from Security Lake. For more details about the raw event logs, you can view the data displayed in Athena.
Raw log preview (500+) 1 2 3 4 5 6 7 50 >
date_time v requestor_arn v account_id ¢ region v source_ip v service v api_
2023-12-22 09:58:38.000 UTC us-east-1 s3.amazonaws.com GetE
2023-12-22 09:59:49.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 ec2.amazonaws.com Desc
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 iam.amazonaws.com Getl
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Get(
2023-12-22 10:00:13.000 UTC us-east-1 autoscaling.amazonaws.com Desc
2023-12-22 10:00:14.000 UTC us-east-1 ec2.amazonaws.com Desc
2023-12-22 10:00:14.000 UTC us-east-1 ec2.amazonaws.com Desc
Close ’ See results in Athena [ ‘ Download results
= x x| A = S = ir
A 2 | Ho|EoM 2| S FAS T, Amazon AthenaOllA ZItE &0lstn, Ol E &7
= S A
2 FEF 7,t( CSV) IUE COHRECE = A&Lch
A
Detectivedll 217+ EAISIKIEH 72| ZT7} g EIX| o= Z2 C2T 22 01f ME2Y 4 2l
Ct.
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5. ZM3stEd= API 2 ol EE7| of0|Z2 MEHSto A 21 0|2| E7| H|O|E S YLt

Activity for time window: I

Observed IP addresses API method by service Resource
Q, Search
IP address v Successful calls v Failed calls v Location v
> 289 284
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[ 4 42 0
> 21 0
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TCP

TCP

TCP

TCP

TCP
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Inbound

Inbound
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1. https://console.aws.amazon.com/cloudformation AWS CloudFormation 2&& jL|C}.
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S 0[0{0F gLCt.

A= N HE FOIA MRS MBI
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(® Note
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DELETE_IN_PROGRESS A'E{Z H}EIL|CE.
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aws cloudformation delete-stack --stack-name your-stack-name --role-arn
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arn:aws:detective:${Region}:${AccountId}:graph:${GraphId}
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"Resource": "arn:aws:detective:us-

east-1:111122223333:graph:027c7c4610eataacafOb883093cab899"

Resource 20{A 042{ 2|AAE K|Z5Ic{8d ARNS & E2 FE8HLC}.

"Resource": [
"resourcel",
"resource2"
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"Resource": [

"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacaf@b883093cab899",
"arn:aws:detective:us-east-1:444455556666:graph:056d2a9521xi2bbluwld164680eby416"
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
1,
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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{"Version":"2012-10-17",
"Statement":[
{
"Effect":"Allow",
"Action":
["detective:ListMembers", "detective:CreateMembexrs", "detective:DeleteMembers", "detective:
"Resource":"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacaf@b883093cab899"
}I

{
"Effect":"Allow",

"Action":["detective:CreateGraph","detective:ListGraphs"],
"Resource":"*"
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JSON

{"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":["detective:SearchGraph"],
"Resource'":"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eaktaacaf@b883093cab899"
},
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{
"Effect":"Allow",

"Action":["detective:ListGraphs"],
"Resource":"*"
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2fLICH O ol&i|of| A ML 7

0| oAl ZRHS M H X0l &5t AFRAIE DAl = 13 H
Mo x Xt iz ol M HH HXe A 4%*@%%%04
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{"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":
["detective:AcceptInvitation"”,"detective:RejectInvitation","detective:DisassociateMembexs
"Resource": [
"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eaktaacaf0b883093cab899",
"arn:aws:detective:us-
east-1:444455556666:graph:056d2a9521xi2bbluwld164680eby416"

]

}I

{
"Effect":"Allow",
"Action":["detective:ListInvitations"],
"Resource":"*"

}

]
}

Zhe|xt Al Bl gL 2 TIE e 2 HAMA KB

CHS QA2 AL A7 S& JeiZ 0] SecurityDomain EN27F AF&RH2| SecurityDomain Ef19t
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"detective:SearchGraph"
1,
"Resource": "arn:aws:detective:*:*:graph:*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/SecurityDomain": "aws:PrincipalTag/
SecurityDomain"
}
}
},
{
"Effect": "Allow",
"Action": [
"detective:ListGraphs"
]I
"Resource": "*"
}
]
}

CtS MM 52 a3z ol SecurityDomain E{1 2Ol FinanceQ! B AFEX}7} S& gz E =
Aol AMEE = QRS FLICH
JSON
{
"Version":"2012-10-17",
"Statement":[ {
"Effect":"Deny",
"Action":["detective:SearchGraph"],
"Resource":"arn:aws:detective:*:*:graph:*",
"Condition": {
ID 7|8 H2 of Al 200



ol
1z
0%
x

Amazon Detective At

"StringEquals": {"aws:ResourceTag/SecurityDomain": "Finance"}

}1
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"detective:*",
"organizations:DescribeOrganization",
"organizations:ListAccounts"
]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"guardduty:ArchiveFindings"
1,
"Resource": "arn:aws:guardduty:*:*:detectoxr/*"
},
{

"Effect": "Allow",

"Action": [
"guardduty:GetFindings",
"guardduty:ListDetectors"

1,

"Resource": "*"
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},
{
"Effect": "Allow",
"Action": [
"securityHub:GetFindings"
]I
"Resource": "*"
}

AWS 22|13 MEH: AmazonDetectiveMemberAccess
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{
"Version":"2012-10-17",
"Statement": [
{
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"Effect": "Allow",

"Action": [
"detective:AcceptInvitation”,
"detective:BatchGetMembershipDatasources",
"detective:DisassociateMembexship",
"detective:GetFreeTrialEligibility",
"detective:GetPricingInformation",
"detective:GetUsageInformation",
"detective:ListInvitations",
"detective:RejectInvitation™

1,

"Resource": "*"
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JSON
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"Version":"2012-10-17",
"Statement": [

{

"Sid": "DetectivePermissions",

"Effect": "Allow",

"Action": [
"detective:BatchGetGraphMemberDatasources",
"detective:BatchGetMembershipDatasouxces",
"detective:DescribeOrganizationConfiguration",
"detective:GetFreeTrialEligibility",
"detective:GetGraphIngestState",
"detective:GetMembexs",
"detective:GetPricingInformation",
"detective:GetUsageInformation"”,
"detective:ListDatasourcePackages",
"detective:ListGraphs"”,
"detective:ListHighDegreeEntities",
"detective:ListInvitations",
"detective:ListMembers",
"detective:ListOrganizationAdminAccount",
"detective:ListTagsForResouxce",
"detective:SearchGraph",
"detective:StartInvestigation",
"detective:GetInvestigation"”,
"detective:ListInvestigations",
"detective:UpdateInvestigationState",
"detective:ListIndicators",
"detective:InvokeAssistant"

1,

"Resource": "*"
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"Sid": "OrganizationsPermissions",

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:ListAccounts"

1,

"Resource": "*"

"Sid": "GuardDutyPermissions",

"Effect": "Allow",

"Action": [
"guardduty:ArchiveFindings",
"guardduty:GetFindings",
"guardduty:ListDetectors"

]I

"Resource": "*"

"Sid": "SecurityHubPermissions",

"Effect": "Allow",

"Action": [
"securityHub:GetFindings"

1,

"Resource": "*"

AWS 2|3 H3: AmazonDetectiveOrganizationsAccess

AmazonDetectiveOrganizationsAccess HAE |IAM SIE{E|o] Q1Z4E &= Ql&LICt
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CSPM.

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"detective:DisableOxganizationAdminAccount",
"detective:EnableOrganizationAdminAccount",
"detective:ListOrganizationAdminAccount"

]I

"Resource": "*"

}I
{

"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "*",
"Condition": {
"StringEquals": {

"iam:AWSSexrviceName": "detective.amazonaws.com"

}
}I
{
"Effect": "Allow",
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"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministratox",
"organizations:DeregisterDelegatedAdministrator"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal”: [
"detective.amazonaws.com"

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount”,
"organizations:DescribeOrganization"”,
"organizations:ListAccounts"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"organizations:ListDelegatedAdministratoxrs"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal”: [
"detective.amazonaws.com",
"guardduty.amazonaws.com",
"macie.amazonaws.com",
"securityhub.amazonaws.com"
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AWS Z+2|3 =8 AmazonDetectiveServiceLinkedRole

o
DetectiveOll A ALE XIS CHAIGHO] XS +8lsh &= QT E MH|A @44 d&tof AZQEILICH REMIEH LY
22 the section called “MH|A 44 &t AL EHHE B XA AL,

JSON
{
"Version'":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:ListAccounts”

]I

"Resource": "*"

}
]
}
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"Statement": [
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"Principal":"*",
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"EventId": "f2545ee3-170f-4340-8af4-a983c669ce37",

"Username": "JaneRoe",

"EventTime": 1571956406.0,

"CloudTrailEvent": "{\"eventVersion\":\"1.05\",\"userIdentity\":
{\"type\":\"AssumedRole\",\"principalId\":\"AROAJZARKEP6WKJI5JHSUS:JaneRoe\",\"azrn
\":\"arn:aws:sts::111122223333:assumed-role/1A4R5S5KSPGGIV/JaneRoe\",\"accountId
\":\"111122223333\",\"accessKeyId\":\"AKIAIOSFODNN7EXAMPLE\",\"sessionContext\":
{\"attributes\":{\"mfaAuthenticated\":\"false\",\"creationDate\":\"2019-10-24T21:54:567
\"},\"sessionIssuer\":{\"type\":\"Role\",\"principalId\":\"AROAJZARKEP6WKI5JIHSUS
\",\"arn\":\"arn:aws:iam::111122223333:role/1A4R5S5KSPGGOV\",\"accountId\":
\"111122223333\",\"userName\":\"JaneRoe\"}}},\"eventTime\":\"2019-10-24T22:33:26Z
\",\"eventSource\":\"detective.amazonaws.com\",\"eventName\":\"AcceptInvitation
\",\"awsRegion\":\"us-east-2\",\"sourceIPAddress\":\"192.0.2.123\",\"userAgent
\":\"aws /3 aws-sdk-java/1.11.648 Linux/4.14.133-97.112.amzn2.x86_64 Open]DK_64-
Bit_Server_VM/25.201-b0@9 java/1.8.0_201 vendor/Oracle_Corporation exec-env/
AWS_Lambda_java8\",\"errorCode\":\"ValidationException\",\"requestParameters\":
{\"masterAccount\":\"111111111111\"},\"responseElements\":{\"message\":\"Invalid

request body\"},\"requestID\":\"8437ff99-5ec4-4bla-8353-173be984301f\",\"eventID\":
\"f2545ee3-170f-4340-8af4-a983c669ce37\",\"readOnly\":false,\"eventType\":\"AwsApiCall
\",\"recipientAccountId\":\"111122223333\"}",

"EventName": "AcceptInvitation",

"EventSource": "detective.amazonaws.com",

"Resources": []
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aws detective list-tags-for-resource --resource-arn <behavior graph ARN>
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aws detective list-tags-for-resource --resource-arn arn:aws:detective:us-
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