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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_integrations.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/introduction.html
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https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/waf/latest/developerguide/shield-chapter.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
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https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/detective/latest/adminguide/what-is-detective.html
https://docs.aws.amazon.com/security-ir/latest/userguide/what-is.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/artifact/latest/ug/what-is-aws-artifact.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-okta.html
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-getting-started.html
https://docs.aws.amazon.com/cognito/latest/developerguide/tutorial-create-user-pool.html
https://docs.aws.amazon.com/cognito/latest/developerguide/identity-pools.html
https://www.cognitobuilders.training/
https://docs.aws.amazon.com/ram/latest/userguide/getting-started.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with.html
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https://docs.aws.amazon.com/ram/latest/userguide/security-ram-permissions.html
https://aws.amazon.com/blogs/security/configure-fine-grained-access-to-your-resources-shared-using-aws-resource-access-manager/
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_managed-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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https://docs.aws.amazon.com/macie/latest/user/getting-started.html
https://docs.aws.amazon.com/macie/latest/user/monitoring-s3.html
https://docs.aws.amazon.com/macie/latest/user/findings.html
https://docs.aws.amazon.com/macie/latest/user/findings-retrieve-sd.html
https://docs.aws.amazon.com/macie/latest/user/data-classification.html
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https://docs.aws.amazon.com/kms/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-types.html
https://catalog.us-east-1.prod.workshops.aws/workshops/05f16f1a-0bbf-45a7-a304-4fcd7fca3d1f/en-US
https://docs.aws.amazon.com/cloudhsm/latest/userguide/getting-started.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/manage-clusters.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/manage-hsm-users-and-keys.html
https://aws.amazon.com/blogs/security/automate-the-deployment-of-an-nginx-web-service-using-amazon-ecs-with-tls-offload-in-cloudhsm/
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https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-bestpractices.html
https://aws.amazon.com/blogs/security/how-to-use-aws-certificate-manager-to-enforce-certificate-issuance-controls/
https://docs.aws.amazon.com/privateca/latest/userguide/PcaPlanning.html
https://docs.aws.amazon.com/privateca/latest/userguide/creating-managing.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaUsing.html

AWS Eob R BH I HHHAA MH[A = AWS ZH 7tol=

i
« £ A&735104 Active Directory0il M QIS M Z2H|XH'JE 7tA S 5t= Y AWS Private CA

AWS Private CA £ AFZ 3104 Microsoft Active Directory 2 LHO|A AFZ X} L A|AEI0]| CHE QI

SME 2o g Z2HIMIE = JU&Lch

sz 27|
« 0l DNS 0O|& Mef =718 XM st= L™ AWS Private CA

AWS Private CA MH|AE A& 3510{ ot 9 CA0| DNS O|F M ef =742 XM EgfLCh
E=1 27|

AWS Secrets Manager

« AWS Secrets Manager 7H'd

S A8 5hod 3104 QIF A W AWS Private CA, 244 & Ltedlt Ze 718 Q15 M Bal 5
g +aBrLIH

7to|= A&7

- Of CHer CHA| AL R A 47 AWS Secrets Manager

ClO|E{H|O|A At SHo| & &l 2ot &= of cHal| CHA| AL R nAE dAEflct

=

7to|= A&7

« KubernetesOll Al AWS Secrets Manager 20t &S AlS

Secrets and Configuration Provider(ASCP)E Al &3} 04 Secrets Manager2| AWS 20t & &
Amazon EKS Z=0f BA{E otz T AIELICH

7to|= A&7

AWS Payment Cryptography

« A|Z5t7| AWS Payment Cryptography

ofr

718 dgstn cret 38 ol AFS LI

Ml
r
i

CIoIE{ E& 21


https://catalog.us-east-1.prod.workshops.aws/workshops/1d889b6d-52c9-49be-95a0-5e5e97c37f81/en-US
https://aws.amazon.com/blogs/modernizing-with-aws/simplify-certificate-provisioning-in-ad-with-aws-private-ca/
https://aws.amazon.com/blogs/security/how-to-enforce-dns-name-constraints-in-aws-private-ca/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/tutorials_rotation-alternating.html
https://docs.aws.amazon.com/eks/latest/userguide/manage-secrets.html
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https://docs.aws.amazon.com/payment-cryptography/latest/userguide/getting-started.html
https://aws.amazon.com/payment-cryptography/faqs/
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-fms-intro.html
https://aws.amazon.com/blogs/security/how-to-continuously-audit-and-limit-security-groups-with-aws-firewall-manager/
https://aws.amazon.com/blogs/security/use-aws-firewall-manager-to-deploy-protection-at-scale-in-aws-organizations/
https://docs.aws.amazon.com/network-firewall/latest/developerguide/getting-started.html
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https://catalog.workshops.aws/networkfirewall/en-US
https://aws.amazon.com/blogs/security/hands-on-walkthrough-of-the-aws-network-firewall-flexible-rules-engine/
https://aws.amazon.com/blogs/security/hands-on-walkthrough-of-the-aws-network-firewall-flexible-rules-engine-part-2/
https://aws.amazon.com/blogs/networking-and-content-delivery/deployment-models-for-aws-network-firewall/
https://aws.amazon.com/blogs/networking-and-content-delivery/deployment-models-for-aws-network-firewall-with-vpc-routing-enhancements/
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-overview.html
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https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-ddos.html
https://catalog.us-east-1.prod.workshops.aws/workshops/6396761b-6d1f-4a4d-abf1-ffb69dee6995/en-US
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
https://aws.amazon.com/blogs/mt/analyzing-aws-waf-logs-in-amazon-cloudwatch-logs/
https://aws.amazon.com/blogs/security/visualize-aws-waf-logs-with-an-amazon-cloudwatch-dashboard/
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https://docs.aws.amazon.com/config/latest/developerguide/getting-started.html
https://catalog.us-east-1.prod.workshops.aws/workshops/dd2bea89-dc7a-4bda-966a-70b4ff6e90e0/en-US/3-detective-controls-config/1-config-setup
https://aws.amazon.com/blogs/mt/aws-config-rule-development-kit-library-build-and-operate-rules-at-scale/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/tutorial-event-history.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/tutorial-trail.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html
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https://catalog.workshops.aws/security-hub/en-US
https://aws.amazon.com/blogs/security/three-recurring-security-hub-usage-patterns-and-how-to-deploy-them/
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html
https://docs.aws.amazon.com/guardduty/latest/ug/kubernetes-protection.html
https://docs.aws.amazon.com/guardduty/latest/ug/lambda-protection.html
https://docs.aws.amazon.com/guardduty/latest/ug/rds-protection.html
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https://docs.aws.amazon.com/guardduty/latest/ug/s3-protection.html
https://catalog.workshops.aws/guardduty/en-US
https://docs.aws.amazon.com/inspector/latest/user/getting_started_tutorial.html
https://catalog.workshops.aws/inspector/en-US
https://aws.amazon.com/blogs/security/how-to-scan-ec2-amis-using-amazon-inspector/
https://docs.aws.amazon.com/security-lake/latest/userguide/getting-started.html
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https://docs.aws.amazon.com/security-lake/latest/userguide/multi-account-management.html
https://aws.amazon.com/blogs/big-data/ingest-transform-and-deliver-events-published-by-amazon-security-lake-to-amazon-opensearch-service/
https://aws.amazon.com/blogs/security/how-to-visualize-amazon-security-lake-findings-with-amazon-quicksight/
https://docs.aws.amazon.com/detective/latest/userguide/detective-terms-concepts.html
https://docs.aws.amazon.com/detective/latest/userguide/detective-setup.html
https://catalog.workshops.aws/guardduty/en-US
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_tutorials_basic.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/pdfs/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.pdf
https://docs.aws.amazon.com/artifact/latest/ug/getting-started.html
https://docs.aws.amazon.com/artifact/latest/ug/managing-agreements.html
https://aws.amazon.com/blogs/mt/prepare-for-an-audit-in-aws-part-1-aws-audit-manager-aws-config-and-aws-artifact/
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https://docs.aws.amazon.com/audit-manager/latest/userguide/setup-audit-manager.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/tutorial-for-audit-owners.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/tutorial-for-delegates.html
https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-with-control-tower.html
https://aws.amazon.com/blogs/mt/modernizing-account-management-with-amazon-bedrock-and-aws-control-tower/
https://aws.amazon.com/blogs/mt/building-a-well-architected-aws-govcloud-us-environment-with-aws-control-tower/
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https://aws.amazon.com/architecture/?nc2=h_ql_le_arc&cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc&awsf.content-type=content-type%23reference-arch-diagram&awsf.methodology=*all&awsf.tech-category=tech-category%23security-identity-compliance&awsf.industries=*all&awsf.business-category=*all
https://aws.amazon.com/solutions/implementations/security-insights-on-aws/
https://aws.amazon.com/architecture/?nc2=h_ql_le_arc&cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc&awsf.content-type=content-type%23solution&awsf.methodology=*all&awsf.tech-category=tech-category%23security-identity-compliance&awsf.industries=*all&awsf.business-category=*all
https://aws.amazon.com/architecture/?nc2=h_ql_le_arc&cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc&awsf.content-type=content-type%23solution&awsf.methodology=*all&awsf.tech-category=tech-category%23security-identity-compliance&awsf.industries=*all&awsf.business-category=*all
https://aws.amazon.com/architecture/?nc2=h_ql_le_arc&cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc&awsf.content-type=content-type%23whitepaper&awsf.methodology=*all&awsf.tech-category=tech-category%23security-identity-compliance&awsf.industries=*all&awsf.business-category=*all
https://aws.amazon.com/blogs/security/

AWS B9, 47 BF U A M|

AWS Z7 7ol

|

BEM 7|5

CIS EoMd=ol ™ 710|229 &

2|2 Htop{H RSS I|EE 55
S ALY

re:Invent QG0 E

HIC|2 4H[0|E

HH'AA MH|A F7¢

0 |:o
re
rt
oY
_>'._
0ok

AWS Eot QIAEHE T8 &
of cHet HEIH FIHE|R& L
Ct AWS Payment Cryptogra
phy. AWS ldentity and Access
Management 20 CHEt AMH]
A HE7L LM 0|EEIJA&LICH
AWS |IAM Identity Center.

re:Inforce 2024 2| |2 Bi7 E
A2 UEE HIC|ILE ¥O|o|
EM&LICEH

AWS CloudTrail AWS Control
Tower, & F£7}& Z & 35}0

Organizations. M BH¢|E £t
St J2iE g YO|O|ERE

E
LICH X4 S0l Chet 28 At

ot B3|

7tOIE7F ME AM=IR&EL
Ct.

roll CHall A erLIct o] 7tol= 2] 4| o|Eof| CHEr &

=

2024'A 122 30

2024'H 62 25¢

2024 H 62 7

2024'H 3¢ 21

32



A AH|A AMEH AWS A4 710|=

TElE HolRILICh MBE Hoin & Qoiol LIO| 453Hs Z2of

rr

P01 HH

XXXiii



	AWS 보안, 자격 증명 및 거버넌스 서비스 선택
	Table of Contents
	AWS 보안, 자격 증명 및 거버넌스 서비스 선택
	소개
	AWS 보안, 자격 증명 및 거버넌스 서비스 이해
	보안 및 규정 준수는 공동의 책임입니다.
	AWS 도구와 서비스를 결합하여 워크로드를 보호할 수 있습니다.
	AWS 자격 증명 및 액세스 관리 서비스 이해
	AWS 데이터 보호 서비스 이해
	AWS 네트워크 및 애플리케이션 보호 서비스 이해
	AWS 탐지 및 대응 서비스 이해
	AWS 거버넌스 및 규정 준수 서비스 이해


	AWS 보안, 자격 증명 및 거버넌스 기준 고려
	AWS 보안, 자격 증명 및 거버넌스 서비스 선택
	AWS 자격 증명 및 액세스 관리 서비스 선택
	AWS 데이터 보호 서비스 선택
	AWS 네트워크 및 애플리케이션 보호 서비스 선택
	AWS 탐지 및 대응 서비스 선택
	AWS 거버넌스 및 규정 준수 서비스 선택

	AWS 보안, 자격 증명 및 거버넌스 서비스 사용
	AWS ID 및 액세스 관리 서비스 사용
	AWS 데이터 보호 서비스 사용
	AWS 네트워크 및 애플리케이션 보호 서비스 사용
	AWS 탐지 및 대응 서비스 사용
	AWS 거버넌스 및 규정 준수 서비스 사용

	AWS 보안, 자격 증명 및 거버넌스 서비스 살펴보기

	문서 기록
	

