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Data
Protection on AWS

A suite of services
designed to automate and
simplify many security
tasks ranging from key
management and storage
to credential management
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Key management
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AWS Key Management Service (AWS KMS)
Create and control keys used to encrypt or digitally sign your data

AWS CloudHSM

Manage single-tenant hardware security modules (HSMs) on AWS

AWS Certificate Manager

Provision and manage SSL/TLS certificates with AWS services and
connected resources

AWS Private Certificate Authority
Create private certificates to identify resources and protect data

AWS Secrets Manager
Centrally manage the lifecycle of secrets
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Data encryption

TN HE E= XM et 22 01 e OB E 253567 25 AWS KMS = AE 2%,
EI|O|E-{H-||O|_ 2 HA|E MH[A(04: S3, RDS EE= EBS)2F 7125t AH &8 AWS ELICH 22I0|HE
& A5 Hest 3¢ AWS Encryptlon SDK = OEZ|71[0|M Lol HIO|E{E EEIRER TS
St7| ol A &E5te = UeE LE AA ElolEE{ 2/t

o>|'

Secure communications
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Secrets and credentials management
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Compliance and auditing
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Control and flexibility
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Cost considerations
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AWS Certificate Manager
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AWS CloudHSM
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