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Amazon DCV €| E20|P1E SDKEF £iQ17t2?

(® Note
Amazon DCVE 0|Z10i NICE DCVE 224%i& Lt

Amazon DCVE 185 HZACIAZY 0| Z2ZEZEQ/LICH 0|2 S& CtY s LERT ZHAM 2
otRE £ Ho|E ME{MH 2E CIHO|AZ HA oA E L ofZ 2|70l AEZ|YE CHHEHA|
M2%& £ &LICH Amazon EC22 &7 Amazon DCVE A6 2= ElofX o Z 2|7 o|MS
Amazon EC2 QIAEAO|M $Zdo 2 AlEE £ Ql&LICH JH CI2 Ao E XMAFH Z210|ME Al
o2 AER|UE = YO 2 H|&O0| BOo| E= M8 YT AH|0|MHO| ER35HX| t&Lct.

Amazon DCV €| Z2}0|91E SDKE X}All Amazon DCV €l HEtX{ Z2I0|HE o Z2|AH ol 7Het
6}= ol AF2 7158 JavaScript 20|22 EIILICH %5 AF2 Xt o|2{8t ofZ2|7H0|412 At 5o A
& 521 Amazon DCV M|Mof| 485t &3 288 ¢+ Q&LILCE.

Amazon DCV & 22I0|1E SDKE LT =S E AS5tH 7|8X Ax[El ofZ |7 oMt 79|
XHO|7} Qi H2 AT Q048 M5O 2 o{C|ALL CIAZE = oE 2|7 0|M0l| ZA| HMAE = Q)
= XEY Y oiECFHolME 2T = UELICH
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AE5E AFEXF X|H o 222X 22I0|¢E o E2|Fo|ME £ ESHE WS MHEehLCt
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https://docs.aws.amazon.com/dcv/latest/adminguide/what-is-dcv.html
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https://docs.aws.amazon.com/dcv/latest/userguide/client.html#client-features
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Amazon DCV ¥| E2I0|HE SDK A|EHs7|

Ex Fd A2 FEEo] J&LICH
=0

Amazon DCV ¥ E2+0|HE SDKE 7|&# dcv.js It LS
2 I7tol =0 Hi = ElLICH.

= =
£ 1} el2 Amazon DCV EAIO|EOM CIREZEE £ Qe &

Amazon DCV @ Z2}0|HE SDKE Al%tstcdT Ch3 1t 20| stH 2.

1. Amazon DCV ¥ Z2t0|21E SDK ot7to|E = 2HHer GPG MB2Z C|X|E MBELICE ot7}0|
Ho| MBE & lste{™ NICE GPG 7|& 7tx{etof g LICt. o|Z 7 stE2{™ E{Ol'd &2 ¥ NICE
GPG 7|& 7tX&LIct.

$ wget https://dluj6qtbmh3dt5.cloudfront.net/NICE-GPG-KEY

$ gpg --import NICE-GPG-KEY

2. Amazon DCV /AIO|E0{ A Amazon DCV & 22I0|HE SDK 0}70|= & Amazon DCV & 2t
O|P1E SDK ot7}0|2 MHE CIRZE &Lt

3. MHE AF87310{ Amazon DCV ¥ 22}0|Q1E SDK of7to|E 2| MHEE &QlsL|Ct.

$ gpg --verify
signature_filename.zip.sign
archive_filename.zip

IPNE

$ gpg --verify nice-dcv-web-client-sdk-1.8.7-858.zip.sign nice-dcv-web-client-
sdk-1.8.7-858.zip
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4. Mol MEx o= 20IE|E Amazon DCV 2 22}0|2E SDK ofstol=io| Ligg %5
22 CI2E2IS & Mol BHXIZELICH Ol AL

$ unzip
archive_filename.zip
-d /

path_to

/



https://download.nice-dcv.com/webclientsdk.html
https://download.nice-dcv.com/webclientsdk.html
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server_directory
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« Amazon DCV ¥ Ul SDKE A& [, DCVViewer React #4 A& 0| I{7|X|9
EULA.txt & third-party-licenses.txt Tt 0| 2HIC|E & M| URL A20i U2 K2
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CIS FECIYOME AFEX X|H ¢ 2CI0|¢1EE HTML H 0| X|& £H|dt= &8, Amazon DCV A
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o 1EtH|: HTML H|O|X| EH]

o 2CHA|: 21T, ¢
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o HIHA - HTML 212 LAl XI5 MAd

1EtAH: HTML H| 0| X| &H|

OF 5l Amazon DCV ¥ E2}0|E SDK7| HZ&A

Y mlo|X[o| M ER Bt JavaScript 2
E T8 stede fxlol K& id7t U}= <div> HTML

Amazon DCV AMB{OA 28X A
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<!DOCTYPE html>
<html lang="en" style="height: 100%;">

Amazon DCV Mol @185t & BHml i 7t 27| 5
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<head>
<title>DCV first connection</title>
</head>
<body style="height: 100%;">
<div id="root" style="height: 100%;"></div>
<div id="dcv-display"></div>
<script type="module" src="index.js"></script>
</body>
</html>

QLI @1, 4 WA N ZAY TR 27|

O] Mo M= AFRAF Q18 T2 MAE 22 5H= B Amazon DCV MBS 94Z35t= dHed Amazon
DCV MM 2EI=9| 3 Hmf Zle $4l5ts WHE 2o{&LICt

TX{ index. js Tt L0 X Amazon DCV & 22t0[21E SDKE 7tXMELICt ChE 1t 20| UMD(HE =2
£ "ol) ZEZ 7IXE + &L

import "./dcvjs/dcv.js"

OtL|T 1.1.0 HHEE{E= ChS 20| Y mZ|X|0l X ECMAScript ZE(ESM)E 72 & U&
L|Ct.

import dcv from "./dcvjs/dcv.js"

ol

—

0l

ZHA|, o472 ZHA| 2 Amazon DCV AMH{ URLE K& 3st= Ol AF2E 844 E Zo|gtLct.

let auth,
connection,
serverUrl;

Al Amazon DCV ¥ 22t0|¢E SDK HME 245t HO|X| ZEE Al main E+E &

console.log("Using Amazon DCV Web Client SDK version " + dcv.version.versionStr);
document.addEventListener('DOMContentLoaded', main);
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function main () {
console.log("Setting log level to INF0");
dcv.setlLoglLevel(dcv.LogLevel .INFO);

serverUrl = "https://your-dcv-server-url:port/";
console.log("Starting authentication with", serverUrl);

auth = dcv.authenticate(
serverUrl,
{
promptCredentials: onPromptCredentials,
error: onError,
success: onSuccess

);

m
1=
ot

promptCredentials, error, success & Q18 ZEM A M Hol5HoF 5t= E
L|Ct.

Amazon DCV MM xtZd ZHES Q&st= HIAIX|7F EAIZ|M promptCredentials S g4

Amazon DCV MHZRE QM E X1 5 MEBIX|E £AIELICEH Amazon DCV M7} AAE] 215

2 NS ES TME He 20 X7 ZHS MBsHok gLICH Che Z= MZo|ME AL XL 0|F0]
74

o
my_dcv_userO|X & &7} my_password® Jo 2 714 gLICt.

ro
0l

ol

>

{5t error 2 & 4= Amazon DCV MHEEE 27 A E $AI8L|CE

ofl 435 ™ success &8 &= Amazon DCV MMM my_dcv_user AFSAI7F HAAE =
F Mol MM ID(sessionId) & #EH 204 EE(authToken)O| 7 Z&E HHQPS +AIELICH,
FLE oI E connect & HYMOZ SE51 HiHo]| BFEHE X R MlMdol| gLt

orrre
mjo N 0|>|

[o]l]

@ Note
CIE T E oAM= MY_DCV_USERE AI2Xl O|E 22, MY_PASSWORDE ¢35 = HiELICI

function onPromptCredentials(auth, challenge) {
// Let's check if in challege we have a username and password request
if (challengeHasField(challenge, "username") && challengeHasField(challenge,
"password")) {
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auth.sendCredentials({username: MY_DCV_USER, password: MY_PASSWORD})

} else {
// Challenge is requesting something else...

}

function challengeHasField(challenge, field) {

return challenge.requiredCredentials.some(credential => credential.name

function onError(auth, error) {

console.log("Error during the authentication: " + error.message);

// We connect to the first session returned
function onSuccess(auth, result) {
let {sessionId, authToken} = {...result[0]};

connect(sessionId, authToken);
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function connect (sessionId, authToken) {
console.log(sessionId, authToken);

dcv.connect({
url: serverUrl,
sessionId: sessionlId,
authToken: authToken,

divId: "dcv-display",
callbacks: {

firstFrame: () => console.log("First frame received")
}

}) .then(function (conn) {
console.log("Connection established!");
connection= conn;

}).catch(function (error) {

console.log("Connection failed with error " + error.message);

1)

|CF. Amazon DCV MEHOIM & Z|JUE =415t H firstFrame 2
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EI{A: HTML 23921 EAl XIS MAd

>.
>

promptCredentials S8 &7} XMoo 2 $EE|MH challenge 2|7} gHEHEILICH 0

7|0l= Amazon DCV MEHOA RE5t= Xt ZBY stLtol 24|, & 24| s ol sHE ot=
requ1redCredent1als o] ZEELICH ZF Zdxols Q™HE AHH 5HO| 0|2 REE0| =& E
LIC}t challenge & requiredCredentials ZHX|E AF&3t0{ HTML 212 A2 XSS = OHE

= A&LICH
CHE ZE ofXolM= O|& st YHE EoiELICH

let form,
fieldSet;

function submitCredentials (e) {
var credentials = {};
fieldSet.childNodes.forEach(input => credentials[input.id] = input.value);
auth.sendCredentials(credentials);
e.preventDefault();
}

function createlLoginForm () {
var submitButton = document.createElement("button");

submitButton.type = "submit";
submitButton.textContent = "Login";

form = document.createElement("form");
fieldSet = document.createElement("fieldset");

form.onsubmit = submitCredentials;
form.appendChild(fieldSet);
form.appendChild(submitButton);

document.body.appendChild(form);

function addInput (name) {
var type = name === "password" ? "password" : "text";

var inputField = document.createElement("input");
inputField.name = name;

inputField.id = name;

inputField.placeholder = name;

HI{AHTML 230! ZAl XI5 AAd 9
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inputField.type = type;
fieldSet.appendChild(inputField);
}

function onPromptCredentials (_, credentialsChallenge) {
createLoginForm();
credentialsChallenge.requiredCredentials.forEach(challenge =>

addInput(challenge.name));

}

Amazon DCV 7|s2o 2 %El5t 7|

Amazon DCV 7|52| Al 7t5 048 &= Amazon DCV Al|Ad0]| CH8H =AM El M8t 2! Z2H0|HE
X9 7|s0f et EeFEILIC.

I

=gt

O;O

Amazon DCV MMM AISE = 7152 MMof x| dE HEte 2 el Lt &, Amazon DCV
¢l 220|%1E SDKUIM 7|5 & X|HetE A0 M #EIX7F Holgt Hetof et sHE 750l o
St M ATF RIEHE 4= U&LICH RFMIEH LI 2 Amazon DCV #2|AF LM 2] Amazon DCV HEH £

o & HZs5HMIR.

featuresUpdate 2 &< 0|3l

Amazon DCV M|MQ| 7|5 AH8 7ts 0487t A K| Amazon DCV # Z210|21E SDKE ZE2 A
M m X[H8 featuresUpdate S8 B8 ALE 3510 AFS KL AH| L RILICH O Al

featuresUpdate: function (connection, list) {

},
S gt 71840 HEE 7|SE AFE R0l H L EILICH 1ist Ttet0|E= 2XAE Hi{QE0[MH (o
EEl 7|52 O|FEF Z&ELICE ol & S0 MMM 2C|2 &3 7|52 A 7ts 087t HEE 4
<, ote2t0|E{ol= ["audio-in"]BF ZEEILICE LESol MAMol Cist ER12E SAF 2 20{d7| 7|s
Ol AH8 7ts {87} HZEE ZF2 matdlE{ol= ["clipboard-copy", "clipboard-paste"]@t
ZEHEUCH
7|5 YO|o|E AE|

L

featuresUpdate 2% &= stLt 0|42 7|s0 CHEt 70| HAL(UJCH=E HEDF gE{FLICt
o 7|S0| HAEIRA=X| #Ql5tE{H connection.queryFeature HHMEE AI835l04 7|52 #
CISHoF BfLICH B8 Y28 82 F AN EX| 0| Y2 =8 &= JUsLIct Ol HMEE LFHE 7

olr
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https://docs.aws.amazon.com/dcv/latest/adminguide/security-authorization.html
https://docs.aws.amazon.com/dcv/latest/adminguide/security-authorization.html

Amazon DCV 2 Z220|%1E SDK 7Her Rl OFLH A
O| MC[O|E AEHE &Ql5t= PromiseE BHEHEILICH status 22 &4 440 '| O enabled
20| 2 &K= B2(true | false ) 40| S? gLCH U8 |§ 9| status &0l 7 £40| U
£ £ U&LICE 7|52l 7I8-Ho| HALX| g2 d siY 7Is2 HEELICH

CHS {X|olH= Ol &8st WS BEo{ELICt

// Connection callback called
function featuresUpdate (_, 1list) {
if (list.length > @) {
list.forEach((feat) => {
connection.queryFeature(feat).then(status => console.log(feat,
status.enabled)));
1);

"ig ,

}
}

Amazon DCV & Ul SDK AtE

CHE RFECIYS Amazon DCV MO CHall @155, @143+, Amazon DCV 2 Ul SDKO| A
DCVViewer React 7+ @A E HH{Z5I= &Y

7~ 7

X
— -

Pl

« 1EtA: HTML H|O|X| &H]|
« 2CtA|: DCVViewer React 7+ @A 015, 244 &l #HiH2!

« AWS-UI0i| M Cloudscape Design System2 £ 40| 0|

m

INTS e

—

React , ReactDOM, Cloudscape Design Components React, Cloudscape Design
Global Styles, Cloudscape Design Design Tokens& M %|3HoF gL|C}.

$ npm i react react-dom @cloudscape-design/components @cloudscape-design/global-styles
@cloudscape-design/design-tokens

Amazon DCV Web Client SDKT CFREESHOF FLICH O] 4o CHE EhA[E L= Amazon
DCV ¢ 22I0|HE SDK A|ZHE 7| MME & ZSHAMIL.

Amazon DCV & Ul SDK At& 11
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dcv ZE2 Amazon DCV ¥ Ul SDK2| 2|8 E&5M0|E22, 0| ZES 7IXQ 7| &8t Hilg DF%O'loF
gfLict ol & E0{ webpack2 AFE5to1 ¥ A2

g A 8E = &L
const path = require('path');

module.exports = {

//. ..
resolve: {
alias: {
dcv: path.resolve('path', 'to', 'dcv.js'),
1,

HEZIo| E2US AH85tE 72 @rollup /plugin-aliasE Mx|st1 CH21 ZH0| AL E £ Ql&LCH

import alias from 'erollup/plugin-alias’';
const path = require('path');

module.exports = {

/).
plugins: [
alias({
entries: [

{ find: 'dcv', replacement: path.resolve('path', 'to', 'dcv.js') },
]
D)
]
I

1E+AH|: HTML | 0| X| &H]|

2 ™| o|x|of M E<= JavaScript ZES 2 E3H0F 5t Aol 2 7 A7 MIHAE 2Ixlo RE 8
id7t Q& <div> HTML 247t 2{o{ofF &Lt

(IPNE

<!DOCTYPE html>
<html lang="en" style="height: 100%;">
<head>
<title>DCV first connection</title>

TEFA! HTML H0[x| ZH]| 12


https://webpack.js.org/configuration/resolve/#resolvealias
https://www.npmjs.com/package/@rollup/plugin-alias
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</head>
<body style="height: 100%;">
<div id="root" style="height: 100%;"></div>
<script type="module" src="index.js"></script>
</body>
</html>

7 W B

2CHAH|: DCVViewer React A4

>
o
Ol

HFed  Amazon DCV MHE 485t

o H|H,
£ EoiELIcH

0%
IE

Ol MMOMHE AFHEXI 18 Z2ZMAE &2 5
DCVViewer React 7+ @A E #HHAS= &

IE rr

o

MX{ index.js I+ A React, ReactDOM ! X&' 2| App 713 LA E 7HK{SLICtH

import React from "react";
import ReactDOM from 'react-dom';
import App from './App';

(0)

20| x| & ¢ HE|o|H ==& BIHZELICH

H

ReactDOM. rendexr(
<React.StrictMode>
<App />
</React.StrictMode>,
document.getElementById("root")
)i

App.js TZtL0IA Amazon DCV & Z220|21E SDKE ESM 2 EZ 71X 21, Amazon DCV € UI
SDKO{|AM DCVViewer React 744 2 42 React & Cloudscape Design Global Styles I{7|X|
E 7tXMSLch

import React from "react";

import dcv from "dcv";

import "@cloudscape-design/global-styles/index.css";
import {DCVViewer} from "./dcv-ui/dcv-ui.js";

CH=2 2 Amazon DCV AMBHoi| CH3H Q1B & s=&3st11, 215 0| 8322 0|F04Z%l B Amazon DCV
¢l Ul SDKO{lA DCVViewer React 1A @A E HHAGHE WS HoiF = o M ULCt.

const LOG_LEVEL = dcv.LoglLevel.INFO;
const SERVER_URL = "https://your-dcv-server-url:port/";

2EHAl: DCVViewer React +4 24 215, o34 2 {3 13
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const BASE_URL = "/static/js/dcvjs";

let auth;

function App() {
const [authenticated, setAuthenticated] React.useState(false);
const [sessionId, setSessionId] = React.useState('');
const [authToken, setAuthToken] = React.useState('');
const [credentials, setCredentials] = React.useState({});

const onSuccess = (_, result) => {
var { sessionId, authToken } = { ...result[0Q] };

console.log("Authentication successful.");

setSessionId(sessionld);
setAuthToken(authToken);
setAuthenticated(true);
setCredentials({});

const onPromptCredentials = (_, credentialsChallenge) => {
let requestedCredentials = {};

credentialsChallenge.requiredCredentials.forEach(challenge =>
requestedCredentials[challenge.name] = "");
setCredentials(requestedCredentials);

const authenticate = () => {
dcv.setlLoglLevel (LOG_LEVEL);

auth = dcv.authenticate(
SERVER_URL,
{
promptCredentials: onPromptCredentials,
error: onError,
success: onSuccess

}
);
}
const updateCredentials = (e) => {
const { name, value } = e.target;
2EHA|: DCVViewer React 4 24 915, 44 4l #HE 14
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setCredentials({
...credentials,
[name]: value

1)

const submitCredentials = (e) => {
auth.sendCredentials(credentials);
e.preventDefault();

React.useEffect(() => {
if (lauthenticated) {
authenticate();

}
}, [authenticated]);

const handleDisconnect = (reason) => {
console.log("Disconnected: " + reason.message + " (code: " + reason.code + ")");
auth.retry();
setAuthenticated(false);

}
return (
authenticated ?
<DCVViewer
dev={{
sessionId: sessionlId,
authToken: authToken,
serverUrl: SERVER_URL,
baseUrl: BASE_URL,
onDisconnect: handleDisconnect,
logLevel: LOG_LEVEL
1}
uiConfig={{
toolbar: {
visible: true,
fullscreenButton: true,
multimonitorButton: true,
I
1}
/>
<div
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style={{
height: window.innerHeight,
backgroundColor: "#373737",
display: 'flex',
alignItems: 'center',
justifyContent: 'center',

1}

<form>
<fieldset>
{Object.keys(credentials).map((cred) => (
<input
key={cred}
name={cred}
placeholder={cred}
type={cred === "password" ? "password" : "text"}
onChange={updateCredentials}
value={credentials[cred]}
/>
))}
</fieldset>
<button
type="submit"
onClick={submitCredentials}

Login
</button>
</form>
</div>

);

const onError = (_, error) => {
console.log("Error during the authentication: " + error.message);

export default App;
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