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$ brew install swagger-codegen

. JlEt BHE
$ git clone https://github.com/swagger-api/swagger-codegen --branch 3.0.0

$ cd swagger-codegen
3. API Z2Zt0|HEE HdefLCt.

* macOS

$ swagger-codegen generate -i /path_to/yaml_file -1 language -o $output_folder

- 7Bt ESE

$ mvn clean package

$ java -jar modules/swagger-codegen-cli/target/swagger-codegen-cli.jar generate -
i /path_to/yaml_file -1 language -o output_folder

O] EZoi| HMASEAH EHZ7{0i| SE3H0F B LICE register-api-clientE At&35t04 E2+0|1E APIE
SEgc.

Zeto|MEof CiEt 2ct0|AE IDSF Z20|ME 257t gis B9 E=7{ #Elxtol| A & sHok gL
Ct.

3EHA|: HMA EE THMH27| L API 2F

ol oMz HMA EEES HYEete HHE SLiE CHE, 712 API 2EHE sdsis YHS
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0| ofl0flA= DescribeSessions APIE AI235l04 O| &g &gt S Arm{FLCtH
Example

HX{ o ZZ(AH 0| Mo HRFH ZDHE 7tx{etof ELCH.
ZE $H3(__PROTOCOL_HOST_PORT)E E & sto{ E2
_|

5 E ID(__CLIENT_ID), £2}0|
(__CLIENT_SECRET) & EZ7{ URLO]| CHEF A8 4

a Fo|ed
o QighLICt.

m

Ct
o}

=

}ol- l]IO

—

CISo 2 ZCI0|ME At 3HE MM5t= & (build_client_credentials)E BtEL

Ct. 2EI0|ME X4 B3PS d5te{™ HXA| 22I0|¢ME IDQ ZEI0|HE Y& ddstn 22
(client_ID:client_password)2E {2 7 &8 Otg | ALY S Base64 FAICE 1A LN
of &ct.

import swagger_client

import baseb4

import requests

import json

from swagger_client.models.describe_sessions_request_data import
DescribeSessionsRequestData

from swagger_client.models.key_value_pair import KeyValuePair

from swagger_client.models.delete_session_request_data import DeleteSessionRequestData

from swagger_client.models.update_session_permissions_request_data import
UpdateSessionPermissionsRequestData

from swagger_client.models.create_session_request_data import CreateSessionRequestData

_ CLIENT_ID = '794b2dbb-bd82-4707-a2f7-f3d9899cb386"
_ CLIENT_SECRET = 'MzcxNzJhN2UtYjEzNS@QOMjNjLTg2N2YtMjF1ZmR1ZWNjMDU1"
_ PROTOCOL_HOST_PORT = 'https://<broker-hostname>:8443"'

def build_client_credentials():

client_credentials = '{client_id}:{client_secret}'.format(client_id=__ CLIENT_ID,
client_secret=__ CLIENT_SECRET)

return base64.b64encode(client_credentials.encode('utf-8')).decode('utf-8')

O|X| 2EI0|ME X4 ZHO| HE LRSS E 0| AHE5t0d EEFH0| HMA EEE QFE = U

&LICt O|Z 7| 5t2d™ get_access_token &+2 BHELICE. https://Broker_IP:8443/

oauth2/token?grant_type=client_credentialsOil CH3H POSTE 2 £ &35t BasicR Z QI
ASE S2Io|ME X4 5H L application/x-www-form-urlencoded 28X RS 25
= H$t 204 SIC{E FNSsHofF &Lct.
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def get_access_token():
client_credentials = build_client_credentials()
headers = {

'Authorization': 'Basic {}'.format(client_credentials),
'Content-Type': 'application/x-www-form-urlencoded'
}
endpoint = __PROTOCOL_HOST_PORT + '/oauth2/token?grant_type=client_credentials'

print('Calling', endpoint, 'using headers', headers)
res = requests.post(endpoint, headers=headers, verify=True)
if res.status_code != 200:

print('Cannot get access token:', res.text)

return None
access_token = json.loads(res.text)['access_token']
print('Access token is', access_token)
return access_token

O|X| 22t0|HE APIE QIARASISHE= Ol 2R & -8 BHELICH Z2I0[HE APIE QIARASHS
2™ Z2I0|HE #8I LY A E FIHE K|35l oF & LICH O] get_client_configura tlon
g BEEHOIPFA Y ZE EE7 HERIZERE 2Rfo{of 5t= EE27HO| AHd| MB 15 M &3

A E MMHELICH O] set_request_headers &+ Z2I0|ME X3 5H 4
HMA EZO| T E 2F 3l A E BHsLCt.

def get_client_configuration():
configuration = swagger_client.Configuration()
configuration.host = __ PROTOCOL_HOST_PORT
configuration.verify_ssl = True
# configuration.ssl_ca_cert = cert_file.pem
return configuration

def set_request_headers(api_client):
access_token = get_access_token()
api_client.set_default_header(header_name='Authorization',
header_value='Bearer {}'.format(access_token))

def get_sessions_api():
api_instance =
swagger_client.SessionsApi(swagger_client.ApiClient(get_client_configuration()))
set_request_headers(api_instance.api_client)
return api_instance

3EHA|: HMA EZ M7 L API 2F 8
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OFX|Z 2 Z DescribeSessions APIE 2HAMo 2 S &S 7|&2 HAHEE CHELICH RIAIEH LIS
DescribeSessions AME 2 X SHM2.

def describe_sessions(session_ids=None, next_token=None, tags=None, owner=None):
filters = list()
if tags:
for tag in tags:
filter_key_value_pair = KeyValuePair(key='tag:' + tag['Key'],
value=tag['Value'])
filters.append(filter_key_value_pair)
if owner:
filter_key_value_pair = KeyValuePair(key='owner', value=owner)
filters.append(filter_key_value_pair)

request = DescribeSessionsRequestData(session_ids=session_ids, filters=filters,
next_token=next_token)

print('Describe Sessions Request:', request)

api_instance = get_sessions_api()

api_response = api_instance.describe_sessions(body=request)

print('Describe Sessions Response', api_response)

def main():
describe_sessions(
session_ids=['SessionId1895', 'SessionIdl1897'],
owner='an owner 1890',
tags=[{'Key': 'ram', 'Value': '4gb'}])

3EHA|: HMA EZ M7 L API 2F 9
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* CloseServers

* CreateSessions
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* DeleteSessions
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* GetSessionScreenshots

» OpenServers

» UpdateSessionPermissions

CloseServers
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MEXOZ EZE Amazon DCV ME{of CHEt MEIL|C} o] o|o|E| +=ol= ct2n 2
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ServerId
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UnsuccessfullList
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ServerId

E =28 £ 9= Amazon DCV MH{ Q| IDQLICE.

LYEE ZA meto|e Lt
FailureCode
Aol I = LCt.

FailureReason

>

mj ol|&

of| K|

Python

2%

Ct2 Mol = 5 702l Amazon DCV ME{(serverIdl & serverId2)E& Z=2&LICH
serverId2 AMH7t EXHSIX| etot @7/ 7t Lr-ghLCt.

from swagger_client.models import CloseServerRequestData

def get_servers_api():
api_instance =
swagger_client.ServersApi(swagger_client.ApiClient(get_client_configuration()))
set_request_headers(api_instance.api_client)
return api_instance

def close_servers(server_ids):
request = [CloseServerRequestData(server_id=server_id) for server_id in
server_ids]
print('Close Servers Request:',6 request)
api_instance get_servers_api()
api_response api_instance.close_servers(body=request)
print('Close Servers Response:', api_response)
open_servers(server_ids)

def main():

o[ Al



Amazon DCV MlM 2|t

JHeER 7Hol=

close_servers(["serverIdl", "serverId2"])

{
"RequestId": "4d7839b2-a@3c-4b34-a40d-06c8b21099e6",
"SuccessfullList": [
{
"ServerId": "serverIdl"
}
1,
"UnsuccessfullList": [
{
"OpenServerRequestData": {
"ServerId": "serverId2"
1,
"FailureCode": "DCV_SERVER_NOT_FOUND",
"FailureReason": "Dcv server not found."
}
]
}
CreateSessions
XHE ME HEZ2 A Amazon DCV M4 MA4shL|Ct.
API ¢S
- Q7 utetolE
- SH uetolE
« OfA

A metolH
Name

Mi49| o|F L.

CreateSessions
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DcvGlEnabled

7H& MM0| StER0] 7|8 OpenGLE AIESHES FHEIREX| iR E LIEFRLICE 7HA AlMo
MBF x| EL|Ct o] mi2tO|E{& Windows Amazon DCV MHO|ME X|&E| K| et &LCt.

Q& Zk: truelfalse

PermissionsFile
T8t It Qo] Base64 Z QAT E LS QLICH MEFer 32 M Z[&27f0] 7|8 A™EE L XHMEt
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State
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Python
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from swagger_client.models.create_session_request_data import

CreateSessionRequestData
swagger_client.SessionsApi(swagger_client.ApiClient(get_client_configuration()))

def get_sessions_api():
api_instance =
set_request_headers(api_instance.api_client)

return api_instance
list()

def create_sessions(sessions_to_create):
for name, owner, session_type, init_file_path, autorun_file,

create_sessions_request
autorun_file_arguments, max_concurrent_clients,\
dcv_gl_enabled, permissions_file, requirements, storage_root in

CreateSessionRequestData(
name=name, owner=owner, type=session_type,

sessions_to_create:
a_request =
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init_file_path=init_file_path, autorun_file=autorun_file,
autorun_file_arguments=autorun_file_arguments,
max_concurrent_clients=max_concurrent_clients,
dcv_gl_enabled=dcv_gl_enabled, permissions_file=permissions_file,
requirements=requirements, storage_root=storage_root)
create_sessions_request.append(a_request)

api_instance = get_sessions_api()

print('Create Sessions Request:', create_sessions_request)

api_response = api_instance.create_sessions(body=create_sessions_request)

print('Create Sessions Response:', api_response)
def main():

create_sessions([

('sessionl', 'userl', 'CONSOLE', None, None, None, 1, None, '/dcv/
permissions.file', "tag:os = 'windows' and server:Host.Memory.TotalBytes > 1024", "/
storage/root"),

('session2', 'userl', 'VIRTUAL', None, 'myapp.sh', None, 1, False, None, "tag:os

= '"linux'", None),

('session3', 'userl', 'VIRTUAL', '/dcv/script.sh', 'myapp.sh', ['argumentl',

'argument2'], 1, False, None, "tag:os = 'linux'", None),
ip)
84
CtE2 &3 MELIct

"RequestId": "e32d0b83-25f7-41e7-8c8b-e89326ecc87f",

"SuccessfullList": [

{

}I

"Id": "78b45deb-1163-46b1-879b-7d8fcbe9d9d6",
"Name": "sessionl",

"Owner": "userl",

"Type": "CONSOLE",

"State": "CREATING"

"Id": " a@c743c4-9ff7-43ce-bl3f-0c4d55a268dd",
"Name": "session2",

"Owner": "userl",

"Type": "VIRTUAL",

"State": "CREATING"
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{
"Id":
"Name"':
"Owner":
"Type":
"State":

}

1,

"UnsuccessfullList":

]

}
DescribeServers

"session3",
"userl",

"VIRTUAL",
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L

5tL} O|AF9| Amazon DCV ME{E AdQEshL|Ct.

=

"
0 2

oo [k

ul2}0|E

oozt

ul2}0|E

)
o
==
2

oA ulzto|E]

ServerIds

L= 057 ofL
NextToken

ZAn

K. A

T4

g5 0{F: otLR

to| ChE ' HO|XIE 7tx27] £

" 10311636-df90-4cdl-bcf7-474e9675b7cd",

2E M7t H 0| x| OH

DescribeServers

21



Amazon DCV A4 22| R} XL 7Hol=

MaxResults

H O|X|7t DH7AZ! £3i2| @™o BtetE|= Zdutel =|o] ~lLICt. O]
H2 NextToken 85 242 &7 B HO|X|ofMH X|HEl 2| AntEk Btetef|ct. HHEtEl
=

= =
NextToken g{I} E7H CIE HE ELHH X7| 2o LIHX| A0t E &olg = A&Lch

o

E 'H2: 1~1,000

30

7|24t 1000

0%
02

A
e

Amazon DCV Aol CHet HE QlL|Ct o] Cl|o|E| FFZollE ChE2n 242 SHE S metolE7t
ZEELICH

Id

Amazon DCV AHe| 1 IDQIL|C}.
Ip

Amazon DCV MEQ| IP A lL|C}.

Hostname

Amazon DCV MH2| SAE O|&L|Ct.

Endpoints

Amazon DCV A = ZQIEof CHet MEQlL|Ct o Clo|E| 2 ZXolle Ci2n 242 FHE 8
H metole 7t = g

IpAddress

MHA=ZQIEQ| P FALICE

S metolE 22



Amazon DCV A4 22| R} XL 7Hol=

Port

MH ez olEo| LEQILICY,

Protocol

MHAEZQIET A5t ZEEZQLIC 7tSEt 2t

« HTTP - AIEZQIEJ} WebSocket(TCP) Z2EZE AFEEtLICH.

- QUIC-QE=EZQIETJI QUIC(UDP) Z2EZ2 AIE
WebUrlPath

el
C
1
I

MH A=EEZQIES| ¥ URL B2 QLICH HTTP Z2EZ0iBF AIE & £~ l&LLC}.
Version

Amazon DCV Aol A lL|C}.

SessionManagerAgentVersion

Amazon DCV ME{0{| A A~ T|= MM 22Xt of O] E BT ILICH.
Availability

Amazon DCV MH2| 7t MdelL|ct. 7ts¢8t gt ctSat Z4r&Lch
= o H

o
« AVAILABLE - MHHE At2E
« UNAVAILABLE - MHHE A& £+ QioH A

N
tn

|RA&LICH

UnavailabilityReason

2N
=
« SERVER_FULL - Amazon DCV MH{7} A&isr £~ s Z[CH SA| MM £of EE &S LICEH

« SERVER_CLOSED - CloseServer APIZ Al€3t04 Amazon DCV MHHE AF2E £ QA I
&LCt.

» UNREACHABLE_AGENT - M|M 2t2|XF E2 747} Amazon DCV AME{2| MM 2 E|X} o O|HE

o SAE & glgLch

- UNHEALTHY_DCV_SERVER - |44 Zt2|X} 0f| 0| E 7} Amazon DCV M9} S Al 4 ¢f
Ct.

o>

L

« EXISTING_LOGGED_IN_USER - (Windows Amazon DCV A2t i) AL X7} $A1 RDP
£ AM&35t04 Amazon DCV Aol 2391 |0] )& LCt.

« UNKNOWN - MM ZH2[XF EZ27{7} O|RE &g &= giaLCh

S metolE



Amazon DCV A4 22| R} XL 7Hol=
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from swagger_client.models.describe_servers_request_data import
DescribeServersRequestData

def get_servers_api():
api_instance =
swagger_client.ServersApi(swagger_client.ApiClient(get_client_configuration()))
set_request_headers(api_instance.api_client)
return api_instance

def describe_servers(server_ids=None, next_token=None, max_results=None):
request = DescribeServersRequestData(server_ids=server_ids,
next_token=next_token, max_results=max_results)
print('Describe Servers Request:', request)
api_instance = get_servers_api()
api_response = api_instance.describe_servers(body=request)
print('Describe Servers Response', api_response)

def main():
describe_servers(max_results=2)

0l0
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"RequestId": "request-id-123",
"Servers": [
{

"Id": "ServerIdl23",
Ao IRET O (R W 177 L
"Hostname": '"node@0@1",
"DefaultDnsName": "node001",
"Endpoints": [

{
"IpAddress": "x.x.x.x",
"Port": 8443,
"WebUrlPath": "/",
"Protocol": "HTTP"

}

1,

"Version": "2021.0.10000",
"SessionManagerAgentVersion": "2021.0.300",
"Availability": "UNAVAILABLE",
"UnavailabilityReason": "SERVER_FULL",
"ConsoleSessionCount": 1,
"VirtualSessionCount": 0,

"Host": {
IIOSII: {
"Family": "windows",
"Name": "Windows Server 2016 Datacenter",

"Version": "10.0.14393",
"BuildNumber": "14393"

.

"Memory": {
"TotalBytes": 8795672576,
"UsedBytes": 1743886336

.

"Swap": {
"TotalBytes": 0,
"UsedBytes": 0

.

"Aws": {

"Region": "us-west-2b",
"EC2InstanceType": "t2.large",
"EC2InstanceId": "i-123456789",
"EC2ImageId": "ami-12345678987654321"
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iy

"Cpulnfo": {
"Vendor": "GenuineIntel",
"Architecture": "x86_64",
"NumberOfCpus": 2,
"PhysicalCoresPerCpu": 3

.

"ModelName": "Intel(R) Xeon(R) CPU E5-2676 v3 @ 2.40GHz",

"CpuLoadAverage": {

"OneMinute": 0.04853546,

"FiveMinutes": 0.21060601,
"FifteenMinutes": 0.18792416

},
"Gpus": [1,
"LoggedInUsers": [
{
"Username": "Administrator"
}
]
I
"Tags": [
{
"Key": "color",
"Value": "pink"
},
{
"Key": "dcv:os-family",
"Value": "windows"
},
{
"Key": "size",
"Value": "small"
},
{
"Key": "dcv:max-virtual-sessions",
"Value": "OQ"
}
]
"Id": "server-id-12456897",
"Ip": "1.1.1.145",
"Hostname": "node@02",

"DefaultDnsName": "node@02",

of| Al
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"Endpoints": [

{
"IpAddress":
"Port": 8443,
"WebUrlPath":
"Protocol":

},

{
"IpAddress":
"Port": 8443,
"Protocol":

}

]I

"X.X.X0X",

"/" ’

"HTTP"

"X.X.X0X",

IIQUICII

"Version": "2021.0.10000",
"SessionManagerAgentVersion": "2021.0.0",
"Availability": "AVAILABLE",
"ConsoleSessionCount": 0O,
"VirtualSessionCount": 5,

"Host": {
"0s": {
"Family": "linux",
"Name": "Amazon Linux",
"Version": "2",
"KernelVersion": "4.14.203-156.332.amzn2.x86_64"
},
"Memory": {
"TotalBytes": 32144048128,
"UsedBytes'": 2184925184
},
"Swap": {
"TotalBytes": 0,
"UsedBytes": 0
},
"Aws": {
"Region": "us-west-2a",
"EC2InstanceType": "g3s.xlarge",
"EC2InstanceId": "i-123456789",
"EC2ImageId": "ami-12345678987654321"
},
"Cpulnfo": {
"Vendor": "GenuineIntel",
"ModelName": "Intel(R) Xeon(R) CPU E5-2686 v4 @ 2.30GHz",

"Architecture": "x86_64",
"NumberOfCpus": 4,

of| Al
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"PhysicalCoresPerCpu": 2
I
"CpuLoadAverage": {
"OneMinute": 2.24,
"FiveMinutes": 0.97,
"FifteenMinutes": 0.74

},
"Gpus": [
{
"Vendor": "NVIDIA Corporation",
"ModelName": "GM204GL [Tesla M60O]"
}
1,
"LoggedInUsers": [
{
"Username" : "user45687"
},
{
"Username" : "user789"
}
]
I
"Tags": [
{
"Key": "size",
"Value": "big"
},
{
"Key": "dcv:os-family",
"Value": "linux"
},
{
"Key": "dcv:max-virtual-sessions",
"Value": "10"
},
{
"Key": "color",
"Value": "blue"
}
]
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from swagger_client.models.describe_sessions_request_data import
DescribeSessionsRequestData
from swagger_client.models.key_value_pair import KeyValuePair

def get_sessions_api():
api_instance =
swagger_client.SessionsApi(swagger_client.ApiClient(get_client_configuration()))
set_request_headers(api_instance.api_client)
return api_instance
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def describe_sessions(session_ids=None, next_token=None, tags=None, owner=None):
filters = list()
if tags:
for tag in tags:
filter_key_value_pair = KeyValuePair(key='tag:' + tag['Key'],
value=tag['Value'])
filters.append(filter_key_value_pair)
if owner:
filter_key_value_pair = KeyValuePair(key='owner', value=owner)
filters.append(filter_key_value_pair)

request = DescribeSessionsRequestData(session_ids=session_ids, filters=filters,
next_token=next_token)

print('Describe Sessions Request:', request)

api_instance = get_sessions_api()

api_response = api_instance.describe_sessions(body=request)

print('Describe Sessions Response', api_response)

def main():
describe_sessions(
owner='userl',
tags=[{'Key': 'os', 'Value': 'windows'}])

{
"Sessions": [
{
"Id": "SessionId1897",
"Name": "a session name",
"Owner": "an owner 1890",

"Server": {

"Ip": "1.1.1.123",

"Hostname": "server hostname",

"Port": "1222",

"Endpoints": [

{

"IpAddress": "x.x.x.x",
"Port": 8443,
"WebUrlPath": "/",
"Protocol": "HTTP"
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},
{
"IpAddress": "x.x.x.x",
"Port": 9443,
"WebUrlPath": "/",
"Protocol": "HTTP"
},
{
"IpAddress": "x.x.x.x",
"Port": 8443,
"WebUrlPath": "",
"Protocol": "QUIC"
}
1,
"Tags": [
{
"Key": "os",
"Value": "windows"
},
{
"Key": "ram",
"Value": "4gb"
}
]

},

"Type": "VIRTUAL",

"State": "READY",

"CreationTime": "2020-10-06T10:15:31.633Z2",
"LastDisconnectionTime": "2020-10-06T10:15:31
"NumOfConnections": 2,

"StorageRoot" "/storage/root"

"Id": "SessionId1895",
"Name": "a session name",
"Owner": "an owner 1890",
"Server": {
"Ip": "1.1.1.123",
"Hostname": "server hostname",
"Port": "1222",
"Endpoints": [
{
"IpAddress": "x.x.x.x",
"Port": 8443,

.6337",
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1,

"Tags":

}I

"WebUrlPath": "/",
"Protocol": "HTTP"

"IpAddress": "x.x.x.x",
"Port": 9443,
"WebUrlPath": "/",
"Protocol": "HTTP"

"IpAddress": "x.x.x.x",
"Port": 8443,
"WebUrlPath": "",

"Protocol": "QUIC"

"Key": "os",

"Value": "windows"

"Key": "ram",
"Value": "4gb"

"Type": "VIRTUAL",

"State": "DELETING",

"CreationTime": "2020-10-06T10:15:31.633Z2",
"LastDisconnectionTime": "2020-10-06T10:15:31.633Z7",
"NumOfConnections": 2,

"StorageRoot" : "/storage/root"

DeleteSessions
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DeleteSessions
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State

MNMo| dB3XMo = AMK|E A0 o ghetEIL|CH MAMo| $A] AE E LIEFHLICH @30l M2X™o
2 2=C|™ MMO| DELETING &fEH=Z TBtELICE MMo| AXEleE o E & Bk 42 = USL
Ct. MM0| AKX =] AEH7F DELETINGOI A DELETEDZ T &HE L|LC}.

FailureReason

U NS AT 4 gl BR0T HHEHEILICH MM ARE 4 9 OlR S LiEbLICH

of| Al

Python
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CHE WA= = 7He| MM, & user10| &R SessionId123 IDQ| MM} user997t AR 8t
SessionIdabc IDQ| MME AFK|EFLICE

from swagger_client.models.delete_session_request_data import
DeleteSessionRequestData

def get_sessions_api():
api_instance =
swagger_client.SessionsApi(swagger_client.ApiClient(get_client_configuration()))
set_request_headers(api_instance.api_client)
return api_instance

def delete_sessions(sessions_to_delete, force=False):
delete_sessions_request = list()
for session_id, owner in sessions_to_delete:
a_request = DeleteSessionRequestData(session_id=session_id, owner=owner,
force=force)
delete_sessions_request.append(a_request)

print('Delete Sessions Request:', delete_sessions_request)

api_instance = get_sessions_api()

api_response = api_instance.delete_sessions(body=delete_sessions_request)
print('Delete Sessions Response', api_response)

def main():
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delete_sessions([('SessionIdl123', 'an owner userl'), ('SessionIdabc’',

'user99')])
ort
[« —|
CIS2 &3 MEQLICE SessionIdl1232 3 ™Mo 2 AN EIAX|B SessionIdabece ATAE
= A&LcH
HA =H .

{
"RequestId": "10311636-df90-4cdl-bcf7-474e9675b7cd",
"Successfullist": [
{
"SessionId": "SessionIdl123",
"State": "DELETING"
}
1,
"Unsuccessfullist": [
{
"SessionId": "SessionIdabc",
"FailureReason": "The requested dcvSession does not exist"
}
]
}

GetSessionConnectionData
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dev://{Ip}:{Port}{WebUrlPath}?authToken={ConnectionToken}#{SessionId}.

(® Note

Amazon EC2E AI235tE B2 IP FAE HEZ! IP £A0{0F L|Ct FAJ0l A HO|EL0| F
0l Amazon DCV EAE 7} ®l= 732 SessionConnectionData APIO|A{ BH&tE|= FA CHAL A|
O|EF|o| FAE XIHFNIL.

of|

Python

(X
CHS oMol M= AF2KF O|E20| user1®! AF2X}QL ID7F sessionId12345Q1 MAdo| o4 HEE
7tX{SL|C}.

def get_session_connection_api():
api_instance =
swagger_client.GetSessionConnectionDataApi(swagger_client.ApiClient(get_client_configuratic
set_request_headers(api_instance.api_client)
return api_instance

def get_url_to_connect(api_response):
ip_address = api_response.session.server.ip
port = api_response.session.server.port
web_url_path = api_response.session.server.web_url_path
connection_token = api_response.connection_token
session_id = api_response.session.id
url = f'https://{ip_address}:{port}{web_url_path}?
authToken={connection_token}#{session_id}"
return url

def get_session_connection_data(session_id, user):
api_response =
get_session_connection_api().get_session_connection_data(session_id=session_id,
user=user)
url_to_connect = get_url_to_connect(api_response)
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print('Get Session Connection Data Response:', api_response)

print('URL to connect: ', url_to_connect)

def main():

get_session_connection_data('sessionId12345"',

"Session": {
"Id": "sessionIdl12345",
"Name": "a session name",
"Owner": "an owner 1890",
"Server": {
"Ip": "1.1.1.123",
"Hostname": "server hostname",
"Port": "1222",
"endpoints": [

{
"port": 8443,
"web_url_path": "/",
"protocol": "HTTP"
1,
{
"port": 9443,
"web_url_path": "/",
"protocol": "HTTP"
I
{
"port": 8443,
"web_url_path": "",
"protocol": "QUIC"
}
1,
"WebUrlPath": "/path",
"Tags": [
{
"Key": "os",
"Value": "windows"
I
{

'userl')
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IlKeyll: Ilramll’
"Value": "4gb"

},
"Type": "VIRTUAL",
"State": "UNKNOWN",
"CreationTime": "2020-10-06T10:15:31.633Z",
"LastDisconnectionTime": "2020-10-06T10:15:31.633Z7",
"NumOfConnections": 2

},

"ConnectionToken":

"EXAMPLEiOiJmOWM1YTRhZi1jZmUOLTQOZjEtYjZ10C04ZjYQYjM4ZTE2ZDkilLCJ0eXAi01JKV1QiLCIhbGci01iJSUz
tngikXevUxhhJvm3BPJIYRsONPE4GCIRTc13EXAMPLEIXNEPPh5IMcVmROFULIWKPNIy4ypPTp3rsZ7YWjCTSTs1GoN3R_

Kqtpd5GH@D-E8FwsedV-

Q2bRQ4y9y1qOMgFU4QjaSMypUuYROYjkCaoainjmEZewsA33fG4OWATrBvoivBiNWdNpy tHX2CDOuk_k@k_DWeZ jMvvS

h_GaMgHmltqBIA4jdPD7i0CmC2e7413KFy-

EQ4Ej1cM7RjLwhFuWpKWAVIxogJjYpfoKKaPo4Kxv1jIIPYhkscklINQpe2W5rnlxCq7sC7ptcGwl7DUobP7egRvOH37

hK1G4G8erHv19HITTRI_c884fNrTCC8DvCO62e4KYdLKkAhhImboN9CAGIGFyd2c1AY_CzzvDLOEXAMLE"
}

GetSessionScreenshots
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GetSesionScreenshotRequestData
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CtS oMol MHE =i L{H|7F 80022 M &1 X|CH =0|7t 60022 MHE 271 MM
(sessionIdl & sessionId2)0iM A3 EIXE 7HX{ZLICH sessionId2 M40 EXHSHX| eiot

QF 7t dhdgfLct

from swagger_client.models.describe_servers_request_data import
GetSessionScreenshotRequestData

def get_sessions_api():
api_instance =
swagger_client.ServersApi(swagger_client.ApiClient(get_client_configuration()))
set_request_headers(api_instance.api_client)
return api_instance

def get_session_screenshots(session_ids, max_width=None, max_height=None):
request = [GetSessionScreenshotRequestData(session_id=session_id,
max_width=max_width, max_height=max_height) for session_id in session_ids]
print('Get Session Screenshots Request:', request)
api_instance = get_sessions_api()
api_response = api_instance.get_session_screenshots(body=request)
print('Get Session Screenshots Response:', api_response)
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def main():

get_session_screenshots(["sessionIdl", "sessionId2"]), 800, 600)

{
"RequestId": "542735ef-f6ab-47d8-90e5-23df31d8d166",
"Successfullist": [
{
"SessionScreenshot": {
"SessionId": "sessionIdl",
"Images": [
{
"Format": "png",
"Data": "iVBORw@KGgoAAAANSUhEUgAAAEXAMPLE",
"CreationTime": "2021-03-30T15:47:06.8227",
"Primary": true
}
]
}
}
1,
"UnsuccessfullList": [
{
"GetSessionScreenshotRequestData": {
"SessionId": "sessionId2"
1,
"FailureReason": "Dcv session not found."
}
]
}
OpenServers
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FailureCode

Am 2= Lot

FailureReason

Anj ol

IpS|

Python

2%

CIS Mol E 5 72l Amazon DCV ME(serverIdl & serverId2)E LCt.

from swagger_client.models import OpenServerRequestData

def get_servers_api():
api_instance =
swagger_client.ServersApi(swagger_client.ApiClient(get_client_configuration()))
set_request_headers(api_instance.api_client)
return api_instance

def open_servers(server_ids):
request = [OpenServerRequestData(server_id=server_id) for server_id in
server_ids]
print('Open Servers Request:', request)
api_instance = get_servers_api()
api_response = api_instance.open_servers(body=request)
print('Open Servers Response:', api_response)

def main():
open_servers(["serverIdl", "serverId2"])

"RequestId": "1e64830f-0a27-41bf-8147-0f3411791b64",
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"SuccessfullList": [

{
"ServerId": "serverIdl"
}
1,
"Unsuccessfullist": [
{
"OpenServerRequestData": {
"ServerId": "serverId2"
I
"FailureCode": "DCV_SERVER_NOT_FOUND",
"FailureReason": "Dcv server not found."
}
]

UpdateSessionPermissions
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L+ &5 {8 0f
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Python
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from swagger_client.models.update_session_permissions_request_data import

UpdateSessionPermissionsRequestData

def get_session_permissions_api():

api_instance =
swagger_client.SessionPermissionsApi(swagger_client.ApiClient(get_client_configuration()))

set_request_headers(api_instance.api_client)

return api_instancedef
update_session_permissions(session_permissions_to_update):

update_session_permissions_request = list()
for session_id, owner, permissions_base64_encoded in

session_permissions_to_update:
a_request = UpdateSessionPermissionsRequestData(

session_id=session_id, owner=owner,
permissions_file=permissions_base64_encoded)
update_session_permissions_request.append(a_request)
print('Update Session Permissions Request:', update_session_permissions_request)
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api_instance = get_session_permissions_api()

api_response
api_instance.update_session_permissions(body=update_session_permissions_request)
print('Update Session Permissions Response:', api_response)

def main():
update_session_permissions([('SessionId1897', 'an owner 1890°',

'file_base64_encoded')])

{
'request_id': 'd68ebf66-4022-42b5-ba65-99f89b18c341"',
'successful_list': [
o
session_id': 'SessionId1897'
}
1,
'unsuccessful_list': []
}
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